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Digital Marketplace service ID number:

833781167527166

Call-Off Contract reference:

ITPD0425

Call-Off Contract title:

Full End to End of Pilot of Automation of ABS
PRO.990

Call-Off Contract description:

Full End to End of Pilot of Automation of ABS

Start date:

20t January 2020

Expiry date:

315t March 2020

Call-Off Contract value:

£166,265.00

Charging method:

Invoice monthly in arrears

Purchase order number:

TBA
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This Order Form is issued under the G-Cloud 11 Framework Agreement (RM1557.11).

Buyers can use this Order Form to specify their G-Cloud service requirements when placing an

Order.

The Order Form cannot be used to alter existing terms or add any extra terms that materially

change the Deliverables offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are

identified in the contract with square brackets.

From: the Buyer | Highways England Ltd
T: 08459 556575
Buyer's main address:
Bridge House,

1 Walnut Tree Close,
Guildford.

GU1 4Lz

Company number:

09346363

To: the Supplier |Ernst & Young LLP

T: 07450 255576
Supplier's address:

1 More London Place
London

SE1 2AF

Company number:

OC300001

Together: the ‘Parties’
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Principle contact details

For the Buyer: Title: Head of Cost Intelligence

I\Jame:_
Email:

phone: [

For the Supplier: | Title: Director, Advisory

Name:

Email:

Phone

Call-Off Contract term

Start date: This Call-Off Contract Starts on 20% January 2020 and is valid until
31t March 2020.

Ending The notice period needed for Ending the Call-Off Contract is at least
(termination): 30 Working Days from the date of written notice for undisputed sums
or at least 30 days from the date of written notice for Ending without

cause.

Extension period: This Call-Off Contract can be extended by the Buyer for one period of
up to three months, by giving the Supplier one month’s written notice
before its expiry.

Extensions which extend the Term beyond 24 months are only

permitted if the Supplier complies with the additional exit plan

requirements at clauses 21.3 to 21.8.

Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the

volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloud 11 Call-Off Contract



G-Cloud lot:

This Call-Off Contract is for the provision of Services under:

Lot 3 - Cloud support

G-Cloud services

required:

The Services to be provided by the Supplier under the above Lot are
listed in Framework Section 2 and outlined below:
@ Support in the creation of a business hypothesis related
to procurement for the purposes of testing
@ Provision of data science services to the apply to the
business hypothesis
@® Application of automation to the end to end process of

deriving unit costs.

Additional Services:

N/A

Location:

The Services will be delivered to The Cube, 199 Wharfside Street,

Birmingham B1 1RN and remotely from EY offices.

Quality standards:

The quality standards required for this Call-Off Contract are to

execute a proof-of-value as described in the plan.

Technical standards:

The technical standards required for this Call-Off Contract are to

execute a proof-of-value as described in the plan.

Service level

agreement:

The service level and availability criteria required for this Call-Off
Contract are defined in the diagram below, to include a progress

review at the end of each Sprint with the Buyer.

Project Sponsor Meatings

Frogress
i Review Rreview Review Review Ruview

Agvanced data analyties fordata macping
Investigatinn of machine learming for data aitamatizn

Unit Cost Source Data ETL

o ks £

LnAT deta Mo TargEr datasmrshalse
detabzss
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Onboarding:

The onboarding plan for this Call-Off Contract is N/A.

Offboarding:

The offboarding plan for this Call-Off Contract is N/A.

Collaboration

agreement:

N/A.

Limit on Parties’

The annual total liability of either Party for all Property defaults will

liability: not exceed £2million.
The annual total liability for Buyer Data defaults will not exceed 125%
of the Charges payable by the Buyer to the Supplier during the Call-
Off Contract Term.
The annual total liability for all other defaults will not exceed the
greater of 125% of the Charges payable by the Buyer to the Supplier
during the Call-Off Contract Term.

Insurance: The insurance(s) required will be:

@ a2 minimum insurance period of [6 years] following the
expiration or Ending of this Call-Off Contract

@ professional indemnity insurance cover to be held by the
Supplier and by any agent, Subcontractor or consultant
involved in the supply of the G-Cloud Services. This professional
indemnity insurance cover will have a minimum limit of
indemnity of £1,000,000 for each individual claim or any higher
limit the Buyer requires (and as required by Law)

@ employers' liability insurance with a minimum limit of

£5,000,000 or any higher minimum limit required by Law

Force majeure:

A Party May End this Call-Off Contract if the Other Party is affected

by a Force Majeure Event that lasts for more than 28 consecutive

responsibilities:

days.

Audit: The following Framework Agreement audit provisions will be
incorporated under clause 2.1 of this Call-Off Contract to enable the
Buyer to carry out audits. N/A.

Buyer's The Buyer is responsible for

e Providing access to an Azure Platform sandpit with the
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flexibility to add in additional software components that maybe
required to conduct the proof-of-value

e Provide the EY team (4 resources) with remote access into an
Azure Data Science Virtual Machine running in the HE Azure
subscription from their EY [remote] laptops.

e Provision the required data sets into the Azure platform to
support the hypothesis testing

Provide access to stakeholders, subject matter resources, technical

resources that may be required to support the plan.

Buyer’s equipment:

The Buyer's equipment to be used with this Call-Off Contract includes
N/A.
Reason N/A.

Supplier’s information

Subcontractors or

partners:

The following is a list of the Supplier's Subcontractors or Partners
N/A.

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a

full breakdown.

Payment method:

The payment method for this Call-Off Contract is BACS.

Payment profile:

The payment profile for this Call-Off Contract is monthly in arrears.

Invoice details:

The Supplier will issue electronic invoices monthly in arrears. The

Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

Who and where to

send invoices to:

Invoices will be sent to:

Finance and Business Services: Payments,
The Cube,

199 Wharfside Street,

Birmingham, B1 1RN.

Tel: 0300 470 3002

Fax: N/A
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Email: INVOICES@ highwaysengland.co.uk.

Invoice information
required — for
example purchase
order, project

reference:

The Supplier shall ensure that each invoice submitted to the Buyer

contains the following accurate and complete information:

. the date of the invoice;
. a unique invoice number;
. the service period or other period(s) to which the relevant

Charge(s) relate;

. the Purchase Order Number (tba);

. the receipt number (as supplied by the Buyer);

. the dates between which the Services subject of each of the

Charges detailed on the invoice were per-formed;

. the methodology applied to calculate the Charges (where
applicable);
. any payments due in respect of achievement of a Milestone

(where applicable);

. the total Charges gross and net of any applicable deductions
and, separately, the amount of any disbursements properly
chargeable to the Buyer under the terms of the Agreement, and,
separately, any VAT or other sales tax payable in respect of the same;
. details of any deductions that shall apply to the Charges
detailed on the invoice;

. reference to any reports required by the Buyer in respect of the
Services to which the Charges de-tailed on the invoice relate (or in
the case of reports issued by the Service Provider for validation by
the Buyer, then to any such reports as are validated by the Buyer in
respect of the Services);

. a contact name and telephone number of a responsible person
in the Supplier's Finance Department in the event of administrative
queries; and

. the banking details for payment to the Supplier via electronic
transfer of funds (i.e. name and address of bank, sort code, account
name and number).

All invoices will be expressed in sterling.

Invoice frequency:

Invoice will be sent to the Buyer monthly in arrears.

G-Cloud 11 Call-Off Contract
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Call-Off Contract

value:

The total value of this Call-Off Contract is £166,265.00 excluding VAT.

Call-Off Contract

charges:

The breakdown of the Charges is in Schedule 2, Call-off Contract
Charges.

Additional Buyer terms

Performance of the
service and

deliverables:

This Call-Off Contract will include the following implementation plan,
exit and offboarding plans and milestones:
e Development of data pipelines to process the unit
cost data
e Analytical Model (Non-production software
developed to create the data pipeline & layered analytical
model by end the engagement
e Final Report — Collating learnings from the
process to date and recommendations for next steps in

PowerPoint format.

Guarantee:

N/A.

Warranties,

representations:

In addition to the incorporated Framework Agreement clause 4.1, the

Supplier warrants and represents to the Buyer that: N/A.

Supplemental
requirements in
addition to the Call-
Off terms:

Within the scope of the Call-Off Contract, the Supplier will N/A.

Alternative clauses:

These Alternative Clauses, which have been selected from Schedule 4,

will apply: N/A.

Buyer specific
amendments
to/refinements of
the Call-Off Contract

terms:

Within the scope of the Call-Off Contract:
The Supplier may terminate this Agreement or any Call Off
Agreement immediately on notice for the Authorities insolvency or

for legal, professional, regulatory or audit independence reasons.

Public Services

The Public Services Network (PSN) is the Government's secure

G-Cloud 11 Call-Off Contract
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Network (PSN):

network.
If the G-Cloud Services are to be delivered over PSN this should be
detailed here: N/A.

Personal Data and

Data Subjects:

Confirm whether either Annex 1 or Annex 2 of Schedule 7 is being
used: Annex 1 / Annex 2: N/A.

1. Formation of contract

1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a

Call-Off Contract with the Buyer.

1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract

terms and by signing below agree to be bound by this Call-Off Contract.

1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed

copy of the Order Form from the Supplier.

1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract

and Order Form will supersede those of the Supplier Terms and Conditions.

2. Background to the agreement

(A)  The Supplier is a provider of G-Cloud Services and agreed to provide the Services under

the terms of Framework Agreement number RM1557.11.

(B)  The Buyer provided an Order Form for Services to the Supplier.

Signed: EY Buyer

— —

Title: Associate Partner Procurement Delivery Partner
- x

Date: 14% January 2020 [Enter text] 15 January 2020

G-Cloud 11 Call-Off Contract
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Schedule 1 - Services

e Execute proof-of-value, as per the plan, by bringing together relevant Highways England
data sets, generating analytical features and applying data science algorithms to develop

a predictive model to support the unit cost automation process

e Document in PowerPoint format the findings at the end of each sprint, which could be

used to inform decision making for future plans and business case

e Delivery of a Proof of Concept solution that if successful has the potential to be scaled

up and inform the design and roll out activity to enable it to be deployed more widely.

e EY will not download HE data onto EY laptops; the data will remain in the HE provided

Azure cloud.

e HE should not use the output of the proof-of-value model to make business decisions.
e Processing of large volumes of raw data that will be automatically incorporated into the
master dataset.

e Ability to provide more meaningful intelligence at a granular level e.g. instead of just
providing a rate for ‘signs’ it will break this down to a sub-level e.g. electronic, simple
signs etc.

e Ability to calculate unit rates quickly using automation techniques replicating the end
to end process with a direct link back to the data source, instead of having to
manually process data/process and then manually create an output in Excel from it.

e ‘Slice and dice’ the data in different ways — e.g. by Supplier. This will help to identify
whether some suppliers are better at delivering certain outputs (e.g. blacktop) cheaper

than others.

13
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Schedule 2 - Call-Off Contract charges

For each individual Service, the applicable Call-Off Contract Charges (in accordance with the
Supplier's Digital Marketplace pricing document) can't be amended during the term of the Call-
Off Contract. The detailed Charges breakdown for the provision of Services during the Term will
include:

Daily rates to be based upon the following:

Total Days | Daily Rate | Total Cost

Oversight
Senior DS
Data Scientist

Data Engineer
SMR
Platform Engineer

Grand
Total

166,265 |

The total charges will not exceed the contractually awarded value of £166,265.00 excluding VAT

14
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Part B - Terms and conditions

1. Call-Off Contract start date and length

1.1 The Supplier must start providing the Services on the date specified in the Order Form.

1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up
24 months from the Start Date unless Ended earlier under clause 18 or extended by the
Buyer under clause 1.3.

1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the
period in the Order Form, as long as this is within the maximum permitted under the

Framework Agreement of 2 periods of up to 12 months each.

14  The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer

reserves the right in the Order Form to extend the contract beyond 24 months.

2. Incorporation of terms
2.1 The following Framework Agreement clauses (including clauses and defined terms
referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off

Contract obligations and apply between the Supplier and the Buyer:

@® 4.1 (Warranties and representations)
@ 4.2 to 4.7 (Liability)

@® 4.11 to 4.12 (IR35)

® 5.4 to 5.5 (Force majeure)

5.8 (Continuing rights)

5.9 to 5.11 (Change of control)

5.12 (Fraud)

5.13 (Notice of fraud)

7.1 to 7.2 (Transparency)

8.3 (Order of precedence)

[ ]

8.4 (Relationship)

8.7 to 8.9 (Entire agreement)

G-Cloud 11 Call-Off Contract
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8.10 (Law and jurisdiction)

8.11 to 8.12 (Legislative change)

8.13 to 8.17 (Bribery and corruption)

8.18 to 8.27 (Freedom of Information Act)

8.28 to 8.29 (Promoting tax compliance)

8.30 to 8.31 (Official Secrets Act)

8.32 to 8.35 (Transfer and subcontracting)

8.38 to 841 (Complaints handling and resolution)
8.42 to 8.48 (Conflicts of interest and ethical walls)
8.49 to 851 (Publicity and branding)

8.52 to 8.54 (Equality and diversity)

8.57 to 8.58 (data protection)

8.62 to 8.63 (Severability)

8.64 to 8.77 (Managing disputes and Mediation)
8.78 to 8.86 (Confidentiality)

8.87 to 8.88 (Waiver and cumulative remedies)
8.89 to 8.99 (Corporate Social Responsibility)

paragraphs 1 to 10 of the Framework Agreement glossary and interpretations

any audit provisions from the Framework Agreement set out by the Buyer in the

Order Form

2.2  The Framework Agreement provisions in clause 2.1 will be modified as follows:

@ a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off

Contract’
@® a reference to ‘CCS’ will be a reference to ‘the Buyer'
@ a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and

Supplier as Parties under this Call-Off Contract

16
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2.3 The Parties acknowledge that they are required to complete the applicable Annexes
contained in schedule 4 (Processing Data) of the Framework Agreement for the purposes
of this Call-Off Contract. The applicable Annexes being reproduced at schedule 7 of this
Call-Off Contract.

2.4  The Framework Agreement incorporated clauses will be referred to as ‘incorporated
Framework clause XX, where XX’ is the Framework Agreement clause number.

2.5 When an Order Form is signed, the terms and conditions agreed in it will be incorporated

into this Call-Off Contract.

3. Supply of services
3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the
terms of the Call-Off Contract and the Supplier's Application.

3.2  The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceptance

criteria, as defined in the Order Form.

4. Supplier staff
4.1  The Supplier Staff must:

@ be appropriately experienced, qualified and trained to supply the Services

@® apply all due skill, care and diligence in faithfully performing those duties

@ obey all lawful instructions and reasonable directions of the Buyer and provide the
Services to the reasonable satisfaction of the Buyer

@ respond to any enquiries about the Services as soon as reasonably possible

@ complete any necessary Supplier Staff vetting as specified by the Buyer

4.2  The Supplier must retain overall control of the Supplier Staff so that they are not
considered to be employees, workers, agents or contractors of the Buyer.

4.3  The Supplier may substitute any Supplier Staff as long as they have the equivalent
experience and qualifications to the substituted staff member.

4.4  The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the
17

G-Cloud 11 Call-Off Contract



4.5

4.6

4.7

4.8

Supplier's engagement under the Call-Off Contract is Inside or Outside IR35.

The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering
the Services Inside IR35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before
the Start Date or at any time during the provision of Services to provide a preliminary
view of whether the Services are being delivered Inside or Outside IR35. If the Supplier
has completed the Indicative Test, it must download and provide a copy of the PDF with
the 14-digit ESI reference number from the summary outcome screen and promptly

provide a copy to the Buyer.

If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35,
the Supplier must provide the Buyer with all relevant information needed to enable the

Buyer to conduct its own IR35 Assessment.

If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide
the ESI reference number and a copy of the PDF to the Supplier.

5. Due diligence

5.1

Both Parties agree that when entering into a Call-Off Contract they:

@® have made their own enquiries and are satisfied by the accuracy of any information
supplied by the other Party
@ are confident that they can fulfil their obligations according to the Call-Off

Contract terms

have raised all due diligence questions before signing the Call-Off Contract

@ have entered into the Call-Off Contract relying on its own due diligence

6. Business continuity and disaster recovery

6.1

The Supplier will have a clear business continuity and disaster recovery plan in their

service descriptions.

18
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6.2  The Supplier's business continuity and disaster recovery services are part of the Services

and will be performed by the Supplier when required.

6.3  If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must
ensure that its business continuity and disaster recovery plan is consistent with the

Buyer's own plans.

7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier's delivery

of the Services.

7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on

receipt of a valid invoice.

7.3 The Call-Off Contract Charges include all Charges for payment Processing. All invoices

submitted to the Buyer for the Services will be exclusive of any Management Charge.

7.4  If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by
the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant

fee levied for using the GPC and must not recover this charge from the Buyer.

7.5  The Supplier must ensure that each invoice contains a detailed breakdown of the G-
Cloud Services supplied. The Buyer may request the Supplier provides further

documentation to substantiate the invoice.

7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in
each Subcontract which specifies that payment must be made to the Subcontractor

within 30 days of receipt of a valid invoice.
7.7  All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.

7.8  The Supplier must add VAT to the Charges at the appropriate rate with visibility of the

amount as a separate line item.

7.9  The Supplier will indemnify the Buyer on demand against any liability arising from the

Supplier's failure to account for or to pay any VAT on payments made to the Supplier
19
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7.10

7.11

7.12

under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5
Working Days before the date on which the tax or other liability is payable by the Buyer.

The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is
entitled to End this Call-Off Contract under clause 18.6 for Buyer's failure to pay

undisputed sums of money. Interest will be payable by the Buyer on the late payment of
any undisputed sums of money properly invoiced under the Late Payment of Commercial

Debts (Interest) Act 1998.

If there's an invoice dispute, the Buyer must pay the undisputed amount and return the
invoice within 10 Working Days of the invoice date. The Buyer will provide a covering
statement with proposed amendments and the reason for any non-payment. The Supplier
must notify the Buyer within 10 Working Days of receipt of the returned invoice if it
accepts the amendments. If it does then the Supplier must provide a replacement valid

invoice with the response.

Due to the nature of G-Cloud Services it isn't possible in a static Order Form to exactly
define the consumption of services over the duration of the Call-Off Contract. The

Supplier agrees that the Buyer's volumes indicated in the Order Form are indicative only.

8. Recovery of sums due and right of set-off

8.1

If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off
Contract Charges.

9. Insurance

9.1

2

The Supplier will maintain the insurances required by the Buyer including those in this

clause.
The Supplier will ensure that:

@ during this Call-Off Contract, Subcontractors hold third--party public and products

pay as damages, including the claimant's costs and expenses, for accidental death

20

G-Cloud 11 Call-Off Contract



9.3

9.4

9.5

or bodily injury and loss of or damage to Property, to a minimum of £1,000,000

the third-party public and products liability insurance contains an ‘indemnity to

principals’ clause for the Buyer's benefit

all agents and professional consultants involved in the Services hold professional
indemnity insurance to a minimum indemnity of £1,000,000 for each individual

claim during the Call-Off Contract, and for 6 years after the End or Expiry Date

all agents and professional consultants involved in the Services hold employers
liability insurance (except where exempt under Law) to a minimum indemnity of
£5,000,000 for each individual claim during the Call-Off Contract, and for 6 years
after the End or Expiry Date

If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend

existing policies bought under the Framework Agreement.

If requested by the Buyer, the Supplier will provide the following to show compliance

with this clause:
@ a broker's verification of insurance
@ receipts for the insurance premium
@ evidence of payment of the latest premiums due

Insurance will not relieve the Supplier of any liabilities under the Framework Agreement

or this Call-Off Contract and the Supplier will:

take all risk control measures using Good Industry Practice, including the
investigation and reports of claims to insurers

promptly notify the insurers in writing of any relevant material fact under any
insurances

hold all insurance policies and require any broker arranging the insurance to hold

any insurance slips and other evidence of insurance

21
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9.6

9.7

9.8

The Supplier will not do or omit to do anything, which would destroy or impair the legal

validity of the insurance.

The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies

have been, or are due to be, cancelled, suspended, Ended or not renewed.
The Supplier will be liable for the payment of any:
@ premiums, which it will pay promptly

@ excess or deductibles and will not be entitled to recover this from the Buyer

10. Confidentiality

10.1

Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully
indemnified against all Losses, damages, costs or expenses and other liabilities (including
legal fees) arising from any breach of the Supplier's obligations under the Data Protection
Legislation or under incorporated Framework Agreement clauses 8.78 to 8.86. The
indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer's

instruction.

11. Intellectual Property Rights

11.1

11.2

11.3

Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title
or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its

licensors.

The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable,
royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded

within the Project Specific IPRs for the Buyer's ordinary business activities.

The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the
Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish

the iPR as open source.

11.4 The Supplier must promptly inform the Buyer if it can't comply with the clause above and

22
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the Supplier must not use third-party IPRs or Background IPRs in relation to the Project

Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.

11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all
Losses which it may incur at any time from any claim of infringement or alleged

infringement of a third party’s IPRs because of the:
@ rights granted to the Buyer under this Call-Off Contract
@ Supplier's performance of the Services
@ use by the Buyer of the Services

11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the
Buyer in writing and must at its own expense after written approval from the Buyer,

either:

@® modify the relevant part of the Services without reducing its functionality or

performance

@ substitute Services of equivalent functionality and performance, to avoid the
infringement or the alleged infringement, as long as there is no additional cost or

burden to the Buyer

@ buy a licence to use and supply the Services which are the subject of the alleged

infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:

@ the use of data supplied by the Buyer which the Supplier isn’t required to verify
under this Call-Off Contract

@ other material provided by the Buyer necessary for the Services

11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off
Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the

money paid for the affected Services.
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12. Protection of information

12.1  The Supplier must:

@ comply with the Buyer's written instructions and this Call-Off Contract when

Processing Buyer Personal Data

@ only Process the Buyer Personal Data as necessary for the provision of the G-Cloud

Services or as required by Law or any Regulatory Body

@ take reasonable steps to ensure that any Supplier Staff who have access to Buyer

Personal Data act in compliance with Supplier's security processes

12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data

including by:
@ providing the Buyer with full details of the complaint or request

@® complying with a data access request within the timescales in the Data Protection

Legislation and following the Buyer's instructions

@ providing the Buyer with any Buyer Personal Data it holds about a Data Subject

(within the timescales required by the Buyer)
@ providing the Buyer with any information requested by the Data Subject

12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal
Data to any other person (including any Subcontractors) for the provision of the G-Cloud

Services.

13. Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data.

13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.

13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer

as requested.

13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure
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system that complies with the Supplier's and Buyer's security policy and all Buyer

requirements in the Order Form.

13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and

prevent its corruption and loss.

13.5 The Supplier will ensure that any Supplier system which holds any protectively marked

Buyer Data or other government data will comply with:

@ the principles in the Security Policy Framework at

https://www.gov.uk/government/publications/security-policy-framework and the

Government Security Classification policy at

https://www.gov.uk/government/publications/government-security-classifications

@ guidance issued by the Centre for Protection of National Infrastructure on Risk

Management at https://www.cpni.gov.uk/content/adopt-risk-management-

approach and Protection of Sensitive Information and Assets at

https://www.cpni.gov.uk/protection-sensitive-information-and-assets

@ the National Cyber Security Centre’'s (NCSC) information risk management

guidance, available at hitps://www.ncsc.gov.uk/collection/risk-management-collection

@ government best practice in the design and implementation of system
components, including network principles, security design principles for digital
services and the secure email blueprint, available at

https://www.gov.uk/government/publications/technology-code- of-

practice/technology-code-of-practice

@ the security requirements of cloud services using the NCSC Cloud Security
Principles and accompanying guidance at

https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached

25

G-Cloud 11 Call-Off Contract



or significantly degraded in any way for any reason, then the Supplier will notify the
Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of
the Buyer Data was caused by the action or omission of the Supplier) comply with any

remedial action reasonably proposed by the Buyer.

13.8 The Supplier agrees to use the appropriate organisational, operational and technological
processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction,

theft or disclosure.

13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and
for as long as the Supplier holds the Buyer's Data.

14. Standards and quality
14.1  The Supplier will comply with any standards in this Call-Off Contract, the Order Form and

the Framework Agreement.

14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its
obligations under the Technology Code of Practice, which is available at

https://www.gov.uk/government/publications/technology-code-of-practice/technology-

code-of-practice

143 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud

Services comply with the requirements in the PSN Code of Practice.

144 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the

services have the relevant PSN compliance certification.

145 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN
Authority considers there is a risk to the PSN's security and the Supplier agrees that the
Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any

other Supplier liabilities which may arise.

15.0
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15.1 All software created for the Buyer must be suitable for publication as open source, unless
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15.2

otherwise agreed by the Buyer.

If software needs to be converted before publication as open source, the Supplier must

also provide the converted format unless otherwise agreed by the Buyer.

16. Security

16.1

16.2

16.3

16.4

16.5

If requested to do so by the Buyer, before entering into this Call-Off Contract the
Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and
obtain the Buyer's written approval of) a Security Management Plan and an Information
Security Management System. After Buyer approval the Security Management Plan and
Information Security Management System will apply during the Term of this Call-Off
Contract. Both plans will comply with the Buyer's security policy and protect all aspects

and processes associated with the delivery of the Services.

The Supplier will use all reasonable endeavours, software and the most up-to-date
antivirus definitions available from an industry-accepted antivirus software seller to

minimise the impact of Malicious Software.

If Malicious Software causes loss of operational efficiency or loss or corruption of Service
Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to

operating efficiency as soon as possible.
Responsibility for costs will be at the:

@ Supplier's expense if the Malicious Software originates from the Supplier software
or the Service Data while the Service Data was under the control of the Supplier,
unless the Supplier can demonstrate that it was already present, not quarantined

or identified by the Buyer when provided

@ Buyer's expense if the Malicious Software originates from the Buyer software or the

Service Data, while the Service Data was under the Buyer's control

The Supplier will immediately notify CCS of any breach of security of CCS's Confidential

Information (and the Buyer of any Buyer Confidential Information breach). Where the
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breach occurred because of a Supplier Default, the Supplier will recover the CCS and

Buyer Confidential Information however it may be recorded.

16.6 Any system development by the Supplier should also comply with the government’s ‘10
Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-

steps-cyber-security

16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials
certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or

equivalent) required for the Services before the Start Date.

17. Guarantee
17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the

Buyer, the Supplier must give the Buyer on or before the Start Date:
@ an executed Guarantee in the form at Schedule 5

@ o certified copy of the passed resolution or board minutes of the guarantor

approving the execution of the Guarantee

18. Ending the Call-Off Contract
18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to

the Supplier, unless a shorter period is specified in the Order Form. The Supplier's

obligation to provide the Services will end on the date in the notice.

18.2 The Parties agree that the:

@ Buyer's right to End the Call-Off Contract under clause 18.1 is reasonable

considering the type of cloud Service being provided

@ Call-Off Contract Charges paid during the notice period is reasonable

compensation and covers all the Supplier's avoidable costs or Losses

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1,

it will indemnify the Supplier against any commitments, liabilities or expenditure which
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18.4

18.5

18.6

18.7

result in any unavoidable Loss by the Supplier, provided that the Supplier takes all
reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will
reduce its unavoidable costs by any insurance sums available. The Supplier will submit a

fully itemised and costed list of the unavoidable Loss with supporting evidence.

The Buyer will have the right to End this Call-Off Contract at any time with immediate

effect by written notice to the Supplier if either the Supplier commits:

@® a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of

the Buyer, be remedied
@® any fraud
A Party can End this Call-Off Contract at any time with immediate effect by written notice
if:

@ the other Party commits a Material Breach of any term of this Call-Off Contract
(other than failure to pay any amounts due) and, if that breach is remediable, fails

to remedy it within 15 Working Days of being notified in writing to do so
@® an Insolvency Event of the other Party happens

@ the other Party ceases or threatens to cease to carry on the whole or any material

part of its business

If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier
must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn't
pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the

length of notice in the Order Form.

A Party who isn't relying on a Force Majeure event will have the right to End this Call-Off

Contract if clause 23.1 applies.

19. Consequences of suspension, ending and expiry

19.1

If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off

Contract or any part of it.
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