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DEFINITIONS
In this Schedule, the following definitions shall apply:
	"Incident Report"
	a formal document outlining a series of events and/or statements in relation to a Security Incident and must include as applicable, but not be limited to, a timeline of events/actions from initial awareness to remediation and incident closure, a detailed account of any remedial activity taken, a detailed account of remedial activity planned and the timeline for corresponding action(s), an assessment of root cause(s), an assessment of incident severity, an assessment of consequence(s) and any supporting documentation and technical evidence;


	"National Cyber Security Centre"" or ""NCSC"
	is the UKs authority on cyber security;



	"Processing / Process"
	means any operation or set of operations which is performed on data or on sets of data, whether or not by automated means, such as collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, erasure or destruction; and


	"Security Incident"
	a breach of a systems security policy in order to affect its integrity or availability and/or the unauthorised access or attempted access to a system.



PURPOSE
This Paragraph conveys the spirit and principles of the minimum information security requirements required of the Supplier by the Authority while the Supplier, its Sub-contractors, Sub-Processors and supply-chain are in possession of, or maintain access to, Authority Systems, information or data (including Authority Data).
Due to the constant nature of evolving informational risk threats, these requirements convey principles in lieu of an exhaustive and complete description of all possible definable requirements. The Supplier is expected to create and maintain a proportional and holistic approach to information security in order to appropriately safeguard Authority Materials including Supplier generated data or information in relation to the fulfilment of this Agreement.
Due to the constant nature of evolving information risk and technical standards and guidance, a non-exhaustive list correct at the time of creation has been included within Schedule 15 (Authority Policies). The Supplier is expected to review and comply with these policies throughout its provision of the Services throughout the Term.
The Supplier must continuously review and improve its approach to information security to ensure any associated controls or defences are appropriate, modern and proportional to adequately protect and assure data or information at any point in time.
The Supplier must take all reasonable measures to ensure it (and any Sub-contractors and Sub-Processors) maintains and creates an adequate information security posture.
GOVERNANCE
The Supplier shall create as required prior to the Processing of Authority Data, and thereafter maintain, an adequate and robust information security governance regime.
The Supplier shall have in place and shall maintain Cyber Essentials Plus (or any equivalent replacement scheme) throughout the Term and thereafter for as long as the Supplier holds or processes any Authority Materials.
[bookmark: _Ref70000010][bookmark: _Ref_ContractCompanion_9kb9Ur019]Within twelve (12) months after the Effective Date, the Supplier shall prepare and submit to the Authority for approval in accordance with Paragraph 3.5.8 a fully developed, complete and up-to-date a plan for the management of information security ("Information Security Management Plan) which shall comply with the requirements of Paragraph 3.5 and ‎ISO/IEC 27001 certification (and any equivalent replacement certification) recognised by the British Standards Institution. 
The Parties acknowledge that the purpose of the Security Management Plan are to ensure a good organisational approach to security under which the specific requirements of this Agreement will be met.
[bookmark: _Ref70000008][bookmark: _Ref_ContractCompanion_9kb9Ur015][bookmark: _Ref_ContractCompanion_9kb9Ur017]The Security Management Plan shall:
comply with ‎ISO/IEC 27001 certification (and any equivalent replacement certification) recognised by the British Standards Institution;
identify the necessary delegated organisational roles defined for those responsible for ensuring this Schedule is complied with by the Supplier; 
detail the process for managing any security risks from Sub-contractors and third parties authorised by the Authority with access to the Services, processes associated with the delivery of the Services, the Authority Premises, the Sites, the Supplier System, the Authority System (to extent that it is under the control of the Supplier) and any IT, Information and data (including the Authority's Confidential Information and the Authority Data) and any system that could directly or indirectly have an impact on that Information, data and/or the Services;
unless otherwise specified by the Authority in writing, be developed to protect all aspects of the Services and all processes associated with the delivery of the Services, including the Authority Premises, the Sites, the Supplier System, the Authority System (to the extent that it is under the control of the Supplier) and any IT, Information and data (including the Authority Confidential Information and the Authority Data) to the extent used by the Authority or the Supplier in connection with this Agreement or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Services;
set out the security measures to be implemented and maintained by the Supplier in relation to all aspects of the Services and all processes associated with the delivery of the Services and at all times comply with and specify security measures and procedures which are sufficient to ensure that the Services comply with the provisions of this Schedule;
demonstrate that the Supplier Solution has minimised the Authority and Supplier effort required to comply with this Schedule through consideration of available, appropriate and practicable pan-government accredited services (for example, 'platform as a service offerings from the G-Cloud catalogue);
be structured in accordance with ISO/IEC 27001 and ISO/IEC 27002, cross-referencing if necessary to other Schedules which cover specific areas included within those standards; and 
[bookmark: _Ref_ContractCompanion_9kb9Ur013][bookmark: _Ref70000007]be written in plain English in language which is readily comprehensible to the staff of the Supplier and the Authority engaged in the Services and shall reference only documents which are in the possession of the Parties or whose location is otherwise specified in this Schedule.
[bookmark: _Ref524637962][bookmark: _Ref_ContractCompanion_9kb9Ur01B][bookmark: _Ref_ContractCompanion_9kb9Ur024]If the Security Management Plan submitted to the Authority pursuant to Paragraph 3.3 is approved by the Authority, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this Schedule. If the Security Management Plan is not approved by the Authority, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Authority and re-submit it to the Authority for approval. The Parties shall use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days (or such other period as the Parties may agree in writing) from the date of its first submission to the Authority. If the Authority does not approve the Security Management Plan following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure. No approval to be given by the Authority pursuant to this Paragraph 3.6 may be unreasonably withheld or delayed. However any failure to approve the Security Management Plan on the grounds that it does not comply with the requirements set out in Paragraph 3.5 shall be deemed to be reasonable.
[bookmark: _Ref70000001]Approval by the Authority of the Security Management Plan pursuant to Paragraph 3.6 or of any change or amendment to the Security Management Plan shall not relieve the Supplier of its obligations under this Schedule.
The Information Security Management Plan and ISO/IEC 27001 certification (and any equivalent replacement certification) must have an adequate scope to encompass all possible methods, locations and personnel that may be utilised in the Processing of Authority Materials.
The Information Security Management Plan scope must include applicable policies such as malware policies, software patching policies and password standards.
The Information Security Management Plan and ISO/IEC 27001 certification (and any equivalent replacement certification) must be evidenced to the Authority on demand, including but not limited to, statements of scope and applicability, risk management plans and documentation and any other related artefacts.
The Supplier shall ensure there is a named person and/or role from the Supplier, who is accountable for the Supplier's information risk and security management and the Supplier shall notify the Authority of this person from time to time. 
The Authority retains rights to audit (in accordance with the provisions of this Agreement) the Suppliers information security posture at any time and the Supplier will provide relevant certifications, information, data and artefacts applicable to the same on demand, including but not limited to, physical access for the purposes of audit to locations used to process Authority data subject to scheduling and adequate notice periods being provided by the Authority to the Supplier.
Security must be embedded in all service management, including but not limited to, change management, incident management, and other service management artefacts as described within ISO/IEC 20000 (and any equivalent replacement certification).
The Suppliers organisation, including but not limited to, systems and personnel used or involved in the fulfilment this Agreement, must adhere to all applicable Laws or regulation, including but not limited to, the Official Secrets Act 1989 and Data Protection Legislation and comply with the relevant provisions of this Agreement.
The Supplier System should notify all users to read and accept the terms and conditions of service, upon system registration or authentication.
[bookmark: _Ref70000012]The Information Security Management Plan shall be fully reviewed and updated by the Supplier at least annually to reflect:
emerging changes in Good Industry Practice;
any change or proposed change to the IT Environment, the Services and/or associated processes; 
any new perceived or changed security threats; and
any reasonable change in requirement requested by the Authority.
The Supplier shall provide the Authority with the results of such reviews as soon as reasonably practicable after their completion and amend the Information Security Management Plan at no additional cost to the Authority.  
Subject to Paragraph 3.19, any change which the Supplier proposes to make to the Information Security Management Plan (as a result of a review carried out pursuant to Paragraph 3.16, an Authority request or otherwise) shall be subject to the Change Control Procedure and shall not be implemented until approved in writing by the Authority.
[bookmark: _Ref70000011]The Authority may, where it is reasonable to do so, approve and require changes or amendments to the Information Security Management Plan to be implemented on timescales faster than set out in the Change Control Procedure but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be subject to the Change Control Procedure for the purposes of formalising and documenting the relevant change or amendment for the purposes of this Agreement.
ASSURANCE
The Supplier shall comply with the UK Government Security Classifications Policy in order to recognise government classification and handling markings and ensure the appropriate level of information security and information management required by the same.
The Supplier shall ensure that any technology developed or utilised for fulfilment of this Agreement, will be developed, reviewed and where proportional remediated, in line with Good Industry Practice including professional certified independent technical security testing (such as NCSC CHECK, TigerSCHEME or CREST) or as approved by the Authority against application source code and associated underlying infrastructure and where possible utilise and/or align to the Open Standards for Government.
Professional certified independent technical security testing must include, but not be limited to, Open Web Application Security Project (OWASP) Top 10.
The Supplier may not utilise Authority Materials or Authority Systems for purposes other than those permitted by this Agreement and take all proportional measures to ensure the same.
The Supplier must not Process any Authority Materials outside of the United Kingdom without the prior written consent of the Authority.
ACCESS, AUTHORISATION, AUTHENTICATION AND AUDIT
The Supplier Systems, including those controlling access to physical locations, must have auditable authorisation, authentication and access control based on least privilege, and aligned appropriately to the business and individual user requirements.
The Supplier Systems must ensure logical separation between purposes and zones of trust, for example, logical delineation between Supplier Systems involved in the delivery of the Services and development environments used to iterate and improve the Supplier Systems involved in the delivery of the Services. Such separation must include, but not be limited to, the unique credentials and the prohibition of the use of Authority Materials for non-service fulfilment (for example, testing) purposes unless authorised in advance by the Authority in writing.
The Suppliers access to the Authority Systems must be limited to only Systems, services and Supplier Personnel directly required for the performance of the Services in accordance with the terms of this Agreement.
RISK ASSESSMENT & MANAGEMENT
The Supplier must undertake informational risk assessment(s) of any component, including but not limited to systems, services, personnel, physical locations and supply chain (including all Sub-contractors and Sub-Processors), utilised or otherwise involved in the provision of the Services.
Holistic informational risk assessment(s) must support the Suppliers Information Security Management System and proactively recommend additional controls to be proportionally implemented to continuously iterate and improve the Supplier''s information security regime.
The Supplier must disclose informational risk assessment information on request to the Authority.
AWARENESS & TRAINING
Supplier Personnel must be provided with adequate and relevant security-related education, training and awareness and include, but not be limited to, technical, physical and procedural security.
Education, training and awareness courses or certifications must be completed by all Supplier Personnel utilised in the direct or indirect performance of the Services at once in every Contract Year.
PERSONNEL SECURITY
The Supplier warrants that all Supplier Personnel are assured to the UK Government Baseline Personnel Security Standard prior to the ability to directly, or indirectly, access or influence Authority Systems or Authority Materials.
Additional Supplier Personnel clearances or vetting may be required and will be determined and notified by the Authority on a case-by-case basis from time to time.
The cost of additional Supplier Personnel clearances or vetting is the responsibility of the Supplier while the sponsorship for the same is the responsibility of the Authority.
TECHNICAL SECURITY
The Supplier warrants that all Supplier Systems or Authority Systems utilised directly, or indirectly in the performance of the Services are configured and maintained in accordance with corresponding vendor best practices or as superseded by Good Industry Practice, including but not limited to vulnerability and patch management through an aggressive patching regime and security-related change control to avoid regression or introduction of a negative security benefit.
The Supplier must continuously review technical security measures to ensure any appropriate, applicable and proportional changes are applied in response to change in accordance with changes to government and industry guidance.
Technical security standards, policies and guidance should align to NCSC publications and guidance wherever suitable. The Authority reserves the right to request information on, and audit, the same.
The Supplier must ensure technical solutions and services adopt modern connectivity and cryptographic standards once applicable guidance and standards have been updated, including but not limited to, implementing iterations to in-transit encryption such as Transport Layer Security (TLS) and Internet Protocol Security (IPSec) and at-rest encryption.
OPERATIONAL SECURITY & INCIDENT MANAGEMENT
The Supplier must create and maintain a robust operational security posture to ensure the proactive defences from threats to Authority Materials including but not limited to, awareness, detection, prevention, response and remediation processes/controls to effectively manage and remediate information security related events or incidents.
The Supplier must conduct continuous vulnerability, security, penetration testing and produce security improvement plans to address any issues raised by the same.
Information security related monitoring must be carried out in line with modern best practices and as required by risk assessment and the Suppliers Information Security Management System.
The Supplier must create and maintain adequate forensic readiness capability to facilitate independent review(s) of information security events or incidents. Such readiness must include, but not be limited to, granular access control data, technical network traffic data and a detailed timeline of events per event or incident.
The Supplier must inform the Authority if there is reasonable suspicion and/or confirmation of a negative security event or data breach that directly or indirectly processes Authority Material or Authority Systems within twenty four (24) hours of awareness.
The Supplier must provide the Authority with an Incident Report following remediation to any Security Incident demonstrating timescales of events from detection through to recovery.
BUSINESS CONTINUITY
In addition to the Suppliers obligations under Schedule 28 (Business Continuity and Disaster Recovery Plan), where applicable, the Supplier shall appropriately backup and/or archive Authority Data and any data arising from the Services at least once every twenty four (24) hours.
The Supplier shall ensure that any data backup or archiving locations meet the information security requirements of the original data source.
The Supplier shall no less than quarterly test and assure any backup and archival systems are functional, including but not limited to, a functional data restoration test to validate that restoration functional of the backup and archival systems are functional as designed and required by the Suppliers business continuity policies and plans. 
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