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Framework Schedule 6 (Order Form Template 
and Call-Off Schedules) 

 

Order Form  

CALL-OFF REFERENCE:   

THE BUYER:    The Secretary of State for the Home Department 

BUYER ADDRESS   2 Marsham Street, London, SW1P 4DF 

THE SUPPLIER:    Softcat Plc  

SUPPLIER ADDRESS:  Thames Industrial estate, Fieldhouse Lane, Marlow, 
Bucks, SL7 1LW 

REGISTRATION NUMBER:      

DUNS NUMBER:           

SID4GOV ID:                    

 

APPLICABLE FRAMEWORK CONTRACT 

This Order Form is for the provision of the Call-Off Deliverables and dated 8th December 
2023.  

It’s issued under the Framework Contract with the reference number RM6068 for the 
provision of Technology Products and Associated Services.    

CALL-OFF LOT(S): 

o Lot 1 Hardware & Software & Associated Services 

CALL-OFF INCORPORATED TERMS 

The following documents are incorporated into this Call-Off Contract. Where numbers are 
missing we are not using those schedules. If the documents conflict, the following order of 
precedence applies: 

1 This Order Form including the Call-Off Special Terms and Call-Off Special Schedules. 

2 Joint Schedule 1(Definitions and Interpretation) RM6068 

3 The following Schedules in equal order of precedence: 

• Joint Schedules for RM6068  

o Joint Schedule 2 (Variation Form)  

o Joint Schedule 3 (Insurance Requirements) 
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o Joint Schedule 6 (Key Subcontractors) 

o Joint Schedule 10 (Rectification Plan)  

• Call-Off Schedules for C23462    

o Call-Off Schedule 1 (Transparency Reports)  

o Call-Off Schedule 5 (Pricing Details)  

o Call-Off Schedule 9 (Security) Part C 

o Call-Off Schedule 10 (Exit Management) Part B 

o Call-Off Schedule 18 (Background Checks)  

o Call-Off Schedule 20 (Call-Off Specification)  

4 CCS Core Terms (version 3.0.6) 

5 Joint Schedule 5 (Corporate Social Responsibility) RM6068  

6 Annexes A to E Call-Off Schedule 6 (ICT Services) 

No other Supplier terms are part of the Call-Off Contract. That includes any terms written on 
the back of, added to this Order Form, or presented at the time of delivery.  

CALL-OFF SPECIAL TERMS 

The following Special Terms are incorporated into this Call-Off Contract: 

 

 
 

 

Call-Off Start Date: 08/12/2023 
Call-Off Expiry Date: 07/12/2026 
Call-Off Initial Period: 36 months 
Call-Off Optional Extension Period: 2 periods of up to 12 months 

 

CALL-OFF DELIVERABLES  

See details in Call-Off Schedule 20 (Call-Off Specification) 

 

LOCATION FOR DELIVERY 

HODC01,      

HODC02,      
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The total published TCV is  

 

The Charges will not be impacted by any change to the Framework Prices. The Charges can 
only be changed by agreement in writing between the Buyer and the Supplier because of a 
Specific Change in Law or Benchmarking using Call-Off Schedule 16 (Benchmarking) where 
this is used. 

 

REIMBURSABLE EXPENSES 

N/A 

 

PAYMENT METHOD 

The payment method for this Call-Off Contract is BACS.  
 

BUYER’S INVOICE ADDRESS:  

Invoices will be sent via email as the primary method for delivery to the address 

below:  

  

hosupplierinvoices@homeoffice.gov.uk  

  

Invoices can be submitted in hard copy via post to the address below, however this 

will significantly delay the processing of the payment to the supplier.  

  

Home Office Shared Service Centre HO Box 5015 Newport, Gwent NP20 9BB 

United Kingdom  

  

Tel: 08450 100125 Fax: 01633 581514 

BUYER’S AUTHORISED REPRESENTATIVE 

 

  

 

BUYER’S ENVIRONMENTAL POLICY 

The Supplier shall, when working on the Sites, perform its obligations under this Call 

Off Contract in accordance with the Environmental Policy of the Customer.  

The Customer shall provide a copy of its written Environmental Policy (if any) to the 

Supplier upon the Supplier’s written request. 
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 "Environmental In-
formation Regula-
tions or EIRs" 

a) means to conserve energy, water, wood, paper 
and other resources, reduce waste and phase 
out the use of ozone depleting substances and 
minimise the release of greenhouse gases, vol-
atile organic compounds and other substances 
damaging to health and the environment, includ-
ing any written environmental policy of the Cus-
tomer; 

 "Environmental 
Policy" 

a) means the Environmental Information Regula-
tions 2004 together with any guidance and/or 
codes of practice issued by the Information 
Commissioner or relevant government depart-
ment in relation to such regulations; 

 

BUYER’S SECURITY POLICY 

The Supplier warrants that it has obtained ISO 14000/14001 certification for its envi-
ronmental management and shall comply with and maintain such certification require-
ments. 

The Supplier shall comply with relevant obligations under the Waste Electrical and 
Electronic Equipment Regulations 2006 in compliance with Directive 2002/96/EC and 
subsequent replacements. 

The Supplier shall (when designing, procuring, implementing and delivering the Ser-
vices) comply with Article 6 and Annex III of the Energy Efficiency Directive 
2012/27/EU and subsequent replacements. 

The Supplier shall comply with the EU Code of Conduct on Data Centres' Energy Ef-
ficiency and any subsequent replacements. The Supplier shall ensure that any data 
centre used in delivering the Services are registered as a Participant under such Code 
of Conduct. 

The Supplier shall comply with the Authority and HM Government's objectives to re-
duce waste and meet the aims of the Greening Government: IT Strategy contained in 
the document "Greening Government: ICT Strategy issue (March 2011)" at 
https://www.gov.uk/government/publications/greening-government-ict-strategy. 

 

SUPPLIER’S AUTHORISED REPRESENTATIVE 

 

 

 

  

  

 



Framework Schedule 6  

 

 

6 

 

 

SUPPLIER’S CONTRACT MANAGER 

 

  

   

  

 

 

PROGRESS REPORT FREQUENCY 

Detailed within Appendix B – Statement of Requirements 

 

PROGRESS MEETING FREQUENCY 

Detailed within Appendix B – Statement of Requirements 

 

KEY STAFF 

N/A 

 

KEY SUBCONTRACTOR(S) 

Rubrik, Inc. 

 

COMMERCIALLY SENSITIVE INFORMATION 

 
1.1. In this Schedule the Parties have sought to identify the Supplier's Confidential Infor-
mation that is genuinely commercially sensitive and the disclosure of which would be the 
subject of an exemption under the FOIA and the EIRs.  

1.2. Where possible, the Parties have sought to identify when any relevant Information will 
cease to fall into the category of Information to which this Schedule applies in the table be-
low and in the Order Form (which shall be deemed incorporated into the table below).  

 
1.3. Without prejudice to the Relevant Authority's obligation to disclose Information in ac-
cordance with FOIA or Clause 16 (When you can share information), the Relevant Authority 
will, in its sole discretion, acting reasonably, seek to apply the relevant exemption set out in 
the FOIA to the following Information:  
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Item(s) Duration of Confidentiality 

Any detail around pricing or commer-
cial 

models 

In perpetuity 

Any detail around Softcat facilities, 
personnel or resources 

In perpetuity 

Any detail around business pro-
cesses 

In perpetuity 

Any detail around business IT sys-
tems 

employed 

In perpetuity 

 

 

SERVICE CREDITS 

N/A 

 

ADDITIONAL INSURANCES 

N/A 

 

GUARANTEE 

N/A 

 

SOCIAL VALUE COMMITMENT 

Not applicable. 
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Call-Off Schedule 5 (Pricing Details) 
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Call-Off Schedule 20 (Call-Off Specification)  

This Schedule sets out the characteristics of the Deliverables that the Supplier will be 
required to make to the Buyers under this Call-Off Contract 

 

Appendix B – Statement of Requirements 

 

Further Competition for 

C23462 Backup Replacement 

Appendix B: 

Specification and Requirements 

for Call Off Contract under Framework 
RM6068 Technology Products & Associ-
ated Services - Lot 1: Hardware & Soft-
ware & Associated Services 
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Version History 

 

 

Authorisation 
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1. Introduction 

 This document 

 This Specification and Requirements document relates to the Further 

Competition to award a Call Off Contract for a Backup Replacement 

Solution to a sole Supplier.  

 This Further Competition is being conducted under the CCS 

Framework RM6068 Technology Products & Associated Services - 

Lot 1: Hardware & Software & Associated Services. 

 This Specification and Requirements document (ITT Appendix B) 

contains detail of the hardware, software and services the Supplier will 

be required to supply to the Authority in accordance with the Contract. 

 Background to the Authority 

 The Home Office is one of the original great Departments of 

State and has one of the most challenging jobs in government.  

Its mission is fundamentally important: to keep Britain safe and 

secure. 

 The Home Office mission is to deliver a safe, fair and 

prosperous UK via 4 priorities: 

• Restore confidence in the criminal justice system 

• Attract talent and take back control 

• Protect homeland security 

• Advance Britain’s place in the world 
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 The Home Office leads on immigration and passports, drugs policy, 

crime policy, counter-extremism and counterterrorism and works to 

ensure visible, responsive and accountable policing in the UK. 

 The Digital, Data and Technology (DDaT) function within the Home 

Office is at an exciting point of evolution.  Since 2010, the delivery of 

technology services within the UK government has been radically 

transformed, with major changes implemented to enable departments 

to take back increased control of the design, build and/or operation of 

their key technology services. 

 DDaT is made up of 1800 Civil Service staff, augmented by a further 

2700 contractors and many supplier partners. Every year, our systems 

support over 3 million visa applications, checks on 100 million border 

crossings, 5 million passport applications and 140 million police 

checks on people, vehicles and property. Many of these services 

support critical national functions and contain sensitive public 

information.   

 Within DDaT, the Enterprise Services (ES) teams are responsible for 

delivering common infrastructure services (not applications) that are 

consumed by multiple Home Office business Portfolios; for example, 

HM Passport Office (“HMPO”) and Borders.  The ES team are 

supporting and enhancing services in a complex and demanding 

operational multi-supplier environment whilst at the same time 

delivering service transformation. 

 In 2016, the Home Office began using the Crown Hosting Framework 

Agreement for its strategic Data Centre capability (HODC1 and 

HODC2) and in 2018, ES awarded the running of the infrastructure 

located in these Data Centres to a supplier.  ES continued refining 

and maturing the infrastructure and services offered out of these Data 

Centres over time including separating Secret and Official Security 

domains and invested in key service improvement activities targeted 

at improving service quality, service commonality and overall service 

availability. 
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 In HODC1 and HODC2, programs of work are refreshing 

infrastructure foundational services to remove technical debt. This will 

pave the way for a wider infrastructure transformation program to 

coincide with natural refresh junctions.  

 Background to the Requirements 

 The Authority has existing commercial arrangements with a supplier to 

provide backup software and infrastructure for data of OFFICIAL 

classification. This Contract is to recompete and extend these 

capabilities as existing commercial arrangements comes to an end. 

 The Authority’s strategic direction is to continue the digital 

transformation of services, adopt innovative technologies, provide 

secure hosting services based on a consumption model, and support 

for on premise infrastructure (on-premise and private cloud) in our 

strategic Data Centres in addition to the continuing use and 

development of our Cloud estate. 

 The Authority’s key strategic principles are: 

• Technology convergence 

• Shared technology products 

• Becoming product centric 

• Becoming data driven 

• Effective delivery 

• Effective innovation 

 A new single Contract for a Backup Infrastructure and Software 

Supplier is required with a sole supplier to provide procurement, 

licence management, expansion and upgrade capabilities over the 

next 3 to 5 years. This document provides the specification and 

requirements for the new Contract, which is divided into 3 

components: 

• Design of Replacement Backup Solution for implementation by 

the Authority incorporating a broad range of Authority and Au-

thority third party stakeholders 

• Supply of materials to support Authority Implementation, Testing 

and Acceptance 

• Ongoing Product Support, facilitate Expansion and supply of ma-

terials for Authority maintenance 
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• Once Accepted into Service by the Authority, the resulting 

Backup service will be operated by the Authority and its third par-

ties. There is no requirement for any level of service beyond the 

maintenance of the supplied materials. The Supplier shall be re-

sponsible for the maintenance of service levels for those supplied 

materials and the Authority expects these service levels to be 

aligned to those for the Authority service. 

 For the design component of the Contract, the Supplier shall 

align to key themes of the Authority’s Target Operating Model, 

these are  

• Improved productivity 

• Reduced TCO 

• Secure by design 

 

2. High Level Requirements and Scope 

 Objectives 

The main objective is to fulfil the Digital Data and Technology (DDaT) strategy for 
backup provision. 

 

…Backup Infrastructure and software with the scale and scope to provide options for 
backup to cover our data centre and cloud estate encompassing a wide variety of 
Authority services whilst maintain data integrity as part of the transition between 
backup technologies. Any backup provision must be able to deliver a secure and 
stable platforms with options for extended protection such as immutability. 
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 Currently this strategy is partly fulfilled by an existing Dell EMC 

Networker deployment. This deployment was implemented in 2015. 

Since implementation, the above strategy has been defined and we 

now require a consolidated platform that can be scaled to be 

consumed by projects and portfolios across the organisation as 

needed and to add the capability of immutability. 

 The current offering is providing live service with an existing SLA of 

99.99% availability and we require to maintain this availability in our 

future service offerings. As this procurement does not involve the 

operation or management of the backup service it is understood that 

the availability shall be measured from an infrastructure and software 

application perspective. The Supplier shall ensure that the design 

agreed with the Authority enables the Authority to achieve the 

required service levels. 

 We will require a support Operational Level Agreement (OLA) to 

match the commitments from our incumbent suppliers and therefore 

require 24/7/365 Level 2 & Level 3 support of replacement Backup 

solution for this new opportunity. 

 As indicated above this procurement does not include the operation or 

management of the Authority backup systems therefore it is vital that 

the Supplier engages both with Authority teams but also with Authority 

third parties who hold the responsibility of providing the underlying 

service. Any activity involving the establishment, acceptance into 

service or support required from the Supplier to maintain the Authority 

service shall consider both the Authority and Authority third parties as 

required stakeholders. 

 The Authority must maintain existing backup images in line with our 

requirements for data retention and therefore any proposal must 

include both design and capability for the transition and ongoing 

maintenance of existing EMC Networker backups in the new backup 

solution. The expected outcome from design is that the Authority will 

be able to restore pre-existing backups for the currently defined 

retention periods. The Supplier will be provided with details of the 

volume of backups and their respective retention periods.  
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 The Authority wishes to make use of infrastructure that can support 

rapid and cost-effective expansion both in scale and in scope. 

 The requirement for immutability is based on the Authority’s strategic 

aim to make solutions “secure by design”. The Authority requires that 

such immutability should be offered in a way that provides the highest 

levels of surety for the backups protected with such features – ideally 

by full separation of the immutable backups from the primary backups. 

 Immutability for the Authority refers to the continued efficacy of 

existing backups in the event of actions or events which impact the 

backup service. The Replacement Backup solution and its backups 

should not be affected by any such impact and ensure that the 

backups cannot be altered / deleted without appropriate procedure to 

ensure that the operation is authorised. 

 The Authority wishes to maintain storage for backups that can provide 

separate storage instances to allow for both storage local to the 

backup target and remote from the target.  Therefore, the 

Replacement Backup solution must be able to provide backup storage 

capabilities in the Crown datacentres and all Authority cloud 

environments. 

 The Authority requires that the Replacement Backup solution be able 

to allow recovery of data in a timescale unaffected by backup 

operations or product limitations in relation to the relative priority of 

backup and restore jobs. An example would be a product that limits 

the speed of restore due to running backup jobs. 

 In the Authority Crown data centres, the Replacement Backup solution 

architecture must allow for the continued function of the Replacement 

Backup solution in the event of a loss of one of two physical 

datacentres.  

 The Replacement Backup solution shall resist malicious attempts to 

modify or interrupt the functionality of the backup product. 

 The Replacement Backup solution shall not be negatively impacted by 

the scale of the resources under protection. 
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 The Replacement Backup solution shall be capable of maintaining a 

Authority backup methodology that allows for multiple copies of each 

backup stored on multiple devices in multiple locations. The Authority 

will determine for each backup target how many copies are required. 

 The Authority operates separate, secure operational environments. 

The Replacement Backup solution must support separation of 

responsibilities and separation of backups via a Role Based Access 

methodology. 

 This separation exists at the authentication, network, operations, 

technical and security assurance layers. The Supplier shall ensure 

that the Replacement Backup solution can work in such separated 

environments. 

 This separation must allow for multiple Authority and Authority third 

party teams to operate control over primary backups for their own 

workloads without access to primary backups for other workloads.  

 The separation must also account for the ability to maintain separate 

secondary backups of these workloads which would be managed via 

different Authority and Authority third party teams and not accessible 

to the teams responsible for the primary backups. 
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 Supplier Characteristics 

 

 The Supplier shall (this is not an exhaustive list): 

• Work collaboratively with the Authority and its suppliers 

• Work pro-actively with the Authority and its suppliers in a spirit of 

trust and mutual confidence 

• Cooperate with the Authority and its suppliers to enable the effi-

cient delivery and operation of the Backup solution 

• Assist in sharing information with the Authority and its suppliers 

for the purposes of facilitating adequate provision of the Services. 

• Agree hand-offs across Supplier boundaries 

• Provide joint problem solving and resolution of problems  

• Collaboratively participate in the existing multi-Supplier change 

boards and move to modern release-based controls over time 

• Assist the Authority in driving innovation to reduce cost, improve 

service and ensure diversity of service 

• Work with the HO Assurance and 3rd party assurance leads to 

ensure an acceptable level of compliance and improvement 
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 High Level Technical Scope 

 The high-level technical scope of the Replacement Backup solution is 

detailed in Figure 1 – High-level Technical Scope and will hereafter be 

referred to as the Backup Solution.  Further lower level details are 

provided in the Data Library. 

 

The services and resources to be considered within the potential 

scope of the Backup Solution are listed below  

 

Note Services and resources marked with an asterisk are to be 

considered options for which the Authority may require backups but 

for which the Authority may require additional tooling / configuration. 

The Supplier should identify to the Authority any known integrations or 

best practice methodologies relevant to these services in their 

product. 

 The separately supplied document “Backup Target Matrix” should be 

completed by all Potential Providers to detail their integrations for the 

products listed in that document. 
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 High Level Call Off Contract Components 

 The Contract has 3 distinct components which are summarised below: 

• Design of Authority implementation in co-operation with the Au-

thority and Authority third parties 

• Supply of materials to support Authority Implementation, Testing 

and Acceptance 

• Ongoing Product Support, facilitate Expansion and supply of ma-

terials for Authority maintenance 
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 Design 

 The Supplier shall follow the Authority approved methodology 
for Technical Architecture.  

 The Supplier shall provide a full set of architectural artefacts 
using Authority approved document templates to include as a 
minimum a context model, component model (high level 
design), deployment model (low level design), test plan and a 
delivery plan. The Authority will supply document templates to 
be used for these artefacts. Only artefacts produced using the 
supplied templates will be considered for agreement. 

 The Supplier shall work with the ES Technical Architect team 
and follow Authority governance models including both ADF and 
TDA forums. 

 The Supplier shall be responsible for supporting their design in 
the Authority processes required to transition the Replacement 
Backup into live service. 

 A design can only be considered agreed by the Authority. 

 Implementation Support, Testing Support, Product 

Acceptance and Handover 

 The Supplier shall procure and deliver the required solution 
components and liaise with the Authority to support the 
implementation of the associated Authority backup Service to 
the agreed design. 

 The Supplier shall assist the Authority to complete testing to the 
agreed test design. That test design shall involve engagement 
with the Authority Quality and Service teams. 

 The Supplier shall seek acceptance of the product delivery 
completion, resolving any issues identified. 

 The Supplier shall provide training, produce documentation and 
perform handover to Authoritys’ Hosting Supplier as part of the 
Authority acceptance process. 

 Ongoing Maintenance, Expansion and Upgrade 

 The Supplier shall provide 24/7/365 support of the backup 
product to the Authority suppliers for all components supplied 
under this agreement. 

 The supplier shall engage with the Authority and their suppliers 
to scale the Service by further acquisitions of hardware and/or 
software under this contract as required. 
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 Overarching Requirements 

 The overarching requirements that cover all three components 

of the Contract are: 

• All Supplier Personnel shall be Cleared Resources. 

• All Cleared Resources to be located within the United Kingdom. 

• All OFFICAL retained backups from the existing backup product 

(EMC Networker) must be transferred into the Backup Solution or 

otherwise made available for potential restore before the end of 

August 2023. 

• Acceptance of the Backup Solution into live service must complete 

 as per agreed milestones. 

 Contract Exit 

 The Initial Term of the Contract is three years. 

 After the Initial Term, the Extension Periods may be exercised 

for either one or two further 12-month periods. 

 The Supplier shall produce a Handover Plan and enact a 

Handover process to carry out transition to the Hosting 

Capability supplier.  The Handover Plan and Handover process 

must be delivered and agreed as part of Implementation 

Milestone Imp-M3. 

 On the expiry or termination of the Contract, the Supplier shall 

be responsible for all exit costs (both identifying and undertaking 

the agreed exit activities) incurred. The Authority considers the 

primary exit activity is the identification of all components that 

form the Backup solution for discussions to occur between 

Supplier and the Authority in relation to its removal or transfer 

into a potential new agreement. 
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3. Design Detailed Requirements 

 Overview of Design Requirements 

 This chapter details the constraints of the physical environment and 

the requirements of the Backup Solution design. 

 Authority Data Centre constraints 

 The Authority Data Centres have the following constraints: 

 Racks, power and any structured cabling for the Service is provided 

by the Authority  

 There is a 12-week lead time to install any request for additional 

structured cabling 

 Installation activities and testing of the components shall be provided 

by the Supplier, subject to relevant policies and procedures. 

 There is a maximum power and cooling constraint within the Authority 

Data Centre environments which should not currently exceed 109KwH 

per Data Centre. 

 The Data Centres HODC1 and HODC2 have solid concrete floors with 

no known loading constraints. 

 All cabling is overhead. 

 Inter cabinet patching is prohibited without leveraging structured 

cabling. 

 Design 

 The design is to be agreed solely by the Authority. The Authority 

has multiple customers and suppliers who are stakeholders in 

the backup Service that will be based on the Replacement 

Backup Solution. The Supplier shall provide the Authority with 

the information required to address any design query related to 

the Replacement Backup Solution. 
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 The Supplier shall collate a table of deliverables in relation to 

design activities to be used to co-ordinate progress on design 

documentation approval. That table shall be maintained in the 

Authority document management system. 

 The Supplier shall perform a discovery of the existing Backup 

Solution based on materials provided by the Authority during the 

procurement. The discovery will be based on the provided 

extract of the current backup platform. 

 The Supplier shall provide a report detailing the output from the 

discovery process. This report will be used to inform the agreed 

design. 

 The Supplier shall produce a report detailing any remediation 

required in the existing platform to achieve the agreed design. 

 The Supplier shall provide a report which details both the 

capacity of the proposed backup platform and the utilisation of 

the capacity based on Authority requirements. 

 The Supplier shall detail in the design where functions may be 

enabled by additional procurement by the Authority. 

 The design of the Backup Solution will include reference to 

maintaining the existing backup platform that was the subject of 

the discovery but must ensure that no continuing reliance on the 

existing solution is required in the design to allow for the 

removal of the existing platform when retention periods expire.  

 The Supplier shall ensure the design details the available 

functions in relation to:- 

• Billing 

• Capacity management/future expansion 

• Migration 

• Protection 

• Restoration targets 
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Table 2 - Design Milestones 
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4. Implementation, Testing and Acceptance 

 Implementation 

 The Supplier shall procure all required hardware, software and 

accessories required for the implementation to be completed as per 

the agreed design. 

 The Supplier shall work with the Authority’s teams to reserve or 

allocate physical data centre space and power, smart hands support 

and network connectivity required for the implementation to be 

completed as per the agreed design. 

 The Supplier shall allocate personnel for the implementation to be 

completed collaboratively (utilising Supplier, Authority and Authority 

third parties’ resources) as per the agreed design. 

 The Supplier shall document the changes required for hardware 

installation and assist the Authority in seeking agreement via technical 

change control. 

 The Supplier shall liaise with the Authority Data Centre teams to 

arrange for delivery of hardware to both data centres. 

 The Supplier shall deliver the required hardware and associated 

accessories to both data centres  

 The Authority and Authority third parties shall perform the physical 

installation in both data centres and cloud environments. The Supplier 

will assist the Authority and Authority third parties with the installation 

by providing information as required. 

 The Supplier shall document the changes required for hardware 

configuration and assist with the Authority with gaining agreement via 

Authority technical change control. 

 The Supplier shall agree successful hardware and software 

configuration with the Authority. 

 The Supplier shall document the changes required for monitoring / 

management integration configuration and seek agreement via 

technical change control. 
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• Test Workloads Created (section 4.2.6) 

• Workload Migration Testing Complete (section 4.2.7 / 4.2.8) 

• Service Testing Complete (section 4.2.10) 

• Backup Testing Complete (section 4.2.12 / 4.2.13) 

• Performance Baseline Report (section 4.2.14) 

Milestone Date Commencement Date + 17 weeks 

Time of the 
essence?  
(Y or N) 

No 

Authority 
responsibilities 

None 

Milestone 
Payments 

[TBC from Tender] 

Delay 
Payments 

None 

 

 Acceptance 

 For the Authority to consider Acceptance, The Supplier will have 

obtained Achievement of both Implementation Milestone Imp-

M2 and Testing Milestone ImpTest-M2. 

 The Supplier shall provide evidence for acceptance by the 

Authority to demonstrate: - 

o Documentation of the provided Service 

o Asset details of all infrastructure for inclusion in the Authority 

CMDB 

o Licence details for all components 

o Report detailing confirmation of compliant test results from Test 

Plan 

o Sample of available operational reports (to include alert, event, 

capacity and billing reports) 
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 The Supplier shall upon Authority Acceptance perform a 

handover operation to the Authority’s Hosting suppliers. 

 The Authority shall Accept the handover operation as complete 

once all requirements have been met. 

 The Supplier shall seek Acceptance from the Authority to 

transition into Live Service. 

 Contract Commencement begins at Acceptance of Live Service. 

5. Maintenance, Expansion and Upgrade 

 Maintenance 

 The Supplier shall provide Service Support of the Backup Solution 

Service including hardware break/fix and software support of the 

supplied components. 

 The Supplier shall provide 24/7 operational support for the Backup 

Solution platform to a 99.99% Availability Service Level. 

 The Supplier shall use the existing Authority Problem & Incident 

Management Processes and tooling in their support and maintenance 

role. 

 The Supplier shall use the existing Authority Technical Change 

Management processes and tooling in their support and maintenance 

role as required to maintain the Authority service. 

 The Supplier shall carry out the following support work: 

• Operational – 24/7 operational support for Backup Solution infra-

structure 

• Performance – maintain all Service Levels 

• Security – advise and offer mitigation for all cyber and data se-

curity concerns 

• Monitoring and reporting where agreed with the Authority 

• Maintenance of all hardware and software licence validity 

• Maintenance of all support contracts 
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 The Supplier shall adhere to all Authority policies and processes 

specified in the Contract, including those within Annex 6 of this 

document.  Copies of these policies can be found in the Data Library 

section. 

 Shared service support (Authority, Supplier and Authority’s Supplier) 

 The Supplier will have a general reliance on the Authority Networks 
and Infrastructure (N&I) team to grant the relevant access rights to 
network and compute components through Active Directory (AD). 

 The Supplier shall engage with both Authority and Authority’s Supplier 
teams in relation to their Service Support responsibilities. 

 Out of scope for Supplier service support 

 The Authority and Authority’s Suppliers are responsible for support of 
all infrastructure which is not part of the contracted Service. 

 Hardware and software licencing 

 The Supplier is responsible for buying hardware and software 
licencing for all in-scope services. 

 The Supplier is responsible for maintaining up to date Third Party 
Software licensing and is responsible for reporting consumption and 
volumes of the licencing against asset lists and advising when 
renewal is required. The Authority requires that the Supplier provide 
any information it has in relation to any licencing model which could 
provide reduced cost to the Authority. 

 Asset Management 

 The Supplier shall align to the Authority “Service Asset & 

Configuration Management Operating Model” policy for SACM 

(Security Asset Configuration Management). 

 The Supplier shall actively identify and inform the Authority about 

redundant Assets (hardware and software) to support cost reduction 

on a calendar quarterly basis. 

 The Supplier shall supply the required information to the Authority to 

facilitate the Authority to ensure all hardware and software remains on 

supported versions. The Supplier shall inform the Authority of any 

information that the Supplier requires in relation to the versions or 

update levels of any protected resource. 

 Knowledge Base 
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 The Supplier shall align with Authority “Knowledge Management 
Operating Model” policy including providing details to the 
Authority to assist with writing and updating knowledge articles 
within the Authority service management tooling. 

 Information provided to comply with section 5.1.16.1 shall 
include, but not be limited to: 

• Knowledge articles on all support and maintenance of the Ser-

vice 

• Knowledge articles to aid the correct routing of Service Incidents 

• Knowledge articles to assist with the Shift-Left of Service Inci-

dents resolutions by other support teams 

• OLAs required to run and integrate the service 

• CI Support Documents, Operational Manuals and Playbooks de-

scribing the end to end managed service operations, interactions 

and handoffs between suppliers 

 The Supplier shall support the Authority in writing and updating 
architectural, design and service documentation. 

 Expansion 

 For any agreed expansion, the Supplier shall assist the Authority by 

producing a full set of Architectural Artefacts and engaging with the 

Authority and Authority third parties to define a delivery, 

implementation, test and acceptance plan. The updated architectural 

artefacts will be presented by the Supplier for Authority approval. 

Please refer to section 4.1 for the detailed implementation 

requirements for any expansion. 

 The Authority expects to expand the scale and scope of the 

Replacement Backup solution during the initial term of the contract. 

The Authority requires that any additional licences, software or 

hardware provided by the Supplier to facilitate such expansion to be 

co-terminus with the initial procurement.  

 Expansion may require a new implementation which would be 

separate from the initial solution, in effect providing the Authority with 

more than one implementation of the Replacement Backup solution. 

 

 

 



C23462 Backup Platform Enhancement: Appendix B – Statement of Requirement 

48 

 

 

 Monitoring and Reporting requirements 

 General Monitoring requirements 

 The Authority currently utilises a range of Monitoring and alerting 

tooling. One of the key ambitions for the Authority is to improve the 

scope, depth and visualisation of its Monitoring and alerting 

tooling.  

 The Supplier shall be responsible for defining Monitoring and 
Alerting thresholds for implementation by the Authority within the 
Authority tooling for the Backup solution as part of their design 
responsibilities.  

 Tooling capability and metrics 

 Existing Monitoring capabilities and metrics will be maintained until 
replaced as part of the development of Authority Monitoring 
requirements. The Supplier shall assist the Authority in identifying 
gaps in Monitoring, suggesting improvements to the current 
Monitoring design and collaborating with the Authority Product 
Engineering team on the future Monitoring design. The proposed 
solution must be able to natively generate alerts which can be 
integrated with ServiceNow using a method agreed as acceptable 
by the Authority to generate a support ticket for action by support 
staff in the event of failure of a backup job etc.  Integration with 
Dell DPA would be advantageous: The Authority may consider a 
change to the product used for this function, but the functionality is 
required. 
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 Documentation and Artefacts 

 The Supplier shall ensure that all documented artefacts describing the 
service model and its architecture are up to date, accurate and available 
to the Authority throughout the Contract Period. 

 Notwithstanding any other provision of the Contract, the Supplier shall 
provide the following documentation within 30 Working Days of the 
Commencement Date: 

• Business Continuity Plan 

• Break-Fix RACI 

 Notwithstanding any other provision of the Contract, the Supplier shall 
provide the following documentation within 20 Working Days of the 
Commencement Date: 

• Security Management Plan 
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 Authority policies and procedures 

 The Supplier shall adhere to the principles and policies as defined in 

all Authority and Government policies, processes and procedures 

listed in Annex 6. 

 Copies of policies and procedures listed in Annex 6 can be found in 

the Data Library.  The documents listed in Annex 6 are for use in 

undertaking the obligations as set out in the Contract and must not be 

used for any other purpose. 

 The documents listed in Annex 6 may only be used within the scope 

of the current engagement with the Authority. Except with the express 

prior written permission of the Authority, these documents and the 

information contained herein may not be further published, disclosed, 

or used for any other purpose. 

 Testing requirements 

 The Supplier shall comply with the relevant Authority Quality 

Assurance and Testing Strategy and Standards in Annex 6. 

 Training requirements 

 All on-boarded Supplier Personnel shall complete any mandatory 

Authority training and compliance reviews at the cost of the Supplier. 

 The Supplier shall carry out training, knowledge transfer and skills 

uplift to help the Authority embed expertise of the Backup solution. 

 The Supplier shall help the Authority identify gaps in the current skills 

and capabilities of the workforce. 
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Annexes 

3 

6. Annex 1 Sizing 

 Current Volumetrics 

 

Production currently has 196 active DPA reported unique clients, Pre-production currently has 40 
active DPA reported unique clients. Total of 236 currently active DPA reported unique clients.  

 

 

 

Backup breakdown 

 

Environment VMware Filesystem 
Exchange 

DAGs 
NetWorker 

DB 
Totals Notes 

Production 188 9 1 2 200 

Note: 4 VMs also 
have agent 

backups 
configured. 

Hence the +4 
from the original 

stated total. 

Pre-
Production 

38 1 1 2 42 

Note: 2 VMs also 
have agent 

backups 
configured. 

Hence the +2 
from the original 

stated total. 

Totals - - - - 242 

Note: 6 VMs also 
have agent 

backups 
configured. 

Hence the +6 
from the original 

stated total. 

 

Typical backup schedule/retention 

 

By default all virtual servers are backed up according to the following schedule: 

1.            A snapshot is taken of the entire VM including all intrinsic disks 

2.            A daily incremental backup is kept for two weeks 

3.            A weekly full backup is kept for one month 
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4.            A monthly full backup is kept for six months 

5.            A yearly full backup is kept for one year 

 

 

 Required Initial Sizing 

• The current protected capacity is 79TB over 242 servers.   

• Required initial sizing is 1.5x current capacity and number of servers.   

• This equates to 119TB protected data over 363 servers   

Using the above retention schedule, current capacities are as follows: 

 

 

Protected 
Capacity (TB) 

Daily % Change (for incr 
backups) 

    

 
79 10.00% (7.9TB) 

    

       

Retained 
Backups Weekly Full Daily Incr 

Monthly 
Full TB 

Yearly 
Full TB 

Total 
(TB) 

Total 
x1.5 
(TB) 

Occasions 
Retained 4 14 6 1 - - 

 
316.00 110.6 474 79 979.60 1469.40 
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8. Authority Policies 

The Supplier shall follow and conform to all Authority and HM Government policies, pro-

cesses and procedures listed below (copies can be found in the Data Library): 

 Government policies 

• The Government Digital Service Standards: 

• https://www.gov.uk/service-manual 

• The Government Digital Service Manual 

• https://www.gov.uk/service-manual 

• Government Digital Service Technology Code of Practice 

• https://www.gov.uk/government/publications/technology-code-of-prac-

tice/technology-code-of-practice 

• Government Digital Services Technology Code of Practice – Collection of Re-

lated Topics: 

• https://www.gov.uk/government/publications/technology-code-of-prac-

tice/technology-code-of-practice-related-guidance 

• Government Security Classifications  

• https://www.gov.uk/government/publications/government-security-classifica-

tions 

• General Data Protection Regulations  

• https://wwwhm.gov.uk/government/publications/guide-to-the-general-data-

protection-regulation 

 Authority Policies - Cyber security 

 Cyber security policies that apply from Commencement Date (can be 

found in Data Library) 

• Firewall Policy 

• Cyber Risk Management Policy 

• Cyber Assurance Policy 

• Password Policy 

• Account Management Policy and Standard 

• Backup and Restore Policy 

•  

 Cyber security policies that may become applicable through the 

Contract Period (not currently in Data Library) 
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Introduction 

A. Overview 

A.1. Appendix C – Further Competition Questionnaire (this document) provides questions 

you must answer and the response template for your answers. 

A.2. The following information has been provided in relation to each question: 

A.3. Weighting – highlights the relative importance of the question 

i) Specific Guidance – sets out information for you to consider when preparing a 

Quality Response to a Quality Question, in addition to the generic guidance 

given at section 3. 

ii) Response Template – sets out the maximum number of words available to 

you for use in the Technical Response to a Technical Question. 

iii) Marking Scheme – details the marks available to evaluators during evaluation. 

B. Mandatory Instructions 

1.1. Your Technical Response to a Technical Question must be made within the blue 

shaded boxes provided after the Quality Question. 

1.2. Your Technical Responses must be in Arial font, size 11 points or larger. 

1.3. Each of your Technical Responses must be within both the page limit and the word 

limit provided for each Technical Question. 

1.4. You must not make any change to this Appendix C – Further Competition Question-

naire apart from providing your responses to questions. 

C. Generic guidance 

A.1. Your Technical Responses should be relevant, concise and clear. 

A.2. Your Technical Response to each Technical Question must be self-sufficient. You 

should repeat content you have used in other Technical Responses to avoid reliance 

on other Technical Responses. 

A.3. Your Technical Response must address each part of the Technical Question, providing 

relevant, clear and concise explanations and facts that could help someone outside 

your organisation to understand how you will perform the Call Off Contract. 

A.4. You are advised to consider compatibility between your Technical Responses and in-

formation provided in the ITT.  
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3 Is the Potential Provider 
able to meet the required 
milestone timetables and 
overarching contractual 
requirements 

Appendix B 
Specification and 
Requirements 
Section 2.6, 3.3, 
4.1.13, 4.2.6 

Yes  
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