the software to any and all persons and for any and all purposes free of
charge;

"Order" means an order for the provision of the Deliverables placed by a Buyer
with the Supplier under a Contract;
"Order Form" a completed Order Form Template (or equivalent information issued by

the Buyer) used to create a Call-Off Contract;

"Order Form Tem-

the template in Framework Schedule 6 (Order Form Template and Call-Off

plate" Schedules);

"Other Contracting any actual or potential Buyer under the Framework Contract;

Authority"

"Overhead" those amounts which are intended to recover a proportion of the Sup-
plier’s or the Key Subcontractor’s (as the context requires) indirect corpo-
rate costs (including financing, marketing, advertising, research and devel-
opment and insurance costs and any fines or penalties) but excluding al-
lowable indirect costs apportioned to facilities and administration in the
provision of Supplier Staff and accordingly included within limb (a) of the
definition of "Costs";

"Parliament" takes its natural meaning as interpreted by Law;

"Party" in the context of the Framework Contract, CCS or the Supplier, and in the

in the context of a Call-Off Contract the Buyer or the Supplier. "Parties"
shall mean both of them where the context permits;

"Performance Indi-
cators" or "Pls"

the performance measurements and targets in respect of the Supplier’s
performance of the Framework Contract set out in Framework Schedule 4
(Framework Management);

"Personal Data"

has the meaning given to it in the GDPR;

“Personal Data
Breach”

has the meaning given to it in the GDPR;

“Personnel”

all directors, officers, employees, agents, consultants and suppliers of a
Party and/or of any Subcontractor and/or Subprocessor engaged in the
performance of its obligations under a Contract;

"Prescribed Person"

a legal adviser, an MP or an appropriate body which a whistle-blower may
make a disclosure to as detailed in ‘Whistleblowing: list of prescribed peo-
ple and bodies’, 24 November 2016, available online at:
https://www.gov.uk/government/publications/blowing-the-whistle-list-
of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-
people-and-bodies;

“Processing”

has the meaning given to it in the GDPR. “Process” and
“Processed” shall be interpreted accordingly;

“Processor”

has the meaning given to it in the GDPR,;

“Processor Person-
nel”

all directors, officers, employees, agents, consultants and suppliers of the
Processor and/or of any Subprocessor engaged in the performance of its
obligations under a Contract;

"Progress Meeting"

a meeting between the Buyer Authorised Representative and the Supplier
Authorised Representative;

"Progress Meeting
Frequency"

the frequency at which the Supplier shall conduct a Progress Meeting in
accordance with Clause 6.1 as specified in the Order Form;
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“Progress Report”

a report provided by the Supplier indicating the steps taken to achieve
Milestones or delivery dates;

“Progress Report
Frequency”

the frequency at which the Supplier shall deliver Progress Reports in ac-
cordance with Clause 6.1 as specified in the Order Form;

“Prohibited Acts”

a) to directly or indirectly offer, promise or give any person working for or
engaged by a Buyer or any other public body a financial or other ad-
vantage to:

i) induce that person to perform improperly a relevant function or ac-
tivity; or

i) reward that person for improper performance of a relevant function
or activity;

b) to directly or indirectly request, agree to receive or accept any financial
or other advantage as an inducement or a reward for improper perfor-
mance of a relevant function or activity in connection with each Con-
tract; or

C) committing any offence:

i) under the Bribery Act 2010 (or any legislation repealed or revoked
by such Act); or

i) under legislation or common law concerning fraudulent acts; or

iii) defrauding, attempting to defraud or conspiring to defraud a Buyer
or other public body; or

d) any activity, practice or conduct which would constitute one of the of-
fences listed under (c) above if such activity, practice or conduct had
been carried out in the UK;

“Protective
[Measures”

technical and organisational measures which must take account of:

a) the nature of the data to be protected

b)harm that might result from Data Loss Event;

c) state of technological development

d) the cost of implementing any measures
including but not limited to pseudonymising and encrypting Personal Data,
ensuring confidentiality, integrity, availability and resilience of systems
and services, ensuring that availability of and access to Personal Data can
be restored in a timely manner after an incident, and regularly assessing
and evaluating the effectiveness of the such measures adopted by it;

““Public Services Net-
work or PSN”

the network of networks delivered through multiple service providers, as
further detailed in the PSN operating model; and described at
https: ublic-servicesnetwork;

www.gov.uk/government/groups

“Purchase to Pay” or
"PZP"

means an electronic system used to host a catalogue that allows for the
full procurement process, from ordering through to invoice. The “official”
definition of Purchase to Pay according to the Chartered Institute of Pur-
chasing and Supply: “A seamless process enabled by technology designed
to speed up the process from point of order to payment.” For more infor-
mation on MOD’s P2P system see: www.d2btrade.com;

“Recall”

a request by the Supplier to return Goods to the Supplier or the manufac-
turer after the discovery of safety issues or defects (including defects in
the IPR rights) that might endanger health or hinder performance;
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"Recipient Party"

the Party which receives or obtains directly or indirectly Confidential In-
formation;

'Rectification Plan"

the Supplier’s plan (or revised plan) to rectify it’s breach using the tem-

plate in Joint Schedule 10 (Rectification Plan Template)which shall include:

a) full details of the Default that has occurred, including a root cause anal-
ysis;

b) the actual or anticipated effect of the Default; and

C) the steps which the Supplier proposes to take to rectify the Default (if
applicable) and to prevent such Default from recurring, including time-
scales for such steps and for the rectification of the Default (where ap-
plicable);

""Rectification Plan
Process"

the process set out in Clause 10.4.3 to 10.4.5 (Rectification Plan Process);

"Regulations”

the Public Contracts Regulations 2015 and/or the Public Contracts (Scot-
land) Regulations 2015 (as the context requires);

""Reimbursable Ex-
penses”

the reasonable out of pocket travel and subsistence (for example, hotel

and food) expenses, properly and necessarily incurred in the performance

of the Services, calculated at the rates and in accordance with the Buyer's
expenses policy current from time to time, but not including:

a) travel expenses incurred as a result of Supplier Staff travelling to and
from their usual place of work, or to and from the premises at which
the Services are principally to be performed, unless the Buyer otherwise
agrees in advance in writing; and

b) subsistence expenses incurred by Supplier Staff whilst performing the
Services at their usual place of work, or to and from the premises at
which the Services are principally to be performed;

'Relevant Author-

ityll

the Authority which is party to the Contract to which a right or obligation
is owed, as the context requires;

""Relevant Authori-
ty's Confidential In-
formation"

a) all Personal Data and any information, however it is conveyed, that re-
lates to the business, affairs, developments, property rights, trade se-
crets, Know-How and IPR of the Relevant Authority (including all Rele-
vant Authority Existing IPR and New IPR);

b) any other information clearly designated as being confidential (whether
or not it is marked "confidential") or which ought reasonably be consid-
ered confidential which comes (or has come) to the Relevant Author-
ity’s attention or into the Relevant Authority’s possession in connection
with a Contract; and

information derived from any of the above;

"Relevant Require-
ments"

all applicable Law relating to bribery, corruption and fraud, including the
Bribery Act 2010 and any guidance issued by the Secretary of State pursu-
ant to section 9 of the Bribery Act 2010;

"Relevant Tax Au-
thority"

HMRGC, or, if applicable, the tax authority in the jurisdiction in which the
Supplier is established;

""Reminder Notice"

a notice sent in accordance with Clause 10.6 given by the Supplier
to the Buyer providing notification that payment has not been re-
ceived on time;
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"Replacement Deliv-
erables"

any deliverables which are substantially similar to any of the Deliv-
erables and which the Buyer receives in substitution for any of the
Deliverables following the Call-Off Expiry Date, whether those goods
are provided by the Buyer internally and/or by any third party;

"Replacement Sub-
contractor"

a Subcontractor of the Replacement Supplier to whom Transferring Sup-
plier Employees will transfer on a Service Transfer Date (or any Subcon-
tractor of any such Subcontractor);

"Replacement Sup-
plier"

any third party provider of Replacement Deliverables appointed by or at
the direction of the Buyer from time to time or where the Buyer is provid-
ing Replacement Deliverables for its own account, shall also include the
Buyer;

"Request For Infor-
mation"

arequest for information or an apparent request relating to a Contract for
the provision of the Deliverables or an apparent request for such infor-
mation under the FOIA or the EIRs;

"Required Insur-
@ances"

the insurances required by Joint Schedule 3 (Insurance Requirements) or
any additional insurances specified in the Order Form;

“Schedules"

any attachment to a Framework Contract or Call-Off Contract which con-
tains important information specific to each aspect of buying and selling;

"Security Manage-
ment Plan"

the Supplier's security management plan prepared pursuant to Call-Off
Schedule 9 (Security) (if applicable);

"Security Policy"

the Buyer's security policy, referred to in the Order Form, in force as at the
Call-Off Start Date (a copy of which has been supplied to the Supplier), as
updated from time to time and notified to the Supplier;

"Self Audit Certifi-
cate"

means the certificate in the form as set out in Framework Schedule 8 (Self
Audit Certificate);

"Serious Fraud Of-
fice"

the UK Government body named as such as may be renamed or replaced
by an equivalent body from time to time;

“Service Levels”

any service levels applicable to the provision of the Deliverables under the
Call Off Contract (which, where Call Off Schedule 14 (Service Credits) is
used in this Contract, are specified in the Annex to Part A of such Sched-
ule);

"Service Period"

has the meaning given to it in the Order Form;

'Services"

services made available by the Supplier as specified in Framework Sched-
ule 1 (Specification) and in relation to a Call-Off Contract as specified in the
Order Form;

"Service Transfer"

any transfer of the Deliverables (or any part of the Deliverables), for what-
ever reason, from the Supplier or any Subcontractor to a Replacement
Supplier or a Replacement Subcontractor;

"Service Transfer
Date"

the date of a Service Transfer;

"Sites"

any premises (including the Buyer Premises, the Supplier’s premises or

third party premises) from, to or at which:

a) the Deliverables are (or are to be) provided; or

b) the Supplier manages, organises or otherwise directs the provision or
the use of the Deliverables;
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IISMEII

an enterprise falling within the category of micro, small and medium sized
enterprises defined by the Commission Recommendation of 6 May 2003
concerning the definition of micro, small and medium enterprises;

“Software as a Ser-
vice (SaaS)”

a software solution that involves the Buyer using applications sourced via
the Supplier and running on a cloud infrastructure which is not managed
or controlled by the Buyer. The applications are accessed from client de-
vices through a thin client interface such as a web browser or a program
interface

"Special Terms"

any additional Clauses set out in the Framework Award Form or Order
Form which shall form part of the respective Contract;

"Specific Change in
Law"

a Change in Law that relates specifically to the business of the Buyer and
which would not affect a Comparable Supply where the effect of that Spe-
cific Change in Law on the Deliverables is not reasonably foreseeable at
the Start Date;

"Specification"

the specification set out in Framework Schedule 1 (Specification), as may,
in relation to a Call-Off Contract, be supplemented by the Order Form;

'Standards"

any:

a) standards published by BSI British Standards, the National Standards
Body of the United Kingdom, the International Organisation for Stand-
ardisation or other reputable or equivalent bodies (and their successor
bodies) that a skilled and experienced operator in the same type of in-
dustry or business sector as the Supplier would reasonably and ordinar-
ily be expected to comply with;

b) standards detailed in the specification in Schedule 1 (Specification);

C) standards detailed by the Buyer in the Order Form or agreed between
the Parties from time to time;

d) relevant Government codes of practice and guidance applicable from
time to time;

'Start Date"

in the case of the Framework Contract, the date specified on the Frame-
work Award Form, and in the case of a Call-Off Contract, the date specified
in the Order Form;

'Statement of Re-
quirements"

a statement issued by the Buyer detailing its requirements in respect of
Deliverables issued in accordance with the Call-Off Procedure;

'Storage Media"

the part of any device that is capable of storing and retrieving data;

'Sub-Contract"

any contract or agreement (or proposed contract or agreement), other

than a Call-Off Contract or the Framework Contract, pursuant to which a

third party:

a) provides the Deliverables (or any part of them);

b) provides facilities or services necessary for the provision of the Deliver-
ables (or any part of them); and/or

C) is responsible for the management, direction or control of the provision
of the Deliverables (or any part of them);

"'Subcontractor"

any person other than the Supplier, who is a party to a Sub-Contract and
the servants or agents of that person;
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"Subprocessor"

any third Party appointed to process Personal Data on behalf of the Pro-
cessor related to a Contract;

"Supplier”

the person, firm or company identified in the Framework Award Form or
Order Form as appropriate;

"Supplier Assets"

all assets and rights used by the Supplier to provide the Deliverables in
accordance with the Call-Off Contract but excluding the Buyer Assets;

"Supplier Author-
ised Representa-
tive"

the representative appointed by the Supplier named in the Framework
Award Form, or later defined in a Call-Off Contract;

"'Supplier's Confi-
dential Information"

a) any information, however it is conveyed, that relates to the business,
affairs, developments, IPR of the Supplier (including the Supplier Exist-
ing IPR) trade secrets, Know-How, and/or personnel of the Supplier;

b) any other information clearly designated as being confidential (whether
or not it is marked as "confidential") or which ought reasonably to be
considered to be confidential and which comes (or has come) to the
Supplier’s attention or into the Supplier’s possession in connection with
a Contract;

C) Information derived from any of (a) and (b) above;

"Supplier's Con-
tract Manager

the person identified in the Order Form appointed by the Supplier to
oversee the operation of the Call-Off Contract and any alternative per-
son whom the Supplier intends to appoint to the role, provided that the
Supplier informs the Buyer prior to the appointment;

"Supplier Equip-
ment"

the Supplier's hardware, computer and telecoms devices, equipment,
plant, materials and such other items supplied and used by the Supplier
(but not hired, leased or loaned from the Buyer) in the performance of its
obligations under this Call-Off Contract;

“Supplier Frame-
work Manager”

a suitably qualified contact nominated by the Supplier who will take over-
all responsibility for delivering the Goods and/or Services required within
the Framework Contract.

"Supplier Non-Per-
formance"

where the Supplier has failed to:

a) Achieve a Milestone by its Milestone Date;

b) provide the Goods and/or Services in accordance with the Service Lev-
els; and/or

C) comply with an obligation under a Contract;

"Supplier Profit"

in relation to a period, the difference between the total Charges (in nomi-
nal cash flow terms but excluding any Deductions and total Costs (in nom-
inal cash flow terms) in respect of a Call-Off Contract for the relevant pe-
riod;

"Supplier Profit
[Margin"

in relation to a period or a Milestone (as the context requires), the Supplier
Profit for the relevant period or in relation to the relevant Milestone di-
vided by the total Charges over the same period or in relation to the rele-
vant Milestone and expressed as a percentage;

“Supplier Review
[Meeting”

a performance review meeting to take regularly place throughout the
Framework Contract Period at which the Parties will review the Supplier’s
performance under the Framework Contract
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"Supplier Staff"

all directors, officers, employees, agents, consultants and contractors of
the Supplier and/or of any Subcontractor engaged in the performance of
the Supplier’s obligations under a Contract;

"Supply Chain Infor-
mation Report Tem-

the document at Annex 1 of Schedule 12 Supply Chain Visibility;

plate"
"Supporting Docu- sufficient information in writing to enable the Buyer to reasonably assess
mentation" whether the Charges, Reimbursable Expenses and other sums due from

the Buyer under the Call-Off Contract detailed in the information are
properly payable;

"Termination No-
tice"

a written notice of termination given by one Party to the other, notifying
the Party receiving the notice of the intention of the Party giving the notice
to terminate a Contract on a specified date and setting out the grounds for
termination;

“Test”

any test required to be carried out pursuant to the Call-Off Contract
as set out in a) the Order Form, or b) the Test Plan agreed
pursuant to Part B of Call-Off Schedule 13, and “Testing” and
"Tested" shall be construed accordingly;

“Test Device”

means a device provided by the Supplier to the Buyer for the
purposes of testing compatibility of the Goods with the Buyer's IT
infrastructure. The Test Device shall be an exact sample of the
Goods specified in the Order Form;

“Test Period”

the period specified in a) the Order Form, or b) Part A to Call-Off Schedule
13 during which Testing shall be carried out.

“Test Success Crite-

1

ria

the criteria specified in a) the Order Form, or b) the Test Plan agreed pur-
suant to Part B of Call-Off Schedule 13 that the relevant Deliverables must
satisfy for the relevant Test to be recorded as successful.

"Third Party IPR"

Intellectual Property Rights owned by a third party which is or will be used
by the Supplier for the purpose of providing the Deliverables;

"Transferring Sup-
plier Employees"

those employees of the Supplier and/or the Supplier’s Subcontractors to
whom the Employment Regulations will apply on the Service Transfer
Date;

"Transparency Infor-
mation"

the Transparency Reports and the content of a Contract, including any
changes to this Contract agreed from time to time, except for —
(i) any information which is exempt from disclosure in accord-
ance with the provisions of the FOIA, which shall be determined by
the Relevant Authority; and
(ii) Commercially Sensitive Information;

"Transparency Re-
ports"

the information relating to the Deliverables and performance of the Con-
tracts which the Supplier is required to provide to the Buyer in accordance
with the reporting requirements in Call-Off Schedule 1 (Transparency Re-
ports);

"US-EU Privacy
Shield Register"

a list of companies maintained by the United States of America Depart-
ment for Commerce that have self-certified their commitment to adhere
to the European legislation relating to the processing of personal data to
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non-EU countries which is available online at: https://www.priva-
cyshield.gov/list;

"Variation"

has the meaning given to it in Clause 24 (Changing the contract);

"Variation Form"

the form set out in Joint Schedule 2 (Variation Form);

"Variation Proce-
dure"

the procedure set out in Clause 24 (Changing the contract);

IIVATII

value added tax in accordance with the provisions of the Value Added Tax
Act 1994;

IIVCSEII

a non-governmental organisation that is value-driven and which princi-
pally reinvests its surpluses to further social, environmental or cultural ob-
jectives;

"Worker"

any one of the Supplier Staff which the Buyer, in its reasonable opinion,
considers is an individual to which Procurement Policy Note 08/15 (Tax
Arrangements of Public Appointees) (https://www.gov.uk/govern-
ment/publications/procurement-policy-note-0815-tax-arrangements-of-
appointees) applies in respect of the Deliverables; and

"Working Day"

any day other than a Saturday or Sunday or public holiday in England and
Wales unless specified otherwise by the Parties in the Order Form.
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24
(Changing the Contract)

Contract Details
This variation is between: [delete as applicable: CCS / Buyer] ("CCS” “the Buyer")
And
[insert name of Supplier] ("the Supplier")

Contract name: [insert name of contract to be changed] (“the Contract”)
Contract reference number: [insert contract reference number]
Details of Proposed Variation
Variation initiated by: [delete as applicable: CCS/Buyer/Supplier]
Variation number: [insert variation number]
Date variation is raised: [insert date]
Proposed variation
Reason for the variation: [insert reason]
An Impact Assessment shall | [insert number] days
be provided within:

Impact of Variation

Likely impact of the proposed | [Supplier to insert assessment of impact]
variation:

Outcome of Variation

Contract variation: This Contract detailed above is varied as follows:

e [CCS/Buyer to insert original Clauses or Paragraphs to
be varied and the changed clause]

Financial variation: Original Contract Value: £ [insert amount]
Additional cost due to variation: | £ [insert amount]
New Contract value: £ [insert amount]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be ef-
fective from the date it is signed by [delete as applicable: CCS / Buyer]

2.  Words and expressions in this Variation shall have the meanings given to them in the Contract.

3. The Contract, including any previous Variations, shall remain effective and unaltered except as
amended by this Variation.
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Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer]
Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier
Signature

Date

Name (in Capitals)

Address
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1 The Supplier shall take out and maintain, or procure the taking out and
maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under a Call-Off Contract (specified in the ap-
plicable Order Form) ("Additional Insurances") and any other insurances
as may be required by applicable Law (together the “Insurances”). The
Supplier shall ensure that each of the Insurances is effective no later than:

1.1.1 the Framework Start Date in respect of those Insurances set out in
the Annex to this Schedule and those required by applicable Law;
and

1.1.2 the Call-Off Contract Effective Date in respect of the Additional Insur-
ances.

1.2 The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

1.3 The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1 Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good In-
dustry Practice, including the investigation and reports of relevant
claims to insurers;

2.1.2 promptly notify the insurers in writing of any relevant material fact un-
der any Insurances of which the Supplier is or becomes aware; and

2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
evidence of placing cover representing any of the Insurances to
which it is a party.
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3. What happens if you aren’t insured

3.1 The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) permit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the Insur-
ances.

3.2 Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant In-
surances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1 The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meet in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1 The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate" are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant Au-
thority and provide details of its proposed solution for maintaining the mini-
mum limit of indemnity.

6. Cancelled Insurance

6.1 The Supplier shall notify the Relevant Authority in writing at least five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

6.2 The Supplier shall ensure that nothing is done which would entitle the rele-
vant insurer to cancel, rescind or suspend any insurance or cover, or to treat
any insurance, cover or claim as voided in whole or part. The Supplier shall
use all reasonable endeavours to notify the Relevant Authority (subject to
third party confidentiality obligations) as soon as practicable when it be-
comes aware of any relevant fact, circumstance or matter which has
caused, or is reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

7. Insurance claims

7.1 The Supplier shall promptly notify to insurers any matter arising from, or in
relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority
receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a timely manner.
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7.2 Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured pursu-
ant to Paragraph 5.1 relating to or arising out of the provision of the Deliver-
ables or this Contract on any of the Insurances or which, but for the applica-
tion of the applicable policy excess, would be made on any of the Insur-
ances and (if required by the Relevant Authority) full details of the incident
giving rise to the claim.

7.3 Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

7.4 Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such ex-
cess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.
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ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the Frame-
work Start Date in accordance with this Schedule:

1.1 professional indemnity insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots ;

1.2 public liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots;

1.3 employers’ liability insurance with cover (for a single event or a series of re-
lated events and in the aggregate) of not less than five million pounds
(£5,000,000) — all Lots

1.4 product liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots
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Joint Schedule 4 (Commercially Sensitive

Information)

2. What is the Commercially Sensitive Information?

2.1 Inthis Schedule the Parties have sought to identify the Supplier's Confidential
Information that is genuinely commercially sensitive and the disclosure of
which would be the subject of an exemption under the FOIA and the EIRs.

2.2 Where possible, the Parties have sought to identify when any relevant Infor-
mation will cease to fall into the category of Information to which this Schedule
applies in the table below and in the Order Form (which shall be deemed
incorporated into the table below).

2.3 Without prejudice to the Relevant Authority's obligation to disclose Infor-
mation in accordance with FOIA or Clause 16 (When you can share infor-
mation), the Relevant Authority will, in its sole discretion, acting reasonably,
seek to apply the relevant exemption set out in the FOIA to the following In-

formation:
No. Date Item(s) Duration of
Confidentiality
1 Contractsig- | Supplier Tender Re-| Contract duration
nature sponse + 2 years
2 Contract sig- | Pricing Schedule Contract Duration
nature + 2 years
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Joint Schedule 5 (Corporate Social Responsibility)

1. What we expect from our Suppliers

1.1

1.2

1.3

In September 2017, HM Government published a Supplier Code of Conduct
setting out the standards and behaviours expected of suppliers who work
with government. (https://www.gov.uk/government/uploads/system/up-
loads/attachment data/file/646497/2017-09-13 Official Sensitive Sup-
plier Code of Conduct September 2017.pdf)

CCS expects its suppliers and subcontractors to meet the standards set out
in that Code. In addition, CCS expects its suppliers and subcontractors to
comply with the standards set out in this Schedule.

The Supplier acknowledges that the Buyer may have additional require-
ments in relation to corporate social responsibility. The Buyer expects that
the Supplier and its Subcontractors will comply with such corporate social
responsibility requirements as the Buyer may notify to the Supplier from time
to time.

2. Equality and Accessibility

21

In addition to legal obligations, the Supplier shall support CCS and the
Buyer in fulfilling its Public Sector Equality duty under S149 of the Equality
Act 2010 by ensuring that it fulfils its obligations under each Contract in a
way that seeks to:

2.1.1 eliminate discrimination, harassment or victimisation of any
kind; and

2.1.2 advance equality of opportunity and good relations between
those with a protected characteristic (age, disability, gender
reassignment, pregnancy and maternity, race, religion or be-
lief, sex, sexual orientation, and marriage and civil partner-
ship) and those who do not share it.

3. Modern Slavery, Child Labour and Inhumane Treatment

"Modern Slavery Helpline" means the mechanism for reporting suspicion, seeking
help or advice and information on the subject of modern slavery available online
at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121

700.

3.1

The Supplier:

3.1.1 shall not use, nor allow its Subcontractors to use forced, bonded or
involuntary prison labour;

3.1.2 shall not require any Supplier Staff or Subcontractor Staff to lodge
deposits or identify papers with the Employer and shall be free to
leave their employer after reasonable notice;

3.1.3 warrants and represents that it has not been convicted of any slav-
ery or human trafficking offences anywhere around the world.
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3.1.5

3.1.6

3.1.7

3.1.8

3.1.9

3.1.10

3.1.11

warrants that to the best of its knowledge it is not currently under in-
vestigation, inquiry or enforcement proceedings in relation to any al-
legation of slavery or human trafficking offenses anywhere around
the world.

shall make reasonable enquires to ensure that its officers, employ-
ees and Subcontractors have not been convicted of slavery or hu-
man trafficking offenses anywhere around the world.

shall have and maintain throughout the term of each Contract its
own policies and procedures to ensure its compliance with the Mod-
ern Slavery Act and include in its contracts with its Subcontractors
anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no
slavery or human trafficking in any part of its supply chain perform-
ing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human
trafficking report setting out the steps it has taken to ensure that
slavery and human trafficking is not taking place in any of its supply
chains or in any part of its business with its annual certification of
compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use
physical abuse or discipline, the threat of physical abuse, sexual or
other harassment and verbal abuse or other forms of intimidation of
its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its Subcon-
tractors;

shall report the discovery or suspicion of any slavery or trafficking
by it or its Subcontractors to CCS, the Buyer and Modern Slavery
Helpline.

4. Income Security

4.1 The Supplier shall:

4.1.1 ensure that that all wages and benefits paid for a standard
working week meet, at a minimum, national legal standards in
the country of employment;

4.1.2 ensure that all Supplier Staff are provided with written and
understandable Information about their employment condi-
tions in respect of wages before they enter;

4.1.3 All workers shall be provided with written and understandable
Information about their employment conditions in respect of
wages before they enter employment and about the particulars
of their wages for the pay period concerned each time that they
are paid,

4.1.4 not make deductions from wages:
(a) as a disciplinary measure
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(b) except where permitted by law; or
(c) without expressed permission of the worker concerned;

4.1.5 record all disciplinary measures taken against Supplier Staff;
and

4.1.6 ensure that Supplier Staff are engaged under a recognised
employment relationship established through national law and
practice.

5. Working Hours

5.1 The Supplier shall:

5.1.1 ensure that the working hours of Supplier Staff comply with
national laws, and any collective agreements;

5.1.2 that the working hours of Supplier Staff, excluding overtime,
shall be defined by contract, and shall not exceed 48 hours
per week unless the individual has agreed in writing;

5.1.3 ensure that use of overtime used responsibly, taking into ac-
count:

(1) the extent;
(2) frequency; and
(3) hours worked;
by individuals and by the Supplier Staff as a whole;

5.2 The total hours worked in any seven day period shall not exceed 60 hours,
except where covered by Paragraph 5.3 below.

5.3 Working hours may exceed 60 hours in any seven day period only in excep-
tional circumstances where all of the following are met:

5.3.1 this is allowed by national law;

5.3.2 this is allowed by a collective agreement freely negotiated
with a workers’ organisation representing a significant portion
of the workforce;

appropriate safeguards are taken to protect the workers’
health and safety; and

5.3.3 the employer can demonstrate that exceptional circumstances
apply such as unexpected production peaks, accidents or
emergencies.

5.4 All Supplier Staff shall be provided with at least one (1) day off in every
seven (7) day period or, where allowed by national law, two (2) days off in
every fourteen (14) day period.
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6. Sustainability
6.1 The supplier shall meet the applicable Government Buying Standards ap-
plicable to Deliverables which can be found online at:

https://www.gov.uk/government/collections/sustainable-procurement-the-
government-buying-standards-gbs
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Joint Schedule 6 (Key Subcontractors)

1. Restrictions on certain subcontractors

1.1 The Supplier is entitled to sub-contract its obligations under the Framework
Contract to the Key Subcontractors set out in the Framework Award Form.

1.2 The Supplier is entitled to sub-contract its obligations under a Call-Off Con-
tract to Key Subcontractors listed in the Framework Award Form who are
specifically nominated in the Order Form.

1.3 Where during the Contract Period the Supplier wishes to enter into a new
Key Sub-contract or replace a Key Subcontractor, it must obtain the prior
written consent of CCS and the Buyer and the Supplier shall, at the time of
requesting such consent, provide CCS and the Buyer with the information
detailed in Paragraph 1.4. The decision of CCS and the Buyer to consent or
not will not be unreasonably withheld or delayed. Where CCS consents to
the appointment of a new Key Subcontractor then they will be added to sec-
tion 20 of the Framework Award Form. Where the Buyer consents to the
appointment of a new Key Subcontractor then they will be added to Key
Subcontractor section of the Order Form. CCS and the Buyer may reasona-
bly withhold their consent to the appointment of a Key Subcontractor if it
considers that:

1.3.1 the appointment of a proposed Key Subcontractor may prejudice the
provision of the Deliverables or may be contrary to its interests;

1.3.2 the proposed Key Subcontractor is unreliable and/or has not pro-
vided reliable goods and or reasonable services to its other custom-
ers; and/or

1.3.3 the proposed Key Subcontractor employs unfit persons.

1.4 The Supplier shall provide CCS and the Buyer with the following information
in respect of the proposed Key Subcontractor:

1.4.1 the proposed Key Subcontractor's name, registered office and com-
pany registration number;

1.4.2 the scope/description of any Deliverables to be provided by the pro-
posed Key Subcontractor;

1.4.3 where the proposed Key Subcontractor is an Affiliate of the Supplier,
evidence that demonstrates to the reasonable satisfaction of the
CCS and the Buyer that the proposed Key Sub-Contract has been
agreed on "arm’s-length" terms;

1.4.4 for CCS, the Key Sub-Contract price expressed as a percentage of
the total projected Framework Price over the Framework Contract
Period;

1.4.5 for the Buyer, the Key Sub-Contract price expressed as a percent-
age of the total projected Charges over the Call Off Contract Period;
and

1.4.6 the Dun & Bradstreet Failure Rating score of the Key Subcontractor.
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1.5 If requested by CCS and/or the Buyer, within ten (10) Working Days of re-
ceipt of the information provided by the Supplier pursuant to Paragraph 1.4,
the Supplier shall also provide:

1.5.1 a copy of the proposed Key Sub-Contract; and

1.5.2 any further information reasonably requested by CCS and/or the
Buyer.

1.6 The Supplier shall ensure that each new or replacement Key Sub-Contract
shall include:

1.6.1 provisions which will enable the Supplier to discharge its obligations
under the Contracts;

1.6.2 aright under CRTPA for CCS and the Buyer to enforce any provi-
sions under the Key Sub-Contract which confer a benefit upon CCS
and the Buyer respectively;

1.6.3 a provision enabling CCS and the Buyer to enforce the Key
Sub-Contract as if it were the Supplier;

1.6.4 a provision enabling the Supplier to assign, novate or otherwise
transfer any of its rights and/or obligations under the Key Sub-Con-
tract to CCS and/or the Buyer,

1.6.5 obligations no less onerous on the Key Subcontractor than those im-
posed on the Supplier under the Framework Contract in respect of:

(a)the data protection requirements set out in Clause 14 (Data pro-
tection);

(b)the FOIA and other access request requirements set out in
Clause 16 (When you can share information);

(c)the obligation not to embarrass CCS or the Buyer or otherwise
bring CCS or the Buyer into disrepute;

(d)the keeping of records in respect of the goods and/or services be-
ing provided under the Key Sub-Contract, including the
maintenance of Open Book Data; and

(e)the conduct of audits set out in Clause 6 (Record keeping and re-
porting);

1.6.6 provisions enabling the Supplier to terminate the Key Sub-Contract
on notice on terms no more onerous on the Supplier than those im-
posed on CCS and the Buyer under Clauses 10.4 (When CCS or the
Buyer can end this contract) and 10.5 (What happens if the contract
ends) of this Contract; and

a provision restricting the ability of the Key Subcontractor to sub-con-
tract all or any part of the provision of the Deliverables provided to the
Supplier under the Key Sub-Contract without first seeking the written
consent of CCS and the Buyer.
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Joint Schedule 7 (Financial Difficulties)

1. Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Credit Rating the minimum credit rating level for the Moni-

Threshold" tored Company as set out in the third Col-
umn of the table at Annex 2 and

"Financial Distress the occurrence or one or more of the follow-

Event” ing events:

a) the credit rating of the Monitored Com-
pany dropping below the applicable
Credit Rating Threshold;

b) the Monitored Company issuing a prof-
its warning to a stock exchange or
making any other public announce-
ment about a material deterioration in
its financial position or prospects;

c) there being a public investigation into
improper financial accounting and re-
porting, suspected fraud or any other
impropriety of the Monitored Party;

d) Monitored Company committing a ma-
terial breach of covenant to its lenders;

e) a Key Subcontractor (where applica-
ble) notifying CCS that the Supplier
has not satisfied any sums properly
due under a specified invoice and not
subject to a genuine dispute; or

f)  any of the following:

i) commencement of any litigation
against the Monitored Company
with respect to financial indebted-
ness or obligations under a con-
tract;

i) non-payment by the Monitored
Company of any financial indebted-
ness;
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iii) any financial indebtedness of the
Monitored Company becoming due
as a result of an event of default; or

iv) the cancellation or suspension of
any financial indebtedness in re-
spect of the Monitored Company

in each case which CCS reasonably be-
lieves (or would be likely reasonably to be-
lieve) could directly impact on the continued
performance of any Contract and delivery of
the Deliverables in accordance with any
Call-Off Contract;

"Financial Distress a plan setting out how the Supplier will en-
Service Continuity sure the continued performance and deliv-
Plan" ery of the Deliverables in accordance with

the Call-Off Contract in the event that a Fi-
nancial Distress Event occurs;

“Monitored Com- Supplier and any Key Subcontractor
pany”
"Rating Agency" the rating agency stated in Annex 1.

2. When this Schedule applies

2.1 The Parties shall comply with the provisions of this Schedule in relation to
the assessment of the financial standing of the Monitored Companies and
the consequences of a change to that financial standing.

2.2 The terms of this Schedule shall survive termination or expiry of this Con-
tract.

3. What happens when your credit rating changes

3.1 The Supplier warrants and represents to CCS that as at the Start Date the
credit rating issued for the Monitored Companies by the Rating Agency is as
set out in Annex 2.

3.2 The Supplier shall promptly (and in any event within ten (10) Working Days)
notify CCS in writing if there is any downgrade in the credit rating issued by
the Rating Agency for a Monitored Company which means that the credit
rating for the Monitored company falls below the Credit Rating Threshold.

3.3 If there is any such downgrade credit rating issued by the Rating Agency for
a Monitored Company the Supplier shall at CCS’ request ensure that the
Monitored Company’s auditors thereafter provide CCS within 10 Working
Days of the end of each Contract Year and within 10 Working Days of writ-
ten request by CCS (such requests not to exceed 4 in any Contract Year)
with written calculations of the quick ratio for the Monitored Company as at
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3.4

3.5

the end of each Contract Year or such other date as may be requested by
CCS. For these purposes the "quick ratio" on any date means:

A+B+C
D

where:

A is the value at the relevant date of all cash in hand
and at the bank of the Monitored Company];

B is the value of all marketable securities held by the
Supplier the Monitored Company determined using
closing prices on the Working Day preceding the
relevant date;

C is the value at the relevant date of all account re-
ceivables of the Monitored]; and

D is the value at the relevant date of the current lia-
bilities of the Monitored Company].

The Supplier shall:

3.4.1 regularly monitor the credit ratings of each Monitored Company with
the Rating Agency; and

3.4.2 promptly notify (or shall procure that its auditors promptly notify) CCS
in writing following the occurrence of a Financial Distress Event or
any fact, circumstance or matter which could cause a Financial Dis-
tress Event and in any event, ensure that such notification is made
within 10 Working Days of the date on which the Supplier first be-
comes aware of the Financial Distress Event or the fact, circum-
stance or matter which could cause a Financial Distress Event.

For the purposes of determining whether a Financial Distress Event has oc-
curred the credit rating of the Monitored Company shall be deemed to have
dropped below the applicable Credit Rating Threshold if the Rating Agency
has rated the Monitored Company at or below the applicable Credit Rating
Threshold.

4. What happens if there is a financial distress event

4.1

4.2

In the event of a Financial Distress Event then, immediately upon notifica-
tion of the Financial Distress Event (or if CCS becomes aware of the Finan-
cial Distress Event without notification and brings the event to the attention
of the Supplier), the Supplier shall have the obligations and CCS shall have
the rights and remedies as set out in Paragraphs 4.3 to 4.6.

In the event that a Financial Distress Event arises due to a Key Subcontrac-
tor notifying CCS that the Supplier has not satisfied any sums properly due
under a specified invoice and not subject to a genuine dispute then, CCS
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shall not exercise any of its rights or remedies under Paragraph 4.3 without
first giving the Supplier ten (10) Working Days to:

4.2.1 rectify such late or non-payment; or

4.2.2 demonstrate to CCS's reasonable satisfaction that there is a valid
reason for late or non-payment.

4.3 The Supplier shall and shall procure that the other Monitored Companies
shall:

4.3.1 at the request of CCS meet CCS as soon as reasonably practicable
(and in any event within three (3) Working Days of the initial notifica-
tion (or awareness) of the Financial Distress Event) to review the ef-
fect of the Financial Distress Event on the continued performance of
each Contract and delivery of the Deliverables in accordance each
Call-Off Contract; and

4.3.2 where CCS reasonably believes (taking into account the discussions
and any representations made under Paragraph 4.3.1) that the Fi-
nancial Distress Event could impact on the continued performance of
each Contract and delivery of the Deliverables in accordance with
each Call-Off Contract:

(a) submit to CCS for its Approval, a draft Financial Distress
Service Continuity Plan as soon as reasonably practicable
(and in any event, within ten (10) Working Days of the initial
notification (or awareness) of the Financial Distress Event);
and

(b) provide such financial information relating to the Monitored
Company as CCS may reasonably require.

4.4 If CCS does not (acting reasonably) approve the draft Financial Distress
Service Continuity Plan, it shall inform the Supplier of its reasons and the
Supplier shall take those reasons into account in the preparation of a further
draft Financial Distress Service Continuity Plan, which shall be resubmitted
to CCS within five (6) Working Days of the rejection of the first or subse-
guent (as the case may be) drafts. This process shall be repeated until the
Financial Distress Service Continuity Plan is Approved by CCS or referred
to the Dispute Resolution Procedure.

4.5 If CCS considers that the draft Financial Distress Service Continuity Plan is
insufficiently detailed to be properly evaluated, will take too long to complete
or will not remedy the relevant Financial Distress Event, then it may either
agree a further time period for the development and agreement of the Fi-
nancial Distress Service Continuity Plan or escalate any issues with the
draft Financial Distress Service Continuity Plan using the Dispute Resolu-
tion Procedure.

4.6 Following Approval of the Financial Distress Service Continuity Plan by
CCS, the Supplier shall:

4.6.1 on aregular basis (which shall not be less than Monthly), review the
Financial Distress Service Continuity Plan and assess whether it re-
mains adequate and up to date to ensure the continued performance
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each Contract and delivery of the Deliverables in accordance with
each Call-Off Contract;

4.6.2 where the Financial Distress Service Continuity Plan is not adequate
or up to date in accordance with Paragraph 4.6.1, submit an updated
Financial Distress Service Continuity Plan to CCS for its Approval,
and the provisions of Paragraphs 4.5 and 4.6 shall apply to the re-
view and Approval process for the updated Financial Distress Ser-
vice Continuity Plan; and

4.6.3 comply with the Financial Distress Service Continuity Plan (including
any updated Financial Distress Service Continuity Plan).

4.7 Where the Supplier reasonably believes that the relevant Financial Distress
Event (or the circumstance or matter which has caused or otherwise led to
it) no longer exists, it shall notify CCS and subject to the agreement of the
Parties, the Supplier may be relieved of its obligations under Paragraph 4.6.

4.8 CCS shall be able to share any information it receives from the Supplier in
accordance with this Paragraph with any Buyer who has entered into a Call-
Off Contract with the Supplier.

5. When CCS or the Buyer can terminate for financial distress

5.1 CCS shall be entitled to terminate this Contract and Buyers shall be entitled
to terminate their Call-Off Contracts for material Default if:

5.1.1 the Supplier fails to notify CCS of a Financial Distress Event in ac-
cordance with Paragraph 3.4;

5.1.2 CCS and the Supplier fail to agree a Financial Distress Service Con-
tinuity Plan (or any updated Financial Distress Service Continuity
Plan) in accordance with Paragraphs 4.3 to 4.5; and/or

5.1.3 the Supplier fails to comply with the terms of the Financial Distress
Service Continuity Plan (or any updated Financial Distress Service
Continuity Plan) in accordance with Paragraph 4.6.3.

6. What happens If your credit rating is still good

6.1 Without prejudice to the Supplier’s obligations and CCS’ and the Buyer’s
rights and remedies under Paragraph 5, if, following the occurrence of a Fi-
nancial Distress Event, the Rating Agency reviews and reports subse-
quently that the credit rating does not drop below the relevant Credit Rating
Threshold, then:

6.1.1 the Supplier shall be relieved automatically of its obligations under
Paragraphs 4.3 to 4.6; and

6.1.2 CCS shall not be entitled to require the Supplier to provide financial
information in accordance with Paragraph 4.3.2(b).
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ANNEX 1: RATING AGENCY

Dun & Bradstreet
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ANNEX 2: CREDIT RATINGS & CREDIT RATING
THRESHOLDS

Part 1: Current Rating

Entity Credit rating (D&B Fail- | Credit Rating Thresh-
ure Rating) old
Supplier D&B Failure Rating D&B Failure Rating —
10%
Key Subcontractor D&B Failure Rating D&B Failure Rating —
10%
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Joint Schedule 10 (Rectification Plan)

Request for [Revised] Rectification Plan

Details of the Default: [Guidance: Explain the Default, with clear schedule
and clause references as appropriate]

Deadline for receiving the | [add date (minimum 10 days from request)]
[Revised] Rectification

Plan:

Signed by [CCS/Buyer] : Date:
Supplier [Revised] Rectification Plan

Cause of the Default [add cause]

Anticipated impact [add impact]

assessment:

Actual effect of Default: [add effect]

Steps to be taken to Steps Timescale
rectification: 1 [date]

2. [date]

3. [date]

4 [date]

[...] [date]

Timescale for complete [X] Working Days
Rectification of Default

Steps taken to prevent Steps Timescale

recurrence of Default 1 [date]

[date]

[date]

[date]

O Bl ISl I

-] [date]

Signed by the Supplier: Date:

Review of Rectification Plan [CCS/Buyer]
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Outcome of review

[Plan Accepted] [Plan Rejected] [Revised Plan
Requested]

Reasons for Rejection (if
applicable)

[add reasons]

Signed by [CCS/Buyer]

Date:
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Joint Schedule 11 (Processing Data)

Status of the Controller

1.

(a)
(b)
(c)
(d)

The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature
of the activity carried out by each of them in relation to their respective obligations under a
Contract dictates the status of each party under the DPA. A Party may act as:

“Controller” in respect of the other Party who is “Processor”;

“Processor” in respect of the other Party who is “Controller”;

“Joint Controller” with the other Party;

“Independent Controller” of the Personal Data where the other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1
(Processing Personal Data) which scenario they think shall apply in each situation.

Where one Party is Controller and the other Party its Processor

2.

(a)
(b)

(c)
(d)

(a)

(b)

Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex
1 (Processing Personal Data) by the Controller.

The Processor shall notify the Controllerimmediately if it considers that any of the Controller’s
instructions infringe the Data Protection Legislation.

The Processor shall provide all reasonable assistance to the Controller in the preparation of
any Data Protection Impact Assessment prior to commencing any Processing. Such assis-
tance may, at the discretion of the Controller, include:

a systematic description of the envisaged Processing and the purpose of the Processing;

an assessment of the necessity and proportionality of the Processing in relation to the Ser-
vices;
an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection with its obli-
gations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing Personal Data),
unless the Processor is required to do otherwise by Law. If it is so required the Processor
shall promptly notify the Controller before Processing the Personal Data unless prohibited
by Law;

ensure that it has in place Protective Measures, including in the case of the Supplier the
measures set out in Clause 14.3 of the Core Terms, which the Controller may reasonably
reject (but failure to reject shall not amount to approval by the Controller of the adequacy of
the Protective Measures) having taken account of the:

(i) nature of the data to be protected;
(ii) harm that might result from a Data Loss Event;
(iii) state of technological development; and



(c)

(d)

(e)

(a)
(b)
(c)

(d)

(e)

()

(iv)  cost of implementing any measures;
ensure that :

(i) the Processor Personnel do not Process Personal Data except in accordance
with the Contract (and in particular Annex 1 (Processing Personal Data));

(i) it takes all reasonable steps to ensure the reliability and integrity of any Proces-
sor Personnel who have access to the Personal Data and ensure that they:

(A) are aware of and comply with the Processor’s duties under this Joint
Schedule 11, Clauses 14 (Data protection), 15 (What you must keep con-
fidential) and 16 (When you can share information);

(B) are subject to appropriate confidentiality undertakings with the Processor
or any Sub-processor;

(C) are informed of the confidential nature of the Personal Data and do not
publish, disclose or divulge any of the Personal Data to any third party
unless directed in writing to do so by the Controller or as otherwise per-
mitted by the Contract; and

(D) have undergone adequate training in the use, care, protection and han-
dling of Personal Data;

not transfer Personal Data outside of the EU unless the prior written consent of the Controller
has been obtained and the following conditions are fulfilled:

(i) the Controller or the Processor has provided appropriate safeguards in relation
to the transfer (whether in accordance with GDPR Article 46 or LED Article 37)
as determined by the Controller;

(i) the Data Subject has enforceable rights and effective legal remedies;

(i)  the Processor complies with its obligations under the Data Protection Legisla-
tion by providing an adequate level of protection to any Personal Data that is
transferred (or, if it is not so bound, uses its best endeavours to assist the Con-
troller in meeting its obligations); and

(iv)  the Processor complies with any reasonable instructions notified to it in advance
by the Controller with respect to the Processing of the Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and any copies of
it) to the Controller on termination of the Contract unless the Processor is required by Law
to retain the Personal Data.

Subject to paragraph 7 of this Joint Schedule 11, the Processor shall notify the Controller
immediately if in relation to it Processing Personal Data under or in connection with the Con-
tract it:

receives a Data Subject Access Request (or purported Data Subject Access Request);
receives a request to rectify, block or erase any Personal Data,;

receives any other request, complaint or communication relating to either Party's obligations
under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other regulatory au-
thority in connection with Personal Data Processed under the Contract;

receives a request from any third Party for disclosure of Personal Data where compliance
with such request is required or purported to be required by Law; or

becomes aware of a Data Loss Event.



(a)
(b)

(c)
(d)
(e)

(a)
(b)

(c)

10.

11.

12.

(a)
(b)
(c)

(d)

13.

14.

The Processor’s obligation to notify under paragraph 6 of this Joint Schedule 11 shall include
the provision of further information to the Controller in phases, as details become available.

Taking into account the nature of the Processing, the Processor shall provide the Controller
with reasonable assistance in relation to either Party's obligations under Data Protection Leg-
islation and any complaint, communication or request made under paragraph 6 of this Joint
Schedule 11 (and insofar as possible within the timescales reasonably required by the Con-
troller) including by promptly providing:

the Controller with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Controller to enable it to comply with a
Data Subject Request within the relevant timescales set out in the Data Protection Legisla-
tion;

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;
assistance as requested by the Controller following any Data Loss Event; and/or

assistance as requested by the Controller with respect to any request from the Information
Commissioner’s Office, or any consultation by the Controller with the Information Commis-
sioner's Office.

The Processor shall maintain complete and accurate records and information to demonstrate
its compliance with this Joint Schedule 11. This requirement does not apply where the Pro-
cessor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data as referred to
in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences
referred to in Article 10 of the GDPR; or

the Controller determines that the Processing is likely to result in a risk to the rights and
freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the Controller or the
Controller's designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data Protection Leg-
islation.

Before allowing any Subprocessor to Process any Personal Data related to the Contract, the
Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Controller;

enter into a written agreement with the Subprocessor which gives effect to the terms set out
in this Joint Schedule 11 such that they apply to the Subprocessor; and

provide the Controller with such information regarding the Subprocessor as the Controller
may reasonably require.

The Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.

The Relevant Authority may, at any time on not less than 30 Working Days’ notice, revise this
Joint Schedule 11 by replacing it with any applicable controller to processor standard clauses
or similar terms forming part of an applicable certification scheme (which shall apply when
incorporated by attachment to the Contract).



15.

The Parties agree to take account of any guidance issued by the Information Commissioner’s
Office. The Relevant Authority may on not less than 30 Working Days’ notice to the Supplier
amend the Contract to ensure that it complies with any guidance issued by the Information
Commissioner’s Office.

Where the Parties are Joint Controllers of Personal Data

16.

In the event that the Parties are Joint Controllers in respect of Personal Data under the Con-
tract, the Parties shall implement paragraphs that are necessary to comply with GDPR Article
26 based on the terms set out in Annex 2 to this Joint Schedule 11 (Processing Data).

Independent Controllers of Personal Data

17.

18.

19.

20.

21.
(a)
(b)

(c)

22.

23.

24.

With respect to Personal Data provided by one Party to another Party for which each Party
acts as Controller but which is not under the Joint Control of the Parties, each Party under-
takes to comply with the applicable Data Protection Legislation in respect of their Processing
of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations under the Data
Protection Legislation and not do anything to cause the other Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance with paragraph
17 of this Joint Schedule 11, the recipient of the Personal Data will provide all such relevant
documents and information relating to its data protection policies and procedures as the other
Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and 14 GDPR in
respect of the Processing of Personal Data for the purposes of the Contract.

The Parties shall only provide Personal Data to each other:
to the extent necessary to perform their respective obligations under the Contract;

in compliance with the Data Protection Legislation (including by ensuring all required data
privacy information has been given to affected Data Subjects to meet the requirements of
Articles 13 and 14 of the GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of Processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, each Party shall, with respect to its Processing
of Personal Data as Independent Controller, implement and maintain appropriate technical
and organisational measures to ensure a level of security appropriate to that risk, including,
as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the GDPR, and
the measures shall, at a minimum, comply with the requirements of the Data Protection Leg-
islation, including Article 32 of the GDPR.

A Party Processing Personal Data for the purposes of the Contract shall maintain a record of
its Processing activities in accordance with Article 30 GDPR and shall make the record avail-
able to the other Party upon reasonable request.

Where a Party receives a request by any Data Subject to exercise any of their rights under
the Data Protection Legislation in relation to the Personal Data provided to it by the other
Party pursuant to the Contract (“Request Recipient”):



(a)

(b)

25.

(a)

(b)

(c)

(d)

26.

27.

28.

the other Party shall provide any information and/or assistance as reasonably requested by
the Request Recipient to help it respond to the request or correspondence, at the cost of the
Request Recipient; or

where the request or correspondence is directed to the other Party and/or relates to that
other Party's Processing of the Personal Data, the Request Recipient will:

(1) promptly, and in any event within five (5) Working Days of receipt of the request
or correspondence, inform the other Party that it has received the same and
shall forward such request or correspondence to the other Party; and

(i) provide any information and/or assistance as reasonably requested by the other
Party to help it respond to the request or correspondence in the timeframes
specified by Data Protection Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data
Breach relating to Personal Data provided by the other Party pursuant to the Contract and
shall:

do all such things as reasonably necessary to assist the other Party in mitigating the effects
of the Personal Data Breach;

implement any measures necessary to restore the security of any compromised Personal
Data;

work with the other Party to make any required notifications to the Information Commis-
sioner’s Office and affected Data Subjects in accordance with the Data Protection Legisla-
tion (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that Party's relation-
ship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively to exercise
rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary to perform
each Party’s respective obligations under the Contract which is specified in Annex 1 (Pro-
cessing Personal Data).

Notwithstanding the general application of paragraphs 2 to 15 of this Joint Schedule 11 to
Personal Data, where the Supplier is required to exercise its regulatory and/or legal obliga-
tions in respect of Personal Data, it shall act as an Independent Controller of Personal Data
in accordance with paragraphs16 to 27 of this Joint Schedule 11.



Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Relevant
Authority at its absolute discretion.

1.1

The contact details of the Relevant Authority’s Data Protection Officer is: Chris Gooday of
Internal Governance at nhsbsa.dataprotection@nhs.net

1.2 The contact details of the Supplier's Data Protection Lead are: Amy Trimble, gdpr@phoe-
nixs.co.uk
1.3  The Processor shall comply with any further written instructions with respect to Processing
by the Controller.
1.4  Any such further instructions shall be incorporated into this Annex.
A) Personal Data Processing Template
Description Details
Identity of The Relevant Authority is Controller and the Supplier is
Controller for each | Processor
Category of

Personal Data

The Parties acknowledge that in accordance with paragraph 2 to
paragraph 15 and for the purposes of the Data Protection
Legislation, the Relevant Authority is the Controller and the Supplier
is the Processor of the following Personal Data:

Duration of the The Contract Period (including any extension) and 30 days
Processing thereafter and/or completion of any exit management activities.
Nature and Personal Data is processed for the purpose of providing Project
purposes of the Portfolio Management product and services for the Controller to use
Processing for planning, maintaining and managing projects.

The Supplier (or its Sub-contractor) may Process Personal Data as
necessary to perform the Services, including storage, backup and
disaster recovery; providing technical support and processing
change orders; updating the system and applying new system
versions, patches, and upgrades; monitoring and testing system
use and performance; performing incident management,
maintenance, configuration, IT infrastructure maintenance and
troubleshooting, migration, implementation, and performance
testing of the system.

Type of Personal Names, contact details, time spent on projects.
Data

Categories of Data | Staff/Contractors of the controller/processor.
Subject




Plan for return and
destruction of the
data once the
Processing is
complete

UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

Any data held by the supplier will be return and/or destroyed by the
supplier as part of exit services and in accordance with agreed exit
plan.

B) Framework Contract Personal Data Processing
Description Details
Identity of CCS is Controller and the Supplier is Processor
Controller for each The Parties acknowledge that in accordance with paragraphs 2 to
Category of

Personal Data

paragraph 15 and for the purposes of the Data Protection
Legislation, CCS is the Controller and the Supplier is the Processor
of the Personal Data recorded below

Duration of the

Up to 7 years after the expiry or termination of the Framework

Processing Contract

Nature and To facilitate the fulfilment of the Supplier’s obligations arising under
purposes of the this Framework Contract including

Processing

i. Ensuring effective communication between the Supplier and
CSS

ii. Maintaining full and accurate records of every Call-Off
Contract arising under the Framework Agreement in accordance
with Core Terms Clause 15 ( Record Keeping and Reporting)

Type of Personal
Data

Includes:

i Contact details of, and communications with, CSS staff
concerned with management of the Framework Contract

ii. Contact details of, and communications with, Buyer staff
concerned with award and management of Call-Off Con-
tracts awarded under the Framework Contract,

ii. Contact details, and communications with, Sub-contractor
staff concerned with fulfilment of the Supplier's obliga-
tions arising from this Framework Contract




Contact details, and communications with Supplier staff concerned
with management of the Framework Contract

Categories of Data
Subject

Includes:

I CSS staff concerned with management of the Framework
Contract

il. Buyer staff concerned with award and management of
Call-Off Contracts awarded under the Framework Con-
tract

iii. Sub-contractor staff concerned with fulfilment of the Sup-
plier's obligations arising from this Framework Contract

Supplier staff concerned with fulfilment of the Supplier’s obligations
arising under this Framework Contract

Plan for return and
destruction of the
data once the
Processing is
complete

UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

All relevant data to be deleted 7 years after the expiry or
termination of this Framework Contract unless longer retention is
required by Law or the terms of any Call-Off Contract arising
hereunder




Annex 2 - Joint Controller Agreement

1.
1.1

1.2

1.3

Joint Controller Status and Allocation of Responsibilities

With respect to Personal Data under Joint Control of the Parties, the Parties envisage that
they shall each be a Controller in respect of that Personal Data in accordance with the
terms of this Annex 2 (Joint Controller Agreement) in replacement of paragraphs 2-15 of
Joint Schedule 11 (Where one Party is Controller and the other Party is Processor) and
paragraphs 7-27 of Joint Schedule 11 (Independent Controllers of Personal Data).
Accordingly, the Parties each undertake to comply with the applicable Data Protection Law
in respect of their Processing of such Personal Data as Data Controllers.

The Parties agree that the [Supplier/Relevant Authority]:

(a) is the exclusive point of contact for Data Subjects and is responsible for all steps
necessary to comply with the GDPR regarding the exercise by Data Subjects of
their rights under the GDPR;

(b) shall direct Data Subjects to its Data Protection Officer or suitable alternative in
connection with the exercise of their rights as Data Subjects and for any enquiries
concerning their Personal Data or privacy;

(c) is solely responsible for the Parties’ compliance with all duties to provide
information to Data Subjects under Articles 13 and 14 of the GDPR,

(d) is responsible for obtaining the informed consent of Data Subjects, in accordance
with the GDPR, for Processing in connection with the Services where consent is the
relevant legal basis for that Processing; and

(e) shall make available to Data Subjects the essence of this Annex (and notify them of
any changes to it) concerning the allocation of responsibilities as Joint Controller
and its role as exclusive point of contact, the Parties having used their best
endeavours to agree the terms of that essence. This must be outlined in the
[Supplier's/Relevant Authority’s] privacy policy (which must be readily available by
hyperlink or otherwise on all of its public facing services and marketing).

Notwithstanding the terms of clause 1.2, the Parties acknowledge that a Data Subject has
the right to exercise their legal rights under the Data Protection Legislation as against the
relevant Party as Controller,

Undertakings of both Parties
The Supplier and the Relevant Authority each undertake that they shall:
(a) report to the other Party every 3 months on:

(i) the volume of Data Subject Access Request (or purported Data Subject
Access Requests) from Data Subjects (or third parties on their behalf);

(i)  the volume of requests from Data Subjects (or third parties on their behalf) to
rectify, block or erase any Personal Data;

(iif) any other requests, complaints or communications from Data Subjects (or
third parties on their behalf) relating to the other Party’s obligations under
applicable Data Protection Legislation;

(iv) any communications from the Information Commissioner or any other
regulatory authority in connection with Personal Data; and

(v) any requests from any third party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law,

that it has received in relation to the subject matter of the Contract during that period;



2.2

(c)

(d)

(€)

(i)

)

notify each other immediately if it receives any request, complaint or communication
made as referred to in paragraphs 2.1(a)(i) to (v);

provide the other Party with full cooperation and assistance in relation to any
request, complaint or communication made as referred to in paragraphs 2.1(a)(iii) to
(v) to enable the other Party to comply with the relevant timescales set out in the
Data Protection Legislation;

not disclose or transfer the Personal Data to any third party unless necessary for
the provision of the Services and, for any disclosure or transfer of Personal Data to
any third party, save where such disclosure or transfer is specifically authorised
under the Contract or is required by Law, to be notified to the other Party. For the
avoidance of doubt any third party to which Personal Data is transferred must be
subject to equivalent obligations which are no less onerous than those set out in
this Annex;

request from the Data Subject only the minimum information necessary to provide
the Services and treat such extracted information as Confidential Information;

ensure that at all times it has in place appropriate Protective Measures to guard
against unauthorised or unlawful Processing of the Personal Data and/or accidental
loss, destruction or damage to the Personal Data and unauthorised or unlawful
disclosure of or access to the Personal Data;

take all reasonable steps to ensure the reliability and integrity of any of its
Personnel who have access to the Personal Data and ensure that its Personnel:

(i) are aware of and comply with their duties under this Annex 2 (Joint Controller
Agreement) and those in respect of Confidential Information

(i) are informed of the confidential nature of the Personal Data, are subject to
appropriate obligations of confidentiality and do not publish, disclose or
divulge any of the Personal Data to any third party where that Party would
not be permitted to do so;

(iif) have undergone adequate training in the use, care, protection and handling
of Personal Data as required by the applicable Data Protection Legislation;

ensure that it has in place Protective Measures as appropriate to protect against a
Data Loss Event having taken account of the:

(i) nature of the data to be protected,;

(i)  harm that might result from a Data Loss Event;
(iif) state of technological development; and

(iv) cost of implementing any measures;

ensure that it has the capability (whether technological or otherwise), to the extent
required by Data Protection Legislation , to provide or correct or delete at the
request of a Data Subject all the Personal Data relating to that Data Subject that the
Supplier holds; and

ensure that it notifies the other Party as soon as it becomes aware of a Data Loss
Event.

Each Joint Controller shall use its reasonable endeavours to assist the other Controller to
comply with any obligations under applicable Data Protection Legislation and shall not
perform its obligations under this Annex in such a way as to cause the other Joint Controller
to breach any of its obligations under applicable Data Protection Legislation to the extent it



3.2

4.
4.1

is aware, or ought reasonably to have been aware, that the same would be a breach of
such obligations.

Data Protection Breach

Without prejudice to Paragraph 3.2, each Party shall notify the other Party promptly and
without undue delay, and in any event within 48 hours, upon becoming aware of any
Personal Data Breach or circumstances that are likely to give rise to a Personal Data
Breach, providing the Relevant Authority and its advisors with:

(a) sufficient information and in a timescale which allows the other Party to meet any
obligations to report a Personal Data Breach under the Data Protection Legislation;

(b) all reasonable assistance, including:

(i) co-operation with the other Party and the Information Commissioner
investigating the Personal Data Breach and its cause, containing and
recovering the compromised Personal Data and compliance with the
applicable guidance;

(i) co-operation with the other Party including taking such reasonable steps as
are directed by the Relevant Authority to assist in the investigation, mitigation
and remediation of a Personal Data Breach;

(iif) co-ordination with the other Party regarding the management of public
relations and public statements relating to the Personal Data Breach; and/or

(iv) providing the other Party and to the extent instructed by the other Party to do
so, and/or the Information Commissioner investigating the Personal Data
Breach, with complete information relating to the Personal Data Breach,
including, without limitation, the information set out in Clause 3.2.

Each Party shall take all steps to restore, re-constitute and/or reconstruct any Personal
Data where it has been lost, damaged, destroyed, altered or corrupted as a result of a
Personal Data Breach as if it was that Party’s own data at its own cost with all possible
speed and shall provide the other Party with all reasonable assistance in respect of any
such Personal Data Breach, including providing the other Party, as soon as possible and
within 48 hours of the Personal Data Breach with information relating to the Personal Data
Breach, in particular:

(a) the nature of the Personal Data Breach;

(b) the nature of Personal Data affected;

(c) the categories and number of Data Subjects concerned;
(

d) the name and contact details of the Supplier's Data Protection Officer or other
relevant contact from whom more information may be obtained,

(e) measures taken or proposed to be taken to address the Personal Data Breach; and
(f)  describe the likely consequences of the Personal Data Breach.

Audit

The Supplier shall permit:

(a) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s
direction, to conduct, at the Relevant Authority’s cost, data privacy and security
audits, assessments and inspections concerning the Supplier’s data security and
privacy procedures relating to Personal Data, its compliance with this Annex 2 and
the Data Protection Legislation ; and/or

(b) the Relevant Authority, or a third-party auditor acting under the Relevant Authority’s
direction, access to premises at which the Personal Data is accessible or at which it
is able to inspect any relevant records, including the record maintained under Article



4.2

30 GDPR by the Supplier so far as relevant to the Contract, and procedures,
including premises under the control of any third party appointed by the Supplier to
assist in the provision of the Services.

The Relevant Authority may, in its sole discretion, require the Supplier to provide evidence
of the Supplier's compliance with paragraph 4.1 in lieu of conducting such an audit,
assessment or inspection.

Impact Assessments
The Parties shall:

(a) provide all reasonable assistance to the each other to prepare any Data Protection
Impact Assessment as may be required (including provision of detailed information
and assessments in relation to Processing operations, risks and measures); and

(b) maintain full and complete records of all Processing carried out in respect of the
Personal Data in connection with the Contract, in accordance with the terms of
Article 30 GDPR.

ICO Guidance

The Parties agree to take account of any guidance issued by the Information Commissioner
and/or any relevant Central Government Body. The Relevant Authority may on not less
than thirty (30) Working Days’ notice to the Supplier amend the Contract to ensure that it
complies with any guidance issued by the Information Commissioner and/or any relevant
Central Government Body.

Liabilities for Data Protection Breach

If financial penalties are imposed by the Information Commissioner on either the Relevant
Authority or the Supplier for a Personal Data Breach ("Financial Penalties") then the
following shall occur:

(a) ifin the view of the Information Commissioner, the Relevant Authority is responsible
for the Personal Data Breach, in that it is caused as a result of the actions or
inaction of the Relevant Authority, its employees, agents, contractors (other than
the Supplier) or systems and procedures controlled by the Relevant Authority, then
the Relevant Authority shall be responsible for the payment of such Financial
Penalties. In this case, the Relevant Authority will conduct an internal audit and
engage at its reasonable cost when necessary, an independent third party to
conduct an audit of any such Personal Data Breach. The Supplier shall provide to
the Relevant Authority and its third party investigators and auditors, on request and
at the Supplier's reasonable cost, full cooperation and access to conduct a thorough
audit of such Personal Data Breach;

(b) if in the view of the Information Commissioner, the Supplier is responsible for the
Personal Data Breach, in that it is not a Personal Data Breach that the Relevant
Authority is responsible for, then the Supplier shall be responsible for the payment
of these Financial Penalties. The Supplier will provide to the Relevant Authority and
its auditors, on request and at the Supplier’s sole cost, full cooperation and access
to conduct a thorough audit of such Personal Data Breach; or

(c) if no view as to responsibility is expressed by the Information Commissioner, then
the Relevant Authority and the Supplier shall work together to investigate the
relevant Personal Data Breach and allocate responsibility for any Financial
Penalties as outlined above, or by agreement to split any financial penalties equally
if no responsibility for the Personal Data Breach can be apportioned. In the event
that the Parties do not agree such apportionment then suchDispute shall be



7.2

7.3

7.4

10.

referred to the Dispute Resolution Procedure set out in Clause 34 of the Core
Terms (Resolving disputes).

If either the Relevant Authority or the Supplier is the defendant in a legal claim brought
before a court of competent jurisdiction (“Court”) by a third party in respect of a Personal
Data Breach, then unless the Parties otherwise agree, the Party that is determined by the
final decision of the court to be responsible for the Personal Data Breach shall be liable for
the losses arising from such Personal Data Breach. Where both Parties are liable, the
liability will be apportioned between the Parties in accordance with the decision of the
Court.

In respect of any losses, cost claims or expenses incurred by either Party as a result of a
Personal Data Breach (the “Claim Losses”):

(a) if the Relevant Authority is responsible for the relevant Personal Data Breach, then
the Relevant Authority shall be responsible for the Claim Losses;

(b) if the Supplier is responsible for the relevant Personal Data Breach, then the
Supplier shall be responsible for the Claim Losses: and

(c) if responsibility for the relevant Personal Data Breach is unclear, then the Relevant
Authority and the Supplier shall be responsible for the Claim Losses equally.

Nothing in either paragraph 7.2 or paragaph 7.3 shall preclude the Relevant Authority and
the Supplier reaching any other agreement, including by way of compromise with a third
party complainant or claimant, as to the apportionment of financial responsibility for any
Claim Losses as a result of a Personal Data Breach, having regard to all the circumstances
of the Personal Data Breach and the legal and financial obligations of the Relevant
Authority.

Termination

If the Supplier is in material Default under any of its obligations under this Annex 2 (Joint
Controller Agreement), the Relevant Authority shall be entitled to terminate the Contract by
issuing a Termination Notice to the Supplier in accordance with Clause 10 (Ending the
contract).

Sub-Processing

In respect of any Processing of Personal Data performed by a third party on behalf of a
Party, that Party shall:

(a) carry out adequate due diligence on such third party to ensure that it is capable of
providing the level of protection for the Personal Data as is required by the
Contract, and provide evidence of such due diligence to the other Party where
reasonably requested; and

(b) ensure that a suitable agreement is in place with the third party as required under
applicable Data Protection Legislation .

Data Retention

The Parties agree to erase Personal Data from any computers, storage devices and
storage media that are to be retained as soon as practicable after it has ceased to be
necessary for them to retain such Personal Data under applicable Data Protection
Legislation and their privacy policy (save to the extent (and for the limited period) that such
information needs to be retained by the Party for statutory compliance purposes or as
otherwise required by the Contract), and taking all further actions as may be necessary to
ensure its compliance with Data Protection Legislation and its privacy policy.
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1. INTRODUCTION AND BACKGROUND

1.1 The NHS Business Services Authority (NHSBSA) is an Arm’s Length Body of the Depart-
ment of Health and Social Care and has around 3,700 employees. We manage around
£39 billion of NHS spend annually delivering a range of national services to NHS organi-

sations, NHS contractors, patients and the public. Our purpose is to be a catalyst for bet-
ter health and our vision is to be the delivery partner of choice for the NHS.

1.2 Further NHSBSA information can be found at: https://www.nhsbsa.nhs.uk/what-we-do.

The NHSBSA continually improve our current services whilst also generating growth
through the addition of new services. To assist in delivery of this growing portfolio, a new

directorate has been created within the last year with the sole remit of ‘portfolio and prior-
itisation’.

1.3 A project has recently commenced to review the NHSBSA'’s portfolio and prioritisation
needs moving forward, assess options for how PPM systems can address these and

source any external requirements. Implementation of a longer-term PPM system solution
is expected to begin in Spring 2023.

1.4 This further competition invitation relates to the further competition to award a contract in
relation to Cora Project Portfolio Management (PPM) licence provided as a cloud Soft-
ware as a Service solution (“Cora PPM Licences”) to a sole supplier.

1.5 This further competition is being conducted under the CCS Technology Products and

Associated Services Framework Agreement (RM6068), Lot 3 Software and Associated
Services.

2. THE REQUIREMENT

2.1 The NHS Business Services Authority (NHSBSA) has an existing contract in place for the

provision of Cora PPM cloud SaaS solution, supplied by Cora Systems Ltd. This contract
is due to expire on 30" November 2022.

2.2 In order to ensure continuity of service from 15t December 2022, the Authority is looking
to renew its Cora PPM Licence Subscription for a period of 12 months from 1 December

2022 to 30 November 2023 (inclusive), with the option to extend the contract for up to 12
months.

2.5 Assurance has been provided by Cora Systems that the Authority’s current licences will
enter into a grace period from 30" November 2022 and until a new contract is signed.

2.6 The Authority requires the continuation of the current licences, as detailed in Table 1.

2.7 The Supplier must also provide flexibility for the Authority to call-off additional licences,
as and when this may be needed throughout the Call-Off Contract Period.

2.8 The Authority also requires the ability to call-off a Cora Focus Package (professional

services to assist with wider internal adoption of Cora PPM), if this is needed during the
Call-Off Contract Period.

2.9 The Supplier is required to complete Table A and Table B below:
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Table A (Licences)

Please provide your price for the following licences. These will apply to all licences purchased throughout the Call-Off Contract Pe-
riod (including the initial order and any additional licences called-off):

Licence ] ] ] ]
| I I |
I
User Types
Full User . [ . ]
Executive User | - ] I |
Resource-Only User —| ] | ———
Modules
Strategic Capacity Management | I ] | I I |
I N
Table B (Additional Services)
Please provide your price for the following Additional Service:
Product Price from Vendor Reseller Margin Quantity Total Price
(per Man Day) (% to 2 decimal
places)
Cora Focus Package
Cora Professional Services | ] | [ ] | I |

If you have any queries regarding NHSBSA's requirements above please contact | NG
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3. DELIVERY INFORMATION

3.1 Required delivery Date: Cora PPM Licences to be available on and from 1 December
2022.

3.2 Delivery Location: NHS Business Services Authority, Stella House, Goldcrest Way,
Newburn Riverside, Newcastle-Upon-Tyne, NE15 8NY.

4. FURTHER COMPETITION TIMETABLE

DATE/TIME ACTIVITY
Fri 67 Jan Publication of the Invitation to Tender
Tue 10" Jan at 12:00 | Clarification period deadline
midday
Tue 10% Jan at 17:00 | Deadline for supplier submission of tender to the Authority
Fri 13% Jan Proposed Award Date

4.1 The Authority may change this timetable at any time. Potential Providers will be informed
if changes to this timetable are necessary.

5. QUESTIONS AND CLARIFICATIONS

5.1 Potential Providers may raise questions or seek clarification regarding any aspect of this
further competition at any time prior to the tender clarification deadline.

5.2 Clarifications questions must be raised via Atamis, the Health Family Single eCommercial
System, available at https://health-family.force.com/s/Welcome .

5.3 The Authority will not enter into exclusive discussions regarding the requirements of this
further competition with potential providers.

5.4 To ensure that all Potential Providers have equal access to information regarding this
further competition, the Authority will publish all its responses to questions raised by po-
tential providers on an anonymous basis.

5.5 Responses will be published in a questions and answers document to all Potential Pro-
viders who were invited to tender.

6. SUBMITTING A TENDER

6.1 Pricing must be submitted in the format provided in Section 2 The Requirement and must
be excluding VAT.

6.2 Section 2 The Requirement, Table A and Table B must both be fully completed for a
Tender response to be valid.

6.3 Tenders must be submitted by no later than 17:00 on Tuesday 10" January 2023 via
Atamis.

6.4 A tender must remain valid and capable of acceptance by the Authority for a period of 30
days following the Tender Submission Deadline. A tender with a shorter validity period
may be rejected.




7. TENDER EVALUATION

QUESTIONNAIRE TOTAL SCORE AVAILABLE
Table A Total Price + Table B Total Tender Price: 100% maximum score
Price = Tender Price available
TOTAL 100%

8. CONTRACT AWARD

The contract award will be subject to approval. The maximum mark available for Tender Price will
be 100. This mark will be awarded to the lowest priced Potential Provider. Remaining Potential
Providers will receive a mark out of this maximum mark on a pro rata basis dependent on how far
they deviate from the lowest price.

The calculation that will be used to determine marks is as follows:

Score = Lowest Tender Price  x 100 (maximum mark available) Ten-
der Price

In the event that more than one Potential Provider has the Lowest Tender Price the Authority will
offer those Potential Providers the opportunity to resubmit their Tender response with a lower (or
unchanged) Tender Price. The new Tender response must be submitted within a short window as
specified by the Authority at the time.

9. OUTCOME LETTERS AND CALL OFF CONTRACTS

Upon contract award Potential Providers will be notified of the outcome by via Atamis.




PART 2 — CORA TERMS AND CONDITONS (for the
purposes of Call-Off Special Term D.d.)






