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Radioactive Waste Management Limited
And
Mitie Limited
Reference Number: FM-084-2019  




Security Personnel Services: Short Term Contract
Ref: RM6089 Workplace Services (Lot 1a)




FRAMEWORK SCHEDULE 6:
ORDER FORM TEMPLATE AND CALL-OFF SCHEDULES
Part A - Order Form Template
[bookmark: OLE_LINK1]
Contract Number: CCZI19A15
From the ("Buyer "):  Radioactive Waste Management Limited

To the ("SUPPLIER")
Name: Mitie Limited
Registered Address:
The Shard
32 London Bridge Street
London, SE1 9SG
England

Registered Number: 02938041
DUNS Number: 231384041
This Order Form, when completed and executed by both Parties, forms a Call-Off Contract. Completion and execution of a Call-Off Contract may be achieved using an equivalent document or electronic purchase order system.  The text below should be copied into any electronic order forms.

APPLICABLE FRAMEWORK CONTRACT:
This Order Form is issued in accordance with and subject to the provisions of the Framework Contract with the reference number RM6089 and dated 25th February 2019 for the provision of specialist security services for the provision of both physical and technical security.

BENEFICIARIES:
The Supplier shall be required to provide separate Services to the Buyer. 
The Services required by the Buyer are detailed in the following Parts of the Specification:
	
	Buyer
	Services to be provided / required
	Duration
	Special Terms

	1.
	RWM
	Security Personnel Services

In accordance with the Annexes to Attachment 3 – Specification.
	7 months – including 1-month Mobilisation Period  + 2 x optional Extension periods of up to  6 months Maximum Duration = 13 months
	Call-Off Schedule 29 (Special Terms)



CALL-OFF LOT(S): 
This Call-Off Contract is in relation to the following Lot (please select)

	Lot
	Tick as appropriate
	Supplier accreditations required for the Lot

	1a
	√
	· ISO 9001 
· ISO 14001 
· OHSAS 18001
· Member of Contractor Scheme (ACS)
· Member of an accreditation association and/or trade body of one or more of the following organisations:                       
· NSI - National Security Inspectorate
· BSIA – British Security Industry Association
· SIA - Security Industry Authority.
· IPSA - International Professional Security Association
· SSAIB - Security Systems and Alarm Inspection Board 
· CCAS – Chamber Certification Assessment Services
· ISOQAR – Alcumus
· Cyber Essentials 
· Annual compliance with National Cyber Security Centre (NCSC) Penetration Testing with a CHECK-approved provider. 




Additional Supplier accreditations required by the Buyer: 
· Cyber Essentials Plus
· List N Status (under Regulation 22 of the Nuclear Industries Security Regulations (NISR) 2003)

CALL-OFF INCORPORATED TERMS
The following documents shall be incorporated into this Call-Off Contract. Where
Numbers are missing we are not using those schedules. If they conflict, the following order of precedence shall apply:

1. This Order Form including the Call-Off Schedule 29 (Special Terms).
2. The Following Schedules (each taking equal precedence):	
Joint Schedule 1 (Definitions)
Joint Schedule 2 (Variation Form)
Joint Schedule 3 (Insurance Requirements)
Joint Schedule 4 (Commercially Sensitive Information)
Joint Schedule 5 (Corporate Social Responsibility)
Joint Schedule 6 (Key Subcontractors)
Joint Schedule 7 (Financial Distress)
Joint Schedule 10 (Rectification Plan)
Joint Schedule 11 (Processing Data)
Joint Schedule 12 (Supply Chain Visibility)
Call-Off Schedule 1 (Transparency Reports)
Call-Off Schedule 2 (Staff Transfer) 
Call-Off Schedule 2: Part A (Staff Transfer At Start Date – Outsourcing From the Buyer) 
Call-Off Schedule 2: Part B (Staff Transfer At Start Date – Transfer From Former Supplier)
Call-Off Schedule 2: Part C (No Staff Transfer On Start Date) 			
Call-Off Schedule 2: Part D (Pensions) 						
Call-Off Schedule 2: Part E (Staff Transfer on Exit)
Call-Off Schedule 3 (Continuous Improvement)
Call-Off Schedule 4A (Billable Works and Projects)
Call-Off Schedule 5 (Call-Off Pricing)
Call-Off Schedule 6A (TUPE Surcharge) 
Call-Off Schedule 7 (Key Staff)
Call-Off Schedule 8 (Business Continuity and Disaster Recovery)	
Call-Off Schedule 9 (Security)
Call-Off Schedule 10 (Exit Management)
Call-Off Schedule 12 (ICT Services Terms)
Call-Off Schedule 13 (Mobilisation Plan and Testing) 
Call-Off Schedule 14 (Key Performance Indicators) 
Call-Off Schedule 15 (Contract Management)
Call-Off Schedule 23 (Redundancy Surcharge) 		
Call-Off Schedule 25 (Relevant Convictions)
Call-Off Schedule 28 (Call-Off Specification)						 
3. The FM Core Terms (v3.0.4)
4. Call-Off Schedule 4 (Facilities Management)
5. Call-Off Schedule 22 (Call-Off Tender) provided that any parts of the Call-Off Tender which offer a better commercial position for the Buyer (as decided by the Buyer) will take precedence over the documents above.

No other terms whether written on the back of, appended to this Order Form, or presented at the time of delivery shall form part of the Call-Off Contract. 

SCHEDULES NOT USED IN THIS CONTRACT: 
Joint Schedule 8 (Guarantee)
Joint Schedule 9 (Minimum Standards of Reliability)
Call-Off Schedule 16 (Benchmarking) 
Call-Off Schedule 17 (MoD Terms)
Call-Off Schedule 18 (Concession Agreement)
Call-Off Schedule 19 (Collateral Warranty Agreements)
Call-Off Schedule 20 (Clustering)
Call-Off Schedule 21 (Performance Bond Draft)
Call-Off Schedule 24 (Collaboration)
Call-Off Schedule 26 (Scottish Law)
Call-Off Schedule 27 (Northern Ireland Law)

CALL-OFF SPECIAL TERMS: 
The following Special Terms shall be incorporated into this Call-Off Contract:
· Call-Off Schedule 29 (Special Terms) 

EFFECTIVE DATE: 2nd March 2020
CALL-OFF START DATE: 2nd March 2020
MOBILISATION PERIOD: (1 MONTH) 2nd March 2020 – 31st March 2020 
START DATE / CALL-OFF INITIAL PERIOD COMMENCES: 1st April 2020
DATE CALL-OFF INITIAL PERIOD ENDS: 30th September 2020
CALL-OFF OPTIONAL EXTENSION PERIOD 1 (start and end dates): 1st October 2020 to 31st December 2020
CALL-OFF OPTIONAL EXTENSION PERIOD 2 (start and end dates): 1st January 2021 to 31st March 2021

CALL-OFF DELIVERABLES: 
The following Deliverables shall be provided under this Call-Off Contract: 
Please refer to Attachment 3 - Specification and all associated Annexes for the Deliverables of this Contract





The Supplier should acknowledge that the volume of certain Deliverables may be subject to adjustment during the Contract Period. Any such adjustments shall be recorded in accordance with the Variation Procedure at Clause 24 of the Core Terms of the Call-Off Contract and any impact on the Charges shall be calculated in accordance with the Variation Procedure.	

DRAWN DOWN DELIVERABLES:
Not Applicable

CALL-OFF CHARGES:
The Charges shall be calculated in accordance with Call-Off Schedule 5 (Call-Off Prices) on the basis of fixed prices and shall be calculated by reference to the RWM Security Personnel Services Short-Term Contract Fixed Price Pricing Matrix set out below:
[REDACTED] 
The Charges shall not be impacted by any change to the Framework Prices and can only be changed by agreement in writing between the Buyer and the Supplier as a result of:
(i) indexation; 
(ii) Specific Change in Law;
(iii) benchmarking undertaken in accordance with Call-Off Schedule 16 (Benchmarking);
(iv) Call Off Variation (agreed in writing and signed by both Parties in accordance with clause 24 of Core Terms').
MAXIMUM LIABILITY 
The limitation of liability for this Call-Off Contract (including any Mobilisation Period) is stated in Clause 11.2 of the Core Terms.  
ESTIMATED CALL-OFF INITIAL PERIOD CHARGES
The Estimated Call-Off Initial Period Charges shall be £78,147.55
ADDITIONAL INSURANCES
Not applicable


PASS THROUGH COSTS
Not Applicable.

TUPE OPTION
Option 3 Further Competition Fixed Fee TUPE Risk Premium – as defined within Call-Off Schedule 6A (TUPE Surcharge)
VARIATION THRESHOLD
Not Applicable

TARGET COST
Not Applicable

INCLUSIVE REPAIR THRESHOLD
The Inclusive Repair Thresholds shall be: £0.00

BILLABLE WORKS
For the Buyer:

	Tier
	Estimated total value range 

	Tier One Billable Works 
	£0 - £5000

	Tier Two Billable Works 
	£5001 - £10,000

	Tier Three Billable Works
	£10,001 - £25,000

	Tier Four Billable Works 
	Above £25,000


BILLABLE WORKS NOT REQUIRING APPROVAL
The value of Billable Works not requiring approval is as follows:  
The Buyer: £0
BUSINESS CRITICAL EVENTS
Business Critical Events are events which would cease or severely impair the Buyer's operations unless completed. Safety Critical Events are events which pose a high level of risk to Assets and individuals Security, Health & Safety. Business Critical Events shall include:

· Breach of Site Security Perimeter
· Guard levels below requirements set out in site security plan 
Disaster Period: 1 hour (unless otherwise agreed with the Buyer). 
METHOD OF PAYMENT 
[REDACTED] 
BUYER INVOICING ADDRESS: 
Radioactive Waste Management Limited
[REDACTED]

BUYER AUTHORISED REPRESENTATIVE:
Radioactive Waste Management Limited
[RECATED]
Security Manager

BUYER SECURITY POLICIES:
As detailed within Attachment 3 – Annex E - Security Policies 

PROGRESS REPORT FREQUENCY:
On the first Working Day of each calendar month for the Buyer. 

PROGRESS MEETING FREQUENCY:
The Supplier shall be required to conduct a Monthly Progress Meeting with the Buyer. 
The Supplier will be expected to conduct individual Monthly Progress Meetings with the Buyer, unless specified otherwise by the Buyer. 
The date and timing of the Monthly Progress Meeting will be agreed between the Buyer and the Supplier. 

KEY ROLES/STAFF:
	NAME
	ROLE
	E-Mail
	Address

	[RECATED]
	Mobilisation Manager
	[RECATED]
	[RECATED]

	[RECATED]
	Regional Operational Manager 
	[RECATED]
	[RECATED]

	[RECATED]
	Local Operational Manager 
	[RECATED]
	[RECATED]

	[RECATED]
	Administrative Support
	[RECATED]
	[RECATED]

	[RECATED]
	HR Change Partner
	[RECATED]
	[RECATED]

	[RECATED]
	Strategic Support
	[RECATED]
	[RECATED]

	[RECATED]
	Strategic Support
	[RECATED]
	[RECATED]



KEY SUBCONTRACTORS:
Not applicable

E-AUCTIONS:
Not Applicable

COMMERCIALLY SENSITIVE INFORMATION:
Attachment 5 – Pricing matrix



SERVICE PERIOD:
The Service Period for the purposes of Call-Off Schedule 14 (Key Performance Indicators) shall be one Month for the Buyer.

KPI CREDITS, AT RISK % AND EARN BACK %:
KPI Credits shall accrue in accordance with Call-Off Schedule 14 (Key Performance Indicators).

For the purposes of Call-Off Schedule 14 (Key Performance Indicators): 

(i) the At Risk % shall be: 6% for the Buyer; and
(ii) the Earn Back % shall be: 50% for the Buyer.

RISK REGISTER: 
All risks set out in Call-Off Schedule 8 (Business Continuity and Disaster Recovery), including Supplier insolvency.

SMALL AND MEDIUM SIZED ENTERPRISES:
The percentage of small and medium enterprises which apply in relation to Call-Off Schedule (4) (Facilities Management) is 33% throughout the Contract Period.

RELEVANT CONVICTIONS:
For the purposes of this Call-Off Contract the following shall be deemed Relevant Convictions in accordance with Clause 3 of Call-Off Schedule 25 (Background Checks):

As detailed within Annex 1 of Call-Off Schedule 25 (Background Checks)

CONCESSION – LOT 3 ONLY:
Not Applicable.

COLLATERAL WARRANTIES
Not Applicable.

PERFORMANCE BOND
Not Applicable.

CALL-OFF GUARANTEE
Not Applicable.
[bookmark: m_-2137855254852899871__Toc458412229]COUNTERPARTS
The Call-Off Contract may be executed in any number of counterparts, each of which when executed shall constitute a duplicate original, but all the counterparts shall together constitute the one agreement.
Transmission of an executed counterpart of this Call-Off Contract (but for the avoidance of doubt not just a signature page) by email (in PDF, JPEG or other agreed format) shall take effect as delivery of an executed counterpart of this Call-Off Contract. If either method of delivery is adopted, without prejudice to the validity of the Call-Off Contract thus made, each Party shall provide the others with the original of such counterpart as soon as reasonably possible thereafter.

SIGNATURE AS A CONTRACT UNDERHAND
[REDACTED] 
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Radioactive Waste Management Security Personnel Services: Short Term Contract



Further Competition under RM6089 Workplace Services (FM Marketplace Phase 2) Lot 1A 
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[bookmark: _Toc22219602]purpose

The purpose of this document is to provide Suppliers with full details of the Buyer’s requirements by detailing Deliverables, Standards and supplementary information.



[bookmark: _Toc22219603]Background to the opportunity

Suppliers have the opportunity to bid for the Security Personnel Services short-term contract for Radioactive Waste Management (the Buyer). For further information refer to the background section of Attachment 1 – About the Further Competition. 

[bookmark: _Toc22219604]Specification structure 

The Specification is made up of the following annexes:



· Annex A: Matrix of Deliverables

· Annex B: Standards and Processes

· Annex C: Key Performance Indicator Model 

· Annex D: Payment Mechanism

· Annex E: Security Service Standards  

· Annex F: Suppliers Security Equipment List 

· Annex G: Training Requirements

· Annex H: CREST Cyber Essentials Questionnaire

· Annex I1: SCP1 – Personnel Security Vetting 

· Annex I2: RWM53-PR010 – Contractor On-boarding Procedure  

· Annex I3: NDA Instruction for Completing BPSS Application 



[bookmark: _Toc22219605]Definitions 

Terms used in the Specification and annexes that requires further definition are capitalised. 



For definitions of these terms, you should refer to Joint Schedule J1 – Definitions.



[bookmark: _Toc22219606]Standards

All the service Standards and processes that the Supplier had to comply with during the procurement of the Workplace Services (FM Marketplace – Phase 2) RM6089, are required throughout the duration of this Call-Off Contract, unless we tell you otherwise. Please refer Annex B – Standards and Processes.



[bookmark: _Toc22219607]Security Clearance and Vetting



All security personnel employed to deliver Services for the Buyer Members through this Call-Off contract will require Security Check (SC) vetting and clearance. 

Security clearance and vetting requirements for security personnel employed for the Buyer via this Call-Off Contract can be found in the following Call-Off Contract Schedules: 

Call-Off Schedule 9: Security

Call-Off Schedule 25: Background Checks 

Call-Off Schedule 29: Special Terms

In addition to the Call-Off Contract schedules the following Annexes to this specification document, are also provided to outline the processes that will need to be followed by the appointed Supplier to employ security staff for the Buyer: 

Annex I1: SCP1 – Personnel Security Vetting 

Annex I2: RWM53-PR010 – Contractor On-boarding Procedure

Annex I3: NDA Instruction for Completing BPSS Application

Additional information can also be found at: https://www.gov.uk/guidance/security-vetting-and-clearance. 



[bookmark: _Toc22219608]Relief Security Officers  

The appointed Supplier must ensure that all relief security officers allocated to deliver the Services for the Buyer during the life of the Call-Off contract meet the following standards and the security clearance and vetting requirements as a minimum: 

Security Industry Authority (SIA) Frontline Licence – Security Guard or Door Supervisor 

Security Industry Authority (SIA) Frontline Licence – Public Space Surveillance

National Security Vetting to Security Check (SC) level

First Aid at Work Trained (3-day course) 



[bookmark: _Toc22219609]Mobilisation Requirements 

The Buyer will require the appointed Supplier to deliver the following key tasks during the Mobilisation Period: 

Develop and issue assignment instructions 

Undertake a risk assessment and develop method statements for the tasks / Services being delivered

Develop a training matrix and plan for the delivery and maintenance of Suitably Qualified and Experienced Persons (SQEP) involved in the delivery and management of the Services.  

The list of Mobilisation key tasks required by the Buyer outlined above is not exhaustive, and additional key tasks may also be requested by the Buyer during the Mobilisation Period, if not specified within the appointed Suppliers bid proposal. 

[bookmark: _Toc22219610]Gainshare	

Information on gainshare can be found at paragraph 2.1 of Call-Off Schedule 3 – Continuous Improvement.



[bookmark: _Toc22219611]Potential Additional Scope

Potential additional Services that may be required by the Buyer during the execution of the Call-Off Contract include: 

· Car park management & booking 

· Helpdesk services

· Key holding 

· Lock up / open up of premises 

· Management of visitors and passes

· Patrols (mobile via specific visiting vehicle) 

· Periodic event security personnel

· Reception services 

The list of potential Services that may be added to the scope of the Call-Off Contract is not exhaustive and the Buyer cannot guarantee that any of these Services will be requested during the term of the Call-Off Contract. 

If any of additional Services are required to be added to the scope of the Call-Off Contract, the Buyer will request a Variation to the Call-Off Contract in accordance with Joint Schedule 2: Variation and Call-Off Schedule 5: Call-Off Pricing. 



[bookmark: _Toc22219612]Accreditation and Certification  

The conclusion of this Call-Off Contract will be subject to the Supplier with the highest ranking score following evaluation, providing evidence of the following accreditation/certification prior to award:  

· ISO 9001; 

· ISO 14001; 

· OHSAS 18001;

· Cyber Essentials;

· Member of Contractor Scheme (ACS); and 

· Member of an accreditation association and/or trade body of one or more of the following organisations: 

· NSI: National Security Inspectorate;

· BSIA: British Security Industry Association;

· SIA: Security Industry Authority;

· IPSA: International Professional Security Association;

· SSAIB: Security Systems and Alarm Inspection Board; 

· CCAS: Chamber Certification Assessment Services; and

· ISOQAR: Alcumus.

Failure of the highest ranking Supplier to provide the Buyer with evidence of the required accreditation/certification outlined above may result in the offer to award the Call-Off Contract being withdrawn and the Call-Off Contract being offered to the 2nd ranking Supplier. Please see Attachment 2: How to Bid (Section 8: Final decision to Award) for further information. 

The appointed Supplier will be required to provide evidence to the Buyer of compliance with National Cyber Security Centre (NSCS) Penetration Testing, with a CHECK approved provider prior to the Start Date/Call-Off Initial Period Commences. Further information can be found at: https://www.ncsc.gov.uk/information/check-penetration-testing.  

The appointed Supplier will also be required to provide evidence of compliance to the following additional accreditations required by the Buyer for the Start Date/Call-Off Initial Period Commences: 

· Cyber Essential Plus; and  

· List N Status (under Regulation 22 of the Nuclear Industries Security Regulations (NISR) 2003).



PLEASE NOTE: Attachment 3, Annex H: CREST Cyber Essentials Questionnaire is provided to help inform / assist bidding Suppliers in preparing for Cyber Essentials Plus accreditation.



[bookmark: _Toc22219613]Insurance Cover 

The conclusion of this Call-Off Contract is subject to the highest ranking Supplier, providing evidence of Insurance cover to the limits detailed within Joint Schedule 3 - Insurance Requirements and any Additional Insurances in Attachment 4 - Order Form, prior to contract award.

Failure of the highest ranking supplier to provide the Buyer with evidence of the required Insurance cover as detailed in Joint Schedule 3 - Insurance Requirements and any Additional Insurances in Attachment 4 - Order Form, may result in the offer to award the Call-Off contract being withdrawn and the Call-Off Contract being offered to the 2nd ranking Supplier. Please see Attachment 2: How to Bid (Section 8: Final decision to Award) for further information. 



[bookmark: _Toc22219614]Award

Upon contract award all relevant sections of this Attachment 3 – Specification will be inserted into the Order Form (Attachment 4 of this bid pack).
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Instructions


			Please follow these instructions to help you build your deliverables matrix


			Work Package sheet


			Complete the basic customer information in the first table.


			Select the work packages required within the main table. NB. Work package A and B are compulsory.


			Click on the grey macro button to automatically sort the requirements and building specifics sheets, making it easier to locate the services you require.


			Building information sheet


			Enter the name of each of your buildings into row 4 across the columns. If separating your requirement into different areas, floors etc then this is fine also. Following the procurement you will be able to see your pricing split into each building/area/floor dependent on how you title these columns


			For each building, complete the table as required, running down the list of information. NB. The last section asks for information only required if buying specific services, for example, number of portable appliances - only needed if buying PAT testing service.





			Service matrix sheet


			In this sheet you should select which services you require within each building. Your buildings are listed across the columns, and the services are listed down the rows. 


			For each building where a service is required select 'yes - std' or 'yes - non-std', to indicate that the service is required.


						yes - std:			This means that you wish to buy the standard service as detailed in the Requirements sheet, and do not wish to amend any of that services' requirements. This option is only available on certain services that do not necessarily require a customer to input their specific requirements. These services where all priced at Framework, and therefore will be compliance checked to ensure the prices you receive do not exceed the framework maximum rates


						yes - non-std:			This means that you wish to buy the service, but pricing and the service standard will be specific to your requirements. These services were not priced at Framework level. You may need to input your specific requirements into the Requirements sheet next to that service


			NB. If you do not require a service just leave the cell blank.


			Requirements sheet


			This sheet auto filters dependent on your selection on the work package sheet. 


			This sheet displays the standard specification and requirements of each service - see columns C and D.


			Within column E you will see a summary of your inputs into the service matrix sheet. 
 -   For services you are buying, if you have requested only a standard services across your estate (in buildings where the service is required), you will see 'Yes - Std' displayed.
 - For services where you have requested a non-standard service in one or more buildings across your estate, you will see 'Yes - Non-Std' displayed. For these services you should then add comments into column F to described your exact requirements were they differ to the information in column D.


			NB. If cells are greyed out in column F, there is no need for input as you've indicated that you are happy with the standard service.


			Building specifics sheet


			This sheet should be used to detail as much as possible regarding your buildings for which the services are being bought.











Building Information





						PROPERTY INFORMATION





															Building 329, Harwell, Oxford


						Security Specifics
			Security Risk Assessment						No


									Access Level						BPSS/SC


									Security Type (see comment for descriptions)						Level 2


						Building Information			Building Reference						N/A


									Department Footprint						100%


									Department GIA (square meters)						1,394


									External areas (square meters)						1,600


									Parent Department/Organisation						Nuclear Decommissioning Authority


						Address			Building Geographical Location						Berkshire, Buckinghamshire and Oxfordshire


									Street						Thomson Avenue


									Town/City						Didcot, Oxfordshire


									Postcode						OX11 0GD


						Overview			Year Built						1950


									Construction Type						Brick


									Building opening days						Mon- Fri


									Operational Working Hours						7am - 6pm


									Tenure: Freehold/Leasehold						Leasehold


									Tenure: Landlord (if applicable)						Landlord


									Tenure: Length of Lease (if applicable)						10 years - expires 2027


									Property Owner/Lessor						Harwell Campus


									Number of FTE Building Users						180


									Number of Building Visitors per annum						500


									Site Status						Under construction
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Service Matrix





																					Building Reference			N/A


																					Building Name			Building 329, Harwell, Oxford


																					Building Location			Berkshire, Buckinghamshire and Oxfordshire


																					Buyer Reference			Nuclear Decommissioning Authority





						Work Package			Service Reference			Service Name			Unit of Measure			Service Type


						Work Package A - Contract Management			A.1 - A.14			Contract management			Percentage (within Mgt Overhead)			Standard						Yes - Std


						Work Package B - Contract Mobilisation			B.1			Contract Mobilisation			service			Standard						Yes - Std


						Work Package C - Security Services 			C.1			Manned Guarding Service			hourly rate			Standard						Yes - Std


									C.2			CCTV / Alarm Monitoring			hourly rate			Standard						Yes - Std


									C.3			Control of Access and Security Passes			hourly rate			Standard						Yes - Std


									C.4			Emergency Response			hourly rate			Standard						Yes - Std


									C.5			Patrols (Fixed or Static Guarding)			hourly rate			Standard						Yes - Std


									C.6			Management of Visitors and Passes			hourly rate			Standard						Yes - Std


									C.7			Reactive Guarding			via Billable Works			Standard						Yes - Std


									C.8			Additional Security Services			service			Standard						Yes - Std


									C.9			Enhanced Security Requirements			service			Standard						Yes - Std


									C.10			Key Holding			service			No Service Required						No


									C.11			Lock Up / Open Up of Buyer Premises			service			No Service Required						No


									C.12			Patrols (Mobile via a Specific Visiting Vehicle)			service			No Service Required						No


									C.13			Reception Service 			service			No Service Required						No


									C.14			Taxi Booking Service			service			No Service Required						No


									C.15			Car Park Management and Booking			service			No Service Required						No


									C.16			Voice Announcement System Operation 			service			No Service Required						No


									C.17			Flag Flying Service			service			No Service Required						No


									C.18			Cash and valuables in transit (CVIT)			service			No Service Required						No


									C.19			Canine detection			service			No Service Required						No


						Work Package D - Technical Services			D.1			Risk Assessment			service			No Service Required						No


									D.2			Electronic Security			service			No Service Required						No


									D.3			Physical Security			service			No Service Required						No


									D.4			Maintenance of electronic security services			service			No Service Required						No


						Work Package E - Alarm Response Centres			E.1			Alarm Response Centres			service			No Service Required						No


						Work Package F - Helpdesk Services 			F.1			Helpdesk Services			Percentage of Year 1 Deliverables Value (excluding Management and Corporate Overhead, and Profit) at call-off.			No Service Required						No


						Work Package H - Building Information Modelling (BIM) and Government Soft Landings (GSL)			H.1			Building Information Modelling (BIM) and Government Soft Landings (GSL)			service			No Service Required						No








Requirements


						Work Package Ref			Service Reference			Work Package			Service Required Within Estate?			If non-standard service please comment below


															Building 329, Harwell, Oxford


						Work Package A - Contract Management						Work Package A – Contract Management 


						Work Package A - Contract Management			A:1 – Integration			 2.1.  Service A: 1 - Integration is a Mandatory Service			Yes - Std


						Work Package A - Contract Management			A:1 – Integration			2.2. In addition, the following Standards Ref apply to this Service SA: 1


						Work Package A - Contract Management			A:1 – Integration			2.3. The Supplier shall provide an integrated Service ensuring a seamless and coordinated delivery and effective synergies with the Buyer's third party suppliers and service providers are delivered at all times. The Supplier shall take advantage of synergies between the different Services and the benefits that integration will bring.


						Work Package A - Contract Management			A:1 – Integration			2.4. The Supplier will work collaboratively with the Buyer to promote excellence and innovation and enhance the reputation of the Buyer amongst key stakeholders across Government and within local communities.


						Work Package A - Contract Management			A:1 – Integration			2.5. The Supplier shall: 


						Work Package A - Contract Management			A:1 – Integration			2.5.1.  focus on cross / multi-skilling of Supplier Staff to allow for efficiencies when delivering the required Services;  


						Work Package A - Contract Management			A:1 – Integration			2.5.2.  share more efficient ways of working with the Buyer that will ensure better working practices in delivering the Services;


						Work Package A - Contract Management			A:1 – Integration			2.5.3.  work collaboratively with the Buyer and identify opportunities in relation to delivering the Services;


						Work Package A - Contract Management			A:1 – Integration			2.5.4.  procure billable works Services only with the sanction of the Buyer and shall use pan-Government Frameworks approved by the CCS when possible. The Supplier shall be invited to review the use of such contracts and make proposals for alternative procurement routes if these can be demonstrated to provide greater value for money for the Buyer; and


						Work Package A - Contract Management			A:1 – Integration			2.5.5.  provide the benefits of working together to the Buyer. The Supplier shall also provide the most advantageous options in relation to the deployment of Supplier Staff in order to deliver the required Services in the most efficient, cost effective way.


						Work Package A - Contract Management			A:1 – Integration			2.6. The Supplier shall work collaboratively with the Buyer when establishing their operational delivery plan and shall focus on the use of technology, data and analytics to develop, maintain and improve the workplace experience and value-for-money for the Buyer. These initiatives shall include:


						Work Package A - Contract Management			A:1 – Integration			2.6.1. Use of new technology, to include CCTV, movement sensors, drones and robotic solutions, to support the Delivery of Services where appropriate.


						Work Package A - Contract Management			A:1 – Integration			2.7. The Supplier shall ensure that all opportunities identified that have the potential to deliver performance, economic and social value improvements are presented to the Buyer for consideration.  


						Work Package A - Contract Management			A:1 – Integration			2.8. The Supplier shall ensure that the initiatives agreed with the Buyer are:


						Work Package A - Contract Management			A:1 – Integration			2.8.1. Captured within the Service Delivery Plan ("SDP"), as defined within Annex A - Security Service Standards;


						Work Package A - Contract Management			A:1 – Integration			2.8.2. Reported upon as part of the agreed contract reporting regime.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:2 - Health and Safety			3 Service A:2 - Health and Safety			Yes - Std


						Work Package A - Contract Management			A:2 - Health and Safety			3.1. Service A: 2 - Health and Safety is a Mandatory Service


						Work Package A - Contract Management			A:2 - Health and Safety			3.2. In addition, the following Standards Ref apply to this Service SA: 2


						Work Package A - Contract Management			A:2 - Health and Safety			3.3. The Supplier shall prepare and as appropriate, revise a written safety policy statement.  This safety policy must be signed by the Supplier managing director or appropriate senior manager.


						Work Package A - Contract Management			A:2 - Health and Safety			3.4. The Supplier shall ensure:


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.1.  their safety policy statement aligns with the requirements of the Buyer and that throughout the Contract period, they have suitable organisation and arrangements in place to implement their safety policy;


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.2.  the safety policy and safety management plan shall be readily available and accessible to all their employees and anyone, including the Buyer, who may require sight of it; and 


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.3.  details of their Safety Management shall be reviewed and revised accordingly to take account of legislation and other factors that may affect its effectiveness.


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.4.  they have appropriate number of first aid trained personnel deployed to successfully meet their own and the Buyer's H&S requirements in accordance with the Health and Safety (First Aid Regulations) 1981.


						Work Package A - Contract Management			A:2 - Health and Safety			3.5. If required, the Supplier shall provide a professional advice service on all matters relating to the Health and Safety at Work Act 1974 and any subsequent re-enactments.


						Work Package A - Contract Management			A:2 - Health and Safety			3.6. The Services may be requested by mutual agreement between the Buyer and the Supplier and shall be limited to the Buyer Premises and Security Services issues.


						Work Package A - Contract Management			A:2 - Health and Safety			3.7. The Supplier shall notify the Buyer in writing of any potential implications of not implementing the recommendations of any advice given.


						Work Package A - Contract Management			A:2 - Health and Safety			3.8. The Supplier shall provide a single point of contact for professional advice pertaining to Health and Safety matters as they relate to the Delivery of the Services and management at each Buyer Premises.


						Work Package A - Contract Management			A:2 - Health and Safety			3.9. The Supplier is required to provide a Health and Safety expert who is either a member of the Institution of Occupational Safety and Health ("IOAH") or hold an equivalent qualification that is issued by a recognised organisation.  Details of the professional qualifications and accreditation required will be defined at Call-Off.


						Work Package A - Contract Management			A:2 - Health and Safety			3.10. The Supplier shall be responsible for recording and investigating all accidents, incidents, dangerous occurrences and near misses involving their staff, to include Sub-Contracted third party staff delivering Security Services on their behalf, and shall issue a written report which shall include recommendations to prevent any repeat to the Buyer.


						Work Package A - Contract Management			A:2 - Health and Safety			3.11. The Supplier shall be responsible for ensuring that all RIDDOR related incidents are reported in accordance with HSE legislation and shall ensure the Buyer is notified immediately in writing.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:3 - Management Services			4 Service A:3 - Management Services			Yes - Std


						Work Package A - Contract Management			A:3 - Management Services			4.1. Service A: 3 - Management Services is a Mandatory Service


						Work Package A - Contract Management			A:3 - Management Services			4.2. In addition, the following Standards Ref apply to this Service SA: 3


						Work Package A - Contract Management			A:3 - Management Services			4.3. The Supplier shall: 


						Work Package A - Contract Management			A:3 - Management Services			4.3.1.  ensure a change management plan is in place which shall be developed and agreed with the Buyer at the Contract mobilisation phase;


						Work Package A - Contract Management			A:3 - Management Services			4.3.2. ensure that they have processes in place to attract, recruit and retain appropriately skilled and experienced Supplier Staff for the duration of the Call-Off Contract. The Supplier Staff shall be security cleared to "SC" level unless the Buyer specifies otherwise at Call Off. Details of the professional qualifications and accreditation required will be defined at Call-Off;


						Work Package A - Contract Management			A:3 - Management Services			4.3.3. develop and maintain appropriate management and staffing levels for the supply of the Services as documented in the SDP within the Security Service Standards;


						Work Package A - Contract Management			A:3 - Management Services			4.3.4. develop and maintain appropriate working practices, policies, procedures and methods to ensure that the Services are supplied in accordance with Annex A - Security Service Standards. The Supplier shall follow such  Standards at all times;


						Work Package A - Contract Management			A:3 - Management Services			4.3.5. Review all method statements and risk assessments from third party suppliers prior to the start of any Security Services related activities to ensure:


						Work Package A - Contract Management			A:3 - Management Services			4.3.5.1. The works processes and control measures are compliant with all Health and Safety and Buyer requirements; and 


						Work Package A - Contract Management			A:3 - Management Services			4.3.5.2. All Supplier Staff engaged in the work possess the relevant skills, qualifications and accreditations to undertake the works.


						Work Package A - Contract Management			A:3 - Management Services			4.3.6. Comply with all of the Buyer's procedures and security policies and act upon the instructions of the Buyer should there be a change in the threat assessment and Response Level (Response Level has the meaning given to it at SC9 of Annex A  - Security Service Standards of this Framework Schedule 1a (Specification) associated with the Buyer Premises.  Further details of the security requirements will be provided at Call-Off;


						Work Package A - Contract Management			A:3 - Management Services			4.3.7.  Ensure that all staff adopt and follow all security contingency plans as directed by the Buyer in the event of a security alert or incident;


						Work Package A - Contract Management			A:3 - Management Services			4.3.8.  Ensure all Supplier staff are provided with the necessary training in relation to their responsibilities and activities when changes in security status occur;


						Work Package A - Contract Management			A:3 - Management Services			4.3.9.  Be aware that the implementation of these enhanced measures may require all Supplier, Sub Contractor and supply chain staff to vacate an Affected Property as directed by the Buyer;


						Work Package A - Contract Management			A:3 - Management Services			4.3.10. Ensure that Supplier Staff and Subcontractors requiring access to the Buyer's Premises have the appropriate security clearance. It is the Supplier's responsibility to establish whether or not the level of clearance will be sufficient for access; 


						Work Package A - Contract Management			A:3 - Management Services			4.3.11. Unless prior approval has been received from the Buyer the Supplier shall be responsible for meeting the costs associated with security clearances for Supplier staff and sub-contractors;


						Work Package A - Contract Management			A:3 - Management Services			4.3.12. Unless prior approval has been received from the Buyer the Supplier shall be responsible for the provision of security cleared escort services and shall meet all associated costs as required for works undertaken by the Supplier on in-scope Services; and 


						Work Package A - Contract Management			A:3 - Management Services			4.3.13. Recognise that some of the Buyer's data is protectively marked and may contain potentially sensitive information and shall ensure that management systems are in place to maintain the security of the Buyer's data. Further information will be provided at Call-Off stage.


						Work Package A - Contract Management			A:3 - Management Services			4.3.14. The Supplier shall ensure that all supplier owned equipment  is maintained and complaint with regards to H&S and statutory requirements, where a relevant Risk Assessment states all portable equipment shall be tested at the Suppliers cost.


						Work Package A - Contract Management			A:3 - Management Services			4.4. The Suppliers staff, to include all Sub-Contracted and supply chain staff, shall cooperate with and assist the Buyer with the implementation of all enhanced security related measures required in the event that enhanced security measures be required in response to increased threat assessment and / or level of alert.


						Work Package A - Contract Management			A:3 - Management Services			4.5. The Supplier shall provide expert technical and professional advice to the Buyer upon request on issues related to the Services detailed within this Framework Schedule 1a (Specification).


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5 Service A:4 - Service Delivery Plans			Yes - Std


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.1. Service A: 4 - Service Delivery Plans is a Mandatory Service


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.2. In addition, the following Standards Ref apply to this Service SA: 4


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3. The Supplier shall prepare a SDP for each Buyer's requirements, describing its approach to providing the required Services. As a minimum the SDP shall contain:


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.1. Scope and Services objectives;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.2. Variation Procedures and additional work requests;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.3. Operational structure including resource proposals;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.4. Quality policy / quality statement;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.5. Third party suppliers / partners;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.6. Balanced scorecard certification;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.7. Procurement of Services;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.8. Computerised Asset management system;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.9. Inspections;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.10. Conservation and sustainability;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			 


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.11. Management arrangements;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.12. Quality management;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.13. Complaints management processes;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.14. Operational liaison;


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:5 - Risk Management			6 Service A:5 - Risk Management			Yes - Std


						Work Package A - Contract Management			A:5 - Risk Management			6.1. Service A: 5 - Risk Management is a Mandatory Service


						Work Package A - Contract Management			A:5 - Risk Management			6.2. In addition, the following Standards Ref apply to this Service SA: 5


						Work Package A - Contract Management			A:5 - Risk Management			6.3. Where required and in conjunction with the Buyer, the Supplier shall construct a service risk register for each Buyer Premises listed within the Call-Off Contract data. The Supplier shall have sole responsibility for the drafting and updating of the risk register.


						Work Package A - Contract Management			A:5 - Risk Management			6.4. The Supplier shall be required to operate business unit specific risk management systems including the drafting and updating of such systems.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7 Service A:6 - Customer satisfaction			Yes - Std


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.1. Service A: 6 - Customer satisfaction is a Mandatory Service.


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.2. In addition, the following Standards Ref apply to this Service SA 6


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3. The Supplier shall ensure that: 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.1. they have processes in place to provide a proactive and responsive customer service, managing customer satisfaction to the agreed levels throughout the duration of the Framework Contract Period;


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.2. they have processes in place for managing customer satisfaction, ensuring satisfactory customer service is provided to the Buyer, building users, occupants of Buyer premises , users of training facilities, all stakeholders and customers at all times;


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.3. their customer satisfaction processes align with the Buyer's Quality Management System ("QMS") where appropriate. Further information will be provided at Call-Off; and


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.4. they administer the formal process for handling service failures, complaints and works Recall as set out in Appendix 2 - Complaints, Failure and Recall Process. 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.4. The Supplier shall conduct customer satisfaction surveys as part of their ongoing commitment to continuous improvement and performance management (in addition to ensuring value for money). 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5. The Supplier's SDPs shall contain details of the proposed methodology for carrying out the customer satisfaction surveys including:


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.1. Survey method / medium (online, paper based etc.);


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.2. Approach to maximising survey responses;


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.3. Sample / draft questionnaire; and


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.4. Approach to the analysis of results.


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.6. Where the customer satisfaction survey results are of a score less than the agreed satisfaction level (satisfaction level to be agreed by the Buyer at Call-Off stage), the Supplier shall investigate the cause of the dissatisfaction and produce an action plan to address the root cause of customer dissatisfaction, and where appropriate carry out further investigations to establish whether the cause of the dissatisfaction has been resolved.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:7 - Reporting			8 Service A:7 - Reporting			Yes - Std


						Work Package A - Contract Management			A:7 - Reporting			8.1. Service A: 7 - Reporting is a Mandatory Service.


						Work Package A - Contract Management			A:7 - Reporting			8.2. In addition, the following Standards Ref apply to this Service SA: 7


						Work Package A - Contract Management			A:7 - Reporting			8.3. The Supplier shall ensure that: 


						Work Package A - Contract Management			A:7 - Reporting			8.3.1. All data used to generate reports is held within a Management Information System (MIS);


						Work Package A - Contract Management			A:7 - Reporting			8.3.2. They deliver a dynamic reporting capability to the Buyer via electronic interface accessible via portal and web browser facility;


						Work Package A - Contract Management			A:7 - Reporting			8.3.3. The format, standard and frequency of reporting is developed and agreed with the Buyer and Delivered in accordance with their requirements; and


						Work Package A - Contract Management			A:7 - Reporting			8.3.4. The information required to report against its agreed KPIs is contained within the Management Information System (MIS) and maintained accurately at all times.


						Work Package A - Contract Management			A:7 - Reporting			8.4. The Supplier shall provide a broad and comprehensive reporting solution under the following categories:


						Work Package A - Contract Management			A:7 - Reporting			8.4.1. Industry-standard Security Services reports; and


						Work Package A - Contract Management			A:7 - Reporting			8.4.2. Performance measurement and statistical reporting.


						Work Package A - Contract Management			A:7 - Reporting			8.5. The Supplier shall provide reports relating to the performance of the Supplier and statistical information relating to the Services being provided including:


						Work Package A - Contract Management			A:7 - Reporting			8.5.1. Reportable incidents;


						Work Package A - Contract Management			A:7 - Reporting			8.5.2. Real time Reporting;


						Work Package A - Contract Management			A:7 - Reporting			8.5.3. Expert analysis reports;


						Work Package A - Contract Management			A:7 - Reporting			8.5.4. Ad hoc reporting requirements;


						Work Package A - Contract Management			A:7 - Reporting			8.5.5. Self-service reporting capability; 


						Work Package A - Contract Management			A:7 - Reporting			8.5.6. Performance measurement and reporting; and 


						Work Package A - Contract Management			A:7 - Reporting			Reportable incidents 


						Work Package A - Contract Management			A:7 - Reporting			8.6. The Supplier shall inform the Buyer via the helpdesk service each time reportable incidents occur. These shall be recorded on the Management Information System (MIS) and shall include: 


						Work Package A - Contract Management			A:7 - Reporting			8.6.1. Health And Safety accidents and incidents, to include HSE RIDDOR reports; 


						Work Package A - Contract Management			A:7 - Reporting			8.6.2. Pollution and contamination incidents;


						Work Package A - Contract Management			A:7 - Reporting			8.6.3. Statutory Compliance failures;


						Work Package A - Contract Management			A:7 - Reporting			8.6.4. Asset and system failures which may impact on business continuity;


						Work Package A - Contract Management			A:7 - Reporting			8.6.5. Physical and document security breaches;


						Work Package A - Contract Management			A:7 - Reporting			8.6.6. Service failures;  


						Work Package A - Contract Management			A:7 - Reporting			8.6.7. Instances of wilful damage or vandalism;


						Work Package A - Contract Management			A:7 - Reporting			8.6.8. Issues with the potential to disrupt energy and utility provision;


						Work Package A - Contract Management			A:7 - Reporting			8.6.9. Staff disciplinary issues where associated with personal integrity which may have the potential to damage the reputation of the Buyer; and 


						Work Package A - Contract Management			A:7 - Reporting			8.6.10. Complaints.  


						Work Package A - Contract Management			A:7 - Reporting			8.7. Further information on the reporting requirements will be provided at Call-Off stage. 


						Work Package A - Contract Management			A:7 - Reporting			Expert analysis reports  


						Work Package A - Contract Management			A:7 - Reporting			8.8. The Supplier shall compile and analyse a suite of specific reports which is to be agreed with the Buyer during the mobilisation period where applicable. This shall be in support of the Buyer's performance measurement and management of the Services.  The Supplier shall interpret the reports and provide a written commentary of its expert analysis, as specified by the Buyer.


						Work Package A - Contract Management			A:7 - Reporting			Ad hoc reporting requirements 


						Work Package A - Contract Management			A:7 - Reporting			8.9. The Buyer may request the Supplier to create and generate ad hoc reports on its behalf;


						Work Package A - Contract Management			A:7 - Reporting			8.10. Where necessary and agreed, the Supplier shall provide the reports with expert commentary, as specified by the Buyer; and


						Work Package A - Contract Management			A:7 - Reporting			8.11. The Buyer is answerable to Parliament and, on occasion, is required to respond to parliamentary questions regarding the Buyer's Buyer Premises on an urgent basis.  The Supplier shall comply with any such reasonable request in the event information is required under these circumstances.


						Work Package A - Contract Management			A:7 - Reporting			Self-service reporting capability 


						Work Package A - Contract Management			A:7 - Reporting			8.12. The Supplier shall provide the Buyer with the ability to modify existing reports, or design and store user-specific reports on an ad hoc basis, as specified by the Buyer.


						Work Package A - Contract Management			A:7 - Reporting			Supplier Performance measurement and reporting 


						Work Package A - Contract Management			A:7 - Reporting			8.13. The Supplier shall report on its own performance against the agreed KPIs and other measures reasonably requested by the Buyer.  These reports shall include summaries at region, establishment, business and Service level, as appropriate, for the following:


						Work Package A - Contract Management			A:7 - Reporting			8.13.1. Achievement against KPI agreements;


						Work Package A - Contract Management			A:7 - Reporting			8.13.2. Achievement against social value initiatives;


						Work Package A - Contract Management			A:7 - Reporting			8.13.3. Reasons for failure to meet any KPI agreements;


						Work Package A - Contract Management			A:7 - Reporting			8.13.4. Performance failures accruing as a result of failure to meet KPI agreements;


						Work Package A - Contract Management			A:7 - Reporting			8.13.5. Levels of Statutory Compliance;


						Work Package A - Contract Management			A:7 - Reporting			8.13.6. Performance against sustainability plan;


						Work Package A - Contract Management			A:7 - Reporting			8.13.7. Details of performance against planned maintenance activities, including reactive works generated from planned maintenance activities;


						Work Package A - Contract Management			A:7 - Reporting			8.13.8. Details of Assets or systems taken out-of-service for health and safety or operational reasons;


						Work Package A - Contract Management			A:7 - Reporting			8.13.9. Details of recommendations generated from Planned Maintenance works;


						Work Package A - Contract Management			A:7 - Reporting			8.13.10. Reasons for failure to complete planned statutory and mandatory inspections / tasks;


						Work Package A - Contract Management			A:7 - Reporting			8.13.11. Progress / status of work orders;


						Work Package A - Contract Management			A:7 - Reporting			8.13.12. Waste volumes;


						Work Package A - Contract Management			A:7 - Reporting			8.13.13. Complaints;


						Work Package A - Contract Management			A:7 - Reporting			8.13.14. Health and Safety accident reporting / RIDDOR reports;


						Work Package A - Contract Management			A:7 - Reporting			8.13.15. Environmental incidents;


						Work Package A - Contract Management			A:7 - Reporting			8.13.16. Security breaches;


						Work Package A - Contract Management			A:7 - Reporting			8.13.17. Achievement against the Delivery of statutory testing and inspections;


						Work Package A - Contract Management			A:7 - Reporting			8.13.18. Progress on outstanding actions; and


						Work Package A - Contract Management			A:7 - Reporting			8.13.19. Details of actions plans for the following Month which will be reviewed to check progress and track actions carried out to completion. The Buyer shall not unreasonably withhold or delay agreement of these action plans with the Supplier.


						Work Package A - Contract Management			A:7 - Reporting			8.14. For performance measurement and reporting, the Supplier shall report against its performance through the following:


						Work Package A - Contract Management			A:7 - Reporting			8.14.1. Calculation of Supplier performance results against Annex E - Service Delivery      Response Times, and the KPI agreements in the Supplier performance mechanism


						Work Package A - Contract Management			A:7 - Reporting			8.15. The Supplier shall be required to input performance data relating to its operational KPIs into the Management Information System (MIS). 


						Work Package A - Contract Management			A:7 - Reporting			8.16. The Supplier shall collate the data required to calculate its performance against the obligations in the Supplier performance mechanism;


						Work Package A - Contract Management			A:7 - Reporting			8.17. The Supplier shall compile and issue the required Framework Management Information (MI) data on a monthly basis via the CCS portal.


						Work Package A - Contract Management			A:7 - Reporting			8.18. The Supplier shall measure its performance each Month against each of their KPIs and calculate payment mechanism scores in accordance with its Supplier performance mechanism;


						Work Package A - Contract Management			A:7 - Reporting			8.18.1. Reporting Supplier performance data and associated information


						Work Package A - Contract Management			A:7 - Reporting			8.19. During the mobilisation period, the Supplier shall provide a report for the Buyer on a Monthly basis. The format will be specified by the Buyer and agreed with the Supplier;


						Work Package A - Contract Management			A:7 - Reporting			8.20. The Supplier shall provide a quarterly report to the Buyer detailing the performance scores and associated Deductions calculated;  and


						Work Package A - Contract Management			A:7 - Reporting			8.21. The Supplier shall provide a reconciliation report to the Buyer within seven (7) calendar days following the end of each quarter.


						Work Package A - Contract Management			A:7 - Reporting			8.22. For statistical information reporting, the Supplier shall provide Monthly comprehensive Management Information statistics and trend analysis in relation to all aspects of the Services including:


						Work Package A - Contract Management			A:7 - Reporting			8.22.1. Inbound volume, by type and region;


						Work Package A - Contract Management			A:7 - Reporting			8.22.2. Completed Service requests, by inbound channel;


						Work Package A - Contract Management			A:7 - Reporting			8.22.3. Average and maximum call waiting times;


						Work Package A - Contract Management			A:7 - Reporting			8.22.4. Average inbound call duration;


						Work Package A - Contract Management			A:7 - Reporting			8.22.5. Volume of duplicate Service requests;


						Work Package A - Contract Management			A:7 - Reporting			8.22.6. Total outbound calls;


						Work Package A - Contract Management			A:7 - Reporting			8.22.7. Benchmarking; and


						Work Package A - Contract Management			A:7 - Reporting			8.22.8. Volume of requests originated by the Supplier.


						Work Package A - Contract Management			A:7 - Reporting			8.23. The Supplier shall provide the Buyer with any required reports, written information or statistical information in relation to the Services against all data held within the Management Information System (MIS). This will be in response to reasonable ad hoc requests from the Buyer.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9 Service A:8 - Performance Self-Monitoring			Yes - Std


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.1. Service A: 8 - Performance Self-Monitoring is a Mandatory Service


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.2. In addition, the following Standards Ref apply to this Service SA: 8


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.3. The Supplier is required to undertake a performance self-monitoring regime which is to be agreed with the Buyer. This shall be inclusive of all Services Delivered by third party suppliers and partners.  


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4. Within the performance self-monitoring regime, the Supplier is required to:


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4.1. Operate procedures and systems to record information in support of performance monitoring and to enable regular robust performance reporting;


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4.2. Monitor the performance of the Services via a programme of internal and external audits and inspections and trend analysis of recorded data in the Management Information System (MIS) and produce Monthly performance reports for the Buyer; and


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4.3. Maintain a Management Information System (MIS) to analyse information on the performance of each required Service. It shall be capable of reporting performance against defined performance requirements.


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.5. The MIS system, utilised by the Supplier, shall at all times be capable of monitoring performance of Services, notwithstanding any changes in work practices, technology and agreed performance Standards.  


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.6. The Supplier shall be responsible for maintaining the MIS software and systems and shall ensure they use the latest software releases to maximise the benefits of new technology.


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.7. The Supplier shall work with the Buyer and support their internal management processes. The Supplier's self-monitoring regime shall recognise these processes and capture feedback from Buyer audits and inspections, to include independent audits scheduled by the Buyer. The Supplier shall be responsible for taking appropriate action to Deliver agreed outcomes to identified issues and failures.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10 Service A:9 - Business Continuity and Disaster Recovery ("BCDR") Plan			Yes - Std


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.1. Service A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan is a Mandatory Service


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.2. In addition, the following Standards Ref apply to this Service SA: 9


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.3. In accordance with Call-Off Schedule 8 - Business Continuity and Disaster Recovery, the Supplier shall have a BCDR Plan to Deliver the Services at each Buyer Premises throughout the duration of the Call-Off Contract.


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4. The Supplier shall: 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.1. Notify the Buyer as soon as it becomes aware of a Disaster event or a likely Disaster event. The Supplier shall collaborate with the Buyer to ensure that the BCDR Plan interfaces seamlessly to support the Buyer's business;


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.2. Liaise with the Buyer to ensure that appropriate communication lines are maintained;


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.3. Ensure that its BCDR Plan addresses the loss of or disruption to all energy supplies and shall ensure that these have been reviewed and Tested to a programme agreed with the Buyer. The Supplier shall coordinate the BCDR Plan with the Buyer and utilities providers;


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.4. Ensure its BCDR Plan is executed as planned with due expediency following the loss of one or more energy supplies. The Supplier shall inform the Buyer of all scheduled interruptions to any energy supply if it may affect the Buyer's operations; and


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.5. Provide its BCDR Plan within thirty (30) Working Days (or as otherwise agreed by the Buyer at 'Further Competition' procedure) following the Call-Off Start Date. The BCDR Plan shall be reviewed on a regular basis and as a minimum once every six (6) months. 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.5. At the request of the Buyer, the Supplier shall assist in testing the Buyer's BCDR Plan at intervals to be agreed by both Parties.


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.6. The Buyer may require the provision of professional advice in relation to its own BCDR Plan, including the safe evacuation of premises during an emergency and the operation of emergency systems. This advice shall be of a practical nature and shall relate to the on-going provision of the Services at each Buyer Premises.  The Supplier shall note that the acquisition and setting-up of immediate replacement accommodation shall not be required as part of this Service. 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.7. The Buyer's BCDR Plan is confidential and the Buyer will decide which information will be divulged to assist in the process. Any information divulged must be treated as confidential and shall not be issued to others without the written permission of the Buyer.  


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:10 - Quality Management Systems			11 Service A:10 - Quality Management Systems			Yes - Std


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.1. Service A: 10 - Quality Management Systems is a Mandatory Service


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.2. In addition, the following Standards Ref apply to this Service SA: 10


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.3. The Supplier shall have in place ISO 9001 accreditation. 


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.4. The Supplier shall maintain such accreditation throughout the Framework        Period. 


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.5. The Supplier shall provide the Authority with evidence of its ISO 9001 accreditation upon request at any time during the Framework Period.


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.6. The Supplier shall implement a Quality Management Plan in accordance with the ISO 9001 Quality Accreditation, which shall include a proposed methodology to align with and support the Buyer's existing ISO 9001 accreditation and its related systems and for delivering continuous improvement.


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.7. The Supplier shall be responsible for undertaking an annual review of their quality management system with the Buyer to ensure compliance with ISO 9001 to ensure the management systems continue to be suitable, adequate and effective.


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.8. Where requested by the Buyer the Suppliers quality management system shall be accredited by the UK Accreditation Service ("UCAS").  Further details of the requirement will be provided at Call-Off. 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:11  - Staff and Training			12 Service A:11  - Staff and Training			Yes - Std


						Work Package A - Contract Management			A:11  - Staff and Training			12.1. Service A: 11 - Staff and Training is a Mandatory Service


						Work Package A - Contract Management			A:11  - Staff and Training			12.2. In addition, the following Standards Ref apply to this Service SA: 11


						Work Package A - Contract Management			A:11  - Staff and Training			12.3. The Supplier shall attract, recruit and retain staff to deliver the required Services and any future expansion of the required Services.


						Work Package A - Contract Management			A:11  - Staff and Training			12.4. The Supplier shall ensure that all Supplier Staff employed on the Contract receive appropriate training to ensure the successful and safe Delivery of the Services, these shall include the SDP, quality management plan, the health and safety (Safe System of Work) plan and sustainability plan.  The training shall be programmed such that it includes induction, refresher and awareness training.


						Work Package A - Contract Management			A:11  - Staff and Training			12.5. The Supplier shall be responsible for the provision of training and refresher training to Buyer Staff including: 


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.1. Use of Management Information System (MIS) and associated IT systems;


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.2. Business processes;


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.3. Health and Safety;


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.4. Use of fire-alarm testing and emergency systems; and 


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.5. Site Induction training.


						Work Package A - Contract Management			A:11  - Staff and Training			12.6. Further details of these requirements will be provided at Call-Off stage.


						Work Package A - Contract Management			A:11  - Staff and Training			12.7.  The Supplier shall maintain appropriate staff records and training records for all Supplier Staff. The Supplier shall also maintain records of any training provided to the Buyer's Staff.


						Work Package A - Contract Management			A:11  - Staff and Training			12.8. The Supplier shall work collaboratively with the Buyer by employing the Buyer's Staff on a secondment basis to assist their personal development by:


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.1. Gaining hands on work experience;


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.2. Receiving training;


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.3. Gaining professional qualifications; and


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.4. Gaining experience of work in the private sector.


						Work Package A - Contract Management			A:11  - Staff and Training			12.9. Details of requirements will be defined by the Buyer at Call-Off stage. 


						Work Package A - Contract Management			A:11  - Staff and Training			12.10. The Supplier shall ensure that all Supplier Staff provide evidence of their right to work in the United Kingdom in line with the Immigration, Asylum and Nationality Act 2006. The cost of obtaining any such evidence shall be the responsibility of the Supplier.  


						Work Package A - Contract Management			A:11  - Staff and Training			12.11. Any Supplier Staff who are employed in areas where they may have contact with children or vulnerable adults must be in receipt of an enhanced level disclosure or barring check in accordance with current legislation and guidance. 


						Work Package A - Contract Management			A:11  - Staff and Training			12.12. Any Supplier Staff who has not received the clearance required by the Buyer, and who are required to be at the Buyer Premises must be accompanied and supervised at all times by an individual who has the appropriate level of clearance.


						Work Package A - Contract Management			A:11  - Staff and Training			12.13. The Supplier shall provide an induction programme for all Staff and for any relevant Buyer Staff, and also participate in any relevant Buyer induction programme.


						Work Package A - Contract Management			A:11  - Staff and Training			12.14. The Supplier shall investigate where more than one (1) substantiated complaint is made against any individual member of its Staff within any Month. The Supplier shall take appropriate action to mitigate future reoccurrence and include the complaint and action taken in the Monthly performance reports as required through the Call-Off Contract with the Buyer.


						Work Package A - Contract Management			A:11  - Staff and Training			12.15. Supplier Personnel shall be suitably presented and wearing all required uniforms and/or appropriate work wear at all times (in line with the defined Standards). The Supplier shall be responsible for the provision of all equipment, workwear, uniforms and PPE for their personnel for use on the Contract.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13 Service A:12 - Selection and Management of Subcontractors			Yes - Std


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.1. Service A: 12 - Selection and Management of Subcontractors is a Mandatory Service


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.2. In addition, the following Standards Ref apply to this Service SA: 12


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3. The Supplier is required to actively manage all aspects of Sub-Contract involvement in the Call-Off Contract to ensure that all Services received reflect that required under the Call-Off Contract, and specifically that which is paid for. Key aspects of the role include the Services set out below:


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.1. Protecting the Buyer's agreed contractual position and ensuring that the agreed allocation of risk is maintained and that value for money is achieved from the Call-Off Contract;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.2. Ensuring that all Subcontractors operate a Safe System of Work and that all activities at the Buyer Premises are delivered in compliance with the Supplier's Health & safety policy statement and Management Plan;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.3. Performance monitoring against agreed KPIs;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.4. Benchmarking and market testing of Services against the provision from other Service providers;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.5. Problem solving and Dispute (prevention and) resolution where issues exist;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.6. Auditing and inspecting the Subcontractors' work, ensuring that they comply with the contractual requirements on quality, Health and Safety, environmental and legislative requirements;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.7. Establish and maintain appropriate records and information management systems to record and manage the performance of the Subcontractors;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.8. Receiving, checking and authorising invoices for payment for additional Services; 


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.9. Receiving, checking and authorising invoices for payment for additional Services/ Billable Works in compliance with the Government's Prompt Payment Policy 2015; and


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.2.10 Monitoring Subcontractors' approach to rectifying defects.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 13 - Social Value			 Service A: 13 - Social Value			Yes - Std


						Work Package A - Contract Management			A: 13 - Social Value			1.1. Service A: 13 -Social Value is a Mandatory Service


						Work Package A - Contract Management			A: 13 - Social Value			1.2. In addition, the following Standards Ref apply to this Service SA: 13


						Work Package A - Contract Management			A: 13 - Social Value			1.3. The Public Services (Social Value) Act 2012 requires public authorities to have regard to economic, social and environmental wellbeing in connection with public Services contracts and for connected purposes as well as allowing for national and local strategies around this area.


						Work Package A - Contract Management			A: 13 - Social Value			1.4. The Supplier may be required at the Call-Off stage to identify as an optional variant the social value initiatives it proposes as proportionate and relevant to the Call-Off Contract and shall be responsible for recording and reporting performance against agreed Social Value scorecards. These initiatives shall include:


						Work Package A - Contract Management			A: 13 - Social Value			1.4.1. Creating supply chain opportunities for SME's;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.2. Appointment of apprenticeships;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.3. Providing additional opportunities for individuals or groups facing greater social or economic barriers;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.4. Supporting work placements to school children and young adults;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.5. Recruitment of locally engaged labour;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.6. Recruitment of long-term unemployed labour;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.7. Recruitment of NEET's labour; 


						Work Package A - Contract Management			A: 13 - Social Value			1.4.8. Recruitment of local supply chain partners;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.9. Procurement and sourcing of sustainable Services and products; 


						Work Package A - Contract Management			A: 13 - Social Value			1.4.10. Encouraging ethical and fair trade procurement; and 


						Work Package A - Contract Management			A: 13 - Social Value			1.4.11. Encouraging community engagement.


						Work Package A - Contract Management			A: 13 - Social Value			Community benefits 


						Work Package A - Contract Management			A: 13 - Social Value			1.5. The Supplier shall ensure that they adopt a positive stance on delivering community benefits throughout the life of the Framework Contract Period and any Call-Off Contracts.


						Work Package A - Contract Management			A: 13 - Social Value			The public sector in the UK 


						Work Package A - Contract Management			A: 13 - Social Value			1.6. The public sector in the UK is committed to the Delivery of high quality public services, and recognises that this is critically dependent on a workforce that is well rewarded, well-motivated, well-led, has access to appropriate opportunities for training and skills development, are diverse and is engaged in decision making. These factors are also important for workforce recruitment and retention, and thus continuity of service. 


						Work Package A - Contract Management			A: 13 - Social Value			1.7. Public bodies in the UK are adopting fair work practices, which include:


						Work Package A - Contract Management			A: 13 - Social Value			1.7.1. A fair and equal 'pay policy' that includes a commitment to supporting the Living Wage, including, for example being a 'Living Wage Accredited Employer';  


						Work Package A - Contract Management			A: 13 - Social Value			1.7.2. Clear managerial responsibility to nurture talent and help individuals fulfil their potential, including for example, a strong commitment to apprenticeships and the development of the UK's young workforce; 


						Work Package A - Contract Management			A: 13 - Social Value			1.7.3. Promoting equality of opportunity and developing a workforce which reflects the population of the UK in terms of characteristics such as age, gender, religion or belief, race, sexual orientation and disability; 


						Work Package A - Contract Management			A: 13 - Social Value			1.7.4. Support for learning and development; stability of employment and hours of work, and avoiding exploitative employment practices, including for example no inappropriate use of zero hours contracts; 


						Work Package A - Contract Management			A: 13 - Social Value			1.7.5. Flexible working (including for example practices such as flexi-time and career breaks) and support for family friendly working and wider work life balance; and


						Work Package A - Contract Management			A: 13 - Social Value			1.7.6. Support progressive workforce engagement, for example Trade Union recognition and representation where possible, otherwise alternative arrangements to give staff an effective voice.


						Work Package A - Contract Management			A: 13 - Social Value			1.8. In order to ensure the highest Standards of service quality in this Contract the public bodies in the UK expect Suppliers to take a similarly positive approach to fair work practices as part of a fair and equitable employment and reward package.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			 Service A: 14 Generic Statutory Obligations and Requirements			Yes - Std


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.9. Service A: 14 - Generic Statutory Obligations and Requirements is a Mandatory Service


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			In addition, the following Standards Ref apply to this Service SA: 14 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10. The Supplier shall at all times ensure that:


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10.1. Service Delivery to the Buyer Premises are undertaken in compliance with all applicable UK legislation and legislation appropriate to the location of the Buyer's premises as defined at Call Off, Good Industry Practice, manufacturer's recommendations and where appropriate the requirements specified by the Buyer as defined at Call-Off stage; 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10.2. It provides any training required by the procedures and statutory provisions in respect of all Staff (whether Buyer or Supplier Staff) at the Buyer Premises; 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10.3. It operates a Safe System of Work in accordance with their Health and Safety Policy and ensures that all risk assessments are current and accurately reflect the works and risks associated with the Services being undertaken; and 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			2 The Supplier shall provide paper copies of all Documentation associated with Statutory Compliance reports or Documentation for retention at the Buyer Premises. These requirements will be defined at Call-Off stage


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management						Work Package B - Contract Mobilisation 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3 Service B:1 - Contract Mobilisation			Yes - Std


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.1. Service B - Contract Mobilisation is a Mandatory Service


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.2. In addition, the following Standards Ref apply to this Service SB


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.3. The mobilisation period will be a six [6] Month period (unless otherwise agreed with the Buyer at Call-Off stage). The legal rights and obligations of the Supplier during this period are those stipulated in the Call-Off Contract.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.4. During the mobilisation period, the incumbent Supplier shall retain full responsibility for all extant Services until the Service Start Date or as otherwise formally agreed with the Buyer. The incoming Supplier's full service obligations shall formally be assumed on the Service Start Date as set out in Call-Off Schedule 22 - Call-Off Tender. 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.5. The Supplier shall work cooperatively and in partnership with the Buyer, incumbent Supplier, and other Security Services supplier(s), where applicable, to understand the scope of Services to ensure a mutually beneficial handover of the Services.  


						Work Package A - Contract Management			B:1 - Contract Mobilisation			Mobilisation Plan 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6. The Supplier shall:


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.1. Work with the incumbent Supplier and Buyer to assess the scope of the Services and prepare a plan which demonstrates how they will mobilise the Services;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.2. Mobilise all the Services specified in the Specification within the Call-Off Contract;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.3. Appoint a Supplier Authorised Representative who shall be responsible for the management of the mobilisation period. This is to ensure that the mobilisation period is planned and resourced adequately, and act as a point of contact for the Buyer;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.4. Produce a Mobilisation Plan, to be agreed by the Buyer, for carrying out the requirements within the mobilisation period including key Milestones and dependencies;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.5. Detail how they will work with the incumbent Supplier and the Buyer Authorised Representative to capture and load up information such as Asset data;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.6. Liaise with the incumbent Supplier to enable the full completion of the mobilisation period activities;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.7. Produce and implement a communications plan, to be agreed with the Buyer, including the frequency, responsibility for and nature of communication with the Buyer and end users of the Services;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.8. Produce a mobilisation report for each Buyer Premises to encompass programmes that will fulfil all the Buyer's obligations to landlords and other tenants. The format of reports and programmes shall be in accordance with the Buyer's requirements. Particular attention shall be paid to establishing the operating requirements of the occupiers in drawing up these programmes for agreement with the Buyer;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.9. Manage and report progress against a Mobilisation Plan;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.10. Construct and maintain a mobilisation risk and issue register in conjunction with the Buyer detailing how risks and issues will be effectively communicated to the Buyer in order to mitigate them;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.11. Attend progress meetings (frequency of such meetings shall be determined at Call-Off stage) in accordance with the Buyer's requirements during the mobilisation period. Mobilisation meetings shall be chaired by the Buyer and all meeting minutes shall be kept and published by the Supplier; and


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.12. Ensure that all risks associated with the mobilisation period are minimised to ensure a seamless change of control between incumbent provider and the Supplier.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			Interaction with stakeholders 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.7. The Supplier shall conduct site visits where weaknesses in Asset data have been identified, to reassess the accuracy of the data.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.8. The Supplier shall familiarise itself with the Buyer's Buyer Premises and the needs of the building users. 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9. The Supplier shall ensure that it is appropriately equipped to deal with the level of liaison and stakeholder management, including: 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.1. Liaison;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.2. Reporting;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.3. Co-ordination and provision of Services;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.4. Attendance at meetings; and


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.5. Management and resolution of stakeholder issues


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.10. Further details of the stakeholder management requirements will be provided at Call-Off stage.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.11. The Supplier shall ensure that all the necessary arrangements to allow continuous operations by the building users are in place by the end of the mobilisation period.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.12. During the mobilisation period the Supplier shall undertake the routine examinations and inspections of the premises and Services necessary to assume its duties.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			Security during the mobilisation period  


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.13. The Supplier shall note that it is incumbent upon them to understand the lead-in period for security clearances and ensure that all Supplier Staff have the necessary security clearance in place before the Service Start Date. The Supplier shall ensure that this is reflected in their Mobilisation Plans.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.14. The Supplier shall ensure that all Supplier Staff and Subcontractors do not access the Buyer's IT systems, or any IT systems linked to the Buyer's, unless they have satisfied the Buyer's security requirements.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.15. The Supplier shall be responsible for providing all necessary information to the Buyer to facilitate security clearances for Supplier Staff and Subcontractors in accordance with the Buyer's requirements.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.16. The Supplier shall provide the names of all Supplier Staff and Subcontractors and inform the Buyer of any alterations and additions as they take place throughout the Call-Off Contract.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.17. The Supplier shall ensure that all Supplier Staff and Subcontractors requiring access to the Buyer's Buyer Premises have the appropriate security clearance. It is the Supplier's responsibility to establish whether or not the level of clearance will be sufficient for access. Unless prior Approval has been received from the Buyer, the Supplier shall be responsible for meeting the Costs associated with the provision of security cleared escort services.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.18. If a property requires Supplier Staff or Subcontractors to be accompanied by the Buyer's Authorised Representative, the Buyer must be given reasonable notice of such a requirement, except in the case of emergency access.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management						Work Package C - Security Services 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4 Service C:1 - Manned Guarding Service			Yes - Std


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.1. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.2. In addition, the following Standards Ref apply to this Service SC: 1


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.3. Generic Security Services requirements


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.4. The General Requirements for Security Services shall apply.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.5. The Supplier shall provide a professionally managed, high quality Security and Guarding Services using Approved Contractors accredited by Security Industry Authority (SIA). 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.6. The recommendations from the policy development initiatives being carried out by the Government Security Secretariat, led by the Cabinet Office, will be adopted as the Standard for the delivery of Security Services across the Government and public estate. This will include a common pass system for the Civil Services, opportunities for sharing guarding contracts and other shared security services.  


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.7. Compliance with Data Protection Legislation and other relevant legislation shall be maintained throughout Framework period.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8. Guidance should be sought from the various trade and governing bodies for the sector including:


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8.1. Security Systems and Alarms Inspection Board (SSAIB);


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8.2. All Supplier Staff delivering Security Services must have SIA or equivalent accreditation.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8.3. All Supplier Staff delivering Security Services shall have a good comprehension of the English language and be able to follow direction and orders as necessary. Adequate written abilities shall also be expected (important when making reports in the daily occurrence book).


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.9. Screening measures should reflect the risks the Buyer faces and consistent with other security measures in place.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.10. In relation to vehicle screening, similar principles to screening Supplier Staff should be applied when deciding whether, and at what level, to screen vehicles at entrances to Buyer Properties, though processes and equipment will differ from those used for personnel screening.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.11. In relation to screening mail, screening measures should be proportionate to the risks the Buyer faces and consistent with other security measures in place. Processes and equipment will likely differ from those used for personnel and vehicle screening.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.12. Clear procedures and processes shall be in place for responding to incidents.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.13. The Supplier shall agree the Standards with the Buyer and/or the Departmental Security Officer as there will be specific requirements for each Buyer Premises.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.14. The Supplier shall ensure that the Services are delivered in line with BS 25999 - Business Continuity Management. This is as an integral part of any Service offering and will need to be considered and fully scoped by each Buyer Representative. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.15. The Supplier shall conform to the Buyer's Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer's Business Continuity and Disaster Recovery planning for each Business Unit and as described in the relevant BDCR Plan. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.16. The Supplier shall ensure that regular reporting of the Service shall be captured as part of the Monthly reporting requirements. Incidents should be notified to the Buyer Security Representative within 24 hours or as soon as practicable. The daily occurrence book is to be available for inspection at any time by the Buyer.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.17. The Buyer shall agree the form of dress to be worn by Supplier Staff in each situation.  


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.17.1. Supplier may choose to have its own corporate uniform.  Uniforms to cater for all seasons, e.g. winter patrols as agreed with the Buyer. Other styles will be by agreement with the Buyer.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.17.2. Purchase of uniforms for staff shall comply with relevant Government Buying Standards.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.18. All Supplier Staff delivering Security Services shall have successfully attended and be in possession of a first aid responder qualification. All and any relief staff must carry current certification in this first aid qualification.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.19. All Supplier Staff delivering Security Services shall be competent and trained in the response to and use of the fire alarm system and the procedures to be followed in the event of an alarm sounding.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.20. The Supplier shall provide a guarding service that will include the operation and management of CCTV within a controlled environment such as a control room. This service will be delivered in accordance to Buyers requirements. Which will include but not be restricted to :-


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.20.1. Data that might be offered as evidence is received, stored, reviewed or analysed.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.20.2. Monitoring of traffic regulations.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21. The Supplier shall provide a guarding Service that will include the duties set out below:


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.1. The operation of building access control systems for people and vehicles, into Buyer Premises to prevent unauthorised access;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.2. Responding to intruder detection system alarms, fire alarms, lift alarms and incidents and hazards or threats identified and report and record to the Buyer;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.3. Supplier Staff (conducting searches) and their visitors according to the current response level for the Buyer Premises;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.4. Conduct daily checks on all security and searching equipment including CCTV systems, including confirmation of recording, search wands and archways, to ensure effective operation prior to use.  Any defects found in the equipment should be reported immediately to the Buyer Authorised Representative for the Buyer Premises;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.5. Monitor all security and searching equipment to identify suspicious activity and if necessary, initiate effective response in line with the Buyer's requirements;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.6. Patrol exterior including car park areas where appropriate and interior areas of building to identify and report any hazards and security weaknesses, threats and defects and take appropriate action in line with the Buyer's requirements; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.7. Control and maintain records regarding the authorised issue, receipt, administration and safeguarding of all keys, including arranging the replacement of locks when required;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.8. Process and enable building passes following authorisation from the Buyer and operate the Automated Access Control System ("AACS") in accordance with the Buyer's  requirements;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.9. Security breach patrols within the Buyer Premises are to be conducted outside of operational Working Hours and managed to identify offenders and return any confiscated materials in accordance with the Buyer's requirements;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.10. Operate fire alarm testing in accordance with fire regulations, ensuring logs are accurate and up-to-date and tests are operated within two (2) minutes of any agreed times. Voice announcement system broadcasts or announcements shall all be performed professionally and in accordance with the Buyer's requirements as outlined within the assignment instructions; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.11. Secure perimeter of the Buyer Premises, including fire exits and ensure only authorised access into the Buyer Premises in the event of evacuation.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.12.  Report incidents immediately to the Buyer Authorised Representative (including the fire and incident authorised control officer) and complete a security incident or accident report form if appropriate;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.13. Monitor and control Delivery and removal of all Goods and mail to each Buyer Premises, logging and maintaining such records in accordance with the Buyer's requirements; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.14. Operate barrier control systems;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.15. Manage car parking security;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.16. Order and keep records of taxis booked during non-operational Working Hours for Buyer staff;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.17. Liaison with the helpdesk for non-operational Working Hours Service Calls;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.18. Control all radio battery charging;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.19. Issue and receipt of fire alarm pagers daily;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.20. Manage / assist with the  release of trapped staff in lifts;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.21. Open and lockup of Buyer Premises including escort of cleaning staff;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.22. Search baggage and vehicles on entry, dependent on the  response level; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.23. Secure any lawfully held items surrendered or seized, provide receipts and return to the owners on leaving; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.24. Handle lost property;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.25. Inform the police when any unlawfully held item or offensive weapon is surrendered or seized; and


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.26. Record and report statistics on items surrendered and seized to the Buyer.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.22. The Supplier shall maintain a physical security provision required by the Buyer to meet the requirements of Call-Off Schedule 22 - Call-Off Tender.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.23. The Supplier shall comply with the required security Standards as detailed in the Security Service Standards.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.24. The Supplier shall be responsible for the production and regular updating of assignment instructions that cover all the Buyer's requirements. The assignment instructions shall be approved by the Buyer Security Representative. The Supplier shall comply with any assignment instructions as requested by the Buyer via the Variation Procedure as set out in clause 24 of the Core Terms. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.25. The security Service of the Supplier shall meet the requirements of the Buyer for guarding, use of technology and procedures. The Supplier shall liaise directly with the Buyer security Representative as required by the Buyer and shall at all times ensure that access to Supplier Staff is granted on request by the Buyer. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.26. The Buyer reserves the right to conduct its own spot checks of the arrangements laid down by the Supplier in order to satisfy itself of the adequacy of the arrangements and the security staff in general. These inspections may take place at any time during the Call-Off Contract without any prior notice.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.27. The Supplier shall maintain a comprehensive list of the Supplier Staff / Buyer Staff to be contacted in an emergency situation. This list shall include specialist staff and/or Subcontractors for items of plant, equipment or fabric that may affect the security of each Buyer Premises and this list shall be made available to all appropriate staff and to the helpdesk.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.28. All Supplier Staff shall be supplied with a suitable uniform to be agreed with the Buyer and shall present a professional appearance at all times.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.29. The Supplier shall be responsible for the provision of appropriate communications devices as required by Supplier Staff to deliver the services at Buyer Premises and must ensure they are sanctioned in writing by the Buyer. The Supplier shall ensure that all security staff carry valid passes as approved by the Buyer at all times whilst on duty. The Supplier shall supply and maintain all mobile communications equipment required by Supplier Staff for the supply of the Services.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.30. The Supplier shall ensure that Supplier staff delivering the service have successfully received training in lift entrapment / lift release procedures and shall ensure that at least one member of the security team per security shift at the Buyer Premises possesses a current training qualification / certification. Where the passenger lift at the Buyer Premises prevent this provision the alternative arrangements will be defined by the Buyer at Call Off.     


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.31. The Supplier shall be responsible for the provision of gender appropriate security staff to meet the Buyer's security requirements.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						5 Service C:2 - CCTV / Alarm Monitoring			Yes - Std


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.1. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2. In addition, the following Standards Ref apply to this Service SC: 2


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.1. The Supplier shall:


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.2. Operate the Buyer's Closed Circuit Television ("CCTV") systems in accordance with CPNI guidelines and all legislation e.g. Data Protection Act 1998;


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.3. Watch and monitor all on-site CCTV displays for security incidents/breaches as part of the overall security requirements at each Buyer Premises with static guarding, unless the security measures in place at the Buyer Premises determine that the CCTV system is in place to provide an evidential record only and that real-time monitoring is not necessary;


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.4. Ensure that Supplier Staff viewing CCTV displays are changed at sufficiently regular intervals to maintain alertness as defined in recognised industry guidelines and in compliance with Health and Safety legislative requirements. The Supplier shall ensure that at least one (1) guard (Security Industry Authority ("SIA"), CCTV certified or equivalent) monitors the CCTV screens at all times and that cameras are intelligently tasked in accordance with the Buyer's operational requirements; and


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.5. Ensure that any Supplier Staff viewing CCTV displays have immediate access to other staff, including emergency/incident control staff, at all times, to ensure the safe and secure functioning of each Buyer Premises and its building users and to facilitate the instigation of action as appropriate. It shall be the responsibility of the Supplier to publish guidelines to Suppliers and the Buyer's Staff and update these as required, including all liaisons with and instructions from the Buyer.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.3. Where the Buyer requires a remote monitoring service at the Buyer Premises the service shall comply with the Buyer requirements and be compliant with CPNI guidelines and all legislation e.g. Data Protection Act 1998. Further requirements will be defined by the Buyer at Call Off. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.4. Any digital video recorders (DVR's) used by the Supplier to monitor CCTV shall be provided and maintained by the Supplier (Work Package D 37.24). Where the Buyer requires DVR's to be networked on the Buyer's IT systems, the requirement will be specified at Call Off.   


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.5. All tapes / discs used by the Supplier to monitor CCTV activity shall be kept in a fire-proof secure facility to allow immediate access to their contents. It shall continue to be the responsibility of the Supplier to provide and maintain all CCTV tapes / discs in good order to enable ready access on an as-needs basis and as outlined above. The Supplier must keep all CCTV tapes / discs available for review for four (4) weeks before re-use. Tapes shall not be used more than ten (10) times.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.6. The Supplier shall manage any digital recording system in line with procedures stipulated by the Buyer.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.7. The Supplier shall keep the CCTV systems under continuous review, in order to recommend to the Buyer any revisions to the systems that may be advantageous.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.8. It shall be the Supplier's responsibility to ensure that any incidents of breakdown of the systems are reported through the helpdesk.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.9. The Supplier shall ensure that Supplier Staff are constantly available to monitor activities shown on CCTV monitors and where CCTV coverage has failed, adequate staff are at the Buyer Premises to cover each Buyer Premises with a guarding Service.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.10. The Supplier shall ensure that a log is kept of any incidents requiring investigation/intervention by the staff delivering the security Services and this log shall be available at all times to the Buyer. All incidents shall additionally be reported to the helpdesk. The Supplier shall present any information on incidents / security breaches uncovered by their CCTV monitoring to the Buyer as part of their reporting on performance.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.11. The Supplier shall be responsible for instigating any liaison with the Buyer's security Representative as required to ensure security is at all times uncompromised.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.12. CCTV footage shall only be released to third parties in accordance with the current security guidance including a specific court order or to assist police with an investigation and with the agreement of the appropriate Buyer security Representative. At all times the provisions of Data Protection Legislation, as applied by guidance from the information Commissioner's Office, shall be followed.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.13. The Supplier shall monitor and regularly test all remote alarm systems including lift alarms. The Buyer shall be responsible for all telephony costs associated with remote alarms. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.14. There are specific security Services required at a number of Buyer Premises. These Buyer Premises require the monitoring of proprietary remote alarm systems and panic alarm systems including any associated telephony line rental costs. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.15. The Supplier shall take note that any systems outages are regarded as requiring an emergency response due to the potential implications on health and safety for the staff, Buyer's Staff and building users; and


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.16. The Supplier may be required to provide a key holding Service for a number of Buyer Premises and have the capability to provide an occasional guarding Service on an ad hoc basis.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						6 Service C:3 - Control of Access and Security Passes			Yes - Std


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.1. 


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.2. In addition, the following Standards Ref apply to this Service SC: 3


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.3. The Supplier may be responsible for the production of all visitor passes including the development on the instruction of the Buyer of new pass designs at each Buyer Premises.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.4. The Supplier shall be responsible for the provision of all consumables necessary for the production of all visitor and Supplier security passes from the Call-Off Start Date including paper visitor passes, printing consumables, lanyards and pass-holders.   


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.5. The Supplier shall not be responsible for the provision of access cards, hardware equipment including digital cameras, computers and printers: these shall be provided by the Buyer for the Supplier's use at the cost of the Buyer.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.6. The Supplier shall be obliged to liaise closely with the Buyer security Representative to ensure that procedures are to their satisfaction and that the format and content of all passes are appropriate to the Buyer's security requirements. The Supplier shall also comply and operate with the Buyer's specific access requirements.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.7. It shall be the sole responsibility of the Supplier to control ingress and egress to each Buyer Premises outside of operational Working Hours.  At no time shall the Supplier allow the entrance of unauthorised individuals into the Buyer Premises and it shall be the Supplier's sole responsibility to manage the Service so that there is no incident of unauthorised access at any time.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.8. The Supplier shall maintain a log of all visitors escorted and unescorted passes issued by security guards and carry out a daily audit to ensure that all passes are returned. In the event that visitor passes are lost or not returned, the Supplier shall complete an incident report. The Buyer may on occasion notify the Supplier to disable lost or unreturned passes; the Supplier shall disable such passes within one (1) hour of receipt of such notification or as quickly as is practicable.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.9. Audible alarm activation on automated access control systems shall be responded to immediately and effectively by the staff. The Supplier shall ensure procedures including manual override of automated systems are in place should security staff be required to respond to unusual incidents.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.10. Supplier Staff may come into contact with senior officials and members of the public. The Buyer shall provide the Supplier with the name and photograph of senior officials who regularly use each Buyer Premises. Staff shall remain fully briefed of this information at all times in order to recognise and respond appropriately to such individuals.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.11. Where card access systems are in use, the Supplier shall provide the Buyer with regular transaction reports and ad hoc reports as required by the Buyer.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.12. The Supplier shall, if required, undertake random searches of staff vehicles and Goods vehicles upon entry and exit from each Buyer Premises. Searching may include a full visual check inside to confirm Goods are bona fide and mirror search around perimeter including underneath vehicles. The Supplier shall be responsible for providing all search equipment. The Buyer's requirements will be defined at Call-Off stage.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.13. A policy for random stop and search of baggage shall, if required, be implemented by the Supplier in line with the Buyer's guidance/procedures with a minimum of two [2] security staff present in order to provide corroborative evidence in the event of an incident. At least one [1] female guard shall be present each shift to undertake female searches. Logs shall be confirmed with a possible need for escalation at a higher Response Level.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.14. The Supplier shall put procedures in place to ensure that its security staff are notified in advance of visitors arriving at each Buyer Premises as agreed between the Buyer and the Supplier at Call-Off stage. Supplier Staff shall contact the appropriate Buyer Staff member on the arrival of a visitor and ensure that the Buyer Staff member has the appropriate pass to escort a visitor around the Buyer Premises.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.15. The identity of visiting Subcontractor(s) and the nature of works to be carried out shall be verified by the appropriate staff. Upon verification, the appropriate staff shall issue the appropriate pass and ensure that the visiting Subcontractor(s) is escorted around the Buyer Premises by staff holding an appropriate escort status pass.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16. The Supplier shall implement a registration procedure to log the arrival and departure of each visitor to the Buyer Premises. Registration shall include verification of visitor identity and shall also include recording of:


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.1. Visitor's full name;


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.2. Visitor's organisation;


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.3. The name of the person being visited;


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.4. Time of arrival; and


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.5. Time of departure.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			 Supplier Staff shall ensure that all visitors are made aware of the Buyer's emergency/incident management procedures.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						7 Service C:4 - Emergency Response			Yes - Std


						Work Package A - Contract Management			C:4 - Emergency Response			7.1. 


						Work Package A - Contract Management			C:4 - Emergency Response			7.2. In addition, the following Standards Ref apply to this Service SC: 4


						Work Package A - Contract Management			C:4 - Emergency Response			7.3. For each Buyer Premises with an on-Site guarding Service, the Supplier shall respond to alarm activations including lift or panic alarms, within one (1) minute and call for police response if necessary and take appropriate action.


						Work Package A - Contract Management			C:4 - Emergency Response			7.4. The appropriate Supplier Staff shall be fully conversant with and practised in all emergency procedures in response to accidents and personal injury, as set out by the Buyer. In response to any accidents directly reported to them or any incident reported by the helpdesk, the Supplier shall complete and retain the appropriate accident record books. All security staff shall be adequately and thoroughly trained in emergency response and evacuation measures including building evacuation procedures and how to react in the event of fire, bomb, terrorist or any other threat. Supplier Staff shall at all times be aware of the Buyer's current strategy to deal with emergency evacuations.


						Work Package A - Contract Management			C:4 - Emergency Response			7.5. In the event of an emergency, the Supplier shall be responsible for informing other members of the Supplier's Staff, Subcontractor(s) and the Buyer.  In the case of any emergency arising the Supplier shall follow the Buyer's procedures. All security staff shall liaise with the helpdesk for communications purposes.


						Work Package A - Contract Management			C:4 - Emergency Response			7.6. The Supplier shall ensure that all Supplier Staff are competent and trained in the response to and use of the alarm systems and the procedures to be followed in the event of an alarm sounding.


						Work Package A - Contract Management			C:4 - Emergency Response			7.7. The Supplier shall develop and present an outline plan for dealing with a complete range of emergency situations and be responsible for maintaining, reviewing, updating and testing the emergency plan to ensure it reflects the Buyer requirements at all times. The Buyer shall collaborate with the Supplier on this plan and provide expert input as appropriate. 


						Work Package A - Contract Management			C:4 - Emergency Response			7.8. The Supplier shall provide building specific plans for security incidents and/or counter terrorism and shall liaise with the Buyer to ensure efficient operation.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						8 Service C:5 - Patrols (fixed or static guarding)			Yes - Std


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.1. 


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.2. In addition, the following Standards Ref apply to this Service SC: 5


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.3. The Patrols shall be set at irregular intervals for each Buyer Premises with a security guarding Service and shall cover the interior and exterior of each Buyer Premises according to the Buyer's requirements. The frequency may be increased if the response level or local threat increases.


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.4. The patrolling Schedule shall include, but shall not be limited to the following:


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.4.1. Checking of suspicious activity, packages, persons, identification of hazards, areas unsecured, clear desk policy compliance, malfunctioning or broken lighting, security and searching equipment, barriers, doors and windows; and


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.4.2. Identifying and recording potential health and safety, fire issues and hazards identified in the Buyer Premises.


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.5. The security staff shall immediately respond and investigate alarm activations at the Buyer Premises and report and record all instances of these events to the Buyer. The Supplier shall indicate the seriousness of the hazard and seek advice from the Buyer on the appropriate remedial action. Where it is appropriate to do so, the Supplier shall take immediate remedial action to reduce risk. The primary objective at all times shall be to ensure the security of each Buyer Premises and the health and safety of its building users.


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6. The Supplier shall: 


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.1. Be required to keep records of the Buyer's Staff in each Buyer Premises during non-operational Working Hours or who arrange to work on non-Working Days such as  Saturdays, Sundays and/or public bank holidays or on any other public or civil Service privilege holidays. This is to ensure the health and safety of the Buyer's Staff; 


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.2. Maintain a comprehensive list of locations and Assets to be overseen as part of the security Service in accordance with the Buyer's requirements;


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.3. Provide patrol monitoring systems;


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.4. Keep a record for each Buyer Premises covered by the security Service. This record shall include the times of inspections, any incidents noted by staff, thefts and any faults to each Buyer Premises requiring further attention by the Supplier.  Problems or faults shall be reported to the helpdesk on identification. The Supplier shall report thefts in accordance with the Buyer's requirements;


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.5. Be responsible for delivering security reports to the Buyer in line with the Buyer's requirements; and


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.6. Collate these reports so that Monthly figures can be provided to the Buyer in a format to be agreed.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						9 Service C:6 - Management of visitors and passes			Yes - Std


						Work Package A - Contract Management			C:6 - Management of visitors and passes			9.1. 


						Work Package A - Contract Management			C:6 - Management of visitors and passes			9.2. In addition, the following Standards Ref apply to this Service SC: 6


						Work Package B - Contract Mobilisation			C:6 - Management of visitors and passes			9.3. The Supplier shall ensure that Supplier Staff operating at reception of a Buyer Premises issue all visitor passes. Visitor passes shall only be issued to those visitors with verified appointments within the Buyer Premises or to bona fide staff of the Buyer. It shall be incumbent on the Supplier to ensure that all visitors to the Buyer Premises have a valid reason for gaining access, by checking with the appropriate Buyer Authorised Representative and ensuring that visitors remains at reception until their meeting sponsor arrives.


						Work Package B - Contract Mobilisation			C:6 - Management of visitors and passes			9.4. The Supplier shall be responsible for the production of all visitor, staff and Supplier passes, including the development of the new pass design on the instruction of the Buyer. Costs to be reimbursable as detailed in Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:6 - Management of visitors and passes			 


						Work Package B - Contract Mobilisation						10 Service C:7 - Reactive Guarding			Yes - Std


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.2. In addition, the following Standards Ref apply to this Service SC: 7


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.3. The Supplier shall provide a reactive guarding Service to meet the Buyer's requirements.


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.4. Where a twenty four (24) hour or other permanent guarding arrangement is in place, the Buyer may request additional ad hoc guarding. This shall be managed as per the Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.5. The Supplier shall take account of the fact that the duration of the required reactive guarding may be undetermined, and shall ensure that the reactive guarding Service is maintained until such time as the Buyer informs the Supplier that the guarding is no longer required, or the Supplier satisfies the Buyer that the Buyer Premises it has been sent to secure no longer requires its presence.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						11 Service C:8 - Additional security Services			Yes - Std


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.1. 


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.2. In addition, the following Standards Ref apply to this Service SC: 8


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.3. The Supplier shall provide additional Services as directed by the Buyer for specific Sites where specific operational circumstances dictate. These shall be agreed and confirmed during Call-Off stage, once identified by the Buyer.


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.4. The Supplier will provide Specialist Security Officer requirements, to be defined by the Buyer at Call-Off, these will include:


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.4.1. Court Security Officers as defined in  Courts Act 2003 Section 1 (1); and


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.4.2. Prisoner Custody Officers as defined in The Criminal Justice Act 1991


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			 The Supplier will provide a Specialist Security Officer requirements, to be defined by the Buyer at Call-Off. The Service will include elements of delivery in relation to safety, security and personal wellbeing of the Buyers staff. It will be a comprehensive service that has a security role, but will be predominately Customer Service driven with a pastoral element.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						12 Service C:9 - Enhanced security requirements			Yes - Std


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.1. 


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.2. In addition, the following Standards Ref apply to this Service SC: 9


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.3. The Supplier shall comply with all of the Buyer's policies and procedures on security and act upon the instructions of Buyer Security Representative, should there be a change in the Response Level associated with the Buyer Premises.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.4. The Supplier shall ensure that all staff delivering the enhanced security requirements Services shall be conversant with the varying response levels and associated changes in security procedures required by the changes in the response level for the Buyer Premises. The Buyer shall instruct the Supplier which level is in force. The Supplier shall provide security measures appropriate to this level.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.5. The Supplier shall be required to implement and enforce all extra security measures that may be required during a major security alert, for example, to follow a strict procedure as designated by the Buyer on receipt of bomb warning calls, or to search baggage and vehicles on arrival.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.6. The Buyer shall instruct special security arrangements that may be necessary to protect senior officials or visiting persons. In these cases the Supplier shall co-operate with the police, special branch, diplomatic protection group and any national security Service as directed by the Buyer security Representative. The Supplier shall form part of the overall security arrangements and shall report as appropriate.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.7. The Buyer may require the Supplier to provide additional security staff in circumstances including demonstrations, riots or other events which may require Services to be provided in common parts of shared areas. The Supplier shall take into account the requirements for increased manning of lifts at various locations, increased patrols, police liaison and extra perimeter and door security. For these purposes, the Supplier shall be required to maintain a pool of security cleared staff and other back-up arrangements. Wherever possible, at least three (3) Working Days' notice of such a requirement shall be provided. The Supplier shall provide the additional resources and shall be paid in accordance with Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.8. The Supplier may be required to provide extra guards at evenings or weekends to supervise Subcontractors who have insufficient security clearance to work unsupervised.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						13 Service C:10- Key Holding			


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.1. 


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.2. In addition, the following Standards Ref apply to this Service SC10.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.3. The Supplier shall provide a professional key holding Service, being the custodian of building access keys and alarm system codes, ensuring compliance with security industry authority and its licensing requirements.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.4. In the event of a break-in or attack at a Buyer Premises, the Supplier shall respond, secure and make safe in accordance with the Buyer's requirements.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.5. The Supplier shall be available to respond to situations requiring a key holder on both a planned and unplanned basis, to attend Buyer Premises twenty four (24) hours a day, seven (7) days a week, fifty two (52) weeks a year. These shall include provision of access for the Buyer Authorised Representative, responses to fire alarms, lift alarms and security alarms.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.6. Supplier Staff shall only issue keys to the Buyer Authorised Representative. Master key usage shall be limited in accordance with the Buyer's requirements and shall not be removed from the Buyer Premises.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.7. The Supplier shall provide an effective system to manage and control the issue and retrieval of keys.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						14 Service C:11 - Lock Up / Open Up of Buyer Premises			


						Work Package B - Contract Mobilisation			C:11 - Lock Up / Open Up of Buyer Premises			14.1. 


						Work Package B - Contract Mobilisation			C:11 - Lock Up / Open Up of Buyer Premises			14.2. In addition, the following Standards Ref apply to this Service SC: 11


						Work Package B - Contract Mobilisation			C:11 - Lock Up / Open Up of Buyer Premises			14.3. On attendance at each Buyer Premises as key holder for the Buyer, the Supplier shall provide assistance to the emergency Services on arrival to ensure the Buyer Premises is fully secured and alarms reset as necessary. The Supplier shall liaise with the helpdesk with reference to any reactive maintenance required in order to secure each Buyer Premises.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						15 Service C:12 - Patrols (mobile via a specific visiting vehicle)			


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.1. 


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.2. In addition, the following Standards Ref apply to this Service SC: 12


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.3. The Buyer may require the Supplier to provide an ad hoc mobile security patrol service to vacant and surplus Buyer Premises and on occasion at an occupied Buyer Premises. This additional requirement shall be managed as per Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.4. A Mobile Security Patrol Service shall be required to make regular visits to each Buyer Premises and check that the security of the Buyer Premises and its perimeter has not been compromised. 


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.5. The Supplier shall also be required to provide a defect and incident reporting procedure as part of the Mobile Security Patrol Service in accordance with the Buyer's requirements. Where requested by the Buyer, the Supplier shall conduct a specific security assessment of each Buyer Premises prior to commencing the mobile security patrol Service.


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.6. The Supplier shall make a copy of the security assessment report available to the Buyer.  


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						16 Service C:13 - Reception Service			


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.1. 


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.2. In addition, the following Standards Ref apply to this Service SC: 13


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.3. The Supplier shall provide a professional, reception Service appropriate to the business use of the Buyer Premises. In reception areas of each Buyer Premises, the reception Service shall liaise with and complement the security Service.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.4. The Supplier shall provide innovative proposals for the optimisation of the management of visitor ingress and egress in the reception area.  This shall include appropriate management of the interfaces between the reception and security Services to ensure that all visitors and staff receive a courteous and professional Service each time they visit each Buyer Premises. However, for the avoidance of doubt where similar Services are described in the reception Service and the security Service, the requirements of the security Service shall take precedence.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.5. The Buyer may play host to senior UK and foreign politicians, business visitors and members of the public who have occasional access to the Buyer Premises. The Supplier shall recognise the importance of such visitors by developing a response which addresses this issue within the overall management of the reception Service.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.6. The Supplier shall provide a switchboard Service and make use of the Buyer's telephony systems to manage incoming telephone calls for the Buyer's Staff at each Buyer Premises where the switchboard Service is combined with each Buyer Premises' reception Service. The Supplier shall ensure that incoming calls are dealt with promptly, accurately and politely. Incoming calls shall be routed to the appropriate member of staff or building user as defined by the local details supplied by each Buyer Premises.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.7. Supplier Staff delivering the reception Services shall take Delivery of any items, which are delivered by hand at the reception desk. Mail room staff shall receive Delivered items from the reception staff and deal with these as necessary. All inward Goods shall be via the loading bay at all times. Supplier Staff delivering the reception Services shall be responsible for advising those delivering other Goods of the location of the goods entrance.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.8. The Supplier shall provide a professional, night reception Service appropriate to the business use of the Buyer Premises. In reception areas of each Buyer Premises, the night reception Service is expected to liaise with and complement the security Service. The Supplier shall be responsible for providing a seamless and integrated Service within reception areas in order to receive and manage staff and visitors efficiently and in a welcoming manner. The Supplier shall ensure that all enquiries to the Buyer are dealt with professionally and promptly.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						17 Service C:14 - Taxi Booking Service			


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.1. 


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.2. In addition, the following Standards Ref apply to this Service SC: 14


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.3. The Supplier shall manage and co-ordinate a Taxi Booking Service for the Buyer. The Supplier shall propose a third party supplier to provide Taxi Services for the Buyer.


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.4. The use of environmentally preferable vehicles such as Ultra Low Emission Vehicles ("ULEV") and those powered by Liquid Petroleum Gas ("LPG") shall be considered.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation			C:15 - Car Park Management and Booking			18 Service C:15 - Car Park Management and Booking			


						Work Package B - Contract Mobilisation			C:15 - Car Park Management and Booking			30.2 In addition, the following Standards Ref apply to this Service SC: 15 


						Work Package B - Contract Mobilisation			C:15 - Car Park Management and Booking			18.2. The Supplier shall where required provide a car park management service via the helpdesk.


						Work Package B - Contract Mobilisation						 


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19 Service C:16 - Voice announcement system operation			


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19.1. 


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			31.2 In addition, the following Standards Ref apply to this Service SC: 16 


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19.2. Where available at each Buyer Premises, the Supplier shall use the voice announcement system on occasions requiring broadcasts or announcements to be made to the Buyer's Staff, as requested by the Buyer.


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19.3. The Supplier shall ensure that Supplier Staff using the voice announcement system are trained in its use and in the making of announcements.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						20 Service C:17 - Flag Flying Service			


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.1. 


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			In addition, the following Standards Ref apply to this Service SC: 17 


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.2. The Supplier shall provide a flag flying service. The times and types of flag to be flown are to be in accordance with official guidance obtained from the relevant Buyer and the published instructions of the Department for Culture, Media and Sport ("DCMS").


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.3. A cleaning regime shall be identified for flags and agreed in advance with the Buyer.


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.4. The Supplier shall ensure that all Supplier Staff involved in flag raising and lowering are trained in the use of national flags and abide by the required Standards as defined within the Security Service Standards. Certain Government buildings utilise non-standard flags from time to time, including Falklands, Olympics, and Royal Standards. When requested by the Buyer, the Supplier shall have the means to purchase, rent or have manufactured any identified flag within the shortest reasonable time.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21 Service C: 18 - Cash and Valuables in Transit. (CVIT)			


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.1. 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			In addition, the following Standards Ref apply to this Service SC: 18 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2. The Supplier is to provide a Cash and Valuables in Transit (CVIT) service which is to include the provision of: 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.1. transporting,


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.2. storing


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.3. sorting cash and other valuables.


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			 The services to include the transportation and processing of cash and valuables, precious metals which is to include but not limited to: 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.4. banknotes, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.5. coins, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.6. bulk cash, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.7. diamonds, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.8. non-personalised smart cards, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.9. Non-personalised passports and other valuables. 


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						22 Service C: 19 - Canine Detection.			


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.1. 


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			In addition, the following Standards Ref apply to this Service SC: 19 


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.2. The Supplier is to provide a canine detection service with the ability to  deliver, mobile and real-time search and detection capability, with the ability when requested by the buyers to screen people at Crowded Places and other high footfall locations.


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.3. The ability when required to be trained to detect firearms, as well as a wide variety of other contraband, such as narcotics. The combining of capabilities to be avoided unless a common operational response is acceptable to the buyer.


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4. The Service shall cover but not be limited to the following:-


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.1. Tracking


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.2. Trailing


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.3. Hard Surface Tracking


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.4. Multi Environmental Body Search


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.5. Individual Trouble Shooting - Detection


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.6. Individual Trouble Shooting - Security


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.7. General Security - Protection


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.8. General Security - Site Body Search


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.9. Detection Dog Handler Certification & Accreditation


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.10. Detection Dog Instructor Certification & Accreditation


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.5. Where this service is requested then the responsibility for kennelling, standardised training, accreditation, annual licensing and welfare of the animals is the sole responsibility of the supplier, such that they are maintained at the required standard for operational deployment.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						Work Package D - Technical Security. 


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						23 Work Package D.1 - Risk Assessment			


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.1. 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.2. In addition, the following Standards Ref apply to this Service SD: 1


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.3. The Supplier shall produce physical security risk assessments for sites, as requested by the Buyer. The Supplier shall be cognisant when producing a risk assessment relating to the need for a security-minded approach to digital engineering, where data and information about the site or assets is gathered, processed or stored in electronic form - as requested by the Buyer. 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.4. The Supplier shall ensure that where the Buyer requests the Supplier to produce or assist in the production of a Physical Security Risk Assessment or a risk assessment relating to the need for a security-minded approach to digital engineering,  that this is undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.5. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.6. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.7. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24 Certified Professional Scheme - National Cyber Security Centre (NCSC) (www.ncsc.gov.uk/articles/about-certified-professional-scheme).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.1. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2. The Physical security Risk Assessment will include the proportionate, appropriate and cost effective deployment of security measures and will include but not be limited to:


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.1. An assessment of site profile 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.2. The importance of the site/operation to the continuity of Buyer Organisation 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.3. The prevailing Security Response Level 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.4. As a minimum the Supplier shall comply with the CPNI Guidance the production of Physical Security Assessments.


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.3. The risk assessment relating to the need for a security-minded approach to digital engineering shall comply with PAS 1192-5 and any updates to this Standard


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						25 Work Package D.2 - Electronic Security Systems			


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.1. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.2. In addition, the following Standards Ref apply to this Service SD: 2


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.3.  The Supplier shall design, supply, maintain and install systems to meet the required Buyers Standard.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.4. The Supplier shall be a member of an Industry Recognised Accreditation Organisation.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.5. Prior to commencing any work, the Supplier shall ensure a current Systems based Risk Assessment is in place, in line with CPNI Guidance and PAS 127:2014 Guidance.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.6. 18.4 The Supplier shall ensure that where they design the system that the design is undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.7. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.8. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.9. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.10. Certified Professional Scheme - National Cyber Security Centre (NCSC) (www.ncsc.gov.uk/articles/about-certified-professional-scheme).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.11. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.12. The Supplier shall ensure that where they supply systems and equipment that they hold relevant and current accreditation to support the system and / or equipment, including holding valid certification for such manufacturers.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.13. The Supplier shall provide open protocol systems, unless requested otherwise by the Buyer.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.14. The Supplier shall provide data storage capacity.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15. The Supplier shall provide where requested training on Supplier provided systems to Buyers staff which shall include but not be limited to:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.1. Retrieval of data, to include downloading and copying for evidential purposes;


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.2. Emergency Response;


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.3. Security Procedures; and


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.4. System operation


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16. The systems shall include but not be limited to the following Electronic Systems:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.1. Perimeter intrusion detection systems (PIDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.2. Intruder detection systems (IDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.3. Alarm signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.4. Security lighting


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.5. Closed circuit television systems (CCTV)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.6. Network video recorders (NVR)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.7. Automatic access control system (AACS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.8. Security management systems (SMS), fully integrated electronic security     solutions.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.9. IT equipment - Operating base for security systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.10. Electronic locking systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.11. Security screening applications


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.12. Biometric technologies


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.13. Electronic airspace coverage


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Perimeter intrusion detection systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17. The Supplier shall ensure that the Perimeter Intrusion Detection System (PID) has the capability to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.1. integrate with other electronic systems and the provision of an uninterrupted power supply (UPS); and


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.2. provide effective detection performance, a minimal false alarm rate and facilitate effective alarm verification (through adequate zoning). 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.3. The Supplier shall ensure that following installation and prior to acceptance of the PIDS, it will be subjected to a range of commissioning tests. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.4. The Supplier will install the PIDS according to the manufacturer's installation procedures. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Intruder detection systems (IDS) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.18. The Supplier shall ensure that IDS consists of at least two separate components:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.18.1. IDS control and indicating equipment (CIE)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.18.2. Detectors - individual mounted detectors


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Alarm signalling 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19. The Supplier shall provide when requested by the Buyer, the following Alarm Signalling systems: (these lists are not exhaustive)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.1. Speech dialler or auto (GSM) dialler system


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.2. Monitored systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.3. Digital communications (Digicom)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.4. Monitored signalling systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.5. Dual-Path signalling systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.6. IP (Internet Protocol) signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20. To support the following:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.1. Cell call systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.2. Personal alarm systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.3. Affray alarm systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.4. General alarm systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.5. Nurse call systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.6. Disabled call systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Security lighting 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21. The Supplier shall ensure lighting meets all Local Authority and Statutory requirements unless specified by the Buyer at Further Competition, with respect to the following:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.1. Minimum illumination


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.2. Lamp type


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.3. Mounting arrangement


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.4. Power and control arrangement


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Closed circuit television systems (CCTV) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22. The Supplier shall ensure that  where requested by the Buyer, CCTV can monitored in real-time modes including but not limited to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22.1. operators


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22.2. alarm triggers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22.3. video analytics


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.23. The above real time modes can delivered via analogue, digital, fixed, pan-tilt-zoom, thermal cameras and thermal imagers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24. The Supplier shall upon request to supply the following camera types:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.1. Box 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.2. Dome 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.3. PTZ


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.4. Bullet 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.5. IP 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.6. Day/night


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.7. Thermal 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.8. Wide dynamic 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.9. Wireless IP 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.10. High Definition


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.11. Varifocal 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.12. Discreet 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Network Video Recorders (NVR) and Digital Video Recorders (DVR) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25. The Supplier shall provide NVR and/ or DVR with ability to deliver:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25.1. recordings for evidential purposes


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25.2.  integration with other electronic systems (NVR)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25.3. automatic analysis of video


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26. The Supplier shall, upon request,  supply the following recorder types:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.1. NVR


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.2. Hybrid DVR


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.3. DVR


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.4. IP Server


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Automatic Access Control System (AACS) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.27. The Supplier shall ensure that the chosen AACS has been allocated a 'CLASS' rating.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.28. The Supplier shall ensure that all systems are supplied and installed in accordance with current CPNI Best Practise Guidance for Access Control Systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.29. The Supplier shall ensure that the AACS must work with any card and reader that meets the ISO 14443 standards.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.30. Must be open to a federated authentication system solution. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.31. The Supplier shall ensure that System cards must be selected from those named in the CPNI's Catalogue of Security Equipment (CSE):


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.32. In order of preference, be based on one of the following technical options: 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.32.1. NXP Mifare Desfire EV1) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.32.2. HID iClass family 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.33. Cards and Readers must be selected from those named in this procurement guide or from CPNI's Catalogue of Security Equipment (CSE): 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.34. Compliant with ISO 7816, and ISO 14443 standards and fully interoperable across those standards


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.35. Cards and readers should:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.35.1. Be open standards-based 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.35.2. Use non-proprietary cryptographic algorithms 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36. To provide flexibility, a non-proprietary database (such as an XML schema or JSON) should be adopted, with appropriate middleware where necessary to enable the importing or exporting of data. It is vital that, to enable future joint access control, details of valid credentials can be transferred between Buyer's access control systems.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.1. Standard fields used by all systems must include: 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.2. Unique identification number 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.3. Name 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.4. Departmental code 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.37. The Supplier upon request to supply the following access control types, 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.38. Non - Mandatory Access Control, Discretionary Access Control, Role Based Access Control.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.39. Provision of Applications (Apps) to support the remote production and management of access passes and visitor management.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Security Management Systems (SMS) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40. The Supplier  shall provide a Security Management System that facilitates the integration of, but is not restricted to the following systems:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.1. Intruder Alarm Systems, IDS


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.2. Automatic Access Control, AACS


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.3. Closed Circuit Television, CCTV


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.4. Perimeter Intruder Detection Systems, PIDS 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.5. Security Lighting 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.6. Alarm Signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.7. Locking Systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.8. User Interface


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.41. The Supplier shall ensure that the individual systems function autonomously in the event the Security Management System fails.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			IT equipment - Operating base for security systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42. Where security systems operate on IT equipment, where requested Suppliers shall design, supply and install such systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.1. Networking, 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.2. Cisco switches,


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.3. Network servers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.4. Microsoft application programs


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.5. SQL databases


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			      Electronic Locking Systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.43. The  Supplier shall deliver an Electronic Locking System that can be integrated with other electronic systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Security Screening Applications 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.44. The Supplier shall provide applications for the checkpoint security screening of people, and their bags and possessions including but not limited to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.44.1. permanent and temporary installations at Buyer Premises


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.44.2. events and sporting venues at Buyer Premises


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45. The applications shall include but not be restricted to the following applications:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.1. X Ray


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.2. Walkthrough metal detector (WTMD)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.3. Hand-held metal detector (HHMD)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.4. Body scanners, e.g. millimetre wave imagers and portals, X-ray  backscatter imagers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.5. Explosives trace detection (handheld or desktop) (ETD)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.6. Mail screening


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Biometric Technologies 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46. The Supplier shall provide applications for Biometric verification with the functionality to identify persons by the following unique identifiers, including but not limited to:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.1. Fingerprints


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.2. Retina and iris pattern


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.3. Face recognition


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.4. Finger/palm vein


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.5. Hand geometry


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.6. Earlobe geometry


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.7. Signatures


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.8. Voice pattern


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.9. DNA


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Electronic Airspace Coverage 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47. The Supplier shall provide Unmanned Aerial Vehicles (UAVs) which are capable of providing the following methods of surveillance, including but not limited to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.1. GPS tracking, 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.2. camera observation


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.3. data mining and profiling; and


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.4. biometric surveillance


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48. The Supplier shall provide UAV's with the ability to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48.1. Line Monitor utilising fixed-wing UAVs with the ability to provide high-level feedback.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48.2. Site Monitor utilising multi-rotors to provide higher manoeuvrability and the ability to hover more easily.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48.3. Provide live streaming of detailed data, with the ability to follow objects or intruders from a safe distance and quickly cover a large area, and to record and interpret images where required. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49. The Supplier shall provide:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.1.  A Privacy Impact Assessment to ensure compliance with the Information Commissioners Office code of practice under section 51 of the Data Protection Act (DPA).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.2. Trained operatives to deliver UAV service.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.3. UAV operational training to Buyers staff.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.4. UAV Radar system to detect, track and alert to the presence of UAVs.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.5. RF inhibition technology to disrupt a wide range of command and control protocols used in the deployment of UAVs.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.50. The Supplier shall provide where required a system effective against multiple, simultaneous drone threats including swarms.  


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.51. The Supplier shall provide where required a system that can be used stand-alone or easily integrated into any suite of electronic assets and tailored to any specific circumstance or requirement.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Design, Supply and Install 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.52. The Supplier shall design, supply, maintain and install systems that meet the Buyers Requirements and Standards. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53. The systems shall include but not be limited to the following Electronic Systems.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.1. Perimeter intrusion detection systems (PIDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.2. Intruder detection systems (IDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.3. Alarm signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.4. Security lighting


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.5. Closed circuit television systems (CCTV)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.6. Network Video Recorders (NVR)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.7. Automatic Access Control System (AACS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.8. Security management systems (SMS), fully integrated electronic      security solutions.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.9. IT equipment - Operating base for security systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.10. Electronic Locking Systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.11. Security Screening Applications


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.12.  Biometric technologies


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.54. The Supplier shall ensure that where they design the system that the design is undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.55.  Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.56. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.57. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.58. Certified Professional Scheme - National Cyber Security Centre (NCSC) (www.ncsc.gov.uk/articles/about-certified-professional-scheme).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.59. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.60. This service will follow the RIBA process for works and will be priced via the billable works process at Call Off.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						26 Work Package D 3 - Physical Security System			


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.1. 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.2. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3. The Supplier shall design, supply, maintain and install physical infrastructure that meets the required Buyers Standard. The infrastructure shall include but not be limited to:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.1. Perimeter Fences (and gates),


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.2. Automatic barriers, gates, rising bollards and blockers,


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.3. Windows and glazing,


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.4. Security doors and door furniture,


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.5. Strong and secure rooms.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.4. The Supplier shall be a member of an Industry Recognised Accreditation Organisation.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.5. Prior to commencing any work, the Supplier shall ensure a current Systems based Risk Assessment is in place, in line with CPNI Guidance and PAS 127:2014 Guidance.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.6. The Supplier shall ensure that where they design the system that the design is     undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.7. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.8. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.9. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.10. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.11. The Supplier will provide open protocol systems, unless requested otherwise by the Buyer.


						Work Package C - Maintenance Services			D 3 - Physical Security System			Perimeter Fences (and gates) 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.12. Service D: 3 - Perimeter Fences (and gates) is a Non - Mandatory Service.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.13. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14. The Supplier shall provide Perimeter Fences (and Gates) that meet:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14.1.  the prescriptive requirements of BS1722;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14.2. standard government designs for which drawings are available; and


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14.3. Proprietary systems.


						Work Package C - Maintenance Services			D 3 - Physical Security System			 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15. The Supplier shall provide the following types of fences, including but not limited to:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.1. Chain Link


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.2. Welded mesh


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.3. Palisade


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.4. Perimeter Walls


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.5. Propriety Fences - High Tensile Woven Steel Mesh, Glass reinforced plastic, Timber and Mesh combinations and novel palisade designs with anti-cut features.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16. The Supplier shall ensure that all Perimeter security components meet the Standards, including but not limited to:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.1. Gates and other access points;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.2. Topping;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.3. Burrow resistance measures;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.4. Detection systems, these must be able to integrate with other security systems where required;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.5. Internal release mechanisms;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.6. Locking requirements;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.7. Turnstiles;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.8. Integration with Vehicle barriers;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.9. Associated Ground Works.


						Work Package C - Maintenance Services			D 3 - Physical Security System			 


						Work Package C - Maintenance Services			D 3 - Physical Security System			Automatic barriers, gates, rising bollards and blockers 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.17.  Service D: 3 - Automatic barriers, gates, rising bollards and blockers is a Non - Mandatory Service.    


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.18. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.19. The Supplier shall provide Automatic barriers, gates, rising bollards and blockers


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20. The Supplier shall provide Vehicle Security Barriers (VSB's) including active, passive, and retractable, rising, sliding and swinging including but not limited to the following types:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.1. Blocker


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.2. Bollard


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.3. Door


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.4. Gate


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.5. Perimeter


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.6. Portal


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.7. Planter


						Work Package C - Maintenance Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Glazing (Windows) 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.21. Service D: 3- Glazing (Windows) is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.22. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23. The Supplier shall provide Glazing and associated window components, typically comprising the following 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.1. Glass


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.2. Seals and/or anchorage to the support structure/frame


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.3. Supporting structure/frame


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.4. Anchors connecting the support structure to the building frame/walls


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.5. Hardware associated with openable windows, e.g. hinges and locking systems


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.6. Anti-shatter film


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.7. Bomb blast net curtains.


						Work Package D - Horticultural Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Security Doors and Door Furniture 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.24. Service D: 3 - Security doors and door furniture is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.25. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26. The Supplier shall provide Security doors and associated door furniture, comprising the following components:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.1. Door leaf


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.2. Door furniture


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.3. Locking hardware


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.4. Door frame


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.5. Frame fixings


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.6. Supporting structure  


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.7. Side and overhead panels.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.27. The Supplier shall ensure that Security doors provided are able integrate with sensors for intrusion detection and access control systems.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28. The Supplier shall provide doors which are capable of providing protection from the following:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.1. Blast


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.2. Ballistic 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.3. Manual forced entry 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.4. Surreptitious entry 


						Work Package D - Horticultural Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Security Walling System. 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.29. Service D: 3 - Security Walling System is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.30.  In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31. The Supplier shall provide Security walling systems designed to meet a range of threats including but not limited to:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.1. Resistance to forcible entry 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.2. Ballistic resistance


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.3. Blast protection (either external or internal)


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.4. Evidence of attempted surreptitious entry


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32. The Supplier shall ensure that the Security walling system design is to include the following:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.1. Doors;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.2. Locks;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.3. Floors;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.4. Ceilings;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.5. Walls;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.6. Glazing


						Work Package D - Horticultural Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Physical Systems Design, Supply and Install 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.33. Service D 3 - Design, Supply and Install is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.34. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.35. The Supplier shall design, supply, maintain and install physical infrastructure that meets the Buyers Requirements and Standards. 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36. The infrastructure shall include but not be limited to:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.1. Perimeter Fences (and gates),


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.2. Automatic barriers, gates, rising bollards and blockers,


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.3. Windows and glazing,


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.4. Security doors and door furniture,


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.5. Strong and secure rooms.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37. The Supplier shall ensure that where they design the system that the design is undertaken by a registered member of the following accreditation bodies:-


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37.1. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37.2. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37.3. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.38. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.39. This service will follow the RIBA process for works and will be priced via the billable works process at Call Off.


						Work Package D - Horticultural Services						 


						Work Package D - Horticultural Services						 Service D 4 - Maintenance of Security Services.			


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28 In addition, the following Standards Ref apply to this Service SD: 4


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			Maintenance Services  


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.1. The Supplier shall provide a Planned Preventative Maintenance Service, Reactive Maintenance Service, Ad-Hoc Services (as required) and provision of Customer Consumables to the Customer in relation to security equipment maintenance


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.2. The Supplier shall maintain where required all security systems and / or assets within the Buyer's Premises and any new systems put in place to ensure correct functioning throughout the course of the Call-Off Contract


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.3. It will be the Supplier's responsibility to ensure the continued functioning of security systems and / or assets. 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.4. The Supplier shall ensure that any failure that leads to a weakness in security is rectified within the agreed timescale


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.5. The Supplier shall liaise with the Buyer's security representative and any relevant Government security equipment specialists over the issues of security systems and / or assets including synergistic areas where security provision is supplied directly by Government staff.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6. The Supplier shall fully maintain the following Security Equipment (This List is not exhaustive)


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.1. CPNI Approved Class 3 High Security System;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.2. Circle Locks;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.3. Specialist Security Doors;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.4. Security Systems;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.5. Alarms; Access;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.6. Intruder Systems; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.7. CCTV Equipment (including cabling);


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.8. X-ray and scanning equipment;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.9. Search arches;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7. Pass production equipment including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7.1. Printers;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7.2. Hardware; and


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7.3. Software;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8. Barrier Systems including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.1. Rising bollards;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.2. Remote control gates;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.3. Electronic Gates;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.4. Crash Barriers.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.5. Locksmith Service including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.6. Safes;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.7. Codor Locks; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.8. Ancillary equipment including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.9. UPS


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.10. Generators


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.11. Air conditionin


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			 Planned Preventative Maintenance Services 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.9. In respect of all of the Services, the Supplier shall provide a comprehensive PPM system in accordance with SFG20 or (if not applicable), with good industry practice and Standards defined by the Buyer at Call-Off stage during operational hours,  


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.10. The Supplier will be responsible for the delivery of all planned maintenance services and shall ensure that Statutory Compliance is achieved and maintained at all Buyer Premises. The service shall be inclusive of the delivery of all statutory inspections, risk assessments, written scheme of examination and insurance inspections as required to achieve full Statutory Compliance at Buyer premises.   


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.11. The Service shall recognise Buyer requirements in regard to the Delivery of planned maintenance that may be in addition to or in replacement of SFG20 requirements, landlord tenancy agreements that exist at the Buyer Premises and shall be responsible for ensuring these requirements are fully captured in the planned maintenance regime and managed via the CAFM System in accordance with the Asset information requirements to ensure that all Services are Delivered in full compliance with the Buyer's legal, statutory and lease obligations.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.12. Where SFG20 is not applicable to a planned maintenance activity or where the Buyer has specified bespoke requirements for the maintenance of systems and / or Assets are applicable, the Supplier shall be responsible for the creation of discretionary PPM task instructions to meet the Buyer's requirements in accordance with SFG20. The Supplier shall ensure that these discretionary PPM activities are approved by the Buyer prior to their addition to the PPM schedules and upload to their SFG20 / CAFM System.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.13. The Supplier shall inform the Buyer of enhancements and/or modifications to SFG20 PPM management regimes where they are likely to impact on the agreed Charges for maintenance services e.g. changes in PPM task frequencies. Where the Buyer agrees the implementation of the change they will be managed via the Contract Variation process.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.14. The Supplier shall ensure that the planned maintenance schedules capture the requirements outlined within the Buyer's quality management plan and sustainability management plan.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.15. Where agreed with the Buyer, the PPM schedule should include any agreed maintenance system, such as business focussed maintenance ("BFM"), condition based maintenance ("CBM") etc. The revised planned maintenance processes and scheduling shall be reflected within SFG20 where appropriate and be managed via the Supplier's CAFM System.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.16. The Supplier shall provide installation work associated with planned and reactive maintenance works and Billable Works without compromising the integrity of any historic Buyer's Premises and in a manner so as to avoid damage. Prior to carrying out work to a historic Buyer's Premises the Supplier shall undertake a written scheme of investigation, prepare a method statement and Safe System of Work and discuss their proposal with the Buyer to seek formal approval to proceed with any works.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17. PPM tasks shall be generated through the CAFM System on a Monthly basis, in advance. The Supplier shall work to an annual PPM programme and ensure that an annual PPM schedule for the relevant year is available on the  CAFM System for each respective Buyer Premises in accordance with the following process:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.1. Not less than six (6) weeks prior to the start of an annual planned maintenance programme, the Supplier shall provide the Buyer with a proposed annual planned maintenance programme;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.2. The Buyer will notify the Supplier of any comments; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.3. The Supplier will revise the proposed annual planned maintenance programme to take account of the Buyer's comments; and


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.4. The Supplier will then resubmit the proposed annual planned maintenance programme to the Buyer;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.18. In the absence of any comments from the Buyer, the Supplier is in no way relieved of any of its obligations under this Framework Schedule 1a- Specification including this PPM strategy. 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.19. The Supplier shall, subject to the Inclusive Repair Threshold, maintain Assets leased to or leased by the Buyer in accordance with the requirement of the lease or as specified by the Buyer. All planned maintenance regimes will be approved by the Buyer prior to upload on the CAFM System and undertaking any works. Further details of the Services required shall be defined at Call-Off stage.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.20. The Supplier shall prioritise work on the system and make any proposed improvements and adjustments to suit availability of resources. Any such proposed improvements and adjustments shall be submitted to the Buyer for Approval.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.21. The annual PPM programme shall detail the frequency, schedule of tasks, input requirements and maintenance Standards to be applied and resource requirements for all Services.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22. The Supplier shall ensure they operate a Safe System of Work in accordance with their Health and Safety Policy and that risk assessments are site specific and not generic and shall include the following:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.1. Asset criticality;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.2. Any relevant equipment manufacturers' recommendations;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.3. Industry Standard specification;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.4. The Supplier's experience of similar equipment and Services; and


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.5. The risk to and/or impact upon the business that could result from failure of the Asset.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23. The Supplier shall ensure that:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23.1. The PPM works task sheet clearly identifies the Asset type, location, SFG20 task instruction and frequency or if not applicable, details of the work required and frequency as defined and agreed with the Buyer; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23.2. Where the time between activities is greater than one year, those activities are to be undertaken on an appropriate rolling programme as agreed with the Buyer at Call-Off stage; and  


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23.3. Costs for all consumable items and replacement parts which are required to satisfactorily maintain the Services are of the same quality and type or better as provided for the original installation. Replacement components shall be of the same manufacturer as the equipment being serviced wherever possible. Costs for the provision of these consumables and replacement parts / components shall be included in the Charges.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.24. The Supplier shall be responsible for the safe keeping and storage of any materials that may be directly delivered to the Buyer Premises, including other site specific critical spares as agreed with the Buyer.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.25. The Supplier shall agree access arrangements for restricted areas in advance with the helpdesk in order to avoid being denied entry and delaying the execution of the Services. In multi-occupancy buildings, the Supplier shall liaise with landlords, landlord's representatives and other relevant parties to ensure that the method statements are aligned with all of the building users' In respect of all of the Services.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.26. The Supplier shall agree with the Buyer the process relating to the retention of all statutory and Non - Mandatory certificates and related documentation.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.27. The Supplier shall provide expert and technical advice on all maintenance matters upon the request of the Buyer.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.28. The Services shall include but not be restricted to :-


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.1. Air conditioning systems maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.2. Security, access and intruder systems maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.3. Automated barrier control system maintenance 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.4. Standby power system maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.5. Voice announcement system maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.6. Locksmith Services


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.7. Statutory Obligations


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.8. Cable management


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Air conditioning systems maintenance  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.29. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.30. The Supplier shall maintain air conditioning systems by using the same principles employed for other mechanical and electrical systems. Some of the air conditioning systems shall be designated by the Buyer as business critical systems where appropriate.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.31. This provision is inclusive of ductwork and terminal units.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.32. The Supplier shall deliver air quality monitoring at the Buyer Premises to meet COSHH 2002 and EH40 statutory requirements and all other statutory and best practice requirements linked to the delivery of the service, including HSEG409, HSG173 and CIBSE KS17. Where the installation of new fixed monitoring equipment is required to deliver these services the costs shall be met by the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.33. The insides of ventilation and air conditioning ductwork shall be kept clean in accordance with Service SC3 Environmental Cleaning (below). The Supplier shall maintain the systems and ensure compliance with legal obligations in respect of health and safety and the management of greenhouse gases and ozone depleting substances and any other Specification or Standard required by the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Security, access and intruder systems maintenance 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.34. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.35. The Supplier shall maintain all security, access and intruder systems within the Buyer's Buyer Premises and any new systems put in place to ensure correct functioning throughout the course of the Call-Off Contract.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.36. It will be the Supplier's responsibility to ensure the continued functioning of security, access and intruder systems. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.37. The Supplier shall ensure that any failure that leads to a weakness in security is rectified within the agreed timescale.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.38. The Supplier shall liaise with the Buyer's security representative and any relevant Government security equipment specialists over the issues of security, access and intruder system including synergistic areas where security provision is supplied directly by Government staff.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 Automated barrier control system maintenance  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.39. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.40. Where automated barriers, shutters, turn-styles, doors and electrified fencing are installed at the Buyer Premises and included in the scope of Services, the Supplier shall be required to provide a maintenance service for these Assets as part of the overall mechanical and electrical maintenance strategy across each Buyer Premises.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			  Standby power system maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.41. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42. The Supplier shall: 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.1. Be responsible for the maintenance and operation of backup generators and uninterrupted power supply equipment;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.2. Ensure that the backup equipment is available at all times and starts within ten (10) seconds of a mains power supply interruption or fluctuation;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.3. Be responsible for the accurate recording of systems that are connected to the generators and Uninterruptable Power Supply ("UPS") systems;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.4. Be responsible for ensuring that the systems are not overloaded and the balance between phases is maintained;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.5. Ensure that fuel levels in storage tanks are maintained at a minimum of seventy five per cent (75%) capacity;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			     Voice announcement system maintenance 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.43. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.43.1. The Supplier shall be responsible for the provision and maintenance of all voice announcement systems and equipment. Where appropriate, this shall encompass liaison with the relevant third party supplier, ensuring that appropriate maintenance (both reactive and proactive) is carried out in accordance with service contracts, managing the renewal of service contracts and liaising with the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Locksmith Services 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.44. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45. The Supplier shall: 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45.1. Provide a specialist locksmith Service to repair or replace ironmongery at the Buyer Premises;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45.2. Ensure that notification of a requirement for locksmith Services will be satisfied in accordance with Annex E - Service Delivery Response Times; and


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45.3. Demonstrate through the appropriate level of security clearance, as specified by the Buyer, that any of its Staff involved in these Services are appropriate to the operating environment.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.46. Locksmith Services will be paid for in accordance with Appendix 3 - Billable Works and Approvals Process. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Statutory Obligations 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.47.  Statutory Obligations is a Non - Mandatory Service.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Generic Statutory Obligations and Requirements 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48. The Supplier shall at all times ensure that:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.1. The Technical Security operation of the Buyer Premises and Delivery of the Technical Security are undertaken in compliance with all applicable UK legislation and legislation appropriate to the location of the Buyer's premises as defined at Call Off, Good Industry Practice, manufacturer's recommendations and where appropriate the requirements specified by the Buyer as defined at Call-Off stage; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.2. It provides any training required by the procedures and statutory provisions in respect of all Staff (whether Buyer or Supplier Staff) at the Buyer Premises; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.3. It operates a Safe System of Work in accordance with their Health and Safety Policy and ensures that all risk assessments are current and accurately reflect the works and risks associated with the Services being undertaken; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.4. It ensures all activities relating to Statutory Compliance is managed through their CAFM System and that the Buyer has access to the data, via electronic interface or direct access to the Supplier's CAFM System.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.49. The Supplier shall be responsible for the production, review and update of all risk assessments and written schemes of examination to meet all statutory requirements e.g. SFG20, CIBSE Guide M as required as they apply to the Statutory Compliance services specified by the Buyer. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.50. The Supplier shall provide paper copies of all Documentation associated with Statutory Compliance reports or Documentation for retention at the Buyer Premises. These requirements will be defined at Call-Off stage.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Statutory Inspections 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.51. The Supplier shall be responsible for ensuring that the Buyer premises achieve full Statutory Compliance at all times.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.51.1. The requirement of this service is to deliver a service applicable where delivery of maintenance services (as outlined in Work Package C) are not required by the Buyer at Call Off. For the avoidance of doubt, this service excludes planned maintenance activities which are not associated with statutory inspections. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.52. The Supplier shall be responsible for the delivery of all statutory inspections, certification, air monitoring, risk assessments, written schemes of examination and insurance inspections as required to achieve and maintain Statutory Compliance. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.53. The service shall be fully inclusive of all Buyer's systems and assets access control and security systems.   


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.54. The Supplier shall set up an annual programme of statutory inspections to ensure all assets and equipment receive the required inspections at the correct time as specified by legislation, approved codes of practice, best practice and manufacturer's guidelines as appropriate.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.55. The Supplier will ensure that any specific requirements of the Buyer are included in the planning and Delivery of these works.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.56. The programme shall be issued to the Buyer sixty (60) days in advance of all works taking place. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.57. The Supplier shall at all times comply with all relevant EC and UK statutory and legislative requirements, including any alterations to policy as may take place and shall be the sole point of contact for any of the Buyer's concerns with that aspect of performance.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.58. Periodic inspections will be made by Public Health, Hygiene, Fire Inspectors, the Buyer Authorised Representative, landlord and other such persons. The Supplier shall co-operate with the persons executing these inspections.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.59. The control and execution of this Service shall be managed entirely by the CAFM System and subject to the specified performance Standards, whether fulfilled directly by its Staff or by a third party supplier. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.60. The Supplier shall ensure that all reports and recommendations are held centrally within the CAFM System.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Cable management  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.61. This Service requirement shall be outside the Charges and shall be dealt with via the Billable Works Process.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.62. The Supplier shall be responsible for installing additional data cabling and moving floor boxes and grommets as instructed by the Buyer. The Supplier shall ensure that all cabling which the Supplier installs is of a suitable Specification to guarantee continuity of the Services and signal quality. This cabling shall be used exclusively for the transmission of data or voice.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.63. The Supplier shall provide installation work without compromising the integrity of any historic Buyer Premises and in a manner so as to avoid damage to the building fabric. Prior to carrying out work to a historic Buyer Premises the Supplier shall undertake a full survey of the proposed cable routes, prepare a method statement and discuss their proposal with the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Reactive maintenance services 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.64. The Supplier shall provide a professionally managed Service for reactive repairs and maintenance 24 hours per day, 365 days per year.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.65. This Service shall be managed through the CAFM System. All reactive maintenance works (including labour, materials, profit, overheads and any other relevant Costs) up to an Inclusive Repair Threshold (threshold to be agreed at Call-Off stage) shall be carried out and included within the Supplier's Charges.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.66. All reactive repairs and maintenance (including labour, materials, profit, overheads and any other relevant Costs) above the Inclusive Repair Threshold (threshold to be agreed at Call-Off stage) and works arising from planned maintenance, are  to be managed using the Billable Works and Approvals Process as outlined Call-off Schedule 4A - Billable Works and Projects. All Works Arising from Planned Maintenance (including labour, materials, profit, Overheads and any other relevant Costs) up to an Inclusive Repair Threshold (threshold to be agreed at Call-Off stage) shall be carried out and included within the Supplier's Charges.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.67. The helpdesk element of the CAFM System shall be the sole focus of reactive maintenance activities.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.68. The Supplier shall work alongside the Buyer in forward planning, providing cost estimates for financial planning and shall advise the Buyer when the cost of repairing and/or maintaining an Asset outweighs the cost of replacing it and is likely to cause on-going unplanned downtime or pose potential health and safety risks ("Beyond Economic Repair"). 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.69. When an Asset is Beyond Economic Repair the cost of replacement shall be met by the Supplier up to the Inclusive Repair Threshold. Where the cost of replacement exceeds the Inclusive Repair Threshold, only the cost above this value shall be billed to the Buyer through the approval process as detailed in Schedule 4a (Billable Works and Projects). For the avoidance of doubt, this requirement includes the replacement of entire Assets as well as component parts of Assets where replacement is deemed appropriate. The Buyer shall be the final arbiter on whether an Asset is Beyond Economic Repair but will act reasonably in reaching such decisions taking into account any one of the following:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.69.1. If the projected cost of the repair exceeds the cost of replacing the Asset;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.70. If the part(s) required to repair the Asset are no longer available unless there is a possibility of manufacture of part as a cost effective alternative; and/or


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.71. Any recommendations carried out as a result of Condition Surveys.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.72. Where replacement has been deemed appropriate by the Buyer, the Supplier shall assist the Buyer in determining a suitable replacement option taking into account operational use, whole life cost and required life factor.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.73. The Supplier shall proceed with emergency tasks in accordance with work package N (helpdesk), in the event of critical or emergency tasks to mitigate health and safety or Business Continuity and Disaster Recovery risks (as further explained in Call Off Schedule 8 - Business Continuity and Disaster Recovery. The Supplier shall seek formal Approval from the Buyer and shall keep the Buyer advised at all times on the status, technical issues and cost of the task. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.74. The Inclusive Repair Threshold shall apply to the task of making safe and shall be applied retrospectively after the situation has been made safe.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.75. The Supplier shall ensure that all its conducting maintenance work remain fully engaged to ensure a fault free operation. The inherent skills of the Supplier's Staff shall ensure the timely identification and rectification of faults. Both faults identified by Buyer and the Supplier's Staff shall be logged through the CAFM System for quality analysis. Each and every reactive Service request shall have an associated history, including completion date and time, within the helpdesk system.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76. Where the Supplier encounters reactive maintenance tasks which they believe have been caused by wilful damage or vandalism, they shall be required to produce a damage report in support of their assessment which shall include:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.1. The date and time the damage was identified;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.2. A summary of the findings upon inspection;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.3. Photographic evidence of the damage; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.4. Details of the condition at the previous maintenance work or inspection; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.5. An estimate of the cost of repair or replacement.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.77. Where the Buyer agrees the cause was deliberate, the Inclusive Repair Threshold shall not apply and the repair shall be managed via the Billable Works process, as further explained in Call Off Schedule 4A - Billable Works and Projects).


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.78. The Supplier shall ensure that all Supplier Staff attend to calls, with suitable and sufficient equipment and suitable training to deal with the reactive maintenance repair in a competent, safe and efficient manner.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.79. The Supplier shall at all times ensure that its Staff are competent, appropriately trained and deployed to cater for the variety of planned and unplanned demands in relation to reactive maintenance. The Supplier shall ensure that Supplier Staff who are dispatched to reactive activities are appropriately trained to deliver a first-time fix. Where interface with electrical, mechanical or medium to high temperature hot water systems are involved, documented training schemes must be evidenced.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			CAFM System 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.80. The Supplier shall provide the CAFM System and associated software required to deliver the services for the Buyer and should include Costs in the Charges.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.81. The Supplier shall be responsible for recording data within their CAFM system or associated system, which is aligned with the Buyers Asset information requirements. This will be aligned with the service level and duties required under an SFG20 regime.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.82. At the end of the Call-Off Contract Period, or in the event of termination of the Call-Off Contract and for any reason, ownership of the Buyer's data contained within the CAFM System shall remain with the Buyer. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.83. The Supplier shall ensure that all managerial quality monitoring, complaints. PPM and reactive activities are managed, executed and monitored through the CAFM System.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.84. The Supplier shall ensure that the Buyer has full access to the live CAFM System data at all times and be responsible for ensuring that the data can be accessed electronically via the Buyers internal network i.e. a web based application which can be accessed via a web browser. The Supplier shall be responsible for the provision of a reasonable number of licences for Buyer Staff to allow access to the CAFM system. Details of the requirements shall be defined and priced at Call Off. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.85. An application programming interface or export function for the systems data should be available at all times to the Buyer. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.86. The Supplier shall work closely with the Buyer during the mobilisation period to produce and maintain a contract fixed Asset register in line with the Asset information requirements schedule as defined by the Buyer. This shall be compiled from condition surveys, location surveys, operating and maintenance manuals and all Asset register details entered into the CAFM System at the Buyer Premises.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.87. At the end of the Contract, the Supplier shall be responsible for ensuring that all information is quality checked to ensure full compliance with the Standards of a Construction Operations Building information Exchange. Information shall be codified in line with SFG20, Uniclass 2015 and NRM3 for quality assurance purposes for completeness and accuracy. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.88. The Supplier will work with the Buyer to limit the requirement for further survey and Asset verification in the event of the coming to an end of their Contract.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.89. The Supplier shall ensure that all feedback information associated with its activities and information relating to the completion of Service requests is promptly and accurately entered into the CAFM System.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90. The Supplier shall provide the necessary resources to maintain, extend and enhance both the quality and the depth of the information held in the CAFM System to the mutual benefit of both itself and the Buyer. This shall include:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.1. The adoption of point cloud survey information;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.2. Building information models;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.3. Photogrammetry; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.4. Telemetry.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91. The Supplier shall ensure that: 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.1. All Assets are individually referenced and capable of being identified in four hierarchical structures to include service type, geographical location, NRM3 and Uniclass 2015; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.2. The CAFM System has the flexibility to allow these four (4) hierarchies to be cross-referenced at different levels to allow greater capability in identifying particular Assets, systems or sections of Services within any Buyer Premises. The Supplier shall take into account the appropriate data security considerations of how this information is stored and be aware of the Centre for Protection for National Infrastructure guidance;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.3. All Assets which are scheduled for maintenance or require attention due to malfunction are clearly identified on job sheets, using digital formats / forms wherever possible, with respect to type and accurate location; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.4. The CAFM System has the ability to record and track the history of reactive work on specific Assets as required by the Buyer; and


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.5. All response and rectification periods required by the Buyer are maintained within the CAFM System and the CAFM System has the capability to produce alerts as reactive or planned works that are about to breach their KPI agreement.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.92. The Supplier shall create a measure within the CAFM System which allows the suspension of any reactive activity which results in a repair which cannot be completed due to lead times of replacement parts or the need for the Buyer's sanction of Costs (e.g. automated delay request and authorisation process). The Supplier shall agree in advance with the Buyer the exact criteria for suspension.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.93. The Supplier shall ensure that the CAFM System has the capability to link duplicate Service requests and parent and child Service requests and track Service requests through the various stages to completion.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.94. All parent and child relationships should be codified and recorded within any data or information exchange from the CAFM System(s).


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.95. The Supplier shall ensure that the CAFM System captures all Costs including maintenance, direct labour and Subcontractor labour, in addition to material Costs for each Asset.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.96. The Supplier shall ensure that they are capable of interacting with the Buyer's IT systems, an independent helpdesk and/or assurance service Supplier where appropriate. In such a situation the Supplier shall be required to use the Buyer's defined master data to report activities against. This will be defined at Call-Off.  


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.97. The Supplier shall have the capability to operate its CAFM System in a way that integrates data with the Buyer's IT systems, the CAFM System of an independent helpdesk and/or assurance service Supplier where appropriate. Should this be a requirement, this would be defined at Call-Off.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98. The CAFM shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.1. Record and report by each Buyer Premises or location;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.2. Review work assignment to both maintenance staff and Subcontractors;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.3. Track maintenance activity, status updates and the provision of on-screen alerts;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.4. Provide automated email notifications of work requests;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.5. Provide automatic status updates to the Buyer's  Representatives;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.6. Provide search and visibility of calls and activities;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.7. Provide automatic associated hazard warnings, for example () asbestos alerts;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.8. Provide status reports and updates on the level of Statutory Compliance at the Buyer Premises;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.9. Allocate and schedule appointment dates and times with the occupants of residential housing and Buyer's representatives within Buyer Premises for maintenance works, audits and inspections; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.10. Provide online portal systems to facilitate automated online booking systems to enable the Buyer's representatives and residential housing occupants to schedule attendance for works directly online; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.11. Provide a repository for all Buyer documents to include but be limited to CAD drawings, schematic drawings, photographs, BIM drawings, statutory certificates in various formats to include 2D, 3D and scanned documents; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.12. Provide automated facilities for online invoicing, hard and soft charging processes and payment processes; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.13. Provide clear and proactive management of KPI agreements;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.14. Log Service requests via intranet and internet; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.15. Automatically prioritise work and job escalation when appropriate.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99. Manage room booking / workplace allocation: 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.1. All bookable spaces including meeting rooms, conference rooms, community lettings, event spaces and workplace hubs shall be booked and managed by a room booking system to optimise as far as is practicable the use of space; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.2. The Service shall include the facility to accept electronic online bookings and confirmations;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.3. The system shall ensure no double bookings;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.4. The system shall have the capability to provide a holistic range of ancillary Services such as hospitality, room set-up and Audio Visual support; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.100. Provide reporting on trends on meeting room utilisation and lettings usage and any income shall be managed through the system hospitality, room set-up and audio visual (AV) support.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101. The Asset tracking functionality shall operate in line with the Asset information requirements of the Buyer and have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.1. Provide various forms of information relating to Assets including location, warranty, parts and maintenance records;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.2. Construction Operation Building information Exchange ("COBie") sheets;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.3. Building information Models for New Build and Retrofit projects. This should include access to BIM object library where available;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.4. Provide logical grouping of Assets for easy storage, retrieval and viewing codified in line with SFG20, NRM3 and Uniclass 2015;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.5. Provide the ability to record planned and reactive maintenance information to enable full visibility of an Assets service history;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.6. Ensure future planned and reactive maintenance requirements generate alerts at the appropriate time;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.7. Integrate with other facilities data to provide detailed financial and ownership details;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.8. Identify movement and tracking of Assets within existing or external systems;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.9. Associate Assets to the Buyer's Staff departments or locations;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.10. Associate Asset contract for automatic issue of related Service requests to maintaining third party suppliers;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.11. Provide an export capability of Asset data to third party applications using industry standard tools, for example an application programming interface ("API") or through export to a suitable interoperable file format aligned to the information structure of COBie and the classification Standards of SFG20, NRM3 and Uniclass 2015;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.12. Provide full Asset reporting for distribution to interested parties defined by the Buyer; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.13. Provide the ability for two-way communication including importing data from third party financial software or exporting to a data file.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102. The cost control functionality shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.1. Track costs through multi-level hierarchy of budgets, contracts and projects;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.2. Provide transparency of full facilities spend and generation of single or multi-line purchase Orders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.3. Utilise the NRM3 standard to classify the information


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.4. Discount purchase Orders or individual line items;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.5. Provide purchase Order receipt acknowledgement;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.6. Navigate, search and view all budget information;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.7. Link trade rates to the contractual resource rates agreed with the Buyer; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.8. Provide projects functionality which enables tracking of project spend, progress against the defined RIBA outputs, key Milestone Dates and stakeholders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.9. Provide costs for all Billable Works; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.10. Easily distribute information to stakeholders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.11. Ensure financial reports are available for ad hoc reporting or scheduled generation basis;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.12. Navigate data tree to ensure simple management and retrieval of all facilities information; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.13. Manage health and safety equipment and Service requests.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103. The property management functionality shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.1. Provide processes to allocate accommodation and manage Buyer's residential property portfolio;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.2. Provide a dynamic link to property related planned maintenance activities;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.3. Provide storage and maintenance of hazardous related data, for example asbestos;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.4. Track the condition of the Buyer Premises including structure, fabric and mechanical elements; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.5. Monitor building lifecycle costs and energy efficiency;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.6. Store all Buyer Premises related documents including contracts, lease agreements and health and safety documents;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.7. Store all details of the Buyer's residential properties including photographs, CAD plans, floor plans, external grounds drawings; resident facilities, utility infrastructure and providers, contracts, lease agreements and health and safety documents;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.8. Navigate the storage of Buyer Premises contact information;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.9. Generate property management reports;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.10. Use industry standard BIM tools to detail, plan and manage space allocation; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.11. Utilise industry standard classification SFG20, Uniclass 2015 and NRM3 to map spaces, Assets and assign attributes; in line with the COBie structure; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.12. Ensure easy movement and tracking of Assets within the CAFM System.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104. The report functionality shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.1. Report on helpdesk performance management; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.2. Automatically generate reports;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.3. Provide direct email distribution to stakeholders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.4. Produce specific corporate reporting requirements; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.5. Analyse data;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.6. Provide extensive reports as standard;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.7. Provide measured performance benchmarking; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.8. Provide cost control and monitoring.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.105. The Supplier shall ensure that that in line with best practice, the CAFM System has its own Business Continuity and Disaster Recovery Plan in place to enable continuity of service without degradation. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			Helpdesk Services 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.106. The Supplier shall provide a fully staffed, supervised helpdesk Service linked to the CAFM System for all technical related Service requests and fault reporting, twenty four (24) hours per day 365 days per year.  The Buyer and the Supplier shall agree a reporting function in relation to the helpdesk requirements at Call-Off stage.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107. The Supplier shall: 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.1. Collaborate with the Buyer to create maintain and develop Services which Deliver a common user experience for all users of the Service;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.2. Ensure that the helpdesk operates as both a strategic management and quality monitoring tool and shall also be the focus for all day-to-day operational activities across all aspects of the Technical Security; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.3. Ensure that the helpdesk provides a telephone single point of contact (free of charge for Buyer Staff, Buyer Premises Occupants, tennants residing in Buyer's residential properties and stakeholders from UK landlines); and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.4. Ensure continued Service Delivery for all Services under its control during the core service hours (as agreed by the Buyer at Call-Off stage). 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.108. The Supplier helpdesk shall accept Service requests from all Buyer's Staff, Buyer Premises Users, occupants residing in Buyer's residential properties and stakeholders who are reporting faults or requesting provision of any in scope service. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.109. Where the Supplier helpdesk receives Service requests for out-of-scope Services, the Supplier shall accept and forward the calls as appropriate and record details on the CAFM System. Further details of these Services shall be provided at Call-Off stage.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.110. The Supplier helpdesk shall accept Service requests raised by telephone calls, emails, text messages and web portals.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.  The Supplier shall ensure that all Service requests are logged on to the CAFM System without unnecessary delay, allocated a unique reference number and responded to as follows:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.1. Telephone call requests within twenty (20) seconds;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.2. Text message requests within ten (10) minutes;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.3. Email requests within fifteen (15) minutes; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.4. Portal requests within five (5) minutes.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.112. The Supplier shall be responsible for the issue of an acknowledgment within five (5) minutes of receipt and shall issue an update to the Buyer advising on the action to be taken within one (1) hour of the request being logged on the CAFM System or upon request.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.113. If for any reason the helpdesk response to a telephone request exceeds twenty (20) seconds before being answered by a helpdesk operator, then the caller shall be made aware of where they are in the queue, approximately how long they will be required to wait and be given an option to leave a message and be called back within one (1) hour.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114. The Supplier helpdesk shall record details of the Service request on the CAFM System, to include:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.1. Name;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.2. Contact details, to include telephone number, email address and work location;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.3. Location of the Buyer Premises to which the request is related;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.4. Nature of the request;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.5. Date and time;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.6. The actual response time as specified within the agreed;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.7. A 'Unique Service Request' reference number;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.8. Action taken; and 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.9. Details of progress throughout the Service request management lifecycle.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.115. Further information will be provided by the Buyer at Call-Off stage. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.116. The Supplier shall ensure that the person who raised the task is updated regarding the status and progress of any open Service requests through each stage of the Process, including notifications of delays, closure or completion.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.117. The Supplier shall ensure that where a Service request was not completed in accordance with the timeframes specified in the agreed KPI they reprioritise the Service request and proactively manage the task to completion at the earliest opportunity or to the revised timeframes agreed with the Buyer. The Supplier shall ensure that all revisions to timeframes as agreed and authorised with the Buyer are recorded on the CAFM System. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.118. To mitigate the risk of the creation of a backlog of work, the Supplier shall record all instances where a Service request failed to be completed within the agreed KPI on the CAFM System and issue daily reports to the Buyer. Further information will be provided at Call-Off.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119. The Supplier shall: 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.1. Ensure that all necessary procedural and emergency contact information is kept up to date at all times within the CAFM System;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.2. Make audio recordings of all telephone conversations for the purpose of monitoring and auditing helpdesk performance. The Supplier shall retain such recordings for twelve (12) Months on a rolling programme. Further details will be provided at Call-Off;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.3. Provide appropriate staff to ensure that the helpdesk can operate within the requested performance parameters as agreed between the Buyer and the Supplier;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.4. Ensure that all staff appointed to operate on the helpdesk are capable of handling all faults and in scope Service requests, irrespective of the time of the day;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.5. Ensure that all staff appointed to operate on the helpdesk can access and report the status of all Service requests at any such time as requested by the Buyer; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.6. Provide multilingual helpdesk operators and translation Services where required to meet Buyer requirements. Where these Services are required further details will be provided at Call-Off:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120. The Supplier shall provide all staff appointed to operate on the helpdesk with documented training, including:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.1. Training on the CAFM System package;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.2. Customer Service skills;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.3. Service call management;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.4. Listening skills;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.5. Escalation procedures;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.6. Buyer emergency procedures; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.7. Training in respect of all operational areas of the Buyer Premises.


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.121. Ensure that all staff appointed to operate on the helpdesk have the appropriate security clearance to work on a Buyer account;


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.122. Where required provide a room booking Service via the helpdesk;


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.123. Where required provide a car park management Service via the helpdesk; and


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.124. Where required support the wider Government HUB strategy via the provision of a workplace booking Service managed through the CAFM System where shared accommodation arrangements exist at nominated Buyer Premises via the helpdesk.  Further details will be provided at Call-Off stage


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						Work Package E - Alarm Response Centre. 			


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.1. 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.2. In addition, the following Standards Ref apply to this Service SE


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.3. The Supplier is to provide a central facility for receiving alarm notifications, monitoring CCTV images, radio and any other communication, controlling response to emergency incidents and providing a 24/7 helpdesk function. 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4. The Service shall cover but not be limited to the following:-


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.1. Alarm Receiving Centres (ARC) for intruder and fire alarms,


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.2. Remote Video Response Centres (RVRC) for detector-activated CCTV, 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.3. After-Theft Vehicle Tracking ARCs for after-theft vehicle tracking and recovery


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.4. Alarm Receiving Centres for the monitoring of Lone Worker Devices (LWD)


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.5. The Monitoring activity, where required, is to be accredited by a Third Party.


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.6. This facility shall not be located on the Buyer's Premises and may be a shared facility. 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.7. The service will be delivered in accordance with the Standards, Legislation and Good Industry Practice.


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						Work Package F - Helpdesk Services 			


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			30 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31 In addition, the following Standards Ref apply to this Service SF


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.1. The Supplier shall provide a fully staffed, supervised helpdesk Service all related Service requests and issue reporting, [twenty four (24)] hours per day [365] days per year.  The Buyer and the Supplier shall agree a reporting function in relation to the helpdesk requirements at Call-Off stage.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2. The Supplier shall: 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.1. Collaborate with the Buyer to create maintain and develop Services which Deliver a common user experience for all users of the Service;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.2. Ensure that the helpdesk operates as both a strategic management and quality monitoring tool and shall also be the focus for all day-to-day operational activities across all aspects of the Security Services; 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.3. Ensure that the helpdesk provides a telephone single point of contact (free of charge for Buyer Staff, Buyer Premises Occupants, occupants residing in Buyer's residential properties and stakeholders from UK landlines); and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.4. Ensure continued Service Delivery for all Services under its control during the core service hours (as agreed by the Buyer at Call-Off stage). 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.3. The Supplier helpdesk shall accept Service requests from all Buyer's Staff, Buyer Premises Users, occupants residing in Buyer's residential properties and stakeholders who are reporting issues or requesting provision of any in scope service. 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.4. Where the Supplier helpdesk receives Service requests for out-of-scope Services, the Supplier shall accept and forward the calls as appropriate and record details. Further details of these Services shall be provided at Call-Off stage.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.5. The Supplier helpdesk shall accept Service requests raised by telephone calls, emails, text messages and web portals.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.  The Supplier shall ensure that all Service requests are logged on to the System without unnecessary delay, allocated a unique reference number and responded to as follows:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.1. Telephone call requests within twenty (20) seconds;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.2. Text message requests within ten (10) minutes;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.3. Email requests within fifteen (15) minutes; and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.4. Portal requests within five (5) minutes.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.7. The Supplier shall be responsible for the issue of an acknowledgment within five (5) minutes of receipt and shall issue an update to the Buyer advising on the action to be taken within one (1) hour of the request being logged on the System or upon request.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.8. If for any reason the helpdesk response to a telephone request exceeds twenty (20) seconds before being answered by a helpdesk operator, then the caller shall be made aware of where they are in the queue, approximately how long they will be required to wait and be given an option to leave a message and be called back within one (1) hour.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9. The Supplier helpdesk shall record details of the Service request on the  System, to include:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.1. Name;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.2. Contact details, to include telephone number, email address and work location;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.3. Location of the Buyer Premises to which the request is related;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.4. Nature of the request;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.5. Date and time;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.6. The actual response time as specified within the agreed;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.7. A 'Unique Service Request' reference number;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.8. Action taken; and 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.9. Details of progress throughout the Service request management lifecycle.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.10. Further information will be provided by the Buyer at Call-Off stage. 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.11. The Supplier shall ensure that the person who raised the task is updated regarding the status and progress of any open Service requests through each stage of the Process, including notifications of delays, closure or completion.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.12. The Supplier shall ensure that where a Service request was not completed in accordance with the timeframes specified in the agreed KPI they reprioritise the Service request and proactively manage the task to completion at the earliest opportunity or to the revised timeframes agreed with the Buyer. The Supplier shall ensure that all revisions to timeframes as agreed and authorised with the Buyer are recorded on the Management Information System. 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.13. To mitigate the risk of the creation of a backlog of work, the Supplier shall record all instances where a Service request failed to be completed within the agreed KPI on the System and issue daily reports to the Buyer. Further information will be provided at Call-Off.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14. The Supplier shall: 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.1. Ensure that all necessary procedural and emergency contact information is kept up to date at all times.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.2. Make audio recordings of all telephone conversations for the purpose of monitoring and auditing helpdesk performance. The Supplier shall retain such recordings for twelve (12) Months on a rolling programme. Further details will be provided at Call-Off;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.3. Provide appropriate staff to ensure that the helpdesk can operate within the requested performance parameters as agreed between the Buyer and the Supplier;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.4. Ensure that all staff appointed to operate on the helpdesk are capable of handling all issues and in scope Service requests, irrespective of the time of the day;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.5. Ensure that all staff appointed to operate on the helpdesk can access and report the status of all Service requests at any such time as requested by the Buyer; 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.6. Provide multilingual helpdesk operators and translation Services where required to meet Buyer requirements. Where these Services are required further details will be provided at Call-Off:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7. Provide all staff appointed to operate on the helpdesk with documented training, including:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.1. Customer Service skills;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.2. Service Call management;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.3. Listening skills;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.4. Escalation procedures;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.5. Buyer emergency procedures; and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.6. Training in respect of all operational areas of the Buyer Premises.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.8. Ensure that all staff appointed to operate on the helpdesk have the appropriate security clearance to work on a Buyer account;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.9. Where required provide a room booking Service via the helpdesk;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.10. Where required provide a car park management Service via the helpdesk; and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.11. Where required support the wider Government HUB strategy via the provision of a workplace booking Service managed through the System where shared accommodation arrangements exist at nominated Buyer Premises via the helpdesk.  Further details will be provided at Call-Off stage.


						Work Package G - Cleaning Services						 
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						Work Package G - Cleaning Services						Work Package G - Management of Billable Works 			


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			32 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			In addition, the following Standards Ref apply to this Service SG 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			32.1. The Supplier shall comply with the requirements contained within Call-Off Schedule 4A - Billable Works and Projects and Standard SA7 when delivering all new works on behalf of the Buyer.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			Work Package H -Building information Modelling ("BIM") and Government Soft Landings ("GSL") to include Digital Engineering. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33 Building information Modelling ("BIM") and Government Soft Landings ("GSL") where applicable are a Mandatory Service to be priced at Call Off.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.1. The Supplier shall support the Authority and individual Buyer requirements for Delivery of a number of strategic priorities related to the wider Government policy by the adoption of measures to improve efficiency and value for money. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2. These shall include:


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.1. Delivering projects in line with Government's Common Minimum Standards where applicable;


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.2. Government Soft Landings ("GSL"); and 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.3. Building information Modelling ("BIM") Level 2 for all Projects.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.4. The Supplier shall have regard to the explanation of BIM and GSL requirements across the industry.    


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.5. The Supplier shall comply with BIM Level 2 Standards and any updates to these Standards. Where Buyer requirements exceed this level, further information will be provided at Call-Off. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.3. The Supplier should be aware that for the purposes of this Framework PAS 1192:2 relates to project Delivery within the suite of BIM Standards, PAS 1192:3 relates to the management of information in operation of the Asset and aligns to ISO 55001 and PAS 1192:5 relates to the specification for security minded building information modelling, digital built environments and smart asset management, as summarised in Annex E.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.4. It is expected that the classification Standards applied should as a minimum reference Uniclass 2015, SFG20 and the NRM3 to enable the ease of transfer between projects and Asset management operations. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.5. The Buyer shall be responsible, upon request, for the provision of a fully complete Asset register as a minimum codified in line with the above Standards and presented using a Construction Operations Building information Exchange ("COBie") file either in .XLS or .XML.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.6. The Supplier shall ensure that where other forms of digital engineering (for example, computer-based technologies including off-site, factory-based fabrication, on-site automation, and sophisticated cyber-physical systems) are being used to deliver a part or the whole of the work or will be used to deliver future services, the Supplier shall follow the Buyer's requirements in relation to the security-minded approach to be adopted.








Building Specifics





						SITE SPECIFICS





						This tab serves the purpose of collecting information relating to specific requirements for delivery of each of the in-scope deliverables against each of the buildings. 

You should, for all deliverables in-scope, refer to the requested information in column D and then fill in the number of items and any additional detail per building. E.g. for External Gate, you would enter a number against the building and then provide any other detail that you believe is appropriate.																		Please note that for the purposes of this Further Competition, this spreadsheet tab will not to be populated.





						Work Package			Service Reference			Service Name			Specifics						Building 329, Harwell, Oxford


						Text to Link the Autofilter			Text to Link the Autofilter			Text to Link the Autofilter									Number			Detail


						Work Package C - Security Services 			C.1			Manned Guarding Service			Level of Clearance


															Coverage Requirement


															Number of Manned Locations


															Reception


															CCTV Control Rooms (on-site/off-site)


															External Gate


															Front Entrance


															Rear Entrance


															Other #1


															Other #2


									C.2			CCTV / Alarm Monitoring			On/Off Site Monitoring


															Number of CCTV Cameras


															Number of CCTV Control Rooms


															CCTV Monitoring Hours


															Types of Alarms


															Redcare Monitoring/URN


									C.3			Control of Access and Security Passes			System Hardware


															System Software


															Consumables Supply


															Staff Passes per annum


									C.4			Emergency Response			Service Details


									C.5			Patrols (Fixed or Static Guarding)			Service Details


									C.6			Management of Visitors and Passes			Consumables Supply


															Visitor Passes per annum


									C.7			Reactive Guarding			Service Details


									C.8			Additional Security Services			Service Details


									C.9			Enhanced Security Requirements			Service Details


									C.10			Key Holding			Service Details


															Number of Locations


									C.11			Lock Up / Open Up of Buyer Premises			Service Details


															Number of Locations


															Opening Hours


									C.12			Patrols (Mobile via a Specific Visiting Vehicle)			Service Details


									C.13			Reception Service 			Operational Days


															Operational Hours


									C.14			Taxi Booking Service			Service Details


									C.15			Car Park Management and Booking			Number of Spaces


															Number of Barriers/Gates/Bollards


															Intercomm Systems


															Toll/Cash Management


															Operating Hours


									C.16			Voice Announcement System Operation 			Service Details


									C.17			Flag Flying Service			Number of Flag Poles


															Flag Pole Maintenance


															Flag Pole Location


									C.18			Cash and valuables in transit (CVIT)


									C.19			Canine detection


						Work Package D - Technical Services			D.1			Risk Assessment			Service Details


									D.2			Electronic Security			Service Details


									D.3			Physical Security			Service Details


									D.4			Maintenance of electronic security services			Service Details


						Work Package E - Alarm Response Centres			E.1			Alarm Response Centres			Service Details


						Work Package F - Helpdesk Services 			F.1			Helpdesk Services			Service Details


						Work Package H - Building Information Modelling (BIM) and Government Soft Landings (GSL)			H.1			Building Information Modelling (BIM) and Government Soft Landings (GSL)			Service Details








Lookup


						YesNo						ServiceRequired						Mandatory			Mandatory (not priced at framework)			Non Mandatory						No of Buildings						BuildingTypeStandard						BuildingStandard						Code			Region


						Yes						Yes - Std						Mandatory1			Mandatory2			NonMandatory						1						General office - Customer Facing						Standard						UKC1			Tees Valley and Durham


						No						Yes - Non-Std						Yes - Std			Yes - Std			Yes - Non-Std												General office - Non Customer Facing						Non-Standard						UKC2			Northumberland and Tyne and Wear


												Yes - Mixed						Yes - Non-Std			Yes - Non-Std															Call Centre Operations												UKD1			Cumbria


																																				Warehouses												UKD3			Greater Manchester


																																				Restaurant and Catering Facilities 												UKD4			Lancashire


																																				Pre-School												UKD6			Cheshire


																																				Primary School												UKD7			Merseyside


																																				Secondary School												UKE1			East Yorkshire and Northern Lincolnshire


																																				Special Schools 												UKE2			North Yorkshire


																																				Universities and Colleges												UKE3			South Yorkshire


																																				Doctors, Dentists and Health Clinics												UKE4			West Yorkshire


																																				Nursery and Care Homes 												UKF1			Derbyshire and Nottinghamshire


																																																UKF2			Leicestershire, Rutland and Northamptonshire


																																				BuildingTypeNonStandard												UKF3			Lincolnshire


																																				Data Centre Operations												UKG1			Herefordshire, Worcestershire and Warwickshire


																																				External parks, grounds and car parks												UKG2			Shropshire and Staffordshire


																																				Laboratory												UKG3			West Midlands (county)


																																				Heritage Buildings 												UKH1			East Anglia


																																				Nuclear Facilities 												UKH2			Bedfordshire and Hertfordshire


																																				Animal Facilities 												UKH3			Essex


																																				Custodial Facilities 												UKI3			Inner London West


																																				Fire and Police Stations 												UKI4			Inner London East


																																				Production Facilities 												UKI5			Outer London East and North East


																																				Workshops 												UKI6			Outer London South


																																				Garages 												UKI7			Outer London West and North West


																																				Shopping Centres												UKJ1			Berkshire, Buckinghamshire and Oxfordshire


																																				Museums /Galleries												UKJ2			Surrey, East and West Sussex


																																				Fitness / Training Establishments												UKJ3			Hampshire and Isle of Wight


																																				Residential Buildings 												UKJ4			Kent


																																				Port and Airport buildings 												UKK1			Gloucestershire, Wiltshire and Bristol/Bath area


																																				List X Property												UKK2			Dorset and Somerset


																																				Hospitals 												UKK3			Cornwall and Isles of Scilly


																																				Mothballed / Vacant / Disposal												UKK4			Devon


																																																UKL11			Isle of Anglesey


																																																UKL12			Gwynedd


																																																UKL13			Conwy and Denbighshire


																																																UKL14			South West Wales (Ceredigion, Carmarthenshire, Pembrokeshire)


																																																UKL15			Central Valleys (Merthyr Tydfil, Rhondda Cynon Taff)


																																																UKL16			Gwent Valleys (Blaenau Gwent, Caerphilly, Torfaen)


																																																UKL17			Bridgend and Neath Port Talbot


																																																UKL18			Swansea


																																																UKL21			Monmouthshire and Newport


																																																UKL22			Cardiff and Vale of Glamorgan


																																																UKL23			Flintshire and Wrexham


																																																UKL24			Powys


																																																UKM21			Angus and Dundee


																																																UKM22			Clackmannanshire and Fife


																																																UKM23			East Lothian and Midlothian


																																																UKM24			Scottish Borders


																																																UKM25			Edinburgh


																																																UKM26			Falkirk


																																																UKM27			Perth and Kinross, and Stirling


																																																UKM28			West Lothian


																																																UKM31			East Dunbartonshire, West Dunbartonshire, and Helensburgh and Lomond


																																																UKM32			Dumfries and Galloway


																																																UKM33			East and North Ayrshire mainland


																																																UKM34			Glasgow


																																																UKM35			Inverclyde, East Renfrewshire, and Renfrewshire


																																																UKM36			North Lanarkshire


																																																UKM37			South Ayrshire


																																																UKM38			South Lanarkshire


																																																UKM50			Aberdeen and Aberdeenshire


																																																UKM61			Caithness and Sutherland, and Ross and Cromarty


																																																UKM62			Inverness, Nairn, Moray, and Badenoch and Strathspey


																																																UKM63			Lochaber, Skye and Lochalsh, Arran and Cumbrae, and Argyll and Bute (except Helensburgh and Lomond)


																																																UKM64			Eilean Siar (Western Isles)


																																																UKM65			Orkney Islands


																																																UKM66			Shetland Islands


																																																UKN01			Belfast


																																																UKN02			Outer Belfast (Carrickfergus, Castlereagh, Lisburn, Newtownabbey, North Down)


																																																UKN03			East of Northern Ireland (Antrim, Ards, Ballymena, Banbridge, Craigavon, Down, Larne)


																																																UKN04			North of Northern Ireland (Ballymoney, Coleraine, Derry, Limavady, Moyle, Strabane)


																																																UKN05			West and South of Northern Ireland (Armagh, Cookstown, Dungannon, Fermanagh, Magherafelt, Newry and Mourne, Omagh)


																																																NC01			National coverage (all of the above)


																																																OS01			International coverage
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Radioactive Waste Management Security Personnel Services: Short Term Contract





Further Competition under RM6089 Workplace Services (FM Marketplace Phase 2) Lot 1A 


Reference Number: FM-084-2019









Introduction





This annex sets out the characteristics of the Deliverables that the supplier will be required to make available to the buyer under this contract. 
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[bookmark: _Ref499636676][bookmark: _Toc533152915]Security Service Standards


1. These Standards have been developed by CCS in relation to the requirements set out in this Framework Schedule 1a - Specification.


2. The Buyer should utilise and adhere to each required Standard when procuring their own Security Services via the Workplace Services (FM Marketplace Phase 2)  Framework Agreement (RM6089)


3. The Supplier shall, in addition to complying with the Standards as outlined below, comply with the standards required by Buyers as set out by those Buyers within their Call-Off Contract. 


4. The Supplier shall comply with future Government requirements, Standards and any Standing Instructions issued by CCS in accordance with any Government guidance issued during the Framework Period and as developed and updated, from time to time.


5. The document will be reviewed annually and updated by CCS. Suppliers will be notified of any changes through CCS’ e-sourcing suite. l.


6. Security Service Standards table:





			WORK PACKAGE A: CONTRACT MANAGEMENT





			Service Reference


			Service Description


			Service Standard 





			A:1


			Integration


			SA1





			A:2


			Health & Safety


			SA2





			A:3


			Management Services 


			SA3





			A:4


			Service Delivery Plans 


			SA4





			A:5


			Risk Management


			SA5





			A:6


			Customer Satisfaction


			SA6





			A:7


			Reporting


			SA7





			A:8


			Performance Self-Monitoring


			SA8





			A:9


			Business Continuity and Disaster Recovery (“BCDR”) Plans


			SA9





			A:10


			Quality Management System


			SA10





			A:11


			Staff and Training


			SA11





			A:12


			Selection and Management of Subcontractors


			SA12





			A:13


			Social Value


			SA13





			A:14


			Generic Statutory Obligations and Requirements


			SA14








			WORK PACKAGE B: CONTRACT MANAGEMENT





			Service Reference


			Service Description


			Service Standard 





			General Requirements


			


			





			B:1


			Contract Mobilisation


			SB








			WORK PACKAGE C: SECURITY SERVICES 





			Service Reference 


			Service Description


			Service Standard 





			


			General Requirements


			





			C:1


			Manned Guarding Service  


			SC1





			C:2


			CCTV / Alarm Monitoring 


			SC2





			C3


			Control of Access and Security Passes 


			SC3





			C4


			Emergency Response 


			SC4





			C:5


			Patrols (Fixed or Static Guarding)


			SC5





			C:6


			Management of Visitors and Passes 


			SC6





			C:7


			Reactive Guarding 


			SC7





			C:8


			Additional Security Services 


			SC8





			C:9


			Enhanced Security Services 


			SC9





			


			


			








[bookmark: _Toc533152916]



			WORK PACKAGE A – CONTRACT MANAGEMENT 





			Service A:1


			[bookmark: _Toc533152917]SA1: Integration 





			Standard


			The Supplier shall provide an innovative and professional Security Service that recognises advances in technology, operational efficiencies, workforce synergies and operational improvements that will deliver improved performance and value for money for the Buyer.





			Service A:2


			[bookmark: _Toc533152918]SA2: Health And Safety 





			Legislation, ACoP or similar industry or Government guidelines





			The Supplier shall be compliant with Annex B including:


Legislative Standards;


UK Legislation;


BS/ISO/EN Standards;


Guidance Notes / Codes of Practice; and 


Building Regulations (England & Wales only).





			Standard


			[bookmark: _Toc396218370]As a minimum, the Supplier shall produce and comply with the following documents:


A forward maintenance register; 


Planned and preventative maintenance schedule; 


Accident/Incident reports (RIDDOR);


Fire evacuation drill reports;


Statutory inspection reports, assessments and reviews;


Risk assessment reports and reviews;


Compliance certificates;


Security incident reports;


Disability discrimination assessments and reports;


Method statements for meeting the Buyer’s requirements;	


Health and safety policies and procedures; and


Scope and Services objectives.


The Supplier shall at all times ensure that:


The operation of the Buyer Premises and delivery of the Services are undertaken in compliance with all applicable UK legislation and Good Industry Practice requirements;


It provides any training required by the procedures and statutory provisions in respect of all staff (whether Buyer or Supplier Staff) at the Buyer Premises as well as in emergency response and security procedures;


It produces detailed procedures for a variety of emergency situations in conjunction with Buyer. These procedures shall be continually updated and reviewed as circumstances demand and at least annually;


It develops and maintains fire and emergency procedures, systems, equipment and staff training in order to produce a safe environment for the designated site and its users.  Systems will be unobtrusive where possible to assist in creating a positive building atmosphere for all users;


It shall carry out actions associated with implementation of the procedures routinely as well as in the event of any fire or other emergencies on-site;


It programmes and implements Health and Safety inspections of the Buyer Premises and Service delivery annually, and provides evidence to the Buyer on request;


It conducts and reviews all risk assessments relevant to the operation of the Buyer Premises and the delivery of Services in accordance with current statutory health and safety legislation;


It undertakes a Monthly review of all accidents occurring at the Buyer Premises whether relating to the Supplier's or Buyer's staff using the Buyer Premises or to the Supplier's delivery of Services.  The report will detail the cause of each incident and any remedial actions required to prevent reoccurrence, together with timescales for implementation;


It reviews all policies and associated documentation on a regular basis and at least annually and provide evidence of such on request by the Buyer;


It complies with all health and safety obligations including at all the Buyer’s Premises which are occupied under leasehold arrangements;


It shall at all times provide and maintain the first aid kits and other safety equipment and all related consumables issued to and used by Supplier staff on the Buyer Properties; and


It provides the required numbers of staff with an appropriate first aid responder qualification and training for emergency responses in accordance with health and safety legislation, as required by legislation and risk assessment (as a minimum) and any Buyer’s specific requirements.





			Service A:3


			[bookmark: _Toc533152919]SA3: Management Services 





			Legislation, ACoP or similar industry or Government guidelines





			ISO 9001: 2008 Quality Management Plan (and replacement ISO 9001:2015 when published).


Call-Off Schedule 7 - Key Staff.


Call-Off Schedule 3 - Continuous Improvement.


Call-Off Schedule 15 - Contract Management.





			Standard


			The Supplier shall manage the Contract in accordance with the personnel and processes as detailed in the Service Delivery Plan as agreed with the Buyer.


The Supplier shall manage the customer satisfaction, complaint and key performance indicator measurement processes to ensure agreed performance standards are fully met. 


The Supplier shall produce and issue the agreed management reports and attend meetings as requested by the Buyer to maintain the agreed contractual performance standards.





			Service A:4


			[bookmark: _Toc533152920]SA4: Service Delivery Plans 





			Standard





			[bookmark: _Toc396218928]Call-Off Schedule 13 - Mobilisation Plan and Testing.


As a minimum, the buildings and Asset maintenance management Service Delivery Plan shall contain:


Scope and Services objectives;


Approach and methodology;


Asset management method statement for meeting the Buyer’s requirements, including treatment of any lifecycle / sinking funds (if applicable) and details regarding where such funds will reside, safeguards on early draw down and control of such funds;


Variation procedures and additional work requests;


Operational structure including resource proposals;


Planned maintenance and Asset lifecycle replacement schedule and delivery methodology;


Quality statement;


Procurement of Services;


Procurement of materials taking account of embodied carbon and recycled content; 


Management of energy use including lighting;


Scope of Service;


Planned preventative maintenance methodology/schedule;


Computerised Asset management system;


Building management system;


Routine maintenance;


Formulation of the planned preventative maintenance programme;


Maintenance management, recording and reporting;


Critical spares management;


Inspections;


Conservation and sustainability;


Maintenance and renewal;


Management arrangements;


Quality management;


Operational liaison;


Reactive Maintenance Works; and


Reactive vandalism maintenance Service.


[bookmark: _Toc396218929]In use and occupied space shall be maintained to appropriate Standards which are deemed ‘fit for function’ by type (i.e. office).


[bookmark: _Toc396218930]Vacant space shall be maintained to appropriate Standards (e.g. mothballing & re-commissioning, as BESA SFG 30).





			Service A:5


			[bookmark: _Toc533152921]SA5: Risk Management 





			Legislation, ACoP or similar industry or Government guidelines


			ISO 31000: Risk Management where requested by the Buyer.





			Standard


			The Supplier shall produce and maintain a contact risk register to include contract, maintenance operational service, service continuity, supplier management and staffing risks.


The Supplier shall produce and comply with any and all risk assessments pertaining to all Services undertaken at the designated Buyer Premises. This includes risk assessments and statutory compliance required by or produced by third parties such as landlords.





			Service A:6


			[bookmark: _Toc533152922]SA6: Customer Satisfaction





			Standard


			Call-Off Schedule 3 - Continuous Improvement.


The Supplier shall develop the customer satisfaction process with the Buyer and shall deliver it in accordance with the specific Buyer requirements as defined in line with the agreed Service Delivery Plan.


The Supplier shall deliver a complaints management process which manage and maintain the Buyer’s customer satisfaction targets.


The Supplier shall participate and respond where appropriate to Buyer or third-party customer satisfaction outputs (e.g. net promoter score) upon request from the Buyer.    





			Service A:7


			[bookmark: _Toc533152923]SA7: Reporting





			Standard


			[bookmark: _Toc396218770]The Supplier’s Management Information system will be configured to capture all elements of service provision to facilitate the production of the Management Information reporting requirements as requested by the Buyer.


The Supplier shall be responsible for the provision of all interfaces between their own and third-party Management Information systems to facilitate the real-time transfer of data.  


The Buyer’s data contained within the Supplier’s Management Information system shall be able to be uploaded to third-party Management Information systems where required by the Buyer. 


The Supplier shall develop the format standard and frequency of reporting with the Buyer and shall deliver it in accordance with the specific Buyer requirements in line with the agreed Service Delivery Plan.





			Service A:8


			[bookmark: _Toc533152924]SA8: Performance Self-Monitoring





			Legislation, ACoP or similar industry or Government guidelines


			ISO 9001:2015 Quality Management System.





			Standard


			[bookmark: _Toc396218376]The Supplier will deliver services and manage performance in line with the agreed key performance indicator (KPI) model.


The Supplier will manage performance using their own internal performance management systems and processes which shall align with the Buyer’s internal performance monitoring and auditing regimes as agreed within the Service Delivery Plan (SDP).   


The Supplier shall provide a system to manage, control and record and report on the delivery of all Services provided as part of any Call-Off Contract. 


The Supplier shall also provide a support service available twenty-four (24) hours per day for the Buyer to request the deployment of the Supplier to rectify any non-provision of accommodation or Service(s) embraced by the scope of the Security Framework Contract and within specified response times.


The Supplier will develop and agree with the Buyer the management reporting regimes for recording statutory compliance, performance against social value targets and balanced scorecard returns.





			Service A:9


			[bookmark: _Toc533152925]SA9: Business Continuity And Disaster Recovery Plans  





			Legislation, ACoP or similar industry or Government guidelines





			Call-Off Schedule 8 - Business Continuity and Disaster Recovery.


Centre for the Protection of the National Infrastructure (CPNI).


BS 25999: Business Continuity Management. 


ISO/IEC 27000:2016 Information technology–Security techniques-Information security management systems-Overarching vocabulary (fourth edition).


ISO/IEC 27001:2013 Information technology–Security techniques-Information security management systems-Requirements (second edition).


ISO/IEC 27002:2013 Information technology–Security techniques-Information security management systems-Security controls (second edition).


ISO/IEC 27003:2017 Information technology–Security techniques-Information security management systems-Guidance.


ISO/IEC 27005:2011 Information technology–Security techniques-Information security Risk Management (second edition).


ISO/IEC 27014:2013 Information technology-Security techniques-Governance for Information security.





			Standard


			The Supplier shall conform to the Buyer’s Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer’s Business Continuity and Disaster Recovery planning for each business unit and as described in the relevant BCDR Plan.


[bookmark: _Toc396218707]The Supplier’s Management Information System shall be able to provide and support any Business Continuity scenario without any degradation in performance.


The Supplier will have its own Business Continuity and Disaster Recovery (BCDR) contingency plan in place to enable continuity of their Services without degradation.


The Supplier’s Management Information System facilities will have its own Business Continuity and Disaster Recovery contingency plan in place to enable continuity of the Services without degradation.





			Service A:10


			[bookmark: _Toc533152926]SA10: Quality Management System 





			Legislation, ACoP or similar industry or Government guidelines


			The Supplier shall hold and maintain valid ISO9001, ISO14001 and OHSAS 18001 accreditation or equivalent at all times for the duration of the Call-Off Contract.





			Standard


			[bookmark: _Toc396218380]The Supplier shall create a quality management plan in accordance with the ISO 9001 Quality Accreditation, which shall include a proposed methodology for maintaining ISO 9001 accreditation, and its related systems. The plan shall be in place within sixty (60) days of the Call-Off Start Date.





			Service A:11


			[bookmark: _Toc533152927]SA11: Staff And Training 





			Standard


			[bookmark: _Toc396218371]The Supplier shall manage and deliver the Services in line with the staffing profiles agreed with the Buyer within the Service Delivery Plan.


Where the Buyer has nominated management roles and/or positions as key roles on the Contract, the Supplier shall ensure their recruitment and business continuity processes comply with Buyer requirements as defined within the Service Delivery Plan.


The Supplier shall provide any training required by the procedures and statutory provisions in respect of all staff (whether Buyer or Supplier Staff) at the Buyer Premises as well as in emergency response and security procedures.





			Service A:12


			[bookmark: _Toc533152928]SA12: Selection And Management Of Subcontractors 





			Standard


			The Supplier is responsible for ensuring that all appointed Subcontractors are eligible to work in the UK.


The Supplier is responsible for ensuring that all appointed Subcontractors possess the appropriate accreditations, qualifications, and skills. 


The Supplier is responsible for ensuring that all appointed Subcontractors comply with all contractual requirements on quality, health and safety and environmental and legislative requirements.


The Supplier is responsible for ensuring that all appointed Subcontractors possess the appropriate levels of security clearances to enable access into the Buyer Properties.


The Supplier is responsible for ensuring that all Subcontractor performance is managed via use of the KPI, customer satisfaction and complaints management processes.





			Service A:13


			[bookmark: _Toc533152929]SA13: Social Value 





			Legislation, ACoP or similar industry or Government guidelines


			Public Services (Social Value) Act 2012.





			Standard


			The Supplier will develop a Social Value initiatives and objectives with the Buyer.


The Supplier will meet the requirements of the Buyer’s Social Value requirements.


The Supplier will meet the reporting requirements to measure Supplier performance and compliance. 





			Service A:14


			SA14: General Statutory Obligations And Requirements





			Legislation, ACoP or similar industry or Government guidelines


			The Supplier shall comply with all Legislative Standards, Legislation, Guidance Notes / Codes of Practice, BS/ISO/EN Standards and Building Regulations at Buyer Properties.





			Standard


			The Supplier shall manage compliance through their Management Information System (MIS).


The Supplier shall recognise Buyer requirements as they affect compliance at Buyer Properties and implement processes that maintain compliance across all Buyer Properties.  





			[bookmark: _Toc533152930]WORK PACKAGE B – MOBILISATION





			[bookmark: _Toc533152931]SB: General Requirements





			Standard


			The Supplier will manage Mobilisation of the Contract in line with Call-Off Schedule 13 - Mobilisation Plan and Testing.





			[bookmark: _Toc533152932][bookmark: _Toc395696522][bookmark: _Toc396218547]WORK PACKAGE C: SECURITY SERVICES 





			[bookmark: _Toc396218548][bookmark: _Toc533152933]SC: General Requirements





			Legislation, ACoP or similar industry guidelines





			[bookmark: _Toc396218549]The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS EN ISO 9001; 


BS 7799 - Information Security Management; 


Centre for the Protection of the National Infrastructure (CPNI) PAS 97:2009 A Specification for Mail Screening and Security;


BS 25999: Business Continuity Management;


BS 7984;


HMG Infosec Standard 5 (IS5);


Centre for Protection of National Infrastructure (CPNI);


Communications Electronic Security Group (CESG) 


Security Policy Framework;


The Government Security Classifications Policy (2014);


BS 7499-Static Guarding and Mobile Patrols;


BS 7984-Key Holding and Response Services;


BS 7958-CCTV Management and Operation; and


BS7858-Security Screening.


BS 7872:2011 Code of Practice for Operation of Cash-in-Transit Services (collection & delivery)


 BS 8507-1:2008 Code of Practice for Close Protection Services. Services within the United Kingdom 


BS 8507-2:2009 Code of Practice for close protection services. Services outside the United Kingdom


 BS 8517-1:2009 Security Dogs - Code of Practice for the use of general purpose security dogs


 BS 8517-2:2010 Security Dogs - Code of practice for the use of detection dogs 


BS 8484:2016 Provision of lone worker services – Code of practice





			Standard


			[bookmark: _Toc396218550]The General Requirements for Security Services shall apply.


[bookmark: _Toc396218551]The Supplier shall provide a professionally managed, high quality Security and Guarding Services using Security Industry Buyer (SIA) or equivalent licensed staff.


[bookmark: _Toc396218552]The recommendations from the policy development initiatives being carried out by the Government Security Secretariat, led by the Cabinet Office, will be adopted as the Standard for the delivery of Security Services across the Government and public estate. This will include a common pass system for the Civil Services, opportunities for sharing guarding contracts and other shared security services.  


[bookmark: _Toc396218553]Compliance with Data Protection Legislation and other relevant legislation shall be maintained throughout the throughout the Call-Off Contract.


[bookmark: _Toc396218554]Guidance should be sought from the various trade and governing bodies for the sector including:


     Security Systems and Alarms Inspection Board (SSAIB);


      Security Industry Authority (SIA)


[bookmark: _Toc396218555]All Supplier Staff delivering Security Services must have SIA or equivalent accreditation.


[bookmark: _Toc396218556]All Supplier Staff delivering Security Services shall have a good comprehension of the English language and be able to follow direction and orders as necessary. Adequate written abilities shall also be expected (important when making reports in the daily occurrence book).


Screening measures should reflect the risks the Buyer faces and consistent with other security measures in place.


In relation to vehicle screening, similar principles to screening Supplier Staff should be applied when deciding whether, and at what level, to screen vehicles at entrances to Buyer Properties, though processes and equipment will differ from those used for personnel screening.


In relation to screening mail, screening measures should be proportionate to the risks the Buyer faces and consistent with other security measures in place. Processes and equipment will likely differ from those used for personnel and vehicle screening.


Clear procedures and processes shall be in place for responding to incidents.


The Supplier shall agree the Standards (7.1.15 & 7.1.16) with the Buyer and/or the Departmental Security Officer as there will be specific requirements for each Buyer Premises.


The Supplier shall ensure that the Services are delivered in line with BS 25999 – Business Continuity Management. This is as an integral part of any Service offering and will need to be considered and fully scoped by each Buyer Representative. 


The Supplier shall conform to the Buyer’s Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer’s Business Continuity and Disaster Recovery planning for each Business Unit and as described in the relevant BDCR Plan. 


The Supplier shall ensure that regular reporting of the Service shall be captured as part of the Monthly reporting requirements. Incidents should be notified to the Buyer Security Representative within 24 hours or as soon as practicable. The daily occurrence book is to be available for inspection at any time by the Buyer.


The Buyer shall agree the form of dress to be worn by Supplier Staff in each situation.  


Supplier may choose to have its own corporate uniform.  Uniforms to cater for all seasons, e.g. winter patrols as agreed with the Buyer. Other styles will be by agreement with the Buyer.


Purchase of uniforms for staff shall comply with relevant Government Buying Standards. The Supplier is responsible for the purchase and replenishment of uniform issued over the duration of the Call Off contract.





			Health and Safety


(Buyer Properties that have manned guarding )


			[bookmark: _Toc396218558]All Supplier Staff delivering Security Services shall have successfully attended and possession of a first aid responder qualification. All and any relief staff must carry current certification in this first aid qualification.


[bookmark: _Toc396218559]All Supplier Staff delivering Security Services shall be competent and trained in the response to and use of the fire alarm system and the procedures to be followed in the event of an alarm sounding.





			Service C:1


			[bookmark: _Toc533152934]SC1: Manned Guarding Services





			Legislation, ACoP or similar industry guidelines


			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7499-Static Guarding and Mobile Patrols





			Standard


			The General Requirements for Security Services shall apply.


The Supplier shall provide a professionally managed, high quality Security and Guarding Service that has BS EN ISO 9001 or equivalent accreditation and complies with all legislation governing the security industry (BS 7799 - Information Security Management). 


The Supplier shall carry out and complete a Baseline Standard Check, and National Security Vetting check if appropriate, of Supplier Staff delivering Guarding Services prior to deployment within each Buyer Premises. 


The Supplier shall ensure that Supplier Staff delivering Guarding Services are SIA licensed (or subsequent approved industry or legal Standard) prior to deployment within each Buyer Premises.


The Supplier shall keep a record on all areas of the Buyer Premises covered by this Service, showing times of inspections, any incidents noted by the Supplier security staff, thefts and any faults to the premises requiring further attention by the Supplier. Problems or faults shall be reported to the Helpdesk on identification.





			Service C:2


			[bookmark: _Toc533152935]SC2: CCTV/ Alarm Monitoring





			Legislation, ACoP or similar industry guidelines





			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7958-CCTV Management and Operation;


HMG Infosec Standard 5 ( IS5);


Centre for Protection of National Infrastructure (CPNI);


Communications Electronic Security Group (CESG); 


Security Policy Framework; 


The Government Security Classifications Policy (2014).





			Standard


			Compliance with the Data Protection Act and other relevant legislation shall be maintained throughout the duration of any Call-Off Contract.


The Supplier shall operate the Buyer’s Closed Circuit Television (CCTV) systems, ensuring a SIA (CCTV Public Space Surveillance) license (or equal approved equivalent) held covering all guards operating CCTV systems.


This Service shall be exclusively used at each Buyer Premises where Guarding Services are provided. Where no such Service is specified the Supplier shall ensure that any panic alarm system remains in operation at all times and should a failure of one of these systems occur, this shall be rectified as an emergency repair item.


Guidance should be sought from the various trade and governing bodies for the sector including:


Security Systems and Alarms Inspection Board (SSAIB).





			Service C:3


			[bookmark: _Toc533152936]SC3: Control of Access and Security Passes





			Legislation, ACoP or similar industry guidelines





			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7958:1999;


HMG Infosec Standard 5 (IS5);


Centre for Protection of National Infrastructure (CPNI);


Communications Electronic Security Group (CESG) 


Security Policy Framework; and


The Government Security Classifications Policy (2014).





			Standard


			The General Requirements for Security Management shall apply.





			Service C:4


			[bookmark: _Toc533152937]SC4: Emergency Response





			Standard


			The General Requirements for Security Management shall apply.


Management and supervision of the Security Guarding Service shall form an essential component of the Buyer’s emergency procedures and Supplier Staff delivering Security Services shall familiarise themselves fully with all the Buyer’s emergency procedures and related equipment and participate fully in their testing..





			Service C:5


			[bookmark: _Toc533152938]SC5: Patrols (Fixed Or Static Guarding)





			Legislation, ACoP or similar industry guidelines


			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7984-Key Holding and Response Services; and


BS 7499-Static Guarding and Mobile Patrols.





			Standard


			The General Requirements for Security Management shall apply.


The Supplier shall provide and utilise an auditable patrol monitoring system which shall monitor frequency and location of patrolling. The Supplier shall report as required in relation to patrolling frequency and patterns.


Patrols shall be recorded in the individual record for each Buyer Premises, including details of areas inspected (time/date) any weaknesses/hazards identified and actions taken to address, as shall identification of any malfunctioning of plant/equipment and potential breaches of security. The Supplier shall regularly check locks and visually scan each area identified to ensure that no unauthorised personnel are on the Buyer Premises.





			Service C:6


			[bookmark: _Toc533152939]SC6: Management Of Visitors And Passes 





			Standard


			The General Requirements for Security Management shall apply.


See Standard SJ3: “Control of Access and Security Passes”.





			Service C:7


			[bookmark: _Toc533152940]SC7: Reactive Guarding





			Standard


			The General Requirements for Security Management shall apply.


The Supplier shall ensure the appropriate rotation of Supplier Staff to deliver this Service, as required by the length of the reactive guarding requirements.





			Service C:8


			[bookmark: _Toc533152941]SC8: Additional Security Services 





			Standard


			The General Requirements for Security Services shall apply.


The Supplier will provide Specialist Security Officer requirements, to be defined by the Buyer at Call Off, these will include:


Court Security Officers as defined in  Courts Act 2003 Section 1 (1); and


Prisoner Custody Officers as defined in The Criminal Justice Act 1991.





			Service C:9


			[bookmark: _Toc533152942]SC9: Enhanced Security Requirements 





			Standard


			The General Requirements for Security Management shall apply.


The Supplier shall comply with all of the Buyer’s policies and procedures on security and act upon the instructions of the Buyer Security Representative, should there be a change in the Response Level.


There are currently 5 levels of threat (Response Levels):


low - an attack is unlikely;


moderate - an attack is possible but not likely;


substantial - an attack is a strong possibility;


severe - an attack is highly likely; and


critical - an attack is expected imminently.


The Supplier shall be required to implement and enforce all extra security measures that may be required during a major security alert including following a strict procedure as designated by the Buyer on receipt of bomb warning calls, or to search baggage and vehicles on arrival.








[bookmark: _Toc533152976]Legislative standards


[bookmark: _Toc396219146][bookmark: _Toc533152977]This list of codes of practice is not exhaustive. These legislative standards must be complied with (under the “comply with applicable laws” Framework Contract provision) in any event and nothing in the Service Requirement or Standards absolve the Supplier from doing so. 





[bookmark: _Toc533152978]Table 1: Legislation 





			[bookmark: _Toc533152979]No.


			[bookmark: _Toc533152980]Title





			[bookmark: _Toc533152981]1


			[bookmark: _Toc533152982]Workplace (Health, Safety and Welfare) Regulations 1992 (WHSWR)





			[bookmark: _Toc533152983]2


			[bookmark: _Toc533152984]Health and Safety at Work Act 1974 (HSW)





			[bookmark: _Toc533152985]3


			[bookmark: _Toc533152986]Management of Health and Safety at Work Regulations 1999 (MHSWR)





			[bookmark: _Toc533152987]4


			[bookmark: _Toc533152988]Reporting of Injuries, Diseases and Dangerous Occurrences 2013 (RIDDOR)





			[bookmark: _Toc533152989]5


			[bookmark: _Toc533152990]Provision and Use of Work Equipment Regulations 1998 (PUWER)





			[bookmark: _Toc533152991]6


			[bookmark: _Toc533152992]Lifting Operations and Lifting Equipment Regulations 1998 (LOLER)





			[bookmark: _Toc533152993]7


			[bookmark: _Toc533152994]Work at Height Regulations 2005 (WAHR)





			[bookmark: _Toc533152995]8


			[bookmark: _Toc533152996]Waste Electrical and Electronic Equipment Regulations 2006 (WEEE)





			[bookmark: _Toc533152997]9


			[bookmark: _Toc533152998]Construction (Design and Management) Regulations 2015 (CDM)





			[bookmark: _Toc533152999]10


			[bookmark: _Toc533153000]Personal Protective Equipment Regulations 2002 (PPE)





			[bookmark: _Toc533153001]11


			[bookmark: _Toc533153002]Control of Substances Hazardous to Health Regulations 2002 (COSHH)





			[bookmark: _Toc533153003]12


			[bookmark: _Toc533153004]Pollution Prevention and Control (England and Wales) Regulations 2000





			[bookmark: _Toc533153005]13


			[bookmark: _Toc533153006]Equality Act 2010 (Specific Duties and Public Authorities) Regulations 2017 





			[bookmark: _Toc533153007]14


			[bookmark: _Toc533153008]Modern Slavery Act 2015





			[bookmark: _Toc533153009]15


			[bookmark: _Toc533153010]Energy Act 1983





			[bookmark: _Toc533153011]16


			[bookmark: _Toc533153012]The Regulatory Reform (Fire Safety) Order 2015





			[bookmark: _Toc533153013]17


			[bookmark: _Toc533153014]The Wildlife and Countryside Act 1981





			[bookmark: _Toc533153015]18


			[bookmark: _Toc533153016]Boiler (Efficiency) Regulations 1993





			[bookmark: _Toc533153017]19


			[bookmark: _Toc533153018]Clean Air Act 1993





			[bookmark: _Toc533153019]20


			[bookmark: _Toc533153020]The Air Quality Standards Regulations 2010





			[bookmark: _Toc533153021]21


			[bookmark: _Toc533153022]The Air Quality Standards (Amendment) Regulations 2016





			[bookmark: _Toc533153023]22


			[bookmark: _Toc533153024]The Air Quality Standards (Wales) Regulations 2010





			[bookmark: _Toc533153025]23


			[bookmark: _Toc533153026]The Air Quality Standards (Scotland) Regulations 2010





			[bookmark: _Toc533153027]24


			[bookmark: _Toc533153028]The Air Quality Standards (Northern Ireland) Regulations 2010





			[bookmark: _Toc533153029]25


			[bookmark: _Toc533153030]The Air Quality Standards (Amendment) Regulations (Scotland) 2016





			[bookmark: _Toc533153031]26


			[bookmark: _Toc533153032]The Air Quality Standards (Amendment) Regulations (Northern Ireland) 2017





			[bookmark: _Toc533153033]27


			[bookmark: _Toc533153034]Construction (Design and Management) Regulations (CDM) 2015





			[bookmark: _Toc533153035]28


			[bookmark: _Toc533153036]Control of Asbestos at Work 2012





			[bookmark: _Toc533153037]29


			[bookmark: _Toc533153038]Confined Spaces Regulations 1997





			[bookmark: _Toc533153039]30


			[bookmark: _Toc533153040]L8 Approved Code of Practice: The Control of Legionella Bacteria in Water Systems.





			[bookmark: _Toc533153041]31


			[bookmark: _Toc533153042]HSG 274: Legionella Technical Guidance





			[bookmark: _Toc533153043]32


			[bookmark: _Toc533153044]Water Supply (Water Fittings) Regulations 1999





			[bookmark: _Toc533153045]33


			[bookmark: _Toc533153046]Control of Noise at Work Regulations 2005	





			[bookmark: _Toc533153047]34


			[bookmark: _Toc533153048]Control of Pollution (Oil Storage) Regulations 2001





			[bookmark: _Toc533153049]35


			[bookmark: _Toc533153050]Electricity at Work Regulations 1989





			[bookmark: _Toc533153051]36


			[bookmark: _Toc533153052]Electrical Equipment (Safety) Regulations 1994





			[bookmark: _Toc533153053]37


			[bookmark: _Toc533153054]EU product regulation - guidelines on the appointment of UK notified bodies: 2016





			[bookmark: _Toc533153055]38


			[bookmark: _Toc533153056]Electromagnetic Compatibility Regulations 2005





			[bookmark: _Toc533153057]39


			[bookmark: _Toc533153058]Energy Performance of Buildings (Certificates and Inspections) Regulations 2007





			[bookmark: _Toc533153059]40


			[bookmark: _Toc533153060]Energy Performance of Buildings (Certificates and Inspections) (England and Wales) (Amendment) Regulations 2012





			[bookmark: _Toc533153061]41


			[bookmark: _Toc533153062]Pollution Prevention and Control Act 1999 





			[bookmark: _Toc533153063]42


			[bookmark: _Toc533153064]The Environment Act 1995





			[bookmark: _Toc533153065]43


			[bookmark: _Toc533153066]The Environment (Wales) Act 2016





			[bookmark: _Toc533153067]44


			[bookmark: _Toc533153068]The Environmental Protection Act 1990





			[bookmark: _Toc533153069]45


			[bookmark: _Toc533153070]European F-Gas Regulation





			[bookmark: _Toc533153071]46


			[bookmark: _Toc533153072]F Gas Regulations 2015





			[bookmark: _Toc533153073]47


			[bookmark: _Toc533153074]Factories Act 1961





			[bookmark: _Toc533153075]48


			[bookmark: _Toc533153076]Food Safety Act 1990





			[bookmark: _Toc533153077]49


			[bookmark: _Toc533153078]The Food Safety and Hygiene (England) Regulations 2013





			[bookmark: _Toc533153079]50


			[bookmark: _Toc533153080]Fuel and Electrical (Heating) (Control) (Amendment) Order 1980





			[bookmark: _Toc533153081]51


			[bookmark: _Toc533153082]Gas Safety (Management) Regulations 1996 (as amended)





			[bookmark: _Toc533153083]52


			[bookmark: _Toc533153084]Gas Appliances (Safety) Regulations 1995





			[bookmark: _Toc533153085]53


			[bookmark: _Toc533153086]Gas Safety (Installation and Use) Regulations 1998 (GSIUR)





			[bookmark: _Toc533153087]54


			[bookmark: _Toc533153088]Pipelines Safety Regulations 1996 (PSR)





			[bookmark: _Toc533153089]55


			[bookmark: _Toc533153090]Pressure Systems Safety Regulations 2000 (PSSR)





			[bookmark: _Toc533153091]56


			[bookmark: _Toc533153092]Pressure Equipment Regulations 1999





			[bookmark: _Toc533153093]57


			[bookmark: _Toc533153094]Simple Pressure Vessels (Safety) Regulations 1991





			[bookmark: _Toc533153095]58


			[bookmark: _Toc533153096]Health and Safety (Safety Signs and Signals) Regulations 1996 (SSR)





			[bookmark: _Toc533153097]59


			[bookmark: _Toc533153098]Dangerous Substances Explosive Atmospheres Regulations 2002 (DSEAR)





			[bookmark: _Toc533153099]60


			[bookmark: _Toc533153100]Sustainable and Secure Buildings Act 2004





			[bookmark: _Toc533153101]61


			[bookmark: _Toc533153102]Lift Regulations 1997





			[bookmark: _Toc533153103]62


			[bookmark: _Toc533153104]Notification of Cooling Towers and Evaporative Condensers Regulations 1992





			[bookmark: _Toc533153105]63


			[bookmark: _Toc533153106]Ozone Depleting Substances Regulations 2015





			[bookmark: _Toc533153107]64


			[bookmark: _Toc533153108]Energy Performance of Buildings Directive 





			[bookmark: _Toc533153109]65


			[bookmark: _Toc533153110]Private Security Industry Act 2001





			[bookmark: _Toc533153111]66


			[bookmark: _Toc533153112]Courts Act 2003 Section 1 (1) 





			[bookmark: _Toc533153113]67


			[bookmark: _Toc533153114]The Criminal Justice Act 1991





			[bookmark: _Toc533153115]68


			[bookmark: _Toc533153116]Controlled Waste (England & Wales) Regulations 2012





			[bookmark: _Toc533153117]69


			[bookmark: _Toc533153118]The Carriage of Dangerous Goods Regulations 





			[bookmark: _Toc533153119]70


			[bookmark: _Toc533153120]The Safe Management of Healthcare Waste Memorandum (HTM 07-01)





			[bookmark: _Toc533153121]71


			[bookmark: _Toc533153122]Directive 2008/98/EC on Waste (Waste Framework Directive 2008)





			[bookmark: _Toc533153123]72


			[bookmark: _Toc533153124]Waste list Decision 2000/532/EC





			[bookmark: _Toc533153125]73


			[bookmark: _Toc533153126]The Hazardous Waste (England & Wales) Regulations 2005 





			[bookmark: _Toc533153127]74


			[bookmark: _Toc533153128]The List of Wastes (England) Regulations 2005





			[bookmark: _Toc533153129]75


			[bookmark: _Toc533153130]The List of Wastes (Wales) Regulations 2005





			[bookmark: _Toc533153131]76


			[bookmark: _Toc533153132]The Hazardous Waste (Wales) (Amendment) Regulations 2009 SI 2861





			[bookmark: _Toc533153133]77


			[bookmark: _Toc533153134]The Hazardous Waste (England & Wales) (Amendment) Regulations 2009 SI 507





			[bookmark: _Toc533153135]78


			[bookmark: _Toc533153136]The Waste (England & Wales) (Amendment) Regulations 2012





			[bookmark: _Toc533153137]79


			[bookmark: _Toc533153138]Health & Safety Guideline (HSG) – HSG 33 (4th Edition 2012) – Health & Safety in Roof Work





			[bookmark: _Toc533153139]80


			[bookmark: _Toc533153140]Health & Safety Guideline (HSG) – HSG 258 (3rd Edition 2017) – Controlling airborne contaminants at work. A guide to LEV. 

















[bookmark: _Toc533153141]Table 2: Guidance Notes and Codes of Practice:  





			[bookmark: _Toc533153142]No.


			[bookmark: _Toc533153143]Title





			[bookmark: _Toc533153144]1


			[bookmark: _Toc533153145]HSE Guidance Note PM5 1989 Automatically controlled steam and hot water boilers (and BS EN 61508)





			[bookmark: _Toc533153146]2


			[bookmark: _Toc396219194][bookmark: _Toc533153147]Prevention and Control of Legionellosis (Including Legionnaires’ Disease) HSE Approved Code of Practice L8 (ACOP L8)





			[bookmark: _Toc533153148]3


			[bookmark: _Toc533153149]Safe use of Pesticides for Non-agricultural Purposes Approved Code of Practice L9 ACoP L9





			[bookmark: _Toc533153150]4


			[bookmark: a9780717662951]ACOP L22 & L33 - Safe use of work equipment. Provision and Use of Work Equipment Regulations 1998





			[bookmark: _Toc533153151]5


			ACOP L122 - Safety of Pressure Systems 





			[bookmark: _Toc533153152]6


			Statutory Instrument 2002 No. 2980, The Waste Incineration (England and Wales) Regulations 2002





			[bookmark: _Toc533153153]7


			NFPA25 – Standard for the Inspection, Testing and Maintenance of water-based fire protection systems 





			[bookmark: _Toc533153154]8


			Food and Hygiene Regulations 2005





			[bookmark: _Toc533153155]9


			Food and Hygiene Regulations 2005





			[bookmark: _Toc533153156]10


			HSG 250 Guidance on Permit to Work Systems 





			[bookmark: _Toc533153157]11


			Crown Premises Inspection Group [and their Scottish equivalent CIFRA (HM Chief Inspector of Fire and Rescue Authorities)] – responsible for fire safety on Crown property





			[bookmark: _Toc533153158]12


			HVCA Internal Cleanliness of Ventilation Systems TR/19





			[bookmark: _Toc533153159]13


			HSG 253 The Safe Isolation of Plant and Equipment 





			[bookmark: _Toc533153160]14


			ACOP L101 Confined Space Regulations 





			[bookmark: _Toc533153161]15


			ACOP L122 Pressure System Safety Systems 2000





			[bookmark: _Toc533153162]16


			[bookmark: _Toc533153163]ACOP L8 The Control of Legionella Bacteria in Water Systems 2013





			[bookmark: _Toc533153164]17


			ACOP L56 Safety in the installation and use of gas systems and appliances – 4th Edition: 2013





			[bookmark: _Toc533153165]18


			UKPLG Code of Practice No. 7





			[bookmark: _Toc533153166]19


			The Horticulture Code of Practice 2011 / Horticultural Code for Scotland











[bookmark: _Toc533153167]Table 3: BS / ISO / EN Standards:   





			[bookmark: _Toc533153168]No.


			[bookmark: _Toc533153169]Title





			[bookmark: _Toc533153170]1


			BS 5266 Part 1:2016 Emergency Lighting. Code of Practice for the Emergency Lighting of Premises Other than Cinemas and Certain Other Specified Premises used for Entertainment 2005





			[bookmark: _Toc533153171]2


			[bookmark: _Toc533153172]BS 5839-1:2013 Fire detection and fire alarm systems for buildings. Code of practice for design, installation, commissioning and maintenance of systems in non-domestic premises





			[bookmark: _Toc533153173]3


			BS 5588 Fire Precautions in the Design, Construction and use of Buildings 1990-2004





			[bookmark: _Toc533153174]4


			BS 6173: 2009 (this Standard requires interlocking of mechanical ventilation systems and gas supplies for all types of appliances in commercial kitchens, preventing a gas appliance from being switched on before the ventilation system is operating)





			[bookmark: _Toc533153175]5


			BS 6700 Specification for Design, Installation, Testing and Maintenance of services supplying water for domestic use within buildings and their cartilages 2006 & A1: 2009





			[bookmark: _Toc533153176]6


			BS 7671 Requirements for Electrical Installations – IEE Wiring Regulations 17th Edition 2009





			[bookmark: _Toc533153177]7


			BS 7430: Code of Practice for Earthing Protection of Electrical Systems 2011





			[bookmark: _Toc533153178]8


			BS EN 62305 (parts 1-5) Protection against lightning





			[bookmark: _Toc533153179]9


			BS 5306 Part 4: 2002 – Fire Extinguishing Installations – CO2 Systems





			[bookmark: _Toc533153180]10


			BS 5306 Part 3: Fire extinguishing installations and equipment on premises. Commissioning and maintenance of portable fire extinguishers 2009





			[bookmark: _Toc533153181]11


			BS EN 3 Portable Extinguishers





			[bookmark: _Toc533153182]12


			BS 5839 Part 1: Fire Detection and Alarm Systems for Buildings 2017





			[bookmark: _Toc533153183]13


			BS EN 671-1: Fixed Fire Fighting Systems 2012





			[bookmark: _Toc533153184]14


			BS EN 131 / BS 2037 / BS 1129 / BS EN 14183 / BS EN 1004 / PAS 250 Ladder and Access Equipment





			[bookmark: _Toc533153185]15


			BS 476 Fire Tests





			[bookmark: _Toc533153186]16


			BS EN 795 Personal Fall Protection Equipment





			[bookmark: _Toc533153187]17


			BS 7883:2005 – Code of practice for the design, selection, installation, use and maintenance of anchor devices conforming to BS EN 795:2012





			[bookmark: _Toc533153188]18


			BS 12094: Fixed Fire Fighting Systems 2003-2006





			[bookmark: _Toc533153189]19


			BS 9251: 2005 Sprinkler systems for residential and domestic occupancies





			[bookmark: _Toc533153190]20


			BS 750: Registered Homes Act 1984 (as a FIR1)





			[bookmark: _Toc533153191]21


			BS EN ISO/IEC 17020: 2012  General criteria for the operation of various types of bodies performing inspections





			[bookmark: _Toc533153192]22


			BS 7036 Part 1-5: 1996 Code of Practice for safety for powered doors for pedestrian use. Revolving doors.





			[bookmark: _Toc533153193]23


			BS 5871: parts 1-4 2005-2007 Specification for the installation and maintenance of gas fires, convector heaters, fire/back boilers and decorative fuel effect gas appliances. Inset live fuel effect gas fires of heat input not exceeding 15 kW, and fire/back boilers (2nd and 3rd family gases)





			[bookmark: _Toc533153194]24


			BS 5837: 2012 Trees in relation to design, demolition and construction – Recommendations





			[bookmark: _Toc533153195]25


			BS 6571 Part 4: Vehicle Parking Control Equipment 1989





			[bookmark: _Toc533153196]26


			BS5925: 1991 Code of Practice – Ventilation Principles and Designs for Natural Ventilation





			[bookmark: _Toc533153197]27


			BS EN 14175-2: 2003 – Fume Cupboards





			[bookmark: _Toc533153198]28


			BS 5726:2005 Microbiological safety cabinets. Information to be supplied by the purchaser to the vendor and to the installer, and siting and use of cabinets. Recommendations and guidance





			[bookmark: _Toc533153199]29


			BS 5726: 2005 & BS EN 12469: 2000 – Microbiological Safety Cabinets.





			[bookmark: _Toc533153200]30


			BS 9999:2008 – Fire precautions in the design, construction and use of buildings. Managing fire safety.





			[bookmark: _Toc533153201]31


			BS 9999:2017 – Fire safety in design, management and use of buildings. Code of practice.





			[bookmark: _Toc533153202]32


			BS 9991:2011 – Fire precautions in the design, construction and use of buildings. Code of Practice for residential buildings.





			[bookmark: _Toc533153203]33


			BS EN ISO 9999:2016 – Assistive products for persons with disability. Classification and Terminology.





			[bookmark: _Toc533153204]34


			BS 6173:2009 – Specification for installation and maintenance of gas-fired catering appliances for use in all catering establishments (2nd & 3rd family gases)





			[bookmark: _Toc533153205]35


			BS EN 795:2012 – Personal fall protection equipment. Anchor devices.





			[bookmark: _Toc533153206]36


			TR19: Internal Cleanliness of Ventilation Systems - Guide to Good Practice





			[bookmark: _Toc533153207]37


			TM46: Hygiene Maintenance of Office Ventilation Systems





			[bookmark: _Toc533153208]38


			NHS Estates HTM 2025





			[bookmark: _Toc533153209]39


			BS 7858 - Code of Practice for Security Screening of Personnel Employed in a Security Environment





			[bookmark: _Toc533153210]40


			BS 7499 - Code of Practice for Static Site Guarding and Mobile Patrol Services





			[bookmark: _Toc533153211]41


			BS 7984 - Code of Practice for Key-holding and Response Services





			[bookmark: _Toc533153212]42


			BS 7958 - Code of Practice for CCTV Management and Operation





			[bookmark: _Toc533153213]43


			BS 7960 - Code of Practice for Door Supervisors





			[bookmark: _Toc533153214]44


			BS 8406 - Code of Practice for Event Stewarding and Crown Safety Services





			[bookmark: _Toc533153215]45


			BS 7872 - Code of Practice for Operation of Cash-in-Transit Services (collection & delivery)





			[bookmark: _Toc533153216]46


			ISO 9001 - Quality Management





			[bookmark: _Toc533153217]47


			ISO 14001 - Environmental Management





			[bookmark: _Toc533153218]48


			BS EN 16636:2015 – Pest management Services 





			[bookmark: _Toc533153219]49


			ISO 27001 - Information Security Management System





			


			





			


			








[bookmark: _Toc533153223]


Table 4: Building Regulations (England & Wales Only):


			[bookmark: _Toc533153224]No.


			[bookmark: _Toc533153225]Title





			[bookmark: _Toc533153226]1


			Building Act 1984





			[bookmark: _Toc533153227]2


			Building Regulations Act 1991 2000 Part B, Approved Document B (2006)





			[bookmark: _Toc533153228]3


			Building Regulations Act 2000 Approved Document F (2010)





			[bookmark: _Toc533153229]4


			Building Regulations Act 2000 Approved Document G (1992) incorp 2000 amendments





			[bookmark: _Toc533153230]5


			Building Regulations Act 2000 Approved Document H (2002)





			[bookmark: _Toc533153231]6


			Building Regulations Act 1991 2000 Approved Document J (2010)





			[bookmark: _Toc533153232]7


			Building Regulations Act 1991, 2000 Approved Part M (2004)





			[bookmark: _Toc533153233]8


			Building Regulations Act 2000 Approved Part L (2010)





			[bookmark: _Toc533153234]9


			Building Regulations Act 2000 Approved Document P (2006)











[bookmark: _Toc533153235]Table 5: Miscellaneous:


			[bookmark: _Toc533153236]No.


			[bookmark: _Toc533153237]Title





			[bookmark: _Toc533153238]1


			At request of Fire Officer 





			[bookmark: _Toc533153239]2


			Local Act 





			[bookmark: _Toc533153240]3


			SFG 20 Guidelines 





			[bookmark: _Toc533153241]4


			Buyer specific work practices and standards 





			[bookmark: _Toc533153242]5


			RIBA (Royal Institute of British Architects) Plan of Work: 2013











(Regulations are continually being updated and amended and as such can only be considered valid prior to the day of issue)  


[bookmark: _Ref499637124][bookmark: _Toc533153243]Helpdesk Response Times


1. Service requests of any nature shall be acknowledged within fifteen [15] minutes and the caller informed of the action to be taken. The response times for activities managed through the central helpdesk for all Services shall be as follows:


1.1. Each Category 'A' work request to be available to both the appropriate Supplier and Buyer Authorised Representative within five [5] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.


1.2. Oral escalation to the Buyer Authorised Representative (within twenty [20] minutes of allocation to the Supplier) of those Category 'A' work requests unacknowledged by the Supplier ten [10] minutes after such allocation.


1.3. All Category B reactive work requests and any elective work requests to be available on the Systems to the appropriate Buyer Authorised Representative within fifteen [15] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.


1.4. All Category C reactive work requests and any elective work requests to be available on the Systems to the appropriate Buyer Authorised Representative within thirty [30] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.





























[bookmark: _Toc395696539][bookmark: _Toc396219202][bookmark: _Ref499637134][bookmark: _Ref499638092][bookmark: _Ref499638104][bookmark: _Ref499638133][bookmark: _Ref499638224][bookmark: _Toc533153244]Service Delivery Response Times


1. [bookmark: _Toc396219203][bookmark: _Toc533153245]over-arching response requirements


It is required when sending a person/engineer to attend a reactive event, at the time of despatch the person/engineer despatched is suitably qualified and is able to complete the repair or task.


For activities detailed in Table below, the activity is defined to be closed or concluded when the helpdesk/CAFM System receives confirmation from the person/engineer that the event is completed, thereby creating an electronic record of the completion.


When the activity in this Annex is closed or concluded, within fifteen [15] minutes, an email/text/electronic communication is sent to the originator of the event advising that the job is closed and asking via a simple graphical user interface whether the person agrees. Challenges need to be investigated in a timely fashion and appropriate action taken.





1. [bookmark: _Toc396219204][bookmark: _Toc533153246]SERVICE DELIVERY RESPONSE TIMES


· The following Table describes the reactive response time(s) for Service calls raised or made to the helpdesk. 


· The Supplier shall meet these reactive response times in relation to the Buyer requirements.


			


			


			


			


			


			





			SLR Reference


			Call Type


			Description


			Initial Response


			Interim Solution 


			Completion Due





			A


			Critical


			Matters giving rise to an immediate health and safety, business critical or security risks.


			15 Minutes


			60 Minutes


			6 Hours 





			B


			Emergency


			Matters that prevent or severely restrict the Employer from conducting normal operations.


			30 Minutes


			2 Hours 


			24 Hours 





			C


			Urgent


			Matters that impinge upon the proper working of the facilities in relation to all users.


			60 Minutes


			4 Hours 


			48 Hours





			D 


			Routine


			Matters of a routine nature.


			120 Minutes


			8 Hours 


			3 Working Days 





			E


			Security and H&S 


			Issue of Verbal notification to Highlight Security and H&S  issued identified from Security Service delivery.


			N/A


			N/A


			24 Hours 





			F


			Security and H&S 


			Issue of Written Report to Highlight Security and H&S issues identified from Security Service delivery.


			N/A


			N/A


			5 Working Days 





			G 


			Security Advise/Update


			Issue response to Employer request for advice/update 


			N/A


			N/A


			5 Working Days 





			H


			H&S 


			Issue of Security Incident Report in response to reported incidents 


			N/A


			N/A


			1 Hour





			I


			Management


			Issue of all meeting documentation


			N/A


			N/A


			5 Working Days 





			J


			Management


			Issue of Monthly Management and Monitoring Performance Information to Buyer or Buyers nominated representative  at Month end.


			N/A


			N/A


			5 working days from Month end.





			K


			Complaints


			A failure to manage complaints in accordance with the agreed process and timeframes. 


			N/A


			N/A


			Acknowledged within 1 hour.


Investigation and remedial / corrective actions completed within 72 hours.


Customer response within 5 working days.





			L


			Ad Hoc


			Compliance with all reporting requirements in accordance with the Reports Delivery Timetable. 


			N/A


			N/A


			Frequency as defined in Call Off Contract





			M


			Assignment Tasks


			A scheduled task contained within the Assignment Instructions


			N/A


			N/A


			Within 72 Hours of scheduled date





			N


			New Works / Billable Works


			Request for Services that are not included in the Total Charges and become billable.


			2 Working Days


			N/A


			10 Working Days – Provision of Quotation/s (from date Work Order logged on Management Information System).














[bookmark: _Toc533153247]Introduction to PAS


Introduction to PAS 1192-5:2015















[bookmark: _Toc533153248]Complaints, Failure and Recall Process


Process Map 1: Complaints


			Buyer


			Supplier


			Buyers Team


			Managed Service Function








[image: ]





Process Map 2: Failure[image: https://documents.lucidchart.com/documents/3d133ceb-bc47-46aa-81e4-37a324bbeb9b/pages/0_0?a=224&x=74&y=-581&w=1452&h=2222&store=1&accept=image%2F*&auth=LCA%20c0870a5d68aacdeec4e1838a380bc8f01d0ae69b-ts%3D1535626520]








Process Map 3: Recall


[image: https://documents.lucidchart.com/documents/f9f1fcdb-5bb0-4a90-9a4a-83b03ed177fc/pages/0_0?a=144&x=-35&y=-805&w=1452&h=2112&store=1&accept=image%2F*&auth=LCA%20cdab410a20f6db83bb07efeba7883b7ed276f941-ts%3D1535626183]





[bookmark: _Toc533153249]Billable Works and Approval Process





Process Map 1: Billable Works and Approval Process [image: ]











Process Map 2: Issuing Quotation by Supplier Process


			Buyer


			Supplier
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Process Map 3: Issuing Instruction for Quotation for Approved Work Order Process


[image: https://documents.lucidchart.com/documents/e3d86415-b0a1-4f8e-8a44-80c8a60140b8/pages/0_0?a=246&x=201&y=-253&w=1298&h=1606&store=1&accept=image%2F*&auth=LCA%207d862069293bb0dbad8d4115112558d95e6b0152-ts%3D1535624353]
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Attachment 3 - Annex C - KPIs v1.0 251019.xlsx

Guidance


						Buyer Specific Requirements


						Within this spreadsheet, all cells highlighted in yellow should be completed by the Buyer based on their KPI requirements. The pre-populated KPIs, Measures and Scoring Scales throughout this spreadsheet are only examples. Buyers should look to amend these to better reflect the needs of their requirement, as part of their ITT pack, then remove the shading.








						Within this spreadsheet, all cells highlighted in green should be completed by the supplier/Buyer on a monthly basis to allow calculation of KPI achievements and potential performance deduction values.








						Performance Criteria sheet


						This sheet shows the summarised position of the value at risk and performance deductions attributed to KPIs, both at a grouped and individual level.


						The information is structured as follows:


						Cell Reference			Description			Buyer build instruction (pre ITT)			Monthly instruction (within contract)





						Table 1. Financials


						C5			Defines the percentage of the value at risk for the contract.			Enter the KPI value at risk for your contract. Maximum is 6%.			None


						C6			Defines the month value of the contract.			None			Enter/ensure correct value for the period being assessed


						C7			Defines the value of variation events undertaken during the month.			None			Enter/ensure correct value for the period being assessed


						C8			Calculates the total value at risk for the month.			None			None





						Table 2. KPIs


						A13 to A22			Defines the KPI names			Enter up to 10 KPIs titles dependent on your requirements. If using less than ten KPIs just leave some cells blank.			None


						B13 to B22			Defines the weighting attributed to each KPI.			Enter weighting for each KPI. Total must add up to 100%.			None


						C13 to C22			Automatically calculates the value at risk attributable to each KPI.			None			None


						D13 to D22			Automatically calculates the performance deductions for the month attributable to each KPI.			None			None





						Table 3. Measures


						A27 to A84			Defines which KPI the individual Measure is attributed to.			Select (from the drop down box) the KPI you are putting a Measure against. Every KPI needs at least one Measure. We recommend keeping the number of measures per KPI to a minimum to avoid dilution, to keep a focus on those areas important to the Buyer.			None


						B27 to B84			Defines the Measure Reference for each individual Measure.			Create a Measure Reference code per Measure for easy reference.			None


						C27 to C84			Defines the weighting attributed to each Measure.			Enter a weighting per Measure. Within each KPI, the Measure weightings must add up to 100%.			None


						D27 to D84			Automatically calculates the value at risk attributable to each Measure.			None			None


						E27 to E84			Automatically calculates the performance deductions attributable to each Measure.			None			None





						B23, C85 & D85			These cells contain error checking formulas to ensure that the weightings and value at risk calculations are correct. In the event of an error, a message in red highlighting the problem will be displayed.			None			None





						Measures sheet


						This sheet lists all of the Measures applicable to the contract KPIs. It defines the requirement for each Measure, and states how performance will be measured for the performance calculations.


						The information is structured as follows:


						Cell Reference			Description			Buyer build instruction			Monthly instruction


						Column A			Shows the KPI against which individual Measures will be calculated.			None			None


						Column B			Shows the Measure Reference for each individual Measure.			None			None


						Column C			Defines the requirement for each Measure.			Enter a description for each Measure			None


						Column D			Defines how each Measure will be measured for performance purposes.			Enter a description of how each Measure should be calculated monthly			None


						Column E			Defines the unit of measure type to be used for performance calculations. 			Enter the unit of measure applicable to the Measure - should the result be a Percentage, Number or Qualitative (pass/fail)?			None


						Columns F - H			Contains the results received from the supplier in relation to the Measure performance.			None			The monthly result should be entered into the relevant green shaded cell per Measure.


						Column I			Defines which scale is to be used for performance calculations.			Select the scoring scale to be used to calculate the Measure score based on the result entered monthly. 			None


						Column J			Automatically calculates the score achieved based on the relevant result provided in columns F to H.			None			None


						Column K			Automatically calculates the deduction applicable for each Measure based on the score achieved in column J.			None			None





						Scoring Scales sheet


						This sheet contains the various performance scales used against which individual Measures are scored


						Cell Reference			Description			Buyer build instruction			Monthly instruction


						Columns B - I			Contains 3 different scoring scales for the 'number' unit of measure.			Select the scoring scale to be used to calculate the Measure score based on the result entered monthly. Example Scoring Scales are already input and can be selected dependent on the result required per Measure, or the scales can be amended by the Buyer. Ensure the correct scale is chosen to match the unit of measure for each Measure - score tables 1 - 3 are for 'Number', score tables 4 - 6 are for 'percentage', and score table 7 is for 'Pass/Fail' units of measure.			None


						Columns K - R			Contains 3 different scoring scales for the 'percentage' unit of measure.


						Columns T - U			Contains the Pass / Fail scoring scales for the 'qualitative' unit of measure.











Performance Criteria


			Table 1. Financials


			Financial overview


			Percentage of the Call Off Contract value at risk						6.00%


			Call Off Contract Current Month Value


			Value of variation events in this month


			Total Value at risk for the month						£0


			Table 2. KPIs





			KPI Name			KPI Weighting			KPI Value at Risk			KPI Deduction


			Security Services			70%			£0			£0


			General Standards			30%			£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


						


			Table 3. Measures





			KPI Name			Measure Reference			Measure Weighting			Measure Value at Risk			Measure Deduction


			Security Services			SEC M1			14%			£0			


			Security Services			SEC M2			7%			£0			


			Security Services			SEC M3			7%			£0			


			Security Services			SEC M4			14%			£0			


			Security Services			SEC M5			23%			£0			


			Security Services			SEC M6			7%			£0			


			Security Services			SEC M7			14%			£0			


			Security Services			SEC M8			14%			£0			


			General standards			GEN M1			35%			£0			


			General standards			GEN M2			50%			£0			


			General standards			GEN M3			15%			£0			


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


												











Measures


																								Pass


																								Fail


			KPI Name			Measure Reference			Measure requirement			Measure achievement calculation			Achievement 
Unit of Measure			Achievement value (%)			Achievement value (number)			Achievement value (Input either 'Pass' or 'Fail')			Scoring Scale			Score			Deduction %


			Security Services			SEC M1			 No unauthorised personnel are permitted entry to RWM premises.			All personnel admitted to the offices have been pre-notified and provide the required photographic ID before entry is authorised.			Qualitative												Pass/Fail									


			Security Services			SEC M2			All escorted and unescorted visitor passes issued are recovered.			All Visitor Passes issued must be recovered from the visitors before they leave the RWM office. Calculated as the total number of Visitor Passes collected in-month divided by the total number of Visitor Passes issued in-month multiplied by 100.			Percentage												High									


			Security Services			SEC M3			All patrols undertaken as stated in the Assignment Instructions			Supplier to assess number of non compliant patrols. Calculated as the total number of Compliant Patrols in-month divided by the total number of  Patrols in-month mulitplied by 100.			Percentage												High									


			Security Services			SEC M4			Photo Pass production and issue to be in accordance with Assignment Instructions and all passes are produced without any inaccuracies (incorrect permissions, spelling mistakes etc.)			Photo passes are issued without any inaccuracies. Calculated as the percentage of inaccurate passes issued against the total number of passes issued.			Percentage												High									


			Security Services			SEC M5			Ensure all task specific work instructions, emergency procedures and standard operating procedure are up to date and accurate			All documentation to enable security personnel to perform their tasks are kept up to date and accurately reflect the requirement. No occasions where RWM Security Managers identify non-compliance.			Qualitative												Pass/Fail									


			Security Services			SEC M6			Number of valid complaints received through Buyers Contract Unit and Validated between Buyers Contract Unit & Supplier.			Number of Complaints Received and validated from Staff/Supplier's/visitors.			Number												Med									


			Security Services			SEC M7			All alerts and associated incidents are to be responded to as stated in the Assignment Instruction and cascaded as required to the Authorised agreed point of contact.			Number of Supplier responses to alerts and incidents as laid out in the Authority supplied cascade process. No occasions where Contracting Authority identifies non-compliance.			Qualitative												Pass/Fail									


			Security Services			SEC M8			Supplier to ensure that all permanent staff on the contract are visited as a minimum on one occasion per month to provide duty of care and support continuous development and maintenance of SQEP.			Staff visits are conducted in accordance witht the contract. 			Qualitative												Pass/Fail									


			General standards			GEN M1			Assignment Instructions to be maintained and updated annually and additionally within 1 month of any changes to security arrangements.			No failure by the Supplier to provide an accurate and updated set of Assignement Instructions as per the Contract. No occasions where RWM identifies non-compliance.			Qualitative												Pass/Fail									


			General standards			GEN M2			Each member of staff to be assessed as being Suitably Qualified and Experienced Personnel (SQEP) and have an agreed training and competency plan in place within 1 month of working in RWM premises.  Training to maintain SQEP to be delivered in accordance with the plan.			No of Contract Staff successfully trained within agreed SLR. No occasions where RWM identifies non-compliance.			Qualitative												Pass/Fail									


			General standards			GEN M3			All material / records to be managed in line with the Data Protection Act. 			Measurement checks to be carried out on 4 random dates. No occasions where Contracting Authority identifies non-compliance.			Qualitative												Pass/Fail									


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				











Lookup


						Number			Percentage			Qualitative						UnitofMeasurementType												AchievementValueQualitative


						Low			Low			Pass/Fail						UnitofMeasurementTypeSelected												Pass


						Med			Med									Number			Percentage			Qualitative						Fail


						High			High									G			F			H











Scoring Scales


						Scoring Scales for Unit of Measure: Number																											Scoring Scales for Unit of Measure: Percentage (%)																											Scoring Scales for Unit of Measure: Qualitative


						Score Table 1									Score Table 2									Score Table 3									Score Table 4									Score Table 5									Score Table 6									Score Table 7


						Low									Medium									High									Low									Medium									High									Pass			100%


						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Fail			0%


						0			100%						0			100%						0			100%						0%			0%						0%			0%						0%			0%


						1			95%						1			90%						1			80%						1%			0%						1%			0%						1%			0%


						2			95%						2			80%						2			50%						2%			5%						2%			0%						2%			0%


						3			90%						3			70%						3			0%						3%			5%						3%			0%						3%			0%


						4			90%						4			60%						4			0%						4%			5%						4%			0%						4%			0%


						5			80%						5			50%						5			0%						5%			10%						5%			0%						5%			0%


						6			80%						6			25%						6			0%						6%			10%						6%			0%						6%			0%


						7			70%						7			10%						7			0%						7%			10%						7%			0%						7%			0%


						8			70%						8			5%						8			0%						8%			10%						8%			0%						8%			0%


						9			60%						9			0%						9			0%						9%			10%						9%			0%						9%			0%


						10			60%						10			0%						10			0%						10%			25%						10%			0%						10%			0%


						11			50%						11			0%						11			0%						11%			25%						11%			0%						11%			0%


						12			50%						12			0%						12			0%						12%			25%						12%			0%						12%			0%


						13			40%						13			0%						13			0%						13%			25%						13%			0%						13%			0%


						14			40%						14			0%						14			0%						14%			25%						14%			0%						14%			0%


						15			20%						15			0%						15			0%						15%			25%						15%			0%						15%			0%


						16			20%						16			0%						16			0%						16%			25%						16%			0%						16%			0%


						17			10%						17			0%						17			0%						17%			25%						17%			0%						17%			0%


						18			10%						18			0%						18			0%						18%			25%						18%			0%						18%			0%


						19			5%						19			0%						19			0%						19%			25%						19%			0%						19%			0%


						20			5%						20			0%						20			0%						20%			40%						20%			10%						20%			0%


						21			0%						21			0%						21			0%						21%			40%						21%			10%						21%			0%


						22			0%						22			0%						22			0%						22%			40%						22%			10%						22%			0%


						23			0%						23			0%						23			0%						23%			40%						23%			10%						23%			0%


						24			0%						24			0%						24			0%						24%			40%						24%			10%						24%			0%


						25			0%						25			0%						25			0%						25%			40%						25%			10%						25%			0%


						26			0%						26			0%						26			0%						26%			40%						26%			10%						26%			0%


						27			0%						27			0%						27			0%						27%			40%						27%			10%						27%			0%


						28			0%						28			0%						28			0%						28%			40%						28%			10%						28%			0%


						29			0%						29			0%						29			0%						29%			40%						29%			10%						29%			0%


						30			0%						30			0%						30			0%						30%			60%						30%			25%						30%			0%


						31			0%						31			0%						31			0%						31%			60%						31%			25%						31%			0%


						32			0%						32			0%						32			0%						32%			60%						32%			25%						32%			0%


						33			0%						33			0%						33			0%						33%			60%						33%			25%						33%			0%


						34			0%						34			0%						34			0%						34%			60%						34%			25%						34%			0%


						35			0%						35			0%						35			0%						35%			60%						35%			25%						35%			0%


						36			0%						36			0%						36			0%						36%			60%						36%			25%						36%			0%


						37			0%						37			0%						37			0%						37%			60%						37%			25%						37%			0%


						38			0%						38			0%						38			0%						38%			60%						38%			25%						38%			0%


						39			0%						39			0%						39			0%						39%			60%						39%			25%						39%			0%


						40			0%						40			0%						40			0%						40%			80%						40%			50%						40%			0%


						41			0%						41			0%						41			0%						41%			80%						41%			50%						41%			0%


						42			0%						42			0%						42			0%						42%			80%						42%			50%						42%			0%


						43			0%						43			0%						43			0%						43%			80%						43%			50%						43%			0%


						44			0%						44			0%						44			0%						44%			80%						44%			50%						44%			0%


						45			0%						45			0%						45			0%						45%			80%						45%			50%						45%			0%


						46			0%						46			0%						46			0%						46%			80%						46%			50%						46%			0%


						47			0%						47			0%						47			0%						47%			80%						47%			50%						47%			0%


						48			0%						48			0%						48			0%						48%			80%						48%			50%						48%			0%


						49			0%						49			0%						49			0%						49%			80%						49%			50%						49%			0%


						50			0%						50			0%						50			0%						50%			100%						50%			60%						50%			0%


						51			0%						51			0%						51			0%						51%			100%						51%			60%						51%			0%


						52			0%						52			0%						52			0%						52%			100%						52%			60%						52%			0%


						53			0%						53			0%						53			0%						53%			100%						53%			60%						53%			0%


						54			0%						54			0%						54			0%						54%			100%						54%			60%						54%			0%


						55			0%						55			0%						55			0%						55%			100%						55%			60%						55%			0%


						56			0%						56			0%						56			0%						56%			100%						56%			60%						56%			0%


						57			0%						57			0%						57			0%						57%			100%						57%			60%						57%			0%


						58			0%						58			0%						58			0%						58%			100%						58%			60%						58%			0%


						59			0%						59			0%						59			0%						59%			100%						59%			60%						59%			0%


						60			0%						60			0%						60			0%						60%			100%						60%			70%						60%			0%


						61			0%						61			0%						61			0%						61%			100%						61%			70%						61%			0%


						62			0%						62			0%						62			0%						62%			100%						62%			70%						62%			0%


						63			0%						63			0%						63			0%						63%			100%						63%			70%						63%			0%


						64			0%						64			0%						64			0%						64%			100%						64%			70%						64%			0%


						65			0%						65			0%						65			0%						65%			100%						65%			70%						65%			0%


						66			0%						66			0%						66			0%						66%			100%						66%			70%						66%			0%


						67			0%						67			0%						67			0%						67%			100%						67%			70%						67%			0%


						68			0%						68			0%						68			0%						68%			100%						68%			70%						68%			0%


						69			0%						69			0%						69			0%						69%			100%						69%			70%						69%			0%


						70			0%						70			0%						70			0%						70%			100%						70%			80%						70%			0%


						71			0%						71			0%						71			0%						71%			100%						71%			80%						71%			0%


						72			0%						72			0%						72			0%						72%			100%						72%			80%						72%			0%


						73			0%						73			0%						73			0%						73%			100%						73%			80%						73%			0%


						74			0%						74			0%						74			0%						74%			100%						74%			80%						74%			0%


						75			0%						75			0%						75			0%						75%			100%						75%			80%						75%			0%


						76			0%						76			0%						76			0%						76%			100%						76%			80%						76%			0%


						77			0%						77			0%						77			0%						77%			100%						77%			80%						77%			0%


						78			0%						78			0%						78			0%						78%			100%						78%			80%						78%			0%


						79			0%						79			0%						79			0%						79%			100%						79%			80%						79%			0%


						80			0%						80			0%						80			0%						80%			100%						80%			90%						80%			0%


						81			0%						81			0%						81			0%						81%			100%						81%			90%						81%			0%


						82			0%						82			0%						82			0%						82%			100%						82%			90%						82%			0%


						83			0%						83			0%						83			0%						83%			100%						83%			90%						83%			0%


						84			0%						84			0%						84			0%						84%			100%						84%			90%						84%			0%


						85			0%						85			0%						85			0%						85%			100%						85%			90%						85%			0%


						86			0%						86			0%						86			0%						86%			100%						86%			90%						86%			0%


						87			0%						87			0%						87			0%						87%			100%						87%			90%						87%			0%


						88			0%						88			0%						88			0%						88%			100%						88%			90%						88%			0%


						89			0%						89			0%						89			0%						89%			100%						89%			90%						89%			0%


						90			0%						90			0%						90			0%						90%			100%						90%			100%						90%			0%


						91			0%						91			0%						91			0%						91%			100%						91%			100%						91%			0%


						92			0%						92			0%						92			0%						92%			100%						92%			100%						92%			0%


						93			0%						93			0%						93			0%						93%			100%						93%			100%						93%			0%


						94			0%						94			0%						94			0%						94%			100%						94%			100%						94%			0%


						95			0%						95			0%						95			0%						95%			100%						95%			100%						95%			10%


						96			0%						96			0%						96			0%						96%			100%						96%			100%						96%			25%


						97			0%						97			0%						97			0%						97%			100%						97%			100%						97%			50%


						98			0%						98			0%						98			0%						98%			100%						98%			100%						98%			75%


						99			0%						99			0%						99			0%						99%			100%						99%			100%						99%			100%


						100			0%						100			0%						100			0%						100%			100%						100%			100%						100%			100%












Attachment 3 - Annex D - Paymech v1.0 251019.xlsx

Paymech Calc Overview


			Payment Mechanism Calculation




















			Payment for month number





			Therefore in Payment Mechanism, Contract Month 'n' = 





			SECTION 1: Calculation of Baseline Monthly Payment





			Contract Base Cost for Month including indexation (excluding TUPE)





			Contract Month Variation Cost including indexation in Month 





			Baseline Monthly Payment =						£0.00





			SECTION 2: Calculation of Monthly Value at Risk 





			Formula for "Monthly Value at Risk" =						Baseline Monthly Payment x Value at Risk %





			Value at Risk % =





			Monthly Total Value at Risk =						£0.00





			Input for Pass Through Costs for Previous Contract Month





			Monthly Pass Through Cost for Month -1			=





			Input of Work Orders for Previous Contract Month





			Monthly Work Order Cost for Month -1			=





			SECTION 3: Input TUPE Risk Premium for Previous Month





			Monthly TUPE Risk Premium for Month -1			=





			SECTION 4: Calculation of Performance Adjustment and Earnback for Previous Month








			Monthly Performance Adjustment for Month -1			=			£0





			Monthly Earnback for Month -1			=			£0





			Monthly Total Performance Adjustment and Earnback =						£0





			SECTION 5: Calculation of the Monthly Payment





			Monthly Payment for Month			 = 			Payment for Month is Blank





			Monthly Payment for Final Contract Month			 = 			Payment for Month is Blank








Performance Deduction Calc





			Table 1: RATCHET OPTIONS			Ratchet Value			Consecutive Failure						Failure over a 12 Month Rolling Period


			Default			1


			Ratchet 1			1.5			2						3


			Ratchet 2			1.75			3						4,5


			Ratchet 3			2			4						6,7,8,9,10,11,12





			`			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


			Table 1: ACTUAL DEDUCTIONS
Copy and paste values from the KPI Model:
'Performance Criteria' tab
Table 2: KPIs
'KPI Deduction' column.			1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services


			General Standards





			Table 2: Record of KPI Pass/Fail per Service			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass


			General Standards			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass








			Table 3: Calculation of Failure Over a 12 Month Period			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 4: Calculation of Consecutive Failure			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 5: Calculation of Deduction (uses highest figure from table 3 or table 4 above)			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 6:  Monthly Total Value at Risk Cap			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			This is capped at 6% of the total of the Baseline Monthly Payment for the month in question.			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			TOTAL DEDUCTIONS			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








Perf Earnback_Retention Calc


			EARNBACK/RETENTION





			Table 1 - Contract Duration


			Contract Month


			0			Contract Annual Period 1 - Month																																				Contract Annual Period 2 - Month																																				Contract Annual Period 3 - Month																																				Contract Annual Period 4 - Month																																				Contract Annual Period 5 - Month


			Contract Year 1 - Contract Month Split
ACTUAL DEDUCTIONS			1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60			Actual Deductions - Total for Designated Contract Month Period (£)			Earnback Amount Due from Previous Contract Month @ 50% (£)


			Security Services			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0


			General Standards			£200.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0


																																																																																																																																																																																										£0.00			£0.00
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Introduction





This annex sets out the Security Service Standards for the Buyer. 
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RWP50 HSSEQ Policies 




Health, Safety, Security and 




Environmental Policy 




and 




Quality Policy 
 
 




Rev Date Description Owner Approvers 




2 January 2017 Second revision of HSSE Policy and 
incorporation of Quality Policy (previously 
RWP02, Rev 0) 




Peter Lock Bruce McKirdy 




David Batters 




1 October 2015 First revision of HSSE Policy Peter Lock Bruce McKirdy 




Adrian Simper 




0 April 2014 First issue of HSSE Policy Peter Lock Bruce McKirdy 




Adrian Simper 
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Foreword  
 




Radioactive Waste Management Limited has been established to deliver a geological disposal 
facility and provide radioactive waste management solutions. Achieving this mission requires us to 
consistently attain high standards of performance, deliver for our customers and build positive 
relationships with our stakeholders. This includes protecting people, assets, including information, 
and the environment, while providing value for money for the tax payer.  




RWM’s HSSE and Quality policies set out our commitment to high standards of health, safety, 
security, environmental protection and quality.  




The RWM Board and Executive Team will provide the leadership and working environment in 
which this commitment can be achieved. Delivering this commitment will also require the active 
involvement of our staff and those working with us to deliver our mission. 




  




Bruce McKirdy, Managing Director 




 
Signed: 
 
 
Date: 




David Batters, Chairman 




 
Signed: 
 
 
Date: 
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The health and safety of Radioactive Waste Management Limited’s employees, contractors and 
the public, the protection of the environment, and the security of our employees and assets are of 
paramount importance in all that we do.  Achieving high standards in these areas is critical to the 
delivery of our vision and mission. 




Our goals are simple: 




 no accidents;  




 no harm to the health of our staff or others affected by our work; 




 no damage to the environment; 




 no loss, theft or sabotage of our assets, including information; and 




 no breach of regulation. 
 
To achieve our goals we will: 




 set high standards for performance in 
health, safety, security and 
environmental protection, which we 
will meet or exceed through a risk 
based and proportionate approach.  
We will require those supporting us 
with our mission to do likewise  




 engender a culture within our 
organisation and supply chain such 
that our standards are achieved or 
exceeded  




 provide the capability necessary to 
deliver this Policy and take account of 
health, safety, security and 
environmental protection in business 
decisions 




 clearly identify RWM’s health, safety, 
security and environmental protection 
responsibilities and accountabilities, 
and ensure all involved are 
appropriately informed and trained 




 provide a healthy, safe and secure 
workplace by protecting ourselves 
and our assets, including information 
and operations, and those who or that 
may be affected by our activities, 
against risk of injury, loss or damage 




 manage risks to our staff and assets, 
including information, when working 
in places outside of our direct control 
 




 
 
 
 




 act to minimise the environmental 
impact of our activities 




 operate in an open and transparent 
manner, while appropriately 
protecting sensitive information 




 consult and inform employees and 
their safety representative on matters 
affecting their health, safety, security 
and environment and engage with 
external stakeholders to ensure we 
understand their expectations relating 
to these matters  




 regularly review and develop our 
health, safety, security and 
environmental protection Policy and 
related procedures to ensure their 
effectiveness  




 monitor, audit, review and provide 
independent oversight of our health, 
safety, security and environmental 
performance, learn from experience, 
address any deficiencies and seek 
sustained improvement  




 as a minimum comply with all legal 
requirements, other compliance 
obligations and appropriate 
international and national standards, 
while striving to have a positive effect 
on our workplace and environment  
 
 
 




Health, Safety, Security and Environmental 
Policy  
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Our Commitment to Quality 
RWM is committed to achieving high 
standards of performance and consistently 
delivering on our commitments to customers 
and stakeholders. To deliver this RWM will: 




 effectively communicate our values, 
policies and objectives 




 ensure responsibilities and 
accountabilities are clearly defined 
throughout the organisation 




 ensure we have the necessary 
organisational capability for our work 
programme and use it effectively 




 maintain effective processes for 
planning, implementing and 
supporting our work programme 




 set clear and appropriate 
performance standards which satisfy 
the applicable requirements, through 
a risk based and proportionate 
approach  




 work proactively with customers and 
stakeholders to establish their 
expectations and requirements for 
our work programme 




 maintain a robust and effective 
management system that covers 
relevant aspects of company 
activities and recognises the 
importance of people 




 use appropriate business 
improvement tools, national and 
international standards, certifications 
and awards to deliver business 
objectives 




 comply with our management system 
arrangements to ensure consistent 
and reliable delivery 




 maintain effective systems for 
continual improvement, sharing good 
practice and learning from our own 
and others experience  




 maintain an independent oversight 
function and seek 3rd party review to 
provide assurance that appropriate 
standards are achieved 




 




 




Integrated Management System 
In order to achieve the standards critical to 
the delivery of our vision and mission, RWM 
maintains an integrated management system 
which has, at its core, the following: 




 values 




 governance arrangements, 
organisational structure, roles, 
responsibilities and accountabilities 




 arrangements for identifying and 
delivering the organisational and 
individual capability necessary to 
achieve our mission 




 embedded business objectives which 
are periodically monitored, reviewed 
and reported against 




 arrangements for managing both 
customer and stakeholder 
relationships 




 application of scientific method and 
the Plan, Do, Check, Act cycle 




 integrated and documented 
arrangements for key business 
processes 




 systems for maintaining documents, 
records, information, data and 
knowledge 




 routine self-checking, monitoring and 
review of the effectiveness of 
business processes 




 application of independent oversight 
of the programme to support 
improvement and learning  




 annual performance review of the 
effectiveness and suitability of the 
management system by the 
Executive Team and Board 




Quality Policy 
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				Protection of Information Categorised as Official-Sensitive 



IPPR01-TAC13



				Version: 1



Date: March 2019















Definition



1. The Nuclear Decommissioning Authority (NDA) has a business need to share information internally and externally with UK Government (HMG) organisations and organisations in the NDA’s supply chain. This document sets the mandatory minimum requirements for the way in which NDA assets classified as OFFICIAL-SENSITIVE must be handled; this includes assets that are commercially sensitive, and those considered classified under the current UK statutory and regulatory requirements of HMG.



2. Commercially sensitive information can be described as information which, if it were to be disclosed improperly, may pose significant challenges to the NDA and/or other parties (such as BEIS, ONR, Site Licensing Companies, other stakeholders, NDA staff and their families or the wider public) including but not confined to: incidents or issues that may have an adverse impact on the NDA’s reputation; an increased risk to the security of persons or property; and, an increased risk of litigation.



3. Classified information can be described as information which has an intrinsic value to HMG and therefore must be protected appropriately under the Government Classification Scheme (GSC) which consists of three security markings, OFFICIAL (including OFFICIAL-SENSITIVE), SECRET and TOP SECRET.



4. The minimum requirements for the handling of OFFICIAL-SENSITIVE information are stipulated within this document. Requirements for the handling of OFFICIAL, SECRET and TOP SECRET information and also information designated as OFFICIAL-SENSITIVE:SNI (Sensitive Nuclear Information[footnoteRef:1]) are stipulated in other IPPR01-TAC documents. [1:  For the definition of Sensitive Nuclear Information and the requirements for protection of such material - see IPPR01-TAC07
] 




Classification of OFFICIAL-SENSITIVE information



5. The OFFICIAL-SENSITIVE marking is used to identify information of a particularly sensitive nature which could have more damaging consequences. The “Sensitive” handling caveat should only be used in circumstances (depending on the subject area, context and in some cases, any statutory or regulatory requirements) where there is a clear and justifiable requirement to reinforce the ‘need to know’. 



6. Examples of information which may attract this marking are:



· sensitive corporate or operational information, e.g. relating to organisational change planning, contentious negotiations, or major security or business continuity issues, NDA competitions.



· Policy development and advice to ministers on contentious and very sensitive issues. 



· Commercial or market sensitive information, including that subject to statutory or regulatory obligations, that may be damaging to NDA or to a commercial partner if improperly accessed. 



· Information about investigations and civil or criminal proceedings that could compromise public protection or enforcement activities, or prejudice court cases. 



· More sensitive information about defence, security assets or equipment that could damage capabilities or effectiveness, but does not require SECRET level protections. 



· Diplomatic business or activities or international negotiations, where inappropriate access could impact foreign relations or negotiating positions and must be limited to bounded groups. 



· Sensitive and very sensitive personal data, such as medical records, bank details, information about vulnerable or at‐risk people, where it is not considered necessary to manage this information in the SECRET category.



7. NDA Information Asset Owners are responsible for identifying any sensitive information within the category and for applying appropriate handling instructions and business processes to ensure that it is securely handled.



8. To support specific business requirements and compartmentalise information, NDA may apply an optional DESCRIPTOR, alongside the OFFICIAL-SENSITIVE classification, to distinguish particular types of information and indicate the need for additional common sense precautions to limit access.



Descriptors include:



· COMMERCIAL



· LOCSEN



· PERSONAL



· SNI



1. 



2. 



3. 



4. 



5. 







 Assurance Visits



9. If NDA requires a Supplier to handle, process, store or produce OFFICIAL-SENSITIVE information on its behalf, the Supplier will be subject to formal assurance by NDA (or a third-party acting on behalf of NDA) as their Contracting Authority.   



10. Once this process has been undertaken, the Supplier, their designated premises, and where required specific IT systems, will be given authorisation to handle, process, store or produce such information on behalf of the NDA.















The Official Secrets Acts 



11. Suppliers attention is drawn to the provisions of the Official Secrets Acts 1911 to 1989 in general, and to the provisions of Section 2 of the Official Secrets Act 1911 (as amended by the Act of 1989) in particular. The Supplier shall:



· take all reasonable steps to ensure that all Employees engaged on any work in connection with the Contract have notice that the Official Secrets Acts 1911-1989 apply to them and will continue so to apply after the completion or termination of the Contract; and 



· if directed by the NDA, ensure that any Employee shall sign a statement acknowledging that, both during the term of the Contract and after its completion or termination, he is bound by the Official Secrets Acts 1911-1989 (and where applicable by any other legislation). 



Protection of OFFICIAL-SENSITIVE Information



12. In order to demonstrate evidence of effective arrangements for the protection of OFFICIAL-SENSITIVE information, and noting the requirements included within the Government Security Classifications (GSC), NDA considers the expectations and requirements articulated within the HMG Security Policy Framework (SPF) and Cabinet Office Physical Security guidance to be relevant good practice.



13. All OFFICIAL-SENSITIVE material must be protected and appropriately handled, processed, stored or created and/or in accordance with the following guidance and legislation:



· HM Government: Security Policy Framework



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710816/HMG-Security-Policy-Framework-v1.1.doc.pdf



	HM Government: Security Classifications



	https://www.gov.uk/government/publications/government-security-classifications 



14. Suppliers handling OFFICIAL-SENSITIVE must co-operate, facilitate and permit the carrying out of periodic assurance processes by the NDA to assure obligations under relevant HMG security policy are being met. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA. 



15. OFFICIAL-SENSITIVE documents and emails must be clearly marked with the classification. For emails, the classification should be included within the subject line of the email in the following format:



· [OFFICIAL-SENSITIVE] This is a test subject



· [OFFICIAL-SENSITIVE:PERSONAL] This is a test subject



· [OFFICIAL-SENSITIVE:SNI] This is a test subject



Note the use of the colon (“:”) between the classification and the DESCRIPTOR, and the hyphen (“-”) between the words “OFFICIAL” and “SENSITIVE”. There is no whitespace between any of the characters in the classifications.



16. OFFICIAL-SENSITIVE documents and emails must include a handling instruction to ensure that the recipient understands the protection requirements for the information. The handling instruction should include details of why the information is sensitive, and any specific requirements for its care.



e.g.



	“This information has been produced by the Nuclear Decommissioning Authority and contains details of security settings on the NDA's network. Please do not forward this information without the written approval of the sender”



Physical Security Requirements



17. Supplier should adopt appropriate physical protection measures to ensure that information and associated assets are protected against a wide range of threats.



18. Physical security measures should be deployed in a defence in depth approach that provides layers of protection. The types of controls that could be in place to mitigate physical security risks may include, but not be limited to, those listed below:



· Physical segregation measures should be in place such as controlled entry/exit/access and egress points for buildings, rooms and more vulnerable specialist areas using walls, floors, ceilings, doors and windows.



· Alarm systems should be considered for monitoring access to those rooms and areas and communications pathways, where information and associated assets may be stored or processed.



· A CCTV system can be an effective protection mechanism for both internal and external use.



· Additional containers may be required even within defined secure areas to protect hard copy information or to provide additional protection to sensitive data stores and system components such as servers. 



· Technology should be sited in a manner to mitigate the risk of overlooking and overhearing from personnel without a need to know. In many modern buildings an open plan environment is favoured but this must be balanced by maintaining the need to know where sensitive information is potentially at risk.



· Where media (of all types) is used to transfer information, physical security risks to include loss and/or theft of such media should be mitigated.



· Where remote working is required operationally, suppliers should have a clear understanding of the risks involved and should have measures in place to mitigate them adequately, supported by a mobile working policy.



· OFFICIAL-SENSITIVE information may, upon agreement of NDA, be stored in a variety of locations and systems and the environmental controls for all of these locations should be considered to ensure that information and associated assets are not damaged or destroyed by changes in conditions.



Personnel Security Requirements



19. Supplier Staff requiring access to OFFICIAL-SENSITIVE information shall be subject to pre-employment checks that include the HMG Baseline Personnel Security Standard as a minimum. Under Nuclear Regulation NDA can only accept BPSS clearances carried out by “ONR recognised Delegated Authorities”, requirements should be confirmed with the NDA Vetting Team prior to commencing any clearance checks and Supplier staff will be required to undergo the NDA Security Induction.



20. There may be some instances where the NDA require higher level clearances, where this incidence occurs NDA will stipulate this to the Supplier in writing, usually during Tender stage of the procurement process.



Information Security



21. Suppliers must maintain the confidentiality, integrity and availability of OFFICIAL-SENSITIVE information and associated assets.



22. Access to OFFICIAL-SENSITIVE information shall be confined to those individuals who have a “need-to know” and whose access is essential for the purpose of his or her duties.



23. Suppliers shall mark all OFFICIAL-SENSITIVE documents which it creates or copies during the Contract clearly with the OFFICIAL-SENSITIVE classification.



24. The compromise of a significant amount of information is likely to have a higher impact than the loss of individual assets, therefore may merit more rigorous handling controls. Aggregation, accumulation and association of information must be carefully considered.



25. Suppliers should ensure that there is a coherent strategy to implement Cyber Security and Information Assurance (CS&IA) in all relevant areas of the business. The scope should include partners, service providers and suppliers holding information and associated assets for which the organisation is responsible.



26. The CS&IA strategy and its associated programme should be underpinned by a comprehensive policy structure that is tailored to the organisation.



27. Information and associated assets should be sanitised adequately, in line with HMG requirements stipulated in Information Assurance Standard No.5 (or subsequent successor), for re-use or destroyed securely when no longer required. This applies to both hard copy and digital information however stored. Sanitisation or destruction mechanisms must be supported by an appropriate tracking and recording mechanism to provide traceability of information and associated assets at all stages. Where information and associated assets have been physically destroyed a destruction certificate should be provided.



28. Information categorised OFFICIAL-SENSITIVE should only be handled, processed, stored or created on NDA IT systems save in circumstances where the NDA has a requirement for such Information to be handled, processed, stored or created on the Supplier’s IT network/IT system and duly authorises the Supplier to hold such Information.



29. If NDA requires you to hold such material on an IT system you will be required to demonstrate accreditation of all IT systems holding such material. 



30. In relation to a requirement from the NDA for the Supplier to handle, process, store or create information classified as OFFICIAL-SENSITIVE on the Supplier’s IT network/IT system, such systems must be independently certified as meeting the requirements of Cyber Essentials Plus.



31. Specific functions that must be provided by an IT system to satisfy the minimum requirements above cannot be fully described here; it is for the Supplier to identify possible means of attack and ensure adequate security mitigations are applied.







32. Controls must be in place to ensure that only authorised persons can gain access to classified data, and the data, whether on magnetic/optical media or within the machine or network, must be safeguarded when not in use. 



33. Suppliers IT systems shall be suitably segmented and segregated to ensure that NDA data is not visible to anybody except those working on the project, and who have a need to know.



34. Physical access to all hardware elements of the IT system is to be strictly controlled. The principle of “least privilege” will be applied to System Administrators. Administrators should not conduct ‘standard’ user functions using their privileged accounts.



35. Hard copy information is not to be scanned or copied into an electronic format i.e. PDF without authorisation from NDA.



Loss and Incident Reporting



36. The Supplier will be required to immediately report any loss or otherwise compromise of information to the NDA. Email reports to “security.reporting@nda.gov.uk”



37. If there is suspected loss or suspected otherwise compromise of the information, the Supplier is required to immediately report the details to the Security Department at NDA. Such events will need to be onward reported by the NDA to the Security Division of ONR (Office for Nuclear Regulation) under the Nuclear Industries Security Regulations 2003 (NISR 2003) within 24 hours.



38. Any other such security incident involving information will be immediately reported to the NDA via email to security.reporting@nda.gov.uk.



Security Aspects Letters



39. The Supplier will be required to undergo security assurance processes by the NDA and to sign a Security Aspects Letter prior to any work commencing. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA.



40. The Security Aspects Letter shall define the OFFICIAL-SENSITIVE information that is provided to the Contractor, or is to be produced by them, under the Contract. 



41. NDA shall have the right to request evidence from the Supplier of compliance with the requirements of the Security Aspects Letter and shall require access to inspect your processes and premises in order to assure compliance with the requirements of the Security Aspects Letter.



42. NDA have a right to terminate the Contract where the Supplier is unable to comply with the requirements of the Security Aspects Letter and for the avoidance of doubt, such right to termination in these circumstances will be without any liability.



Subcontracting



43. The sharing of OFFICIAL-SENSITIVE information with Subcontractors is permitted with the prior agreement of NDA. (For subcontracting where information constitutes SNI – refer to IPPR01-TAC07)



44. The international exchange of OFFICIAL-SENSITIVE information is a complex area and requirements can vary depending upon the countries involved. Any requirement to subcontract to overseas contractors must be discussed with NDA at the earliest opportunity. The written approval of NDA must be obtained before any documents, information or equipment are released or passed to a foreign Government, organisation, firm or individual.



45. Holders of OFFICIAL-SENSITIVE information are required to maintain, and, as required, shall procure that any Subcontractor maintains, such security standards, procedures and arrangements, for the purpose of minimising the risk of loss, theft or unauthorised disclosure of, or unauthorised access to, any OFFICIAL-SENSITIVE information.



General Contract Security Advice



46. Security advice on any aspect of security relating to NDA contracts is available from the NDA Security Manager or NDA Security Advisors by emailing security.manager@nda.gov.uk
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Definition


1. The Nuclear Decommissioning Authority (NDA) has a business need to share information internally and externally with UK Government (HMG) organisations and organisations in the NDA’s supply chain. This document sets the mandatory minimum requirements for the way in which NDA assets classified as OFFICIAL-SENSITIVE must be handled; this includes assets that are commercially sensitive, and those considered classified under the current UK statutory and regulatory requirements of HMG.


2. Commercially sensitive information can be described as information which, if it were to be disclosed improperly, may pose significant challenges to the NDA and/or other parties (such as BEIS, ONR, Site Licensing Companies, other stakeholders, NDA staff and their families or the wider public) including but not confined to: incidents or issues that may have an adverse impact on the NDA’s reputation; an increased risk to the security of persons or property; and, an increased risk of litigation.


3. Classified information can be described as information which has an intrinsic value to HMG and therefore must be protected appropriately under the Government Classification Scheme (GSC) which consists of three security markings, OFFICIAL (including OFFICIAL-SENSITIVE), SECRET and TOP SECRET.


4. The minimum requirements for the handling of OFFICIAL-SENSITIVE information are stipulated within this document. Requirements for the handling of OFFICIAL, SECRET and TOP SECRET information and also information designated as OFFICIAL-SENSITIVE:SNI (Sensitive Nuclear Information[footnoteRef:1]) are stipulated in other IPPR01-TAC documents. [1:  For the definition of Sensitive Nuclear Information and the requirements for protection of such material - see IPPR01-TAC07
] 



Classification of OFFICIAL-SENSITIVE information


5. The OFFICIAL-SENSITIVE marking is used to identify information of a particularly sensitive nature which could have more damaging consequences. The “Sensitive” handling caveat should only be used in circumstances (depending on the subject area, context and in some cases, any statutory or regulatory requirements) where there is a clear and justifiable requirement to reinforce the ‘need to know’. 


6. Examples of information which may attract this marking are:


· sensitive corporate or operational information, e.g. relating to organisational change planning, contentious negotiations, or major security or business continuity issues, NDA competitions.


· Policy development and advice to ministers on contentious and very sensitive issues. 


· Commercial or market sensitive information, including that subject to statutory or regulatory obligations, that may be damaging to NDA or to a commercial partner if improperly accessed. 


· Information about investigations and civil or criminal proceedings that could compromise public protection or enforcement activities, or prejudice court cases. 


· More sensitive information about defence, security assets or equipment that could damage capabilities or effectiveness, but does not require SECRET level protections. 


· Diplomatic business or activities or international negotiations, where inappropriate access could impact foreign relations or negotiating positions and must be limited to bounded groups. 


· Sensitive and very sensitive personal data, such as medical records, bank details, information about vulnerable or at‐risk people, where it is not considered necessary to manage this information in the SECRET category.


7. NDA Information Asset Owners are responsible for identifying any sensitive information within the category and for applying appropriate handling instructions and business processes to ensure that it is securely handled.


8. To support specific business requirements and compartmentalise information, NDA may apply an optional DESCRIPTOR, alongside the OFFICIAL-SENSITIVE classification, to distinguish particular types of information and indicate the need for additional common sense precautions to limit access.


Descriptors include:


· COMMERCIAL


· LOCSEN


· PERSONAL


· SNI


1. 


2. 


3. 


4. 


5. 





 Assurance Visits


9. If NDA requires a Supplier to handle, process, store or produce OFFICIAL-SENSITIVE information on its behalf, the Supplier will be subject to formal assurance by NDA (or a third-party acting on behalf of NDA) as their Contracting Authority.   


10. Once this process has been undertaken, the Supplier, their designated premises, and where required specific IT systems, will be given authorisation to handle, process, store or produce such information on behalf of the NDA.











The Official Secrets Acts 


11. Suppliers attention is drawn to the provisions of the Official Secrets Acts 1911 to 1989 in general, and to the provisions of Section 2 of the Official Secrets Act 1911 (as amended by the Act of 1989) in particular. The Supplier shall:


· take all reasonable steps to ensure that all Employees engaged on any work in connection with the Contract have notice that the Official Secrets Acts 1911-1989 apply to them and will continue so to apply after the completion or termination of the Contract; and 


· if directed by the NDA, ensure that any Employee shall sign a statement acknowledging that, both during the term of the Contract and after its completion or termination, he is bound by the Official Secrets Acts 1911-1989 (and where applicable by any other legislation). 


Protection of OFFICIAL-SENSITIVE Information


12. In order to demonstrate evidence of effective arrangements for the protection of OFFICIAL-SENSITIVE information, and noting the requirements included within the Government Security Classifications (GSC), NDA considers the expectations and requirements articulated within the HMG Security Policy Framework (SPF) and Cabinet Office Physical Security guidance to be relevant good practice.


13. All OFFICIAL-SENSITIVE material must be protected and appropriately handled, processed, stored or created and/or in accordance with the following guidance and legislation:


· HM Government: Security Policy Framework


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710816/HMG-Security-Policy-Framework-v1.1.doc.pdf


	HM Government: Security Classifications


	https://www.gov.uk/government/publications/government-security-classifications 


14. Suppliers handling OFFICIAL-SENSITIVE must co-operate, facilitate and permit the carrying out of periodic assurance processes by the NDA to assure obligations under relevant HMG security policy are being met. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA. 


15. OFFICIAL-SENSITIVE documents and emails must be clearly marked with the classification. For emails, the classification should be included within the subject line of the email in the following format:


· [OFFICIAL-SENSITIVE] This is a test subject


· [OFFICIAL-SENSITIVE:PERSONAL] This is a test subject


· [OFFICIAL-SENSITIVE:SNI] This is a test subject


Note the use of the colon (“:”) between the classification and the DESCRIPTOR, and the hyphen (“-”) between the words “OFFICIAL” and “SENSITIVE”. There is no whitespace between any of the characters in the classifications.


16. OFFICIAL-SENSITIVE documents and emails must include a handling instruction to ensure that the recipient understands the protection requirements for the information. The handling instruction should include details of why the information is sensitive, and any specific requirements for its care.


e.g.


	“This information has been produced by the Nuclear Decommissioning Authority and contains details of security settings on the NDA's network. Please do not forward this information without the written approval of the sender”


Physical Security Requirements


17. Supplier should adopt appropriate physical protection measures to ensure that information and associated assets are protected against a wide range of threats.


18. Physical security measures should be deployed in a defence in depth approach that provides layers of protection. The types of controls that could be in place to mitigate physical security risks may include, but not be limited to, those listed below:


· Physical segregation measures should be in place such as controlled entry/exit/access and egress points for buildings, rooms and more vulnerable specialist areas using walls, floors, ceilings, doors and windows.


· Alarm systems should be considered for monitoring access to those rooms and areas and communications pathways, where information and associated assets may be stored or processed.


· A CCTV system can be an effective protection mechanism for both internal and external use.


· Additional containers may be required even within defined secure areas to protect hard copy information or to provide additional protection to sensitive data stores and system components such as servers. 


· Technology should be sited in a manner to mitigate the risk of overlooking and overhearing from personnel without a need to know. In many modern buildings an open plan environment is favoured but this must be balanced by maintaining the need to know where sensitive information is potentially at risk.


· Where media (of all types) is used to transfer information, physical security risks to include loss and/or theft of such media should be mitigated.


· Where remote working is required operationally, suppliers should have a clear understanding of the risks involved and should have measures in place to mitigate them adequately, supported by a mobile working policy.


· OFFICIAL-SENSITIVE information may, upon agreement of NDA, be stored in a variety of locations and systems and the environmental controls for all of these locations should be considered to ensure that information and associated assets are not damaged or destroyed by changes in conditions.


Personnel Security Requirements


19. Supplier Staff requiring access to OFFICIAL-SENSITIVE information shall be subject to pre-employment checks that include the HMG Baseline Personnel Security Standard as a minimum. Under Nuclear Regulation NDA can only accept BPSS clearances carried out by “ONR recognised Delegated Authorities”, requirements should be confirmed with the NDA Vetting Team prior to commencing any clearance checks and Supplier staff will be required to undergo the NDA Security Induction.


20. There may be some instances where the NDA require higher level clearances, where this incidence occurs NDA will stipulate this to the Supplier in writing, usually during Tender stage of the procurement process.


Information Security


21. Suppliers must maintain the confidentiality, integrity and availability of OFFICIAL-SENSITIVE information and associated assets.


22. Access to OFFICIAL-SENSITIVE information shall be confined to those individuals who have a “need-to know” and whose access is essential for the purpose of his or her duties.


23. Suppliers shall mark all OFFICIAL-SENSITIVE documents which it creates or copies during the Contract clearly with the OFFICIAL-SENSITIVE classification.


24. The compromise of a significant amount of information is likely to have a higher impact than the loss of individual assets, therefore may merit more rigorous handling controls. Aggregation, accumulation and association of information must be carefully considered.


25. Suppliers should ensure that there is a coherent strategy to implement Cyber Security and Information Assurance (CS&IA) in all relevant areas of the business. The scope should include partners, service providers and suppliers holding information and associated assets for which the organisation is responsible.


26. The CS&IA strategy and its associated programme should be underpinned by a comprehensive policy structure that is tailored to the organisation.


27. Information and associated assets should be sanitised adequately, in line with HMG requirements stipulated in Information Assurance Standard No.5 (or subsequent successor), for re-use or destroyed securely when no longer required. This applies to both hard copy and digital information however stored. Sanitisation or destruction mechanisms must be supported by an appropriate tracking and recording mechanism to provide traceability of information and associated assets at all stages. Where information and associated assets have been physically destroyed a destruction certificate should be provided.


28. Information categorised OFFICIAL-SENSITIVE should only be handled, processed, stored or created on NDA IT systems save in circumstances where the NDA has a requirement for such Information to be handled, processed, stored or created on the Supplier’s IT network/IT system and duly authorises the Supplier to hold such Information.


29. If NDA requires you to hold such material on an IT system you will be required to demonstrate accreditation of all IT systems holding such material. 


30. In relation to a requirement from the NDA for the Supplier to handle, process, store or create information classified as OFFICIAL-SENSITIVE on the Supplier’s IT network/IT system, such systems must be independently certified as meeting the requirements of Cyber Essentials Plus.


31. Specific functions that must be provided by an IT system to satisfy the minimum requirements above cannot be fully described here; it is for the Supplier to identify possible means of attack and ensure adequate security mitigations are applied.





32. Controls must be in place to ensure that only authorised persons can gain access to classified data, and the data, whether on magnetic/optical media or within the machine or network, must be safeguarded when not in use. 


33. Suppliers IT systems shall be suitably segmented and segregated to ensure that NDA data is not visible to anybody except those working on the project, and who have a need to know.


34. Physical access to all hardware elements of the IT system is to be strictly controlled. The principle of “least privilege” will be applied to System Administrators. Administrators should not conduct ‘standard’ user functions using their privileged accounts.


35. Hard copy information is not to be scanned or copied into an electronic format i.e. PDF without authorisation from NDA.


Loss and Incident Reporting


36. The Supplier will be required to immediately report any loss or otherwise compromise of information to the NDA. Email reports to “security.reporting@nda.gov.uk”


37. If there is suspected loss or suspected otherwise compromise of the information, the Supplier is required to immediately report the details to the Security Department at NDA. Such events will need to be onward reported by the NDA to the Security Division of ONR (Office for Nuclear Regulation) under the Nuclear Industries Security Regulations 2003 (NISR 2003) within 24 hours.


38. Any other such security incident involving information will be immediately reported to the NDA via email to security.reporting@nda.gov.uk.


Security Aspects Letters


39. The Supplier will be required to undergo security assurance processes by the NDA and to sign a Security Aspects Letter prior to any work commencing. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA.


40. The Security Aspects Letter shall define the OFFICIAL-SENSITIVE information that is provided to the Contractor, or is to be produced by them, under the Contract. 


41. NDA shall have the right to request evidence from the Supplier of compliance with the requirements of the Security Aspects Letter and shall require access to inspect your processes and premises in order to assure compliance with the requirements of the Security Aspects Letter.


42. NDA have a right to terminate the Contract where the Supplier is unable to comply with the requirements of the Security Aspects Letter and for the avoidance of doubt, such right to termination in these circumstances will be without any liability.


Subcontracting


43. The sharing of OFFICIAL-SENSITIVE information with Subcontractors is permitted with the prior agreement of NDA. (For subcontracting where information constitutes SNI – refer to IPPR01-TAC07)


44. The international exchange of OFFICIAL-SENSITIVE information is a complex area and requirements can vary depending upon the countries involved. Any requirement to subcontract to overseas contractors must be discussed with NDA at the earliest opportunity. The written approval of NDA must be obtained before any documents, information or equipment are released or passed to a foreign Government, organisation, firm or individual.


45. Holders of OFFICIAL-SENSITIVE information are required to maintain, and, as required, shall procure that any Subcontractor maintains, such security standards, procedures and arrangements, for the purpose of minimising the risk of loss, theft or unauthorised disclosure of, or unauthorised access to, any OFFICIAL-SENSITIVE information.


General Contract Security Advice


46. Security advice on any aspect of security relating to NDA contracts is available from the NDA Security Manager or NDA Security Advisors by emailing security.manager@nda.gov.uk
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RWP50 HSSEQ Policies 



Health, Safety, Security and 



Environmental Policy 



and 



Quality Policy 
 
 



Rev Date Description Owner Approvers 



2 January 2017 Second revision of HSSE Policy and 
incorporation of Quality Policy (previously 
RWP02, Rev 0) 



Peter Lock Bruce McKirdy 



David Batters 



1 October 2015 First revision of HSSE Policy Peter Lock Bruce McKirdy 



Adrian Simper 



0 April 2014 First issue of HSSE Policy Peter Lock Bruce McKirdy 



Adrian Simper 
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Foreword  
 



Radioactive Waste Management Limited has been established to deliver a geological disposal 
facility and provide radioactive waste management solutions. Achieving this mission requires us to 
consistently attain high standards of performance, deliver for our customers and build positive 
relationships with our stakeholders. This includes protecting people, assets, including information, 
and the environment, while providing value for money for the tax payer.  



RWM’s HSSE and Quality policies set out our commitment to high standards of health, safety, 
security, environmental protection and quality.  



The RWM Board and Executive Team will provide the leadership and working environment in 
which this commitment can be achieved. Delivering this commitment will also require the active 
involvement of our staff and those working with us to deliver our mission. 



  



Bruce McKirdy, Managing Director 



 
Signed: 
 
 
Date: 



David Batters, Chairman 



 
Signed: 
 
 
Date: 
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The health and safety of Radioactive Waste Management Limited’s employees, contractors and 
the public, the protection of the environment, and the security of our employees and assets are of 
paramount importance in all that we do.  Achieving high standards in these areas is critical to the 
delivery of our vision and mission. 



Our goals are simple: 



 no accidents;  



 no harm to the health of our staff or others affected by our work; 



 no damage to the environment; 



 no loss, theft or sabotage of our assets, including information; and 



 no breach of regulation. 
 
To achieve our goals we will: 



 set high standards for performance in 
health, safety, security and 
environmental protection, which we 
will meet or exceed through a risk 
based and proportionate approach.  
We will require those supporting us 
with our mission to do likewise  



 engender a culture within our 
organisation and supply chain such 
that our standards are achieved or 
exceeded  



 provide the capability necessary to 
deliver this Policy and take account of 
health, safety, security and 
environmental protection in business 
decisions 



 clearly identify RWM’s health, safety, 
security and environmental protection 
responsibilities and accountabilities, 
and ensure all involved are 
appropriately informed and trained 



 provide a healthy, safe and secure 
workplace by protecting ourselves 
and our assets, including information 
and operations, and those who or that 
may be affected by our activities, 
against risk of injury, loss or damage 



 manage risks to our staff and assets, 
including information, when working 
in places outside of our direct control 
 



 
 
 
 



 act to minimise the environmental 
impact of our activities 



 operate in an open and transparent 
manner, while appropriately 
protecting sensitive information 



 consult and inform employees and 
their safety representative on matters 
affecting their health, safety, security 
and environment and engage with 
external stakeholders to ensure we 
understand their expectations relating 
to these matters  



 regularly review and develop our 
health, safety, security and 
environmental protection Policy and 
related procedures to ensure their 
effectiveness  



 monitor, audit, review and provide 
independent oversight of our health, 
safety, security and environmental 
performance, learn from experience, 
address any deficiencies and seek 
sustained improvement  



 as a minimum comply with all legal 
requirements, other compliance 
obligations and appropriate 
international and national standards, 
while striving to have a positive effect 
on our workplace and environment  
 
 
 



Health, Safety, Security and Environmental 
Policy  
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Our Commitment to Quality 
RWM is committed to achieving high 
standards of performance and consistently 
delivering on our commitments to customers 
and stakeholders. To deliver this RWM will: 



 effectively communicate our values, 
policies and objectives 



 ensure responsibilities and 
accountabilities are clearly defined 
throughout the organisation 



 ensure we have the necessary 
organisational capability for our work 
programme and use it effectively 



 maintain effective processes for 
planning, implementing and 
supporting our work programme 



 set clear and appropriate 
performance standards which satisfy 
the applicable requirements, through 
a risk based and proportionate 
approach  



 work proactively with customers and 
stakeholders to establish their 
expectations and requirements for 
our work programme 



 maintain a robust and effective 
management system that covers 
relevant aspects of company 
activities and recognises the 
importance of people 



 use appropriate business 
improvement tools, national and 
international standards, certifications 
and awards to deliver business 
objectives 



 comply with our management system 
arrangements to ensure consistent 
and reliable delivery 



 maintain effective systems for 
continual improvement, sharing good 
practice and learning from our own 
and others experience  



 maintain an independent oversight 
function and seek 3rd party review to 
provide assurance that appropriate 
standards are achieved 



 



 



Integrated Management System 
In order to achieve the standards critical to 
the delivery of our vision and mission, RWM 
maintains an integrated management system 
which has, at its core, the following: 



 values 



 governance arrangements, 
organisational structure, roles, 
responsibilities and accountabilities 



 arrangements for identifying and 
delivering the organisational and 
individual capability necessary to 
achieve our mission 



 embedded business objectives which 
are periodically monitored, reviewed 
and reported against 



 arrangements for managing both 
customer and stakeholder 
relationships 



 application of scientific method and 
the Plan, Do, Check, Act cycle 



 integrated and documented 
arrangements for key business 
processes 



 systems for maintaining documents, 
records, information, data and 
knowledge 



 routine self-checking, monitoring and 
review of the effectiveness of 
business processes 



 application of independent oversight 
of the programme to support 
improvement and learning  



 annual performance review of the 
effectiveness and suitability of the 
management system by the 
Executive Team and Board 



Quality Policy 
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[bookmark: _Toc10620938][bookmark: _Ref499636676][bookmark: _Toc19795680]Security Equipment Requirements


[bookmark: _Toc15311371][bookmark: _Toc10620940][bookmark: _Toc15311372][bookmark: _Toc19795681]The Buyer will outline the Security Equipment currently supplied by the incumbent contract holder.


[bookmark: _Toc10620941][bookmark: _Toc15311373][bookmark: _Toc19795682]The Buyer will require the successful bidder to ensure similar equipment is provided in order to maintain the required standard of service. 


[bookmark: _Toc19795683]Buyer’s Specific Equipment Requirements


[bookmark: _Toc15311375][bookmark: _Toc15311376][bookmark: _Toc19795684]The list of Equipment Requirements to be provided by the supplier per each location is detailed in item 3 below. 


[bookmark: _Toc19795685]List of Equipment Requirements


			SITE


			EQUIPMENT 





			RWM


			         Uniform + PPE





			


			         Torch (personal issue)
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This annex sets out the Buyer’s training requirements.
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[bookmark: _Toc10620938][bookmark: _Ref499636676][bookmark: _Toc19796294]Security Personnel Qualifications and Experience Requirements


[bookmark: _Toc10620940][bookmark: _Toc19796295]The Buyer in conjunction with other Nuclear Decommissioning Authority funded organisations and subsidiaries are seeking to standardise the levels of qualifications and experience for security personnel to enable the development of a workforce with transferrable skills across the Civil Nuclear Decommissioning estate.


[bookmark: _Toc10620941][bookmark: _Toc19796296]To deliver this the Nuclear Decommissioning Authority and its subsidiaries have a strategy to standardise the training of its Civilian Guard Force using eight common themes; these include:


[bookmark: _Toc10620942][bookmark: _Toc19796297]Access Control Systems


[bookmark: _Toc10620943][bookmark: _Toc19796298]Communication systems / procedures


[bookmark: _Toc10620944][bookmark: _Toc19796299]Emergency Response


[bookmark: _Toc10620945][bookmark: _Toc19796300]Introduction to Terror (packages/telephone)


[bookmark: _Toc10620946][bookmark: _Toc19796301]ONR-CNSS Overview


[bookmark: _Toc10620947][bookmark: _Toc19796302]Patrolling of the site


[bookmark: _Toc10620948][bookmark: _Toc19796303]Security Alarm Testing


[bookmark: _Toc10620949][bookmark: _Toc19796304]Vehicle and Personnel Searching – use of equipment to effect the searches.


[bookmark: _Toc10620950][bookmark: _Toc19796305]The Nuclear Decommissioning Authority and its subsidiaries are seeking to develop a National Qualification for Security Personnel; this training will be provided by the Buyer and Cluster Members.


[bookmark: _Toc19796306]Buyer’s Specific Training Requirements


[bookmark: _Toc19796307]Radioactive Waste Management Service Specific Training Requirements:


[bookmark: _GoBack]In addition to the Health and Safety Training requirements detailed within Service A:2 and Work Package C – SC: General Requirements of Attachment 3 – Annex B  Standards and Processes; Security Personnel are required to:  


Be trained in the use of automated external defibrillators (AED); 


Undertake a First Aid at Work course (minimum 3-days). 
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Cyber Essentials Scheme (CES) 



Questionnaire 
 



 



 



No liability is accepted for loss or damage from any cause whatsoever from the use of the document.  



CREST retains the right to alter the document at any time. 
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Scope of the Assessment 



Organisation details 



Please ensure the following data is captured prior to commencing a Cyber Essentials project. 
 



Topic Response  



Name of organisation   



Registered Address   



Company / Charity 
Number 



  



Sector   



Turnover   



Number of Employees   



Name of main contact   



Contact Job title   



Date of response   



Contact Email   



Contact Telephone   



CE Level Desired  *Cyber Essentials or Cyber 
Essentials Plus 



 



Technology in scope 



Technology used by organisations can be diverse and range from smartphones, tablets and laptops 
to large scale infrastructure, as well as the use of externally hosted systems.  This implementation 
profile covers only the critical technical controls required to protect an organisation’s most exposed 
technology against the commonest forms of Internet-based cyber threats.  Technical testing covers a 
range of external infrastructure and corporate devices including workstations and other devices.  The 
majority of shared service components hosted by third parties are beyond the scope of this audit and 
information should be provided to prove they have existing certifications in place for the services they 
provide. Infrastructure as a Service (IaaS) where the organisation controls and manages the 
operating system is in scope. This evidence will need to be reviewed by the Cyber Essentials CB 
consultant as part of the review.  
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Remote Vulnerability Scan (Stage 1 – Cyber Essentials) 



Include cloud services that are part of the organisation’s infrastructure, even if they are out of scope 



for the assessment.  Please provide as much information as possible and include all relevant DNS 



names. 



 



IP Address 
(or range) 
v4 and v6 
addresses 



Fully Qualified 
Domain Name 
(FQDN) *where 
appropriate  



Nature & 
Description of 
System 
(eg, firewall, 
website, cms,) 



System Ownership 
and Hosting 
(eg internal system, 
dedicated external 
hosted, dedicated 
cloud system, 
shared platform) 



If out of scope, 
organisation 
should cite a 
reason why. 



 



Workstation Assessment (Stage 2 - Cyber Essentials PLUS only) 



A representative workstation is a single instance of a common build, if no such common build exists, 



all workstations will require testing. Where there are a number of workstations of the same build then 



the following sample size must be assessed: 



Sample Size Table  



  



No. of end points (of same 
build) 



Test sample  



1 1 



2-5 2 



6-19 3 



20-60 4 



61+ 5 
 



Description of the 
device  
(with unique ID 
such as serial 
number) 



Operating 
System 



Username and 
password of a 
test user 
account 
representing the 
device’s typical 
user. 



Confirmation that 
the device and test 
account supplied 
have access to 
Email and Internet 
(web) access as 
would a typical 
user of the device. 



Confirmation 
that admin 
access is 
available to 
device (for 
patch checks) 



Test 
Location 



      



 



Notes 



1) Personal devices used for business purposes (including laptops and tablets, known as Bring 
Your Own Devices or BYOD) are within the scope of the assessment. 



2) Devices or workstations that do NOT have Email AND do NOT have Internet (web) access 
are outside the scope of the Cyber Essentials assessment. 
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Cloud / Shared Services Assessment 



Please ensure the table below is completed for all shared services: 



Description of the 
service  
(with unique 
customer ID 
where relevant) 



Supplier Independent audit 
standards to which the 
suppliers has been 
previously assessed. 



Evidence of certification 
provided to CB 
(website URLs, certificate 
numbers, name of independent 
audit bodies etc) 



    



 



Notes 



1) This table should only be completed for shared services – dedicated platforms should be 
included within the technical testing 



2) Note remote services such as email or document stores should be included in Cyber 
Essentials but remote desktop (VDI) solutions are also relevant for Cyber Essentials PLUS. 
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Security Controls Questionnaire 
 



Firewalls 



Question Response Options 



1. Have one or more firewalls (or similar network device) been 
installed on the boundary of the organisation’s internal 
network(s)? 



Yes 
No 



2. Has the default administrative password of the firewall (or 
equivalent network device) been changed to an alternative 
difficult to guess password? 



Yes 
No 



No firewall present 



3. Has each open connection (i.e.  allowed ports and services) 
on the firewall been subject to approval by an authorised 
business representative and documented (including an 
explanation of business need)?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



No firewall present 



4. Have vulnerable services (e.g.  Server Message Block (SMB), 
NetBIOS, Telnet, TFTP, RPC, rlogin, rsh or rexec) been 
disabled (blocked) by default and those that are allowed have 
a business justification? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



No firewall present 



5. Have firewall rules that are no longer required been removed 
or disabled? 



Yes 
No 



No firewall present 



6. Are firewall rules subject to regular review? Yes 
No 



No firewall present 



7. Have computers that do not need to connect to the Internet 
been prevented from initiating connections to the Internet 
(Default deny)? 



Yes 
No 



8. Has the administrative interface used to manage the boundary 
firewall been configured such that it is not accessible from the 
Internet? 
If no then: 
a. Does the administrative interface require second factor 
authentication or is access limited to a specific address? 



Yes 
No + Yes to 8a 



No 



 



Secure configuration 



Question Response Options 



9. Are unnecessary user accounts on internal workstations (or 
equivalent Active Directory Domain) (eg Guest, previous 
employees) removed or disabled?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



10. Have default passwords for any user accounts been changed 
to a difficult to guess password?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



11. Are strong, complex passwords defined in policy and enforced 
technically for all users and administrators? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



12. Has the auto-run feature been disabled (to prevent software 
programs running automatically when removable storage 
media is connected to a computer or network folders are 
mounted)?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



13. Has unnecessary (frequently vendor bundled) software been 
removed or disabled and do systems only have software on 
them that is required to meet business requirements? 
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



14. Is all additional software added to workstations approved by IT 
or Management staff prior to installation and are standard 
users prevented from installing software? 
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



15. Has a personal firewall (or equivalent) been enabled on 
desktop PCs and laptops, and configured to disable (block) 
unapproved connections by default?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



16. Are all user workstations built from a fully hardened base 
platform to ensure consistency and security across the estate? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



17. Are Active Directory (or equivalent directory services tools) 
controls used to centralise the management and deployment 
of hardening and lockdown policies? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



18. Are proxy servers used to provide controlled access to the 
Internet for relevant machines and users? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



19. Is an offline backup or file journaling policy and solution in 
place to provide protection against malware that encrypts user 
data files? 



Yes always 
No 



20. Is there a corporate policy on log retention and the centralised 
storage and management of log information? 



Yes always 
In most cases 



No 



21. Are log files retained for operating systems on both servers 
and workstations? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



22. Are log files retained for relevant applications on both servers 
(including DHCP logs) and workstations for a period of at least 
three months? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



23. Are Internet access (for both web and mail) log files retained 
for a period of least three months? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



24. Are mobile devices and tablets managed centrally to provide 
remote wiping and locking in the event of loss or theft? 
 



Yes always 
For most devices 



Sometimes 
Rarely 
Never 
N/A 



25. Is a Mobile Device Management solution in place for 
hardening and controlling all mobile platforms in use within the 
organisation? 



Yes always 
For most devices 



Sometimes 
Rarely 
Never 
N/A 



26. Remote (Internet) access to commercially or personal 
sensitive data and critical information requires authentication. 



Yes 
No 



 



Access control 



 



Question Response Options 



27. Is user account creation subject to a full provisioning and 
approval process? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



28. Are system administrative access privileges restricted to a 
limited number of authorised individuals? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



29. Are user accounts assigned to specific individuals and are 
staff trained not to disclose their password to anyone? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



30. Are all administrative accounts (including service accounts) 
only used to perform legitimate administrative activities, with 
no access granted to external email or the Internet? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



31. Are system administrative accounts (including service 
accounts) configured to lock out after a number of 
unsuccessful attempts? 



3 Failures 
6 Failures 



10 Failures 
>10 Failures 



Never 



32. Is there a password policy covering the following points: 
a. How to avoid choosing obvious passwords (such as those 
based on easily-discoverable information). 
b. Not to choose common passwords (use of technical means, 
using a password blacklist recommended). 
c. No password reuse. 
d. Where and how they may record passwords to store and 
retrieve them securely.  
e. If password management software is allowed, if so, which. 
f. Which passwords they really must memorise and not record 
anywhere.  



All 6 items 
>4 items 
>2 items 
1 item 
None 



33. Are users authenticated using difficult to guess passwords, as 
a minimum, before being granted access to applications and 
computers? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



34. Are user accounts removed or disabled when no longer 
required (e.g.  when an individual changes role or leaves the 
organisation) or after a predefined period of inactivity (e.g.  3 
months)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



35. Are data shares (shared drives) configured to provide access 
strictly linked to job function in order to maintain the security of 
information held within sensitive business functions such as 
HR and Finance? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



 



Malware protection 



Question Response Options 



36. Which of the following does the organisation mainly rely on for 
malware protection: 
a. Anti-virus or Malware protection (continue to Q 37-40) 
b. Application whitelisting (Continue to Q 41-43) 
c. Application Sandboxing (Continue to Q 44) 



a. 
b. 
c. 



37. Has anti-virus or malware protection software been installed 
on all computers that are connected to or capable of 
connecting to the Internet?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



38. Has anti-virus or malware protection software (including 
program/engine code and malware signature files) been kept 
up-to-date (either by configuring it to update automatically or 
through the use of centrally managed service)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



39. Has anti-virus or malware protection software been configured 
to scan files automatically upon access (including when 
downloading and opening files, accessing files on removable 
storage media or a network folder) and scan web pages when 
accessed (via a web browser)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



40. Has malware protection software been configured to perform 
regular periodic scans (eg daily)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



41. Are all applications which execute on devices approved by the 
business and restricted by code signing or other protection 
mechanisms  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



42. Does the organisation maintain a list of approved applications Yes 
No 



43. Are users prevented from installing any other applications?  Yes 
No 



44. Is any unknown code limited to execute within a sandbox and 
cannot access other resources unless the user grants explicit 
permission. 



Yes 
No 



 



Patch management 



 



Question Response Options 



45. Do you apply security patches to all software running on 
computers and network devices?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



46. Has software running on computers that are connected to or 
capable of connecting to the Internet been licensed and 
supported (by the software vendor or supplier of the software) 
to ensure security patches for known vulnerabilities are made 
available? 
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



47. Has out-date or older software been removed from computer 
and network devices that are connected to or capable of 
connecting to the Internet? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



48. Have all security patches for software running on computers 
and network devices that are connected to or capable of 
connecting to the Internet been installed within 14 days of 
release or automatically when they become available from 
vendors?  
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



49. Are all smart phones kept up to date with vendor updates and 
application updates? 



Yes always 
In most cases 



Sometimes 
Rarely 



No updates available 
N/A 



50. Are all tablets kept up to date with vendor updates and 
application updates? 



Yes always 
In most cases 



Sometimes 
Rarely 



No updates available 
N/A 



 



51. Do you perform regular vulnerability scans of your internal 
networks and workstations to identify possible problems and 
ensure they are addressed? 



 



Yes always 
In most cases 



Sometimes 
Rarely 



No 



52. Do you perform regular vulnerability scans (annual or more 
frequent) of your external network to identify possible 
problems and ensure they are addressed? 



 



Yes always 
In most cases 



Sometimes 
Rarely 



No 
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1.0
Scope


1.1 NDA policy on Personnel Security derives from the Cabinet Office Security Policy Framework (SPF) and Civil Nuclear Personnel Security Standards (CNPSS) which sets out the expectations for all HMG organisations and partners with access to classified information and assets and is subject to inspection by the Civil Nuclear Industry’s Regulator, the Office for Nuclear Regulation Civil Nuclear Sector (ONR CNS).  


1.2 It is HMG’s policy that all individual’s working in posts involving access to, or knowledge or custody of, classified government information and assets have appropriate levels of security clearance.   This requires that anyone accessing NDA classified information, assets, IT network or requiring unescorted access to its premises has minimum security checks of a Baseline Personnel Security Standard (BPSS).



1.3 Where NDA posts and/or access to classified information require a higher level of clearance than BPSS, a National Security Vetting (NSV) clearance must be obtained which comprises a range of additional checks.  There are three difference types of NSV clearances: Counter Terrorist Check (CTC), Security Check (SC) and Developed Vetting (DV).  Before any such clearance is undertaken the requirements of the BPSS must be met.  This applies to any direct recruitment, internal transfer, secondment and contractors.



1.4 The security clearance process is also known as Security Vetting and all references to either are to be considered synonymous.



1.5 No member of staff or contractor will be allowed to start work or have access to classified information or related data of any type, either at an NDA office location or elsewhere, until security clearance, at the correct level, has been issued.  Where exceptional business need is demonstrated the NDA Senior Risk Officer may consider authorising a written risk balanced waiver subject to acceptable mitigations being adopted by the requestor.  Waivers of this type are granted only in extreme circumstances and will not be considered normal business practice.  



1.6 The purpose of this policy is to ensure that all staff, whether permanent, temporary or contractors, are security vetted to the level appropriate to the access they will have when carrying out their duties and that security clearances are maintained to ensure ongoing reliability of individuals and that any vetting caveats are applied and appropriately managed.



1.7 This policy is to be read in conjunction with NDA IT policy ITP05 and HR Resourcing Form HRP 11.


2.0
Responsibilities



2.1
Human Resources (HR) are responsible for ensuring that the recruitment and internal transfer appointment processes comply with this policy.  No start date is to be given until an appropriate level of security clearance has been confirmed by the Security Manager or Vetting Advisors.



2.2
The Security Manager, supported by Vetting Advisors, is responsible for ensuring that all staff and contractors are security cleared to the appropriate level before a start date is notified to the individual and the recruiting officer by HR.



2.3
Security Vetting is responsible for approving BPSS clearances, or referring vetting cases to ONR Vetting Authority in line with CNPSS Regulations, undertaking confirmations and transfers, managing mandated vetting reviews and the NDA internal vetting appraisal process.



2.3
All Line Managers are responsible for ensuring that their recruitment plans for new posts or staff and internal appointments allow sufficient time for the correct level of security clearance to be established and for any security clearance necessary to be obtained prior to a start date being notified. Line Managers also have explicit responsibilities for the ongoing personnel security management (aftercare) of their reports and implementing any vetting caveats.



2.4
Contract Leads in conjunction with Procurement are responsible for ensuring that security vetting and ongoing personnel security requirements are met when awarding classified contracts.  



2.5
Line Managers, Contract Leads/Sponsors of contractors are responsible for notifying Security, HR and Procurement as necessary when staff working for them move internally or leave the business; and for the return of all NDA property they have been issued with.



3.0
Approval and Clearance


3.1
Having identified a new post to be filled, an existing post to be re-filled, a requirement for a temporary post, or a requirement to employ a contractor, the Recruiting/Line Manager is responsible for identifying the level of security clearance required (see definitions below) with advice and guidance from the Security Manager if required.  Managers are judged to be most familiar with the work to be undertaken and security value of the assets handled in the roles that report into them and so in the best position to assess the level of security vetting required.  Security clearances should not be undertaken to a higher level than that required for the role.



3.2
The Recruiting/Line Manager must then follow HR recruiting policies for permanent or temporary staff, or the Procurement resourcing procedure for employing contractors.



3.3
For new and temporary (FTC) staff, HR obtains and collates the documentation and references necessary both for HR requirements and for BPSS security clearance checks to be carried out; for  Agency Supplied Workers, Capita obtains and collates documentation and references necessary for BPSS clearance checks to be carried out.  All application packs are then sent to NDA Vetting for authorisation and issue of clearance.



3.4
NDA Security Vetting will verify information provided by applicants and approve BPSS clearance for those applicants who do not have a current valid security clearance, with reference to ONR where applicable.  Where a valid clearance is reported already held by an individual, NDA Security Vetting is responsible for confirming and transferring the clearance as appropriate.  



3.5
On the first day at the NDA location, new starters MUST complete the Security induction, sign and return the Personnel Security Vetting Form (SCP01-F01) and return to NDA Vetting who will perform the ID check.



4.0
Caveats



4.1
When granting SC and DV clearances ONR Vetting Authority will sometimes apply caveats or restrictions to working arrangements or access to information.  Caveats are usually applied where the Vetting Authority considers it necessary to provide precautionary or additional assurance around the protection of classified information and assets.  Line Managers will be informed by Security Vetting of any caveats applied to an individual’s clearance and the implications of the caveat.  It is the Line Manager’s responsibility for ensuring that caveats are implemented, managed appropriately and not discussed outside the immediate line management chain.



5.0
Clearances Refused or Withdrawn



5.1
Only ONR (CNS) Vetting Authority may deny a valid security clearance application or withdraw a security clearance after it has been granted.  The process below applies to both staff and contractors.



5.2
When a BPSS clearance is denied, the individual will be informed in writing by ONR (CNS) stating the reason(s) why a clearance has been denied and the avenue of appeal which is available to the Deputy Chief Inspector (Civil Nuclear Sector) (DCI (CNS)), who will take the final decision.  Concurrently the NDA Security Manager will be informed that the BPSS has been denied but not the reason(s) why.  There is no further appeal other than through judicial review.



5.3
For NSV clearances the individual will be given notice in writing that ONR (CNS) intend to deny the clearance and setting out the opportunity to make representation.  The NDA Security Manager will be informed of the intention to deny clearance but not the reason(s) why.  If the decision to deny the clearance is confirmed, the individual will receive a further letter re-stating the reasons for the denial and offering the right of appeal to the DCI (CNS).  The NDA Security Manager will receive notification that the clearance has been denied but not of the reason why.



5.4
For those already appointed to the civil nuclear industry, following appeal to the DCI (CNS), if the clearance is still confirmed as denied a further avenue of appeal lies through the Security Vetting Appeals Panel (SVAP), which is part of Cabinet Office.  There is no right of appeal to SVAP for candidates where no job offer has been made.  Whether or not an individual appeals to the SVAP, this does not preclude them from having the right to seek a judicial review.



5.5
The process for withdrawing an NSV clearance is the same as that followed for denials.  As the individual will already be working in the civil nuclear industry, there will always be a right of appeal to SVAP.


6.0
Ongoing Personnel Security Management (Aftercare)



6.1
Individuals and their circumstances change and a security clearance is only as good as the background records and other investigations on which it is based at the time the process is undertaken.  It is important that personnel security management continues after the initial clearance is approved and that any new information, vulnerabilities or other concerns that may affect the reliability of a person or the information they have access to are brought promptly to the attention of the Security Manager and involve HR as appropriate.  



6.2
This is achieved through a combination of appropriate ongoing personnel security procedures, such as clearance reviews and appraisals, fostering a strong security culture amongst staff and creating a positive climate in which individuals are encouraged to discuss concerns before they become problems, and through the ongoing implementation of security awareness and reinforcement of individual’s responsibilities concerning security through line management of staff.



6.3
Effective personnel security is very dependent on the support of Line Managers and is an ongoing line management responsibility.  In particular, Managers should brief post holders about the protection of information and assets under their control (see 6.4 ‘need to know’ below); look out for potential difficulties or conflicts of interest among their staff and discuss any concerns identified as soon as possible.  



6.4
The dissemination of sensitive information and assets should be no wider than necessary for the efficient conduct of NDA’s business and, by implication, should be limited to those individuals who are appropriately cleared and authorised to have access to it, this ‘need to know’ principle, supported by other policies, such as Clear Desk, is fundamental to the protection of classified government assets.  



6.5
All staff and contractors who hold an NSV security clearance (ie CTC, SC or DV) are required to report any Change in Personal Circumstances (COPC) in line with responsibilities outlined in the ONR letter issued on approval of clearance.  COPC forms can be obtained from the UKSV official website. 



7.0
Alcohol and Substance Misuse



7.1
No employee or contractor shall, in connection with any work-related activity, report or endeavour to report for duty having consumed drugs or alcohol likely to render them unfit and/or unsafe for work.



7.2
Any employee or contractor holding a security clearance may be required to undertake drug and alcohol testing prior to being granted access to nuclear sites.



7.3
For those employees and contractors holding an NSV (SC or DV) clearance any positive testing for illegal drugs or alcohol (for alcohol a second positive test within 5 years of the first) will be reported to ONR Vetting Authority.



8.0
Reviews



8.1
Mandatory reviews of NSV security clearances Sponsored by the NDA are instigated at the appropriate time by NDA Security Vetting and are undertaken: SC clearances every 10 years for staff and every 7 years for contractors; DV clearances every 7 years for staff and contractors.



8.2
When security clearances are due for review managers will be required to consider whether the level of clearance remains valid for that appointment in accordance with the guidelines above and definitions below.  



9.0
Appraisals



9.1
Line Managers and individuals are required to complete annual Security Appraisal Forms (SAFs) for every person whose security clearance is sponsored by the NDA.   This annual process will be initiated by NDA Security Vetting.



10.0
Travel Abroad



10.1
Regulations require that holders of SC and DV clearances inform the NDA Security Team of any proposed travel outside the UK, whether for business or pleasure to enable the appropriate risk assessment and travel briefing to be given.



10.2
In recognising the popularity and relative ease of travel to countries that pose a reduced risk regulations do not require reporting travel to certain countries for example, those in the European Economic Area.  A full list of countries to which travel does not need to be reported can be found on the NDA Intranet.  However, as holders of security clearances, individuals should exercise secure behaviours and if during travel are arrested for any reason, involved in any unusual incident or problem or approached with a request for help with, or information about the NDA, a full report should be made to the Security Team immediately on return to work or earlier if practicable.



11.0
Documentation


11.1
All security vetting documentation is to be retained as required by the applicable Regulations.  Such documentation is subject to inspection by ONR and Regulatory requirements must be applied in destroying those documents not to be kept beyond specified deadlines.



11.2
Documentation concerning any individual that, if released, could cause that individual embarrassment or short-term distress, should be given a marking of Official Sensitive - Personal.  All vetting documentation is to be given a marking of at least Official; some vetting documentation will be Official Sensitive.



12.0
Definitions



BSPSS – Baseline Personnel Security Standard (BPSS) is designed to provide a level of assurance as to the honesty, integrity and values of individuals whose work, in the main, involves uncontrolled access to OFFICIAL and OFFICIAL-SENSITIVE assets (including SNI and NM).  BPSS allows access to UK protectively marked assets up to and including OFFICIAL-SENSITIVE (with occasional access to SECRET) and unescorted access to Outer Areas of Civil Licensed Nuclear Sites and Category III nuclear materials.



The BPSS is an integral part of the CTC, SC and DV clearance process and any NSV application should show that BPSS has been achieved.




CTC – Counter Terrorist Check (CTC) is a formal National Security Vetting (NSV) clearance and includes checks in addition to a BPSS where individuals are required to be employed in posts which involve proximity to public figures or require access to establishments assessed to be at risk from terrorist attack or require access to information or material assessed to be of value to terrorists.



SC and DV – Security Check (SC) and Developed Vetting (DV) are formal National Security Vetting (NSV) clearances obtained through a rigorous security vetting process.  SC allows access to UK protectively marked assets up to and including SECRET (with occasional access to TOP SECRET) and unescorted access to Intermediate Areas of Civil Licensed Nuclear Sites and Category II nuclear materials.




DV allows access to UK protectively marked assets up to and including TOP SECRET and unescorted access to Inner Areas of Civil Licensed Nuclear Sites and Category I nuclear materials.


Associated NDA Policies


This policy is to be read and implemented in conjunction with:



HRP11 HR Resourcing Form 


ITP05 IT Policy


IPPRO1 Procurement Procedure 



SCP07 Overseas Travel Policy 



SCP01-F01 – Personnel Security Vetting Form



			Record Description


			Record Owner






			Record Format.



Electronic/Hardcopy





			 Form


			Vetting


			Hardcopy





			This document is uncontrolled when printed








			Record Description


			Record Owner






			Record Format.



Electronic/Hardcopy





			[eg. Form, report, etc]


			[insert function]


			Electronic/hardcopy





			This document is uncontrolled when printed
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1 Purpose and Scope 



The purpose of this procedure is to ensure that the correct personnel security onboarding is 
applied by persons who require contractors to perform any work for RWM which requires the 
exchange and processing of information assets or access to RWM facilities or assets.  



RWM is required to comply with the Cabinet Office Security Policy Framework (SPF), this 
describes the expectations for all HMG organisations and partners with access to classified 
information and assets, and is also subject to inspection by the civil nuclear industry regulator, the 
Office for Nuclear Regulation. 



The scope of this procedure extends to those contractors who will be working either on a 
standalone contract or via a framework and who as part of the contract require access to RWM 
information, assets or premises. 



Any requests to vary from this procedure must be discussed with and agreed by the HSSEQ 
Director who is the Senior Information Risk Owner (SIRO) for RWM and accountable for all 
aspects of information risk. 



2 Responsibilities 



Responsible Party Description 



Sponsor The Sponsor is responsible for ensuring that any contractors 
they engage to perform work are made aware of, and follow, all 
relevant RWM/NDA arrangements prior to, during and at the end 
of any contracted activity. This includes, notifying Security and 
Procurement when contractors working for them move internally 
or their contract ends; and for the return of all RWM property 
they have been issued with. 



Procurement Procurement are responsible for ensuring that any contracts 
include detail of the relevant RWM/NDA arrangements that are 
required to be adhered to by any individual working on the RWM 
contract. 



Security Manager The RWM Security Manager is responsible for the verification of 
identification documents of any contractor that is required to go 
through the RWM Contractor Onboarding Procedure. 



Contractor The Contractor is required to provide all information required to 
enable the vetting procedure to be completed in a timely manner 
and for attending the RWM Harwell office with identification 
documents to enable formal verification to take place. 



3 References 
 RWM53 Security Manual (in production) 



 SCP01 NDA Personnel Security Vetting Policy document 



 SCP01-F01 Personnel Security Vetting Form Security Do’s and Don’ts  



 HMG Baseline Personnel Security Standard 



 HMG Security Policy Framework 



 NDA Instruction for completing Baseline Personnel Security Standard (BPSS) Application 



 NDA Baseline Personnel Security Standard Verification Record (BSVR)  
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4 Terms and Definitions 
 



Term Definition 



Baseline Personnel 
Security Standard 
(BPSS) 



Describes the pre-employment controls for all civil servants, 
members of the Armed Forces, temporary staff and government 
contractors generally. Its rigorous and consistent application 
also underpins national security vetting. 



DBS  Disclosure and Barring Service 



Contractor An Individual that undertakes work under a contract awarded to 
them by RWM. 



National Security Vetting 
(NSV) 



An incremental set of personnel security controls that are 
applied to those persons who require access to more sensitive 
assets. There are three levels of national security vetting 
clearance: a Counter Terrorist Check (CTC), Security Check 
(SC) and Developed Vetting (DV). Each is configured to provide 
an appropriate level of assurance in respect of a range of 
threats, and the impact and damage that could arise from 
compromise, loss or improper exploitation of the information or 
other assets to which an individual has access. 



Procurement Member of the procurement team responsible for the letting of a 
contract or task order. 



Senior Information Risk 
Owner (SIRO) 



Board level staff member accountable and responsible for 
information risk across the organisation. 



Sponsor The RWM staff member who is assigned to be responsible for 
specific contractor compliance with RWM Contractor 
Onboarding arrangements, including responsibility for managing 
on-boarding, on-going and off-boarding requirements. 



5 Procedure 



The key steps for conducting the required contractor vetting are described in the following sections.
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5.1 Contractor Onboarding Process Overview – No Pre-existing Clearance 



RWM Contractor Onboarding Process – No Pre-existing Clearance
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4. Personnel 
Resources Identified



5. Provide 
Contractor with 
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Sponsor



6. Apply for a DBS 
check and complete 
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paperwork
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documents verified 
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contractor
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Pass (Photo or 
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5.1.1 Process Detail 



Step in 
Process 



Responsible 
Party 



Detail 



1. RWM Staff 
Member 



The need for a contractor to perform work on behalf of RWM that 
involves either the exchange/processing of Classified Information 
(OFFICIAL or above), access to RWM assets or access to RWM 
facilities is identified. 



2. RWM Staff 
Member 



The specification for the contract/task order etc. is authored by the 
individuals/group that requires the contractor; the specification must 
include the minimum requirement for BPSS and where applicable 
the level of NSV Vetting required for all contractors working on the 
contract that meet the requirements described in step 1. 



2a. RWM Staff 
Member 



An individual is to be identified who will perform the role of 
Sponsor1 and be responsible for the personnel security aspects of 
any contractors engaged on the contract/task order, this includes 
being responsible for the completion of the BPSS application 
process, ongoing aftercare and notification to NDA when contract is 
complete and individual/s are no longer working for RWM. 



3. Procurement When a new contract is procured or a contractor is identified from 
an existing framework contract to deliver the requirements of a 
contract specification, the individual responsible for the 
procurement must ensure that all requirements regarding personnel 
security are included in the contract documentation. 



4. Contractor The individual/s to be used for the delivery of the work against the 
specification are identified and communicated to RWM.  



5. Sponsor The Sponsor must ensure that the contractor is provided with the 
latest version of the complete BPSS application pack for all 
individuals that require a BPSS and/or an NSV; the sponsor must 
also inform NDA Vetting that there is a contract that requires 
individuals to have a BPSS and or an NSV and provide the names 
of those that will be submitted and confirm the name of the 
Sponsor.  



6. Contractor The individuals that require a BPSS must read the NDA Instruction 
for completing a BPSS Application and follow all of the required 
steps described; the first action should be to apply for a Disclosure 
and Barring Service Check, then complete all of the required 
paperwork in accordance with the Instruction document.  



6a. Contractor  Once the DBS Certificate is received through the post (the original 
certificate is required to complete the BPSS); you must inform your 
RWM Sponsor/contact (or Capita) and arrange for the completed 
paperwork to be checked. 



7. Sponsor The Sponsor should check to ensure that all of the paperwork has 
been completed as described in the NDA Instruction for completing 
a BPSS Application document. 



7a. Sponsor Once the Sponsor is satisfied that the BPSS application pack is 
complete they are to contact both the RWM Security Manager and 
the contractor to arrange a convenient date and time for verification 



                                                
1 If the contractor/s are going to be procured through Capita, the Capita resourcing team will be responsible for the Sponsors 



actions with regards to ensuring the BPSS application process is completed; this may also include the verification of ID. 
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check of original ID documents. 



8. Contractor The individual/s must bring the required Identification Documents to 
a meeting with the RWM Security Manager (unless ID is being 
verified by alternative route e.g. Capita, NDA, RWM HR) to enable 
verification checks of ID documents to be completed. 



8a. RWM Security 
Manager (or 
alternate) 



Complete verification checks on ID documents and once satisfied 
complete section 6 of the contractors Baseline Personnel Security 
Standard Verification Record (BSVR) form. 



9. Sponsor Once ID verification has been completed, inform Sponsor and 
arrange for the completed pack to be sent to NDA Vetting for 
processing. 



10. NDA Vetting Conduct the checks required to confirm the BPSS and when 
complete send an email to the Sponsor copied to the RWM 
Security Manager confirming completion of a BPSS. If an NSV is 
required the Sponsor will notified of the steps that their Contractor 
will be required to follow and will start the NSV process on the 
United Kingdom Security Vetting portal. 



11. Sponsor Inform contractor that their BPSS has been successfully completed 
and arrange a security induction with the RWM Security Manager, 
book a room; inform contractor of date/time to attend the meeting 
and remind them to bring photo ID.  



If an NSV is required then the Sponsor must ensure that access to 
any assets that require an NSV is not approved until such time as 
the clearance is approved. 



12. Contractor Attend induction as arranged and provide photographic ID for final 
verification. 



13. RWM Security 
Manager 



Deliver security induction and verify ID. 



14. Contractor Read and sign the Personnel Security Vetting Form Doc No: 
SCP01-F01 (Security Do’s and Don’ts) 



15. RWM Security 
Manager 



Scan and send a copy of the signed SCP01-F01 form to NDA 
Vetting and approve issue of unescorted access pass; if contractor 
is going to be accessing the RWM offices more than 10 days per 
month a photo pass can be issued. 
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5.2 Existing Clearance Holders Process 



RWM Contractor Onboarding Process – Existing Clearance Holders
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5.2.1 Process Detail 



Step in 
Process 



Responsible 
Party 



Detail 



1. RWM Staff 
Member 



The need for a contractor to perform work on behalf of RWM that 
involves either the exchange/processing of Classified Information 
(OFFICIAL or above), access to RWM assets or access to RWM 
facilities is identified. 



2. RWM Staff 
Member 



The specification for the contract/task order etc. is authored by the 
individuals/group that requires the contractor; the specification must 
include the minimum requirement for BPSS for all contractors 
working on the contract that meet the requirements described in 
step 1. 



2a. RWM Staff 
Member 



An individual is to be identified who will perform the role of Sponsor 
and be responsible for the personnel security aspects of any 
contractors engaged on the contract/task order, this includes being 
responsible for the completion of the BPSS application process 
ongoing aftercare and notification to NDA when contract is 
complete and individual/s are no longer working for RWM. 



3. Procurement When a new contract is procured or a contractor is identified from 
an existing framework contract to deliver the requirements of a 
contract specification, the individual responsible for the 
procurement must ensure that all requirements regarding personnel 
security are included in the contract documentation. 



4. Contractor The individuals to be used for the delivery against the specification 
are identified and communicated to the sponsor. 



5. Contractor The resources identified by the contractor to complete the works 
already hold a BPSS or an NSV; the sponsor is notified of those 
individuals and provides details of their full name, date of birth and 
the vetting authority that holds their clearance.  



6. Sponsor The full details of each individual are sent to NDA vetting with a 
request for a confirmation check to be carried out. 



If the identified resources hold an NSV the confirmation and if 
required transfer of the clearance may take some time, therefore 
the Sponsor can if they wish initiate a BPSS application as 
described in Section 5.1, to run concurrently with the 
confirmation/transfer to ensure that there are no extended delays to 
the individual/s being able to start work. 



7. NDA Vetting The NDA Vetting team contact the vetting authority to confirm that 
the information provided is correct, informs the Sponsor of the 
outcome and confirms that a start date for the individual/s can be 
agreed (if yes go to step 8). 



7a. NDA Vetting NDA Vetting unable to confirm existing vetting status and inform 
the Sponsor that the full BPSS application process will be required 
as described in Section 5.1 of this document. 



8. Sponsor Inform contractor that their clearance has been confirmed and if the 
contractor is going to be working in the RWM offices arrange a 
security induction with the RWM Security Manager and book a 
room; inform contractor of date/time to attend the meeting and 
remind them to bring photo ID. 
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9. Contractor Attend induction as arranged and provide photo ID for final 
verification. 



13. RWM Security 
Manager 



Deliver security induction and verify ID. 



14. Contractor Read and sign the Personnel Security Vetting Form Doc No: 
SCP01-F01 (Security Do’s and Don’ts) 



15. RWM Security 
Manager 



Scan and send a copy of the signed SCP01-F01 form to NDA 
Vetting and approve issue of unescorted access pass; if contractor 
is going to be accessing the RWM offices more than 10 days per 
month a photo pass can be issued. 
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6 Documentation & Records 



 



Document/record Responsible Retention period 



Personnel Security Vetting 
Form 



NDA Vetting Until employment on RWM 
contract ceases 



Personnel Security Records NDA Vetting 12 months post cessation of 
employment on RWM 
contract 



NDA Contractor Spreadsheet NDA Vetting Until employment on RWM 
contract ceases 
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			INSTRUCTION 


FOR COMPLETING 



BASELINE PERSONNEL SECURITY STANDARD (BPSS) APPLICATION












Personnel Security Vetting


NDA



Herdus House



Westlakes Science and Technology Park



Moor Row



Cumbria



CA24 3HU



Tel: 01925 802007



			The processing and storing of personal information provided to NDA Vetting is in compliance with the General Data Protection Regulation (GDPR) as stated in the NDA Privacy Notice for Processing Personal Data during Personnel Security Vetting.











It is Government policy that all individual’s working in posts involving access to, or knowledge or custody of, classified government information and assets have appropriate levels of security clearance.  This requires that anyone accessing NDA classified information, assets, IT network or being given unescorted access to its premises is vetted to HMG Baseline Personnel Security Standard (BPSS) as a minimum. 



All BPSS applications should be returned to the address above and must include:



· Completed BSVR



· Original Disclosure Certificate



· 3 Pieces of either original or certified copies of ID as appropriate (see (3) below)



· Completed reference forms



· Completed Criminal Record Form



· Completed Approval to Contact Current/Previous Employers Form



· Any original Police Certificates, if appropriate



· Copies of relevant documents showing Applicant’s right to work in the UK, if appropriate



These instructions should be followed by Applicants and the Nominated Contractor Personnel (if applicable) who it has been agreed can certify and coordinate applications. 


1. BSVR Form



Input all information requested either by typing or completing in black ink.  Correction fluid must not be used; mistakes should be crossed through and initialled by the individual who has made the mistake.  


Any area where there is insufficient space to input information should be continued on a separate sheet, headed with the Applicant’s full name, and attached to the BSVR.  


Parts 1– 5 to be completed by the Applicant


			Part 1  Applicant’s Details 





			This must be completed in full with the Applicant’s details.  



“Any other names used”: details of any change of name(s) should be entered here, ie through marriage, civil partnership, adoption, deed poll.



“For non EEA nationals ‘right to work’”: details of evidence of the ‘right to work’ (ie visa, permit or statement of waiver) should be entered here and a copy of the document included in the application pack.





			Part 2  Basic Disclosure Consent





			Applicants must sign and date Part 2 to authorise NDA to use the Basic Disclosure certificate to assess suitability to hold a BPSS clearance.  This must be the original ‘wet’ signature.


Please see (2) below for instruction regarding applying for disclosure certificate check.





			Part 3  Identification, documents used to certify Identity


			Applicants should enter information from the three documents that are being provided to certify identity.



This must be a minimum of three documents (one of which must be photographic) and together must confirm the following:  


· Full name 



· Nationality



· Signature 



· Full permanent address



· Date of birth 



Either original ID documents or certified copies must be included in the application pack; please see (3) below for instruction regarding which is appropriate and a list of acceptable ID documents.





			Part 4  Certification of Employment, Self-Employment, Unemployment and Education for the past 3 Years 


			All Employment, Self-employment, Unemployment and Academic history must be entered here for the past 3 years, including current position.  



This must be in date order with no gaps.


See (4) below for instruction regarding references.





			Part 5  Time spent overseas






			Applicants must declare if they have spent a total of 6 months or more (broken or unbroken) outside the UK in the last 3 years.  If the answer to this is ‘Yes’, details of countries and dates must be provided on a separate sheet and attached to the BSVR.


Please see (5) below for instruction regarding verification requirements regarding time spent abroad.








Part 6 to be completed by the Nominated Contractor Personnel or NDA


			Part 6  Certification by Employer, Human Resources or Security Department





			This part must be signed by either the nominated contractor personnel who it has been agreed can certify the application or NDA Vetting/HR.



Please see (6) below for instruction regarding certification requirements for the application.











2. Basic Disclosure


An original Basic Disclosure certificate must be included in the application pack. The appropriate certificate(s) must be obtained as outlined below:



If the Applicant’s main place of work is in England or Wales they must complete an on-line Disclosure and Barring Service (DBS) check at https://www.gov.uk/request-copy-criminal-record 


If the Applicant’s main place of work is in Scotland they must complete an on-line Disclosure Scotland check at https://www.mygov.scot/basic-disclosure/apply-for-basic-disclosure/


If the Applicant will be working equally in England or Wales and Scotland then both certificates must be provided.



3. ID Documents


For Applicants coordinating their own applications and returning the pack directly to NDA, they should include in the pack the three pieces of acceptable original ID that they have listed at Part 3 of the BSVR form.


For Applicants submitting applications via the nominated person from their contracting organisation, they should provide original ID to them with the completed BSVR.  The nominated person should then include certified copies of ID documents to NDA Vetting with the application pack.  See (6) below for information regarding criterion for nominated persons.


The nominated person should certify the ID by taking a photocopy of all three original documents and declaring on the photocopies that they believe them to be true copies of the original documents [and a true likeness if it is photographic ID], ie “I certify that I have seen the original document [and this is a true likeness of X]”, then sign, print name and date the copies and sign Part 6 of the BSVR.


			To confirm nationality one of the following documents must be produced



· Full British or EEA passport.



· Full UK birth certificate (which includes parents’ details) issued within 6 weeks of birth.



· For non-EEA Nationals their passport and evidence of the “right to work” in the UK.



· Certificate of Naturalisation.





			A form of photographic identity always needs to be produced, in addition to a minimum of two other qualifying documents listed below



· Current signed Passport



· Full birth certificate (with parents’ details) issued within 6 weeks of birth.



· Current photo-card driving licence (the photo-card may be used in isolation but not the counterpart and the licence must show the current permanent address)



· Current full old style driving licence



· Adoption certificate



· Civil Partnership/Marriage Certificate



· Certificate of Naturalisation



· Divorce/Dissolution or Annulment Certificate



· Recent (ie current year) HMRC tax notification



· Recent (ie current year) Council Tax notification



· Current Firearms Certificate



· Police Registration Document



· Current HM Forces Identity Card





			The following may only be accepted where the document has been issued within the last 6 months, shows the name and current address of the applicant, and has a unique identifying number (ie account number)



· Bank, building society, credit card or credit union statement.



· Utility bill or certificate from utility company confirming arrangements to pay for services at fixed current address



· Mortgage statement from a recognised lender



· Tenancy agreement



· Court Order



· Confirmation from electoral register that the applicant lives at that address





			The following cannot be accepted



· Mobile telephone bills



· Debit/credit/charge/ store card



· International driving licence



· Old style provisional driving licence



· Short birth certificate








4. References


All employment, self-employment, unemployment and education/academic studies declared at Part 4 must be verified by providing references.  There are two reference forms provided in the pack which should be used to obtain references as follows: 


· The Employment History Reference form should be used for references from current/previous employers, universities etc to cover periods of employment or education.



· The Personal Reference form should be used for references from persons who are ‘upstanding in the community’ to cover any periods of self-employment or unemployment where the Applicant has not been claiming benefits.  The Personal Reference form lists those persons acceptable to provide references.


If the Applicant is or has been unemployed and claiming benefits a Jobcentre letter confirming dates should be provided.



5. Time Spent Overseas


If the Applicant has spent a total of 6 months or more (broken or unbroken) outside the UK, details of countries and dates must be provided on a separate sheet and attached to the BSVR and Applicants should provide suitable corroboration for this time (eg flight details, passport stamps, credit card statements, hotel invoices).


Any Applicant who has spent a total of 6 months or more (broken or unbroken) in the last 3 years in any one country they must provide an original police certificate from that country’s authorities. Guidance on how to obtain police certificates can be found at https://www.gov.uk/government/publications/criminal-records-checks-for-overseas-applicants


6. Certification of Application


If it has been agreed by NDA that a nominated person within an employing contractor organisation is to certify and coordinate the application then the nominated person should check the application has been completed correctly then complete and sign the declaration at Part 6, having established identity, nationality, right to work in the UK and the authenticity of employment history.  It is expected that nominated persons will have undertaken document identification training or be available to attend training as required by NDA.



The nominated person should certify ID documents as instructed at (3) above and include the certified copies with the application pack.


For Applicants coordinating their own applications and returning the pack directly to NDA together with original ID documents, this part of the form will be completed by NDA Vetting.


7. Other Forms to be Completed


Applicants should also complete and return the following forms with their pack:



Approval to Contact Employers



Criminal Record Declaration[image: image1.png]
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1.	Definitions used in the contract 

1.1	Interpret this Contract using Joint Schedule 1 (Definitions).


2.	How the contract works 

2.1	The Supplier is eligible for the award of Call-Off Contracts during the Framework Contract Period.


2.2	CCS doesn’t guarantee the Supplier any exclusivity, quantity or value of work under the Framework Contract.


2.3	CCS has paid one penny to the Supplier legally to form the Framework Contract. The Supplier acknowledges this payment. 


2.4	If the Buyer decides to buy Deliverables under the Framework Contract it must use Framework Schedule 7 (Call-Off Award Procedure) and must state its requirements using Framework Schedule 6 (Order Form Template and Call-Off Schedules). If allowed by the Regulations, the Buyer can:



· make changes to Framework Schedule 6 (Order Form Template and Call-Off Schedules)

· create new Call-Off Schedules

· exclude optional template Call-Off Schedules 

· use Special Terms in the Order Form to add or change terms



2.5	Each Call-Off Contract:


· is a separate Contract from the Framework Contract

· is between a Supplier and a Buyer

· includes Core Terms, Schedules and any other changes or items in the completed Order Form

· survives the termination of the Framework Contract


2.6	Where the Supplier is approached by an eligible buyer requesting Deliverables or substantially similar goods or services, the Supplier must tell them about this Framework Contract before accepting their order. The Supplier will promptly notify CCS if the eligible buyer won’t use this Framework Contract.


2.7	The Supplier acknowledges it has all the information required to perform its obligations under each Contract before entering into a Contract. When information is provided by a Relevant Authority no warranty of its accuracy is given to the Supplier.


2.8	The Supplier won’t be excused from any obligation, or be entitled to additional Costs or Charges because it failed to either:


· verify the accuracy of the Due Diligence Information

· properly perform its own adequate checks



2.9	CCS and the Buyer won’t be liable for errors, omissions or misrepresentation of any information.



2.10 	The Supplier warrants and represents that all statements made and documents submitted as part of the procurement of Deliverables are and remain true and accurate. 



[bookmark: _1fob9te]3.	What needs to be delivered 

3.1	All deliverables

3.1.1	The Supplier must provide Deliverables:


· that comply with Framework Schedule 1 (Specification), the Framework Tender Response and the Call-Off Contract, including the Call-Off Tender (if there is one)

· using Good Industry Practice

· using its own policies, processes and internal quality control measures as long as they don’t conflict with the Contract

· on the dates agreed 

· [bookmark: _3znysh7]that comply with Law 

· that are free from defects



[bookmark: _2et92p0]3.2	Goods clauses

3.2.1	All Goods delivered must be new, or as new if recycled, unused and of recent origin.


3.2.2	All manufacturer warranties covering the Goods must be assignable to the Buyer on request and for free.


3.2.3	The Supplier transfers ownership of the Goods on Delivery or payment for those Goods, whichever is earlier.


3.2.4	Risk in the Goods transfers to the Buyer on Delivery of the Goods, but remains with the Supplier if the Buyer notices damage following Delivery and lets the Supplier know within 3 Working Days of Delivery.



3.2.5	The Supplier warrants that it has full and unrestricted ownership of the Goods at the time of transfer of ownership.


3.2.6	The Supplier must deliver the Goods on the date and to the specified location during the Buyer’s working hours.


3.2.7	The Supplier must provide sufficient packaging for the Goods to reach the point of Delivery safely and undamaged.


3.2.8	All deliveries must have a delivery note attached that specifies the order number, type and quantity of Goods.


3.2.9	The Supplier must provide all tools, information and instructions the Buyer needs to make use of the Goods.


[bookmark: _tyjcwt]3.2.10	The Supplier must indemnify the Buyer against the costs of any Recall of the Goods and give notice of actual or anticipated action about the Recall of the Goods. 


3.2.11	The Buyer can cancel any order or part order of Goods which has not been Delivered. If the Buyer gives less than 14 days notice then it will pay the Supplier’s reasonable and proven costs already incurred on the cancelled order as long as the Supplier takes all reasonable steps to minimise these costs.


3.2.12	The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s option and request) Deliverables that do not conform with Clause 3. If the Supplier doesn’t do this it will pay the Buyer’s costs including repair or re-supply by a third party.


[bookmark: _3dy6vkm]3.3	Services clauses

3.3.1	Late Delivery of the Services will be a Default of a Call-Off Contract. 


3.3.2	The Supplier must co-operate with the Buyer and third party suppliers on all aspects connected with the Delivery of the Services and ensure that Supplier Staff comply with any reasonable instructions.


3.3.3	The Supplier must at its own risk and expense provide all Supplier Equipment required to Deliver the Services.


3.3.4	The Supplier must allocate sufficient resources and appropriate expertise to each Contract.


3.3.5	The Supplier must take all reasonable care to ensure performance does not disrupt the Buyer’s operations, employees or other contractors.


3.3.6	The Supplier must ensure all Services, and anything used to Deliver the Services, are of good quality and free from defects.


3.3.7	The Buyer is entitled to withhold payment for partially or undelivered Services, but doing so does not stop it from using its other rights under the Contract. 


4	Pricing and payments

4.1	In exchange for the Deliverables, the Supplier must invoice the Buyer for the Charges in the Order Form.


4.2	CCS must invoice the Supplier for the Management Charge and the Supplier must pay it using the process in Framework Schedule 5 (Management Charges and Information). 


4.3	All Charges and the Management Charge:


· exclude VAT, which is payable on provision of a valid VAT invoice

· include all costs connected with the Supply of Deliverables



4.4	The Buyer must pay the Supplier the Charges within 30 days of receipt by the Buyer of a valid, undisputed invoice, in cleared funds to the Supplier’s account stated in the Order Form. 


4.5	A Supplier invoice is only valid if it:


· includes all appropriate references including the Contract reference number and other details reasonably requested by the Buyer

· includes a detailed breakdown of Delivered Deliverables and Milestone(s) (if any)

· doesn’t include any Management Charge (the Supplier must not charge the Buyer in any way for the Management Charge)



4.6	The Buyer may retain or set-off payment of any amount owed to it by the Supplier if notice and reasons are provided.


[bookmark: _1t3h5sf]4.7	The Supplier must ensure that all Subcontractors are paid, in full, within 30 days of receipt of a valid, undisputed invoice. If this doesn’t happen, CCS or the Buyer can publish the details of the late payment or non-payment.


[bookmark: _4d34og8][bookmark: 2s8eyo1]4.8	If CCS or the Buyer can get more favourable commercial terms for the supply of any materials, goods or services used by the Supplier to provide the Deliverables at cost and that cost is reimbursable by the Buyer, then CCS or the Buyer may either:


· require the Supplier to replace its existing commercial terms with the more favourable terms offered for the relevant items

· enter into a direct agreement with that Subcontractor or third party for the relevant item


4.9	If CCS or the Buyer uses Clause 4.8 then the Framework Prices (and where applicable, the Charges) must be reduced by an agreed amount by using the Variation Procedure.


4.10	CCS and the Buyer's right to enter into a direct agreement for the supply of the relevant items is subject to both:



· the relevant item being made available to the Supplier if required to provide the Deliverables

· any reduction in the Framework Prices (and where applicable, the Charges) excludes any unavoidable costs that must be paid by the Supplier for the substituted item, including any licence fees or early termination charges


4.11	The Supplier has no right of set-off, counterclaim, discount or abatement unless they’re ordered to do so by a court.	


5.	The buyer’s obligations to the supplier 

[bookmark: _17dp8vu]5.1	If Supplier Non-Performance arises from an Authority Cause:


· neither CCS or the Buyer can terminate a Contract under Clause 10.4.1

· the Supplier is entitled to reasonable and proven additional expenses and to relief from Delay Payments,  liability and Deduction under this Contract

· the Supplier is entitled to additional time needed to make the Delivery

· the Supplier cannot suspend the ongoing supply of Deliverables


5.2	Clause 5.1 only applies if the Supplier:


· gives notice to the Party responsible for the Authority Cause within 10 Working Days of becoming aware

· demonstrates that the Supplier Non-Performance only happened because of the Authority Cause

· mitigated the impact of the Authority Cause



[bookmark: _3rdcrjn]6.	Record keeping and reporting 

6.1	The Supplier must attend Progress Meetings with the Buyer and provide Progress Reports when specified in the Order Form.


6.2	The Supplier must keep and maintain full and accurate records and accounts on everything to do with the Contract for 7 years after the End Date. 


6.3	The Supplier must allow any Auditor access to their premises to verify all contract accounts and records of everything to do with the Contract and provide copies for an Audit.


6.4	The Supplier must provide information to the Auditor and reasonable co-operation at their request.



6.5	If the Supplier is not providing any of the Deliverables, or is unable to provide them, it must immediately: 



· tell the Relevant Authority and give reasons

· propose corrective action 

· provide a  deadline for completing the corrective action



6.6  	The Supplier must provide the Authority with a Self Audit Certificate supported by a report at the end of each Contract Year. The report must contain:



· the methodology used

· the sampling techniques applied

· details of any issues

· any remedial action taken



6.7	The Self Audit Certificate must be completed and signed by an auditor or senior member of the Supplier’s management team that is either qualified in a relevant audit or financial discipline. 


7.	Supplier staff 

7.1	The Supplier Staff involved in the performance of each Contract must:


· be appropriately trained and qualified

· be vetted using Good Industry Practice and the Security Policy

· comply with all conduct requirements when on the Buyer’s Premises



[bookmark: _26in1rg]7.2	Where a Buyer decides one of the Supplier’s Staff isn’t suitable to work on a contract, the Supplier must replace them with a suitably qualified alternative.


[bookmark: _lnxbz9]7.3	If requested, the Supplier must replace any person whose acts or omissions have caused the Supplier to breach Clause 27. 


[bookmark: _35nkun2]7.4	The Supplier must provide a list of Supplier Staff needing to access the Buyer’s Premises and say why access is required. 


[bookmark: _1ksv4uv]7.5	The Supplier indemnifies CCS and the Buyer against all claims brought by any person employed by the Supplier caused by an act or omission of the Supplier or any Supplier Staff. 


8.	Rights and protection 

[bookmark: _44sinio]8.1	The Supplier warrants and represents that:


· it has full capacity and authority to enter into and to perform each Contract

· each Contract is executed by its authorised representative

· it is a legally valid and existing organisation incorporated in the place it was formed 

· there are no known legal or regulatory actions or investigations before any court, administrative body or arbitration tribunal pending or threatened against it or its Affiliates that might affect its ability to perform each Contract

· it maintains all necessary rights, authorisations, licences and consents to perform its obligations under each Contract

· it doesn’t have any contractual obligations which are likely to have a material adverse effect on its ability to perform each Contract

· it is not impacted by an Insolvency Event

· it will comply with each Call-Off Contract



8.2	The warranties and representations in Clauses 2.10 and 8.1 are repeated each time the Supplier provides Deliverables under the Contract.


8.3	The Supplier indemnifies both CCS and every Buyer against each of the following:



· [bookmark: _2jxsxqh]wilful misconduct of the Supplier, Subcontractor and Supplier Staff that impacts the Contract

· [bookmark: _z337ya]non-payment by the Supplier of any tax or National Insurance

[bookmark: _3j2qqm3]

8.4	All claims indemnified under this Contract must use Clause 26.


8.5	CCS or a Buyer can terminate the Contract for breach of any warranty or indemnity where they are entitled to do so.


8.6	If the Supplier becomes aware of a representation or warranty that becomes untrue or misleading, it must immediately notify CCS and every Buyer.


8.7	All third party warranties and indemnities covering the Deliverables must be assigned for the Buyer’s benefit by the Supplier. 


[bookmark: _1y810tw]9.	Intellectual Property Rights (IPRs)

[bookmark: _4i7ojhp]9.1	Each Party keeps ownership of its own Existing IPRs. The Supplier gives the Buyer a non-exclusive, perpetual, royalty-free, irrevocable, transferable worldwide licence to use, change and sub-license the Supplier’s Existing IPR to enable it to both:

[bookmark: _2xcytpi]

· receive and use the Deliverables

· make use of the deliverables provided by a Replacement Supplier



[bookmark: _1ci93xb]9.2	Any New IPR created under a Contract is owned by the Buyer. The Buyer gives the Supplier a licence to use any Existing IPRs and New IPRs for the purpose of fulfilling its obligations during the Contract Period.


9.3	Where a Party acquires ownership of IPRs incorrectly under this Contract it must do everything reasonably necessary to complete a transfer assigning them in writing to the other Party on request and at its own cost.


9.4	Neither Party has the right to use the other Party’s IPRs, including any use of the other Party’s names, logos or trademarks, except as provided in Clause 9 or otherwise agreed in writing.


[bookmark: _3whwml4]9.5	If there is an IPR Claim, the Supplier indemnifies CCS and each Buyer against all losses, damages, costs or expenses (including professional fees and fines) incurred as a result.


9.6	If an IPR Claim is made or anticipated the Supplier must at its own expense and the Buyer’s sole option, either:



· obtain for CCS and the Buyer the rights in Clause 9.1 and 9.2 without infringing any third party IPR 

· replace or modify the relevant item with substitutes that don’t infringe IPR without adversely affecting the functionality or performance of the Deliverables

 

10.	Ending the contract

10.1	The Contract takes effect on the Start Date and ends on the End Date or earlier if required by Law.


10.2	The Relevant Authority can extend the Contract for the Extension Period by giving the Supplier no less than 3 Months' written notice before the Contract expires.


[bookmark: _2bn6wsx]10.3	Ending the contract without a reason 

10.3.1	CCS has the right to terminate the Framework Contract at any time without reason or liability by giving the Supplier at least 30 days' notice and if it’s terminated Clause 10.5.2 to 10.5.7 applies.


10.3.2	Each Buyer has the right to terminate their Call-Off Contract at any time without reason or liability by giving the Supplier not less than 90 days' written notice and if it’s terminated Clause 10.5.2 to 10.5.7 applies.


[bookmark: _qsh70q]10.4	When CCS or the buyer can end a contract 

[bookmark: _3as4poj]10.4.1	If any of the following events happen, the Relevant Authority has the right to immediately terminate its Contract by issuing a Termination Notice to the Supplier:

[bookmark: _1pxezwc]

· there’s a Supplier Insolvency Event

· there’s a Contract Default that is not corrected in line with an accepted Rectification Plan 

· the Relevant Authority rejects a Rectification Plan or the Supplier does not provide it within 10 days of the request

· there’s any material default of the Contract

· there’s a Default of Clauses 2.10, 9, 14, 15, 27, 32 or Framework Schedule 9 (Cyber Essentials) (where applicable) relating to any Contract

· there’s a consistent repeated failure to meet the Performance Indicators in Framework Schedule 4 (Framework Management)

· there’s a Change of Control of the Supplier which isn’t pre-approved by the Relevant Authority in writing

· there’s a Variation to a Contract which cannot be agreed using Clause 24 (Changing the contract) or resolved using Clause 34 (Resolving disputes)

· if the Relevant Authority discovers that the Supplier was in one of the situations in 57 (1) or 57(2) of the Regulations at the time the Contract was awarded

· the Court of Justice of the European Union uses Article 258 of the Treaty on the Functioning of the European Union (TFEU) to declare that the Contract should not have been awarded to the Supplier because of a serious breach of the TFEU or the Regulations 

· the Supplier or its Affiliates embarrass or bring CCS or the Buyer into disrepute or diminish the public trust in them



10.4.2	CCS may terminate the Framework Contract if a Buyer terminates a Call-Off Contract for any of the reasons listed in Clause 10.4.1. 



10.4.3	If there is a Default, the Relevant Authority can, without limiting its other rights, request that the Supplier provide a Rectification Plan.



10.4.4	When the Relevant Authority receives a requested Rectification Plan it can either:



· reject the Rectification Plan or revised Rectification Plan, giving reasons

· accept the Rectification Plan or revised Rectification Plan (without limiting its rights) and the Supplier must immediately start work on the actions in the Rectification Plan at its own cost, unless agreed otherwise by the Parties



10.4.5	Where the Rectification Plan or revised Rectification Plan is rejected, the Relevant Authority:



· must give reasonable grounds for its decision

· may request that the Supplier provides a revised Rectification Plan within 5 Working Days



10.4.6  If any of the events in 73 (1) (a) to (c) of the Regulations happen, the Relevant Authority has the right to immediately terminate the Contract and Clause 10.5.2 to 10.5.7 applies.





[bookmark: _49x2ik5]10.5	What happens if the contract ends

Where the Relevant Authority terminates a Contract under Clause 10.4.1 all of the following apply:


10.5.1	The Supplier is responsible for the Relevant Authority’s reasonable costs of procuring  Replacement Deliverables for the rest of the Contract Period.

10.5.2	The Buyer’s payment obligations under the terminated Contract stop immediately.

[bookmark: _2p2csry]10.5.3	Accumulated rights of the Parties are not affected.

[bookmark: _147n2zr]10.5.4	The Supplier must promptly delete or return the Government Data except where required to retain copies by law.

[bookmark: _3o7alnk]10.5.5	The Supplier must promptly return any of CCS or the Buyer’s property provided under the terminated Contract.

[bookmark: _23ckvvd]10.5.6	The Supplier must, at no cost to CCS or the Buyer, co-operate fully in the handover and re-procurement (including to a Replacement Supplier).

[bookmark: _ihv636]10.5.7	The following Clauses survive the termination of each Contract: 3.2.10, 6, 7.2, 9, 11, 14, 15, 16, 17, 18, 34, 35 and any Clauses and Schedules which are expressly or by implication intended to continue.

[bookmark: _32hioqz]

[bookmark: _1hmsyys]10.6	When the supplier can end the contract 

[bookmark: _41mghml]10.6.1	The Supplier can issue a Reminder Notice if the Buyer does not pay an undisputed invoice on time. The Supplier can terminate a Call-Off Contract if the Buyer fails to pay an undisputed invoiced sum due and worth over 10% of the Estimated Yearly Charges, within 30 days of the date of the Reminder Notice. 

[bookmark: _2grqrue]

[bookmark: _vx1227]10.6.2	If a Supplier terminates a Call-Off Contract under Clause 10.6.1:



· the Buyer must promptly pay all outstanding Charges incurred to the Supplier

· the Buyer must pay the Supplier reasonable committed and unavoidable Losses as long as the Supplier provides a fully itemised and costed schedule with evidence - the maximum value of this payment is limited to the total sum payable to the Supplier if the Contract had not been terminated

· Clauses 10.5.4 to 10.5.7 apply



[bookmark: _3fwokq0]10.7	When subcontracts can be ended 

At the Buyer’s request, the Supplier must terminate any Subcontracts in any of the following events:



· there is a Change of Control of a Subcontractor which isn’t pre-approved by the Relevant Authority in writing

· the acts or omissions of the Subcontractor have caused or materially contributed to a right of termination under Clause 10.4

· a Subcontractor or its Affiliates embarrasses or brings into disrepute or diminishes the public trust in the Relevant Authority



[bookmark: _1v1yuxt]10.8	Partially ending and suspending the contract 

10.8.1	Where CCS has the right to terminate the Framework Contract it can suspend the Supplier's ability to accept Orders (for any period) and the Supplier cannot enter into any new Call-Off Contracts during this period. If this happens, the Supplier must still meet its obligations under any existing Call-Off Contracts that have already been signed.



10.8.2	Where CCS has the right to terminate a Framework Contract it is entitled to terminate all or part of it.



10.8.3	Where the Buyer has the right to terminate a Call-Off Contract it can terminate or suspend (for any period), all or part of it. If the Buyer suspends a Contract it can provide the Deliverables itself or buy them from a third party. 



10.8.4	The Relevant Authority can only partially terminate or suspend a Contract if the remaining parts of that Contract can still be used to effectively deliver the intended purpose.


10.8.5	The Parties must agree any necessary Variation required by Clause 10.8 using the Variation Procedure, but the Supplier may not either:



· reject the Variation

· increase the Charges, except where the right to partial termination is under Clause 10.3



10.8.6	The Buyer can still use other rights available, or subsequently available to it if it acts on its rights under Clause 10.8.



[bookmark: _4f1mdlm]11.	How much you can be held responsible for 

[bookmark: _2u6wntf]11.1	Each Party's total aggregate liability in each Contract Year under this Framework Contract (whether in tort, contract or otherwise) is no more than £100,000. 


[bookmark: _19c6y18]11.2	Each Party's total aggregate liability in each Contract Year under each Call-Off Contract (whether in tort, contract or otherwise) is no more than the greater of £5 million or 150% of the Estimated Yearly Charges unless specified in the Call-Off Order Form


11.3	No Party is liable to the other for:



· any indirect Losses

· Loss of profits, turnover, savings, business opportunities or damage to goodwill (in each case whether direct or indirect)


11.4	In spite of Clause 11.1 and 11.2, neither Party limits or excludes any of the following:



· its liability for death or personal injury caused by its negligence, or that of its employees, agents or Subcontractors

· its liability for bribery or fraud or fraudulent misrepresentation by it or its employees

· any liability that cannot be excluded or limited by Law

· its obligation to pay the required Management Charge or Default Management Charge 



11.5	In spite of Clauses 11.1 and 11.2, the Supplier does not limit or exclude its liability for any indemnity given under Clauses 7.5, 8.3, 9.5, 12.2 or 14.9 or Call-Off Schedule 2 (Staff Transfer) of a Contract. 


11.6	Each Party must use all reasonable endeavours to mitigate any Loss or damage which it suffers under or in connection with each Contract, including any indemnities. 



11.7	When calculating the Supplier’s liability under Clause 11.1 or 11.2 the following items will not be taken into consideration:



· any liability that is covered by a Required Insurance 

· Deductions

· any items specified in Clause 11.5



11.8	If more than one Supplier is party to a Contract, each Supplier Party is fully responsible for both their own liabilities and the liabilities of the other Suppliers. 



[bookmark: _3tbugp1]12.	Obeying the law

[bookmark: _28h4qwu]12.1	The Supplier must use reasonable endeavours to comply with the provisions of Joint Schedule 5 (Corporate Social Responsibility).


[bookmark: _nmf14n]12.2	The Supplier indemnifies CCS and every Buyer against any costs resulting from any Default by the Supplier relating to any applicable Law to do with a Contract.


12.3	The Supplier must appoint a Compliance Officer who must be responsible for ensuring that the Supplier complies with Law, Clause 12.1 and Clauses 27 to 32.


13.	Insurance

The Supplier must, at its own cost, obtain and maintain the Required Insurances in Joint Schedule 3 (Insurance Requirements) and any Additional Insurances in the Order Form.


[bookmark: _37m2jsg]14.	Data protection

14.1	The Relevant Authority is the Controller and the Supplier is the Processor for the purposes of the Data Protection Legislation. 



14.2  	The Supplier must process Personal Data and ensure that Supplier Staff process Personal Data only in accordance with Joint Schedule 11 (Processing Data).



14.3	The Supplier must not remove any ownership or security notices in or relating to the Government Data.


14.4	The Supplier must make accessible back-ups of all Government Data, stored in an agreed off-site location and send the Buyer copies every 6 Months. 



14.5	The Supplier must ensure that any Supplier system holding any Government Data, including back-up data, is a secure system that complies with the Security Policy and any applicable Security Management Plan.



14.6	If at any time the Supplier suspects or has reason to believe that the Government Data provided under a Contract is corrupted, lost or sufficiently degraded, then the Supplier must notify the Relevant Authority and immediately suggest remedial action.



14.7	If the Government Data is corrupted, lost or sufficiently degraded so as to be unusable the Relevant Authority may either or both:


· tell the Supplier to restore or get restored Government Data as soon as practical but no later than 5 Working Days from the date that the Relevant Authority receives notice, or the Supplier finds out about the issue, whichever is earlier

· restore the Government Data itself or using a third party


14.8	The Supplier must pay each Party’s reasonable costs of complying with Clause 14.7 unless CCS or the Buyer is at fault. 



14.9	The Supplier:


· must provide the Relevant Authority with all Government Data in an agreed open format within 10 Working Days of a written request

· must have documented processes to guarantee prompt availability of Government Data if the Supplier stops trading

· must securely destroy all Storage Media that has held Government Data at the end of life of that media using Good Industry Practice

· securely erase all Government Data and any copies it holds when asked to do so by CCS or the Buyer unless required by Law to retain it

· indemnifies CCS and each Buyer against any and all Losses incurred if the Supplier breaches Clause 14 and any Data Protection Legislation.



[bookmark: _1mrcu09]15.	What you must keep confidential

15.1	Each Party must:


· keep all Confidential Information it receives confidential and secure

· not disclose, use or exploit the Disclosing Party’s Confidential Information without the Disclosing Party's prior written consent, except for the purposes anticipated under the Contract 

· immediately notify the Disclosing Party if it suspects unauthorised access, copying, use or disclosure of the Confidential Information


15.2	In spite of Clause 15.1, a Party may disclose Confidential Information which it receives from the Disclosing Party in any of the following instances:


· where disclosure is required by applicable Law or by a court with the relevant jurisdiction if the Recipient Party notifies the Disclosing Party of the full circumstances, the affected Confidential Information and extent of the disclosure

· if the Recipient Party already had the information without obligation of confidentiality before it was disclosed by the Disclosing Party

· if the information was given to it by a third party without obligation of confidentiality

· if the information was in the public domain at the time of the disclosure

· if the information was independently developed without access to the Disclosing Party’s Confidential Information

· to its auditors or for the purposes of regulatory requirements

· on a confidential basis, to its professional advisers on a need-to-know basis

· to the Serious Fraud Office where the Recipient Party has reasonable grounds to believe that the Disclosing Party is involved in activity that may be a criminal offence under the Bribery Act 2010



15.3	The Supplier may disclose Confidential Information on a confidential basis to Supplier Staff on a need-to-know basis to allow the Supplier to meet its obligations under the Contract. The Supplier Staff must enter into a direct confidentiality agreement with the Relevant Authority at its request.


15.4	CCS or the Buyer may disclose Confidential Information in any of the following cases:


· on a confidential basis to the employees, agents, consultants and contractors of CCS or the Buyer

· on a confidential basis to any other Central Government Body, any successor body to a Central Government Body or any company that CCS or the Buyer transfers or proposes to transfer all or any part of its business to

· if CCS or the Buyer (acting reasonably) considers disclosure necessary or appropriate to carry out its public functions

· where requested by Parliament

· under Clauses 4.7 and 16



15.5	For the purposes of Clauses 15.2 to 15.4 references to disclosure on a confidential basis means disclosure under a confidentiality agreement or arrangement including terms as strict as those required in Clause 15.


15.6	Transparency Information and any Information which is exempt from disclosure by Clause 16 is not Confidential Information.


15.7	The Supplier must not make any press announcement or publicise the Contracts or any part of them in any way, without the prior written consent of the Relevant Authority and must take all reasonable steps to ensure that Supplier Staff do not either. 



[bookmark: _46r0co2]16.	When you can share information 

16.1	The Supplier must tell the Relevant Authority within 48 hours if it receives a Request For Information.


16.2	Within the required timescales the Supplier must give CCS and each Buyer full co-operation and information needed so the Buyer can:


· publish the Transparency Information 

· comply with any Freedom of Information Act (FOIA) request

· comply with any Environmental Information Regulations (EIR) request


16.3	The Relevant Authority may talk to the Supplier to help it decide whether to publish information under Clause 16. However, the extent, content and format of the disclosure is the Relevant Authority’s decision, which does not need to be reasonable. 



[bookmark: _2lwamvv]17.	Invalid parts of the contract 

[bookmark: _111kx3o]If any part of a Contract is prohibited by Law or judged by a court to be unlawful, void or unenforceable, it must be read as if it was removed from that Contract as much as required and rendered ineffective as far as possible without affecting the rest of the Contract, whether it’s valid or enforceable.


[bookmark: _3l18frh]18.	No other terms apply 

The provisions incorporated into each Contract are the entire agreement between the Parties. The Contract  replaces all previous statements and agreements whether written or oral. No other provisions apply. 


19.	Other people’s rights in a contract 

No third parties may use the Contracts (Rights of Third Parties) Act (CRTPA) to enforce any term of the Contract unless stated (referring to CRTPA) in the Contract. This does not affect third party rights and remedies that exist independently from CRTPA. 


[bookmark: _206ipza]20.	Circumstances beyond your control 

[bookmark: _GoBack]20.1	Any Party affected by a Force Majeure Event is excused from performing its obligations under a Contract while the inability to perform continues, if it both:



· provides a Force Majeure Notice to the other Party

· uses all reasonable measures practical to reduce the impact of the Force Majeure Event



20.2	Either party can partially or fully terminate the affected Contract if the provision of the Deliverables is materially affected by a Force Majeure Event which lasts for 90 days continuously. 


[bookmark: _4k668n3]20.3	Where a Party terminates under Clause 20.2: 

[bookmark: _2zbgiuw]

· each party must cover its own Losses

· Clause 10.5.2 to 10.5.7 applies


[bookmark: _1egqt2p]21.	Relationships created by the contract 

No Contract creates a partnership, joint venture or employment relationship. The Supplier must represent themselves accordingly and ensure others do so.


22.	Giving up contract rights

A partial or full waiver or relaxation of the terms of a Contract is only valid if it is stated to be a waiver in writing to the other Party.


23.	Transferring responsibilities 

23.1	The Supplier can not assign a Contract without the Relevant Authority’s written consent.


[bookmark: _3ygebqi]23.2	The Relevant Authority can assign, novate or transfer its Contract or any part of it to any Crown Body, public or private sector body which performs the functions of the Relevant Authority.


23.3	When CCS or the Buyer uses its rights under Clause 23.2 the Supplier must enter into a novation agreement in the form that CCS or the Buyer specifies. 


23.4	The Supplier can terminate a Contract novated under Clause 23.2 to a private sector body that is experiencing an Insolvency Event.


23.5	The Supplier remains responsible for all acts and omissions of the Supplier Staff as if they were its own.



23.6  	If CCS or the Buyer asks the Supplier for details about Subcontractors, the Supplier must provide details of Subcontractors at all levels of the supply chain including:



· their name

· the scope of their appointment

· the duration of their appointment


24.	Changing the contract

[bookmark: _2dlolyb]24.1	Either Party can request a Variation to a Contract which is only effective if agreed in writing and signed by both Parties


24.2	The Supplier must provide an Impact Assessment either:



· with the Variation Form, where the Supplier requests the Variation

· within the time limits included in a Variation Form requested by CCS or the Buyer



24.3	If the Variation to a Contract cannot be agreed or resolved by the Parties, CCS or the Buyer can either:



· agree that the Contract continues without the Variation

· terminate the affected Contract, unless in the case of a Call-Off Contract, the Supplier has already provided part or all of the provision of the Deliverables, or where the Supplier can show evidence of substantial work being carried out to provide them

· refer the Dispute to be resolved using Clause 34 (Resolving Disputes) 



[bookmark: _sqyw64]24.4	CCS and the Buyer are not required to accept a Variation request made by the Supplier.


24.5	If there is a General Change in Law, the Supplier must bear the risk of the change and is not entitled to ask for an increase to the Framework Prices or the Charges.


24.6	If there is a Specific Change in Law or one is likely to happen during the Contract Period the Supplier must give CCS and the Buyer notice of the likely effects of the changes as soon as reasonably practical. They must also say if they think any Variation is needed either to the Deliverables, Framework Prices or a Contract and provide evidence: 



· that the Supplier has kept costs as low as possible, including in Subcontractor costs

· of how it has affected the Supplier’s costs


24.7	Any change in the Framework Prices or relief from the Supplier's obligations because of a Specific Change in Law must be implemented using Clauses 24.1 to 24.4.


25.	How to communicate about the contract 

25.1	All notices under the Contract must be in writing and are considered effective on the Working Day of delivery as long as they’re delivered before 5:00pm on a Working Day. Otherwise the notice is effective on the next Working Day. An email is effective when sent unless an error message is received.


25.2	Notices to CCS must be sent to the CCS Authorised Representative’s address or email address in the Framework Award Form.


25.3	Notices to the Buyer must be sent to the Buyer Authorised Representative’s address or email address in the Order Form. 


25.4	This Clause does not apply to the service of legal proceedings or any documents in any legal action, arbitration or dispute resolution. 


[bookmark: _3cqmetx]26.	Dealing with claims 

26.1	If a Beneficiary is notified of a Claim then it must notify the Indemnifier as soon as reasonably practical and no later than 10 Working Days.


[bookmark: _1rvwp1q]26.2	At the Indemnifier’s cost the Beneficiary must both:

[bookmark: _4bvk7pj]

· [bookmark: _2r0uhxc]allow the Indemnifier to conduct all negotiations and proceedings to do with a Claim 

· [bookmark: _1664s55]give the Indemnifier reasonable assistance with the claim if requested


[bookmark: _3q5sasy]26.3	The Beneficiary must not make admissions about the Claim without the prior written consent of the Indemnifier which can not be unreasonably withheld or delayed.


[bookmark: _25b2l0r]26.4	The Indemnifier must consider and defend the Claim diligently using competent legal advisors and in a way that doesn’t damage the Beneficiary’s reputation.


[bookmark: _kgcv8k]26.5	The Indemnifier must not settle or compromise any Claim without the Beneficiary's prior written consent which it must not unreasonably withhold or delay.


26.6	Each Beneficiary must take all reasonable steps to minimise and mitigate any losses that it suffers because of the Claim.


26.7	If the Indemnifier pays the Beneficiary money under an indemnity and the Beneficiary later recovers money which is directly related to the Claim, the Beneficiary must immediately repay the Indemnifier the lesser of either:



· the sum recovered minus any legitimate amount spent by the Beneficiary when recovering this money 

· the amount the Indemnifier paid the Beneficiary for the Claim


[bookmark: _34g0dwd]27.	Preventing fraud, bribery and corruption

[bookmark: _1jlao46]27.1	The Supplier must not during any Contract Period: 

[bookmark: _43ky6rz]

· commit a Prohibited Act or any other criminal offence in the Regulations 57(1) and 57(2)

· do or allow anything which would cause CCS or the Buyer, including any of their employees, consultants, contractors, Subcontractors or agents to breach any of the Relevant Requirements or incur any liability under them


[bookmark: _2iq8gzs]27.2	The Supplier must during the Contract Period:


· [bookmark: _xvir7l]create, maintain and enforce adequate policies and procedures to ensure it complies with the Relevant Requirements to prevent a Prohibited Act and require its Subcontractors to do the same

· keep full records to show it has complied with its obligations under Clause 27 and give copies to CCS or the Buyer on request

· if required by the Relevant Authority, within 20 Working Days of the Start Date of the relevant Contract, and then annually, certify in writing to the Relevant Authority, that they have complied with Clause 27, including compliance of Supplier Staff, and provide reasonable supporting evidence of this on request, including its policies and procedures



[bookmark: _3hv69ve]27.3	The Supplier must immediately notify CCS and the Buyer if it becomes aware of any breach of Clauses 27.1 or 27.2 or has any reason to think that it, or any of the Supplier Staff, has either:

[bookmark: _1x0gk37]

· been investigated or prosecuted for an alleged Prohibited Act

· been debarred, suspended, proposed for suspension or debarment, or is otherwise ineligible to take part in procurement programmes or contracts because of a Prohibited Act by any government department or agency 

· received a request or demand for any undue financial or other advantage of any kind related to a Contract

· suspected that any person or Party directly or indirectly related to a Contract has committed or attempted to commit a Prohibited Act


27.4	If the Supplier notifies CCS or the Buyer as required by Clause 27.3, the Supplier must respond promptly to their further enquiries, co-operate with any investigation and allow the Audit of any books, records and relevant documentation.


27.5	 In any notice the Supplier gives under Clause 27.4 it must specify the:


· Prohibited Act

· identity of the Party who it thinks has committed the Prohibited Act 

· action it has decided to take


28.	Equality, diversity and human rights

28.1	The Supplier must follow all applicable equality Law when they perform their obligations under the Contract, including:



· protections against discrimination on the grounds of race, sex, gender reassignment, religion or belief, disability, sexual orientation, pregnancy, maternity, age or otherwise

· any other requirements and instructions which CCS or the Buyer reasonably imposes related to equality Law


28.2	The Supplier must take all necessary steps, and inform CCS or the Buyer of the steps taken, to prevent anything that is considered to be unlawful discrimination by any court or tribunal, or the Equality and Human Rights Commission (or any successor organisation) when working on a Contract.



29.	Health and safety 

29.1	The Supplier must perform its obligations meeting the requirements of:



· all applicable Law regarding health and safety

· the Buyer’s current health and safety policy while at the Buyer’s Premises, as provided to the Supplier 


29.2	The Supplier and the Buyer must as soon as possible notify the other of any health and safety incidents or material hazards they’re aware of at the Buyer Premises that relate to the performance of a Contract. 



30.	Environment

30.1	When working on Site the Supplier must perform its obligations under the Buyer’s current Environmental Policy, which the Buyer must provide.


30.2	The Supplier must ensure that Supplier Staff are aware of the Buyer’s Environmental Policy.



31.	Tax 

31.1	The Supplier must not breach any tax or social security obligations and must enter into a binding agreement to pay any late contributions due, including where applicable, any interest or any fines. CCS and the Buyer cannot terminate a Contract where the Supplier has not paid a minor tax or social security contribution.


31.2	Where the Charges payable under a Contract with the Buyer are or are likely to exceed £5 million at any point during the relevant Contract Period, and an Occasion of Tax Non-Compliance occurs, the Supplier must notify CCS and the Buyer of it within 5 Working Days including:


· the steps that the Supplier is taking to address the Occasion of Tax Non-Compliance and any mitigating factors that it considers relevant

· other information relating to the Occasion of Tax Non-Compliance that CCS and the Buyer may reasonably need


[bookmark: _4h042r0]31.3	Where the Supplier or any Supplier Staff are liable to be taxed or to pay National Insurance contributions in the UK relating to payment received under a Call-Off Contract, the Supplier must both:


· [bookmark: _2w5ecyt]comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes and regulations relating to income tax, the Social Security Contributions and Benefits Act 1992 (including IR35) and National Insurance contributions 

· [bookmark: _1baon6m]indemnify the Buyer against any Income Tax, National Insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made during or after the Contract Period in connection with the provision of the Deliverables by the Supplier or any of the Supplier Staff


[bookmark: _3vac5uf]31.4	If any of the Supplier Staff are Workers who receive payment relating to the Deliverables, then the Supplier must ensure that its contract with the Worker contains the following requirements:

[bookmark: _2afmg28]

· [bookmark: _pkwqa1]the Buyer may, at any time during the Contract Period, request that the Worker provides information which demonstrates they comply with Clause 31.3, or why those requirements do not apply, the Buyer can specify the information the Worker must provide and the deadline for responding

· [bookmark: _39kk8xu]the Worker’s contract may be terminated at the Buyer’s request if the Worker fails to provide the information requested by the Buyer within the time specified by the Buyer

· [bookmark: _1opuj5n]the Worker’s contract may be terminated at the Buyer’s request if the Worker provides information which the Buyer considers isn’t good enough to demonstrate how it complies with Clause 31.3 or confirms that the Worker is not complying with those requirements

· the Buyer may supply any information they receive from the Worker to HMRC for revenue collection and management


[bookmark: _48pi1tg]32.	Conflict of interest

[bookmark: _2nusc19]32.1	The Supplier must take action to ensure that neither the Supplier nor the Supplier Staff are placed in the position of an actual or potential Conflict of Interest.


32.2	The Supplier must promptly notify and provide details to CCS and each Buyer if a Conflict of Interest happens or is expected to happen.


[bookmark: _1302m92]32.3	CCS and each Buyer can terminate its Contract immediately by giving notice in writing to the Supplier or take any steps it thinks are necessary where there is or may be an actual or potential Conflict of Interest.


33.	Reporting a breach of the contract 

33.1	As soon as it is aware of it the Supplier and Supplier Staff must report to CCS or the Buyer any actual or suspected breach of:



· Law

· Clause 12.1 

· Clauses 27 to 32



33.2	The Supplier must not retaliate against any of the Supplier Staff who in good faith reports a breach listed in Clause 33.1 to the Buyer or a Prescribed Person. 


34.	Resolving disputes 

34.1	If there is a Dispute, the senior representatives of the Parties who have authority to settle the Dispute will, within 28 days of a written request from the other Party, meet in good faith to resolve the Dispute.


34.2	If the Dispute is not resolved at that meeting, the Parties can attempt to settle it by mediation using the Centre for Effective Dispute Resolution (CEDR) Model Mediation Procedure current at the time of the Dispute. If the Parties cannot agree on a mediator, the mediator will be nominated by CEDR. If either Party does not wish to use, or continue to use mediation, or mediation does not resolve the Dispute, the Dispute must be resolved using Clauses 34.3 to 34.5.



34.3	Unless the Relevant Authority refers the Dispute to arbitration using Clause 34.4, the Parties irrevocably agree that the courts of England and Wales have the exclusive jurisdiction to: 



· determine the Dispute

· grant interim remedies

· grant any other provisional or protective relief


[bookmark: _3mzq4wv]34.4	The Supplier agrees that the Relevant Authority has the exclusive right to refer any Dispute to be finally resolved by arbitration under the London Court of International Arbitration Rules current at the time of the Dispute. There will be only one arbitrator. The seat or legal place of the arbitration will be London and the proceedings will be in English.


[bookmark: _2250f4o]34.5	The Relevant Authority has the right to refer a Dispute to arbitration even if the Supplier has started or has attempted to start court proceedings under Clause 34.3, unless the Relevant Authority has agreed to the court proceedings or participated in them. Even if court proceedings have started, the Parties must do everything necessary to ensure that the court proceedings are stayed in favour of any arbitration proceedings if they are started under Clause 34.4.


34.6	The Supplier cannot suspend the performance of a Contract during any Dispute.



35.	Which law applies

This Contract and any issues arising out of, or connected to it, are governed by English law.


[bookmark: _haapch]
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JOINT SCHEDULE 1

DEFINITIONS

1.1 In each Contract, unless the context otherwise requires, capitalised expressions shall have the meanings set out in this Joint Schedule 1 (Definitions) or the relevant Schedule in which that capitalised expression appears.

1.2 [bookmark: _30j0zll]If a capitalised expression does not have an interpretation in this Schedule or any other Schedule, it shall, in the first instance, be interpreted in accordance with the common interpretation within the relevant market sector/industry where appropriate. Otherwise, it shall be interpreted in accordance with the dictionary meaning.

1.3 In each Contract, unless the context otherwise requires:

1.3.1 the singular includes the plural and vice versa;

1.3.2 reference to a gender includes the other gender and the neuter;

1.3.3 references to a person include an individual, company, body corporate, corporation, unincorporated association, firm, partnership or other legal entity or Crown Body;

1.3.4 a reference to any Law includes a reference to that Law as amended, extended, consolidated or re-enacted from time to time;

1.3.5 the words "including", "other", "in particular", "for example" and similar words shall not limit the generality of the preceding words and shall be construed as if they were immediately followed by the words "without limitation";

1.3.6 references to "writing" include typing, printing, lithography, photography, display on a screen, electronic and facsimile transmission and other modes of representing or reproducing words in a visible form, and expressions referring to writing shall be construed accordingly;

1.3.7 references to "representations" shall be construed as references to present facts, to "warranties" as references to present and future facts and to "undertakings" as references to obligations under the Contract; 

1.3.8 references to "Clauses" and "Schedules" are, unless otherwise provided, references to the clauses and schedules of the Core Terms and references in any Schedule to parts, paragraphs, annexes and tables are, unless otherwise provided, references to the parts, paragraphs, annexes and tables of the Schedule in which these references appear; 

1.3.9 references to "Paragraphs" are, unless otherwise provided, references to the paragraph of the appropriate Schedules unless otherwise provided; and

1.3.10 references to a series of Clauses or Paragraphs shall be inclusive of the clause numbers specified.

1.3.11 the headings in each Contract are for ease of reference only and shall not affect the interpretation or construction of a Contract.

1.4 In each Contract, unless the context otherwise requires, the following words shall have the following meanings:



		DEFINITION

		MEANING



		“Accessed Contracts”

		Government Frameworks which are available to the Buyer and which the Buyer can grant access to the Supplier, as per paragraph 4 of Call Off Schedule 4



		"Achieve"

		in respect of a Test, to successfully pass such Test without any Test Issues and in respect of a Milestone, the issue of a Satisfaction Certificate in respect of that Milestone and "Achieved", "Achieving" and "Achievement" shall be construed accordingly;



		"Additional Insurances"

		insurance requirements relating to a Call-Off Contract specified in the Order Form additional to those outlined in Schedule J3 (Insurance Requirements) and Call Off Schedule 11



		"Admin Fees"

		“Admin Fees” means the costs incurred by CCS in dealing with MI Failures calculated in accordance with the tariff of administration charges published by the CCS on: http://CCS.cabinetoffice.gov.uk/i-am-supplier/management-information/admin-fees;



		"Affected Party"

		the party seeking to claim relief in respect of a Force Majeure Event;



		"Affiliates"

		in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control of that body corporate from time to time;



		“Allocations”

		Buyer process for the allocation of Buyer Premises to applicants;



		“Annex”

		extra information which supports a Schedule;



		“Applications”

		Request for occupancy of Buyer Premises issued to the Buyer;



		"Approval"

		the prior written consent of the Buyer and "Approve" and "Approved" shall be construed accordingly;



		“Asset”

		any item or equipment owned by the Buyer which is maintained as part of the Services;



		“Assessed Value”

		is the estimated value of the Call Off Contract, used in order to determine the appropriate Lot, and is calculated by using the average of the following inputs provided by the Buyer (where available):

Unit of Measure of Deliverables required;

current costs or estimated annual costs;

benchmarked costs



		"Audit"

		the Relevant Authority’s right to:

a) verify the accuracy of the Charges and any other amounts payable by a Buyer under a Call-Off Contract (including proposed or actual variations to them in accordance with the Contract);

b) verify the costs of the Supplier (including the costs of all Subcontractors and any third party suppliers) in connection with the provision of the Services;

c) verify the Open Book Data;

d) verify the Supplier’s and each Subcontractor’s compliance with the applicable Law;

e) identify or investigate actual or suspected breach of Clauses 29 to 35 and/or Joint Schedule 5 (Corporate Social Responsibility), impropriety or accounting mistakes or any breach or threatened breach of security and in these circumstances the Relevant Authority shall have no obligation to inform the Supplier of the purpose or objective of its investigations;

f) identify or investigate any circumstances which may impact upon the financial stability of the Supplier, any Guarantor, and/or any Subcontractors or their ability to provide the Deliverables;

g) obtain such information as is necessary to fulfil the Relevant Authority’s obligations to supply information for parliamentary, ministerial, judicial or administrative purposes including the supply of information to the Controller and Auditor General;

h) review any books of account and the internal contract management accounts kept by the Supplier in connection with each Contract;

i) carry out the Relevant Authority’s internal and statutory audits and to prepare, examine and/or certify the Relevant Authority's annual and interim reports and accounts;

j) enable the National Audit Office to carry out an examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Relevant Authority has used its resources;

k) verify the accuracy and completeness of any Management Information delivered or required by the Framework Contract;



		"Auditor"

		a) the Buyer’s internal and external auditors;

b) the Buyer’s statutory or regulatory auditors;

c) the Controller and Auditor General, their staff and/or any appointed representatives of the National Audit Office;

d) HM Treasury or the Cabinet Office;

e) any party formally appointed by the Buyer to carry out audit or similar review functions; and

f) successors or assigns of any of the above;



		“Authorising Engineers (AE) and Authorised Persons (AP)”

		means an independent engineer or other appropriately experienced and qualified individual (as applicable) appointed to take responsibility for the effective management of the safety guidance associated with a Permit to Work System;



		"Authority"

		   CCS and each Buyer;



		"Authority Cause"

		any breach of the obligations of the Relevant Authority (but not any other Authority) or any other default, act, omission, negligence or statement of the Relevant Authority, of its employees, servants, agents in connection with or in relation to the subject-matter of the Contract and in respect of which the Relevant Authority is liable to the Supplier; but for the avoidance of doubt this shall not include any other Contracting Authority



		"BACS"

		the Bankers’ Automated Clearing Services, which is a scheme for the electronic processing of financial transactions within the United Kingdom;



		"Baseline Monthly Payment"

		means the payment payable in respect of a

Service Month as set by reference to the Fixed Price Pricing Matrix.



		"BCDR Plan"

		shall contain the information as per Call Off Schedule 8;



		"Beneficiary"

		a Party having (or claiming to have) the benefit of an indemnity under this Contract;



		“Beyond Economic Repair”

		has the meaning given to it in paragraph 29.8 of Framework Schedule 1 (Specification)



		"Billable Works"

		mean Deliverables including Small Works, Projects, and Reactive Maintenance Works in excess of the Inclusive Repair Threshold but excluding Reactive Maintenance Works below the Inclusive Repair Threshold or Deliverables that become billable due to falling into the exclusions identified in paragraph 5.6 of Call Off Schedule 4a.  For the avoidance of doubt, Billable Works are raised in accordance with the Billable Works and Approval Process and are not included in the Baseline Monthly Payment;



		"Billable Works and Approval Process"

		means the process described as such in Framework Schedule 1 (Specification) - Appendix 3 – Billable Works and Approvals Process;



		"Billable Works Management Uplift"

		the maximum permitted rate of uplift as set out in the Pricing Matrix;



		"Breach of Security"

		the occurrence of:

a) any unauthorised access to or use of the Deliverables, the Sites and/or any Information and Communication Technology ("ICT"), information or data (including the Confidential Information and the Government Data) used by the Buyer and/or the Supplier in connection with this Contract; and/or

b) the loss and/or unauthorised disclosure of any information or data (including the Confidential Information and the Government Data), including any copies of such information or data, used by the Buyer and/or the Supplier in connection with this Contract,

in either case as more particularly set out in the Security Policy;



		"Business Continuity Plan"

		shall contain the information as per section 3.2 of Call Off Schedule 8;



		"Business Critical Events"

		means any event: 

a) described as such in the Order Form; 

b) which relates to the immediate security or health and safety of Buyer Premises; or 

c) which triggers the invocation of the Business Continuity and Disaster Recovery Plan;



		“Business Unit”

		means a logical element or segment of Buyer’s organisation    representing a specific business

function;



		“Buyer Inputs”

		The range of information provided by the Buyer in order to create the Supplier Brief.



		"Buyer"

		the relevant public sector purchaser identified as such in the Order Form;



		"Buyer Assets"

		the Buyer’s infrastructure, data, software, materials, assets, equipment or other property owned by and/or licensed or leased to the Buyer and which is or may be used in connection with the provision of the Deliverables;



		"Buyer Authorised Representative"

		the representative appointed by the Buyer from time to time in relation to the Call-Off Contract initially identified in the Order Form;



		“Buyer Equipment”

		any Buyer Assets at any Site on the Start Date;



		“Buyer Personnel”

		Personnel employed by the Buyer;



		"Buyer Premises"

		premises owned, controlled or occupied by the Buyer which are made available for use by the Supplier or its Subcontractors for the provision of the Deliverables (or any of them);



		“Buyer Security Representative”

		means the individual(s) nominated by the Buyer

to liaise with the Supplier regarding Security Services;



		"CAFM System"

		the computer aided faculties management system operated by the Supplier in connection with the provision of the Deliverables; 



		“Call Off Contract”

		the contract between the Buyer and the Supplier (entered into pursuant to the provisions of the Framework Contract), which consists of the terms set out and referred to in the Order Form



		"Call-Off Contract Period"

		the Contract Period in respect of the Call-Off Contract;



		"Call-Off Expiry Date"

		the date of the end of a Call-Off Contract as stated in the Order Form;



		"Call-Off Incorporated Terms"

		the contractual terms applicable to the Call-Off Contract specified under the relevant heading in the Order Form;



		"Call-Off Initial Period"

		the Initial Period of a Call-Off Contract specified in the Order Form the day following Mobilisation Period when the services commence’



		"Call-Off Optional Extension Period"

		such period or periods beyond which the Call-Off Initial Period may be extended up to a maximum of the number of years in total specified in the Order Form;



		"Call-Off Procedure"

		the process for awarding a Call-Off Contract pursuant to Core Terms clause 2 (How the contract works) and Framework Schedule 7 (Call-Off Procedure and Award Criteria);



		"Call-Off Special Terms"

		any additional terms and conditions specified in the Order Form incorporated into the applicable Call-Off Contract;



		"Call-Off Start Date"

		the date of start of a Call-Off Contract as stated in the Order Form;



		"Call-Off Tender"

		the tender submitted by the Supplier in response to the Buyer’s Statement of Requirements following a Further Competition Procedure and set out at Call-Off Schedule 22 (Call-Off Tender);



		"CCS"

		the Minister for the Cabinet Office as represented by Crown Commercial Service, which is an executive agency and operates as a trading fund of the Cabinet Office, whose offices are located at 9th Floor, The Capital, Old Hall Street, Liverpool L3 9PP;



		"CCS Authorised Representative"

		the representative appointed by CCS from time to time in relation to the Framework Contract initially identified in the Framework Award Form;



		“CCS Reuse”

		the Crown Commercial Service’s reuse service website http://cabinetoffice.gov.uk/reuseservice used to identify spare furniture stock in other government organisations;



		"Central Government Body"

		a body listed in one of the following sub-categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:

a) Government Department;

b) Non-Departmental Public Body or Assembly Sponsored Public Body (advisory, executive, or tribunal);

c) Non-Ministerial Department; or

d) Executive Agency;



		"Change in Law"

		any change in Law which impacts on the supply of the Deliverables and performance of the Contract which comes into force after the Start Date;



		"Change of Control"

		a change of control within the meaning of Section 450 of the Corporation Tax Act 2010;



		"Charges"

		the prices (exclusive of any applicable VAT), payable to the Supplier by the Buyer under the Call-Off Contract, as set out in the Order Form, for the full and proper performance by the Supplier of its obligations under the Call-Off Contract less any Deductions;



		"Claim"

		any claim which it appears that a Beneficiary is, or may become, entitled to indemnification under this Contract;



		"Commercially Sensitive Information"

		the Confidential Information listed in the Framework Award Form or Order Form (if any) comprising of commercially sensitive information relating to the Supplier, its IPR or its business or which the Supplier has indicated to the Authority that, if disclosed by the Authority, would cause the Supplier significant commercial disadvantage or material financial loss;



		"Comparable Supply"

		the supply of Deliverables to another Buyer of the Supplier that are the same or similar to the Deliverables;



		"Compliance Officer"

		the person(s) appointed by the Supplier who is responsible for ensuring that the Supplier complies with its legal obligations;



		“Condition Survey”

		means a periodic lease-driven survey and/or formal periodic survey



		"Confidential Information"

		means any information, however it is conveyed, that relates to the business, affairs, developments, trade secrets, Know-How, personnel and suppliers of the CCS, the Buyer or the Supplier, including IPRs, together with information derived from the above, and any other information clearly designated as being confidential (whether or not it is marked as "confidential") or which ought reasonably to be considered to be confidential;



		"Conflict of Interest"

		a conflict between the financial or personal duties of the Supplier or the Supplier Staff and the duties owed to CCS or any Buyer under a Contract, in the reasonable opinion of the Buyer or CCS;



		"Contract"

		either the Framework Contract or the Call-Off Contract, as the context requires;



		"Contract Period"

		the term of either a Framework Contract or Call-Off Contract from the earlier of the:

a) applicable Start Date; or

b) the Effective Date

until the applicable End Date; and in the case of a Call-Off Contract, the Call-Off Contract Period



		"Contract Value"

		the higher of the expected Contract value and the total Charges paid or payable under a Contract where all obligations are met by the Supplier;



		"Contract Year"

		a consecutive period of twelve (12) Months commencing at the start of the Call Off Initial Period  or each anniversary thereof;



		"Control"

		control in either of the senses defined in sections 450 and 1124 of the Corporation Tax Act 2010 and "Controlled" shall be construed accordingly;



		“Controller”

		has the meaning given to it in the GDPR;



		“Core Terms”

		CCS’ standard terms and conditions for common goods and services which govern how Supplier must interact with CCS and Buyers under Framework Contracts and Call-Off Contracts;



		“Corporate Overhead”

		has the meaning given to it in Overhead



		"Costs"

		the following costs (without double recovery) to the extent that they are reasonably and properly incurred by the Supplier in providing the Deliverables:

a) the cost to the Supplier or the Key Subcontractor (as the context requires), calculated per Man Day, of engaging the Supplier Staff, including:

i) base salary paid to the Supplier Staff;

ii) employer’s National Insurance contributions;

iii) pension contributions;

iv) car allowances;

v) any other contractual employment benefits;

vi) staff training;

vii) work place accommodation;

viii) work place IT equipment and tools reasonably necessary to provide the Deliverables (but not including items included within limb (b) below); and

ix) reasonable recruitment costs, as agreed with the Buyer;

b) costs incurred in respect of Supplier Assets which would be treated as capital costs according to generally accepted accounting principles within the UK, which shall include the cost to be charged in respect of Supplier Assets by the Supplier to the Buyer or (to the extent that risk and title in any Supplier Asset is not held by the Supplier) any cost actually incurred by the Supplier in respect of those Supplier Assets;

c) operational costs which are not included within (a) or (b) above, to the extent that such costs are necessary and properly incurred by the Supplier in the provision of the Deliverables;

d) Reimbursable Expenses to the extent these have been specified as allowable in the Order Form and are incurred in delivering any Deliverables;

but excluding:

e) Overhead;

f) financing or similar costs;

g) maintenance and support costs to the extent that these relate to maintenance and/or support Deliverables provided beyond the Call-Off Contract Period whether in relation to Supplier Assets or otherwise;

h) taxation;

i) fines and penalties;

j) amounts payable under Call-Off Schedule 16 (Benchmarking) where such Schedule is used; and

k) non-cash items (including depreciation, amortisation, impairments and movements in provisions);



		"Credit Rating Threshold"

		the minimum credit rating level for the Supplier [and the Framework Guarantor/ [ and Call-Off Guarantor]] as set out in Annex 2 of Joint  Schedule 7 [and for each Key Subcontractor (if applicable)];



		"Crown Body"

		the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies from time to time carrying out functions on its behalf;



		"CRTPA"

		the Contract Rights of Third Parties Act 1999;



		“Data Loss Event”

		any event that results, or may result, in unauthorised access to Personal Data held by the Supplier under this Contract, and/or actual or potential loss and/or destruction of Personal Data in breach of this Contract, including any Personal Data Breach;



		“Data Protection Impact Assessment”

		an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;



		"Data Protection Legislation"

		a) the GDPR, the LED and any applicable national implementing Laws as amended from time to time ;

b) the Data Protection Act 2018 [subject to Royal Assent] to the extent that it relates to processing of personal data and privacy; and

c) all applicable Law about the processing of personal data and privacy.



		"Data Protection Officer"

		has the meaning given to it in the GDPR;



		"Data Subject"

		has the meaning given to it in the GDPR;



		"Data Subject Access Request"

		a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;



		"Deductions"

		all KPI Credits, Delay Payments or any other deduction which the Buyer is paid or is payable to the Buyer under a Call-Off Contract;



		"Default"

		any breach of the obligations of the Supplier (including abandonment of a Contract in breach of its terms) or any other default (including material default), act, omission, negligence or statement of the Supplier, of its Subcontractors or any Supplier Staff howsoever arising in connection with or in relation to the subject-matter of a Contract and in respect of which the Supplier is liable to the Relevant Authority;



		"Default Management Charge"

		has the meaning given to it in Paragraph 7.1.1 of Framework Schedule 5 (Management Charges and Information);



		"Delay Payments"

		the amounts (if any) payable by the Supplier to the Buyer in respect of a delay in respect of a Milestone as specified in the Mobilisation Plan;



		"Deliverables"

		Goods and/or Services that may be ordered under the Contract including the Documentation; 



		"Delivery"

		delivery of the relevant Deliverable or Milestone in accordance with the terms of a Call-Off Contract as confirmed and accepted by the Buyer by the either (a) confirmation in writing to the Supplier; or (b) where Call-Off Schedule 13 (Mobilisation Plan and Testing) is used, issue by the Buyer of a Satisfaction Certificate. "Deliver" and "Delivered" shall be construed accordingly;



		"Disaster"

		the occurrence of one or more events which, either separately or cumulatively, mean that the Deliverables, or a material part thereof will be unavailable (or could reasonably be anticipated to be unavailable) for the period specified in the Order Form (for the purposes of this definition the "Disaster Period");



		"Disaster Recovery Deliverables"

		the Deliverables embodied in the processes and procedures for restoring the provision of Deliverables following the occurrence of a Disaster;



		"Disaster Recovery Plan"

		shall contain the information as per paragraph 4.2 of Section 4  of Call Off Schedule 8;



		"Disaster Recovery System"

		the system embodied in the processes and procedures for restoring the provision of Deliverables following the occurrence of a Disaster;



		"Disclosing Party"

		the Party directly or indirectly providing Confidential Information to the other Party in accordance with Core Terms clause 15 (What you must keep confidential);



		"Dispute"

		any claim, dispute or difference arises out of or in connection with the Contract or in connection with the negotiation, existence, legal validity, enforceability or termination of the Contract, whether the alleged liability shall arise under English law or under the law of some other country and regardless of whether a particular cause of action may successfully be brought in the English courts;



		"Dispute Resolution Procedure"

		the dispute resolution procedure set out in Core Terms clause 34 (Resolving disputes);



		"Documentation"

		descriptions of the Services and KPIs, technical specifications, user manuals, training manuals, operating manuals, process definitions and procedures, system environment descriptions and all such other documentation (whether in hardcopy or electronic form) is required to be supplied by the Supplier to the Buyer under a Contract as:

a) would reasonably be required by a competent third party capable of Good Industry Practice contracted by the Buyer to develop, configure, build, deploy, run, maintain, upgrade and test the individual systems that provide the Deliverables

b) is required by the Supplier in order to provide the Deliverables; and/or

c) has been or shall be generated for the purpose of providing the Deliverables;



		"DOTAS"

		the Disclosure of Tax Avoidance Schemes rules which require a promoter of tax schemes to tell HMRC of any specified notifiable arrangements or proposals and to provide prescribed information on those arrangements or proposals within set time limits as contained in Part 7 of the Finance Act 2004 and in secondary legislation made under vires contained in Part 7 of the Finance Act 2004 and as extended to National Insurance Contributions;



		"Due Diligence Information"

		any information supplied to the Supplier by or on behalf of the Authority prior to the Start Date;



		"Earn Back Amount"

		is the earn back amount as calculated in accordance with Call-Off Schedule 14 (Key Performance Indicators);



		"Effective Date"

		the date on which the final Party has signed the Contract;



		"EIR"

		the Environmental Information Regulations 2004;



		"Employee Liability"

		all claims, actions, proceedings, orders, demands, complaints, investigations (save for any claims for personal injury which are covered by insurance) and any award, compensation, damages, tribunal awards, fine, loss, order, penalty, disbursement, payment made by way of settlement and costs, expenses and legal costs reasonably incurred in connection with a claim or investigation including in relation to the following:

a) redundancy payments including contractual or enhanced redundancy costs, termination costs and notice payments; 

b) unfair, wrongful or constructive dismissal compensation;

c) compensation for discrimination on grounds of  sex, race, disability, age, religion or belief, gender reassignment, marriage or civil partnership, pregnancy and maternity  or sexual orientation or claims for equal pay; 

d) compensation for less favourable treatment of part-time workers or fixed term employees;

e) outstanding debts and unlawful deduction of wages including any PAYE and National Insurance Contributions in relation to payments made by the Buyer or the Replacement Supplier to a Transferring Supplier Employee which would have been payable by the Supplier or the Subcontractor if such payment should have been made prior to the Service Transfer Date and also including any payments arising in respect of pensions;

f) claims whether in tort, contract or statute or otherwise;

g) any investigation by the Equality and Human Rights Commission or other enforcement, regulatory or supervisory body and of implementing any requirements which may arise from such investigation;



		"Employer Pension Contribution Cap"

		means the 6% maximum rate of employer pension contribution used in the calculation of the TUPE Risk Premium;



		"Employment Regulations"

		the Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) as amended or replaced or any other Regulations implementing the European Council Directive 77/187/EEC;



		"End Date"

		the earlier of:

a) the Expiry Date (as extended by any Extension Period exercised by the Authority under Core Terms clause 10.2); or

b) if a Contract is terminated before the date specified in (a) above, the date of termination of the Contract;



		"Environmental Policy"

		to conserve energy, water, wood, paper and other resources, reduce waste and phase out the use of ozone depleting substances and minimise the release of greenhouse gases, volatile organic compounds and other substances damaging to health and the environment, including any written environmental policy of the Buyer;



		"Equality and Human Rights Commission"

		the UK Government body named as such as may be renamed or replaced by an equivalent body from time to time;



		"Equipment Beyond Economic Repair"

		see “Beyond Economic Repair"



		“Estimated Year One Contract Charges”

		the anticipated total charges payable by the Buyer in the first Contract Year specified in the Call-Off Order Form



		“Estimated Yearly Charge”

		means for the purposes of calculating each Party’s annual liability under clause 11.2  in relation to defaults:

 i)  in the first Contract Year, the Estimated Year 1 Contract Charges; or

 ii) in the any subsequent Contract Years, the Charges paid or payable in the previous Call-off Contract Year;

     iii) after the end of the Call Off Contract, the largest Charges paid or payable in the last Contract Year during the Call Off Contract Period.



		"Exclusive Assets"

		Supplier Assets used exclusively by the Supplier[ or a Key Subcontractor] in the provision of the Deliverables;



		"Existing IPR"

		any and all IPR that are owned by or licensed to either Party and which are or have been developed independently of the Contract (whether prior to the Start Date or otherwise);



		"Exit Information"

		has the meaning given to it in Paragraph 3.1 of Call Off Schedule10;



		"Exit Manager"

		the person appointed by each Party to manage their respective obligations under Call Off Schedule 10;



		"Expiry Date"

		the Framework Expiry Date or the Call-Off Expiry Date (as the context dictates);



		"Extension Period"

		the Framework Optional Extension Period or the Call-Off Optional Extension Period as the context dictates;



		“Family Accommodation”

		Buyer Premises allocated to Service Personnel and their families by the Buyer;



		"Fixed Fee TUPE Risk Premium"

		means the amount payable  on an annual basis based on the difference between:

a)	the costs to employ Transferring Former Supplier Employees or  where the Former Supplier becomes the Supplier those Former Supplier employees providing the Services at the Commencement Date and/or Transferring Buyer Employees (as the case may be); and

b)	the equivalent costs to employ staff used by the Supplier at Further Competition,

in respect of payments due under contracts of employment in respect of the following: 

i)	annual salary;

ii)	annual national insurance cost;

iii)	Annual Pension Cost;

iv)	annual life insurance cost;

v)	annual sick pay entitlement;

vi)	maternity/paternity costs; and

vii)	any other cost arising directly from the contract of employment of the Transferring Former Supplier Employee and or Transferring Buyer Employee, 

as set out in paragraph 3 of Call Off Schedule 6 (TUPE Surcharge);





		"FOIA"

		the Freedom of Information Act 2000 as amended from time to time and any subordinate legislation made under that Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation;



		"Force Majeure Event"

		any event outside the reasonable control of either the Relevant Authority or the Supplier  affecting its performance of its obligations under the Call-Off Contract or Framework Agreement (as applicable) arising from acts, events, omissions, happenings or non-happenings beyond its reasonable control and which are not attributable to any wilful act, neglect or failure to take reasonable preventative action by that Party, including acts of God, riots, war or armed conflict, acts of terrorism, acts of government, local government or regulatory bodies, fire, flood, storm or earthquake, or disaster but excluding any industrial dispute relating to the Supplier or the Supplier Personnel or any other failure in the Supplier’s or a Sub-contractor’s supply chain; 



		"Force Majeure Notice"

		a written notice served by the Affected Party on the other Party stating that the Affected Party believes that there is a Force Majeure Event;



		"Former Supplier"

		a supplier supplying the Deliverables to the Buyer before the Relevant Transfer Date that are the same as or substantially similar to the Deliverables (or any part of the Deliverables) and shall include any Subcontractor of such supplier (or any Subcontractor of any such Subcontractor);



		“Forward Maintenance Register”

		means a schedule of equipment showing its life expectancy, repair and replacement costs based on location, environmental conditions, level of maintenance and operational hours to inform a phased replacement programme. It is sometimes known as a PPM survey and is a Register identifying short, medium and long term maintenance requirements and renewal works activities over the course of the maintenance contract, including any hand back obligations where necessary



		"Framework Award Form"

		the document outlining the Framework Incorporated Terms and crucial information required for the Framework Contract, to be executed by the Supplier and CCS;



		"Framework Contract"

		the framework agreement established between CCS and the Supplier in accordance with Regulation 33 by the Framework Award Form for the provision of the Deliverables to Buyers by the Supplier pursuant to the OJEU Notice;



		"Framework Contract Period"

		the period from the Framework Start Date until the End Date or earlier termination of the Framework Contract;



		"Framework Discount Prices"

		means the discounted price as per the Pricing Matrix.



		"Framework Expiry Date"

		the date of the end of the Framework Contract as stated in the Framework Award Form;



		"Framework Incorporated Terms"

		the contractual terms applicable to the Framework Contract specified in the Framework Award Form;



		"Framework Initial Period"

		the initial term of the Framework Contract as specified in the Framework Award Form;



		"Framework Optional Extension Period"

		such period or periods beyond which the Framework Initial Period may be extended up to a maximum of the number of years in total specified in the Framework Award Form;



		"Framework Price(s)"

		the price(s) applicable to the provision of the Deliverables set out in Framework Schedule 3 (Framework Prices);



		"Framework Special Terms"

		any additional terms and conditions specified in the Framework Award Form incorporated into the Framework Contract;



		"Framework Start Date"

		the date of start of the Framework Contract as stated in the Framework Award Form;



		"Framework Tender Response"

		the tender submitted by the Supplier to CCS and annexed to or referred to in Framework Schedule 2 (Framework Tender Response);



		“Further Competition”

		means a competition carried out in accordance with the Further Competition Procedure



		“Further Competition Award Criteria”

		means the criteria as defined in Annex B of Framework schedule 7.



		“Further Competition Mobilisation Cost”

		Further Competition Mobilisation Cost is priced, competed and evaluated at Further Competition

There is a Buyer option to select the payment term – milestone payments, single payment on completion of mobilisation, payment during first 12 months of contract, or payment through entire contract including an amortisation percentage uplift. 

The standard Mobilisation term is 6 months but is defined at Further Competition stage.



		"Further Competition Procedure"

		the further competition procedure described in Framework Schedule 7 (Call-Off Procedure and Award Criteria);



		"Further Competition TUPE Risk Premium"

		means the amount payable  on an annual basis based on the difference between:

a)	the costs to employ Transferring Former Supplier Employees or  where the Former Supplier becomes the Supplier those Former Supplier employees providing the Services at the Commencement Date and/or Transferring Buyer Employees (as the case may be); and

b)	the equivalent costs to employ staff used by the Supplier at Further Competition,

in respect of payments due under contracts of employment in respect of the following: 

i)	annual salary;

ii)	annual national insurance cost;

iii)	Annual Pension Cost;

iv)	annual life insurance cost;

v)	annual sick pay entitlement;

vi)	maternity/paternity costs; and

vii)	any other cost arising directly from the contract of employment of the Transferring Former Supplier Employee and or Transferring Buyer Employee, 

as set out in paragraph 2 of Call Off Schedule 6 (TUPE Surcharge);



		"GDPR"

		the General Data Protection Regulation (Regulation (EU) 2016/679)



		"General Anti-Abuse Rule"

		a) the legislation in Part 5 of the Finance Act 2013; and

b) any future legislation introduced into parliament to counteract tax advantages arising from abusive arrangements to avoid National Insurance contributions;



		"General Change in Law"

		a Change in Law where the change is of a general legislative nature (including taxation or duties of any sort affecting the Supplier) or which affects or relates to a Comparable Supply;



		“Geographical Boundary”

		means the geographical boundary coverage areas, using the relevant boundary codes, as stated in Framework Schedule 2	



		“Goods”

		Goods specified in the Order Form that are to be purchased by the Supplier on behalf of the Buyer under a Call-Off Contract but excluding any Replacement Equipment.



		"Good Industry Practice"

		standards, practices, methods and procedures conforming to the Law and the exercise of the degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged within the relevant industry or business sector;



		"Government"

		the government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including government ministers and government departments and other bodies, persons, commissions or agencies from time to time carrying out functions on its behalf;



		“Government Buying Standards”

		means product specifications in line with the European Commission’s Green Public Procurement initiative. The current Government Buying Standards are owned by DEFRA



		"Government Data"

		a)   the data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, including any of the Authority’s Confidential Information, and which:

1) are supplied to the Supplier by or on behalf of the Authority; or

2) the Supplier is required to generate, process, store or transmit pursuant to a Contract; or

b)  any Personal Data for which the Authority is the Data Controller;



		"Government Procurement Card"

		the Government’s preferred method of purchasing and payment for low value goods or services https://www.gov.uk/government/publications/government-procurement-card--2;



		“Greening Government Commitments”

		means the UK policy commitments to greening operations and procurement set by the Department for the Environment, Food and Rural Affairs (DEFRA)



		"Guarantor"

		the person (if any) who has entered into a guarantee in the form set out in Joint Schedule 8 (Guarantee) in relation to this Contract;



		"Halifax Abuse Principle"

		the principle explained in the CJEU Case C-255/02 Halifax and others;



		"HMRC"

		Her Majesty’s Revenue and Customs;



		"Housing Unit"

		a residence such as a house, apartment or flat which provides a space for occupants making up a single household to live and eat;



		"ICT Policy"

		the Buyer's policy in respect of information and communications technology, referred to in the Order Form, which is in force as at the Call-Off Start Date (a copy of which has been supplied to the Supplier), as updated from time to time in accordance with the Variation Procedure;



		"Impact Assessment"

		an assessment of the impact of a Variation request by the Relevant Authority completed in good faith, including:

a) details of the impact of the proposed Variation on the Deliverables and the Supplier's ability to meet its other obligations under the Contract;

b) details of the cost of implementing the proposed Variation;

c) details of the ongoing costs required by the proposed Variation when implemented, including any increase or decrease in the Framework Prices/Charges (as applicable), any alteration in the resources and/or expenditure required by either Party and any alteration to the working practices of either Party;

d) a timetable for the implementation, together with any proposals for the testing of the Variation; and

e) such other information as the Relevant Authority may reasonably request in (or in response to) the Variation request;



		"Inclusive Repair Threshold"

		means the financial threshold as specified in the Order Form, under which the costs of individual Reactive Maintenance Works are included in the Baseline Monthly Payment and which it shall apply per event and not, for example, per trade;



		"Indemnifier"

		a Party from whom an indemnity is sought under this Contract;



		"Indexation"

		the adjustment of an amount or sum in accordance with Framework Schedule 3 (Framework Prices) and the relevant Order Form;



		"Information"

		has the meaning given under section 84 of the Freedom of Information Act 2000;



		"Information Commissioner"

		the UK’s independent authority which deals with ensuring information relating to rights in the public interest and data privacy for individuals is met, whilst promoting openness by public bodies;



		"Initial Period"

		the initial term of a Contract specified in the Framework Award Form or the Order Form, as the context requires;



		"Insolvency Event"

		in respect of a person:

a) a proposal is made for a voluntary arrangement within Part I of the Insolvency Act 1986 or of any other composition scheme or arrangement with, or assignment for the benefit of, its creditors; or

b) a shareholders' meeting is convened for the purpose of considering a resolution that it be wound up or a resolution for its winding-up is passed (other than as part of, and exclusively for the purpose of, a bona fide reconstruction or amalgamation); or

c) a petition is presented for its winding up (which is not dismissed within fourteen (14) Working Days of its service) or an application is made for the appointment of a provisional liquidator or a creditors' meeting is convened pursuant to section 98 of the Insolvency Act 1986; or

d) a receiver, administrative receiver or similar officer is appointed over the whole or any part of its business or assets; or

e) an application order is made either for the appointment of an administrator or for an administration order, an administrator is appointed, or notice of intention to appoint an administrator is given; or

f) it is or becomes insolvent within the meaning of section 123 of the Insolvency Act 1986; or

g) being a "small company" within the meaning of section 382(3) of the Companies Act 2006, a moratorium comes into force pursuant to Schedule A1 of the Insolvency Act 1986; or

h) where the person is an individual or partnership, any event analogous to those listed in limbs (a) to (g) (inclusive) occurs in relation to that individual or partnership; or

i) any event analogous to those listed in limbs (a) to (h) (inclusive) occurs under the law of any other jurisdiction;



		"Installation Works"

		the decommissioning, removal and disposal of Buyer Equipment, the design, manufacture, ordering, purchase, delivery, installation, testing and commissioning of Replacement Equipment undertaken in accordance with a Call Off Contract;



		"Intellectual Property Rights" or "IPR"

		a) copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade or business names, goodwill, designs, Know-How, trade secrets and other rights in Confidential Information;

b) applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction; and

c) all other rights having equivalent or similar effect in any country or jurisdiction;



		"Invoicing Address"

		the address to which the Supplier shall Invoice the Buyer as specified in the Order Form;



		"IPR Claim"

		any claim of infringement or alleged infringement (including the defence of such infringement or alleged infringement) of any IPR, used to provide the Deliverables or otherwise provided and/or licensed by the Supplier (or to which the Supplier has provided access) to the Relevant Authority in the fulfilment of its obligations under a Contract;



		"IR35"

		the off-payroll rules requiring individuals who work through their company pay the same tax and National Insurance contributions as an employee which can be found online at: https://www.gov.uk/guidance/ir35-find-out-if-it-applies;



		"Key Personnel"

		the individuals (if any) identified as such in the Order Form;



		“Key Roles”

		means the roles stated in the Order Form.



		“Key Staff”

		The Key Staff will fulfil the Key Roles as listed in the Order Form.



		"Key Sub-Contract"

		each Sub-Contract with a Key Subcontractor;



		"Key Subcontractor"

		any Subcontractor:

a) which is relied upon to deliver any work package within the Deliverables in their entirety; and/or

b) which, in the opinion of CCS or the Buyer performs (or would perform if appointed) a critical role in the provision of all or any part of the Deliverables; and/or

c) with a Sub-Contract with a contract value which at the time of appointment exceeds (or would exceed if appointed) 10% of the aggregate Charges forecast to be payable under the Call-Off Contract,

and the Supplier shall list all such Key Subcontractors in the Framework Award Form and in the Key Subcontractor Section in Order Form;



		"Know-How"

		all ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the Deliverables but excluding know-how already in the other Party’s possession before the applicable Start Date;



		"KPIs"

		any key performance indicator applicable to the provision of the Deliverables under the Call-Off Contract (which, where Call-Off Schedule 14 (Key Performance Indicators) is used in this Contract, are referred to in such Schedule);



		"KPI Credits"

		any KPI credits specified in Schedule 14 (Key Performance Indicators) as being payable by the Supplier to the Buyer in respect of any failure by the Supplier to meet one or more KPIs;



		"Labour Count"

		means the total number of Transferring Former Supplier Employees and/or Transferring Employer Employees identified in the Suppliers solution;



		"Law"

		any law, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, bye-law, enforceable right within the meaning of Section 2 of the European Communities Act 1972, regulation, order, regulatory policy, mandatory guidance or code of practice, judgment of a relevant court of law, or directives or requirements with which the Supplier is bound to comply;



		“LED”

		Law Enforcement Directive (Directive (EU) 2016/680)



		"Lots"

		the number of lots specified in Framework Schedule 1 (Specification), if applicable;



		"Losses"

		all losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and "Loss" shall be interpreted accordingly;



		"Man Day"

		7.5 Man Hours, whether or not such hours are worked consecutively and whether or not they are worked on the same day;



		"Man Hours"

		the hours spent by the Supplier Staff properly working on the provision of the Deliverables including time spent travelling (other than to and from the Supplier's offices, or to and from the Sites) but excluding lunch breaks;



		"Management Charge"

		the sum specified in the Framework Award Form payable by the Supplier to CCS in accordance with Framework Schedule 5 (Management Charges and Information);



		"Management Information"

		the management information specified in Specified in Framework Schedule 5 (Management Charges and Information);



		“Management Overhead”

		has the meaning given to it in Overhead



		Mandatory Deliverable

Or

Mandatory Service

		the services as defined in Framework Schedule 1 – Specification that all Suppliers must be capable of providing on this Framework.



		“Mandatory Wage”

		Means either: 

 

I. the statutory minimum hourly rate of pay including the National Living Wage and National Minimum Wage as set by the Crown; or

II. in the case of a Call-off Contract the introduction of a requirement by the Buyer that the Supplier pay Supplier Personnel a non-statutory minimum hourly rate of pay (such as the Living Wage or London Living Wage as set by the Living Wage Foundation);



		"Marketing Contact"

		shall be the person identified in the Framework Award Form;



		"MI Failure"

		“MI Failure”   means when an MI report:

a) contains any material errors or material omissions or a missing mandatory field; or 

b) is submitted using an incorrect MI reporting Template; or

c) is not submitted by the reporting date(including where a Nil Return should have been filed);



		"MI Reports"

		“MI Reports” means a report containing Management Information submitted to the Authority in accordance with Framework Schedule 5 (Management Charges and Information);



		"Milestone"

		an event or task described in the Mobilisation Plan;



		"Milestone Date"

		the target date set out against the relevant Milestone in the Mobilisation Plan by which the Milestone must be Achieved;



		“Mobilisation Period”

		is a three (3) Month period, following the Effective Date, prior to the commencement of the Services during the Contract Period (unless stated otherwise in the Order Form);



		"Mobilisation Plan"

		the plan for provision of the Deliverables set out in Call-Off Schedule 13 (Mobilisation Plan and Testing) where that Schedule is used or otherwise as agreed between the Supplier and the Buyer;



		"Month"

		a calendar month and "Monthly" shall be interpreted accordingly;



		"Monthly Payments"

		has the meaning set out in paragraph 1.1.3 of Call Off Schedule 5;



		"Monthly TUPE Risk Premium"

		has the meaning set out in paragraph 1.2 of Call Off Schedule 5;



		"National Insurance"

		contributions required by the National Insurance Contributions Regulations 2012 (SI 2012/1868) made under section 132A of  the Social Security Administration Act 1992;



		"Net Book Value"

		the current net book value of the relevant Supplier Asset(s) calculated in accordance with the Framework Tender or Call-Off  Tender (if stated) or (if not stated) the depreciation policy of the Supplier (which the Supplier shall ensure is in accordance with Good Industry Practice);



		"New IPR"

		a) IPR in items created by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of a Contract and updates and amendments of these items including (but not limited to) database schema; and/or

b) IPR in or arising as a result of the performance of the Supplier’s obligations under a Contract and all updates and amendments to the same;

but shall not include the Supplier’s Existing IPR;



		"Non-Exclusive Assets"

		those Supplier Assets used by the Supplier [or a Key Subcontractor] in connection with the Deliverables but which are also used by the Supplier[or Key Subcontractor] for other purposes;



		Non Mandatory Service

Or

Non Mandatory Deliverable

		the Services as defined in Framework Schedule 1 – Specification that Suppliers may elect to provide under this Framework.



		"Occasion of Tax Non –Compliance"

		where:

a) any tax return of the Supplier submitted to a Relevant Tax Authority on or after 1 October 2012 which is found on or after 1 April 2013 to be incorrect as a result of:

1) a Relevant Tax Authority successfully challenging the Supplier under the General Anti-Abuse Rule or the Halifax Abuse Principle or under any tax rules or legislation in any jurisdiction that have an effect equivalent or similar to the General Anti-Abuse Rule or the Halifax Abuse Principle;

2) the failure of an avoidance scheme which the Supplier was involved in, and which was, or should have been, notified to a Relevant Tax Authority under the DOTAS or any equivalent or similar regime in any jurisdiction; and/or

b) any tax return of the Supplier submitted to a Relevant Tax Authority on or after 1 October 2012 which gives rise, on or after 1 April 2013, to a criminal conviction in any jurisdiction for tax related offences which is not spent at the Start Date or to a civil penalty for fraud or evasion;



		"Open Book Data "

		complete and accurate financial and non-financial information which is sufficient to enable the Buyer to verify the Charges already paid or payable and Charges forecast to be paid during the remainder of the Call-Off Contract, including details and all assumptions relating to:

a) the Supplier’s Costs broken down against each Good and/or Service and/or Deliverable, including actual capital expenditure (including capital replacement costs) and the unit cost and total actual costs of all Deliverables;



b) operating expenditure relating to the provision of the Deliverables including an analysis showing:

1) the unit costs and quantity of Goods and any other consumables and bought-in Deliverables;

2) manpower resources broken down into the number and grade/role of all Supplier Staff (free of any contingency) together with a list of agreed rates against each manpower grade; and

3) a list of Costs underpinning those rates for each manpower grade, being the agreed rate less the Supplier Profit Margin; 

4) Overheads;

c) all interest, expenses and any other third party financing costs incurred in relation to the provision of the Deliverables;

d) the Supplier Profit achieved over the Framework Contract Period and on an annual basis;

e) confirmation that all methods of Cost apportionment and Overhead allocation are consistent with and not more onerous than such methods applied generally by the Supplier;

f) an explanation of the type and value of risk and contingencies associated with the provision of the Deliverables, including the amount of money attributed to each risk and/or contingency; and

g) the actual Costs profile for each Service Period;



		"Order"

		means an order for the provision of the Deliverables placed by a Buyer with the Supplier under a Contract;



		"Order Form"

		a completed Order Form Template (or equivalent information issued by the Buyer) used to create a Call-Off Contract;



		"Order Form Template"

		the template in Framework Schedule 6 (Order Form Template and Call-Off Schedules);



		"Other Contracting Authority"

		any actual or potential Buyer under the Framework Contract;



		"Overhead"

		Overhead includes the following elements.

Management Overhead

Management Overhead includes, but is not limited to, activities relating to supervisory/management and administration activities of the service delivery. All the requirements within Work Package A must also be accounted for within Management Overhead.

Management Overhead is captured at Framework level in the form of a percentage uplift, and forms part of the price evaluation. 

At Further Competition the Framework rates are used as maximum rates, and bidders are invited to reduce the rates for each specific Further Competition.

Corporate Overhead

means those amounts which are intended to recover a proportion of the Supplier’s or the Key Sub-Contractor’s (as the context requires) indirect corporate costs (including financing, marketing, advertising, research and development and insurance costs and any fines or penalties) but excluding allowable indirect costs apportioned to facilities and administration in the provision of Supplier Personnel and accordingly included within limb (a) of the definition of “Costs”;

Corporate Overhead is captured at Framework level in the form of a percentage uplift, and forms part of the price evaluation. At Further Competition the Framework rates are used as maximum rates, and bidders are invited to reduce the rates for each specific Further Competition.



		"Parliament"

		takes its natural meaning as interpreted within by Law;



		"Partial Termination"

		the partial termination of the relevant Contract to the extent that it relates to the provision of any part of the Services as further provided for in Core Terms clause 10.4 (When CCS or the Buyer can end this contract ) or 10.6 (When the Supplier can end the contract);



		"Party"

		in the context of the Framework Contract, CCS or the Supplier, and in the in the context of a Call-Off Contract the Buyer or the Supplier. "Parties" shall mean both of them where the context permits;



		"Pass Through Costs"

		third party costs incurred by the Supplier necessarily in connection with the provision of the Deliverables;



		"Payment Index"

		is the index identified as such in the Order Form;



		"Performance Indicators" or "PIs"

		the performance measurements and targets in respect of the Supplier’s performance of the Framework Contract set out in Framework Schedule 4 (Framework Management);



		“Permit to Work”

		means a system that is in place where strict controls are required due to the proposed work being identified as having a high risk. The work must be carried out against previously agreed safety procedures, a ‘permit-to-work' system;



		"Personal Data"

		has the meaning given to it in the GDPR;



		“Personal Data Breach”

		has the meaning given to it in the GDPR;



		"Planned Maintenance"

		planned maintenance as described in the Specification;



		"Prescribed Person"

			a legal adviser, an MP or an appropriate body which a whistle-blower may make a disclosure to as detailed in ‘Whistleblowing: list of prescribed people and bodies’, 24 November 2016, available online at: https://www.gov.uk/government/publications/blowing-the-whistle-list-of-prescribed-people-and-bodies--2/whistleblowing-list-of-prescribed-people-and-bodies



		"Previous Service Month"

		is the Service Month (referred to as “n-1”) immediately prior to the Service Month “n”;



		"Pricing Matrix"

		means the Fixed Fee Pricing Matrix or Target Cost Pricing Matrix as applicable (each defined in Call-Off schedule 5 (Call-Off Prices));



		"Progress Meeting"

		a meeting between the Buyer Authorised Representative and the Supplier Authorised Representative;



		"Progress Meeting Frequency"

		the frequency at which the Supplier shall conduct a Progress Meeting in accordance with Core Terms clause 6.1 as specified in the Order Form;



		“Progress Report”

		a report provided by the Supplier indicating the steps taken to achieve Milestones or delivery dates; r



		“Progress Report Frequency”

		the frequency at which the Supplier shall deliver Progress Reports in accordance with Core Terms clause 6.1 as specified in the Order Form;



		“Prohibited Acts”

		to directly or indirectly offer, promise or give any person working for or engaged by a Buyer or any other public body a financial or other advantage to:

i) induce that person to perform improperly a relevant function or activity; or

ii) reward that person for improper performance of a relevant function or activity;

to directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a relevant function or activity in connection with each Contract; or

committing any offence:

a) under the Bribery Act 2010 (or any legislation repealed or revoked by such Act); or

b) under legislation or common law concerning fraudulent acts; or

c) defrauding, attempting to defraud or conspiring to defraud a Buyer or other public body; or

d) any activity, practice or conduct which would constitute one of the offences listed under (c) above if such activity, practice or conduct had been carried out in the UK.



		"Project"

		means Billable Works that the Buyer elects to treat as a project in accordance with paragraph 4 of Call Off Schedule 4a;



		"Project Stage Uplift"

		the maximum permitted rate of uplift as set out in the Pricing Matrix;



		“Protective Measures”

		appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it; as outlined in the Security Policy



		"Reactive Maintenance Works"

		works arising as a result of a failure of an Asset or a service which is in the scope of the Call-Off Agreement (and for the avoidance of doubt are not Small Works or Projects);



		“Recall”

		a request by the Supplier or manufacturer to return Goods or Replacement Equipment to the Supplier or the manufacturer after the discovery of safety issues or defects (including defects in the right IPR rights) that might endanger health or hinder performance;



		"Recipient Party"

		the Party which receives or obtains directly or indirectly Confidential Information;



		"Rectification Plan"

		the Supplier’s plan (or revised plan) to rectify it’s breach using the template in Joint Schedule 10 (Rectification Plan Template) which shall include:

full details of the Default that has occurred, including a root cause analysis; 

the actual or anticipated effect of the Default; and

the steps which the Supplier proposes to take to rectify the Default (if applicable) and to prevent such Default from recurring, including timescales for such steps and for the rectification of the Default (where applicable);



		"Rectification Plan Process"

		the process set out in Core Terms clause 10.4.3 (Rectification Plan Process);



		"Registers"

		the register and configuration database referred to in Paragraph 1.2 of Call Off Schedule 10;



		"Regulations"

		the Public Contracts 2015 and/or the Public Contracts (Scotland) Regulations 2015 (as the context requires) as amended from time to time;



		"Related Supplier"

		any person who provides Deliverables to the Buyer which are related to the Deliverables from time to time;



		"Relevant Authority"

		the Authority which is party to the Contract to which a right or obligation is owed, as the context requires;



		"Relevant Authority's Confidential Information"

		a) all Personal Data and any information, however it is conveyed, that relates to the business, affairs, developments, property rights, trade secrets, Know-How and IPR of the Relevant Authority (including all Relevant Authority Existing IPR and New IPR);

b) any other information clearly designated as being confidential (whether or not it is marked "confidential") or which ought reasonably be considered confidential which comes (or has come) to the Relevant Authority’s attention or into the Relevant Authority’s possession in connection with a Contract; and

c) information derived from any of the above;



		"Relevant   Requirements"

		all applicable Law relating to bribery, corruption and fraud, including the Bribery Act 2010 and any guidance issued by the Secretary of State for Justice pursuant to section 9 of the Bribery Act 2010;



		"Relevant Tax Authority"

		HMRC, or, if applicable, the tax authority in the jurisdiction in which the Supplier is established;



		"Relevant Transfer"

		a transfer of employment to which the Employment Regulations applies, and for the purposes of Schedule 6 (TUPE Surcharge) paragraphs 2.1.1 & 2.2.2 only shall include the situation where the Former Supplier becomes the Supplier on the Start Date  ;



		"Relevant Transfer Date"

		in relation to a Relevant Transfer, the date upon which the Relevant Transfer takes place, and for the purposes of Part D: Pensions, shall include the Start Date, where appropriate;



		"Reminder Notice"

		a notice sent in accordance with Core Terms clause 10.6 given by the Supplier to the Buyer providing notification that payment has not been received on time;



		"Replacement Deliverables"

		any deliverables which are substantially similar to any of the Deliverables and which the Buyer receives in substitution for any of the Deliverables following the Call-Off Expiry Date, whether those goods are provided by the Buyer internally and/or by any third party;



		“Replacement Equipment”

		plant, spare parts, equipment, replacement parts, materials and other items (whether or not reused or reconditioned) supplied by the Supplier in order to deliver construction works, maintenance, repair or replacement Services, but excluding Goods specified in the Order Form (if any);



		"Replacement Goods"

		any goods which are substantially similar to any of the Goods and which the Buyer receives in substitution for any of the Goods following the End Date, whether those goods are provided by the Buyer internally and/or by any third party;



		"Replacement Services"

		any services which are substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services following the End Date, whether those goods are provided by the Buyer internally and/or by any third party;



		"Replacement Subcontractor"

		a Subcontractor of the Replacement Supplier to whom Transferring Supplier Employees will transfer on a Service Transfer Date (or any Subcontractor of any such Subcontractor);



		"Replacement Supplier"

		any third party provider of Replacement Deliverables appointed by or at the direction of the Buyer from time to time or where the Buyer is providing Replacement Deliverables for its own account, shall also include the Buyer;



		"Request For Information"

		a request for information or an apparent request relating to a Contract for the provision of the Deliverables or an apparent request for such information under the FOIA or the EIRs;



		"Required Insurances"

		the insurances required by Joint Schedule 3 and Call Off Schedule 11 (Insurance Requirements) or any additional insurances specified in the Order Form;



		"Resource Rates"

		means those rates set out in the Pricing Matrix;



		“Response Level”

		means the levels of protective security measures that may

be required in response to a terrorist threat;



		"Review Report"

		has the meaning given to it in Paragraph 6.2 of Call Off Schedule 6;



		"Satisfaction Certificate"

		the certificate (materially in the form of the document contained in Annex 2 of Part B of Call-Off Schedule 13 (Mobilisation Plan and Testing) or as agreed by the Parties where Call-Off Schedule 13 is not used in this Contract) granted by the Buyer when the Supplier has met all of the requirements of an Order, Achieved a Milestone or a Test;



		“Safe System of Work”

		a procedure that results from a systematic examination of a working process, that identifies hazards and specifies work methods designed either to eliminate the hazards or controls and minimise the relevant risks;



		“Schedules"

		any attachment to a Framework or Call-Off Contract which contains important information specific to each aspect of buying and selling;



		“Schedule of Rates”

		Labour rates are captured in Framework Schedule 3 – Framework Prices and detail the hourly rates for the different trades the supplier will use to fulfil all Mandatory Services, and Non Mandatory services indicated. Labour rates should be proportionally linked to the Standard Service Rates.

Labour rates should take into account all costs involved in supplying that trade, other than Management and Corporate Overhead, and Profit, which will be added when the rates are used.

Costs should include but not be limited to: salary, on-costs, employers NI, employers’ pension and life insurance, holiday & sickness cover. Materials are not included. Labour rates (£ per hour) will be detailed to show the First Hour (including cost to travel to site) and Subsequent hourly rates for: 

·       Operational Working Hours

·       Out of hours Monday to Friday and Saturday am

·       Out of hours Saturday pm, Sunday and Bank Holidays

Labour rates will be used, where appropriate, to price Billable Works, Projects, New Works, and where Work Orders exceed the Inclusive Repairs Threshold, where the works is to be completed by the labour resources allocated to the Call Off Contract.



		"Security Management Plan"

		the Supplier's security management plan prepared pursuant to Call Off Schedule 9, a draft of which has been provided by the Supplier to the Buyer and as updated from time to time;



		"Security Policy"

		the Buyer's security policy, referred to in the Order Form, in force as at the Call-Off Start Date (a copy of which has been supplied to the Supplier), as updated from time to time and notified to the Supplier;



		"Self-Audit Certificate"

		means the certificate in the form as set out in Framework Schedule 8 (Self Audit Certificate) Buyer to provide schedule number which shall be based on tests completed against a representative sample of 10% of transactions carried out during the period of being audited or 100 transactions (whichever is less) and must provide assurance that:

a)	Orders are clearly identified as such in the order processing and invoicing systems and, where required, Orders are correctly reported in the MI Reports;

b)	all related invoices are completely and accurately included in the MI Reports;

c)	all Charges to Buyers comply with any requirements under this Framework Contract on maximum mark-ups, discounts, charge rates, fixed quotes (as applicable); and

d)	a number of additional sample of public sector orders identified in Framework Schedule 8 (Self Audit Certificate) from the Supplier’s order processing and invoicing systems as orders not placed under this Framework Contract have been correctly identified as such and that an appropriate and legitimately tendered procurement route has been used to place those orders, and those orders should not otherwise have been routed via centralised mandated procurement processes executed by CCS



		"Serious Fraud Office"

		the UK Government body named as such as may be renamed or replaced by an equivalent body from time to time;



		"Services"

		services made available by the Supplier as specified in Framework Schedule 1 (Specification) and in relation to a Call-Off Contract as specified in the Order Form;



		“Service Bundle”

		complementary services that have been bundled together to allow customers to purchase multiple services lines using a bundle price as per the Pricing Matrix.



		“Service Delivery Plan”

		means the plan to be provided by the Supplier which details how the Supplier will deliver all elements of the Services to be delivered under the Contract



		"Service Month"

		each Monthly period (or part of a Month at the start and end of the Contract Period where applicable) during the Contract Period when the Supplier provides Deliverables;



		"Service Period"

		has the meaning given to it in the Order Form;



		“Service Personnel”

		serving personnel employed by MOD within the Armed Forces;



		"Service Transfer"

		any transfer of the Deliverables (or any part of the Deliverables), for whatever reason, from the Supplier or any Subcontractor to a Replacement Supplier or a Replacement Subcontractor;



		"Service Transfer Date"

		the date of a Service Transfer;



		"Sites"

		any premises (including the Buyer Premises, the Supplier’s premises or third party premises) from, to or at which:

the Deliverables are (or are to be) provided; or

the Supplier manages, organises or otherwise directs the provision or the use of the Deliverables;



		"Small Works"

		means elective works which are not Projects;



		“SME”

		“Small and Medium Enterprises” (SME) means an organisation or entity:

(a)        having less than 250 employees; and

(b)        having an annual turnover of less than forty million pounds (£40,000,000); or

(c)        having a balance sheet of less than thirty five million pounds (£35,000,000); and

(d)        is totally independent of other enterprises; or 

(e)        holds less than 25% of the capital or voting rights in one or more other enterprises and other enterprises do not each own more than 25% of its capital or voting rights;



		"Special Terms"

		any additional Clauses set out in the Framework Award Form or Order Form which shall form part of the respective Contract;



		"Specific Change in Law"

		a Change in Law that relates specifically to the business of the Buyer and which would not affect a Comparable Supply where the effect of that Specific Change in Law on the Deliverables is not reasonably foreseeable at the Start Date;



		"Specification"

		the specification set out in Framework Schedule 1 (Specification), as may, in relation to a Call-Off Contract, be supplemented by the Order Form;



		"Staffing Information"

		in relation to all persons identified on the Supplier's Provisional Supplier Personnel List or Supplier's Final Supplier Personnel List, as the case may be, such information as the Buyer may reasonably request (subject to all applicable provisions of the Data Protection Laws), but including in an anonymised format:

(a)	their ages, dates of commencement of employment or engagement, gender and place of work;

(b)	details of whether they are employed, self-employed contractors or consultants, agency workers or otherwise;

(c)	the identity of the employer or relevant contracting Party;

(d)	their relevant contractual notice periods and any other terms relating to termination of employment, including redundancy procedures, and redundancy payments;

(e)	their wages, salaries, bonuses and profit sharing arrangements as applicable;

(f)	details of other employment-related benefits, including (without limitation) medical insurance, life assurance, pension or other retirement benefit schemes, share option schemes and company car schedules applicable to them;

(g)	any outstanding or potential contractual, statutory or other liabilities in respect of such individuals (including in respect of personal injury claims);

(h)	details of any such individuals on long term sickness absence, parental leave, maternity leave or other authorised long term absence; 

(i)	copies of all relevant documents and materials relating to such information, including copies of relevant contracts of employment (or relevant standard contracts if applied generally in respect of such employees); and

(j)	any other "employee liability information" as such term is defined in regulation 11 of the Employment Regulations;



		"Standards"

		any:

standards published by BSI British Standards, the National Standards Body of the United Kingdom, the International Organisation for Standardisation or other reputable or equivalent bodies (and their successor bodies) that a skilled and experienced operator in the same type of industry or business sector as the Supplier would reasonably and ordinarily be expected to comply with;

standards detailed in the specification in Schedule 1 (Specification);

standards detailed by the Buyer in the Order Form or agreed between the Parties from time to time;

relevant Government codes of practice and guidance applicable from time to time;



		“Standard Service”

		means delivery of the service to the defined standard as per Framework Schedule 1 – Specification.



		“Standard Service Pricing”

		means the price to deliver the Standard Service using the rates, as per the Pricing Matrix, per annum.



		"Start Date"

		in the case of the Framework Contract, the date specified on the Framework Award Form, and in the case of a Call-Off Contract, the date specified in the Order Form following the end of the Mobilisation Period;



		"Statement of Requirements"

		a statement issued by the Buyer detailing its requirements in respect of Deliverables issued in accordance with the Call-Off Procedure;



		“Statutory Compliance”

		Compliance with and adherence to all laws, regulations and statutes;



		"Storage Media"

		the part of any device that is capable of storing and retrieving data;



		"Sub-Contract"

		any contract or agreement (or proposed contract or agreement), other than a Call-Off Contract or the Framework Contract, pursuant to which a third party:

provides the Deliverables (or any part of them);

provides facilities or services necessary for the provision of the Deliverables (or any part of them); and/or

is responsible for the management, direction or control of the provision of the Deliverables (or any part of them);



		"Subcontractor"

		any person other than the Supplier, who is a party to a Sub-Contract and the servants or agents of that person;



		"Subprocessor"

		any third party appointed to process Personal Data on behalf of the Supplier related to a Contract



		"Supporting Documentation"

		sufficient information in writing to enable the Buyer to reasonably assess whether the Charges, Reimbursable Expenses and other sums due from the Buyer under the Call-Off Contract detailed in the information are properly payable;



		"Supplier"

		the person, firm or company identified in the Framework Award Form; Where the Supplier is an individual or a partnership, the expression shall include the personal representatives of the individual or of the partners, as the case may be, and the expression shall also include any person to whom the benefit of the Relevant Contract may be assigned by the Supplier with the consent of the Relevant Authority”



		"Supplier Assets"

		all assets and rights used by the Supplier to provide the Deliverables in accordance with the Call-Off Contract but excluding the Buyer Assets;



		"Supplier Authorised Representative"

		the representative appointed by the Supplier named in the Framework Award Form, or later defined in a Call-Off Contract;



		"Supplier Brief"

		information that the Buyers will provide in order to outline their requirements as per Framework Schedule 7;	



		“Supplier Contract Manager”

		the person identified in the Order Form appointed by the Supplier to oversee the operation of the Call-Off Contract and any alternative person whom the Supplier intends to appoint to the role, provided that the Supplier informs the Buyer prior to the appointment. 



		"Supplier's Confidential Information"

		a) any information, however it is conveyed, that relates to the business, affairs, developments, IPR of the Supplier (including the Supplier Existing IPR) trade secrets, Know-How, and/or personnel of the Supplier;



b) any other information clearly designated as being confidential (whether or not it is marked as "confidential") or which ought reasonably to be considered to be confidential and which comes (or has come) to the Supplier’s attention or into the Supplier’s possession in connection with a Contract;



c) Information derived from any of the above;



		"Supplier Equipment"

		the Supplier's hardware, computer and telecoms devices, equipment, plant, materials and such other items used by the Supplier (but not hired, leased or loaned from the Buyer) in the performance of its obligations under this Call-Off Contract but excluding Replacement Equipment;  



		"Supplier's Final Supplier Personnel List"

		a list provided by the Supplier of all Supplier Personnel who will transfer under the Employment Regulations on the Service Transfer Date;



		"Supplier Non-Performance"

		where the Supplier has failed to:

Achieve a Milestone by its Milestone Date;

provide the Goods and/or Services in accordance with the KPIs; and/or

comply with an obligation under a Contract;



		"Supplier Profit"

		in relation to a period, the difference between the total Charges (in nominal cash flow terms but excluding any Deductions and total costs (in nominal cash flow terms) in respect of a Call-Off Contract for the relevant period;



		"Supplier Profit Margin"

		in relation to a period or a Milestone (as the context requires), the Supplier Profit for the relevant period or in relation to the relevant Milestone divided by the total Charges over the same period or in relation to the relevant Milestone and expressed as a percentage;



		"Supplier's Provisional Supplier Personnel List"

		a list prepared and updated by the Supplier of all Supplier Personnel who are at the date of the list  wholly or mainly engaged in or assigned to the provision of the Services or any relevant part of the Services which it is envisaged as at the date of such list will no longer be provided by the Supplier;



		"Supplier Review Meetings"

		has the meaning given to it in Paragraph 2.9 of Framework Schedule 4.



		"Supplier Staff"

		all directors, officers, employees, agents, consultants and contractors of the Supplier and/or of any Subcontractor engaged in the performance of the Supplier’s obligations under a Contract;



		"Target Costs"

		those costs which are recoverable in accordance with this Call-Off Contract where the target cost pricing option is selected in the Order Form;



		"Target Cost Pricing Matrix"

		the spreadsheet setting out details of the Charges which is set out in the Order Form and will be provided by the Buyer at Further Competition;



		"Target Price"

		the price which is payable where the target cost pricing option is selected in the Order Form;



		"Termination Assistance"

		the activities to be performed by the Supplier pursuant to the Exit Plan, and other assistance required by the Buyer pursuant to the Termination Assistance Notice;



		"Termination Assistance Notice"

		has the meaning given to it in Paragraph 5.1 of Call Off Schedule 10;



		"Termination Assistance Period"

		the period specified in a Termination Assistance Notice for which the Supplier is required to provide the Termination Assistance as such period may be extended pursuant to Paragraph 4.2 of Call Off Schedule 10;



		"Termination Notice"

		a written notice of termination given by one Party to the other, notifying the Party receiving the notice of the intention of the Party giving the notice to terminate a Contract on a specified date and setting out the grounds for termination;



		"Test Issue"

		any variance or non-conformity of the Deliverables or Deliverables from their requirements as set out in a Call-Off Contract;



		"Test Plan"

		a plan:

for the Testing of the Deliverables; and

setting out other agreed criteria related to the achievement of Milestones;



		"Tests and Testing"

		any tests required to be carried out pursuant to a Call-Off Contract as set out in the Test Plan or elsewhere in a Call-Off Contract and "Tested" shall be construed accordingly;



		"Third Party IPR"

		Intellectual Property Rights owned by a third party which is or will be used by the Supplier for the purpose of providing the Deliverables;



		"Tier One Billable Works"

		means Billable Works within the associated total estimated value range as set out in the Order Form;



		"Tier Two Billable Works"

		means Billable Works within the associated total estimated value range as set out in the Order Form;



		"Tier Three Billable Works"

		means Billable Works within the associated total estimated value range as set out in the Order Form;



		"Tier Four Billable Works"

		means Billable Works within the associated total estimated value range as set out in the Order Form;



		“Total Contract Value”

		Has the same meaning as “Charges”



		"Transferable Assets"

		exclusive Assets which are capable of legal transfer to the Buyer;



		"Transferable Contracts"

		Sub-Contracts, licences for Supplier's Software, licences for Third Party Software or other agreements which are necessary to enable the Buyer or any Replacement Supplier to provide the Deliverables or the Replacement Goods and/or Replacement Services, including in relation to licences all relevant Documentation;



		"Transferring Assets"

		has the meaning given to it in Paragraph 7.2.1 of Call Off Schedule 10;



		"Transferring Buyer Employees"

		those employees of the Buyer to whom the Employment Regulations will apply on the Relevant Transfer Date and whose names are provided to the Supplier on or prior to the Relevant Transfer Date;



		"Transferring Contracts"

		has the meaning given to it in Paragraph 7.2.3 of Call Off Schedule 10.



		"Transferring Former Supplier Employees"

		in relation to a Former Supplier, those employees of the Former Supplier to whom the Employment Regulations will apply on the Relevant Transfer Date and whose names are provided to the Supplier on or prior to the Relevant Transfer Date.



		"Transferring Supplier Employees"

		those employees of the Supplier and/or the Supplier’s Subcontractors to whom the Employment Regulations will apply on the Service Transfer Date; 



		"Transparency Information"

		the Transparency Reports and the content of a Contract, including any changes to this Contract agreed from time to time, except for:

(i) any information which is exempt from disclosure in accordance with the provisions of the FOIA, which shall be determined by the Relevant Authority; and 

(ii) Commercially Sensitive Information.



		"Transparency Reports"

		the information relating to the Deliverables and performance of the Contracts which the Supplier is required to provide to the Buyer in accordance with the reporting requirements in Call-Off Schedule 1 (Transparency Reports);



		"TUPE Count"

		means the total number of Transferring Former Supplier Employees and/or Transferring Employer Employees identified in the TUPE Information;



		"TUPE Risk Premium"

		means either the:

a)	          Further Competition TUPE Risk Premium; or

b)	Fixed Fee TUPE Risk Premium,

as the context requires;



		"TUPE Risk Premium Adjustment"

		means an adjustment to the Further Competition TUPE Risk Premium;



		"TUPE Risk Premium Average"

		means the average  calculated by dividing the Further Competition TUPE Risk Premium by the lower of either:

a)	           Labour Count; or

b)	the TUPE Count.



		UOM

		the applicable unit of measure as defined in Framework Schedule F3 – Framework Prices



		"US-EU Privacy Shield Register"

		a list of companies maintained by the United States of America Department for Commence that have self-certified their commitment to adhere to the European legislation relating to the processing of personal data to non-EU countries which is available online at: https://www.privacyshield.gov/list; 



		"Variation"

		has the meaning given to it in Core Terms clause 24 (Changing the contract);



		"Variation Form"

		the form set out in Joint Schedule 2 (Variation Form);



		"Variation Procedure"

		the procedure set out in Core Terms clause 24 (Changing the contract);



		"Variation Threshold"

		has the value set out in the Order Form;

Is the value which when exceeded (on an aggregate basis) the Supplier shall be entitled to include the effect the variation(s) has had on other elements of the Call-Off Contract within any impact assessment and the Buyer will consider this as part of the Variation Procedure. 



		"VAT"

		value added tax in accordance with the provisions of the Value Added Tax Act 1994;



		“Void Preparation”

		activities and works associated with maintaining the Buyer’s standards within vacant Buyer’s Premises in readiness for occupation;



		“Waste Hierarchy”

		has the meaning given to it in the Waste (England and Wales) Regulations 2011, as amended from time to time;



		“Works Arising from Planned Maintenance”

		means Reactive Maintenance Works identified by either the Supplier or Buyer which are required to be completed. These works may be identified during Planned Maintenance activities, building fabric inspections, audits or other non-reactive activities.



		"Worker"

		any one of the Supplier Staff which the Buyer, in its reasonable opinion, considers is an individual to which Procurement Policy Note 08/15 (Tax Arrangements of Public Appointees) (https://www.gov.uk/government/publications/procurement-policy-note-0815-tax-arrangements-of-appointees) applies in respect of the Deliverables; and



		"Working Day"

		any day other than a Saturday or Sunday or public holiday in England and Wales unless specified otherwise by the Parties in the Order Form;



		“Working Hours”

		standard hours of business of the Buyer at each Buyer Premises as defined by the Buyer at Further Competition. 

“Operational Working Hours” shall be construed accordingly;



		"Work Order"

		means a written instruction by the Buyer to carry out Billable Works;



		“Work Package”

		a group of Services as defined in Framework Schedule 1 – Specification.
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RADIOACTIVE WASTE MANAGEMENT

AND

[bookmark: _GoBack]MITIE LIMITED

FACILITIES MANAGEMENT MARKETPLACE CONTRACT

REF: RM6089




JOINT SCHEDULE 2

VARIATION FORM

		CONTRACT DETAILS



		This variation is between:

		[insert name of Authority] ("Authority")

And 

[insert name of Supplier] ("the Supplier")



		Contract name:

		[                                  ]



		Contract reference number:

		[                                  ]



		DETAILS OF PROPOSED VARIATION



		Variation initiated by:

		[Authority/Supplier]



		Variation number:

		[                                  ]



		Date variation is raised:

		[                                  ]



		Reason for the variation:

		[                                  ]



		An Impact Assessment shall be provided within:

		[X] days



		IMPACT OF VARIATION



		Likely impact of the proposed variation:

		[                                  ]



		IMPACT ASSESSMENT REVIEW PERIOD



		An Impact Assessment shall be reviewed within:

		[x] days



		OUTCOME OF VARIATION



		Contract variation:

		This Contract Ref: RM [ ] is varied as follows:

· [insert]



		Financial variation:

		Original Contract Value:

		£[insert]



		

		Additional cost due to variation:

		£[insert]



		

		New Contract value:

		£[insert]





1. This Variation must be agreed and signed by both Parties to the Contract and shall only be effective from the date it is signed by the Authority.

2. Words and expressions in this Variation shall have the meanings given to them in the Contract. 

3. The Contract, including any previous Variations, shall remain effective and unaltered except as amended by this Variation.


Signed by an authorised signatory for and on behalf of the Authority

		Signature

		



		Date

		



		Name (in Capitals)

		



		Address

		



		

		





Signed by an authorised signatory to sign for and on behalf of the Supplier

		Signature

		



		Date

		



		Name (in Capitals)

		



		Address
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RADIOACTIVE WASTE MANAGEMENT

AND

[bookmark: _GoBack]MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089

LOT 1A


FACILITIES MANAGEMENT MARKETPLACE CONTRACT

JOINT SCHEDULE 3

INSURANCE REQUIREMENTS

OBLIGATION TO MAINTAIN INSURANCES

The Supplier shall take out and maintain, or procure the taking out and maintenance of the insurances as set out in the Annex to this Schedule, any additional insurances required under a Call-Off Contract (specified in the applicable Order Form) ("Additional Insurances") and any other insurances as may be required by applicable Law (together the “Insurances”).  The Supplier shall ensure that each of the Insurances is effective no later than: 

the Framework Start Date in respect of those Insurances set out in the Annex to this Schedule and those required by applicable Law; and 

the Call-Off Contract Effective Date in respect of the Additional Insurances.

The Insurances shall be: 

maintained in accordance with Good Industry Practice; 

(so far as is reasonably practicable) on terms no less favourable than those generally available to a prudent Supplier in respect of risks insured in the international insurance market from time to time;

taken out and maintained with insurers of good financial standing, appropriately regulated and good repute in the international insurance market; and

maintained for at least six (6) years after the End Date.

The Supplier shall ensure that the public and products liability policy contain an indemnity to principals clause under which the Relevant Authority shall be indemnified in respect of claims made against the Relevant Authority in respect of death or bodily injury or third party property damage arising out of or in connection with the Deliverables and for which the Supplier is legally liable.

GENERAL OBLIGATIONS

Without limiting the other provisions of this Contract, the Supplier shall:

take or procure the taking of all reasonable risk management and risk control measures in relation to Deliverables as it would be reasonable to expect of a prudent Supplier acting in accordance with Good Industry Practice, including the investigation and reports of relevant claims to insurers;

promptly notify the insurers in writing of any relevant material fact under any Insurances of which the Supplier is or becomes aware, including discharging all its obligations under the Insurance Act 2015 when placing, renewing, amending or maintaining any Insurances including complying with the duty of fair presentation to insurers and taking the actions needed to protect the  Relevant Authority’s separate interests; and

hold all policies in respect of the Insurances and cause any insurance broker effecting the Insurances to hold any insurance slips and other evidence of placing cover representing any of the Insurances to which it is a party.

FAILURE TO INSURE

The Supplier shall not take any action or fail to take any action or (insofar as is reasonably within its power) permit anything to occur in relation to it which would entitle any insurer to refuse to pay any claim under any of the Insurances.

Where the Supplier has failed to purchase or maintain any of the Insurances in full force and effect, the Relevant Authority may elect (but shall not be obliged) following written notice to the Supplier to purchase the relevant Insurances and recover the reasonable premium and other reasonable costs incurred in connection therewith as a debt due from the Supplier.

EVIDENCE OF POLICIES

The Supplier shall upon the Start Date and within fifteen (15) Working Days after the renewal of each of the Insurances, provide evidence, in a form satisfactory to the Relevant Authority, that the Insurances are in force and effect and meet in full the requirements of this Schedule. Neither inspection, nor receipt of such evidence, shall constitute acceptance by the Relevant Authority of the terms thereof, nor be a waiver of the Supplier’s liability under this Contract.

AGGREGATE LIMIT OF INDEMNITY 

[bookmark: _Ref492564700]The Supplier shall ensure that any Insurances which are stated to have a minimum limit of indenmity "in the annual aggregate" are maintained at all times for the minimum limit of indemnity specified in this Contract and if any claims are made which do not relate to this Contract which could reduce the level of cover available under this Contract then the Supplier shall notify the Relevant Authority and provide details of its proposed solution for maintaining the minimum limit of indemnity.

CANCELLATION AND NON INVALIDATION

The Supplier shall notify the Relevant Authority in writing at least five (5) Working Days prior to the cancellation, suspension, termination or non-renewal of any of the Insurances.

The Supplier shall ensure that nothing is done which would entitle the relevant insurer to cancel, rescind or suspend any insurance or cover, or to treat any insurance, cover or claim as voided in whole or part.  The Supplier shall use all reasonable endeavours to notify the Relevant Authority (subject to third party confidentiality obligations) as soon as practicable when it becomes aware of any relevant fact, circumstance or matter which has caused, or is reasonably likely to provide grounds to, the relevant insurer to give notice to cancel, rescind, suspend or void any insurance, or any cover or claim under any insurance in whole or in part.

INSURANCE CLAIMS 

The Supplier shall promptly notify to insurers any matter arising from, or in relation to, the Deliverables, or each Contract for which it may be entitled to claim under any of the Insurances.  In the event that the Relevant Authority receives a claim relating to or arising out of this Contract or the Deliverables, the Supplier shall co-operate with the Relevant Authority and assist it in dealing with such claims including without limitation providing information and documentation in a timely manner.

Except where the Relevant Authority is the claimant party, the Supplier shall give the Relevant Authority notice within twenty (20) Working Days after any insurance claim in excess of ten percent 10% of the sum required to be insured pursuant to Paragraph 5.1 relating to or arising out of the provision of the Deliverables or this Contract on any of the Insurances or which, but for the application of the applicable policy excess, would be made on any of the Insurances and (if required by the Relevant Authority) full details of the incident giving rise to the claim.

Where any Insurance requires payment of a premium, the Supplier shall be liable for and shall promptly pay such premium.

Where any Insurance is subject to an excess or deductible below which the indemnity from insurers is excluded, the Supplier shall be liable for such excess or deductible.  The Supplier shall not be entitled to recover from the Relevant Authority any sum paid by way of excess or deductible under the Insurances whether under the terms of this Contract or otherwise.


ANNEX: REQUIRED INSURANCES

1. [bookmark: LASTCURSORPOSITION]The following insurances should be held in relating to the specific lots. Where a supplier provides Deliverables in more than one lot the Supplier must ensure that it provides the highest level of Required Insurances.

		Lot

		Insurance requirements



		1A

		Professional Indemnity insurance with cover (for a single event or a series of related events and in the aggregate) of not less than ten million pounds (£10,000,000);



Public liability insurance with cover (for a single event or a series of related events and in the aggregate) of not less than ten million pounds (£10,000,000); and



Employers’ liability insurance with cover (for a single event or a series of related events and in the aggregate) of not less than five million pounds (£5,000,000). It is a legal requirement that all companies hold Employer’s (Compulsory) Liability Insurance. Please note this requirement is not applicable to Sole Traders.
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RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089






JOINT schedule 4

commercially sensitive information

INTRODUCTION

In this Schedule the Parties have sought to identify the Supplier's Confidential Information that is genuinely commercially sensitive and the disclosure of which would be the subject of an exemption under the FOIA and the EIRs. 

Where possible, the Parties have sought to identify when any relevant Information will cease to fall into the category of Information to which this Schedule applies in the table below and in the Buyer Contract Details (which shall be deemed incorporated into the table below).

Without prejudice to the Relevant Authority's obligation to disclose Information in accordance with FOIA or Core Terms Clause 16 (When you can share information), the Relevant Authority will, in its sole discretion, acting reasonably, seek to apply the relevant exemption set out in the FOIA to the following Information:



		No.

		Date

		Item(s)

		Duration of Confidentiality



		

		1st March 2020 

		Attachment 5 – Pricing Matrix

		    Effective Date 2nd March 2020 – 31st July 2020 
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RADIOACTIVE WASTE MANAGEMENT

AND

[bookmark: _GoBack]MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089




JOINT schedule 5

Corporate Social Responsibility 

Corporate Social Responsibility

INTRODUCTION

In September 2017, HM Government published a Supplier Code of Conduct setting out the standards and behaviours expected of suppliers who work with government. (https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/646497/2017-09-13_Official_Sensitive_Supplier_Code_of_Conduct_September_2017.pdf) 

CCS expects its suppliers and subcontractors to meet the standards set out in that Code. In addition, CCS expects its suppliers and subcontractors to comply with the standards set out in this Schedule.

The Supplier acknowledges that the Buyer may have additional requirements in relation to corporate social responsibility.  The Buyer expects that the Supplier and its Subcontractors will comply with such corporate social responsibility requirements as the Buyer may notify to the Supplier from time to time.

Equality AND ACCESSIBILITY

In addition to legal obligations, the Supplier shall support CCS and the Buyer in fulfilling its Public Sector Equality duty under S149 of the Equality Act 2010 by ensuring that it fulfils its obligations under each Contract in a way that seeks to:

eliminate discrimination, harassment or victimisation of any kind; and

advance equality of opportunity and good relations between those with a protected characteristic (age, disability, gender reassignment, pregnancy and maternity, race, religion or belief, sex, sexual orientation, and marriage and civil partnership) and those who do not share it.

Modern Slavery, Child Labour & Inhumane Treatment

"Modern Slavery Helpline" means the mechanism for reporting suspicion, seeking help or advice and information on the subject of modern slavery available online at https://www.modernslaveryhelpline.org/report or by telephone on 08000 121 700.

The Supplier:

shall not use, nor allow its Subcontractors to use forced, bonded or involuntary prison labour;

shall not require any Supplier Staff or Subcontractor Staff to lodge deposits or identity papers with the Employer and shall be free to leave their employer after reasonable notice;  

warrants and represents that it has not been convicted of any slavery or human tracking offenses anywhere around the world.  

warrants that to the best of its knowledge it is not currently under investigation, inquiry or enforcement proceedings in relation to any allegation of slavery or human tracking offenses anywhere around the world.  

shall make reasonable enquires to ensure that its officers, employees and Subcontractors have not been convicted of slavery or human tracking offenses anywhere around the world.

shall have and maintain throughout the term of each Contract its own policies and procedures to ensure its compliance with the Modern Slavery Act and include in its contracts with its subcontractors anti-slavery and human trafficking provisions;

shall implement due diligence procedures to ensure that there is no slavery or human trafficking in any part of its supply chain performing obligations under a Contract;

shall prepare and deliver to CCS, an annual slavery and human trafficking report setting out the steps it has taken to ensure that slavery and human trafficking is not taking place in any of its supply chains or in any part of its business with its annual certification of compliance with Paragraph 3;

shall not use, nor allow its employees or Subcontractors to use physical abuse or discipline, the threat of physical abuse, sexual or other harassment and verbal abuse or other forms of intimidation of its employees or Subcontractors;

shall not use or allow child or slave labour to be used by its Subcontractors;

shall report the discovery or suspicion of any slavery or trafficking by it or its Subcontractors to CCS, the Buyer and Modern Slavery Helpline.

Income Security   

The Supplier shall:

ensure that that all wages and benefits paid for a standard working week meet, at a minimum, national legal standards in the country of employment;

ensure that all Supplier Staff  are provided with written and understandable information about their employment conditions in respect to wages before they enter employment and about the particulars of their wages for the pay period concerned each time that they are paid;

not make deductions from wages:

as a disciplinary measure 

except where permitted by law; or

without expressed permission of the worker concerned;

record all disciplinary measures taken against Supplier Staff; and

ensure that Supplier Staff are engaged under a recognised employment relationship established through national law and practice.

working hours

The Supplier shall:

ensure that the working hours of Supplier Staff comply with national laws, and any collective agreements;

that the working hours of Supplier Staff, excluding overtime, shall be defined by contract, and shall not exceed 48 hours per week unless the individual has agreed in writing;

ensure that use of overtime is used responsibly, taking into account:

the extent;

frequency; and 

hours worked; 

by individuals and by the Supplier Staff as a whole;

The total hours worked in any seven day period shall not exceed 60 hours, except where covered by Paragraph 5.3  below.

[bookmark: _Ref492316913][bookmark: _Ref492661505]Working hours may exceed 60 hours in any seven day period only in exceptional circumstances where all of the following are met:

this is allowed by national law;

this is allowed by a collective agreement freely negotiated with a workers’ organisation representing a significant portion of the workforce;

appropriate safeguards are taken to protect the workers’ health and safety; and

the employer can demonstrate that exceptional circumstances apply such as unexpected production peaks, accidents or emergencies.

All Supplier Staff shall be provided with at least one (1) day off in every seven (7) day period or, where allowed by national law, two (2) days off in every fourteen (14) day period.



Sustainability

The Supplier shall meet the applicable Government Buying Standards applicable to Deliverables which can be found online at: 

https://www.gov.uk/government/collections/sustainable-procurement-the-government-buying-standards-gbs



RWM Security Personnel Services – Short Term Contract - Procurement Ref: FM-084-2019 

Ref: RM6089	

[bookmark: LASTCURSORPOSITION]fv1.0	

image1.png

Crown
Commercial
Service







image9.emf
Joint Schedule 6 -  Key Subcontractors fv1.0 071019.docx


Joint Schedule 6 - Key Subcontractors fv1.0 071019.docx
Joint Schedule 6 (Key Subcontractors)[image: ] fv1.0

Crown Copyright 2020



[bookmark: _Ref365014715]









RADIOACTIVE WASTE MANAGEMENT

AND

[bookmark: _GoBack]MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089




JOINT SCHEDULE 6 

key Subcontractors

KEY SUBCONTRACTORS 

The Supplier is entitled to sub‑contract its obligations under the Framework Contract to the Key Subcontractors set out in the Framework Award Form. 

[bookmark: _Ref364871032]The Supplier is entitled to sub-contract its obligations under a Call-Off Contract to Key Subcontractors listed in the Framework Award Form who are specifically nominated in the Order Form.

Where during the Contract Period the Supplier wishes to enter into a new Key Sub‑contract or replace a Key Subcontractor, it must obtain the prior written consent of CCS and the Buyer and the Supplier shall, at the time of requesting such consent, provide CCS and the Buyer with the information detailed in Paragraph 1.4.  The decision of CCS and the Buyer to consent or not will not be unreasonably withheld or delayed.  Where CCS consents to the appointment of a new Key Subcontractor then they will be added to section 18 of the Framework Award Form.  Where the Buyer consents to the appointment of a new Key Subcontractor then they will be added to Key Subcontractor section of the Order Form. CCS and the Buyer may reasonably withhold their consent to the appointment of a Key Subcontractor if it considers that:

the appointment of a proposed Key Subcontractor may prejudice the provision of the Deliverables or may be contrary to its interests;

the proposed Key Subcontractor is unreliable and/or has not provided reliable goods and or reasonable services to its other Buyers; and/or

the proposed Key Subcontractor employs unfit persons.

[bookmark: _Ref365014689]The Supplier shall provide CCS and the Buyer with the following information in respect of the proposed Key Subcontractor:

the proposed Key Subcontractor’s name, registered office and company registration number;

the scope/description of any Deliverables to be provided by the proposed Key Subcontractor; 

where the proposed Key Subcontractor is an Affiliate of the Supplier, evidence that demonstrates to the reasonable satisfaction of the CCS and the Buyer that the proposed Key Sub‑Contract has been agreed on "arm’s‑length" terms;

for CCS, the Key Sub‑Contract price expressed as a percentage of the total projected Framework Price over the Framework Contract Period; 

for the Buyer, the Key Sub‑Contract price expressed as a percentage of the total projected Charges over the Call Off Contract Period; and

(where applicable) Credit Rating Threshold (as defined in Joint Schedule 7 (Financial Distress)) of the Key Subcontractor.

[bookmark: _Ref490034530]If requested by CCS and/or the Buyer, within ten (10) Working Days of receipt of the information provided by the Supplier pursuant to Paragraph 1.4, the Supplier shall also provide:

a copy of the proposed Key Sub‑Contract; and 

any further information reasonably requested by CCS and/or the Buyer.

[bookmark: _Ref379879118]The Supplier shall ensure that each new or replacement Key Sub‑Contract shall include: 

provisions which will enable the Supplier to discharge its obligations under the Contracts;

a right under CRTPA for CCS and the Buyer to enforce any provisions under the Key Sub-Contract which confer a benefit upon CCS and the Buyer respectively;

a provision enabling CCS and the Buyer to enforce the Key Sub‑Contract as if it were the Supplier; 

a provision enabling the Supplier to assign, novate or otherwise transfer any of its rights and/or obligations under the Key Sub‑Contract to CCS and/or the Buyer; 

obligations no less onerous on the Key Subcontractor than those imposed on the Supplier under the Framework Contract in respect of:

the data protection requirements set out in Core Terms Clause 14(Data protection);

the FOIA and other access request requirements set out in Core Terms Clause 16 (When you can share information);

the obligation not to embarrass CCS or the Buyer or otherwise bring CCS or the Buyer into disrepute; 

the keeping of records in respect of the goods and/or services being provided under the Key Sub‑Contract, including the maintenance of Open Book Data; and

the conduct of audits set out in Core Terms Clause 6 (Record keeping and reporting);

provisions enabling the Supplier to terminate the Key Sub‑Contract on notice on terms no more onerous on the Supplier than those imposed on CCS and the Buyer under Core Terms Clause 10.4 (When CCS or the Buyer can end this contract) and 10.5 (What happens if the contract ends) of this Contract; and

a provision restricting the ability of the Key Subcontractor to sub‑contract all or any part of the provision of the Deliverables provided to the Supplier under the Key Sub‑Contract without first seeking the written consent of CCS and the Buyer. 

      MoD Orders under lot 2a, 2b and lot 3

 Where MoD is the Buyer;

 the Customer shall not be required to notify or seek consent of CCS under this Schedule.

the Supplier shall provide Buyer with the following information additional information in respect of the proposed Key Subcontractor:

The reason for the proposed change

the likely impact on the outgoing Key Sub-contractor and its ability to survive the consequences of the loss of business 

and other reasonable information requested by the Buyer.
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JOINT SCHEDULE 7 

FINANCIAL DISTRESS

[bookmark: _Ref490147412]INTRODUCTION

The Parties shall comply with the provisions of this Schedule in relation to the assessment of the financial standing of the Supplier and the consequences of a change to that financial standing.

The terms of this Schedule shall survive termination or expiry of this Contract. 



DEFINITIONS

In this Schedule, the following words shall have the following meanings and they shall supplement Schedule J1 (Definitions):

		"Financial Distress Event"

		the occurrence or one or more of the following events:

the credit rating of the Supplier or any Key Sub-Contractor dropping below the applicable Credit Rating Threshold;

the Supplier or any Key Sub-Contractor issuing a profits warning to a stock exchange or making any other public announcement about a material deterioration in its financial position or prospects;

there being a public investigation into improper financial accounting and reporting, suspected fraud or any other impropriety of the Supplier or any Key Sub-Contractor; 

the Supplier or any Key Sub-Contractor committing a material breach of covenant to its lenders; 

a Key Sub-Contractor (where applicable) notifying the Buyer that the Supplier has not satisfied any sums properly due under a specified invoice and not subject to a genuine dispute; or

any of the following:

commencement of any litigation against the Supplier or any Key Sub-Contractor with respect to financial indebtedness or obligations under a contract; 

non-payment by the Supplier or any Key Sub-Contractor of any financial indebtedness;

any financial indebtedness of the Supplier or any Key Sub-Contractor becoming due as a result of an event of default; or

the cancellation or suspension of any financial indebtedness in respect of the Supplier  or any Key Sub-Contractor, 

in each case which the Buyer reasonably believes (or would be likely reasonably to believe) could directly impact on the continued performance and delivery of the Deliverables in accordance with the Call Off Contract;



		"Credit Rating Threshold"

		the minimum credit rating level for the as set out in Annex 2 and for each Key Sub-Contractor (if applicable); and



		"Financial Distress Service Continuity Plan"

		a plan setting out how the Supplier will ensure the continued performance and delivery of the Deliverables in accordance with [each Call Off] Contract in the event that a Financial Distress Event occurs;



		

		the rating agencies listed in Annex 1.







CREDIT RATING AND DUTY TO NOTIFY

[bookmark: _Ref64470397]The Supplier warrants and represents to the Buyer that as at the Start Date the long term credit ratings issued for the Supplier by each of the Rating Agencies are as set out in Annex 2. 

The Supplier shall promptly (and in any event within five (5) Working Days) notify the Buyer in writing if there is any downgrade in the credit rating issued by any Rating Agency for the Supplier.

If there is any downgrade credit rating issued by any Rating Agency for either the Supplier the Supplier shall ensure that the Supplier’s auditors or (as the case may be) thereafter provide the Buyer within 10 Working Days of the end of each Contract Year and within 10 Working Days of written request by the Buyer (such requests not to exceed 4 in any Contract Year) with written calculations of the quick ratio for the Supplier as at the end of each Contract Year or such other date as may be requested by the Buyer.  For these purposes the "quick ratio" on any date means:

[image: ][image: ]

where:

		A

		is the value at the relevant date of all cash in hand and at the bank of the Supplier;



		B

		is the value of all marketable securities held by the Supplier determined using closing prices on the Working Day preceding the relevant date; 



		C

		is the value at the relevant date of all account receivables of the Supplier; and



		D

		is the value at the relevant date of the current liabilities of the Supplier.





[bookmark: _Ref366055935][bookmark: _Ref228788222]The Supplier shall: 

regularly monitor the credit ratings of the Supplier and each Key Subcontractor with the Rating Agencies; and 

promptly notify (or shall procure that its auditors promptly notify) the Buyer in writing following the occurrence of a Financial Distress Event or Key Subcontractor Financial Distress Event or any fact, circumstance or matter which could cause a Financial Distress Event or a Key Subcontractor Financial Distress Event (and in any event, ensure that such notification is made within 10 Working Days of the date on which the Supplier first becomes aware of the Financial Distress Event, the Key Subcontractor Financial Distress Event or the fact, circumstance or matter which could cause a Financial Distress Event or a Key Subcontractor Financial Distress Event).

For the purposes of determining whether a Financial Distress Event has occurred, the credit rating of the Supplier or relevant Key Subcontractor (as the case may be) shall be deemed to have dropped below the applicable Credit Rating Threshold if any of the Rating Agencies have rated the Supplier or relevant Key Subcontractor (as the case may be) at or below the applicable Credit Rating Threshold.

[bookmark: _Ref184577585]CONSEQUENCES OF A FINANCIAL DISTRESS EVENT

[bookmark: _Ref184577481]In the event of a Financial Distress Event then, immediately upon notification of the Financial Distress Event (or if the Buyer becomes aware of the Financial Distress Event without notification and brings the event to the attention of the Supplier), the Supplier shall have the obligations and the Buyer shall have the rights and remedies as set out in Paragraphs 4.3 to 4.6.

[bookmark: _Ref366053840]In the event that a Financial Distress Event arises due to a Key Subcontractor notifying the Buyer that the Supplier has not satisfied any sums properly due under a specified invoice and not subject to a genuine dispute then, the Buyer shall not exercise any of its rights or remedies under Paragraph 4.3 without first giving the Supplier ten (10) Working Days to:

rectify such late or non-payment; or 

demonstrate to the Buyer’s reasonable satisfaction that there is a valid reason for late or non-payment.

[bookmark: _Ref184577622][bookmark: _Ref228774405]The Supplier shall and/or any relevant Key Subcontractor shall:

[bookmark: _Ref230266896]at the request of the Buyer meet the Buyer as soon as reasonably practicable (and in any event within three (3) Working Days of the initial notification (or awareness) of the Financial Distress Event) to review the effect of the Financial Distress Event on the continued performance and delivery of the Deliverables in accordance with the Call-Off Contract; and

[bookmark: _Toc139079947][bookmark: _Ref184578818][bookmark: _Ref230414686]where the Buyer reasonably believes (taking into account the discussions and any representations made under Paragraph 4.3.1) that the Financial Distress Event could impact on the continued performance and delivery of the Deliverables in accordance with the Call-Off Contract: 

submit to the Buyer for its Approval, a draft Financial Distress Service Continuity Plan as soon as reasonably practicable (and in any event, within ten (10) Working Days of the initial notification (or awareness) of the Financial Distress Event); and

[bookmark: _Ref236310875][bookmark: _Ref236311614]provide such financial information relating to the Supplier as the Buyer may reasonably require.

[bookmark: _Toc139079948][bookmark: _Ref228774109][bookmark: _Ref230417548]If the Buyer does not (acting reasonably) approve the draft Financial Distress Service Continuity Plan, it shall inform the Supplier of its reasons and the Supplier shall take those reasons into account in the preparation of a further draft Financial Distress Service Continuity Plan, which shall be resubmitted to the Buyer within five (5) Working Days of the rejection of the first or subsequent (as the case may be) drafts. This process shall be repeated until the Financial Distress Service Continuity Plan is Approved by the Buyer or referred to the Dispute Resolution Procedure.

[bookmark: _Ref196127887]If the Buyer considers that the draft Financial Distress Service Continuity Plan is insufficiently detailed to be properly evaluated, will take too long to complete or will not remedy the relevant Financial Distress Event, then it may either agree a further time period for the development and agreement of the Financial Distress Service Continuity Plan or escalate any issues with the draft Financial Distress Service Continuity Plan using the Dispute Resolution Procedure. 

[bookmark: _Ref228793691][bookmark: _Toc139079949][bookmark: _Ref184578843][bookmark: _Ref196127916]Following Approval of the Financial Distress Service Continuity Plan by the Buyer, the Supplier shall:

[bookmark: _Ref228786877]on a regular basis (which shall not be less than Monthly), review the Financial Distress Service Continuity Plan and assess whether it remains adequate and up to date to ensure the continued performance and delivery of the Deliverables in accordance with [each Call-Off] Contract;

[bookmark: _Ref230416300]where the Financial Distress Service Continuity Plan is not adequate or up to date in accordance with Paragraph 4.6.1, submit an updated Financial Distress Service Continuity Plan to the Buyer for its Approval, and the provisions of Paragraphs 4.5 and 4.6 shall apply to the review and Approval process for the updated Financial Distress Service Continuity Plan; and 

[bookmark: _Ref228869754][bookmark: _Ref124238983]comply with the Financial Distress Service Continuity Plan (including any updated Financial Distress Service Continuity Plan).

[bookmark: _Ref228869227]Where the Supplier reasonably believes that the relevant Financial Distress Event (or the circumstance or matter which has caused or otherwise led to it) no longer exists, it shall notify the Buyer and subject to the agreement of the Parties, the Supplier may be relieved of its obligations under Paragraph 4.6. 

At Framework, CCS shall be able to share any information it receives from the Supplier in accordance with this Paragraph with any Buyer who has entered into a Call-Off Contract with the Supplier.

TERMINATION RIGHTS

[bookmark: _Ref490148056]CCS shall be entitled to terminate this Contract and Buyers shall be entitled to terminate their Call-Off Contracts for material Default if: 

the Supplier fails to notify Buyer of a Financial Distress Event in accordance with Paragraph 3.4; 

the Buyer and the Supplier fail to agree a Financial Distress Service Continuity Plan (or any updated Financial Distress Service Continuity Plan) in accordance with Paragraphs 4.3 to 4.5; and/or

the Supplier fails to comply with the terms of the Financial Distress Service Continuity Plan (or any updated Financial Distress Service Continuity Plan) in accordance with Paragraph 4.6.3.

[bookmark: _Ref118884397]PRIMACY OF CREDIT RATINGS

Without prejudice to the Supplier’s obligations and the Buyer’s rights and remedies under Paragraph 4, if, following the occurrence of a Financial Distress Event, the Rating Agencies review and report subsequently that the credit ratings do not drop below the relevant Credit Rating Threshold, then:

the Supplier shall be relieved automatically of its obligations under Paragraphs 4.3 to 4.6; and

the Buyer shall not be entitled to require the Supplier to provide financial information in accordance with Paragraph 4.3.2(b). 



[bookmark: _Toc366085203][bookmark: _Toc380428763][bookmark: _Toc414636905][bookmark: _Toc431549099]


[bookmark: _Toc480359536]ANNEX 1: RATING AGENCIES

1. Dunn & Bradstreet

2. [bookmark: _GoBack]Rapid Ratings

[bookmark: _Toc366085204][bookmark: _Toc380428764][bookmark: _Toc414636906][bookmark: _Toc431549100][bookmark: _Toc480359537]
ANNEX 2: CREDIT RATINGS & CREDIT RATING THRESHOLDS

Part 1: Current Rating

		Entity

		Credit rating (long term)



		Supplier

		51









Part 2: Lot Specific Credit Rating Threshold 



RM6089 Lot 1A

		Entity

		Credit Rating Threshold



		Supplier

		60
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RADIOACTIVE WASTE MANAGEMENT

AND

[bookmark: _GoBack]MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089






Joint Schedule 10

RECTIFICATION PLAN

		[bookmark: _Hlt362516481][bookmark: _Hlt365627344][bookmark: _Hlt365627374][bookmark: _Hlt365648611][bookmark: _Hlt359518577][bookmark: _Hlt359518605][bookmark: _Hlt359518616][bookmark: _Hlt359518621][bookmark: _Hlt359518625][bookmark: _Hlt359518630][bookmark: _Hlt359518591][bookmark: _Hlt359518608][bookmark: _Hlt359518611][bookmark: _Hlt359518614][bookmark: _Hlt359518618][bookmark: _Hlt359518623][bookmark: _Hlt359518628][bookmark: _Hlt359518632][bookmark: _Hlt359518640][bookmark: _Hlt359518645][bookmark: _Hlt359518668][bookmark: _Hlt359518593][bookmark: _Hlt359518596][bookmark: _Hlt359518600][bookmark: _Hlt359518654][bookmark: _Hlt359518634][bookmark: _Hlt359518643][bookmark: _Hlt359518647][bookmark: _Hlt359518637][bookmark: _Hlt359518663][bookmark: _Hlt358390397][bookmark: _Hlt359518665][bookmark: _Hlt359518670][bookmark: _Hlt359518672][bookmark: _Hlt360696975][bookmark: _Hlt359343263][bookmark: _Hlt359519055][bookmark: _Hlt359519846][bookmark: _Hlt365630092][bookmark: _Hlt365648931]Request for [Revised] Rectification Plan



		Details of the Default:

		[Guidance: Explain the Default, with clear schedule and clause references as appropriate]



		Deadline for receiving the [Revised] Rectification Plan:

		[  DATE, (minimum 10 days from request)   ]





		Signed by [CCS/Buyer] :

		

		Date:

		



		Supplier [Revised] Rectification Plan



		Cause of the Default

		



		Anticipated impact assessment: 

		



		Actual effect of Default:

		[                                  ]



		Steps to be taken to rectification:

		Steps

		Timescale 



		

		1.

		[date]



		

		2.

		[date]



		

		3.

		[date]



		

		4.

		[date]



		

		[…]

		[date]



		Timescale for complete Rectification of Default 

		[X] Working Days 



		Steps taken to prevent recurrence of Default

		Steps

		Timescale 



		

		1.

		[date]



		

		2.

		[date]



		

		3.

		[date]



		

		4.

		[date]



		

		[…]

		[date]



		Signed by the Supplier:

		

		Date:

		



		Review of Rectification Plan [CCS/Buyer]



		Outcome of review 

		Plan Accepted]

[Plan Rejected][Revised Plan Requested]



		Reasons for Rejection (if applicable) 

		[Authority must state why the plan is being rejected]

[bookmark: LASTCURSORPOSITION][eg. timescales are too lengthy]



		Signed by the [CCS/Buyer]

		

		Date:
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RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089






JOINT SCHEDULE 11



Processing DATA



1. Only the Relevant Authority can decide what processing of Personal Data a Supplier can do under a Contract and must specify it for each Contract using the template in Annex 1 (Authorised Processing) to this Schedule.



2. The Supplier must only process Personal Data if authorised to do so in Annex 1 (Authorised Processing) by the Relevant Authority. Any further written instructions relating to the processing of Personal Data are incorporated into Annex 1 to this Schedule. 



3. The Supplier must give all reasonable assistance to the Relevant Authority in the preparation of any Data Protection Impact Assessment before starting any processing, including:



· a systematic description of the expected processing and its purpose

· the necessity and proportionality of the processing operations

· the risks to the rights and freedoms of Data Subjects

· the intended measures to address the risks, including safeguards, security measures and mechanisms to protect Personal Data

4. The Supplier must notify the Relevant Authority immediately if it thinks the Relevant Authority's instructions breach the Data Protection Legislation.



5. The Supplier must put in place appropriate Protective Measures to protect against a Data Loss Event which must be approved by the Relevant Authority.



6. If lawful to notify the Relevant Authority, the Supplier must notify it if the Supplier is required to process Personal Data by Law promptly and before processing it. 



7. The Supplier must take all reasonable steps to ensure the reliability and integrity of any Supplier Staff who have access to the Personal Data and ensure that they:



· are aware of and comply with the Supplier’s duties under this Schedule

· are subject to appropriate confidentiality undertakings with the Supplier or any Sub processor

· are informed of the confidential nature of the Personal Data and do not provide any of the Personal Data to any third Party unless directed in writing to do so by the Relevant Authority or as otherwise allowed by a Contract

· have undergone adequate training in the use, care, protection and handling of Personal Data



8. The Supplier must not transfer Personal Data outside of the EU unless all of the following are true:



· it has obtained prior written consent of the Relevant Authority

· the Relevant Authority has decided that there are Appropriate Safeguards

· the Data Subject has enforceable rights and effective legal remedies when transferred

· the Supplier meets its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred

· where the Supplier is not bound by Data Protection Legislation it must use its best endeavours to help the Relevant Authority meet its own obligations under Data Protection Legislation

· the Supplier complies with the Relevant Authority’s reasonable prior instructions about the processing of the Personal Data. 



9. 	The Supplier must notify the Relevant Authority immediately if it:



· receives a Data Subject Access Request (or purported Data Subject Access Request)

· receives a request to rectify, block or erase any Personal Data

· receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation

· receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract

· receives a request from any third Party for disclosure of Personal Data where compliance with the request is required or claims to be required by Law

· becomes aware of a Data Loss Event



10. Any requirement to notify under Paragraph 9 includes the provision of further information to the Relevant Authority in stages as details become available.



11. The Supplier must promptly provide the Relevant Authority with full assistance in relation to any Party's obligations under Data Protection Legislation and any complaint, communication or request made under Paragraph 9. This includes giving the Relevant Authority:



· full details and copies of the complaint, communication or request

· reasonably requested assistance so that it can comply with a Data Subject Access Request within the relevant timescales in the Data Protection Legislation 

· any Personal Data it holds in relation to a Data Subject on request 

· assistance that it requests following any Data Loss Event

· assistance that it requests relating to a consultation with, or request from, the Information Commissioner’s Office 



12. The Supplier must maintain full, accurate records and information to show it complies with this Schedule. This requirement does not apply where the Supplier employs fewer than 250 staff, unless either the Relevant Authority determines that the processing:



· is not occasional

· includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR

· is likely to result in a risk to the rights and freedoms of Data Subjects



13. The Supplier must appoint a Data Protection Officer responsible for observing its obligations in this Schedule and give CCS and each Buyer their contact details.



14. Before allowing any Sub processor to process any Personal Data, the Supplier must:



· notify the Relevant Authority in writing of the intended Sub processor and processing

· obtain the written consent of the Relevant Authority

· enter into a written contract with the Sub processor so that this Schedule applies to the Sub processor

· provide the Relevant Authority with any information about the Sub processor that the Relevant Authority reasonably requires



15. The Supplier remains fully liable for all acts or omissions of any Sub processor.



16. At any time the Relevant Authority can, with 30 Working Days notice to the Supplier, change this Schedule to:



· [bookmark: LASTCURSORPOSITION]replace it with any applicable standard clauses (between the controller and processor) or similar terms forming part of an applicable certification scheme under GDPR Article 42

· ensure it complies with guidance issued by the Information Commissioner’s Office



17.  The Parties agree to take account of any non-mandatory guidance issued by the Information Commissioner’s Office.








ANNEX 1 

[bookmark: bmCompoundReference]				      AUTHORISED PROCESSING

		Call-Off Contract:

		RM 6089



		Date: 

		1st April 2020



		Description Of Authorised Processing

		Details



		Subject matter of the processing

		RWM Email addresses, phone numbers, vision of cctv images of staff and public, access to Outlook via NDA laptop, visitor information (name address, photo ID, signatures), access to photographic images.



		Duration of the processing

		5 month contract (plus 8 months extension) based on performance.

3 permanent on site staff who will be vetted prior to employment as of April 2020.



		Nature and purposes of the processing

		Helping RWM with facilities services, assisting with security man guarding personnel for breaks and patrols.  Use of email and telephone



		Type of Personal Data

		[bookmark: _GoBack]Name, telephone number (personal phone numbers for key staff for resilience purposes), email addresses , photo ID, signatures



		Categories of Data Subject

		There are no special categories of data subjects exposed at any point of this contract.
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JOINT SCHEDULE 12



SUPPLY CHAIN VISIBILITY



Joint Schedule 12 (Supply Chain Visibility)

1. Definitions 



1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		"Contracts Finder"

		the Government’s publishing portal for public sector procurement opportunities; 



		"SME"

		an enterprise falling within the category of micro, small and medium sized enterprises defined by the Commission Recommendation of 6 May 2003 concerning the definition of micro, small and medium sized enterprises; 



		“Supply Chain Information Report Template”

		the document at Annex 1 of this Schedule 12; and



		"VCSE"

		a non-governmental organisation that is value-driven and which principally reinvests its surpluses to further social, environmental or cultural objectives.



		

		





1. Visibility of Sub-Contract Opportunities in the Supply Chain 



1.  The Supplier shall:



0. subject to Paragraph 2.3, advertise on Contracts Finder all Sub-Contract opportunities arising from or in connection with the provision of the Deliverables above a minimum threshold of £25,000 that arise during the Contract Period;

0. within 90 days of awarding a Sub-Contract to a Subcontractor, update the notice on Contract Finder with details of the successful Subcontractor; 

0. monitor the number, type and value of the Sub-Contract opportunities placed on Contracts Finder advertised and awarded in its supply chain during the Contract Period; 

0. provide reports on the information at Paragraph 2.1.3 to the Relevant Authority in the format and frequency as reasonably specified by the Relevant Authority; and 

0. promote Contracts Finder to its suppliers and encourage those organisations to register on Contracts Finder. 





1. Each advert referred to at Paragraph 2.1.1 of this Schedule 12 shall provide a full and detailed description of the Sub-Contract opportunity with each of the mandatory fields being completed on Contracts Finder by the Supplier. 



1. The obligation on the Supplier set out at Paragraph 2.1 shall only apply in respect of Sub-Contract opportunities arising after the Effective Date.



1. Notwithstanding Paragraph 2.1, the Authority may by giving its prior Approval, agree that a Sub-Contract opportunity is not required to be advertised by the Supplier on Contracts Finder.  



1. Visibility of Supply Chain Spend



2. In addition to any other management information requirements set out in the Contract, the Supplier agrees and acknowledges that it shall, at no charge, provide timely, full, accurate and complete SME management information reports (the “SME Management Information Reports”) to the Relevant Authority which incorporates the data described in the Supply Chain Information Report Template which is: 

1. the total contract revenue received directly on the Contract;

1. the total value of sub-contracted revenues under the Contract (including revenues for non-SMEs/non-VCSEs); and

1. the total value of sub-contracted revenues to SMEs and VCSEs.



2. The SME Management Information Reports shall be provided by the Supplier in the correct format as required by the Supply Chain Information Report Template and any guidance issued by the Relevant Authority from time to time. The Supplier agrees that it shall use the Supply Chain Information Report Template to provide the information detailed at Paragraph 3.1(a) –(c) and acknowledges that the template may be changed from time to time (including the data required and/or format) by the Relevant Authority issuing a replacement version. The Relevant Authority agrees to give at least thirty (30) days’ notice in writing of any such change and shall specify the date from which it must be used.



2. The Supplier further agrees and acknowledges that it may not make any amendment to the Supply Chain Information Report Template without the prior Approval of the Relevant Authority.  
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Guidance



				[Dept] SME Data Collection

				fv1.0 - 08-07-19

				The UK government has made a commitment that 33% of central government procurement spend should go to Small and Medium-sized Enterprises (SMEs), either directly or via the supply chain, before the end of this parliament (2022). To support this key agenda item and to measure progress, the UK government is now requesting that from 1 April 2018 all new contracts valued over £5 million per annum provide data on supply chain spend.
Guidance about the data required is provided below.
PLEASE NOTE YOU WILL NEED TO COMPLETE A SEPARATE TEMPLATE FOR EACH CONTRACT . 

				1) When answering the survey please endeavour to answer every section in full to the best of your knowledge.  2)  Please only report on the relevant contract - do not include spend you have with the departments on other contracts 

				
Questions  A1-A3: Please specify the numbers in full. All figures should be in GBP pounds sterling. Please see an example of how to complete the questions below.



				A1. Total contract revenue (£) received directly from selected department including arms length bodies (ALBs)

				Supplier X has received £1,200,000 revenue directly from the selected department within the requested financial reporting period. Enter £1,200,000 for question A1.

				£1,200,000		ü

				£1.2m		û

				1.2m		û



				A2. Total value of subcontracted revenues (£) 
(Please note that this is the total value of all sub-contracted revenues for SMEs and non-SMEs. 

				Of the £1,200,000 Supplier X received directly from the selected department, £50,000 was subcontracted to SMEs and £140,000 was subcontracted to organisations not covered by the definition of an SME. Enter £190,000 for question A2.

				£190,000		ü

				£190k		û

				190k		û





				A3. Total value of subcontracted revenues to SMEs (£)

				Of the £1,200,000 Supplier X received from the selected department, £50,000 was subcontracted to an SME. Enter £50,000 for question A3.

				£50,000		ü

				£0.05m		û

				0.05m		û



				Data provided by

				In the event we need to contact you about your return, please provide your full contact details. Please provide details of the preferred contact for future reporting (If different).
Please also provide your DUNS Number.  The Data Universal Numbering System (DUNS) is a system developed and regulated by Dun & Bradstreet which assigns a unique numeric identifier, referred to as a 'DUNS Number' to a single business entity. 







				Definitions and Interpretations:

				In this document and all documentation from the Crown Commercial Service SME team:

				1.    Department(s) – means central government department that you have a contract with.

				2.    Supplier(s) – means a company or organisation that sells or supplies goods or services not limited to the UK.

				3.    SMEs – means Suppliers with less than 250 employees and whose annual turnover does not exceed €50m or annual balance sheet total does not exceed €43m. The organisation also has to be autonomous.

				4.    Autonomous – means that the SME does not have more than 25% of its capital or voting rights owned by an organisation or multiple organisations that themselves do not meet the definition of a SME.

				5.   Contract Revenue – means the monetary value (Excl VAT) received through a contract between you and a Central Government Department or its ALBs.

				6.   Subcontracted Revenue – means the monetary value of the contract (Excl VAT) that has been passed to a supplier within the supply chain. It should not include the suppliers overhead expenditure e.g. cleaning services, that might be provided by an SME.

				7.   Supply Chain – means all suppliers that are involved in the production, handling, provision and /or distribution of any part of the contract.

				8.   Contract – means the commercial agreement between the department or its ALB and the supplier for the provision of goods or services.





Supply Chain Data Survey

				[Dept] SME Data Collection																		fv1.0 - 08-07-19

				Please refer to the guidance tab. 
Please answer questions A1 to A6 (populating yellow cells only) as applicable and return to [DEPARTMENTAL CONTACT]

																						Breakdown of Departmental Contract Revenue (100%= £0)

				INSERT YOUR ORGANISATION/COMPANY NAME				Full Year 2018/19 (Apr 2018- Mar 2019)																		Total Revenue retained (£)								£0.00

				SELECT DEPARTMENT				£		%																Total subcontracted revenues to non SME (£)								£0.00

				CONTRACT NAME

				A1. Total contract revenue (£) received directly from selected contract.				£0.00																		 Total subcontracted revenues to SMEs (£)								£0.00

				A2. Total value of subcontracted revenues (£)				£0.00		

				A3. Total value of subcontracted revenues to SMEs (£)				£0.00		

				Data provided by:

				Name

				Organisation		INSERT YOUR ORGANISATION/COMPANY NAME

				DUNS Number

				Email

				Phone

				Date

				Please provide details of the preferred contact for future reporting (If applicable):

				Name

				Email

				Phone















						Supplier		Department		Full Year (17/18) Total Revenue (Revs)		Full Year  (16/17) Total Subcontracted (Sub) Revs		Full Year  (17/18) Total Sub Revs to SMEs		Full Year (17/18) Sub Revs as a %		Full Year (17/18) Sub Revs to SMEs as a %		Payment terms		5. What method did you apply to calculate this data?		6. Can you confirm what quality assurances you have put in place to ensure the robustness of the data you have provided?		DUNS Number		Data provided by Name		Data provided by Email		Data provided by Tel		New Contact Name		New Contact Email		New Contact Tel.

						INSERT YOUR ORGANISATION/COMPANY NAME		SELECT DEPARTMENT		£0.00		£0.00		£0.00						ERROR:#REF!		ERROR:#REF!		ERROR:#REF!		0		0		0		0		0		0		0



						Department picklist

						BEIS

						Cabinet Office

						DCLG

						DCMS

						DEFRA

						DfE

						DFID

						DfT

						DH

						DWP

						FCO

						HMRC

						HMT

						Home Office

						MOD

						MOJ





















Breakdown of Departmental Contract Revenue (100%= £0)	

Total Revenue retained (£)	Total subcontracted revenues to non SME (£)	 Total subcontracted revenues to SMEs (£)	0	0	0	
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LOT 1A, 1B AND 2C






CALL-OFF SCHEDULE 1



TRANSPARENCY REPORTS

1.1 	The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates to transparency principles v1.1 (https://www.gov.uk/government/publications/procurement-policy-note-0117-update-to-transparency-principles). The Supplier shall comply with the provisions of this Schedule in order to assist the Buyer with its compliance with its obligations under that PPN.



1.2	Without prejudice to the Supplier's reporting requirements set out in the Framework Contract, the Supplier shall submit to the Buyer for Approval (such Approval not to be unreasonably withheld or delayed) draft Transparency Reports consistent with the content requirements and format set out in the Annex of this Schedule, as part of the process prior to the contract Start Date.



 1.3 If the Buyer rejects any proposed Transparency Report submitted by the Supplier, the Supplier shall submit a revised version of the relevant report for further Approval within five (5) days of receipt of any notice of rejection, taking account of any recommendations for revision and improvement to the report provided by the Buyer. If the Parties fail to agree on a draft Transparency Report the Buyer shall determine what should be included. Any other disagreement in connection with Transparency Reports shall be treated as a Dispute.  The Buyer reserves the right, to be exercised reasonably, to ask for changes over time



1.4  The Supplier shall provide accurate and up-to-date versions of each Transparency Report to the        Buyer no more often than the frequency referred to in the Annex of this Schedule.



2. ADDITIONAL DATA

2.1  The Supplier may be required to provide the Buyer with access to raw data and may be required to interface to or use Buyer systems store raw data in a mutually accessible repository. The details of this will be defined by the Buyer at Further Competition.





[bookmark: _Toc461012441][bookmark: _Toc461021246]ANNEX: LIST OF TRANSPARENCY REPORTS

		Title 

		Content 

		Format 

		Frequency 



		[Performance]	

		

[ ]

		

[ ]

		

[ ]



		[Call-Off  Contract Charges] 

		

[ ]

		

[ ]

		

[ ]



		[Key Subcontractors] 

		

[ ]

		

[ ]

		

[ ]



		[Technical]

		

[ ]

		

[ ]

		

[ ]



		[Performance management]

		

[ ]

		

[ ]

		

[ ]



		[SME’s]

		

[ ]

		

[ ]

		

[ ]



		[Reporting]
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The following definition shall apply to this Call-Off Schedule 2 (Staff Transfer):





		"Term"

		means the period commencing on the Start Date and ending on the expiry of the Initial Period or any Extension Period or on earlier termination of the relevant Contract;








CALL‑OFF SCHEDULE 2

STAFF TRANSFER

INTERPRETATION

Where a provision in this Schedule imposes any obligation on the Supplier including (without limit) to comply with a requirement or provide an indemnity, undertaking or warranty, the Supplier shall procure that each of its Subcontractors shall comply with such obligation and provide such indemnity, undertaking or warranty to the CCS, the Buyer, Former Supplier, Replacement Supplier or Replacement Subcontractor, as the case may be and where the Subcontractor fails to satisfy any claims under such indemnities the Supplier will be liable for satisfying any such claim as if it had provided the indemnity itself.

APPLICATION OF THIS SCHEDULE

The Parts of this Schedule which shall apply to the Contract are specified in the Buyer Contract Details.


PART A: STAFF TRANSFER AT START DATE – OUTSOURCING FROM THE BUYER (OPTIONAL)

1. [bookmark: _Ref311726437]RELEVANT TRANSFERS

The Buyer and the Supplier agree that:

the commencement of the provision of the Services or of each relevant part of the Services will be a Relevant Transfer in relation to the Transferring Buyer Employees; and

as a result of the operation of the Employment Regulations, the contracts of employment between the Buyer and the Transferring Buyer Employees (except in relation to any terms disapplied through operation of regulation 10(2) of the Employment Regulations) will have effect on and from the Relevant Transfer Date as if originally made between the Supplier and/or any Subcontractor and each such Transferring Buyer Employee.

The Buyer shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of the Transferring Buyer Employees in respect of the period arising up to (but not including) the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions.

[bookmark: _Ref346027802]BUYER INDEMNITIES

[bookmark: _Ref450733229][bookmark: _Ref346026850]Subject to Paragraph 2.2, the Buyer shall indemnify the Supplier and any Subcontractor against any Employee Liabilities arising from or as a result of any act or omission by the Buyer in respect of any Transferring Buyer Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Buyer Employee occurring before the Relevant Transfer Date. 

[bookmark: _Ref450733204][bookmark: _Ref346027651][bookmark: _Ref311742432]The indemnities in Paragraph 2.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier or any Subcontractor whether occurring or having its origin before, on or after the Relevant Transfer Date.

[bookmark: _Ref358278449][bookmark: _Ref492661230][bookmark: _Ref358299281]Subject to Paragraphs 2.4 and 2.5,  if any employee of the Buyer who is not identified as a Transferring Buyer Employee claims, or it is determined in relation to any employees of the Buyer, that his/her contract of employment has been transferred from the Buyer to the Supplier and/or any Subcontractor pursuant to the Employment Regulations then -

[bookmark: _Ref492895814]the Supplier will, within 5 Working Days of becoming aware of that fact, notify the Buyer in writing;

[bookmark: _Ref492661004]the Buyer may offer employment to such person, or take such other steps as it considers appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Supplier;

if such offer of employment is accepted, the Supplier shall immediately release the person from its employment;

[bookmark: _Ref498680782]if after the period referred to in Paragraph 2.3.2 no such offer has been made, or such offer has been made but not accepted, the Supplier may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 2.3.1 to 2.3.4 the Buyer will indemnify the Supplier and/or the relevant Subcontractor against all Employee Liabilities arising out of the termination of the employment of any of the Buyer's employees referred to in this Paragraph 2.3. 

[bookmark: _Ref492660946]The indemnity in Paragraph 2.3 shall not apply to any claim:

for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees in relation to any alleged act or omission of the Supplier and/or any Subcontractor; or

(b)	any claim that the termination of employment was unfair because the Supplier and/or any Subcontractor neglected to follow a fair dismissal procedure.

[bookmark: _Ref492660960][bookmark: _Ref450733260]The indemnity in Paragraph 2.3 shall not apply to any termination of employment occurring later than 3 Months from the Relevant Transfer Date.

If the Supplier and/or any Subcontractor at any point accept the employment of any person as is described in Paragraph 2.3, such person shall be treated as having transferred to the Supplier and/or any Subcontractor and the Supplier shall comply with such obligations as may be imposed upon it under applicable Law.

[bookmark: _Ref358199754]SUPPLIER INDEMNITIES AND OBLIGATIONS

[bookmark: _Ref450733275]Subject to Paragraph 3.2, the Supplier shall indemnify the Buyer against any Employee Liabilities arising from or as a result of any act or omission by the Supplier or any Subcontractor in respect of any Transferring Buyer Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Buyer Employee whether occurring before, on or after the Relevant Transfer Date.

[bookmark: _Ref357684501][bookmark: _Ref358278613]The indemnities in Paragraph 3.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Buyer whether occurring or having its origin before, on or after the Relevant Transfer Date including, without limitation, any Employee Liabilities arising from the Buyer's failure to comply with its obligations under the Employment Regulations.

The Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of the Transferring Buyer Employees, from (and including) the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and any other sums due under Part D: Pensions.

INFORMATION

The Supplier shall promptly provide to the Buyer in writing such information as is necessary to enable the Buyer to carry out its duties under regulation 13 of the Employment Regulations. The Buyer shall promptly provide to the Supplier in writing such information as is necessary to enable the Supplier and any Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations.

PRINCIPLES OF GOOD EMPLOYMENT PRACTICE

[bookmark: _Ref450733291]The Parties agree that the Principles of Good Employment Practice issued by the Cabinet Office in December 2010 apply to the treatment by the Supplier of employees whose employment begins after the Relevant Transfer Date, and the Supplier undertakes to treat such employees in accordance with the provisions of the Principles of Good Employment Practice.

[bookmark: _Hlt283195311][bookmark: _Hlt330487205][bookmark: _Hlt331772441][bookmark: _Hlt330487230][bookmark: _Hlt305079896][bookmark: _Ref450733298]The Supplier shall comply with any requirement notified to it by the Buyer relating to pensions in respect of any Transferring Buyer Employee as set down in (i) the Cabinet Office Statement of Practice on Staff Transfers in the Public Sector of January 2000, revised 2007; (ii) HM Treasury's guidance "Staff Transfers from Central Government: A Fair Deal for Staff Pensions of 1999; (iii) HM Treasury's guidance "Fair deal for staff pensions:  procurement of Bulk Transfer Agreements and Related Issues" of June 2004; and/or (iv) the New Fair Deal.

Any changes embodied in any statement of practice, paper or other guidance that replaces any of the documentation referred to in Paragraphs 5.1 or 5.2 shall be agreed in accordance with the Variation Procedure.

PENSIONS

The Supplier shall comply with:

all statutory pension obligations in respect of all Transferring Buyer Employees; and

the provisions in Part D: Pensions.

[bookmark: _Ref450746708][bookmark: _Ref311726534]
PART B: STAFF TRANSFER AT START DATE – TRANSFER FROM FORMER SUPPLIER ON REPROCUREMENT

1. RELEVANT TRANSFERS

The Buyer and the Supplier agree that:

the commencement of the provision of the Services or of any relevant part of the Services will be a Relevant Transfer in relation to the Transferring Former Supplier Employees; and 

as a result of the operation of the Employment Regulations, the contracts of employment between each Former Supplier and the Transferring Former Supplier Employees (except in relation to any terms disapplied through the operation of regulation 10(2) of the Employment Regulations) shall have effect on and from the Relevant Transfer Date as if originally made between the Supplier and/or any Subcontractor and each such Transferring Former Supplier Employee.

[bookmark: _Ref311726465][bookmark: _Ref321320538]The Buyer shall procure that each Former Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of all the Transferring Former Supplier Employees in respect of the period up to (but not including) the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions.

[bookmark: _Ref346030309]FORMER SUPPLIER INDEMNITIES

Subject to Paragraph 2.2, the Buyer shall procure that each Former Supplier shall indemnify the Supplier and any Subcontractor against any Employee Liabilities arising from or as a result of any act or omission by the Former Supplier in respect of any Transferring Former Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Former Supplier Employee arising before the Relevant Transfer Date;

[bookmark: _Ref346030364][bookmark: _Ref311726598]The indemnities in Paragraph 2.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier or any Subcontractor whether occurring or having its origin before, on or after the Relevant Transfer Date.

[bookmark: _Ref492895878][bookmark: _Ref339036408]Subject to Paragraphs 2.4 and 2.5, if any employee of a Former Supplier who is not identified as a Transferring Former Supplier Employee and claims, and/or it is determined, in relation to such person that his/her contract of employment has been transferred from a Former Supplier to the Supplier and/or any Notified Subcontractor pursuant to the Employment Regulations then: 

[bookmark: _Ref492895862]the Supplier will within 5 Working Days of becoming aware of that fact notify the Buyer and the relevant Former Supplier in writing;

[bookmark: _Ref492895855]the Former Supplier may offer employment to such person, or take such other steps as it considers appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Supplier;

if such offer of employment is accepted, the Supplier shall immediately release the person from its employment;

[bookmark: _Ref492895868]if after the period referred to in Paragraph 2.3.2 no such offer has been made, or such offer has been made but not accepted, the Supplier may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 2.3.1 to 2.3.4 the Buyer shall procure that the Former Supplier will indemnify the Supplier and/or the relevant Subcontractor against all Employee Liabilities arising out of the termination of the employment of any of the Former Supplier's employees referred to in Paragraph 2.3. 

[bookmark: _Ref339036312][bookmark: _Ref492895840]The indemnity in Paragraph 2.3 shall not apply to any claim:

for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees, arising as a result of any alleged act or omission of the Supplier and/or any Subcontractor; or

that the termination of employment was unfair because the Supplier and/or Subcontractor neglected to follow a fair dismissal procedure.

[bookmark: _Ref492895844]The indemnity in Paragraph 2.3 shall not apply to any termination of employment occurring later than 3 Months from the Relevant Transfer Date.

If the Supplier and/or any Subcontractor at any point accept the employment of any person as is described in Paragraph 2.3, such person shall be treated as having transferred to the Supplier and/or any Subcontractor and the Supplier shall comply with such obligations as may be imposed upon it under applicable Law.

[bookmark: _Ref357688215][bookmark: _Ref357686784][bookmark: _Ref311726553]SUPPLIER INDEMNITIES AND OBLIGATIONS

[bookmark: _Ref357687893]Subject to Paragraph 2.1, the Supplier shall indemnify the Buyer, and the Former Supplier against any Employee Liabilities arising from or as a result of any act or omission by the Supplier or any Subcontractor in respect of any Transferring Former Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Former Supplier Employee whether occurring before, on or after the Relevant Transfer Date.

The indemnities in Paragraph 3.1 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Former Supplier whether occurring or having its origin before, on or after the Relevant Transfer Date including, without limitation, any Employee Liabilities arising from the Former Supplier’s failure to comply with its obligations under the Employment Regulations.

The Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of all the Transferring Former Supplier Employees, on and from the Relevant Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and all such sums due under Part D: Pensions.

INFORMATION

The Supplier shall promptly provide to the Buyer and/or at the Buyer’s direction, the Former Supplier, in writing such information as is necessary to enable the Buyer and/or the Former Supplier to carry out their respective duties under regulation 13 of the Employment Regulations. The Buyer shall procure that the Former Supplier shall promptly provide to the Supplier in writing such information as is necessary to enable the Supplier and any Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations.

PRINCIPLES OF GOOD EMPLOYMENT PRACTICE

The Supplier shall comply with any requirement notified to it by the Buyer relating to pensions in respect of any Transferring Former Supplier Employee as set down in (i) the Cabinet Office Statement of Practice on Staff Transfers in the Public Sector of January 2000, revised 2007; (ii) HM Treasury's guidance "Staff Transfers from Central Government: A Fair Deal for Staff Pensions of 1999; (iii) HM Treasury's guidance: "Fair deal for staff pensions:  procurement of Bulk Transfer Agreements and Related Issues" of June 2004; and/or (iv) the New Fair Deal.

Any changes embodied in any statement of practice, paper or other guidance that replaces any of the documentation referred to in Paragraph 5.1 shall be agreed in accordance with the Change Control Procedure.

PROCUREMENT OBLIGATIONS

Notwithstanding any other provisions of this Part B, where in this Part B the Buyer accepts an obligation to procure that a Former Supplier does or does not do something, such obligation shall be limited so that it extends only to the extent that the Buyer’s contract with the Former Supplier contains a contractual right in that regard which the Buyer may enforce, or otherwise so that it requires only that the Buyer’s must use reasonable endeavours to procure that the Former Supplier does or does not act accordingly.

PENSIONS

The Supplier shall comply with:

all statutory pension obligations in respect of all Transferring Former Supplier Employees; and

the provisions in Part D: Pensions.






PART C: NO STAFF TRANSFER ON START DATE

1. PROCEDURE IN THE EVENT OF TRANSFER

[bookmark: _Ref311726687]The Buyer and the Supplier agree that the commencement of the provision of the Services or of any part of the Services will not be a Relevant Transfer in relation to any employees of the Buyer and/or any Former Supplier.  

[bookmark: _Ref339619543][bookmark: _Ref490491607][bookmark: _Ref311726702][bookmark: _Ref339619716]Subject to Paragraphs 1.3, 1.4 and 1.5, if any employee of the Buyer and/or a Former Supplier claims, or it is determined in relation to any employee of the Buyer and/or a Former Supplier, that his/her contract of employment has been transferred from the Buyer and/or the Former Supplier to the Supplier and/or any Subcontractor pursuant to the Employment Regulations then:

[bookmark: _Ref490491284]the Supplier will, within 5 Working Days of becoming aware of that fact, notify the Buyer in writing;

[bookmark: _Ref490491215]the Buyer or the Former Supplier may offer employment to such person, or take such other steps as it considered appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Supplier;

if such offer of employment is accepted, the Supplier shall immediately release the person from its employment;

[bookmark: _Ref490491291]if after the period referred to in Paragraph 1.2.2 no such offer has been made, or such offer has been made but not accepted, the Supplier may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Supplier's compliance with Paragraphs 1.2.1 to 1.2.4:

the Buyer will indemnify the Supplier and/or the relevant Subcontractor against all Employee Liabilities arising out of the termination of the employment of any of the Buyer's employees referred to in Paragraph 1.2; and 

the Buyer will procure that the Former Supplier indemnifies the Supplier and/or any Subcontractor against all Employee Liabilities arising out of termination of the employment of the employees of the Former Supplier referred to in Paragraph 1.2.

[bookmark: _Ref492895907][bookmark: _Ref311726659]The indemnities in Paragraph 1.2 shall not apply to any claim:

for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees in relation to any alleged act or omission of the Supplier and/or Subcontractor; or

any claim that the termination of employment was unfair because the Supplier and/or any Subcontractor neglected to follow a fair dismissal procedure

[bookmark: _Ref492895913]The indemnities in Paragraph 1.2 shall not apply to any termination of employment occurring later than 3 Months from the Commencement Date.

[bookmark: _Ref492895922][bookmark: _Ref339619658][bookmark: _Ref339619692][bookmark: _Ref451159045]If the Supplier and/or the Subcontractor does not comply with Paragraph 1.2, all Employee Liabilities in relation to such employees shall remain with the Supplier and/or the Subcontractor and the Supplier shall (i) comply with the provisions of Part D: Pensions of this Schedule, and (ii) indemnify the Buyer and any Former Supplier against any Employee Liabilities that either of them may incur in respect of any such employees of the Supplier and/or employees of the Subcontractor.

PROCUREMENT OBLIGATIONS

Where in this Part C the Buyer accepts an obligation to procure that a Former Supplier does or does not do something, such obligation shall be limited so that it extends only to the extent that the Buyer's contract with the Former Supplier contains a contractual right in that regard which the Buyer may enforce, or otherwise so that it requires only that the Buyer must use reasonable endeavours to procure that the Former Supplier does or does not act accordingly.

As the Supplier is the incumbent provider of the Services, the parties agree that the Employment Regulations will not apply upon commencement of this Agreement and so will not have the effect of transferring any contracts of employment to the Supplier. 
PART D: PENSIONS

1. DEFINITIONS

In this Part D, the following words have the following meanings and they shall supplement Schedule J1: Definitions, and shall be deemed to include the definitions set out in the Annexes:

		"Actuary"

		a Fellow of the Institute and Faculty of Actuaries;



		"Admission Agreement"

		means either or both of the CSPS Admission Agreement (as defined in Annex D1: CSPS) or the LGPS Admission Agreement) as defined in Annex D3: LGPS), as the context requires;



		"Broadly Comparable"

		(a) in respect of a pension scheme, a status satisfying the condition that there are no identifiable employees who will suffer material detriment overall in terms of future accrual of pension benefits as assessed in accordance with Annex A of New Fair Deal and demonstrated by the issue by the Government Actuary’s Department of a broad comparability certificate; and



		

		(b) in respect of benefits provided for or in respect of a member under a pension scheme, benefits that are consistent with that pension scheme’s certificate of broad comparability issued by the Government Actuary’s Department,

and "Broad Comparability" shall be construed accordingly;



		"CSPS"

		the schemes as defined in Annex D1 to this Part D; 



		"Fair Deal Employees"

		those:

(a) Transferring Buyer Employees; and/or 



		

		(b) Transferring Former Supplier Employees; and/or



		

		(c) employees who are not Transferring Buyer Employees or Transferring Former Supplier Employees but to whom the Employment Regulations apply on the Relevant Transfer Date to transfer their employment to the Supplier or a Subcontractor, , and whose employment is not terminated in accordance with the provisions of Paragraphs 2.3.4 of Parts A or B or Paragraph 1.2.4 of Part C;



		

		(d) where the Former Supplier becomes the Supplier those employees; 



		

		who at the Commencement Date or Relevant Transfer Date (as appropriate) are or become entitled to New Fair Deal protection in respect of any of the Statutory Schemes as notified by the Buyer;



		"Fair Deal Schemes"

		means the relevant Statutory Scheme or a Broadly Comparable pension scheme;



		"Fund Actuary"

		means Fund Actuary as defined in Annex D3 to this Part D;



		"LGPS"

		the schemes as defined in Annex D3 to this Part D;



		"NHSPS"

		the schemes  as defined in Annex D2 to this Part D;



		"New Fair Deal"

		the revised Fair Deal position set out in the HM Treasury guidance:  "Fair Deal for Staff Pensions: Staff Transfer from Central Government" issued in October 2013 including:

(a) any amendments to that document immediately prior to the Relevant Transfer Date; and



		

		(b) any similar pension protection in accordance with the subsequent Annex D1-D3 inclusive as notified to the Supplier by the CCS or Buyer; and



		"Statutory Schemes"

		means the CSPS, NHSPS or LGPS.



		"Term"

		the period commencing on the Start Date and ending on the expiry of the Initial Period or any Extension Period or on earlier termination of the relevant Contract;





PARTICIPATION

In respect of all or any Fair Deal Employees each of Annex D1A: CSPS and D1B MOD, Annex D2: NHSPS and/or Annex D3: LGPS shall apply, as appropriate.

The Supplier undertakes to do all such things and execute any documents (including any relevant Admission Agreement and/or Direction Letter, if necessary) as may be required to enable the Supplier to participate in the appropriate Statutory Scheme in respect of the Fair Deal Employees and shall bear its own costs in such regard.

The Supplier undertakes:

to pay to the Statutory Schemes all such amounts as are due under the relevant Admission Agreement and/or Direction Letter or otherwise and shall deduct and pay to the Statutory Schemes such employee contributions as are required; and

subject to paragraph 6 of Annex D3 LGPS of this Part D and Schedule 6 the TUPE Surcharge, to be fully responsible for all other costs, contributions, payments and other amounts relating to its participation in the Statutory Schemes, including for the avoidance of doubt any exit payments and the costs of providing any bond, indemnity or guarantee required in relation to such participation.



PROVISION OF INFORMATION

The Supplier undertakes to the Buyer:

[bookmark: _Ref492896157]to provide all information which the Buyer may reasonably request concerning matters referred to in this Part D as expeditiously as possible; and

not to issue any announcements to any Fair Deal Employee prior to the Relevant Transfer Date concerning the matters stated in this Part D without the consent in writing of the Buyer (such consent not to be unreasonably withheld or delayed).

INDEMNITIES

The Supplier undertakes to the Buyer  to indemnify and keep indemnified CCS, NHS Pensions the Buyer and/or any Replacement Supplier and/or any Replacement Subcontractor on demand from and against all and any Losses whatsoever arising out of or in connection with any liability towards all and any Fair Deal Employees arising in respect of service on or after the Relevant Transfer Date which arise from any breach by the Supplier of this Part D, and/or the CSPS Admission Agreement and/or the Direction Letter and/or the LGPS Admission Agreement  or relates to the payment of benefits under and/or participation in an occupational pension scheme (within the meaning provided for in section 1 of the Pension Schemes Act 1993) or the Fair Deal Schemes. 

[bookmark: _Ref321833613]The Supplier hereby indemnifies the CCS, NHS Pensions, the Buyer and/or any Replacement Supplier and/or Replacement Subcontractor from and against all Losses suffered or incurred by it or them which arise from claims by Fair Deal Employees of the Supplier and/or of any Subcontractor or by any trade unions, elected employee representatives or staff associations in respect of all or any such Fair Deal Employees which Losses:

[bookmark: _Ref321833614]relate to pension rights in respect of periods of employment on and after the Relevant Transfer Date until the date of termination or expiry of this Contract; or

[bookmark: _Ref321833615]arise out of the failure of the Supplier and/or any relevant Subcontractor to comply with the provisions of this Part D before the date of termination or expiry of this Contract. 

The indemnities in this Part D and its Annexes:

shall survive termination of this Contract; and

shall not be affected by the caps on liability contained in Clause 11 (How much you can be held responsible for).

DISPUTES

The Dispute Resolution Procedure will not apply to this Part D and any dispute between the CCS and/or the Buyer and/or the Supplier or between their respective actuaries or the Fund Actuary about any of the actuarial matters referred to in this Part D and its Annexes shall in the absence of agreement between the CCS and/or the Buyer and/or the Supplier be referred to an independent Actuary: 

who will act as an expert and not as an arbitrator; 

whose decision will be final and binding on the CCS and/or the Buyer and/or the Supplier; and 

whose expenses shall be borne equally by the CCS and/or the Buyer and/or the Supplier unless the independent Actuary shall otherwise direct.

THIRD PARTY RIGHTS

The Parties agree Clause 19 (Other people’s rights in this contract) does not apply and that the CRTPA applies to this Part D to the extent necessary to ensure that any Fair Deal Employee will have the right to enforce any obligation owed to him or her or it by the Supplier under this Part D, in his or her or its own right under section 1(1) of the CRTPA. 

Further, the Supplier must ensure that the CRTPA will apply to any Sub-Contract to the extent necessary to ensure that any Fair Deal Employee will have the right to enforce any obligation owed to them by the Subcontractor in his or her or its own right under section 1(1) of the CRTPA.

BREACH

The Supplier agrees to notify the Buyer should it breach any obligations it has under this Part D and agrees that the Buyer shall be entitled to terminate its Contract for material Default in the event that the Supplier:

commits an irremediable breach of any provision or obligation it has under this Part D; or

commits a breach of any provision or obligation it has under this Part D which, where capable of remedy, it fails to remedy within a reasonable time and in any event within 28 days of the date of a notice from the Buyer giving particulars of the breach and requiring the Supplier to remedy it.

[bookmark: _Toc341793180][bookmark: _Toc341873863][bookmark: _Toc345937115][bookmark: _Toc346800982][bookmark: _Toc346876065][bookmark: _Toc348531754][bookmark: _Toc348628253][bookmark: _Toc348700058][bookmark: _Toc349634339][bookmark: _Toc351125675][bookmark: _Toc351644055][bookmark: _Toc356853517][bookmark: _Toc357169176][bookmark: _Toc357654748][bookmark: _Toc357738149]TRANSFER TO ANOTHER EMPLOYER/ SUB- CONTRACTORS

Save on expiry or termination of this Contract, if the employment of any Fair Deal Employee transfers to another employer (by way of a transfer under the Employment Regulations) the Supplier shall and shall procure that any relevant Subcontractor shall:

consult with and inform those Fair Deal Employees of the pension provisions relating to that transfer; and

procure that the employer to which the Fair Deal Employees are transferred (the "New Employer") complies with the provisions of this Part D and its Annexes provided that references to the "Supplier" will become references to the New Employer, references to "Relevant Transfer Date" will become references to the date of the transfer to the New Employer and references to "Fair Deal Employees" will become references to the Fair Deal Employees so transferred to the New Employer.

[bookmark: _Toc341793181][bookmark: _Toc341873864][bookmark: _Toc345937116][bookmark: _Toc346800983][bookmark: _Toc346876066][bookmark: _Toc348531755][bookmark: _Toc348628254][bookmark: _Toc348700059][bookmark: _Toc349634340][bookmark: _Toc351125676][bookmark: _Toc351644056][bookmark: _Toc356853518][bookmark: _Toc357169177][bookmark: _Toc357654749][bookmark: _Toc357738150]PENSION ISSUES ON EXPIRY OR TERMINATION

The provisions of Part E: Staff Transfer on Exit (Mandatory) apply in relation to pension issues on expiry or termination of this Contract.

[bookmark: _Ref498528125]BROADLY COMPARABLE PENSION SCHEMES

[bookmark: _Ref498720160]If either:

the terms of any of Paragraphs 2.2 of Annex D1: CSPS, 5.2 of Annex D2: NHSPS and or 4 of Annex D3: LGPS apply; and/or

the Buyer agrees, having considered the exceptional cases provided for in New Fair Deal, (such agreement not to be unreasonably withheld) that the Supplier (and/or its Subcontractors, if any) need not continue to provide the Fair Deal Employees, who continue to qualify for Fair Deal Protection, with access to the appropriate Statutory Scheme;

the Supplier must (and must, where relevant, procure that each of its Subcontractors will) ensure that, with effect from the Relevant Transfer Date or if later cessation of participation in the Statutory Scheme until the day before the Service Transfer Date, the relevant Fair Deal Employees will be eligible for membership of a pension scheme under which the benefits are Broadly Comparable to those provided under the relevant Statutory Scheme, and then on such terms as may be decided by the Buyer.

Where the Supplier has set up a Broadly Comparable pension scheme or schemes pursuant to the provisions of Paragraph 10.1, the Supplier shall (and shall procure that any of its Subcontractors shall):

supply to the Buyer  details of its (or its Subcontractor’s) Broadly Comparable pension scheme and provide a full copy of the valid certificate of broad comparability covering all relevant Fair Deal Employees, as soon as it is able to do so and in any event no later than 28 days before the Relevant Transfer Date;

fully fund any such Broadly Comparable pension scheme in accordance with the funding requirements set by that Broadly Comparable pension scheme’s Actuary or by the Government Actuary’s Department for the period ending on the Service Transfer Date;

instruct any such Broadly Comparable pension scheme’s Actuary to, and to provide all such co-operation and assistance in respect of any such Broadly Comparable pension scheme as the Replacement Supplier and/or CCS and/or NHS Pension and/or CSPS and/or the relevant Administering Authority and/or the Buyer may reasonably require, to enable the Replacement Supplier to participate in the appropriate Statutory Scheme in respect of any Fair Deal Employee that remain eligible for New Fair Deal protection following a Service Transfer;

provide a replacement Broadly Comparable pension scheme with immediate effect for those Fair Deal Employees who are still employed by the Supplier and/or relevant Subcontractor and are still eligible for New Fair Deal protection in the event that the Supplier and/or Subcontractor's Broadly Comparable pension scheme is terminated; 

[bookmark: _Ref498720615]allow and make all necessary arrangements to effect, in respect of any Fair Deal Employee that remains eligible for New Fair Deal protection, following a Service Transfer, the bulk transfer of past service from any such Broadly Comparable pension scheme into the relevant Statutory Scheme and as is relevant on a day for day service basis and to give effect to any transfer of accrued rights required as part of participation under New Fair Deal. For the avoidance of doubt, should the amount offered by the Broadly Comparable pension scheme be less than the amount required by the appropriate Statutory Scheme to fund day for day service ("Shortfall"), the Supplier or the Subcontractor (as agreed between them) must pay the Statutory Scheme, as required, provided that in the absence of any agreement between the Supplier and any Subcontractor, the Shortfall shall be paid by the Supplier;  and

indemnify CCS and/or the Buyer and/or NHS Pension and/or CSPS and/or the relevant Administering Authority and/or on demand for any failure to pay the Shortfall as required under Paragraph 10.2.5 above.


Annex D1A: CSPS 

1. DEFINITIONS

In this Annex D1: CSPS to Part D: Pensions, the following words have the following meanings and they shall supplement Schedule J1: Definitions:

		"CSPS Admission Agreement"

		an admission agreement in the form available on the Civil Service Pensions website immediately prior to the Relevant Transfer Date to be entered into for the CSPS in respect of the Services;



		"CSPS Eligible Employee"

		any Fair Deal Employee who at the relevant time is an eligible employee as defined in the CSPS Admission Agreement;



		"CSPS"

		the Principal Civil Service Pension Scheme available to Civil Servants and employees of bodies under Schedule 1 of the Superannuation Act 1972 (and eligible employees of other bodies admitted to participate under a determination under section 25 of the Public Service Pensions Act 2013), as governed by rules adopted by Parliament; the Partnership Pension Account and its (i) Ill health Benefits Scheme and (ii) Death Benefits Scheme; the Civil Service Additional Voluntary Contribution Scheme; the Designated Stakeholder Pension Scheme (which is scheduled to close to new members in September 2018)  and "alpha" introduced under The Public Service (Civil Servants and Others) Pensions Regulations 2014.





FUTURE SERVICE BENEFITS  

The Supplier shall procure that the Fair Deal Employees, shall be either admitted into, or offered continued membership of, the relevant section of the CSPS that they currently contribute to, or were eligible to join immediately prior to the Relevant Transfer Date  or became eligible to join on the Relevant Transfer Date and the Supplier shall procure that the Fair Deal Employees continue to accrue benefits in accordance with the provisions governing the relevant section of the CSPS for service from (and including) the Relevant Transfer Date.

[bookmark: _Ref498720560][bookmark: _Ref450734652]The Supplier undertakes that should it cease to participate in the CSPS for whatever reason at a time when it has CSPS Eligible Employees, that it will, at no extra cost to the Buyer, provide to any Fair Deal Employee who immediately prior to such cessation of participation remained a CSPS Eligible Employee with access to a pension scheme which is Broadly Comparable to the CSPS on the date the CSPS Eligible Employees ceased to participate in the CSPS.













Annex D1B: MOD

1. DEFINITIONS

In this Annex D1B: MOD to Part D: Pensions, the following words have the following meanings and they shall supplement Schedule J1: Definitions:

		

		 “Admission Agreement” means in relation to the Contractor or a Sub-contractor an agreement made (or to be made) between (1) The Minister for the Cabinet Office (2) the Contractor or the Sub-contractor, as the case may be, and (3) the Buyer relating to the participation of the Contractor or the Sub-contractor, as applicable, in the Schemes for the benefit of those of the Former Buyer Employees who are for the time being employed by the Contractor or the Sub-contractor, as applicable, and which is in the form set out in Annex A to this Schedule.

“Active Member” means an individual who has been admitted to and remains in active membership of any of the Schemes. 



		

		“Alpha” means the public service pension scheme for civil servants established under the Public Services Pensions Act 2013 introduced with effect on and from 1 April 2015 (and includes, unless the context otherwise requires, any successor scheme).

[bookmark: DocXTextRef283][bookmark: DocXTextRef284]“Former Buyer Employee” means at any time any person whose employment with the Buyer is transferred to the Contractor or a Sub-contractor pursuant to the Employment Regulations and/or any person who is an ex-employee of the Buyer and whose employment with a Former Supplier is transferred to the Supplier or a Sub-contractor pursuant to the Employment Regulations and who is for the time being employed by the Supplier or a Sub-contractor provided that since such person was employed by the Buyer (a) he has not ceased to be eligible for membership of the Schemes; and (b) any change in his employer has been effected pursuant to the Employment Regulations;

 “Employer Contributions” means the sums which are payable to the Pension Schemes in accordance with clauses 7.1.5, 7.1.7, 7.1.8 and 7.2 of the Admission Agreement in respect of the Former Buyer Employees, whether by the Supplier or a Sub-contractor. For the avoidance of doubt, the employee redundancy compensation payment amount which is taken into account under clause 7.2 of the Admission Agreement is not included as part of the pass-through under paragraph 2.1.4. 

“Employment Regulations” means the means the Transfer of Undertakings (Protection of Employment) Regulations 2006 as amended from time to time and/or the Service Provision Change (Protection of Employment) Regulations (Northern Ireland) 2006 (as amended from time to time), as appropriate .



“Pension Schemes” means alpha and/or the CSPS whichever is or are relevant in the context (and includes, unless the context otherwise requires, the respective managers from time to time of such scheme or scheme

“Relevant Benefits” means any benefit payable on retirement, on death, on reaching a particular age, on the onset of serious ill-health or incapacity or in similar circumstances (including the provision of medical, dental or similar benefits).

“Schemes” means the CSPS, the Partnership Pension Account and its (i) Ill-health Benefits Scheme and (ii) Death Benefits Scheme, the Civil Service Additional Voluntary Contribution Scheme, and alpha each as amended or replaced from time to time, or such one of them as is or are relevant in context. Any reference to the Schemes includes, unless the context otherwise requires, a reference to the respective managers from time to time of the Schemes.  





		

		





new fair deal pensions

The Supplier shall:

comply with the Admission Agreement to which it is a party and shall not terminate the Admission Agreement while the Supplier is providing any of the Deliverables;

ensure that on each occasion (including, but without limitation, on the termination of a contract between the Supplier and a Sub-contractor) any Former Buyer Employee becomes an employee of the Supplier pursuant to the Employment Regulations (and the date upon which he becomes such an employee is called the “Employment Date”) the Former Buyer Employee if not already an Active Member of the Pension Schemes becomes such an Active Member with effect as on and from the Employment Date provided that this is permitted under the terms of the Pension Schemes and the Admission Agreement as applicable; and

ensure that in relation to each Former Buyer Employee who immediately prior to the Employment Date is an Active Member or who becomes an Active Member with effect from that date and for so long as the Former Buyer Employee is employed by the Supplier and is assigned to or otherwise engaged at least to the minimum extent specified in the Admission Agreement in the provision of the Deliverables or any of them:

it is an express term of the contract of employment of the Former Buyer Employee with the Supplier that the Supplier shall ensure that (subject to the terms from time to time of the Schemes and the Admission Agreement) the Former Buyer Employee may be and may continue to be an Active Member; and

each such Former Buyer Employee is able to be and remain such an Active Member;

The Supplier agrees that the Employer Contributions shall be priced on a pass-through basis in accordance with Paragraph 3 (Pass through costs) of Call-Off Schedule 5 (Call Off Pricing).

If it is in arrears in respect of any contributions due to the Schemes in respect of any Former Buyer Employee, agree (which agreement the Supplier hereby irrevocably gives) that the Buyer may deduct an amount equal to that which is overdue from any monies due to the Supplier and pay that amount to the relevant Scheme.

[bookmark: _Ref361402716]The Supplier shall ensure that no Sub-contractor by whom any of the Former Buyer Employees become employed pursuant to the Employment Regulations is appointed unless the contract under which the Sub-contractor is to provide any of the Deliverables (the “Contract”) contains terms which provide for the following:

a condition precedent (which may not be waived) to such contract becoming effective is that there is in force an Admission Agreement between (1) The Minister for the Cabinet Office (2) the Sub-contractor, and (3) the Buyer;

the Sub-contractor must at all material times comply with the Admission Agreement and will not terminate the Admission Agreement while the Sub-contractor is providing any of the Deliverables;

a breach of the Admission Agreement which is not capable of remedy or which if it is capable of remedy is not remedied within [10] Business Days of the Sub-contractor being given notice of such breach by the Schemes, the Minister for the Cabinet Office (in respect of the Admission Agreement) or the Buyer is an event of default by the Sub-contractor enabling the other party to the Contract to terminate the Contract or the Supplier to terminate the Sub-contract (which the Supplier undertakes to the Buyer to do if directed to do so by the Buyer) immediately on the giving of notice and no notice to waive the event of default or which states that termination is not immediate and reserves a future right to terminate may be given without the consent in writing of the Buyer;

on each occasion (including, but without limitation, the termination of any contract pursuant to which the Sub-contractor sub-subcontracts the provisions of any of the Services) any Former Buyer Employee becomes an employee of the Sub-contractor pursuant to the Employment Regulations the Former Buyer Employee shall if he is not already an Active Member of the Pension Schemes become such an Active Member with effect as on and from the date upon which he becomes such an employee provided that this is permitted under the terms of the Pension Schemes and the Admission Agreement;

on each such occasion the Sub-contractor must make it a term of the contract of employment of each Former Buyer Employee employed by the Sub-contractor that the Sub-contractor must ensure that the Former Buyer Employee may be an Active Member at all times he is assigned to or otherwise engaged at least to the minimum extent specified in the Admission Agreement in the provision of any of the Services (subject to the terms of the Schemes from time to time and the Admission Agreement);  

any contract pursuant to which the Sub-contractor sub-contracts to another person (the “Sub-Sub-contractor”) and which results in any Former Buyer Employer becoming an employee of the Sub-Sub-contractor pursuant to the Employment Regulations must contain the same terms as must be included in the Sub-contractor’s contract in accordance with this paragraph 2.1.6  and such contract shall not take effect unless and until there is in force an Admission Agreement to which the Sub-Sub-contractor is a party; and

the Sub-contractor must use its best endeavours to enforce the terms of his contract with the Sub-Sub-contractor which must be included in that contract in accordance with this paragraph 2.1.6

The Supplier shall indemnify the Buyer and at all times keep the Buyer indemnified in respect of any Claim in connection with any failure or alleged failure by the Supplier, the Sub-contractor or Sub-Sub-contractor as the case may be, to comply with the Schemes or the Admission Agreement to which the Supplier, the Sub-contractor or the Sub-Sub-contractor as the case may be, is a party or to comply with (in the case of the Supplier) the provisions of this paragraph 2 or (in the case of a Sub-contractor or Sub-Sub-contractor) the provisions to be included in the Contract pursuant to paragraph 2.2.

[bookmark: _Ref377709578]If the Sub-contractor or Sub-Sub-contractor fails to pay by the due date any amount payable to any of the Schemes the Buyer may deduct an amount equal to that which has not been paid from any money otherwise payable by the Buyer to the Supplier and pay that amount to the Schemes.	

[bookmark: _Ref377709579]Save with the approval of the Buyer the Supplier shall not and shall procure any Sub-contractor and/or Sub-sub Supplier as applicable shall not on or after the earliest of:

[bookmark: _Ref377709580]the date which is eighteen (18) months before the Call-Off Expiry Date;

[bookmark: _Ref377709581]the Buyer giving the Supplier a Termination Notice terminating the whole of this Agreement or any part of the Services;

the Supplier giving Force Majeure Notice under Clause 20 and such notice is accepted by the Buyer;

on notification to the Supplier by the Buyer of a Replacement Supplier; and 

on receipt by the Supplier of a written request by the Buyer,

allow (other than as required by law or an amendment to the Schemes) the grant or variation of any new or existing Relevant Benefits for or in respect of any employee of the Supplier to be made, announced or proposed.

The Supplier shall not and shall procure that any Sub-contractor shall not issue any announcements to Former Buyer Employees prior to the Relevant Transfer Date concerning the matters in this Paragraph 3 without the consent in writing of the Buyer (such consent not to be unreasonably withheld or delayed) and the Buyer shall not issue any such announcement without the consent of the Supplier (such consent not to be unreasonably withheld or delayed).

The Supplier shall procure, and shall ensure that any Sub-contractor shall procure, that any information to be provided to the Buyer pursuant to the Admission Agreement is sent to: [insert details].

The Supplier shall not recover any Costs and/or other payments in relation to New Fair Deal where such costs and/or payments are recoverable or have already been recovered by the Supplier elsewhere in this Contract or otherwise. If the Supplier does recover costs and/or other payments as set out in this paragraph 3.8 the Buyer may deduct an amount equal to the amount of such Costs and/or other payments from any money otherwise payable by the Buyer to the Supplier. 

The Supplier shall provide and shall procure each Sub-contractor as appropriate provides all such co-operation and assistance as the Schemes and a Replacement Supplier or Sub-contractor of a replacement Supplier and/or the Buyer may reasonably require to enable the replacement Supplier or Sub-contractor of a replacement Supplier to participate in the Schemes in respect of any Former Buyer Employee and to give effect to any transfer of accrued rights required as part of the participation under New Fair Deal.

The Supplier undertakes to the Buyer to indemnify and keep indemnified the Buyer on demand against any liability out of or attributable to or in any way connected with the transmission of information supplied to it by the Supplier, Sub-contractor or Sub-Sub-contractor as in connection with a re-tendering or proposed re-tendering of all or any of the Services.  































Annex A 



Insert form of Admission Agreement







Annex D2: NHSPS

1. DEFINITIONS

In this Annex D2: NHSPS to Part D: Pensions, the following words have the following meanings and they shall supplement Schedule J1: Definitions:

		"Direction Letter"

		an NHS Pensions Direction or Determination (as appropriate) issued by the Secretary of State in exercise of the powers conferred by section 7 of the Superannuation (Miscellaneous Provisions) Act 1967 or by section 25 of the Public Service Pensions Act 2013 (as appropriate) and issued to the Supplier or a Subcontractor of the Supplier (as appropriate) relating to the terms of participation of the Supplier or Subcontractor in the NHSPS in respect of the NHSPS Eligible Employees;



		"NHSPS Eligible Employees"

		each of the Fair Deal Employees who at a Relevant Transfer Date was a member of, or was entitled to become a member of, or but for their compulsory transfer of employment would have been entitled to be or become a member of, the NHSPS as a result of either:



		

		(a) their employment with the Buyer, an NHS Body or other employer which participates automatically in the NHSPS; or



		

		(b) their employment with a Former Supplier who provides access to the NHSPS pursuant to an NHS Pensions Direction or Determination (as appropriate) issued by the Secretary of State in exercise of the powers conferred by section 7 of the Superannuation (Miscellaneous Provisions) Act 1967 or by section 25 of the Public Service Pensions Act 2013 (as appropriate) in respect of their employment with that Former Supplier (on the basis that they are entitled to protection under New Fair Deal and were permitted to re-join the NHSPS, having been formerly in employment with the Buyer, an NHS Body or other employer who participated automatically in the NHSPS in connection with the Services, prior to being employed by the Former Supplier),



		

		and, in each case, being continuously engaged for more than fifty per cent (50%) of their employed time in the delivery of services (the same as or similar to the Services).



		

		For the avoidance of doubt, an individual who is in or entitled to become a member of the NHSPS as a result of being engaged in the Services and being covered by an "open" Direction Letter or other NHSPS "access" facility but who has never been employed directly by an NHS Body (or other body which participates automatically in the NHSPS) is not an NHSPS Eligible Employee; 



		"NHS Body"

		has the meaning given to it in section 275 of the National Health Service Act 2006 as amended by section 138(2)(c) of Schedule 4 to the Health and Social Care Act 2012;



		"NHS Pensions"

		NHS Pensions as the administrators of the NHSPS or such other body as may from time to time be responsible for relevant administrative functions of the NHSPS;



		"NHSPS"

		the National Health Service Pension Scheme for England and Wales, established pursuant to the Superannuation Act 1972 and governed by subsequent regulations under that Act including the NHS Pension Scheme Regulations;



		"NHS Pension Scheme Arrears"

		any failure on the part of the Supplier or its Subcontractors (if any) to pay employer’s contributions or deduct and pay across employee’s contributions to the NHSPS or meet any other financial obligations under the NHSPS or any Direction Letter in respect of the NHSPS Eligible Employees;



		"NHS Pension Scheme Regulations"

		as appropriate, any or all of the National Health Service Pension Scheme Regulations 1995 (SI 1995/300), the National Health Service Pension Scheme Regulations 2008 (SI 2008/653), the National Health Service Pension Scheme Regulations 2015 (2015/94) and any subsequent regulations made in respect of the NHSPS, each as amended from time to time;



		"NHS Premature Retirement Rights"

		rights to which any Fair Deal Employee (had they remained in the employment of the Buyer, an NHS Body or other employer which participates automatically in the NHSPS) would have been or are entitled under the NHS Pension Scheme Regulations, the NHS Compensation for Premature Retirement Regulations 2002 (SI 2002/1311), the NHS (Injury Benefits) Regulations 1995 (SI 1995/866) and section 45 of the General Whitley Council conditions of service, or any other legislative or contractual provision which replaces, amends, extends or consolidates the same from time to time;



		"Pension Benefits"

		any benefits payable in respect of an individual (including but not limited to pensions related allowances and lump sums) relating to old age, invalidity or survivor’s benefits provided under an occupational pension scheme; and



		"Retirement Benefits Scheme"

		a pension scheme registered under Chapter 2 of Part 4 of the Finance Act 2004.





[bookmark: _Ref498720651][bookmark: _Ref466031983][bookmark: _Toc477883428][bookmark: _Toc479777845][bookmark: _Toc479778295][bookmark: _Toc481484600][bookmark: _Toc481501356]MEMBERSHIP OF THE NHSPS

[bookmark: _Ref466031984]In accordance with New Fair Deal, the Supplier and/or any of its Subcontractors to which the employment of any NHSPS Eligible Employee compulsorily transfers as a result of the award of this Contract, if not an NHS Body or other employer which participates automatically in the NHSPS, must by or as soon as reasonably practicable after the Relevant Transfer Date, each secure a Direction Letter to enable the NHSPS Eligible Employees to retain either continuous active membership of or eligibility for, the NHSPS for so long as they remain employed in connection with the delivery of the Services under this Contract, and have a right to membership or eligibility of that scheme under the terms of the Direction Letter.

[bookmark: _Ref384805861]The Supplier must supply to the Buyer by or as soon as reasonably practicable after the Relevant Transfer Date a complete copy of each Direction Letter.

[bookmark: _Ref466031985]The Supplier must ensure (and procure that each of its Sub-Contracts (if any) ensures) that all of its NHSPS Eligible Employees have a contractual right to continuous active membership of or eligibility for the NHSPS for so long as they have a right to membership or eligibility of that scheme under the terms of the Direction Letter.

[bookmark: _Ref466031986]The Supplier will (and will procure that its Subcontractors (if any) will) comply with the terms of the Direction Letter, the NHS Pension Scheme Regulations (including any terms which change as a result of changes in Law) and any relevant policy issued by the Department of Health in respect of the NHSPS Eligible Employees for so long as it remains bound by the terms of any such Direction Letter.

[bookmark: _Ref466031987]Where any employee omitted from the Direction Letter supplied in accordance with Paragraph 2 of this Annex are subsequently found to be an NHSPS Eligible Employee, the Supplier will (and will procure that its Subcontractors (if any) will) treat that person as if they had been an NHSPS Eligible Employee from the Relevant Transfer Date so that their Pension Benefits and NHS Premature Retirement Rights are not adversely affected.

[bookmark: _Ref466031988]The Supplier will (and will procure that its Subcontractors (if any) will) as soon as reasonably practicable and at its (or its Subcontractor’s) cost, obtain any guarantee, bond or indemnity that may from time to time be required by the Secretary of State for Health.

[bookmark: _Ref462746281][bookmark: _Toc466028620][bookmark: _Toc477883429][bookmark: _Toc479777846][bookmark: _Toc479778296][bookmark: _Toc481484601][bookmark: _Toc481501357]FUTURE SERVICE BENEFITS IN THE NHSPS

The Supplier will procure that with effect from the Relevant Transfer Date the NHSPS Eligible Employees shall be either eligible for or remain in continuous active membership of (as the case may be) the NHSPS for employment from (and including) the Relevant Transfer Date.

[bookmark: _Toc466028621][bookmark: _Ref466031993][bookmark: _Toc477883430][bookmark: _Toc479777847][bookmark: _Toc479778297][bookmark: _Toc481484602][bookmark: _Toc481501358][bookmark: _Ref498720217]NHS PREMATURE RETIREMENT RIGHTS

[bookmark: _Ref466031994]From the Relevant Transfer Date until the Service Transfer Date, the Supplier must provide (and/or must ensure that its Subcontractors (if any) provide) NHS Premature Retirement Rights in respect of the NHSPS Eligible Employees that are identical to the benefits they would have received had they remained employees of the Buyer, an NHS Body or other employer which participates automatically in the NHSPS.

[bookmark: _Ref463007288][bookmark: _Toc466028622][bookmark: _Toc477883431][bookmark: _Toc479777848][bookmark: _Toc479778298][bookmark: _Toc481484603][bookmark: _Toc481501359]BREACH AND CANCELLATION OF ANY DIRECTION LETTER(S) AND RIGHT OF SET-OFF

[bookmark: _Ref466031995]The Supplier agrees that the Buyer is entitled to make arrangements with NHS Pensions for the Buyer to be notified if the Supplier (or its Subcontractor) breaches the terms of its Direction Letter. Notwithstanding the provisions of the foregoing, the Supplier shall notify the Buyer in the event that it (or its Subcontractor) breaches the terms of its Direction Letter.

[bookmark: _Ref464223868]If the Buyer is entitled to terminate the Contract or the Supplier (or its Subcontractor, if relevant) ceases to participate in the NHSPS for whatever other reason, the Buyer may in its sole discretion, and instead of exercising its right to terminate this Contract where relevant, permit the Supplier (or any such Subcontractor, as appropriate) to offer Broadly Comparable Pension Benefits, on such terms as decided by the Buyer. The provisions of Paragraph 10 (Bulk Transfer Obligations in relation to any Broadly Comparable pension scheme) of Part D: Pensions shall apply in relation to any Broadly Comparable pension scheme established by the Supplier or its Subcontractors.

[bookmark: _Ref384820059]In addition to the Buyer's right to terminate the Contract, if the Buyer is notified by NHS Pensions of any NHS Pension Scheme Arrears, the Buyer will be entitled to deduct all or part of those arrears from any amount due to be paid under this Contract or otherwise.

[bookmark: _Toc466028623][bookmark: _Ref466031996][bookmark: _Toc477883432][bookmark: _Toc479777849][bookmark: _Toc479778299][bookmark: _Toc481484604][bookmark: _Toc481501360]COMPENSATION

[bookmark: _Ref466031997]If the Supplier (or its Subcontractor, if relevant) is unable to provide the NHSPS Eligible Employees with either: 

[bookmark: _Ref466031998]membership of the NHSPS (having used its best endeavours to secure a Direction Letter); or 

[bookmark: _Ref466031999]access to a Broadly Comparable pension scheme, 

the Buyer may in its sole discretion permit the Supplier (or any of its Subcontractors) to compensate the NHSPS Eligible Employees in a manner that is Broadly Comparable or equivalent in cash terms, the Supplier (or Subcontractor as relevant) having consulted with a view to reaching agreement with any recognised trade union or, in the absence of such body, the NHSPS Eligible Employees.  The Supplier must meet (or must procure that the relevant Subcontractor meets) the costs of the Buyer determining whether the level of compensation offered is reasonable in the circumstances.

[bookmark: _Ref466032000]This flexibility for the Buyer to allow compensation in place of Pension Benefits is in addition to and not instead of the Buyer’s right to terminate the Contract.

[bookmark: _Ref462824578][bookmark: _Toc466028624][bookmark: _Toc477883433][bookmark: _Toc479777850][bookmark: _Toc479778300][bookmark: _Toc481484605][bookmark: _Toc481501361]SUPPLIER INDEMNITIES

[bookmark: _Ref466032001]The Supplier must indemnify and keep indemnified the CCS, the Buyer and any Replacement Supplier against all Losses arising out of any claim by any NHSPS Eligible Employee that the provision of (or failure to provide) Pension Benefits and NHS Premature Retirement Rights from the Relevant Transfer Date, or the level of such benefit provided, constitutes a breach of his or her employment rights.

[bookmark: _Ref466032002]The Supplier must indemnify and keep indemnified the Buyer, NHS Pensions and any Replacement Supplier against all Losses arising out of the Supplier (or its Subcontractor) allowing anyone who is not an NHSPS Eligible Employee to join or claim membership of the NHSPS at any time during the Contract Period.

[bookmark: _Toc466028625][bookmark: _Ref466032005][bookmark: _Toc477883434][bookmark: _Toc479777851][bookmark: _Toc479778301][bookmark: _Toc481484606][bookmark: _Toc481501362]SUBCONTRACTORS

[bookmark: _Ref466032006]If the Supplier enters into a Sub-Contract for the delivery of all or part or any component of the Services which will involve the transfer of employment of any NHSPS Eligible Employee it will impose obligations on its Subcontractor in identical terms as those imposed on the Supplier in relation to Pension Benefits and NHS Premature Retirement Rights by this  Annex, including requiring that:

[bookmark: _Ref466032007]if the Supplier has secured a Direction Letter, the Subcontractor also secures a Direction Letter in respect of the NHSPS Eligible Employees for their future service with the Subcontractor as a condition of being awarded the  Sub-Contract and the Supplier shall be responsible for ensuring that the  Buyer receives a complete copy of each such Subcontractor direction letter as soon as reasonably practicable; or

[bookmark: _Ref466032008]if, in accordance with Paragraph 4 of this Annex, the Supplier has offered the NHSPS Eligible Employees access to a pension scheme under which the benefits are Broadly Comparable to those provided under the NHSPS, the Subcontractor either secures a Direction Letter in respect of the NHSPS Eligible Employees or (with the prior consent of the Buyer) provides NHSPS Eligible Employees with access to a scheme with Pension Benefits which are Broadly Comparable to those provided under the NHSPS whereupon the provisions of Paragraph 10 below (Bulk Transfer Obligations in relation to any Broadly Comparable Scheme) shall apply.

[bookmark: _Ref466032009]The Supplier shall procure that each Subcontractor provides indemnities to the Buyer, NHS Pensions and/or any Replacement Supplier and/or Replacement Subcontractor that are identical to the indemnities set out in Paragraph 7 of this Annex B. Where a Subcontractor fails to satisfy any claim made under such one or more indemnities, the Supplier will be liable for satisfying any such claim as if it had provided the indemnity itself.




Annex D3: LGPS

[LGPS Guidance Notes

[DN: Note the LGPS unlike the CSPS & NHSPS is a funded scheme which has associated cost implications as follows:

There is not 1 LGPS but approx. 90 different Funds, each with their own separate Scheme Employer and Administering Authority, it is important to identify the correct one(s) and amend the definition of "Fund" accordingly.

It is important to check whether CCS and or the Buyer can actually participate in the LGPS. Where a Gov Dept is taking on services which were formerly the responsibility of a Local Authority  it may be necessary to obtain secretary of state approval for participation in the LGPS, this is because the services are being provided to Gov. Dept. and not to a Local Authority. 

Unlike New Fair Deal the 2007 Best Value pension direction does not provide a right to bulk transfer past service.  Whilst typically before the 2007 direction LA did provide such a right, it is a significant additional cost and therefore bulk transfer wording has been excluded.  If required take legal advice due to the exceptionally high costs which can result from a requirement to provide bulk transfers.]

1. DEFINITIONS

In this Annex D3: LGPS to Part D: Pensions, the following words have the following meanings and they shall supplement Schedule J1: Definitions:

		"Administering Authority"



		in relation to the Fund [insert name],the relevant Administering Authority of that Fund for the purposes of the Local Government Pension Scheme Regulations 2013;



		“Excess Amount”

		any Pension Costs incurred by the Supplier or its Subcontractors in any Pension Period that exceed the Pension Base Cost.



		"Fund Actuary"

		the actuary to a Fund appointed by the Administering Authority of that Fund;



		"Fund"

		[insert name], a pension fund within the LGPS;



		"LGPS"

		the Local Government Pension Scheme as governed by the LGPS Regulations, and any other regulations (in each case as amended from time to time) which are from time  to time applicable to the Local Government Pension Scheme;



		"LGPS Admission Agreement"

		an admission agreement within the meaning  in Schedule 1 of the  Local Government Pension Scheme Regulations 2013;



		"LGPS Admission Body"

		an admission body (within the meaning of Part 3 of Schedule 2 of the  Local Government Pension Scheme Regulations 2013);



		"LGPS Eligible Employees"

		any Fair Deal Employee who at the relevant time is an eligible employee as defined in the LGPS Admission Agreement or otherwise any Fair Deal Employees who immediately before the Relevant Transfer Date was a member of, or was entitled to become a member of, or but for their compulsory transfer of employment would have been entitled to be or become a member of, the LGPS or of a scheme Broadly Comparable to the LGPS;



		"LGPS Regulations"

		the Local Government Pension Scheme Regulations 2013 (SI 2013/2356) and The Local Government Pension Scheme (Transitional Provisions, Savings and Amendment) Regulations 2014, and any other regulations (in each case as amended from time to time) which are from time to time applicable to the LGPS.



		“Pension Base Cost”

		in relation to the LGPS Eligible Employees, who are at the relevant time members of the LGPS:

 

· [  ]% of pensionable pay for those who are members of [insert name of Fund];

· [  ]% of pensionable pay for those who are members of [insert name of Fund]; and

· [  ]% of pensionable pay for those who are members of [insert name of Fund];



("pensionable pay" for these purposes as defined under the LGPS Regulations);





		“Pension Costs”

		the costs of complying with the Pension Requirements, but excluding any costs relating to:

(a)	the provision of any bond or indemnity that the Supplier or its Subcontractors are required to provide under the terms of any Admission Agreement; and

(b)	the provision of advice from the actuary to the LGPS arising from the instruction from the Supplier or its Subcontractors in relation to the Pension Requirements;

which will be covered by the Supplier or Subcontractor, as appropriate; and





		“Pension Requirements” 

		the terms and conditions set out in:

(a)	paragraph 2 of this Annex D3  (Supplier to Become an  LGPS Admission  Body), and paragraph 4 of Annex D3 (Discretionary Benefits); and

(b)	the  LGPS Admission Agreement,

but in each case in respect of LGPS Eligible Employees only.







SUPPLIER TO BECOME AN LGPS ADMISSION BODY

[bookmark: _Ref321865016]Where the Supplier employs any LGPS Eligible Employees from a Relevant Transfer Date, the Supplier shall become an LGPS Admission Body and shall on or before the Relevant Transfer Date enter into a LGPS Admission Agreement with the Administering Authority which will have effect from and including the Relevant Transfer Date.

The LGPS Admission Agreement must ensure that all LGPS Eligible Employees covered by that Agreement who were active LGPS members immediately before the Relevant Transfer Date are admitted to the LGPS with effect on and from the Relevant Transfer Date. Any LGPS Eligible Employees who were eligible to join the LGPS but were not active LGPS members immediately before the Relevant Transfer Date must retain the ability to join the LGPS after the Relevant Transfer Date if they wish to do so.

The Supplier shall provide any indemnity, bond or guarantee required by an Administering Authority in relation to an LGPS Admission Agreement. 

The Supplier shall not automatically enroll or re-enroll for the purposes of the Pensions Act 2008 any LGPS Eligible Employees in any pension scheme other than the LGPS.

RIGHT OF SET-OFF

[bookmark: _Ref321833585]The Buyer shall have a right to set off against any payments due to the Supplier under the Contract an amount equal to any overdue employer and employee contributions and other payments (and interest payable under the LGPS Regulations) due from the Supplier (or from any relevant Subcontractor) under an LGPS Admission Agreement and shall pay such amount to the relevant Fund.

[bookmark: _Ref321865017]SUPPLIER CEASES TO BE AN LGPS ADMISSION BODY

[bookmark: _Ref321833586][bookmark: _Ref321833609][bookmark: _Ref321833587]If the Supplier employs any LGPS Eligible Employees from a Relevant Transfer Date and the Supplier either cannot or does not participate in the LGPS, the Supplier shall offer such LGPS Eligible Employee membership of a pension scheme Broadly Comparable to the LGPS. 

[bookmark: _Ref321833610]DISCRETIONARY BENEFITS

[bookmark: _Ref321865022][bookmark: _Ref321833611]Where the Supplier is an LGPS Admission Body, the Supplier shall award benefits to the LGPS Eligible Employees under the LGPS in circumstances where the LGPS Eligible Employees would have received such benefits had they still been employed by their previous employer. Where such benefits are of a discretionary nature, they shall be awarded on the basis of the previous employer’s written policy in relation to such benefits at the time of the Relevant Transfer Date. 

8.  FUNDING



8.1 [bookmark: m_-8489134049374141372__Ref508053797]The Buyer hereby undertakes that  it shall procure that the funding of the accrued rights of LGPS Eligible Employees in the LGPS in respect of pensionable service up to the first Relevant Transfer Date under the Contract shall be calculated on the basis that the LGPS had assets equal to its liabilities, as at that Relevant Transfer Date, based on the LGPS’ ongoing actuarial valuation basis.

8.2 [bookmark: _Ref508882040]Subject to paragraph 6.3 of this Annex D3, any Excess Amount shall be the sole responsibility of the Buyer and shall be dealt with as set out in paragraphs 6.4 to 6.7  of this Annex D3.

8.3 [bookmark: _Ref508882028]Nothing in paragraph 6.2 of this Annex D3 shall require the Buyer to be responsible for any Excess Amount to the extent that such Excess Amount has arisen as a result of:

8.3.1 a decision or exercise of discretion by the Supplier or any Subcontractor which:

(a) increases the pensionable pay of LGPS Eligible Employees above the greater of:

(a) the increases assumed in the relevant actuarial valuations of the LGPS; and

(b) the increases the Supplier and/or any Subcontractor are contractually bound to provide on the Relevant Transfer Date;

(b) otherwise increases the benefits payable to a LGPS Eligible Employee and in particular:

(a) the immediate payment of benefits with:

(i) the Supplier's or Subcontractors' consent under Regulation 30 of the LGPS Regulations, including waiving any reduction of benefits under Regulation 30(8) of the LGPS Regulations or otherwise; or

(ii) the Supplier or Subcontractors waiving any reduction of benefits on compassionate grounds under Schedule 2 of  The Local Government Pension Scheme (Transitional Provisions, Savings and Amendment) Regulations 2014); and/or

(b) an award to additional pension under Regulation 31 of the LGPS Regulations;

8.3.2 the early retirement of LGPS Eligible Employees due to dismissal or termination of employment under Regulation 30(7) of the LGPS Regulations;

8.3.3 the early retirement of LGPS Eligible Employees under the provisions of regulations 35 to 39 of the LGPS Regulations;

8.3.4 any contribution required by the Administering Authority towards the cost of the administration of the Fund relating to the Supplier that are not met through the Supplier's or Subcontractors' payments under the applicable rates and adjustment certificate under regulation 62 of the LGPS Regulations, including without limitation an amount specified in a notice given by the Administering Authority under Regulation 70 of the LGPS Regulations and the costs of any reports and advice requested by the Supplier from an actuary appointed by the Administering Authority; and/or

8.3.5 any interest payable under the LGPS Regulations or LGPS Administration Agreement.

8.4 [bookmark: _Ref508881784]Within  20 Working Days of the end of each Contract Year the Supplier shall notify the Buyer in writing of any Excess Amount in the immediately preceding Contract Year together with a reasonable summary of how the Supplier has arrived at its calculation of such amount.

8.5 On receipt of the Supplier's calculation in accordance with paragraph 6.4 above the Buyer shall either:

8.5.1 notify the Supplier in writing of acceptance of the Excess Amount;

8.5.2 request further information/evidence; and/or

8.5.3 request a meeting to discuss/clarify the evidence provided.

8.6 Where the pension adjustment notified paragraph 6.4 above is agreed following the receipt of further information/evidence or following a meeting, the Buyer shall notify the Supplier in writing.  In the event that the Supplier and the Buyer are unable to agree the pension adjustment, they shall follow the Dispute Resolution Procedure. 

8.7 [bookmark: _Ref508881807]Any Excess Amount agreed by the Buyer shall be paid within timescales as agreed between Buyer and Supplier. In respect of any Excess Amount the amount to be paid by the Buyer shall be an amount equal to the Excess Amount (less an amount equal to any corporation tax relief which has been claimed in respect of the Excess Amount by the Supplier or its Subcontractors).

8.8 EXIT COSTS AT CALL-OFF STAGE - Any decision regarding Suppliers exposure to LGPS costs arising at the end of the Contract will be notified at Call Off.














PART E: STAFF TRANSFER ON EXIT (MANDATORY)

1. PRE-SERVICE TRANSFER OBLIGATIONS

[bookmark: _Ref492896638]The Supplier agrees that within 20 Working Days of the earliest of:

[bookmark: _Ref492896666]receipt of a notification from the Buyer of a Service Transfer or intended Service Transfer; 

[bookmark: _Ref492896672]receipt of the giving of notice of early termination or any Partial Termination of the relevant Contract; 

[bookmark: _Ref492896681]the date which is 12 Months before the end of the Term; and

receipt of a written request of the Buyer at any time (provided that the Buyer shall only be entitled to make one such request in any 6 Month period),

It shall provide in a suitably anonymised format so as to comply with the Data Protection Laws, the Supplier's Provisional Supplier Personnel List, together with the Staffing Information in relation to the Supplier's Provisional Supplier Personnel List and it shall provide an updated Supplier's Provisional Supplier Personnel List at such intervals as are reasonably requested by the Buyer. 

[bookmark: _Ref492896645]At least 20 Working Days prior to the Service Transfer Date, the Supplier shall provide to the Buyer or at the direction of the Buyer to any Replacement Supplier and/or any Replacement Subcontractor (i) the Supplier's Final Supplier Personnel List, which shall identify the basis upon which they are Transferring Supplier Employees and (ii) the Staffing Information in relation to the Supplier’s Final Supplier Personnel List (insofar as such information has not previously been provided).

The Buyer shall be permitted to use and disclose information provided by the Supplier under Paragraphs 1.1 and 1.2 for the purpose of informing any prospective Replacement Supplier and/or Replacement Subcontractor. 

The Supplier warrants, for the benefit of The Buyer, any Replacement Supplier, and any Replacement Subcontractor that all information provided pursuant to Paragraphs 1.1 and 1.2 shall be true and accurate in all material respects at the time of providing the information.

From the date of the earliest event referred to in Paragraph 1.1.1, 1.1.2 and 1.1.3, the Supplier agrees that it shall not assign any person to the provision of the Services who is not listed on the Supplier’s Provisional Supplier Personnel List and shall, unless otherwise instructed by the Buyer (acting reasonably):

not replace or re-deploy any Supplier Personnel listed on the Supplier Provisional Supplier Personnel List other than where any replacement is of equivalent grade, skills, experience and expertise and is employed on the same terms and conditions of employment as the person he/she replaces;

not make, promise, propose, permit or implement any material changes to the terms and conditions of (i) employment and/or (ii) pensions, retirement and death benefits (including not to make pensionable any category of earnings which were not previously pensionable or reduce the pension contributions payable) of the Supplier Personnel (including any payments connected with the termination of employment); 

not increase the proportion of working time spent on the Services (or the relevant part of the Services) by any of the Supplier Personnel save for fulfilling assignments and projects previously scheduled and agreed;

not introduce any new contractual or customary practice concerning the making of any lump sum payment on the termination of employment of any employees listed on the Supplier's Provisional Supplier Personnel List;

not increase or reduce the total number of employees so engaged, or deploy any other person to perform the Services (or the relevant part of the Services);

not terminate or give notice to terminate the employment or contracts of any persons on the Supplier's Provisional Supplier Personnel List save by due disciplinary process;

not dissuade or discourage any employees engaged in the provision of the Services from transferring their employment to the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor;

give the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor reasonable access to Supplier Personnel and/or their consultation representatives to inform them of the intended transfer and consult any measures envisaged by the Buyer, Replacement Supplier and/or Replacement Subcontractor in respect of persons expected to be Transferring Supplier Employees;

	co-operate with the Buyer and the Replacement Supplier to ensure an effective consultation process and smooth transfer in respect of Transferring Supplier Employees in line with good employee relations and the effective continuity of the Services, and to allow for participation in any pension arrangements to be put in place to comply with New Fair Deal;

promptly notify the  Buyer or, at the direction of the Buyer, any Replacement Supplier and any Replacement Subcontractor of any notice to terminate employment given by the Supplier or received from any persons listed on the Supplier's Provisional Supplier Personnel List regardless of when such notice takes effect;

not for a period of 12 Months from the Service Transfer Date re-employ or re-engage or entice any employees, suppliers or Subcontractors whose employment or engagement is transferred to the Buyer and/or the Replacement Supplier (unless otherwise instructed by the Buyer(acting reasonably));

The Parties agree Clause 19 (Other people’s rights in this contract) does not apply and that the CRTPA applies to this Part E Para 1.5.11 to the extent necessary to ensure that any Replacement Supplier will have the right to enforce any obligation owed to him or her or it by the Supplier under this Part E Para 1.5.11, in his or her or its own right under section 1(1) of the CRTPA.

not to adversely affect pension rights accrued by all and any Fair Deal Employees in the period ending on the Service Transfer Date; 

fully fund any Broadly Comparable pension schemes set up by the Supplier;

maintain such documents and information as will be reasonably required to manage the pension aspects of any onward transfer of any person engaged or employed by the Supplier or any Subcontractor in the provision of the Services on the expiry or termination of this Contract (including without limitation identification of the Fair Deal Employees);

promptly provide to the Buyer such documents and information mentioned in Paragraph 3.1.1 of Part D: Pensions which the Buyer may reasonably request in advance of the expiry or termination of this Contract; and

fully co-operate (and procure that the trustees of any Broadly Comparable pension scheme shall fully co-operate) with the reasonable requests of the Supplier relating to any administrative tasks necessary to deal with the pension aspects of any onward transfer of any person engaged or employed by the Supplier or any Subcontractor in the provision of the Services on the expiry or termination of this Contract.

On or around each anniversary of the Effective Date and up to four times during the last 12 Months of the Term, the Buyer may make written requests to the Supplier for information relating to the manner in which the Services are organised.  Within 20 Working Days of receipt of a written request the Supplier shall provide such information as the Buyer may reasonably require which shall include:

the numbers of employees engaged in providing the Services;

the percentage of time spent by each employee engaged in providing the Services;

the extent to which each employee qualifies for membership of any of the Fair Deal Schemes (as defined in Part D: Pensions); and

a description of the nature of the work undertaken by each employee by location.

The Supplier shall provide all reasonable cooperation and assistance to the Buyer, any Replacement Supplier and/or any Replacement Subcontractor to ensure the smooth transfer of the Transferring Supplier Employees on the Service Transfer Date including providing sufficient information in advance of the Service Transfer Date to ensure that all necessary payroll arrangements can be made to enable the Transferring Supplier Employees to be paid as appropriate.  Without prejudice to the generality of the foregoing, within 5 Working Days following the Service Transfer Date, the Supplier shall provide to the Buyer or, at the direction of the Buyer, to any Replacement Supplier and/or any Replacement Subcontractor (as appropriate), in respect of each person on the Supplier's Final Supplier Personnel List who is a Transferring Supplier Employee:

the most recent month's copy pay slip data;

details of cumulative pay for tax and pension purposes;

details of cumulative tax paid;

tax code;

details of any voluntary deductions from pay; and

bank/building society account details for payroll purposes.

EMPLOYMENT REGULATIONS EXIT PROVISIONS

A change in the identity of the supplier of the Services (or part of the Services), howsoever arising, may constitute a Relevant Transfer to which the Employment Regulations will apply.  The Buyer and the Supplier agree that where a Relevant Transfer occurs, the contracts of employment between the Supplier and the Transferring Supplier Employees (except in relation to any contract terms disapplied through operation of regulation 10(2) of the Employment Regulations) will have effect on and from the Service Transfer Date as if originally made between the Replacement Supplier and/or a Replacement Subcontractor (as the case may be) and each such Transferring Supplier Employee.

The Supplier shall comply with all its obligations in respect of the Transferring Supplier Employees arising under the Employment Regulations in respect of the period up to (and including) the Service Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and all such sums due as a result of any Fair Deal Employees' participation in the Fair Deal Schemes (as defined in Part D: Pensions).  

[bookmark: _Ref492896697]Subject to Paragraph 2.4, the Supplier shall indemnify the Buyer and/or the Replacement Supplier and/or any Replacement Subcontractor against any Employee Liabilities arising from or as a result of any act or omission of the Supplier or any Subcontractor in respect of any Transferring Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Supplier Employee whether occurring before, on or after the Service Transfer Date.

[bookmark: _Ref492896694]The indemnity in Paragraph 2.3 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Replacement Supplier and/or any Replacement Subcontractor whether occurring or having its origin before, on or after the Service Transfer Date. 

[bookmark: _Ref492896737]Subject to Paragraphs 2.6 and 2.7, if any employee of the Supplier who is not identified in the Supplier's Final Transferring Supplier Employee List claims, or it is determined in relation to any employees of the Supplier, that his/her contract of employment has been transferred from the Supplier to the Replacement Supplier and/or Replacement Subcontractor pursuant to the Employment Regulations then.

[bookmark: _Ref492896726]the Replacement Supplier and/or Replacement Subcontractor will, within 5 Working Days of becoming aware of that fact, notify the Buyer and the Supplier in writing;

[bookmark: _Ref492896721]the Supplier may offer employment to such person, or take such other steps as it considered appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Replacement Supplier and/or Replacement Subcontractor;

if such offer of employment is accepted, the Replacement Supplier and/or Replacement Subcontractor shall immediately release the person from its employment;

[bookmark: _Ref492896730]if after the period referred to in Paragraph 2.5.2 no such offer has been made, or such offer has been made but not accepted, the Replacement Supplier and/or Replacement Subcontractor may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Replacement Supplier's and/or Replacement Subcontractor's compliance with Paragraphs 2.5.1 to 2.5.4 the Supplier will indemnify the Replacement Supplier and/or Replacement Subcontractor against all Employee Liabilities arising out of the termination of the employment of any of the Supplier's  employees referred to in Paragraph 2.5. 

[bookmark: _Ref492896705]The indemnity in Paragraph 2.5 shall not apply to:

(a)	any claim for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief, or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees, arising as a result of any alleged act or omission of the Replacement Supplier and/or Replacement Subcontractor, or

(b)	any claim that the termination of employment was unfair because the Replacement Supplier and/or Replacement Subcontractor neglected to follow a fair dismissal procedure.

[bookmark: _Ref492896709]The indemnity in Paragraph 2.5 shall not apply to any termination of employment occurring later than 3 Months from the Service Transfer Date.

If at any point the Replacement Supplier and/or Replacement Sub-contract accepts the employment of any such person as is described in Paragraph 2.5, such person shall be treated as a Transferring Supplier Employee and Paragraph 2.5 shall cease to apply to such person.

[bookmark: _Ref492896770]The Supplier shall promptly provide the Buyer and any Replacement Supplier and/or Replacement Subcontractor, in writing such information as is necessary to enable the Buyer, the Replacement Supplier and/or Replacement Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations. The Buyer shall procure that the Replacement Supplier and/or Replacement Subcontractor, shall promptly provide to the Supplier and each Subcontractor in writing such information as is necessary to enable the Supplier and each Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations.

[bookmark: _Ref492896779]Subject to Paragraph 2.9, the Buyer shall procure that the Replacement Supplier indemnifies the Supplier on its own behalf and on behalf of any Replacement Subcontractor and its Subcontractors against any Employee Liabilities arising from or as a result of any act or omission, whether occurring before, on or after the Service Transfer Date, of the Replacement Supplier and/or Replacement Subcontractor in respect of any Transferring Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any such Transferring Supplier Employee.

The indemnity in Paragraph 2.10 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier and/or any Subcontractor (as applicable) whether occurring or having its origin before, on or after the Service Transfer Date, including any Employee Liabilities arising from the failure by the Supplier and/or any Subcontractor (as applicable) to comply with its obligations under the Employment Regulations, or to the extent the Employee Liabilities arise out of the termination of employment of any person who is not identified in the Supplier’s Final Supplier Personnel List in accordance with Paragraph 2.5 (and subject to the limitations set out in Paragraphs 2.6 and 2.7 above).



PART D: PENSIONS

1. [bookmark: _NN54]Definitions

		“Actuarial Methods and Assumptions”

		actuarial methods and assumptions will be provided in a letter from the incumbent Actuaries if necessary in respect of each Nuclear Pension Scheme.



		“Brighton Statement”

		the joint statement relating to the protection of pensions dated 22 September 2006, a copy of which is at https://www.nda.gov.uk/news/pensions-update.cfm.



		“Broadly Comparable”

		(a)	in respect of a pension scheme, a status satisfying the condition that there are no identifiable employees who will suffer material detriment overall in terms of future accrual of pension benefits as assessed in accordance with Annex A of the Fair Deal Code and demonstrated by the issue by the Government Actuary’s Department of a broad comparability certificate; and

(b)	in respect of benefits provided for or in respect of a member under a pension scheme, benefits that are consistent with that pension scheme’s certificate of broad comparability issued by the Government Actuary’s Department,

and "Broad Comparability" shall be construed accordingly.



		“CSPS Admission Agreement”

		an admission agreement in the form available on the Civil Service Pensions website immediately prior to the Relevant Transfer Date to be entered into for the CSPS in respect of the Services.



		“CSPS Eligible Employee”

		any Fair Deal Employee who at the relevant time is an eligible employee as defined in the CSPS Admission Agreement.



		“CSPS”

		the Principal Civil Service Pension Scheme available to civil servants and employees of bodies under Schedule 1 of the Superannuation Act 1972 (and eligible employees of other bodies admitted to participate under a determination under section 25 of the Public Service Pensions Act 2013), as governed by rules adopted by Parliament; the Partnership Pension Account and its (i) Ill health Benefits Scheme and (ii) Death Benefits Scheme; the Civil Service Additional Voluntary Contribution Scheme; the Designated Stakeholder Pension Scheme (which is scheduled to close to new members in September 2018) and "alpha" introduced under The Public Service (Civil Servants and Others) Pensions Regulations 2014.



		“Combined Nuclear Pension Plan”

		the Combined Nuclear Pension Plan which was established by a trust deed dated 1 October 2006 and is now governed by the third definitive trust deed dated 28 March 2012 (as amended).



		“Combined Pension Scheme”

		the UKAEA Combined Pension Scheme which is a statutory pension scheme established under the authority of the Atomic Energy Authority Act 1954 (as amended).



		“Consenting Members”

		those Protected Employees who:

(a) on the day prior to the Call-Off Start Date are active members of the Current Pension Scheme; 

(b) become members of the Supplier’s Scheme; and

(c) consent in writing to payment of a Transfer Value to the Supplier’s Scheme under paragraph 6 of this Schedule.



		“Current Pension Scheme”

		in respect of a Protected Employee, the registered pension scheme which the Protected Employee is an active member of immediately before the Relevant Transfer Date.



		“Electricity Regulations”

		the Electricity (Protected Persons) (England and Wales) Pensions Regulations 1990 and/or the Electricity (Protected Persons) (Scotland) Pensions Regulations 1990 (as appropriate).



		“Electricity Supply Pension Scheme”

		the Electricity Supply Pension Scheme which was established by a resolution of the Electricity Council dated 20th January 1983.



		“ESPS Protected Person”

		a “protected person” for the purposes of the Electricity Regulations.



		“Fair Deal Code”

		the principles contained in HM Treasury guidance entitled “Fair Deal for Staff Pensions: staff transfers from central government” issued in October 2013, including any amendments to that guidance prior to the Call-Off Start Date. 



		“Fair Deal Employees”

		those:

(a)	Transferring Buyer Employees; and/or

(b)	Transferring Former Supplier Employees; and/or

(c)	employees who are not Transferring Buyer Employees or Transferring Former Supplier Employees but to whom the Employment Regulations apply on the Relevant Transfer Date to transfer their employment to the Supplier or a Subcontractor, and whose employment is not terminated in accordance with the provisions of [Paragraphs 2.1.4 of Part B or Paragraph 1.2.4 of Part C];

(d)	where the Former Supplier becomes the Supplier those employees;

who at the Call-Off Start Date or Relevant Transfer Date (as appropriate) are or become entitled to Fair Deal Code protection in respect of the CSPS.



		“GPS Pension Scheme”

		the pension scheme known as the GPS Pension Scheme (formerly the BNFL Group Pension Scheme). 



		“Initial Transfer Date ”

		in application to a Protected Employee means the date his employment was first subject to a “transfer arrangement” as defined in Schedule 8 of the Energy Act 2004.



		“NDA Facing Work”

		employment “for NDA purposes” as defined in Schedule 8 of the Energy Act 2004.



		“Nuclear Pension Scheme”

		in respect of a Protected Employee, means one of the following:

(a) the Combined Pension Scheme and/or the Combined Nuclear Pension Plan; 

(b) the GPS Pension Scheme;  or

(c) the Electricity Supply Pension Scheme;

dependent on which of these schemes the Protected Employee was a member of or eligible to become a member of, or would have become eligible to become a member of, immediately before the Initial Transfer Date.



		“Past Service Reserve Basis”

		means bulk transfer terms calculated allowing for projected final salary at the assumed date of retirement, leaving service or death (in the case of final salary benefits), or allowing for the active service revaluation rate to be applied up to the assumed date of retirement, leaving service or death (in the case of career average salary benefits). The actuarial basis for the past service reserve should be aligned to the funding requirements of the pension scheme paying the transfer at that time, subject to an underpin. The underpin shall operate in relation to any service credits awarded in the pension scheme paying the transfer as a consequence of the bulk transfer and shortfall payments (if any) made when the member first transferred their past service benefits from their previous pension scheme into the Current Pension Scheme. The underpin is such that the element of the past service reserve which relates to such service credits can be no lower than that required by the original bulk transfer terms used to determine any transfer into the Current Pension Scheme (with the ‘vesting date’ used to determine the actuarial assumptions being the last day of employment of the member by the Supplier).



		“Protected Employees”

		those of the Transferring Buyer Employees and Transferring Supplier Employees who are subject to protection of their pension benefits by virtue of:

(a) Part 4 of Schedule 8 to the Energy Act 2004;

(b) the Electricity Regulations;

(c) commitments having been made to them that their pension benefits would be protected in accordance with the Fair Deal Code; 

(d) the Brighton Statement; and/or

(e) existing contractual provisions governing the relevant Protected Employee’s prior transfer or transfers under the Employment Regulations.



		“Subcontractor’s Scheme”

		the one or more pension schemes established by the Subcontractor or in which it participates for the purposes of this Part D.



		“Successor Employer”

		the Replacement Supplier or the Replacement Subcontractor to whom any Protected Employees are transferred from the Supplier or the Subcontractor on the Service Transfer Date, where in respect of Protected Employees who are not ESPS Protected Persons, such employees continue to undertake NDA Facing Work.  



		“Successor Employer’s Scheme”

		the one or more pension schemes established by a Successor Employer or in which it participates for the purposes of this Schedule. A reference to the Successor Employer’s Scheme will, where appropriate, include a reference to its trustees or administrators.



		“Supplier’s Scheme”

		the one or more registered pension schemes established by the Supplier or in which it participates for the purposes of this Schedule. A reference to the Supplier’s Scheme will, where appropriate, include a reference to its trustees or administrators.



		“Transfer Value”

		the value of the retirement and death benefits under the Current Pension Scheme including any benefits based on added years of pensionable service secured by the additional voluntary contributions made by Consenting Members (but excluding any money purchase benefits), which are prospectively and contingently payable to and in respect of the Consenting Members as calculated on a Past Service Reserve Basis in accordance with the Actuarial Methods and Assumptions and agreed in accordance with paragraph 5.2 of this Schedule.





[bookmark: _Ref453957207]

1. [bookmark: _Ref521595212][bookmark: _NN55]Establishing Supplier’s Scheme 

In relation to the Protected Employees the Supplier will not later than three months before the Call-Off Start Date:

nominate to the Buyer and Cluster Members in writing the occupational pension scheme(s) which it proposes will be the Supplier’s Scheme for the purposes of this paragraph 4; and

provide the Buyer and Cluster Members in writing with such information requested by the NDA to enable it to be satisfied that the Supplier’s Scheme satisfies the requirements of this Schedule.

[bookmark: _Ref453957564]The Supplier undertakes to procure that the Supplier’s Scheme:

is established at least one month prior to the Call-Off Start Date and maintained until the date of termination or expiry of this Contract;

[bookmark: _Ref453957411]is a scheme which, for the purposes of part 4 of schedule 8 to the Energy Act 2004 and to the satisfaction of the NDA and as certified by the Government Actuary’s Department, provides benefits which, when taking into account other benefits available to the Protected Employees from the  Call-Off Start Date, are “no less favourable” than the benefits under the provisions (taken as a whole) of the Nuclear Pension Scheme of which the relevant Protected Employee was (or was eligible to be) a member on the day immediately before the Initial Transfer Date;

[bookmark: _Ref453959745]will be an “alternative scheme” for the purposes of the Electricity Regulations in respect of any Protected Employees who are ESPS Protected Persons; and

contains provisions enabling it to accept a bulk transfer payment from the Current Pension Scheme in respect of the Protected Employees.

1. [bookmark: _Ref453958072][bookmark: _NN56]Membership of the Supplier’s Scheme

Offer of membership

Notwithstanding, its obligations to comply with Part 1 of the Pensions Act 2008, the Supplier undertakes to the NDA that:

[bookmark: _Ref453957811]it will, at least one month before the Call-Off Start Date: 

offer all Protected  Employees, in writing, membership of the Supplier’s Scheme with effect on and from the Call-Off Start Date; and shall procure that all Protected Employees who have not opted out are automatically enrolled into the Supplier’s Scheme with effect on and from the Call-Off Start Date; and

offer Transferring Buyer Employees and Transferring Former Supplier Employees who are not Protected Employees membership in writing of a pension arrangement with effect from and including the Call-Off Start Date which complies with the provisions of sections 257 to 258 of the Pensions Act 2004;  

it shall ensure that as a term of their contracts of employment, the Protected Employees shall be able to enforce their right to such “no less favourable” benefits as described in paragraph 4.2.2 of this Schedule against the Supplier for so long as they are employed by the Supplier in connection with the Services (but subject to paragraph 6 of this Schedule);

it will provide the Protected Employees with the opportunity to transfer their accrued rights under the relevant Current Pension Scheme to the Supplier’s Scheme in accordance with paragraph 5 of this Schedule;

membership of the Supplier’s Scheme for Protected Employees will not be conditional on their either giving consent or declining consent to payment of a bulk transfer payment in respect of them from the Current  Pension Scheme; and

the Protected Employees will be entitled to remain active members of the Supplier’s Scheme for so long as they are employed by the Supplier in connection with the Services and it will procure that the Supplier’s Scheme will continue to provide for and in respect of the Protected Employees benefits as described in paragraph 1.2 of this Schedule (but subject to paragraph 6 of this Schedule).

If, at any time before a Relevant Transfer Date:

the Supplier’s Scheme ceases to satisfy the conditions set out in paragraph 1.2 of this Schedule (but subject to paragraph 6 of this Schedule);

any of the Protected Employees cease to accrue pensionable service under the Supplier’s Scheme, while remaining employed by the Supplier in connection with the Services; or

the Supplier’s Scheme is wound up,

the Supplier undertakes that it will: (i) promptly notify the NDA in writing, (ii) use reasonable endeavours to agree with the NDA the necessary steps to restore the rights and benefits of such Protected Employees to such a level so as to enable the NDA to satisfy themselves that the Supplier’s Scheme or any replacement scheme satisfies the pension protection provisions set out in paragraph 4.2 of this Schedule (but subject to paragraph 9 of this Schedule) and then take those agreed steps and (iii) if agreement is not reached within one month (or such longer period agreed between the parties) do all things necessary and take all steps, as directed by the NDA to restore the rights and benefits of such Protected Employees to such a level so as to enable the NDA to satisfy itself that the Supplier’s Scheme or any replacement scheme satisfies the pension protection provisions set out in paragraph 4.2 (but subject to paragraph 6).

1. Claims from Protected Employees or Trade Unions

The Supplier hereby agrees to hold the Buyer and Cluster Members harmless against all Employee Liability suffered which arises from claims by Protected Employees and / or any trade union, elected employees or staff associations where such Employee Liability arises out of the failure of the Supplier to comply with the provisions of this Schedule or otherwise the provisions which apply by virtue of the Electricity Regulations and/or Schedule 8 of the Energy Act 2004 (as applicable).  

1. [bookmark: _Ref453957914][bookmark: _Ref521595389][bookmark: _NN57][bookmark: _Toc453959919]Transfers to a Subcontractor 	

[bookmark: _Ref453956978]Save on a Service Transfer Date if the employment of any Protected Employee transfers by way of a transfer under the Employment Regulations from the Supplier to a Subcontractor  the Supplier shall:

consult with and inform those Protected Employees of the pension provisions relating to that transfer; 

[bookmark: _Ref521595357]procure that the sub-contract contains obligation on the Subcontractor which, in addition to the other obligations provided by this paragraph 4.1.2 are in all material respects of the same nature as those which apply to the Supplier under this Schedule in respect of the Protected Employees which shall then be read so that references to the “Supplier” will become reference to the Subcontractor, reference to “Relevant Transfer Date” will become references to the date of transfer to the Subcontractor, references to the “Supplier’s Scheme” will become references to the Subcontractor’s Scheme and references to “Protected Employees” will become references to the Protected Employees transferred to the Subcontractor; and

procure that the Subcontractor:

will provide to the NDA such information about the Subcontractor’s Scheme (as appropriate) and the other benefits to which Protected Employees are entitled from the Subcontractor, as the NDA may require from time to time;

will do such things as the NDA determines to be necessary to enable the NDA to satisfy itself that its duties and obligations in respect of the Protected Employees under schedule 8 to the Energy Act 2004 are met;

will do anything which the NDA determines to be necessary to enable the NDA to satisfy itself that the Subcontractor’s Scheme satisfies the pension protection provisions set out in paragraph 1.2 of this Schedule above; and 

shall procure any Successor Employer to comply with the obligations of this Part D including doing anything which the NDA determines to be necessary to enable the NDA to satisfy itself that any Successor Employer’s Scheme satisfies the pension protection provisions set out in paragraph 1.2 of this Schedule. 

If there is a breach of the provisions of this paragraph 4:

the Supplier will do all things necessary; and

will procure that the Subcontractor (and in turn any Successor Employer) does all things necessary, 

in either case as the NDA may direct, to restore the rights and benefits of such Protected Employees so as to enable the NDA to satisfy itself that the Subcontractor’s Scheme / Successor Employer’s Scheme as appropriate fulfils the pension protection provisions set out in this Schedule.

The provisions of Part E: Pensions on Exit apply in relation to pension issues on expiry or termination of this Contract.  

1. [bookmark: _Ref453956807][bookmark: _NN58][bookmark: _Toc453959920]Transfer Value	

[bookmark: _Ref453958082]Offer of a Transfer Value 

[bookmark: _Ref453959471][bookmark: _Ref521595407]The Supplier shall invite each Protected Employee who joins the Supplier’s Scheme in accordance with paragraph 5 of this Schedule to transfer benefits from the relevant Current Pension Scheme to the Supplier’s Scheme (and shall procure that each relevant Subcontractor and Successor Employer shall invite or shall procure an invitation for each such Protected Employee who joins its scheme to consent to a transfer of benefits being made from the Supplier’s Scheme to the Subcontractor’s Scheme and on any onward transfer from the Subcontractor’ Scheme to the Successor Employer’s Scheme.

The invitations to be issued in accordance with paragraph 5.1.1 will be in writing no later than 3 months after the Call-Off Start Date.

Protected Employees who are not ESPS Protected Persons, will be given three months from the date on which the invitations are issued to return their written consents to the Supplier, the Subcontractor or Successor Employer respectively (as the case may be).

For ESPS Protected Employees, the transfers must comply with the requirements of the Electricity Regulations. 

[bookmark: _Ref521595428]Actuaries to be instructed

[bookmark: _Ref453957168]The Buyer and the Supplier undertakes that, as soon as reasonably practicable following the Call-Off Start Date, all such information which the trustees or managers of each Current Pension Scheme and their respective actuaries may reasonably require for the purposes of calculating or verifying the Transfer Value or for any other purpose of this paragraph 8 will be made available promptly to them.

The Buyer and the Supplier each warrant that the information that they shall provide pursuant to this paragraph 8.2 will be true, complete and accurate in all material respects.

The Buyer shall use its reasonable endeavours to procure that:

[bookmark: _Ref521595441]as soon as reasonably practicable after the trustees or managers of the  Current Pension Scheme have been provided with the necessary data and information, each respective Current Pension Scheme actuary shall calculate the Transfer Value as at the Call-Off Start Date, together with a sample calculation of the Transfer Value as at a later date (i.e. after the investment adjustment) in accordance with the Actuarial Methods and Assumptions; and

[bookmark: _Ref453958381]within one week of completing this calculation, each respective Current Pension Scheme Actuary shall notify the Supplier’s Actuary and the Buyer’s Actuary in writing of the particulars of the calculation and the data on which the calculation is based.

[bookmark: _Ref453959395]The Supplier’s Actuary and the Buyer’s Actuary will have three months following the notification set out in paragraph 8.2.3(a) (or such longer period as the Supplier’s Actuary and the Buyer’s Actuary may agree) to object in writing to the other that the calculation is incorrect or not in accordance with the Actuarial Methods and Assumptions.  The calculation shall be final and binding on the parties if neither the Supplier’s actuary nor the Buyer’s actuary raises an objection within this stated period.

[bookmark: _Ref453957181]If, under paragraph 8.2.4, the Supplier’s Actuary or the Buyer’s Actuary objects in writing to a calculation, then the Supplier and the Buyer shall use reasonable endeavours to procure that the Supplier’s Actuary and the Buyer’s Actuary agree the Transfer Value.  If agreement is not reached within one month (or such longer period agreed between the parties) then the amount shall be determined by an independent actuary to be nominated by the Buyer and the Supplier jointly or, if they cannot agree, by the President of the Institute of Actuaries on application by the Buyer or the Supplier.  The independent actuary shall act as an expert and not as an arbitrator and his decision shall be final and binding on all parties.  The independent actuary’s costs shall be met by the Buyer and the Supplier in equal shares.

[bookmark: _Ref521595494]Payment of the Transfer Value

Provided the conditions set out at paragraph 8.3.2 below are and remain satisfied, the Buyer shall use reasonable endeavours to ensure that the trustees or managers of each of the Current  Pension Schemes transfer to the Supplier’s Scheme (or the Subcontractor’s Scheme or Successor Employer’s Scheme as appropriate) assets equal to the Transfer Value in respect of the relevant Consenting Members’ accrued rights in each Current Pension Scheme before the Call-Off Start Date calculated in accordance with the Actuarial Methods and Assumptions.

[bookmark: _Ref453957097]Such transfer will take effect within 28 days of the last condition being satisfied.  The conditions for the purposes of this clause are:

the Transfer Value has been agreed or determined under paragraphs 8.2 to 8.3 (inclusive) of this Schedule;

the Supplier has complied with all of its obligations under this Schedule; and

the trustees of the Supplier’s Scheme (or the Subcontractor’s  Scheme or Successor Employer’s Scheme, as appropriate) have confirmed to the Buyer in writing that they will accept:

payment of the Transfer Value on the terms set out in this Schedule; 

liability for each Consenting Member’s accrued benefits under the relevant Current  Pension Scheme, including the contracted out rights under the Current  Pension Scheme; and

the Transfer Value (whether by a transfer payment to the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme, as appropriate) from the Current Pension Scheme in full and final settlement of all claims against the Current Pension Scheme in respect of each Consenting Member.

[bookmark: _Ref521595536]Benefits in respect of the Transfer Value

[bookmark: _Ref453959459]The Supplier will procure that, subject to receipt of the Transfer Value (whether by a transfer payment to the Supplier’s Scheme, the Subcontractor’s Scheme or the Successor Employer’s Scheme, as appropriate) from the Current Pension Scheme:

[bookmark: _Ref453959510]the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme) provides in respect of each Consenting Member benefits (in the form of transfer credits) which are a day for day service credit on identical terms to those in the transferring scheme, or where there is a difference in scheme benefit structure, benefits which are of actuarially equivalent value (in accordance with the Actuarial Methods and Assumptions) to, and no less favourable than, the benefits which would have been payable under the Current  Pension Scheme in respect of the Consenting Member’s service before the Call-Off Start Date if he had remained a member of the Current  Pension Scheme as determined under paragraph 5.2 of this Schedule; 

[bookmark: _Ref453959518]for the purpose of calculating benefits for and in respect of each Consenting Member under the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme), the pensionable service so credited and the pensionable service which each of the Consenting Members accrues in the Supplier’s Scheme from the Call-Off Start Date are treated in the Supplier’s Scheme as a single unbroken period; and

[bookmark: _Ref453959527]for Consenting Members who are ESPS Protected Persons, the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme) shall provide benefits in accordance with regulation 6 of the Electricity Regulations.

Subsequent transfer requests by ESPS Protected Persons

The Buyer agrees that the transfer payment to be made from the Electricity Supply Pension Scheme to the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme) in respect of an ESPS Protected Person who receives but does not accept an invitation to transfer in accordance with paragraph 5.1 of this Schedule but then makes a request to transfer within two years of the Call-Off Start Date shall be calculated in accordance with the Actuarial Methods and Assumptions.  Such a transfer payment (and the benefits to be provided) shall be determined in accordance with paragraph 5.1 to 5.4 of this Schedule.

Supplier obligations in respect of Subcontractors

The Supplier shall procure that the Subcontractor’s Scheme (or Successor Employer’s Scheme) provides in respect of each Protected Employee who transfers to the Subcontractor’s Scheme or Successor Employer’s Scheme benefits calculated on terms which are no less favourable than the bulk transfer terms on a Past Service Reserve Basis calculated in accordance with the Actuarial Methods and Assumptions.

For the avoidance of doubt, the Supplier shall procure that the Subcontractor and any Successor Employer complies with the terms of this Schedule (except that references to Supplier should be read to refer to the Subcontractor and/or the Successor Employer as appropriate) and references to the Call-Off Start Date will become references to the date of transfer to the Subcontractor or Successor Employer.

Bulk transfer terms on onward transfer

[bookmark: _Ref453957302]The Supplier undertakes to the Buyer and to the NDA that on:

the expiry of the Initial Period or any Extended Period; or

the employment of any Protected Employee transferring to a Subcontractor or Successor Employer in accordance with this Schedule (or otherwise),

the Supplier will (and will procure that each relevant subcontractor or Successor Employer will) use all reasonable endeavours to procure that the trustees of the Supplier’s Scheme (or the Subcontractor’s Scheme or Successor Employer’s Scheme) offer bulk transfer terms on a Past Service Reserve Basis in respect of the relevant Protected Employees’ service in the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme) to the pension scheme of the Buyer or any Replacement Supplier (as applicable) which are no less favourable than the bulk transfer terms calculated in accordance with the Actuarial Methods and Assumptions as determined under paragraph 8.3.2 of this Schedule.  

[bookmark: _Ref453959651]The Supplier will, if requested, procure that the Supplier’s Actuary (and will procure that the Subcontractor or Successor Employer will procure that the Subcontractor’s actuary or Successor Employer’s actuary) will provide to the Buyer all information which the Buyer may reasonably require to enable the Buyer‘s Actuary to verify that the bulk transfer terms comply with the provisions of this Schedule, and that the bulk transfer payment actually proposed has been correctly calculated (together, the Bulk Transfer Provisions).  If requested by the Buyer, the Supplier shall use reasonable endeavours to procure that the Supplier’s Actuary and the Buyer’s Actuary agree the Bulk Transfer Provisions, however, if no agreement is reached within one month (or such later date agreed between the parties), the Bulk Transfer Provisions shall be determined by an independent actuary to be nominated by the Buyer and the Supplier jointly or, if they cannot agree, by the President of the Institute of Actuaries on application by the parties.  The independent actuary shall act as an expert and not as an arbitrator and his decision shall be final and binding on the parties.  The independent actuary’s costs shall be met by the parties in equal shares.

If the transfer payment paid by the trustees of the Supplier’s Scheme (or the Subcontractor’s Scheme or the Successor Employer’s Scheme) is less than the full Past Service Reserve Basis, the Supplier will (and/or shall procure that each relevant Subcontractor or Successor Employer will) pay the amount of the difference to the Buyer or any Replacement Supplier (as appropriate) (or as such person shall direct).

1. [bookmark: _Ref521595242][bookmark: _NN62][bookmark: _Toc453959924]Third party rights and changes to pension protection	

Notwithstanding any provision of the Contract to the contrary, but subject to paragraph 9 of this Schedule, any Protected Employee may enforce their right to such no less favorable benefits as described in paragraph 4.2.2 against the Supplier and/or the Subcontractor and/or the Successor Employer (as the case may be) under the Contracts (Rights of Third Parties Act) 1999.

[bookmark: _Ref453957466]The NDA agree that, if as a result of:

any change in legislation; and/or

any change in the recognised interpretation of the Energy Act 2004 and/or the Electricity Regulations by the European or national courts, 

the NDA is satisfied (in its sole discretion) that the level of benefits for future service required by the provisions of paragraph 4.2.2 or 4.2.3 of this Schedule no longer reflect the legal obligations to, and the Brighton Statement undertakings made in respect of, the Protected Employees then the NDA will consider in good faith (and will not unreasonably withhold their consent to) any proposals made by the Supplier to amend the provisions of paragraph 4.2.2 or 4.2.3 in a manner which would (in the NDA’s sole discretion) comply with the legal obligations to, and the Brighton Statement undertakings made in respect of, the Protected Employees following such a change.  Any amendment agreed between the NDA and the Supplier shall:

0. be made in writing;

0. require the prior written consent of the NDA;

0. shall not require the consent of any Protected Employee; and

0. shall be subject to any consultation requirements in any relevant collective agreements with any recognised trade unions and/or applicable by law.

1. [bookmark: _NN63][bookmark: _Toc453959925]Electricity Regulations	

Notwithstanding any provision in this Contract to the contrary, the Supplier shall, and will procure that any Subcontractor shall, comply with the provisions of the Electricity Regulations in respect of any Protected Employee who is an ESPS Protected Person and shall indemnify the Buyer and any Successor Employer from and against all Employee Liability suffered or incurred by it or them which arise from any claim by any such ESPS Protected Person that the Supplier or any Subcontractor has not complied with the provisions of the Electricity Regulations.

1. Principal Civil Service Pension Scheme

This paragraph 11 shall apply in respect of all of the Fair Deal Employees (if any).

The Supplier undertakes to do all such things and execute any documents (including any CSPS Admission Agreement, if necessary) as may be required to enable the Supplier to participate in the CSPS in respect of the Fair Deal Employees and shall bear its own costs in such regard.

The Supplier shall procure that the Fair Deal Employees, shall be either admitted into, or offered continued membership of, the relevant section of the CSPS that they currently contribute to, or were eligible to join immediately prior to the Relevant Transfer Date or became eligible to join on the Relevant Transfer Date and the Supplier shall procure that the Fair Deal Employees continue to accrue benefits in accordance with the provisions governing the relevant section of the CSPS for service from (and including) the Relevant Transfer Date.

The Supplier undertakes that should it cease to participate in the CSPS for whatever reason at a time when it has CSPS Eligible Employees, that it will, at no extra cost to the Buyer, provide to any Fair Deal Employee who immediately prior to such cessation of participation remained a CSPS Eligible Employee with access to a pension scheme which is Broadly Comparable to the CSPS on the date the CSPS Eligible Employees ceased to participate in the CSPS.

The Supplier undertakes:

to pay to the CSPS all such amounts as are due under the relevant CSPS Admission Agreement or otherwise and shall deduct and pay to the CSPS such employee contributions as are required; and

to be fully responsible for all other costs, contributions, payments and other amounts relating to its participation in the CSPS, including for the avoidance of doubt any exit payments and the costs of providing any bond, indemnity or guarantee required in relation to such participation.

The Supplier undertakes to the Buyer to indemnify and keep indemnified CCS, the Buyer and/or any Replacement Supplier and/or any Replacement Subcontractor on demand from and against all and any Losses whatsoever arising out of or in connection with any liability towards all and any Fair Deal Employees arising in respect of service on or after the Relevant Transfer Date which arise from any breach by the Supplier of this Part D, and/or the CSPS Admission Agreement or relate to the payment of benefits under and/or participation in an occupational pension scheme (within the meaning provided for in section 1 of the Pension Schemes Act 1993). 

The Supplier hereby indemnifies the CCS, the Buyer and/or any Replacement Supplier and/or Replacement Subcontractor from and against all Losses suffered or incurred by it or them which arise from claims by Fair Deal Employees of the Supplier and/or of any Subcontractor or by any trade unions, elected employee representatives or staff associations in respect of all or any such Fair Deal Employees which Losses:

relate to pension rights in respect of periods of employment on and after the Relevant Transfer Date until the date of termination or expiry of this Contract; or

arise out of the failure of the Supplier and/or any relevant Subcontractor to comply with the provisions of this Part D before the date of termination or expiry of this Contract. 

Notwithstanding any provision of the Contract to the contrary, any Fair Deal Employee will have the right to enforce any obligation owed to him or her or it by the Supplier and/or the Subcontractor and/or the Successor Employer (as the case may be) under the Contracts (Rights of Third Parties Act) 1999. 

Save on expiry or termination of this Contract, if the employment of any Fair Deal Employee transfers to another employer (by way of a transfer under the Employment Regulations) the Supplier shall and shall procure that any relevant Subcontractor shall:

consult with and inform those Fair Deal Employees of the pension provisions relating to that transfer; and

procure that the employer to which the Fair Deal Employees are transferred (the "New Employer") complies with the provisions of this Part D provided that references to the "Supplier" will become references to the New Employer, references to "Relevant Transfer Date" will become references to the date of the transfer to the New Employer and references to "Fair Deal Employees" will become references to the Fair Deal Employees so transferred to the New Employer.

The provisions of Part E: Staff Transfer on Exit (Mandatory) apply in relation to pension issues on expiry or termination of this Contract.

If either:

the terms of paragraph 9.4 above apply; and/or

the Buyer agrees, having considered the exceptional cases provided for in the Fair Deal Code, (such agreement not to be unreasonably withheld) that the Supplier (and/or its Subcontractors, if any) need not continue to provide the Fair Deal Employees, who continue to qualify for protection under the Fair Deal Code, with access to the CSPS,

the Supplier must (and must, where relevant, procure that each of its Subcontractors will) ensure that, with effect from the Relevant Transfer Date or if later cessation of participation in the CSPS until the day before the Service Transfer Date, the relevant Fair Deal Employees will be eligible for membership of a pension scheme under which the benefits are Broadly Comparable to those provided under the CSPS, and then on such terms as may be decided by the Buyer.

Where the Supplier has set up a Broadly Comparable pension scheme or schemes pursuant to the provisions of paragraph 11.11, the Supplier shall (and shall procure that any of its Subcontractors shall):

supply to the Buyer details of its (or its Subcontractor’s) Broadly Comparable pension scheme and provide a full copy of the valid certificate of broad comparability covering all relevant Fair Deal Employees, as soon as it is able to do so and in any event no later than 28 days before the Relevant Transfer Date or if later 28 days before cessation of participation in the CSPS;

fully fund any such Broadly Comparable pension scheme in accordance with the funding requirements set by that Broadly Comparable pension scheme’s actuary or by the Government Actuary’s Department for the period ending on the Service Transfer Date;

instruct any such Broadly Comparable pension scheme’s actuary to, and to provide all such co-operation and assistance in respect of any such Broadly Comparable pension scheme as the Replacement Supplier and/or CCS and/or CSPS and/or the Buyer may reasonably require, to enable the Replacement Supplier to participate in the CSPS in respect of any Fair Deal Employees that remain eligible for protection under the Fair Deal Code following a Service Transfer;

provide a replacement Broadly Comparable pension scheme with immediate effect for those Fair Deal Employees who are still employed by the Supplier and/or relevant Subcontractor and are still eligible for protection under the Fair Deal Code in the event that the Supplier and/or Subcontractor's Broadly Comparable pension scheme is terminated; 

allow and make all necessary arrangements to effect, in respect of any Fair Deal Employee that remains eligible for protection under the Fair Deal Code, following a Service Transfer, the bulk transfer of past service from any such Broadly Comparable pension scheme into the CSPS and as is relevant on a day for day service basis and to give effect to any transfer of accrued rights required as part of participation under the Fair Deal Code. For the avoidance of doubt, should the amount offered by the Broadly Comparable pension scheme be less than the amount required by the CSPS to fund day for day service ("Shortfall"), the Supplier or the Subcontractor (as agreed between them) must pay the CSPS as required, provided that in the absence of any agreement between the Supplier and any Subcontractor, the Shortfall shall be paid by the Supplier; and

indemnify CCS and/or the Buyer and/or CSPS on demand for any failure to pay the Shortfall as required under paragraph 9.12.5 above.

1. Indemnities

The indemnities in this Part D:

shall survive termination of this Contract; and

shall not be affected by the caps on liability contained in [Clause 11 (How much you can be held responsible for) of the Core Terms].

1. Breach

The Supplier agrees to notify the Buyer should it breach any obligations it has under this Part D and agrees that the Buyer shall be entitled to terminate its Contract for material Default in the event that the Supplier:

commits an irremediable breach of any provision or obligation it has under this Part D; or

commits a breach of any provision or obligation it has under this Part D which, where capable of remedy, it fails to remedy within a reasonable time and in any event within 28 days of the date of a notice from the Buyer giving particulars of the breach and requiring the Supplier to remedy it.




PART E: STAFF TRANSFER ON EXIT

1. PRE-SERVICE TRANSFER OBLIGATIONS

The Supplier agrees that within 20 Working Days of the earliest of:

receipt of a notification from the Buyer of a Service Transfer or intended Service Transfer; 

receipt of the giving of notice of early termination or any Partial Termination of the relevant Contract; 

the date which is 12 Months before the end of the Term; or

receipt of a written request of the Buyer at any time (provided that the Buyer shall only be entitled to make one such request in any 6 Month period),

it shall and shall procure that any Subcontractor shall provide to the Buyer, or at the direction of the Buyer, to any Replacement Supplier and/or any Replacement Subcontractor in a suitably anonymised format so as to comply with the Data Protection Laws, the Supplier's Provisional Supplier Personnel List, together with the Staffing Information in relation to the Supplier's Provisional Supplier Personnel List and it shall provide an updated Supplier's Provisional Supplier Personnel List at such intervals as are reasonably requested by the Buyer. 

At least 20 Working Days prior to the Service Transfer Date, the Supplier shall and shall procure that any Subcontractor shall provide to the Buyer or at the direction of the Buyer to any Replacement Supplier and/or any Replacement Subcontractor (i) the Supplier's Final Supplier Personnel List, which shall identify the basis upon which they are Transferring Supplier Employees and (ii) the Staffing Information in relation to the Supplier’s Final Supplier Personnel List (insofar as such information has not previously been provided).

The Buyer shall be permitted to use and disclose information provided by the Supplier under Paragraphs 14.1 and 14.2 for the purpose of informing any prospective Replacement Supplier and/or Replacement Subcontractor. 

The Supplier warrants, for the benefit of the Buyer, any Replacement Supplier, and any Replacement Subcontractor that all information provided by the Supplier and any Subcontractor pursuant to Paragraphs 14.1 and 14.2 shall be true and accurate in all material respects at the time of providing the information.

From the date of the earliest event referred to in Paragraph 14.1.1, 14.1.2 and 14.1.3, the Supplier agrees that it shall not and shall procure that any Subcontractor shall not assign any person to the provision of the Services who is not listed on the Supplier’s Provisional Supplier Personnel List and shall, unless otherwise instructed by the Buyer (acting reasonably):

not replace or re-deploy any Supplier Personnel listed on the Supplier Provisional Supplier Personnel List other than where any replacement is of equivalent grade, skills, experience and expertise and is employed on the same terms and conditions of employment as the person he/she replaces;

not make, promise, propose, permit or implement any material changes to the terms and conditions of (i) employment and/or (ii) pensions, retirement and death benefits (including not to make pensionable any category of earnings which were not previously pensionable or reduce the pension contributions payable) of the Supplier Personnel (including any payments connected with the termination of employment); 

not increase the proportion of working time spent on the Services (or the relevant part of the Services) by any of the Supplier Personnel save for fulfilling assignments and projects previously scheduled and agreed;

not introduce any new contractual or customary practice concerning the making of any lump sum payment on the termination of employment of any employees listed on the Supplier's Provisional Supplier Personnel List;

not increase or reduce the total number of employees so engaged, or deploy any other person to perform the Services (or the relevant part of the Services);

not terminate or give notice to terminate the employment or contracts of any persons on the Supplier's Provisional Supplier Personnel List save by due disciplinary process;

not dissuade or discourage any employees engaged in the provision of the Services from transferring their employment to the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor;

give the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor reasonable access to Supplier Personnel and/or their employee representatives to inform them of the intended transfer and consult about any measures envisaged by the Buyer, Replacement Supplier and/or Replacement Subcontractor in respect of persons expected to be Transferring Supplier Employees;

	co-operate with the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor to ensure an effective consultation process and smooth transfer in respect of Transferring Supplier Employees in line with good employee relations and the effective continuity of the Services, and to allow for participation in any pension arrangements to be put in place to comply with New Fair Deal;

promptly notify the  Buyer or, at the direction of the Buyer, any Replacement Supplier and any Replacement Subcontractor of any notice to terminate employment given by the Supplier or received from any persons listed on the Supplier's Provisional Supplier Personnel List regardless of when such notice takes effect;

not for a period of 12 Months from the Service Transfer Date seek to re-employ or re-engage or entice any Supplier Personnel to work for the Supplier and/or any Subcontractor whose employment or engagement has been transferred to the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor (unless otherwise instructed by the Buyer (acting reasonably));

not to adversely affect pension rights accrued by all and any Fair Deal Employees in the period ending on the Service Transfer Date; 

fully fund any Broadly Comparable pension schemes set up by the Supplier;

maintain such documents and information as will be reasonably required to manage the pension aspects of any onward transfer of any person engaged or employed by the Supplier or any Subcontractor in the provision of the Services on the expiry or termination of this Contract (including without limitation identification of the Fair Deal Employees);

promptly provide to the Buyer such documents and information mentioned in Paragraph 3.1.1 of Part D: Pensions which the Buyer may reasonably request in advance of the expiry or termination of this Contract; and

fully co-operate (and procure that the trustees of any Broadly Comparable pension scheme shall fully co-operate) with the reasonable requests of the Supplier relating to any administrative tasks necessary to deal with the pension aspects of any onward transfer of any person engaged or employed by the Supplier or any Subcontractor in the provision of the Services on the expiry or termination of this Contract.

During the Term, the Buyer may make written requests to the Supplier for information relating to the manner in which the Services are organised.  Within 20 Working Days of receipt of any such written request the Supplier shall and shall procure that any Subcontractor shall provide such information as the Buyer may reasonably require which shall include:

the numbers of employees engaged in providing the Services;

the percentage of time spent by each employee engaged in providing the Services;

the extent to which each employee qualifies for membership of any of the Fair Deal Schemes (as defined in Part D: Pensions); and

a description of the nature of the work undertaken by each employee by location.

The Supplier shall and shall procure that any Subcontractor shall provide all reasonable cooperation and assistance to the Buyer, any Replacement Supplier and/or any Replacement Subcontractor to ensure the smooth transfer of the Transferring Supplier Employees on the Service Transfer Date including providing sufficient information in advance of the Service Transfer Date to ensure that all necessary payroll arrangements can be made to enable the Transferring Supplier Employees to be paid as appropriate.  Without prejudice to the generality of the foregoing, within 5 Working Days following the Service Transfer Date, the Supplier shall provide to the Buyer or, at the direction of the Buyer, to any Replacement Supplier and/or any Replacement Subcontractor (as appropriate), in respect of each person on the Supplier's Final Supplier Personnel List who is a Transferring Supplier Employee:

the most recent month's copy pay slip data;

details of cumulative pay for tax and pension purposes;

details of cumulative tax paid;

tax code;

details of any voluntary deductions from pay; and

bank/building society account details for payroll purposes.

EMPLOYMENT REGULATIONS EXIT PROVISIONS

A change in the identity of the supplier of the Services (or part of the Services), howsoever arising, may constitute a Relevant Transfer to which the Employment Regulations will apply.  The Buyer and the Supplier agree that where a Relevant Transfer occurs, the contracts of employment between the Supplier and the Transferring Supplier Employees (except in relation to any contract terms disapplied through operation of regulation 10(2) of the Employment Regulations) will have effect on and from the Service Transfer Date as if originally made between the Replacement Supplier and/or a Replacement Subcontractor (as the case may be) and each such Transferring Supplier Employee.

The Supplier shall and shall procure that any Subcontractor shall comply with all its/their obligations in respect of the Transferring Supplier Employees arising under the Employment Regulations in respect of the period up to (and including) the Service Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions and all such sums due as a result of any Fair Deal Employees' participation in the Fair Deal Schemes (as defined in Part D: Pensions).  

Subject to Paragraph 15.4, the Supplier shall indemnify the Buyer and/or the Replacement Supplier and/or any Replacement Subcontractor against any Employee Liabilities arising from or as a result of any act or omission of the Supplier or any Subcontractor in respect of any Transferring Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any Transferring Supplier Employee whether occurring before, on or after the Service Transfer Date.

The indemnity in Paragraph 15.3 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Buyer, Replacement Supplier and/or any Replacement Subcontractor whether occurring or having its origin before, on or after the Service Transfer Date. 

Subject to Paragraphs 15.6 and 15.7, if any employee of the Supplier and/or Subcontractor who is not identified in the Supplier's Final Transferring Supplier Employee List claims, or it is determined in relation to any employees of the Supplier and/or Subcontractor, that his/her contract of employment has been transferred from the Supplier and/or any Subcontractor (as the case may be) to the Buyer, Replacement Supplier and/or Replacement Subcontractor pursuant to the Employment Regulations then:

the Buyer will or will procure than any Replacement Supplier and/or Replacement Subcontractor will, within 5 Working Days of becoming aware of that fact, notify the Supplier in writing;

the Supplier may offer  or may procure that any Subcontractor may offer employment to such person, or take such other steps as it considered appropriate to resolve the matter, within 10 Working Days of receipt of notice from the Buyer, Replacement Supplier and/or Replacement Subcontractor;

if such offer of employment is accepted, the Buyer, Replacement Supplier and/or Replacement Subcontractor shall immediately release the person from its employment;

if after the period referred to in Paragraph 15.5.2 no such offer has been made, or such offer has been made but not accepted, the Buyer, Replacement Supplier and/or Replacement Subcontractor may within 5 Working Days give notice to terminate the employment of such person;

and subject to the Buyer's Replacement Supplier's and/or Replacement Subcontractor's compliance with Paragraphs 15.5.1 to 15.5.4 the Supplier will indemnify the Buyer Replacement Supplier and/or Replacement Subcontractor against all Employee Liabilities arising out of the termination of the employment of any of the Supplier's and/or any Subcontractor's  employees referred to in Paragraph 2.5. 

The indemnity in Paragraph 15.5 shall not apply to:

any claim for discrimination, including on the grounds of sex, race, disability, age, gender reassignment, marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or belief, or equal pay or compensation for less favourable treatment of part-time workers or fixed-term employees, arising as a result of any alleged act or omission of the Buyer, Replacement Supplier and/or Replacement Subcontractor, or

any claim that the termination of employment was unfair because the Buyer Replacement Supplier and/or Replacement Subcontractor neglected to follow a fair dismissal procedure.

The indemnity in Paragraph 15.5 shall not apply to any termination of employment occurring later than 3 Months from the Service Transfer Date.

If at any point the Buyer, Replacement Supplier and/or Replacement Sub-contractor accepts the employment of any such person as is described in Paragraph 15.5, such person shall be treated as a Transferring Supplier Employee and Paragraph 15.5 shall cease to apply to such person.

The Supplier shall and shall procure that any Subcontractor shall promptly provide the Buyer and any Replacement Supplier and/or Replacement Subcontractor, in writing such information as is necessary to enable the Buyer, the Replacement Supplier and/or Replacement Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations. The Buyer shall use its reasonable endeavours to procure that the Replacement Supplier and/or Replacement Subcontractor, shall promptly provide to the Supplier and each Subcontractor in writing such information as is necessary to enable the Supplier and each Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations.

Subject to Paragraph 15.11, the Buyer shall use its reasonable endeavours to procure that the Replacement Supplier indemnifies the Supplier and its Subcontractors on its own behalf and on behalf of any Replacement Subcontractor against any Employee Liabilities arising from or as a result of any act or omission, whether occurring before, on or after the Service Transfer Date, of the Replacement Supplier and/or Replacement Subcontractor in respect of any Transferring Supplier Employee or any appropriate employee representative (as defined in the Employment Regulations) of any such Transferring Supplier Employee.

The indemnity in Paragraph 15.10 shall not apply to the extent that the Employee Liabilities arise or are attributable to an act or omission of the Supplier and/or any Subcontractor (as applicable) whether occurring or having its origin before, on or after the Service Transfer Date, including any Employee Liabilities arising from the failure by the Supplier and/or any Subcontractor (as applicable) to comply with its obligations under the Employment Regulations, or to the extent the Employee Liabilities arise out of the termination of employment of any person who is not identified in the Supplier’s Final Supplier Personnel List in accordance with Paragraph 2.5 ( subject to the limitations set out in Paragraphs 2.6 and 2.7 above).

The Buyer shall use its reasonable endeavours to procure that the Replacement Supplier shall comply with all its obligations under the Employment Regulations and shall perform and discharge all its obligations in respect of all the Transferring Supplier Employees, on and from the Service Transfer Date including (without limit) the payment of all remuneration, benefits, entitlements, PAYE, national insurance contributions and pension contributions. The Buyer shall use its reasonable endeavours to procure that the Replacement Supplier shall indemnify the Supplier and its Subcontractors against any Employee Liabilities arising from any failure by the Replacement Supplier to comply with its obligations under this Paragraph 2.12 (including, but not limited to, any failure to comply with Regulation 13(4) of the Employment Regulations.

The Buyer shall use its reasonable endeavours to procure that the Replacement Supplier shall indemnify the Supplier and its Subcontractors against any Employee Liabilities arising from any proposal by the Replacement Supplier prior to the Service Transfer Date to make material changes to the terms and conditions of employment or working conditions of any Transferring Supplier Employees to their material detriment on or after their transfer to the Replacement Supplier on the Service Transfer Date, or to change the terms and conditions of employment or working conditions of any person who would have been a Transferring Supplier Employee but for their resignation (or decision to treat their employment as terminated under regulation 4(9) of the Employment Regulations) before the Service Transfer Date as a result of or for a reason directly connected to such proposed changes.]

The parties agree that the Contracts (Rights of Third Parties) Act 1999 shall apply to this Part E to the extent necessary to ensure that the Replacement Supplier and/or any Replacement Subcontractor shall have the right to enforce the obligations owed by the Supplier and/or its Subcontractors, and warranties and indemnities given by the Supplier (on its own behalf and on behalf of its Subcontractors), in their own right pursuant to section 1(1) of the Contracts (Rights of Third Parties) Act 1999. 
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[bookmark: _Ref453957543]PART F: PENSIONS ON EXIT

1. [bookmark: _NN61]Pension issues on termination

[bookmark: _Ref453959565]The Supplier agrees that within 20 Working Days of the earliest of:

receipt of a notification from the NDA of a Service Transfer or intended Service Transfer;

receipt of the giving of notice of early termination or any Partial Termination of the relevant Contract; 

the date which is 12 Months before the end of the Term; or

receipt of a written request from the NDA at any time (provided that the NDA shall only be entitled to make one such request in any 6 Month period),

it shall provide the NDA with:

a complete and accurate list of all Transferring Buyer Employees and/or Transferring Former Supplier Employees remaining in its employment;

a complete and accurate list of all Protected Employees and Fair Deal Employees (if any) remaining in its employment; and

a complete and accurate list of all the Protected Employees remaining in its employment who have undertaken NDA Facing Work since the Relevant Transfer Date and continue to do so.

The Supplier, Subcontractor and/or any Successor Employer will notify the NDA promptly of any derogations to the lists/confirmations provided under paragraph 16.1.5 – 16.1.7 of this Part F and confirm the position to the NDA 6 Months prior to and 3 Months prior to termination or expiry of this Contract.

[bookmark: _Ref453959574]The Supplier, Subcontractor  and/or any Successor Employer will maintain such documents and information as will be reasonably required to manage the pension rights on any onward transfer of any person engaged or employed by the Supplier (or the Subcontractor  or any Successor Employer, as appropriate) in the provision of the Services on the Relevant Transfer Date and will:

promptly provide to the NDA such documents and information mentioned in paragraphs 16.1.5 to 16.1.7 of this Part F which the NDA may reasonably request in advance of the Relevant Transfer Date; and

fully co-operate (and use all reasonable endeavours to procure that the trustees of the Supplier’s Scheme, the Subcontractor’s Scheme and/or the Successor Employer’s Scheme, as appropriate, will fully co-operate) with the reasonable requests of the NDA relating to any administrative tasks necessary to deal with the pension aspects of any onward transfer of any person engaged or employed by the Supplier, the Subcontractor and/or any Successor Employer in the provision of the Services on the termination of this Call-Off Contract. 

The Supplier warrants that all information provided under paragraphs 16.1.5 to 16.1.7 of this Part F will be, in all material respects, true, complete and accurate.







RWM Security Personnel Services – Short Term Contract - Procurement Ref: FM-084-2019 

RM6089

fv1.0

	

image1.png

Crown
Commercial
Service







image17.emf
Call-Off Schedule 3 -  Continuous Improvement fv1.0 071019.docx


Call-Off Schedule 3 - Continuous Improvement fv1.0 071019.docx
Call-Off Schedule 3 (Continuous Improvement)[image: ] fv1.0

Crown Copyright 2020





[bookmark: _Ref359253130]









RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

[bookmark: _GoBack]WORKPLACE SERVICES CONTRACT

 (FM MARKETPLACE PHASE 2)

	 REF: RM6089	




CALL-OFF SCHEDULE 3



CONTINUOUS IMPROVEMENT

GENERAL

The Buyer and the Supplier recognise that, where specified in Framework Schedule 4 (Framework Management), CCS shall have the right to enforce the Buyer's rights under this Schedule.

[bookmark: _Ref489968445]CONTINUOUS IMPROVEMENT

At any time during the Contract Period of the Call-Off Contract, the Supplier may make a proposal for gainshare (providing that the gainshare proposal does not propose to lower the quality of the services). If the Buyer deems gainshare to be applicable then the Supplier shall update the Continuous Improvement Plan (as defined in Clause 2.4 below) so as to include details of the way in which the proposal shall be implemented in accordance with an agreed gainshare ratio.

[bookmark: _Ref489967435][bookmark: _Ref359247340][bookmark: _Ref359253242][bookmark: _Ref365989197]The Supplier shall, throughout the Contract Period, identify new or potential improvements to the provision of the Deliverables with a view to reducing the Buyer’s costs (including the Charges) and/or improving the quality and efficiency of the Deliverables and their supply to the Buyer.  Incentivising delivery of continuous improvement activity will be in accordance with the KPI Model contained within Schedule 14.

The Supplier shall adopt a policy of continuous improvement in relation to the Deliverables pursuant to which it will regularly review with the Buyer the Deliverables and the manner in which it is providing the Deliverables with a view to reducing the Buyer's costs (including the Charges) and/or improving the quality and efficiency of the Deliverables.  The Supplier and the Buyer will provide to each other any information which may be relevant to assisting in fulfilling these objectives.

[bookmark: _Ref365989609]Without limiting Paragraph 2.3, the Supplier shall produce at the start of each Contract Year a plan for improving the provision of Deliverables and/or reducing the Charges (without adversely affecting the performance of this Contract) during that Contract Year ("Continuous Improvement Plan") for the Buyer's Approval.  The Continuous Improvement Plan shall include, as a minimum, proposals in respect of the following:

identifying the emergence of relevant new and evolving technologies;

[bookmark: _Toc139080068][bookmark: _Ref489946319]changes in business processes of the Supplier or the Buyer and ways of working that would provide cost savings and/or enhanced benefits to the Buyer (such as methods of interaction, supply chain efficiencies, reduction in energy consumption and methods of sale);

new or potential improvements to the provision of the Deliverables including the quality, responsiveness, procedures, benchmarking methods, likely performance mechanisms and Buyer support services in relation to the Deliverables; and

measuring and reducing the sustainability impacts of the Supplier's operations and supply-chains pertaining to the Deliverables, and identifying opportunities to assist the Buyer in meeting their sustainability objectives.

The initial Continuous Improvement Plan for the Initial Contract Period shall be submitted by the Supplier to the Buyer for Approval within thirty (30) Working Days of the first Order or three (3) Months following the Start Date, whichever is earlier.  

[bookmark: _Ref63840710][bookmark: _Toc139080069]The Buyer shall notify the Supplier of its Approval or rejection of the proposed Continuous Improvement Plan or any updates to it within twenty (20) Working Days of receipt.  If it is rejected then the Supplier shall, within ten (10) Working Days of receipt of notice of rejection, submit a revised Continuous Improvement Plan reflecting the changes required.  If this revised Continuous Improvement Plan is also rejected the Supplier shall provide a second revised Continuous Improvement Plan for approval. Should this second revised Continuous Improvement Plan not be approved the Parties may refer this to dispute resolution. 

Where a Continuous Improvement Plan is Approved, it shall constitute the Continuous Improvement Plan for the purposes of this Contract.

[bookmark: _Toc139080072][bookmark: _Ref63840778][bookmark: _Ref63841800][bookmark: _Ref359247360]The Supplier shall provide sufficient information with each suggested improvement to enable a decision on whether to implement it. The Supplier shall provide any further information as requested.

If the Buyer wishes to incorporate any improvement into this Contract, it shall request a Variation in accordance with the Variation Procedure and the Supplier shall implement such Variation at no additional cost to the Buyer or CCS.

Once the first Continuous Improvement Plan has been Approved in accordance with Paragraph 2.5

the Supplier shall use all reasonable endeavours to implement any agreed deliverables in accordance with the Continuous Improvement Plan; and

the Parties agree to meet as soon as reasonably possible following the start of each quarter (or as otherwise agreed between the Parties) to review the Supplier's progress against the Continuous Improvement Plan.

The Supplier shall update the Continuous Improvement Plan as and when required in accordance with the procedure and timescales set out in Paragraph 2.6.

All costs relating to the compilation or updating of the Continuous Improvement Plan and the costs arising from any improvement made pursuant to it and the costs of implementing any improvement, shall have no effect on and are included in the Charges.

Should the Supplier's costs in providing the Deliverables to the Buyer be reduced as a result of any changes implemented, all of the cost savings shall be passed on to the Buyer by way of a consequential and immediate reduction in the Charges for the Deliverables, unless otherwise agreed.
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RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

WORKPLACE SERVICES CONTRACT

 (FM MARKETPLACE PHASE 2)

REF: RM6089




CALL-OFF SCHEDULE 4 

FACILITIES MANAGEMENT 





The following facilities management specific provisions shall apply to the Call-Off Contract.  If the provisions in this schedule conflict with any Clauses in the Core Terms then the provisions in this schedule shall prevail.

    DEFINITIONS

		BIM Documents

		means the BIM Model Production and Delivery Table and the BIM Information Requirements.





		BIM Information Manager

		means the person having responsibility for managing and maintaining the building information model in this Contract as identified in the BIM Information Requirements.



		BIM Information Requirements

		The document set out in annex 1 of this Call-Off Schedule 4.



		BIM Model Production and Delivery Table

		the building information model production and delivery table set out in Annex 2 of this Call-off Schedule 4.   









[bookmark: _Hlt360695020][bookmark: _Hlt365630798][bookmark: _Hlt360633260][bookmark: _Hlt360694959] BUYER REMEDIES FOR DEFAULT 

Remedies

Without prejudice to any other right or remedy of the Buyer howsoever arising (including under Framework Schedule 6 (Order Form and Call-Off Schedules Template) and subject to the exclusive financial remedy provisions in Paragraph 2.4 of Call-Off Schedule 14 (Key Performance Indicators) and Paragraph 9.1.2 [concerning Delay Payments] of Part A of Call-Off Schedule 13 (Mobilisation Plan and Testing), if the Supplier commits any Default of this Call-Off  Contract then the Buyer may (whether or not any part of the Deliverables have been Delivered) do any of the following:

at the Buyer's option, give the Supplier the opportunity (at the Supplier's expense) to remedy the Default together with any damage resulting from such Default (where such Default is capable of remedy) or to supply Replacement Deliverables and carry out any other necessary work to ensure that the terms of this Call-Off  Contract are fulfilled, in accordance with the Buyer's instructions;

where the option to remedy has been provided but the Supplier failed to remedy the Default the Buyer may itself carry out, at the Supplier's expense, any work necessary to make the provision of the Deliverables comply with this Call-Off Contract

if the Default is a material Default that is capable of remedy (and for these purposes a material Default may be a single material Default or a number of Defaults or repeated Defaults - whether of the same or different obligations and regardless of whether such Defaults are remedied - which taken together constitute a material Default):

instruct the Supplier to comply with the Rectification Plan Process;  

[bookmark: _Ref498080343]suspend this Call-Off Contract (whereupon the relevant provisions of Clause 10.8 Core Terms (Partially ending and suspending the contract) shall apply) and step-in to itself supply or procure a third party to supply (in whole or in part) the Deliverables;

[bookmark: _Ref498080357]without terminating or suspending the whole of this Call-Off  Contract, terminate or suspend this Call-Off  Contract in respect of part of the provision of the Deliverables only (whereupon the relevant provisions of Clauses 10.8 Core Terms (Partially ending and suspending the contract) and step-in to itself supply or procure a third party to supply (in whole or in part) such part of the Deliverables; 

Where the Buyer exercises any of its step-in rights under Paragraphs 1.1.1(c)(ii) or 1.1.1(c)(iii), the Buyer shall have the right to charge the Supplier for and the Supplier shall on demand pay any Costs reasonably incurred by the Buyer (including any reasonable administration costs) in respect of the supply of any part of the Deliverables by the Buyer or a third party and provided that the Buyer uses its reasonable endeavours to mitigate any additional expenditure in obtaining Replacement Deliverables.

payments DUE on TERMINATION

Upon termination of the Contract by the Buyer in accordance with clause 10.3.2 Core Terms (and for the avoidance of doubt including partial termination under 10.8), the amount that is due for payment will be as set out below:

the Charges for Deliverables which have been properly provided by the Supplier in accordance with the terms of the Contract; 

any reasonable and proven direct costs incurred by the Supplier for removing Supplier Equipment and/or demobilising;

any reasonable and proved unrecovered investment costs directly applicable to the provision of the Deliverables, if applicable; and

any other Costs reasonably incurred in expectation of completing the whole of the Services and any amounts retained by the Supplier,

provided that such amounts shall only be recoverable if and to the extent that the Supplier has used all reasonable endeavours to minimise them.

SMALL AND MEDIUM SIZED ENTERPRISES ("smES")

The Supplier shall take all reasonable steps to engage SMEs as Subcontractors and use best endeavours to ensure that no less than the percentage of the Subcontractors stated in the Order Form are SMEs ("SME Percentage") are SMEs or that a similar proportion of the Deliverables of the service is undertaken by SMEs

The Supplier shall report to the Buyer on the number of SMEs which it appoints as Subcontractors and the value of the cost of the Deliverables undertaken by those SMEs within its normal reporting procedures. 

[bookmark: _Toc275429858][bookmark: _Ref498549530]Accessed Contracts

The Supplier acknowledges that the Buyer may from time to time notify the Supplier of contracts ("Government Frameworks") which are available to the Buyer and which the Buyer can grant access to the Supplier to use or which the Supplier shall use in connection with the supply of the Deliverables.  

[bookmark: _Ref274764907]The Supplier will consider the use of the Government Frameworks as part of its provision of the Deliverables and will prior to the Start Date and at reasonable intervals thereafter liaise with the Buyer to agree which Government Frameworks it will actually use in connection with the supply of the Deliverables.

Where the Buyer and the Supplier agree on the use by the Supplier of a Government Framework then the Buyer shall endeavour to facilitate such use by the Supplier.  Any such use by the Supplier shall be as agent on behalf of the Buyer. 

The Supplier shall ensure that all benefits (including volume rebates and enhanced discounts) gained through or in connection with use of a Government Framework shall be passed on for the benefit of the Buyer.

Where the Supplier intends to use a Government Framework the Supplier shall:

act in accordance with such procedures, rules and guidance as the Buyer may from time to time notify the Supplier;

[bookmark: _Ref273977114]with the prior written agreement of the Buyer, directly award a contract to a supplier under the Government Framework or run a further competition to obtain the most economically advantageous offer; and

manage all contracts it enters into pursuant to Paragraph 4.5.2 as agent on behalf of the Buyer, and the Supplier's obligations and responsibilities in this regard shall be to:

not terminate or otherwise amend the terms of the Accessed Contract or enter into any new or replacement agreements in addition to or in substitution for the Accessed Contract without obtaining the prior written consent of the Buyer;

advise the Buyer of the steps to be taken to avoid or mitigate any event which may adversely affect the performance of Accessed Contracts and where required by the Buyer the Supplier shall take such steps;

provide to the Buyer such other information as the Buyer may from time to time reasonably require in relation to the performance by the parties pursuant to an Accessed Contract; and

notify the Buyer of any changes to the prices charged under the Accessed Contract.  For the avoidance of doubt, the Supplier shall not be entitled to negotiate or accept any changes to the price without obtaining the Buyer's prior written consent.

In addition, at all times in carrying out its obligations and responsibilities under this Paragraph 4 the Supplier shall:

comply with all Laws, rules and guidance that apply to the Buyer including, without limitation, public procurement rules;

act towards the Buyer dutifully and in good faith, not allow its interests to conflict with the duties that it owes to the Buyer under this Contract and generally to carry out its agency in the way which it thinks best to promote the interests of the Buyer;

except as authorised by the Buyer, not act in a way which will incur any liabilities on behalf of the Buyer, nor pledge the credit of the Buyer;

comply with all reasonable and lawful instructions from the Buyer from time to time concerning its duties under the Accessed Contracts;

describe itself in all dealings with suppliers under Government Frameworks and on all correspondence, marketing and advertising material as the agent of the Buyer;

use all reasonable endeavours to ensure that each supplier under an Accessed Contract performs its relevant obligations in accordance with each Accessed Contract; and

discharge the obligations of the Buyer under each Accessed Contract (including, where required by the Buyer, making payments thereunder) as though it were the Buyer and in accordance with the terms of each such Accessed Contract.

The parties acknowledge that the Government Frameworks or Accessed Contracts may through the effluxion of time expire or may terminate during the Contract Period.  Prior to any Government Framework or Accessed Contract expiring or otherwise terminating where the Supplier receives notice of such termination it shall immediately notify the Buyer of the same.

Throughout and after the Contract Period the Supplier shall indemnify the Buyer and keep the Buyer indemnified against all losses, claims, damages, costs and expenses (including reasonable legal fees) incurred by the Buyer arising from the Supplier's breach of any Government Framework or Accessed Contract and from the acts or omissions of the Supplier which may put the Buyer or another person in breach of any Government Framework.

For the avoidance of doubt, the Supplier shall not be entitled to use any Government Framework or Accessed Contract for its own benefit or for any purpose other than as set out in this Paragraph 4.

The Buyer shall be entitled to terminate this Contract, in accordance with Clause 10.4 Core Terms, if the Supplier breaches any of the provisions of this Clause 4.

CONSTRUCTION CONTRACTS

Where a Call Off Contract is a construction contract within the meaning of the Housing Grants, Construction and Regeneration Act 1996 as amended by the Local Democracy, Economic Development and Construction Act 2009 (“Construction Act”), the provisions in this Paragraph 5 shall apply to the Deliverables which constitute construction operations.

Payment

The Charges shall be calculated and paid in instalments in accordance with the Order Form. If not set out in the Order Form, the Charges shall be paid at intervals of not less than one month, beginning one month after the Supplier began providing the Deliverables.

The Supplier shall submit to the Buyer an invoice for each instalment of the Charges, together with any supporting documents that are reasonably necessary to check the invoice. The invoice and supporting documents (if any) shall specify the sum that the Supplier considers will become due on the payment due date in respect of the instalment of the Charges, and the basis on which that sum is calculated.

Payment shall be due on the date the Buyer receives each invoice.

No later than five days after payment becomes due, the Buyer shall notify the Supplier of the sum that the Buyer considers to have been due at the payment due date in respect of the payment and the basis on which that sum is calculated.

The final date for payment shall be 30 days after the date on which payment becomes due.

Subject to Paragraph 5.10 and unless the Buyer has served a notice under Paragraph 5.8, the Buyer shall pay the Supplier the sum referred to in the Buyer’s notice under Paragraph 5.5 (or, if the Buyer have not served notice under Paragraph 5.5, the sum referred to in the invoice referred to in Paragraph 5.3) (the “Notified Sum”) on or before the final date for payment of each invoice.

Not less than seven days before the final date for payment (the “Prescribed Period”), the Buyer may give the Supplier notice that the Buyer intends to pay less than the Notified Sum (a “Pay Less Notice”). Any Pay Less Notice shall specify:

5.8.1	the sum that the Buyer considers to be due and intends to pay under the invoice; and

5.8.2	the basis on which that sum is calculated.

If the Buyer gives a Pay Less Notice in accordance with this Paragraph 5.8 the Buyer’s obligation to pay the Notified Sum in Paragraph 5.7 applies only in respect of the sum specified in that Pay Less Notice.

If the Buyer fails to pay an amount due to the Supplier by the final date for payment and fails to give a Pay Less Notice under Paragraph 5.8, then the Buyer shall pay interest on the overdue amount at the rate of [4%] per annum above [FULL NAME OF BANK]'s base rate. Such interest shall accrue on a daily basis from the final date for payment until actual payment of the overdue amount, whether before or after judgment. The Buyer shall pay the interest together with the overdue amount. The Parties acknowledge that the Buyer’s liability under this Paragraph 5.9 is a substantial remedy for the purposes of section 9(1) of the Late Payment of Commercial Debts (Interest) Act 1998.

Notwithstanding Paragraph 5.7 and Paragraph 5.8 and without prejudice to Clause 10.5, if there is a Supplier Insolvency Event after the Prescribed Period, the Buyer shall not be required to pay the Supplier the Notified Sum on or before the final date for payment.

Suspension of Performance

Notwithstanding any other provision of the Contract, if:

5.11.1	the Buyer fails to pay in full the Notified Sum to the Supplier by the final date for 	payment under Paragraph 5.6; and

5.11.2	the Buyer has not given a Pay Less Notice complying with Paragraph 5.8,

the Supplier may suspend performance of any or all of the Deliverables and other obligations under the Contract by giving not less than five Working Days’ notice to the Buyer of its intention to do so and stating the ground or grounds on which it intends to suspend performance.

In the event of a suspension in accordance with Paragraph 5.11, the Buyer shall pay the Supplier a reasonable amount in respect of costs and expenses reasonably incurred by the Supplier as a result of any exercise of its right referred to in Paragraph 5.11 and such payment shall be the Supplier's sole compensation for suspension of the Deliverables and other obligations under the Contract.

Requirement to Adjudicate

Notwithstanding any other provision of the Contract, either party may refer a Dispute to adjudication at any time in accordance with the Technology and Construction Solicitors' Association adjudication rules, current at the date the Dispute is referred to adjudication.  Such rules are deemed to be incorporated into the Contract.

Replacement Equipment  

All Replacement Equipment delivered must be new, or (with the Buyer’s written approval at its sole discretion) as new if recycled, reconstructed, unused and of recent origin.

 All manufacturer warranties covering the Replacement Equipment must be assignable to the Buyer on request and at no cost.  

Unless otherwise required in the Call Off Contract or from time to time by the Buyer, title of the Replacement Equipment shall transfer to the Buyer on completion of the Installation Works requiring the Replacement Equipment.  

Unless otherwise agreed by the Buyer in writing the risk in any Replacement Equipment shall remain with the Supplier during the Contract Period 

The Supplier warrants that title in any Replacement Equipment is capable of transferring to the Buyer in accordance with the provisions of this Paragraph 6.

[bookmark: _1fob9te]The Supplier must recall Replacement Equipment where the manufacturer has requested a recall and indemnify the Buyer against the costs of any Recall of the Replacement Equipment and give notice of actual or anticipated action about the Recall of the Replacement Equipment.  

The Replacement Equipment must comply with the Framework Schedule 1 (Specification), Call-Off Contract and any additional requirements agreed between the Supplier and the Buyer from time to time. 

The Supplier must at its own cost repair, replace, refund or substitute (at the Buyer’s option and request) any Replacement Equipment that the Buyer rejects because it does not conform to this Paragraph 6. If the Supplier doesn’t do this, it will pay the Buyer’s costs including repair, replacement or re-supply by a third party.

Installation works

The Supplier shall carry out Installation Works in accordance with any installation programme agreed by the Buyer and the Supplier.

The Installation Works shall be executed in the manner set out in the Call Off Contract or, where not so set out, to the reasonable satisfaction of the Buyer, and all work on any Site shall be carried out in accordance with such reasonable directions as the Buyer may give.

The Buyer or an authorised representative or adviser of the Buyer shall have, at all reasonable times and upon giving reasonable notice, the right to inspect the state and progress of the Installation Works and to ascertain whether they are being properly executed.

[bookmark: _Ref490057544]The Supplier shall carry out the testing and commissioning of the Installation Works in accordance with the testing and commissioning requirements of the Call Off Schedule 13 Part B (Testing).	

No rights of estoppel or waiver shall arise as a result of the acceptance by the Buyer of the Installation Works.

Throughout the Contract Period, the Supplier shall be responsible for procuring and maintaining (at its own cost) at all times all licences, approvals and consents necessary to enable the Supplier and the Supplier Staff to carry out the Installation Works

building information modelling (bim)

The Supplier warrants and undertakes that it shall comply with the BIM Documents.

[Option1 ] The Supplier shall act as the BIM Information Manager on this Contract, as more fully set out in the BIM Documents.

OR

[Option 2] The Supplier shall comply with the reasonable instructions of the BIM Information Manager in relation to the BIM Documents.

[If Supplier is to act as BIM Information Manager use option 1 otherwise use option 2].

Neither party shall be liable to the other for any amendment or modification of material produced in accordance with the BIM Documents, except where such amendment or modification:

(i)	was made with the consent (not to be unreasonably withheld) of the party that produced it (or on whose behalf it was produced);

(ii)	was permitted by the BIM Documents; or

(iii)	was made for a permitted use following termination of the engagement of the party that produced it (or on whose behalf it was produced) in relation to this Contract.

The Supplier will need to use systems that meet the Government’s requirements for BIM (Level 2) and ensure that all data on these systems have appropriate security markings.

The Supplier shall ensure that any sub-contractors that it engages are bound by obligations no less onerous than those by which the Supplier is bound under this paragraph 9.

ADDITIONAL TIME 

9.1	The Supplier shall be entitled to additional time if and to the extent that Delivery is or will be delayed by:

9.1.1 a Variation (unless additional time has been agreed under Clause 24);

9.1.2 an Authority Cause; or

9.1.3	a cause of delay giving the Supplier an entitlement to additional time under any other clause of the Contract.

9.2	If the Supplier considers itself to be entitled to additional time for Delivery, the Supplier shall give notice to the Buyer in accordance with Core Clauses 5.2 and 24.  On receipt of such notice the Buyer shall give additional time to the Supplier by fixing such later date for Delivery as the Buyer estimates to be fair and reasonable.

9.3	When determining each entitlement to additional time under this Paragraph, the Buyer shall review previous determinations and may increase, but shall not decrease, the total additional time.






Annex 1

The BIM Information Requirements

[To be completed by the Buyer at Call-Off stage]

Annex 2

BIM Model Production and Delivery Table

[To be completed by the Buyer at Call-Off stage]
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RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

[bookmark: _GoBack]WORKPLACE SERVICES CONTRACT

 (FM MARKETPLACE PHASE 2)

REF: RM6089




CALL-OFF SCHEDULE 4A 

BILLABLE WORKS AND PROJECTS

Introduction

This schedule prescribes the procedure, calculations and rates to be used by the Buyer and Supplier when assessing the Charges for Work Orders.

For the avoidance of doubt, nothing in this Schedule shall give the Supplier exclusive rights over Billable Works and the Buyer shall not be required to order Billable Works from the Supplier, and shall be entitled to order Billable Works from other Suppliers.

The Buyer reserves the right to vary or amend this Schedule at Call-Off release.

Billable Works

All Billable Works shall be authorised in accordance with the Billable Works and Approvals Process.  The Buyer may at its discretion require Billable Works to be:

managed and executed by the Supplier;

managed by a third party nominated by the Buyer and executed by the Supplier; 

managed by the Supplier and executed by any third party nominated by the Buyer.

Any estimate/quotation for Billable Works shall breakdown the costs in the categories below:

labour;

parts;

replacement Assets; 

materials; 

profit; 

relevant Billable Works Management Uplift (which includes Overhead); and

such other applicable cost categories as the Buyer may notify to the Supplier from time to time. 

Quotation and Tenders for Billable Works

[bookmark: _Ref499731058]Where the Buyer gives instructions to the Supplier to manage and/or execute Billable Works according to applicable value thresholds, unless otherwise stated at Call Off:

Tier One Billable Works shall be managed and executed by the Supplier. Where the Billable Works are to be delivered directly by the Supplier, the Supplier shall provide an estimate of costs in accordance with the rates set out in Call Off Schedule 5 – (Call-Off Pricing) or other schedule of rates as requested by the Buyer at Call Off. Where Works are to be undertaken by other Supplier appointed third parties, the Supplier shall provide at least one written quotation. The Supplier shall not commence any Tier One Billable Works until approval has been granted by the Buyer to proceed to completion. 

Tier Two Billable Works shall be managed and/or executed by the Supplier. Where instructed by the Buyer, the Supplier shall obtain at least three written quotations. The Supplier shall not commence any Tier Two Billable Works until approval has been granted by the Buyer to proceed to completion. 

Tier Three Billable Works shall be managed and/or executed by the Supplier.  Where instructed by the Buyer, the Supplier shall obtain at least three formal tenders under the defined procurement process as agreed between the Supplier and the Buyer from time to time. The Supplier shall not commence any Tier Three Billable Works until approval has been granted by the Buyer to proceed to completion. 

Tier Four Billable Works shall be managed and/or executed by the Supplier. Where instructed by the Buyer, the Supplier shall obtain at least five formal tenders under the Supplier’s defined procurement process. The Supplier shall not commence any Tier Four Billable Works until approval has been granted by the Buyer to proceed to completion. 

The Supplier shall seek prior written approval from the Buyer prior to proceeding to provide any Billable Works with the exception of:

Billable Works up to the value specified in the Order Form; or

Billable Works required as a consequence of a Business Critical Event,

and the Buyer shall not unreasonably withhold approval to the costs associated with such Billable Works; however the Supplier shall retrospectively commence the relevant approval process set out in paragraph 3.1 by the next Working Day and complete such process as soon as reasonably practicable.

Where Billable Works arise as a result of any: 

Reactive Maintenance Works where the costs exceed the Inclusive Repair Threshold;

Works that are Small Works; or 

Works arising from Planned Maintenance 

the Billable Works shall not proceed until an instruction is received from the Buyer in writing or via the CAFM System.  

Quotations for Billable Works may include the Billable Works Management Uplift (if applicable) as per the rates submitted in the Pricing Matrix.

If Billable Works are aborted by the Buyer prior to completion, any claim for costs up to the point of it being aborted shall be limited to costs actually, reasonably and properly incurred and they shall be evidenced as part of any quote for the Buyer to consider. 

Projects

[bookmark: _Ref499533452]If the Buyer decides at its sole discretion that the scope of any Billable Works are such that they require a defined management approach such that the RIBA “Plan of Work” management principles shall apply then the Billable Works will be deemed to be a Project. 

If it is deemed as a Project, the Project stage fee will apply as stated in the Pricing Matrix. 

It is agreed that the Project Stage fee shall always be applied to the value of a Project prior to any profit.

If a Project is aborted by the Buyer prior to completion, if applicable, the relevant Project Stage Uplift will be applied up to the point at which it is aborted based on the agreed estimated cost of the Project.

The Supplier shall provide evidence of the resource allocation required to provide any Project at the time of quotation or tender and such associated costs must be agreed as acceptable by the Buyer prior to any Works which are part of a Project commencing. 

Inclusive Repair Threshold 

The Supplier shall note that with the exception of emergencies or Business Critical Events, no activity with a value in excess of the agreed Inclusive Repair Threshold shall be undertaken without a Work Order.  

Where the costs of Reactive Maintenance Works exceed the Inclusive Repair Threshold, only the cost above this value shall be billed to the Buyer through the approval process as detailed in the Billable Works and Approvals Process.

The Supplier shall supply and install all parts associated with Reactive Maintenance Works at its own cost. The Supplier shall note that, for the avoidance of doubt, this requirement includes the replacement of entire Assets as well as component part of Assets where replacement is deemed appropriate.

The Supplier shall maximise the benefits of its own buying power by being granted access to and exploring other CCS frameworks and benchmarking against these before looking to their own supply agreements to offer the most advantageous commercial position to the Buyer to ensure value for money. Any negotiated discounts applied against current trade price levels shall be passed to the Buyer in full. Where appropriate the Supplier shall utilise the Buyer’s parts agreements, where any such agreements exist. 

The Supplier shall source parts at the most cost effective terms having regard to quality and delivery time requirements. The Supplier and the Buyer shall agree in advance the use of refurbished parts where they are deemed to be cost beneficial without any loss of service or as required in order to achieve required return to full operational service.

In the event of emergencies or Business Critical Events, the Supplier may proceed with remedial action without prior approval from the Buyer. The Supplier shall seek formal approval from the Buyer by email and/or telephone as soon as is operationally possible, and shall keep the Buyer advised at all times on the technical and financial status of the task. The Buyer shall not unreasonably withhold approval of costs arising from emergencies and Business Critical Events; however the Supplier shall retrospectively commence  the relevant approval process set out in paragraph 3.1 by the next Working Day and complete such process as soon as reasonably practicable.

[bookmark: _Ref498967224]Where works fall into the following categories, they are exclusions to Inclusive Repair Threshold and charges will be subject to review and agreement between the Supplier and the Buyer during Monthly contract performance meetings. Where charges apply, they will be considered via the Billable Works and Approvals Process. This will include but not be limited to unless otherwise stated at Call Off:

Equipment Beyond Economic Repair, where costs, excluding management overhead and profit, exceed the Inclusive Repair Threshold;

misuse of an Asset and/or abuse of an Asset where this can be proven by the Supplier;

vandalism; 

damage or failure if due to continued use by the Buyer or building user after fault has been diagnosed and the Supplier has advised the Buyer not to use the Asset;

the building user not following the Buyer or manufacturer’s operating procedural standards;

other unapproved suppliers repairing Assets;

water or cleaning fluid damage due to incorrect cleaning procedures by building users; 

damage or failure due to electrical supplies being interrupted or altered by others;

access denied to the Supplier where access had been agreed and prearranged;

Buyer specifies a price variation;

fire, leaks, act of god, storm damage, floods or similar force majeure; unless caused by an act or failure of the Supplier;

Billable Works;

that part of the cost of the Reactive Maintenance Works for an event which exceeds the Inclusive Repair Threshold; and

operator error by a building user, where this can be proven by the Supplier. 

The above listed works include works arising from Planned Maintenance.

A schedule of works arising from events listed in paragraph 5.6 above shall be provided to the Buyer on a monthly basis and payment will be made through the defined approval process as agreed between the Buyer and the Supplier. 

RWM Security Personnel Services – Short Term Contract - Procurement Ref: FM-084-2019 

Ref: RM6089

fv1.0

image1.png

Crown
Commercial
Service







image20.emf
Call-Off Schedule 5 -  Call-Off Pricing fv1.0 071019.doc


Call-Off Schedule 5 - Call-Off Pricing fv1.0 071019.doc
Call-Off Schedule 5 (Call-Off Pricing)[image: image2.png]Crown
Commercial
Service




 fv1.0

Crown Copyright 2020


Call-Off Schedule 5 (Call-Off Pricing) 

Crown Copyright 2018



RADIOACTIVE WASTE MANAGEMENT

and


Mitie Limited

WORKPLACE SERVICES CONTRACT

(FM MARKETPLACE PHASE 2)


REF: RM6089

CALL-OFF Schedule 5


Call-Off Pricing


Part A - FIXED FEE PRICING


This part of this schedule shall apply where the fixed pricing option is selected in the Order Form.


		

		





1. CALCULATION OF THE CHARGES


1.1 The fixed fee Charges shall be: 


1.1.1 calculated on the basis of the rates and prices specified in the Fixed Fee Pricing Matrix as submitted at Further Competition, and for lots 1A, 1B and 2C based on the principles in Annex 1 ; 


1.1.2 paid in respect of Service Months for full and proper performance by the Supplier of its obligations under the Call-Off Contract; and


1.1.3 paid by way of monthly payments ("Monthly Payments") which shall be calculated in accordance with paragraph 1.2 below.


1.2 Subject to paragraphs 1.3 and 1.4 below, the Monthly Payment (MPn), in respect of a Service Month “n” shall be calculated in accordance with the following formula:
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where:


		MPn

		is the Monthly Payment to be determined in respect of the Service Month “n”;



		BMPn

		is the Baseline Monthly Payment for Service Month “n” which is calculated in accordance with paragraph 2 below;



		PTCn-1


		is the Pass Through Costs due in respect of the Previous Service Month which is calculated in accordance with paragraph 3 below; 



		WO n-1

		is the total price for Work Orders which have been completed in the Previous Service Month which shall be calculated in accordance with paragraph 4 below;



		TRP n-1

		is the monthly TUPE risk premium payable for the Previous Service Month calculated in accordance with Call-Off Schedule 6A (TUPE Surcharge) ("Monthly TUPE Risk Premium") or where Call Off Schedule 6B is used as otherwise defined by the Buyer



		PAn-1

		is the KPI Credit in respect of the Previous Service Period set off against the Earn Back Amount due (if applicable) for the current Service Period (or where the Order Form states that KPIs are not applicable then PAn-1 shall be deemed to be £0).








1.3 The Monthly Charge due in the final Service Month during the Contract Period will be calculated in accordance with the following formula which will supersede the formula in paragraph 1.2 above (and all terminology used in the following formula will have the same meaning as provided for in paragraph 1.2 above):


          MPn = BMP n + PTC n -1+ WO n-1 + TRP n--1 – (2 x PA n -1 )


1.4 Following the final Service Month during the Contract Period a balancing payment will be calculated to account for:


1.4.1 the KPI Credit calculated in respect of the final Service Month;


1.4.2 the Pass Through Costs incurred within the final Service Month; 

1.4.3 the Monthly TUPE Risk Premium payable in respect of the final Service Month;

1.4.4 any Earn Back Amount payable in respect of the final Service Month; and

1.4.5 the total price for Work Orders which have been completed in the final Service Month,

and such balancing payment will be paid to, or deducted from, the sums due to the Supplier following the assessment of the Supplier’s performance in the final Service Month. 


1.5 The Baseline Monthly Payment shall include all costs and expenses relating to the Deliverables and/or the Supplier's performance of its obligations under this Call-Off Contract and no further amounts shall be payable by the Buyer to the Supplier in respect of such performance except in relation to any amounts which are expressly recoverable as part of a Work Order payment or Pass Through Cost.


2. BASELINE MONTHLY PAYMENT


2.1 The baseline monthly payment ("Baseline Monthly Payment") payable in respect of a Service Month shall be set by reference to the Fixed Price Pricing Matrix as submitted at Further Competition.


3. PASS THROUGH COSTS


3.1 Where the Order Form indicates that the Supplier is entitled to claim Pass Through Costs  then:


3.1.1 only those types of Pass Through Costs set out in the Order Form shall be recoverable;


3.1.2 the Pass Through Costs shall only be recoverable where they are incurred in accordance with the guidelines that the Buyer may issue to the Supplier from time to time; 


3.1.3 the Supplier shall not be entitled to charge any additional amount on top of the Pass Through Costs including any margin, mark up or uplift costs; and


3.1.4 any claim for Pass Through Costs shall be supported by such documentation as the Buyer may request from time to time. 

4. WORK ORDERS


4.1 The price for Work Orders shall be calculated using the mechanism set out in Schedule 4A (Billable Works & Projects).


5. INDEXATION


5.1 Any amounts or sums in this Call-Off Contract which are expressed in the Order Form to be "subject to Indexation" shall be adjusted in accordance with the provisions of this Paragraph 5 to reflect the effects of inflation.  


5.2 Where Indexation applies, the relevant adjustment shall be:


5.2.1 applied on the dates set out in the Order Form (each such date an "Adjustment Date"); and


5.2.2 determined by multiplying the relevant amount or sum by the percentage increase or changes in the Payment Index published since the previous Adjustment Date. 


5.3 Except as set out in this Paragraph 5, neither the Charges nor any other costs, expenses, fees or charges shall be adjusted to take account of any inflation, change to exchange rate, change to interest rate or any other factor or element which might otherwise increase the cost to the Supplier or Subcontractors of the performance of their obligations.


5.4 If the Payment Index has not been published for the relevant month as required for this calculation then the last published value of the index available at the Adjustment Date shall be used.


5.5 Where the Payment Index is no longer published, the Buyer and the Supplier shall agree a fair and reasonable replacement that will have substantially the same effect.

6. PRICING FOR VARIATIONS


6.1 In addition to the process outlined in paragraph 24 of the Core Terms, any change in the Charges in relation to a change in the number of buildings within the Buyer Premises or changes to a Deliverable within a building, shall be aligned with and shall use the rates and prices set out in the Fixed Fee Pricing Matrix as submitted at Further Competition.


6.2 Where any variation to the fixed fee Charges results in the Variation Threshold being exceeded, the Supplier shall be entitled to include the effect this has had on other elements of the Call-Off Contract within any impact assessment which is provided as part of any associated Variation Procedure. The Buyer will consider this as part of the Variation Procedure. 


6.3 The Supplier is responsible for ensuring that a Service and/or Asset data validation exercise is undertaken and completed during the Mobilisation Period to verify the Due Diligence Information, all costs associated with this shall be borne by the Supplier. Call-Off Pricing revisions for any / all inaccuracies in the Due Diligence Information identified outside of the Mobilisation Period are not permitted.


6.3.1 Notwithstanding Clause 2.8, where inaccuracies in the Service or Asset data provided by the Buyer prior to signature of a Call-Off Contract are identified by the Supplier during the Call-Off Contract Mobilisation Period and could not reasonably been discovered prior to entering into the Call Off Contract, the following shall apply: 

6.3.2 Where Mandatory Services under a Call-Off Contract have been priced in accordance with the maximum Framework Price unit-of-measure rate (i.e. the capped rate) under Framework Schedule 3, the Supplier may, using the Variation procedure, request an adjustment to the Call-Off Contract pricing where  the Supplier can present written evidence that the Standard Service Pricing classification for the Service, which was provided by the Buyer prior to entering into the  Call-Off Contract, was incorrect; 


6.3.3 Where Mandatory Services under a Call-Off Contract have been priced beneath the maximum Framework Price unit-of-measure rate under Framework Schedule 3 (i.e. a more competitive rate has been submitted by the Supplier based on data provided at Call Off) , the Supplier may, using the Variation procedure, request an adjustment to the Call-Off Contract pricing where  the Supplier can present written evidence that the  Due Diligence Information provided by the Buyer prior to entering into the Call-Off Contract contained inaccuracies that led to incorrect pricing by the Supplier. Where a variation is agreed the Call Off price shall not exceed the capped unit-of-measure rates provided at Framework; and


6.3.4 Where Non-Mandatory Services are ordered under a Call-Off Contract (i.e. prices for Services where no Framework Contract Pricing unit-of-measure rate applies) the Supplier may, using the Variation procedure, request an adjustment to the Call-Off Contract pricing where the Supplier can present written evidence that the Due Diligence Information provided by the Buyer prior to entering into the Call-Off Contract contained inaccuracies that led to incorrect pricing by the Supplier. 


7. CHANGES TO MINIMUM/LIVING WAGE


7.1 Notwithstanding Clause 24.5 (Change in Law),where the Supplier can provide evidence in the form of an Impact Assessment that a percentage increase to the Mandatory Wage in a given period has exceeded any percentage increase for the same period in the Payment Index detailed in the Order Form, the Supplier may request an increase in the Charges by using the Variation process under Clause 24.

7.2 Suppliers must include in their Impact Assessment evidence of the:


7.2.1 Supplier Personnel affected by the Mandatory Wage Increase and the Services that they provide; 


7.2.2 affected Supplier Personnel’s current hourly rate of pay; and

7.2.3 the number of hours worked by each of the affected Supplier Personnel.  

7.3 The Buyer is not required to accept the Variation request under this Paragraph 7 and must not accept any variation request that:


7.3.1 exceeds the difference between the Indexation Rate and the current Mandatory Wage rate increase for each member of the Supplier Personnel affected by the Mandatory Wage increase;


7.3.2 seeks to increases in the Charges which go beyond the Services affected by the Mandatory Wage increase; and 

7.3.3 increases the Charges in respect of those Supplier Personnel on an hourly rate already in excess of the Mandatory Wage (whether or not to maintain differentials between the affected Supplier Personnel and higher paid Supplier Personnel). 

8. INVOICING


8.1 In addition to its obligations in clause 4 in the Core Terms (Price and payments) the Supplier shall ensure that each invoice it prepares in relation to the Charges:


8.1.1 specifies the period to which the invoice relates;


8.1.2 specifies the Deliverables to which the invoice relates;


8.1.3 sets out the calculations used to reach the amount of the Charges that are being invoiced;


8.1.4 separately itemises any expense or taxes said to be payable by the Buyer; and


8.1.5 specifies the Supplier's VAT code.


8.2 The Supplier shall prepare a draft of each invoice and supporting information for each Service Month and submit it to the Buyer within 14 days (or such other period as the Buyer agrees) following the start of the Service Month.  Following receipt of such draft invoice the Buyer shall be entitled to reject it where it does not comply with the requirements of this Call-Off Contract.  The Supplier will promptly respond to any queries that the Buyer has in relation to a draft invoice.  If the Buyer approves the invoice (such approval not to be unreasonably withheld) then it will notify the Buyer and the Buyer shall be entitled to prepare a final form of that invoice in the approved form.  The Supplier shall only be entitled to issue and the Buyer shall not be obliged to pay for any final form invoice which has been issued in accordance with this Call-Off Contract and specifically this procedure.


Part B - TARGET COST PRICING – Lot 2a, 2b and lot 3

This part of this schedule shall apply where the target cost pricing option is selected in the Order Form for requirements under Lot 2A, 2B and Lot 3 only.

9. CALCULATION OF THE CHARGES


9.1 The target cost Charges shall be: 


9.1.1 calculated on the basis of the rates and prices specified in the Target Cost Pricing Matrix as submitted at Further Competition; 


9.1.2 paid in respect of Service Months for the costs incurred by the Supplier of its obligations under the Call-Off Contract; and


9.1.3 paid by way of Monthly Payments which shall be calculated in accordance with paragraph 2 below.


9.2 In addition to the target cost Charges, the Supplier shall be entitled to raise an invoice in each Service Month, for Work Orders it has completed in the previous Service Month and such Charges shall be calculated in accordance with paragraph 5 below.

10. TARGET COSTS


10.1 The Supplier shall only be entitled to recover costs under this paragraph in respect of:


10.1.1 direct employment costs of people employed by it;


10.1.2 direct costs of materials supplied by it in connection with provision of the Deliverables;


10.1.3 deliverables which are sub-contracted; and 


10.1.4 any equipment required for the provision of the Deliverables (including any amounts paid for hired equipment and an amount for the use of equipment owned by the Supplier which is the amount the Supplier would have paid if the equipment had been hired).


10.2 The Supplier shall not be entitled to recover, as part of its cost assessment (or recover on any other basis) any of the following:


10.2.1 costs which are not justified by the Supplier's accounts and records;

10.2.2 costs which should not have been paid to a Subcontractor or the Supplier in accordance with the Call-Off Contract;

10.2.3 cost of materials or resources not used to provide the Deliverables;

10.2.4 amounts in respect of events which the supplier is required to insure under this Call-Off Contract or other amounts paid by the Supplier to insurers; 

10.2.5 costs for preparation for and conduct of formal dispute resolution proceedings.

11. TARGET PRICE


11.1 The Target Price shall be as set out in the Target Price Pricing Matrix as submitted at Further Competition and the maximum margin which can be added to the Target Costs in order to calculate the Target Price shall be capped at the maximum percentage set out in the Order Form.


12. PAYMENT OF TARGET COST AND TARGET PRICE


12.1 In respect of the Deliverables provided on a target price basis in a Service Month "n":


12.1.1 the Supplier shall calculate the amount claimed in respect of such Service Month which shall include:


12.1.1.1 the costs incurred for such Deliverables in the Service Month;


12.1.1.2 the KPI Credit due in respect of the Deliverables provided in the Previous Service Month set off against the Earn Back Amount due (if applicable) for the current Service Month (or where the Order Form states that KPIs are not applicable then PAn-1 shall be deemed to be £0).

12.1.2 submit a claim to the Buyer for the amount claimed within 14 days following the end of the Service Month n (any costs not claimed by such date shall not be eligible for claim in that Service Month and instead should be submitted in the following Service Month);


12.1.3 the Supplier shall state the basis on which all amounts claimed are calculated and provide all such evidence as the Buyer may request from time to time and without limit the Supplier shall provide:

12.1.3.1 evidence of hours worked;


12.1.3.2 proof that payments have been made;


12.1.3.3 evidence that the costs correspond with the Deliverables provided;


12.1.3.4 equivalent evidence for any costs incurred by any Subcontractors; 


12.1.3.5 such other records as stated in the Order Form.


12.1.4 all costs claimed by the Supplier shall be calculated at open market or competitively tendered prices with deductions for all discounts, rebates and taxes which can be recovered;

12.1.5 if the Buyer intends to pay less than the claimed amount, it shall notify the Supplier not later than 7 days before the due date for payment of that amount by stating the amount considered to be due and the basis upon which that sum is calculated; 


12.1.6 the Buyer shall not withhold payment of a claimed amount unless it has notified the Supplier in accordance with paragraph 4.1.5 above; and


12.1.7 the maximum amount which can be claimed by the Supplier shall be capped at the Target Price; and


12.1.8 where the actual costs incurred are less than the agreed Target Cost than the actual price paid shall be assessed in accordance with paragraph 4.2 below.


12.2 Following the completion of Deliverables provided on a target price basis, the Buyer shall assess the total price to be paid and it shall be calculated in accordance with the following table:


Customer to amend table based on requirements, this may include adding or deleting rows to amend share lines and provide cap on pain / gain

		Costs actually incurred

		Price to be paid to the Supplier



		Greater than 125% of the Target Cost and less than [insert percentage e.g. 125]% of the Target Cost

		Target Price plus [insert percentage e.g. 10]% of the difference between the Target Cost and the actual costs.



		Greater than 100% of the Target Cost and less than [insert percentage e.g. 125]% of the Target Cost

		Target Price plus [insert percentage e.g. 50]% of the difference between the Target Cost and the actual costs.



		Equal to or greater than £[insert target cost]

		100% of agreed Target Price



		Less than 100% of the Target Cost and more than [insert percentage e.g. 90]% of the Target Cost

		Target Price less [insert percentage e.g. 50]% of the difference between the Target Cost and the actual costs



		Less than [insert percentage e.g. 90]% of the Target Cost and more than [insert percentage e.g. 80]% of the Target Cost

		Target Price less [insert percentage e.g. 60]% of the difference between the Target Cost and the actual costs



		Less than [insert percentage e.g. 80]% of the Target Cost and more than [insert percentage e.g. 70]% of the Target Cost

		Target Price less [insert percentage e.g. 70]% of the difference between the Target Cost and the actual costs





13. WORK ORDERS


13.1 The price for Work Orders shall be calculated using the mechanism set out in Schedule 4A (Billable Works & Projects).


14. INVOICING


14.1 In addition to its obligations in clause 4 in the Core Terms (Price and payments) the Supplier shall ensure that each invoice it prepares in relation to the Charges:


14.1.1 specifies the period to which the invoice relates;


14.1.2 specifies the Deliverables to which the invoice relates;


14.1.3 sets out the calculations used to reach the amount of the Charges that are being invoiced;


14.1.4 separately itemises any expense or taxes said to be payable by the Buyer; and


14.1.5 specifies the Supplier's VAT code.


14.2 The Supplier shall prepare a draft of each invoice and supporting information for each Service Month and submit it to the Buyer within 14 days (or such other period as the Buyer agrees) following the end of the Service Month.  Following receipt of such draft invoice the Buyer shall be entitled to reject it where it does not comply with the requirements of this Call-Off Contract.  The Supplier will promptly respond to any queries that the Buyer has in relation to a draft invoice.  If the Buyer approves the invoice (such approval not to be unreasonably withheld) then it will notify the Buyer and the Buyer shall be entitled to prepare a final form of that invoice in the approved form.  The Supplier shall only be entitled to issue and the Buyer shall not be obliged to pay for any final form invoice which has been issued in accordance with this Call-Off Contract and specifically this procedure.

Annex 1


Further Competition Fixed Fee Pricing Matrix principles
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TUPE Risk Premium Cost (including Carry Cost) applied
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Corporate Overhead combined and applied
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[bookmark: _Toc414636351]CALL-OFF SCHEDULE 6 

TUPE SURCHARGE

		IN THIS SCHEDULE, THE FOLLOWING WORDS SHALL HAVE THE FOLLOWING MEANINGS AND THEY SHALL SUPPLEMENT (I) JOINT SCHEDULE 1 (DEFINITIONS) AND (II) CALL –OFF SCHEDULE 2 (STAFF TRANSFER):



		DEFINITION

		MEANING



		“Annual Pension Cost”

		means Employer Pension Contributions, subject to the Employer Pension Contribution Cap;



		“Direct Award TUPE Risk Premium”

		means the % of the total price of the Deliverables as submitted by the Supplier within Framework Schedule 3 – Annex 1 ( Rates and Prices) to cover the risk of employees transferring on terms which are protected by Employment Regulations;



		“Cost of Change”

		means any costs that will be incurred in managing the transition of an individual who is listed as a TUPE employee, and will not be required to fulfil a role as part of the new contract, within the Call Off Pricing Matrix. Examples could include but not be limited to: staff consultation, redeployment costs, short-term salary cover associated with redeployment or release of labour, and temporary staffing;



		"Employer Pension Contribution"

		means standard employer pension contributions paid in accordance with the relevant pension scheme rules and used in the calculation of the TUPE Risk Premium) less any costs recoverable under paragraph 6 of Annex D3: LGPS of Part D Pensions of Schedule 2 Staff Transfer;



		"Employer Pension Contribution Cap"

		means the 6% maximum rate of Employer Pension Contribution used in the calculation of the TUPE Risk Premium;



		“Fixed Fee TUPE Risk Premium”

		means the amount payable  on an annual basis based on the difference between:

a)	the costs to employ Transferring Former Supplier Employees or  where the Former Supplier becomes the Supplier those Former Supplier employees providing the Services at the Commencement Date and/or Transferring Buyer Employees (as the case may be); and

b)	the equivalent costs to employ staff used by the Supplier at Further Competition,

in respect of payments due under contracts of employment in respect of the following: 

i)	annual salary;

ii)	annual national insurance cost;

iii)	Annual Pension Cost;

iv)	annual life insurance cost;

v)	annual sick pay entitlement;

vi)	maternity/paternity costs; and

vii)	any other cost arising directly from the contract of employment of the Transferring Former Supplier Employee and or Transferring Buyer Employee, 

as set out in paragraph 3 of Call Off Schedule 6 (TUPE Surcharge);





		"Further Competition TUPE Risk Premium"

		means the amount payable  on an annual basis based on the difference between:

a)	the costs to employ Transferring Former Supplier Employees or  where the Former Supplier becomes the Supplier those Former Supplier employees providing the Services at the Commencement Date and/or Transferring Buyer Employees (as the case may be); and

b)	the equivalent costs to employ staff used by the Supplier at Further Competition,

in respect of payments due under contracts of employment in respect of the following: 

i)	annual salary;

ii)	annual national insurance cost;

iii)	Annual Pension Cost;

iv)	annual life insurance cost;

v)	annual sick pay entitlement;

vi)	maternity/paternity costs; and

vii)	any other cost arising directly from the contract of employment of the Transferring Former Supplier Employee and or Transferring Buyer Employee, 

as set out in paragraph 2 of Call Off Schedule 6 (TUPE Surcharge);





		"Other Pension Cost"

		

means:

a)    in respect of CSPS Eligible Employees those sums set out at Clauses 7.1.1 (annual administration charges covering core services), 7.1.5 (employer contributions), 7.1.7 (the ASLC) and 7.1.8 (flat charges applicable to the Partnership Pension Account) of the CSPS Admission Agreement;

b)    in respect of NHSPS Eligible Employees, the standard employer contribution rate applicable to NHS Pensions employers during the Contract Period and payable by the Supplier (but no other costs, contributions, charges or surcharges payable by the Supplier to or in respect of NHS Pensions or in respect of any NHS Premature Retirement Rights, unless otherwise agreed in writing by the Buyer);

c)    in respect of LGPS Eligible Employees, the standard employer contribution rate applicable to LGPS Eligible Employees during the Contract Period and payable by the Supplier such sums expressed and set out in the rates and adjustments certificate under regulation 62 of the LGPS Regulations (but no other costs, contributions, charges or surcharges payable by the Supplier to or in respect of the LGPS unless otherwise agreed in writing by the Authority) less any costs recoverable under paragraph 6 of Annex D3: LGPS of Part D Pensions of Schedule 2 Staff Transfer; and 

d)    such other pension contributions, charges or costs incurred by the Supplier which have been expressly agreed by the Buyer in writing to constitute “Other Pension Costs”



		"TUPE Count"

		means the total number of Transferring Former Supplier Employees and/or Transferring Buyer Employees identified in the Employee Liability  Information;



		"TUPE Risk Premium"

		means either the:

a)	Direct Award TUPE Risk Premium;

b)	Further Competition TUPE Risk Premium; or

c)	Fixed Fee TUPE Risk Premium,

as the context requires;



		"TUPE Risk Premium Average"

		means the average  calculated by dividing the Further Competition TUPE Risk Premium by the lower of either:

a)	Labour Count; or

b)	the TUPE Count.







1. [bookmark: _Ref498973662]OPTION 1 – DIRECT AWARD – TUPE RISK PREMIUM

1.1. The Direct Award TUPE Risk Premium shall be as set out in Annex 1 - Framework Schedule 3 (Framework Prices). 

1.2. The Direct Award TUPE Risk Premium shall apply for the Call Off Contract Period and no changes shall be permitted except as set out in paragraph 4 of this Schedule 6 (TUPE Surcharge).

2. [bookmark: _Ref498973674]OPTION 2 - FURTHER COMPETITION TUPE RISK PREMIUM

2.1. The Further Competition TUPE Risk Premium shall be priced for at Further Competition as set out in Annex 1 - Call Off Schedule 5 (Call-Off Pricing).

Where a Relevant Transfer takes place, or will take place, the Supplier shall, no later than 20 Working Days after the Relevant Transfer Date, submit to the Buyer:

notice that no adjustment is required and the Further Competition TUPE Risk Premium submitted at Call-Off Tender will be used. 

or

its updated calculation of the Further Competition TUPE Risk Premium together with a breakdown and supporting evidence as may be reasonably required for the Buyer to corroborate and assess the calculation of the Further Competition TUPE Risk Premium.



2.2. Further Competition TUPE Risk Premium, when Post Award Adjustment

[bookmark: _Ref498967978]The Supplier may request a Further Competition TUPE Risk Premium adjustment, and the Buyer may grant the request, if:

the Supplier can evidence any inaccuracies or omissions in the information in the following areas provided during the Further Competition: 

TUPE Count; 

any costs covered by of the  Further Competition TUPE Risk Premium; and/or

there are any other unknown costs arising directly from the contract of employment of the Transferring Former Supplier Employee and/or Transferring Buyer Employee, 

and where a full breakdown and supporting evidence is submitted in support of a request to adjust the Further Competition TUPE Risk Premium. 

receipt of the Suppliers calculation of the Further Competition TUPE Risk Premium and, if applicable, a request for a Further Competition TUPE Risk Premium adjustment, the Buyer shall either:

Notify the Supplier in writing of acceptance of the Further Competition TUPE Risk Premium and, if applicable, the Further Competition TUPE Risk Premium adjustment relating to the Relevant Transfer; 

Request further information/evidence; and/or

Request a meeting to discuss/clarify the evidence provided.

Where the Further Competition TUPE Risk Premium is agreed following the receipt of further information/evidence or following a meeting, the Buyer shall notify the Supplier in writing and confirm the Further Competition TUPE Risk Premium to apply. 

Where the Supplier requests a Further Competition TUPE Risk Premium adjustment and it is agreed by the Buyer, the Further Competition TUPE Risk Premium shall be adjusted accordingly.

In the event that the Parties are unable to agree either the Further Competition TUPE Risk Premium or, if applicable, the Further Competition TUPE Risk Premium adjustment the Parties shall follow the Dispute Resolution Procedure.

On agreement of the Further Competition TUPE Risk Premium the Further Competition TUPE Risk Premium Average shall be calculated and this will be used as the basis for the  annual  review of the Further Competition TUPE Risk Premium.

2.3. Annual Review of Further Competition TUPE Risk Premium

The Further Competition TUPE Risk Premium shall be reviewed by the Buyer at the commencement of each Contract Year.

[bookmark: _Ref498968032]The Supplier shall submit to the Buyer, no later than 20 Working Days prior to the beginning of each Contract Year, evidence of any change to the TUPE Count in the previous Contract Year or since it was last adjusted. 

Where the TUPE Count is less than the TUPE Count in the previous Contract Year, the Further Competition TUPE Risk Premium shall be adjusted using the following calculation:

Difference in TUPE Count (Previous Contract Year less current Contract Year) x TUPE Risk Premium Average.

The Buyer shall cease to be liable to pay the Further Competition TUPE Risk Premium Average in respect of a particular Transferring Former Supplier Employee or a Transferring Buyer Employee from the date upon which he ceases to be employed by the Supplier or engaged on this Contract (whichever occurs the earliest).

2.3.4.1 If an employee ceases to be employed part way through the year the TUPE Risk Premium Average allocated to that employee will be deducted on a pro rata basis.

On receipt of the Supplier’s calculation of the Further Competition TUPE Risk Premium submitted pursuant to paragraph 2.3.2 the Buyer shall either:

Notify the Supplier in writing of acceptance of the adjusted Further Competition TUPE Risk Premium; or 

Request further information/evidence; and/or

Request a meeting to discuss/clarify the evidence provided.

Where the adjustment to the Further Competition TUPE Risk Premium is agreed following the receipt of further information/evidence or following a meeting, the Buyer shall notify the Supplier in writing and confirm the Further Competition TUPE Risk Premium that will apply. 

In the event that the Supplier and the Buyer are unable to agree the adjustment to the Further Competition TUPE Risk Premium, they shall follow the Dispute Resolution Procedure.

The adjusted Further Competition TUPE Risk Premium shall be used as the benchmark in the subsequent annual review of the Further Competition TUPE Risk Premium.

Where the adjusted Further Competition TUPE Risk Premium is more than the Further Competition TUPE Risk Premium in the previous Contract Year, the Further Competition TUPE Risk Premium shall not be adjusted.

2.4. Right of Audit

The Buyer reserves the right to review and audit the calculation of the Further Competition TUPE Risk Premium at any time. 

Where an overpayment of the Further Competition TUPE Risk Premium is identified following a review and/or audit carried out or by any other means, the Supplier shall repay to the Buyer any over payment of the Further Competition TUPE Risk Premium within 20 Working Days of being notified or becoming aware of the overpayment.

3. [bookmark: _Ref498973681]OPTION 3 – FURTHER COMPETITION - FIXED FEE TUPE RISK PREMIUM

The Fixed Fee TUPE Risk Premium shall be priced for at Further Competition as set out in Annex 1 - Call Off Schedule 5 (Call-Off Pricing) and no further adjustments shall be permitted except as set out in paragraph 4 of this Schedule 6 (TUPE Surcharge).

4. EMPLOYER PENSIONS CONTRIBUTION CAP & OTHER PENSION COST

4.1. For all options detailed at paragraphs 1, 2 and 3 above the following shall apply.



4.1.1. Where any Annual Pension Cost would have included Employer Pension Contribution in excess of the 6% Employer Pension Contribution Cap or Other Pension Costs, the Supplier may request a pension adjustment to cover the additional cost. Such request for a pension adjustment to be must be submitted to the Buyer, no later than 20 Working Days after the end of the relevant Contract Year.

4.1.2. If the Supplier requests a pension adjustment in accordance with the provisions of paragraph 4.1.1. above to the TUPE Risk Premium they must provide sufficient evidence to the Buyer to justify the pension adjustment.

4.1.3. On receipt of the Supplier's calculation of the  pension adjustment the Buyer shall either:

Notify the Supplier in writing of acceptance of the  pension  adjustment; 

Request further information/evidence; and/or

Request a meeting to discuss/clarify the evidence provided.

4.1.4. Where the pension adjustment in Paragraph 4.1.1 is agreed following the receipt of further information/evidence or following a meeting, the Buyer shall notify the Supplier in writing. 

4.1.5. In the event that the Supplier and the Buyer are unable to agree the pension adjustment, they shall follow the Dispute Resolution Procedure. 

4.1.6. If paragraph 4.1.4 above applies, the excess amount calculated for the pension adjustment is not included in any calculation of the TUPE Risk Premium Average.

4.1.7. Any pension adjustment agreed by the Buyer over the Employer Pension Contribution Cap or in respect of Other Pension Cost shall be paid within timescales as agreed between Buyer and Supplier.

5. COST OF CHANGE

Option 1 - Direct Award TUPE Risk Premium. 

There shall be no Cost of Change.

Option 2 – Further Competition TUPE Risk Premium.

If the Supplier requests a post award adjustment they must provide sufficient evidence to the Buyer to justify the post award adjustment.

On receipt of the Suppliers calculation of the post award adjustment the Buyer shall either:

Notify the Supplier in writing of acceptance of the Cost of Change adjustments, or

Request further information/evidence; and/or

Request a meeting to discuss/clarify the evidence provided.

Option 3 – Further Competition Fixed Fee TUPE Risk Premium

There shall be no post award adjustment to Cost of Change.
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RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

WORKPLACE SERVICES CONTRACT

 (FM MARKETPLACE PHASE 2)

 REF: RM6089






CALL-OFF SCHEDULE 7 

KEY STAFF

1.1	The Order Form lists the key roles (“Key Roles”) and names of the persons who the Supplier shall appoint to fill those Key Roles at the Start Date. 

1.2	The Supplier shall ensure that the Key Staff fulfil the Key Roles at all times during the Contract Period.

1.3	The Buyer may identify any further roles as being Key Roles and, following agreement to the same by the Supplier, the relevant person selected to fill those Key Roles shall be included on the list of Key Staff.  

1.4	The Supplier shall not and shall procure that any Subcontractor shall not remove or replace any Key Staff unless:

1.4.1	requested to do so by the Buyer or the Buyer Approves such removal or replacement (not to be unreasonably withheld or delayed);

1.4.2	the person concerned resigns, retires or dies or is on maternity or long-term sick leave; or

1.4.3	the person’s employment or contractual arrangement with the Supplier or Subcontractor is terminated for material breach of contract by the employee.

1.5	The Supplier shall:

1.5.1	notify the Buyer promptly of the absence of any Key Staff (other than for short-term sickness or holidays of two (2) weeks or less, in which case the Supplier shall ensure appropriate temporary cover for that Key Role); 

1.5.2	ensure that any Key Role is not vacant for any longer than ten (10) Working Days; 

1.5.3	give as much notice as is reasonably practicable of its intention to remove or replace any member of Key Staff and, except in the cases of death, unexpected ill health or a material breach of the Key Staff’s employment contract, this will mean at least three (3) Months’ notice;

1.5.4	ensure that all arrangements for planned changes in Key Staff provide adequate periods during which incoming and outgoing staff work together to transfer responsibilities and ensure that such change does not have an adverse impact on the provision of the Deliverables; and

1.5.5	ensure that any replacement for a Key Role has a level of qualifications and experience appropriate to the relevant Key Role and is fully competent to carry out the tasks assigned to the Key Staff whom he or she has replaced.

[bookmark: LASTCURSORPOSITION]1.6	The Buyer may require the Supplier to remove or procure that any Subcontractor shall remove any Key Staff that the Buyer considers in any respect unsatisfactory. The Buyer shall not be liable for the cost of replacing any Key Staff.
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RADIOACTIVE WASTE MANAGEMENT

AND

                    MITIE LIMITED

WORKPLACE SERVICES CONTRACT

     (FM MARKETPLACE PHASE 2)

REF: RM6089






[bookmark: _Toc414636351]CALL-OFF SCHEDULE 8

BUSINESS CONTINUITY AND DISASTER RECOVERY

[bookmark: _Ref72255205]BCDR PLAN

[bookmark: _Ref490032444]The Buyer and the Supplier recognise that, where specified in Schedule 4 (Framework Management), CCS shall have the right to enforce the Buyer's rights under this Schedule.

[bookmark: _GoBack]Prior to the Start Date the Supplier shall prepare and deliver to the Buyer for the Buyer’s written approval a plan, which shall detail the processes and arrangements that the Supplier shall follow to:

ensure continuity of the business processes and operations supported by the Services following any failure or disruption of any element of the Deliverables; and

the recovery of the Deliverables in the event of a Disaster ("BCDR Plan").

The BCDR Plan shall be divided into three sections:

[bookmark: _Hlt365641371][bookmark: _Ref365641163][bookmark: _Ref144353370]Section 1 which shall set out general principles applicable to the BCDR Plan; 

[bookmark: _Hlt365902512][bookmark: _Ref144353343]Section 2 which shall relate to business continuity (the "Business Continuity Plan"); and

[bookmark: _Hlt365641393][bookmark: _Ref144353357][bookmark: _Ref65989073]Section 3 which shall relate to disaster recovery (the "Disaster Recovery Plan").

[bookmark: _Ref365641451][bookmark: _Ref491100935]Following receipt of the draft BCDR Plan from the Supplier, the Parties shall use reasonable endeavours to agree the contents of the BCDR Plan. If the Parties are unable to agree the contents of the BCDR Plan within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure.

[bookmark: _Ref127783136][bookmark: _Ref54102610]Section 1 OF THE BCDR PLAN - GENERAL PRINCIPLES 

Section 1 of the BCDR Plan shall:

set out how the business continuity and disaster recovery elements of the BCDR Plan link to each other;

provide details of how the invocation of any element of the BCDR Plan may impact upon the provision of the Deliverables and any goods and/or services provided to the Buyer by a Related Supplier;

contain an obligation upon the Supplier to liaise with the Buyer and any Related Suppliers with respect to business continuity and disaster recovery;

detail how the BCDR Plan interoperates with any overarching disaster recovery or business continuity plan of the Buyer and any of its other Related Supplier in each case as notified to the Supplier by the Buyer from time to time;

contain a communication strategy including details of an incident and problem management service and advice and help desk facility which can be accessed via multiple channels;

contain a risk analysis, including:

failure or disruption scenarios and assessments of likely frequency of occurrence;

identification of any single points of failure within the provision of Deliverables and processes for managing those risks;

identification of risks arising from the interaction of the provision of Deliverables with the goods and/or services provided by a Related Supplier; and

a business impact analysis of different anticipated failures or disruptions;

provide for documentation of processes, including business processes, and procedures;

set out key contact details for the Supplier (and any Subcontractors) and for the Buyer;

identify the procedures for reverting to "normal service";

set out method(s) of recovering or updating data collected (or which ought to have been collected) during a failure or disruption to minimise data loss;

identify the responsibilities (if any) that the Buyer has agreed it will assume in the event of the invocation of the BCDR Plan; and

provide for the provision of technical assistance to key contacts at the Buyer as required by the Buyer to inform decisions in support of the Buyer’s business continuity plans.

The BCDR Plan shall be designed so as to ensure that:

the Deliverables are provided in accordance with this Contract at all times during and after the invocation of the BCDR Plan;

the adverse impact of any Disaster is minimised as far as reasonably possible; 

it complies with the relevant provisions of ISO/IEC 27002; ISO22301/ISO22313   and all other industry standards from time to time in force; and

it details a process for the management of disaster recovery testing.

The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes to the Deliverables and the business operations supported by the provision of Deliverables.

The Supplier shall not be entitled to any relief from its obligations under the KPIs or to any increase in the Charges to the extent that a Disaster occurs as a consequence of any breach by the Supplier of this Contract.

[bookmark: _Ref490231905]Section 2 OF THE BCDR PLAN - BUSINESS CONTINUITY 

[bookmark: _Ref54104278]The Business Continuity Plan shall set out the arrangements that are to be invoked to ensure that the business processes facilitated by the provision of Deliverables remain supported and to ensure continuity of the business operations supported by the Services including:

the alternative processes, options and responsibilities that may be adopted in the event of a failure in or disruption to the provision of Deliverables; and

the steps to be taken by the Supplier upon resumption of the provision of Deliverables in order to address the effect of the failure or disruption.

The Business Continuity Plan shall:

address the various possible levels of failures or disruptions to the provision of Deliverables;

[bookmark: _Hlt365641390][bookmark: _Ref365641209]set out the goods and/or services to be provided and the steps to be taken to remedy the different levels of failures of and disruption to the Deliverables;

specify any applicable KPIs with respect to the provision of the Business Continuity Services and details of any agreed relaxation to the KPIs in respect of the provision of other Deliverables during any period of invocation of the Business Continuity Plan; and

set out the circumstances in which the Business Continuity Plan is invoked.

[bookmark: _Ref127783143][bookmark: _Ref490231913]Section 3 OF THE BCDR PLAN - DISASTER RECOVERY 

[bookmark: _Ref139426394]The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a Disaster) shall be designed to ensure that upon the occurrence of a Disaster the Supplier ensures continuity of the business operations of the Buyer supported by the Services following any Disaster or during any period of service failure or disruption with, as far as reasonably possible, minimal adverse impact.

The Supplier's BCDR Plan shall include an approach to business continuity and disaster recovery that addresses the following:

loss of access to the Buyer Premises;

loss of utilities to the Buyer Premises;

loss of the Supplier's helpdesk or CAFM system;

loss of a Subcontractor;

emergency notification and escalation process;

contact lists;

staff training and awareness;

BCDR Plan testing; 

post implementation review process; 

any applicable KPI with respect to the provision of the disaster recovery services and details of any agreed relaxation to the KPIs in respect of the provision of other Deliverables during any period of invocation of the Disaster Recovery Plan;

details of how the Supplier shall ensure compliance with security standards ensuring that compliance is maintained for any period during which the Disaster Recovery Plan is invoked;

access controls to any disaster recovery sites used by the Supplier in relation to its obligations pursuant to this Schedule; and

testing and management arrangements.

[bookmark: _Ref76273541]REVIEW AND AMENDMENT OF THE BCDR PLAN

[bookmark: _Ref71085729]The Supplier shall review the BCDR Plan:

[bookmark: _Ref72315121]on a regular basis and as a minimum once every three (3) Months;

[bookmark: _Ref72315138]within three (3) calendar Months of the BCDR Plan (or any part) having been invoked pursuant to Paragraph 7; and

[bookmark: _Ref127783211]where the Buyer requests in writing any additional reviews (over and above those provided for in Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon the Supplier shall conduct such reviews in accordance with the Buyer’s written requirements. Prior to starting its review, the Supplier shall provide an accurate written estimate of the total costs payable by the Buyer for the Buyer’s approval.  The costs of both Parties of any such additional reviews shall be met by the Buyer except that the Supplier shall not be entitled to charge the Buyer for any costs that it may incur above any estimate without the Buyer’s prior written approval. 

[bookmark: _Hlt365641256][bookmark: _Hlt365641397][bookmark: _Ref365641241][bookmark: _Ref71562248]Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability having regard to any change to the Deliverables or any underlying business processes and operations facilitated by or supported by the Services which have taken place since the later of the original approval of the BCDR Plan or the last review of the BCDR Plan, and shall also have regard to any occurrence of any event since that date (or the likelihood of any such event taking place in the foreseeable future) which may increase the likelihood of the need to invoke the BCDR Plan. The review shall be completed by the Supplier within such period as the Buyer shall reasonably require.  

[bookmark: _Hlt365641401][bookmark: _Ref365641249]The Supplier shall, within twenty (20) Working Days of the conclusion of each such review of the BCDR Plan, provide to the Buyer a report (a "Review Report") setting out the Supplier's proposals (the "Supplier's Proposals") for addressing any changes in the risk profile and its proposals for amendments to the BCDR Plan.

[bookmark: _Ref365641604][bookmark: _Ref491101095]Following receipt of the Review Report and the Supplier’s Proposals, the Parties shall use reasonable endeavours to agree the Review Report and the Supplier's Proposals. If the Parties are unable to agree Review Report and the Supplier's Proposals within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure. 

The Supplier shall as soon as is reasonably practicable after receiving the approval of the Supplier's Proposals effect any change in its practices or procedures necessary so as to give effect to the Supplier's Proposals. Any such change shall be at the Supplier’s expense unless it can be reasonably shown that the changes are required because of a material change to the risk profile of the Deliverables.

[bookmark: _Ref67461440][bookmark: _Ref490232604][bookmark: _Toc65568226][bookmark: _Toc65584446][bookmark: _Toc65656963][bookmark: _Ref65668317][bookmark: _Ref65668424][bookmark: _Toc65984317][bookmark: _Ref65990049][bookmark: _Ref66094954][bookmark: _Ref66165746][bookmark: _Ref66169873][bookmark: _Toc66261921]TESTING OF THE BCDR PLAN

[bookmark: _Ref52105329][bookmark: _Toc139080397]The Supplier shall test the BCDR Plan: 

regularly and in any event not less than once in every Contract Year;

in the event of any major reconfiguration of the Deliverables

at any time where the Buyer considers it necessary (acting in its sole discretion).  

[bookmark: _Ref63738703][bookmark: _Toc139080398]If the Buyer requires an additional test of the BCDR Plan, it shall give the Supplier written notice and the Supplier shall conduct the test in accordance with the Buyer’s requirements and the relevant provisions of the BCDR Plan.  The Supplier's costs of the additional test shall be borne by the Buyer unless the BCDR Plan fails the additional test in which case the Supplier's costs of that failed test shall be borne by the Supplier.

The Supplier shall undertake and manage testing of the BCDR Plan in full consultation with and under the supervision of the Buyer and shall liaise with the Buyer in respect of the planning, performance, and review, of each test, and shall comply with the reasonable requirements of the Buyer. 

The Supplier shall ensure that any use by it or any Subcontractor of "live" data in such testing is first approved with the Buyer. Copies of live test data used in any such testing shall be (if so required by the Buyer) destroyed or returned to the Buyer on completion of the test.

The Supplier shall, within twenty (20) Working Days of the conclusion of each test, provide to the Buyer a report setting out:

the outcome of the test;

any failures in the BCDR Plan (including the BCDR Plan's procedures) revealed by the test; and

the Supplier's proposals for remedying any such failures.

[bookmark: _Ref71563056]Following each test, the Supplier shall take all measures requested by the Buyer to remedy any failures in the BCDR Plan and such remedial activity and re-testing shall be completed by the Supplier, at its own cost, by the date reasonably required by the Buyer.

[bookmark: _Ref71085594]INVOCATION OF THE BCDR PLAN

In the event of a complete loss of service or in the event of a Disaster, the Supplier shall immediately invoke the BCDR Plan (and shall inform the Buyer promptly of such invocation). In all other instances the Supplier shall invoke or test the BCDR Plan only with the prior consent of the Buyer.

FORCE MAJEURE 

The Supplier will not be entitled to rely on the Force Majeure provisions, if the Supplier would not have been impacted by the Force Majeure event had it complied with the Business Continuity Schedule.
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CALL-OFF SCHEDULE 9: 

SECURITY 

PART A: SHORT FORM SECURITY REQUIREMENTS (applicable to Lot 1a, 1b and 2c)

INTRODUCTION

This Part A: Short Form Security Requirements is applicable to Lots 1 and 2C only, however Buyers under Lot 1a and Lot 1b may opt to incorporate Part B: Long Form Security Requirements at Call Off.

The Buyer and the Supplier recognise that, where specified in Framework Schedule 4 (Framework Management), CCS shall have the right to enforce the Buyer's rights under this Schedule.

The Supplier shall comply with the Security Policy and the requirements in this Schedule including the Security Management Plan and shall ensure that the Security Management Plan produced by the Supplier fully complies with the Security Policy. 

The Buyer shall notify the Supplier of any changes or proposed changes to the Security Policy.

If the Supplier believes that a change or proposed change to the Security Policy will have a material and unavoidable cost implication to the provision of the Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier must support its request by providing evidence of the cause of any increased costs and the steps that it has taken to mitigate those costs.  Any change to the Charges shall be subject to the Variation Procedure.

Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the Variation Procedure the Supplier shall continue to provide the Deliverables in accordance with its existing obligations.

[bookmark: _Toc348712389][bookmark: _Ref378078920]PRINCIPLES OF SECURITY

The Supplier acknowledges that the Buyer places great emphasis on the reliability of the performance of the Deliverables, confidentiality, integrity and availability of information and consequently on security.

[bookmark: _Ref378071134]The Supplier shall be responsible for the effective performance of its security obligations and shall at all times provide a level of security which:

is in accordance with the Law and this Contract; 

as a minimum demonstrates Good Industry Practice;

meets any specific security threats of immediate relevance to the Deliverables and/or the Government Data; and

complies with the Security Policy and the ICT Policy.

The references to standards, guidance and policies contained or set out in Paragraph 3.2 shall be deemed to be references to such items as developed and updated and to any successor to or replacement for such standards, guidance and policies, as notified to the Supplier from time to time.

In the event of any inconsistency in the provisions of the above standards, guidance and policies, the Supplier should notify the Buyer's Representative of such inconsistency immediately upon becoming aware of the same, and the Buyer's Representative shall, as soon as practicable, advise the Supplier which provision the Supplier shall be required to comply with.



[bookmark: _Ref311745599][bookmark: _Toc348712398]SECURITY MANAGEMENT PLAN

[bookmark: _Toc348712399][bookmark: _Ref490128894]Introduction

[bookmark: _Toc348712400]The Supplier shall develop and maintain a Security Management Plan in accordance with this Schedule. The Supplier shall thereafter comply with its obligations set out in the Security Management Plan.

[bookmark: _Ref321324153][bookmark: _Toc348712407]Content of the Security Management Plan

[bookmark: _Toc348712408]The Security Management Plan shall:

comply with the principles of security set out in Paragraph 23 and any other provisions of this Contract relevant to security;

identify the necessary delegated organisational roles for those responsible for ensuring it is complied with by the Supplier;

detail the process for managing any security risks from Subcontractors and third parties authorised by the Buyer with access to the Deliverables, processes associated with the provision of the Deliverables, the Buyer Premises, the Sites and any ICT, Information and data (including the Buyer’s Confidential Information and the Government Data) and any system that could directly or indirectly have an impact on that Information, data and/or the Deliverables;

be developed to protect all aspects of the Deliverables and all processes associated with the provision of the Deliverables, including the Buyer Premises, the Sites, and any ICT, Information and data (including the Buyer’s Confidential Information and the Government Data) to the extent used by the Buyer or the Supplier in connection with this Contract or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Deliverables;

set out the security measures to be implemented and maintained by the Supplier in relation to all aspects of the Deliverables and all processes associated with the provision of the Goods and/or Services and shall at all times comply with and specify security measures and procedures which are sufficient to ensure that the Deliverables comply with the provisions of this Contract;

[bookmark: _Toc348712409]set out the plans for transitioning all security arrangements and responsibilities for the Supplier to meet the full obligations of the security requirements set out in this Contract and the Security Policy; and

[bookmark: _Toc348712410]be written in plain English in language which is readily comprehensible to the staff of the Supplier and the Buyer engaged in the provision of the Deliverables and shall only reference documents which are in the possession of the Parties or whose location is otherwise specified in this Schedule.

[bookmark: _Toc348712404][bookmark: _Ref349210623]Development of the Security Management Plan

[bookmark: _Ref378082723][bookmark: _Toc348712405][bookmark: _Ref378077588]Within twenty (20) Working Days after the Start Date and in accordance with Paragraph 3.4, the Supplier shall prepare and deliver to the Buyer for Approval a fully complete and up to date Security Management Plan which will be based on the draft Security Management Plan. 

[bookmark: _Ref378081114][bookmark: _Toc348712406][bookmark: _Ref349211056][bookmark: _Ref349211087]If the Security Management Plan submitted to the Buyer in accordance with Paragraph 3.3.1, or any subsequent revision to it in accordance with Paragraph 3.4, is Approved it will be adopted immediately and will replace the previous version of the Security Management Plan and thereafter operated and maintained in accordance with this Schedule.  If the Security Management Plan is not Approved, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and re-submit to the Buyer for Approval.  The Parties will use all reasonable endeavours to ensure that the approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days from the date of its first submission to the Buyer.  If the Buyer does not approve the Security Management Plan following its resubmission, the matter will be resolved in accordance with the Dispute Resolution Procedure. 

[bookmark: _Ref378081122]The Buyer shall not unreasonably withhold or delay its decision to Approve or not the Security Management Plan pursuant to Paragraph 3.3.2.  However a refusal by the Buyer to Approve the Security Management Plan on the grounds that it does not comply with the requirements set out in Paragraph 3.2 shall be deemed to be reasonable.

Approval by the Buyer of the Security Management Plan pursuant to Paragraph 3.3.2 or of any change to the Security Management Plan in accordance with Paragraph 3.4 shall not relieve the Supplier of its obligations under this Schedule. 

[bookmark: _Ref321324115][bookmark: _Toc348712411]Amendment and Revision of the Security Management Plan

[bookmark: _Toc348712412][bookmark: _Ref378081351]The Security Management Plan shall be fully reviewed and updated by the Supplier at least annually to reflect:

emerging changes in Good Industry Practice;

any change or proposed change to the Deliverables and/or associated processes; 

any change to the Security Policy; 

any new perceived or changed security threats; and

any reasonable change in requirements requested by the Buyer.

[bookmark: _Toc348712413]The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably practicable after their completion and amendment of the Security Management Plan at no additional cost to the Buyer. The results of the review shall include, without limitation:

suggested improvements to the effectiveness of the Security Management Plan;

updates to the risk assessments; and

suggested improvements in measuring the effectiveness of controls.

[bookmark: _Toc348712415]Subject to Paragraph 3.4.4, any change or amendment which the Supplier proposes to make to the Security Management Plan (as a result of a review carried out in accordance with Paragraph 3.4.1, a request by the Buyer or otherwise) shall be subject to the Variation Procedure.

[bookmark: _Ref378082914]The Buyer may, acting reasonably, Approve and require changes or amendments to the Security Management Plan to be implemented on timescales faster than set out in the Variation Procedure but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be subject to the Variation Procedure for the purposes of formalising and documenting the relevant change or amendment.

[bookmark: _Toc348712416]BREACH OF SECURITY

[bookmark: _Ref321324276][bookmark: _Toc348712417]Either Party shall notify the other in accordance with the agreed security incident management process (as detailed in the Security Management Plan) upon becoming aware of any Breach of Security or any potential or attempted Breach of Security.

[bookmark: _Toc348712418]Without prejudice to the security incident management process, upon becoming aware of any of the circumstances referred to in Paragraph 4.1, the Supplier shall:

[bookmark: _Toc348712419]immediately take all reasonable steps (which shall include any action or changes reasonably required by the Buyer) necessary to:

minimise the extent of actual or potential harm caused by any Breach of Security;

remedy such Breach of Security to the extent possible and protect the integrity of the Buyer and the provision of the Goods and/or Services to the extent within its control against any such Breach of Security or attempted Breach of Security; 

prevent an equivalent breach in the future exploiting the same cause failure; and

as soon as reasonably practicable provide to the Buyer, where the Buyer so requests, full details (using the reporting mechanism defined by the Security Management Plan) of the Breach of Security or attempted Breach of Security, including a cause analysis where required by the Buyer.

In the event that any action is taken in response to a Breach of Security or potential or attempted Breach of Security that demonstrates non-compliance of the Security Management Plan with the Security policy or the requirements of this Schedule, then any required change to the Security Management Plan shall be at no cost to the Buyer. 

 




PART B: LONG FORM SECURITY REQUIREMENTS - Applicable to this Call-Off Contract

1. [bookmark: _Toc379795828][bookmark: _Toc379796024][bookmark: _Toc379805388][bookmark: _Toc379807182]DEFINITIONS

In this Schedule the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		"Breach of Security"

		means the occurrence of:

any unauthorised access to or use of the Goods and/or Deliverables, the Sites and/or any Information and Communication Technology ("ICT"), information or data (including the Confidential Information and the Government Data) used by the Buyer and/or the Supplier in connection with this Contract; and/or

the loss and/or unauthorised disclosure of any information or data (including the Confidential Information and the Government Data), including any copies of such information or data, used by the Buyer and/or the Supplier in connection with this Contract,

in either case as more particularly set out in the security requirements in the Security Policy;



		"ISMS"

		the information security management system and process developed by the Supplier in accordance with Paragraph 3 (ISMS) as updated from time to time in accordance with this Schedule; and



		"Security Tests"

		tests to validate the ISMS and security of all relevant processes, systems, incident response plans, patches to vulnerabilities and mitigations to Breaches of Security.





[bookmark: _Ref490128572][bookmark: _Ref350283308]INTRODUCTION

The Buyer and the Supplier recognise that, where specified in Framework Schedule 4 (Framework Management), CCS shall have the right to enforce the Buyer's rights under this Schedule.

The Parties acknowledge that the purpose of the ISMS and Security Management Plan are to ensure a good organisational approach to security under which the specific requirements of this Contract will be met.

The Parties shall each appoint a security representative to be responsible for Security.  The initial security representatives of the Parties are:

[bookmark: _Ref378000433]RWM – Lee Caines - Radioactive Waste Management, Building 329, Thompson Avenue, Harwell Oxford, Didcot, OX11 0RA, T: 01925 802410, M: 07510500463

[bookmark: _Ref378000441] Mitie - Rachel Webb - Solutions Director - Level 12, The Shard, 32 London Bridge Street, London SE1 9SG. M: 0734 107 3380

The Buyer shall clearly articulate its high level security requirements so that the Supplier can ensure that the ISMS, security related activities and any mitigations are driven by these fundamental needs.

Both Parties shall provide a reasonable level of access to any members of their staff for the purposes of designing, implementing and managing security.

The Supplier shall use as a minimum Good Industry Practice in the day to day operation of any system holding, transferring or processing Government Data and any system that could directly or indirectly have an impact on that information, and shall ensure that Government Data remains under the effective control of the Supplier at all times.

The Supplier shall ensure the up-to-date maintenance of a security policy relating to the operation of its own organisation and systems and on request shall supply this document as soon as practicable to the Buyer. 

The Buyer and the Supplier acknowledge that information security risks are shared between the Parties and that a compromise of either the Supplier or the Buyer’s security provisions represents an unacceptable risk to the Buyer requiring immediate communication and co-operation between the Parties.

[bookmark: _Ref378241335]ISMS

[bookmark: _Ref365640440]The Supplier shall develop and submit to the Buyer for the Buyer’s Approval, within twenty (20) Working Days after the Start Date, an ISMS for the purposes of this Contract and shall comply with the requirements of Paragraphs 3.3 to 3.5.

The Supplier acknowledges that the Buyer places great emphasis on the reliability of the performance of the Deliverables, confidentiality, integrity and availability of information and consequently on the security provided by the ISMS and that the Supplier shall be responsible for the effective performance of the ISMS.

[bookmark: _Ref365640311]The ISMS shall:

unless otherwise specified by the Buyer in writing, be developed to protect all aspects of the Deliverables and all processes associated with the provision of the Deliverables, including the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any ICT, information and data (including the Buyer’s Confidential Information and the Government Data) to the extent used by the Buyer or the Supplier in connection with this Contract; 

meet the relevant standards in Cyber Essentials Plus and Cyber Essentials Plus in accordance with Paragraph 7;

at all times provide a level of security which:

is in accordance with the Law and this Contract;

complies with the Baseline Security Requirements;

as a minimum demonstrates Good Industry Practice;

complies with the Security Policy and the ICT Policy;

complies with at least the minimum set of security measures and standards as determined by the Security Policy Framework (Tiers 1-4)	 https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710816/HMG-Security-Policy-Framework-v1.1.doc.pdf; 

takes account of guidance issued by the Centre for Protection of National Infrastructure https://www.cpni.gov.uk/

complies with HMG Information Assurance Maturity Model and Assurance Framework: https://www.ncsc.gov.uk/information/hmg-ia-maturity-model-iamm  

meets any specific security threats of immediate relevance to the ISMS, the Deliverables and/or Government Data;

addresses issues of incompatibility with the Supplier’s own organisational security policies; and

complies with Cyber Essentials Plus and Cyber Essentials Plus in accordance with Paragraph 7;

document the security incident management processes and incident response plans;

[bookmark: _Ref380767831]document the vulnerability management policy including processes for identification of system vulnerabilities and assessment of the potential impact on the Deliverables of any new threat, vulnerability or exploitation technique of which the Supplier becomes aware, prioritisation of security patches, testing of security patches, application of security patches, a process for Buyer approvals of exceptions, and the reporting and audit mechanism detailing the efficacy of the patching policy; and

be certified by (or by a person with the direct delegated authority of) a Supplier’s main board representative, being the "Chief Security Officer", "Chief Information Officer", "Chief Technical Officer" or "Chief Financial Officer" (or equivalent as agreed in writing by the Buyer in advance of issue of the relevant Security Management Plan).

Subject to Paragraph 2 the references to Standards, guidance and policies contained or set out in Paragraph 3.3 shall be deemed to be references to such items as developed and updated and to any successor to or replacement for such standards, guidance and policies, as notified to the Supplier from time to time.

[bookmark: _Ref365640316]In the event that the Supplier becomes aware of any inconsistency in the provisions of the standards, guidance and policies set out in Paragraph 3.3, the Supplier shall immediately notify the Buyer Representative of such inconsistency and the Buyer Representative shall, as soon as practicable, notify the Supplier as to which provision the Supplier shall comply with.

[bookmark: _Ref365640480]If the ISMS submitted to the Buyer pursuant to Paragraph 3.1 is Approved by the Buyer, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this Schedule. If the ISMS is not Approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and re-submit it to the Buyer for Approval. The Parties shall use all reasonable endeavours to ensure that the Approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days from the date of the first submission of the ISMS to the Buyer. If the Buyer does not Approve the ISMS following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure.  No Approval to be given by the Buyer pursuant to this Paragraph 3 may be unreasonably withheld or delayed. However any failure to approve the ISMS on the grounds that it does not comply with any of the requirements set out in Paragraphs 3.3 to 3.5 shall be deemed to be reasonable.

Approval by the Buyer of the ISMS pursuant to Paragraph 3.6 or of any change to the ISMS shall not relieve the Supplier of its obligations under this Schedule.

[bookmark: _Ref365637318]SECURITY MANAGEMENT PLAN

[bookmark: _Hlt365637335][bookmark: _Ref492662840]Within twenty (20) Working Days after the Start Date, the Supplier shall prepare and submit to the Buyer for Approval in accordance with Paragraph 4 fully developed, complete and up-to-date Security Management Plan which shall comply with the requirements of Paragraph 4.2. 

[bookmark: _Ref365640662]The Security Management Plan shall:

be based on the initial Security Management Plan set out in Annex 2 (Security Management Plan);

comply with the baseline security requirements and Security Policy;

identify the necessary delegated organisational roles defined for those responsible for ensuring this Schedule is complied with by the Supplier;

detail the process for managing any security risks from Subcontractors and third parties authorised by the Buyer with access to the Goods and/or Services, processes associated with the delivery of the Goods and/or Services, the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any ICT, Information and data (including the Buyer’s Confidential Information and the Government Data) and any system that could directly or indirectly have an impact on that information, data and/or the Deliverables;

unless otherwise specified by the Buyer in writing, be developed to protect all aspects of the Deliverables and all processes associated with the delivery of the Deliverables, including the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any ICT, Information and data (including the Buyer’s Confidential Information and the Government Data) to the extent used by the Buyer or the Supplier in connection with this Contract or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Deliverables;

set out the security measures to be implemented and maintained by the Supplier in relation to all aspects of the Deliverables and all processes associated with the delivery of the Deliverables and at all times comply with and specify security measures and procedures which are sufficient to ensure that the Deliverables comply with the provisions of this Schedule (including the requirements set out in Paragraph 3.3);

demonstrate that the Supplier’s approach to delivery of the Deliverables has minimised the Buyer and Supplier effort required to comply with this Schedule through consideration of available, appropriate and practicable pan-government accredited services (for example, ‘platform as a service’ offering from the G-Cloud catalogue);

set out the plans for transitioning all security arrangements and responsibilities from those in place at the Start Date to those incorporated in the ISMS within the timeframe agreed between the Parties;

set out the scope of the Buyer System that is under the control of the Supplier;

be structured in accordance with ISO/IEC27001 and ISO/IEC27002, cross-referencing if necessary to other Schedules which cover specific areas included within those standards; and

be written in plain English in language which is readily comprehensible to the staff of the Supplier and the Buyer engaged in the Deliverables and shall reference only documents which are in the possession of the Parties or whose location is otherwise specified in this Schedule.

[bookmark: _Ref365640496]If the Security Management Plan submitted to the Buyer pursuant to Paragraph 4.1 is Approved by the Buyer, it shall be adopted by the Supplier immediately and thereafter operated and maintained in accordance with this Schedule. If the Security Management Plan is not approved by the Buyer, the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer and re-submit it to the Buyer for Approval. The Parties shall use all reasonable endeavours to ensure that the Approval process takes as little time as possible and in any event no longer than fifteen (15) Working Days from the date of the first submission to the Buyer of the Security Management Plan. If the Buyer does not Approve the Security Management Plan following its resubmission, the matter shall be resolved in accordance with the Dispute Resolution Procedure. No Approval to be given by the Buyer pursuant to this Paragraph may be unreasonably withheld or delayed. However any failure to approve the Security Management Plan on the grounds that it does not comply with the requirements set out in Paragraph 4.2 shall be deemed to be reasonable.

Approval by the Buyer of the Security Management Plan pursuant to Paragraph 4.3 or of any change or amendment to the Security Management Plan shall not relieve the Supplier of its obligations under this Schedule.

[bookmark: _Ref127964064][bookmark: _Ref350283413]AMENDMENT AND REVISION OF THE ISMS AND SECURITY MANAGEMENT PLAN

[bookmark: _Ref365640750]The ISMS and Security Management Plan shall be fully reviewed and updated by the Supplier and at least annually to reflect:

emerging changes in Good Industry Practice;

any change or proposed change to the Supplier System, the Deliverables and/or associated processes; 

any new perceived or changed security threats; 

any changes to the Security Policy;

any new perceived or changed security threats; and

any reasonable change in requirement requested by the Buyer.

[bookmark: _Ref124762233]The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably practicable after their completion and amend the ISMS and Security Management Plan at no additional cost to the Buyer.  The results of the review shall include, without limitation: 

suggested improvements to the effectiveness of the ISMS;

updates to the risk assessments;

proposed modifications to the procedures and controls that affect information security to respond to events that may impact on the ISMS; and

suggested improvements in measuring the effectiveness of controls.

[bookmark: _Ref127683148]Subject to Paragraph 5.4, any change which the Supplier proposes to make to the ISMS or Security Management Plan (as a result of a review carried out pursuant to Paragraph 5.1, a Buyer request, a change to Annex 1 (Baseline Security Requirements) or otherwise shall be subject to the Variation Procedure and shall not be implemented until Approved in writing by the Buyer.

[bookmark: _Ref365640691]The Buyer may, acting reasonably, Approve and require changes or amendments to the ISMS or Security Management Plan to be implemented on timescales faster than set out in the Variation Procedure but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be subject to the Variation Procedure for the purposes of formalising and documenting the relevant change or amendment.

[bookmark: _Ref127683363]SECURITY TESTING 

[bookmark: _Ref127682806]The Supplier shall conduct Security Tests from time to time (and at least annually across the scope of the ISMS) and additionally after any change or amendment to the ISMS (including security incident management processes and incident response plans) or the Security Management Plan.  Security Tests shall be designed and implemented by the Supplier so as to minimise the impact on the delivery of the Deliverables and the date, timing, content and conduct of such Security Tests shall be agreed in advance with the Buyer.  Subject to compliance by the Supplier with the foregoing requirements, if any Security Tests adversely affect the Supplier’s ability to deliver the Deliverables so as to meet the KPIs, the Supplier shall be granted relief against any resultant under-performance for the period of the Security Tests.

[bookmark: _Ref127682959]The Buyer shall be entitled to send a representative to witness the conduct of the Security Tests. The Supplier shall provide the Buyer with the results of such Security Tests (in a form approved by the Buyer in advance) as soon as practicable after completion of each Security Test.

[bookmark: _Ref127682975]Without prejudice to any other right of audit or access granted to the Buyer pursuant to this Contract, the Buyer and/or its authorised representatives shall be entitled, at any time upon giving reasonable notice to the Supplier, to carry out such tests (including penetration tests) as it may deem necessary in relation to the ISMS and the Supplier's compliance with the ISMS and the Security Management Plan. The Buyer may notify the Supplier of the results of such tests after completion of each such test.  If any such Buyer’s test adversely affects the Supplier’s ability to deliver the Deliverables so as to meet the KPIs, the Supplier shall be granted relief against any resultant under-performance for the period of the Buyer’s test.

[bookmark: _Ref128195074]Where any Security Test carried out pursuant to Paragraphs 6.2 or 6.3 reveals any actual or potential Breach of Security or weaknesses (including un-patched vulnerabilities, poor configuration and/or incorrect system management), the Supplier shall promptly notify the Buyer of any changes to the ISMS and to the Security Management Plan (and the implementation thereof) which the Supplier proposes to make in order to correct such failure or weakness. Subject to the Buyer's prior written Approval, the Supplier shall implement such changes to the ISMS and the Security Management Plan and repeat the relevant Security Tests in accordance with the timetable agreed with the Buyer or, otherwise, as soon as reasonably possible.  For the avoidance of doubt, where the change to the ISMS or Security Management Plan is to address a non-compliance with the Security Policy or security requirements (as set out in Annex 1 (Baseline Security Requirements) to this Schedule) or the requirements of this Schedule, the change to the ISMS or Security Management Plan shall be at no cost to the Buyer.

If any repeat Security Test carried out pursuant to Paragraph 6.4 reveals an actual or potential Breach of Security exploiting the same root cause failure, such circumstance shall constitute a material Default of this Contract. 

[bookmark: _Ref124755735][bookmark: _Ref378239756][bookmark: _Ref380750303]isms COMPLIANCE 

The Buyer shall be entitled to carry out such security audits as it may reasonably deem necessary in order to ensure that the ISMS maintains compliance with the principles and practices of Cyber Essentials Plus and/or the Security Policy.

[bookmark: _Ref138742549]If, on the basis of evidence provided by such security audits, it is the Buyer's reasonable opinion that compliance with the principles and practices of Cyber Essentials Plus and/or the Security Policy are not being achieved by the Supplier, then the Buyer shall notify the Supplier of the same and give the Supplier a reasonable time (having regard to the extent and criticality of any non-compliance and any other relevant circumstances) to implement and remedy.  If the Supplier does not become compliant within the required time then the Buyer shall have the right to obtain an independent audit against these standards in whole or in part.

If, as a result of any such independent audit as described in Paragraph the Supplier is found to be non-compliant with the principles and practices of Cyber Essentials Plus and/or the Security Policy then the Supplier shall, at its own expense, undertake those actions required in order to achieve the necessary compliance and shall reimburse in full the costs incurred by the Buyer in obtaining such audit.

BREACH OF SECURITY

[bookmark: _Ref138742829]Either Party shall notify the other in accordance with the agreed security incident management process as defined by the ISMS upon becoming aware of any Breach of Security or any potential or attempted Breach of Security.

Without prejudice to the security incident management process, upon becoming aware of any of the circumstances referred to in Paragraph 8.1, the Supplier shall:

immediately take all reasonable steps (which shall include any action or changes reasonably required by the Buyer) necessary to:

minimise the extent of actual or potential harm caused by any Breach of Security; 

remedy such Breach of Security or any potential or attempted Breach of Security in order to protect the integrity of the Buyer Property and/or Buyer Assets and/or ISMS to the extent that this is within the Supplier’s control; 

apply a tested mitigation against any such Breach of Security or attempted Breach of Security and provided that reasonable testing has been undertaken by the Supplier, if the mitigation adversely affects the Supplier’s ability to provide the Deliverables so as to meet the relevant KPI Performance Measures, the Supplier shall be granted relief against any resultant under-performance for such period as the Buyer, acting reasonably, may specify by written notice to the Supplier;

prevent a further Breach of Security or any potential or attempted Breach of Security in the future exploiting the same root cause failure; and

supply any requested data to the Buyer (or the Computer Emergency Response Team for UK Government ("GovCertUK")) on the Buyer’s request within two (2) Working Days and without charge (where such requests are reasonably related to a possible incident or compromise); and

as soon as reasonably practicable provide to the Buyer full details (using the reporting mechanism defined by the ISMS) of the Breach of Security or attempted Breach of Security, including a root cause analysis where required by the Buyer.

In the event that any action is taken in response to a Breach of Security or potential or attempted Breach of Security that demonstrates non-compliance of the ISMS with the Security Policy or the requirements of this Schedule, then any required change to the ISMS shall be at no cost to the Buyer.

VULNERABILITIES AND CORRECTIVE ACTION

The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the ICT Environment will be discovered which unless mitigated will present an unacceptable risk to the Buyer’s information.

The severity of threat vulnerabilities for Supplier COTS Software and Third Party COTS Software shall be categorised by the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the vulnerability scoring according to the agreed method in the ISMS and using the appropriate vulnerability scoring systems including:

the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’, ‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out by NIST http://nvd.nist.gov/cvss.cfm); and

Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’) respectively.

[bookmark: _Ref380768210]The Supplier shall procure the application of security patches to vulnerabilities within a maximum period from the public release of such patches with those vulnerabilities categorised as ‘Critical’ within 14 days of release, ‘Important’ within 30 days of release and all ‘Other’ within 60 Working Days of release, except where:

the Supplier can demonstrate that a vulnerability is not exploitable within the context of any Service (e.g. because it resides in a software component which is not running in the service) provided vulnerabilities which the Supplier asserts cannot be exploited within the context of a Service must be remedied by the Supplier within the above timescales if the vulnerability becomes exploitable within the context of the Service;

the application of a ‘Critical’ or ‘Important’ security patch adversely affects the Supplier’s ability to deliver the Services in which case the Supplier shall be granted an extension to such timescales of 5 days, provided the Supplier had followed and continues to follow the security patch test plan agreed with the Buyer; or

the Buyer agrees a different maximum period after a case-by-case consultation with the Supplier under the processes defined in the ISMS.

The Specification and Mobilisation Plan (if applicable) shall include provisions for major version upgrades of all Supplier COTS Software and Third Party COTS Software to be upgraded within 6 Months of the release of the latest version, such that it is no more than one major version level below the latest release (normally codified as running software no older than the ‘n-1 version’) throughout the Contract Period unless:

where upgrading such Supplier COTS Software and Third Party COTS Software reduces the level of mitigations for known threats, vulnerabilities or exploitation techniques, provided always that such upgrade is made within 12 Months of release of the latest version; or

is agreed with the Buyer in writing. 

The Supplier shall:

implement a mechanism for receiving, analysing and acting upon threat information supplied by GovCertUK, or any other competent Central Government Body;

ensure that the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier) is monitored to facilitate the detection of anomalous behaviour that would be indicative of system compromise;

ensure it is knowledgeable about the latest trends in threat, vulnerability and exploitation that are relevant to the ICT Environment by actively monitoring the threat landscape during the Contract Period;

pro-actively scan the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier) for vulnerable components and address discovered vulnerabilities through the processes described in the ISMS as developed under Paragraph 3.3.5;

from the date specified in the Security Management Plan provide a report to the Buyer within five (5) Working Days of the end of each Month detailing both patched and outstanding vulnerabilities in the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier) and any elapsed time between the public release date of patches and either time of application or for outstanding vulnerabilities the time of issue of such report;

propose interim mitigation measures to vulnerabilities in the ICT Environment known to be exploitable where a security patch is not immediately available;

remove or disable any extraneous interfaces, services or capabilities that are not needed for the provision of the Services (in order to reduce the attack surface of the ICT Environment); and

inform the Buyer when it becomes aware of any new threat, vulnerability or exploitation technique that has the potential to affect the security of the ICT Environment and provide initial indications of possible mitigations.

If the Supplier is unlikely to be able to mitigate the vulnerability within the timescales under this Paragraph 9, the Supplier shall immediately notify the Buyer.

A failure to comply with Paragraph 9.3 shall constitute a Default, and the Supplier shall comply with the Rectification Plan Process.

[bookmark: _Toc461012428][bookmark: _Toc461021235][bookmark: _Toc414636348][bookmark: annex1]
Part B - ANNEX 1: BASELINE SECURITY REQUIREMENTS



1. Higher Classifications

The Supplier shall not handle Buyer information classified SECRET or TOP SECRET except if there is a specific requirement and in this case prior to receipt of such information the Supplier shall seek additional specific guidance from the Buyer.

End User Devices

When Government Data resides on a mobile, removable or physically uncontrolled device it must be stored encrypted using a product or system component which has been formally assured through a recognised certification process of the UK Government Communications Electronics Security Group ("CESG") to at least Foundation Grade, for example, under the CESG Commercial Product Assurance scheme ("CPA"). 

Devices used to access or manage Government Data and services must be under the management authority of Buyer or Supplier and have a minimum set of security policy configuration enforced. These devices must be placed into a ‘known good’ state prior to being provisioned into the management authority of the Buyer. Unless otherwise agreed with the Buyer in writing, all Supplier devices are expected to meet the set of security requirements set out in the CESG End User Devices Platform Security Guidance https://www.ncsc.gov.uk/guidance/end-user-device-security. Where the guidance highlights shortcomings in a particular platform the Supplier may wish to use, then these should be discussed with the Buyer and a joint decision shall be taken on whether the residual risks are acceptable. Where the Supplier wishes to deviate from the CESG guidance, then this should be agreed in writing on a case by case basis with the Buyer.

Data Processing, Storage, Management and Destruction

The Supplier and Buyer recognise the need for the Buyer’s information to be safeguarded under the Data Protection Legislation or a similar regime. To that end, the Supplier must be able to state to the Buyer the physical locations in which data may be stored, processed and managed from, and what legal and regulatory frameworks Government Data will be subject to at all times.

The Supplier shall agree any change in location of data storage, processing and administration with the Buyer in accordance with Clause 14 (Data protection).

The Supplier shall:

provide the Buyer with all Government Data on demand in an agreed open format;

have documented processes to guarantee availability of Government Data in the event of the Supplier ceasing to trade;

securely destroy all media that has held Government Data at the end of life of that media in line with Good Industry Practice; and

securely erase any or all Government Data held by the Supplier when requested to do so by the Buyer.

Networking

The Buyer requires that any Government Data transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device must be encrypted using a product or system component which has been formally assured through a certification process recognised by CESG, to at least Foundation Grade, for example, under CPA or through the use of pan-government accredited encrypted networking services via the Public Sector Network ("PSN") framework (which makes use of Foundation Grade certified products).

The Buyer requires that the configuration and use of all networking equipment to provide the Services, including those that are located in secure physical locations, are at least compliant with Good Industry Practice.

Security Architectures

The Supplier shall apply the ‘principle of least privilege’ (the practice of limiting systems, processes and user access to the minimum possible level) to the design and configuration of IT systems which will process or store Government Data. 

When designing and configuring the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier) the Supplier shall follow Good Industry Practice and seek guidance from recognised security professionals with the appropriate skills and/or a CESG Certified Professional certification https://www.ncsc.gov.uk/section/products-services/ncsc-certification for all bespoke or complex components of the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier). 

Personnel Security

Supplier Staff shall be subject to pre-employment checks that include, as a minimum: identity, unspent criminal convictions and right to work.

The Supplier shall agree on a case by case basis Supplier Staff roles which require specific government clearances (such as ‘SC’) including system administrators with privileged access to IT systems which store or process Government Data. 

The Supplier shall prevent Supplier Staff who are unable to obtain the required security clearances from accessing systems which store, process, or are used to manage Government Data except where agreed with the Buyer in writing.

All Supplier Staff that have the ability to access Government Data or systems holding Government Data shall undergo regular training on secure information management principles. Unless otherwise agreed with the Buyer in writing, this training must be undertaken annually.

Where the Supplier or Subcontractors grants increased ICT privileges or access rights to Supplier Staff, those Supplier Staff shall be granted only those permissions necessary for them to carry out their duties. When staff no longer need elevated privileges or leave the organisation, their access rights shall be revoked within one (1) Working Day.

Identity, Authentication and Access Control

The Supplier shall operate an access control regime to ensure all users and administrators of the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier) are uniquely identified and authenticated when accessing or administering the Services. Applying the ‘principle of least privilege’, users and administrators shall be allowed access only to those parts of the ICT Environment that they require. The Supplier shall retain an audit record of accesses. 

[bookmark: _Ref381109906]Audit and Monitoring

The Supplier shall collect audit records which relate to security events in the systems or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include:

Logs to facilitate the identification of the specific asset which makes every outbound request external to the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier). To the extent the design of the Deliverables allows such logs shall include those from DHCP servers, HTTP/HTTPS proxy servers, firewalls and routers. 

Security events generated in the ICT Environment (to the extent that the ICT Environment is within the control of the Supplier) and shall include: privileged account logon and logoff events, the start and termination of remote access sessions, security alerts from desktops and server operating systems and security alerts from third party security software.

The Supplier and the Buyer shall work together to establish any additional audit and monitoring requirements for the ICT Environment. 

The Supplier shall retain audit records collected in compliance with this Paragraph 8 for a period of at least 6 Months.


Part B - ANNEX 2: Security Management Plan



N/A





RWM Security Personnel Services – Short Term Contract - Procurement Ref: FM-084-2019 

Ref: RM6089

fv1.0



image1.png

Crown
Commercial
Service







image25.emf
Call-Off Schedule 10  - Exit Management fv1.0 100220.docx


Call-Off Schedule 10 - Exit Management fv1.0 100220.docx
Call-Off Schedule 10 (Exit Management[image: ]) fv1.0

Crown Copyright 2020





RADIOACTIVE WASTE MANAGEMENT

AND

                   MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089




CALL-OFF SCHEDULE 10 

EXIT MANAGEMENT

OBLIGATIONS DURING THE CONTRACT PERIOD TO FACILITATE EXIT

[bookmark: _Ref492297382]The Supplier shall within 30 days from the Start Date provide to the Buyer a copy of its depreciation policy to be used for the purposes of calculating Net Book Value.

[bookmark: _Ref492660626]During the Contract Period, the Supplier shall promptly:

[bookmark: _Hlt364348582][bookmark: _Ref364241015]create and maintain a detailed register of all Supplier Assets (including description, condition, location and details of ownership and status as either Exclusive Assets or Non-Exclusive Assets and Net Book Value) and Sub-contracts and other relevant agreements required in connection with the Deliverables; and

[bookmark: _Hlt364348591][bookmark: _Hlt365641905][bookmark: _Ref364241031]create and maintain a configuration database detailing the technical infrastructure and operating procedures through which the Supplier provides the Deliverables 

("Registers").

The Supplier shall:

ensure that all Exclusive Assets listed in the Registers are clearly physically identified as such; and

[bookmark: _Ref62027068]procure that all licences for Third Party Software and all Sub-Contracts shall be assignable and/or capable of novation (at no cost or restriction to the Buyer) at the request of the Buyer to the Buyer (and/or its nominee) and/or any Replacement Supplier upon the Supplier ceasing to provide the Deliverables (or part of them) and if the Supplier is unable to do so then the Supplier shall promptly notify the Buyer and the Buyer may require the Supplier to procure an alternative Subcontractor or provider of Deliverables. 

[bookmark: _Hlt364348563][bookmark: _Hlt365641888][bookmark: _Hlt365641892][bookmark: _Ref364241382]Each Party shall appoint an Exit Manager within thirty  (30) Days of the Start Date. The Parties' Exit Managers will liaise with one another in relation to all issues relevant to the expiry or termination of this Contract.

OBLIGATIONS TO ASSIST ON RE-TENDERING OF Deliverables

[bookmark: _Hlt364348558][bookmark: _Hlt365641855][bookmark: _Ref364242404]The Supplier shall, on reasonable notice, provide to the Buyer and/or its potential Replacement Suppliers (subject to the potential Replacement Suppliers entering into reasonable written confidentiality undertakings), such information (including any access) as the Buyer shall reasonably require in order to facilitate the preparation by the Buyer of any invitation to tender and/or to facilitate any potential Replacement Suppliers undertaking due diligence (the "Exit Information").

[bookmark: _Ref364242981]The Supplier acknowledges that the Buyer may disclose the Supplier's Confidential Information (excluding the Supplier’s or its Subcontractors’ prices or costs) to an actual or prospective Replacement Supplier to the extent that such disclosure is necessary in connection with such engagement.

The Supplier shall provide complete updates of the Exit Information on an as-requested basis as soon as reasonably practicable and notify the Buyer within five (5) Working Days of any material change to the Exit Information which may adversely impact upon the provision of any Deliverables (and shall consult the Buyer in relation to any such changes).

The Exit Information shall be accurate and complete in all material respects and shall be sufficient to enable a third party to prepare an informed offer for those Deliverables; and not be disadvantaged in any procurement process compared to the Supplier.

[bookmark: _Ref496628150]EXIT PLAN

[bookmark: _Ref496627172][bookmark: _Ref349211738]The Supplier shall, at the end of the Mobilisation Period, deliver to the Buyer an Exit Plan which complies with the requirements set out in Paragraph 3.3 of this Schedule and is otherwise reasonably satisfactory to the Buyer.

[bookmark: _Ref496628051]The Parties shall use reasonable endeavours to agree the contents of the Exit Plan. If the Parties are unable to agree the contents of the Exit Plan within twenty (20) Working Days of the latest date for its submission pursuant to Paragraph 3.1, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure. 

[bookmark: _Ref364270026]The Exit Plan shall set out, as a minimum:

a detailed description of both the transfer and cessation processes, including a timetable; 

how the Deliverables will transfer to the Replacement Supplier and/or the Buyer;

details of any contracts which will be available for transfer to the Buyer and/or the Replacement Supplier upon the Expiry Date together with any reasonable costs required to effect such transfer;

proposals for the training of key members of the Replacement Supplier’s staff in connection with the continuation of the provision of the Deliverables following the Expiry Date;

proposals for providing the Buyer or a Replacement Supplier copies of all documentation relating to the use and operation of the Deliverables and required for their continued use; 

proposals for the assignment or novation of all services utilised by the Supplier in connection with the supply of the Deliverables;

proposals for the identification and return of all Buyer property in the possession of and/or control of the Supplier or any third party;

proposals for the disposal of any redundant Deliverables and materials;

how the Supplier will ensure that there is no disruption to or degradation of the Deliverables during the Termination Assistance Period; and

any other information or assistance reasonably required by the Buyer or a Replacement Supplier.

[bookmark: _Ref496628056]The Supplier shall:

maintain and update the Exit Plan (and risk management plan) no less frequently than: 

every twelve (12) months throughout the Contract Period; and

[bookmark: _Ref181034216]no later than twenty (20) Working Days after a request from the Buyer for an up-to-date copy of the Exit Plan; 

as soon as reasonably possible following a Termination Assistance Notice, and in any event no later than ten (10) Working Days after the date of the Termination Assistance Notice;

as soon as reasonably possible following, and in any event no later than twenty (20) Working Days following, any material change to the Deliverables (including all changes under the Variation Procedure); and  

jointly review and verify the Exit Plan if required by the Buyer and promptly correct any identified failures.

Only if (by notification to the Supplier in writing) the Buyer agrees with a draft Exit Plan provided by the Supplier under Paragraph 3.2 or 3.4 (as the context requires), shall that draft become the Exit Plan for this Contract.  

A version of an Exit Plan agreed between the parties shall not be superseded by any draft submitted by the Supplier.

TERMINATION ASSISTANCE

[bookmark: _Hlt365641916][bookmark: _Ref364348408][bookmark: _Hlt364348453]The Buyer shall be entitled to require the provision of Termination Assistance at any time during the Contract Period by giving written notice to the Supplier (a "Termination Assistance Notice") at least four (4) Months prior to the Expiry Date or as soon as reasonably practicable (but in any event, not later than one (1) Month) following the service by either Party of a Termination Notice. The Termination Assistance Notice shall specify:

the nature of the Termination Assistance required; and

the start date and period during which it is anticipated that Termination Assistance will be required, which shall continue no longer than twelve (12) Months after the date that the Supplier ceases to provide the Deliverables.

[bookmark: _Hlt365641931][bookmark: _Ref364352273]The Buyer shall have an option to extend the Termination Assistance Period beyond the Termination Assistance Notice period provided that such extension shall not extend for more than six (6) Months beyond the end of the Termination Assistance Period and provided that it shall notify the Supplier of such this extension no later than twenty (20) Working Days prior to the date on which the provision of Termination Assistance is otherwise due to expire. The Buyer shall have the right to terminate its requirement for Termination Assistance by serving not less than (20) Working Days' written notice upon the Supplier.

In the event that Termination Assistance is required by the Buyer but at the relevant time the parties are still agreeing an update to the Exit Plan pursuant to Paragraph 3, the Supplier will provide the Termination Assistance in good faith and in accordance with the principles in this Schedule and the last Buyer approved version of the Exit Plan (insofar as it still applies).

TERMINATION ASSISTANCE PERIOD 

Throughout the Termination Assistance Period the Supplier shall:

continue to provide the Deliverables (as applicable) and otherwise perform its obligations under this Contract and, if required by the Buyer, provide the Termination Assistance;

[bookmark: _Ref364349372]provide to the Buyer and/or its Replacement Supplier any reasonable assistance and/or access requested by the Buyer and/or its Replacement Supplier including assistance and/or access to facilitate the orderly transfer of responsibility for and conduct of the Deliverables to the Buyer and/or its Replacement Supplier;

[bookmark: _Ref364349633]use all reasonable endeavours to reallocate resources to provide such assistance without additional costs to the Buyer;

[bookmark: _Ref139191739]subject to Paragraph 5.3, provide the Deliverables and the Termination Assistance at no detriment to the KPIs, the provision of the Management Information or any other reports nor to any other of the Supplier's obligations under this Contract; 

[bookmark: _Hlt365642050][bookmark: _Ref27372751][bookmark: _Ref127426020]at the Buyer's request and on reasonable notice, deliver up-to-date Registers to the Buyer;

seek the Buyer's prior written consent to access any Buyer Premises from which the de-installation or removal of Supplier Assets is required.

If it is not possible for the Supplier to reallocate resources to provide such assistance as is referred to in Paragraph 5.1.2 without additional costs to the Buyer, any additional costs incurred by the Supplier in providing such reasonable assistance shall be subject to the Variation Procedure.

[bookmark: _Ref27371932][bookmark: _Ref364349594]If the Supplier demonstrates to the Buyer's reasonable satisfaction that the provision of the Termination Assistance will have a material, unavoidable adverse effect on the Supplier's ability to meet one or more particular KPI(s), the Parties shall vary the relevant KPI(s) and/or the applicable KPI Credits accordingly.

TERMINATION OBLIGATIONS

[bookmark: _Ref127352385]The Supplier shall comply with all of its obligations contained in the Exit Plan.

[bookmark: _Ref127952817]Upon termination or expiry or at the end of the Termination Assistance Period (or earlier if this does not adversely affect the Supplier's performance of the Deliverables and the Termination Assistance), the Supplier shall:

vacate any Buyer Premises;

remove the Supplier Equipment together with any other materials used by the Supplier to supply the Deliverables and shall leave the Sites in a clean, safe and tidy condition. The Supplier is solely responsible for making good any damage to the Sites or any objects contained thereon, other than fair wear and tear, which is caused by the Supplier; 

[bookmark: _DV_M565]provide access during normal working hours to the Buyer and/or the Replacement Supplier for up to twelve (12) Months after expiry or termination to:

such information relating to the Deliverables as remains in the possession or control of the Supplier; and

[bookmark: _Ref364350038]such members of the Supplier Staff as have been involved in the design, development and provision of the Deliverables and who are still employed by the Supplier, provided that the Buyer and/or the Replacement Supplier shall pay the reasonable costs of the Supplier actually incurred in responding to such requests for access.

[bookmark: _Ref127350585]Except where this Contract provides otherwise, all licences, leases and authorisations granted by the Buyer to the Supplier in relation to the Deliverables shall be terminated with effect from the end of the Termination Assistance Period.

[bookmark: _Ref127425445]ASSETS, SUBCONTRACTS AND SOFTWARE

[bookmark: _Ref127425768]Following notice of termination of this Contract and during the Termination Assistance Period, the Supplier shall not, without the Buyer's prior written consent:

terminate, enter into or vary any Sub-contract or licence for any software in connection with the Deliverables; or

(subject to normal maintenance requirements) make material modifications to, or dispose of, any existing Supplier Assets or acquire any new Supplier Assets.

[bookmark: _Ref127426626]Within twenty (20) Working Days of receipt of the up-to-date Registers provided by the Supplier, the Buyer shall notify the Supplier setting out:

[bookmark: _Hlt365641934][bookmark: _Hlt366775972][bookmark: _Hlt366775990][bookmark: _Ref364352534][bookmark: _Ref27373383]which, if any, of the Transferable Assets the Buyer requires to be transferred to the Buyer and/or the Replacement Supplier ("Transferring Assets"); 

[bookmark: a301038][bookmark: _Ref364350801][bookmark: _Ref127958943]which, if any, of:

the Exclusive Assets that are not Transferable Assets; and 

the Non-Exclusive Assets,

the Buyer and/or the Replacement Supplier requires the continued use of; and

[bookmark: _Hlt364353982][bookmark: _Ref364353977][bookmark: _GoBack]which, if any, of Transferable Contracts the Buyer requires to be assigned or novated to the Buyer and/or the Replacement Supplier (the "Transferring Contracts"),

in order for the Buyer and/or its Replacement Supplier to provide the Deliverables from the expiry of the Termination Assistance Period. The Supplier shall provide all reasonable assistance required by the Buyer and/or its Replacement Supplier to enable it to determine which Transferable Assets and Transferable Contracts are required to provide the Deliverables or the Replacement Goods and/or Replacement Services.

[bookmark: _Ref127425863]With effect from the expiry of the Termination Assistance Period, the Supplier shall sell the Transferring Assets to the Buyer and/or the Replacement Supplier for their Net Book Value less any amount already paid for them through the Charges. 

Risk in the Transferring Assets shall pass to the Buyer or the Replacement Supplier (as appropriate) at the end of the Termination Assistance Period and title shall pass on payment for them.

[bookmark: _Ref127425261]Where the Buyer and/or the Replacement Supplier requires continued use of any Exclusive Assets that are not Transferable Assets or any Non-Exclusive Assets, the Supplier shall as soon as reasonably practicable:

procure a non-exclusive, perpetual, royalty-free licence for the Buyer and/or the Replacement Supplier to use such assets (with a right of sub-licence or assignment on the same terms); or failing which

procure a suitable alternative to such assets, the Buyer or the Replacement Supplier to bear the reasonable proven costs of procuring the same.

[bookmark: _Ref127426673]The Supplier shall as soon as reasonably practicable assign or procure the novation of the Transferring Contracts to the Buyer and/or the Replacement Supplier.  The Supplier shall execute such documents and provide such other assistance as the Buyer reasonably requires to effect this novation or assignment.

[bookmark: _Ref37322775]The Buyer shall:

accept assignments from the Supplier or join with the Supplier in procuring a novation of each Transferring Contract; and

once a Transferring Contract is novated or assigned to the Buyer and/or the Replacement Supplier, discharge all the obligations and liabilities created by or arising under that Transferring Contract and exercise its rights arising under that Transferring Contract, or as applicable, procure that the Replacement Supplier does the same.

The Supplier shall hold any Transferring Contracts on trust for the Buyer until the transfer of the relevant Transferring Contract to the Buyer and/or the Replacement Supplier has taken place.

[bookmark: _Ref364757086][bookmark: _Ref490132304]The Supplier shall indemnify the Buyer (and/or the Replacement Supplier, as applicable) against each loss, liability and cost arising out of any claims made by a counterparty to a Transferring Contract which is assigned or novated to the Buyer (and/or Replacement Supplier) pursuant to Paragraph 7.6 in relation to any matters arising prior to the date of assignment or novation of such Transferring Contract. Clause 19 Core Terms (Other people's rights in this contract) shall not apply to this Paragraph 7.9 which is intended to be enforceable by Third Parties Beneficiaries by virtue of the CRTPA.

[bookmark: _DV_M564][bookmark: _DV_M566][bookmark: _DV_M567][bookmark: _Ref127425458]CHARGES 

Unless otherwise stated, the Buyer shall not be obliged to pay for costs incurred by the Supplier in relation to its compliance with, this Schedule.

APPORTIONMENTS 

[bookmark: _Ref364351843][bookmark: _Ref127426852]All outgoings, expenses, rents, royalties and other periodical payments receivable in respect of the Transferring Assets and Transferring Contracts shall be apportioned between the Buyer and/or the Replacement and the Supplier as follows:

the amounts shall be annualised and divided by 365 to reach a daily rate;

the Buyer or Replacement Supplier (as applicable) shall be responsible for or entitled to (as the case may be) that part of the value of the invoice pro rata to the number of complete days following the transfer, multiplied by the daily rate; and

the Supplier shall be responsible for or entitled to (as the case may be) the rest of the invoice.
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RADIOACTIVE WASTE MANAGEMENT

		AND

                  MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)

REF: RM6089




CALL-OFF SCHEDULE 12

ICT Services Contracts

1. Definitions

1.1. [bookmark: _Ref492645326]In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		"Buyer Property" 

		the property, other than real property and IPR, including the Buyer System, any equipment issued or made available to the Supplier by the Buyer in connection with this Contract;



		"Buyer Software"

		any software which is owned by or licensed to the Buyer and which is or will be used by the Supplier for the purposes of providing the Deliverables;



		"Buyer System"

		the Buyer's computing environment (consisting of hardware, software and/or telecommunications networks or equipment) used by the Buyer or the Supplier in connection with this Contract which is owned by or licensed to the Buyer by a third party and which interfaces with the Supplier System or which is necessary for the Buyer to receive the Deliverables;



		"Defect"

		any of the following: 

any error, damage or defect in the manufacturing of a Deliverable; or

any error or failure of code within the Software which causes a Deliverable to malfunction or to produce unintelligible or incorrect results; or



		

		any failure of any Deliverable to provide the performance, features and functionality specified in the requirements of the Buyer or the Documentation (including any adverse effect on response times) regardless of whether or not it prevents the relevant Deliverable from passing any Test required under this Call-Off Contract; or

any failure of any Deliverable to operate in conjunction with or interface with any other Deliverable in order to provide the performance, features and functionality specified in the requirements of the Buyer or the Documentation (including any adverse effect on response times) regardless of whether or not it prevents the relevant Deliverable from passing any Test required under this Contract;



		"Emergency Maintenance"

		ad hoc and unplanned maintenance provided by the Supplier where either Party reasonably suspects that the ICT Environment or the Services, or any part of the ICT Environment or the Services, has or may have developed a fault;



		"ICT Environment"

		the Buyer System and the Supplier System;



		"Licensed Software"

		all and any Software licensed by or through the Supplier, its Subcontractors or any third party to the Buyer for the purposes of or pursuant to this Call-Off Contract, including any Supplier Software and/or any Third Party Software;



		"Maintenance Schedule"

		has the meaning given to it in Paragraph 8 of this Schedule;



		"Malicious Software"

		any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence;



		"New Release"

		an item produced primarily to extend, alter or improve the Software and/or any Deliverable by providing additional functionality or performance enhancement (whether or not defects in the Software and/or Deliverable are also corrected) while still retaining the original designated purpose of that item;



		"Open Source Software"

		computer software that has its source code made available subject to an open-source licence under which the owner of the copyright and other IPR in such software provides the rights to use, study, change and distribute the software to any and all persons and for any and all purposes free of charge;



		"Operating Environment"

		means the Buyer System and any premises (including the Buyer Premises, the Supplier’s premises or third party premises) from, to or at which:

0. the Deliverables are (or are to be) provided; or 

0. the Supplier manages, organises or otherwise directs the provision or the use of the Deliverables; or

0. where any part of the Supplier System is situated;



		"Permitted Maintenance"

		has the meaning given to it in Paragraph 8.2 of this Schedule;



		"Quality Plans"

		has the meaning given to it in Paragraph 6.1 of this Schedule;



		"Sites"

		has the meaning given to it in Joint Schedule 1 (Definitions), but shall also include any premises from, to or at which physical interface with the Buyer System takes place;



		"Software"

		Specially Written Software, Supplier Software and Third Party Software;



		"Software Supporting Materials"

		has the meaning given to it in Paragraph 9.1 of this Schedule;



		"Source Code"

		computer programs and/or data in eye-readable form and in such form that it can be compiled or interpreted into equivalent binary code together with all related design comments, flow charts, technical information and documentation necessary for the use, reproduction, maintenance, modification and enhancement of such software;



		"Specially Written Software"

		any software (including database software, linking instructions, test scripts, compilation instructions and test instructions) created by the Supplier (or by a Subcontractor or other third party on behalf of the Supplier) specifically for the purposes of this Contract, including any modifications or enhancements to Supplier Software or Third Party Software. For the avoidance of doubt Specially Written Software does not constitute New IPR;



		"Supplier Software"

		any software which is proprietary to the Supplier (or an Affiliate of the Supplier) and identified as such in the Annex to this Schedule together with all other such software which is not identified in the Annex to this Schedule but which is or will be used by the Supplier or any Subcontractor for the purposes of providing the Deliverables or is embedded in and in respect of such other software as required to be licensed in order for the Buyer to receive the benefit of and/or make use of the Deliverables;



		"Supplier System"

		the information and communications technology system used by the Supplier in supplying the Deliverables, including the Supplier Software, the Supplier Equipment, configuration and management utilities, calibration and testing tools and related cabling (but excluding the Buyer System);



		"Third Party Software"

		any software identified as such in Annex to this Schedule together with all other software which is not listed in the Annex to this Schedule which is proprietary to any third party (other than an Affiliate of the Supplier) or any Open Source Software which is or will be used by the Supplier for the purposes of providing the Deliverables).





2. General

2.1. This Schedule is designed to provide additional provisions necessary to facilitate the provision of ICT Services falling part of the Deliverables.

3. ADDITIONAL BUYER DUE DILIGENCE REQUIREMENTS

3.1. The Supplier shall satisfy itself of all relevant details, including details relating to the following;

3.1.1. [bookmark: _Hlt362516481][bookmark: _Hlt365627344][bookmark: _Hlt365627374][bookmark: _Hlt365648611][bookmark: _Ref361842380]suitability of the existing and (to the extent that it is defined or reasonably foreseeable at the Start Date) future Operating Environment; 

3.1.2. operating processes and procedures and the working methods of the Buyer; 

3.1.3. ownership, functionality, capacity, condition and suitability for use in the provision of the Deliverables of the Buyer Assets; and

3.1.4. existing contracts (including any licences, support, maintenance and other contracts relating to the Operating Environment) referred to in the Due Diligence Information which may be novated to, assigned to or managed by the Supplier under this Contract and/or which the Supplier will require the benefit of for the provision of the Deliverables.

3.2. The Supplier confirms that it has advised the Buyer in writing of:

3.2.1. each aspect, if any, of the Operating Environment that is not suitable for the provision of the ICT Services;

3.2.2. the actions needed to remedy each such unsuitable aspect; and

3.2.3. a timetable for and the costs of those actions. In accordance with Core Terms clause 2.8 the Supplier will not be excused of any obligations.

4. WARRANTY OVER LICENSED SOFTWARE 

4.1. [bookmark: _Ref358969714]The Supplier represents and warrants that:

4.1.1. it has and shall continue to have all necessary rights in and to the Licensed Software made available by the Supplier (and/or any Subcontractor) to the Buyer which are necessary for the performance of the Supplier’s obligations under this Contract including the receipt of the Deliverables by the Buyer;

4.1.2. all components of the Specially Written Software shall:

4.1.2.1. be free from material design and programming errors;

4.1.2.2. perform in all material respects in accordance with the relevant specifications contained in Call-Off Schedule 14 (Key Performance Indicators) and Documentation; and

4.1.2.3. not infringe any IPR. 





5. PROVISION OF ICT SERVICES

5.1. The Supplier shall:

5.1.1. ensure that the release of any new Supplier Software or upgrade to any Supplier Software complies with the interface requirements of the Buyer and (except in relation to new Software or upgrades which are released to address Malicious Software)shall notify the Buyer three (3) Months before the release of any new Supplier Software or Upgrade;

5.1.2. ensure that all Software including upgrades, updates and New Releases used by or on behalf of the Supplier are currently supported versions of that Software and perform in all material respects in accordance with the relevant specification;

5.1.3. ensure that the Supplier System will be free of all encumbrances;

5.1.4. ensure that the Deliverables are fully compatible with any Buyer Software, Buyer System, or otherwise used by the Supplier in connection with this Contract;

5.1.5. minimise any disruption to the Services and the ICT Environment and/or the Buyer's operations when providing the Deliverables;

5.1.6. not release of any new Supplier Software or upgrade to any Supplier Software without the prior written approval of the Buyer, such approval not been unreasonably withheld.  The Buyer may request, and the Supplier shall undertake, any reasonable test, including a penetration test with an approved national cyber security centre provider, of the new Supplier Software or upgrade to any Supplier Software prior to approval being provided.

6. STANDARDS & QUALITY REQUIREMENTS FOR ICT SERVICES

6.1. [bookmark: _Ref490042996]The Supplier shall develop, in the timescales specified in the Order Form, quality plans that ensure that all aspects of the Deliverables are the subject of quality management systems and are consistent with BS EN ISO 9001 or any equivalent standard which is generally recognised as having replaced it ("Quality Plans").

6.2. The Supplier shall seek Approval from the Buyer (not be unreasonably withheld or delayed) of the Quality Plans before implementing them. Approval shall not act as an endorsement of the Quality Plans and shall not relieve the Supplier of its responsibility for ensuring that the Deliverables are provided to the standard required by this Contract.

6.3. Following the approval of the Quality Plans, the Supplier shall provide all Deliverables in accordance with the Quality Plans.

6.4. The Supplier shall ensure that the Supplier Staff shall at all times during the Call-Off Contract Period:

6.4.1. be appropriately experienced, qualified and trained to supply the Deliverables in accordance with this Contract;

6.4.2. apply all due skill, care, diligence in faithfully performing those duties and exercising such powers as necessary in connection with the provision of the Deliverables; and

6.4.3. obey all lawful instructions and reasonable directions of the Buyer (including, if so required by the Buyer, the ICT Policy) and provide the Deliverables to the reasonable satisfaction of the Buyer.

7. ADDITIONAL RECORDS AUDIT ACCESS FOR ICT SERVICE CONTRACTS

7.1. The Supplier shall allow any auditor access to the Supplier premises to:

7.1.1. inspect the ICT Environment and the wider service delivery environment (or any part of them);

7.1.2. review any records created during the design and development of the Supplier System and pre-operational environment such as information relating to Testing;

7.1.3. review the Supplier’s quality management Systems including all relevant Quality Plans.

8. [bookmark: _Ref490042953]MAINTENANCE OF THE ICT ENVIRONMENT 

8.1. If specified by the Buyer in the Order Form, the Supplier shall create and maintain a rolling schedule of planned maintenance to the ICT Environment ("Maintenance Schedule") and make it available to the Buyer for Approval in accordance with the timetable and instructions specified by the Buyer.

8.2. [bookmark: _Ref490042986]Once the Maintenance Schedule has been Approved, the Supplier shall only undertake such planned maintenance (which shall be known as "Permitted Maintenance") in accordance with the Maintenance Schedule.  The Supplier shall  ensure that non urgent unplanned maintenance (which shall be known as “Non Urgent Maintenance”) is added in to the next activity/release date specified in the maintenance schedule.  

8.3. The Supplier shall give as much notice as is reasonably practicable to the Buyer prior to carrying out any Emergency Maintenance.

8.4. The Supplier shall carry out any necessary maintenance (whether Permitted Maintenance or Emergency Maintenance) where it reasonably suspects that the ICT Environment and/or the Services or any part thereof has or may have developed a fault. Any such maintenance shall be carried out in such a manner and at such times so as to avoid (or where this is not possible so as to minimise) disruption to the ICT Environment and the provision of the Deliverables.



8.5. The Supplier shall not undertake any maintenance without the prior written approval of the Buyer, such approval not been unreasonably withheld.  The Buyer may request, and the Supplier shall undertake, any reasonable test, including a penetration test with an approved national cyber security centre provider, prior to approval being provided.

9. SPECIAL INTELLECTUAL PROPERTY RIGHTS CLAUSE RELATED TO ICT SERVICES

9.1. [bookmark: _Hlt359518577][bookmark: _Ref490043091][bookmark: _Ref358107952]Assignments granted by the Supplier: Specially Written Software 

9.1.1. [bookmark: _Hlt359518605][bookmark: _Hlt359518616][bookmark: _Hlt359518621][bookmark: _Hlt359518625][bookmark: _Hlt359518630][bookmark: _Ref358108259][bookmark: _Ref380155521][bookmark: _Ref459280023]The Supplier assigns (by present assignment of future rights to take effect immediately on it coming into existence) to the Buyer with full guarantee (or shall procure assignment to the Buyer), title to and all rights and interest in the Specially Written Software together with and including:

9.1.1.1. [bookmark: _Ref379808778]the Documentation, Source Code and the Object Code of the Specially Written Software; and

9.1.1.2. [bookmark: _Ref358126911]all build instructions, test instructions, test scripts, test data, operating instructions and other documents and tools necessary for maintaining and supporting the Specially Written Software and the New IPR (together the "Software Supporting Materials").

9.1.2. The Supplier shall:

9.1.2.1. inform the Buyer of all Specially Written Software or New IPRs that are a modification, customisation, configuration or enhancement to Supplier Software or Third Party Software; 

9.1.2.2. [bookmark: _Ref490056117][bookmark: _Ref358105846]deliver to the Buyer the Specially Written Software and any computer program elements of the New IPRs in both Source Code and Object Code forms together with relevant Documentation and all related Software Supporting Materials within seven days of completion or, if a relevant Milestone has been identified in a Mobilisation Plan, Achievement of that Milestone and shall provide updates of them promptly following each new release of the Specially Written Software, in each case on media that is reasonably acceptable to the Buyer and the Buyer shall become the owner of such media upon receipt; and

9.1.2.3. without prejudice to Paragraph 9.1.2.2, provide full details to the Buyer of any of the Supplier’s Existing IPRs or Third Party IPRs which are embedded or which are an integral part of the Specially Written Software or New IPR and the Supplier hereby grants to the Buyer and shall procure that any relevant third party licensor shall grant to the Buyer a perpetual, irrevocable, non-exclusive, assignable, royalty-free licence to use, sub-license and/or commercially exploit such Supplier’s Existing IPRs and Third Party IPRs to the extent that it is necessary to enable the Buyer to obtain the full benefits of ownership of the Specially Written Software and New IPRs.

9.1.3. The Supplier shall promptly execute all such assignments as are required to ensure that any rights in the Specially Written Software and New IPRs are properly transferred to the Buyer.

9.2. [bookmark: _Ref431240731]Licences granted by the Supplier: Supplier Software and Supplier Existing IPR

9.2.1. [bookmark: _Hlt359518591][bookmark: _Hlt359518608][bookmark: _Hlt359518611][bookmark: _Hlt359518614][bookmark: _Hlt359518618][bookmark: _Hlt359518623][bookmark: _Hlt359518628][bookmark: _Hlt359518632][bookmark: _Hlt359518640][bookmark: _Hlt359518645][bookmark: _Hlt359518668][bookmark: _Ref358106827][bookmark: _Ref431239815][bookmark: _Ref490056344]The Supplier hereby grants to the Buyer a perpetual, royalty-free and non-exclusive licence to use adapt, and sub-license:

9.2.1.1. [bookmark: _Hlt359518593][bookmark: _Ref349137965][bookmark: _Ref358106895][bookmark: _Ref358106894]the Supplier Software; and

9.2.1.2. the Supplier Existing IPR, 

for any purpose relating to the Deliverables (or substantially equivalent deliverables) or for any purpose relating to the exercise of the Buyer’s (or, if the Buyer is a Central Government Body, any other Central Government Body’s) business or function including (in relation to Supplier Software) the right to load, execute, store, transmit, display and copy (for the purposes of archiving, backing-up, loading, execution, storage, transmission or display)).

9.2.2. [bookmark: _Hlt359518596][bookmark: _Hlt359518600][bookmark: _Hlt359518654][bookmark: _Ref431239896]The Supplier may terminate a licence granted under Paragraph 9.2.1 by giving at least thirty (30) days’ notice in writing if there is a Buyer Cause which constitutes a material Default which, if capable of remedy, is not remedied within twenty (20) Working Days after the Supplier gives the Buyer written notice specifying the breach and requiring its remedy.

9.3. [bookmark: _Ref490056911]Buyer’s right to assign/novate licences

9.3.1. [bookmark: _Hlt359518634][bookmark: _Ref358110973][bookmark: _Hlt359518643][bookmark: _Hlt359518647]The Buyer may assign, novate or otherwise transfer its rights and obligations under the licences granted pursuant to Paragraph 9.2 (Licences granted by the Supplier: Supplier Software) to:

9.3.1.1. a Central Government Body; or

9.3.1.2. to any body (including any private sector body) which performs or carries on any of the functions and/or activities that previously had been performed and/or carried on by the Buyer.

9.3.2. [bookmark: _Hlt359518637][bookmark: _Ref358110606][bookmark: _Ref365629205]If the Buyer ceases to be a Central Government Body, the successor body to the Buyer shall still be entitled to the benefit of the licences granted in Paragraph 9.2.

9.4. [bookmark: _Ref379809086][bookmark: _Ref366775213]Third Party IPR and Third Party Software

9.4.1. [bookmark: _Ref378954550]The Supplier shall procure that the owners or the authorised licensors of any Third Party Software which is not commercial off-the-shelf software grant a direct licence to the Buyer on terms at least equivalent to those set out in Paragraph 9.2 and 9.3. If the Supplier cannot obtain such a licence, the Supplier shall:

9.4.1.1. notify the Buyer in writing giving details of what licence terms can be obtained and whether there are alternative software providers which the Supplier could seek to use; and

9.4.1.2. only use such Third Party IPR if the Buyer Approves the terms of the licence from the relevant third party.

9.4.2. [bookmark: _Hlt359518663][bookmark: _Ref358111294][bookmark: _Ref379809105]The Supplier shall procure that the owners or the authorised licensors of any Third Party Software which is commercial off-the-shelf software grants a direct licence to the Buyer on terms no less favourable than those on which such software is usually made available.

9.5. [bookmark: _Ref431241108]Licence granted by the Buyer

9.5.1. [bookmark: _Hlt358390397][bookmark: _Hlt359518665][bookmark: _Hlt359518670][bookmark: _Hlt359518672][bookmark: _Ref358121937][bookmark: _Hlt358625662][bookmark: _Hlt358390295]The Buyer grants to the Supplier a royalty-free, non-exclusive, non-transferable licence during the Contract Period to use the Buyer Software and the Specially Written Software solely to the extent necessary for providing the Deliverables in accordance with this Contract, including the right to grant sub-licences to Subcontractors provided that any relevant Subcontractor has entered into a confidentiality undertaking with the Supplier on the same terms as set out in Clause 15 (What you must keep confidential).

9.6. [bookmark: _Hlt360696975][bookmark: _Hlt359343263][bookmark: _Hlt359519055][bookmark: _Hlt359519846][bookmark: _Hlt365630092][bookmark: _Hlt365648931][bookmark: _Ref450058770]Open Source Publication

9.6.1. [bookmark: _Ref490057183]Unless the Buyer otherwise agrees in advance in writing (and subject to Paragraph 9.6.3) all Specially Written Software and computer program elements of New IPR shall be created in a format, or able to be converted (in which case the Supplier shall also provide the converted format to the Buyer) into a format, which is:

9.6.1.1. suitable for publication by the Buyer as Open Source; and 

9.6.1.2. based on Open Standards (where applicable),

[bookmark: _Ref490057096]                  and the Buyer may, at its sole discretion, publish the same as Open Source.

9.6.2. [bookmark: _Ref459286279]The Supplier hereby warrants that the Specially Written Software and the New IPR:

9.6.2.1. are suitable for release as Open Source and that the Supplier has used reasonable endeavours when developing the same to ensure that publication by the Buyer will not enable a third party to use them in any way which could reasonably be foreseen to compromise the operation, running or security of the Specially Written Software, New IPRs or the Buyer System;

9.6.2.2. have been developed using reasonable endeavours to ensure that their publication by the Buyer shall not cause any harm or damage to any party using them;

9.6.2.3. do not contain any material which would bring the Buyer into disrepute;

9.6.2.4. can be published as Open Source without breaching the rights of any third party; 

9.6.2.5. will be supplied in a format suitable for publication as Open Source ("the Open Source Publication Material") no later than the date notified to by the Buyer to the Supplier; and

9.6.2.6. do not contain any Malicious Software.

9.6.3. [bookmark: _Ref459287601]Where the Buyer has Approved a request by the Supplier for any part of the Specially Written Software or New IPRs to be excluded from the requirement to be in an Open Source format due to the intention to embed or integrate Supplier Existing IPRs and/or Third Party IPRs (and where the Parties agree that such IPRs are not intended to be published as Open Source), the Supplier shall:

9.6.3.1. [bookmark: _Ref459287505]as soon as reasonably practicable, provide written details of the nature of the IPRs and items or Deliverables based on IPRs which are to be excluded from Open Source publication; and 

9.6.3.2. include in the written details and information about the impact that inclusion of such IPRs or Deliverables based on such IPRs, will have on any other Specially Written Software and/or New IPRs and the Buyer’s ability to publish such other items or Deliverables as Open Source.

9.7. Malicious Software

9.7.1. [bookmark: _Ref490057316]The Supplier shall, throughout the Contract Period, use the latest versions of anti-virus definitions and software available from an industry accepted anti-virus software vendor to check for, contain the spread of, and minimise the impact of Malicious Software.

9.7.2. [bookmark: _Ref490057322]If Malicious Software is found, the Parties shall co-operate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Buyer Data, assist each other to mitigate any losses and to restore the provision of the Deliverables to its desired operating efficiency.

9.7.3. Any cost arising out of the actions of the Parties taken in compliance with the provisions of Paragraph 9.7.2 shall be borne by the Parties as follows:

9.7.3.1. by the Supplier, where the Malicious Software originates from the Supplier Software, the Third Party Software supplied by the Supplier or the Buyer Data (whilst the Buyer Data was under the control of the Supplier) unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier; and

9.7.3.2. by the Buyer, if the Malicious Software originates from the Buyer Software or the Buyer Data (whilst the Buyer Data was under the control of the Buyer).






Annex: Software

SUPPLIER SOFTWARE

1. Radioactive Waste Management Limited

a. Real-time patrol/incident notification system to be provided by the Supplier for RWM Offices.

THIRD PARTY SOFTWARE

N/A
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RADIOACTIVE WASTE MANAGEMENT

AND

                   MITIE LIMITED

WORKPLACE SERVICES CONTRACT

    (FM MARKETPLACE PHASE 2)



REF: RM6089




Call-Off SCHEDULE 13

PART A

Mobilisation PLAN

1. definitions

In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		"Delay"

		a) a delay in the Achievement of a Milestone by its Milestone Date; or

b) a delay in the design, development, testing or implementation of a Deliverable by the relevant date set out in the Mobilisation Plan;



		"Deliverable Item"

		an item or feature in the supply of the Deliverables delivered or to be delivered by the Supplier at or before a Milestone Date listed in the Mobilisation Plan;



		"Milestone Payment"

		a payment identified in the Mobilisation Plan to be made following the issue of a Satisfaction Certificate in respect of Achievement of the relevant Milestone;



		"Mobilisation Period"

		has the meaning given to it in Paragraph 3.1; 



		"Planned Preventative Maintenance" 

		has the meaning given to it in Paragraph 7.1;



		["Service Delivery Plan"]

		[has the meaning given to it in Paragraph 7.1.] 





1. Formation of Mobilisation Plan

A draft of the Mobilisation Plan is set out in the Annex to part of this Schedule.  The Supplier shall provide a further draft Mobilisation Plan 14 days after the Call-Off Contract Effective Date.

The draft Mobilisation Plan:

must contain information at the level of detail necessary to manage the implementation stage effectively and as the Buyer may otherwise require; and

it shall take account of all dependencies known to, or which should reasonably be known to, the Supplier.

[bookmark: _Ref365641451]Following receipt of the draft Mobilisation Plan from the Supplier, the Parties shall use reasonable endeavours to agree the contents of the Mobilisation Plan.  If the Parties are unable to agree the contents of the Mobilisation Plan within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure.

The Supplier shall provide each of the Deliverable Items identified in the Mobilisation Plan by the date assigned to that Deliverable Item in the Mobilisation Plan so as to ensure that each Milestone identified in the Mobilisation Plan is Achieved on or before its Milestone Date.

The Supplier shall monitor its performance against the Mobilisation Plan and Milestones (if any) and report to the Buyer on such performance.

1. Mobilisation Plan 

[bookmark: _Ref498548909]The Mobilisation Period will be a one (1) Month period (unless stated otherwise in the Order Form) commencing at 2nd March 2020. 

During the Mobilisation Period, the incumbent supplier shall retain full responsibility for all existing services until the Call-Off Start Date or as otherwise formally agreed with the Buyer. The Supplier's full service obligations shall formally be assumed on the Call-Off Start Date as set out in Order Form. 

In accordance with the Mobilisation Plan, the Supplier shall: 

work cooperatively and in partnership with the Buyer, incumbent supplier, and other Framework Supplier(s), where applicable, to understand the scope of Services to ensure a mutually beneficial handover of the Services; 

work with the incumbent supplier and Buyer to assess the scope of the Services and prepare a plan which demonstrates how they will mobilise the Services; 

liaise with the incumbent Supplier to enable the full completion of the Mobilisation Period activities; and 

produce a Mobilisation Plan, to be agreed by the Buyer, for carrying out the requirements within the Mobilisation Period including, key Milestones and dependencies.

The Mobilisation Plan will include detail stating:

how the Supplier will work with the incumbent Supplier and the Buyer Authorised Representative to capture and load up information such as asset data ; and

a communications plan, to be produced and implemented by the Supplier, but to be agreed with the Buyer, including the frequency, responsibility for and nature of communication with the Buyer and end users of the Services. 

In Addition, the Supplier shall: 

appoint a Supplier Authorised Representative who shall be responsible for the management of the Mobilisation Period, to ensure that the Mobilisation Period is planned and resourced adequately, and who will act as a point of contact for the Buyer;

mobilise all the Services specified in the Specification within the Call-Off Contract;

produce a mobilisation report for each Buyer Premises to encompass programmes that will fulfil all the Buyer's obligations to landlords and other tenants:

the format of reports and programmes shall be in accordance with the Buyer's requirements and particular attention shall be paid to establishing the operating requirements of the occupiers when preparing these programmes which are subject to the Buyer's approval; and

the Parties shall use reasonable endeavours to agree the contents of the report but if the Parties are unable to agree the contents within twenty (20) Working Days of its submission by the Supplier to the Buyer, then such Dispute shall be resolved in accordance with the Dispute Resolution Procedure.

manage and report progress against the Mobilisation Plan;

construct and maintain a mobilisation risk and issue register in conjunction with the Buyer detailing how risks and issues will be effectively communicated to the Buyer in order to mitigate them;

attend progress meetings (frequency of such meetings shall be as set out in the Order Form) in accordance with the Buyer's requirements during the Mobilisation Period. Mobilisation meetings shall be chaired by the Buyer and all meeting minutes shall be kept and published by the Supplier; and

ensure that all risks associated with the Mobilisation Period are minimised to ensure a seamless change of control between incumbent provider and the Supplier. 

1. Control of and changes to Mobilisation Plan

Subject to Paragraph 4.3, the Supplier shall keep the Mobilisation Plan under review in accordance with the Buyer’s instructions and ensure that it is updated on a regular basis.

The Buyer shall have the right to require the Supplier to include any reasonable changes or provisions in each version of the Mobilisation Plan.

[bookmark: _Ref490056215]Changes to any Milestones, Milestone Payments and Delay Payments shall only be made in accordance with the Variation Procedure.

Time in relation to compliance with the Mobilisation Plan shall be of the essence and failure of the Supplier to comply with the Mobilisation Plan shall be a material Default.

1. Interaction with Stakeholders during the mobilisation period

In order for the Supplier to be able to assume its duties, during the Mobilisation Period the Supplier shall undertake the routine examinations and inspections of the Buyer Premises and consider the Deliverables that it will provide during the Contract Period. 

The Supplier shall familiarise itself before the Start Date / Date The Call-Off Initial Period Commences / Date Contract Year 1 Commences with the Buyer Premises and the needs of the building users. 

As a result of the familiarisation, The Supplier shall ensure that it is appropriately equipped to deal with the level of liaison and stakeholder management required, to include[, but not be limited to]: 

liaison;

reporting;

co-ordination and provision of services;

attendance at meetings; and

management and resolution of stakeholder issues.

By the end of the Mobilisation Period, the Supplier shall ensure that all the necessary arrangements to facilitate the continuous performance of its obligations under the Contract are assessed, and if required implemented, at and/or within the Buyer Premises.

The Supplier shall conduct site visits [to Buyer Premises] where errors in asset data have been identified, to reassess the accuracy of the data. 

[Further details of the stakeholder management obligations are set out [Buyer to provide details]. 

1. Security during the Mobilisation Period 

The Supplier shall note that it is incumbent upon them to understand the lead-in period for security clearances and ensure that all Supplier Staff have the necessary security clearance in place before the Call-Off Start Date. The Supplier shall ensure that this is reflected in their Mobilisation Plans. 

The Supplier shall ensure that all Supplier Staff and Subcontractors do not access the Buyer's IT systems, or any IT systems linked to the Buyer, unless they have satisfied the Buyer's security requirements.

The Supplier shall be responsible for providing all necessary information to the Buyer to facilitate security clearances for Supplier Staff and Subcontractors in accordance with the Buyer's requirements.

The Supplier shall provide the names of all Supplier Staff and Subcontractors and inform the Buyer of any alterations and additions as they take place throughout the Call-Off  Contract.

The Supplier shall ensure that all Supplier Staff and Subcontractors requiring access to the Buyer Premises have the appropriate security clearance. It is the Supplier's responsibility to establish whether or not the level of clearance will be sufficient for access. Unless prior approval has been received from the Buyer, the Supplier shall be responsible for meeting the costs associated with the provision of security cleared escort services.

The Supplier shall pay the cost of obtaining any required security clearances.

If a property requires Supplier Staff or Subcontractors to be accompanied by the Buyer’s Authorised Representative, the Buyer must be given reasonable notice of such a requirement, except in the case of emergency access.

1. Planned Preventative Maintenance during the Mobilisation Period 

[bookmark: _Ref498549300]During the Mobilisation Period, the Supplier shall detail in a Service Delivery Plan any specific requirements requested by the Buyer, and the Supplier may be required to create a Planned Preventative Maintenance schedule. 

[bookmark: _GoBack]The Service Delivery Plan shall be presented to the Buyer within [insert] days after the Effective Date and the Buyer shall confirm whether it agrees with the proposed plan.

The Supplier shall ensure that for all Buyer Premises a fully compliant and accurate Planned Preventative Maintenance schedule which details all required maintenance activities for the first twelve (12) Months of the Call-Off Contract is uploaded to the CAFM System.

1. Rectification of Delay in Mobilisation 

If the Supplier becomes aware that there is, or there is reasonably likely to be, a Delay under this Contract it shall: 

notify the Buyer as soon as practically possible and no later than within two (2) Working Days from becoming aware of the Delay or anticipated Delay; 

include in its notification an explanation of the actual or anticipated impact of the Delay;

comply with the Buyer’s instructions in order to address the impact of the Delay or anticipated Delay; and

use all reasonable endeavours to eliminate or mitigate the consequences of any Delay or anticipated Delay.

1. [bookmark: _Ref490056998]Delay Payments

If Delay Payments have been included in the Mobilisation Plan and a Milestone has not been achieved by the relevant Milestone Date, the Supplier shall pay to the Buyer such Delay Payments (calculated as set out by the Buyer in the Mobilisation Plan) and the following provisions shall apply:

the Supplier acknowledges and agrees that any Delay Payment is a price adjustment and not an estimate of the Loss that may be suffered by the Buyer as a result of the Supplier’s failure to Achieve the corresponding Milestone;

[bookmark: _Ref492316239]Delay Payments shall be the Buyer's exclusive financial remedy for the Supplier’s failure to Achieve a Milestone by its Milestone Date except where:

the Buyer is otherwise entitled to or does terminate this Contract pursuant to Core Terms Clause 10.4 (When CCS or the Buyer can end this contract); or 

the delay exceeds the number of days (the "Delay Period Limit") specified in the Mobilisation Plan commencing on the relevant Milestone Date;

the Delay Payments will accrue on a daily basis from the relevant Milestone Date until the date when the Milestone is Achieved;

no payment or other act or omission of the Buyer shall in any way affect the rights of the Buyer to recover the Delay Payments or be deemed to be a waiver of the right of the Buyer to recover any such damages; and

Delay Payments shall not be subject to or count towards any limitation on liability set out in Core Terms Clause 11 (How much you can be held responsible for).




ANNEX: MOBILISATION PLAN

The Mobilisation Plan is set out below and the Milestones to be Achieved are identified below:

		Milestone

		Deliverable Items

		Duration (Weeks)

		Milestone Date

		Buyer Responsibilities

		Contribution to Final Milestone Payments % of mobilisation cost

		Delay Payments

% of mobilisation cost



		Start up

		1. Mobilisation programme(s)

2. Appoint mobilisation team and confirm appropriate security clearance for all staff has been obtained

		1 week

		

		1. Buyer endorsement of programme; Provide Pass sponsor & guidance

		10%

		1%





		Risk assessment

		1. Complete an initial, full risk assessment for each of  the Buyer’s Sites

		1 weeks

		

		1. Provide suitable management support. 

2. Buyer endorsement of risk assessment

		10%

		1%



		Security Services

		1. Complete Site familiarisations;

2. Produce  Operational plan incorporating all required security services at all Sites;

		2 weeks

		

		1. Buyer & confident in suppliers understanding

2. Buyer endorsement of plans.



		15%

		1%



		Handling of TUPE

		1. Consultation completed; Payroll tested; confirmed TUPE transfer date Defined and agreed.

		2 weeks

		

		1. Buyer, provides assistance in provision of relevant TUPE data

		15%

		1%



		Financial

		1. Appropriate financial procedures and systems in place.

2. CEMAR registrations complete

		3 weeks

		

		1. Agreement with Buyer on financial procedures, systems and interface.

2. Provision of CEMAR System & Contract preparation.

		10%

		1%



		[Supply Chain if Applicable]

		1. [Supplier advises on lower tier supply chain partners including details on competency, capability and health & Safety arrangements]

		[3 weeks]

		

		1. [Approval of Subcontractors]

		[10%]

		[1%]



		Accreditation

		1. Supplier provided evidence of achievement of the Accreditations listed in Attachment 3 

		3 weeks

		

		1. Buyer review Accreditations for compliance with the Specification

		10%

		1%



		Contract Hand-over

		2. Final Transition to new contract maintaining continued compliance and  performance requirements

		4 weeks

		

		2. Buyer records continued performance

		20%

		1%



		The Milestones will be Achieved in accordance with this Call-Off Schedule 13: (Mobilisation Plan and Testing)

For the purposes of Paragraph 9.1.2 the Delay Period Limit shall be Thirty (30) calendar days.
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[bookmark: _Toc461012416][bookmark: _Toc461021224]PART b

TESTING

1. DEFINITIONS 

In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		"Component"

		any constituent parts of the Deliverables;



		"Material Test Issue"

		a Test Issue of Severity Level 1 or Severity Level 2;



		"Satisfaction Certificate"

		a certificate materially in the form of the document contained in Annex 2 issued by the Buyer when a Deliverable and/or Milestone has satisfied its relevant Test Success Criteria;



		"Severity Level"

		the level of severity of a Test Issue, the criteria for which are described in Annex 1;



		"Test Issue Management Log"

		a log for the recording of Test Issues as described further in Paragraph 8.1 of this Schedule;



		"Test Issue Threshold"

		in relation to the Tests applicable to a Milestone, a maximum number of Severity Level 3, Severity Level 4 and Severity Level 5 Test Issues as set out in the relevant Test Plan; 



		"Test Reports"

		the reports to be produced by the Supplier setting out the results of Tests;



		"Test Specification"

		the specification that sets out how Tests will demonstrate that the Test Success Criteria have been satisfied, as described in more detail in Paragraph 6.2 of this Schedule;



		"Test Strategy"

		a strategy for the conduct of Testing as described further in Paragraph 3.2 of this Schedule;



		"Test Success Criteria"

		in relation to a Test, the test success criteria for that Test as referred to in Paragraph 5 of this Schedule;



		"Test Witness"

		any person appointed by the Buyer pursuant to Paragraph 9 of this Schedule; and



		"Testing Procedures"

		the applicable testing procedures and Test Success Criteria set out in this Schedule.





1. TESTING OVERVIEW

All Tests conducted by the Supplier shall be conducted in accordance with the Test Strategy, Test Specification and the Test Plan.

The Supplier shall not submit any Deliverable for Testing:

unless the Supplier is reasonably confident that it will satisfy the relevant Test Success Criteria;

until the Buyer has issued a Satisfaction Certificate in respect of any prior, dependant Deliverable(s); and

until the Parties have agreed the Test Plan and the Test Specification relating to the relevant Deliverable(s).

The Supplier shall use reasonable endeavours to submit each Deliverable for Testing or re-Testing by or before the date set out in the Implementation Plan for the commencement of Testing in respect of the relevant Deliverable.

Prior to the issue of a Satisfaction Certificate, the Buyer shall be entitled to review the relevant Test Reports and the Test Issue Management Log.

1. [bookmark: _Ref364417457]TEST STRATEGY

The Supplier shall develop the final Test Strategy as soon as practicable after the Start Date but in any case no later than twenty (20) Working Days after the Start Date.

The final Test Strategy shall include:

an overview of how Testing will be conducted in relation to the Implementation Plan;

the process to be used to capture and record Test results and the categorisation of Test Issues;

the procedure to be followed should a Deliverable fail a Test, fail to satisfy the Test Success Criteria or where the Testing of a Deliverable produces unexpected results, including a procedure for the resolution of Test Issues;

the procedure to be followed to sign off each Test; 

the process for the production and maintenance of Test Reports and a sample plan for the resolution of Test Issues; 

the names and contact details of the Buyer and the Supplier's Test representatives;

a high level identification of the resources required for Testing including Buyer and/or third party involvement in the conduct of the Tests;

[bookmark: _Ref349210858]the technical environments required to support the Tests; and

the procedure for managing the configuration of the Test environments.

1. [bookmark: _Ref364417418]TEST PLANs

The Supplier shall develop Test Plans and submit these for Approval as soon as practicable but in any case no later than twenty (20) Working Days prior to the start date for the relevant Testing as specified in the Implementation Plan.

Each Test Plan shall include as a minimum:

the relevant Test definition and the purpose of the Test, the Milestone to which it relates, the requirements being Tested and, for each Test, the specific Test Success Criteria to be satisfied; and

a detailed procedure for the Tests to be carried out.

The Buyer shall not unreasonably withhold or delay its approval of the Test Plan provided that the Supplier shall implement any reasonable requirements of the Buyer in the Test Plan.

1. [bookmark: _Hlt365639035][bookmark: _Ref364417515]TEST SUCCESS CRITERIA

The Test Success Criteria for all Tests shall be agreed between the Parties as part of the relevant Test Plan pursuant to Paragraph 4.

1. [bookmark: _Ref492660080]TEST SPECIFICATION

Following approval of a Test Plan, the Supplier shall develop the Test Specification for the relevant Deliverables as soon as reasonably practicable and in any event at least 10 Working Days prior to the start of the relevant Testing (as specified in the Implementation Plan).

Each Test Specification shall include as a minimum:

the specification of the Test data, including its source, scope, volume and management, a request (if applicable) for relevant Test data to be provided by the Buyer and the extent to which it is equivalent to live operational data;

a plan to make the resources available for Testing;

Test scripts;

Test pre-requisites and the mechanism for measuring them; and

expected Test results, including:

a mechanism to be used to capture and record Test results; and

a method to process the Test results to establish their content.

1. TESTING

[bookmark: _Ref364416994]Before submitting any Deliverables for Testing the Supplier shall subject the relevant Deliverables to its own internal quality control measures.

The Supplier shall manage the progress of Testing in accordance with the relevant Test Plan and shall carry out the Tests in accordance with the relevant Test Specification. Tests may be witnessed by the Test Witnesses in accordance with Paragraph 9.3.

The Supplier shall notify the Buyer at least 10 Working Days in advance of the date, time and location of the relevant Tests and the Buyer shall ensure that the Test Witnesses attend the Tests.

The Buyer may raise and close Test Issues during the Test witnessing process.

The Supplier shall provide to the Buyer in relation to each Test:

a draft Test Report not less than 2 Working Days prior to the date on which the Test is planned to end; and

the final Test Report within 5 Working Days of completion of Testing.

Each Test Report shall provide a full report on the Testing conducted in respect of the relevant Deliverables, including:

an overview of the Testing conducted;

identification of the relevant Test Success Criteria that have/have not been satisfied together with the Supplier's explanation of why any criteria have not been met;

the Tests that were not completed together with the Supplier's explanation of why those Tests were not completed;

the Test Success Criteria that were satisfied, not satisfied or which were not tested, and any other relevant categories, in each case grouped by Severity Level in accordance with Paragraph 8.1; and

the specification for any hardware and software used throughout Testing and any changes that were applied to that hardware and/or software during Testing.

When the Supplier has completed a Milestone it shall submit any Deliverables relating to that Milestone for Testing.

Each party shall bear its own costs in respect of the Testing.  However, if a Milestone is not Achieved the Buyer shall be entitled to recover from the Supplier, any reasonable additional costs it may incur as a direct result of further review or re-Testing of a Milestone.

If the Supplier successfully completes the requisite Tests, the Buyer shall issue a Satisfaction Certificate as soon as reasonably practical following such successful completion.  Notwithstanding the issuing of any Satisfaction Certificate, the Supplier shall remain solely responsible for ensuring that the Deliverables are implemented in accordance with this Contract. 

1. TEST ISSUES

[bookmark: _Hlt365638762][bookmark: _Hlt365638769][bookmark: _Hlt365639020][bookmark: _Hlt365639073][bookmark: _Ref364417058]Where a Test Report identifies a Test Issue, the Parties shall agree the classification of the Test Issue using the criteria specified in Annex 1 and the Test Issue Management Log maintained by the Supplier shall log Test Issues reflecting the Severity Level allocated to each Test Issue.

The Supplier shall be responsible for maintaining the Test Issue Management Log and for ensuring that its contents accurately represent the current status of each Test Issue at all relevant times.  The Supplier shall make the Test Issue Management Log available to the Buyer upon request.

The Buyer shall confirm the classification of any Test Issue unresolved at the end of a Test in consultation with the Supplier.  If the Parties are unable to agree the classification of any unresolved Test Issue, the Dispute shall be dealt with in accordance with the Dispute Resolution Procedure using the Expedited Dispute Timetable.

1. [bookmark: _Ref364417931]TEST WITNESSING

The Buyer may, in its sole discretion, require the attendance at any Test of one or more Test Witnesses selected by the Buyer, each of whom shall have appropriate skills to fulfil the role of a Test Witness.

The Supplier shall give the Test Witnesses access to any documentation and Testing environments reasonably necessary and requested by the Test Witnesses to perform their role as a Test Witness in respect of the relevant Tests.

The Test Witnesses:

shall actively review the Test documentation;

will attend and engage in the performance of the Tests on behalf of the Buyer so as to enable the Buyer to gain an informed view of whether a Test Issue may be closed or whether the relevant element of the Test should be re-Tested;

shall not be involved in the execution of any Test;

shall be required to verify that the Supplier conducted the Tests in accordance with the Test Success Criteria and the relevant Test Plan and Test Specification; 

may produce and deliver their own, independent reports on Testing, which may be used by the Buyer to assess whether the Tests have been Achieved; 

may raise Test Issues on the Test Issue Management Log in respect of any Testing; and

may require the Supplier to demonstrate the modifications made to any defective Deliverable before a Test Issue is closed.

1. TEST QUALITY AUDIT

[bookmark: _Ref349211301]The Buyer or an agent or contractor appointed by the Buyer may perform on-going quality audits in respect of any part of the Testing (each a "Testing Quality Audit") subject to the provisions set out in the agreed Quality Plan.

The Supplier shall allow sufficient time in the Test Plan to ensure that adequate responses to a Testing Quality Audit can be provided.

The Buyer will give the Supplier at least 5 Working Days' written notice of the Buyer’s intention to undertake a Testing Quality Audit.

The Supplier shall provide all reasonable necessary assistance and access to all relevant documentation required by the Buyer to enable it to carry out the Testing Quality Audit.

[bookmark: _Ref492662443]If the Testing Quality Audit gives the Buyer concern in respect of the Testing Procedures or any Test, the Buyer shall prepare a written report for the Supplier detailing its concerns and the Supplier shall, within a reasonable timeframe, respond in writing to the Buyer’s report.

In the event of an inadequate response to the written report from the Supplier, the Buyer (acting reasonably) may withhold a Satisfaction Certificate until the issues in the report have been addressed to the reasonable satisfaction of the Buyer.

1. OUTCOME OF TESTING

[bookmark: _Hlt365639198][bookmark: _Ref364420628]The Buyer will issue a Satisfaction Certificate when the Deliverables satisfy the Test Success Criteria in respect of that Test without any Test Issues.

If the Deliverables (or any relevant part) do not satisfy the Test Success Criteria then the Buyer shall notify the Supplier and:

the Buyer may issue a Satisfaction Certificate conditional upon the remediation of the Test Issues; 

the Buyer may extend the Test Plan by such reasonable period or periods as the Parties may reasonably agree and require the Supplier to rectify the cause of the Test Issue and re-submit the Deliverables (or the relevant part) to Testing; or

where the failure to satisfy the Test Success Criteria results, or is likely to result, in the failure (in whole or in part) by the Supplier to meet a Milestone, then without prejudice to the Buyer’s other rights and remedies, such failure shall constitute a material Default. 

[bookmark: _Ref364420459]The Buyer shall be entitled, without prejudice to any other rights and remedies that it has under this Contract, to recover from the Supplier any reasonable additional costs it may incur as a direct result of further review or re-Testing which is required for the Test Success Criteria for that Deliverable to be satisfied.

The Buyer shall issue a Satisfaction Certificate in respect of a given Milestone as soon as is reasonably practicable following:

the issuing by the Buyer of Satisfaction Certificates and/or conditional Satisfaction Certificates in respect of all Deliverables related to that Milestone which are due to be Tested; and

performance by the Supplier to the reasonable satisfaction of the Buyer of any other tasks identified in the Implementation Plan as associated with that Milestone.

The grant of a Satisfaction Certificate shall entitle the Supplier to the receipt of a payment in respect of that Milestone in accordance with the provisions of any Implementation Plan and Clause 4 (Pricing and payments).

If a Milestone is not Achieved, the Buyer shall promptly issue a report to the Supplier setting out the applicable Test Issues any other reasons for the relevant Milestone not being Achieved.

If there are Test Issues but these do not exceed the Test Issues Threshold, then provided there are no Material Test Issues, the Buyer shall issue a Satisfaction Certificate. 

If there is one or more Material Test Issue(s), the Buyer shall refuse to issue a Satisfaction Certificate and, without prejudice to the Buyer’s other rights and remedies, such failure shall constitute a material Default.

If there are Test Issues which exceed the Test Issues Threshold but there are no Material Test Issues, the Buyer may at its discretion (without waiving any rights in relation to the other options) choose to issue a Satisfaction Certificate conditional on the remediation of the Test Issues in accordance with an agreed Rectification Plan provided that: 

any Rectification Plan shall be agreed before the issue of a conditional Satisfaction Certificate unless the Buyer agrees otherwise (in which case the Supplier shall submit a Rectification Plan for approval by the Buyer within 10 Working Days of receipt of the Buyer’s report pursuant to Paragraph 10.5); and

where the Buyer issues a conditional Satisfaction Certificate, it may (but shall not be obliged to) revise the failed Milestone Date and any subsequent Milestone Date.

1. RISK

The issue of a Satisfaction Certificate and/or a conditional Satisfaction Certificate shall not:

operate to transfer any risk that the relevant Deliverable or Milestone is complete or will meet and/or satisfy the Buyer’s requirements for that Deliverable or Milestone; or

affect the Buyer’s right subsequently to reject all or any element of the Deliverables and/or any Milestone to which a Satisfaction Certificate relates. 

[bookmark: _Toc414636339][bookmark: _Toc461012417][bookmark: _Toc461021225]
ANNEX 1: TEST ISSUES – SEVERITY LEVELS 

1. SEVERITY 1 ERROR

This is an error that causes non-recoverable conditions, e.g. it is not possible to continue using a Component.

1. SEVERITY 2 ERROR

This is an error for which, as reasonably determined by the Buyer, there is no practicable workaround available, and which:

causes a Component to become unusable; 

causes a lack of functionality, or unexpected functionality, that has an impact on the current Test; or 

has an adverse impact on any other Component(s) or any other area of the Deliverables;

1. SEVERITY 3 ERROR

This is an error which:

causes a Component to become unusable; 

causes a lack of functionality, or unexpected functionality, but which does not impact on the current Test; or 

has an impact on any other Component(s) or any other area of the Deliverables;

but for which, as reasonably determined by the Buyer, there is a practicable workaround available;

1. SEVERITY 4 ERROR

This is an error which causes incorrect functionality of a Component or process, but for which there is a simple, Component based, workaround, and which has no impact on the current Test, or other areas of the Deliverables; and

1. SEVERITY 5 ERROR

This is an error that causes a minor problem, for which no workaround is required, and which has no impact on the current Test, or other areas of the Deliverables.

[bookmark: _Toc414636341][bookmark: _Toc461012419][bookmark: _Toc461021227]
ANNEX 2: SATISFACTION CERTIFICATE

To:		[insert name of Supplier] 

From:		[insert name of Buyer]

[Insert Date dd/mm/yyyy]



Dear Sirs,

SATISFACTION CERTIFICATE

Deliverable/Milestone(s): [Insert relevant description of the agreed Deliverables/Milestones].

We refer to the agreement ("Call-Off Contract") [insert Call-Off Contract reference number] relating to the provision of the [insert description of the Deliverables] between the [insert Buyer name] ("Buyer") and [insert Supplier name] ("Supplier") dated [insert Call-Off Start Date dd/mm/yyyy].

The definitions for any capitalised terms in this certificate are as set out in the Call-Off Contract.

[We confirm that all the Deliverables relating to [insert relevant description of Deliverables/agreed Milestones and/or reference number(s) from the Implementation Plan] have been tested successfully in accordance with the Test Plan [or that a conditional Satisfaction Certificate has been issued in respect of those Deliverables that have not satisfied the relevant Test Success Criteria].

[OR]

[This Satisfaction Certificate is granted on the condition that any Test Issues are remedied in accordance with the Rectification Plan attached to this certificate.]

[You may now issue an invoice in respect of the Milestone Payment associated with this Milestone in accordance with Clause 4 (Pricing and payments)].



Yours faithfully

[Insert Name]

[Insert Position]

acting on behalf of [insert name of Buyer]
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CALL-OFF SCHEDULE 14

 KEY PERFORMANCE INDICATORS 

definitions

In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):

		"At Risk %"

		means the percentage figure identified as such in the Order Form;



		"At Risk Amount"

		means in respect of a Service Period, the amount calculated in accordance with Paragraph 3.1 of Part A of this Schedule; 



		"Earn back"

		shall have the meaning in Part A of this Schedule; 



		"Earn Back %"

		means the percentage figure identified as such in the Order Form and which shall be used determine the proportion of a KPI Credit which may be the subject of any Earn back;



		"KPI Model"

		means the model comprised in the Excel worksheet - KPI Model, and attached in the Annex A to Part A of this Schedule to be used for calculating any adjustments to the  Charges as a result of the operation of the KPI regime in this Schedule;



		"KPI At Risk Amount"

		means in relation to a KPI in respect of a Service Period, the amount calculated in accordance with Paragraph 3.3 of Part A of this Schedule; 



		"KPI Category" 

		means each of the categories in the column headed KPI Name in the Performance Criteria tab of the KPI Model;



		"KPI Category At Risk Amount"

		means in relation to a KPI Category in respect of a Service Period, the amount calculated in accordance with Paragraph 3.2 of Part A of this Schedule; 



		"KPI Failure"

		means a failure to meet the KPI Performance Measure in respect of a KPI;



		"KPI Performance Measure"

		shall be 100%; 



		"Performance Monitoring Reports"

		shall have the meaning in Part B of this Schedule; 



		"Performance Review Meetings"

		shall have the meaning in Part B of this Schedule; 



		"Persistent KPI Failure"

		means the Supplier's actual performance against the KPIs falls to or below the standard to which Paragraph 6 of Part A of this Schedule refers; and 



		"Ratchet"

		shall have the meaning in Part A of this Schedule.





KPI Agreement

[bookmark: _Ref490067258]The Supplier shall at all times provide the Deliverables to meet or exceed the KPI Performance Measure for each KPI.

The Supplier acknowledges that any KPI Failure shall entitle the Buyer to the rights set out in Part A of this Schedule including the right to any KPI Credits and that any KPI Credit is a price adjustment and not an estimate of the Loss that may be suffered by the Buyer as a result of the Supplier’s failure to meet any KPI Performance Measure.

The Supplier shall send Performance Monitoring Reports to the Buyer (detailing the level of service performance which was actually achieved by the Supplier) in accordance with the provisions of Part B (Performance Monitoring) of this Schedule.

A KPI Credit shall be the Buyer’s exclusive financial remedy for a KPI Failure except where:

the KPI Failure:

has arisen due to a Prohibited Act or wilful Default by the Supplier; 

results in the corruption or loss of any Government Data; and/or

results in the Buyer being required to make a compensation payment to one or more third parties; and/or

a Persistent KPI Failure occurs and/or the Buyer is otherwise entitled to or does terminate this Contract pursuant to Clause 10.4 (When CCS or the Buyer can end this contract).

[bookmark: _Ref490067308]Not more than once in each Contract Year, the Buyer may, on giving the Supplier at least three (3) Months’ notice, change the weighting of the KPI Performance Measure in respect of one or more KPIs and the Supplier shall not be entitled to object to, or increase the Charges as a result of such changes, provided that:

the total number of KPIs for which the weighting is to be changed does not exceed the number applicable as at the Start Date; and

the principal purpose of the change is to reflect changes in the Buyer's business requirements and/or priorities or to reflect changing industry standards; and

there is no change to the At Risk %.

[bookmark: _Ref492661388]Persistent KPI FAILURE 

[bookmark: _Ref492314340]On the occurrence of a Persistent KPI Failure:

any KPI Credits that would otherwise have accrued during the relevant Service Period shall not accrue; and

the Buyer shall be entitled to withhold and retain as compensation a sum equal to any Charges which would otherwise have been due to the Supplier in respect of that Service Period ("Compensation for Persistent KPI Failure"),

Provided that the operation of this Paragraph 3 shall be without prejudice to the right of the Buyer to terminate this Contract and/or to claim damages from the Supplier for material Default.




PART A: KPIS AND KPI CREDITS 

1. [bookmark: _Ref426455066]KPIS

[bookmark: _Hlt365637504]If the level of performance of the Supplier:

is likely to or fails to meet any KPI Performance Measure; or

is likely to cause or causes a Persistent KPI Failure to occur, 

the Supplier shall immediately notify the Buyer in writing and the Buyer, in its absolute discretion and without limiting any other of its rights, may:

[bookmark: _Ref364421540]require the Supplier to immediately take all preventative and/or remedial action that is reasonable to mitigate the impact on the Buyer and to rectify or prevent a KPI Failure or Persistent KPI Failure from taking place or recurring; 

[bookmark: _Ref364239094]instruct the Supplier to comply with the Rectification Plan Process; 

if a KPI Failure has occurred, deduct the applicable KPI Credits payable by the Supplier to the Buyer; and/or

if a Persistent KPI Failure has occurred, exercise its right to Compensation for Persistent KPI Failure (including the right to terminate for material Default).

KPI CREDITS

[bookmark: _Hlt365637641]The Buyer shall use the Performance Monitoring Reports supplied by the Supplier to verify the calculation and accuracy of the KPI Credits, if any, applicable to each Service Period.  

KPI Credits are a reduction of the amounts payable in respect of the Deliverables and do not include VAT. The Buyer shall recover the value of any KPI Credits in accordance with Call-Off Schedule 5 (Call-Off Pricing). 

KPI Credit calculation

[bookmark: _Ref496537961]At Risk Amount

[bookmark: _Ref496545402]For a Service Period, the At Risk Amount shall be calculated in accordance with Section 2 - Calculation of Monthly Value at Risk, of the Paymech Calc Overview tab of the Payment Mechanism.

[bookmark: _Ref496540476][bookmark: _Ref496539925]KPI Category At Risk Amount 

[bookmark: _Ref497921602]The KPI Category At Risk Amount shall be calculated as follows: for each KPI Category, the At Risk Amount shall be apportioned to it in accordance with the KPI Category Weightings in the column headed KPI Weighting in the KPI Table 2 of the Performance Criteria tab of the KPI Model.

KPI At Risk Amount 

[bookmark: _Ref496540638]The KPI At Risk Amount shall be calculated as follows: the KPI Category At Risk Amount that applies to the KPI Category in which the relevant KPI resides, shall be further apportioned in accordance with the KPI Measure Weightings in the column headed KPI Weighting in [the Measures - Table 3 of the Performance Criteria tab of the KPI Model.

KPI Credit 

The KPI Credit to be applied to a KPI in a Service Period for a KPI Failure shall be calculated in accordance with the Measures tab of the KPI Model by:

deducting from 100% the actual standard of performance (as a percentage, calculated using the Scoring Scales tab of the KPI Model) achieved by the Supplier against the KPI Performance Measure in that Service Period; and 

multiplying the resultant percentage by the KPI At Risk Amount.

[bookmark: _Ref497920156][bookmark: _Ref496543154]KPI CREDIT RATCHET

A ratchet will apply to the calculation of KPI Credits for frequent and repeated KPI Failures ("Ratchet").

[bookmark: _Ref497923255]The Ratchet will be applied to the calculation of KPI Credits if one or both of the following circumstances occur:

KPI Failures occur in relation to any one or more of the KPIs comprised in the same KPI Category in consecutive Service Periods; and

KPI Failures occur in relation to any one or more of the KPIs comprised in the same KPI Category in any four (4) or more of the immediately preceding twelve (12) Service Periods.

The value of the Ratchet and when it is to be applied pursuant to Paragraph 4.2, is set out in the Performance Deduction Calc tab of the Payment Mechanism.

When the Ratchet is to be applied, the relevant KPI Credit shall be the number of KPI Credits that would normally accrue for an initial KPI Failure multiplied by the value of the Ratchet, for example:

if a KPI Failure in respect of any one or more KPIs comprised in the same KPI Category occurs in two (2) consecutive Service Periods, the KPI Credits for each of the KPI Failures in the second of such Service Periods will be 1.5 times the KPI Credit that would have been applicable to them for an initial KPI Failure; and

if a KPI Failure in respect of any one or more KPIs comprised in the same KPI Category occurs in any four (4) Service Periods in the immediately preceding twelve (12) Service Periods, the KPI Credits for each of the KPI Failures in that fourth Service Period will be 1.75 times the KPI Credit that would have been applicable to them for an initial KPI Failure.

If more than one Ratchet applies to a KPI Failure in the same Service Period, the Ratchet resulting in the higher KPI Credit will be used.

[bookmark: _Ref498598254]kpi cREDIT EARN BACK

[bookmark: _Ref497921246]If:

[bookmark: _Ref497920933]in respect of a Service Period the Supplier has been liable to pay (and has paid) a KPI Credit in relation to a KPI Category; and

[bookmark: _Ref497920935]in the next Service Period, the Supplier is not liable to pay a KPI Credit in relation to the same KPI Category that was the subject of such KPI Credits in the previous Service Period,

The Supplier shall be entitled to recover a proportion of such KPI Credit ("Earn back").

The amount of the Earn back shall be calculated as the product of the KPI Credit paid in the previous Service Period in relation to the relevant KPI Category and the Earn back %.

The Supplier shall recover any Earn back to which it is entitled under this Paragraph 5 in accordance with Call-Off Schedule 5 (Call-Off Pricing).

Persistent KPI failure

A Persistent KPI Failure shall arise when one or both of the following takes place:

[bookmark: _Ref498076689]a KPI Failure in respect of any one or more of the KPIs comprised in the same KPI Category occurs in five (5) consecutive Service Periods;

a KPI Failure in respect of any one or more of the KPIs comprised in the same KPI Category occurs in any seven (7) Service Periods in the immediately preceding twelve (12) Service Periods.

A Persistent KPI Failure shall constitute a material Default of this Contract by the Supplier.



[bookmark: _Toc414636343][bookmark: _Toc461012423][bookmark: _Toc461021230][bookmark: _Hlt364693831]
ANNEXes TO PART A: 

Annex – A: KPI Model





ANNEX – B – PAYMENT MECHANISM























[bookmark: _Toc414636344][bookmark: _Toc461012424][bookmark: _Toc461021231]


PART B: PERFORMANCE MONITORING

1. [bookmark: _Hlt365636904]PERFORMANCE MONITORING AND PERFORMANCE REVIEW

[bookmark: _Hlt365636907][bookmark: _Ref365636898]The Supplier shall provide the Buyer with accurate and complete performance monitoring reports in the same format as that in the KPI Model ("Performance Monitoring Reports") which shall contain, as a minimum, the following information in respect of the relevant Service Period just ended:

for each KPI, the actual performance achieved in respect of that KPI over the relevant Service Period;

a summary of all KPI Failures that occurred during that Service Period;

details of any Persistent KPI Failures;

for any repeat failures, actions taken to resolve the underlying cause and prevent recurrence;

the KPI Credits to be applied in respect of the relevant Service Period, indicating the KPI Failures to which the KPI Credits relate; and

[bookmark: _Ref498079685]such other details as the Buyer may reasonably require from time to time.

The Parties shall attend meetings to discuss Performance Monitoring Reports ("Performance Review Meetings") on a Monthly basis. The Performance Review Meetings will be the forum for the review by the Supplier and the Buyer of the Performance Monitoring Reports.  The Performance Review Meetings shall:

take place within one (1) week of the Performance Monitoring Reports being issued by the Supplier at such location and time (within normal business hours) as the Buyer shall reasonably require;

be attended by the Supplier's Representative and the Buyer’s Representative; and

be fully minuted by the Supplier and the minutes will be circulated by the Supplier to all attendees at the relevant meeting and also to the Buyer’s Representative and any other recipients agreed at the relevant meeting.  

The minutes of the preceding Month's Performance Review Meeting will be agreed and signed by both the Supplier's Representative and the Buyer’s Representative at each meeting.

[bookmark: _Ref498079686]The Supplier shall provide to the Buyer such documentation and information as the Buyer may reasonably require in order to verify the level of the performance by the Supplier and to calculate the amount of KPI Credits for any specified Service Period.

SATISFACTION SURVEYS
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Guidance


						Buyer Specific Requirements


						Within this spreadsheet, all cells highlighted in yellow should be completed by the Buyer based on their KPI requirements. The pre-populated KPIs, Measures and Scoring Scales throughout this spreadsheet are only examples. Buyers should look to amend these to better reflect the needs of their requirement, as part of their ITT pack, then remove the shading.








						Within this spreadsheet, all cells highlighted in green should be completed by the supplier/Buyer on a monthly basis to allow calculation of KPI achievements and potential performance deduction values.








						Performance Criteria sheet


						This sheet shows the summarised position of the value at risk and performance deductions attributed to KPIs, both at a grouped and individual level.


						The information is structured as follows:


						Cell Reference			Description			Buyer build instruction (pre ITT)			Monthly instruction (within contract)





						Table 1. Financials


						C5			Defines the percentage of the value at risk for the contract.			Enter the KPI value at risk for your contract. Maximum is 6%.			None


						C6			Defines the month value of the contract.			None			Enter/ensure correct value for the period being assessed


						C7			Defines the value of variation events undertaken during the month.			None			Enter/ensure correct value for the period being assessed


						C8			Calculates the total value at risk for the month.			None			None





						Table 2. KPIs


						A13 to A22			Defines the KPI names			Enter up to 10 KPIs titles dependent on your requirements. If using less than ten KPIs just leave some cells blank.			None


						B13 to B22			Defines the weighting attributed to each KPI.			Enter weighting for each KPI. Total must add up to 100%.			None


						C13 to C22			Automatically calculates the value at risk attributable to each KPI.			None			None


						D13 to D22			Automatically calculates the performance deductions for the month attributable to each KPI.			None			None





						Table 3. Measures


						A27 to A84			Defines which KPI the individual Measure is attributed to.			Select (from the drop down box) the KPI you are putting a Measure against. Every KPI needs at least one Measure. We recommend keeping the number of measures per KPI to a minimum to avoid dilution, to keep a focus on those areas important to the Buyer.			None


						B27 to B84			Defines the Measure Reference for each individual Measure.			Create a Measure Reference code per Measure for easy reference.			None


						C27 to C84			Defines the weighting attributed to each Measure.			Enter a weighting per Measure. Within each KPI, the Measure weightings must add up to 100%.			None


						D27 to D84			Automatically calculates the value at risk attributable to each Measure.			None			None


						E27 to E84			Automatically calculates the performance deductions attributable to each Measure.			None			None





						B23, C85 & D85			These cells contain error checking formulas to ensure that the weightings and value at risk calculations are correct. In the event of an error, a message in red highlighting the problem will be displayed.			None			None





						Measures sheet


						This sheet lists all of the Measures applicable to the contract KPIs. It defines the requirement for each Measure, and states how performance will be measured for the performance calculations.


						The information is structured as follows:


						Cell Reference			Description			Buyer build instruction			Monthly instruction


						Column A			Shows the KPI against which individual Measures will be calculated.			None			None


						Column B			Shows the Measure Reference for each individual Measure.			None			None


						Column C			Defines the requirement for each Measure.			Enter a description for each Measure			None


						Column D			Defines how each Measure will be measured for performance purposes.			Enter a description of how each Measure should be calculated monthly			None


						Column E			Defines the unit of measure type to be used for performance calculations. 			Enter the unit of measure applicable to the Measure - should the result be a Percentage, Number or Qualitative (pass/fail)?			None


						Columns F - H			Contains the results received from the supplier in relation to the Measure performance.			None			The monthly result should be entered into the relevant green shaded cell per Measure.


						Column I			Defines which scale is to be used for performance calculations.			Select the scoring scale to be used to calculate the Measure score based on the result entered monthly. 			None


						Column J			Automatically calculates the score achieved based on the relevant result provided in columns F to H.			None			None


						Column K			Automatically calculates the deduction applicable for each Measure based on the score achieved in column J.			None			None





						Scoring Scales sheet


						This sheet contains the various performance scales used against which individual Measures are scored


						Cell Reference			Description			Buyer build instruction			Monthly instruction


						Columns B - I			Contains 3 different scoring scales for the 'number' unit of measure.			Select the scoring scale to be used to calculate the Measure score based on the result entered monthly. Example Scoring Scales are already input and can be selected dependent on the result required per Measure, or the scales can be amended by the Buyer. Ensure the correct scale is chosen to match the unit of measure for each Measure - score tables 1 - 3 are for 'Number', score tables 4 - 6 are for 'percentage', and score table 7 is for 'Pass/Fail' units of measure.			None


						Columns K - R			Contains 3 different scoring scales for the 'percentage' unit of measure.


						Columns T - U			Contains the Pass / Fail scoring scales for the 'qualitative' unit of measure.











Performance Criteria


			Table 1. Financials


			Financial overview


			Percentage of the Call Off Contract value at risk						6.00%


			Call Off Contract Current Month Value


			Value of variation events in this month


			Total Value at risk for the month						£0


			Table 2. KPIs





			KPI Name			KPI Weighting			KPI Value at Risk			KPI Deduction


			Security Services			70%			£0			£0


			General Standards			30%			£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


						


			Table 3. Measures





			KPI Name			Measure Reference			Measure Weighting			Measure Value at Risk			Measure Deduction


			Security Services			SEC M1			14%			£0			


			Security Services			SEC M2			7%			£0			


			Security Services			SEC M3			7%			£0			


			Security Services			SEC M4			14%			£0			


			Security Services			SEC M5			23%			£0			


			Security Services			SEC M6			7%			£0			


			Security Services			SEC M7			14%			£0			


			Security Services			SEC M8			14%			£0			


			General standards			GEN M1			35%			£0			


			General standards			GEN M2			50%			£0			


			General standards			GEN M3			15%			£0			


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


												











Measures


																								Pass


																								Fail


			KPI Name			Measure Reference			Measure requirement			Measure achievement calculation			Achievement 
Unit of Measure			Achievement value (%)			Achievement value (number)			Achievement value (Input either 'Pass' or 'Fail')			Scoring Scale			Score			Deduction %


			Security Services			SEC M1			 No unauthorised personnel are permitted entry to RWM premises.			All personnel admitted to the offices have been pre-notified and provide the required photographic ID before entry is authorised.			Qualitative												Pass/Fail									


			Security Services			SEC M2			All escorted and unescorted visitor passes issued are recovered.			All Visitor Passes issued must be recovered from the visitors before they leave the RWM office. Calculated as the total number of Visitor Passes collected in-month divided by the total number of Visitor Passes issued in-month multiplied by 100.			Percentage												High									


			Security Services			SEC M3			All patrols undertaken as stated in the Assignment Instructions			Supplier to assess number of non compliant patrols. Calculated as the total number of Compliant Patrols in-month divided by the total number of  Patrols in-month mulitplied by 100.			Percentage												High									


			Security Services			SEC M4			Photo Pass production and issue to be in accordance with Assignment Instructions and all passes are produced without any inaccuracies (incorrect permissions, spelling mistakes etc.)			Photo passes are issued without any inaccuracies. Calculated as the percentage of inaccurate passes issued against the total number of passes issued.			Percentage												High									


			Security Services			SEC M5			Ensure all task specific work instructions, emergency procedures and standard operating procedure are up to date and accurate			All documentation to enable security personnel to perform their tasks are kept up to date and accurately reflect the requirement. No occasions where RWM Security Managers identify non-compliance.			Qualitative												Pass/Fail									


			Security Services			SEC M6			Number of valid complaints received through Buyers Contract Unit and Validated between Buyers Contract Unit & Supplier.			Number of Complaints Received and validated from Staff/Supplier's/visitors.			Number												Med									


			Security Services			SEC M7			All alerts and associated incidents are to be responded to as stated in the Assignment Instruction and cascaded as required to the Authorised agreed point of contact.			Number of Supplier responses to alerts and incidents as laid out in the Authority supplied cascade process. No occasions where Contracting Authority identifies non-compliance.			Qualitative												Pass/Fail									


			Security Services			SEC M8			Supplier to ensure that all permanent staff on the contract are visited as a minimum on one occasion per month to provide duty of care and support continuous development and maintenance of SQEP.			Staff visits are conducted in accordance witht the contract. 			Qualitative												Pass/Fail									


			General standards			GEN M1			Assignment Instructions to be maintained and updated annually and additionally within 1 month of any changes to security arrangements.			No failure by the Supplier to provide an accurate and updated set of Assignement Instructions as per the Contract. No occasions where RWM identifies non-compliance.			Qualitative												Pass/Fail									


			General standards			GEN M2			Each member of staff to be assessed as being Suitably Qualified and Experienced Personnel (SQEP) and have an agreed training and competency plan in place within 1 month of working in RWM premises.  Training to maintain SQEP to be delivered in accordance with the plan.			No of Contract Staff successfully trained within agreed SLR. No occasions where RWM identifies non-compliance.			Qualitative												Pass/Fail									


			General standards			GEN M3			All material / records to be managed in line with the Data Protection Act. 			Measurement checks to be carried out on 4 random dates. No occasions where Contracting Authority identifies non-compliance.			Qualitative												Pass/Fail									


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				











Lookup


						Number			Percentage			Qualitative						UnitofMeasurementType												AchievementValueQualitative


						Low			Low			Pass/Fail						UnitofMeasurementTypeSelected												Pass


						Med			Med									Number			Percentage			Qualitative						Fail


						High			High									G			F			H











Scoring Scales


						Scoring Scales for Unit of Measure: Number																											Scoring Scales for Unit of Measure: Percentage (%)																											Scoring Scales for Unit of Measure: Qualitative


						Score Table 1									Score Table 2									Score Table 3									Score Table 4									Score Table 5									Score Table 6									Score Table 7


						Low									Medium									High									Low									Medium									High									Pass			100%


						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Fail			0%


						0			100%						0			100%						0			100%						0%			0%						0%			0%						0%			0%


						1			95%						1			90%						1			80%						1%			0%						1%			0%						1%			0%


						2			95%						2			80%						2			50%						2%			5%						2%			0%						2%			0%


						3			90%						3			70%						3			0%						3%			5%						3%			0%						3%			0%


						4			90%						4			60%						4			0%						4%			5%						4%			0%						4%			0%


						5			80%						5			50%						5			0%						5%			10%						5%			0%						5%			0%


						6			80%						6			25%						6			0%						6%			10%						6%			0%						6%			0%


						7			70%						7			10%						7			0%						7%			10%						7%			0%						7%			0%


						8			70%						8			5%						8			0%						8%			10%						8%			0%						8%			0%


						9			60%						9			0%						9			0%						9%			10%						9%			0%						9%			0%


						10			60%						10			0%						10			0%						10%			25%						10%			0%						10%			0%


						11			50%						11			0%						11			0%						11%			25%						11%			0%						11%			0%


						12			50%						12			0%						12			0%						12%			25%						12%			0%						12%			0%


						13			40%						13			0%						13			0%						13%			25%						13%			0%						13%			0%


						14			40%						14			0%						14			0%						14%			25%						14%			0%						14%			0%


						15			20%						15			0%						15			0%						15%			25%						15%			0%						15%			0%


						16			20%						16			0%						16			0%						16%			25%						16%			0%						16%			0%


						17			10%						17			0%						17			0%						17%			25%						17%			0%						17%			0%


						18			10%						18			0%						18			0%						18%			25%						18%			0%						18%			0%


						19			5%						19			0%						19			0%						19%			25%						19%			0%						19%			0%


						20			5%						20			0%						20			0%						20%			40%						20%			10%						20%			0%


						21			0%						21			0%						21			0%						21%			40%						21%			10%						21%			0%


						22			0%						22			0%						22			0%						22%			40%						22%			10%						22%			0%


						23			0%						23			0%						23			0%						23%			40%						23%			10%						23%			0%


						24			0%						24			0%						24			0%						24%			40%						24%			10%						24%			0%


						25			0%						25			0%						25			0%						25%			40%						25%			10%						25%			0%


						26			0%						26			0%						26			0%						26%			40%						26%			10%						26%			0%


						27			0%						27			0%						27			0%						27%			40%						27%			10%						27%			0%


						28			0%						28			0%						28			0%						28%			40%						28%			10%						28%			0%


						29			0%						29			0%						29			0%						29%			40%						29%			10%						29%			0%


						30			0%						30			0%						30			0%						30%			60%						30%			25%						30%			0%


						31			0%						31			0%						31			0%						31%			60%						31%			25%						31%			0%


						32			0%						32			0%						32			0%						32%			60%						32%			25%						32%			0%


						33			0%						33			0%						33			0%						33%			60%						33%			25%						33%			0%


						34			0%						34			0%						34			0%						34%			60%						34%			25%						34%			0%


						35			0%						35			0%						35			0%						35%			60%						35%			25%						35%			0%


						36			0%						36			0%						36			0%						36%			60%						36%			25%						36%			0%


						37			0%						37			0%						37			0%						37%			60%						37%			25%						37%			0%


						38			0%						38			0%						38			0%						38%			60%						38%			25%						38%			0%


						39			0%						39			0%						39			0%						39%			60%						39%			25%						39%			0%


						40			0%						40			0%						40			0%						40%			80%						40%			50%						40%			0%


						41			0%						41			0%						41			0%						41%			80%						41%			50%						41%			0%


						42			0%						42			0%						42			0%						42%			80%						42%			50%						42%			0%


						43			0%						43			0%						43			0%						43%			80%						43%			50%						43%			0%


						44			0%						44			0%						44			0%						44%			80%						44%			50%						44%			0%


						45			0%						45			0%						45			0%						45%			80%						45%			50%						45%			0%


						46			0%						46			0%						46			0%						46%			80%						46%			50%						46%			0%


						47			0%						47			0%						47			0%						47%			80%						47%			50%						47%			0%


						48			0%						48			0%						48			0%						48%			80%						48%			50%						48%			0%


						49			0%						49			0%						49			0%						49%			80%						49%			50%						49%			0%


						50			0%						50			0%						50			0%						50%			100%						50%			60%						50%			0%


						51			0%						51			0%						51			0%						51%			100%						51%			60%						51%			0%


						52			0%						52			0%						52			0%						52%			100%						52%			60%						52%			0%


						53			0%						53			0%						53			0%						53%			100%						53%			60%						53%			0%


						54			0%						54			0%						54			0%						54%			100%						54%			60%						54%			0%


						55			0%						55			0%						55			0%						55%			100%						55%			60%						55%			0%


						56			0%						56			0%						56			0%						56%			100%						56%			60%						56%			0%


						57			0%						57			0%						57			0%						57%			100%						57%			60%						57%			0%


						58			0%						58			0%						58			0%						58%			100%						58%			60%						58%			0%


						59			0%						59			0%						59			0%						59%			100%						59%			60%						59%			0%


						60			0%						60			0%						60			0%						60%			100%						60%			70%						60%			0%


						61			0%						61			0%						61			0%						61%			100%						61%			70%						61%			0%


						62			0%						62			0%						62			0%						62%			100%						62%			70%						62%			0%


						63			0%						63			0%						63			0%						63%			100%						63%			70%						63%			0%


						64			0%						64			0%						64			0%						64%			100%						64%			70%						64%			0%


						65			0%						65			0%						65			0%						65%			100%						65%			70%						65%			0%


						66			0%						66			0%						66			0%						66%			100%						66%			70%						66%			0%


						67			0%						67			0%						67			0%						67%			100%						67%			70%						67%			0%


						68			0%						68			0%						68			0%						68%			100%						68%			70%						68%			0%


						69			0%						69			0%						69			0%						69%			100%						69%			70%						69%			0%


						70			0%						70			0%						70			0%						70%			100%						70%			80%						70%			0%


						71			0%						71			0%						71			0%						71%			100%						71%			80%						71%			0%


						72			0%						72			0%						72			0%						72%			100%						72%			80%						72%			0%


						73			0%						73			0%						73			0%						73%			100%						73%			80%						73%			0%


						74			0%						74			0%						74			0%						74%			100%						74%			80%						74%			0%


						75			0%						75			0%						75			0%						75%			100%						75%			80%						75%			0%


						76			0%						76			0%						76			0%						76%			100%						76%			80%						76%			0%


						77			0%						77			0%						77			0%						77%			100%						77%			80%						77%			0%


						78			0%						78			0%						78			0%						78%			100%						78%			80%						78%			0%


						79			0%						79			0%						79			0%						79%			100%						79%			80%						79%			0%


						80			0%						80			0%						80			0%						80%			100%						80%			90%						80%			0%


						81			0%						81			0%						81			0%						81%			100%						81%			90%						81%			0%


						82			0%						82			0%						82			0%						82%			100%						82%			90%						82%			0%


						83			0%						83			0%						83			0%						83%			100%						83%			90%						83%			0%


						84			0%						84			0%						84			0%						84%			100%						84%			90%						84%			0%


						85			0%						85			0%						85			0%						85%			100%						85%			90%						85%			0%


						86			0%						86			0%						86			0%						86%			100%						86%			90%						86%			0%


						87			0%						87			0%						87			0%						87%			100%						87%			90%						87%			0%


						88			0%						88			0%						88			0%						88%			100%						88%			90%						88%			0%


						89			0%						89			0%						89			0%						89%			100%						89%			90%						89%			0%


						90			0%						90			0%						90			0%						90%			100%						90%			100%						90%			0%


						91			0%						91			0%						91			0%						91%			100%						91%			100%						91%			0%


						92			0%						92			0%						92			0%						92%			100%						92%			100%						92%			0%


						93			0%						93			0%						93			0%						93%			100%						93%			100%						93%			0%


						94			0%						94			0%						94			0%						94%			100%						94%			100%						94%			0%


						95			0%						95			0%						95			0%						95%			100%						95%			100%						95%			10%


						96			0%						96			0%						96			0%						96%			100%						96%			100%						96%			25%


						97			0%						97			0%						97			0%						97%			100%						97%			100%						97%			50%


						98			0%						98			0%						98			0%						98%			100%						98%			100%						98%			75%


						99			0%						99			0%						99			0%						99%			100%						99%			100%						99%			100%


						100			0%						100			0%						100			0%						100%			100%						100%			100%						100%			100%
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Paymech Calc Overview


			Payment Mechanism Calculation




















			Payment for month number





			Therefore in Payment Mechanism, Contract Month 'n' = 





			SECTION 1: Calculation of Baseline Monthly Payment





			Contract Base Cost for Month including indexation (excluding TUPE)





			Contract Month Variation Cost including indexation in Month 





			Baseline Monthly Payment =						£0.00





			SECTION 2: Calculation of Monthly Value at Risk 





			Formula for "Monthly Value at Risk" =						Baseline Monthly Payment x Value at Risk %





			Value at Risk % =





			Monthly Total Value at Risk =						£0.00





			Input for Pass Through Costs for Previous Contract Month





			Monthly Pass Through Cost for Month -1			=





			Input of Work Orders for Previous Contract Month





			Monthly Work Order Cost for Month -1			=





			SECTION 3: Input TUPE Risk Premium for Previous Month





			Monthly TUPE Risk Premium for Month -1			=





			SECTION 4: Calculation of Performance Adjustment and Earnback for Previous Month








			Monthly Performance Adjustment for Month -1			=			£0





			Monthly Earnback for Month -1			=			£0





			Monthly Total Performance Adjustment and Earnback =						£0





			SECTION 5: Calculation of the Monthly Payment





			Monthly Payment for Month			 = 			Payment for Month is Blank





			Monthly Payment for Final Contract Month			 = 			Payment for Month is Blank








Performance Deduction Calc





			Table 1: RATCHET OPTIONS			Ratchet Value			Consecutive Failure						Failure over a 12 Month Rolling Period


			Default			1


			Ratchet 1			1.5			2						3


			Ratchet 2			1.75			3						4,5


			Ratchet 3			2			4						6,7,8,9,10,11,12





			`			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


			Table 1: ACTUAL DEDUCTIONS
Copy and paste values from the KPI Model:
'Performance Criteria' tab
Table 2: KPIs
'KPI Deduction' column.			1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services


			General Standards





			Table 2: Record of KPI Pass/Fail per Service			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass


			General Standards			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass








			Table 3: Calculation of Failure Over a 12 Month Period			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 4: Calculation of Consecutive Failure			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 5: Calculation of Deduction (uses highest figure from table 3 or table 4 above)			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 6:  Monthly Total Value at Risk Cap			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			This is capped at 6% of the total of the Baseline Monthly Payment for the month in question.			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			TOTAL DEDUCTIONS			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








Perf Earnback_Retention Calc


			EARNBACK/RETENTION





			Table 1 - Contract Duration


			Contract Month


			0			Contract Annual Period 1 - Month																																				Contract Annual Period 2 - Month																																				Contract Annual Period 3 - Month																																				Contract Annual Period 4 - Month																																				Contract Annual Period 5 - Month


			Contract Year 1 - Contract Month Split
ACTUAL DEDUCTIONS			1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60			Actual Deductions - Total for Designated Contract Month Period (£)			Earnback Amount Due from Previous Contract Month @ 50% (£)


			Security Services			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0


			General Standards			£200.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0


																																																																																																																																																																																										£0.00			£0.00
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RADIOACTIVE WASTE MANAGEMENT

and


                    Mitie Limited

    WORKPLACE SERVICES CONTRACT


         (FM MARKETPLACE PHASE 2)

                                                                                REF: RM6089


CALL-OFF SCHEDULE 15

Contract Management


1. Definitions


1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Joint Schedule 1 (Definitions):


		"Supplier's Contract Manager 

		The person appointed by the Supplier to oversee the operation of the Call-Off Contract [and any alternative person whom the Supplier intends to appoint to the role, provided that the Supplier informs the Buyer prior to the appointment]. 





2. MANAGEMENT OF THE Deliverables


2.1 The Parties shall ensure that appropriate resource is made available on a regular basis such that the aims, objectives and specific provisions of this Contract can be fully realised.

3. Communications


3.1 The parties shall follow the communications protocol detailed within Section 1 of Annex 1 to this Call-Off Schedule 15.


3.2 For the Buyer all communications concerning the management of this contract will be conducted through the CEMAR, web based contract management system, The Buyer and Supplier will jointly commit to this arrangement via the CEMAR Paperless Commitment included within Annex 2 to this Call-Off Schedule 15.

4. Contract Management Mechanisms


4.1 Both Parties shall pro-actively manage risks attributed to them under the terms of this Call-Off Contract.


4.2 The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer, processes for:


4.2.1 the identification and management of risks;


4.2.2 the identification and management of issues; and


4.2.3 monitoring and controlling project plans (including but not limited to Mobilisation Plan, Test Plan, Rectification Plan, Security Management Plan, Continuous Improvement Plan and Health and Safety Plan).

4.3 The Supplier allows the Buyer's Authorised Representative to inspect at any time within working hours the accounts and records which the Supplier is required to keep.

4.4 The Supplier will maintain a risk register which is a register of the risks which are listed in the Order Form and the risks which the Buyer's Authorised Representative and/ or the Supplier have identified. 


5. SUPPLIER'S CONTRACT MANAGER'S RESPONSIBILITIES


5.1 The Supplier shall allocate a Supplier's Contract Manager to each of the Buyer and the Cluster Members. The Supplier's Contract Managers shall comply with the relevant requirements set out in Annex’s’ 2 and 3 to this Call-Off Schedule 15.


5.2 The Supplier's Contract Manager's shall be:


5.2.1 the primary point of contact to receive communication from the Buyer and will also be the person primarily responsible for providing information to the Buyer; 


5.2.2 able to delegate his position to another person at the Supplier but must inform the Buyer before proceeding with the delegation and it will be delegated person's responsibility to fulfil the Contract Manager's responsibilities and obligations; 


5.2.3 able to cancel any delegation and recommence the position himself; and


5.2.4 replaced only after the Buyer has received notification of the proposed change. 


5.3 The Buyer and/or the relevant Cluster Member may provide revised instructions to the Supplier's Contract Managers in regards to the Contract and it will be the Supplier's Contract Managers' responsibility to ensure the information is provided to the Supplier and the actions implemented. 


5.4 Receipt of communication from the Supplier's Contract Managers by the Buyer and/or the relevant Cluster Member does not absolve the Supplier from its responsibilities, obligations or liabilities under the Contract.

Annex 1 


Contract Management Principles


1. Communications


1.1 Each instruction, certificate, submission, proposal, record, acceptance, notification, reply and other communication which this contract requires is communicated in a form which can be read, copied and recorded. Writing is in the language of this contract.


1.2 A communication has effect when it is received at the last address notified by the recipient for receiving communications or, if none is notified, at the address of the recipient stated in the Contract Data.


1.3 If this contract requires the Buyer’s Authorised Representative or the Supplier to reply to a communication, unless otherwise stated in this contract, replies must be made within the period for reply.


1.4 For the purposes of this contract the period of reply is 2 weeks.


1.5 The Buyer’s Authorised Representative replies to a communication submitted or resubmitted to him by the Supplier for acceptance. If his reply is not acceptance, the Buyer’s Authorised Representative states his reasons and the Supplier resubmits the communication within the period for reply taking account of these reasons. A reason for withholding acceptance is that more information is needed in order to assess the Supplier’s submission fully.


1.6 The Buyer’s Authorised Representative may extend the period for reply to a communication if the Buyer’s Authorised Representative and the Supplier agree to the extension before the reply is due. The Buyer’s Authorised Representative notifies the Supplier of the extension which has been agreed.


1.7 A notification which this contract requires is communicated separately from other communications.


1.8 The Buyer’s Authorised Representative may withhold acceptance of a submission by the Supplier. 


2. The Buyer’s Authorised Representative


2.1 The Buyer’s Authorised Representative’s acceptance of a communication from the Supplier or of his work does not change the Supplier’s responsibility to provide the Service or his liability for his plan or his design.


2.2 The Buyer’s Authorised Representative, after notifying the Supplier, may delegate any of his actions and may cancel any delegation. A reference to an action of the Buyer’s Authorised Representative in this contract includes an action by his delegate.


2.3 The Buyer’s Authorised Representative may give an instruction to the Supplier which changes the Service Information.



3. Risk Management


3.1 The Supplier and the Buyer’s Authorised Representative give a Risk Notice by notifying the other as soon as either becomes aware of any matter which could


3.1.1 increase the total of the Prices,


3.1.2 interfere with the timing of the service or


3.1.3 impair the effectiveness of the service.


3.2 The Supplier may give a Risk Notice by notifying the Buyer’s Authorised Representative of any other matter which could increase his total cost. The Buyer’s Authorised Representative enters identified Risk Notice matters in the Risk Register. Risk Notices of a matter for which a variation has previously been notified is not required.


3.3 Either the Buyer’s Authorised Representative or the Supplier may instruct the other to attend a risk reduction meeting. Each may instruct other people to attend if the other agrees.


3.4 At a risk reduction meeting, those who attend co-operate in


3.4.1 making and considering proposals for how the effect of the registered risks can be avoided or reduced,


3.4.2 seeking solutions that will bring advantage to all those who will be affected,


3.4.3 deciding on the actions which will be taken and who, in accordance with this contract, will take them and


3.4.4 deciding which risks have now been avoided or have passed and can be removed from the Risk Register.


3.5 The Buyer’s Authorised Representative revises the Risk Register to record the decisions made at each risk reduction meeting and issues the revised Risk Register to the Supplier. If a decision needs a change to the service specification, the Buyer’s Authorised Representative instructs the change at the same time as he issues the revised Risk Register.


ANNEX 2 – Buyer Requirements

CEMAR Paperless COMMITMENT


1. Introduction


This Paperless Commitment (hereinafter referred to as ”Commitment”) applies to all eligible contracts (hereinafter referred to as ”contracts”) for which you elect to receive paperless communications online and/or via paperless e-mail notification. 


In this Commitment, ”you” and ”your” refer to the Supplier or authorized user of the Supplier’s contract(s).


”We”, “our”,”us” and ”the Buyer” refers to the Buyer / Buyer or authorized user of the Buyer / Buyer’s contract(s).


“Communication” means any Risk Notices, Buyer’s Authorised Representative Instructions, Notification of Variations, Variations Quotations, Service Manager Assessments, Implementations, and a variety of Buyer’s Authorised Representative  and Supplier’s Communications including but not limited to information that are required by law in writing.


“Protectively Marked Materials” means information which relates to the nuclear inventory of a plant or facility, or other information which relates to National security and attracts a protective marking from the Government Protectively Marked Information system (PMI).


“Webpage Database” means the collaborative web based contract management system, to assist the team to manage the works/services, called “CEMAR” (Contract Event Management & Reporting). This service is provided through a supplier called “Client Managers Toolkit” Ltd (CMT).


2. Scope of Communications to be provided in Electronic Form


You commit that we may provide you with any Communications in electronic paperless format, and that we may discontinue sending paper Communications to you. You commit to provide us with any Communications in electronic paperless format. Your consent to receive and submit electronic communications and transactions includes, but is not limited to:


· All Risk Notices,  Instructions, Notification of Variations, Variation Quotations, Buyer’s Authorised Representative  Assessments, Implementations, and a variety of Buyer’s Authorised Representative Communications; and


· All legal and regulatory agreements and communications associated with your contract.


3. Method of Providing Communications in Electronic Format


All Communications that we provide to you or that you provide to us in electronic format will be provided by placing the Communications on a Webpage Database which you and we will have access to. We may also (at our sole discretion) provide an additional email notification when an electronic Communications is added to the Webpage Database. All Communications in either electronic or paper format from us to you will be considered 'in writing'. For the purpose of contract communications  the issue date of the communication(s) will be the date stamp on the document when it is placed on the Webpage Database and not the date that you or we visit the webpage to download or print the communications.


4. Security



You should never:


· tell anyone your login details or Passwords or allow anyone else to use your login details or Passwords to access the Webpage Database; or


· place Protectively Marked Materials on the Webpage Database.


You must always: 


· do all that you can to keep your login details or Passwords secret at all times; 


· tell us as soon as possible if:


· you think that someone else knows your login details or Passwords; or 


· you have forgotten your login details or Passwords. 


Until you tell us: 


· you will be responsible for any electronic communication, which we receive and act on, even if it was not given by you or an authorised user; or


· we will not be responsible for any unauthorised access to confidential information about you on the Webpage Database. 


5. Updating your Records


It is your responsibility to provide us with accurate, current and complete e-mail address, contact, and other information related to this Commitment and to your authorised users, and to maintain and update promptly any changes in this information. You can update your e-mail address on the Webpage Database or you can contact us by phone and we will assist you in updating your contact information.


6. Hardware and Software Requirements


In order to access, view and retain electronic communications that we make available to you, you must have a computer with broadband Internet access. The minimum system requirements for the computer are:


· Web browser software that supports 128-bit security encryption i.e. Microsoft Internet Explorer 6 or later.


· Sufficient electronic storage capacity on your computer’s hard drive or other data storage unit.


· Cookies and java enabled to access our secure site.


7. Paper Communications


We will not send you a copy of any communication (in paper or email) unless we otherwise deem it appropriate to do so. You can obtain a paper copy of an electronic communication by printing it yourself. We reserve the right at our sole discrete, but assume no obligation, to provide a paper copy of any communication that you have authorized us to provide electronically. You should print or download for your records, a copy of your electronic communications; they are important to you.


8. Statutory Regulations


You acknowledge and commit that your consent to electronic communications is being provided in connection with an activity that is subject to Statutory Law, and that you and we both intend that the Statutory Law applies to the fullest extent possible to validate our ability to conduct business by electronic means.


9. Termination/Changes


We reserve the right, at our sole discretion, to discontinue the provision of your electronic communications, or to terminate or change the terms and conditions this Commitment on which we provide electronic communications. We will provide you with notice of any such termination or change as required by law.


the parties sign to confirm this commitment


SIGNED by or on behalf of ………………………………………. LIMITED (Supplier)


By its duly authorised officer of the Supplier


Name/Capacity…………………………………………………………


SIGNED by or on behalf of MAGNOX LIMITED (Buyer)


By its duly authorised officer the Buyer


Name/Capacity…………………………………………………………


ANNEX 3: Buyer Requirements

No additional requirements
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CALL OFF SCHEDULE 23: 

REDUNDANCY SURCHARGE

1. DEFINITIONS

1.1 For the purposes of this Call Off Schedule 23 , the following terms shall have the following meanings:

		“Affected Employee”

		means an employee of the Supplier (or, if relevant, a notified Sub-Contractor) who is at risk of redundancy as a result of either of the occurrence of either of the events set out in paragraph 2.1 of this Schedule;



		"Early Retirement Right"

		any right to retirement benefit arising on termination for redundancy, whether such benefit is reduced or otherwise and whether such right arises on retirement or otherwise;



		“Redundancy Payment”

		means any and all of the following payments which may be made by the Supplier (or, if relevant, the notified Sub-Contractor) to any Affected Employee:

a)	statutory redundancy payments made in accordance with section 162 of the Employment Rights Act 1996;

b)	contractual redundancy payments (which for this purpose shall mean redundancy payments made in accordance with the terms and conditions of employment to which the relevant Affected Employee was entitled at the Reference Date and for the avoidance of doubt, in each employee's case, shall not include any ex gratia payment, payment for accrued holiday or any other payment made as compensation for the termination of employment);

c)	where it is not reasonably practicable to require the Affected Employee to work their notice period, in respect of each Affected Employee, either:

		i) payment of damages for breach of the applicable statutory notice entitlement or, if higher, the notice entitlement under the terms and conditions of employment to which the relevant employee was entitled at the Reference Date; or

		ii) payment in lieu of any such notice entitlement, made pursuant to such terms and conditions of employment, but for the avoidance of doubt, shall not include any payment of salary or wages or of any benefit in respect of any period of continuing employment (whether during a notice period or otherwise);

d)	any payment made in satisfaction of any Early Retirement Right to which the relevant employee was entitled under his or her terms and conditions of employment on the Reference Date;



		

		



		“Reference Date”

		means either:

a)	the date of commencement of employment, if the Affected Employee became employed by the Supplier (or, if relevant, notified Sub-contractor) after the Relevant Transfer Date; or

b)	the Relevant Transfer Date,

save that where the Supplier (or, if relevant, notified Sub-contractor) and Former Supplier are the same entity such that the Employment Regulations do not apply to transfer staff, the relevant date shall be either the Contract Date or, if the Affected Employee became employed by the Supplier (or, if relevant, notified Sub-contractor) after such date, the date of commencement of employment;





		“Redundancy Surcharge”

		means in relation to a redundancy as described in paragraph 2.2.1, a surcharge on;



		“Service Change Redundancy Surcharge”

		means in relation to a redundancy as described in Paragraph 2.1.2, a surcharge on the Charges equal in amount to the Redundancy Payment.







2. introduction

2.1 This Contract Schedule sets out the process for determining the Redundancy Surcharge in the event that:

2.1.1 following a Relevant Transfer, a Transferring Former Supplier Employee and/or a Transferring Buyer Employee is made redundant by the Supplier as a result of an economic technical organisational reason entailing changes to the workforce; and

2.1.2 the Buyer makes a change to the Services which results in the removal of any Services or closure of any of the Buyer Premises.

3. [bookmark: _30j0zll]WORKFORCE CHANGES DUE TO ETO REASONS 

3.1 Where a Relevant Transfer takes place, or will take place, the Supplier shall not make any Transferring Former Supplier Employee(s) and/or Transferring Buyer Employee(s) redundant without consulting the Buyer.

3.2 The Supplier shall mitigate the effects of any Redundancy Surcharge by:

3.2.1 redeploying such people where it is practicable for the Supplier to do so; or

3.2.2 where redeployment is not practicable, taking such reasonable mitigation steps to minimise the costs of redundancy where practicable; and

3.2.3 complying with the Law and any reasonable instructions from the Buyer.

3.3 [bookmark: _1fob9te]The Redundancy Surcharge shall be zero unless the Supplier has consulted with the Buyer, pursuant to paragraph 3.1 of this Call Off Schedule 23 about the particular Transferring Former Supplier Employee(s) and/or Transferring Buyer Employee(s) within 12 months of the starting date.

3.4 Where redundancy is unavoidable, the Supplier shall provide the Buyer with its estimate of the Redundancy Surcharge together with a breakdown and supporting evidence as may be reasonably necessary for the Buyer to corroborate and assess the calculation of the Redundancy Surcharge.  

3.5 On receipt of the Supplier’s calculation of the Redundancy Surcharge the Buyer shall either:

3.5.1 notify the Supplier in writing of acceptance of the Redundancy Surcharge relating to the Relevant Transfer; and/or 

3.5.2 request further information/evidence; and/ or

3.5.3 request a meeting to discuss/clarify the evidence provided.

3.6 Where the Redundancy Surcharge is agreed following the receipt of further information/evidence or following a meeting, the Buyer shall notify the Supplier in writing. 

3.7 In the event that the Supplier and the Buyer are unable to agree the Redundancy Surcharge, they shall follow the Dispute Resolution Procedure. 



4. BUILDING CLOSURES/REMOVAL OF SERVICE(S)



4.1 Subject to Paragraph 4.2, Paragraph 4.3 and Paragraph 4.4 where the Supplier or any notified Sub-Contractor makes or intends to make a Redundancy Payment in relation to any termination for redundancy made as a direct result of a Buyer instigated building closure or removal of service(s), the Supplier may be entitled to a Service Change Redundancy Surcharge.



4.2 The Supplier shall not be entitled to a Service Change Redundancy Surcharge under Paragraph 4.1 unless it has, before any relevant termination for redundancy is made:

4.2.1 consulted the Buyer about the proposal to make any such termination for redundancy;

4.2.2 provided the Buyer with written estimates of any relevant Redundancy Payment together with a breakdown of such estimates and such supporting evidence as the Buyer may reasonably request to corroborate and assess the calculations; and 

4.2.3 Provided the Buyer with details of the steps the Supplier, or the notified Sub-Contractor (as applicable), has taken (or proposes to take) to mitigate such costs in accordance with paragraph 4.4

4.3 The Supplier shall not be entitled to a Service Change Redundancy Surcharge under paragraph 4.1 unless it, or the notified Sub-Contractor (as applicable), has followed a fair dismissal procedure and complied with all contractual and legislative requirements (save for a breach of notice entitlement where payment is made on termination in satisfaction of the employee's claim for damages) in respect of each termination for redundancy to which the Service Change Redundancy Surcharge relates.

4.4 The Supplier shall (or, where relevant, shall procure that the notified Sub-Contractor shall) avoid having to make, or mitigate the extent of, any Redundancy Payment by:

4.4.1 redeploying any relevant person where it is practicable to do so;

4.4.2 where redeployment is not practicable, taking reasonable steps to minimise the amount of Redundancy Payment, including requiring employees to work their notice where this is practicable;

4.4.3 complying with the law and any reasonable instructions.

4.5 The Supplier shall not be entitled to a Service Change Redundancy Surcharge under paragraph 4.1 unless:

4.5.1 the Supplier (or, where relevant, notified Sub-Contractor) has consulted with the Buyer,  pursuant to paragraph 4.1, within one month of receiving notice by the Supplier of the  building closure or removal of service(s); and

4.5.2 the employment of any employee to whom the Redundancy Payment relates is terminated for redundancy no later than one month after the relevant  building closure or removal of service(s).

5. On receipt of the Supplier’s calculation of the Redundancy Payments in accordance with paragraph 4.2 the Buyer shall either:

5.1 notify the Supplier in writing of acceptance of the Service Change Redundancy Surcharge relating to the relevant  building closure or removal of service(s); and/or 

5.2 request further information/evidence; and/ or

5.3 request a meeting to discuss/clarify the evidence provided.

6. Where the Service Change Redundancy Surcharge is agreed following the receipt of further information/evidence or following a meeting, the Buyer shall notify the Supplier in writing. 

7. In the event that the Supplier and the Buyer are unable to agree the Service Change Redundancy Surcharge, they shall follow the Dispute Resolution Procedure. 
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CALL-OFF SCHEDULE 25

BACKGROUND CHECKS

[bookmark: bmCompoundReference]

When you should use this Schedule

This Schedule should be used where Supplier Staff must be vetted before working on Contract. 

[bookmark: _Ref379290049]Definitions

“Relevant Conviction” means any conviction listed in Annex 1 to this Schedule. 

Relevant Convictions

[bookmark: _Ref426731849]The Supplier must ensure that no person who discloses that they have a Relevant Conviction, or a person who is found to have any Relevant Convictions (whether as a result of a police check or through the procedure of the Disclosure and Barring Service (DBS) or otherwise), is employed or engaged in any part of the provision of the Deliverables without Approval.

Notwithstanding Paragraph 3.1.1 for each member of Supplier Staff who, in providing the Deliverables, has, will have or is likely to have access to children, vulnerable persons or other members of the public to whom the Buyer owes a special duty of care, the Supplier must (and shall procure that the relevant Sub-Contractor must):

carry out a check with the records held by the Department for Education (DfE);

conduct thorough questioning regarding any Relevant Convictions; and

ensure a police check is completed and such other checks as may be carried out through the Disclosure and Barring Service (DBS),

and the Supplier shall not (and shall ensure that any Sub-Contractor shall not) engage or continue to employ in the provision of the Deliverables any person who has a Relevant Conviction or an inappropriate record.

[bookmark: _Hlt365637504][bookmark: _Hlt365637641][bookmark: _Hlt365636904][bookmark: _Hlt365636907][bookmark: _Toc349230508][bookmark: _Toc349230509][bookmark: _Toc349230615][bookmark: _Toc349230624][bookmark: _Toc349230661][bookmark: _Toc349230715][bookmark: _Toc349230717][bookmark: _Toc349231564][bookmark: _Toc348712421][bookmark: _Toc348712423][bookmark: _Toc348712425][bookmark: _Toc349230720][bookmark: _Toc349231566][bookmark: _Toc348712427][bookmark: _Toc348712429][bookmark: _Toc349230723][bookmark: _Toc348712431][bookmark: _Toc349230725][bookmark: _Toc349231569][bookmark: _Toc349230741][bookmark: _Toc349231585][bookmark: _Toc349232221][bookmark: _Toc349230757][bookmark: _Toc349230765][bookmark: _Toc349231607][bookmark: _Toc349232238][bookmark: _Toc349230785][bookmark: _Toc349231627][bookmark: _Toc349230790][bookmark: _Toc349231632][bookmark: _Toc349230792][bookmark: _Toc349230803][bookmark: _Toc349231642][bookmark: _Toc349232261][bookmark: _Toc349230813][bookmark: _Toc349231652][bookmark: _Toc349232271][bookmark: _Toc349230815][bookmark: _Toc349231654][bookmark: _Toc349232273][bookmark: _Toc349230822][bookmark: _Toc349231661][bookmark: _Toc349232279][bookmark: _Toc349230832][bookmark: _Toc348712442][bookmark: _Toc349230834][bookmark: _Toc349231671][bookmark: _Toc349230841][bookmark: _Toc349231678][bookmark: _Toc349232291][bookmark: _Toc349230869][bookmark: _Toc348712444][bookmark: _Toc348712446][bookmark: _Toc348712448][bookmark: _Toc349230895][bookmark: _Toc349231722][bookmark: _Toc349230912][bookmark: _Toc349230938][bookmark: _Toc349231748][bookmark: _Toc348712500][bookmark: _Toc349231028][bookmark: _Toc349231805][bookmark: _Toc348712594][bookmark: _Toc349231076][bookmark: _Toc349231179][bookmark: _Toc349231185][bookmark: _Toc348712710][bookmark: _Toc348712716][bookmark: _Toc349231204]


Annex 1 – Relevant Convictions

Buyer

Relevant Convictions will be assessed in accordance with The Rehabilitation of Offenders Act 1974. As detailed in the tables below:

		Prison sentence & Community orders (with a buffer period)



		Sentence

		Time it takes to become spent



		

		Adult (18+) at conviction/disposal

		Young person (U18)at conviction/disposal



		Prison (Including suspended prison sentences)

		Over 4 years or public protection sentence

		Never spent

		Never spent



		

		More than 30 months and less than (or equal to) 4 years

		Full sentence + 7 years*

		Full sentence + 3 ½ years*



		

		More than 6 months and less than (or equal to) 30 months

		Full sentence + 4 years*

		Full sentence + 2 years*



		

		Less than (or equal to) 6 months

		Full sentence + 2 years*

		Full sentence + 18 months*



		Community order / Youth rehabilitation order

		Full length of the order +1 year

		Full length of the order +1 year





*Sentence length includes time spent on licence

		Other community sentence (with no buffer period)



		Sentence/Disposal

		Time it takes to become spent (from date of conviction)



		

		Adult (18+) at conviction/disposal

		Young person (U18)at conviction/disposal



		Fine

		1 year

		6 months



		Conditional discharge

		Length of the order

		Length of the order



		Absolute discharge

		Spent immediately



		Conditional caution / youth conditional caution

		3 months (or when it ends, if earlier

		3 months



		Simple caution / youth caution

		Spent immediately



		Compensation order

		Once it is Paid in Full



		Bind over

		Length of the Order



		Hospital order (with or without restrictions

		



		Referral order

		



		Reparation order

		Spent immediately



		Endorsement (imposed by a court)

		5 years

		2½ years



		Motoring disqualification (imposed by a court)

		Length of the disqualification



		Relevant order

		Length of the order
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Instructions


			Please follow these instructions to help you build your deliverables matrix


			Work Package sheet


			Complete the basic customer information in the first table.


			Select the work packages required within the main table. NB. Work package A and B are compulsory.


			Click on the grey macro button to automatically sort the requirements and building specifics sheets, making it easier to locate the services you require.


			Building information sheet


			Enter the name of each of your buildings into row 4 across the columns. If separating your requirement into different areas, floors etc then this is fine also. Following the procurement you will be able to see your pricing split into each building/area/floor dependent on how you title these columns


			For each building, complete the table as required, running down the list of information. NB. The last section asks for information only required if buying specific services, for example, number of portable appliances - only needed if buying PAT testing service.





			Service matrix sheet


			In this sheet you should select which services you require within each building. Your buildings are listed across the columns, and the services are listed down the rows. 


			For each building where a service is required select 'yes - std' or 'yes - non-std', to indicate that the service is required.


						yes - std:			This means that you wish to buy the standard service as detailed in the Requirements sheet, and do not wish to amend any of that services' requirements. This option is only available on certain services that do not necessarily require a customer to input their specific requirements. These services where all priced at Framework, and therefore will be compliance checked to ensure the prices you receive do not exceed the framework maximum rates


						yes - non-std:			This means that you wish to buy the service, but pricing and the service standard will be specific to your requirements. These services were not priced at Framework level. You may need to input your specific requirements into the Requirements sheet next to that service


			NB. If you do not require a service just leave the cell blank.


			Requirements sheet


			This sheet auto filters dependent on your selection on the work package sheet. 


			This sheet displays the standard specification and requirements of each service - see columns C and D.


			Within column E you will see a summary of your inputs into the service matrix sheet. 
 -   For services you are buying, if you have requested only a standard services across your estate (in buildings where the service is required), you will see 'Yes - Std' displayed.
 - For services where you have requested a non-standard service in one or more buildings across your estate, you will see 'Yes - Non-Std' displayed. For these services you should then add comments into column F to described your exact requirements were they differ to the information in column D.


			NB. If cells are greyed out in column F, there is no need for input as you've indicated that you are happy with the standard service.


			Building specifics sheet


			This sheet should be used to detail as much as possible regarding your buildings for which the services are being bought.











Building Information





						PROPERTY INFORMATION





															Building 329, Harwell, Oxford


						Security Specifics
			Security Risk Assessment						No


									Access Level						BPSS/SC


									Security Type (see comment for descriptions)						Level 2


						Building Information			Building Reference						N/A


									Department Footprint						100%


									Department GIA (square meters)						1,394


									External areas (square meters)						1,600


									Parent Department/Organisation						Nuclear Decommissioning Authority


						Address			Building Geographical Location						Berkshire, Buckinghamshire and Oxfordshire


									Street						Thomson Avenue


									Town/City						Didcot, Oxfordshire


									Postcode						OX11 0GD


						Overview			Year Built						1950


									Construction Type						Brick


									Building opening days						Mon- Fri


									Operational Working Hours						7am - 6pm


									Tenure: Freehold/Leasehold						Leasehold


									Tenure: Landlord (if applicable)						Landlord


									Tenure: Length of Lease (if applicable)						10 years - expires 2027


									Property Owner/Lessor						Harwell Campus


									Number of FTE Building Users						180


									Number of Building Visitors per annum						500


									Site Status						Under construction





						fv1.0 








Service Matrix





																					Building Reference			N/A


																					Building Name			Building 329, Harwell, Oxford


																					Building Location			Berkshire, Buckinghamshire and Oxfordshire


																					Buyer Reference			Nuclear Decommissioning Authority





						Work Package			Service Reference			Service Name			Unit of Measure			Service Type


						Work Package A - Contract Management			A.1 - A.14			Contract management			Percentage (within Mgt Overhead)			Standard						Yes - Std


						Work Package B - Contract Mobilisation			B.1			Contract Mobilisation			service			Standard						Yes - Std


						Work Package C - Security Services 			C.1			Manned Guarding Service			hourly rate			Standard						Yes - Std


									C.2			CCTV / Alarm Monitoring			hourly rate			Standard						Yes - Std


									C.3			Control of Access and Security Passes			hourly rate			Standard						Yes - Std


									C.4			Emergency Response			hourly rate			Standard						Yes - Std


									C.5			Patrols (Fixed or Static Guarding)			hourly rate			Standard						Yes - Std


									C.6			Management of Visitors and Passes			hourly rate			Standard						Yes - Std


									C.7			Reactive Guarding			via Billable Works			Standard						Yes - Std


									C.8			Additional Security Services			service			Standard						Yes - Std


									C.9			Enhanced Security Requirements			service			Standard						Yes - Std


									C.10			Key Holding			service			No Service Required						No


									C.11			Lock Up / Open Up of Buyer Premises			service			No Service Required						No


									C.12			Patrols (Mobile via a Specific Visiting Vehicle)			service			No Service Required						No


									C.13			Reception Service 			service			No Service Required						No


									C.14			Taxi Booking Service			service			No Service Required						No


									C.15			Car Park Management and Booking			service			No Service Required						No


									C.16			Voice Announcement System Operation 			service			No Service Required						No


									C.17			Flag Flying Service			service			No Service Required						No


									C.18			Cash and valuables in transit (CVIT)			service			No Service Required						No


									C.19			Canine detection			service			No Service Required						No


						Work Package D - Technical Services			D.1			Risk Assessment			service			No Service Required						No


									D.2			Electronic Security			service			No Service Required						No


									D.3			Physical Security			service			No Service Required						No


									D.4			Maintenance of electronic security services			service			No Service Required						No


						Work Package E - Alarm Response Centres			E.1			Alarm Response Centres			service			No Service Required						No


						Work Package F - Helpdesk Services 			F.1			Helpdesk Services			Percentage of Year 1 Deliverables Value (excluding Management and Corporate Overhead, and Profit) at call-off.			No Service Required						No


						Work Package H - Building Information Modelling (BIM) and Government Soft Landings (GSL)			H.1			Building Information Modelling (BIM) and Government Soft Landings (GSL)			service			No Service Required						No








Requirements


						Work Package Ref			Service Reference			Work Package			Service Required Within Estate?			If non-standard service please comment below


															Building 329, Harwell, Oxford


						Work Package A - Contract Management						Work Package A – Contract Management 


						Work Package A - Contract Management			A:1 – Integration			 2.1.  Service A: 1 - Integration is a Mandatory Service			Yes - Std


						Work Package A - Contract Management			A:1 – Integration			2.2. In addition, the following Standards Ref apply to this Service SA: 1


						Work Package A - Contract Management			A:1 – Integration			2.3. The Supplier shall provide an integrated Service ensuring a seamless and coordinated delivery and effective synergies with the Buyer's third party suppliers and service providers are delivered at all times. The Supplier shall take advantage of synergies between the different Services and the benefits that integration will bring.


						Work Package A - Contract Management			A:1 – Integration			2.4. The Supplier will work collaboratively with the Buyer to promote excellence and innovation and enhance the reputation of the Buyer amongst key stakeholders across Government and within local communities.


						Work Package A - Contract Management			A:1 – Integration			2.5. The Supplier shall: 


						Work Package A - Contract Management			A:1 – Integration			2.5.1.  focus on cross / multi-skilling of Supplier Staff to allow for efficiencies when delivering the required Services;  


						Work Package A - Contract Management			A:1 – Integration			2.5.2.  share more efficient ways of working with the Buyer that will ensure better working practices in delivering the Services;


						Work Package A - Contract Management			A:1 – Integration			2.5.3.  work collaboratively with the Buyer and identify opportunities in relation to delivering the Services;


						Work Package A - Contract Management			A:1 – Integration			2.5.4.  procure billable works Services only with the sanction of the Buyer and shall use pan-Government Frameworks approved by the CCS when possible. The Supplier shall be invited to review the use of such contracts and make proposals for alternative procurement routes if these can be demonstrated to provide greater value for money for the Buyer; and


						Work Package A - Contract Management			A:1 – Integration			2.5.5.  provide the benefits of working together to the Buyer. The Supplier shall also provide the most advantageous options in relation to the deployment of Supplier Staff in order to deliver the required Services in the most efficient, cost effective way.


						Work Package A - Contract Management			A:1 – Integration			2.6. The Supplier shall work collaboratively with the Buyer when establishing their operational delivery plan and shall focus on the use of technology, data and analytics to develop, maintain and improve the workplace experience and value-for-money for the Buyer. These initiatives shall include:


						Work Package A - Contract Management			A:1 – Integration			2.6.1. Use of new technology, to include CCTV, movement sensors, drones and robotic solutions, to support the Delivery of Services where appropriate.


						Work Package A - Contract Management			A:1 – Integration			2.7. The Supplier shall ensure that all opportunities identified that have the potential to deliver performance, economic and social value improvements are presented to the Buyer for consideration.  


						Work Package A - Contract Management			A:1 – Integration			2.8. The Supplier shall ensure that the initiatives agreed with the Buyer are:


						Work Package A - Contract Management			A:1 – Integration			2.8.1. Captured within the Service Delivery Plan ("SDP"), as defined within Annex A - Security Service Standards;


						Work Package A - Contract Management			A:1 – Integration			2.8.2. Reported upon as part of the agreed contract reporting regime.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:2 - Health and Safety			3 Service A:2 - Health and Safety			Yes - Std


						Work Package A - Contract Management			A:2 - Health and Safety			3.1. Service A: 2 - Health and Safety is a Mandatory Service


						Work Package A - Contract Management			A:2 - Health and Safety			3.2. In addition, the following Standards Ref apply to this Service SA: 2


						Work Package A - Contract Management			A:2 - Health and Safety			3.3. The Supplier shall prepare and as appropriate, revise a written safety policy statement.  This safety policy must be signed by the Supplier managing director or appropriate senior manager.


						Work Package A - Contract Management			A:2 - Health and Safety			3.4. The Supplier shall ensure:


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.1.  their safety policy statement aligns with the requirements of the Buyer and that throughout the Contract period, they have suitable organisation and arrangements in place to implement their safety policy;


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.2.  the safety policy and safety management plan shall be readily available and accessible to all their employees and anyone, including the Buyer, who may require sight of it; and 


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.3.  details of their Safety Management shall be reviewed and revised accordingly to take account of legislation and other factors that may affect its effectiveness.


						Work Package A - Contract Management			A:2 - Health and Safety			3.4.4.  they have appropriate number of first aid trained personnel deployed to successfully meet their own and the Buyer's H&S requirements in accordance with the Health and Safety (First Aid Regulations) 1981.


						Work Package A - Contract Management			A:2 - Health and Safety			3.5. If required, the Supplier shall provide a professional advice service on all matters relating to the Health and Safety at Work Act 1974 and any subsequent re-enactments.


						Work Package A - Contract Management			A:2 - Health and Safety			3.6. The Services may be requested by mutual agreement between the Buyer and the Supplier and shall be limited to the Buyer Premises and Security Services issues.


						Work Package A - Contract Management			A:2 - Health and Safety			3.7. The Supplier shall notify the Buyer in writing of any potential implications of not implementing the recommendations of any advice given.


						Work Package A - Contract Management			A:2 - Health and Safety			3.8. The Supplier shall provide a single point of contact for professional advice pertaining to Health and Safety matters as they relate to the Delivery of the Services and management at each Buyer Premises.


						Work Package A - Contract Management			A:2 - Health and Safety			3.9. The Supplier is required to provide a Health and Safety expert who is either a member of the Institution of Occupational Safety and Health ("IOAH") or hold an equivalent qualification that is issued by a recognised organisation.  Details of the professional qualifications and accreditation required will be defined at Call-Off.


						Work Package A - Contract Management			A:2 - Health and Safety			3.10. The Supplier shall be responsible for recording and investigating all accidents, incidents, dangerous occurrences and near misses involving their staff, to include Sub-Contracted third party staff delivering Security Services on their behalf, and shall issue a written report which shall include recommendations to prevent any repeat to the Buyer.


						Work Package A - Contract Management			A:2 - Health and Safety			3.11. The Supplier shall be responsible for ensuring that all RIDDOR related incidents are reported in accordance with HSE legislation and shall ensure the Buyer is notified immediately in writing.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:3 - Management Services			4 Service A:3 - Management Services			Yes - Std


						Work Package A - Contract Management			A:3 - Management Services			4.1. Service A: 3 - Management Services is a Mandatory Service


						Work Package A - Contract Management			A:3 - Management Services			4.2. In addition, the following Standards Ref apply to this Service SA: 3


						Work Package A - Contract Management			A:3 - Management Services			4.3. The Supplier shall: 


						Work Package A - Contract Management			A:3 - Management Services			4.3.1.  ensure a change management plan is in place which shall be developed and agreed with the Buyer at the Contract mobilisation phase;


						Work Package A - Contract Management			A:3 - Management Services			4.3.2. ensure that they have processes in place to attract, recruit and retain appropriately skilled and experienced Supplier Staff for the duration of the Call-Off Contract. The Supplier Staff shall be security cleared to "SC" level unless the Buyer specifies otherwise at Call Off. Details of the professional qualifications and accreditation required will be defined at Call-Off;


						Work Package A - Contract Management			A:3 - Management Services			4.3.3. develop and maintain appropriate management and staffing levels for the supply of the Services as documented in the SDP within the Security Service Standards;


						Work Package A - Contract Management			A:3 - Management Services			4.3.4. develop and maintain appropriate working practices, policies, procedures and methods to ensure that the Services are supplied in accordance with Annex A - Security Service Standards. The Supplier shall follow such  Standards at all times;


						Work Package A - Contract Management			A:3 - Management Services			4.3.5. Review all method statements and risk assessments from third party suppliers prior to the start of any Security Services related activities to ensure:


						Work Package A - Contract Management			A:3 - Management Services			4.3.5.1. The works processes and control measures are compliant with all Health and Safety and Buyer requirements; and 


						Work Package A - Contract Management			A:3 - Management Services			4.3.5.2. All Supplier Staff engaged in the work possess the relevant skills, qualifications and accreditations to undertake the works.


						Work Package A - Contract Management			A:3 - Management Services			4.3.6. Comply with all of the Buyer's procedures and security policies and act upon the instructions of the Buyer should there be a change in the threat assessment and Response Level (Response Level has the meaning given to it at SC9 of Annex A  - Security Service Standards of this Framework Schedule 1a (Specification) associated with the Buyer Premises.  Further details of the security requirements will be provided at Call-Off;


						Work Package A - Contract Management			A:3 - Management Services			4.3.7.  Ensure that all staff adopt and follow all security contingency plans as directed by the Buyer in the event of a security alert or incident;


						Work Package A - Contract Management			A:3 - Management Services			4.3.8.  Ensure all Supplier staff are provided with the necessary training in relation to their responsibilities and activities when changes in security status occur;


						Work Package A - Contract Management			A:3 - Management Services			4.3.9.  Be aware that the implementation of these enhanced measures may require all Supplier, Sub Contractor and supply chain staff to vacate an Affected Property as directed by the Buyer;


						Work Package A - Contract Management			A:3 - Management Services			4.3.10. Ensure that Supplier Staff and Subcontractors requiring access to the Buyer's Premises have the appropriate security clearance. It is the Supplier's responsibility to establish whether or not the level of clearance will be sufficient for access; 


						Work Package A - Contract Management			A:3 - Management Services			4.3.11. Unless prior approval has been received from the Buyer the Supplier shall be responsible for meeting the costs associated with security clearances for Supplier staff and sub-contractors;


						Work Package A - Contract Management			A:3 - Management Services			4.3.12. Unless prior approval has been received from the Buyer the Supplier shall be responsible for the provision of security cleared escort services and shall meet all associated costs as required for works undertaken by the Supplier on in-scope Services; and 


						Work Package A - Contract Management			A:3 - Management Services			4.3.13. Recognise that some of the Buyer's data is protectively marked and may contain potentially sensitive information and shall ensure that management systems are in place to maintain the security of the Buyer's data. Further information will be provided at Call-Off stage.


						Work Package A - Contract Management			A:3 - Management Services			4.3.14. The Supplier shall ensure that all supplier owned equipment  is maintained and complaint with regards to H&S and statutory requirements, where a relevant Risk Assessment states all portable equipment shall be tested at the Suppliers cost.


						Work Package A - Contract Management			A:3 - Management Services			4.4. The Suppliers staff, to include all Sub-Contracted and supply chain staff, shall cooperate with and assist the Buyer with the implementation of all enhanced security related measures required in the event that enhanced security measures be required in response to increased threat assessment and / or level of alert.


						Work Package A - Contract Management			A:3 - Management Services			4.5. The Supplier shall provide expert technical and professional advice to the Buyer upon request on issues related to the Services detailed within this Framework Schedule 1a (Specification).


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5 Service A:4 - Service Delivery Plans			Yes - Std


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.1. Service A: 4 - Service Delivery Plans is a Mandatory Service


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.2. In addition, the following Standards Ref apply to this Service SA: 4


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3. The Supplier shall prepare a SDP for each Buyer's requirements, describing its approach to providing the required Services. As a minimum the SDP shall contain:


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.1. Scope and Services objectives;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.2. Variation Procedures and additional work requests;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.3. Operational structure including resource proposals;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.4. Quality policy / quality statement;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.5. Third party suppliers / partners;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.6. Balanced scorecard certification;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.7. Procurement of Services;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.8. Computerised Asset management system;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.9. Inspections;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.10. Conservation and sustainability;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			 


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.11. Management arrangements;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.12. Quality management;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.13. Complaints management processes;


						Work Package A - Contract Management			A:4 - Service Delivery Plans			5.3.14. Operational liaison;


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:5 - Risk Management			6 Service A:5 - Risk Management			Yes - Std


						Work Package A - Contract Management			A:5 - Risk Management			6.1. Service A: 5 - Risk Management is a Mandatory Service


						Work Package A - Contract Management			A:5 - Risk Management			6.2. In addition, the following Standards Ref apply to this Service SA: 5


						Work Package A - Contract Management			A:5 - Risk Management			6.3. Where required and in conjunction with the Buyer, the Supplier shall construct a service risk register for each Buyer Premises listed within the Call-Off Contract data. The Supplier shall have sole responsibility for the drafting and updating of the risk register.


						Work Package A - Contract Management			A:5 - Risk Management			6.4. The Supplier shall be required to operate business unit specific risk management systems including the drafting and updating of such systems.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7 Service A:6 - Customer satisfaction			Yes - Std


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.1. Service A: 6 - Customer satisfaction is a Mandatory Service.


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.2. In addition, the following Standards Ref apply to this Service SA 6


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3. The Supplier shall ensure that: 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.1. they have processes in place to provide a proactive and responsive customer service, managing customer satisfaction to the agreed levels throughout the duration of the Framework Contract Period;


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.2. they have processes in place for managing customer satisfaction, ensuring satisfactory customer service is provided to the Buyer, building users, occupants of Buyer premises , users of training facilities, all stakeholders and customers at all times;


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.3. their customer satisfaction processes align with the Buyer's Quality Management System ("QMS") where appropriate. Further information will be provided at Call-Off; and


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.3.4. they administer the formal process for handling service failures, complaints and works Recall as set out in Appendix 2 - Complaints, Failure and Recall Process. 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.4. The Supplier shall conduct customer satisfaction surveys as part of their ongoing commitment to continuous improvement and performance management (in addition to ensuring value for money). 


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5. The Supplier's SDPs shall contain details of the proposed methodology for carrying out the customer satisfaction surveys including:


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.1. Survey method / medium (online, paper based etc.);


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.2. Approach to maximising survey responses;


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.3. Sample / draft questionnaire; and


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.5.4. Approach to the analysis of results.


						Work Package A - Contract Management			A: 6 - Customer satisfaction			7.6. Where the customer satisfaction survey results are of a score less than the agreed satisfaction level (satisfaction level to be agreed by the Buyer at Call-Off stage), the Supplier shall investigate the cause of the dissatisfaction and produce an action plan to address the root cause of customer dissatisfaction, and where appropriate carry out further investigations to establish whether the cause of the dissatisfaction has been resolved.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:7 - Reporting			8 Service A:7 - Reporting			Yes - Std


						Work Package A - Contract Management			A:7 - Reporting			8.1. Service A: 7 - Reporting is a Mandatory Service.


						Work Package A - Contract Management			A:7 - Reporting			8.2. In addition, the following Standards Ref apply to this Service SA: 7


						Work Package A - Contract Management			A:7 - Reporting			8.3. The Supplier shall ensure that: 


						Work Package A - Contract Management			A:7 - Reporting			8.3.1. All data used to generate reports is held within a Management Information System (MIS);


						Work Package A - Contract Management			A:7 - Reporting			8.3.2. They deliver a dynamic reporting capability to the Buyer via electronic interface accessible via portal and web browser facility;


						Work Package A - Contract Management			A:7 - Reporting			8.3.3. The format, standard and frequency of reporting is developed and agreed with the Buyer and Delivered in accordance with their requirements; and


						Work Package A - Contract Management			A:7 - Reporting			8.3.4. The information required to report against its agreed KPIs is contained within the Management Information System (MIS) and maintained accurately at all times.


						Work Package A - Contract Management			A:7 - Reporting			8.4. The Supplier shall provide a broad and comprehensive reporting solution under the following categories:


						Work Package A - Contract Management			A:7 - Reporting			8.4.1. Industry-standard Security Services reports; and


						Work Package A - Contract Management			A:7 - Reporting			8.4.2. Performance measurement and statistical reporting.


						Work Package A - Contract Management			A:7 - Reporting			8.5. The Supplier shall provide reports relating to the performance of the Supplier and statistical information relating to the Services being provided including:


						Work Package A - Contract Management			A:7 - Reporting			8.5.1. Reportable incidents;


						Work Package A - Contract Management			A:7 - Reporting			8.5.2. Real time Reporting;


						Work Package A - Contract Management			A:7 - Reporting			8.5.3. Expert analysis reports;


						Work Package A - Contract Management			A:7 - Reporting			8.5.4. Ad hoc reporting requirements;


						Work Package A - Contract Management			A:7 - Reporting			8.5.5. Self-service reporting capability; 


						Work Package A - Contract Management			A:7 - Reporting			8.5.6. Performance measurement and reporting; and 


						Work Package A - Contract Management			A:7 - Reporting			Reportable incidents 


						Work Package A - Contract Management			A:7 - Reporting			8.6. The Supplier shall inform the Buyer via the helpdesk service each time reportable incidents occur. These shall be recorded on the Management Information System (MIS) and shall include: 


						Work Package A - Contract Management			A:7 - Reporting			8.6.1. Health And Safety accidents and incidents, to include HSE RIDDOR reports; 


						Work Package A - Contract Management			A:7 - Reporting			8.6.2. Pollution and contamination incidents;


						Work Package A - Contract Management			A:7 - Reporting			8.6.3. Statutory Compliance failures;


						Work Package A - Contract Management			A:7 - Reporting			8.6.4. Asset and system failures which may impact on business continuity;


						Work Package A - Contract Management			A:7 - Reporting			8.6.5. Physical and document security breaches;


						Work Package A - Contract Management			A:7 - Reporting			8.6.6. Service failures;  


						Work Package A - Contract Management			A:7 - Reporting			8.6.7. Instances of wilful damage or vandalism;


						Work Package A - Contract Management			A:7 - Reporting			8.6.8. Issues with the potential to disrupt energy and utility provision;


						Work Package A - Contract Management			A:7 - Reporting			8.6.9. Staff disciplinary issues where associated with personal integrity which may have the potential to damage the reputation of the Buyer; and 


						Work Package A - Contract Management			A:7 - Reporting			8.6.10. Complaints.  


						Work Package A - Contract Management			A:7 - Reporting			8.7. Further information on the reporting requirements will be provided at Call-Off stage. 


						Work Package A - Contract Management			A:7 - Reporting			Expert analysis reports  


						Work Package A - Contract Management			A:7 - Reporting			8.8. The Supplier shall compile and analyse a suite of specific reports which is to be agreed with the Buyer during the mobilisation period where applicable. This shall be in support of the Buyer's performance measurement and management of the Services.  The Supplier shall interpret the reports and provide a written commentary of its expert analysis, as specified by the Buyer.


						Work Package A - Contract Management			A:7 - Reporting			Ad hoc reporting requirements 


						Work Package A - Contract Management			A:7 - Reporting			8.9. The Buyer may request the Supplier to create and generate ad hoc reports on its behalf;


						Work Package A - Contract Management			A:7 - Reporting			8.10. Where necessary and agreed, the Supplier shall provide the reports with expert commentary, as specified by the Buyer; and


						Work Package A - Contract Management			A:7 - Reporting			8.11. The Buyer is answerable to Parliament and, on occasion, is required to respond to parliamentary questions regarding the Buyer's Buyer Premises on an urgent basis.  The Supplier shall comply with any such reasonable request in the event information is required under these circumstances.


						Work Package A - Contract Management			A:7 - Reporting			Self-service reporting capability 


						Work Package A - Contract Management			A:7 - Reporting			8.12. The Supplier shall provide the Buyer with the ability to modify existing reports, or design and store user-specific reports on an ad hoc basis, as specified by the Buyer.


						Work Package A - Contract Management			A:7 - Reporting			Supplier Performance measurement and reporting 


						Work Package A - Contract Management			A:7 - Reporting			8.13. The Supplier shall report on its own performance against the agreed KPIs and other measures reasonably requested by the Buyer.  These reports shall include summaries at region, establishment, business and Service level, as appropriate, for the following:


						Work Package A - Contract Management			A:7 - Reporting			8.13.1. Achievement against KPI agreements;


						Work Package A - Contract Management			A:7 - Reporting			8.13.2. Achievement against social value initiatives;


						Work Package A - Contract Management			A:7 - Reporting			8.13.3. Reasons for failure to meet any KPI agreements;


						Work Package A - Contract Management			A:7 - Reporting			8.13.4. Performance failures accruing as a result of failure to meet KPI agreements;


						Work Package A - Contract Management			A:7 - Reporting			8.13.5. Levels of Statutory Compliance;


						Work Package A - Contract Management			A:7 - Reporting			8.13.6. Performance against sustainability plan;


						Work Package A - Contract Management			A:7 - Reporting			8.13.7. Details of performance against planned maintenance activities, including reactive works generated from planned maintenance activities;


						Work Package A - Contract Management			A:7 - Reporting			8.13.8. Details of Assets or systems taken out-of-service for health and safety or operational reasons;


						Work Package A - Contract Management			A:7 - Reporting			8.13.9. Details of recommendations generated from Planned Maintenance works;


						Work Package A - Contract Management			A:7 - Reporting			8.13.10. Reasons for failure to complete planned statutory and mandatory inspections / tasks;


						Work Package A - Contract Management			A:7 - Reporting			8.13.11. Progress / status of work orders;


						Work Package A - Contract Management			A:7 - Reporting			8.13.12. Waste volumes;


						Work Package A - Contract Management			A:7 - Reporting			8.13.13. Complaints;


						Work Package A - Contract Management			A:7 - Reporting			8.13.14. Health and Safety accident reporting / RIDDOR reports;


						Work Package A - Contract Management			A:7 - Reporting			8.13.15. Environmental incidents;


						Work Package A - Contract Management			A:7 - Reporting			8.13.16. Security breaches;


						Work Package A - Contract Management			A:7 - Reporting			8.13.17. Achievement against the Delivery of statutory testing and inspections;


						Work Package A - Contract Management			A:7 - Reporting			8.13.18. Progress on outstanding actions; and


						Work Package A - Contract Management			A:7 - Reporting			8.13.19. Details of actions plans for the following Month which will be reviewed to check progress and track actions carried out to completion. The Buyer shall not unreasonably withhold or delay agreement of these action plans with the Supplier.


						Work Package A - Contract Management			A:7 - Reporting			8.14. For performance measurement and reporting, the Supplier shall report against its performance through the following:


						Work Package A - Contract Management			A:7 - Reporting			8.14.1. Calculation of Supplier performance results against Annex E - Service Delivery      Response Times, and the KPI agreements in the Supplier performance mechanism


						Work Package A - Contract Management			A:7 - Reporting			8.15. The Supplier shall be required to input performance data relating to its operational KPIs into the Management Information System (MIS). 


						Work Package A - Contract Management			A:7 - Reporting			8.16. The Supplier shall collate the data required to calculate its performance against the obligations in the Supplier performance mechanism;


						Work Package A - Contract Management			A:7 - Reporting			8.17. The Supplier shall compile and issue the required Framework Management Information (MI) data on a monthly basis via the CCS portal.


						Work Package A - Contract Management			A:7 - Reporting			8.18. The Supplier shall measure its performance each Month against each of their KPIs and calculate payment mechanism scores in accordance with its Supplier performance mechanism;


						Work Package A - Contract Management			A:7 - Reporting			8.18.1. Reporting Supplier performance data and associated information


						Work Package A - Contract Management			A:7 - Reporting			8.19. During the mobilisation period, the Supplier shall provide a report for the Buyer on a Monthly basis. The format will be specified by the Buyer and agreed with the Supplier;


						Work Package A - Contract Management			A:7 - Reporting			8.20. The Supplier shall provide a quarterly report to the Buyer detailing the performance scores and associated Deductions calculated;  and


						Work Package A - Contract Management			A:7 - Reporting			8.21. The Supplier shall provide a reconciliation report to the Buyer within seven (7) calendar days following the end of each quarter.


						Work Package A - Contract Management			A:7 - Reporting			8.22. For statistical information reporting, the Supplier shall provide Monthly comprehensive Management Information statistics and trend analysis in relation to all aspects of the Services including:


						Work Package A - Contract Management			A:7 - Reporting			8.22.1. Inbound volume, by type and region;


						Work Package A - Contract Management			A:7 - Reporting			8.22.2. Completed Service requests, by inbound channel;


						Work Package A - Contract Management			A:7 - Reporting			8.22.3. Average and maximum call waiting times;


						Work Package A - Contract Management			A:7 - Reporting			8.22.4. Average inbound call duration;


						Work Package A - Contract Management			A:7 - Reporting			8.22.5. Volume of duplicate Service requests;


						Work Package A - Contract Management			A:7 - Reporting			8.22.6. Total outbound calls;


						Work Package A - Contract Management			A:7 - Reporting			8.22.7. Benchmarking; and


						Work Package A - Contract Management			A:7 - Reporting			8.22.8. Volume of requests originated by the Supplier.


						Work Package A - Contract Management			A:7 - Reporting			8.23. The Supplier shall provide the Buyer with any required reports, written information or statistical information in relation to the Services against all data held within the Management Information System (MIS). This will be in response to reasonable ad hoc requests from the Buyer.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9 Service A:8 - Performance Self-Monitoring			Yes - Std


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.1. Service A: 8 - Performance Self-Monitoring is a Mandatory Service


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.2. In addition, the following Standards Ref apply to this Service SA: 8


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.3. The Supplier is required to undertake a performance self-monitoring regime which is to be agreed with the Buyer. This shall be inclusive of all Services Delivered by third party suppliers and partners.  


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4. Within the performance self-monitoring regime, the Supplier is required to:


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4.1. Operate procedures and systems to record information in support of performance monitoring and to enable regular robust performance reporting;


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4.2. Monitor the performance of the Services via a programme of internal and external audits and inspections and trend analysis of recorded data in the Management Information System (MIS) and produce Monthly performance reports for the Buyer; and


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.4.3. Maintain a Management Information System (MIS) to analyse information on the performance of each required Service. It shall be capable of reporting performance against defined performance requirements.


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.5. The MIS system, utilised by the Supplier, shall at all times be capable of monitoring performance of Services, notwithstanding any changes in work practices, technology and agreed performance Standards.  


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.6. The Supplier shall be responsible for maintaining the MIS software and systems and shall ensure they use the latest software releases to maximise the benefits of new technology.


						Work Package A - Contract Management			A:8 - Performance Self-Monitoring			9.7. The Supplier shall work with the Buyer and support their internal management processes. The Supplier's self-monitoring regime shall recognise these processes and capture feedback from Buyer audits and inspections, to include independent audits scheduled by the Buyer. The Supplier shall be responsible for taking appropriate action to Deliver agreed outcomes to identified issues and failures.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10 Service A:9 - Business Continuity and Disaster Recovery ("BCDR") Plan			Yes - Std


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.1. Service A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan is a Mandatory Service


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.2. In addition, the following Standards Ref apply to this Service SA: 9


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.3. In accordance with Call-Off Schedule 8 - Business Continuity and Disaster Recovery, the Supplier shall have a BCDR Plan to Deliver the Services at each Buyer Premises throughout the duration of the Call-Off Contract.


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4. The Supplier shall: 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.1. Notify the Buyer as soon as it becomes aware of a Disaster event or a likely Disaster event. The Supplier shall collaborate with the Buyer to ensure that the BCDR Plan interfaces seamlessly to support the Buyer's business;


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.2. Liaise with the Buyer to ensure that appropriate communication lines are maintained;


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.3. Ensure that its BCDR Plan addresses the loss of or disruption to all energy supplies and shall ensure that these have been reviewed and Tested to a programme agreed with the Buyer. The Supplier shall coordinate the BCDR Plan with the Buyer and utilities providers;


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.4. Ensure its BCDR Plan is executed as planned with due expediency following the loss of one or more energy supplies. The Supplier shall inform the Buyer of all scheduled interruptions to any energy supply if it may affect the Buyer's operations; and


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.4.5. Provide its BCDR Plan within thirty (30) Working Days (or as otherwise agreed by the Buyer at 'Further Competition' procedure) following the Call-Off Start Date. The BCDR Plan shall be reviewed on a regular basis and as a minimum once every six (6) months. 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.5. At the request of the Buyer, the Supplier shall assist in testing the Buyer's BCDR Plan at intervals to be agreed by both Parties.


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.6. The Buyer may require the provision of professional advice in relation to its own BCDR Plan, including the safe evacuation of premises during an emergency and the operation of emergency systems. This advice shall be of a practical nature and shall relate to the on-going provision of the Services at each Buyer Premises.  The Supplier shall note that the acquisition and setting-up of immediate replacement accommodation shall not be required as part of this Service. 


						Work Package A - Contract Management			A: 9 - Business Continuity and Disaster Recovery ("BCDR") Plan			10.7. The Buyer's BCDR Plan is confidential and the Buyer will decide which information will be divulged to assist in the process. Any information divulged must be treated as confidential and shall not be issued to others without the written permission of the Buyer.  


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:10 - Quality Management Systems			11 Service A:10 - Quality Management Systems			Yes - Std


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.1. Service A: 10 - Quality Management Systems is a Mandatory Service


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.2. In addition, the following Standards Ref apply to this Service SA: 10


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.3. The Supplier shall have in place ISO 9001 accreditation. 


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.4. The Supplier shall maintain such accreditation throughout the Framework        Period. 


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.5. The Supplier shall provide the Authority with evidence of its ISO 9001 accreditation upon request at any time during the Framework Period.


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.6. The Supplier shall implement a Quality Management Plan in accordance with the ISO 9001 Quality Accreditation, which shall include a proposed methodology to align with and support the Buyer's existing ISO 9001 accreditation and its related systems and for delivering continuous improvement.


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.7. The Supplier shall be responsible for undertaking an annual review of their quality management system with the Buyer to ensure compliance with ISO 9001 to ensure the management systems continue to be suitable, adequate and effective.


						Work Package A - Contract Management			A:10 - Quality Management Systems			11.8. Where requested by the Buyer the Suppliers quality management system shall be accredited by the UK Accreditation Service ("UCAS").  Further details of the requirement will be provided at Call-Off. 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:11  - Staff and Training			12 Service A:11  - Staff and Training			Yes - Std


						Work Package A - Contract Management			A:11  - Staff and Training			12.1. Service A: 11 - Staff and Training is a Mandatory Service


						Work Package A - Contract Management			A:11  - Staff and Training			12.2. In addition, the following Standards Ref apply to this Service SA: 11


						Work Package A - Contract Management			A:11  - Staff and Training			12.3. The Supplier shall attract, recruit and retain staff to deliver the required Services and any future expansion of the required Services.


						Work Package A - Contract Management			A:11  - Staff and Training			12.4. The Supplier shall ensure that all Supplier Staff employed on the Contract receive appropriate training to ensure the successful and safe Delivery of the Services, these shall include the SDP, quality management plan, the health and safety (Safe System of Work) plan and sustainability plan.  The training shall be programmed such that it includes induction, refresher and awareness training.


						Work Package A - Contract Management			A:11  - Staff and Training			12.5. The Supplier shall be responsible for the provision of training and refresher training to Buyer Staff including: 


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.1. Use of Management Information System (MIS) and associated IT systems;


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.2. Business processes;


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.3. Health and Safety;


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.4. Use of fire-alarm testing and emergency systems; and 


						Work Package A - Contract Management			A:11  - Staff and Training			12.5.5. Site Induction training.


						Work Package A - Contract Management			A:11  - Staff and Training			12.6. Further details of these requirements will be provided at Call-Off stage.


						Work Package A - Contract Management			A:11  - Staff and Training			12.7.  The Supplier shall maintain appropriate staff records and training records for all Supplier Staff. The Supplier shall also maintain records of any training provided to the Buyer's Staff.


						Work Package A - Contract Management			A:11  - Staff and Training			12.8. The Supplier shall work collaboratively with the Buyer by employing the Buyer's Staff on a secondment basis to assist their personal development by:


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.1. Gaining hands on work experience;


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.2. Receiving training;


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.3. Gaining professional qualifications; and


						Work Package A - Contract Management			A:11  - Staff and Training			12.8.4. Gaining experience of work in the private sector.


						Work Package A - Contract Management			A:11  - Staff and Training			12.9. Details of requirements will be defined by the Buyer at Call-Off stage. 


						Work Package A - Contract Management			A:11  - Staff and Training			12.10. The Supplier shall ensure that all Supplier Staff provide evidence of their right to work in the United Kingdom in line with the Immigration, Asylum and Nationality Act 2006. The cost of obtaining any such evidence shall be the responsibility of the Supplier.  


						Work Package A - Contract Management			A:11  - Staff and Training			12.11. Any Supplier Staff who are employed in areas where they may have contact with children or vulnerable adults must be in receipt of an enhanced level disclosure or barring check in accordance with current legislation and guidance. 


						Work Package A - Contract Management			A:11  - Staff and Training			12.12. Any Supplier Staff who has not received the clearance required by the Buyer, and who are required to be at the Buyer Premises must be accompanied and supervised at all times by an individual who has the appropriate level of clearance.


						Work Package A - Contract Management			A:11  - Staff and Training			12.13. The Supplier shall provide an induction programme for all Staff and for any relevant Buyer Staff, and also participate in any relevant Buyer induction programme.


						Work Package A - Contract Management			A:11  - Staff and Training			12.14. The Supplier shall investigate where more than one (1) substantiated complaint is made against any individual member of its Staff within any Month. The Supplier shall take appropriate action to mitigate future reoccurrence and include the complaint and action taken in the Monthly performance reports as required through the Call-Off Contract with the Buyer.


						Work Package A - Contract Management			A:11  - Staff and Training			12.15. Supplier Personnel shall be suitably presented and wearing all required uniforms and/or appropriate work wear at all times (in line with the defined Standards). The Supplier shall be responsible for the provision of all equipment, workwear, uniforms and PPE for their personnel for use on the Contract.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13 Service A:12 - Selection and Management of Subcontractors			Yes - Std


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.1. Service A: 12 - Selection and Management of Subcontractors is a Mandatory Service


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.2. In addition, the following Standards Ref apply to this Service SA: 12


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3. The Supplier is required to actively manage all aspects of Sub-Contract involvement in the Call-Off Contract to ensure that all Services received reflect that required under the Call-Off Contract, and specifically that which is paid for. Key aspects of the role include the Services set out below:


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.1. Protecting the Buyer's agreed contractual position and ensuring that the agreed allocation of risk is maintained and that value for money is achieved from the Call-Off Contract;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.2. Ensuring that all Subcontractors operate a Safe System of Work and that all activities at the Buyer Premises are delivered in compliance with the Supplier's Health & safety policy statement and Management Plan;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.3. Performance monitoring against agreed KPIs;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.4. Benchmarking and market testing of Services against the provision from other Service providers;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.5. Problem solving and Dispute (prevention and) resolution where issues exist;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.6. Auditing and inspecting the Subcontractors' work, ensuring that they comply with the contractual requirements on quality, Health and Safety, environmental and legislative requirements;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.7. Establish and maintain appropriate records and information management systems to record and manage the performance of the Subcontractors;


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.8. Receiving, checking and authorising invoices for payment for additional Services; 


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.3.9. Receiving, checking and authorising invoices for payment for additional Services/ Billable Works in compliance with the Government's Prompt Payment Policy 2015; and


						Work Package A - Contract Management			A:12 - Selection and Management of Subcontractors			13.2.10 Monitoring Subcontractors' approach to rectifying defects.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 13 - Social Value			 Service A: 13 - Social Value			Yes - Std


						Work Package A - Contract Management			A: 13 - Social Value			1.1. Service A: 13 -Social Value is a Mandatory Service


						Work Package A - Contract Management			A: 13 - Social Value			1.2. In addition, the following Standards Ref apply to this Service SA: 13


						Work Package A - Contract Management			A: 13 - Social Value			1.3. The Public Services (Social Value) Act 2012 requires public authorities to have regard to economic, social and environmental wellbeing in connection with public Services contracts and for connected purposes as well as allowing for national and local strategies around this area.


						Work Package A - Contract Management			A: 13 - Social Value			1.4. The Supplier may be required at the Call-Off stage to identify as an optional variant the social value initiatives it proposes as proportionate and relevant to the Call-Off Contract and shall be responsible for recording and reporting performance against agreed Social Value scorecards. These initiatives shall include:


						Work Package A - Contract Management			A: 13 - Social Value			1.4.1. Creating supply chain opportunities for SME's;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.2. Appointment of apprenticeships;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.3. Providing additional opportunities for individuals or groups facing greater social or economic barriers;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.4. Supporting work placements to school children and young adults;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.5. Recruitment of locally engaged labour;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.6. Recruitment of long-term unemployed labour;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.7. Recruitment of NEET's labour; 


						Work Package A - Contract Management			A: 13 - Social Value			1.4.8. Recruitment of local supply chain partners;


						Work Package A - Contract Management			A: 13 - Social Value			1.4.9. Procurement and sourcing of sustainable Services and products; 


						Work Package A - Contract Management			A: 13 - Social Value			1.4.10. Encouraging ethical and fair trade procurement; and 


						Work Package A - Contract Management			A: 13 - Social Value			1.4.11. Encouraging community engagement.


						Work Package A - Contract Management			A: 13 - Social Value			Community benefits 


						Work Package A - Contract Management			A: 13 - Social Value			1.5. The Supplier shall ensure that they adopt a positive stance on delivering community benefits throughout the life of the Framework Contract Period and any Call-Off Contracts.


						Work Package A - Contract Management			A: 13 - Social Value			The public sector in the UK 


						Work Package A - Contract Management			A: 13 - Social Value			1.6. The public sector in the UK is committed to the Delivery of high quality public services, and recognises that this is critically dependent on a workforce that is well rewarded, well-motivated, well-led, has access to appropriate opportunities for training and skills development, are diverse and is engaged in decision making. These factors are also important for workforce recruitment and retention, and thus continuity of service. 


						Work Package A - Contract Management			A: 13 - Social Value			1.7. Public bodies in the UK are adopting fair work practices, which include:


						Work Package A - Contract Management			A: 13 - Social Value			1.7.1. A fair and equal 'pay policy' that includes a commitment to supporting the Living Wage, including, for example being a 'Living Wage Accredited Employer';  


						Work Package A - Contract Management			A: 13 - Social Value			1.7.2. Clear managerial responsibility to nurture talent and help individuals fulfil their potential, including for example, a strong commitment to apprenticeships and the development of the UK's young workforce; 


						Work Package A - Contract Management			A: 13 - Social Value			1.7.3. Promoting equality of opportunity and developing a workforce which reflects the population of the UK in terms of characteristics such as age, gender, religion or belief, race, sexual orientation and disability; 


						Work Package A - Contract Management			A: 13 - Social Value			1.7.4. Support for learning and development; stability of employment and hours of work, and avoiding exploitative employment practices, including for example no inappropriate use of zero hours contracts; 


						Work Package A - Contract Management			A: 13 - Social Value			1.7.5. Flexible working (including for example practices such as flexi-time and career breaks) and support for family friendly working and wider work life balance; and


						Work Package A - Contract Management			A: 13 - Social Value			1.7.6. Support progressive workforce engagement, for example Trade Union recognition and representation where possible, otherwise alternative arrangements to give staff an effective voice.


						Work Package A - Contract Management			A: 13 - Social Value			1.8. In order to ensure the highest Standards of service quality in this Contract the public bodies in the UK expect Suppliers to take a similarly positive approach to fair work practices as part of a fair and equitable employment and reward package.


						Work Package A - Contract Management						 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			 Service A: 14 Generic Statutory Obligations and Requirements			Yes - Std


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.9. Service A: 14 - Generic Statutory Obligations and Requirements is a Mandatory Service


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			In addition, the following Standards Ref apply to this Service SA: 14 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10. The Supplier shall at all times ensure that:


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10.1. Service Delivery to the Buyer Premises are undertaken in compliance with all applicable UK legislation and legislation appropriate to the location of the Buyer's premises as defined at Call Off, Good Industry Practice, manufacturer's recommendations and where appropriate the requirements specified by the Buyer as defined at Call-Off stage; 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10.2. It provides any training required by the procedures and statutory provisions in respect of all Staff (whether Buyer or Supplier Staff) at the Buyer Premises; 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			1.10.3. It operates a Safe System of Work in accordance with their Health and Safety Policy and ensures that all risk assessments are current and accurately reflect the works and risks associated with the Services being undertaken; and 


						Work Package A - Contract Management			A: 14 Generic Statutory Obligations and Requirements			2 The Supplier shall provide paper copies of all Documentation associated with Statutory Compliance reports or Documentation for retention at the Buyer Premises. These requirements will be defined at Call-Off stage


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management						Work Package B - Contract Mobilisation 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3 Service B:1 - Contract Mobilisation			Yes - Std


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.1. Service B - Contract Mobilisation is a Mandatory Service


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.2. In addition, the following Standards Ref apply to this Service SB


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.3. The mobilisation period will be a six [6] Month period (unless otherwise agreed with the Buyer at Call-Off stage). The legal rights and obligations of the Supplier during this period are those stipulated in the Call-Off Contract.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.4. During the mobilisation period, the incumbent Supplier shall retain full responsibility for all extant Services until the Service Start Date or as otherwise formally agreed with the Buyer. The incoming Supplier's full service obligations shall formally be assumed on the Service Start Date as set out in Call-Off Schedule 22 - Call-Off Tender. 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.5. The Supplier shall work cooperatively and in partnership with the Buyer, incumbent Supplier, and other Security Services supplier(s), where applicable, to understand the scope of Services to ensure a mutually beneficial handover of the Services.  


						Work Package A - Contract Management			B:1 - Contract Mobilisation			Mobilisation Plan 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6. The Supplier shall:


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.1. Work with the incumbent Supplier and Buyer to assess the scope of the Services and prepare a plan which demonstrates how they will mobilise the Services;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.2. Mobilise all the Services specified in the Specification within the Call-Off Contract;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.3. Appoint a Supplier Authorised Representative who shall be responsible for the management of the mobilisation period. This is to ensure that the mobilisation period is planned and resourced adequately, and act as a point of contact for the Buyer;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.4. Produce a Mobilisation Plan, to be agreed by the Buyer, for carrying out the requirements within the mobilisation period including key Milestones and dependencies;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.5. Detail how they will work with the incumbent Supplier and the Buyer Authorised Representative to capture and load up information such as Asset data;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.6. Liaise with the incumbent Supplier to enable the full completion of the mobilisation period activities;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.7. Produce and implement a communications plan, to be agreed with the Buyer, including the frequency, responsibility for and nature of communication with the Buyer and end users of the Services;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.8. Produce a mobilisation report for each Buyer Premises to encompass programmes that will fulfil all the Buyer's obligations to landlords and other tenants. The format of reports and programmes shall be in accordance with the Buyer's requirements. Particular attention shall be paid to establishing the operating requirements of the occupiers in drawing up these programmes for agreement with the Buyer;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.9. Manage and report progress against a Mobilisation Plan;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.10. Construct and maintain a mobilisation risk and issue register in conjunction with the Buyer detailing how risks and issues will be effectively communicated to the Buyer in order to mitigate them;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.11. Attend progress meetings (frequency of such meetings shall be determined at Call-Off stage) in accordance with the Buyer's requirements during the mobilisation period. Mobilisation meetings shall be chaired by the Buyer and all meeting minutes shall be kept and published by the Supplier; and


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.6.12. Ensure that all risks associated with the mobilisation period are minimised to ensure a seamless change of control between incumbent provider and the Supplier.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			Interaction with stakeholders 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.7. The Supplier shall conduct site visits where weaknesses in Asset data have been identified, to reassess the accuracy of the data.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.8. The Supplier shall familiarise itself with the Buyer's Buyer Premises and the needs of the building users. 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9. The Supplier shall ensure that it is appropriately equipped to deal with the level of liaison and stakeholder management, including: 


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.1. Liaison;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.2. Reporting;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.3. Co-ordination and provision of Services;


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.4. Attendance at meetings; and


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.9.5. Management and resolution of stakeholder issues


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.10. Further details of the stakeholder management requirements will be provided at Call-Off stage.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.11. The Supplier shall ensure that all the necessary arrangements to allow continuous operations by the building users are in place by the end of the mobilisation period.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.12. During the mobilisation period the Supplier shall undertake the routine examinations and inspections of the premises and Services necessary to assume its duties.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			Security during the mobilisation period  


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.13. The Supplier shall note that it is incumbent upon them to understand the lead-in period for security clearances and ensure that all Supplier Staff have the necessary security clearance in place before the Service Start Date. The Supplier shall ensure that this is reflected in their Mobilisation Plans.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.14. The Supplier shall ensure that all Supplier Staff and Subcontractors do not access the Buyer's IT systems, or any IT systems linked to the Buyer's, unless they have satisfied the Buyer's security requirements.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.15. The Supplier shall be responsible for providing all necessary information to the Buyer to facilitate security clearances for Supplier Staff and Subcontractors in accordance with the Buyer's requirements.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.16. The Supplier shall provide the names of all Supplier Staff and Subcontractors and inform the Buyer of any alterations and additions as they take place throughout the Call-Off Contract.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.17. The Supplier shall ensure that all Supplier Staff and Subcontractors requiring access to the Buyer's Buyer Premises have the appropriate security clearance. It is the Supplier's responsibility to establish whether or not the level of clearance will be sufficient for access. Unless prior Approval has been received from the Buyer, the Supplier shall be responsible for meeting the Costs associated with the provision of security cleared escort services.


						Work Package A - Contract Management			B:1 - Contract Mobilisation			3.18. If a property requires Supplier Staff or Subcontractors to be accompanied by the Buyer's Authorised Representative, the Buyer must be given reasonable notice of such a requirement, except in the case of emergency access.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management						 


						Work Package A - Contract Management						Work Package C - Security Services 


						Work Package A - Contract Management						 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4 Service C:1 - Manned Guarding Service			Yes - Std


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.1. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.2. In addition, the following Standards Ref apply to this Service SC: 1


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.3. Generic Security Services requirements


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.4. The General Requirements for Security Services shall apply.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.5. The Supplier shall provide a professionally managed, high quality Security and Guarding Services using Approved Contractors accredited by Security Industry Authority (SIA). 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.6. The recommendations from the policy development initiatives being carried out by the Government Security Secretariat, led by the Cabinet Office, will be adopted as the Standard for the delivery of Security Services across the Government and public estate. This will include a common pass system for the Civil Services, opportunities for sharing guarding contracts and other shared security services.  


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.7. Compliance with Data Protection Legislation and other relevant legislation shall be maintained throughout Framework period.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8. Guidance should be sought from the various trade and governing bodies for the sector including:


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8.1. Security Systems and Alarms Inspection Board (SSAIB);


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8.2. All Supplier Staff delivering Security Services must have SIA or equivalent accreditation.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.8.3. All Supplier Staff delivering Security Services shall have a good comprehension of the English language and be able to follow direction and orders as necessary. Adequate written abilities shall also be expected (important when making reports in the daily occurrence book).


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.9. Screening measures should reflect the risks the Buyer faces and consistent with other security measures in place.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.10. In relation to vehicle screening, similar principles to screening Supplier Staff should be applied when deciding whether, and at what level, to screen vehicles at entrances to Buyer Properties, though processes and equipment will differ from those used for personnel screening.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.11. In relation to screening mail, screening measures should be proportionate to the risks the Buyer faces and consistent with other security measures in place. Processes and equipment will likely differ from those used for personnel and vehicle screening.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.12. Clear procedures and processes shall be in place for responding to incidents.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.13. The Supplier shall agree the Standards with the Buyer and/or the Departmental Security Officer as there will be specific requirements for each Buyer Premises.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.14. The Supplier shall ensure that the Services are delivered in line with BS 25999 - Business Continuity Management. This is as an integral part of any Service offering and will need to be considered and fully scoped by each Buyer Representative. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.15. The Supplier shall conform to the Buyer's Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer's Business Continuity and Disaster Recovery planning for each Business Unit and as described in the relevant BDCR Plan. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.16. The Supplier shall ensure that regular reporting of the Service shall be captured as part of the Monthly reporting requirements. Incidents should be notified to the Buyer Security Representative within 24 hours or as soon as practicable. The daily occurrence book is to be available for inspection at any time by the Buyer.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.17. The Buyer shall agree the form of dress to be worn by Supplier Staff in each situation.  


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.17.1. Supplier may choose to have its own corporate uniform.  Uniforms to cater for all seasons, e.g. winter patrols as agreed with the Buyer. Other styles will be by agreement with the Buyer.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.17.2. Purchase of uniforms for staff shall comply with relevant Government Buying Standards.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.18. All Supplier Staff delivering Security Services shall have successfully attended and be in possession of a first aid responder qualification. All and any relief staff must carry current certification in this first aid qualification.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.19. All Supplier Staff delivering Security Services shall be competent and trained in the response to and use of the fire alarm system and the procedures to be followed in the event of an alarm sounding.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.20. The Supplier shall provide a guarding service that will include the operation and management of CCTV within a controlled environment such as a control room. This service will be delivered in accordance to Buyers requirements. Which will include but not be restricted to :-


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.20.1. Data that might be offered as evidence is received, stored, reviewed or analysed.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.20.2. Monitoring of traffic regulations.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21. The Supplier shall provide a guarding Service that will include the duties set out below:


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.1. The operation of building access control systems for people and vehicles, into Buyer Premises to prevent unauthorised access;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.2. Responding to intruder detection system alarms, fire alarms, lift alarms and incidents and hazards or threats identified and report and record to the Buyer;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.3. Supplier Staff (conducting searches) and their visitors according to the current response level for the Buyer Premises;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.4. Conduct daily checks on all security and searching equipment including CCTV systems, including confirmation of recording, search wands and archways, to ensure effective operation prior to use.  Any defects found in the equipment should be reported immediately to the Buyer Authorised Representative for the Buyer Premises;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.5. Monitor all security and searching equipment to identify suspicious activity and if necessary, initiate effective response in line with the Buyer's requirements;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.6. Patrol exterior including car park areas where appropriate and interior areas of building to identify and report any hazards and security weaknesses, threats and defects and take appropriate action in line with the Buyer's requirements; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.7. Control and maintain records regarding the authorised issue, receipt, administration and safeguarding of all keys, including arranging the replacement of locks when required;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.8. Process and enable building passes following authorisation from the Buyer and operate the Automated Access Control System ("AACS") in accordance with the Buyer's  requirements;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.9. Security breach patrols within the Buyer Premises are to be conducted outside of operational Working Hours and managed to identify offenders and return any confiscated materials in accordance with the Buyer's requirements;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.10. Operate fire alarm testing in accordance with fire regulations, ensuring logs are accurate and up-to-date and tests are operated within two (2) minutes of any agreed times. Voice announcement system broadcasts or announcements shall all be performed professionally and in accordance with the Buyer's requirements as outlined within the assignment instructions; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.11. Secure perimeter of the Buyer Premises, including fire exits and ensure only authorised access into the Buyer Premises in the event of evacuation.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.12.  Report incidents immediately to the Buyer Authorised Representative (including the fire and incident authorised control officer) and complete a security incident or accident report form if appropriate;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.13. Monitor and control Delivery and removal of all Goods and mail to each Buyer Premises, logging and maintaining such records in accordance with the Buyer's requirements; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.14. Operate barrier control systems;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.15. Manage car parking security;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.16. Order and keep records of taxis booked during non-operational Working Hours for Buyer staff;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.17. Liaison with the helpdesk for non-operational Working Hours Service Calls;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.18. Control all radio battery charging;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.19. Issue and receipt of fire alarm pagers daily;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.20. Manage / assist with the  release of trapped staff in lifts;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.21. Open and lockup of Buyer Premises including escort of cleaning staff;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.22. Search baggage and vehicles on entry, dependent on the  response level; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.23. Secure any lawfully held items surrendered or seized, provide receipts and return to the owners on leaving; 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.24. Handle lost property;


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.25. Inform the police when any unlawfully held item or offensive weapon is surrendered or seized; and


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.21.26. Record and report statistics on items surrendered and seized to the Buyer.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.22. The Supplier shall maintain a physical security provision required by the Buyer to meet the requirements of Call-Off Schedule 22 - Call-Off Tender.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.23. The Supplier shall comply with the required security Standards as detailed in the Security Service Standards.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.24. The Supplier shall be responsible for the production and regular updating of assignment instructions that cover all the Buyer's requirements. The assignment instructions shall be approved by the Buyer Security Representative. The Supplier shall comply with any assignment instructions as requested by the Buyer via the Variation Procedure as set out in clause 24 of the Core Terms. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.25. The security Service of the Supplier shall meet the requirements of the Buyer for guarding, use of technology and procedures. The Supplier shall liaise directly with the Buyer security Representative as required by the Buyer and shall at all times ensure that access to Supplier Staff is granted on request by the Buyer. 


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.26. The Buyer reserves the right to conduct its own spot checks of the arrangements laid down by the Supplier in order to satisfy itself of the adequacy of the arrangements and the security staff in general. These inspections may take place at any time during the Call-Off Contract without any prior notice.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.27. The Supplier shall maintain a comprehensive list of the Supplier Staff / Buyer Staff to be contacted in an emergency situation. This list shall include specialist staff and/or Subcontractors for items of plant, equipment or fabric that may affect the security of each Buyer Premises and this list shall be made available to all appropriate staff and to the helpdesk.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.28. All Supplier Staff shall be supplied with a suitable uniform to be agreed with the Buyer and shall present a professional appearance at all times.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.29. The Supplier shall be responsible for the provision of appropriate communications devices as required by Supplier Staff to deliver the services at Buyer Premises and must ensure they are sanctioned in writing by the Buyer. The Supplier shall ensure that all security staff carry valid passes as approved by the Buyer at all times whilst on duty. The Supplier shall supply and maintain all mobile communications equipment required by Supplier Staff for the supply of the Services.


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.30. The Supplier shall ensure that Supplier staff delivering the service have successfully received training in lift entrapment / lift release procedures and shall ensure that at least one member of the security team per security shift at the Buyer Premises possesses a current training qualification / certification. Where the passenger lift at the Buyer Premises prevent this provision the alternative arrangements will be defined by the Buyer at Call Off.     


						Work Package A - Contract Management			C:1 - Manned Guarding Service			4.31. The Supplier shall be responsible for the provision of gender appropriate security staff to meet the Buyer's security requirements.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						5 Service C:2 - CCTV / Alarm Monitoring			Yes - Std


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.1. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2. In addition, the following Standards Ref apply to this Service SC: 2


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.1. The Supplier shall:


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.2. Operate the Buyer's Closed Circuit Television ("CCTV") systems in accordance with CPNI guidelines and all legislation e.g. Data Protection Act 1998;


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.3. Watch and monitor all on-site CCTV displays for security incidents/breaches as part of the overall security requirements at each Buyer Premises with static guarding, unless the security measures in place at the Buyer Premises determine that the CCTV system is in place to provide an evidential record only and that real-time monitoring is not necessary;


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.4. Ensure that Supplier Staff viewing CCTV displays are changed at sufficiently regular intervals to maintain alertness as defined in recognised industry guidelines and in compliance with Health and Safety legislative requirements. The Supplier shall ensure that at least one (1) guard (Security Industry Authority ("SIA"), CCTV certified or equivalent) monitors the CCTV screens at all times and that cameras are intelligently tasked in accordance with the Buyer's operational requirements; and


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.2.5. Ensure that any Supplier Staff viewing CCTV displays have immediate access to other staff, including emergency/incident control staff, at all times, to ensure the safe and secure functioning of each Buyer Premises and its building users and to facilitate the instigation of action as appropriate. It shall be the responsibility of the Supplier to publish guidelines to Suppliers and the Buyer's Staff and update these as required, including all liaisons with and instructions from the Buyer.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.3. Where the Buyer requires a remote monitoring service at the Buyer Premises the service shall comply with the Buyer requirements and be compliant with CPNI guidelines and all legislation e.g. Data Protection Act 1998. Further requirements will be defined by the Buyer at Call Off. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.4. Any digital video recorders (DVR's) used by the Supplier to monitor CCTV shall be provided and maintained by the Supplier (Work Package D 37.24). Where the Buyer requires DVR's to be networked on the Buyer's IT systems, the requirement will be specified at Call Off.   


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.5. All tapes / discs used by the Supplier to monitor CCTV activity shall be kept in a fire-proof secure facility to allow immediate access to their contents. It shall continue to be the responsibility of the Supplier to provide and maintain all CCTV tapes / discs in good order to enable ready access on an as-needs basis and as outlined above. The Supplier must keep all CCTV tapes / discs available for review for four (4) weeks before re-use. Tapes shall not be used more than ten (10) times.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.6. The Supplier shall manage any digital recording system in line with procedures stipulated by the Buyer.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.7. The Supplier shall keep the CCTV systems under continuous review, in order to recommend to the Buyer any revisions to the systems that may be advantageous.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.8. It shall be the Supplier's responsibility to ensure that any incidents of breakdown of the systems are reported through the helpdesk.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.9. The Supplier shall ensure that Supplier Staff are constantly available to monitor activities shown on CCTV monitors and where CCTV coverage has failed, adequate staff are at the Buyer Premises to cover each Buyer Premises with a guarding Service.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.10. The Supplier shall ensure that a log is kept of any incidents requiring investigation/intervention by the staff delivering the security Services and this log shall be available at all times to the Buyer. All incidents shall additionally be reported to the helpdesk. The Supplier shall present any information on incidents / security breaches uncovered by their CCTV monitoring to the Buyer as part of their reporting on performance.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.11. The Supplier shall be responsible for instigating any liaison with the Buyer's security Representative as required to ensure security is at all times uncompromised.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.12. CCTV footage shall only be released to third parties in accordance with the current security guidance including a specific court order or to assist police with an investigation and with the agreement of the appropriate Buyer security Representative. At all times the provisions of Data Protection Legislation, as applied by guidance from the information Commissioner's Office, shall be followed.


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.13. The Supplier shall monitor and regularly test all remote alarm systems including lift alarms. The Buyer shall be responsible for all telephony costs associated with remote alarms. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.14. There are specific security Services required at a number of Buyer Premises. These Buyer Premises require the monitoring of proprietary remote alarm systems and panic alarm systems including any associated telephony line rental costs. 


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.15. The Supplier shall take note that any systems outages are regarded as requiring an emergency response due to the potential implications on health and safety for the staff, Buyer's Staff and building users; and


						Work Package A - Contract Management			C:2 - CCTV / Alarm Monitoring			5.16. The Supplier may be required to provide a key holding Service for a number of Buyer Premises and have the capability to provide an occasional guarding Service on an ad hoc basis.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						6 Service C:3 - Control of Access and Security Passes			Yes - Std


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.1. 


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.2. In addition, the following Standards Ref apply to this Service SC: 3


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.3. The Supplier may be responsible for the production of all visitor passes including the development on the instruction of the Buyer of new pass designs at each Buyer Premises.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.4. The Supplier shall be responsible for the provision of all consumables necessary for the production of all visitor and Supplier security passes from the Call-Off Start Date including paper visitor passes, printing consumables, lanyards and pass-holders.   


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.5. The Supplier shall not be responsible for the provision of access cards, hardware equipment including digital cameras, computers and printers: these shall be provided by the Buyer for the Supplier's use at the cost of the Buyer.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.6. The Supplier shall be obliged to liaise closely with the Buyer security Representative to ensure that procedures are to their satisfaction and that the format and content of all passes are appropriate to the Buyer's security requirements. The Supplier shall also comply and operate with the Buyer's specific access requirements.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.7. It shall be the sole responsibility of the Supplier to control ingress and egress to each Buyer Premises outside of operational Working Hours.  At no time shall the Supplier allow the entrance of unauthorised individuals into the Buyer Premises and it shall be the Supplier's sole responsibility to manage the Service so that there is no incident of unauthorised access at any time.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.8. The Supplier shall maintain a log of all visitors escorted and unescorted passes issued by security guards and carry out a daily audit to ensure that all passes are returned. In the event that visitor passes are lost or not returned, the Supplier shall complete an incident report. The Buyer may on occasion notify the Supplier to disable lost or unreturned passes; the Supplier shall disable such passes within one (1) hour of receipt of such notification or as quickly as is practicable.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.9. Audible alarm activation on automated access control systems shall be responded to immediately and effectively by the staff. The Supplier shall ensure procedures including manual override of automated systems are in place should security staff be required to respond to unusual incidents.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.10. Supplier Staff may come into contact with senior officials and members of the public. The Buyer shall provide the Supplier with the name and photograph of senior officials who regularly use each Buyer Premises. Staff shall remain fully briefed of this information at all times in order to recognise and respond appropriately to such individuals.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.11. Where card access systems are in use, the Supplier shall provide the Buyer with regular transaction reports and ad hoc reports as required by the Buyer.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.12. The Supplier shall, if required, undertake random searches of staff vehicles and Goods vehicles upon entry and exit from each Buyer Premises. Searching may include a full visual check inside to confirm Goods are bona fide and mirror search around perimeter including underneath vehicles. The Supplier shall be responsible for providing all search equipment. The Buyer's requirements will be defined at Call-Off stage.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.13. A policy for random stop and search of baggage shall, if required, be implemented by the Supplier in line with the Buyer's guidance/procedures with a minimum of two [2] security staff present in order to provide corroborative evidence in the event of an incident. At least one [1] female guard shall be present each shift to undertake female searches. Logs shall be confirmed with a possible need for escalation at a higher Response Level.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.14. The Supplier shall put procedures in place to ensure that its security staff are notified in advance of visitors arriving at each Buyer Premises as agreed between the Buyer and the Supplier at Call-Off stage. Supplier Staff shall contact the appropriate Buyer Staff member on the arrival of a visitor and ensure that the Buyer Staff member has the appropriate pass to escort a visitor around the Buyer Premises.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.15. The identity of visiting Subcontractor(s) and the nature of works to be carried out shall be verified by the appropriate staff. Upon verification, the appropriate staff shall issue the appropriate pass and ensure that the visiting Subcontractor(s) is escorted around the Buyer Premises by staff holding an appropriate escort status pass.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16. The Supplier shall implement a registration procedure to log the arrival and departure of each visitor to the Buyer Premises. Registration shall include verification of visitor identity and shall also include recording of:


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.1. Visitor's full name;


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.2. Visitor's organisation;


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.3. The name of the person being visited;


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.4. Time of arrival; and


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			6.16.5. Time of departure.


						Work Package A - Contract Management			C:3 - Control of Access and Security Passes			 Supplier Staff shall ensure that all visitors are made aware of the Buyer's emergency/incident management procedures.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						7 Service C:4 - Emergency Response			Yes - Std


						Work Package A - Contract Management			C:4 - Emergency Response			7.1. 


						Work Package A - Contract Management			C:4 - Emergency Response			7.2. In addition, the following Standards Ref apply to this Service SC: 4


						Work Package A - Contract Management			C:4 - Emergency Response			7.3. For each Buyer Premises with an on-Site guarding Service, the Supplier shall respond to alarm activations including lift or panic alarms, within one (1) minute and call for police response if necessary and take appropriate action.


						Work Package A - Contract Management			C:4 - Emergency Response			7.4. The appropriate Supplier Staff shall be fully conversant with and practised in all emergency procedures in response to accidents and personal injury, as set out by the Buyer. In response to any accidents directly reported to them or any incident reported by the helpdesk, the Supplier shall complete and retain the appropriate accident record books. All security staff shall be adequately and thoroughly trained in emergency response and evacuation measures including building evacuation procedures and how to react in the event of fire, bomb, terrorist or any other threat. Supplier Staff shall at all times be aware of the Buyer's current strategy to deal with emergency evacuations.


						Work Package A - Contract Management			C:4 - Emergency Response			7.5. In the event of an emergency, the Supplier shall be responsible for informing other members of the Supplier's Staff, Subcontractor(s) and the Buyer.  In the case of any emergency arising the Supplier shall follow the Buyer's procedures. All security staff shall liaise with the helpdesk for communications purposes.


						Work Package A - Contract Management			C:4 - Emergency Response			7.6. The Supplier shall ensure that all Supplier Staff are competent and trained in the response to and use of the alarm systems and the procedures to be followed in the event of an alarm sounding.


						Work Package A - Contract Management			C:4 - Emergency Response			7.7. The Supplier shall develop and present an outline plan for dealing with a complete range of emergency situations and be responsible for maintaining, reviewing, updating and testing the emergency plan to ensure it reflects the Buyer requirements at all times. The Buyer shall collaborate with the Supplier on this plan and provide expert input as appropriate. 


						Work Package A - Contract Management			C:4 - Emergency Response			7.8. The Supplier shall provide building specific plans for security incidents and/or counter terrorism and shall liaise with the Buyer to ensure efficient operation.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						8 Service C:5 - Patrols (fixed or static guarding)			Yes - Std


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.1. 


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.2. In addition, the following Standards Ref apply to this Service SC: 5


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.3. The Patrols shall be set at irregular intervals for each Buyer Premises with a security guarding Service and shall cover the interior and exterior of each Buyer Premises according to the Buyer's requirements. The frequency may be increased if the response level or local threat increases.


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.4. The patrolling Schedule shall include, but shall not be limited to the following:


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.4.1. Checking of suspicious activity, packages, persons, identification of hazards, areas unsecured, clear desk policy compliance, malfunctioning or broken lighting, security and searching equipment, barriers, doors and windows; and


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.4.2. Identifying and recording potential health and safety, fire issues and hazards identified in the Buyer Premises.


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.5. The security staff shall immediately respond and investigate alarm activations at the Buyer Premises and report and record all instances of these events to the Buyer. The Supplier shall indicate the seriousness of the hazard and seek advice from the Buyer on the appropriate remedial action. Where it is appropriate to do so, the Supplier shall take immediate remedial action to reduce risk. The primary objective at all times shall be to ensure the security of each Buyer Premises and the health and safety of its building users.


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6. The Supplier shall: 


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.1. Be required to keep records of the Buyer's Staff in each Buyer Premises during non-operational Working Hours or who arrange to work on non-Working Days such as  Saturdays, Sundays and/or public bank holidays or on any other public or civil Service privilege holidays. This is to ensure the health and safety of the Buyer's Staff; 


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.2. Maintain a comprehensive list of locations and Assets to be overseen as part of the security Service in accordance with the Buyer's requirements;


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.3. Provide patrol monitoring systems;


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.4. Keep a record for each Buyer Premises covered by the security Service. This record shall include the times of inspections, any incidents noted by staff, thefts and any faults to each Buyer Premises requiring further attention by the Supplier.  Problems or faults shall be reported to the helpdesk on identification. The Supplier shall report thefts in accordance with the Buyer's requirements;


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.5. Be responsible for delivering security reports to the Buyer in line with the Buyer's requirements; and


						Work Package A - Contract Management			C:5 - Patrols (fixed or static guarding)			8.6.6. Collate these reports so that Monthly figures can be provided to the Buyer in a format to be agreed.


						Work Package A - Contract Management						 


						Work Package A - Contract Management						9 Service C:6 - Management of visitors and passes			Yes - Std


						Work Package A - Contract Management			C:6 - Management of visitors and passes			9.1. 


						Work Package A - Contract Management			C:6 - Management of visitors and passes			9.2. In addition, the following Standards Ref apply to this Service SC: 6


						Work Package B - Contract Mobilisation			C:6 - Management of visitors and passes			9.3. The Supplier shall ensure that Supplier Staff operating at reception of a Buyer Premises issue all visitor passes. Visitor passes shall only be issued to those visitors with verified appointments within the Buyer Premises or to bona fide staff of the Buyer. It shall be incumbent on the Supplier to ensure that all visitors to the Buyer Premises have a valid reason for gaining access, by checking with the appropriate Buyer Authorised Representative and ensuring that visitors remains at reception until their meeting sponsor arrives.


						Work Package B - Contract Mobilisation			C:6 - Management of visitors and passes			9.4. The Supplier shall be responsible for the production of all visitor, staff and Supplier passes, including the development of the new pass design on the instruction of the Buyer. Costs to be reimbursable as detailed in Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:6 - Management of visitors and passes			 


						Work Package B - Contract Mobilisation						10 Service C:7 - Reactive Guarding			Yes - Std


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.2. In addition, the following Standards Ref apply to this Service SC: 7


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.3. The Supplier shall provide a reactive guarding Service to meet the Buyer's requirements.


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.4. Where a twenty four (24) hour or other permanent guarding arrangement is in place, the Buyer may request additional ad hoc guarding. This shall be managed as per the Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:7: Reactive Guarding 			10.5. The Supplier shall take account of the fact that the duration of the required reactive guarding may be undetermined, and shall ensure that the reactive guarding Service is maintained until such time as the Buyer informs the Supplier that the guarding is no longer required, or the Supplier satisfies the Buyer that the Buyer Premises it has been sent to secure no longer requires its presence.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						11 Service C:8 - Additional security Services			Yes - Std


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.1. 


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.2. In addition, the following Standards Ref apply to this Service SC: 8


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.3. The Supplier shall provide additional Services as directed by the Buyer for specific Sites where specific operational circumstances dictate. These shall be agreed and confirmed during Call-Off stage, once identified by the Buyer.


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.4. The Supplier will provide Specialist Security Officer requirements, to be defined by the Buyer at Call-Off, these will include:


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.4.1. Court Security Officers as defined in  Courts Act 2003 Section 1 (1); and


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			11.4.2. Prisoner Custody Officers as defined in The Criminal Justice Act 1991


						Work Package B - Contract Mobilisation			C:8 - Additional security Services			 The Supplier will provide a Specialist Security Officer requirements, to be defined by the Buyer at Call-Off. The Service will include elements of delivery in relation to safety, security and personal wellbeing of the Buyers staff. It will be a comprehensive service that has a security role, but will be predominately Customer Service driven with a pastoral element.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						12 Service C:9 - Enhanced security requirements			Yes - Std


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.1. 


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.2. In addition, the following Standards Ref apply to this Service SC: 9


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.3. The Supplier shall comply with all of the Buyer's policies and procedures on security and act upon the instructions of Buyer Security Representative, should there be a change in the Response Level associated with the Buyer Premises.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.4. The Supplier shall ensure that all staff delivering the enhanced security requirements Services shall be conversant with the varying response levels and associated changes in security procedures required by the changes in the response level for the Buyer Premises. The Buyer shall instruct the Supplier which level is in force. The Supplier shall provide security measures appropriate to this level.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.5. The Supplier shall be required to implement and enforce all extra security measures that may be required during a major security alert, for example, to follow a strict procedure as designated by the Buyer on receipt of bomb warning calls, or to search baggage and vehicles on arrival.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.6. The Buyer shall instruct special security arrangements that may be necessary to protect senior officials or visiting persons. In these cases the Supplier shall co-operate with the police, special branch, diplomatic protection group and any national security Service as directed by the Buyer security Representative. The Supplier shall form part of the overall security arrangements and shall report as appropriate.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.7. The Buyer may require the Supplier to provide additional security staff in circumstances including demonstrations, riots or other events which may require Services to be provided in common parts of shared areas. The Supplier shall take into account the requirements for increased manning of lifts at various locations, increased patrols, police liaison and extra perimeter and door security. For these purposes, the Supplier shall be required to maintain a pool of security cleared staff and other back-up arrangements. Wherever possible, at least three (3) Working Days' notice of such a requirement shall be provided. The Supplier shall provide the additional resources and shall be paid in accordance with Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:9 - Enhanced security requirements			12.8. The Supplier may be required to provide extra guards at evenings or weekends to supervise Subcontractors who have insufficient security clearance to work unsupervised.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						13 Service C:10- Key Holding			


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.1. 


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.2. In addition, the following Standards Ref apply to this Service SC10.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.3. The Supplier shall provide a professional key holding Service, being the custodian of building access keys and alarm system codes, ensuring compliance with security industry authority and its licensing requirements.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.4. In the event of a break-in or attack at a Buyer Premises, the Supplier shall respond, secure and make safe in accordance with the Buyer's requirements.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.5. The Supplier shall be available to respond to situations requiring a key holder on both a planned and unplanned basis, to attend Buyer Premises twenty four (24) hours a day, seven (7) days a week, fifty two (52) weeks a year. These shall include provision of access for the Buyer Authorised Representative, responses to fire alarms, lift alarms and security alarms.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.6. Supplier Staff shall only issue keys to the Buyer Authorised Representative. Master key usage shall be limited in accordance with the Buyer's requirements and shall not be removed from the Buyer Premises.


						Work Package B - Contract Mobilisation			C:10- Key Holding			13.7. The Supplier shall provide an effective system to manage and control the issue and retrieval of keys.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						14 Service C:11 - Lock Up / Open Up of Buyer Premises			


						Work Package B - Contract Mobilisation			C:11 - Lock Up / Open Up of Buyer Premises			14.1. 


						Work Package B - Contract Mobilisation			C:11 - Lock Up / Open Up of Buyer Premises			14.2. In addition, the following Standards Ref apply to this Service SC: 11


						Work Package B - Contract Mobilisation			C:11 - Lock Up / Open Up of Buyer Premises			14.3. On attendance at each Buyer Premises as key holder for the Buyer, the Supplier shall provide assistance to the emergency Services on arrival to ensure the Buyer Premises is fully secured and alarms reset as necessary. The Supplier shall liaise with the helpdesk with reference to any reactive maintenance required in order to secure each Buyer Premises.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						15 Service C:12 - Patrols (mobile via a specific visiting vehicle)			


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.1. 


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.2. In addition, the following Standards Ref apply to this Service SC: 12


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.3. The Buyer may require the Supplier to provide an ad hoc mobile security patrol service to vacant and surplus Buyer Premises and on occasion at an occupied Buyer Premises. This additional requirement shall be managed as per Appendix 3 - Billable Works and Approval Process.


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.4. A Mobile Security Patrol Service shall be required to make regular visits to each Buyer Premises and check that the security of the Buyer Premises and its perimeter has not been compromised. 


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.5. The Supplier shall also be required to provide a defect and incident reporting procedure as part of the Mobile Security Patrol Service in accordance with the Buyer's requirements. Where requested by the Buyer, the Supplier shall conduct a specific security assessment of each Buyer Premises prior to commencing the mobile security patrol Service.


						Work Package B - Contract Mobilisation			C:12 - Patrols (mobile via a specific visiting vehicle)			15.6. The Supplier shall make a copy of the security assessment report available to the Buyer.  


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						16 Service C:13 - Reception Service			


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.1. 


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.2. In addition, the following Standards Ref apply to this Service SC: 13


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.3. The Supplier shall provide a professional, reception Service appropriate to the business use of the Buyer Premises. In reception areas of each Buyer Premises, the reception Service shall liaise with and complement the security Service.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.4. The Supplier shall provide innovative proposals for the optimisation of the management of visitor ingress and egress in the reception area.  This shall include appropriate management of the interfaces between the reception and security Services to ensure that all visitors and staff receive a courteous and professional Service each time they visit each Buyer Premises. However, for the avoidance of doubt where similar Services are described in the reception Service and the security Service, the requirements of the security Service shall take precedence.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.5. The Buyer may play host to senior UK and foreign politicians, business visitors and members of the public who have occasional access to the Buyer Premises. The Supplier shall recognise the importance of such visitors by developing a response which addresses this issue within the overall management of the reception Service.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.6. The Supplier shall provide a switchboard Service and make use of the Buyer's telephony systems to manage incoming telephone calls for the Buyer's Staff at each Buyer Premises where the switchboard Service is combined with each Buyer Premises' reception Service. The Supplier shall ensure that incoming calls are dealt with promptly, accurately and politely. Incoming calls shall be routed to the appropriate member of staff or building user as defined by the local details supplied by each Buyer Premises.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.7. Supplier Staff delivering the reception Services shall take Delivery of any items, which are delivered by hand at the reception desk. Mail room staff shall receive Delivered items from the reception staff and deal with these as necessary. All inward Goods shall be via the loading bay at all times. Supplier Staff delivering the reception Services shall be responsible for advising those delivering other Goods of the location of the goods entrance.


						Work Package B - Contract Mobilisation			C:13 - Reception Service			16.8. The Supplier shall provide a professional, night reception Service appropriate to the business use of the Buyer Premises. In reception areas of each Buyer Premises, the night reception Service is expected to liaise with and complement the security Service. The Supplier shall be responsible for providing a seamless and integrated Service within reception areas in order to receive and manage staff and visitors efficiently and in a welcoming manner. The Supplier shall ensure that all enquiries to the Buyer are dealt with professionally and promptly.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation						17 Service C:14 - Taxi Booking Service			


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.1. 


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.2. In addition, the following Standards Ref apply to this Service SC: 14


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.3. The Supplier shall manage and co-ordinate a Taxi Booking Service for the Buyer. The Supplier shall propose a third party supplier to provide Taxi Services for the Buyer.


						Work Package B - Contract Mobilisation			C:14 - Taxi Booking Service			17.4. The use of environmentally preferable vehicles such as Ultra Low Emission Vehicles ("ULEV") and those powered by Liquid Petroleum Gas ("LPG") shall be considered.


						Work Package B - Contract Mobilisation						 


						Work Package B - Contract Mobilisation			C:15 - Car Park Management and Booking			18 Service C:15 - Car Park Management and Booking			


						Work Package B - Contract Mobilisation			C:15 - Car Park Management and Booking			30.2 In addition, the following Standards Ref apply to this Service SC: 15 


						Work Package B - Contract Mobilisation			C:15 - Car Park Management and Booking			18.2. The Supplier shall where required provide a car park management service via the helpdesk.


						Work Package B - Contract Mobilisation						 


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19 Service C:16 - Voice announcement system operation			


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19.1. 


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			31.2 In addition, the following Standards Ref apply to this Service SC: 16 


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19.2. Where available at each Buyer Premises, the Supplier shall use the voice announcement system on occasions requiring broadcasts or announcements to be made to the Buyer's Staff, as requested by the Buyer.


						Work Package C - Maintenance Services			C:16 - Voice announcement system operation			19.3. The Supplier shall ensure that Supplier Staff using the voice announcement system are trained in its use and in the making of announcements.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						20 Service C:17 - Flag Flying Service			


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.1. 


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			In addition, the following Standards Ref apply to this Service SC: 17 


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.2. The Supplier shall provide a flag flying service. The times and types of flag to be flown are to be in accordance with official guidance obtained from the relevant Buyer and the published instructions of the Department for Culture, Media and Sport ("DCMS").


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.3. A cleaning regime shall be identified for flags and agreed in advance with the Buyer.


						Work Package C - Maintenance Services			C:17 - Flag Flying Service			20.4. The Supplier shall ensure that all Supplier Staff involved in flag raising and lowering are trained in the use of national flags and abide by the required Standards as defined within the Security Service Standards. Certain Government buildings utilise non-standard flags from time to time, including Falklands, Olympics, and Royal Standards. When requested by the Buyer, the Supplier shall have the means to purchase, rent or have manufactured any identified flag within the shortest reasonable time.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21 Service C: 18 - Cash and Valuables in Transit. (CVIT)			


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.1. 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			In addition, the following Standards Ref apply to this Service SC: 18 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2. The Supplier is to provide a Cash and Valuables in Transit (CVIT) service which is to include the provision of: 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.1. transporting,


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.2. storing


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.3. sorting cash and other valuables.


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			 The services to include the transportation and processing of cash and valuables, precious metals which is to include but not limited to: 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.4. banknotes, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.5. coins, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.6. bulk cash, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.7. diamonds, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.8. non-personalised smart cards, 


						Work Package C - Maintenance Services			C: 18 - Cash and Valuables in Transit. (CVIT)			21.2.9. Non-personalised passports and other valuables. 


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						22 Service C: 19 - Canine Detection.			


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.1. 


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			In addition, the following Standards Ref apply to this Service SC: 19 


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.2. The Supplier is to provide a canine detection service with the ability to  deliver, mobile and real-time search and detection capability, with the ability when requested by the buyers to screen people at Crowded Places and other high footfall locations.


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.3. The ability when required to be trained to detect firearms, as well as a wide variety of other contraband, such as narcotics. The combining of capabilities to be avoided unless a common operational response is acceptable to the buyer.


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4. The Service shall cover but not be limited to the following:-


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.1. Tracking


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.2. Trailing


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.3. Hard Surface Tracking


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.4. Multi Environmental Body Search


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.5. Individual Trouble Shooting - Detection


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.6. Individual Trouble Shooting - Security


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.7. General Security - Protection


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.8. General Security - Site Body Search


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.9. Detection Dog Handler Certification & Accreditation


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.4.10. Detection Dog Instructor Certification & Accreditation


						Work Package C - Maintenance Services			C: 19 - Canine Detection.			22.5. Where this service is requested then the responsibility for kennelling, standardised training, accreditation, annual licensing and welfare of the animals is the sole responsibility of the supplier, such that they are maintained at the required standard for operational deployment.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						Work Package D - Technical Security. 


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						23 Work Package D.1 - Risk Assessment			


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.1. 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.2. In addition, the following Standards Ref apply to this Service SD: 1


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.3. The Supplier shall produce physical security risk assessments for sites, as requested by the Buyer. The Supplier shall be cognisant when producing a risk assessment relating to the need for a security-minded approach to digital engineering, where data and information about the site or assets is gathered, processed or stored in electronic form - as requested by the Buyer. 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.4. The Supplier shall ensure that where the Buyer requests the Supplier to produce or assist in the production of a Physical Security Risk Assessment or a risk assessment relating to the need for a security-minded approach to digital engineering,  that this is undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.5. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.6. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			23.7. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24 Certified Professional Scheme - National Cyber Security Centre (NCSC) (www.ncsc.gov.uk/articles/about-certified-professional-scheme).


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.1. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2. The Physical security Risk Assessment will include the proportionate, appropriate and cost effective deployment of security measures and will include but not be limited to:


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.1. An assessment of site profile 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.2. The importance of the site/operation to the continuity of Buyer Organisation 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.3. The prevailing Security Response Level 


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.2.4. As a minimum the Supplier shall comply with the CPNI Guidance the production of Physical Security Assessments.


						Work Package C - Maintenance Services			D.1 - Risk Assessment			24.3. The risk assessment relating to the need for a security-minded approach to digital engineering shall comply with PAS 1192-5 and any updates to this Standard


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						25 Work Package D.2 - Electronic Security Systems			


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.1. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.2. In addition, the following Standards Ref apply to this Service SD: 2


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.3.  The Supplier shall design, supply, maintain and install systems to meet the required Buyers Standard.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.4. The Supplier shall be a member of an Industry Recognised Accreditation Organisation.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.5. Prior to commencing any work, the Supplier shall ensure a current Systems based Risk Assessment is in place, in line with CPNI Guidance and PAS 127:2014 Guidance.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.6. 18.4 The Supplier shall ensure that where they design the system that the design is undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.7. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.8. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.9. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.10. Certified Professional Scheme - National Cyber Security Centre (NCSC) (www.ncsc.gov.uk/articles/about-certified-professional-scheme).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.11. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.12. The Supplier shall ensure that where they supply systems and equipment that they hold relevant and current accreditation to support the system and / or equipment, including holding valid certification for such manufacturers.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.13. The Supplier shall provide open protocol systems, unless requested otherwise by the Buyer.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.14. The Supplier shall provide data storage capacity.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15. The Supplier shall provide where requested training on Supplier provided systems to Buyers staff which shall include but not be limited to:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.1. Retrieval of data, to include downloading and copying for evidential purposes;


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.2. Emergency Response;


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.3. Security Procedures; and


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.15.4. System operation


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16. The systems shall include but not be limited to the following Electronic Systems:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.1. Perimeter intrusion detection systems (PIDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.2. Intruder detection systems (IDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.3. Alarm signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.4. Security lighting


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.5. Closed circuit television systems (CCTV)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.6. Network video recorders (NVR)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.7. Automatic access control system (AACS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.8. Security management systems (SMS), fully integrated electronic security     solutions.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.9. IT equipment - Operating base for security systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.10. Electronic locking systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.11. Security screening applications


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.12. Biometric technologies


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.16.13. Electronic airspace coverage


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Perimeter intrusion detection systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17. The Supplier shall ensure that the Perimeter Intrusion Detection System (PID) has the capability to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.1. integrate with other electronic systems and the provision of an uninterrupted power supply (UPS); and


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.2. provide effective detection performance, a minimal false alarm rate and facilitate effective alarm verification (through adequate zoning). 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.3. The Supplier shall ensure that following installation and prior to acceptance of the PIDS, it will be subjected to a range of commissioning tests. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.17.4. The Supplier will install the PIDS according to the manufacturer's installation procedures. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Intruder detection systems (IDS) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.18. The Supplier shall ensure that IDS consists of at least two separate components:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.18.1. IDS control and indicating equipment (CIE)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.18.2. Detectors - individual mounted detectors


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Alarm signalling 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19. The Supplier shall provide when requested by the Buyer, the following Alarm Signalling systems: (these lists are not exhaustive)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.1. Speech dialler or auto (GSM) dialler system


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.2. Monitored systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.3. Digital communications (Digicom)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.4. Monitored signalling systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.5. Dual-Path signalling systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.19.6. IP (Internet Protocol) signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20. To support the following:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.1. Cell call systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.2. Personal alarm systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.3. Affray alarm systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.4. General alarm systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.5. Nurse call systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.20.6. Disabled call systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Security lighting 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21. The Supplier shall ensure lighting meets all Local Authority and Statutory requirements unless specified by the Buyer at Further Competition, with respect to the following:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.1. Minimum illumination


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.2. Lamp type


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.3. Mounting arrangement


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.21.4. Power and control arrangement


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Closed circuit television systems (CCTV) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22. The Supplier shall ensure that  where requested by the Buyer, CCTV can monitored in real-time modes including but not limited to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22.1. operators


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22.2. alarm triggers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.22.3. video analytics


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.23. The above real time modes can delivered via analogue, digital, fixed, pan-tilt-zoom, thermal cameras and thermal imagers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24. The Supplier shall upon request to supply the following camera types:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.1. Box 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.2. Dome 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.3. PTZ


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.4. Bullet 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.5. IP 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.6. Day/night


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.7. Thermal 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.8. Wide dynamic 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.9. Wireless IP 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.10. High Definition


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.11. Varifocal 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.24.12. Discreet 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Network Video Recorders (NVR) and Digital Video Recorders (DVR) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25. The Supplier shall provide NVR and/ or DVR with ability to deliver:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25.1. recordings for evidential purposes


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25.2.  integration with other electronic systems (NVR)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.25.3. automatic analysis of video


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26. The Supplier shall, upon request,  supply the following recorder types:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.1. NVR


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.2. Hybrid DVR


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.3. DVR


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.26.4. IP Server


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Automatic Access Control System (AACS) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.27. The Supplier shall ensure that the chosen AACS has been allocated a 'CLASS' rating.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.28. The Supplier shall ensure that all systems are supplied and installed in accordance with current CPNI Best Practise Guidance for Access Control Systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.29. The Supplier shall ensure that the AACS must work with any card and reader that meets the ISO 14443 standards.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.30. Must be open to a federated authentication system solution. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.31. The Supplier shall ensure that System cards must be selected from those named in the CPNI's Catalogue of Security Equipment (CSE):


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.32. In order of preference, be based on one of the following technical options: 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.32.1. NXP Mifare Desfire EV1) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.32.2. HID iClass family 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.33. Cards and Readers must be selected from those named in this procurement guide or from CPNI's Catalogue of Security Equipment (CSE): 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.34. Compliant with ISO 7816, and ISO 14443 standards and fully interoperable across those standards


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.35. Cards and readers should:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.35.1. Be open standards-based 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.35.2. Use non-proprietary cryptographic algorithms 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36. To provide flexibility, a non-proprietary database (such as an XML schema or JSON) should be adopted, with appropriate middleware where necessary to enable the importing or exporting of data. It is vital that, to enable future joint access control, details of valid credentials can be transferred between Buyer's access control systems.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.1. Standard fields used by all systems must include: 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.2. Unique identification number 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.3. Name 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.36.4. Departmental code 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.37. The Supplier upon request to supply the following access control types, 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.38. Non - Mandatory Access Control, Discretionary Access Control, Role Based Access Control.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.39. Provision of Applications (Apps) to support the remote production and management of access passes and visitor management.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Security Management Systems (SMS) 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40. The Supplier  shall provide a Security Management System that facilitates the integration of, but is not restricted to the following systems:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.1. Intruder Alarm Systems, IDS


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.2. Automatic Access Control, AACS


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.3. Closed Circuit Television, CCTV


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.4. Perimeter Intruder Detection Systems, PIDS 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.5. Security Lighting 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.6. Alarm Signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.7. Locking Systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.40.8. User Interface


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.41. The Supplier shall ensure that the individual systems function autonomously in the event the Security Management System fails.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			IT equipment - Operating base for security systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42. Where security systems operate on IT equipment, where requested Suppliers shall design, supply and install such systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.1. Networking, 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.2. Cisco switches,


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.3. Network servers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.4. Microsoft application programs


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.42.5. SQL databases


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			      Electronic Locking Systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.43. The  Supplier shall deliver an Electronic Locking System that can be integrated with other electronic systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Security Screening Applications 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.44. The Supplier shall provide applications for the checkpoint security screening of people, and their bags and possessions including but not limited to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.44.1. permanent and temporary installations at Buyer Premises


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.44.2. events and sporting venues at Buyer Premises


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45. The applications shall include but not be restricted to the following applications:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.1. X Ray


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.2. Walkthrough metal detector (WTMD)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.3. Hand-held metal detector (HHMD)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.4. Body scanners, e.g. millimetre wave imagers and portals, X-ray  backscatter imagers


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.5. Explosives trace detection (handheld or desktop) (ETD)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.45.6. Mail screening


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Biometric Technologies 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46. The Supplier shall provide applications for Biometric verification with the functionality to identify persons by the following unique identifiers, including but not limited to:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.1. Fingerprints


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.2. Retina and iris pattern


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.3. Face recognition


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.4. Finger/palm vein


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.5. Hand geometry


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.6. Earlobe geometry


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.7. Signatures


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.8. Voice pattern


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.46.9. DNA


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Electronic Airspace Coverage 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47. The Supplier shall provide Unmanned Aerial Vehicles (UAVs) which are capable of providing the following methods of surveillance, including but not limited to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.1. GPS tracking, 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.2. camera observation


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.3. data mining and profiling; and


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.47.4. biometric surveillance


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48. The Supplier shall provide UAV's with the ability to:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48.1. Line Monitor utilising fixed-wing UAVs with the ability to provide high-level feedback.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48.2. Site Monitor utilising multi-rotors to provide higher manoeuvrability and the ability to hover more easily.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.48.3. Provide live streaming of detailed data, with the ability to follow objects or intruders from a safe distance and quickly cover a large area, and to record and interpret images where required. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49. The Supplier shall provide:


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.1.  A Privacy Impact Assessment to ensure compliance with the Information Commissioners Office code of practice under section 51 of the Data Protection Act (DPA).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.2. Trained operatives to deliver UAV service.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.3. UAV operational training to Buyers staff.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.4. UAV Radar system to detect, track and alert to the presence of UAVs.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.49.5. RF inhibition technology to disrupt a wide range of command and control protocols used in the deployment of UAVs.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.50. The Supplier shall provide where required a system effective against multiple, simultaneous drone threats including swarms.  


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.51. The Supplier shall provide where required a system that can be used stand-alone or easily integrated into any suite of electronic assets and tailored to any specific circumstance or requirement.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			Design, Supply and Install 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.52. The Supplier shall design, supply, maintain and install systems that meet the Buyers Requirements and Standards. 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53. The systems shall include but not be limited to the following Electronic Systems.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.1. Perimeter intrusion detection systems (PIDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.2. Intruder detection systems (IDS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.3. Alarm signalling


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.4. Security lighting


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.5. Closed circuit television systems (CCTV)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.6. Network Video Recorders (NVR)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.7. Automatic Access Control System (AACS)


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.8. Security management systems (SMS), fully integrated electronic      security solutions.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.9. IT equipment - Operating base for security systems


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.10. Electronic Locking Systems 


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.11. Security Screening Applications


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.53.12.  Biometric technologies


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.54. The Supplier shall ensure that where they design the system that the design is undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.55.  Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.56. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.57. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.58. Certified Professional Scheme - National Cyber Security Centre (NCSC) (www.ncsc.gov.uk/articles/about-certified-professional-scheme).


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.59. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D.2 - Electronic Security Systems			25.60. This service will follow the RIBA process for works and will be priced via the billable works process at Call Off.


						Work Package C - Maintenance Services						 


						Work Package C - Maintenance Services						26 Work Package D 3 - Physical Security System			


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.1. 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.2. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3. The Supplier shall design, supply, maintain and install physical infrastructure that meets the required Buyers Standard. The infrastructure shall include but not be limited to:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.1. Perimeter Fences (and gates),


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.2. Automatic barriers, gates, rising bollards and blockers,


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.3. Windows and glazing,


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.4. Security doors and door furniture,


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.3.5. Strong and secure rooms.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.4. The Supplier shall be a member of an Industry Recognised Accreditation Organisation.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.5. Prior to commencing any work, the Supplier shall ensure a current Systems based Risk Assessment is in place, in line with CPNI Guidance and PAS 127:2014 Guidance.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.6. The Supplier shall ensure that where they design the system that the design is     undertaken by a registered member of the following accreditation bodies:-


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.7. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.8. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.9. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.10. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.11. The Supplier will provide open protocol systems, unless requested otherwise by the Buyer.


						Work Package C - Maintenance Services			D 3 - Physical Security System			Perimeter Fences (and gates) 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.12. Service D: 3 - Perimeter Fences (and gates) is a Non - Mandatory Service.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.13. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14. The Supplier shall provide Perimeter Fences (and Gates) that meet:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14.1.  the prescriptive requirements of BS1722;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14.2. standard government designs for which drawings are available; and


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.14.3. Proprietary systems.


						Work Package C - Maintenance Services			D 3 - Physical Security System			 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15. The Supplier shall provide the following types of fences, including but not limited to:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.1. Chain Link


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.2. Welded mesh


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.3. Palisade


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.4. Perimeter Walls


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.15.5. Propriety Fences - High Tensile Woven Steel Mesh, Glass reinforced plastic, Timber and Mesh combinations and novel palisade designs with anti-cut features.


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16. The Supplier shall ensure that all Perimeter security components meet the Standards, including but not limited to:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.1. Gates and other access points;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.2. Topping;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.3. Burrow resistance measures;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.4. Detection systems, these must be able to integrate with other security systems where required;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.5. Internal release mechanisms;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.6. Locking requirements;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.7. Turnstiles;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.8. Integration with Vehicle barriers;


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.16.9. Associated Ground Works.


						Work Package C - Maintenance Services			D 3 - Physical Security System			 


						Work Package C - Maintenance Services			D 3 - Physical Security System			Automatic barriers, gates, rising bollards and blockers 


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.17.  Service D: 3 - Automatic barriers, gates, rising bollards and blockers is a Non - Mandatory Service.    


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.18. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.19. The Supplier shall provide Automatic barriers, gates, rising bollards and blockers


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20. The Supplier shall provide Vehicle Security Barriers (VSB's) including active, passive, and retractable, rising, sliding and swinging including but not limited to the following types:


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.1. Blocker


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.2. Bollard


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.3. Door


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.4. Gate


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.5. Perimeter


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.6. Portal


						Work Package C - Maintenance Services			D 3 - Physical Security System			26.20.7. Planter


						Work Package C - Maintenance Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Glazing (Windows) 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.21. Service D: 3- Glazing (Windows) is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.22. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23. The Supplier shall provide Glazing and associated window components, typically comprising the following 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.1. Glass


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.2. Seals and/or anchorage to the support structure/frame


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.3. Supporting structure/frame


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.4. Anchors connecting the support structure to the building frame/walls


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.5. Hardware associated with openable windows, e.g. hinges and locking systems


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.6. Anti-shatter film


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.23.7. Bomb blast net curtains.


						Work Package D - Horticultural Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Security Doors and Door Furniture 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.24. Service D: 3 - Security doors and door furniture is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.25. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26. The Supplier shall provide Security doors and associated door furniture, comprising the following components:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.1. Door leaf


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.2. Door furniture


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.3. Locking hardware


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.4. Door frame


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.5. Frame fixings


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.6. Supporting structure  


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.26.7. Side and overhead panels.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.27. The Supplier shall ensure that Security doors provided are able integrate with sensors for intrusion detection and access control systems.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28. The Supplier shall provide doors which are capable of providing protection from the following:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.1. Blast


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.2. Ballistic 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.3. Manual forced entry 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.28.4. Surreptitious entry 


						Work Package D - Horticultural Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Security Walling System. 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.29. Service D: 3 - Security Walling System is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.30.  In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31. The Supplier shall provide Security walling systems designed to meet a range of threats including but not limited to:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.1. Resistance to forcible entry 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.2. Ballistic resistance


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.3. Blast protection (either external or internal)


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.31.4. Evidence of attempted surreptitious entry


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32. The Supplier shall ensure that the Security walling system design is to include the following:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.1. Doors;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.2. Locks;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.3. Floors;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.4. Ceilings;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.5. Walls;


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.32.6. Glazing


						Work Package D - Horticultural Services			D 3 - Physical Security System			 


						Work Package D - Horticultural Services			D 3 - Physical Security System			Physical Systems Design, Supply and Install 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.33. Service D 3 - Design, Supply and Install is a Non - Mandatory Service.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.34. In addition, the following Standards Ref apply to this Service SD: 3


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.35. The Supplier shall design, supply, maintain and install physical infrastructure that meets the Buyers Requirements and Standards. 


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36. The infrastructure shall include but not be limited to:


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.1. Perimeter Fences (and gates),


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.2. Automatic barriers, gates, rising bollards and blockers,


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.3. Windows and glazing,


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.4. Security doors and door furniture,


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.36.5. Strong and secure rooms.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37. The Supplier shall ensure that where they design the system that the design is undertaken by a registered member of the following accreditation bodies:-


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37.1. Register of Security Engineers (RSES) which encompasses Generalist Security Advisors (GSA) and Specialist Security Advisors (SSA).


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37.2. Register of Chartered Security Professionals (charteredsecurityprofessional.org).


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.37.3. Association of Security Consultants (ASC) (securityconsultants.org.uk).


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.38. Where the Buyer directs the supplier not to use the above accreditation bodies, the Buyer will be responsible for accessing any relevant threat or security information and provide appropriate briefing to the consultant retained.


						Work Package D - Horticultural Services			D 3 - Physical Security System			26.39. This service will follow the RIBA process for works and will be priced via the billable works process at Call Off.


						Work Package D - Horticultural Services						 


						Work Package D - Horticultural Services						 Service D 4 - Maintenance of Security Services.			


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28 In addition, the following Standards Ref apply to this Service SD: 4


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			Maintenance Services  


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.1. The Supplier shall provide a Planned Preventative Maintenance Service, Reactive Maintenance Service, Ad-Hoc Services (as required) and provision of Customer Consumables to the Customer in relation to security equipment maintenance


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.2. The Supplier shall maintain where required all security systems and / or assets within the Buyer's Premises and any new systems put in place to ensure correct functioning throughout the course of the Call-Off Contract


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.3. It will be the Supplier's responsibility to ensure the continued functioning of security systems and / or assets. 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.4. The Supplier shall ensure that any failure that leads to a weakness in security is rectified within the agreed timescale


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.5. The Supplier shall liaise with the Buyer's security representative and any relevant Government security equipment specialists over the issues of security systems and / or assets including synergistic areas where security provision is supplied directly by Government staff.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6. The Supplier shall fully maintain the following Security Equipment (This List is not exhaustive)


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.1. CPNI Approved Class 3 High Security System;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.2. Circle Locks;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.3. Specialist Security Doors;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.4. Security Systems;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.5. Alarms; Access;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.6. Intruder Systems; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.7. CCTV Equipment (including cabling);


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.8. X-ray and scanning equipment;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.6.9. Search arches;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7. Pass production equipment including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7.1. Printers;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7.2. Hardware; and


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.7.3. Software;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8. Barrier Systems including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.1. Rising bollards;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.2. Remote control gates;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.3. Electronic Gates;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.4. Crash Barriers.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.5. Locksmith Service including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.6. Safes;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.7. Codor Locks; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.8. Ancillary equipment including but not limited to:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.9. UPS


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.10. Generators


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.8.11. Air conditionin


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			 Planned Preventative Maintenance Services 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.9. In respect of all of the Services, the Supplier shall provide a comprehensive PPM system in accordance with SFG20 or (if not applicable), with good industry practice and Standards defined by the Buyer at Call-Off stage during operational hours,  


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.10. The Supplier will be responsible for the delivery of all planned maintenance services and shall ensure that Statutory Compliance is achieved and maintained at all Buyer Premises. The service shall be inclusive of the delivery of all statutory inspections, risk assessments, written scheme of examination and insurance inspections as required to achieve full Statutory Compliance at Buyer premises.   


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.11. The Service shall recognise Buyer requirements in regard to the Delivery of planned maintenance that may be in addition to or in replacement of SFG20 requirements, landlord tenancy agreements that exist at the Buyer Premises and shall be responsible for ensuring these requirements are fully captured in the planned maintenance regime and managed via the CAFM System in accordance with the Asset information requirements to ensure that all Services are Delivered in full compliance with the Buyer's legal, statutory and lease obligations.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.12. Where SFG20 is not applicable to a planned maintenance activity or where the Buyer has specified bespoke requirements for the maintenance of systems and / or Assets are applicable, the Supplier shall be responsible for the creation of discretionary PPM task instructions to meet the Buyer's requirements in accordance with SFG20. The Supplier shall ensure that these discretionary PPM activities are approved by the Buyer prior to their addition to the PPM schedules and upload to their SFG20 / CAFM System.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.13. The Supplier shall inform the Buyer of enhancements and/or modifications to SFG20 PPM management regimes where they are likely to impact on the agreed Charges for maintenance services e.g. changes in PPM task frequencies. Where the Buyer agrees the implementation of the change they will be managed via the Contract Variation process.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.14. The Supplier shall ensure that the planned maintenance schedules capture the requirements outlined within the Buyer's quality management plan and sustainability management plan.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.15. Where agreed with the Buyer, the PPM schedule should include any agreed maintenance system, such as business focussed maintenance ("BFM"), condition based maintenance ("CBM") etc. The revised planned maintenance processes and scheduling shall be reflected within SFG20 where appropriate and be managed via the Supplier's CAFM System.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.16. The Supplier shall provide installation work associated with planned and reactive maintenance works and Billable Works without compromising the integrity of any historic Buyer's Premises and in a manner so as to avoid damage. Prior to carrying out work to a historic Buyer's Premises the Supplier shall undertake a written scheme of investigation, prepare a method statement and Safe System of Work and discuss their proposal with the Buyer to seek formal approval to proceed with any works.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17. PPM tasks shall be generated through the CAFM System on a Monthly basis, in advance. The Supplier shall work to an annual PPM programme and ensure that an annual PPM schedule for the relevant year is available on the  CAFM System for each respective Buyer Premises in accordance with the following process:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.1. Not less than six (6) weeks prior to the start of an annual planned maintenance programme, the Supplier shall provide the Buyer with a proposed annual planned maintenance programme;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.2. The Buyer will notify the Supplier of any comments; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.3. The Supplier will revise the proposed annual planned maintenance programme to take account of the Buyer's comments; and


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.17.4. The Supplier will then resubmit the proposed annual planned maintenance programme to the Buyer;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.18. In the absence of any comments from the Buyer, the Supplier is in no way relieved of any of its obligations under this Framework Schedule 1a- Specification including this PPM strategy. 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.19. The Supplier shall, subject to the Inclusive Repair Threshold, maintain Assets leased to or leased by the Buyer in accordance with the requirement of the lease or as specified by the Buyer. All planned maintenance regimes will be approved by the Buyer prior to upload on the CAFM System and undertaking any works. Further details of the Services required shall be defined at Call-Off stage.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.20. The Supplier shall prioritise work on the system and make any proposed improvements and adjustments to suit availability of resources. Any such proposed improvements and adjustments shall be submitted to the Buyer for Approval.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.21. The annual PPM programme shall detail the frequency, schedule of tasks, input requirements and maintenance Standards to be applied and resource requirements for all Services.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22. The Supplier shall ensure they operate a Safe System of Work in accordance with their Health and Safety Policy and that risk assessments are site specific and not generic and shall include the following:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.1. Asset criticality;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.2. Any relevant equipment manufacturers' recommendations;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.3. Industry Standard specification;


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.4. The Supplier's experience of similar equipment and Services; and


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.22.5. The risk to and/or impact upon the business that could result from failure of the Asset.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23. The Supplier shall ensure that:


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23.1. The PPM works task sheet clearly identifies the Asset type, location, SFG20 task instruction and frequency or if not applicable, details of the work required and frequency as defined and agreed with the Buyer; 


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23.2. Where the time between activities is greater than one year, those activities are to be undertaken on an appropriate rolling programme as agreed with the Buyer at Call-Off stage; and  


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.23.3. Costs for all consumable items and replacement parts which are required to satisfactorily maintain the Services are of the same quality and type or better as provided for the original installation. Replacement components shall be of the same manufacturer as the equipment being serviced wherever possible. Costs for the provision of these consumables and replacement parts / components shall be included in the Charges.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.24. The Supplier shall be responsible for the safe keeping and storage of any materials that may be directly delivered to the Buyer Premises, including other site specific critical spares as agreed with the Buyer.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.25. The Supplier shall agree access arrangements for restricted areas in advance with the helpdesk in order to avoid being denied entry and delaying the execution of the Services. In multi-occupancy buildings, the Supplier shall liaise with landlords, landlord's representatives and other relevant parties to ensure that the method statements are aligned with all of the building users' In respect of all of the Services.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.26. The Supplier shall agree with the Buyer the process relating to the retention of all statutory and Non - Mandatory certificates and related documentation.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.27. The Supplier shall provide expert and technical advice on all maintenance matters upon the request of the Buyer.


						Work Package D - Horticultural Services			D 4 - Maintenance of Security Services			28.28. The Services shall include but not be restricted to :-


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.1. Air conditioning systems maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.2. Security, access and intruder systems maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.3. Automated barrier control system maintenance 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.4. Standby power system maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.5. Voice announcement system maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.6. Locksmith Services


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.7. Statutory Obligations


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.28.8. Cable management


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Air conditioning systems maintenance  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.29. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.30. The Supplier shall maintain air conditioning systems by using the same principles employed for other mechanical and electrical systems. Some of the air conditioning systems shall be designated by the Buyer as business critical systems where appropriate.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.31. This provision is inclusive of ductwork and terminal units.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.32. The Supplier shall deliver air quality monitoring at the Buyer Premises to meet COSHH 2002 and EH40 statutory requirements and all other statutory and best practice requirements linked to the delivery of the service, including HSEG409, HSG173 and CIBSE KS17. Where the installation of new fixed monitoring equipment is required to deliver these services the costs shall be met by the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.33. The insides of ventilation and air conditioning ductwork shall be kept clean in accordance with Service SC3 Environmental Cleaning (below). The Supplier shall maintain the systems and ensure compliance with legal obligations in respect of health and safety and the management of greenhouse gases and ozone depleting substances and any other Specification or Standard required by the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Security, access and intruder systems maintenance 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.34. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.35. The Supplier shall maintain all security, access and intruder systems within the Buyer's Buyer Premises and any new systems put in place to ensure correct functioning throughout the course of the Call-Off Contract.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.36. It will be the Supplier's responsibility to ensure the continued functioning of security, access and intruder systems. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.37. The Supplier shall ensure that any failure that leads to a weakness in security is rectified within the agreed timescale.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.38. The Supplier shall liaise with the Buyer's security representative and any relevant Government security equipment specialists over the issues of security, access and intruder system including synergistic areas where security provision is supplied directly by Government staff.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 Automated barrier control system maintenance  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.39. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.40. Where automated barriers, shutters, turn-styles, doors and electrified fencing are installed at the Buyer Premises and included in the scope of Services, the Supplier shall be required to provide a maintenance service for these Assets as part of the overall mechanical and electrical maintenance strategy across each Buyer Premises.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			  Standby power system maintenance


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.41. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42. The Supplier shall: 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.1. Be responsible for the maintenance and operation of backup generators and uninterrupted power supply equipment;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.2. Ensure that the backup equipment is available at all times and starts within ten (10) seconds of a mains power supply interruption or fluctuation;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.3. Be responsible for the accurate recording of systems that are connected to the generators and Uninterruptable Power Supply ("UPS") systems;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.4. Be responsible for ensuring that the systems are not overloaded and the balance between phases is maintained;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.42.5. Ensure that fuel levels in storage tanks are maintained at a minimum of seventy five per cent (75%) capacity;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			     Voice announcement system maintenance 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.43. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.43.1. The Supplier shall be responsible for the provision and maintenance of all voice announcement systems and equipment. Where appropriate, this shall encompass liaison with the relevant third party supplier, ensuring that appropriate maintenance (both reactive and proactive) is carried out in accordance with service contracts, managing the renewal of service contracts and liaising with the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Locksmith Services 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.44. In addition, the following Standards Ref apply to this Service SF


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45. The Supplier shall: 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45.1. Provide a specialist locksmith Service to repair or replace ironmongery at the Buyer Premises;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45.2. Ensure that notification of a requirement for locksmith Services will be satisfied in accordance with Annex E - Service Delivery Response Times; and


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.45.3. Demonstrate through the appropriate level of security clearance, as specified by the Buyer, that any of its Staff involved in these Services are appropriate to the operating environment.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.46. Locksmith Services will be paid for in accordance with Appendix 3 - Billable Works and Approvals Process. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Statutory Obligations 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.47.  Statutory Obligations is a Non - Mandatory Service.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Generic Statutory Obligations and Requirements 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48. The Supplier shall at all times ensure that:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.1. The Technical Security operation of the Buyer Premises and Delivery of the Technical Security are undertaken in compliance with all applicable UK legislation and legislation appropriate to the location of the Buyer's premises as defined at Call Off, Good Industry Practice, manufacturer's recommendations and where appropriate the requirements specified by the Buyer as defined at Call-Off stage; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.2. It provides any training required by the procedures and statutory provisions in respect of all Staff (whether Buyer or Supplier Staff) at the Buyer Premises; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.3. It operates a Safe System of Work in accordance with their Health and Safety Policy and ensures that all risk assessments are current and accurately reflect the works and risks associated with the Services being undertaken; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.48.4. It ensures all activities relating to Statutory Compliance is managed through their CAFM System and that the Buyer has access to the data, via electronic interface or direct access to the Supplier's CAFM System.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.49. The Supplier shall be responsible for the production, review and update of all risk assessments and written schemes of examination to meet all statutory requirements e.g. SFG20, CIBSE Guide M as required as they apply to the Statutory Compliance services specified by the Buyer. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.50. The Supplier shall provide paper copies of all Documentation associated with Statutory Compliance reports or Documentation for retention at the Buyer Premises. These requirements will be defined at Call-Off stage.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Statutory Inspections 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.51. The Supplier shall be responsible for ensuring that the Buyer premises achieve full Statutory Compliance at all times.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.51.1. The requirement of this service is to deliver a service applicable where delivery of maintenance services (as outlined in Work Package C) are not required by the Buyer at Call Off. For the avoidance of doubt, this service excludes planned maintenance activities which are not associated with statutory inspections. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.52. The Supplier shall be responsible for the delivery of all statutory inspections, certification, air monitoring, risk assessments, written schemes of examination and insurance inspections as required to achieve and maintain Statutory Compliance. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.53. The service shall be fully inclusive of all Buyer's systems and assets access control and security systems.   


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.54. The Supplier shall set up an annual programme of statutory inspections to ensure all assets and equipment receive the required inspections at the correct time as specified by legislation, approved codes of practice, best practice and manufacturer's guidelines as appropriate.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.55. The Supplier will ensure that any specific requirements of the Buyer are included in the planning and Delivery of these works.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.56. The programme shall be issued to the Buyer sixty (60) days in advance of all works taking place. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.57. The Supplier shall at all times comply with all relevant EC and UK statutory and legislative requirements, including any alterations to policy as may take place and shall be the sole point of contact for any of the Buyer's concerns with that aspect of performance.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.58. Periodic inspections will be made by Public Health, Hygiene, Fire Inspectors, the Buyer Authorised Representative, landlord and other such persons. The Supplier shall co-operate with the persons executing these inspections.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.59. The control and execution of this Service shall be managed entirely by the CAFM System and subject to the specified performance Standards, whether fulfilled directly by its Staff or by a third party supplier. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.60. The Supplier shall ensure that all reports and recommendations are held centrally within the CAFM System.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Cable management  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.61. This Service requirement shall be outside the Charges and shall be dealt with via the Billable Works Process.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.62. The Supplier shall be responsible for installing additional data cabling and moving floor boxes and grommets as instructed by the Buyer. The Supplier shall ensure that all cabling which the Supplier installs is of a suitable Specification to guarantee continuity of the Services and signal quality. This cabling shall be used exclusively for the transmission of data or voice.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.63. The Supplier shall provide installation work without compromising the integrity of any historic Buyer Premises and in a manner so as to avoid damage to the building fabric. Prior to carrying out work to a historic Buyer Premises the Supplier shall undertake a full survey of the proposed cable routes, prepare a method statement and discuss their proposal with the Buyer.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			Reactive maintenance services 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.64. The Supplier shall provide a professionally managed Service for reactive repairs and maintenance 24 hours per day, 365 days per year.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.65. This Service shall be managed through the CAFM System. All reactive maintenance works (including labour, materials, profit, overheads and any other relevant Costs) up to an Inclusive Repair Threshold (threshold to be agreed at Call-Off stage) shall be carried out and included within the Supplier's Charges.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.66. All reactive repairs and maintenance (including labour, materials, profit, overheads and any other relevant Costs) above the Inclusive Repair Threshold (threshold to be agreed at Call-Off stage) and works arising from planned maintenance, are  to be managed using the Billable Works and Approvals Process as outlined Call-off Schedule 4A - Billable Works and Projects. All Works Arising from Planned Maintenance (including labour, materials, profit, Overheads and any other relevant Costs) up to an Inclusive Repair Threshold (threshold to be agreed at Call-Off stage) shall be carried out and included within the Supplier's Charges.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.67. The helpdesk element of the CAFM System shall be the sole focus of reactive maintenance activities.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.68. The Supplier shall work alongside the Buyer in forward planning, providing cost estimates for financial planning and shall advise the Buyer when the cost of repairing and/or maintaining an Asset outweighs the cost of replacing it and is likely to cause on-going unplanned downtime or pose potential health and safety risks ("Beyond Economic Repair"). 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.69. When an Asset is Beyond Economic Repair the cost of replacement shall be met by the Supplier up to the Inclusive Repair Threshold. Where the cost of replacement exceeds the Inclusive Repair Threshold, only the cost above this value shall be billed to the Buyer through the approval process as detailed in Schedule 4a (Billable Works and Projects). For the avoidance of doubt, this requirement includes the replacement of entire Assets as well as component parts of Assets where replacement is deemed appropriate. The Buyer shall be the final arbiter on whether an Asset is Beyond Economic Repair but will act reasonably in reaching such decisions taking into account any one of the following:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.69.1. If the projected cost of the repair exceeds the cost of replacing the Asset;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.70. If the part(s) required to repair the Asset are no longer available unless there is a possibility of manufacture of part as a cost effective alternative; and/or


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.71. Any recommendations carried out as a result of Condition Surveys.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.72. Where replacement has been deemed appropriate by the Buyer, the Supplier shall assist the Buyer in determining a suitable replacement option taking into account operational use, whole life cost and required life factor.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.73. The Supplier shall proceed with emergency tasks in accordance with work package N (helpdesk), in the event of critical or emergency tasks to mitigate health and safety or Business Continuity and Disaster Recovery risks (as further explained in Call Off Schedule 8 - Business Continuity and Disaster Recovery. The Supplier shall seek formal Approval from the Buyer and shall keep the Buyer advised at all times on the status, technical issues and cost of the task. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.74. The Inclusive Repair Threshold shall apply to the task of making safe and shall be applied retrospectively after the situation has been made safe.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.75. The Supplier shall ensure that all its conducting maintenance work remain fully engaged to ensure a fault free operation. The inherent skills of the Supplier's Staff shall ensure the timely identification and rectification of faults. Both faults identified by Buyer and the Supplier's Staff shall be logged through the CAFM System for quality analysis. Each and every reactive Service request shall have an associated history, including completion date and time, within the helpdesk system.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76. Where the Supplier encounters reactive maintenance tasks which they believe have been caused by wilful damage or vandalism, they shall be required to produce a damage report in support of their assessment which shall include:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.1. The date and time the damage was identified;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.2. A summary of the findings upon inspection;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.3. Photographic evidence of the damage; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.4. Details of the condition at the previous maintenance work or inspection; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.76.5. An estimate of the cost of repair or replacement.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.77. Where the Buyer agrees the cause was deliberate, the Inclusive Repair Threshold shall not apply and the repair shall be managed via the Billable Works process, as further explained in Call Off Schedule 4A - Billable Works and Projects).


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.78. The Supplier shall ensure that all Supplier Staff attend to calls, with suitable and sufficient equipment and suitable training to deal with the reactive maintenance repair in a competent, safe and efficient manner.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.79. The Supplier shall at all times ensure that its Staff are competent, appropriately trained and deployed to cater for the variety of planned and unplanned demands in relation to reactive maintenance. The Supplier shall ensure that Supplier Staff who are dispatched to reactive activities are appropriately trained to deliver a first-time fix. Where interface with electrical, mechanical or medium to high temperature hot water systems are involved, documented training schemes must be evidenced.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			CAFM System 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.80. The Supplier shall provide the CAFM System and associated software required to deliver the services for the Buyer and should include Costs in the Charges.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.81. The Supplier shall be responsible for recording data within their CAFM system or associated system, which is aligned with the Buyers Asset information requirements. This will be aligned with the service level and duties required under an SFG20 regime.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.82. At the end of the Call-Off Contract Period, or in the event of termination of the Call-Off Contract and for any reason, ownership of the Buyer's data contained within the CAFM System shall remain with the Buyer. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.83. The Supplier shall ensure that all managerial quality monitoring, complaints. PPM and reactive activities are managed, executed and monitored through the CAFM System.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.84. The Supplier shall ensure that the Buyer has full access to the live CAFM System data at all times and be responsible for ensuring that the data can be accessed electronically via the Buyers internal network i.e. a web based application which can be accessed via a web browser. The Supplier shall be responsible for the provision of a reasonable number of licences for Buyer Staff to allow access to the CAFM system. Details of the requirements shall be defined and priced at Call Off. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.85. An application programming interface or export function for the systems data should be available at all times to the Buyer. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.86. The Supplier shall work closely with the Buyer during the mobilisation period to produce and maintain a contract fixed Asset register in line with the Asset information requirements schedule as defined by the Buyer. This shall be compiled from condition surveys, location surveys, operating and maintenance manuals and all Asset register details entered into the CAFM System at the Buyer Premises.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.87. At the end of the Contract, the Supplier shall be responsible for ensuring that all information is quality checked to ensure full compliance with the Standards of a Construction Operations Building information Exchange. Information shall be codified in line with SFG20, Uniclass 2015 and NRM3 for quality assurance purposes for completeness and accuracy. 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.88. The Supplier will work with the Buyer to limit the requirement for further survey and Asset verification in the event of the coming to an end of their Contract.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.89. The Supplier shall ensure that all feedback information associated with its activities and information relating to the completion of Service requests is promptly and accurately entered into the CAFM System.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90. The Supplier shall provide the necessary resources to maintain, extend and enhance both the quality and the depth of the information held in the CAFM System to the mutual benefit of both itself and the Buyer. This shall include:


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.1. The adoption of point cloud survey information;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.2. Building information models;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.3. Photogrammetry; and 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.90.4. Telemetry.  


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91. The Supplier shall ensure that: 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.1. All Assets are individually referenced and capable of being identified in four hierarchical structures to include service type, geographical location, NRM3 and Uniclass 2015; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.2. The CAFM System has the flexibility to allow these four (4) hierarchies to be cross-referenced at different levels to allow greater capability in identifying particular Assets, systems or sections of Services within any Buyer Premises. The Supplier shall take into account the appropriate data security considerations of how this information is stored and be aware of the Centre for Protection for National Infrastructure guidance;


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.3. All Assets which are scheduled for maintenance or require attention due to malfunction are clearly identified on job sheets, using digital formats / forms wherever possible, with respect to type and accurate location; 


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.4. The CAFM System has the ability to record and track the history of reactive work on specific Assets as required by the Buyer; and


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.91.5. All response and rectification periods required by the Buyer are maintained within the CAFM System and the CAFM System has the capability to produce alerts as reactive or planned works that are about to breach their KPI agreement.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.92. The Supplier shall create a measure within the CAFM System which allows the suspension of any reactive activity which results in a repair which cannot be completed due to lead times of replacement parts or the need for the Buyer's sanction of Costs (e.g. automated delay request and authorisation process). The Supplier shall agree in advance with the Buyer the exact criteria for suspension.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.93. The Supplier shall ensure that the CAFM System has the capability to link duplicate Service requests and parent and child Service requests and track Service requests through the various stages to completion.


						Work Package E - Statutory Obligations			D 4 - Maintenance of Security Services			28.94. All parent and child relationships should be codified and recorded within any data or information exchange from the CAFM System(s).


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.95. The Supplier shall ensure that the CAFM System captures all Costs including maintenance, direct labour and Subcontractor labour, in addition to material Costs for each Asset.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.96. The Supplier shall ensure that they are capable of interacting with the Buyer's IT systems, an independent helpdesk and/or assurance service Supplier where appropriate. In such a situation the Supplier shall be required to use the Buyer's defined master data to report activities against. This will be defined at Call-Off.  


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.97. The Supplier shall have the capability to operate its CAFM System in a way that integrates data with the Buyer's IT systems, the CAFM System of an independent helpdesk and/or assurance service Supplier where appropriate. Should this be a requirement, this would be defined at Call-Off.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98. The CAFM shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.1. Record and report by each Buyer Premises or location;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.2. Review work assignment to both maintenance staff and Subcontractors;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.3. Track maintenance activity, status updates and the provision of on-screen alerts;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.4. Provide automated email notifications of work requests;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.5. Provide automatic status updates to the Buyer's  Representatives;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.6. Provide search and visibility of calls and activities;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.7. Provide automatic associated hazard warnings, for example () asbestos alerts;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.8. Provide status reports and updates on the level of Statutory Compliance at the Buyer Premises;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.9. Allocate and schedule appointment dates and times with the occupants of residential housing and Buyer's representatives within Buyer Premises for maintenance works, audits and inspections; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.10. Provide online portal systems to facilitate automated online booking systems to enable the Buyer's representatives and residential housing occupants to schedule attendance for works directly online; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.11. Provide a repository for all Buyer documents to include but be limited to CAD drawings, schematic drawings, photographs, BIM drawings, statutory certificates in various formats to include 2D, 3D and scanned documents; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.12. Provide automated facilities for online invoicing, hard and soft charging processes and payment processes; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.13. Provide clear and proactive management of KPI agreements;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.14. Log Service requests via intranet and internet; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.98.15. Automatically prioritise work and job escalation when appropriate.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99. Manage room booking / workplace allocation: 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.1. All bookable spaces including meeting rooms, conference rooms, community lettings, event spaces and workplace hubs shall be booked and managed by a room booking system to optimise as far as is practicable the use of space; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.2. The Service shall include the facility to accept electronic online bookings and confirmations;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.3. The system shall ensure no double bookings;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.99.4. The system shall have the capability to provide a holistic range of ancillary Services such as hospitality, room set-up and Audio Visual support; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.100. Provide reporting on trends on meeting room utilisation and lettings usage and any income shall be managed through the system hospitality, room set-up and audio visual (AV) support.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101. The Asset tracking functionality shall operate in line with the Asset information requirements of the Buyer and have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.1. Provide various forms of information relating to Assets including location, warranty, parts and maintenance records;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.2. Construction Operation Building information Exchange ("COBie") sheets;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.3. Building information Models for New Build and Retrofit projects. This should include access to BIM object library where available;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.4. Provide logical grouping of Assets for easy storage, retrieval and viewing codified in line with SFG20, NRM3 and Uniclass 2015;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.5. Provide the ability to record planned and reactive maintenance information to enable full visibility of an Assets service history;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.6. Ensure future planned and reactive maintenance requirements generate alerts at the appropriate time;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.7. Integrate with other facilities data to provide detailed financial and ownership details;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.8. Identify movement and tracking of Assets within existing or external systems;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.9. Associate Assets to the Buyer's Staff departments or locations;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.10. Associate Asset contract for automatic issue of related Service requests to maintaining third party suppliers;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.11. Provide an export capability of Asset data to third party applications using industry standard tools, for example an application programming interface ("API") or through export to a suitable interoperable file format aligned to the information structure of COBie and the classification Standards of SFG20, NRM3 and Uniclass 2015;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.12. Provide full Asset reporting for distribution to interested parties defined by the Buyer; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.101.13. Provide the ability for two-way communication including importing data from third party financial software or exporting to a data file.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102. The cost control functionality shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.1. Track costs through multi-level hierarchy of budgets, contracts and projects;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.2. Provide transparency of full facilities spend and generation of single or multi-line purchase Orders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.3. Utilise the NRM3 standard to classify the information


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.4. Discount purchase Orders or individual line items;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.5. Provide purchase Order receipt acknowledgement;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.6. Navigate, search and view all budget information;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.7. Link trade rates to the contractual resource rates agreed with the Buyer; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.8. Provide projects functionality which enables tracking of project spend, progress against the defined RIBA outputs, key Milestone Dates and stakeholders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.9. Provide costs for all Billable Works; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.10. Easily distribute information to stakeholders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.11. Ensure financial reports are available for ad hoc reporting or scheduled generation basis;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.12. Navigate data tree to ensure simple management and retrieval of all facilities information; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.102.13. Manage health and safety equipment and Service requests.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103. The property management functionality shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.1. Provide processes to allocate accommodation and manage Buyer's residential property portfolio;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.2. Provide a dynamic link to property related planned maintenance activities;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.3. Provide storage and maintenance of hazardous related data, for example asbestos;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.4. Track the condition of the Buyer Premises including structure, fabric and mechanical elements; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.5. Monitor building lifecycle costs and energy efficiency;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.6. Store all Buyer Premises related documents including contracts, lease agreements and health and safety documents;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.7. Store all details of the Buyer's residential properties including photographs, CAD plans, floor plans, external grounds drawings; resident facilities, utility infrastructure and providers, contracts, lease agreements and health and safety documents;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.8. Navigate the storage of Buyer Premises contact information;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.9. Generate property management reports;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.10. Use industry standard BIM tools to detail, plan and manage space allocation; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.11. Utilise industry standard classification SFG20, Uniclass 2015 and NRM3 to map spaces, Assets and assign attributes; in line with the COBie structure; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.103.12. Ensure easy movement and tracking of Assets within the CAFM System.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104. The report functionality shall have the capability to:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.1. Report on helpdesk performance management; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.2. Automatically generate reports;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.3. Provide direct email distribution to stakeholders;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.4. Produce specific corporate reporting requirements; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.5. Analyse data;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.6. Provide extensive reports as standard;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.7. Provide measured performance benchmarking; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.104.8. Provide cost control and monitoring.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.105. The Supplier shall ensure that that in line with best practice, the CAFM System has its own Business Continuity and Disaster Recovery Plan in place to enable continuity of service without degradation. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			Helpdesk Services 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.106. The Supplier shall provide a fully staffed, supervised helpdesk Service linked to the CAFM System for all technical related Service requests and fault reporting, twenty four (24) hours per day 365 days per year.  The Buyer and the Supplier shall agree a reporting function in relation to the helpdesk requirements at Call-Off stage.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107. The Supplier shall: 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.1. Collaborate with the Buyer to create maintain and develop Services which Deliver a common user experience for all users of the Service;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.2. Ensure that the helpdesk operates as both a strategic management and quality monitoring tool and shall also be the focus for all day-to-day operational activities across all aspects of the Technical Security; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.3. Ensure that the helpdesk provides a telephone single point of contact (free of charge for Buyer Staff, Buyer Premises Occupants, tennants residing in Buyer's residential properties and stakeholders from UK landlines); and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.107.4. Ensure continued Service Delivery for all Services under its control during the core service hours (as agreed by the Buyer at Call-Off stage). 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.108. The Supplier helpdesk shall accept Service requests from all Buyer's Staff, Buyer Premises Users, occupants residing in Buyer's residential properties and stakeholders who are reporting faults or requesting provision of any in scope service. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.109. Where the Supplier helpdesk receives Service requests for out-of-scope Services, the Supplier shall accept and forward the calls as appropriate and record details on the CAFM System. Further details of these Services shall be provided at Call-Off stage.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.110. The Supplier helpdesk shall accept Service requests raised by telephone calls, emails, text messages and web portals.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.  The Supplier shall ensure that all Service requests are logged on to the CAFM System without unnecessary delay, allocated a unique reference number and responded to as follows:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.1. Telephone call requests within twenty (20) seconds;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.2. Text message requests within ten (10) minutes;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.3. Email requests within fifteen (15) minutes; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.111.4. Portal requests within five (5) minutes.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.112. The Supplier shall be responsible for the issue of an acknowledgment within five (5) minutes of receipt and shall issue an update to the Buyer advising on the action to be taken within one (1) hour of the request being logged on the CAFM System or upon request.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.113. If for any reason the helpdesk response to a telephone request exceeds twenty (20) seconds before being answered by a helpdesk operator, then the caller shall be made aware of where they are in the queue, approximately how long they will be required to wait and be given an option to leave a message and be called back within one (1) hour.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114. The Supplier helpdesk shall record details of the Service request on the CAFM System, to include:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.1. Name;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.2. Contact details, to include telephone number, email address and work location;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.3. Location of the Buyer Premises to which the request is related;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.4. Nature of the request;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.5. Date and time;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.6. The actual response time as specified within the agreed;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.7. A 'Unique Service Request' reference number;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.8. Action taken; and 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.114.9. Details of progress throughout the Service request management lifecycle.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.115. Further information will be provided by the Buyer at Call-Off stage. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.116. The Supplier shall ensure that the person who raised the task is updated regarding the status and progress of any open Service requests through each stage of the Process, including notifications of delays, closure or completion.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.117. The Supplier shall ensure that where a Service request was not completed in accordance with the timeframes specified in the agreed KPI they reprioritise the Service request and proactively manage the task to completion at the earliest opportunity or to the revised timeframes agreed with the Buyer. The Supplier shall ensure that all revisions to timeframes as agreed and authorised with the Buyer are recorded on the CAFM System. 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.118. To mitigate the risk of the creation of a backlog of work, the Supplier shall record all instances where a Service request failed to be completed within the agreed KPI on the CAFM System and issue daily reports to the Buyer. Further information will be provided at Call-Off.


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119. The Supplier shall: 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.1. Ensure that all necessary procedural and emergency contact information is kept up to date at all times within the CAFM System;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.2. Make audio recordings of all telephone conversations for the purpose of monitoring and auditing helpdesk performance. The Supplier shall retain such recordings for twelve (12) Months on a rolling programme. Further details will be provided at Call-Off;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.3. Provide appropriate staff to ensure that the helpdesk can operate within the requested performance parameters as agreed between the Buyer and the Supplier;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.4. Ensure that all staff appointed to operate on the helpdesk are capable of handling all faults and in scope Service requests, irrespective of the time of the day;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.5. Ensure that all staff appointed to operate on the helpdesk can access and report the status of all Service requests at any such time as requested by the Buyer; 


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.119.6. Provide multilingual helpdesk operators and translation Services where required to meet Buyer requirements. Where these Services are required further details will be provided at Call-Off:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120. The Supplier shall provide all staff appointed to operate on the helpdesk with documented training, including:


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.1. Training on the CAFM System package;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.2. Customer Service skills;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.3. Service call management;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.4. Listening skills;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.5. Escalation procedures;


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.6. Buyer emergency procedures; and


						Work Package F - Catering Services			D 4 - Maintenance of Security Services			28.120.7. Training in respect of all operational areas of the Buyer Premises.


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.121. Ensure that all staff appointed to operate on the helpdesk have the appropriate security clearance to work on a Buyer account;


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.122. Where required provide a room booking Service via the helpdesk;


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.123. Where required provide a car park management Service via the helpdesk; and


						Work Package G - Cleaning Services			D 4 - Maintenance of Security Services			28.124. Where required support the wider Government HUB strategy via the provision of a workplace booking Service managed through the CAFM System where shared accommodation arrangements exist at nominated Buyer Premises via the helpdesk.  Further details will be provided at Call-Off stage


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						Work Package E - Alarm Response Centre. 			


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.1. 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.2. In addition, the following Standards Ref apply to this Service SE


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.3. The Supplier is to provide a central facility for receiving alarm notifications, monitoring CCTV images, radio and any other communication, controlling response to emergency incidents and providing a 24/7 helpdesk function. 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4. The Service shall cover but not be limited to the following:-


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.1. Alarm Receiving Centres (ARC) for intruder and fire alarms,


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.2. Remote Video Response Centres (RVRC) for detector-activated CCTV, 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.3. After-Theft Vehicle Tracking ARCs for after-theft vehicle tracking and recovery


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.4.4. Alarm Receiving Centres for the monitoring of Lone Worker Devices (LWD)


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.5. The Monitoring activity, where required, is to be accredited by a Third Party.


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.6. This facility shall not be located on the Buyer's Premises and may be a shared facility. 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			 


						Work Package G - Cleaning Services			E 1 - Alarm Response Centre.			29.7. The service will be delivered in accordance with the Standards, Legislation and Good Industry Practice.


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						Work Package F - Helpdesk Services 			


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			30 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31 In addition, the following Standards Ref apply to this Service SF


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.1. The Supplier shall provide a fully staffed, supervised helpdesk Service all related Service requests and issue reporting, [twenty four (24)] hours per day [365] days per year.  The Buyer and the Supplier shall agree a reporting function in relation to the helpdesk requirements at Call-Off stage.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2. The Supplier shall: 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.1. Collaborate with the Buyer to create maintain and develop Services which Deliver a common user experience for all users of the Service;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.2. Ensure that the helpdesk operates as both a strategic management and quality monitoring tool and shall also be the focus for all day-to-day operational activities across all aspects of the Security Services; 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.3. Ensure that the helpdesk provides a telephone single point of contact (free of charge for Buyer Staff, Buyer Premises Occupants, occupants residing in Buyer's residential properties and stakeholders from UK landlines); and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.2.4. Ensure continued Service Delivery for all Services under its control during the core service hours (as agreed by the Buyer at Call-Off stage). 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.3. The Supplier helpdesk shall accept Service requests from all Buyer's Staff, Buyer Premises Users, occupants residing in Buyer's residential properties and stakeholders who are reporting issues or requesting provision of any in scope service. 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.4. Where the Supplier helpdesk receives Service requests for out-of-scope Services, the Supplier shall accept and forward the calls as appropriate and record details. Further details of these Services shall be provided at Call-Off stage.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.5. The Supplier helpdesk shall accept Service requests raised by telephone calls, emails, text messages and web portals.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.  The Supplier shall ensure that all Service requests are logged on to the System without unnecessary delay, allocated a unique reference number and responded to as follows:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.1. Telephone call requests within twenty (20) seconds;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.2. Text message requests within ten (10) minutes;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.3. Email requests within fifteen (15) minutes; and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.6.4. Portal requests within five (5) minutes.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.7. The Supplier shall be responsible for the issue of an acknowledgment within five (5) minutes of receipt and shall issue an update to the Buyer advising on the action to be taken within one (1) hour of the request being logged on the System or upon request.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.8. If for any reason the helpdesk response to a telephone request exceeds twenty (20) seconds before being answered by a helpdesk operator, then the caller shall be made aware of where they are in the queue, approximately how long they will be required to wait and be given an option to leave a message and be called back within one (1) hour.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9. The Supplier helpdesk shall record details of the Service request on the  System, to include:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.1. Name;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.2. Contact details, to include telephone number, email address and work location;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.3. Location of the Buyer Premises to which the request is related;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.4. Nature of the request;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.5. Date and time;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.6. The actual response time as specified within the agreed;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.7. A 'Unique Service Request' reference number;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.8. Action taken; and 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.9.9. Details of progress throughout the Service request management lifecycle.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.10. Further information will be provided by the Buyer at Call-Off stage. 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.11. The Supplier shall ensure that the person who raised the task is updated regarding the status and progress of any open Service requests through each stage of the Process, including notifications of delays, closure or completion.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.12. The Supplier shall ensure that where a Service request was not completed in accordance with the timeframes specified in the agreed KPI they reprioritise the Service request and proactively manage the task to completion at the earliest opportunity or to the revised timeframes agreed with the Buyer. The Supplier shall ensure that all revisions to timeframes as agreed and authorised with the Buyer are recorded on the Management Information System. 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.13. To mitigate the risk of the creation of a backlog of work, the Supplier shall record all instances where a Service request failed to be completed within the agreed KPI on the System and issue daily reports to the Buyer. Further information will be provided at Call-Off.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14. The Supplier shall: 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.1. Ensure that all necessary procedural and emergency contact information is kept up to date at all times.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.2. Make audio recordings of all telephone conversations for the purpose of monitoring and auditing helpdesk performance. The Supplier shall retain such recordings for twelve (12) Months on a rolling programme. Further details will be provided at Call-Off;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.3. Provide appropriate staff to ensure that the helpdesk can operate within the requested performance parameters as agreed between the Buyer and the Supplier;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.4. Ensure that all staff appointed to operate on the helpdesk are capable of handling all issues and in scope Service requests, irrespective of the time of the day;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.5. Ensure that all staff appointed to operate on the helpdesk can access and report the status of all Service requests at any such time as requested by the Buyer; 


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.6. Provide multilingual helpdesk operators and translation Services where required to meet Buyer requirements. Where these Services are required further details will be provided at Call-Off:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7. Provide all staff appointed to operate on the helpdesk with documented training, including:


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.1. Customer Service skills;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.2. Service Call management;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.3. Listening skills;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.4. Escalation procedures;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.5. Buyer emergency procedures; and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.7.6. Training in respect of all operational areas of the Buyer Premises.


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.8. Ensure that all staff appointed to operate on the helpdesk have the appropriate security clearance to work on a Buyer account;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.9. Where required provide a room booking Service via the helpdesk;


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.10. Where required provide a car park management Service via the helpdesk; and


						Work Package G - Cleaning Services			F 1 - Helpdesk Services			31.14.11. Where required support the wider Government HUB strategy via the provision of a workplace booking Service managed through the System where shared accommodation arrangements exist at nominated Buyer Premises via the helpdesk.  Further details will be provided at Call-Off stage.


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						 


						Work Package G - Cleaning Services						Work Package G - Management of Billable Works 			


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			32 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			In addition, the following Standards Ref apply to this Service SG 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			32.1. The Supplier shall comply with the requirements contained within Call-Off Schedule 4A - Billable Works and Projects and Standard SA7 when delivering all new works on behalf of the Buyer.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			Work Package H -Building information Modelling ("BIM") and Government Soft Landings ("GSL") to include Digital Engineering. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33 Building information Modelling ("BIM") and Government Soft Landings ("GSL") where applicable are a Mandatory Service to be priced at Call Off.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.1. The Supplier shall support the Authority and individual Buyer requirements for Delivery of a number of strategic priorities related to the wider Government policy by the adoption of measures to improve efficiency and value for money. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2. These shall include:


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.1. Delivering projects in line with Government's Common Minimum Standards where applicable;


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.2. Government Soft Landings ("GSL"); and 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.3. Building information Modelling ("BIM") Level 2 for all Projects.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.4. The Supplier shall have regard to the explanation of BIM and GSL requirements across the industry.    


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.2.5. The Supplier shall comply with BIM Level 2 Standards and any updates to these Standards. Where Buyer requirements exceed this level, further information will be provided at Call-Off. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.3. The Supplier should be aware that for the purposes of this Framework PAS 1192:2 relates to project Delivery within the suite of BIM Standards, PAS 1192:3 relates to the management of information in operation of the Asset and aligns to ISO 55001 and PAS 1192:5 relates to the specification for security minded building information modelling, digital built environments and smart asset management, as summarised in Annex E.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.4. It is expected that the classification Standards applied should as a minimum reference Uniclass 2015, SFG20 and the NRM3 to enable the ease of transfer between projects and Asset management operations. 


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.5. The Buyer shall be responsible, upon request, for the provision of a fully complete Asset register as a minimum codified in line with the above Standards and presented using a Construction Operations Building information Exchange ("COBie") file either in .XLS or .XML.


						Work Package G - Cleaning Services			G 1 - Management of Billable Works			33.6. The Supplier shall ensure that where other forms of digital engineering (for example, computer-based technologies including off-site, factory-based fabrication, on-site automation, and sophisticated cyber-physical systems) are being used to deliver a part or the whole of the work or will be used to deliver future services, the Supplier shall follow the Buyer's requirements in relation to the security-minded approach to be adopted.








Building Specifics





						SITE SPECIFICS





						This tab serves the purpose of collecting information relating to specific requirements for delivery of each of the in-scope deliverables against each of the buildings. 

You should, for all deliverables in-scope, refer to the requested information in column D and then fill in the number of items and any additional detail per building. E.g. for External Gate, you would enter a number against the building and then provide any other detail that you believe is appropriate.																		Please note that for the purposes of this Further Competition, this spreadsheet tab will not to be populated.





						Work Package			Service Reference			Service Name			Specifics						Building 329, Harwell, Oxford


						Text to Link the Autofilter			Text to Link the Autofilter			Text to Link the Autofilter									Number			Detail


						Work Package C - Security Services 			C.1			Manned Guarding Service			Level of Clearance


															Coverage Requirement


															Number of Manned Locations


															Reception


															CCTV Control Rooms (on-site/off-site)


															External Gate


															Front Entrance


															Rear Entrance


															Other #1


															Other #2


									C.2			CCTV / Alarm Monitoring			On/Off Site Monitoring


															Number of CCTV Cameras


															Number of CCTV Control Rooms


															CCTV Monitoring Hours


															Types of Alarms


															Redcare Monitoring/URN


									C.3			Control of Access and Security Passes			System Hardware


															System Software


															Consumables Supply


															Staff Passes per annum


									C.4			Emergency Response			Service Details


									C.5			Patrols (Fixed or Static Guarding)			Service Details


									C.6			Management of Visitors and Passes			Consumables Supply


															Visitor Passes per annum


									C.7			Reactive Guarding			Service Details


									C.8			Additional Security Services			Service Details


									C.9			Enhanced Security Requirements			Service Details


									C.10			Key Holding			Service Details


															Number of Locations


									C.11			Lock Up / Open Up of Buyer Premises			Service Details


															Number of Locations


															Opening Hours


									C.12			Patrols (Mobile via a Specific Visiting Vehicle)			Service Details


									C.13			Reception Service 			Operational Days


															Operational Hours


									C.14			Taxi Booking Service			Service Details


									C.15			Car Park Management and Booking			Number of Spaces


															Number of Barriers/Gates/Bollards


															Intercomm Systems


															Toll/Cash Management


															Operating Hours


									C.16			Voice Announcement System Operation 			Service Details


									C.17			Flag Flying Service			Number of Flag Poles


															Flag Pole Maintenance


															Flag Pole Location


									C.18			Cash and valuables in transit (CVIT)


									C.19			Canine detection


						Work Package D - Technical Services			D.1			Risk Assessment			Service Details


									D.2			Electronic Security			Service Details


									D.3			Physical Security			Service Details


									D.4			Maintenance of electronic security services			Service Details


						Work Package E - Alarm Response Centres			E.1			Alarm Response Centres			Service Details


						Work Package F - Helpdesk Services 			F.1			Helpdesk Services			Service Details


						Work Package H - Building Information Modelling (BIM) and Government Soft Landings (GSL)			H.1			Building Information Modelling (BIM) and Government Soft Landings (GSL)			Service Details








Lookup


						YesNo						ServiceRequired						Mandatory			Mandatory (not priced at framework)			Non Mandatory						No of Buildings						BuildingTypeStandard						BuildingStandard						Code			Region


						Yes						Yes - Std						Mandatory1			Mandatory2			NonMandatory						1						General office - Customer Facing						Standard						UKC1			Tees Valley and Durham


						No						Yes - Non-Std						Yes - Std			Yes - Std			Yes - Non-Std												General office - Non Customer Facing						Non-Standard						UKC2			Northumberland and Tyne and Wear


												Yes - Mixed						Yes - Non-Std			Yes - Non-Std															Call Centre Operations												UKD1			Cumbria


																																				Warehouses												UKD3			Greater Manchester


																																				Restaurant and Catering Facilities 												UKD4			Lancashire


																																				Pre-School												UKD6			Cheshire


																																				Primary School												UKD7			Merseyside


																																				Secondary School												UKE1			East Yorkshire and Northern Lincolnshire


																																				Special Schools 												UKE2			North Yorkshire


																																				Universities and Colleges												UKE3			South Yorkshire


																																				Doctors, Dentists and Health Clinics												UKE4			West Yorkshire


																																				Nursery and Care Homes 												UKF1			Derbyshire and Nottinghamshire


																																																UKF2			Leicestershire, Rutland and Northamptonshire


																																				BuildingTypeNonStandard												UKF3			Lincolnshire


																																				Data Centre Operations												UKG1			Herefordshire, Worcestershire and Warwickshire


																																				External parks, grounds and car parks												UKG2			Shropshire and Staffordshire


																																				Laboratory												UKG3			West Midlands (county)


																																				Heritage Buildings 												UKH1			East Anglia


																																				Nuclear Facilities 												UKH2			Bedfordshire and Hertfordshire


																																				Animal Facilities 												UKH3			Essex


																																				Custodial Facilities 												UKI3			Inner London West


																																				Fire and Police Stations 												UKI4			Inner London East


																																				Production Facilities 												UKI5			Outer London East and North East


																																				Workshops 												UKI6			Outer London South


																																				Garages 												UKI7			Outer London West and North West


																																				Shopping Centres												UKJ1			Berkshire, Buckinghamshire and Oxfordshire


																																				Museums /Galleries												UKJ2			Surrey, East and West Sussex


																																				Fitness / Training Establishments												UKJ3			Hampshire and Isle of Wight


																																				Residential Buildings 												UKJ4			Kent


																																				Port and Airport buildings 												UKK1			Gloucestershire, Wiltshire and Bristol/Bath area


																																				List X Property												UKK2			Dorset and Somerset


																																				Hospitals 												UKK3			Cornwall and Isles of Scilly


																																				Mothballed / Vacant / Disposal												UKK4			Devon


																																																UKL11			Isle of Anglesey


																																																UKL12			Gwynedd


																																																UKL13			Conwy and Denbighshire


																																																UKL14			South West Wales (Ceredigion, Carmarthenshire, Pembrokeshire)


																																																UKL15			Central Valleys (Merthyr Tydfil, Rhondda Cynon Taff)


																																																UKL16			Gwent Valleys (Blaenau Gwent, Caerphilly, Torfaen)


																																																UKL17			Bridgend and Neath Port Talbot


																																																UKL18			Swansea


																																																UKL21			Monmouthshire and Newport


																																																UKL22			Cardiff and Vale of Glamorgan


																																																UKL23			Flintshire and Wrexham


																																																UKL24			Powys


																																																UKM21			Angus and Dundee


																																																UKM22			Clackmannanshire and Fife


																																																UKM23			East Lothian and Midlothian


																																																UKM24			Scottish Borders


																																																UKM25			Edinburgh


																																																UKM26			Falkirk


																																																UKM27			Perth and Kinross, and Stirling


																																																UKM28			West Lothian


																																																UKM31			East Dunbartonshire, West Dunbartonshire, and Helensburgh and Lomond


																																																UKM32			Dumfries and Galloway


																																																UKM33			East and North Ayrshire mainland


																																																UKM34			Glasgow


																																																UKM35			Inverclyde, East Renfrewshire, and Renfrewshire


																																																UKM36			North Lanarkshire


																																																UKM37			South Ayrshire


																																																UKM38			South Lanarkshire


																																																UKM50			Aberdeen and Aberdeenshire


																																																UKM61			Caithness and Sutherland, and Ross and Cromarty


																																																UKM62			Inverness, Nairn, Moray, and Badenoch and Strathspey


																																																UKM63			Lochaber, Skye and Lochalsh, Arran and Cumbrae, and Argyll and Bute (except Helensburgh and Lomond)


																																																UKM64			Eilean Siar (Western Isles)


																																																UKM65			Orkney Islands


																																																UKM66			Shetland Islands


																																																UKN01			Belfast


																																																UKN02			Outer Belfast (Carrickfergus, Castlereagh, Lisburn, Newtownabbey, North Down)


																																																UKN03			East of Northern Ireland (Antrim, Ards, Ballymena, Banbridge, Craigavon, Down, Larne)


																																																UKN04			North of Northern Ireland (Ballymoney, Coleraine, Derry, Limavady, Moyle, Strabane)


																																																UKN05			West and South of Northern Ireland (Armagh, Cookstown, Dungannon, Fermanagh, Magherafelt, Newry and Mourne, Omagh)


																																																NC01			National coverage (all of the above)


																																																OS01			International coverage
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Radioactive Waste Management Security Personnel Services: Short Term Contract





Further Competition under RM6089 Workplace Services (FM Marketplace Phase 2) Lot 1A 


Reference Number: FM-084-2019









Introduction





This annex sets out the characteristics of the Deliverables that the supplier will be required to make available to the buyer under this contract. 
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1.	Security Service Standards 	3
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3.	Helpdesk Response Times 	32
4.	Service Delivery Response Times 	33
5.	Introduction to PAS 	35
6.	Complaints, Failure and Recall Process 	36
7.	Billable Works and Approval Process 	39
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[bookmark: _Ref499636676][bookmark: _Toc533152915]Security Service Standards


1. These Standards have been developed by CCS in relation to the requirements set out in this Framework Schedule 1a - Specification.


2. The Buyer should utilise and adhere to each required Standard when procuring their own Security Services via the Workplace Services (FM Marketplace Phase 2)  Framework Agreement (RM6089)


3. The Supplier shall, in addition to complying with the Standards as outlined below, comply with the standards required by Buyers as set out by those Buyers within their Call-Off Contract. 


4. The Supplier shall comply with future Government requirements, Standards and any Standing Instructions issued by CCS in accordance with any Government guidance issued during the Framework Period and as developed and updated, from time to time.


5. The document will be reviewed annually and updated by CCS. Suppliers will be notified of any changes through CCS’ e-sourcing suite. l.


6. Security Service Standards table:





			WORK PACKAGE A: CONTRACT MANAGEMENT





			Service Reference


			Service Description


			Service Standard 





			A:1


			Integration


			SA1





			A:2


			Health & Safety


			SA2





			A:3


			Management Services 


			SA3





			A:4


			Service Delivery Plans 


			SA4





			A:5


			Risk Management


			SA5





			A:6


			Customer Satisfaction


			SA6





			A:7


			Reporting


			SA7





			A:8


			Performance Self-Monitoring


			SA8





			A:9


			Business Continuity and Disaster Recovery (“BCDR”) Plans


			SA9





			A:10


			Quality Management System


			SA10





			A:11


			Staff and Training


			SA11





			A:12


			Selection and Management of Subcontractors


			SA12





			A:13


			Social Value


			SA13





			A:14


			Generic Statutory Obligations and Requirements


			SA14








			WORK PACKAGE B: CONTRACT MANAGEMENT





			Service Reference


			Service Description


			Service Standard 





			General Requirements


			


			





			B:1


			Contract Mobilisation


			SB








			WORK PACKAGE C: SECURITY SERVICES 





			Service Reference 


			Service Description


			Service Standard 





			


			General Requirements


			





			C:1


			Manned Guarding Service  


			SC1





			C:2


			CCTV / Alarm Monitoring 


			SC2





			C3


			Control of Access and Security Passes 


			SC3





			C4


			Emergency Response 


			SC4





			C:5


			Patrols (Fixed or Static Guarding)


			SC5





			C:6


			Management of Visitors and Passes 


			SC6





			C:7


			Reactive Guarding 


			SC7





			C:8


			Additional Security Services 


			SC8





			C:9


			Enhanced Security Services 


			SC9





			


			


			








[bookmark: _Toc533152916]



			WORK PACKAGE A – CONTRACT MANAGEMENT 





			Service A:1


			[bookmark: _Toc533152917]SA1: Integration 





			Standard


			The Supplier shall provide an innovative and professional Security Service that recognises advances in technology, operational efficiencies, workforce synergies and operational improvements that will deliver improved performance and value for money for the Buyer.





			Service A:2


			[bookmark: _Toc533152918]SA2: Health And Safety 





			Legislation, ACoP or similar industry or Government guidelines





			The Supplier shall be compliant with Annex B including:


Legislative Standards;


UK Legislation;


BS/ISO/EN Standards;


Guidance Notes / Codes of Practice; and 


Building Regulations (England & Wales only).





			Standard


			[bookmark: _Toc396218370]As a minimum, the Supplier shall produce and comply with the following documents:


A forward maintenance register; 


Planned and preventative maintenance schedule; 


Accident/Incident reports (RIDDOR);


Fire evacuation drill reports;


Statutory inspection reports, assessments and reviews;


Risk assessment reports and reviews;


Compliance certificates;


Security incident reports;


Disability discrimination assessments and reports;


Method statements for meeting the Buyer’s requirements;	


Health and safety policies and procedures; and


Scope and Services objectives.


The Supplier shall at all times ensure that:


The operation of the Buyer Premises and delivery of the Services are undertaken in compliance with all applicable UK legislation and Good Industry Practice requirements;


It provides any training required by the procedures and statutory provisions in respect of all staff (whether Buyer or Supplier Staff) at the Buyer Premises as well as in emergency response and security procedures;


It produces detailed procedures for a variety of emergency situations in conjunction with Buyer. These procedures shall be continually updated and reviewed as circumstances demand and at least annually;


It develops and maintains fire and emergency procedures, systems, equipment and staff training in order to produce a safe environment for the designated site and its users.  Systems will be unobtrusive where possible to assist in creating a positive building atmosphere for all users;


It shall carry out actions associated with implementation of the procedures routinely as well as in the event of any fire or other emergencies on-site;


It programmes and implements Health and Safety inspections of the Buyer Premises and Service delivery annually, and provides evidence to the Buyer on request;


It conducts and reviews all risk assessments relevant to the operation of the Buyer Premises and the delivery of Services in accordance with current statutory health and safety legislation;


It undertakes a Monthly review of all accidents occurring at the Buyer Premises whether relating to the Supplier's or Buyer's staff using the Buyer Premises or to the Supplier's delivery of Services.  The report will detail the cause of each incident and any remedial actions required to prevent reoccurrence, together with timescales for implementation;


It reviews all policies and associated documentation on a regular basis and at least annually and provide evidence of such on request by the Buyer;


It complies with all health and safety obligations including at all the Buyer’s Premises which are occupied under leasehold arrangements;


It shall at all times provide and maintain the first aid kits and other safety equipment and all related consumables issued to and used by Supplier staff on the Buyer Properties; and


It provides the required numbers of staff with an appropriate first aid responder qualification and training for emergency responses in accordance with health and safety legislation, as required by legislation and risk assessment (as a minimum) and any Buyer’s specific requirements.





			Service A:3


			[bookmark: _Toc533152919]SA3: Management Services 





			Legislation, ACoP or similar industry or Government guidelines





			ISO 9001: 2008 Quality Management Plan (and replacement ISO 9001:2015 when published).


Call-Off Schedule 7 - Key Staff.


Call-Off Schedule 3 - Continuous Improvement.


Call-Off Schedule 15 - Contract Management.





			Standard


			The Supplier shall manage the Contract in accordance with the personnel and processes as detailed in the Service Delivery Plan as agreed with the Buyer.


The Supplier shall manage the customer satisfaction, complaint and key performance indicator measurement processes to ensure agreed performance standards are fully met. 


The Supplier shall produce and issue the agreed management reports and attend meetings as requested by the Buyer to maintain the agreed contractual performance standards.





			Service A:4


			[bookmark: _Toc533152920]SA4: Service Delivery Plans 





			Standard





			[bookmark: _Toc396218928]Call-Off Schedule 13 - Mobilisation Plan and Testing.


As a minimum, the buildings and Asset maintenance management Service Delivery Plan shall contain:


Scope and Services objectives;


Approach and methodology;


Asset management method statement for meeting the Buyer’s requirements, including treatment of any lifecycle / sinking funds (if applicable) and details regarding where such funds will reside, safeguards on early draw down and control of such funds;


Variation procedures and additional work requests;


Operational structure including resource proposals;


Planned maintenance and Asset lifecycle replacement schedule and delivery methodology;


Quality statement;


Procurement of Services;


Procurement of materials taking account of embodied carbon and recycled content; 


Management of energy use including lighting;


Scope of Service;


Planned preventative maintenance methodology/schedule;


Computerised Asset management system;


Building management system;


Routine maintenance;


Formulation of the planned preventative maintenance programme;


Maintenance management, recording and reporting;


Critical spares management;


Inspections;


Conservation and sustainability;


Maintenance and renewal;


Management arrangements;


Quality management;


Operational liaison;


Reactive Maintenance Works; and


Reactive vandalism maintenance Service.


[bookmark: _Toc396218929]In use and occupied space shall be maintained to appropriate Standards which are deemed ‘fit for function’ by type (i.e. office).


[bookmark: _Toc396218930]Vacant space shall be maintained to appropriate Standards (e.g. mothballing & re-commissioning, as BESA SFG 30).





			Service A:5


			[bookmark: _Toc533152921]SA5: Risk Management 





			Legislation, ACoP or similar industry or Government guidelines


			ISO 31000: Risk Management where requested by the Buyer.





			Standard


			The Supplier shall produce and maintain a contact risk register to include contract, maintenance operational service, service continuity, supplier management and staffing risks.


The Supplier shall produce and comply with any and all risk assessments pertaining to all Services undertaken at the designated Buyer Premises. This includes risk assessments and statutory compliance required by or produced by third parties such as landlords.





			Service A:6


			[bookmark: _Toc533152922]SA6: Customer Satisfaction





			Standard


			Call-Off Schedule 3 - Continuous Improvement.


The Supplier shall develop the customer satisfaction process with the Buyer and shall deliver it in accordance with the specific Buyer requirements as defined in line with the agreed Service Delivery Plan.


The Supplier shall deliver a complaints management process which manage and maintain the Buyer’s customer satisfaction targets.


The Supplier shall participate and respond where appropriate to Buyer or third-party customer satisfaction outputs (e.g. net promoter score) upon request from the Buyer.    





			Service A:7


			[bookmark: _Toc533152923]SA7: Reporting





			Standard


			[bookmark: _Toc396218770]The Supplier’s Management Information system will be configured to capture all elements of service provision to facilitate the production of the Management Information reporting requirements as requested by the Buyer.


The Supplier shall be responsible for the provision of all interfaces between their own and third-party Management Information systems to facilitate the real-time transfer of data.  


The Buyer’s data contained within the Supplier’s Management Information system shall be able to be uploaded to third-party Management Information systems where required by the Buyer. 


The Supplier shall develop the format standard and frequency of reporting with the Buyer and shall deliver it in accordance with the specific Buyer requirements in line with the agreed Service Delivery Plan.





			Service A:8


			[bookmark: _Toc533152924]SA8: Performance Self-Monitoring





			Legislation, ACoP or similar industry or Government guidelines


			ISO 9001:2015 Quality Management System.





			Standard


			[bookmark: _Toc396218376]The Supplier will deliver services and manage performance in line with the agreed key performance indicator (KPI) model.


The Supplier will manage performance using their own internal performance management systems and processes which shall align with the Buyer’s internal performance monitoring and auditing regimes as agreed within the Service Delivery Plan (SDP).   


The Supplier shall provide a system to manage, control and record and report on the delivery of all Services provided as part of any Call-Off Contract. 


The Supplier shall also provide a support service available twenty-four (24) hours per day for the Buyer to request the deployment of the Supplier to rectify any non-provision of accommodation or Service(s) embraced by the scope of the Security Framework Contract and within specified response times.


The Supplier will develop and agree with the Buyer the management reporting regimes for recording statutory compliance, performance against social value targets and balanced scorecard returns.





			Service A:9


			[bookmark: _Toc533152925]SA9: Business Continuity And Disaster Recovery Plans  





			Legislation, ACoP or similar industry or Government guidelines





			Call-Off Schedule 8 - Business Continuity and Disaster Recovery.


Centre for the Protection of the National Infrastructure (CPNI).


BS 25999: Business Continuity Management. 


ISO/IEC 27000:2016 Information technology–Security techniques-Information security management systems-Overarching vocabulary (fourth edition).


ISO/IEC 27001:2013 Information technology–Security techniques-Information security management systems-Requirements (second edition).


ISO/IEC 27002:2013 Information technology–Security techniques-Information security management systems-Security controls (second edition).


ISO/IEC 27003:2017 Information technology–Security techniques-Information security management systems-Guidance.


ISO/IEC 27005:2011 Information technology–Security techniques-Information security Risk Management (second edition).


ISO/IEC 27014:2013 Information technology-Security techniques-Governance for Information security.





			Standard


			The Supplier shall conform to the Buyer’s Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer’s Business Continuity and Disaster Recovery planning for each business unit and as described in the relevant BCDR Plan.


[bookmark: _Toc396218707]The Supplier’s Management Information System shall be able to provide and support any Business Continuity scenario without any degradation in performance.


The Supplier will have its own Business Continuity and Disaster Recovery (BCDR) contingency plan in place to enable continuity of their Services without degradation.


The Supplier’s Management Information System facilities will have its own Business Continuity and Disaster Recovery contingency plan in place to enable continuity of the Services without degradation.





			Service A:10


			[bookmark: _Toc533152926]SA10: Quality Management System 





			Legislation, ACoP or similar industry or Government guidelines


			The Supplier shall hold and maintain valid ISO9001, ISO14001 and OHSAS 18001 accreditation or equivalent at all times for the duration of the Call-Off Contract.





			Standard


			[bookmark: _Toc396218380]The Supplier shall create a quality management plan in accordance with the ISO 9001 Quality Accreditation, which shall include a proposed methodology for maintaining ISO 9001 accreditation, and its related systems. The plan shall be in place within sixty (60) days of the Call-Off Start Date.





			Service A:11


			[bookmark: _Toc533152927]SA11: Staff And Training 





			Standard


			[bookmark: _Toc396218371]The Supplier shall manage and deliver the Services in line with the staffing profiles agreed with the Buyer within the Service Delivery Plan.


Where the Buyer has nominated management roles and/or positions as key roles on the Contract, the Supplier shall ensure their recruitment and business continuity processes comply with Buyer requirements as defined within the Service Delivery Plan.


The Supplier shall provide any training required by the procedures and statutory provisions in respect of all staff (whether Buyer or Supplier Staff) at the Buyer Premises as well as in emergency response and security procedures.





			Service A:12


			[bookmark: _Toc533152928]SA12: Selection And Management Of Subcontractors 





			Standard


			The Supplier is responsible for ensuring that all appointed Subcontractors are eligible to work in the UK.


The Supplier is responsible for ensuring that all appointed Subcontractors possess the appropriate accreditations, qualifications, and skills. 


The Supplier is responsible for ensuring that all appointed Subcontractors comply with all contractual requirements on quality, health and safety and environmental and legislative requirements.


The Supplier is responsible for ensuring that all appointed Subcontractors possess the appropriate levels of security clearances to enable access into the Buyer Properties.


The Supplier is responsible for ensuring that all Subcontractor performance is managed via use of the KPI, customer satisfaction and complaints management processes.





			Service A:13


			[bookmark: _Toc533152929]SA13: Social Value 





			Legislation, ACoP or similar industry or Government guidelines


			Public Services (Social Value) Act 2012.





			Standard


			The Supplier will develop a Social Value initiatives and objectives with the Buyer.


The Supplier will meet the requirements of the Buyer’s Social Value requirements.


The Supplier will meet the reporting requirements to measure Supplier performance and compliance. 





			Service A:14


			SA14: General Statutory Obligations And Requirements





			Legislation, ACoP or similar industry or Government guidelines


			The Supplier shall comply with all Legislative Standards, Legislation, Guidance Notes / Codes of Practice, BS/ISO/EN Standards and Building Regulations at Buyer Properties.





			Standard


			The Supplier shall manage compliance through their Management Information System (MIS).


The Supplier shall recognise Buyer requirements as they affect compliance at Buyer Properties and implement processes that maintain compliance across all Buyer Properties.  





			[bookmark: _Toc533152930]WORK PACKAGE B – MOBILISATION





			[bookmark: _Toc533152931]SB: General Requirements





			Standard


			The Supplier will manage Mobilisation of the Contract in line with Call-Off Schedule 13 - Mobilisation Plan and Testing.





			[bookmark: _Toc533152932][bookmark: _Toc395696522][bookmark: _Toc396218547]WORK PACKAGE C: SECURITY SERVICES 





			[bookmark: _Toc396218548][bookmark: _Toc533152933]SC: General Requirements





			Legislation, ACoP or similar industry guidelines





			[bookmark: _Toc396218549]The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS EN ISO 9001; 


BS 7799 - Information Security Management; 


Centre for the Protection of the National Infrastructure (CPNI) PAS 97:2009 A Specification for Mail Screening and Security;


BS 25999: Business Continuity Management;


BS 7984;


HMG Infosec Standard 5 (IS5);


Centre for Protection of National Infrastructure (CPNI);


Communications Electronic Security Group (CESG) 


Security Policy Framework;


The Government Security Classifications Policy (2014);


BS 7499-Static Guarding and Mobile Patrols;


BS 7984-Key Holding and Response Services;


BS 7958-CCTV Management and Operation; and


BS7858-Security Screening.


BS 7872:2011 Code of Practice for Operation of Cash-in-Transit Services (collection & delivery)


 BS 8507-1:2008 Code of Practice for Close Protection Services. Services within the United Kingdom 


BS 8507-2:2009 Code of Practice for close protection services. Services outside the United Kingdom


 BS 8517-1:2009 Security Dogs - Code of Practice for the use of general purpose security dogs


 BS 8517-2:2010 Security Dogs - Code of practice for the use of detection dogs 


BS 8484:2016 Provision of lone worker services – Code of practice





			Standard


			[bookmark: _Toc396218550]The General Requirements for Security Services shall apply.


[bookmark: _Toc396218551]The Supplier shall provide a professionally managed, high quality Security and Guarding Services using Security Industry Buyer (SIA) or equivalent licensed staff.


[bookmark: _Toc396218552]The recommendations from the policy development initiatives being carried out by the Government Security Secretariat, led by the Cabinet Office, will be adopted as the Standard for the delivery of Security Services across the Government and public estate. This will include a common pass system for the Civil Services, opportunities for sharing guarding contracts and other shared security services.  


[bookmark: _Toc396218553]Compliance with Data Protection Legislation and other relevant legislation shall be maintained throughout the throughout the Call-Off Contract.


[bookmark: _Toc396218554]Guidance should be sought from the various trade and governing bodies for the sector including:


     Security Systems and Alarms Inspection Board (SSAIB);


      Security Industry Authority (SIA)


[bookmark: _Toc396218555]All Supplier Staff delivering Security Services must have SIA or equivalent accreditation.


[bookmark: _Toc396218556]All Supplier Staff delivering Security Services shall have a good comprehension of the English language and be able to follow direction and orders as necessary. Adequate written abilities shall also be expected (important when making reports in the daily occurrence book).


Screening measures should reflect the risks the Buyer faces and consistent with other security measures in place.


In relation to vehicle screening, similar principles to screening Supplier Staff should be applied when deciding whether, and at what level, to screen vehicles at entrances to Buyer Properties, though processes and equipment will differ from those used for personnel screening.


In relation to screening mail, screening measures should be proportionate to the risks the Buyer faces and consistent with other security measures in place. Processes and equipment will likely differ from those used for personnel and vehicle screening.


Clear procedures and processes shall be in place for responding to incidents.


The Supplier shall agree the Standards (7.1.15 & 7.1.16) with the Buyer and/or the Departmental Security Officer as there will be specific requirements for each Buyer Premises.


The Supplier shall ensure that the Services are delivered in line with BS 25999 – Business Continuity Management. This is as an integral part of any Service offering and will need to be considered and fully scoped by each Buyer Representative. 


The Supplier shall conform to the Buyer’s Business Continuity and Disaster Recovery (BCDR) Plan dealing with recovery from accident and emergency situations, and shall participate fully in the Buyer’s Business Continuity and Disaster Recovery planning for each Business Unit and as described in the relevant BDCR Plan. 


The Supplier shall ensure that regular reporting of the Service shall be captured as part of the Monthly reporting requirements. Incidents should be notified to the Buyer Security Representative within 24 hours or as soon as practicable. The daily occurrence book is to be available for inspection at any time by the Buyer.


The Buyer shall agree the form of dress to be worn by Supplier Staff in each situation.  


Supplier may choose to have its own corporate uniform.  Uniforms to cater for all seasons, e.g. winter patrols as agreed with the Buyer. Other styles will be by agreement with the Buyer.


Purchase of uniforms for staff shall comply with relevant Government Buying Standards. The Supplier is responsible for the purchase and replenishment of uniform issued over the duration of the Call Off contract.





			Health and Safety


(Buyer Properties that have manned guarding )


			[bookmark: _Toc396218558]All Supplier Staff delivering Security Services shall have successfully attended and possession of a first aid responder qualification. All and any relief staff must carry current certification in this first aid qualification.


[bookmark: _Toc396218559]All Supplier Staff delivering Security Services shall be competent and trained in the response to and use of the fire alarm system and the procedures to be followed in the event of an alarm sounding.





			Service C:1


			[bookmark: _Toc533152934]SC1: Manned Guarding Services





			Legislation, ACoP or similar industry guidelines


			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7499-Static Guarding and Mobile Patrols





			Standard


			The General Requirements for Security Services shall apply.


The Supplier shall provide a professionally managed, high quality Security and Guarding Service that has BS EN ISO 9001 or equivalent accreditation and complies with all legislation governing the security industry (BS 7799 - Information Security Management). 


The Supplier shall carry out and complete a Baseline Standard Check, and National Security Vetting check if appropriate, of Supplier Staff delivering Guarding Services prior to deployment within each Buyer Premises. 


The Supplier shall ensure that Supplier Staff delivering Guarding Services are SIA licensed (or subsequent approved industry or legal Standard) prior to deployment within each Buyer Premises.


The Supplier shall keep a record on all areas of the Buyer Premises covered by this Service, showing times of inspections, any incidents noted by the Supplier security staff, thefts and any faults to the premises requiring further attention by the Supplier. Problems or faults shall be reported to the Helpdesk on identification.





			Service C:2


			[bookmark: _Toc533152935]SC2: CCTV/ Alarm Monitoring





			Legislation, ACoP or similar industry guidelines





			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7958-CCTV Management and Operation;


HMG Infosec Standard 5 ( IS5);


Centre for Protection of National Infrastructure (CPNI);


Communications Electronic Security Group (CESG); 


Security Policy Framework; 


The Government Security Classifications Policy (2014).





			Standard


			Compliance with the Data Protection Act and other relevant legislation shall be maintained throughout the duration of any Call-Off Contract.


The Supplier shall operate the Buyer’s Closed Circuit Television (CCTV) systems, ensuring a SIA (CCTV Public Space Surveillance) license (or equal approved equivalent) held covering all guards operating CCTV systems.


This Service shall be exclusively used at each Buyer Premises where Guarding Services are provided. Where no such Service is specified the Supplier shall ensure that any panic alarm system remains in operation at all times and should a failure of one of these systems occur, this shall be rectified as an emergency repair item.


Guidance should be sought from the various trade and governing bodies for the sector including:


Security Systems and Alarms Inspection Board (SSAIB).





			Service C:3


			[bookmark: _Toc533152936]SC3: Control of Access and Security Passes





			Legislation, ACoP or similar industry guidelines





			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7958:1999;


HMG Infosec Standard 5 (IS5);


Centre for Protection of National Infrastructure (CPNI);


Communications Electronic Security Group (CESG) 


Security Policy Framework; and


The Government Security Classifications Policy (2014).





			Standard


			The General Requirements for Security Management shall apply.





			Service C:4


			[bookmark: _Toc533152937]SC4: Emergency Response





			Standard


			The General Requirements for Security Management shall apply.


Management and supervision of the Security Guarding Service shall form an essential component of the Buyer’s emergency procedures and Supplier Staff delivering Security Services shall familiarise themselves fully with all the Buyer’s emergency procedures and related equipment and participate fully in their testing..





			Service C:5


			[bookmark: _Toc533152938]SC5: Patrols (Fixed Or Static Guarding)





			Legislation, ACoP or similar industry guidelines


			The following legislation, Approved Codes of Practise (ACoP) or similar industry or Government guidelines shall apply:


BS 7984-Key Holding and Response Services; and


BS 7499-Static Guarding and Mobile Patrols.





			Standard


			The General Requirements for Security Management shall apply.


The Supplier shall provide and utilise an auditable patrol monitoring system which shall monitor frequency and location of patrolling. The Supplier shall report as required in relation to patrolling frequency and patterns.


Patrols shall be recorded in the individual record for each Buyer Premises, including details of areas inspected (time/date) any weaknesses/hazards identified and actions taken to address, as shall identification of any malfunctioning of plant/equipment and potential breaches of security. The Supplier shall regularly check locks and visually scan each area identified to ensure that no unauthorised personnel are on the Buyer Premises.





			Service C:6


			[bookmark: _Toc533152939]SC6: Management Of Visitors And Passes 





			Standard


			The General Requirements for Security Management shall apply.


See Standard SJ3: “Control of Access and Security Passes”.





			Service C:7


			[bookmark: _Toc533152940]SC7: Reactive Guarding





			Standard


			The General Requirements for Security Management shall apply.


The Supplier shall ensure the appropriate rotation of Supplier Staff to deliver this Service, as required by the length of the reactive guarding requirements.





			Service C:8


			[bookmark: _Toc533152941]SC8: Additional Security Services 





			Standard


			The General Requirements for Security Services shall apply.


The Supplier will provide Specialist Security Officer requirements, to be defined by the Buyer at Call Off, these will include:


Court Security Officers as defined in  Courts Act 2003 Section 1 (1); and


Prisoner Custody Officers as defined in The Criminal Justice Act 1991.





			Service C:9


			[bookmark: _Toc533152942]SC9: Enhanced Security Requirements 





			Standard


			The General Requirements for Security Management shall apply.


The Supplier shall comply with all of the Buyer’s policies and procedures on security and act upon the instructions of the Buyer Security Representative, should there be a change in the Response Level.


There are currently 5 levels of threat (Response Levels):


low - an attack is unlikely;


moderate - an attack is possible but not likely;


substantial - an attack is a strong possibility;


severe - an attack is highly likely; and


critical - an attack is expected imminently.


The Supplier shall be required to implement and enforce all extra security measures that may be required during a major security alert including following a strict procedure as designated by the Buyer on receipt of bomb warning calls, or to search baggage and vehicles on arrival.








[bookmark: _Toc533152976]Legislative standards


[bookmark: _Toc396219146][bookmark: _Toc533152977]This list of codes of practice is not exhaustive. These legislative standards must be complied with (under the “comply with applicable laws” Framework Contract provision) in any event and nothing in the Service Requirement or Standards absolve the Supplier from doing so. 





[bookmark: _Toc533152978]Table 1: Legislation 





			[bookmark: _Toc533152979]No.


			[bookmark: _Toc533152980]Title





			[bookmark: _Toc533152981]1


			[bookmark: _Toc533152982]Workplace (Health, Safety and Welfare) Regulations 1992 (WHSWR)





			[bookmark: _Toc533152983]2


			[bookmark: _Toc533152984]Health and Safety at Work Act 1974 (HSW)





			[bookmark: _Toc533152985]3


			[bookmark: _Toc533152986]Management of Health and Safety at Work Regulations 1999 (MHSWR)





			[bookmark: _Toc533152987]4


			[bookmark: _Toc533152988]Reporting of Injuries, Diseases and Dangerous Occurrences 2013 (RIDDOR)





			[bookmark: _Toc533152989]5


			[bookmark: _Toc533152990]Provision and Use of Work Equipment Regulations 1998 (PUWER)





			[bookmark: _Toc533152991]6


			[bookmark: _Toc533152992]Lifting Operations and Lifting Equipment Regulations 1998 (LOLER)





			[bookmark: _Toc533152993]7


			[bookmark: _Toc533152994]Work at Height Regulations 2005 (WAHR)





			[bookmark: _Toc533152995]8


			[bookmark: _Toc533152996]Waste Electrical and Electronic Equipment Regulations 2006 (WEEE)





			[bookmark: _Toc533152997]9


			[bookmark: _Toc533152998]Construction (Design and Management) Regulations 2015 (CDM)





			[bookmark: _Toc533152999]10


			[bookmark: _Toc533153000]Personal Protective Equipment Regulations 2002 (PPE)





			[bookmark: _Toc533153001]11


			[bookmark: _Toc533153002]Control of Substances Hazardous to Health Regulations 2002 (COSHH)





			[bookmark: _Toc533153003]12


			[bookmark: _Toc533153004]Pollution Prevention and Control (England and Wales) Regulations 2000





			[bookmark: _Toc533153005]13


			[bookmark: _Toc533153006]Equality Act 2010 (Specific Duties and Public Authorities) Regulations 2017 





			[bookmark: _Toc533153007]14


			[bookmark: _Toc533153008]Modern Slavery Act 2015





			[bookmark: _Toc533153009]15


			[bookmark: _Toc533153010]Energy Act 1983





			[bookmark: _Toc533153011]16


			[bookmark: _Toc533153012]The Regulatory Reform (Fire Safety) Order 2015





			[bookmark: _Toc533153013]17


			[bookmark: _Toc533153014]The Wildlife and Countryside Act 1981





			[bookmark: _Toc533153015]18


			[bookmark: _Toc533153016]Boiler (Efficiency) Regulations 1993





			[bookmark: _Toc533153017]19


			[bookmark: _Toc533153018]Clean Air Act 1993





			[bookmark: _Toc533153019]20


			[bookmark: _Toc533153020]The Air Quality Standards Regulations 2010





			[bookmark: _Toc533153021]21


			[bookmark: _Toc533153022]The Air Quality Standards (Amendment) Regulations 2016





			[bookmark: _Toc533153023]22


			[bookmark: _Toc533153024]The Air Quality Standards (Wales) Regulations 2010





			[bookmark: _Toc533153025]23


			[bookmark: _Toc533153026]The Air Quality Standards (Scotland) Regulations 2010





			[bookmark: _Toc533153027]24


			[bookmark: _Toc533153028]The Air Quality Standards (Northern Ireland) Regulations 2010





			[bookmark: _Toc533153029]25


			[bookmark: _Toc533153030]The Air Quality Standards (Amendment) Regulations (Scotland) 2016





			[bookmark: _Toc533153031]26


			[bookmark: _Toc533153032]The Air Quality Standards (Amendment) Regulations (Northern Ireland) 2017





			[bookmark: _Toc533153033]27


			[bookmark: _Toc533153034]Construction (Design and Management) Regulations (CDM) 2015





			[bookmark: _Toc533153035]28


			[bookmark: _Toc533153036]Control of Asbestos at Work 2012





			[bookmark: _Toc533153037]29


			[bookmark: _Toc533153038]Confined Spaces Regulations 1997





			[bookmark: _Toc533153039]30


			[bookmark: _Toc533153040]L8 Approved Code of Practice: The Control of Legionella Bacteria in Water Systems.





			[bookmark: _Toc533153041]31


			[bookmark: _Toc533153042]HSG 274: Legionella Technical Guidance





			[bookmark: _Toc533153043]32


			[bookmark: _Toc533153044]Water Supply (Water Fittings) Regulations 1999





			[bookmark: _Toc533153045]33


			[bookmark: _Toc533153046]Control of Noise at Work Regulations 2005	





			[bookmark: _Toc533153047]34


			[bookmark: _Toc533153048]Control of Pollution (Oil Storage) Regulations 2001





			[bookmark: _Toc533153049]35


			[bookmark: _Toc533153050]Electricity at Work Regulations 1989





			[bookmark: _Toc533153051]36


			[bookmark: _Toc533153052]Electrical Equipment (Safety) Regulations 1994





			[bookmark: _Toc533153053]37


			[bookmark: _Toc533153054]EU product regulation - guidelines on the appointment of UK notified bodies: 2016





			[bookmark: _Toc533153055]38


			[bookmark: _Toc533153056]Electromagnetic Compatibility Regulations 2005





			[bookmark: _Toc533153057]39


			[bookmark: _Toc533153058]Energy Performance of Buildings (Certificates and Inspections) Regulations 2007





			[bookmark: _Toc533153059]40


			[bookmark: _Toc533153060]Energy Performance of Buildings (Certificates and Inspections) (England and Wales) (Amendment) Regulations 2012





			[bookmark: _Toc533153061]41


			[bookmark: _Toc533153062]Pollution Prevention and Control Act 1999 





			[bookmark: _Toc533153063]42


			[bookmark: _Toc533153064]The Environment Act 1995





			[bookmark: _Toc533153065]43


			[bookmark: _Toc533153066]The Environment (Wales) Act 2016





			[bookmark: _Toc533153067]44


			[bookmark: _Toc533153068]The Environmental Protection Act 1990





			[bookmark: _Toc533153069]45


			[bookmark: _Toc533153070]European F-Gas Regulation





			[bookmark: _Toc533153071]46


			[bookmark: _Toc533153072]F Gas Regulations 2015





			[bookmark: _Toc533153073]47


			[bookmark: _Toc533153074]Factories Act 1961





			[bookmark: _Toc533153075]48


			[bookmark: _Toc533153076]Food Safety Act 1990





			[bookmark: _Toc533153077]49


			[bookmark: _Toc533153078]The Food Safety and Hygiene (England) Regulations 2013





			[bookmark: _Toc533153079]50


			[bookmark: _Toc533153080]Fuel and Electrical (Heating) (Control) (Amendment) Order 1980





			[bookmark: _Toc533153081]51


			[bookmark: _Toc533153082]Gas Safety (Management) Regulations 1996 (as amended)





			[bookmark: _Toc533153083]52


			[bookmark: _Toc533153084]Gas Appliances (Safety) Regulations 1995





			[bookmark: _Toc533153085]53


			[bookmark: _Toc533153086]Gas Safety (Installation and Use) Regulations 1998 (GSIUR)





			[bookmark: _Toc533153087]54


			[bookmark: _Toc533153088]Pipelines Safety Regulations 1996 (PSR)





			[bookmark: _Toc533153089]55


			[bookmark: _Toc533153090]Pressure Systems Safety Regulations 2000 (PSSR)





			[bookmark: _Toc533153091]56


			[bookmark: _Toc533153092]Pressure Equipment Regulations 1999





			[bookmark: _Toc533153093]57


			[bookmark: _Toc533153094]Simple Pressure Vessels (Safety) Regulations 1991





			[bookmark: _Toc533153095]58


			[bookmark: _Toc533153096]Health and Safety (Safety Signs and Signals) Regulations 1996 (SSR)





			[bookmark: _Toc533153097]59


			[bookmark: _Toc533153098]Dangerous Substances Explosive Atmospheres Regulations 2002 (DSEAR)





			[bookmark: _Toc533153099]60


			[bookmark: _Toc533153100]Sustainable and Secure Buildings Act 2004





			[bookmark: _Toc533153101]61


			[bookmark: _Toc533153102]Lift Regulations 1997





			[bookmark: _Toc533153103]62


			[bookmark: _Toc533153104]Notification of Cooling Towers and Evaporative Condensers Regulations 1992





			[bookmark: _Toc533153105]63


			[bookmark: _Toc533153106]Ozone Depleting Substances Regulations 2015





			[bookmark: _Toc533153107]64


			[bookmark: _Toc533153108]Energy Performance of Buildings Directive 





			[bookmark: _Toc533153109]65


			[bookmark: _Toc533153110]Private Security Industry Act 2001





			[bookmark: _Toc533153111]66


			[bookmark: _Toc533153112]Courts Act 2003 Section 1 (1) 





			[bookmark: _Toc533153113]67


			[bookmark: _Toc533153114]The Criminal Justice Act 1991





			[bookmark: _Toc533153115]68


			[bookmark: _Toc533153116]Controlled Waste (England & Wales) Regulations 2012





			[bookmark: _Toc533153117]69


			[bookmark: _Toc533153118]The Carriage of Dangerous Goods Regulations 





			[bookmark: _Toc533153119]70


			[bookmark: _Toc533153120]The Safe Management of Healthcare Waste Memorandum (HTM 07-01)





			[bookmark: _Toc533153121]71


			[bookmark: _Toc533153122]Directive 2008/98/EC on Waste (Waste Framework Directive 2008)





			[bookmark: _Toc533153123]72


			[bookmark: _Toc533153124]Waste list Decision 2000/532/EC





			[bookmark: _Toc533153125]73


			[bookmark: _Toc533153126]The Hazardous Waste (England & Wales) Regulations 2005 





			[bookmark: _Toc533153127]74


			[bookmark: _Toc533153128]The List of Wastes (England) Regulations 2005





			[bookmark: _Toc533153129]75


			[bookmark: _Toc533153130]The List of Wastes (Wales) Regulations 2005





			[bookmark: _Toc533153131]76


			[bookmark: _Toc533153132]The Hazardous Waste (Wales) (Amendment) Regulations 2009 SI 2861





			[bookmark: _Toc533153133]77


			[bookmark: _Toc533153134]The Hazardous Waste (England & Wales) (Amendment) Regulations 2009 SI 507





			[bookmark: _Toc533153135]78


			[bookmark: _Toc533153136]The Waste (England & Wales) (Amendment) Regulations 2012





			[bookmark: _Toc533153137]79


			[bookmark: _Toc533153138]Health & Safety Guideline (HSG) – HSG 33 (4th Edition 2012) – Health & Safety in Roof Work





			[bookmark: _Toc533153139]80


			[bookmark: _Toc533153140]Health & Safety Guideline (HSG) – HSG 258 (3rd Edition 2017) – Controlling airborne contaminants at work. A guide to LEV. 

















[bookmark: _Toc533153141]Table 2: Guidance Notes and Codes of Practice:  





			[bookmark: _Toc533153142]No.


			[bookmark: _Toc533153143]Title





			[bookmark: _Toc533153144]1


			[bookmark: _Toc533153145]HSE Guidance Note PM5 1989 Automatically controlled steam and hot water boilers (and BS EN 61508)





			[bookmark: _Toc533153146]2


			[bookmark: _Toc396219194][bookmark: _Toc533153147]Prevention and Control of Legionellosis (Including Legionnaires’ Disease) HSE Approved Code of Practice L8 (ACOP L8)





			[bookmark: _Toc533153148]3


			[bookmark: _Toc533153149]Safe use of Pesticides for Non-agricultural Purposes Approved Code of Practice L9 ACoP L9





			[bookmark: _Toc533153150]4


			[bookmark: a9780717662951]ACOP L22 & L33 - Safe use of work equipment. Provision and Use of Work Equipment Regulations 1998





			[bookmark: _Toc533153151]5


			ACOP L122 - Safety of Pressure Systems 





			[bookmark: _Toc533153152]6


			Statutory Instrument 2002 No. 2980, The Waste Incineration (England and Wales) Regulations 2002





			[bookmark: _Toc533153153]7


			NFPA25 – Standard for the Inspection, Testing and Maintenance of water-based fire protection systems 





			[bookmark: _Toc533153154]8


			Food and Hygiene Regulations 2005





			[bookmark: _Toc533153155]9


			Food and Hygiene Regulations 2005





			[bookmark: _Toc533153156]10


			HSG 250 Guidance on Permit to Work Systems 





			[bookmark: _Toc533153157]11


			Crown Premises Inspection Group [and their Scottish equivalent CIFRA (HM Chief Inspector of Fire and Rescue Authorities)] – responsible for fire safety on Crown property





			[bookmark: _Toc533153158]12


			HVCA Internal Cleanliness of Ventilation Systems TR/19





			[bookmark: _Toc533153159]13


			HSG 253 The Safe Isolation of Plant and Equipment 





			[bookmark: _Toc533153160]14


			ACOP L101 Confined Space Regulations 





			[bookmark: _Toc533153161]15


			ACOP L122 Pressure System Safety Systems 2000





			[bookmark: _Toc533153162]16


			[bookmark: _Toc533153163]ACOP L8 The Control of Legionella Bacteria in Water Systems 2013





			[bookmark: _Toc533153164]17


			ACOP L56 Safety in the installation and use of gas systems and appliances – 4th Edition: 2013





			[bookmark: _Toc533153165]18


			UKPLG Code of Practice No. 7





			[bookmark: _Toc533153166]19


			The Horticulture Code of Practice 2011 / Horticultural Code for Scotland











[bookmark: _Toc533153167]Table 3: BS / ISO / EN Standards:   





			[bookmark: _Toc533153168]No.


			[bookmark: _Toc533153169]Title





			[bookmark: _Toc533153170]1


			BS 5266 Part 1:2016 Emergency Lighting. Code of Practice for the Emergency Lighting of Premises Other than Cinemas and Certain Other Specified Premises used for Entertainment 2005





			[bookmark: _Toc533153171]2


			[bookmark: _Toc533153172]BS 5839-1:2013 Fire detection and fire alarm systems for buildings. Code of practice for design, installation, commissioning and maintenance of systems in non-domestic premises





			[bookmark: _Toc533153173]3


			BS 5588 Fire Precautions in the Design, Construction and use of Buildings 1990-2004





			[bookmark: _Toc533153174]4


			BS 6173: 2009 (this Standard requires interlocking of mechanical ventilation systems and gas supplies for all types of appliances in commercial kitchens, preventing a gas appliance from being switched on before the ventilation system is operating)





			[bookmark: _Toc533153175]5


			BS 6700 Specification for Design, Installation, Testing and Maintenance of services supplying water for domestic use within buildings and their cartilages 2006 & A1: 2009





			[bookmark: _Toc533153176]6


			BS 7671 Requirements for Electrical Installations – IEE Wiring Regulations 17th Edition 2009





			[bookmark: _Toc533153177]7


			BS 7430: Code of Practice for Earthing Protection of Electrical Systems 2011





			[bookmark: _Toc533153178]8


			BS EN 62305 (parts 1-5) Protection against lightning





			[bookmark: _Toc533153179]9


			BS 5306 Part 4: 2002 – Fire Extinguishing Installations – CO2 Systems





			[bookmark: _Toc533153180]10


			BS 5306 Part 3: Fire extinguishing installations and equipment on premises. Commissioning and maintenance of portable fire extinguishers 2009





			[bookmark: _Toc533153181]11


			BS EN 3 Portable Extinguishers





			[bookmark: _Toc533153182]12


			BS 5839 Part 1: Fire Detection and Alarm Systems for Buildings 2017





			[bookmark: _Toc533153183]13


			BS EN 671-1: Fixed Fire Fighting Systems 2012





			[bookmark: _Toc533153184]14


			BS EN 131 / BS 2037 / BS 1129 / BS EN 14183 / BS EN 1004 / PAS 250 Ladder and Access Equipment





			[bookmark: _Toc533153185]15


			BS 476 Fire Tests





			[bookmark: _Toc533153186]16


			BS EN 795 Personal Fall Protection Equipment





			[bookmark: _Toc533153187]17


			BS 7883:2005 – Code of practice for the design, selection, installation, use and maintenance of anchor devices conforming to BS EN 795:2012





			[bookmark: _Toc533153188]18


			BS 12094: Fixed Fire Fighting Systems 2003-2006





			[bookmark: _Toc533153189]19


			BS 9251: 2005 Sprinkler systems for residential and domestic occupancies





			[bookmark: _Toc533153190]20


			BS 750: Registered Homes Act 1984 (as a FIR1)





			[bookmark: _Toc533153191]21


			BS EN ISO/IEC 17020: 2012  General criteria for the operation of various types of bodies performing inspections





			[bookmark: _Toc533153192]22


			BS 7036 Part 1-5: 1996 Code of Practice for safety for powered doors for pedestrian use. Revolving doors.





			[bookmark: _Toc533153193]23


			BS 5871: parts 1-4 2005-2007 Specification for the installation and maintenance of gas fires, convector heaters, fire/back boilers and decorative fuel effect gas appliances. Inset live fuel effect gas fires of heat input not exceeding 15 kW, and fire/back boilers (2nd and 3rd family gases)





			[bookmark: _Toc533153194]24


			BS 5837: 2012 Trees in relation to design, demolition and construction – Recommendations





			[bookmark: _Toc533153195]25


			BS 6571 Part 4: Vehicle Parking Control Equipment 1989





			[bookmark: _Toc533153196]26


			BS5925: 1991 Code of Practice – Ventilation Principles and Designs for Natural Ventilation





			[bookmark: _Toc533153197]27


			BS EN 14175-2: 2003 – Fume Cupboards





			[bookmark: _Toc533153198]28


			BS 5726:2005 Microbiological safety cabinets. Information to be supplied by the purchaser to the vendor and to the installer, and siting and use of cabinets. Recommendations and guidance





			[bookmark: _Toc533153199]29


			BS 5726: 2005 & BS EN 12469: 2000 – Microbiological Safety Cabinets.





			[bookmark: _Toc533153200]30


			BS 9999:2008 – Fire precautions in the design, construction and use of buildings. Managing fire safety.





			[bookmark: _Toc533153201]31


			BS 9999:2017 – Fire safety in design, management and use of buildings. Code of practice.





			[bookmark: _Toc533153202]32


			BS 9991:2011 – Fire precautions in the design, construction and use of buildings. Code of Practice for residential buildings.





			[bookmark: _Toc533153203]33


			BS EN ISO 9999:2016 – Assistive products for persons with disability. Classification and Terminology.





			[bookmark: _Toc533153204]34


			BS 6173:2009 – Specification for installation and maintenance of gas-fired catering appliances for use in all catering establishments (2nd & 3rd family gases)





			[bookmark: _Toc533153205]35


			BS EN 795:2012 – Personal fall protection equipment. Anchor devices.





			[bookmark: _Toc533153206]36


			TR19: Internal Cleanliness of Ventilation Systems - Guide to Good Practice





			[bookmark: _Toc533153207]37


			TM46: Hygiene Maintenance of Office Ventilation Systems





			[bookmark: _Toc533153208]38


			NHS Estates HTM 2025





			[bookmark: _Toc533153209]39


			BS 7858 - Code of Practice for Security Screening of Personnel Employed in a Security Environment





			[bookmark: _Toc533153210]40


			BS 7499 - Code of Practice for Static Site Guarding and Mobile Patrol Services





			[bookmark: _Toc533153211]41


			BS 7984 - Code of Practice for Key-holding and Response Services





			[bookmark: _Toc533153212]42


			BS 7958 - Code of Practice for CCTV Management and Operation





			[bookmark: _Toc533153213]43


			BS 7960 - Code of Practice for Door Supervisors





			[bookmark: _Toc533153214]44


			BS 8406 - Code of Practice for Event Stewarding and Crown Safety Services





			[bookmark: _Toc533153215]45


			BS 7872 - Code of Practice for Operation of Cash-in-Transit Services (collection & delivery)





			[bookmark: _Toc533153216]46


			ISO 9001 - Quality Management





			[bookmark: _Toc533153217]47


			ISO 14001 - Environmental Management





			[bookmark: _Toc533153218]48


			BS EN 16636:2015 – Pest management Services 





			[bookmark: _Toc533153219]49


			ISO 27001 - Information Security Management System





			


			





			


			








[bookmark: _Toc533153223]


Table 4: Building Regulations (England & Wales Only):


			[bookmark: _Toc533153224]No.


			[bookmark: _Toc533153225]Title





			[bookmark: _Toc533153226]1


			Building Act 1984





			[bookmark: _Toc533153227]2


			Building Regulations Act 1991 2000 Part B, Approved Document B (2006)





			[bookmark: _Toc533153228]3


			Building Regulations Act 2000 Approved Document F (2010)





			[bookmark: _Toc533153229]4


			Building Regulations Act 2000 Approved Document G (1992) incorp 2000 amendments





			[bookmark: _Toc533153230]5


			Building Regulations Act 2000 Approved Document H (2002)





			[bookmark: _Toc533153231]6


			Building Regulations Act 1991 2000 Approved Document J (2010)





			[bookmark: _Toc533153232]7


			Building Regulations Act 1991, 2000 Approved Part M (2004)





			[bookmark: _Toc533153233]8


			Building Regulations Act 2000 Approved Part L (2010)





			[bookmark: _Toc533153234]9


			Building Regulations Act 2000 Approved Document P (2006)











[bookmark: _Toc533153235]Table 5: Miscellaneous:


			[bookmark: _Toc533153236]No.


			[bookmark: _Toc533153237]Title





			[bookmark: _Toc533153238]1


			At request of Fire Officer 





			[bookmark: _Toc533153239]2


			Local Act 





			[bookmark: _Toc533153240]3


			SFG 20 Guidelines 





			[bookmark: _Toc533153241]4


			Buyer specific work practices and standards 





			[bookmark: _Toc533153242]5


			RIBA (Royal Institute of British Architects) Plan of Work: 2013











(Regulations are continually being updated and amended and as such can only be considered valid prior to the day of issue)  


[bookmark: _Ref499637124][bookmark: _Toc533153243]Helpdesk Response Times


1. Service requests of any nature shall be acknowledged within fifteen [15] minutes and the caller informed of the action to be taken. The response times for activities managed through the central helpdesk for all Services shall be as follows:


1.1. Each Category 'A' work request to be available to both the appropriate Supplier and Buyer Authorised Representative within five [5] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.


1.2. Oral escalation to the Buyer Authorised Representative (within twenty [20] minutes of allocation to the Supplier) of those Category 'A' work requests unacknowledged by the Supplier ten [10] minutes after such allocation.


1.3. All Category B reactive work requests and any elective work requests to be available on the Systems to the appropriate Buyer Authorised Representative within fifteen [15] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.


1.4. All Category C reactive work requests and any elective work requests to be available on the Systems to the appropriate Buyer Authorised Representative within thirty [30] minutes of receiving the inbound Service request. Receiving is defined as the end of a call, or receipt of electronic format Service request.





























[bookmark: _Toc395696539][bookmark: _Toc396219202][bookmark: _Ref499637134][bookmark: _Ref499638092][bookmark: _Ref499638104][bookmark: _Ref499638133][bookmark: _Ref499638224][bookmark: _Toc533153244]Service Delivery Response Times


1. [bookmark: _Toc396219203][bookmark: _Toc533153245]over-arching response requirements


It is required when sending a person/engineer to attend a reactive event, at the time of despatch the person/engineer despatched is suitably qualified and is able to complete the repair or task.


For activities detailed in Table below, the activity is defined to be closed or concluded when the helpdesk/CAFM System receives confirmation from the person/engineer that the event is completed, thereby creating an electronic record of the completion.


When the activity in this Annex is closed or concluded, within fifteen [15] minutes, an email/text/electronic communication is sent to the originator of the event advising that the job is closed and asking via a simple graphical user interface whether the person agrees. Challenges need to be investigated in a timely fashion and appropriate action taken.





1. [bookmark: _Toc396219204][bookmark: _Toc533153246]SERVICE DELIVERY RESPONSE TIMES


· The following Table describes the reactive response time(s) for Service calls raised or made to the helpdesk. 


· The Supplier shall meet these reactive response times in relation to the Buyer requirements.


			


			


			


			


			


			





			SLR Reference


			Call Type


			Description


			Initial Response


			Interim Solution 


			Completion Due





			A


			Critical


			Matters giving rise to an immediate health and safety, business critical or security risks.


			15 Minutes


			60 Minutes


			6 Hours 





			B


			Emergency


			Matters that prevent or severely restrict the Employer from conducting normal operations.


			30 Minutes


			2 Hours 


			24 Hours 





			C


			Urgent


			Matters that impinge upon the proper working of the facilities in relation to all users.


			60 Minutes


			4 Hours 


			48 Hours





			D 


			Routine


			Matters of a routine nature.


			120 Minutes


			8 Hours 


			3 Working Days 





			E


			Security and H&S 


			Issue of Verbal notification to Highlight Security and H&S  issued identified from Security Service delivery.


			N/A


			N/A


			24 Hours 





			F


			Security and H&S 


			Issue of Written Report to Highlight Security and H&S issues identified from Security Service delivery.


			N/A


			N/A


			5 Working Days 





			G 


			Security Advise/Update


			Issue response to Employer request for advice/update 


			N/A


			N/A


			5 Working Days 





			H


			H&S 


			Issue of Security Incident Report in response to reported incidents 


			N/A


			N/A


			1 Hour





			I


			Management


			Issue of all meeting documentation


			N/A


			N/A


			5 Working Days 





			J


			Management


			Issue of Monthly Management and Monitoring Performance Information to Buyer or Buyers nominated representative  at Month end.


			N/A


			N/A


			5 working days from Month end.





			K


			Complaints


			A failure to manage complaints in accordance with the agreed process and timeframes. 


			N/A


			N/A


			Acknowledged within 1 hour.


Investigation and remedial / corrective actions completed within 72 hours.


Customer response within 5 working days.





			L


			Ad Hoc


			Compliance with all reporting requirements in accordance with the Reports Delivery Timetable. 


			N/A


			N/A


			Frequency as defined in Call Off Contract





			M


			Assignment Tasks


			A scheduled task contained within the Assignment Instructions


			N/A


			N/A


			Within 72 Hours of scheduled date





			N


			New Works / Billable Works


			Request for Services that are not included in the Total Charges and become billable.


			2 Working Days


			N/A


			10 Working Days – Provision of Quotation/s (from date Work Order logged on Management Information System).














[bookmark: _Toc533153247]Introduction to PAS


Introduction to PAS 1192-5:2015















[bookmark: _Toc533153248]Complaints, Failure and Recall Process


Process Map 1: Complaints


			Buyer


			Supplier


			Buyers Team


			Managed Service Function








[image: ]





Process Map 2: Failure[image: https://documents.lucidchart.com/documents/3d133ceb-bc47-46aa-81e4-37a324bbeb9b/pages/0_0?a=224&x=74&y=-581&w=1452&h=2222&store=1&accept=image%2F*&auth=LCA%20c0870a5d68aacdeec4e1838a380bc8f01d0ae69b-ts%3D1535626520]








Process Map 3: Recall


[image: https://documents.lucidchart.com/documents/f9f1fcdb-5bb0-4a90-9a4a-83b03ed177fc/pages/0_0?a=144&x=-35&y=-805&w=1452&h=2112&store=1&accept=image%2F*&auth=LCA%20cdab410a20f6db83bb07efeba7883b7ed276f941-ts%3D1535626183]





[bookmark: _Toc533153249]Billable Works and Approval Process





Process Map 1: Billable Works and Approval Process [image: ]











Process Map 2: Issuing Quotation by Supplier Process


			Buyer


			Supplier
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Process Map 3: Issuing Instruction for Quotation for Approved Work Order Process


[image: https://documents.lucidchart.com/documents/e3d86415-b0a1-4f8e-8a44-80c8a60140b8/pages/0_0?a=246&x=201&y=-253&w=1298&h=1606&store=1&accept=image%2F*&auth=LCA%207d862069293bb0dbad8d4115112558d95e6b0152-ts%3D1535624353]
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Attachment 3 - Annex C - KPIs v1.0 251019.xlsx

Guidance


						Buyer Specific Requirements


						Within this spreadsheet, all cells highlighted in yellow should be completed by the Buyer based on their KPI requirements. The pre-populated KPIs, Measures and Scoring Scales throughout this spreadsheet are only examples. Buyers should look to amend these to better reflect the needs of their requirement, as part of their ITT pack, then remove the shading.








						Within this spreadsheet, all cells highlighted in green should be completed by the supplier/Buyer on a monthly basis to allow calculation of KPI achievements and potential performance deduction values.








						Performance Criteria sheet


						This sheet shows the summarised position of the value at risk and performance deductions attributed to KPIs, both at a grouped and individual level.


						The information is structured as follows:


						Cell Reference			Description			Buyer build instruction (pre ITT)			Monthly instruction (within contract)





						Table 1. Financials


						C5			Defines the percentage of the value at risk for the contract.			Enter the KPI value at risk for your contract. Maximum is 6%.			None


						C6			Defines the month value of the contract.			None			Enter/ensure correct value for the period being assessed


						C7			Defines the value of variation events undertaken during the month.			None			Enter/ensure correct value for the period being assessed


						C8			Calculates the total value at risk for the month.			None			None





						Table 2. KPIs


						A13 to A22			Defines the KPI names			Enter up to 10 KPIs titles dependent on your requirements. If using less than ten KPIs just leave some cells blank.			None


						B13 to B22			Defines the weighting attributed to each KPI.			Enter weighting for each KPI. Total must add up to 100%.			None


						C13 to C22			Automatically calculates the value at risk attributable to each KPI.			None			None


						D13 to D22			Automatically calculates the performance deductions for the month attributable to each KPI.			None			None





						Table 3. Measures


						A27 to A84			Defines which KPI the individual Measure is attributed to.			Select (from the drop down box) the KPI you are putting a Measure against. Every KPI needs at least one Measure. We recommend keeping the number of measures per KPI to a minimum to avoid dilution, to keep a focus on those areas important to the Buyer.			None


						B27 to B84			Defines the Measure Reference for each individual Measure.			Create a Measure Reference code per Measure for easy reference.			None


						C27 to C84			Defines the weighting attributed to each Measure.			Enter a weighting per Measure. Within each KPI, the Measure weightings must add up to 100%.			None


						D27 to D84			Automatically calculates the value at risk attributable to each Measure.			None			None


						E27 to E84			Automatically calculates the performance deductions attributable to each Measure.			None			None





						B23, C85 & D85			These cells contain error checking formulas to ensure that the weightings and value at risk calculations are correct. In the event of an error, a message in red highlighting the problem will be displayed.			None			None





						Measures sheet


						This sheet lists all of the Measures applicable to the contract KPIs. It defines the requirement for each Measure, and states how performance will be measured for the performance calculations.


						The information is structured as follows:


						Cell Reference			Description			Buyer build instruction			Monthly instruction


						Column A			Shows the KPI against which individual Measures will be calculated.			None			None


						Column B			Shows the Measure Reference for each individual Measure.			None			None


						Column C			Defines the requirement for each Measure.			Enter a description for each Measure			None


						Column D			Defines how each Measure will be measured for performance purposes.			Enter a description of how each Measure should be calculated monthly			None


						Column E			Defines the unit of measure type to be used for performance calculations. 			Enter the unit of measure applicable to the Measure - should the result be a Percentage, Number or Qualitative (pass/fail)?			None


						Columns F - H			Contains the results received from the supplier in relation to the Measure performance.			None			The monthly result should be entered into the relevant green shaded cell per Measure.


						Column I			Defines which scale is to be used for performance calculations.			Select the scoring scale to be used to calculate the Measure score based on the result entered monthly. 			None


						Column J			Automatically calculates the score achieved based on the relevant result provided in columns F to H.			None			None


						Column K			Automatically calculates the deduction applicable for each Measure based on the score achieved in column J.			None			None





						Scoring Scales sheet


						This sheet contains the various performance scales used against which individual Measures are scored


						Cell Reference			Description			Buyer build instruction			Monthly instruction


						Columns B - I			Contains 3 different scoring scales for the 'number' unit of measure.			Select the scoring scale to be used to calculate the Measure score based on the result entered monthly. Example Scoring Scales are already input and can be selected dependent on the result required per Measure, or the scales can be amended by the Buyer. Ensure the correct scale is chosen to match the unit of measure for each Measure - score tables 1 - 3 are for 'Number', score tables 4 - 6 are for 'percentage', and score table 7 is for 'Pass/Fail' units of measure.			None


						Columns K - R			Contains 3 different scoring scales for the 'percentage' unit of measure.


						Columns T - U			Contains the Pass / Fail scoring scales for the 'qualitative' unit of measure.











Performance Criteria


			Table 1. Financials


			Financial overview


			Percentage of the Call Off Contract value at risk						6.00%


			Call Off Contract Current Month Value


			Value of variation events in this month


			Total Value at risk for the month						£0


			Table 2. KPIs





			KPI Name			KPI Weighting			KPI Value at Risk			KPI Deduction


			Security Services			70%			£0			£0


			General Standards			30%			£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


									£0			£0


						


			Table 3. Measures





			KPI Name			Measure Reference			Measure Weighting			Measure Value at Risk			Measure Deduction


			Security Services			SEC M1			14%			£0			


			Security Services			SEC M2			7%			£0			


			Security Services			SEC M3			7%			£0			


			Security Services			SEC M4			14%			£0			


			Security Services			SEC M5			23%			£0			


			Security Services			SEC M6			7%			£0			


			Security Services			SEC M7			14%			£0			


			Security Services			SEC M8			14%			£0			


			General standards			GEN M1			35%			£0			


			General standards			GEN M2			50%			£0			


			General standards			GEN M3			15%			£0			


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


															


												











Measures


																								Pass


																								Fail


			KPI Name			Measure Reference			Measure requirement			Measure achievement calculation			Achievement 
Unit of Measure			Achievement value (%)			Achievement value (number)			Achievement value (Input either 'Pass' or 'Fail')			Scoring Scale			Score			Deduction %


			Security Services			SEC M1			 No unauthorised personnel are permitted entry to RWM premises.			All personnel admitted to the offices have been pre-notified and provide the required photographic ID before entry is authorised.			Qualitative												Pass/Fail									


			Security Services			SEC M2			All escorted and unescorted visitor passes issued are recovered.			All Visitor Passes issued must be recovered from the visitors before they leave the RWM office. Calculated as the total number of Visitor Passes collected in-month divided by the total number of Visitor Passes issued in-month multiplied by 100.			Percentage												High									


			Security Services			SEC M3			All patrols undertaken as stated in the Assignment Instructions			Supplier to assess number of non compliant patrols. Calculated as the total number of Compliant Patrols in-month divided by the total number of  Patrols in-month mulitplied by 100.			Percentage												High									


			Security Services			SEC M4			Photo Pass production and issue to be in accordance with Assignment Instructions and all passes are produced without any inaccuracies (incorrect permissions, spelling mistakes etc.)			Photo passes are issued without any inaccuracies. Calculated as the percentage of inaccurate passes issued against the total number of passes issued.			Percentage												High									


			Security Services			SEC M5			Ensure all task specific work instructions, emergency procedures and standard operating procedure are up to date and accurate			All documentation to enable security personnel to perform their tasks are kept up to date and accurately reflect the requirement. No occasions where RWM Security Managers identify non-compliance.			Qualitative												Pass/Fail									


			Security Services			SEC M6			Number of valid complaints received through Buyers Contract Unit and Validated between Buyers Contract Unit & Supplier.			Number of Complaints Received and validated from Staff/Supplier's/visitors.			Number												Med									


			Security Services			SEC M7			All alerts and associated incidents are to be responded to as stated in the Assignment Instruction and cascaded as required to the Authorised agreed point of contact.			Number of Supplier responses to alerts and incidents as laid out in the Authority supplied cascade process. No occasions where Contracting Authority identifies non-compliance.			Qualitative												Pass/Fail									


			Security Services			SEC M8			Supplier to ensure that all permanent staff on the contract are visited as a minimum on one occasion per month to provide duty of care and support continuous development and maintenance of SQEP.			Staff visits are conducted in accordance witht the contract. 			Qualitative												Pass/Fail									


			General standards			GEN M1			Assignment Instructions to be maintained and updated annually and additionally within 1 month of any changes to security arrangements.			No failure by the Supplier to provide an accurate and updated set of Assignement Instructions as per the Contract. No occasions where RWM identifies non-compliance.			Qualitative												Pass/Fail									


			General standards			GEN M2			Each member of staff to be assessed as being Suitably Qualified and Experienced Personnel (SQEP) and have an agreed training and competency plan in place within 1 month of working in RWM premises.  Training to maintain SQEP to be delivered in accordance with the plan.			No of Contract Staff successfully trained within agreed SLR. No occasions where RWM identifies non-compliance.			Qualitative												Pass/Fail									


			General standards			GEN M3			All material / records to be managed in line with the Data Protection Act. 			Measurement checks to be carried out on 4 random dates. No occasions where Contracting Authority identifies non-compliance.			Qualitative												Pass/Fail									


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				


																																				











Lookup


						Number			Percentage			Qualitative						UnitofMeasurementType												AchievementValueQualitative


						Low			Low			Pass/Fail						UnitofMeasurementTypeSelected												Pass


						Med			Med									Number			Percentage			Qualitative						Fail


						High			High									G			F			H











Scoring Scales


						Scoring Scales for Unit of Measure: Number																											Scoring Scales for Unit of Measure: Percentage (%)																											Scoring Scales for Unit of Measure: Qualitative


						Score Table 1									Score Table 2									Score Table 3									Score Table 4									Score Table 5									Score Table 6									Score Table 7


						Low									Medium									High									Low									Medium									High									Pass			100%


						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Value Achieved			Supplier Score						Fail			0%


						0			100%						0			100%						0			100%						0%			0%						0%			0%						0%			0%


						1			95%						1			90%						1			80%						1%			0%						1%			0%						1%			0%


						2			95%						2			80%						2			50%						2%			5%						2%			0%						2%			0%


						3			90%						3			70%						3			0%						3%			5%						3%			0%						3%			0%


						4			90%						4			60%						4			0%						4%			5%						4%			0%						4%			0%


						5			80%						5			50%						5			0%						5%			10%						5%			0%						5%			0%


						6			80%						6			25%						6			0%						6%			10%						6%			0%						6%			0%


						7			70%						7			10%						7			0%						7%			10%						7%			0%						7%			0%


						8			70%						8			5%						8			0%						8%			10%						8%			0%						8%			0%


						9			60%						9			0%						9			0%						9%			10%						9%			0%						9%			0%


						10			60%						10			0%						10			0%						10%			25%						10%			0%						10%			0%


						11			50%						11			0%						11			0%						11%			25%						11%			0%						11%			0%


						12			50%						12			0%						12			0%						12%			25%						12%			0%						12%			0%


						13			40%						13			0%						13			0%						13%			25%						13%			0%						13%			0%


						14			40%						14			0%						14			0%						14%			25%						14%			0%						14%			0%


						15			20%						15			0%						15			0%						15%			25%						15%			0%						15%			0%


						16			20%						16			0%						16			0%						16%			25%						16%			0%						16%			0%


						17			10%						17			0%						17			0%						17%			25%						17%			0%						17%			0%


						18			10%						18			0%						18			0%						18%			25%						18%			0%						18%			0%


						19			5%						19			0%						19			0%						19%			25%						19%			0%						19%			0%


						20			5%						20			0%						20			0%						20%			40%						20%			10%						20%			0%


						21			0%						21			0%						21			0%						21%			40%						21%			10%						21%			0%


						22			0%						22			0%						22			0%						22%			40%						22%			10%						22%			0%


						23			0%						23			0%						23			0%						23%			40%						23%			10%						23%			0%


						24			0%						24			0%						24			0%						24%			40%						24%			10%						24%			0%


						25			0%						25			0%						25			0%						25%			40%						25%			10%						25%			0%


						26			0%						26			0%						26			0%						26%			40%						26%			10%						26%			0%


						27			0%						27			0%						27			0%						27%			40%						27%			10%						27%			0%


						28			0%						28			0%						28			0%						28%			40%						28%			10%						28%			0%


						29			0%						29			0%						29			0%						29%			40%						29%			10%						29%			0%


						30			0%						30			0%						30			0%						30%			60%						30%			25%						30%			0%


						31			0%						31			0%						31			0%						31%			60%						31%			25%						31%			0%


						32			0%						32			0%						32			0%						32%			60%						32%			25%						32%			0%


						33			0%						33			0%						33			0%						33%			60%						33%			25%						33%			0%


						34			0%						34			0%						34			0%						34%			60%						34%			25%						34%			0%


						35			0%						35			0%						35			0%						35%			60%						35%			25%						35%			0%


						36			0%						36			0%						36			0%						36%			60%						36%			25%						36%			0%


						37			0%						37			0%						37			0%						37%			60%						37%			25%						37%			0%


						38			0%						38			0%						38			0%						38%			60%						38%			25%						38%			0%


						39			0%						39			0%						39			0%						39%			60%						39%			25%						39%			0%


						40			0%						40			0%						40			0%						40%			80%						40%			50%						40%			0%


						41			0%						41			0%						41			0%						41%			80%						41%			50%						41%			0%


						42			0%						42			0%						42			0%						42%			80%						42%			50%						42%			0%


						43			0%						43			0%						43			0%						43%			80%						43%			50%						43%			0%


						44			0%						44			0%						44			0%						44%			80%						44%			50%						44%			0%


						45			0%						45			0%						45			0%						45%			80%						45%			50%						45%			0%


						46			0%						46			0%						46			0%						46%			80%						46%			50%						46%			0%


						47			0%						47			0%						47			0%						47%			80%						47%			50%						47%			0%


						48			0%						48			0%						48			0%						48%			80%						48%			50%						48%			0%


						49			0%						49			0%						49			0%						49%			80%						49%			50%						49%			0%


						50			0%						50			0%						50			0%						50%			100%						50%			60%						50%			0%


						51			0%						51			0%						51			0%						51%			100%						51%			60%						51%			0%


						52			0%						52			0%						52			0%						52%			100%						52%			60%						52%			0%


						53			0%						53			0%						53			0%						53%			100%						53%			60%						53%			0%


						54			0%						54			0%						54			0%						54%			100%						54%			60%						54%			0%


						55			0%						55			0%						55			0%						55%			100%						55%			60%						55%			0%


						56			0%						56			0%						56			0%						56%			100%						56%			60%						56%			0%


						57			0%						57			0%						57			0%						57%			100%						57%			60%						57%			0%


						58			0%						58			0%						58			0%						58%			100%						58%			60%						58%			0%


						59			0%						59			0%						59			0%						59%			100%						59%			60%						59%			0%


						60			0%						60			0%						60			0%						60%			100%						60%			70%						60%			0%


						61			0%						61			0%						61			0%						61%			100%						61%			70%						61%			0%


						62			0%						62			0%						62			0%						62%			100%						62%			70%						62%			0%


						63			0%						63			0%						63			0%						63%			100%						63%			70%						63%			0%


						64			0%						64			0%						64			0%						64%			100%						64%			70%						64%			0%


						65			0%						65			0%						65			0%						65%			100%						65%			70%						65%			0%


						66			0%						66			0%						66			0%						66%			100%						66%			70%						66%			0%


						67			0%						67			0%						67			0%						67%			100%						67%			70%						67%			0%


						68			0%						68			0%						68			0%						68%			100%						68%			70%						68%			0%


						69			0%						69			0%						69			0%						69%			100%						69%			70%						69%			0%


						70			0%						70			0%						70			0%						70%			100%						70%			80%						70%			0%


						71			0%						71			0%						71			0%						71%			100%						71%			80%						71%			0%


						72			0%						72			0%						72			0%						72%			100%						72%			80%						72%			0%


						73			0%						73			0%						73			0%						73%			100%						73%			80%						73%			0%


						74			0%						74			0%						74			0%						74%			100%						74%			80%						74%			0%


						75			0%						75			0%						75			0%						75%			100%						75%			80%						75%			0%


						76			0%						76			0%						76			0%						76%			100%						76%			80%						76%			0%


						77			0%						77			0%						77			0%						77%			100%						77%			80%						77%			0%


						78			0%						78			0%						78			0%						78%			100%						78%			80%						78%			0%


						79			0%						79			0%						79			0%						79%			100%						79%			80%						79%			0%


						80			0%						80			0%						80			0%						80%			100%						80%			90%						80%			0%


						81			0%						81			0%						81			0%						81%			100%						81%			90%						81%			0%


						82			0%						82			0%						82			0%						82%			100%						82%			90%						82%			0%


						83			0%						83			0%						83			0%						83%			100%						83%			90%						83%			0%


						84			0%						84			0%						84			0%						84%			100%						84%			90%						84%			0%


						85			0%						85			0%						85			0%						85%			100%						85%			90%						85%			0%


						86			0%						86			0%						86			0%						86%			100%						86%			90%						86%			0%


						87			0%						87			0%						87			0%						87%			100%						87%			90%						87%			0%


						88			0%						88			0%						88			0%						88%			100%						88%			90%						88%			0%


						89			0%						89			0%						89			0%						89%			100%						89%			90%						89%			0%


						90			0%						90			0%						90			0%						90%			100%						90%			100%						90%			0%


						91			0%						91			0%						91			0%						91%			100%						91%			100%						91%			0%


						92			0%						92			0%						92			0%						92%			100%						92%			100%						92%			0%


						93			0%						93			0%						93			0%						93%			100%						93%			100%						93%			0%


						94			0%						94			0%						94			0%						94%			100%						94%			100%						94%			0%


						95			0%						95			0%						95			0%						95%			100%						95%			100%						95%			10%


						96			0%						96			0%						96			0%						96%			100%						96%			100%						96%			25%


						97			0%						97			0%						97			0%						97%			100%						97%			100%						97%			50%


						98			0%						98			0%						98			0%						98%			100%						98%			100%						98%			75%


						99			0%						99			0%						99			0%						99%			100%						99%			100%						99%			100%


						100			0%						100			0%						100			0%						100%			100%						100%			100%						100%			100%
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Paymech Calc Overview


			Payment Mechanism Calculation




















			Payment for month number





			Therefore in Payment Mechanism, Contract Month 'n' = 





			SECTION 1: Calculation of Baseline Monthly Payment





			Contract Base Cost for Month including indexation (excluding TUPE)





			Contract Month Variation Cost including indexation in Month 





			Baseline Monthly Payment =						£0.00





			SECTION 2: Calculation of Monthly Value at Risk 





			Formula for "Monthly Value at Risk" =						Baseline Monthly Payment x Value at Risk %





			Value at Risk % =





			Monthly Total Value at Risk =						£0.00





			Input for Pass Through Costs for Previous Contract Month





			Monthly Pass Through Cost for Month -1			=





			Input of Work Orders for Previous Contract Month





			Monthly Work Order Cost for Month -1			=





			SECTION 3: Input TUPE Risk Premium for Previous Month





			Monthly TUPE Risk Premium for Month -1			=





			SECTION 4: Calculation of Performance Adjustment and Earnback for Previous Month








			Monthly Performance Adjustment for Month -1			=			£0





			Monthly Earnback for Month -1			=			£0





			Monthly Total Performance Adjustment and Earnback =						£0





			SECTION 5: Calculation of the Monthly Payment





			Monthly Payment for Month			 = 			Payment for Month is Blank





			Monthly Payment for Final Contract Month			 = 			Payment for Month is Blank








Performance Deduction Calc





			Table 1: RATCHET OPTIONS			Ratchet Value			Consecutive Failure						Failure over a 12 Month Rolling Period


			Default			1


			Ratchet 1			1.5			2						3


			Ratchet 2			1.75			3						4,5


			Ratchet 3			2			4						6,7,8,9,10,11,12





			`			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


			Table 1: ACTUAL DEDUCTIONS
Copy and paste values from the KPI Model:
'Performance Criteria' tab
Table 2: KPIs
'KPI Deduction' column.			1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services


			General Standards





			Table 2: Record of KPI Pass/Fail per Service			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass


			General Standards			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass			Pass








			Table 3: Calculation of Failure Over a 12 Month Period			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 4: Calculation of Consecutive Failure			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 5: Calculation of Deduction (uses highest figure from table 3 or table 4 above)			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			Security Services			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			General Standards			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








			Table 6:  Monthly Total Value at Risk Cap			Contract Year 1																																				Contract Year 2																																				Contract Year 3																																				Contract Year 4																																				Contract Year 5


						1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60


			This is capped at 6% of the total of the Baseline Monthly Payment for the month in question.			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0


			TOTAL DEDUCTIONS			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0			£0








Perf Earnback_Retention Calc


			EARNBACK/RETENTION





			Table 1 - Contract Duration


			Contract Month


			0			Contract Annual Period 1 - Month																																				Contract Annual Period 2 - Month																																				Contract Annual Period 3 - Month																																				Contract Annual Period 4 - Month																																				Contract Annual Period 5 - Month


			Contract Year 1 - Contract Month Split
ACTUAL DEDUCTIONS			1			2			3			4			5			6			7			8			9			10			11			12			13			14			15			16			17			18			19			20			21			22			23			24			25			26			27			28			29			30			31			32			33			34			35			36			37			38			39			40			41			42			43			44			45			46			47			48			49			50			51			52			53			54			55			56			57			58			59			60			Actual Deductions - Total for Designated Contract Month Period (£)			Earnback Amount Due from Previous Contract Month @ 50% (£)


			Security Services			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£50.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0


			General Standards			£200.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0.00			£0


																																																																																																																																																																																										£0.00			£0.00
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Introduction





This annex sets out the Security Service Standards for the Buyer. 
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RWP50 HSSEQ Policies 




Health, Safety, Security and 




Environmental Policy 




and 




Quality Policy 
 
 




Rev Date Description Owner Approvers 




2 January 2017 Second revision of HSSE Policy and 
incorporation of Quality Policy (previously 
RWP02, Rev 0) 




Peter Lock Bruce McKirdy 




David Batters 




1 October 2015 First revision of HSSE Policy Peter Lock Bruce McKirdy 




Adrian Simper 




0 April 2014 First issue of HSSE Policy Peter Lock Bruce McKirdy 




Adrian Simper 
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Foreword  
 




Radioactive Waste Management Limited has been established to deliver a geological disposal 
facility and provide radioactive waste management solutions. Achieving this mission requires us to 
consistently attain high standards of performance, deliver for our customers and build positive 
relationships with our stakeholders. This includes protecting people, assets, including information, 
and the environment, while providing value for money for the tax payer.  




RWM’s HSSE and Quality policies set out our commitment to high standards of health, safety, 
security, environmental protection and quality.  




The RWM Board and Executive Team will provide the leadership and working environment in 
which this commitment can be achieved. Delivering this commitment will also require the active 
involvement of our staff and those working with us to deliver our mission. 




  




Bruce McKirdy, Managing Director 




 
Signed: 
 
 
Date: 




David Batters, Chairman 




 
Signed: 
 
 
Date: 
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The health and safety of Radioactive Waste Management Limited’s employees, contractors and 
the public, the protection of the environment, and the security of our employees and assets are of 
paramount importance in all that we do.  Achieving high standards in these areas is critical to the 
delivery of our vision and mission. 




Our goals are simple: 




 no accidents;  




 no harm to the health of our staff or others affected by our work; 




 no damage to the environment; 




 no loss, theft or sabotage of our assets, including information; and 




 no breach of regulation. 
 
To achieve our goals we will: 




 set high standards for performance in 
health, safety, security and 
environmental protection, which we 
will meet or exceed through a risk 
based and proportionate approach.  
We will require those supporting us 
with our mission to do likewise  




 engender a culture within our 
organisation and supply chain such 
that our standards are achieved or 
exceeded  




 provide the capability necessary to 
deliver this Policy and take account of 
health, safety, security and 
environmental protection in business 
decisions 




 clearly identify RWM’s health, safety, 
security and environmental protection 
responsibilities and accountabilities, 
and ensure all involved are 
appropriately informed and trained 




 provide a healthy, safe and secure 
workplace by protecting ourselves 
and our assets, including information 
and operations, and those who or that 
may be affected by our activities, 
against risk of injury, loss or damage 




 manage risks to our staff and assets, 
including information, when working 
in places outside of our direct control 
 




 
 
 
 




 act to minimise the environmental 
impact of our activities 




 operate in an open and transparent 
manner, while appropriately 
protecting sensitive information 




 consult and inform employees and 
their safety representative on matters 
affecting their health, safety, security 
and environment and engage with 
external stakeholders to ensure we 
understand their expectations relating 
to these matters  




 regularly review and develop our 
health, safety, security and 
environmental protection Policy and 
related procedures to ensure their 
effectiveness  




 monitor, audit, review and provide 
independent oversight of our health, 
safety, security and environmental 
performance, learn from experience, 
address any deficiencies and seek 
sustained improvement  




 as a minimum comply with all legal 
requirements, other compliance 
obligations and appropriate 
international and national standards, 
while striving to have a positive effect 
on our workplace and environment  
 
 
 




Health, Safety, Security and Environmental 
Policy  
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Our Commitment to Quality 
RWM is committed to achieving high 
standards of performance and consistently 
delivering on our commitments to customers 
and stakeholders. To deliver this RWM will: 




 effectively communicate our values, 
policies and objectives 




 ensure responsibilities and 
accountabilities are clearly defined 
throughout the organisation 




 ensure we have the necessary 
organisational capability for our work 
programme and use it effectively 




 maintain effective processes for 
planning, implementing and 
supporting our work programme 




 set clear and appropriate 
performance standards which satisfy 
the applicable requirements, through 
a risk based and proportionate 
approach  




 work proactively with customers and 
stakeholders to establish their 
expectations and requirements for 
our work programme 




 maintain a robust and effective 
management system that covers 
relevant aspects of company 
activities and recognises the 
importance of people 




 use appropriate business 
improvement tools, national and 
international standards, certifications 
and awards to deliver business 
objectives 




 comply with our management system 
arrangements to ensure consistent 
and reliable delivery 




 maintain effective systems for 
continual improvement, sharing good 
practice and learning from our own 
and others experience  




 maintain an independent oversight 
function and seek 3rd party review to 
provide assurance that appropriate 
standards are achieved 




 




 




Integrated Management System 
In order to achieve the standards critical to 
the delivery of our vision and mission, RWM 
maintains an integrated management system 
which has, at its core, the following: 




 values 




 governance arrangements, 
organisational structure, roles, 
responsibilities and accountabilities 




 arrangements for identifying and 
delivering the organisational and 
individual capability necessary to 
achieve our mission 




 embedded business objectives which 
are periodically monitored, reviewed 
and reported against 




 arrangements for managing both 
customer and stakeholder 
relationships 




 application of scientific method and 
the Plan, Do, Check, Act cycle 




 integrated and documented 
arrangements for key business 
processes 




 systems for maintaining documents, 
records, information, data and 
knowledge 




 routine self-checking, monitoring and 
review of the effectiveness of 
business processes 




 application of independent oversight 
of the programme to support 
improvement and learning  




 annual performance review of the 
effectiveness and suitability of the 
management system by the 
Executive Team and Board 




Quality Policy 
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				Protection of Information Categorised as Official-Sensitive 



IPPR01-TAC13



				Version: 1



Date: March 2019















Definition



1. The Nuclear Decommissioning Authority (NDA) has a business need to share information internally and externally with UK Government (HMG) organisations and organisations in the NDA’s supply chain. This document sets the mandatory minimum requirements for the way in which NDA assets classified as OFFICIAL-SENSITIVE must be handled; this includes assets that are commercially sensitive, and those considered classified under the current UK statutory and regulatory requirements of HMG.



2. Commercially sensitive information can be described as information which, if it were to be disclosed improperly, may pose significant challenges to the NDA and/or other parties (such as BEIS, ONR, Site Licensing Companies, other stakeholders, NDA staff and their families or the wider public) including but not confined to: incidents or issues that may have an adverse impact on the NDA’s reputation; an increased risk to the security of persons or property; and, an increased risk of litigation.



3. Classified information can be described as information which has an intrinsic value to HMG and therefore must be protected appropriately under the Government Classification Scheme (GSC) which consists of three security markings, OFFICIAL (including OFFICIAL-SENSITIVE), SECRET and TOP SECRET.



4. The minimum requirements for the handling of OFFICIAL-SENSITIVE information are stipulated within this document. Requirements for the handling of OFFICIAL, SECRET and TOP SECRET information and also information designated as OFFICIAL-SENSITIVE:SNI (Sensitive Nuclear Information[footnoteRef:1]) are stipulated in other IPPR01-TAC documents. [1:  For the definition of Sensitive Nuclear Information and the requirements for protection of such material - see IPPR01-TAC07
] 




Classification of OFFICIAL-SENSITIVE information



5. The OFFICIAL-SENSITIVE marking is used to identify information of a particularly sensitive nature which could have more damaging consequences. The “Sensitive” handling caveat should only be used in circumstances (depending on the subject area, context and in some cases, any statutory or regulatory requirements) where there is a clear and justifiable requirement to reinforce the ‘need to know’. 



6. Examples of information which may attract this marking are:



· sensitive corporate or operational information, e.g. relating to organisational change planning, contentious negotiations, or major security or business continuity issues, NDA competitions.



· Policy development and advice to ministers on contentious and very sensitive issues. 



· Commercial or market sensitive information, including that subject to statutory or regulatory obligations, that may be damaging to NDA or to a commercial partner if improperly accessed. 



· Information about investigations and civil or criminal proceedings that could compromise public protection or enforcement activities, or prejudice court cases. 



· More sensitive information about defence, security assets or equipment that could damage capabilities or effectiveness, but does not require SECRET level protections. 



· Diplomatic business or activities or international negotiations, where inappropriate access could impact foreign relations or negotiating positions and must be limited to bounded groups. 



· Sensitive and very sensitive personal data, such as medical records, bank details, information about vulnerable or at‐risk people, where it is not considered necessary to manage this information in the SECRET category.



7. NDA Information Asset Owners are responsible for identifying any sensitive information within the category and for applying appropriate handling instructions and business processes to ensure that it is securely handled.



8. To support specific business requirements and compartmentalise information, NDA may apply an optional DESCRIPTOR, alongside the OFFICIAL-SENSITIVE classification, to distinguish particular types of information and indicate the need for additional common sense precautions to limit access.



Descriptors include:



· COMMERCIAL



· LOCSEN



· PERSONAL



· SNI



1. 



2. 



3. 



4. 



5. 







 Assurance Visits



9. If NDA requires a Supplier to handle, process, store or produce OFFICIAL-SENSITIVE information on its behalf, the Supplier will be subject to formal assurance by NDA (or a third-party acting on behalf of NDA) as their Contracting Authority.   



10. Once this process has been undertaken, the Supplier, their designated premises, and where required specific IT systems, will be given authorisation to handle, process, store or produce such information on behalf of the NDA.















The Official Secrets Acts 



11. Suppliers attention is drawn to the provisions of the Official Secrets Acts 1911 to 1989 in general, and to the provisions of Section 2 of the Official Secrets Act 1911 (as amended by the Act of 1989) in particular. The Supplier shall:



· take all reasonable steps to ensure that all Employees engaged on any work in connection with the Contract have notice that the Official Secrets Acts 1911-1989 apply to them and will continue so to apply after the completion or termination of the Contract; and 



· if directed by the NDA, ensure that any Employee shall sign a statement acknowledging that, both during the term of the Contract and after its completion or termination, he is bound by the Official Secrets Acts 1911-1989 (and where applicable by any other legislation). 



Protection of OFFICIAL-SENSITIVE Information



12. In order to demonstrate evidence of effective arrangements for the protection of OFFICIAL-SENSITIVE information, and noting the requirements included within the Government Security Classifications (GSC), NDA considers the expectations and requirements articulated within the HMG Security Policy Framework (SPF) and Cabinet Office Physical Security guidance to be relevant good practice.



13. All OFFICIAL-SENSITIVE material must be protected and appropriately handled, processed, stored or created and/or in accordance with the following guidance and legislation:



· HM Government: Security Policy Framework



https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710816/HMG-Security-Policy-Framework-v1.1.doc.pdf



	HM Government: Security Classifications



	https://www.gov.uk/government/publications/government-security-classifications 



14. Suppliers handling OFFICIAL-SENSITIVE must co-operate, facilitate and permit the carrying out of periodic assurance processes by the NDA to assure obligations under relevant HMG security policy are being met. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA. 



15. OFFICIAL-SENSITIVE documents and emails must be clearly marked with the classification. For emails, the classification should be included within the subject line of the email in the following format:



· [OFFICIAL-SENSITIVE] This is a test subject



· [OFFICIAL-SENSITIVE:PERSONAL] This is a test subject



· [OFFICIAL-SENSITIVE:SNI] This is a test subject



Note the use of the colon (“:”) between the classification and the DESCRIPTOR, and the hyphen (“-”) between the words “OFFICIAL” and “SENSITIVE”. There is no whitespace between any of the characters in the classifications.



16. OFFICIAL-SENSITIVE documents and emails must include a handling instruction to ensure that the recipient understands the protection requirements for the information. The handling instruction should include details of why the information is sensitive, and any specific requirements for its care.



e.g.



	“This information has been produced by the Nuclear Decommissioning Authority and contains details of security settings on the NDA's network. Please do not forward this information without the written approval of the sender”



Physical Security Requirements



17. Supplier should adopt appropriate physical protection measures to ensure that information and associated assets are protected against a wide range of threats.



18. Physical security measures should be deployed in a defence in depth approach that provides layers of protection. The types of controls that could be in place to mitigate physical security risks may include, but not be limited to, those listed below:



· Physical segregation measures should be in place such as controlled entry/exit/access and egress points for buildings, rooms and more vulnerable specialist areas using walls, floors, ceilings, doors and windows.



· Alarm systems should be considered for monitoring access to those rooms and areas and communications pathways, where information and associated assets may be stored or processed.



· A CCTV system can be an effective protection mechanism for both internal and external use.



· Additional containers may be required even within defined secure areas to protect hard copy information or to provide additional protection to sensitive data stores and system components such as servers. 



· Technology should be sited in a manner to mitigate the risk of overlooking and overhearing from personnel without a need to know. In many modern buildings an open plan environment is favoured but this must be balanced by maintaining the need to know where sensitive information is potentially at risk.



· Where media (of all types) is used to transfer information, physical security risks to include loss and/or theft of such media should be mitigated.



· Where remote working is required operationally, suppliers should have a clear understanding of the risks involved and should have measures in place to mitigate them adequately, supported by a mobile working policy.



· OFFICIAL-SENSITIVE information may, upon agreement of NDA, be stored in a variety of locations and systems and the environmental controls for all of these locations should be considered to ensure that information and associated assets are not damaged or destroyed by changes in conditions.



Personnel Security Requirements



19. Supplier Staff requiring access to OFFICIAL-SENSITIVE information shall be subject to pre-employment checks that include the HMG Baseline Personnel Security Standard as a minimum. Under Nuclear Regulation NDA can only accept BPSS clearances carried out by “ONR recognised Delegated Authorities”, requirements should be confirmed with the NDA Vetting Team prior to commencing any clearance checks and Supplier staff will be required to undergo the NDA Security Induction.



20. There may be some instances where the NDA require higher level clearances, where this incidence occurs NDA will stipulate this to the Supplier in writing, usually during Tender stage of the procurement process.



Information Security



21. Suppliers must maintain the confidentiality, integrity and availability of OFFICIAL-SENSITIVE information and associated assets.



22. Access to OFFICIAL-SENSITIVE information shall be confined to those individuals who have a “need-to know” and whose access is essential for the purpose of his or her duties.



23. Suppliers shall mark all OFFICIAL-SENSITIVE documents which it creates or copies during the Contract clearly with the OFFICIAL-SENSITIVE classification.



24. The compromise of a significant amount of information is likely to have a higher impact than the loss of individual assets, therefore may merit more rigorous handling controls. Aggregation, accumulation and association of information must be carefully considered.



25. Suppliers should ensure that there is a coherent strategy to implement Cyber Security and Information Assurance (CS&IA) in all relevant areas of the business. The scope should include partners, service providers and suppliers holding information and associated assets for which the organisation is responsible.



26. The CS&IA strategy and its associated programme should be underpinned by a comprehensive policy structure that is tailored to the organisation.



27. Information and associated assets should be sanitised adequately, in line with HMG requirements stipulated in Information Assurance Standard No.5 (or subsequent successor), for re-use or destroyed securely when no longer required. This applies to both hard copy and digital information however stored. Sanitisation or destruction mechanisms must be supported by an appropriate tracking and recording mechanism to provide traceability of information and associated assets at all stages. Where information and associated assets have been physically destroyed a destruction certificate should be provided.



28. Information categorised OFFICIAL-SENSITIVE should only be handled, processed, stored or created on NDA IT systems save in circumstances where the NDA has a requirement for such Information to be handled, processed, stored or created on the Supplier’s IT network/IT system and duly authorises the Supplier to hold such Information.



29. If NDA requires you to hold such material on an IT system you will be required to demonstrate accreditation of all IT systems holding such material. 



30. In relation to a requirement from the NDA for the Supplier to handle, process, store or create information classified as OFFICIAL-SENSITIVE on the Supplier’s IT network/IT system, such systems must be independently certified as meeting the requirements of Cyber Essentials Plus.



31. Specific functions that must be provided by an IT system to satisfy the minimum requirements above cannot be fully described here; it is for the Supplier to identify possible means of attack and ensure adequate security mitigations are applied.







32. Controls must be in place to ensure that only authorised persons can gain access to classified data, and the data, whether on magnetic/optical media or within the machine or network, must be safeguarded when not in use. 



33. Suppliers IT systems shall be suitably segmented and segregated to ensure that NDA data is not visible to anybody except those working on the project, and who have a need to know.



34. Physical access to all hardware elements of the IT system is to be strictly controlled. The principle of “least privilege” will be applied to System Administrators. Administrators should not conduct ‘standard’ user functions using their privileged accounts.



35. Hard copy information is not to be scanned or copied into an electronic format i.e. PDF without authorisation from NDA.



Loss and Incident Reporting



36. The Supplier will be required to immediately report any loss or otherwise compromise of information to the NDA. Email reports to “security.reporting@nda.gov.uk”



37. If there is suspected loss or suspected otherwise compromise of the information, the Supplier is required to immediately report the details to the Security Department at NDA. Such events will need to be onward reported by the NDA to the Security Division of ONR (Office for Nuclear Regulation) under the Nuclear Industries Security Regulations 2003 (NISR 2003) within 24 hours.



38. Any other such security incident involving information will be immediately reported to the NDA via email to security.reporting@nda.gov.uk.



Security Aspects Letters



39. The Supplier will be required to undergo security assurance processes by the NDA and to sign a Security Aspects Letter prior to any work commencing. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA.



40. The Security Aspects Letter shall define the OFFICIAL-SENSITIVE information that is provided to the Contractor, or is to be produced by them, under the Contract. 



41. NDA shall have the right to request evidence from the Supplier of compliance with the requirements of the Security Aspects Letter and shall require access to inspect your processes and premises in order to assure compliance with the requirements of the Security Aspects Letter.



42. NDA have a right to terminate the Contract where the Supplier is unable to comply with the requirements of the Security Aspects Letter and for the avoidance of doubt, such right to termination in these circumstances will be without any liability.



Subcontracting



43. The sharing of OFFICIAL-SENSITIVE information with Subcontractors is permitted with the prior agreement of NDA. (For subcontracting where information constitutes SNI – refer to IPPR01-TAC07)



44. The international exchange of OFFICIAL-SENSITIVE information is a complex area and requirements can vary depending upon the countries involved. Any requirement to subcontract to overseas contractors must be discussed with NDA at the earliest opportunity. The written approval of NDA must be obtained before any documents, information or equipment are released or passed to a foreign Government, organisation, firm or individual.



45. Holders of OFFICIAL-SENSITIVE information are required to maintain, and, as required, shall procure that any Subcontractor maintains, such security standards, procedures and arrangements, for the purpose of minimising the risk of loss, theft or unauthorised disclosure of, or unauthorised access to, any OFFICIAL-SENSITIVE information.



General Contract Security Advice



46. Security advice on any aspect of security relating to NDA contracts is available from the NDA Security Manager or NDA Security Advisors by emailing security.manager@nda.gov.uk
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Definition


1. The Nuclear Decommissioning Authority (NDA) has a business need to share information internally and externally with UK Government (HMG) organisations and organisations in the NDA’s supply chain. This document sets the mandatory minimum requirements for the way in which NDA assets classified as OFFICIAL-SENSITIVE must be handled; this includes assets that are commercially sensitive, and those considered classified under the current UK statutory and regulatory requirements of HMG.


2. Commercially sensitive information can be described as information which, if it were to be disclosed improperly, may pose significant challenges to the NDA and/or other parties (such as BEIS, ONR, Site Licensing Companies, other stakeholders, NDA staff and their families or the wider public) including but not confined to: incidents or issues that may have an adverse impact on the NDA’s reputation; an increased risk to the security of persons or property; and, an increased risk of litigation.


3. Classified information can be described as information which has an intrinsic value to HMG and therefore must be protected appropriately under the Government Classification Scheme (GSC) which consists of three security markings, OFFICIAL (including OFFICIAL-SENSITIVE), SECRET and TOP SECRET.


4. The minimum requirements for the handling of OFFICIAL-SENSITIVE information are stipulated within this document. Requirements for the handling of OFFICIAL, SECRET and TOP SECRET information and also information designated as OFFICIAL-SENSITIVE:SNI (Sensitive Nuclear Information[footnoteRef:1]) are stipulated in other IPPR01-TAC documents. [1:  For the definition of Sensitive Nuclear Information and the requirements for protection of such material - see IPPR01-TAC07
] 



Classification of OFFICIAL-SENSITIVE information


5. The OFFICIAL-SENSITIVE marking is used to identify information of a particularly sensitive nature which could have more damaging consequences. The “Sensitive” handling caveat should only be used in circumstances (depending on the subject area, context and in some cases, any statutory or regulatory requirements) where there is a clear and justifiable requirement to reinforce the ‘need to know’. 


6. Examples of information which may attract this marking are:


· sensitive corporate or operational information, e.g. relating to organisational change planning, contentious negotiations, or major security or business continuity issues, NDA competitions.


· Policy development and advice to ministers on contentious and very sensitive issues. 


· Commercial or market sensitive information, including that subject to statutory or regulatory obligations, that may be damaging to NDA or to a commercial partner if improperly accessed. 


· Information about investigations and civil or criminal proceedings that could compromise public protection or enforcement activities, or prejudice court cases. 


· More sensitive information about defence, security assets or equipment that could damage capabilities or effectiveness, but does not require SECRET level protections. 


· Diplomatic business or activities or international negotiations, where inappropriate access could impact foreign relations or negotiating positions and must be limited to bounded groups. 


· Sensitive and very sensitive personal data, such as medical records, bank details, information about vulnerable or at‐risk people, where it is not considered necessary to manage this information in the SECRET category.


7. NDA Information Asset Owners are responsible for identifying any sensitive information within the category and for applying appropriate handling instructions and business processes to ensure that it is securely handled.


8. To support specific business requirements and compartmentalise information, NDA may apply an optional DESCRIPTOR, alongside the OFFICIAL-SENSITIVE classification, to distinguish particular types of information and indicate the need for additional common sense precautions to limit access.


Descriptors include:


· COMMERCIAL


· LOCSEN


· PERSONAL


· SNI


1. 


2. 


3. 


4. 


5. 





 Assurance Visits


9. If NDA requires a Supplier to handle, process, store or produce OFFICIAL-SENSITIVE information on its behalf, the Supplier will be subject to formal assurance by NDA (or a third-party acting on behalf of NDA) as their Contracting Authority.   


10. Once this process has been undertaken, the Supplier, their designated premises, and where required specific IT systems, will be given authorisation to handle, process, store or produce such information on behalf of the NDA.











The Official Secrets Acts 


11. Suppliers attention is drawn to the provisions of the Official Secrets Acts 1911 to 1989 in general, and to the provisions of Section 2 of the Official Secrets Act 1911 (as amended by the Act of 1989) in particular. The Supplier shall:


· take all reasonable steps to ensure that all Employees engaged on any work in connection with the Contract have notice that the Official Secrets Acts 1911-1989 apply to them and will continue so to apply after the completion or termination of the Contract; and 


· if directed by the NDA, ensure that any Employee shall sign a statement acknowledging that, both during the term of the Contract and after its completion or termination, he is bound by the Official Secrets Acts 1911-1989 (and where applicable by any other legislation). 


Protection of OFFICIAL-SENSITIVE Information


12. In order to demonstrate evidence of effective arrangements for the protection of OFFICIAL-SENSITIVE information, and noting the requirements included within the Government Security Classifications (GSC), NDA considers the expectations and requirements articulated within the HMG Security Policy Framework (SPF) and Cabinet Office Physical Security guidance to be relevant good practice.


13. All OFFICIAL-SENSITIVE material must be protected and appropriately handled, processed, stored or created and/or in accordance with the following guidance and legislation:


· HM Government: Security Policy Framework


https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710816/HMG-Security-Policy-Framework-v1.1.doc.pdf


	HM Government: Security Classifications


	https://www.gov.uk/government/publications/government-security-classifications 


14. Suppliers handling OFFICIAL-SENSITIVE must co-operate, facilitate and permit the carrying out of periodic assurance processes by the NDA to assure obligations under relevant HMG security policy are being met. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA. 


15. OFFICIAL-SENSITIVE documents and emails must be clearly marked with the classification. For emails, the classification should be included within the subject line of the email in the following format:


· [OFFICIAL-SENSITIVE] This is a test subject


· [OFFICIAL-SENSITIVE:PERSONAL] This is a test subject


· [OFFICIAL-SENSITIVE:SNI] This is a test subject


Note the use of the colon (“:”) between the classification and the DESCRIPTOR, and the hyphen (“-”) between the words “OFFICIAL” and “SENSITIVE”. There is no whitespace between any of the characters in the classifications.


16. OFFICIAL-SENSITIVE documents and emails must include a handling instruction to ensure that the recipient understands the protection requirements for the information. The handling instruction should include details of why the information is sensitive, and any specific requirements for its care.


e.g.


	“This information has been produced by the Nuclear Decommissioning Authority and contains details of security settings on the NDA's network. Please do not forward this information without the written approval of the sender”


Physical Security Requirements


17. Supplier should adopt appropriate physical protection measures to ensure that information and associated assets are protected against a wide range of threats.


18. Physical security measures should be deployed in a defence in depth approach that provides layers of protection. The types of controls that could be in place to mitigate physical security risks may include, but not be limited to, those listed below:


· Physical segregation measures should be in place such as controlled entry/exit/access and egress points for buildings, rooms and more vulnerable specialist areas using walls, floors, ceilings, doors and windows.


· Alarm systems should be considered for monitoring access to those rooms and areas and communications pathways, where information and associated assets may be stored or processed.


· A CCTV system can be an effective protection mechanism for both internal and external use.


· Additional containers may be required even within defined secure areas to protect hard copy information or to provide additional protection to sensitive data stores and system components such as servers. 


· Technology should be sited in a manner to mitigate the risk of overlooking and overhearing from personnel without a need to know. In many modern buildings an open plan environment is favoured but this must be balanced by maintaining the need to know where sensitive information is potentially at risk.


· Where media (of all types) is used to transfer information, physical security risks to include loss and/or theft of such media should be mitigated.


· Where remote working is required operationally, suppliers should have a clear understanding of the risks involved and should have measures in place to mitigate them adequately, supported by a mobile working policy.


· OFFICIAL-SENSITIVE information may, upon agreement of NDA, be stored in a variety of locations and systems and the environmental controls for all of these locations should be considered to ensure that information and associated assets are not damaged or destroyed by changes in conditions.


Personnel Security Requirements


19. Supplier Staff requiring access to OFFICIAL-SENSITIVE information shall be subject to pre-employment checks that include the HMG Baseline Personnel Security Standard as a minimum. Under Nuclear Regulation NDA can only accept BPSS clearances carried out by “ONR recognised Delegated Authorities”, requirements should be confirmed with the NDA Vetting Team prior to commencing any clearance checks and Supplier staff will be required to undergo the NDA Security Induction.


20. There may be some instances where the NDA require higher level clearances, where this incidence occurs NDA will stipulate this to the Supplier in writing, usually during Tender stage of the procurement process.


Information Security


21. Suppliers must maintain the confidentiality, integrity and availability of OFFICIAL-SENSITIVE information and associated assets.


22. Access to OFFICIAL-SENSITIVE information shall be confined to those individuals who have a “need-to know” and whose access is essential for the purpose of his or her duties.


23. Suppliers shall mark all OFFICIAL-SENSITIVE documents which it creates or copies during the Contract clearly with the OFFICIAL-SENSITIVE classification.


24. The compromise of a significant amount of information is likely to have a higher impact than the loss of individual assets, therefore may merit more rigorous handling controls. Aggregation, accumulation and association of information must be carefully considered.


25. Suppliers should ensure that there is a coherent strategy to implement Cyber Security and Information Assurance (CS&IA) in all relevant areas of the business. The scope should include partners, service providers and suppliers holding information and associated assets for which the organisation is responsible.


26. The CS&IA strategy and its associated programme should be underpinned by a comprehensive policy structure that is tailored to the organisation.


27. Information and associated assets should be sanitised adequately, in line with HMG requirements stipulated in Information Assurance Standard No.5 (or subsequent successor), for re-use or destroyed securely when no longer required. This applies to both hard copy and digital information however stored. Sanitisation or destruction mechanisms must be supported by an appropriate tracking and recording mechanism to provide traceability of information and associated assets at all stages. Where information and associated assets have been physically destroyed a destruction certificate should be provided.


28. Information categorised OFFICIAL-SENSITIVE should only be handled, processed, stored or created on NDA IT systems save in circumstances where the NDA has a requirement for such Information to be handled, processed, stored or created on the Supplier’s IT network/IT system and duly authorises the Supplier to hold such Information.


29. If NDA requires you to hold such material on an IT system you will be required to demonstrate accreditation of all IT systems holding such material. 


30. In relation to a requirement from the NDA for the Supplier to handle, process, store or create information classified as OFFICIAL-SENSITIVE on the Supplier’s IT network/IT system, such systems must be independently certified as meeting the requirements of Cyber Essentials Plus.


31. Specific functions that must be provided by an IT system to satisfy the minimum requirements above cannot be fully described here; it is for the Supplier to identify possible means of attack and ensure adequate security mitigations are applied.





32. Controls must be in place to ensure that only authorised persons can gain access to classified data, and the data, whether on magnetic/optical media or within the machine or network, must be safeguarded when not in use. 


33. Suppliers IT systems shall be suitably segmented and segregated to ensure that NDA data is not visible to anybody except those working on the project, and who have a need to know.


34. Physical access to all hardware elements of the IT system is to be strictly controlled. The principle of “least privilege” will be applied to System Administrators. Administrators should not conduct ‘standard’ user functions using their privileged accounts.


35. Hard copy information is not to be scanned or copied into an electronic format i.e. PDF without authorisation from NDA.


Loss and Incident Reporting


36. The Supplier will be required to immediately report any loss or otherwise compromise of information to the NDA. Email reports to “security.reporting@nda.gov.uk”


37. If there is suspected loss or suspected otherwise compromise of the information, the Supplier is required to immediately report the details to the Security Department at NDA. Such events will need to be onward reported by the NDA to the Security Division of ONR (Office for Nuclear Regulation) under the Nuclear Industries Security Regulations 2003 (NISR 2003) within 24 hours.


38. Any other such security incident involving information will be immediately reported to the NDA via email to security.reporting@nda.gov.uk.


Security Aspects Letters


39. The Supplier will be required to undergo security assurance processes by the NDA and to sign a Security Aspects Letter prior to any work commencing. These assurance processes may include onsite assurance visits by members of the NDA Security Team or a third-party acting on behalf of the NDA.


40. The Security Aspects Letter shall define the OFFICIAL-SENSITIVE information that is provided to the Contractor, or is to be produced by them, under the Contract. 


41. NDA shall have the right to request evidence from the Supplier of compliance with the requirements of the Security Aspects Letter and shall require access to inspect your processes and premises in order to assure compliance with the requirements of the Security Aspects Letter.


42. NDA have a right to terminate the Contract where the Supplier is unable to comply with the requirements of the Security Aspects Letter and for the avoidance of doubt, such right to termination in these circumstances will be without any liability.


Subcontracting


43. The sharing of OFFICIAL-SENSITIVE information with Subcontractors is permitted with the prior agreement of NDA. (For subcontracting where information constitutes SNI – refer to IPPR01-TAC07)


44. The international exchange of OFFICIAL-SENSITIVE information is a complex area and requirements can vary depending upon the countries involved. Any requirement to subcontract to overseas contractors must be discussed with NDA at the earliest opportunity. The written approval of NDA must be obtained before any documents, information or equipment are released or passed to a foreign Government, organisation, firm or individual.


45. Holders of OFFICIAL-SENSITIVE information are required to maintain, and, as required, shall procure that any Subcontractor maintains, such security standards, procedures and arrangements, for the purpose of minimising the risk of loss, theft or unauthorised disclosure of, or unauthorised access to, any OFFICIAL-SENSITIVE information.


General Contract Security Advice


46. Security advice on any aspect of security relating to NDA contracts is available from the NDA Security Manager or NDA Security Advisors by emailing security.manager@nda.gov.uk
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RWP50 HSSEQ Policies 



Health, Safety, Security and 



Environmental Policy 



and 



Quality Policy 
 
 



Rev Date Description Owner Approvers 



2 January 2017 Second revision of HSSE Policy and 
incorporation of Quality Policy (previously 
RWP02, Rev 0) 



Peter Lock Bruce McKirdy 



David Batters 



1 October 2015 First revision of HSSE Policy Peter Lock Bruce McKirdy 



Adrian Simper 



0 April 2014 First issue of HSSE Policy Peter Lock Bruce McKirdy 



Adrian Simper 
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Foreword  
 



Radioactive Waste Management Limited has been established to deliver a geological disposal 
facility and provide radioactive waste management solutions. Achieving this mission requires us to 
consistently attain high standards of performance, deliver for our customers and build positive 
relationships with our stakeholders. This includes protecting people, assets, including information, 
and the environment, while providing value for money for the tax payer.  



RWM’s HSSE and Quality policies set out our commitment to high standards of health, safety, 
security, environmental protection and quality.  



The RWM Board and Executive Team will provide the leadership and working environment in 
which this commitment can be achieved. Delivering this commitment will also require the active 
involvement of our staff and those working with us to deliver our mission. 



  



Bruce McKirdy, Managing Director 



 
Signed: 
 
 
Date: 



David Batters, Chairman 



 
Signed: 
 
 
Date: 
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The health and safety of Radioactive Waste Management Limited’s employees, contractors and 
the public, the protection of the environment, and the security of our employees and assets are of 
paramount importance in all that we do.  Achieving high standards in these areas is critical to the 
delivery of our vision and mission. 



Our goals are simple: 



 no accidents;  



 no harm to the health of our staff or others affected by our work; 



 no damage to the environment; 



 no loss, theft or sabotage of our assets, including information; and 



 no breach of regulation. 
 
To achieve our goals we will: 



 set high standards for performance in 
health, safety, security and 
environmental protection, which we 
will meet or exceed through a risk 
based and proportionate approach.  
We will require those supporting us 
with our mission to do likewise  



 engender a culture within our 
organisation and supply chain such 
that our standards are achieved or 
exceeded  



 provide the capability necessary to 
deliver this Policy and take account of 
health, safety, security and 
environmental protection in business 
decisions 



 clearly identify RWM’s health, safety, 
security and environmental protection 
responsibilities and accountabilities, 
and ensure all involved are 
appropriately informed and trained 



 provide a healthy, safe and secure 
workplace by protecting ourselves 
and our assets, including information 
and operations, and those who or that 
may be affected by our activities, 
against risk of injury, loss or damage 



 manage risks to our staff and assets, 
including information, when working 
in places outside of our direct control 
 



 
 
 
 



 act to minimise the environmental 
impact of our activities 



 operate in an open and transparent 
manner, while appropriately 
protecting sensitive information 



 consult and inform employees and 
their safety representative on matters 
affecting their health, safety, security 
and environment and engage with 
external stakeholders to ensure we 
understand their expectations relating 
to these matters  



 regularly review and develop our 
health, safety, security and 
environmental protection Policy and 
related procedures to ensure their 
effectiveness  



 monitor, audit, review and provide 
independent oversight of our health, 
safety, security and environmental 
performance, learn from experience, 
address any deficiencies and seek 
sustained improvement  



 as a minimum comply with all legal 
requirements, other compliance 
obligations and appropriate 
international and national standards, 
while striving to have a positive effect 
on our workplace and environment  
 
 
 



Health, Safety, Security and Environmental 
Policy  
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Our Commitment to Quality 
RWM is committed to achieving high 
standards of performance and consistently 
delivering on our commitments to customers 
and stakeholders. To deliver this RWM will: 



 effectively communicate our values, 
policies and objectives 



 ensure responsibilities and 
accountabilities are clearly defined 
throughout the organisation 



 ensure we have the necessary 
organisational capability for our work 
programme and use it effectively 



 maintain effective processes for 
planning, implementing and 
supporting our work programme 



 set clear and appropriate 
performance standards which satisfy 
the applicable requirements, through 
a risk based and proportionate 
approach  



 work proactively with customers and 
stakeholders to establish their 
expectations and requirements for 
our work programme 



 maintain a robust and effective 
management system that covers 
relevant aspects of company 
activities and recognises the 
importance of people 



 use appropriate business 
improvement tools, national and 
international standards, certifications 
and awards to deliver business 
objectives 



 comply with our management system 
arrangements to ensure consistent 
and reliable delivery 



 maintain effective systems for 
continual improvement, sharing good 
practice and learning from our own 
and others experience  



 maintain an independent oversight 
function and seek 3rd party review to 
provide assurance that appropriate 
standards are achieved 



 



 



Integrated Management System 
In order to achieve the standards critical to 
the delivery of our vision and mission, RWM 
maintains an integrated management system 
which has, at its core, the following: 



 values 



 governance arrangements, 
organisational structure, roles, 
responsibilities and accountabilities 



 arrangements for identifying and 
delivering the organisational and 
individual capability necessary to 
achieve our mission 



 embedded business objectives which 
are periodically monitored, reviewed 
and reported against 



 arrangements for managing both 
customer and stakeholder 
relationships 



 application of scientific method and 
the Plan, Do, Check, Act cycle 



 integrated and documented 
arrangements for key business 
processes 



 systems for maintaining documents, 
records, information, data and 
knowledge 



 routine self-checking, monitoring and 
review of the effectiveness of 
business processes 



 application of independent oversight 
of the programme to support 
improvement and learning  



 annual performance review of the 
effectiveness and suitability of the 
management system by the 
Executive Team and Board 



Quality Policy 
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Introduction





This annex sets out the equipment list currently provided by the incumbent Security Personal Services Supplier for each consortium Member’s Location. 
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[bookmark: _Toc10620938][bookmark: _Ref499636676][bookmark: _Toc19795680]Security Equipment Requirements


[bookmark: _Toc15311371][bookmark: _Toc10620940][bookmark: _Toc15311372][bookmark: _Toc19795681]The Buyer will outline the Security Equipment currently supplied by the incumbent contract holder.


[bookmark: _Toc10620941][bookmark: _Toc15311373][bookmark: _Toc19795682]The Buyer will require the successful bidder to ensure similar equipment is provided in order to maintain the required standard of service. 


[bookmark: _Toc19795683]Buyer’s Specific Equipment Requirements


[bookmark: _Toc15311375][bookmark: _Toc15311376][bookmark: _Toc19795684]The list of Equipment Requirements to be provided by the supplier per each location is detailed in item 3 below. 


[bookmark: _Toc19795685]List of Equipment Requirements


			SITE


			EQUIPMENT 





			RWM


			         Uniform + PPE





			


			         Torch (personal issue)
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Radioactive Waste Management Security Personnel Services: Short Term Contract





Further Competition under RM6089 Workplace Services (FM Marketplace Phase 2) Lot 1A 





Reference Number: FM-084-2019









Introduction





This annex sets out the Buyer’s training requirements.
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[bookmark: _Toc10620938][bookmark: _Ref499636676][bookmark: _Toc19796294]Security Personnel Qualifications and Experience Requirements


[bookmark: _Toc10620940][bookmark: _Toc19796295]The Buyer in conjunction with other Nuclear Decommissioning Authority funded organisations and subsidiaries are seeking to standardise the levels of qualifications and experience for security personnel to enable the development of a workforce with transferrable skills across the Civil Nuclear Decommissioning estate.


[bookmark: _Toc10620941][bookmark: _Toc19796296]To deliver this the Nuclear Decommissioning Authority and its subsidiaries have a strategy to standardise the training of its Civilian Guard Force using eight common themes; these include:


[bookmark: _Toc10620942][bookmark: _Toc19796297]Access Control Systems


[bookmark: _Toc10620943][bookmark: _Toc19796298]Communication systems / procedures


[bookmark: _Toc10620944][bookmark: _Toc19796299]Emergency Response


[bookmark: _Toc10620945][bookmark: _Toc19796300]Introduction to Terror (packages/telephone)


[bookmark: _Toc10620946][bookmark: _Toc19796301]ONR-CNSS Overview


[bookmark: _Toc10620947][bookmark: _Toc19796302]Patrolling of the site


[bookmark: _Toc10620948][bookmark: _Toc19796303]Security Alarm Testing


[bookmark: _Toc10620949][bookmark: _Toc19796304]Vehicle and Personnel Searching – use of equipment to effect the searches.


[bookmark: _Toc10620950][bookmark: _Toc19796305]The Nuclear Decommissioning Authority and its subsidiaries are seeking to develop a National Qualification for Security Personnel; this training will be provided by the Buyer and Cluster Members.


[bookmark: _Toc19796306]Buyer’s Specific Training Requirements


[bookmark: _Toc19796307]Radioactive Waste Management Service Specific Training Requirements:


In addition to the Health and Safety Training requirements detailed within Service A:2 and Work Package C – SC: General Requirements of Attachment 3 – Annex B  Standards and Processes; Security Personnel are required to:  


Be trained in the use of automated external defibrillators (AED); 


Undertake a First Aid at Work course (minimum 3-days). 
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Cyber Essentials Scheme (CES) 



Questionnaire 
 



 



 



No liability is accepted for loss or damage from any cause whatsoever from the use of the document.  



CREST retains the right to alter the document at any time. 
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Scope of the Assessment 



Organisation details 



Please ensure the following data is captured prior to commencing a Cyber Essentials project. 
 



Topic Response  



Name of organisation   



Registered Address   



Company / Charity 
Number 



  



Sector   



Turnover   



Number of Employees   



Name of main contact   



Contact Job title   



Date of response   



Contact Email   



Contact Telephone   



CE Level Desired  *Cyber Essentials or Cyber 
Essentials Plus 



 



Technology in scope 



Technology used by organisations can be diverse and range from smartphones, tablets and laptops 
to large scale infrastructure, as well as the use of externally hosted systems.  This implementation 
profile covers only the critical technical controls required to protect an organisation’s most exposed 
technology against the commonest forms of Internet-based cyber threats.  Technical testing covers a 
range of external infrastructure and corporate devices including workstations and other devices.  The 
majority of shared service components hosted by third parties are beyond the scope of this audit and 
information should be provided to prove they have existing certifications in place for the services they 
provide. Infrastructure as a Service (IaaS) where the organisation controls and manages the 
operating system is in scope. This evidence will need to be reviewed by the Cyber Essentials CB 
consultant as part of the review.  
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Remote Vulnerability Scan (Stage 1 – Cyber Essentials) 



Include cloud services that are part of the organisation’s infrastructure, even if they are out of scope 



for the assessment.  Please provide as much information as possible and include all relevant DNS 



names. 



 



IP Address 
(or range) 
v4 and v6 
addresses 



Fully Qualified 
Domain Name 
(FQDN) *where 
appropriate  



Nature & 
Description of 
System 
(eg, firewall, 
website, cms,) 



System Ownership 
and Hosting 
(eg internal system, 
dedicated external 
hosted, dedicated 
cloud system, 
shared platform) 



If out of scope, 
organisation 
should cite a 
reason why. 



 



Workstation Assessment (Stage 2 - Cyber Essentials PLUS only) 



A representative workstation is a single instance of a common build, if no such common build exists, 



all workstations will require testing. Where there are a number of workstations of the same build then 



the following sample size must be assessed: 



Sample Size Table  



  



No. of end points (of same 
build) 



Test sample  



1 1 



2-5 2 



6-19 3 



20-60 4 



61+ 5 
 



Description of the 
device  
(with unique ID 
such as serial 
number) 



Operating 
System 



Username and 
password of a 
test user 
account 
representing the 
device’s typical 
user. 



Confirmation that 
the device and test 
account supplied 
have access to 
Email and Internet 
(web) access as 
would a typical 
user of the device. 



Confirmation 
that admin 
access is 
available to 
device (for 
patch checks) 



Test 
Location 



      



 



Notes 



1) Personal devices used for business purposes (including laptops and tablets, known as Bring 
Your Own Devices or BYOD) are within the scope of the assessment. 



2) Devices or workstations that do NOT have Email AND do NOT have Internet (web) access 
are outside the scope of the Cyber Essentials assessment. 
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Cloud / Shared Services Assessment 



Please ensure the table below is completed for all shared services: 



Description of the 
service  
(with unique 
customer ID 
where relevant) 



Supplier Independent audit 
standards to which the 
suppliers has been 
previously assessed. 



Evidence of certification 
provided to CB 
(website URLs, certificate 
numbers, name of independent 
audit bodies etc) 



    



 



Notes 



1) This table should only be completed for shared services – dedicated platforms should be 
included within the technical testing 



2) Note remote services such as email or document stores should be included in Cyber 
Essentials but remote desktop (VDI) solutions are also relevant for Cyber Essentials PLUS. 
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Security Controls Questionnaire 
 



Firewalls 



Question Response Options 



1. Have one or more firewalls (or similar network device) been 
installed on the boundary of the organisation’s internal 
network(s)? 



Yes 
No 



2. Has the default administrative password of the firewall (or 
equivalent network device) been changed to an alternative 
difficult to guess password? 



Yes 
No 



No firewall present 



3. Has each open connection (i.e.  allowed ports and services) 
on the firewall been subject to approval by an authorised 
business representative and documented (including an 
explanation of business need)?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



No firewall present 



4. Have vulnerable services (e.g.  Server Message Block (SMB), 
NetBIOS, Telnet, TFTP, RPC, rlogin, rsh or rexec) been 
disabled (blocked) by default and those that are allowed have 
a business justification? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



No firewall present 



5. Have firewall rules that are no longer required been removed 
or disabled? 



Yes 
No 



No firewall present 



6. Are firewall rules subject to regular review? Yes 
No 



No firewall present 



7. Have computers that do not need to connect to the Internet 
been prevented from initiating connections to the Internet 
(Default deny)? 



Yes 
No 



8. Has the administrative interface used to manage the boundary 
firewall been configured such that it is not accessible from the 
Internet? 
If no then: 
a. Does the administrative interface require second factor 
authentication or is access limited to a specific address? 



Yes 
No + Yes to 8a 



No 



 



Secure configuration 



Question Response Options 



9. Are unnecessary user accounts on internal workstations (or 
equivalent Active Directory Domain) (eg Guest, previous 
employees) removed or disabled?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



10. Have default passwords for any user accounts been changed 
to a difficult to guess password?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



11. Are strong, complex passwords defined in policy and enforced 
technically for all users and administrators? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



12. Has the auto-run feature been disabled (to prevent software 
programs running automatically when removable storage 
media is connected to a computer or network folders are 
mounted)?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



13. Has unnecessary (frequently vendor bundled) software been 
removed or disabled and do systems only have software on 
them that is required to meet business requirements? 
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



14. Is all additional software added to workstations approved by IT 
or Management staff prior to installation and are standard 
users prevented from installing software? 
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



15. Has a personal firewall (or equivalent) been enabled on 
desktop PCs and laptops, and configured to disable (block) 
unapproved connections by default?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



16. Are all user workstations built from a fully hardened base 
platform to ensure consistency and security across the estate? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



17. Are Active Directory (or equivalent directory services tools) 
controls used to centralise the management and deployment 
of hardening and lockdown policies? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



18. Are proxy servers used to provide controlled access to the 
Internet for relevant machines and users? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



19. Is an offline backup or file journaling policy and solution in 
place to provide protection against malware that encrypts user 
data files? 



Yes always 
No 



20. Is there a corporate policy on log retention and the centralised 
storage and management of log information? 



Yes always 
In most cases 



No 



21. Are log files retained for operating systems on both servers 
and workstations? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



22. Are log files retained for relevant applications on both servers 
(including DHCP logs) and workstations for a period of at least 
three months? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



23. Are Internet access (for both web and mail) log files retained 
for a period of least three months? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



24. Are mobile devices and tablets managed centrally to provide 
remote wiping and locking in the event of loss or theft? 
 



Yes always 
For most devices 



Sometimes 
Rarely 
Never 
N/A 



25. Is a Mobile Device Management solution in place for 
hardening and controlling all mobile platforms in use within the 
organisation? 



Yes always 
For most devices 



Sometimes 
Rarely 
Never 
N/A 



26. Remote (Internet) access to commercially or personal 
sensitive data and critical information requires authentication. 



Yes 
No 



 



Access control 



 



Question Response Options 



27. Is user account creation subject to a full provisioning and 
approval process? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



28. Are system administrative access privileges restricted to a 
limited number of authorised individuals? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



29. Are user accounts assigned to specific individuals and are 
staff trained not to disclose their password to anyone? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



30. Are all administrative accounts (including service accounts) 
only used to perform legitimate administrative activities, with 
no access granted to external email or the Internet? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



31. Are system administrative accounts (including service 
accounts) configured to lock out after a number of 
unsuccessful attempts? 



3 Failures 
6 Failures 



10 Failures 
>10 Failures 



Never 



32. Is there a password policy covering the following points: 
a. How to avoid choosing obvious passwords (such as those 
based on easily-discoverable information). 
b. Not to choose common passwords (use of technical means, 
using a password blacklist recommended). 
c. No password reuse. 
d. Where and how they may record passwords to store and 
retrieve them securely.  
e. If password management software is allowed, if so, which. 
f. Which passwords they really must memorise and not record 
anywhere.  



All 6 items 
>4 items 
>2 items 
1 item 
None 



33. Are users authenticated using difficult to guess passwords, as 
a minimum, before being granted access to applications and 
computers? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



34. Are user accounts removed or disabled when no longer 
required (e.g.  when an individual changes role or leaves the 
organisation) or after a predefined period of inactivity (e.g.  3 
months)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



35. Are data shares (shared drives) configured to provide access 
strictly linked to job function in order to maintain the security of 
information held within sensitive business functions such as 
HR and Finance? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



 



Malware protection 



Question Response Options 



36. Which of the following does the organisation mainly rely on for 
malware protection: 
a. Anti-virus or Malware protection (continue to Q 37-40) 
b. Application whitelisting (Continue to Q 41-43) 
c. Application Sandboxing (Continue to Q 44) 



a. 
b. 
c. 



37. Has anti-virus or malware protection software been installed 
on all computers that are connected to or capable of 
connecting to the Internet?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



38. Has anti-virus or malware protection software (including 
program/engine code and malware signature files) been kept 
up-to-date (either by configuring it to update automatically or 
through the use of centrally managed service)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



39. Has anti-virus or malware protection software been configured 
to scan files automatically upon access (including when 
downloading and opening files, accessing files on removable 
storage media or a network folder) and scan web pages when 
accessed (via a web browser)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



40. Has malware protection software been configured to perform 
regular periodic scans (eg daily)? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



41. Are all applications which execute on devices approved by the 
business and restricted by code signing or other protection 
mechanisms  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



42. Does the organisation maintain a list of approved applications Yes 
No 



43. Are users prevented from installing any other applications?  Yes 
No 



44. Is any unknown code limited to execute within a sandbox and 
cannot access other resources unless the user grants explicit 
permission. 



Yes 
No 



 



Patch management 



 



Question Response Options 



45. Do you apply security patches to all software running on 
computers and network devices?  



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



46. Has software running on computers that are connected to or 
capable of connecting to the Internet been licensed and 
supported (by the software vendor or supplier of the software) 
to ensure security patches for known vulnerabilities are made 
available? 
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



47. Has out-date or older software been removed from computer 
and network devices that are connected to or capable of 
connecting to the Internet? 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 



48. Have all security patches for software running on computers 
and network devices that are connected to or capable of 
connecting to the Internet been installed within 14 days of 
release or automatically when they become available from 
vendors?  
 



Yes always 
In most cases 



Sometimes 
Rarely 
Never 
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Question Response Options 



49. Are all smart phones kept up to date with vendor updates and 
application updates? 



Yes always 
In most cases 



Sometimes 
Rarely 



No updates available 
N/A 



50. Are all tablets kept up to date with vendor updates and 
application updates? 



Yes always 
In most cases 



Sometimes 
Rarely 



No updates available 
N/A 



 



51. Do you perform regular vulnerability scans of your internal 
networks and workstations to identify possible problems and 
ensure they are addressed? 



 



Yes always 
In most cases 



Sometimes 
Rarely 



No 



52. Do you perform regular vulnerability scans (annual or more 
frequent) of your external network to identify possible 
problems and ensure they are addressed? 



 



Yes always 
In most cases 



Sometimes 
Rarely 



No 
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1.0
Scope


1.1 NDA policy on Personnel Security derives from the Cabinet Office Security Policy Framework (SPF) and Civil Nuclear Personnel Security Standards (CNPSS) which sets out the expectations for all HMG organisations and partners with access to classified information and assets and is subject to inspection by the Civil Nuclear Industry’s Regulator, the Office for Nuclear Regulation Civil Nuclear Sector (ONR CNS).  


1.2 It is HMG’s policy that all individual’s working in posts involving access to, or knowledge or custody of, classified government information and assets have appropriate levels of security clearance.   This requires that anyone accessing NDA classified information, assets, IT network or requiring unescorted access to its premises has minimum security checks of a Baseline Personnel Security Standard (BPSS).



1.3 Where NDA posts and/or access to classified information require a higher level of clearance than BPSS, a National Security Vetting (NSV) clearance must be obtained which comprises a range of additional checks.  There are three difference types of NSV clearances: Counter Terrorist Check (CTC), Security Check (SC) and Developed Vetting (DV).  Before any such clearance is undertaken the requirements of the BPSS must be met.  This applies to any direct recruitment, internal transfer, secondment and contractors.



1.4 The security clearance process is also known as Security Vetting and all references to either are to be considered synonymous.



1.5 No member of staff or contractor will be allowed to start work or have access to classified information or related data of any type, either at an NDA office location or elsewhere, until security clearance, at the correct level, has been issued.  Where exceptional business need is demonstrated the NDA Senior Risk Officer may consider authorising a written risk balanced waiver subject to acceptable mitigations being adopted by the requestor.  Waivers of this type are granted only in extreme circumstances and will not be considered normal business practice.  



1.6 The purpose of this policy is to ensure that all staff, whether permanent, temporary or contractors, are security vetted to the level appropriate to the access they will have when carrying out their duties and that security clearances are maintained to ensure ongoing reliability of individuals and that any vetting caveats are applied and appropriately managed.



1.7 This policy is to be read in conjunction with NDA IT policy ITP05 and HR Resourcing Form HRP 11.


2.0
Responsibilities



2.1
Human Resources (HR) are responsible for ensuring that the recruitment and internal transfer appointment processes comply with this policy.  No start date is to be given until an appropriate level of security clearance has been confirmed by the Security Manager or Vetting Advisors.



2.2
The Security Manager, supported by Vetting Advisors, is responsible for ensuring that all staff and contractors are security cleared to the appropriate level before a start date is notified to the individual and the recruiting officer by HR.



2.3
Security Vetting is responsible for approving BPSS clearances, or referring vetting cases to ONR Vetting Authority in line with CNPSS Regulations, undertaking confirmations and transfers, managing mandated vetting reviews and the NDA internal vetting appraisal process.



2.3
All Line Managers are responsible for ensuring that their recruitment plans for new posts or staff and internal appointments allow sufficient time for the correct level of security clearance to be established and for any security clearance necessary to be obtained prior to a start date being notified. Line Managers also have explicit responsibilities for the ongoing personnel security management (aftercare) of their reports and implementing any vetting caveats.



2.4
Contract Leads in conjunction with Procurement are responsible for ensuring that security vetting and ongoing personnel security requirements are met when awarding classified contracts.  



2.5
Line Managers, Contract Leads/Sponsors of contractors are responsible for notifying Security, HR and Procurement as necessary when staff working for them move internally or leave the business; and for the return of all NDA property they have been issued with.



3.0
Approval and Clearance


3.1
Having identified a new post to be filled, an existing post to be re-filled, a requirement for a temporary post, or a requirement to employ a contractor, the Recruiting/Line Manager is responsible for identifying the level of security clearance required (see definitions below) with advice and guidance from the Security Manager if required.  Managers are judged to be most familiar with the work to be undertaken and security value of the assets handled in the roles that report into them and so in the best position to assess the level of security vetting required.  Security clearances should not be undertaken to a higher level than that required for the role.



3.2
The Recruiting/Line Manager must then follow HR recruiting policies for permanent or temporary staff, or the Procurement resourcing procedure for employing contractors.



3.3
For new and temporary (FTC) staff, HR obtains and collates the documentation and references necessary both for HR requirements and for BPSS security clearance checks to be carried out; for  Agency Supplied Workers, Capita obtains and collates documentation and references necessary for BPSS clearance checks to be carried out.  All application packs are then sent to NDA Vetting for authorisation and issue of clearance.



3.4
NDA Security Vetting will verify information provided by applicants and approve BPSS clearance for those applicants who do not have a current valid security clearance, with reference to ONR where applicable.  Where a valid clearance is reported already held by an individual, NDA Security Vetting is responsible for confirming and transferring the clearance as appropriate.  



3.5
On the first day at the NDA location, new starters MUST complete the Security induction, sign and return the Personnel Security Vetting Form (SCP01-F01) and return to NDA Vetting who will perform the ID check.



4.0
Caveats



4.1
When granting SC and DV clearances ONR Vetting Authority will sometimes apply caveats or restrictions to working arrangements or access to information.  Caveats are usually applied where the Vetting Authority considers it necessary to provide precautionary or additional assurance around the protection of classified information and assets.  Line Managers will be informed by Security Vetting of any caveats applied to an individual’s clearance and the implications of the caveat.  It is the Line Manager’s responsibility for ensuring that caveats are implemented, managed appropriately and not discussed outside the immediate line management chain.



5.0
Clearances Refused or Withdrawn



5.1
Only ONR (CNS) Vetting Authority may deny a valid security clearance application or withdraw a security clearance after it has been granted.  The process below applies to both staff and contractors.



5.2
When a BPSS clearance is denied, the individual will be informed in writing by ONR (CNS) stating the reason(s) why a clearance has been denied and the avenue of appeal which is available to the Deputy Chief Inspector (Civil Nuclear Sector) (DCI (CNS)), who will take the final decision.  Concurrently the NDA Security Manager will be informed that the BPSS has been denied but not the reason(s) why.  There is no further appeal other than through judicial review.



5.3
For NSV clearances the individual will be given notice in writing that ONR (CNS) intend to deny the clearance and setting out the opportunity to make representation.  The NDA Security Manager will be informed of the intention to deny clearance but not the reason(s) why.  If the decision to deny the clearance is confirmed, the individual will receive a further letter re-stating the reasons for the denial and offering the right of appeal to the DCI (CNS).  The NDA Security Manager will receive notification that the clearance has been denied but not of the reason why.



5.4
For those already appointed to the civil nuclear industry, following appeal to the DCI (CNS), if the clearance is still confirmed as denied a further avenue of appeal lies through the Security Vetting Appeals Panel (SVAP), which is part of Cabinet Office.  There is no right of appeal to SVAP for candidates where no job offer has been made.  Whether or not an individual appeals to the SVAP, this does not preclude them from having the right to seek a judicial review.



5.5
The process for withdrawing an NSV clearance is the same as that followed for denials.  As the individual will already be working in the civil nuclear industry, there will always be a right of appeal to SVAP.


6.0
Ongoing Personnel Security Management (Aftercare)



6.1
Individuals and their circumstances change and a security clearance is only as good as the background records and other investigations on which it is based at the time the process is undertaken.  It is important that personnel security management continues after the initial clearance is approved and that any new information, vulnerabilities or other concerns that may affect the reliability of a person or the information they have access to are brought promptly to the attention of the Security Manager and involve HR as appropriate.  



6.2
This is achieved through a combination of appropriate ongoing personnel security procedures, such as clearance reviews and appraisals, fostering a strong security culture amongst staff and creating a positive climate in which individuals are encouraged to discuss concerns before they become problems, and through the ongoing implementation of security awareness and reinforcement of individual’s responsibilities concerning security through line management of staff.



6.3
Effective personnel security is very dependent on the support of Line Managers and is an ongoing line management responsibility.  In particular, Managers should brief post holders about the protection of information and assets under their control (see 6.4 ‘need to know’ below); look out for potential difficulties or conflicts of interest among their staff and discuss any concerns identified as soon as possible.  



6.4
The dissemination of sensitive information and assets should be no wider than necessary for the efficient conduct of NDA’s business and, by implication, should be limited to those individuals who are appropriately cleared and authorised to have access to it, this ‘need to know’ principle, supported by other policies, such as Clear Desk, is fundamental to the protection of classified government assets.  



6.5
All staff and contractors who hold an NSV security clearance (ie CTC, SC or DV) are required to report any Change in Personal Circumstances (COPC) in line with responsibilities outlined in the ONR letter issued on approval of clearance.  COPC forms can be obtained from the UKSV official website. 



7.0
Alcohol and Substance Misuse



7.1
No employee or contractor shall, in connection with any work-related activity, report or endeavour to report for duty having consumed drugs or alcohol likely to render them unfit and/or unsafe for work.



7.2
Any employee or contractor holding a security clearance may be required to undertake drug and alcohol testing prior to being granted access to nuclear sites.



7.3
For those employees and contractors holding an NSV (SC or DV) clearance any positive testing for illegal drugs or alcohol (for alcohol a second positive test within 5 years of the first) will be reported to ONR Vetting Authority.



8.0
Reviews



8.1
Mandatory reviews of NSV security clearances Sponsored by the NDA are instigated at the appropriate time by NDA Security Vetting and are undertaken: SC clearances every 10 years for staff and every 7 years for contractors; DV clearances every 7 years for staff and contractors.



8.2
When security clearances are due for review managers will be required to consider whether the level of clearance remains valid for that appointment in accordance with the guidelines above and definitions below.  



9.0
Appraisals



9.1
Line Managers and individuals are required to complete annual Security Appraisal Forms (SAFs) for every person whose security clearance is sponsored by the NDA.   This annual process will be initiated by NDA Security Vetting.



10.0
Travel Abroad



10.1
Regulations require that holders of SC and DV clearances inform the NDA Security Team of any proposed travel outside the UK, whether for business or pleasure to enable the appropriate risk assessment and travel briefing to be given.



10.2
In recognising the popularity and relative ease of travel to countries that pose a reduced risk regulations do not require reporting travel to certain countries for example, those in the European Economic Area.  A full list of countries to which travel does not need to be reported can be found on the NDA Intranet.  However, as holders of security clearances, individuals should exercise secure behaviours and if during travel are arrested for any reason, involved in any unusual incident or problem or approached with a request for help with, or information about the NDA, a full report should be made to the Security Team immediately on return to work or earlier if practicable.



11.0
Documentation


11.1
All security vetting documentation is to be retained as required by the applicable Regulations.  Such documentation is subject to inspection by ONR and Regulatory requirements must be applied in destroying those documents not to be kept beyond specified deadlines.



11.2
Documentation concerning any individual that, if released, could cause that individual embarrassment or short-term distress, should be given a marking of Official Sensitive - Personal.  All vetting documentation is to be given a marking of at least Official; some vetting documentation will be Official Sensitive.



12.0
Definitions



BSPSS – Baseline Personnel Security Standard (BPSS) is designed to provide a level of assurance as to the honesty, integrity and values of individuals whose work, in the main, involves uncontrolled access to OFFICIAL and OFFICIAL-SENSITIVE assets (including SNI and NM).  BPSS allows access to UK protectively marked assets up to and including OFFICIAL-SENSITIVE (with occasional access to SECRET) and unescorted access to Outer Areas of Civil Licensed Nuclear Sites and Category III nuclear materials.



The BPSS is an integral part of the CTC, SC and DV clearance process and any NSV application should show that BPSS has been achieved.




CTC – Counter Terrorist Check (CTC) is a formal National Security Vetting (NSV) clearance and includes checks in addition to a BPSS where individuals are required to be employed in posts which involve proximity to public figures or require access to establishments assessed to be at risk from terrorist attack or require access to information or material assessed to be of value to terrorists.



SC and DV – Security Check (SC) and Developed Vetting (DV) are formal National Security Vetting (NSV) clearances obtained through a rigorous security vetting process.  SC allows access to UK protectively marked assets up to and including SECRET (with occasional access to TOP SECRET) and unescorted access to Intermediate Areas of Civil Licensed Nuclear Sites and Category II nuclear materials.




DV allows access to UK protectively marked assets up to and including TOP SECRET and unescorted access to Inner Areas of Civil Licensed Nuclear Sites and Category I nuclear materials.


Associated NDA Policies


This policy is to be read and implemented in conjunction with:



HRP11 HR Resourcing Form 


ITP05 IT Policy


IPPRO1 Procurement Procedure 



SCP07 Overseas Travel Policy 



SCP01-F01 – Personnel Security Vetting Form



			Record Description


			Record Owner






			Record Format.



Electronic/Hardcopy





			 Form


			Vetting


			Hardcopy





			This document is uncontrolled when printed








			Record Description


			Record Owner






			Record Format.



Electronic/Hardcopy





			[eg. Form, report, etc]


			[insert function]


			Electronic/hardcopy





			This document is uncontrolled when printed












1
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1 Purpose and Scope 



The purpose of this procedure is to ensure that the correct personnel security onboarding is 
applied by persons who require contractors to perform any work for RWM which requires the 
exchange and processing of information assets or access to RWM facilities or assets.  



RWM is required to comply with the Cabinet Office Security Policy Framework (SPF), this 
describes the expectations for all HMG organisations and partners with access to classified 
information and assets, and is also subject to inspection by the civil nuclear industry regulator, the 
Office for Nuclear Regulation. 



The scope of this procedure extends to those contractors who will be working either on a 
standalone contract or via a framework and who as part of the contract require access to RWM 
information, assets or premises. 



Any requests to vary from this procedure must be discussed with and agreed by the HSSEQ 
Director who is the Senior Information Risk Owner (SIRO) for RWM and accountable for all 
aspects of information risk. 



2 Responsibilities 



Responsible Party Description 



Sponsor The Sponsor is responsible for ensuring that any contractors 
they engage to perform work are made aware of, and follow, all 
relevant RWM/NDA arrangements prior to, during and at the end 
of any contracted activity. This includes, notifying Security and 
Procurement when contractors working for them move internally 
or their contract ends; and for the return of all RWM property 
they have been issued with. 



Procurement Procurement are responsible for ensuring that any contracts 
include detail of the relevant RWM/NDA arrangements that are 
required to be adhered to by any individual working on the RWM 
contract. 



Security Manager The RWM Security Manager is responsible for the verification of 
identification documents of any contractor that is required to go 
through the RWM Contractor Onboarding Procedure. 



Contractor The Contractor is required to provide all information required to 
enable the vetting procedure to be completed in a timely manner 
and for attending the RWM Harwell office with identification 
documents to enable formal verification to take place. 



3 References 
 RWM53 Security Manual (in production) 



 SCP01 NDA Personnel Security Vetting Policy document 



 SCP01-F01 Personnel Security Vetting Form Security Do’s and Don’ts  



 HMG Baseline Personnel Security Standard 



 HMG Security Policy Framework 



 NDA Instruction for completing Baseline Personnel Security Standard (BPSS) Application 



 NDA Baseline Personnel Security Standard Verification Record (BSVR)  
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4 Terms and Definitions 
 



Term Definition 



Baseline Personnel 
Security Standard 
(BPSS) 



Describes the pre-employment controls for all civil servants, 
members of the Armed Forces, temporary staff and government 
contractors generally. Its rigorous and consistent application 
also underpins national security vetting. 



DBS  Disclosure and Barring Service 



Contractor An Individual that undertakes work under a contract awarded to 
them by RWM. 



National Security Vetting 
(NSV) 



An incremental set of personnel security controls that are 
applied to those persons who require access to more sensitive 
assets. There are three levels of national security vetting 
clearance: a Counter Terrorist Check (CTC), Security Check 
(SC) and Developed Vetting (DV). Each is configured to provide 
an appropriate level of assurance in respect of a range of 
threats, and the impact and damage that could arise from 
compromise, loss or improper exploitation of the information or 
other assets to which an individual has access. 



Procurement Member of the procurement team responsible for the letting of a 
contract or task order. 



Senior Information Risk 
Owner (SIRO) 



Board level staff member accountable and responsible for 
information risk across the organisation. 



Sponsor The RWM staff member who is assigned to be responsible for 
specific contractor compliance with RWM Contractor 
Onboarding arrangements, including responsibility for managing 
on-boarding, on-going and off-boarding requirements. 



5 Procedure 



The key steps for conducting the required contractor vetting are described in the following sections.
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5.1 Contractor Onboarding Process Overview – No Pre-existing Clearance 



RWM Contractor Onboarding Process – No Pre-existing Clearance
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identified from 
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procured
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works defined



4. Personnel 
Resources Identified



5. Provide 
Contractor with 
BPSS Packs for 



Completion & notify 
NDA Vetting of 



individuals requiring 
a BPSS and name of 



Sponsor



6. Apply for a DBS 
check and complete 



all required 
paperwork



7. Check that 
paperwork is 



complete.



7a. Arrange for 
Verification of 
ID Documents



9. Arrange with 
Sponsor for pack to 
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Vetting team



10. NDA Vetting 
complete checks 
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once complete.
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a security induction 



12. Arrive at RWM 
office with Photo ID 
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induction



13. Conduct 
Security Induction 



and verify ID
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sponsor 
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14. Sign security 
do’s and don’ts 



SCP01-F01.



8. Attend in person  
to have ID 



documents verified 



8a .Verify all ID 
documents 



and return  to 
contractor



15. Approve issue of  
Pass (Photo or 
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5.1.1 Process Detail 



Step in 
Process 



Responsible 
Party 



Detail 



1. RWM Staff 
Member 



The need for a contractor to perform work on behalf of RWM that 
involves either the exchange/processing of Classified Information 
(OFFICIAL or above), access to RWM assets or access to RWM 
facilities is identified. 



2. RWM Staff 
Member 



The specification for the contract/task order etc. is authored by the 
individuals/group that requires the contractor; the specification must 
include the minimum requirement for BPSS and where applicable 
the level of NSV Vetting required for all contractors working on the 
contract that meet the requirements described in step 1. 



2a. RWM Staff 
Member 



An individual is to be identified who will perform the role of 
Sponsor1 and be responsible for the personnel security aspects of 
any contractors engaged on the contract/task order, this includes 
being responsible for the completion of the BPSS application 
process, ongoing aftercare and notification to NDA when contract is 
complete and individual/s are no longer working for RWM. 



3. Procurement When a new contract is procured or a contractor is identified from 
an existing framework contract to deliver the requirements of a 
contract specification, the individual responsible for the 
procurement must ensure that all requirements regarding personnel 
security are included in the contract documentation. 



4. Contractor The individual/s to be used for the delivery of the work against the 
specification are identified and communicated to RWM.  



5. Sponsor The Sponsor must ensure that the contractor is provided with the 
latest version of the complete BPSS application pack for all 
individuals that require a BPSS and/or an NSV; the sponsor must 
also inform NDA Vetting that there is a contract that requires 
individuals to have a BPSS and or an NSV and provide the names 
of those that will be submitted and confirm the name of the 
Sponsor.  



6. Contractor The individuals that require a BPSS must read the NDA Instruction 
for completing a BPSS Application and follow all of the required 
steps described; the first action should be to apply for a Disclosure 
and Barring Service Check, then complete all of the required 
paperwork in accordance with the Instruction document.  



6a. Contractor  Once the DBS Certificate is received through the post (the original 
certificate is required to complete the BPSS); you must inform your 
RWM Sponsor/contact (or Capita) and arrange for the completed 
paperwork to be checked. 



7. Sponsor The Sponsor should check to ensure that all of the paperwork has 
been completed as described in the NDA Instruction for completing 
a BPSS Application document. 



7a. Sponsor Once the Sponsor is satisfied that the BPSS application pack is 
complete they are to contact both the RWM Security Manager and 
the contractor to arrange a convenient date and time for verification 



                                                
1 If the contractor/s are going to be procured through Capita, the Capita resourcing team will be responsible for the Sponsors 



actions with regards to ensuring the BPSS application process is completed; this may also include the verification of ID. 
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check of original ID documents. 



8. Contractor The individual/s must bring the required Identification Documents to 
a meeting with the RWM Security Manager (unless ID is being 
verified by alternative route e.g. Capita, NDA, RWM HR) to enable 
verification checks of ID documents to be completed. 



8a. RWM Security 
Manager (or 
alternate) 



Complete verification checks on ID documents and once satisfied 
complete section 6 of the contractors Baseline Personnel Security 
Standard Verification Record (BSVR) form. 



9. Sponsor Once ID verification has been completed, inform Sponsor and 
arrange for the completed pack to be sent to NDA Vetting for 
processing. 



10. NDA Vetting Conduct the checks required to confirm the BPSS and when 
complete send an email to the Sponsor copied to the RWM 
Security Manager confirming completion of a BPSS. If an NSV is 
required the Sponsor will notified of the steps that their Contractor 
will be required to follow and will start the NSV process on the 
United Kingdom Security Vetting portal. 



11. Sponsor Inform contractor that their BPSS has been successfully completed 
and arrange a security induction with the RWM Security Manager, 
book a room; inform contractor of date/time to attend the meeting 
and remind them to bring photo ID.  



If an NSV is required then the Sponsor must ensure that access to 
any assets that require an NSV is not approved until such time as 
the clearance is approved. 



12. Contractor Attend induction as arranged and provide photographic ID for final 
verification. 



13. RWM Security 
Manager 



Deliver security induction and verify ID. 



14. Contractor Read and sign the Personnel Security Vetting Form Doc No: 
SCP01-F01 (Security Do’s and Don’ts) 



15. RWM Security 
Manager 



Scan and send a copy of the signed SCP01-F01 form to NDA 
Vetting and approve issue of unescorted access pass; if contractor 
is going to be accessing the RWM offices more than 10 days per 
month a photo pass can be issued. 
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5.2 Existing Clearance Holders Process 



RWM Contractor Onboarding Process – Existing Clearance Holders
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a 1. Contracted 
resource required.



3. Contractor 
identified from 
framework or 



procured



2. Specification for 
works defined



4. Personnel 
Resources Identified 



6. Contacts NDA 
Vetting and 



provides details of 
existing BPSS or NSV 



and if required 
request a BPSS to 
run concurrently



9. Arrive at RWM 
office with Photo ID 



to undertake 
induction



10. Provide Security 
Induction and verify 



ID



2a. Individual 
to act as 
sponsor 



identified/
agreed



11. Sign security 
do’s and don’ts 



SCP01-F01



12. Approve issue of  
Pass (Photo or 



Unescorted Visitor)



7. NDA Vetting check
 information that has been provided 



is correct and inform Sponsor a 
start date can be agreed.



8. Inform contractor of 
confirmation of vetting and 



start date then arrange a 
security induction



YES



5. Resources 
identified already 



hold a BPSS or NSV



7a.Inform 
Sponsor of 



need to 
complete full 



BPSS 
application



NO
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5.2.1 Process Detail 



Step in 
Process 



Responsible 
Party 



Detail 



1. RWM Staff 
Member 



The need for a contractor to perform work on behalf of RWM that 
involves either the exchange/processing of Classified Information 
(OFFICIAL or above), access to RWM assets or access to RWM 
facilities is identified. 



2. RWM Staff 
Member 



The specification for the contract/task order etc. is authored by the 
individuals/group that requires the contractor; the specification must 
include the minimum requirement for BPSS for all contractors 
working on the contract that meet the requirements described in 
step 1. 



2a. RWM Staff 
Member 



An individual is to be identified who will perform the role of Sponsor 
and be responsible for the personnel security aspects of any 
contractors engaged on the contract/task order, this includes being 
responsible for the completion of the BPSS application process 
ongoing aftercare and notification to NDA when contract is 
complete and individual/s are no longer working for RWM. 



3. Procurement When a new contract is procured or a contractor is identified from 
an existing framework contract to deliver the requirements of a 
contract specification, the individual responsible for the 
procurement must ensure that all requirements regarding personnel 
security are included in the contract documentation. 



4. Contractor The individuals to be used for the delivery against the specification 
are identified and communicated to the sponsor. 



5. Contractor The resources identified by the contractor to complete the works 
already hold a BPSS or an NSV; the sponsor is notified of those 
individuals and provides details of their full name, date of birth and 
the vetting authority that holds their clearance.  



6. Sponsor The full details of each individual are sent to NDA vetting with a 
request for a confirmation check to be carried out. 



If the identified resources hold an NSV the confirmation and if 
required transfer of the clearance may take some time, therefore 
the Sponsor can if they wish initiate a BPSS application as 
described in Section 5.1, to run concurrently with the 
confirmation/transfer to ensure that there are no extended delays to 
the individual/s being able to start work. 



7. NDA Vetting The NDA Vetting team contact the vetting authority to confirm that 
the information provided is correct, informs the Sponsor of the 
outcome and confirms that a start date for the individual/s can be 
agreed (if yes go to step 8). 



7a. NDA Vetting NDA Vetting unable to confirm existing vetting status and inform 
the Sponsor that the full BPSS application process will be required 
as described in Section 5.1 of this document. 



8. Sponsor Inform contractor that their clearance has been confirmed and if the 
contractor is going to be working in the RWM offices arrange a 
security induction with the RWM Security Manager and book a 
room; inform contractor of date/time to attend the meeting and 
remind them to bring photo ID. 
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9. Contractor Attend induction as arranged and provide photo ID for final 
verification. 



13. RWM Security 
Manager 



Deliver security induction and verify ID. 



14. Contractor Read and sign the Personnel Security Vetting Form Doc No: 
SCP01-F01 (Security Do’s and Don’ts) 



15. RWM Security 
Manager 



Scan and send a copy of the signed SCP01-F01 form to NDA 
Vetting and approve issue of unescorted access pass; if contractor 
is going to be accessing the RWM offices more than 10 days per 
month a photo pass can be issued. 
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6 Documentation & Records 



 



Document/record Responsible Retention period 



Personnel Security Vetting 
Form 



NDA Vetting Until employment on RWM 
contract ceases 



Personnel Security Records NDA Vetting 12 months post cessation of 
employment on RWM 
contract 



NDA Contractor Spreadsheet NDA Vetting Until employment on RWM 
contract ceases 
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			INSTRUCTION 


FOR COMPLETING 



BASELINE PERSONNEL SECURITY STANDARD (BPSS) APPLICATION












Personnel Security Vetting


NDA



Herdus House



Westlakes Science and Technology Park



Moor Row



Cumbria



CA24 3HU



Tel: 01925 802007



			The processing and storing of personal information provided to NDA Vetting is in compliance with the General Data Protection Regulation (GDPR) as stated in the NDA Privacy Notice for Processing Personal Data during Personnel Security Vetting.











It is Government policy that all individual’s working in posts involving access to, or knowledge or custody of, classified government information and assets have appropriate levels of security clearance.  This requires that anyone accessing NDA classified information, assets, IT network or being given unescorted access to its premises is vetted to HMG Baseline Personnel Security Standard (BPSS) as a minimum. 



All BPSS applications should be returned to the address above and must include:



· Completed BSVR



· Original Disclosure Certificate



· 3 Pieces of either original or certified copies of ID as appropriate (see (3) below)



· Completed reference forms



· Completed Criminal Record Form



· Completed Approval to Contact Current/Previous Employers Form



· Any original Police Certificates, if appropriate



· Copies of relevant documents showing Applicant’s right to work in the UK, if appropriate



These instructions should be followed by Applicants and the Nominated Contractor Personnel (if applicable) who it has been agreed can certify and coordinate applications. 


1. BSVR Form



Input all information requested either by typing or completing in black ink.  Correction fluid must not be used; mistakes should be crossed through and initialled by the individual who has made the mistake.  


Any area where there is insufficient space to input information should be continued on a separate sheet, headed with the Applicant’s full name, and attached to the BSVR.  


Parts 1– 5 to be completed by the Applicant


			Part 1  Applicant’s Details 





			This must be completed in full with the Applicant’s details.  



“Any other names used”: details of any change of name(s) should be entered here, ie through marriage, civil partnership, adoption, deed poll.



“For non EEA nationals ‘right to work’”: details of evidence of the ‘right to work’ (ie visa, permit or statement of waiver) should be entered here and a copy of the document included in the application pack.





			Part 2  Basic Disclosure Consent





			Applicants must sign and date Part 2 to authorise NDA to use the Basic Disclosure certificate to assess suitability to hold a BPSS clearance.  This must be the original ‘wet’ signature.


Please see (2) below for instruction regarding applying for disclosure certificate check.





			Part 3  Identification, documents used to certify Identity


			Applicants should enter information from the three documents that are being provided to certify identity.



This must be a minimum of three documents (one of which must be photographic) and together must confirm the following:  


· Full name 



· Nationality



· Signature 



· Full permanent address



· Date of birth 



Either original ID documents or certified copies must be included in the application pack; please see (3) below for instruction regarding which is appropriate and a list of acceptable ID documents.





			Part 4  Certification of Employment, Self-Employment, Unemployment and Education for the past 3 Years 


			All Employment, Self-employment, Unemployment and Academic history must be entered here for the past 3 years, including current position.  



This must be in date order with no gaps.


See (4) below for instruction regarding references.





			Part 5  Time spent overseas






			Applicants must declare if they have spent a total of 6 months or more (broken or unbroken) outside the UK in the last 3 years.  If the answer to this is ‘Yes’, details of countries and dates must be provided on a separate sheet and attached to the BSVR.


Please see (5) below for instruction regarding verification requirements regarding time spent abroad.








Part 6 to be completed by the Nominated Contractor Personnel or NDA


			Part 6  Certification by Employer, Human Resources or Security Department





			This part must be signed by either the nominated contractor personnel who it has been agreed can certify the application or NDA Vetting/HR.



Please see (6) below for instruction regarding certification requirements for the application.











2. Basic Disclosure


An original Basic Disclosure certificate must be included in the application pack. The appropriate certificate(s) must be obtained as outlined below:



If the Applicant’s main place of work is in England or Wales they must complete an on-line Disclosure and Barring Service (DBS) check at https://www.gov.uk/request-copy-criminal-record 


If the Applicant’s main place of work is in Scotland they must complete an on-line Disclosure Scotland check at https://www.mygov.scot/basic-disclosure/apply-for-basic-disclosure/


If the Applicant will be working equally in England or Wales and Scotland then both certificates must be provided.



3. ID Documents


For Applicants coordinating their own applications and returning the pack directly to NDA, they should include in the pack the three pieces of acceptable original ID that they have listed at Part 3 of the BSVR form.


For Applicants submitting applications via the nominated person from their contracting organisation, they should provide original ID to them with the completed BSVR.  The nominated person should then include certified copies of ID documents to NDA Vetting with the application pack.  See (6) below for information regarding criterion for nominated persons.


The nominated person should certify the ID by taking a photocopy of all three original documents and declaring on the photocopies that they believe them to be true copies of the original documents [and a true likeness if it is photographic ID], ie “I certify that I have seen the original document [and this is a true likeness of X]”, then sign, print name and date the copies and sign Part 6 of the BSVR.


			To confirm nationality one of the following documents must be produced



· Full British or EEA passport.



· Full UK birth certificate (which includes parents’ details) issued within 6 weeks of birth.



· For non-EEA Nationals their passport and evidence of the “right to work” in the UK.



· Certificate of Naturalisation.





			A form of photographic identity always needs to be produced, in addition to a minimum of two other qualifying documents listed below



· Current signed Passport



· Full birth certificate (with parents’ details) issued within 6 weeks of birth.



· Current photo-card driving licence (the photo-card may be used in isolation but not the counterpart and the licence must show the current permanent address)



· Current full old style driving licence



· Adoption certificate



· Civil Partnership/Marriage Certificate



· Certificate of Naturalisation



· Divorce/Dissolution or Annulment Certificate



· Recent (ie current year) HMRC tax notification



· Recent (ie current year) Council Tax notification



· Current Firearms Certificate



· Police Registration Document



· Current HM Forces Identity Card





			The following may only be accepted where the document has been issued within the last 6 months, shows the name and current address of the applicant, and has a unique identifying number (ie account number)



· Bank, building society, credit card or credit union statement.



· Utility bill or certificate from utility company confirming arrangements to pay for services at fixed current address



· Mortgage statement from a recognised lender



· Tenancy agreement



· Court Order



· Confirmation from electoral register that the applicant lives at that address





			The following cannot be accepted



· Mobile telephone bills



· Debit/credit/charge/ store card



· International driving licence



· Old style provisional driving licence



· Short birth certificate








4. References


All employment, self-employment, unemployment and education/academic studies declared at Part 4 must be verified by providing references.  There are two reference forms provided in the pack which should be used to obtain references as follows: 


· The Employment History Reference form should be used for references from current/previous employers, universities etc to cover periods of employment or education.



· The Personal Reference form should be used for references from persons who are ‘upstanding in the community’ to cover any periods of self-employment or unemployment where the Applicant has not been claiming benefits.  The Personal Reference form lists those persons acceptable to provide references.


If the Applicant is or has been unemployed and claiming benefits a Jobcentre letter confirming dates should be provided.



5. Time Spent Overseas


If the Applicant has spent a total of 6 months or more (broken or unbroken) outside the UK, details of countries and dates must be provided on a separate sheet and attached to the BSVR and Applicants should provide suitable corroboration for this time (eg flight details, passport stamps, credit card statements, hotel invoices).


Any Applicant who has spent a total of 6 months or more (broken or unbroken) in the last 3 years in any one country they must provide an original police certificate from that country’s authorities. Guidance on how to obtain police certificates can be found at https://www.gov.uk/government/publications/criminal-records-checks-for-overseas-applicants


6. Certification of Application


If it has been agreed by NDA that a nominated person within an employing contractor organisation is to certify and coordinate the application then the nominated person should check the application has been completed correctly then complete and sign the declaration at Part 6, having established identity, nationality, right to work in the UK and the authenticity of employment history.  It is expected that nominated persons will have undertaken document identification training or be available to attend training as required by NDA.



The nominated person should certify ID documents as instructed at (3) above and include the certified copies with the application pack.


For Applicants coordinating their own applications and returning the pack directly to NDA together with original ID documents, this part of the form will be completed by NDA Vetting.


7. Other Forms to be Completed


Applicants should also complete and return the following forms with their pack:



Approval to Contact Employers



Criminal Record Declaration[image: image1.png]
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[bookmark: _Toc22219602]purpose


The purpose of this document is to provide Suppliers with full details of the Buyer’s requirements by detailing Deliverables, Standards and supplementary information.





[bookmark: _Toc22219603]Background to the opportunity


Suppliers have the opportunity to bid for the Security Personnel Services short-term contract for Radioactive Waste Management (the Buyer). For further information refer to the background section of Attachment 1 – About the Further Competition. 


[bookmark: _Toc22219604]Specification structure 


The Specification is made up of the following annexes:





· Annex A: Matrix of Deliverables


· Annex B: Standards and Processes


· Annex C: Key Performance Indicator Model 


· Annex D: Payment Mechanism


· Annex E: Security Service Standards  


· Annex F: Suppliers Security Equipment List 


· Annex G: Training Requirements


· Annex H: CREST Cyber Essentials Questionnaire


· Annex I1: SCP1 – Personnel Security Vetting 


· Annex I2: RWM53-PR010 – Contractor On-boarding Procedure  


· Annex I3: NDA Instruction for Completing BPSS Application 





[bookmark: _Toc22219605]Definitions 


Terms used in the Specification and annexes that requires further definition are capitalised. 





For definitions of these terms, you should refer to Joint Schedule J1 – Definitions.





[bookmark: _Toc22219606]Standards


All the service Standards and processes that the Supplier had to comply with during the procurement of the Workplace Services (FM Marketplace – Phase 2) RM6089, are required throughout the duration of this Call-Off Contract, unless we tell you otherwise. Please refer Annex B – Standards and Processes.





[bookmark: _Toc22219607]Security Clearance and Vetting





All security personnel employed to deliver Services for the Buyer Members through this Call-Off contract will require Security Check (SC) vetting and clearance. 


Security clearance and vetting requirements for security personnel employed for the Buyer via this Call-Off Contract can be found in the following Call-Off Contract Schedules: 


Call-Off Schedule 9: Security


Call-Off Schedule 25: Background Checks 


Call-Off Schedule 29: Special Terms


In addition to the Call-Off Contract schedules the following Annexes to this specification document, are also provided to outline the processes that will need to be followed by the appointed Supplier to employ security staff for the Buyer: 


Annex I1: SCP1 – Personnel Security Vetting 


Annex I2: RWM53-PR010 – Contractor On-boarding Procedure


Annex I3: NDA Instruction for Completing BPSS Application


Additional information can also be found at: https://www.gov.uk/guidance/security-vetting-and-clearance. 





[bookmark: _Toc22219608]Relief Security Officers  


The appointed Supplier must ensure that all relief security officers allocated to deliver the Services for the Buyer during the life of the Call-Off contract meet the following standards and the security clearance and vetting requirements as a minimum: 


Security Industry Authority (SIA) Frontline Licence – Security Guard or Door Supervisor 


Security Industry Authority (SIA) Frontline Licence – Public Space Surveillance


National Security Vetting to Security Check (SC) level


First Aid at Work Trained (3-day course) 





[bookmark: _Toc22219609]Mobilisation Requirements 


The Buyer will require the appointed Supplier to deliver the following key tasks during the Mobilisation Period: 


Develop and issue assignment instructions 


Undertake a risk assessment and develop method statements for the tasks / Services being delivered


Develop a training matrix and plan for the delivery and maintenance of Suitably Qualified and Experienced Persons (SQEP) involved in the delivery and management of the Services.  


The list of Mobilisation key tasks required by the Buyer outlined above is not exhaustive, and additional key tasks may also be requested by the Buyer during the Mobilisation Period, if not specified within the appointed Suppliers bid proposal. 


[bookmark: _Toc22219610]Gainshare	


Information on gainshare can be found at paragraph 2.1 of Call-Off Schedule 3 – Continuous Improvement.





[bookmark: _Toc22219611]Potential Additional Scope


Potential additional Services that may be required by the Buyer during the execution of the Call-Off Contract include: 


· Car park management & booking 


· Helpdesk services


· Key holding 


· Lock up / open up of premises 


· Management of visitors and passes


· Patrols (mobile via specific visiting vehicle) 


· Periodic event security personnel


· Reception services 


The list of potential Services that may be added to the scope of the Call-Off Contract is not exhaustive and the Buyer cannot guarantee that any of these Services will be requested during the term of the Call-Off Contract. 


If any of additional Services are required to be added to the scope of the Call-Off Contract, the Buyer will request a Variation to the Call-Off Contract in accordance with Joint Schedule 2: Variation and Call-Off Schedule 5: Call-Off Pricing. 





[bookmark: _Toc22219612]Accreditation and Certification  


The conclusion of this Call-Off Contract will be subject to the Supplier with the highest ranking score following evaluation, providing evidence of the following accreditation/certification prior to award:  


· ISO 9001; 


· ISO 14001; 


· OHSAS 18001;


· Cyber Essentials;


· Member of Contractor Scheme (ACS); and 


· Member of an accreditation association and/or trade body of one or more of the following organisations: 


· NSI: National Security Inspectorate;


· BSIA: British Security Industry Association;


· SIA: Security Industry Authority;


· IPSA: International Professional Security Association;


· SSAIB: Security Systems and Alarm Inspection Board; 


· CCAS: Chamber Certification Assessment Services; and


· ISOQAR: Alcumus.


Failure of the highest ranking Supplier to provide the Buyer with evidence of the required accreditation/certification outlined above may result in the offer to award the Call-Off Contract being withdrawn and the Call-Off Contract being offered to the 2nd ranking Supplier. Please see Attachment 2: How to Bid (Section 8: Final decision to Award) for further information. 


The appointed Supplier will be required to provide evidence to the Buyer of compliance with National Cyber Security Centre (NSCS) Penetration Testing, with a CHECK approved provider prior to the Start Date/Call-Off Initial Period Commences. Further information can be found at: https://www.ncsc.gov.uk/information/check-penetration-testing.  


The appointed Supplier will also be required to provide evidence of compliance to the following additional accreditations required by the Buyer for the Start Date/Call-Off Initial Period Commences: 


· Cyber Essential Plus; and  


· List N Status (under Regulation 22 of the Nuclear Industries Security Regulations (NISR) 2003).





PLEASE NOTE: Attachment 3, Annex H: CREST Cyber Essentials Questionnaire is provided to help inform / assist bidding Suppliers in preparing for Cyber Essentials Plus accreditation.





[bookmark: _Toc22219613]Insurance Cover 


The conclusion of this Call-Off Contract is subject to the highest ranking Supplier, providing evidence of Insurance cover to the limits detailed within Joint Schedule 3 - Insurance Requirements and any Additional Insurances in Attachment 4 - Order Form, prior to contract award.


Failure of the highest ranking supplier to provide the Buyer with evidence of the required Insurance cover as detailed in Joint Schedule 3 - Insurance Requirements and any Additional Insurances in Attachment 4 - Order Form, may result in the offer to award the Call-Off contract being withdrawn and the Call-Off Contract being offered to the 2nd ranking Supplier. Please see Attachment 2: How to Bid (Section 8: Final decision to Award) for further information. 





[bookmark: _Toc22219614]Award


Upon contract award all relevant sections of this Attachment 3 – Specification will be inserted into the Order Form (Attachment 4 of this bid pack).
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RADIOACTIVE WASTE MANAGEMENT

AND

MITIE LIMITED

WORKPLACE SERVICES CONTRACT

(FM MARKETPLACE PHASE 2)

REF: RM6089














CALL-OFF SCHEDULE 29

SPECIAL TERMS

PART A

[bookmark: _Hlt360695020][bookmark: _Hlt365630798][bookmark: _Hlt360633260][bookmark: _Hlt360694959]Definitions and Interpretations

The following definitions apply to this Call‑Off Schedule 29:

"Authority Insurances" has the meaning given in paragraph 5 of this Call-Off Schedule 29; 

"Anti-Slavery and Human Trafficking Policy" means the Buyer's Anti-Slavery and Human Trafficking Policy – reference number (SLCP 4.06.06) as amended and updated from time to time incorporated within the Buyer’s Anti-Slavery and Human Trafficking Statement available on the Buyer’s website;

"Buyer Nuclear Licensed Site" means any site in respect of which the Buyer holds a licence granted under Section 1 of the Nuclear Installations Act 1965;

“Buyer Security Induction” means a mandatory introduction process provided by the Buyer which Supplier Staff must complete, prior to being given unescorted access to Buyer’s Premises and/or access to any Buyer’s issued IT equipment and/or access to Buyer’s Information classified as OFFICIAL-SEN$ITIVE/OFFICIAL-SEN$ITIVE: SNI;

"Buyer’s Security Manager” means the security manager(s) appointed by the Buyer to carry out due diligence and personnel security clearance checks;

“Buyer Security Team” means the Buyer’s  appointed and specialist security staff tasked by the Buyer Security Manager(s) to carry out security assurance visits;

"CDM Regulations" means the Construction (Design and Management) Regulations 2015 (SI 2015/51);

 “HMG Baseline Personnel Security Standard” means personnel security controls which must be applied to any individual who, in the course of their work, has access to Government assets and information classified as OFFICIAL-SEN$ITIVE/OFFICIAL-SEN$ITIVE: SNI;

"Internal Procedures" means all internal Buyer company documentation (regardless of the manner in which it is held, stored or collated) which:

in the reasonable opinion of the Buyer, constitutes a mandatory internal guideline, standard, procedure or policy; 

in the reasonable opinion of the Buyer, relates directly or indirectly to the Buyer structure, operation and management; and

relates materially and directly to the and/or the manner in which the Buyer chooses to fulfil its contractual, legal and regulatory obligations.

"NDA" means the Nuclear Decommissioning Authority, a non-departmental public body whose head office is at Herdus House, West Lakes Science and Technology Part, Moor Row, Cumbria;

“NDA Estate IT Network” means for the purposes of this section, Radioactive Waste Management IT infrastructure;

"NDA's Nuclear Estate" means each of (a) Civil Nuclear Constabulary; Direct Rail Services Limited; Dounreay Site Restoration Limited; International Nuclear Services Limited; LLW Repository Limited; Magnox Limited; National Nuclear Laboratory Limited; Radioactive Waste Management Limited; Sellafield Limited; NDA Archives Limited; NDA Properties Limited and Energus, and any successor bodies thereto that perform any of the functions previously performed by any of the foregoing bodies; and (b) any organisation that is registered in the United Kingdom and is regulated by the Office for Nuclear Regulation (or any successor body(ies) to the Office for Nuclear Regulation that perform any of the functions previously performed by the Office for Nuclear Regulation);

“OFFICIAL” has the meaning as set out in https://www.gov.uk/government/publications/government-security-classifications :the majority of information that is created or processed by the public sector. This includes routine business operations and services, some of which could have damaging consequences if lost, stolen or published in the media, but are not subject to a heightened threat profile;

“OFFICIAL-SEN$ITIVE” means a limited subset of OFFICIAL information which could have more damaging consequences (for individuals, an organisation or Government generally) if it were lost, stolen or published in the media;

"OFFICIAL-SEN$ITIVE: SNI” means information as defined in the Anti-terrorism, Crime and Security Act 2001 and The Energy Act 2013 which includes information relating to activities carried out on or in relation to nuclear sites or other nuclear premises which appears to the Secretary of State to be information which needs to be protected in the interests of national security, and as supplemented by the Nuclear Industry Security Regulations 2003 and the notice issued by the Secretary of State on 25 March 2015 under section 71 of The Energy Act 2013 as needing a protective marking under the Office of Nuclear Regulation Classification Policy for the Civil Nuclear industry issued on 2 April 2014 or the Office of Nuclear Regulation and Ministry of Defence document ACO 300 issued in January 2002;

“Security Aspects Letter” means the letter(s) to the Supplier from the Buyer which defines to the Supplier the OFFICIAL-SEN$ITIVE aspects of the material associated with the Contract;

“SC Clearance” means a personnel security clearance issued by United Kingdom Security Vetting at Security Check level; and 

"VCSE" means a non-governmental organisation that is value-driven and which principally reinvests its surpluses to further social, environmental or cultural objectives.

If the provisions in this schedule conflict with any Clauses in the Core Terms then the provisions in this schedule shall prevail.

Rights of third parties

The NDA shall, pursuant to the Contracts (Rights of Third Parties) Act 1999, be entitled to enforce any of the Buyer rights under the Contract and any term in the Contract which directly or indirectly prevents or attempts to prevent the NDA from exercising those rights shall have no legal effect.

Agreement under section 12(3A) of the Nuclear Installations Act 1965 to provide protection for Supplier equipment on the licensed site in the event of nuclear damage

Pursuant to section 12(3A) of the Nuclear Installations Act 1965 (the "Act"), the Buyer and the Supplier agree as follows:

[bookmark: _Ref521524286]in the event of an occurrence involving nuclear matter as defined within section 7 of the Act, the Buyer shall be liable to the Supplier for damage to the property of the Supplier and / or the property of the Supplier’s subcontractors or suppliers which is located on the Buyer’s Nuclear Licensed Site for the purposes of the Contract;

the liability in paragraph 3.1.1 shall be limited to liability for property damage as would otherwise exist if section 7(3) of the Act did not apply and claims under this agreement for property damage shall be governed by the Act as if section 7(3) of the Act did not apply; and

[bookmark: _Ref521524327]the Buyer shall not be liable under paragraph 3.1.1 unless and to the extent that the Supplier has:

notified the Buyer and the NDA of the estimated value of the Supplier’s plant, equipment and assets and any such plant, equipment and assets of its subcontractors or suppliers brought onto the Buyer’s Nuclear Licensed Site on an annual basis for the purposes of the Contract in accordance with the NDA's insurance renewal requirements; and

where the estimated value of such property has changed by (20%) or more during any one (1) year, notified the Buyer and the NDA of the amount of such change.

The liability in paragraph 3.1.1 shall be limited to the market value of the property notified in writing pursuant to paragraph 3.1.3 above.

The Buyer shall not be liable under paragraph 3.1.1 to the extent that the occurrence involving nuclear matter was attributable to any act or omission of the Supplier or any employee, servant or agent of the Supplier, or the Supplier’s Subcontractor or any employee, servant or agent of the Supplier’s Subcontractor done with the intent to cause injury or damage or done with reckless disregard for the consequences of the act or omission.

For the avoidance of doubt, nothing in the Contract is or shall be deemed to be an agreement for the Supplier to incur liability under Section 12(3A) of the Act.

[bookmark: _Ref521490408][bookmark: bmCompoundReference]Modern Slavery Act

If requested to do so by the Buyer from time to time, the Supplier shall implement a subcontractor audit, either directly or through a third party auditor to monitor compliance with the Anti-Slavery and Human Trafficking Policy.

The Supplier shall keep a record of all training offered and completed by its employees to ensure compliance with the Anti-Slavery and Human Trafficking Policy and shall make a copy of the record available to Buyer on request.

[bookmark: _Ref521490845]If the Supplier is in breach of any undertaking, warranty or representation as provided in this paragraph 4 then the Buyer shall be entitled to terminate the Contract for breach of Contract on immediate written notice to the Supplier.

Without prejudice to any other right or remedy (including the right to terminate the Contract):

the Buyer shall be entitled to investigate a potential breach by the Supplier of the Supplier's obligations under this paragraph 4 and require the Supplier to co-operate fully and to provide all information at the request of the Buyer which is necessary to enable the Supplier to conduct and complete such investigation within reasonable timescales;

where, in the opinion of the Buyer, such investigation concludes that the Supplier is in breach of any of its obligations under this paragraph 4:

the Buyer shall notify the Supplier in writing of such breach; 

the Supplier shall, within such period as specified by the Buyer submit its proposals, setting out the steps that are to be taken in order to comply with its obligations under this paragraph 4, such proposals to be to the satisfaction of the Buyer (a "MSA Action Plan");

upon agreement of a MSA Action Plan by the Buyer (in its absolute discretion) and without prejudice to the Supplier's other obligations under the Contract, the Supplier shall immediately proceed in accordance with and complete such MSA Action Plan within timescales agreed by the Buyer which are to be commensurate with the actions to be undertaken;

the Buyer shall have the right to monitor the Supplier's progress against the MSA Action Plan and, if, at any time, the Buyer considers (in its absolute discretion) sufficient  progress is not being made by the Supplier in respect of the MSA Action Plan, including but not limited to, a failure or repeated failures to complete all or any part of the MSA Action  Plan within the agreed timescales, the Buyer shall be entitled to take any further action it considers appropriate (including, but not limited to, agreeing a new MSA Action Plan and/or termination of the Contract pursuant to paragraph 4.3).

Notwithstanding any other term of this Contract, the Supplier is liable for and is to indemnify the Buyer against all payment, loss, damage, action, cost, fines, financial penalty or expense of whatsoever nature paid made or incurred by the Buyer arising out of or in connection with any breach by the Supplier of its obligations, representations and/or warranties under this paragraph 4.

[bookmark: _Ref521523956]Insurance

The Buyer shall notify the Supplier of the relevant insurance arrangements put in place by the NDA (the "Authority Insurances"), including any information provided by the NDA from time to time in respect of such Authority Insurances.

The Supplier shall:

not purchase insurance that duplicates the Authority Insurances;

consent to being a joint named insured under the Authority Insurances; and

comply with (and shall procure that its Subcontractors and suppliers to the Contract agree to comply with) any instructions issued by the NDA from time to time in relation to the Authority Insurances, claims handling and other procedures relevant to the Contract.

The Supplier shall not and shall procure that its Subcontractors shall not take any action or fail to take any reasonable action or (insofar as it is reasonably within its power) permit or allow others to take or fail to take any action (in either case including failure to disclose any fact) as a result of which any of the Authority Insurances may be rendered void, voidable, unenforceable, suspended or impaired in whole or in part or which may otherwise render any sum paid out under any of the Authority Insurances repayable in whole or in part.

Standard of performance

The Supplier shall perform its obligations under the Contract in accordance with all relevant Internal Procedures.

Quality Management System

The Supplier's quality management systems shall be accredited to ISO 9001 standard or its internationally accepted equivalent. The Supplier shall maintain and ensure compliance with those quality management systems throughout the duration of the Contract Period.

The Supplier shall monitor, review and update its quality management systems from time to time as necessary to comply with Good Industry Practice and to ensure continued accreditation.  

The Supplier shall submit any changes it considers necessary to its quality management systems to the Buyer for approval if such a change will affect (or is likely to affect) or will lead (or is likely to lead) to the loss of the Supplier's accreditation.  The Buyer may only withhold its consent to such a change if, in its reasonable opinion, the proposed change does not comply with: 

internationally accepted quality management systems or Good Industry Practice at the time of the request; or

any other obligations in relation to quality management systems placed on the Supplier under the Contract. 

When responding to any Supplier request for the Buyer's approval of changes to the Supplier's quality management systems, the Buyer shall:

respond in writing and without unreasonable delay; and

provide reasons for any determination that the Supplier's proposed changes to its quality management systems are unsuitable.

CDM

The Supplier shall observe perform and discharge and shall procure the observance, performance and discharge by its employees, servants and agents of all of its obligations, requirements and duties arising under the CDM Regulations.

The Buyer is the client for the purposes of the CDM Regulations. 

OBSERVANCE OF SITE AND SAFETY REGULATIONS

To the extent that the Supplier is required to perform any Services at the Buyer’s Premises, then any access shall be at the discretion of the SO and subject always to compliance by the Supplier (and its staff and sub-contractors) with the Buyer’s Internal Procedures. Any such access shall be non-exclusive and shall be shared with the Buyer and its contractors and any other authorised third parties (and for the avoidance of any doubt such access right given to the Supplier shall be personal right only and shall not in any way confer a tenancy, any license beyond such permission or a parting with possession or a parting with possession to the Supplier by the Buyer).

SHARING OF INFORMATION

The Supplier agrees that nothing in this Contract shall prevent the Buyer from disclosing Confidential Information which it may deem appropriate to disclose or make available: 

under any applicable rule of law or Government regulation or in response to a request by or on behalf of Government (including but without limitation to BEIS, HM Treasury, Cabinet Office, UKGI and, where relevant to the particular procurement, to Scottish ministers and Welsh ministers);

under any requirement of or in response to any official request to which it is customary to reply of any regulatory body of competent jurisdiction; or

in connection with the proper exercise of its functions, including to Government (including but without limitation to BEIS, HM Treasury, Cabinet Office, UKGI and, where relevant to the particular procurement, to Scottish ministers and Welsh ministers); the Nuclear Decommissioning Authority, the Office for Nuclear Regulation and/or NDA’s Nuclear Estate.

[bookmark: _Ref527362497]zero hours CONTRACTS

[bookmark: _Ref527362475]The Supplier shall ensure that none of the Supplier Staff are employed under a Zero Hours Contract. For the purposes of this Clause 11, "Zero Hours Contract" shall mean a contract of employment pursuant to which the employee is given no guarantee of work from the employer.

The Buyer require the Supplier to ensure that the Terms and Conditions of Employment for all personnel that are permanently based on the Buyer’s Sites will be based on a defined hour’s basis. Personnel who are called to site to provide periodic staffing level coverage are not affected by this requirement.   



PART B

1. CLASSIFICATION OF INFORMATION

 

1.1 The Supplier shall comply with, and shall procure that all Supplier Staff comply with, the provisions of the Official Secrets Acts 1911 to 1989 during the Term of the Contract and following the expiry and/or termination of Contract. 



1.2 [bookmark: _Ref523237254]In the event that the Supplier is required to handle, process, store or create Buyer’s Information classified as OFFICIAL, OFFICIAL-SEN$ITIVE or OFFICIAL-SEN$ITIVE: SNI when performing the Services under the Contract, the Supplier shall ensure that any such material is protected and appropriately handled, processed, stored or created in accordance with the following guidance and legislation:

	HM Government: Security Policy Framework 

	https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/710816/HMG-Security-Policy-Framework-v1.1.doc.pdf

	HM Government: Security Classifications

	h=ttps://www.gov.uk/government/publications/government-security-classifications

ONR Classification Policy

http://www.onr.org.uk/documents/classification-policy.pdf

Nuclear Industries Security Regulations 2003

1.3 The Supplier shall procure that any Subcontractors comply with paragraph 1.2 of this Call-Off Schedule 29.



1.4  The Supplier shall not handle, process, store or create Buyer’s Information classified as OFFICIAL-SEN$ITIVE or OFFICIAL-SEN$ITIVE: SNI unless there is a specific requirement to do so and the Supplier will be notified of such a specific requirement as appropriate by the Buyer in writing.  



2. SECURITY ASPECTS LETTER

2.1 The Supplier will be required to undergo due diligence, including but not limited to personnel security clearance checks, by the Buyer’s Security Manager and to sign one or more Security Aspects Letters (depending upon the requirements of the Buyer prior to the commencement of the performance of the Services under this Contract.  The form of Security Aspects Letter shall be substantially similar to the form of letter appended at Annex 1 of this Call-Off Schedule 29.



2.2 The Security Aspects Letter will specify the locations and/or premises where the Supplier will handle, process, store or create Buyer’s Information and the Supplier is required to limit the number of such locations and/or premises to be utilised in the performance of the Services in order to facilitate security assurance visits by the Buyer’s Security Team which will be carried out at each location and/or premises where Buyer’s Information is handled, processed, stored or created for the purposes of performing the Services under this Contract.  The Supplier is further required to provide details of all Subcontractors to the Buyer.



2.3 The Buyer shall have the right to request evidence from the Supplier of compliance with the requirements of the Security Aspects Letter issued by the Buyer and shall permit the Buyer to inspect Supplier processes and premises in order to assure compliance with the requirements of the Security Aspects Letter.



3. INFORMATION SECURITY REQUIREMENTS

3.1 [bookmark: _Ref523236447]Information classified as OFFICIAL-SEN$ITIVE or OFFICIAL-SEN$ITIVE: SNI in electronic form can only be handled, processed, stored or created on the NDA Estate IT Network, save in exceptional circumstances where the Buyer has a requirement for such electronic information to be handled, processed, stored or created on the Supplier’s IT network and duly authorises the Supplier to handle, process, store or create such electronic information.

  

3.2 Where the exceptional circumstances as described in paragraph 3.1 above arise, the Supplier must comply with the following:



3.2.1 [bookmark: _Ref523237349]In relation to a requirement from the Buyer for the Supplier to handle, process, store, or create information classified as OFFICIAL-SEN$ITIVE in electronic form on the Supplier’s IT network, the Supplier’s IT network must be accredited to meet the requirements of Cyber Essentials Plus; 



3.2.2 In relation to a requirement from the Buyer for the Supplier to handle, process, store or create information classified as OFFICIAL-SEN$ITIVE:SNI in electronic form on the Supplier’s IT network:



3.2.2.1 the Supplier must comply with paragraph 3.2.1 above; and



3.2.2.2 the Supplier’s IT network must be accredited to meet the requirements of the Office for Nuclear Regulation and accordingly the Supplier must implement and maintain effective cyber security and information assurance arrangements that integrate technical and procedural controls to protect the confidentiality, integrity and availability of electronic information classified as OFFICIAL-SEN$ITIVE:SNI; and 



3.2.2.3 the Supplier, the Supplier’s premises and the Supplier’s IT network must have been granted Facility Security Clearance status on the Office for Nuclear Regulation’s List N in accordance with paragraph 3.4.1 below.



3.3 Where a Supplier has a requirement to connect to an NDA Estate IT Network via its Supplier IT network to view electronic information classified as OFFICIAL SEN$ITIVE: SNI, the Supplier IT network must be accredited to meet the requirements of Cyber Essentials Plus.



3.4  Where the Buyer require the Supplier to handle, process, store, or create Information classified as OFFICIAL-SEN$ITIVE: SNI, the Supplier is required to:



3.4.1 [bookmark: _Ref523237365]co-operate, facilitate and permit the carrying out of an assurance process known as a Facility Security Clearance by the Buyer and/or the Office for Nuclear Regulation to assure that the Supplier meets obligations under Regulation 22 of the Nuclear Industries Security Regulations 2003, following which the Supplier, the Supplier’s premises and the Supplier’s IT network (as appropriate) will be placed on the Office for Nuclear Regulation’s List N. Such Facility Security Clearances are carried out in accordance with Security Assessment Principles (SyAPs) and Technical Assessment Guides (TAGs) [http://www.onr.org.uk/ocns/regulation-of-SEN$ITIVE-nuclear-information-list-n.htm]; and   



3.4.2 co-operate, facilitate and permit the carrying out of periodic assurance processes by the Buyer and/or the Office for Nuclear Regulation to assure that the Supplier is continuing to meet its obligations under Regulation 22 of the Nuclear Industries Security Regulations 2003.



3.5 Information classified as OFFICIAL-SEN$ITIVE: SNI must only be handled, processed, stored or created by the Supplier in relation to its obligations under this Contract at Buyer’s Premises and/or at the Supplier’s premises listed on the Office for Nuclear Regulation’s List N, unless the Supplier has prior approval from the Buyer in writing.

 

3.6 The Supplier is prohibited from sharing Information classified as OFFICIAL-SEN$ITIVE: SNI with Subcontractors unless those Subcontractors have been granted Facility Security Clearance on the Office for Nuclear Regulation’s List N in accordance with paragraph 4.4.1 above.



3.7 [bookmark: _Ref523236526]The Supplier may share Information classified up to the classification of OFFICIAL-SEN$ITIVE with Subcontractors with the consent of the Buyer and the Supplier must procure that the Subcontractor similarly complies with this Paragraph 3.7.



3.8 The Supplier is required to maintain, and, as necessary, shall procure that any Subcontractor maintains, such security standards, procedures and arrangements, for the purpose of minimising the risk of loss, theft or unauthorised disclosure of, or unauthorised access to, any Information classified as OFFICIAL SEN$ITIVE and OFFICIAL SEN$ITIVE: SNI.



3.9 The Supplier must co-operate, facilitate and permit, and, as necessary, shall procure that any Subcontractor co-operates, facilitates and permits, the Buyer to carry out periodic assurance visits to assure that the Supplier is continuing to meet its obligations under this Contract in relation to the handling, processing, storing or creating of Information classified as OFFICIAL and/or OFFICIAL-SEN$ITIVE.



4. The Supplier must co-operate, facilitate and permit, and, as necessary, shall procure that any Subcontractor co-operates, facilitates and permits, sampling inspections (both announced and unannounced) carried out by the Office for Nuclear Regulation in relation to Supplier premises (or Subcontractor premises as appropriate) which the Supplier is required to operate in accordance with Regulation 22 of the Nuclear Industries Security Regulations 2003, to assure the adequacy of Supplier (or Subcontractor, as appropriate) systems and processes for the protection of Information classified as OFFICIAL-SEN$ITIVE:SNI.  The Supplier should acknowledge that such sampling inspections are carried out by the Office of Nuclear Regulation using Security Assessment Principles (SyAPs) and Technical Assessment Guides (TAGs).



4.1 The Supplier should acknowledge that the Office of Nuclear Regulation operates a full cost recovery model pursuant to the Nuclear Industry Security (Fees) Regulations 2005 for all regulatory activities undertaken and accordingly will seek recovery of its costs from the Supplier. 



4.2 The Supplier shall erase, and, as necessary, shall procure that any Subcontractor erases, any or all Government Data, in whatever form, when requested to do so by the Buyer and to the appropriate HMG standard as set out in HMG Information Assurance Standard No.5 (or subsequent successor) and shall provide the Buyer with evidence of such destruction. 



5. PERSONNEL SECURITY



5.1 [bookmark: _Ref523237406]Supplier Staff requiring access to OFFICIAL Information only, specifically excluding access to that classified as OFFICIAL-SEN$ITIVE or OFFICIAL-SEN$ITIVE: SNI, and who do not need unescorted access to the Buyer’s Premises, shall be subject to pre-employment checks that include as a minimum: identity, right to work and nationality. Where the nationality (including any former or dual nationality) of any member of Supplier Staff falls outside of countries in the EEA, NATO, Japan or a country which shares the same Head of State as the UK, the Supplier must inform the Buyer prior to the member of Supplier Staff being given access to the Buyer’s Information.

   

5.2 [bookmark: _Ref523237416]Supplier Staff requiring access to OFFICIAL-SEN$ITIVE or OFFICIAL-SEN$ITIVE: SNI Information or unescorted access to the Buyer’s Premises shall be subject to pre-employment checks that include the HMG Baseline Personnel Security Standard as a minimum and will be required to undergo the Buyer’s Security Induction.



5.3 Supplier Staff will only be granted unescorted access to Buyer’s Premises where there is a specific requirement for the Supplier’s Staff to do so and the Buyer will notify the Supplier in writing accordingly. 



5.4 The Supplier shall prevent Supplier Staff who are unable to obtain the required security clearances (as set out above in paragraphs 5.1 and 5.2 above) from having unescorted access to Buyer’s Premises unless agreed in advance with the Buyer in writing which the Buyer will determine as appropriate in its sole discretion on a case by case basis. 



5.5 Supplier Staff providing operational manned guarding services will be required to be SC cleared and to hold an appropriate security authority licence issued by the Security Industry Authority. The Buyer will not permit the deployment of Supplier Staff for the purposes of manned guarding services under a dispensation notice, or such other similar temporary notice. 



5.6 Where Supplier Staff no longer require access to Buyer’s Premises, or their employment with the Supplier ceases, the Supplier must immediately revoke from the relevant member of the Supplier Staff all rights of access to Buyer’s Assets, Buyer’s Equipment and/or Buyer’s Premises. 



6. BREACH OF SECURITY

6.1 In addition to the requirements set out in paragraph 8.2 of Call-Off Schedule 9 (Security), without prejudice to the security incident management process, the Supplier shall immediately notify the Buyer upon becoming aware of any of the circumstances referred to in Paragraph 8.1 of Call-Off Schedule 9 (Security).



7. COMPLIANCE WITH BUYER’S SECURITY POLICY AND TERMS OF SECURITY ASPECTS LETTER



7.1 The Supplier shall comply with the Security Policy and the requirements of the Security Aspects Letter(s) and the requirements of Call-Off Schedule 9 (Security), including the ISMS and Information Management Plan, and shall ensure that the ISMS and Security Management Plan produced by the Supplier fully complies with the Security Policy and the Security Aspects Letter(s).



8. VARIATIONS TO BUYER’S SECURITY POLICY



8.1 The Buyer shall notify the Supplier of any changes or proposed changes to the Security Policy.



8.2 If the Supplier believes that a change or proposed change to the Security Policy will have a material and unavoidable cost implication to the provision of the Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier must support its request by providing evidence of the cause of any increased costs and the steps that it has taken to mitigate those costs.  Any change to the Charges shall be subject to the Variation Procedure.



8.3 Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the Variation Procedure the Supplier shall continue to provide the Deliverables in accordance with its existing obligations.






ANNEX 1

SECURITY ASPECTS LETTER
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Lee Caines 
Security Manager    



 



 
 
 
Gary Culloden 
Mitie 
650 Pavilion Drive  
Northampton Business Park 
Brackmills 
Northampton  
NN4 7SL   



20th February 2020 
 
 



SECURITY ASPECTS LETTER 
 
Ref: RWM243 
Subject:  Security Personnel Services Contract 
 
Purpose and Scope 
 
1. The above work for Radioactive Waste Management (RWM) arises from a United 



Kingdom government contract and will involve your company holding UK classified 



information.  In accordance with UK Government ‘Contractual Process’ (v7.1-July 2014) 



it is a condition of this contract that this material must be protected.  The standard of 



protection required is therefore notified to you in this letter. 



 



2. Information passed to you during the access period will bear the classification 



appropriate to it.  However, to assist you in allocating any necessary classification to 



material which you may produce during the course of the contract and thus enable you 



to provide the appropriate degree of protection, this letter advises the correct 



classification to apply: 



 



SECURITY ASPECTS CLASSIFICATION 



Documentation relating to the delivery of 
on-site security services, such as: 
 
Assignment Instructions and related task 
based activities. 
Emergency response procedures. 
Security systems usage and 
administration instructions. 
 
 



Up to OFFICIAL-SENSITIVE.  



 



 



Building B329 
Thompson Avenue 
Harwell Oxford 
Didcot, Oxon 
OX11 0GD 



 +44 (0)1925 802410 
lee.caines@nda.gov.uk 
www.nda.gov.uk/rwm 
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3. Any RWM classified information provided to you will already be Protectively Marked 



when issued to you. 



4. Please acknowledge receipt of this letter to confirm that the level of classification 



associated with the aspects above have been brought to the attention of the person 



directly responsible for the security of this contract, that they are fully understood, and 



that the required security controls can and will be taken to safeguard the material. 



5. If you have any difficulty in interpreting the meaning of the aspects or in safeguarding the 



materials, please notify the RWM Technical Lead. 



6. Your attention is drawn to the condition that you as main contractor, and any 



subcontractors appointed by you, must comply with classified information handling 



requirements, including: 



a. HMG Security Policy Framework 



b. HMG Security Classifications 



c. HMG Contractual Process (particularly Appendix 2) 



 



7. Where considered necessary by RWM, you will provide evidence of compliance with this 



Aspects Letter and/or permit the inspection of your processes, systems and facilities by 



representatives of RWM to ensure compliance with these requirements. 



 



Information Handling 



 



8. During this contract, OFFICIAL and OFFICIAL-SENSITIVE information may be handled, 



processed or created at RWM or NDA premises.    



  



9. Any OFFICIAL-SENSITIVE pertaining to the scope of this agreement should be held 



only at RWM premises and / or at the approved address below. 



  



650 Pavilion Drive  



Northampton Business Park 



Brackmills 



Northampton  



NN4 7SL 



 



10. You may upon agreement with RWM share up to OFFICIAL-SENSITIVE with other 



parties (e.g. sub-contractors) for the explicit purpose of work on this contract; however 



it shall assure itself that sub-contractor(s) will comply with the same security controls by 



notifying RWM and issuing a Security Aspects Letter to those sub-contractor(s). 



 



11. Please note these arrangements may be subject to security assessment by RWM. 



 



12. Disclosure of information, regardless of classification, will be strictly in accordance with 



the "need to know" principle. Except with the written consent of RWM, you will not 
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disclose any of the classified aspects of the Contract other than to a person directly 



employed by you, or a Sub-contractor, where access is essential in order to carry out 



work and the person must have the appropriate Security Clearance. 



 



13. All OFFICIAL-SENSITIVE material including documents, media and other material will 



be physically secured to prevent unauthorised access. When not in use OFFICIAL-



SENSITIVE documents/material will be stored under lock and key. As a minimum, 



when not in use, OFFICIAL SENSITIVE material will be stored in a lockable room, 



cabinets, drawers or safe and the keys/combinations are themselves to be subject to a 



level of physical security and control. 



 



14. Copies of documents up to and including OFFICIAL-SENSITIVE may be made, but 



kept to a minimum, and afforded the same protection as the originals.   



 



Loss and Incident Reporting 



 



15. You will immediately report any loss or otherwise compromise of information to RWM.  



 



16. If there is suspected loss or suspected otherwise compromise of the information, you 



will immediately report the details to the Security Department at RWM.  



 



17. Any other such security incident involving information will be immediately reported to 



RWM. 



 



18. The compromise of a significant amount of information is likely to have a higher impact 



than the loss of individual assets, therefore may merit more rigorous handling controls. 



Aggregation, accumulation and association of information must be carefully considered. 



 



Personnel Security 



 



19. A minimum of Baseline Personnel Security Standard (BPSS) shall be required for all 



individuals having access to RWM OFFICIAL and above information; unescorted 



access to RWM offices and or access to the RWM/NDA IT network. 



 



IT Security 



 



20. Information classified as OFFICIAL-SENSITIVE in electronic format can only be 



handled, processed, stored or created on the NDA/RWM IT network save in 



circumstances where there is a requirement and, RWM duly authorises, you to handle, 



process, store or create such electronic information on your IT network. 



 



21. In relation to a requirement from RWM for you to handle, process, store, or create 



information classified as OFFICIAL-SENSITIVE in electronic form on your IT network, 



your network must be accredited to meet the requirements of NCSC Cyber Essentials 



Plus. 
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22. IT systems shall be suitably partitioned to ensure that RWM data is not visible to 



anybody except those working on the project, which have a need to know. 



 



23. Physical access to all hardware elements of the IT system is to be strictly controlled. 



The principle of “least privilege” will be applied to System Administrators. 



Administrators should not conduct ‘standard’ User functions using their privileged 



accounts. 



 



24. Hard copy information is not to be scanned or copied into an electronic format i.e. PDF 



without authorisation from RWM. 



 



25. You are required to maintain, and, as necessary, shall procure that any Subcontractor 



maintains, such security standards, procedures and arrangements, for the purpose of 



minimising the risk of loss, theft or unauthorised disclosure of, or unauthorised access 



to, any Information classified as OFFICIAL SENSITIVE. 



 



26. You must co-operate, facilitate and permit, and, as necessary, shall procure that any 



Subcontractor co-operates, facilitates and permits, RWM to carry out periodic 



assurance visits to assure that the you are continuing to meet your obligations under 



this Contract in relation to the handling, processing, storing or creating of Information 



classified as OFFICIAL and/or OFFICIAL-SENSITIVE. 



 



Publicity Material 



27. Contractors wishing to release any publicity material or display hardware that arises 



from this contract shall seek the prior approval of RWM. Publicity material includes 



open publication in the contractor’s publicity literature or website or through the media; 



displays at exhibitions in any country; lectures or symposia; scientific or technical 



papers, or any other occasion where members of the general public may have access 



to the information even if organised or sponsored by RWM, the NDA or any other 



government department. 



 



End of Access period/Information no longer in use. 



28. At the end of the access period, or when no longer required, information supplied by 



RWM or produced in relation to the contract unless otherwise directed shall be 



destroyed securely or returned to the RWM Contract Lead. 



 



29. If RWM approves you to carry out secure destruction of information, destruction shall 



be in accordance with the latest version of HMG IA Standard No. 5 (or subsequent 



successor), and a certificate of destruction provided to RWM. In this situation you are 



accountable for ensuring classified information held by sub-contractors is also securely 



destroyed and certificated. 
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Accountability 



30. Your attention is drawn to the provisions of the Official Secrets Acts 1911 to 1989 in 



general, and to the provisions of Section 2 of the Official Secrets Act 1911 (as 



amended by the Act of 1989) in particular. You, the Supplier, will take all reasonable 



steps to make sure that all individuals employed on any work in connection with the 



Contract (including Sub-contractors) have notice that these statutory provisions, or any 



others provided by NDA, apply to them and will continue so to apply after the 



completion or earlier termination of the Contract. Unauthorised disclosure is an 



indictable offence which may attract a penalty of up to 2 years imprisonment or a 



substantial fine or both. 



 



31. Under the Anti-Terrorism, Crime and Security Act 2001, you should note that all those 



employed by or contracted to your organisation must not disclose, without appropriate 



authority, any information, whether or not it bears or attracts a protective marking, that 



may be counter to the interests of the United Kingdom or RWM/NDA.  To do so, either 



intentionally or recklessly, may constitute a breach of section 79 of this Act, which may 



result in prosecution.  



 



32. General Data Protection Regulations: All companies engaged on contracts involving 



personal data on behalf of the Nuclear Decommissioning Authority are required to 



comply with the General Data Protection Regulations (GDPR). 



 



Acknowledgement 



33. You are required to acknowledge receipt of this letter by completing the form below and 



returning to the RWM Security department at the address at the top of this letter within 



10 working days of the date of this letter. The letter should be signed by a person 



responsible for Security at your organisation and the person managing the scope on 



behalf of your organisation. 



 



34. If you have any questions, please contact the RWM Security Manager. 



 



 



Yours sincerely 



 



 
 



Lee Caines 



Security Manager 



Radioactive Waste Management 
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Security Aspects Letter associated with: 



Ref: RWM243 
Subject:  Security Personnel Services Contract 
 



By signing this Aspects Letter, the signatories are confirming that: 



1. They fully understand the security implications regarding the information their 



organisation will be receiving. 



2. That the required security controls can and will be implemented to safeguard the 



information concerned. 



3. That you will not process OFFICIAL-SENSITIVE classifications of information in any 



way other than that agreed.  



4. You will protect OFFICIAL-SENSITIVE information provided to you or generated by 



you in accordance with the requirements detailed in this Aspects Letter. 



5. That all personnel who will have access to this information have been briefed as to 



the content of this letter and any other relevant security requirements. 



Confirmation 



 



On behalf of Mitie, I confirm that we fully understand the required security controls and that 
these security controls will be implemented to safeguard the information received and/or 
produced as detailed above. 



 



 



SECURITY CONTACT 



 



 



 



* Name: ________________________Signed:_______________________Date:_______ 



 



 



 



CONTRACT MANAGER 



  



 



 



* Name: ________________________Signed:_______________________Date:________ 
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