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Part A: Order Form

Buyers must use this template order form as the basis for all Call-Off Contracts and must
refrain from accepting a Supplier's prepopulated version unless it has been carefully
checked against template drafting.

Platform service |D number 221 230656260761

Call-Off Contract rafareance DDaT23124

CBAS Data Governance and Metadata
Call-Off Contract titla Servica

The contract is to provide Data Governance
and Metadata Service to establish data cata-
logue and define underlying process includ-
ing roles and responsibilities, govemance to
harvest dataset from the CBAS platform.

The service will Configure Purview for the
CBAS platform and develop supporting pro-

Call-Off Contract description cess documentation.

Start date Monday, 7th August 2023

Expiry date Monday, 6 November 2023

Tha maximum value of this Call-Off
Contract for the main services agreed to be
delivered shall not exceed £95,000,00
excluding VAT.

The aoverall Call -off Value, including all
Call-Off Contract value the optional support packages Is and

shall not exceed £200,000 excluding VAT
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Charging method

BACS

Purchase order number

To Follow

This Order Form is issued under the G-Cloud 13 Framework Agreement (RM1357.13).

Buyers can use this Order Form to specify their G-Cloud service requirements when

placing an Order.

The Order Form cannot be used to alter existing terms or add any extra tarms that
materially change the Services offered by the Supplier and defined in the Application.

There are terms in the Call-Off Contract that may be defined in the Order Form. These are

identified in the contract with square brackets.

From the Buyer

1 Victoria Straet
SW1H DET

Depariment of Energy Security and MNet Zero

Mix- nfimity Al

0207 971 14086
To the Supplier
1659 Pastures Hill,
Littleaver, Derby,
United Kingdom,
DEZ3 4AF

Company number: 10777744

Together the ‘Parties’
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Principal contact details

For the Buyer:

For the Supplier:

Call-Off Contract term

Start date This Call-Off Contract Starts on Thursday, 3" August 2023 and
iz walid for 62 working days.

Ending The notice period for the Supplier needed for Ending the Call-Off
(termination) Confract is at least 90 Working Days from the date of written notice
for undisputed sums (as per clause 18.6).

Tha notice period for the Buyer iz a maximum of 30 days from the
date of written notice for Ending without cause (as per clause
18.1).

Extension period A
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Buyer contractual details

This Order is for the G-Cloud Services outlined below. It is acknowledged by
the Parties that the volume of the G-Cloud Services used by the Buyer may
vary during this Call-Off Contract.
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G-Cloud Lot This Call-Off Contract is for the provision of Services Under:

¢ Lot 3: Clowd support

The Services to be provided by the Supplier under the above Lot

G-Cloud Services are listed in Framework Schedule 4 and outlined below:

required

Additional Services NIA

Sarvices will ba delivered remotaly and at the Buyar's site
at:
Location Department for Energy Security and Net Zero

1 Victoria Street
London SW1H 0ET.

Any traval expensas, if applicable, will be covered by the
supplier tself and shall be considered part of the cost or the
SEIVICEs.

Mo reimbursement for any such expenses will be made by the
Buyer.

Quality Standards The quality standards required for this Call-Off Contract are
detailed in Supplier's G-Cloud service description.

Technical Standards: The technical standards used as a requirement for this Call-
Off Contract are detailed in Suppliers G-Cloud service
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description.

Service level agreement:

The service level and availability criteria required for this
Call-Off Contract are detailed in Supplier's G-Cloud service
description.

Onboarding

The onboarding plan for this Call-Off Contract is detailed in
Supplier's G-Cloud service description.

Offboarding

The offboarding plan for this Call-Off Contract is detailed in
Supplier's G-Cloud service description.

Collaboration agreement

WA

Limit on Parties’ [1ability

Defaults by either party resulting in direct loss to the property
(including technical infrastructura, assets or aquipmant but
excluding any loss or damage to Buyer Data) of the other Party
will not excead 125% of the Charges payable by the Buyer to
the Supplier during the Call-Off contract term.

The annual total liability of the Supplier for Buyer Data Defaults
resulting in direct loss, destruction, comuption, degradation or
damage to any Buyer Data will not exceed 125% of the
Charges payable by the Buyer to the Supplier during the Call-
Off Contract Term.

The annual total lability of the Supplier for all other Defaulls will
not excead 125% of the Charges payable by the Buyer fo the
Supplier during the Call-Off Contract Term.




DieciiSign Ervelope ID: TSAFBIAE-COTE-48DC-9138-DCAAFTACEDED

Insurance

The Supplier insurance(s) required will be:
& 3 minimum insurance period of 6 years following the
expiration or Ending of this Call-Off Confract
o professional indemnity Insurance cover to be hald by
the Supgplier and by any agent, Subcontractor or
consultant invalved in the supply of the G-Cloud
Services. This professional indemnity insurance cover
will have a minimum limit of indemnity of £1,000,000 for
each individual claim or any higher limit the Buyer
requires (and as required by Law)
» employers' liability insurance with a minimum limit of
£5,000,000 or any higher minimum limit required by Law

Buyar's responsibilitias WA
Buyer's aquipment WA
Supplier's information
Subcontractors or NIA
pariners

Call-Off Contract charges and payment

The Call-Off Contract charges and payment details are in the lable below. See
Schedule 2 for a full breakdown.

Payment method

The payment method for this Call-Off Contract is BACS

Paymant profile

The payment profile for this Call-Off Contract on completion of the
below Milestones:
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Invoice details

The Supplier will lssue electronic invoices on completion of the
milestones. The Buyer will pay the Supplier within 30 days of receipt of
a valid undisputed invoice.

Who and where to
send invoices to

Invoice information
required

All invoices must include:
= Valid Purchase Order number
= Total value excluding Value Added Tax;
= The total value including Value Added Tax;

* The banking details for payment o the Supplier via electronic
transfer of funds (name and address of bank, sort code, account name
and number). Notwithstanding the foregoing, Supplier's failure to

include the above information in an invoice shall not relieve Buyer of
their payment obligations under this Call-Off Contract.

Invoice frequency

Invaica will be sent to the Buyer Manthly.

Call-Off Contract
value

The maximum value of this Call-Off Contract for the main services
agreed to be delivered shall not exceaed £95,000.00 excluding VAT.
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The overall Call -off Value, including all the optional support
packages is and shall not exceed £200,000 excluding VAT

Call-Off Contract The Call-off Contract Charges are fixed and as per the below
charges breakdown of days and specialist level engagement;

Pl Sidh L Z55 UAAF + WAl

The charges for the oplional support packages would be charged as
per the above rates.

Additional Buyer terms

Performance of the WA
Service

Guarantee IR
Warranties, MIA

representations

Supplemental Wi
requirements in
addition to the Call-Off
terms

Alternative clauses MIA

Buyer specific MIA
amendments

tolrefinements of the
Call-Off Contract terms

10
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Personal Data and
Data Subjects

As per annex A

Intellectual Property

All the deliverables/ content produced during this engagement will
be owned by the buyer.

Social Value

Supplier commitment to Social value is as below:

Fighting climate change

Fighting climate change

We offer fully remote and hybrid roles to maximise the
flexibility offered to our staff and ensure reduce the nesd
for unnecessary travel. Our company headquarters is a
|low-carbon building that maximises the use of solar gen-
eration, and we have an ‘electric-first’ policy towards
company vehicles.

Throughout our contracts, we continually challenge the
need for unnecessary travel and promote the use of pub-
lic transport or electric vehicles where travel is required.

Covid-19 recovery

Covid-19 recovery

Owr policy is to ensure that at least 10% of our new start-
ers are apprentices, re-traineas or others who have
struggled to get back into work following the pandemic.
We offer fully remote roles to maximise the flexibility of-
fered to our staff and ensure we are not excluding those
for whom in-person roles represent a real risk (either
from Covid or other diseases), such as the immune-com-
promised.

Tackling economic inequality
Tackling economic inequality

We work with a range of small organisations to bring
their expertize to our problems. We invest a proportion of
our eamings in start-ups and other enterprises to help
them grow and create new businesses.

11
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We offer fully remote roles to maximise the flexibility of-
fered to our staff and ensure we are not excluding those
who may live in deprived areas with limited transport
links. We provide a range of role-specific training to our
staff to ensure we fill skills gaps and lead to recognized
industry qualifications.

We support our clients in the creation and recruitment to
skilled, high value permanent roles, and recommend
CPD activities to support and train those new staff.

We purchase goods and services from a range of suppli-
ers, agencies start-ups etc. We invest a proportion of our
earnings in start-ups and other enterprises to help them
grow and create new businesses.

Equal opportunity
Equal opportunity

We continually assess our team against the SFIA frame-
work to identify skills gaps, training needs and to ensure
that equally-skilled employees are remunerated to equiv-
alent levels regardless of background.

We have regular training-focussed conversations with all
our employees and ensure we identify and procure train-
ing to help them develop new skills relevant to their ca-
rear neads as well as our customers

We have a robust modemn slavery policy, and ensure
that our suppliers themselves adhere to their own mod-
ern slavey policles.

Wellbeing

Welbeing

Qwr directors our closely acquainted with the effects and
symptoms of poor mental health and we have processes
in place to identify staff in need of exira support.

Through user research (where relevant to contract) we
ensure that users and communities are heavily involved
in the design of services and work to ensure strong com-
munity integration as we deliver those services.

12
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1.2

13

14

2.2

Formation of contract

By signing and returning this Order Form (Part A), the Supplier agrees
to enter into a Call-Off Contract with the Buyer.

The Parties agree that they have read the Order Form (Part A) and the
Call-Off Contract terms and by signing below agree to be bound by this
Call-Off Contract.

This Call-Off Contract will be formead when the Buyer acknowledges
receipt of the signed copy of the Order Form from the Supplier.

In cases of any ambiguity or conflict, the terms and conditions of the
Call-Off Contract (Part B) and Crder Form (Part A) will supersede
those of the Supplier Terms and Conditions as per the order of
precedence sel out in clause 8.3 of the Framework Agreement.

Background to the agreement

The Supplier is a provider of G-Cloud Services and agreed to provide
the Services under the terms of Framework Agreement number
RM1557.13.

The Buyer provided an Order Form for Services to the Supplier.

13
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Customer Benefits

For each Call-Off Contract please complete a customer benefits record, by
following this link:

-Cl 1 mer Benafil B

14
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1.

Part B: Terms and conditions

Call-Off Contract Start date and length

1.1 The Supplier must start providing the Services on the date specified in the

Order Form.

12

13

14

This Call-Off Contract will expire on the Expiry Date in the Order Form.
It will be for up to 36 months from the Start date unless Ended earlier
under clause 18 or extended by the Buyer under clause 1.3.

Thie Buyer can extend this Call-Off Contract, with written notice to the
Supplier, by the period in the Order Form, provided that this is within
the maximum permitied under the Framework Agreement of 1 period of
up to 12 months.

The Parties must comply with the requirements under clauses 21.3 to
21.81if the Buyer reserves the right in the Order Form to set the Term
at more than 24 months.

Incorporation of terms
The following Framework Agreement clauses (including clauses and
dafined terms referenced by tham) as modified under clause 2.2 are

incorporated as separate Call-Off Confract obligations and apply
between the Supplier and the Buyer;

2.3 (Warranties and representations)
4.1 to 4.6 {Liability)
41010 4.11 (IR35)
10 (Force majeure)
5.3 (Continuing rights)
5.4 10 5.6 (Change of control)
5.7 (Fraud)
5.8 (Motice of fraud)
T (Transparency and Audit)
8.3 (Order of precedence)
11 (Relationship)
14 (Entire agreemant)
15 (Law and jurisdiction)
16 (Legislative change)
17 (Bribery and comuption)
15
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follows:

22

18 (Freadom of Information Act)

18 (Promating tax compliance)

20 (Official Secrets Act)

21 (Transfer and subcontracting)

23 (Complaints handling and resolution)

24 (Conflicts of interast and ethical walls)

25 (Publicity and branding)

26 (Equality and diversity)

28 (Data protection)

31 (Severability)

32 and 33 (Managing disputes and Mediation)
34 (Confidentiality)

35 (Waiver and cumulative remedies)

36 (Corporate Social Responsibility)
paragraphs 1 to 10 of the Framework Agreement Schedule 3

The Framework Agreement provisions in clause 2.1 will be modified as

221 arefarence to the 'Framework Agreement’ will ba a refarance
to the "Call-Off Contract’

222 areference to 'CCS" or to 'CCS and/or the Buyer' will be a
reference to ‘the Buyer'

223 areference to the 'Parties’ and a ‘Party’ will be a reference to
the Buyer and Supplier as Parties under this Call-Off Contract

23 The Parties acknowledge that they are required to complete the
applicable Annexes contained in Schedule 7 (Processing Data)

of the Framework Agreement for the purposes of this Call -Off
Contract. The applicable Annexes being reproduced at
Schedule 7 of this Call-Off Contract.

24  The Framework Agreemeant incorporated clauses will be
referred to as incorporated Framework clause X0, whers XX
is the Framework Agreement clause number,

25  When an Order Form is signed, the terms and conditions
agreed in it will be incorporated inta this Call-Off Contract.

16
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Services

poasible

an

32

41

Supply of services

The Supplier agrees to supply the G-Cloud Services and any
Additional Services under the terms of tha Call-Off Contract and the
Suppliers Application.

The Supplier undertakes that each G-Cloud Service will meet the
Buyer's acceptance criteria, as defined n the Order Form.

Supplier staff

The Supplier Staff must:

4.1.1 be appropriately experenced, qualified and trained to supply the

4.1.2 apply all due skill, care and diligence in faithfully performing those duties

4.1.3 obey all lawful instructions and reasonable directions of the
Buyer and provide the Services to the reasonable satisfaction of the

Buyar

4.1.4 respond to any enquiries about the Services as soon as reasonably

4.1.5 complete any necessary Supplier Staff vetting as specified by the Buyer

42

4.3

44

45

The Supplier must retain overall control of the Supplier Staff so that
they are not considered to be employees, workers, agents or
contractors of the Buyer.

The Supplier may substitute any Supplier Staff as long as they have
the equivalent experience and qualifications to the substituted staff
mermbser.

The Buyer may conduct IR35 Assessments using the ES| tool to
assess whether the Supplier's engagement under the Call-Off Contract
is Inside or Outside |R35.

The Buyer may End this Call-Off Contract for Material Breach as per

clause 18.5 hereunder if the Supplier iz delivering the Services Inside
IR35.

17
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48

4.7

4.8

51

6.2

6.3

The Buyer may need the Supplier to complate an Indicative Test using
the ESI tool before the Start date or at any time during the provision of
Services to provide a preliminary view of whether the Services are
baing deliverad Inside or Outside |R35. If the Supplier has complated
the Indicative Test, it must download and provide a copy of the FDF
with the 14digit ES| reference number from the summary outcome
screen and promptly provide a copy to the Buyer.

If the Indicative Test indicates the delivery of the Services could
potentially be Inside IR35, the Supplier must provide the Buyer with all
relevant information needed to enable the Buyer to conduct its own
IR35 Assessment.

If it is determined by the Buyer that the Supplier is Quiside IR35, the
Buyer will provide the ES| reference number and a copy of the PDF to
the Supplier.

Due diligence

Both Parties agree that when entering into a Call-Off Contract they:

5.1.1 have made their own enquiries and are satisfled by the accuracy
of any information supplied by the other Party

5.1.2 are confident that they can fulfil their obligations according to the
Call-Off Conftract terms

5.1.3 have raised all due diligence questions before signing the Call-
Off Contract

5.1.4 have enterad into the Call-Off Contract relying on their own due
diligence
Business continuity and disaster recovery

The Supplier will have a clear business continuity and disaster
recovery plan in their Service Descriptions.

The Supplier's business continuity and disaster recovery services are
part of the Services and will be performed by the Supplier when
required.

If requested by the Buyer prior to entering into this Call-Off Contract,
the Supplier must ensura that its business continuity and disaster
recovery plan is consistent with the Buyer's own plans.

18
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7.2

7.3

74

75
76

7.7
appropriate Rate.
78

e

7.10

71

Payment, VAT and Call-Off Contract charges

The Buyer must pay the Charges following clauses 7.2 to 7.11 for the
Suppliers delivery of the Services.

Tha Buyear will pay the Supplier within the number of days specified in
the Order Form on receipt of a valid invoice.

The Call-0ff Contract Charges include all Charges for payment
processing. All involces submitted to the Buyer for the Services will be
exclusive of any Management Charge.

If specified in the COrder Form, the Supplier will accept payment for G-
Cloud Services by the Government Procurement Card (GPC). The
Supplier will be liable to pay any merchant fee levied for using the GPC
and must not recover this charge from the Buyer.

The Supplier must ensure that each invoice contains a detailed
breakdown of the G-Cloud Services supplied. The Buyer may requeast
the Supplier provides further documentation to substantiate the invoica.

If the Supplier entars info a Subcontract it must ensure that a provision
is included in each Subcontract which specifies that payment must be
made to the Subcontractor within 30 days of receipt of a valid invoice.

All Charges payable by the Buyer to the Supplier will include VAT at the

The Supplier must add VAT to the Charges at the appropriate rate with
visibility of the amount a5 a separate line itam.

The Supplier will indemnify the Buyer an demand against any ligbility
arising from the Supplier's failure to account for or to pay any VAT on
payments made to the Supplier under this Call-Off Confract. The
Supplier must pay all sums to the Buyer at least 5§ Working Days
bafore the date on which the tax or other liability is payable by the
Buyer.

The Supplier must not suspend the supply of the G-Cloud Services
unless the Supplier is entifled to End this Call-Off Contract under
clause 186 for Buyar's fallure to pay undisputad sums of money.
Interest will be payable by the Buyer on the late payment of any
undisputed sums of maney properly invoices under the Late Payment
of Commercial Debls (Interast) Act 1998,

If thera's an invoice disputa, the Buyer must pay the undisputed portion
af the amount and retumn the invoice within 10 Working Days of the
invoice date. The Buyer will provide a covering statement with

13
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712

8.1

8.1

g2

proposed amendments and the reason for any non-payment. The
Supplier must notify the Buyer within 10 Working Days of receipt of the
returned invoice if it accepts the amendmeants. If it does then the
Supplier must provide a replacament valid involce with the responsa.

Due to the nature of G-Cloud Services it isn't possible in a static Order
Form to exactly define the consumption of services over the duration of
the Call-Off Contract. The Supplier agrees that the Buyer's volumes
indicated in the Order Form are indicative anly.

Recovery of sums due and right of set-off

If & Supplier owes money to thie Buyer, the Buyer may deduct that sum
from the Call-Off Contract Charges.

Insurance

The Supplier will maintain the insurances required by tha Buyer
including those in this clause.

The Supplier will ensure that:

8.2 1 during this Call-Off Contract, Subcontractors hold third party
public and products liability insurance of the samea amounts that
thi Supplier would be lagally liable to pay as damages,
including the claimant's costs and expenses, for accidental
death or badily injury and loss of or damage to Property, to a
minimum of £1,000,000

9.2 2 the third-party public and products liability insurance contains an
‘indemnity o principals’ clause for the Buyer's benefit

8.2.3 all agents and professional consultants invalved in the Services
hold professional indemnity insurance to a minimum indemnity
of £1,000,000 for each individual claim during the Call-Off
Contract, and for 6 years after the End or Expiry Date

8.2 4 all agents and professional consultants involved in the Services
hold employers liability insurance (except whare exempt under
Law) to a minimum indemnity of £5,000,000 for each individual
claim during the Call-Off Contract, and for 6 years after the End
or Expiry Date
20
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Buyer

9.3

94

9.5

96

97

9.8

10.
101

If requested by the Buyer, the Supplier will obtain additional insurance
palicies, or extend existing policies bought under the Framewaork
Agreement.

If requested by the Buyer, the Supplier will provide the following to
show compliance with this clause:

9.4.1 a broker's verification of insurance
9 4 2 receipts for the insurance premium
8.4 3 evidence of payment of the latest premiums due

Insurance will not relieve the Supplier of any liabilities under the
Framework Agreement or this Call-Off Contract and the Supplier will:

8.5 .1 take all risk control measures using Good Industry Practice,
including the investigation and reports of claims to insurers

8.5 2 promptly notify the insurers in writing of any relevant material fact
under any |nsurances

9.5.3 hold all insurance policies and require any broker arranging the
inzurance to hold any insurance slips and other evidence of

ingurance

The Supplier will not do or omit to do anything, which would destroy or
impair the legal validity of the insurance.

The Supplier will notify CCS and the Buyer as soon as possible if any
insurance policies have been, or are due to be, cancelled, suspended,
Ended or not renewed.

The Supplier will be liable for the payment of any:

8.8.1 premiums, which it will pay promptly

9.8.2 excess or deductibles and will not be entitled to recover this from the

Confidentiality

The Supplier must during and after the Term keap the Buyer fully
indemnified againzt all Losses, damages, costs or expenses and other

21
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11.
111

liabilities {including lagal fees) arsing from any breach of the Supplier's
obligations under incorporated Framewaork Agreement clause

34. The indemnity doesn't apply to the extent that the Supplier breach
is due to a Buyer's instruction.

Intellectual Property Rights

Save for the licences expressly granted pursuant to Clauses 11.3 and

11.4, neither Party

1.2

11.4

shall acquire any right, title or interest in or to the Intellectual Property
Rights ("IPR"s) (whether pre-existing or created during the Call-Off
Contract Term) of the other Party or its licensors unless stated
otherwise in the Order Form.

Meither Party shall have any right to use any of the other Pary's
names, logos or trade marks on any of its products or services without
the other Party's prior written consent.

The Buyer grants to the Supplier a royalty-free, non-axclusive, non-
transferable licence during the Call-Off Contract Term to use the
Buyer's or its relevant licensor's Buyer Data and related IPR solaly to
the extent necessary for providing the Services in accordance with this
Confract, including the right to grant sub-licences to Subcontractors
provided that;

11.3.1 any relevant Subcontraclor has entered into a confidentiality
undertaking with the Supplier on substantially the samea terms as set
out in Framework Agreement clause 34 (Confidentiality); and

11.3.2 thie Supplier =hall not and shall procure that any relevant Sub-
Contractor shall not, without the Buyer's written consent, use the
licensad matarials for any olher purpose or for the benefit of any
perzon other than the Buyer.

The Supplier grants to the Buyer the licence taken from its Supplier
Terms which licence  shall, as a minimum, grant the Buyer a non-
exclusive, non-transferable licence during the Call-Off Conlract Term to
usa the Supplier's or its ralevant licensor's IPR solely to the axtent
necessary to access and use the Services in accordance with this Call-
Off Contract.

11.5 Subject to the limitation in Clause 24.3, the Buyer shall:

11.5.1 defend the Supplier, its Affiliates and licensors from and against
any third-party claim:

22
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116

(a) allaging that any use of the Services by or on behalf of the
Buyer and/or Buyer Users is in breach of applicable Law;

(b) alleging that the Buyer Data violates, infringes or
misappropriates any rights of a third party,

(2) arising from the Suppliers use of the Buyer Data in
accordance with this Call-Off Contract: and

11.5.2 in addition to defending in accordance with Clause 11.5.1,
the Buyer will pay the amount of Losses awarded in final
judgment against the Supplier or the amount of any
sattlement agreed by the Buyer, provided that the Buyer's
obligations under this Clause 11.5 shall not apply where and
to the extent such Losses or third-pary claim is caused by
the Suppliers breach of this Contract.

The Supplier will, on written demand, fully iIndemnify the Buyer for all
Losses which it may incur at any time from any claim of infringement or
alleged infringement of a third party’s IPRs because of the:

11.6.1 rights granted to the Buyer under this Call-Off Contract

11.6.2 Supplier's performance of the Services
11.6.3 use by the Buyer of the Services

If an IPR Claim is made, or is likely to be made, the Supplier wil
immediately notify the Buyer in writing and must at its own expense
after writtan approval from the Buyer, aither:

11.7.1 modify the relevant part of the Services without reducing its
functionality or parformance

11.7.2 substitute Services of equivalent functicnality and parformance,
to awvoid the infringement or the alleged infringement, as long as
there is no additional cost or burden to the Buyer

11.7.3 buy a licence to use and supply the Services which are the
subject of the alleged infringement, on terms acceptable (o the
Buyer

Clause 11.6 will not apply if the PR Claim is from:

11.8.1 the use of data supplied by the Buyer which the Supplier isnt
required to verify under this Call-Off Contract

23
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11.8.2 other material provided by the Buyer necessary for the Services

11.9  [If the Supplier doas not comply with this clausa 11, the Buyer may End
this Call-Off Contract for Material Breach. The Supplier will, on
demand, refund the Buyer all the money paid for the affected Services.

12.  Protection of information

121 The Supplier must:

12.1.1 comply with the Buyer's written instructions and this Call-Off
Contract when Processing Buyar Parsonal Data

12.1.2 only Process the Buyer Personal Data as necessary for the
provision of the G-Cloud  Services or as required by Law or
any Regulatory Body

12.1.3 take reasonable steps to ensure that any Supplier Staff who
have access 1o Buyer Personal Data act in compliance with
Supplier's security processes

12.2 The Suppliar must fully assist with any complaint or requast for Buyer
Personal Data including by:

12.2.1 providing the Buyer with full details of the complaint or request
12.2 2 complying with a data access request within the timescales in
the Data Protection Legislation and following the Buyer's

instructions

12.2.3 providing the Buyer with any Buyer Personal Data it holds about
a Data Subject  (within the timascalas required by the Buyer)

12.2 4 providing the Buyer with any information requasted by the Data
Subject

123 The Supplier must get prior written consent from the Buyar to transfer

Buyer Personal Data to any other person (including any
Subcontractors) for the provision of the G-Cloud Services.
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13.

Buyer data

13.1 The Supplier must not remove any proprietary notices in the Buyer Data.

132

133

13.4

135

138

The Supplier will not store or use Buyer Data except if necessary
o fulfil its obligations.

If Buyer Data is processed by the Supplier, the Supplier will supply the
data to the Buyer as requested.

The Supplier must ensure that any Supplier system that holds any
Buyer Data is a secure system that complies with the Supplier's and
Buyer's security policies and all Buyer requirements in the Order Form.

The Supplier will preserve the integrity of Buyer Data processad by the
Supplier and prevant its corruption and loss.

The Supplier will ensure that any Supplier system which holds any
protectively marked Buyer Data or other government data will comply
with:

13.6.1 the principles in the Security Policy Framework:
hittpes-fiwaww. gov. uk rrmen lication, rity-
policy-framework and the Government Security
Classification policy.
hitps:fwww. gov. ukigovernment/publications/govemment-
securityclassifications

13.6.2 guidance issued by the Centre for Protection of Mational
Imfrastructure on Risk Management;
https:iiwww. cpni.gov. ukfcontentiadopt-risk-

managementapproach and Protection of Sensitive
Information and Assets:
: W, LK

13.6.3 the National Cyber Security Centre’s (NCSC) information risk
management guidance: https:/fwww.ncec.gov. uk/collection/risk-
management-collection

13.6 .4 government best practice in the design and implementation of
syslem components, including network principles, security
dasign principles for digital services and the secure email
blueprint:
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137
Order Form.

138

139

Lk i blicati hirel -
of-practiceftechnology -code-of-practice

13.6.5 the security requirements of cloud services using the NCSC
Cloud Security Principles and accompanying guidance:
hitps:faww. nesc.gow.ukl ncedimplementing- E ri
principles

13.6.6 Buyer requirements in respect of Al ethical standards.

The Buyer will specify any saecurity requirameants for this project in the

If the Supplier suspects that the Buyer Data has or may become
comupted, Iost, breached or significantly degraded in any way for any
reason, than the Supplier will notify the Buyer immediately and will (at
its own cost if corruption, loss, breach or degradation of the Buyer Data
was caused by the action or omission of the Supplier) comply with any
remedial action reasonably proposed by the Buyer.

The Supplier agrees to use the appropriate organisational, operational
and technological processes to keep the Buyer Data safe from
unauthorised use or access, loss, destruction, theft or disclosure.

13.10 The provisions of this clause 13 will apply during the term of this Call-Off

14.
14.1

142

14.3

Contract and for as long as the Supplier holds the Buyer's Data.

Standards and quality

The Supplier will comply with any standards in this Call-Off Contract,
the Order Form and the Framework Agresment.

The Supplier will deliver the Services in a way that enables the Buyer
to comply with its obligations under the Technalogy Code of Practice,
which is at:

hittpes:ffwww. gov. ukigovernment/publicationstechnology-code-of-
ractice/technology-c

of-practice

If requested by the Buyer, the Supplier must, at its own cost, ensure
that the G-Cloud Services comply with the requirements in the PSN
Code of Practice.
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14.4

If any PSN Services are Subcontracted by the Supplier, the Supplier
must ensure that the services have the relevant PSN compliance
certification.

14.5 The Supplier must immediately disconnect its G-Cloud Services from the

FEN if the PSM

15.
15.1

152

16.
16.1

16.2

16.3

Authority considers there |s a risk to the PSN's security and the
Supplier agrees that the Buyer and the PSM Autharity will not be liable
for any actions, damages, costs, and any other Supplier liabilities
which may arisea,

Open source

All zoftware created for the Buyer must be suitable for publication as
open source, unless otherwise agreed by the Buyer.

If software needs to be converted before publication as open source,
the Supplier must also provide the converted format unless otherwise
agraad by the Buyer.

Security

If requested to do so by the Buyer, before entering into this Call-Off
Contract the Supplier will, within 15 Working Days of the date of this
Call-Off Contract, develog (and obtain the

Buyer's written approval of) a Security Managemant Plan and an
Information Security

Management System. After Buyer approval the Security Management
Plan and Information Security Manageament System will apply during
the Term of this Call-Off Contract. Both plans will comply with the

Buyer's sacurilty policy and protect all aspects and processes
associated with the delivery of the Services.

The Supplier will use all reasonable endeavours, software and the
most up-to-date antivirus definitions available from an industry-
accapted antivirus softwara seller to minimise the impact of Malidous
Software.

If Malicious Software causes loss of operational efficiency or loss or
comuplion of Service Data, the Supplier will help the Buyer to mitigate
any losses and restore the Services o operating afficiency as soon as
possible.
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16.4

16.5

16.6

16.7

17.
171

18.
18.1

Responsibility for costs will be at the:

16.4.1 Supplier's expense if the Malicious Software arginates fram the
Supplier software or the Service Data while the Service Data
was under the control of the Supplier, unless the Supplier can
demonstrate that it was already present, not guarantined or
identified by the Buyer when provided

16.4 2 Buyer's expensea if the Malicious Software originates from the
Buyer software or the Service Data, while the Service Data was
under the Buyer's control

The Supplier will immediately notify the Buyer of any breach of security
of Buyer's Confidential Information. Where the breach occurred
becausa of a Supplier Default, the Supplier will recover tha Buyer's
Confidential Information however it may be recorded.

Any systemn development by the Supplier should also comply with the
government’s “10 Steps to Cyber Security’ guidanca:
hittps:ihwww. nesc.gov.ukiguidance/1 0-sleps-cyvber-security

If 2 Buyer has requested in the Order Form that the Supplier has a
Cyber Essentials certificate, the Supplier must provide the Buyer with a
valid Cyber Essentials cerificate (or equivalent) required for the
Services befora the Start date.

Guarantee

If this Call-Off Contract is conditional on receipt of a Guarantee that is
accaptable to the Buyer, the Supplier must give the Buyer on or before
the Start date:

17.1.1 an executed Guarantae in the form at Schedule 5

17.1.2 a certified copy of the passed resolution or board minutes of the
guarantor approving the execution of the Guarantes

Ending the Call-Off Contract
The Buyer can End this Call-Off Contract at any time by giving 30 days'

writlen notice (o the

28



DieciiSign Ervelope D TSAFBIAE-COTE-48DC-9138-DCAAFTACEDED

Supplier, unless a shorter period is specified in the Order Form. The
Supplier's obligation to provide the Services will end on the date in the
notice.

18.2 The Parties agree that the:

18.2.1 Buyer's right to End the Call-Off Contract under clause 18.1 is
reasonable considering the type of cloud Service being
provided

18.2.2 Call-Off Contract Charges paid during the notice period are
reasonable compenszation and cover all the Supplier's
avoidable costs or Losses

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract
under clause 18.1, it will indemnify the Supplier against any
commitments, liabilities or expenditure which result in any unavoidable
Loss by the Supplier, provided that the Supplier takes all reasonable
steps to mitigate the Loss. If the Supplier has insurance, the Supplier
will reduce its unavoidable costs by any insurance sums available. The
Supplier will submit a fully itermised and costed list of the unavoidable
Loss with supporting evidence.

18.4  The Buyer will have the right to End this Call-Off Contract at any time
with immediale effect by writtan notice to the Supplier if aither the
Supplier commits:

18.4 .1 a Supplier Dafault and if the Supplier Default cannot, in the
reasonable opinion of the Buyer, be remedied

18.4 .2 any fraud

18.5 A Party can End this Call-Off Contract at any time with immediate effect
by wrritten notice if
18.5.1 the other Party commits a Material Breach of any term of this
Call-Off Contract (other than failure to pay any amounts due)
and, if that breach is remediable, fails to remedy it within 15
Working Days of being notified in writing to do so
18.5.2 an Insolvency Event of the other Party happens

18.5.3 the other Party ceases or threatens to cease to camy on the
whole or any matenial part of its business
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186

187

19.
19.1

19.2

193

19.4

If the Buyer fails to pay the Supplier undisputed sums of monay when
due, the Supplier must notify the Buyer and allow the Buyer 5 Working
Days o pay. If the Buyer doesn’t pay within 5 Warking Days, the
Supplier may End this Call-Off Contract by giving the langth of notice in
the Order Form.

A Party who isnt relying on a Force Majeure event will have the right to
End this Call-Off Contract if clause 23.1 applies.

Consequences of suspension, ending and expiry

If a Buyer has tha right to End a Call-Off Confract, it may alect to
suspend this Call-Off Contract or any part of it.

Ewen if a notice has been served to End this Call-Off Confract or any
part of it, the Supplier must continue to provide the ordered G-Cloud
Services until the datas sat out in the notice.

The rights and obligations of the Parties will ceasa on the Expiry Date
or End Date whichever applies) of this Call-Off Contract, except those
continuing provisions described in clause 19.4.

Ending or expiry of this Call-Off Contract will not affect:

19.4.1 any rights, remedies or obligations accrued before its Ending or
expiration

19.4 2 the right of either Party to recover any amount cutstanding at
the time of Ending or expiry

19.4 .3 the continuing nghts, remedies or obligatons of the Buyer or the
Supplier under clauses

T (Payment, VAT and Call-Off Contract charges)

& (Recovery of sums due and right of set-off)

9 (Insurance)

10 (Confidentiality)

11 {Intellectual property rights)

12 (Protection of information)

13 (Buyer data)

18 (Consequences of suspension, ending and expiry)

24 (Liability); and incorporated Framework Agreement clauses:
4.1 1o 4.6, (Liability),

30



DieciiSign Ervelope D TSAFBIAE-COTE-48DC-9138-DCAAFTACEDED

195

24 (Conflicts of interast and athical walls), 35 (Waiver and
cumulative remedies)

19.4 4 any other provision of the Framework Agreement or this Call-Off
Contract which expressly or by implication is in force even if it
Ends or axpires.

At the end of the Call-Off Contract Term, the Supplier must promptly:

19.5.1 return all Buyer Data including all copies of Buyer software,
code and any other software licensed by the Buyer to the
Supplier under it

19.5.2 retum any materials created by the Supplier under this Call-Off
Contract if the IPRs are owned by the Buyer

19.5.3 stop using the Buyer Diata and, at the direction of the Buyer,
provide the Buyer with a complete and uncorrupled version in
electronic form in the formats and on media agreed with the

Buyer

19.5.4 destroy all copies of the Buyer Data when they raceive the
Buyer's written instructions to do so or 12 calendar months
after the End or Expiry Date, and provide written confirmation fo
the Buyer that the data has been securely desiroyed, except if
the retention of Buyer Data is required by Law

19.5.5 work with the Buyer on any angaing work

19.5.6 return any sums prepaid for Services which have not been
deliverad to the Buyer, within 10 Working Days of the End or
Expiry Date

19.6 Each Party will retumn all of the other Party's Confidential
Infarmation and confirm this has been done, unless there is a
legal requirement to keep it or this Call-Off Contract states
otherwise.

19.7 Al licences, leases and authorisations granted by the Buyer to
the Supplier will cease at the end of the Call-Off Conlract Term
without the need for the Buyer to serve notice except if this
Call-Off Contract states otherwise.
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20.
20.1

20.2

21.
21.1

21.2

213

21.4

21.5

Motices

Any notices sent must be In writing. For the purpose of this clause, an
email is accepted as being ‘in writing'.

Manner of delivery: email
Deemed time of delivery: 9am on the first Working Day after
sending

# Proof of service: Sent in an emailed letter in PDF format to the
correct email address without any eror message

This clause does not apply to any legal action or other method of
dispute resolution which should be sent to the addresses in the Order
Form (other than a dispute notice under this Call-Off Contract).

Exit plan

The Supplier must provide an exit plan in its Application which ensures
continuity of service and the Supplier will follow it.

When requested, the Supplier will help the Buyer to migrate the
Services 1o a replacement supplier in ling with the exit plan. This will be
at the Supplier's own expense if the Call-Off Contract Ended before the
Expiry Date due to Supplier cause.

If the Buyer has reserved the right in the Order Form to extend the
Call-Off Contract Term beyond 36 months the Supplier must provide
the Buyer with an additional exit plan for approval by the Buyer at least
& weeks before the 30 month anniversary of the Start date.

The Supplier must ensure that the additional exit plan clearly sats out
the Supplier's methodology for achieving an orderly transition of the
Services from the Supplier to the Buyer or its replacement Supplier at
the expiry of the proposed extension pericd or if the contract Ends
during that period.

Before submitting the additional exit plan to the Buyer for approval, the
Supplier will work with the Buyer to ensure that the additional exit plan
is aligned with the Buyer's own exit plan and stralegy.
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218

217

21.8

The Supplier acknowladges that the Buyer's right to take the Term
beyond 36 months is subject to the Buyer's own governance process.
Where the Buyer is a cenfral government department, this includes the
naed to obtain approval from GDS under the Spend Controls process.
The approval to extend will only be given if the Buyer can clearly
demonsirate that the Supplier's additional exit plan ensures that;

21.6.1 the Buyer will be able to transfer the Services to a replacement
supplier before the expiry or Ending of the period on terms that
are commercially reasonable and acceptable to the Buyer

21.6.2 there will be no adverse impact on service continuity
21.6.3 there is no vendor lock-in to the Supplier's Service at exit

21.6.4 it enables the Buyer to meet its obligations under the
Technology Code of Practice

If approval is obtained by the Buyer to extend the Term, then the
Supplier will comply with its obligations in the additional exit plan.

The additional exit plan must st out full details of imescales, activities
and roles and responsibilities of the Parties for:

21.8.1 the transfer 1o the Buyer of any technical information,
instructions, manuals and code reasonably required by the
Buyer to enable a smooth migration from the Supplier

21.8 2 the sirategy for exportation and migration of Buyer Data from
the Supplier system to the Buyer or a replacement supplier,
including conversion to open standards or other standards
required by the Buyer

21.8.3 the transfer of Project Specific IPR items and other Buyer
customisations, configurations and databases to the Buyer or a
replacement supplier

21.8 4 the testing and assurance strategy for exported Buyer Data

218 5if relevant, TUPE-related activity to comply with the TUPE

regulations
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22.
221

222

223

23.
231

24,
241

21.8.6 any other activities and Information which is reasonably
required to ensure continuity of Service during the exit period
and an orderly transition

Handover to replacement supplier

At least 10 Working Days before the Explry Date or End Date, the
Supplier must provide any:

2211 data (including Buyer Data), Buyer Personal Data and Buyer
Confidential Information in the Supplier's possassion, power or
control

22.1.2 other information reasonably requested by the Buyer

Cn reasonable notice at any point during the Term, the Supplier will
provide any information and data about the G-Cloud Services
reasonably requested by the Buyer (including information on volumes,
usage, technical aspacts, service performance and staffing). This will
halp the Buyer understand how the Services have been provided and
to run a fair competition for a new supplier.

Thiz information must be accurate and complete in all material
respects and the level of detail must be sufficient to reasonably enable
a third party to prepare an informed offer for replacament services and
not be unfairy disadvantaged compared to the Supplier in the buying
Process,

Force majeure

If a Force Majeurs event prevents a Party from performing s
obligations under this Call-Off Contract for more than 30 consecutive
days, the other Party may End this Call-Off Contract with immediate
effect by written naotice.

Liability

Subject to incorporated Framework Agreement clauses 4.1 to 4.6,
gach Party's Yearly total liability for Defaults under or in connection
with this Call-Off Contract shall not exceed the greater of five hundred
thousand pounds (£500,000) or one hundred and twenty-five per cent
(125%) of the Charges paid and/or commitied to be paid in that Year
(or such greater sum (if any) as may be specified in the Order Form).

34



DieciiSign Ervelope D TSAFBIAE-COTE-48DC-9138-DCAAFTACEDED

242 Matwithstanding Clause 24.1 but subject to Framework Agreement
clauses 4.1 to 4.6, the
Supplier's liahility:

24 2 1 pursuant to the indemnities in Clauses 7, 10, 11 and 29 shall be
unlimited; and

24 2 2 in respect of Losses arising from breach of the Data Protection
Legislation shall be as set out in Framework Agreement clause
28.

24.3 Matwithstanding Clause 24.1 but subject to Framework Agreement
clauses 4.1 to 4.6, the
Buyer's liability pursuant to Clause 11.5.2 shall in no event exceed in
eggregate five million pounds (£5,000,000).

24 4 When calculating the Supplier's liability under Clause 24.1 any items

specified in Clauss
24 2 will not be taken into consideration.

25. Premises

251  If either Party uses the other Parly's premises, that Party is liable for all
loss or damage it causes to the premises. |t is responsible for repairing
any damage to the premises or any objects on the premises, other
than fair wear and tear.

25.2 The Supplier will use the Buyer's premises solely for the performance
of its obligations under this Call-Off Contract.

253 The Supplier will vacate the Buyer's premises when the Call-Off
Contract Ends or expires.

254  This clause does not create a tenancy or exclusive right of occupation.
255 While on the Buyer's premizes, the Supplier will:

25.5.1 comply with any security requirements at the premises and not
do anything to weaken the security of the premises

25.5.2 comply with Buyer requirements for the conduct of personnel
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2553 comply with any health and safety measures implementad by

the Buyer

256

26.
26.1

26.2

28.3

27.

271

28.
28.1

8.2

25.5.4 immediately notify the Buyer of any incident on the premises
that causes any damage to Property which could cause
personal injury

The Supplier will ensure that its health and safety policy statement (as
required by the Health and Safety at Work etc Act 1974) is made
available to the Buyer on request.

Equipment

The Supplier is responsible for providing any Equipmeant which the
Supplier raquires lo provide the Sarvices.

Any Equipment brought onto the premises will be at the Supplier's own
risk and the Buyer will have no liability for any loss of, or damage 1o,
any Equipmant.

When the Call-Off Contract Ends or expires, the Supplier will remove
the Equipment and any other materialz leaving the premises in a safe
and clean condition.

The Contracts (Rights of Third Parties) Act 1999

Except as specified in clause 29.8, a person who isn't Party to this
Call-Off Contract has no right under the Contracts (Rights of Third
Parties) Act 1999 to enforce any of its terms. This does not affect any
right or remedy of any person which exists or is available otherwise.

Environmental requirements

The Buyer will provide & copy of its environmental policy to the
Supplier on request, which the Supplier will comply with.

The Supplier must provide reasonable support to enable Buyers to

waork in an environmentally frisndly way, for example by helping them
recycle or lower their carbon footprint.
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29.
29.1

292

The Employment Regulations (TUPE)

The Supplier agrees that if the Employment Regulations apply to this
Call-Off Contract on the Start date then it must comply with its
obligations under the Employment Regulations and (if applicable) New
Fair Deal {including entering into an Admission Agreement) and will
indemnify the Buyer or any Former Supplier for any loss arising from
any failure to comply.

Twelve months before this Call-Off Contract expires, or after the Buyer

has given notice to

documents

End it, and within 28 days of the Buyer's request, the Supplier will fully
and accurataly disclose to the Buyer all staff information including, but
naot limited to, the total number of staff assigned for the purposes of
TUPE to the Services. For each person identified the Supplier must
provide details of:

28.241 the activities they parform

2922 age

29.23 starl date

2924 place of work

2825 notice period

2926 redundancy payment entiltement

2927 salary, benafits and pansion entitlements

2928 employment status

2829 identity of employer

29.2.10 warking arrangements

2921 outstanding liabilities

20212 sickness abzence

29213 copies of all relevant employment contracts and ralated
29214 all information required under regulation 11 of TUPE or

as reasonably requested by the Buyar

The Supplier warranis the accuracy of the Information provided under
this TUPE clause and will notify the Buyer of any changes to the
amended information as soon a5 reasonably possible. The Supplier will
parmit the Buyer to use and disclose the information to any prospactive
Replacement Supplier.

In the 12 months before the expiry of this Call-Off Contract, the Supplier
will not change the identity and number of staff assigned to the Services
{unless reasonably requestad by the Buyer) or their tarms and
conditions, other than in the ordinary course of business.
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28.4

30.
30.1

0.2

31.
311

32
Supplier must:

The Supplier will co-operate with the re-tendering of this Call-Off
Contract by allowing the Replacement Supplier to communicate with and
meet the affected employees or their representatives.

The Supplier will indemnify the Buyer or any Replacement Supplier for
all Loss arising from both:

29.5.1 its failure to comply with the provisions of this clause

2952 any claim by any employee or persan claiming fo be an
employee (or their employes reprasentative) of the Supplier
which arises or is alleged to arise from any act or omission by the
Supplier on or before the date of the Relevant Transfer

The provisions of this clause apply during the Term of this Call-Of
Contract and indefinitely after it Ends or expires,

For these TUPE clauses, the relevant third party will be able to enforce
its rights under this clause but their consent will not be required to vary
these clauses as the Buyer and Supplier may agree.

Additional G-Cloud services

The Buyer may require the Supplier to provide Additional Services. The
Buyer doesn't have to buy any Additional Services from the Supplier
and can buy services that are the same as or similar o the Additional
Services from any third party.

If reasonably requested to do so by the Buyer in the Order Form, the
Supplier must provide and monitor performance of the Additional
Services using an Implementation Plan.

Collaboration

If the Buyer has specified in the Order Form that it reguires the
Supplier to enter into a Collaboration Agreement, the Supplier must
aive the Buyer an executed Collaboration Agreement before the Start
date.

In addition to any obligations under the Collaboration Agreament, the
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31.2.1 work proactively and in good faith with each of the Buyer's

contractors

32.
32.1

322

323

33.
33.1

31.2.2 co-operate and share information with the Buyer's contractors
to enable the efficient operation of the Buyer's ICT services and
G-Cloud Services

Variation process

The Buyer can request in writing a change to this Call-Off Contract if it
isn't & material change to the Framework Agreementior this Call-Off
Contract. Once implameanted, it is called a Variation.

The Supplier must notify the Buyer immeadiately in writing of any
proposed changes to their G-Cloud Services or their delivery by
submitting a Variation request. This includes any changes in the
Supplier's supply chain.

If Either Party can’t agres to or provide the Variation, the Buyar may
agree to continue performing its obligations under this Call-Off Confract
without the Variation, or End this Call-Off Contract by giving 30 days
notice to the Supplier.

Data Protection Legislation (GDPR)

Pursuant to clause 2.1 and for the avoidance of doubt, clause 28 of the
Framewark Agreement is incorporated into this Call-Off Contract. For
referanca, the appropriate UK GDPR templates which are required to
be completed in accordance with clause 28 are

reproduced in this Call-Off Contract document at Schedule 7.
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Schedule 1: Services
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Schedule 2: Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in
accordance with the

Supplier's Platform pricing document) can't be amended during the term of the
Call-Off Confract.

The total charges for the optional servicas shall not excesd £105,000 ex VAT in total
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Schedule 3: Collaboration agreement - Not
applicable
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Schedule 4: Not applicable
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Schedule 5: Guarantee -Not Applicable
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Schedule 6: Glossary and interpretations

In this Call-Crf Contract the following expressions mean;

Exprassion

Meaning

Additional Services

Any services ancillary to the G-Cloud Services that are in the
scope of Framework Agreement Clause 2 (Services) which a
Buyer may request.

Admission Agreement

The agreement to be entered into to enable the Supplier to
participate in the relevant Civil Service panzion schema(s).

Application The response submitted by the Supplier to the Invitation to
Tender (known as the Invitation to Apply on the Platform).
Audit An audit carried out under the incorporated Frameawark

Agresment clauses.
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Background IPRs

For each Party, IPRs:
« owned by that Party before the date of this Call-Off
Caontract
(as may be enhanced and/or modified but not as a
consequence of the Services) including IPRs
contained in any of the Party's Know-How,
documentation and processes
« created by the Party independently of this Call-Off
Contract, or

For the Buyer, Crown Copyright which isn't available to the
Supplier otherwise than under this Call-Off Contract, but
excluding IPRs owned by that Party in Buyer software or
Supplier software.

Buyer The contracting authority ordering services as set out in the
QOrder Farm.
Buyer Data All data supplied by the Buyer to the Supplier including

Personal Data and Service Data that is owned and managed
by the Buyer.

Buyer Personal Data

The Personal Data supplied by the Buyer to the Supplier for
purposas of, or in connection with, this Call-Off Contract.

Buyer Representative | The representative appointad by the Buyer under this Call-Off
Contract.
Buyer Software Software owned by or licensed to the Buyer (other than under

this Agreement), which is or will be used by the Supplier to
provide the Services.
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Call-Off Contract

This call-off contract entered into following the provisions of
the

Framework Agresment for the provision of Services made
between the Buyer and the Supplier comprising the Order
Form, the Call-Off terms and conditions, the Call-Off
schedules and the Collaboration Agresment.

Charges

The prices (excluding any applicable WVAT), payable to the
Supplier by the Buyer under this Call-Off Contract.

Collaboration

An agreement, substantially in the form set out at Schedule 3,

Sensitive Information

Agreement between the Buyer and any combination of the Supplier and
contractors, to ensure collaborative working in their delivery of
the Buyer's Services and to ensure that the Buyer receives
end-to-end services across its | T estate.

Commercially Information, which the Buyer has been notified about by the

Supplier in writing before the Start date with full details of why
the Information is deemed to ba commearcially sensitive.
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Confidential
Information

Data, Personal Data and any information, which may include
(but izn't limited to) any:

» information about business, affairs, developments,
trade secrets, know-how, personnel, and third parties,
including all Intellectual Property Rights (IPRs),
together with all information derived from any of the
above

« other information clearly designated as being
confidential or which ought reasonably be considered
to be confidential (whether or not it is marked
'confidential”).

Control

‘Contral’ as defined in section 1124 and 450 of the Corporation
Tax Act 2010. "Controls’ and "Controlled” will be interpreted
accordingly.

Controller

Takes the meaning given in the UK GDPR.

Crown

The government of the United Kingdom (including the
Morthemn Ireland Assembly and Executive Committes, the
Scottish Executive and the National Assambly for Wales),
including, but not limited to, government ministers and
govermnment depariments and particular bodies, persons,
COMMISsions or agencies camying out functions on its behalf.

Data Lozss Event

Event that results, or may rasult, in unauthorised access to
Personal Data held by the Processor under this Call-Off
Contract and/or actual or potential loss andfor destruction of
Personal Data in breach of this Agreement, including any
Personal Data Breach.
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Data Protection Impact | An assessment by the Controller of the impact of the
Assessment (DPIA) envisaged Processing on the pratection of Personal Data.
Data Protection (i) the UK GDPR as amandead from time to time; (i) the DPA
Legislation (DPL) 2018 to
the extent that it relates to Processing of Personal Data
and privacy; (iil) all applicable Law about the
Procassing of Personal Data and privacy.
Data Subject Takes the meaning given in the UK GDPR
Default Default is any:
« breach of the obligations of the Supplier (including any
fundamental breach or breach of a fundamental term)
« other default, negligence or negligent statement of the
Supplier, of its Subcontractors or any Supplier Staff
(whether by act or omission), in connection with or in
relation to this Call-Off Contract
Lnless otherwise spacified in the Framework Agreement the
Supplier is liable to CCS for a Default of the Framework
Agresment and in relation to & Default of the Call-Off Confract,
thie Supplier is liable fo the Buyer.
DPA 2018 Data Protection Act 2018
Employmiant The Transfer of Undertakings (Protection of Employment)
Regulations Regulations 2006 (S| 2006/246) ( TUPE')
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Regulations or EIR

End Means to tarminate; and Ended and Ending are construad
accordingly.

Environmental The Ervironmental |nformation Regulations 2004 together with

Information any guidance or codes of practice issued by the Information

Commissioner or relevant government depardment about the
regulations.

Equipment

The Supplier's hardware, computer and telecoms devices,
plant, materials and such other items supplied and used by the
Supplier (but not hired, leased or loaned from CCS or the
Buyer) in the performance of its obligations under this Call-Off
Contract.

ESl| Reference Number

The 14 digit ES| reference number from the summary of the
outcome screen of the ES| tool.

Employment Status
Indicator test tool or

The HMRC Employment Status |ndicator test tool. The most
up-todate version must be used. At the time of drafting the tool

ESl tool may be found here:
https:iwerw.gov.uk/oguidance/chack-employment-status-fortax
Expiry Data The axpiry date of this Call-Off Contract in the Ordar Form.
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Force Majeure

A force Majeure event means anything affecting either Party's

perfarmance of their obligations arising from any:

= acts, events or omissions beyond the reasonable control of
the affected Party

« nots, war or armed conflict, acts of terronsm, nuclear,
biological or chemical warfare

« acts of government, local government or Regulatory
Bodies

« fire, flood or disaster and any failure or shortage of power
or fuel

» industrial dispute affecting a third party for which a
substitute third party isn'l reasonably available

The following do not constitute a Force Majeure event:

» any industrial dispute about the Supplier, its staff, or failure
in the Supplier's (or a Subcontractor's) supply chain

« any event which is attributable to the wilful act, neglect or
failure to take reasonable precautions by the Party sesking
to rely on Force Majeure

+ the event was foreseeable by the Party seeking to rely on
Force

Majeura at the time this Call-Off Contract was entered inlo

« any event which is attributable to the Party seeking to rely
on Force Majeure and its failure to comply with its own
business continuity and disaster recovery plans

Former Supplier

A supplier supplying services to the Buyer before the Start
data that are the same as or substantially similar to the
Services. This also includes any Subcontractor aor the Supplier
(or any subcontractor of the Subcontractor).

Framework Agresment

The clauses of framework agreement RM1557.13 together with
the Framework Schedules.
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Fraud

Any offence under Laws creating offences in respect of
fraudulent acts (including the Misrepresentation Act 1967) or
at common law in respect of fraudulent acts in relation to this
Call-Off Contract or

defrauding or attempting to defraud or conspiring to defraud
thia Crown.

Freedom of
Information Act or
FolA

The Freedom of Information Act 2000 and any subordinate

legislation made under the Act together with any guidance or
codes of practice izsued by the Information Commissioner or
relevant government departiment in relation to the legislation.

G-Cloud Services

The cloud services described in Framework Agreement
Clause 2 (Services) as defined by the Service Definition, the
Supplier Terms and any related Application documentation,
which the Supplier must make available to CCS and Buyers
and those services which are deliverable by the Supplier
under the Collaboration Agreement.

UK GDPR

The retained EU law version of the General Data Protection
Regulation {Regulation (EL) 2016/674).

Good Industry Practice

Standards, practices, mathods and process conforming to the
Law and the exercise of that degree of skill and care,
diligence, prudence and faresight which would reasonably and
ordinarily be expected from a skilled and experienced person
or body engaged in a similar undertaking in the zamea or
similar circumstances.
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Government The government's preferred method of purchasing and
Procurement Card payment for low value goods or services.

Guarantee The guarantee described in Schedule 5.

Guidance Any current UK government guidance on the Public Contracts

Regulations 2015. In the event of a conflict between any
current UK government guidance and the Crown Commercial
Service guidance, cumrent UK govermment guidance will take
precadencea.

Implementation Plan

The plan with an outline of processes (including data
slandards for migration), costs (for example) of implemanting
the services which may be required ag part of Onboarding.

Indicative test

ES| tool completed by contractors on their own behalf at the
request of CCS or the Buyer (as applicable) under clause 4 6.

Information Has the meaning given under section 84 of the Freedom of
Information Act 2000.

Information sacurity The information security managemeant system and process

management system developed by the Supplier in accordance with dause 16.1.
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Inside IR35

Contractual engagemants which would be determined to be
within the scope of the IR35 Intermediaries legislation if
assassad using tha ES| toal.

Insolvency event

Can be:

+« avoluntary amangement

o awinding-up petition

« the appointment of a recalver or administrator
+ an unresolved statutory demand

» a Schedule A1 moratorium

o a Dun & Bradstreat rating of 10 or less

Intellectual Property
Rights or IPR

Intellectual Property Rights are:

« copyright, rights related to or affording protection similar to
copyright, rights in databases, patents and rights in
inventions, semi-conductor topography rights, trade
marks, rights in intarnet domain names and wabsite
addresses and other rights in trade names, designs,
Know-How, trade secrets and other rights in Confidential
Information

« applications for registration, and the right to apply for
registration, for any of the rights listed at {a) that are
capable of being registerad in any country or jurisdiction

« all ather rights having equivalent or similar affect in any
country or jurisdiction

Intermediary

For the purposes of the IR3S5 rules an intermediary can be;
. the suppliers own limited company

* a senvice of a personal sanice company

. a partnership

It does not apply if vou work for & client through a Managed

Service Company (MSC) or agency (for example, an
employment agency).
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IPR claim

As sat out in clause 11.5.

IR35

IR35 is also known as ‘Intermediaries legislation’. It's a set of
rules that affect tax and National Insurance where a Suppller
is contracted to work for a client through an |ntermediarny.

IR35 assessment

Assessment of employment status using the ES| tool to
determine if engagement is Inside or Outside IR35.

Know-How

All ideas, concepts, schemes, information, knowladge,
techniques, methodalogy, and anything else in the nature of
know-how relating to the G-Cloud Services but excluding
know-how already in the Supplier's or Buyer's possassion
before the Start date.

Law

Any law, subordinate legislation within the meaning of Section
21(1) of the Interpretation Act 1978, bye-law, regulation, order,
regulatory policy, mandatory guidance or code of practice,
judgment of a relevant court of law, or directives or
requirements with which the relevant Party is bound to
camply.

Loss

All losses, liabilities, damages, costs, expensas (including
legal fees), disbursements, costs of investigation, litigation,
settliement, judgment, interest and penalties whether ansing in
contract, tort (including negligence ), breach of statutory duty,
misrepresentation or otherwise and ‘Losses’ will be
interprated accordingly.
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Lot

Any of the 3 Lots specified in the ITT and Lots will be
construed accordingly.

Malicious Software

Any software program or code intended to destroy, interfere
with, corrupt, or cause undesired effects on program files, data
or ather information, executable code or application software
macros, whathar or not its operation is immeadiate or delayed,
and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existencea.

Management Charge The sum paid by the Supplier to CCS being an amount of up
to 1% but currantly sat at 0.75% of all Charges for the
Services invoiced to Buyers (net of VAT) in each month
throughout the duration of the Framework Agreement and
thereafter, until the expiry or End of any Call-Off Contract.

Management The management information specified in Framework

Information Agreement Schedule &.

Material Breach Those breaches which have been expressly set out as a
Material Breach and any other single serious breach or
persistent failure to perform as required under this Call -Off
Contract.

Ministry of Justice The Ministry of Justice's Code of Practice on the Discharge of

Code the Functions of Public Authorities under Part 1 of the

Fraedom of Information Act 2000.
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New Fair Deal The revised Fair Deal position in the HM Treasury guidance:
“Fair Deal for staff pensions: staff transfer from cantral
govemnment” issuad in October 2013 as amended.

Order An order for G-Cloud Services placed by a contracting body
with the Supplier in accordance with the ordering processes.

Order Form The order form set out in Part A of the Call-Off Contract to be

used by a Buyer lo order G-Cloud Services.

Ordered G-Cloud

G-Cloud Servicas which are the subject of an order by the

Services Buyer.

Outside IR35 Contractual engagements which would be determined to not
ba within the scopa of the IR35 Intermeadiarias lagislation if
assessed using the ES| tool.

Party The Buyer or the Supplier and "Parties’ will be interpreted

according by
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Perzsonal Data

Takes tha meaning given in the UK GDPR.

Personal Data Breach

Takes the meaning given in the UK GDPR.

Platform The government markeiplace where Services are available for
Buyers to buy.

Processing Takes tha meaning given in the LK GDPR.

Processor Takes the meaning given in the UK GDPR.
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Prohibited act

To directly or indirectly offer, promise or give any person

working for or engaged by a Buyer or CCS a financial or other
advantage to:

s induce that person to perform improperly a relevant
function or activity
» reward that person for improper performance of a relevant
function or activity
« commit any offence:
o under the Bribery Act 2010
o under legislation creating offences conceming Fraud
o at commaon Law conceming Frawd
o committing or attempting or conspiring to commit
Fraud

Project Specific IPRs

Any intellectual property rights in items created or arising out
of the performance by the Supplier {or by a third party on
behalf of the Supplier) specifically for the purposeas of this
Call-Off Contract including databases, configurations, code,
instructions, technical documentation and schema but not
including the Supplier's Background IPRs.

Property

Assetz and property including technical infrastructure, IPRs
and equipment.
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Protective Measuras

Appropriate technical and organisational measures which may
include; pssudonymisation and encrypting Personal Data,
ensuring confidentiality, integrity, availability and resilience of
systems and services, ensuring that availability of and access
to Personal Data can be restored in a timely mannear after an
incident, and regulary assessing and evaluating the
effectiveness of such measures adopted by it.

PSHN or Public Services
Network

The Public Services Metwork (PSN) is the govermnment's high
performance network which helps public sector organisations
work togather, reduce duplication and share resources.

Regulatory body or

Government departments and other bodies which, whethear

bodies under statute, codes of practice or otherwise, are entitled to
investigate or influence the matters dealt with in this Call-Off
Contract.

Relevant person Any employes, agent, servant, or represantative of the Buyer,
any other public body or person employed by or on behalf of
the Buyer, or any other public body.

Relevant Transfer A fransfer of employment to which the employment

regulations applies.
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Replacement Services | Any sarvices which ara the same as or substantially similar to
any of the Services and which the Buyer receives in
substitution for any of the services after the expiry or Ending
or partial Ending of the Call-

Off Contract, whether those services are provided by the
Buyer or a third party.

Replacement supplier | Any third-party service provider of replacement services
appointed by the Buyar (or whaera the Buyer is providing
replacement Services for its own account, the Buyer).

Security management | The Supplier's security management plan developed by the

plan Supplier in accordance with clause 16.1.

Services The services ordered by the Buyer as set out in the Order
Farm.

Service data Data that is owned or managed by the Buyer and used for the

G-Cloud Services, including backup data.
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Searvice definition(s) The definition of the Suppliers G-Cloud Services provided as
part of their Application that includes, but isn’t limited to, those
iterns listed in Clause 2 (Services) of the Framework
Agresment.

Service description The description of the Supplier service offering as published

on the Platform.

Service Personal Data

The Personal Data supplied by a Buyer to the Supplier in the
course of the use of the G-Cloud Services for purposes of or
in connection with this Call-Off Contract.

Spend controls

The approval process usad by a central government Buyer if it
needs to spend money on certain digital or technology
senvices, see hitpsuiwww.gov.ukiservice-manual/agile-
delivery/spend-controlsche ck-if-you-need-approval-to-spend-
money-on-a-service

Start date

The Start date of this Call-Off Confract as set out in the Order
Forrm.
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Subcontract

Any contract or agreemeant or proposed agreament between
the Supplier and & subcontractor in which the subcontractor
agreas to provide to the Supplier the G-Clowd Services or any
part thereof or facilities or goods and services necessary for
thie provision of the G-Cloud Services or any part thereof.

Subcontractor

Any third party engaged by the Supplier under a subcontract
{permitted under the Framework Agreement and the Call-OHf
Contract) and its servants or agents in connaction with the
provision of G-Cloud Services.

Subprocessor

Any third party appointed to process Personal Data on behalf
of the Supplier under this Call-Off Contract.

Supplier

The person, firm or company identified in the Order Form.

Supplier
Representativa

The representative appointed by the Supplier from time to
time in relation 1o the Call-Off Contract.
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Supplier staff

All persons employed by the Supplier together with the
Supplier's servants, agents, suppliers and subcontractors
used in the performance of its obligations under this Call-Off
Contract.

Supplier Terms

The relevant G-Cloud Service terms and conditions as set out
in the Terms and Conditions document supplied as part of the
Supplier's Application.

Term The term of this Call-Off Contract as set out in the Order
Faorm.

Variation This has the meaning given to it in clavse 32 (Variation
Process).

Working Days Any day other than a Saturday, Sunday or public holiday in
England and Wales.

Year A contract year.
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Schedule 7: UK GDPR Information

This schedule reproducas the annexes to the UK GDPR schedule contained
within the Framework Agreament and incorporated into this Call-off Contract
and clause and schedule references are to those in the Framework
Agreement but references to CCS have been amendead.

Annex 1: Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the

view of the

Procassors, however the final decision as to the content of this Annex shall be with
the Buyer at its absolute discration.

1.1 The contact details of the Buyer's Data Protection Officer ara:
BEIS Data Protection Officer,

Department for Business Enargy and Industrial Strategy

1 Wictoria Stroot Landon @A OET

1.2 The contact detais of e SUppliers Lata Froleclon UMCcar ane:

1.3 The Processor shall comply with any further written instructions with respect to
Processing by the Conitroller.

1.4 Any such further instructions shall be incorporated into this Annex.

Description

Details

Identity of Controllar
for each Calegory of
Personal Data

The Buyer is Controller and the Supplier is Processor

The Parties acknowledge that in accordance with paragraphs 2 to
paragraph 15 of Schedule 7 and for the purposes of the Data
Protection Legislation, Buyer is the Controller and the Supplier is
the Processor of the Parsonal Data recorded balow |

The Supplier will on behalf of Buyer process data relating to
Staff accessing the system which the Supplier will be
managing. This will include Staff Names (forenames and
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surname), Staff email address, Staff system user ID and
Access times to system.

The Parties are Independent Controllers of Personal Data

The Parties acknowledge that they are Independent Controllers for
the purposes of the Data Protection Legislation in respect of:

=« Business contact details of Supplier Personnel for which the
Supplier is the Contraller,

» Business contact details of any directors, officers, employ-
ees, agents, consultants and contractors of Relevant Author-
ity (excluding the Supplier Parsonnel) engaged in the perfor-
mance of the Relevant Authority’s duties under the Contract)
for which the Relevant Authority is the Controller

The Supplier will need to confirm that they are UK GDPR or GOPR
(if operating in the EEA) compliant when submitting a bid. The
contractor will provide interviewses with a privacy notice befors
participating to ensure they understand the nalure of the research,
how their data will be uzed and stored.

Duration of the
Processing

The duration of the process will be the start of the contract)
07/08/2023 uniil contract end date 6/11/2023

Nature and purposes
of the Processing

The nature of procassing will include the storage and use of names
and business contact details of staff of both the Contracting
Authority and the Supplier as necessary to deliver the services and
o undertake the Contract and performance management. The
Contract itself will include the names and business contact details of
staff of both the Contracting Authority and the Supplier involved in
managing the Contract

Type of Personal
Data

Mames, business telephone numbers and email addresses, office
location and position of staff of both the Contracting Authority and
the Supplier as necessary to deliver the services and to undertake
the Contract and performance managament. The Contract itself will
include the names and business contact details of staff of both the
Caontracting Authority and the Supplier involved in managing the
Contract
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Categories of Data Internal Staff and vetted Contractors/Consultants
Subject
Staff of the Contracting Authority and the Supplier, including where
those employees are named within the Contract itself or invohved
within the Contract management

Plan for return and Supplier 2 month period following which the Contractor will
destruction of the

data Provide the Contracting Authority with & complete and un-
once the Processing corrupted version of the Parsonal Data in electronic form (or
is complets UNLESS such other format as reasonably required by the Contracting

Authority and erasa from any computers, storage devices
and storage media that are to be retained by the Supplier
the expiry of the Contract. The Supplier will certify to the

Confracting Authority that it has completed such deletion.

requirement under
Union or Member

State law to presarve
that type of data

Staff of the Contracting Authority and the Supplier, including wherne
those employees are named within the Contract itself or involved
within the Contract managemant
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Mix-Infimity Al
Data Governance and Metadata
Management Service

Qur service helps you get value from your data assets, to menimise your
camplianca risk. We Relp design and implement oata ownarship and
gowarnance processes for the full data litecycle and develop your meladata
harvesting capakility to maintain information about your entire estate and
maintain this ina data catalogus,

Features

Analyse current data sowernance structures

Devalap Data Gowarnance strategy

Devalop Lailored Saka ownershic model

Design and Implement rew data governance structures

Devalop Meladala Managemsanl 2lralegy
Map existing sata estate
Devalop and implement matadata management processes

Ernterprise Data Catalogue establish business glassary cagatility and fata
slandardisalion

Ensure continuous avtomated barvest ng of metadata across the
enterprize

Embnd processes to continuously imprave data assets quality

Benefits

Reducas risk of data misuse

Improves guality of data acrass the organisatian
Improves guality of evidence-based decision-making

Ensures comect accountabilities fo data

Appendix A: Service offering from G -cloud 13 and Service definition

E£500 to £1,250 a unit a day

Service docurments
Pricing goour

| e at ke g e s

PL#
£ rvloe detittion dooament
PLF
areres and conditic
PCF

F

Framework

G-Cloud 12

Service D

22 1965 5260 Ta

Contact

Improwes inveslment decisicn-making

Reduces sarvice gelivery imse by making data re s easy

Reduces data duplizatian and data costs
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Ongoing support

Ongoing support service

Service scope

Service constraints

Usersupport

Email or anline ticketing support
Fhone support
Wehb chat suppart

Support levels

Resellers

Supplier type

Staff security

Stall security clearance

Government security clearance
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M

Mo

M

M

Mot a reseller

Other security clearance

Up to Developed Vetting (DV)
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Planning

Flanning serice L]

Training

Training service provided Mo

Setup and migration

Setup ar migration serdce L]

avallable

Quality assurance and performance testing

Quality assurance and ey
performance testing service

Security testing

Security services [0
Standards and certifications
ISCWIEC 27001 certification Mo

150 2B000: 2007 certification L

CSA STAR certification Mo
PCl cartification Mg
Cyber essentials Yes
Cyber egsentials plus Mo
Other securnity certifications Nao
k
[
A.ppendi..x.l. -

Serice Definition.pe

TO
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Signature Area
Organisation Mame; Organisation Name:
Department of Energy Security and Net Zero Mix-Infinity Al

RoleTitle:

04 August 2023 | 14:08:24 CEST

(00 MMLYYYY | DR Tm:ss)
(dd.mm.yyyy | hh:mmess)
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