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Cyber Security Instruction
The Cyber Risk Level for Project PETREL has been assessed as a ‘Low’ risk project. The associated Risk Assessment Reference (RAR or RA) is: RAR-AEA72ECU.
DE&S have included DEFCON 658 as part of the ITT process. This DEFCON is intended to protect MOD Identifiable Information transferred during the life of the contract and sometimes post contract.  MOD Identifiable Information is defined in DEFCON 658 as “All Electronic Information which is attributed to or could identify an existing or proposed MOD capability, defence activities or personnel and which the MOD requires to be protected against loss, misuse, corruption, alteration and unauthorised disclosure.”

Tenderers must complete a Supplier Assurance Questionnaire (SAQ) to demonstrate their compliance with the cyber security controls relating to the system that would process the bid or MOD material. Def Stan 05-138 (appendix 1) provides further advice and specific guidance on classifications. If the SAQ response is not accepted as sufficient by the online tool then tenderers shall show how they intend to achieve compliance by completing a Cyber Implementation Plan. 

Suppliers intending to sub-contract part of a Ministry of Defence contract will also be required to complete a Risk Assessment for the sub-contract(s), and sub-contractors will be required to complete an SAQ in response to it.

You can find further information on Cyber Security by clicking here or by searching for DCPP on GOV.UK. 

Please click this link to register with the online tool and complete your questionnaire: https://suppliercyberprotection.service.xgov.uk/. 
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