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Radioactive Waste
B Management

Foreword

About Radioactive Waste Management Limited

Radioactive Waste Management Limited (RWM) is the delivery organisation for a Geological Disposal

Facility (GDF) and provision of radioactive waste management solutions. It is a wholly owned

subsidiary of the Nuclear Decommissioning Authority, which is an Executive Non-Departmental Public

Body of the Department for Business, Energy and Industrial Strategy.

RWM has extensive and proven expertise in higher activity radioactive waste management and
planning for a GDF. On behalf of Government and NDA we are running the geological disposal
programme and have significant experience of specification, design, assessments and research. The

GDF represents a major multi-billion pound national infrastructure programme.

We offer our waste producer customers disposability assessments of proposals for packaging
intermediate level waste. This is done within the regulatory framework described in “The Management

of Higher Activity Waste on Nuclear Licensed Sites”.

RWM works with radioactive waste owners to optimise the geological disposal system with earlier
phases of the radioactive waste management lifecycle to optimise safety and minimise environmental

impacts, hazard, cost, risk and volume of waste to be managed in a geological disposal facility.

Our mission is to:

Deliver a geological disposal facility and provide radioactive waste management solutions.

Our objectives are to:

Engage with national and local governments and communities to identify a geological
disposal facility site.

Develop the specification, design, safety case and environmental and sustainability
assessments for the disposal system and obtain regulatory support.

In conjunction with waste producers, identify and deliver solutions to optimise the
management of higher activity waste.

Develop and maintain an effective organisation and secure resources to deliver the
geological disposal facility programme.

Obtain and maintain stakeholder support for our activities.

Deliver a focused Research & Development programme to support geological disposal
and optimised packaging solutions.

Deliver sustainable, innovative and cost effective solutions that have public support and
are in the best interest of the UK.

For further information on Radioactive Waste Management: www.gov.uk/rwm
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2.1

2.2

2.3

2.4

Guidance Notes

EU Procurement Directive / Government Procurement Service / Transparency

This tender is an open tender published on Contracts Finder.
The indicative budget for this work is £35-45k.

Timetable

The indicative timescales is:

Dispatch of Tender 30™ November 2017
Suppliers acknowledge intention to tender by n/a

Cut-off date for Tenderers Questions 15th December 2017
Tenders to be submitted by 12 noon 5th January 2018

Issue interview invitations Thc

Interviews with tenderers Thc

Tenders evaluated and contract awarded by Circa 12" January 2018
Contract begins Circa 12" January 2018

Submission of tenders
Your tender response must be submitted in accordance with the requirements of this Invitation
to Tender (ITT).

Please acknowledge receipt of this ITT in accordance with the above timetable and confirm by
e-mail your intention to submit a tender response to tony.potts@nda.gov.uk

Tenders must be submitted no later than 12 noon on the closing day.

One priced and one un-priced copy of the tender is required. Electronic copies of both the
priced and un-priced versions must be provided by email to rwm.tenders@nda.gov.uk by the
closing date. Tender responses shall be in the English language and all costs associated with
preparation and submission of the tender shall be the supplier’s responsibility.

NOTE: e-mails over 8Mb will be rejected by RWM server.

The supplier is responsible for verifying the completeness and correctness of the ITT and
highlighting to RWM any deficiencies, conflicts and ambiguities that prevent them from
tendering or responding to any section in an accurate and fair manner.

Communication and requests for clarification

If there are any points you would like to raise as a result of this specification, or if you would like
any further information about this appointment, please contact Anthony Potts. Please ensure
all requests for information are e-mailed to rwm.tenders@nda.gov.uk and that any verbal
communication is confirmed in writing immediately thereafter. Where requests relate to errors,
clarifications or omissions within this ITT, the reply may be sent to all parties.
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2.5

2.6

2.7

2.8

2.9

See Appendix 2 for contact details.

Assessment and acceptance of tenders

RWM shall not be bound to accept the lowest cost or any tender submitted. Assessment shall
be based on a combination of qualitative and quantitative criteria as specified in section 4.

Interviews

As part of the tender process you may be invited to interview. Interviews will be held in
accordance with the timetable above, at RWM's offices or at the tenderer’s offices. Interviews
should be attended by the senior key individuals who the tenderer has proposed are personally
to provide services to RWM.

If interviews are required, tenderers will be asked to present their submission to RWM, which
will be followed by a question and answer stage. Following the interview, RWM will re-review
the technical scores to determine whether the scores from the desk assessment were correct.

RWM at its discretion may dispense with the interview stage.

Transparency

The Government’s transparency agenda requires that sourcing documents including ITTs such
as this are published on a designated, publicly searchable website. The same applies to other
sourcing documents issued by RWM including the original advertisement and the pre-
qualification questionnaire (if used), and any contract entered into by RWM with its preferred
supplier once the procurement is complete.

By submitting an ITT you agree that your participation in this procurement may be made public.

The answers you give in this response will not be published on the transparency website but
may fall to be disclosed under Freedom of Information Act 2000 (FOIA) or the Environmental
Information Regulations 2004 (EIR).

Where sourcing documents issued by RWM or contracts with its suppliers fall to be disclosed,
RWM will redact them as it thinks necessary, having regarding (inter alia) to the exemptions in
the FOIA or EIR.

You are therefore required to identify (& segregate where possible) within your tender
submission such information, data or images which you believe are commercially sensitive. If
RWM is required to disclose such documents then we will assess your request/ identification
against the exemptions set out under FAOA or EIR when considering which information should/
should not be published. The omission of such identification (& segregation) will indicate to
RWM that all of the information/ data/ images within your submission are publishable.

The Bribery Act 2010

Tenderers are advised that RWM takes its obligations in relation to The Bribery Act very
seriously and expects the same behaviour to be demonstrated by its supply chain. RWM does
not condone any form of bribery offence and has incorporated a clause into its terms and
conditions which outlines a supplier’s obligations.

Managing Supplier Poor Performance cross-Government

Government has developed an approach to ensuring poor performance by suppliers can be
taken into account and robustly assessed prior to new contracts being entered into.

IPPRO1-F11 4



2.10

2.11

2.12

2.13

RWM will ensure that consideration of poor performance on existing or previous contracts is
made at the Selection stage, in the assessment of technical and professional ability (Reg. 25).
This will include where there are examples of serious and persistent breach in the delivery of
both current and previous contracts.

Where a supplier has been found to have committed “Grave Misconduct” in the course of its
business or profession, RWM will have the right to exercise “Discretionary Exclusion” of that
supplier under the Public Contracts Regulations 2015.

In addition, RWM will reassess economic and financial standing, and technical and professional
ability, and any discretionary or mandatory grounds for exclusion, before key points in the
procurement process (i.e. short listing, preferred bidder status, award of contract etc.). This will
be done by asking the bidder whether anything has changed since the original assessment;
and by checking with other departments/contracting authorities.

SME Reporting

In line with the government’s initiative to achieve their aspirational target of ‘25% of government
contracts awarded to SMEs (Small and Medium sized Enterprises)’, RWM is required to report
to central government regarding direct expenditure with SMEs. This reporting has recently been
expanded to capture indirect SME expenditure i.e. direct SME expenditure within our major
contracts — major contracts have been determined to be those with whom RWM spends in
excess of £500k p.a. This value is cumulative and covers total expenditure across all contracts
that RWM holds with each organisation i.e. is not contract specific. This threshold is subject to
review from time to time and may increase or decrease accordingly.

In order to satisfy the requirements of this expanded reporting requirement, RWM may
therefore require some information from your organisation should you be successful in being
awarded this contract. If your contract is deemed to be captured, we will require the value of
direct expenditure between your organisation and SMEs under your RWM contracts. This value
should not include any SME expenditure which may be filtered through from another route e.g.
through an SLC contract, contracting at Tier 2 (or another) level. Only your direct expenditure
with SMEs under direct contracts with RWM should be captured within this exercise (please
see the contract details below). This data is required to be submitted on a quarterly basis, the
dates for which will be agreed up front. You will be required to have in place appropriate
reporting systems to ensure this reporting data is submitted in a timely manner.

Energy Efficiency Directive 2012/27/EU

You will be required to ensure that any goods/services supplied to RWM as part of the contract
will be supplied to meet the RWM'’s obligations under Article 6 of the Energy Efficiency Directive
2012/27/EU.

Cyber Essentials

The level of assurance required is Cyber Essentials Plus.

Security Classification
This tender is marked ‘Official’. The resultant contract will also be marked ‘Official’.
The contractor shall comply with the requirements set out in document IPPRO1-TACO09

“Information Security Responsibilities for Contractors Handling ‘OFFICIAL’ Information outside
NDA Premises”.

Further information on security markings is available from:
https://www.gov.uk/government/publications/government-security-classifications
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3 Scope

The scope of work is detailed in the attached Contract Technical Specification “VISI
Maintenance and Development Agreement” document reference 28541842.

IPPRO1-F11



4  Information Required from Tenderers

Tender submissions should not exceed 50 pages and must include the following information:

4.1 Background

4.1.1. Please provide the full name and postal address of your organisation together with
contact name, telephone number and e-mail address for correspondence in connection
with your submission.

4.2 Selection Criteria
Criteria Specific Information Requirement Relevant to the Scope of Work
Management Please provide your proposed management arrangements for this work

including an organogram identifying key people, key accountabilities and
supply chain arrangements, if applicable.

Approach Please detail your proposed approach to the services demonstrating your
technical understanding of the work.

Team Please provide a description of the relevant expertise of each person in your
team demonstrating your ability to provide the services specified. A CV no
longer than two sides of A4 should be supplier for each person.

This should be split into roles, which are defined in the table below.

Experience Please demonstrate your organisation’s recent relevant experience in
providing the services specified.

Security Please demonstrate your ability to comply with the security requirements set
out in this invitation to tender including demonstration that you hold (or will
hold prior to commencement of the contract) Cyber Essentials Plus.

Price Please provide your day rates along with travel and subsistence required per
meeting at RWM offices in Harwell.

Please include (but not be limited to) details of the resources and hours
allocated to each of the lump sum prices for each other (non time based).

For the purposes of costing this contract, bidders’ should assume a total of
540 hours to be spent on this contract. Bidders should provide a price for this
work based on the following time input from the defined roles as follows:

e Developer: 50%

e Tester: 25%

e Software Architect: 15%
e Project Manger: 10%

Please note that the licence for Y Files for HTML will be provided by
RWM for upto 3 developers for this project.

Role Definition

Developer | A developer would be responsible for the programming and technical aspects of the
scope, otherwise known as a programmer or software engineer. This role has been split
into the following grades:
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Junior Developer:

e Responsible for problems within own capability and responsibility. Able to
complete technical problems with some assistance.

e Degree in a computer science, engineering, sciences or a related discipline.

e Relevant technical experience in software development.
Developer:

e Independently responsible for technical problems assigned to them.

e Has a firm understanding of one or more technical areas.

e Degree in a computer science, engineering, sciences or a related discipline.

e Significant relevant technical experience in software development (2-3 years).
Senior Developer:

e Capable of designing solutions in addition to high level competence of technical
problems.

e Degree in a computer science, engineering, sciences or a related discipline.

e Substantial relevant technical experience in software development (5+ years).

Tester A tester would be responsible in determining through testing whether a software
application produced by the developers is implemented and working correctly. This role
has been split into the following grades:

Junior Tester:
e Is responsible for problems within own capability and responsibility. Able to
complete technical problems with some assistance.
e Degree in a computer science, engineering, sciences or a related discipline.
e Relevant technical experience in software testing.
Tester:
e Independently responsible for technical problems assigned to them.
e Degree in a computer science, engineering, sciences or a related discipline.
e Significant relevant technical experience in software testing (2-3 years).
Senior Tester:
e Capable of designing solutions in addition to high level competence of technical
problems.
e Degree in a computer science, engineering, sciences or a related discipline.
e Substantial relevant technical experience in software testing (5+ years).
Software A software expert who makes high-level design choices and dictates techncial standard,
Architect tools and platforms. This role is responsible for ensuring that project requirements are

correctly adapted to software requirements, which are then implemented correctly. They
would also be the owner and approver of technical documentation.

This role has been split into the following grades:
Software Architect:
e Provide Technical leadership of the project.

e Extensive and relevant experience in the appropriate technical areas.
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e Degree in a computer science, engineering, sciences or a related discipline.
Senior Software Achitect:
e Provide expert Technical leadership of the project.
e Degree in a computer science, engineering, sciences or a related discipline.
e Substantial experience (5+) years in technical lead role.
Project The project manager would be expected to manage the development team and make
Manager non-technical decisions concerning the project. The project manager would be
responsible for the scheduling of various tasks and ensuring tasks are delivered on time
and to the scope outlined in the CTS.
The roles has been split into the following grades:
Project Manager:
e Relevant degree.
e Relevant experience in project management.
Senior Project Manager:
e Relevant degree.
e Substantial (5+ years) relevant experience in project management.
4.3 Evaluation criteria weightings
4.7.1 The evaluation criteria weightings are set out in the table below.
Criteria Weightings
Management 10%
Approach 20%
Team 25%
Experience 20%
Security Pass/Fail
Price 25%
4.4 Technical scoring

The technical criteria shall be scored on a scale of 0 to 10 as detailed below:

(9-10) Excellent Such a response would normally be evidenced by many strengths,

(7-8) Good

significant strengths, no significant weaknesses and present a high
level of successful performance expectation.

Such a response would normally be evidenced by strengths, a few
significant strengths, no significant weaknesses, and present an above
average level of successful performance expectation.
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(6) Satisfactory

(4-5) Marginal

(1-3) Unsatisfactory

(0) No response given

Such a response would normally be evidenced by few if any significant
strengths, some strengths. A satisfactory score could be expected to
be able to perform but with a moderate level of successful performance
expectation.

Such a response would normally be evidenced by few if any strengths,
significant weaknesses, and weaknesses and present a low level of
successful performance expectation.

Such a response has provided a completely deficient response such
that it would require an entirely new response. There would be no
strengths significant weaknesses and/ weaknesses would exist and
there would be no expectation of successful performance.

A bid scoring 3 (three) Unsatisfactory or below against any one criteria may be rejected in total at

the RWM'’s discretion.

A bid scoring 5 (five) Marginal or below against two or more criteria may be rejected in total at the

RWM's discretion.

The lowest priced bid, including forecast estimate of expenses, shall be awarded a score of 10 (ten).

Higher priced bids shall be awarded a score proportional to the difference between their price and the
lowest priced bid using the formula given below:

Score = (1 - (Po— PL) ) x 10
PL

Where Po = Offered price and PL = Lowest technically acceptable price offered

The award decision will be given in favour of the highest scoring bid. In the event that two bids
are given the same score (following clarifications and interviews if required) then the RWM

IPPRO1-F11
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5.1

5.2

5.3

6.2

6.3

6.4

reserve the right to subject the bid process to a separate peer review and/or to award to the
lowest priced bid.

In the event that the assessment panel dispute the outcome of the scoring process and wish to
make a recommendation other than the highest scoring bid then the panel will seek the approval
of the Business Services Director.

Contract Detalils

Duration

The contract shall continue until 31% March 2018 with the option to extend by a further 12
months at RWMs discreation.

Contractual terms & conditions

RWM's contractual terms & conditions IPPR0O1-TAC02 Rev 7 - RWM’'s General Terms &
Conditions of Contract — shortform consultancy. A copy of RWM’s contractual terms &
conditions are enclosed with this ITT.

In addition the contractor shall comply with the requirements set out in document IPPRO1-
TACO09 “Information Security Responsibilities for Contractors Handling ‘OFFICIAL’ Information
outside NDA Premises”.

Fee structure & payment terms

Payment shall be monthly in arrears to the value of work executed.

General Information on Tendering Process

Incomplete tenders

Your tender may be rejected if the complete information called for is not given at the time of
tendering.

Receipt of tenders

Tenders will be received up to the time and date stated. Those received before that date will be
retained unopened until then. Please ensure that your tender is delivered not later than the
appointed time. Please note that if response to ITT is not received by the due date and time
then it is at RWM'’s discretion to review the response or to reject the response outright.

Acceptance of tenders

By issuing this invitation RWM is not bound in any way and does not have to accept the lowest
or any tender. RWM may decide not to appoint any of the firms responding to this invitation.
RWM reserves the right to award this contract in part or in full.

Inducements

Offering an inducement of any kind in relation to obtaining this or any other contract with RWM
will disqualify your tender from being considered and may constitute a criminal offence.
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6.5

6.6

6.7

6.8

6.9

6.10

Costs and expenses

You will not be entitled to claim from RWM any costs or expenses, which you, your sub-
contractors or your agents may incur in preparing your tender whether or not your tender is
successful. You must bear any further costs incurred prior to award of contract unless
otherwise agreed in writing by RWM.

Contacts

All communication regarding this tender must be channelled through the contacts specified.
Failure to adhere to this instruction will render you non-compliant and subsequently disqualify
your organisation and your bid from the tender process.

Debriefing

Following the award of contract, debriefing will be provided to tenderers on request.

Financial appraisal

RWM may conduct a financial appraisal of your company in order to satisfy itself that you have
sufficient means to perform the contract.

Legal form

No legal form is required, but in the event of a group of contractors submitting an acceptable
offer, it will be necessary to provide an undertaking that each company or Firm will be jointly
and severally responsible for the due performance of the Contract

Confidentiality

All information supplied by RWM to you must be treated in confidence and not disclosed to third
parties except insofar as this is necessary to obtain sureties or quotations for the purposes of
submitting the tender.

All information supplied by you to RWM will similarly be treated in confidence except:

6.10.1 References may be sought from banks, existing or past clients, or other referees
submitted by the tenderers.

6.10.2 For the disclosure of such information with regard to the outcome of the procurement
process as may be required to be published in the Supplement to the Official Journal of
the European Communities in accordance with EC directives or elsewhere in
accordance with the requirements of UK government policy on the disclosure of
information relating to government contracts.

6.10.3 The Contractor acknowledges that RWM is subject to the requirements of the Freedom
of Information Act 2000 (‘FOIA’) and the Environmental Information Regulations 2004
(‘EIR") and shall assist and co-operate with RWM (at the Contractor's expense) to
enable RWM to comply with these information disclosure requirements.

6.10.4 RWM shall be responsible for determining at its absolute discretion whether information
is exempt from disclosure in accordance with the FOIA or the EIR and whether the
information is to be disclosed in response to a request for information. The Contractor
acknowledges that RWM may be obliged under the FOIA or the EIR to disclose
information without consulting the Contractor; or following consultation with the
Contractor and having taken its views into account.
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6.11

6.12

6.13

6.10.5 The Contractor may indicate those sections of the information which it deems to be
exempt from publication under the FOIA and EIR. Nevertheless, the Contractor
acknowledges that any lists or schedules provided by it outlining Confidential
Information are of indicative value only and that RWM may nevertheless be obliged to
disclose Confidential Information in accordance with the paragraph above.

6.10.6 Any personal data supplied as part of this process will be handled in full accordance
with the terms of the Data Protection Act 1998.

Accuracy of requirements

Whilst every endeavour has been made to produce an accurate description of RWM
requirements as they are envisaged at this time, RWM cannot accept responsibility for your
interpretation of these requirements. You should form your own conclusions about the methods
and resources needed to meet RWM requirements.

Access to the Contractor’s premises

RWM reserves the right to inspect and examine the Contractor’'s premises as part of the tender
process accordingly.

All rights reserved

No part of this publication may be reproduced in any material form (including photocopying or
storing in any medium by electronic means), or communicated to the public by any form of
electronic transmission, without the written permission of the copyright holders, except as
permitted under the Copyright, Designs and Patents Act 1998.

Appendix 1 Information Provided with ITT Document

11

1.2

IPPRO1-TAC02 Rev 7 - RWM’'s General Terms & Conditions of Contract — shortform
consultancy.

IPPRO1-TACO09 Information Security Responsibilities for Contractors Handling ‘OFFICIAL’
Information outside NDA Premises

Appendix 2 List of Contacts

Anthony Potts

Purchasing & Contract Manager
Tel: 01925 802897

Email: tony.potts@nda.gov.uk
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CONDITIONS OF CONTRACT IPPRO1 REV 7
RWM GENERAL TERMS & CONDITIONS OF CONTRACT — SHORTFORM CONSULTANCY

This document sets out the terms of the agreement by which we, the Radioactive Waste Management
Limited (RWM), engage you as our consultant to perform the services defined. Unless stated
otherwise by us in writing all work undertaken by you for us following the commencement of this
agreement will be subject to its terms and conditions.

1 ENGAGEMENT AND DURATION

11 We hereby engage you and you accept such engagement to provide the services on the terms
and subject to the conditions of this agreement.

2 PERFORMANCE OF SERVICES

2.1 You shall perform the services in accordance with this agreement exercising that degree of
skill, diligence, prudence and foresight which would reasonably and ordinarily be expected from a
skilled and experienced expert in your profession seeking to comply with his or her contractual
obligations and complying with all applicable laws and regulations.

2.2 You shall perform such stages or parts of the services by their respective delivery date(s) as
are specified in schedule or the purchase order and shall complete all the services under this
agreement by the completion date as may be specified in the schedule or the purchase order.

2.3 You shall comply with (at your cost) all applicable laws, rules, regulations, guidelines and codes
of practice relating to the services (including, without limit, in relation to health and safety,
environmental matters and / or any of our (or our customers') premises) as are in force from time to
time or as may be notified to you by us from time to time.

2.4 Without prejudice to clause 2.3 above, you shall (and shall procure that your sub-contractors
shall) operate an appropriate equal opportunities policy.

25 Without prejudice to clause 2.3 above, to the extent that you process or control any data or
information belonging to us or made available by us which is personal data within the meaning of the
Data Protection Act 1998 you shall comply with that act and our reasonable requirements notified to
you in connection with the same from time to time.

2.6 You shall (and shall procure that your employees, agents and sub-contractors) do (or refrain
from doing, as the case may be) such things as we may reasonably require from time to time in
connection with this agreement so as to ensure that we are able to comply with all relevant laws.

2.7 You shall not be entitled to payment of fees or expenses from us for the provision of any goods
or services except as described in schedule 1, unless the same is the subject of a written purchase
order ("purchase order") (marked "purchase order" and bearing the above contract reference no.).

2.8 You shall accept any reasonable variation in scope, specification, quantity or delivery date(s) in
relation to the services. The price shall be adjusted and agreed in writing by us to reflect the variation
having regard to the rates and prices used in this agreement or, where these are not relevant, to what
is fair and reasonable. No such variation shall be effective until confirmed by us in writing.

3 FEES AND EXPENSES

3.1 In consideration of the proper performance of the services to our satisfaction you shall be paid
the contract price as detailed in Schedule 2 (or in any purchase order), provided that in no
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circumstances shall the total amount (including all fees and expenses) payable by us to you under this
agreement exceed the limit of liability stated in Schedule 2 (or in any purchase order).

3.2 We shall reimburse all necessary and reasonable expenses incurred by you in the performance
of the services, provided such expenses are either expressly authorised elsewhere in this agreement
or incurred with our prior written approval and in each case are accompanied by auditable evidence of
the actual costs incurred.

3.3 Unless otherwise agreed in writing the rates and prices detailed in this agreement are fixed for
the duration of this agreement and shall be exclusive of vat.

4 PAYMENT

4.1 You shall be entitled to invoice us on a monthly basis in arrears for the value (determined under
schedule 2 or in the applicable purchase order) of the services performed to our satisfaction since the
commencement of the services and not previously invoiced. Each invoice shall bear the above
contract reference and purchase order number. And any other reference specified by us from time to
time.

4.2 In the case of time charged work, each invoice shall be supported by a statement of the time
expended by you in performance of the services and any associated travel, accommodation and
subsistence, expenses or other agreed charges.

4.3 The charges and expenses are to be shown net on the consultant's invoice(s). Vat where
chargeable shall be added at the prevailing rate as applicable and will be reimbursed to the consultant
by RWM providing the consultant includes, copies of all the original relevant receipts and invoices,
subject to receipt of a valid vat invoice bearing a valid Vat number. Where the consultant is Vat
registered, any vat recoverable by the consultant from HMRC on expenses being recharged must not
be charged to RWM. They must be invoiced to RWM net of Vat.

4.4 Invoices must be submitted by you to the accounts payable department and marked for the
attention of the finance officer. We shall pay to you the undisputed part of each such invoice within 30
days of a properly submitted and valid vat invoice.

4.5 If any payment properly due and payable by us to you is overdue, to the extent that it is not the
subject of a bona fide dispute between us, interest may be charged at an annual rate of 2% above the
Bank of England’s base rate from time to time applicable until the sum due is paid. The payment of
such interest shall be your sole remedy for late payment.

4.6 Where the consultant enters into a sub-contract with a supplier, consultant or contractor for the
purpose of performing its obligations under the contract, it shall ensure that a provision is included in
such a sub-contract which requires payment to be made of all sums due by the consultant to the sub-
contractor within a specified period not exceeding 30 days from the receipt of a valid invoice

5 INDEMNITY AND LIABILITY

5.1 Except to the extent of losses, injuries or damage resulting directly from any act, default or
negligence of nda the consultant shall indemnify and keep indemnified RWM against all actions,
claims, demands, proceedings, damages, costs, charges and expenses (including losses or claims for
injuries or damage to any person or property), which may arise out of or in consequence of the
performance or non-performance of the services including in connection with any negligence or breach
of contract committed by the consultant (including any of the named personnel or sub-contractors or
any other person engaged in the performance of any part of the services).

5.2 Your maximum liability to us under paragraph 5.1 for damage to tangible property shall be
£5,000,000.
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5.3 Neither of us shall be liable to the other for consequential loss or damage.
6 INSURANCE

6.1 Without prejudice to your liability to indemnify us under paragraph 5.1, you shall insure and
keep insured your liability for a sum not less than £5,000,000 for any one claim in respect of public
liability and for a sum of not less than £1,000,000 in aggregate under an appropriate policy of
professional indemnity insurance for a period of at least 6 years after the completion of the services.

6.2 You shall provide to us promptly following any request satisfactory evidence that the policies of
insurance required under this paragraph 6 have been affected and maintained in force.

7 CONFIDENTIALITY

7.1 Subject to the requirements of law, you undertake that all information acquired by you in
connection with this agreement shall be treated by you (and by any person to whom you are permitted
to disclose the same) as confidential and shall not be disclosed to any other person, or used for any
purpose, except to the limited extent necessary to enable you to perform the services.

7.2 The undertaking in paragraph 7.1 shall not apply to any information which is already in your
possession prior to the date of this agreement or which is received from a third party lawfully entitled to
disclose the same or which is or becomes public knowledge other than by breach of this undertaking.

8 DISCLOSURE OF INFORMATION

8.1 We operate a transparency policy and associated code of practice on access to information
whereby information (such as this agreement, correspondence, e-mails, minutes of meetings and
reports) provided by you to us may be disclosed from time to time at our discretion into the public
domain. Unless the information concerned is identified by you in writing as commercially sensitive
when it is provided to us, you shall be deemed to have consented to such disclosure. If you identify
any information as commercially sensitive then, subject to compliance by us with our obligations under
the Freedom of Information Act 2000 and/or the Environmental Information Regulations 2004 and/or
any relevant law or a request by any court, governmental or regulatory body to disclose the same, we
shall use all reasonable endeavours to keep it confidential.

9 ANNOUNCEMENTS AND PUBLICATIONS

9.1 You may advertise or publicly announce that you are undertaking services for us but you shall
not disclose any of our confidential information. You shall provide at least 1 weeks notice prior to any
such announcement and provide such reasonable details as we may request and you will make any
changes to the announcement as we may reasonably require.

9.2  All enquiries from the press in connection with the services shall be directed to us.

9.3  You shall at all times in connection with the services exercise particular courtesy and care in
dealing with the public.

9.4 We encourage, where it is in the public interest, the publication by you of relevant aspects of
matters arising from the services in appropriate academic journals and/or other reputable publications
provided that you do not disclose any of our confidential or proprietary information. You shall give us
as much notice as is reasonably practicable of an intention to create or issue such a publication. As
early as possible, but not less than 1 month prior to the submission of such a publication to any third
party, you shall procure that we receive a copy of the same for our prior approval (not to be
unreasonably withheld or delayed). Unless and until we give our written approval you shall ensure that
no part or the whole of any such intended publication is disclosed to any third party.
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10 SECURITY
10.1  Your attention is drawn to the provisions of the following legislation:

€) Official Secrets Act 1911 to 1989 in general and to chapter 6 of the Official Secrets Act 1989 in
particular.

(b) the Anti-terrorism, Crime & Security Act 2001 in general and part 8 section 79 in particular.
(c) the Nuclear Industries Security Regulations 2003

10.2 The laws described above may apply to you and your agents and employees and may continue
to apply after the termination of this agreement.

10.3 Should you have, or be required to have, access to our information classified as restricted or
confidential and/or any part of our IT system then you shall be subject to vetting by the office for
nuclear regulation (onr) through the RWM security manager prior to commencing any of the services.

10.4 The vetting process shall include taking up references, verification of your identity and the
completion and processing of a criminal records declaration form.

11 INTELLECTUAL PROPERTY

11.1 Subject to any pre-existing rights, all information, reports, any other results and all intellectual
property created or generated by you in the performance of the services shall be our absolute property.

11.2 You grant us a non-exclusive, worldwide, perpetual, transferable royalty-free licence (including
the right for us and any of our sub-licensees to sub-license) in respect of all intellectual property which
does not belong to us under paragraph 11.1, but which is necessary to obtain the full benefit of the
services.

11.3 You agree (at our request and expense) and whether during the term, or after termination, of
this agreement to execute all such documents and do all such other acts or things as are necessary or
desirable to transfer, vest in and/or confirm to us the rights described in this paragraph 11.

11.4 You warrant that the services will not infringe any intellectual property or other rights of any
third party anywhere in the world.

11.5 In this paragraph 11, the expression "intellectual property” means any inventions, know-how,
trade secrets, trade marks, logos, processes, registered designs, design rights and all other designs
(whether registrable or not), rights in databases, copyright, moral rights and all other rights or forms of
protection (whether or not registrable and including applications for registration) of a similar nature or
having a broadly equivalent effect anywhere in the world.

12 FINANCIAL RECORDS, AUDIT CLAIMS & RELEVANT AUTHORITIES

12.1  You shall maintain full, true and accurate sets of accounts and records in connection with the
services and all transactions related to them in accordance with generally accepted accounting
principles in the United Kingdom. All such accounts and records shall be retained by you for a period
of not less than 6 years after the completion or termination of this agreement. We and/or any relevant
authority (or our/their authorised representatives) shall have the right to audit the same at your address
(shown at the head of this letter) at any time during the term of this agreement and the 6 years period
referred to above.

12.2 If, as a result of any audit, it is found that any incorrect payments have been made by us then
such incorrect payments shall be adjusted in accordance with the findings of the audit.
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12.3  Without prejudice to the other provisions of the agreement, you shall notify us as soon as
practicable on becoming aware of any threatened, potential or actual claim from any third party in
relation any matter connected with the agreement or the services. On our request you shall make full
disclosure of all facts pertaining to the threatened, potential or actual claim.

12.4  You shall provide promptly to us (or if directed by us, to any relevant authority) such information
as we or any relevant authority may reasonably request in connection with the agreement and / or the
services and shall permit any relevant authority (or its authorised representatives) to undertake such
inspection or audit as it may reasonably require in connection with the agreement or the services.

12.5 In this agreement the expression "relevant authority” means any the nuclear decommissioning
authority, the health and safety executive, the secretary of state for defence, the office of nuclear
regulation, the environment agency, the scottish environment agency, the comptroller and auditor
general or any other competent UK or EU Governmental authority having jurisdiction over RWM or any
of its activities from time to time.

13 YOUR STATUS

13.1 This agreement is not a contract of employment and you shall be responsible for administering
and paying all employer's and employee's income tax and national insurance and similar contributions
in respect of you (and any other person engaged by you in the performance of the services) and shall
indemnify and keep us indemnified in full against any claim by the relevant authorities in respect of
such income tax and contributions (including any associated interest, penalties and costs) in any way
relating to the services.

14 FORCE MAJEURE AND RWM DELAY

14.1 If either of us (the "affected party") is affected by force majeure then the affected party shall
immediately notify the other in writing of the matters constituting the force majeure and shall keep the
other fully informed of their continuance and of any relevant change of circumstances whilst such force
majeure continues.

14.2 The affected party shall take all reasonable steps available to it to minimise the effects of force
majeure on the performance of its obligations under this agreement.

14.3 Save as provided in paragraph 14.4 below force majeure shall not entitle either of us to
terminate this agreement and neither of us shall be in breach of this agreement, or otherwise liable to
the other, by reason of any delay in performance, or non-performance of any of its obligations due to
force majeure.

14.4 If the affected party fails to comply with its obligations under paragraphs 14.1 and 14.2 then no
relief for force majeure, including the provisions of paragraph 14.3, shall be available to it and the
obligations of each of us shall continue in force.

14.5 If the force majeure continues for longer than 2 months either of us may at any time whilst such
force majeure continues by notice in writing to the other immediately terminate this agreement.

14.6 If, after the date of this agreement, you demonstrate to us that you have been materially
delayed or impeded in performing the services by any act or omission of us and providing you shall
without delay have notified us in writing of such delay or impedance, we shall promptly grant you in
writing such extension of time as may be reasonable for the completion of the services (or the affected
part of them) and any relevant delivery date(s) and/or the completion date shall be amended
accordingly.

14.7 In this agreement the expression "force majeure" means any event outside the reasonable
control of either of us affecting its ability to perform any of its obligations under this agreement
including, without limit, act of god, fire, flood, lightning, war, revolution, act of terrorism, riot or civil
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commotion, industrial action, failure of supplies of power, fuel, transport, equipment, raw materials or
other goods or services.

15 TERMINATION
15.1 We may terminate this agreement immediately at any time by giving you written notice if you:

(a) Breach any term of this agreement which in our reasonable opinion is incapable of remedy or
fail to remedy any other breach of this agreement within 14 days of a request from us to do so;

(b) Die or cease trading for a continuous period of 30 days, or become unable to pay your debts as
they fall due or you are the subject of a petition, application or order for administration, winding-up or
bankruptcy or you compound with your creditors generally or enter into a creditors voluntary
arrangement or a trustee or receiver is appointed over any of your business or assets or you take or
suffer any similar action in consequence of debt.

(c) Fail to obtain any necessary clearance in connection with any vetting required under paragraph
10.3.

15.2  Either party may terminate this agreement at any time on giving not less than 1 month's notice
in writing to the other.

15.3 The termination of this agreement under this paragraph 15 shall be without payment of
compensation or other damages caused to you solely by such termination, and the termination of this
agreement for any reason will not affect any rights or liabilities which have accrued to either of us
before termination nor any provisions of this agreement which are expressed or intended to enter into
or remain in force after its termination. In the event of termination under clause 15.2 we shall at our
discretion pay a reasonable proportion of the contract price provided always that the work done by you
up to the date of termination is delivered to us.

15.4 Upon termination of this agreement for any reason whatsoever you shall immediately return to
us all our property in your possession or control at the date of termination.

16 ASSIGNMENT, SUB-CONTRACTING AND NOVATION

16.1 This agreement is personal to you. You shall not assign, delegate, sub-contract, transfer,
charge or otherwise dispose of all or any of your rights and responsibilities under this agreement
without our prior written approval.

16.2 You shall be liable for all the acts and omissions of any sub-contractor regardless of any
approval given by us under paragraph 16.1, or otherwise.

16.3 In connection with any restructuring of any part or the whole of our business or operations we
may at any time assign, novate or otherwise transfer the benefit and burden of this agreement to any
other person provided that in our reasonable opinion such person is of sufficient standing to be able to
discharge our responsibilities under this agreement. In such circumstances, promptly following our
request, you shall execute, at our cost, all further deeds and documents as we may require to give
effect to such assignment, novation or transfer on terms acceptable to us.

17 ROUTINE COMMUNICATIONS AND FORMAL NOTICES

17.1 We agree that unless either of us otherwise notifies the other in writing to the contrary all
routine correspondence and communications between us may be undertaken by e-mail to the relevant
addresses of the relevant personnel of each of us as notified to the other from time to time. Except to
the extent provided for in this paragraph 17.1 all communications and notices shall be served in
accordance with the remaining provisions of this paragraph 17.
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17.2 Every naotice to be served pursuant to this agreement shall be in writing and may be served by
personal delivery, by email, by post or fax either to our address as set out in the attached contract
letter and marked for the attention of the purchasing & contracts manager, to your address as set out
in the attached contract letter or to such other address as either of us shall, in accordance with this
paragraph 17.2, most recently have notified to the other as its address for the service of notices.

17.3 Any notice served in accordance with paragraph 17.2 shall be deemed to have been duly
served in the case of personal delivery, upon actual delivery to the correct address; in the case of
service by email upon receipt of the email by the receiving party; in the case of service by post 2
working days after posting the same in a correctly addressed and stamped envelope sent by first class
post; in the case of transmission by fax between 9.00 am and 4.00 pm on a working day, upon the
completion of transmission to the correct number but otherwise at 9.00am on the working day following
such transmission.

18 TRANSPARENCY

18.1 In order to comply with the government’s policy on transparency in the areas of procurement
and contracts the contractor agrees that the contract and the tender documents issued by the authority
which led to its creation will be published by the authority on a designated web site.

18.2 The entire contract and all the tender documents issued by the authority will be published on the
designated web site save where to do so would disclose information the disclosure of which would:

a) Contravene a binding confidentiality undertaking;
b) Be contrary to regulation 43 of the Public Contracts Regulations 2006; or

¢) in the reasonable opinion of the authority be prevented by virtue of one or more of the exemptions in
the Freedom of Information Act 2000 or one or more of the exceptions in the Environmental
Information Regulations 2004.

18.3 If any of the situations in condition 18(2) apply, the contractor consents to the contract or tender
documents being redacted by the authority to the extent necessary to remove or obscure the relevant
material and being published on the designated website subject to those redactions.

18.4 In condition 18(1) the expression “tender documents” means the advertisement issued by the
authority seeking expressions of interest, the pre qualification questionnaire and the invitation to tender
and the contract includes the contractor’s proposal.

19 MONITORING AND MANAGEMENT INFORMATION

19.1  Where requested by the authority, the contractor shall supply to the authority and to the Office
of Government Commerce (OGC) such information and advice relating to the management of the
contract as the authority or OGC may require.

19.2  The information and advice referred to in condition 19(1) may include, but is not limited to, the
following: line item amount, invoice line description, invoice line number, currency code, order date, vat
inclusion flag, vat rate, list price, number of items, unit of purchase quantity, price per unit, supplier
service code, service description and/or name, unspsc code, taxonomy code and/or name,
geographical, project code, project description, project start date, project delivery date (estimate and
actual), total project cost and project stage.
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19.3 The information referred to in condition 19(1) shall be supplied in such form and within such
timescales as the authority or ogc may reasonably require.

19.4 The contractor agrees that the authority may provide OGC with information relating to the
services procured and any payments made under the contract.

19.5 Upon receipt of the information supplied by the contractor in response to a request under
condition 19(1) or receipt of information provided by the authority to ogc under condition 19(4) the
authority and the contractor hereby consent to OGC:

(a) storing and analysing the information and producing statistics; and

(b) sharing the information or any statistics produced using the information, with any other contracting
authority.

19.6 In the event that OGC shares the information provided under condition 19(1) or 19(3) in
accordance with condition 19(5) b), any contracting authority (as defined in regulation 3 of the Public
Contracts Regulations 2006) receiving the information shall be informed of the confidential nature of
that information and shall be requested not to disclose it to any body which is not a contracting
authority (unless required by law).

19.7 The authority may make changes to the type of information which the contractor is required to
supply and shall give the contractor at least one calendar month’s written notice of any such changes.

20 BRIBERY ACT 2010

20.1 The contractor shall and shall procure that persons associated with it or other persons who are
performing services or providing goods in connection with this agreement shall:

(a) Comply with all applicable laws, statutes, regulations, and codes relating to anti-bribery and
anti-corruption (“relevant requirements”), including but not limited to the Bribery Act 2010;

(b) Not engage in any activity, practice or conduct which would constitute an offence under
sections 1, 2 or 6 of the Bribery Act 2010 if such activity, practice or conduct had been carried out in
the uk;

(©) Comply with the RWM procedures relating to ethics and propriety, as highlighted to you from
time to time (“relevant policies”).

(d) Not do, or omit to do, any act that will cause or lead the RWM to be in breach of any of the
relevant requirements or relevant policies;

(e) Have and shall maintain in place throughout the term of this agreement its own policies,
procedures or processes, including but not limited to adequate procedures under the Bribery Act 2010,
to ensure compliance with the relevant requirements, the relevant policies and clause 20, and will
enforce them where appropriate;

()] If requested, other than in relation to a breach of this clause 20, provide the RWM with any
reasonable assistance, at the RWM's reasonable cost, to enable the RWM to perform any activity
required by any relevant government or agency in any relevant jurisdiction for the purpose of
compliance with any of the relevant requirements or relevant policies;

(9) Within 30 days of the date of this agreement certify to the RWM in writing signed by an officer
of the contractor compliance with this clause 20 by the contractor and all persons associated with it or
other persons who are performing services or supplying goods in connection with this agreement. The
contractor shall provide such supporting evidence of compliance as the RWM may reasonably request.
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20.2 The contractor warrants and represents that:
(@) Neither the contractor nor any of its officers, employees or other persons associated with it;
(b)  Has been convicted of any offence involving bribery or corruption, fraud or dishonesty;

(c) Having made reasonable enquiries, so far as it is aware, has been or is the subject of any
investigation, inquiry or enforcement proceedings by any governmental, administrative or regulatory
body regarding any offence or alleged offence under the relevant requirements; or

(d) Has been or is listed by any government agency as being debarred, suspended, proposed for
suspension or debarment, or otherwise ineligible for participation in government procurement
programmes or other government contracts;

20.3 The contractor shall immediately notify the RWM if, at any time during the term of this
agreement, its circumstances, knowledge or awareness changes such that it would not be able to
comply with this clause 20 or repeat the warranties set out in clause 20 at the relevant time.

21 GENERAL

21.1 Neither of us shall represent itself as the agent of the other for any purpose whatsoever nor
shall have the authority to create or to assume any obligations of any kind (whether expressed or
implied) for or on behalf of the other. Nothing in this agreement constitutes or is deemed to constitute
a partnership or a joint venture between us for any purpose whatsoever.

21.2 No failure or delay by either of us in exercising any right or remedy under this agreement shall
operate as a waiver of that right or remedy. No single or partial exercise by either of us of any right or
remedy under this agreement shall preclude either of us from any other further exercise of that right or
remedy or any other right or remedy.

21.3 Each of us undertakes to do such other acts and things and procure the execution of all such
further documents as are necessary to give effect to the provisions of this agreement.

21.4 The contract constitutes the entire agreement between the parties in relation to the subject
matter of the contract and supersedes and cancels any previous agreements, commitments, promises,
representations and undertakings (whether or not in writing) except that this clause shall not exclude
liability in respect of any fraud or fraudulent misrepresentation. If there is any conflict between any of
the documents comprising the contract each such document shall prevail in the following order of
priority:

® the contract letter;

(ii) the conditions;

(iii) the specification;

(iv) the consultant's written proposal; and

(V) any other document expressly incorporated in the contract.

21.5 This agreement shall not be amended or modified in any manner unless such amendment or
modification is confirmed in writing by the RWM.

21.6 For the purpose of section 1(2) Contracts (Rights of Third Parties) Act 1999 we both state that
we do not intend any term of this agreement to be enforced by any third party.
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21.7 Each of us shall bear our own costs and expenses incurred in connection with the preparation
and execution of this agreement.

21.8 This agreement shall be construed in accordance with and governed by English Law and
subject to the exclusive jurisdiction of the English courts.

SCHEDULE 1
THE SERVICES

The Services shall comprise the work set out in RWM Contract Technical Specification “VISI
Maintenance and Development”.

The consultant shall provide all text, graphics and drawing based document submissions, deliverables
and records in a digital form to permit direct entry into the RWM electronic document store without the
need for optical scanning, as well as one or more paper copies. Digital files should be provided in
native microsoft word, ms excel, ms powerpoint, coreldraw, adobe illustrator or autocad formats or as
adobe pdf documents at print resolution. Such electronic files should be transmitted to RWM as
attachments to email messages (where documentation carries no protective markings) or alternatively
on standard magnetic, optical or nvram media. Irrespective of the acceptable application format used,
all files should be presented such that they can be read by standard ibm-compatible computers using a
microsoft windows operating system.

In addition, each item must be provided as a single file and this may constrain the way in which the
consultant provides the results. In these circumstances the consultant shall inform RWM and agree an
acceptable format before commencing work. The consultant should contact RWM for advice should he
wish to request a variation from any of these requirements, or to seek clarification of acceptable file

types.

Engineering drawings must be submitted in autocad 2000 or above format, and comply with the latest
versions of BS8888 and/or its companion standards.

SCHEDULE 2

FEES
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SCHEDULE 3
FREEDOM OF INFORMATION ACT 2000

THE ENVIRONMENTAL INFORMATION REGULATIONS 2004

1. APPLICABLE PROVISIONS

1.1 If the consultant is a public authority or other body which is subject to the requirements of foia
and / or eir then the provisions in paragraph 3 in this schedule below shall apply.

1.2 If the consultant is not a public authority or other body which is subject to the requirements of
foia and / or eir then the provisions in paragraph 2 in this schedule below shall apply.

1.3 In this schedule:

i "requests for information" (which shall include any apparent requests for information under foia
or eir) has the meaning given to it in foia; and

ii. "information” has the meaning given to it in foia;

2. FREEDOM OF INFORMATION (FOR CONSULTANT NOT SUBJECT TO FOIA/EIR)

2.1 The Consultant acknowledges that RWM is subject to the requirements of foia and eir and shall
assist and cooperate with RWM (at the consultant's expense) to enable RWM to comply with the
information disclosure requirements.

2.2 The Consultant shall and shall procure that its sub-contractors:

(a) Transfer any requests for information relating to RWM or connected with the provision of the
services or the contract as soon as practicable after receipt and in any event within 2 business days of

receiving a request for information;

(b) Provide to RWM a copy of all information in their possession or power in the form that RWM
requires within 5 business days of such information being requested; and

(c) Provide all necessary assistance as reasonably requested by RWM to enable it to respond to a
request for information within the time for compliance set out in section 10 of foia or regulation 5 of eir
(as the case may be).

2.3 RWM shall be responsible for determining at its absolute discretion whether any information:

2.3.1 Is exempt from disclosure in accordance with the provisions of foia or eir;

2.3.2 s to be disclosed in response to a request for information, and in no event shall the consultant
respond directly to any requests for information unless expressly authorised to do so by RWM.

2.4 The consultant acknowledges that RWM may, acting in accordance with the secretary of state
for constitutional affairs’ code of practice on the discharge of public authorities’ functions under part 1
of foia, be obliged under foia or eir to disclose information:

2.4.1 Without consulting the consultant; or

2.4.2 Following consultation with the consultant and having taken its views into account.
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2.5 The consultant shall ensure that all information produced in the course of the contract or
relating to the contract is retained for disclosure and shall permit RWM to inspect such records as
requested from time to time.

2.6 The consultant acknowledges that any information identified by the consultant as provided in
confidence is of indicative value only and that RWM may nevertheless be obliged to disclose the same
in accordance with clause 2.4.

3 FREEDOM OF INFORMATION (FOR CONSULTANT SUBJECT TO FOIA/EIR)

3.1 Each party acknowledges that the other party is subject to the requirements of foia and the eir
and each party shall assist and cooperate with the other (at its own expense) to enable the other party
to comply with these information disclosure obligations.

3.2 Where a party receives any requests for information in relation to information which it is holding
on behalf of the other party, it shall (and shall procure that its sub-contractors shall):

3.2.1 Transfer any requests for information to the other party as soon as practicable after receipt and
in any event within 2 business days of receiving a request for information;

3.2.2 Provide the other party with a copy of all information in its possession or power in the form that
the other party requires within 5 business days of such information being requested (or such other
period as that other may specify); and

3.2.3 Provide all necessary assistance as reasonably requested by the other party to enable that
other party to respond to a request for information within the time for compliance set out in section 10
of foia or regulation 5 of eir (as the case may be).

3.3 Where a party receives any requests for information which relate to the contract, the services or
the other party and which do not fall within the scope of clause 3.2, it shall notify the other party of the
same as soon as practicable after receipt and in any event within 2 business days.

3.4 Each party shall cooperate and consult with the other party in each case where that other party
S0 requires concerning any requests for information referred to in clause 3.3 and shall take full account
of the views of that other party prior to finally determining that information must be disclosed in relation
to any such requests for information.

35 If either party determines that information (including protected information) must be disclosed
pursuant to clause 3.3, it shall notify the other party of that decision as soon as practicable and in any
event least 2 business days before disclosure.

3.6 Without prejudice to clauses 3.3, 3.4 and 3.5, each party shall be responsible for determining at
its absolute discretion whether any information:

3.6.1 Is exempt from disclosure in accordance with the provisions of foia or eir;

3.6.2 Isto be disclosed in response to any requests for information;

3.7 Without prejudice to clause 3.4, each party acknowledges that any lists or schedules provided
by it outlining any protected information (including any information identified by the consultant as

confidential are of indicative value only and that the other party may nevertheless be obliged to
disclose the same in accordance with foia and / or eir.

IPPRO1-F11 25



Information Security Responsibilities
for Contractors Handling ‘OFFICIAL’
Information outside NDA Premises

IPPRO1-TACO09 Rev 1 January 2016

1.
11

1.2

2.2

2.3

2.4

3.2

3.3

INTRODUCTION

Throughout this document, the “Authority” is the Nuclear Decommissioning
Authority (NDA), a Subsidiary of the NDA or a Site Licence Company (SLC)

All information created, processed, used, stored or shared by or on behalf of the
Authority in the conduct of its business is OFFICIAL information: It has intrinsic
value and requires an appropriate degree of protection.

SCOPE

Everyone who works with OFFICIAL information (including suppliers) has a duty of
confidentiality and a responsibility to safeguard any such information or data that
they have access to. OFFICIAL information must be handled with care to prevent
loss or compromise.

Accidental or deliberate compromise, loss or misuse of certain OFFICIAL information
may, under certain circumstances, constitute a criminal offence (e.g. under the
Official Secrets Acts of 1911 to 1989, or the Data Protection Act 1998).

Individuals are personally accountable for protecting all OFFICIAL information in
their care and must be provided with guidance about security requirements. This
document provides Contractors with the requirements for managing OFFICIAL
information; additional information can be found in the Government’s Security
Policy Framework and Security Classifications documents.

The Contractor shall ensure that every person who requires access to OFFICIAL
information to enable the Contractor to deliver the service(s) the Authority has
contracted it to supply is informed of and complies with the requirements
established in this document.

OFFICIAL INFORMATION

The Authority operates a positive marking policy. Under the Government Security

Classifications scheme, all information that is created, processed, used, stored or

shared by or on behalf of the Authority is to be given a classification marking

according to its content and/or sensitivity.

Occasionally information or documents may be received from other parties which

do not bear a classification marking. The Contractor shall, for the avoidance of

doubt, treat such unmarked information as OFFICIAL.

The security requirements and restrictions do not apply to information that has been

published or otherwise been made widely available to the general public by the

Authority or any of their predecessor organisations, or which the Contractor is

required or directed to release to:

a) individuals or groups of individuals, who are not under contract (directly or
indirectly) to the Authority, or to the public in general, in order to deliver the
service(s) the Authority has contracted it to provide; or
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4.2

4.3

4.4

4.5

4.6

4.7

b) a third party under a statutory requirement (e.g. the Data Protection Act
1998 or the Freedom of Information Act 2000).

(“Release”, in the context of paragraph 3.3, means to disclose without any

requirements relating to its subsequent protection).

CONTROLS FOR THE PROTECTION OF OFFICIAL INFORMATION

The Contractor shall apply any controls specified in handling advice provided with
any OFFICIAL information received, or which are otherwise stipulated by the
Authority.

The Contractor shall handle all information with the appropriate degree of care to
prevent loss, compromise, or inappropriate access. “Inappropriate access” means
access by a person other than a person who requires access to that information for
the Contractor to deliver the service(s) the Authority has contracted it to provide.
“Appropriate degree of care” means:

a) the baseline controls specified in this document, or;
b) additional controls that the Contractor considers more appropriate, taking into
account the sensitivity of the OFFICIAL information in question and the need
to protect it from compromise by attackers with bounded capabilities and
resources.
The Contractor shall, when creating, modifying, processing or annotating OFFICIAL
information, consider whether any additional controls are likely to be necessary to
protect it. Such considerations shall always take account of the sensitivity and the
need to protect it from compromise by attackers with bounded capabilities and
resources.
“Attackers with bounded capabilities and resources” include single-issue pressure
groups, private investigators, competent individual hackers, ‘hacktivists’, individuals
that might commit theft, and any other individuals or groups presenting an equivalent
level of threat to the Authority.
If the Contractor identifies information as particularly sensitive, with a clear and
justifiable need to reinforce the ‘need to know’ (for example; sensitive personal data,
commercial or financial data), a conspicuous marking of OFFICIAL-SENSITIVE shall
be considered. In such cases the Contractor shall seek the advice of the Authority.
When considering the sensitivity of OFFICIAL information, the Contractor shall take
into account the degree to which it's compromise or loss would be likely to:
a) have damaging consequences for an individual (or individuals), the
Authority, UK Government or any other organisation, if lost, stolen or
published in the media;
b) cause significant or substantial distress to individuals or a group of people;
c) breach undertakings to maintain the confidentiality of information provided by third
parties;
d) breach statutory restrictions on the disclosure of information (including
those under the Official Secrets Acts 1911 to 1989, the Data Protection Act
1998 and the Anti-terrorism, Crime and Security Act 2001);
e) undermine the proper management of the public sector and its operations;
f) disrupt national operations;
g) impede the development or operation of UK Government policies; or
h) substantially undermine the financial viability of major organisations.
When assessing the sensitivity of OFFICIAL information, consideration shall not be
limited to the implications of its compromise or loss in isolation; but must take into
account the effects of the aggregation, accumulation and association of the
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5.6

5.7

OFFICIAL information in question with other OFFICIAL information handled by the
Contractor.

Where the Contractor considers additional controls to protect OFFICIAL information
from inappropriate access, those further controls will be specified in handling advice
provided with the OFFICIAL information in question. Such advice shall describe the
particular sensitivities of the information and provide meaningful guidance on how it
should be handled. It should be presented in accordance with the following formula:
<the particular sensitivity of the information> <what the handler is allowed

to do with the information> <what the handler needs to do to ensure it is

given the appropriate level of protection>

The handling advice shall be displayed in a place where it would be most obvious to
the handler (e.g: top of the first page of a document or email containing the
information).

BASELINE CONTROLS FOR OFFICIAL INFORMATION

Access and Personnel Security

The Contractor shall ensure that every person who requires access to OFFICIAL
information for the Contractor to deliver the service(s) the Authority has contracted it
to supply has been subject to identity, nationality and right to work in the UK checks.
If the Contractor wishes to employ anynon-UK nationals on the contract he shall,
prior to engaging the non-UK national, consult with the Authority as further checks
and approvals may be needed.

Where the Contractor's employees require regular access to the Authority’s
premises or access to the Authority’s IT network those persons shall as a minimum
be subject to Baseline Personnel Security Standard (BPSS) security checks.

In respect of the Contractor’'s employees already holding a security clearance, but
where the Authority is not the Vetting Authority, the Contractor shall prior to any

work commencing provide the Authority’s Contract Lead with the employee’s name,
date of birth, and the contact details of the relevant vetting authority.

“Relevant vetting authority” is, in relation to employees described in paragraph 5.3,
the vetting authority that carried out the personnel security check or currently holds
the security clearance.

“Vetting authority” means an organisation which is either formally approved by the
Office for Nuclear Regulation (ONR) to initiate and manage BPSS checks or a body
authorised to carry out equivalent or higher levels of checks, security clearance or
vetting (e.g. a police authority or Defence Business Services).

Information Technology (IT) and Cyber Security

The Contractor shall ensure that any IT network, part of an IT network, or IT

equipment used to create, process, use, store or share OFFICIAL information is

either:

a) accredited by an approved third party (ONR, Ministry of Defence (MOD)
etc.) or NDA, to HMG IA Standards No. 1 and 2; or is:

b) used and maintained in accordance with the five “technical requirements” of
the UK Government’s ‘Cyber Essentials’ Scheme. (Cyber Essentials and
Cyber Essentials Plus have been designed to provide ‘light-touch’
assurance, achievable at low cost):
https://www.gov.uk/government/publications/cyber-essentials-scheme-
overview

The Contractor shall demonstrate to the Authority’s satisfaction that the “technical

requirements” are being met through independent verification at least once every 12
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months. Verification shall be equivalent to the Cyber Essentials Assurance
Framework level specified by the Authority in the Contract Letter (Cyber Essentials
or Cyber Essentials Plus). Verification may be gained through existing certification
to other information security standards, such as ISO 27001:2013 or its
successor(s).

5.8 The Contractor shall ensure that any mobile IT equipment (e.g. laptop, tablet,
other mobile devices) or desk top computer located in domestic or residential
premises which is used to create, process, use, store or share OFFICIAL
information has full disk foundation grade encryption to Commercial Product
Assurance (CPA): http://www.cesg.gov.uk/servicecatalogue/Product-
Assurance/CPA/Pages/CPA.aspx

5.9 The Contractor shall ensure that the deletion of OFFICIAL information from an IT
network, part of an IT network, or IT equipment is carried out in accordance with
HMG Information Assurance (1A) Standard No. 5 (Secure Sanitisation).

5.10 The Contractor shall ensure that any OFFICIAL information that the Authority
requires to be deleted from an IT network, part of an IT network, or IT equipment is
deleted in accordance with paragraph 5.8.

5.11 The Contractor shall ensure that any OFFICIAL information on an IT network, part
of an IT network, or IT equipment will be deleted in accordance with paragraph 5.9
before the equipment in question is discarded or disposed of.

Electronic transmission and communication
5.12 OFFICIAL information may be transmitted by email over the Internet, as follows:

a) to provide additional protection the Contractor should consider additional
handling instructions and encrypting the information using a file compression
(‘zip’) application set to 256 bit AES encryption and a strong password.
Passwords must be sent by a separate channel (e.g. text message, telephone
call, royal mail post);

b) e-mail operating within the Egress Switch Secure Workspace system; or

C) subject to the Authority’s prior written agreement, other commercially
available means of transmitting or sharing information in electronic form
(e.g. G-Cloud services, https://www.gov.uk/digital-marketplace).

Information in hard-copy or on removable, recordable media

5.13 The Contractor shall record OFFICIAL information onto portable media device (e.g.
usb memory stick, CD/DVD) only if it is necessary for the Contractor to do so in
order for it to deliver the service(s) that the Authority has contracted it to supply, and
that all such devices are encrypted using approved encryption software (see
paragraph 5.7).

N.B. under no circumstances should any portable media be connected to the
Authority’s IT network without prior authorisation from the Authority’s IT Security
Manager and IT Manager.

5.14 The Contractor shall ensure that paper documents, records, etc. (or parts thereof)
containing OFFICIAL information are photocopied or scanned into electronic form
only if it is necessary for the Contractor to do so in order for it to deliver the
service(s) that the Authority has contracted it to supply.

5.15 The Contractor shall ensure that all paper documents, records, etc., portable IT
equipment (e.g. laptops, tablets) and portable digital media (e.g. memory sticks, CD
ROMs) containing OFFICIAL information are stored in locked office furniture (e.g.
desk drawer, cupboard, filing cabinet) within a secure building, when not in use. The
key(s) to the office furniture must be securely held.
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5.16

5.17

5.18

5.19

5.20
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The Contractor shall ensure, when moving OFFICIAL information by hand that the
information is not capable of being seen by anyone that would not be granted
access to it. The Contractor should avoid OFFICIAL information being overlooked
by others if it is being worked on whilst it is in transit and, when it is not being
worked on, ensure it is obscured from sight by an opaque cover (e.g. a document
should be carried in an envelope, a case or closed bag).

The Contractor shall ensure, when transmitting OFFICIAL information by post or

courier that it is contained in a single, unused envelope or parcel wrapping and that

a return address is provided on the back of the envelope or parcel. The outside of

the envelope or parcel must NOT be marked OFFICIAL (or with any other marking

that might convey the nature of the information it contains).

The Contractor shall not carry out bulk transfers of documents, records, etc.

containing OFFICIAL information without having undertaken an assessment of the

risks associated with the proposed method of transfer and having obtained the prior

(written) authorisation of the relevant Information Asset Owner. Advice on the likely

suitability of proposed methods of transfer and assessments of their risks may be

sought from the Authority’s Security Manager.

Once the Contractor no longer needs access to the OFFICIAL information in order

to deliver the service(s) that the Authority has contracted it to supply, or to fulfil any

other legal or contractual obligations (to the Authority or a third party), the

Contractor shall ensure that, where the OFFICIAL information in question is

contained in or on:

a) a paper document; the paper document is either returned to the Authority or
shredded on the Contractor’s premises in accordance with HMG Information
Assurance (lA) Standard No. 5 (Secure Sanitisation) before being disposed of
from the Contractor’s premises;

b) a CD ROM or DVD; the CD ROM or DVD is either returned to the Authority or
broken up (so as to make reconstitution unlikely) on the Contractor’'s premises,
before being disposed of from the Contractor's premises;

c) an encrypted removable memory device; the OFFICIAL information in
guestion is deleted from the device using commercially available secure-wipe
software product under Commercial Product Assurance (CPA):
http://www.cesg.gov.uk/servicecatalogue/Product-

Assurance/CPA/Pages/CPA.aspx

d) Inrespect of information destroyed by the Contractor, the Contractor shall
provide the Authority with written confirmation that all of the Authority’s material
pertaining to the work the contractor was engaged for (and whether classified or
not) has been destroyed.

Breaches and Incident reporting

Contractors must have a breach management system in place to aid the detection
and reporting of inappropriate behaviours, enable disciplinary procedures to be
enforced and assist with criminal proceedings.

Immediately upon it becoming known to the Contractor, any event involving the
theft, loss, or significant inappropriate access to the Authority’s OFFICIAL
information, shall be reported to the Authority by the most expedient means.
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VISI Maintenance and Development Agreement

1. Introduction

The Nuclear Decommissioning Authority (NDA), through its subsidiary Radioactive Waste
Management Limited (RWM), has been charged with implementing the UK Government's
policy for the long-term management of higher activity radioactive waste by planning, building
and operating a Geological Disposal Facility (GDF). The siting of a GDF will be based on a
consent-based approach, based on working with interested communities that are willing to
participate in the siting process. RWM has produced a generic Disposal System Safety Case
(DSSC) [1] to illustrate high-level disposal concepts in a variety of geological settings.

A key document within the DSSC relating to this package of work is the generic
Environmental Safety Case (ESC) [2], most recently published in August 2017. The ESC
explains why RWM has confidence that a safety case, consistent with UK regulations, could
be made for a suitable UK site and geology.

For the past year the RWM post-closure safety team has run a project to continue the
development of its safety case. Through this project the team is considering:

e how to structure the safety case;

« how fo manage the knowledge used within the safety case;
¢ how to present the safety case; and

* how to author the safety case.

Two key elements of this relate to the adoption of a Claims, Arguments, Evidence (CAE)
based structure and to the adoption of approaches which would move toward the production
of a Digital Safety Case.

This Contract Technical Specification (CTS) relates to the ongoing maintenance and future
development of one of the tools (‘VISI') which RWM has developed to facilitate these aims.

1.1 Claims, Arguments, Evidence (CAE)
UK regulations [3, GRA 6.2.2] define an environmental safety case as:

“...a set of claims conceming the environmental safety of disposals of solid
radioactive waste, substantiated by a structured collection of arguments and
evidence.”

As part of ongoing ESC development, RWM intends to make the safety case structure
around Claims, Arguments and Evidence more transparent.

CAE is a logical approach in which claims are made on the safety of a facility through making
arguments (inferences) based upon underlying scientific evidence (e.g. from research
activities, waste or site characterisation, assessments etc.).

In a long document, such as an environmental safety case, it can be difficult to follow how
each claim relates to underlying arguments and associated evidence as a result of the
volume of information which is relevant. It can therefore be hard to understand whether the
safety case is robust or whether there may be gaps in claims, safety arguments, or evidence.
A hierarchical diagram is therefore being developed by RWM to illustrate its safety case in an
explicit CAE structure visually — using an expandable web-based flow-chart. This is referred
to as the CAE diagram, part of which is shown in Figure 1.

OFFICIAL

Template No - RWPR80-F(3 - Rev 2 — (LL 22783669) 313



ELY [698CRL2Z 1) - Z A0y — £0-OFLAMY - ON Spridwe)

VI0I440

=
= s b e f L Y att P 84 4 1 00
e R A

e oy Bl e 3 ot e g 71
i bl 34 A e, w2 e B

L 2 @ a8 4 . R 4 S LA S
i e ek W1 9 g e A RS S 1 0 O A

wesbeip 3y L 8nbyy

aVIOI4dO



OFFICIAL

1.2 Digital Safety Case

The majority of the arguments in evidence used in the CAE diagram introduced above, are
taken from other documents in the generic DSSC, for example its research status reports,

design reports or inventory report. At present all documents in the DSSC are written in

Microsoft Word and are published in PDF format as standalone documents. There is a clear

benefit to RWM and other stakeholders to be able to access this information in a more
interactive hyperlinked form and RWM is therefore exploring means to moving to a more

modern production process. As part of this update RWM intends to move to authoring safety
case documents using a mark-up language, thereby allowing metadata [4] to be captured

with document contents. Such metadata includes the identification of information sources

(e.g. relating a graph to the underlying dataset or model), CAE (together with the relations
between these) and quality or versioning information. A natural endpoint is the transition to a

full electronic safety case, however at present RWM requires the ability to continue to
produce paper based document submissions in addition to web-enabled versions (often
referred to as single source publishing).

Several mark-up languages were considered, for example LaTeX and markdown, however a
decision has been taken to utilise the DITA standard, which is based upon XML. A number of

DSSC documents have now been converted to DITA and are available in both paper and
HTML format. An example of one of these is shown in Figure 2.

Figure 2 Example digitized document
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To store the CAE diagram and digitised documents described above, RWM has developed a
tool called ‘VISI'. VIS| allows users to view the CAE diagram (including dynamic scrolling,
zoom, expansion/contraction) and to read converted documents via a web-browser. The
diagram itself also contains hyperlinks to jump to related documents (e.g. an evidence node
in the CAE diagram may jump to the appropriate section of a status report where the
evidence is given). VISI also includes features to facilitate search.

Programmatically VIS| is a web-app which makes use of a number of components including:

The ASP.NET MVC framework for the custom web application
Apache Lucene.NET (C#) for site search;

yFiles for HTML' to visualise the CAE diagram:;

DITAC*DITA OT? for document conversion; and

Microsoft SQL Server 2014 database.

Client side code,is written in javascript/jquery; with server side code written in C#.

Following a successful launch of V1 of VISI, RWM is now looking to engage with a third-party
supplier to support, maintain and continue development of VIS in line with RWM's
requirements.

2. Objectives

The purpose of this CTS is to provide a support, maintenance and development agreement
for the VISI tool. It is anticipated that this would be used to fix bugs (or other issues) and to
continue to improve the tool (e.g. by addressing feature requests). Queries or critical fixes
are likely to need fixing at short notice (however, the time to develop a fix or workaround
itself is likely to be small) while improvements are likely to take a greater level of effort but
have less urgency. Significant enhancements of VIS| are envisaged in the next year,
including introduction of version control, the integration of a FEP diagram, and expansion to
include elements of the operational safety case — RWM is separately producing a roadmap
for VISI development which will describe these and is nof part of this CTS (though the
winning bidder will need to liaise with this project to inform complexity and technical
feasibility).

The VISI support, maintenance and development agreement will take the form of a call-off
contract with a specified purchase order value. Bug fixes or developments will be issued in
the form of task lists, which would require estimation (both in terms of cost and time, i.e. a
delivery schedule) by the Contractor prior to approval to proceed by the Employers Agent.
Task lists may then be issued until the purchase order value reaches zero.

RWM should only pay for the time which it takes to complete a task list if less than the
estimate and RWM is under no obligation to fully spend the purchase order value.

3. Scope of work

The scope of work will be identified as the project progresses in the form of individual (or
collections of) tasks, which will be passed to the Contractor for an estimate of cost and
delivery schedule. This should be agreed with the Employers Agent prior to the
commencement of work.

! hitps:/iwww.yworks.com
2 hitp:/iwww.xmimind.com/ditac
® http://www.dita-ot.org
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For the purposes of this call-off contract the Contractor should provide a price against the
assumptions specified in the associated Invitation to Tender.

Software documentation for the VISI tool {(currently a User Guide and Developer Guide)
should be updated to reflect any changes commissioned under this contract with updated
versions being issued as part of new releases. Production of additional documentation is
likely to be specified as tasks under this contract.

Although it is not anticipated at this stage, it may be necessary to carry out testing of new
releases with Capita Secure Information Systems (CSIS) Engineers at NDA's Head Office in
Herdus House, Cumbria.

4. Deliverables

4.1 Transfer of Rights

Subject to any pre-existing rights, all information, reports, any other results and all Intellectual
Property created or generated by you in the performance of the Services shall be our
absolute property.

You grant us a non-exclusive, worldwide, perpetual, transferable royalty-free licence
(including the right for us and any of our sub-licensees to sub-license) in respect of all
Intellectual Property which does not belong to us but which is necessary to obtain the full
benefit of the Services.

You agree (at our request and expense) to execute all such documents and do all such other
acts or things as are necessary or desirable to transfer, vest in and/or confirm to us these
rights.

You warrant that the Services will not infringe any Intellectual Property or other rights of any
third party anywhere in the world.

The expression "Intellectual Property" means any inventions, know-how, trade secrets,
trademarks, logos, processes, registered designs, design rights and all other designs
(whether registerable or not), rights in databases, copyright, moral rights and all other rights
or forms of protection (whether or not registerable and including applications for registration)
of a similar nature or having a broadly equivalent effect anywhere in the world.

4.2 Deliverables Required

Deliverables will be agreed with the Employers Agent as part of each task list specified by
RWM.

4.3 Format of Deliverables

Source code shall be in the form of machine readable text files; documentation will be in a
DITA based format, as agreed with the Employers Agent.

Guidance on the Radioactive Waste Management Limited's (RWM) report requirements is
contained in RWPR34-WI02 Contractors Reports to RWM — Guidance to Contractors,
available from RWM.

5. Deliverables — electronic formats

The Contractor shall provide native files for all document submissions (e.g. Microsoft Word or
LaTeX) and graphic files (e.g. CorelDraw or Adobe lllustrator) to facilitate content reuse and
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permit direct entry into the RWM electronic document and record management system.
Where possible each file should also be supplied in Portable Document Format, adhering to
the PDF/A standard (ISO 19005), to permit digital preservation. Non-document based
submissions should be supplied in the most appropriate format for their content (e.g.
ASCIl/Unicode text files for source code or DTD). Such electronic files may be transmitted to
NDA as attachments to Email messages (subject to a 8MB upper limit) or alternatively via
CD-Rom, DVD-Rom, USB memory key or USB hard disk. Documents carrying a protective
security marking of OFFICIAL-SENSITIVE or above must not be e-mailed. Irrespective of
the acceptable application format used, all files should be presented such that they can be
read by computers using a recent version of the Microsoft Windows operating system.

Submitted files must not carry any form of password protection or digital rights management
which may hinder digital preservation unless specifically requested by RWM.

The Contractor should contact RWM for advice should he wish to request a variation from
any of these requirements, or to seek clarification of acceptable file types.

6. Technical and performance requirements

As part of their bid, Contractors are expected to provide evidence of past experience
managing successful software development projects in a scientific field, together with CV's
for each team member. Evidence of experience with the libraries or languages specified in
Section 1.3 are advantageous and should be provided where available.

Evidence of team capability in

architectural design;
code development;
code testing and
project management

should be provided, and the bid should outline the responsibilities of each team member and
explain how they will interact with others. They should also explain how they will interact with
RWM, including consideration of mechanisms for code transfer to RWM and prototype
testing by RWM. Provision of a secured ‘test’ system, hosted on the Contractors network,
and accessible via the internet, may be a sensible way to achieve the latter (subject to
agreement by RWM's security department on suitable protection measures being in place).

The Contractor shall propose how they will manage VISI source code in their bid, including
processes for versioning, coding standards followed, build management and testing. Al
testing should be carried out by an independent tester who has not written the code being
tested.

The Contractor shall manage, co-ordinate and control all the work and ensure that its
objective and scope are achieved within the agreed timescales and budget. The use of sub-
contractors (including Universities) is subject to approval by RWM. The Contractor shall work
co-operatively and flexibly with the nominated WPM and with other RWM and NDA staff. In
particular, the Contractor shall work in partnership with the WPM to ensure that the work
programme is managed to refiect the evolving needs of RWM.

7. Specific requirements

7.1 Approach to work

Tasks placed under this call-off contract should be carried out in close collaboration with
RWM to ensure that it has confidence that any solution developed will meet its needs while
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benefiting from the experience of the contractor. All software and code development shall
take place in accordance with RWM Policy and Procedure on software development within
the supply chain, RWP31 and RWPR31 (provided on request).

7.2 Source Code

s Any source code which is developed as part of this confract should be well structured
and clearly commented.

e All source code shall be supplied electronically to RWM together with sufficient
solution/project files, or instructions, to enable RWM to recompile these in future.

¢ Any software which is developed as part of this contract shall be compatible with the
NDA/RWM infrastructure on which it will run (as directed by the Employers Agent).

» Any software which is developed as part of this contract shall be produced under a
suitable quality management system (e.g. TicklT, TicklTplus or equivalent).

¢ Any documentation which is created as part of this contract shall be produced under
a suitable quality management system {e.g. ISO 9001:2000 or equivalent). See also
Section 12.

7.3 Copyright and Licensing

s The copyright for any source code, schema, accompanying technical documentation
or user guides which is developed as part of this contract shall be assigned to RWM.

¢ Any third party code libraries which are used as part of this contract must be licensed
for royalty-free commercial use by RWM and its supply chain. RWM must be able to
redistribute these libraries to its supply chain under this third party license.

7.4 Testing and Verification

Testing and verification of all completed software will be proposed and carried out by the
developer prior to delivery to RWM. Testing may include undertaking runtime unit tests,
demonstrations, and/or asking additional developers to independently review code,

These activities should be documented by the developer in a System Verification Guide
(8VG), to accompany the existing System User Guide and System Maintenance Guide, and
supplied to RWM with each new release.

8. Documentation, data or equipment to be supplied by the RWM

At the commencement of this contract RWM will supply copies of the VISI source code and
all existing documentation. The existing RWM developer will explain the system to the
development team and be available to answer questions by e-mail or telephone as the team
learn the product.

The Contractor is encouraged to work collaboratively with the WPM to obtain access to other
information or RWM staff as required.

9. Timescales

The contractor shall supply RWM with an activity schedule as part of any task submitted
under this call-off contract, together with dates by which deliverables shall be supplied. Any
subsequent change in timescales for the work programme should be agreed with the RWM
WPM.
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10. Project management and progress reporting

Development should be carried out using the Agile Development Methodology with sprint
meetings attended by RWM on a 1-2 week period (as agreed with the Employers Agent).

The contractor will also be required to comply with the RWM month-end reporting procedure
via a monthly reporting template and supply text indicating the tasks completed over that
month.

11. Experimental work
Not applicable to this package of work.

12. Quality assurance requirements

12.1 Quality System Requirements

The work covered by this contract must be undertaken within the framework of a formal
quality management system complying with an internationally recognised quality standard
e.g. ISO 9001 or equivalent. The consultant must demonstrate compliance with this
requirement in one of two ways:

Certification to IS0 9001or equivalent

Consultants holding certification to ISO 9001 must provide a copy of their certificate of

registration or other documentation, which confirms the following:

a) the quality system standard;

b) the certification body (must be UKAS accredited);

c) The scope of certification, which must be appropriate to the goods and/or
services  supplied.

Non-certificated consultants

Consuiltants which do not hold certification to ISO 9001 must demonsiraie they operate an
adequate quality management system by submitting appropriate documentation
{procedures or quality plans) for review by the RWM Quality Department. This
documentation should address the following:

a) Coniract review;

b) Project management;

c¢) Document conirol:

d) Procurement, including the selection of sub-consuiltants;

e) Review and approval of deliverables;

) Customer complaints;

g) Intemnal quality audits.

12.2 Data and Models Quality Assurance

RWM operates specific quality assurance arrangements for the use of all data and
models. The requirements for the handling of data and models are documented in the
following RWM procedures:

e Data management procedure RWPR104
e Computer Modelling, Software Development and Calculation Checking procedure
RWPR31

These procedures are designed to ensure that the provenance and quality of all data used
for RWM technical work is documented and easily searchable and that all models used for
RWM have been risk-assessed and are used in accordance with an approved Model Risk
Assessment and Quality Plan.
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The Contractor must comply with these RWM procedures or with their own equivalent
procedures. If the work produces data that will be used by RWM, the data must be delivered
in a format that complies with the Data Definition Form (DDF) requirements of procedure
RWPR104. Any RWM data required for the work will be supplied to the Contractor as a
DDF. Any input data sourced by the Contractor must be fully referenced with regard to its
provenance and quality.

If the work involves the use, production or modification of models the Contractor must
produce a quality plan that demonstrates adherence to appropriate quality assurance
procedures around modelling, consistent with the requirements of RWPR31, and also
demonstrates compliance with any additional requirements that may be supplied by RWM in
the form of a Model Risk Assessment and Quality Plan. As part of this work the VISI Model
Risk Assessment and Quality Plan will need to be agreed with RWM and kept up to date.

12.3 Monitoring of the Consultant’'s Quality System

RWM reserves the right fo undertake on-site, surveillance audits of the Consuitant's quality
system and the implementation of this contract. Any such audits will be notified in advance
and the consultant will be expected to provide access to appropriate premises, personnel
and records.

13. Environmental requirements
The consultant is responsible for complying with all applicable environmental legislation.

Consultants undertaking any practical work, i.e. other than desk-top research and report
writing, must complete and return a copy of RWM's Environmental Assessment (Appendix A)
and associated documentation, with their proposal or quotation.

14. Records

The Consultant will maintain adequate records to demonstrate compliance with this Contract.
These records will be identified and indexed such that they are easily retrievable. Records
will be kept for a minimum of ten years after the completion of the contract. After this period
the records will be offered to RWM. Records will not be destroyed without the permission of
RWM.
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Appendix A
RWM ENVIRONMENTAL ASSESSMENT

(To be returned with proposal/quotation)

Contract title:

|
|
Contractor _]

1. Will the work involve the use of any radioactive substances? | [] Yes [ No |

If yes please give details:

Please attach copies of the following as applicable:

| Notification of the work required by regulation 6(2) or (5) of the lonising Radiations
Regulations 1988 (if available — must be provided before work commences).

O Risk assessment for the work required by regulation 7(1) of the lonising Radiations
Regulations 1998 (if available — must be provided before work commences).

[ Certificate of registration for the premises granted under section 7(4) of the

Radioactive Substances Act 1993

2. Will the work generate any radioactive waste? ] Yes I No
If yes, please give details:
Nature of waste(s) Anticipated | Disposal route

volumes

Please attach
Copy of any cerlificale of authorisation granted under sections 13(1) or 14(1) of the
Radioactive Substances Act 1993

3. Will the work generate any hazardous or special wastes? [J Yes ] No

If yes, please give details:

Nature of wasle(s) Anticipated Disposal route
volumes
4. Will the work generate any other controlled wastes? [ Yes I No
If yes, please give details
Nature of wasie(s) Anticipated Disposal route to comply with
volumes Duty of Care regulations
Completed by (Print) Date
Signature
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	rwm general terms & conditions of contract – shortform consultancy
	This document sets out the terms of the agreement by which we, the Radioactive Waste Management Limited (RWM), engage you as our consultant to perform the services defined.  Unless stated otherwise by us in writing all work undertaken by you for us fo...
	1 ENGAGEMENT AND DURATION
	1.1 We hereby engage you and you accept such engagement to provide the services on the terms and subject to the conditions of this agreement.
	2 PERFORMANCE OF SERVICES
	2.1 You shall perform the services in accordance with this agreement exercising that degree of skill, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced expert in your profession seeking ...
	2.2 You shall perform such stages or parts of the services by their respective delivery date(s) as are specified in schedule or the purchase order and shall complete all the services under this agreement by the completion date as may be specified in t...
	2.3 You shall comply with (at your cost) all applicable laws, rules, regulations, guidelines and codes of practice relating to the services (including, without limit, in relation to health and safety, environmental matters and / or any of our (or our ...
	2.4 Without prejudice to clause 2.3 above, you shall (and shall procure that your sub-contractors shall) operate an appropriate equal opportunities policy.
	2.5 Without prejudice to clause 2.3 above, to the extent that you process or control any data or information belonging to us or made available by us which is personal data within the meaning of the Data Protection Act 1998 you shall comply with that a...
	2.6 You shall (and shall procure that your employees, agents and sub-contractors) do (or refrain from doing, as the case may be) such things as we may reasonably require from time to time in connection with this agreement so as to ensure that we are a...
	2.7 You shall not be entitled to payment of fees or expenses from us for the provision of any goods or services except as described in schedule 1, unless the same is the subject of a written purchase order ("purchase order") (marked "purchase order" a...
	2.8 You shall accept any reasonable variation in scope, specification, quantity or delivery date(s) in relation to the services.  The price shall be adjusted and agreed in writing by us to reflect the variation having regard to the rates and prices us...
	3 FEES AND EXPENSES
	3.1 In consideration of the proper performance of the services to our satisfaction you shall be paid the contract price as detailed in Schedule 2 (or in any purchase order), provided that in no
	circumstances shall the total amount (including all fees and expenses) payable by us to you under this agreement exceed the limit of liability stated in Schedule 2 (or in any purchase order).
	3.2 We shall reimburse all necessary and reasonable expenses incurred by you in the performance of the services, provided such expenses are either expressly authorised elsewhere in this agreement or incurred with our prior written approval and in each...
	3.3 Unless otherwise agreed in writing the rates and prices detailed in this agreement are fixed for the duration of this agreement and shall be exclusive of vat.
	4 PAYMENT
	4.1 You shall be entitled to invoice us on a monthly basis in arrears for the value (determined under schedule 2 or in the applicable purchase order) of the services performed to our satisfaction since the commencement of the services and not previous...
	4.2 In the case of time charged work, each invoice shall be supported by a statement of the time expended by you in performance of the services and any associated travel, accommodation and subsistence, expenses or other agreed charges.
	4.3 The charges and expenses are to be shown net on the consultant's invoice(s).  Vat where chargeable shall be added at the prevailing rate as applicable and will be reimbursed to the consultant by RWM providing the consultant includes, copies of all...
	4.4 Invoices must be submitted by you to the accounts payable department and marked for the attention of the finance officer.  We shall pay to you the undisputed part of each such invoice within 30 days of a properly submitted and valid vat invoice.
	4.5 If any payment properly due and payable by us to you is overdue, to the extent that it is not the subject of a bona fide dispute between us, interest may be charged at an annual rate of 2% above the Bank of England’s base rate from time to time ap...
	4.6 Where the consultant enters into a sub-contract with a supplier, consultant or contractor for the purpose of performing its obligations under the contract, it shall ensure that a provision is included in such a sub-contract which requires payment ...
	5 INDEMNITY AND LIABILITY
	5.1 Except to the extent of losses, injuries or damage resulting directly from any act, default or negligence of nda the consultant shall indemnify and keep indemnified RWM against all actions, claims, demands, proceedings, damages, costs, charges and...
	5.2 Your maximum liability to us under paragraph 5.1 for damage to tangible property shall be £5,000,000.
	5.3 Neither of us shall be liable to the other for consequential loss or damage.
	6 INSURANCE
	6.1 Without prejudice to your liability to indemnify us under paragraph 5.1, you shall insure and keep insured your liability for a sum not less than £5,000,000 for any one claim in respect of public liability and for a sum of not less than £1,000,000...
	6.2 You shall provide to us promptly following any request satisfactory evidence that the policies of insurance required under this paragraph 6 have been affected and maintained in force.
	7 CONFIDENTIALITY
	7.1 Subject to the requirements of law, you undertake that all information acquired by you in connection with this agreement shall be treated by you (and by any person to whom you are permitted to disclose the same) as confidential and shall not be di...
	7.2 The undertaking in paragraph 7.1 shall not apply to any information which is already in your possession prior to the date of this agreement or which is received from a third party lawfully entitled to disclose the same or which is or becomes publi...
	8 DISCLOSURE OF INFORMATION
	8.1 We operate a transparency policy and associated code of practice on access to information whereby information (such as this agreement, correspondence, e-mails, minutes of meetings and reports) provided by you to us may be disclosed from time to ti...
	9 ANNOUNCEMENTS AND PUBLICATIONS
	9.1 You may advertise or publicly announce that you are undertaking services for us but you shall not disclose any of our confidential information. You shall  provide  at least 1 weeks notice prior to any such announcement and  provide such  reasonabl...
	9.2 All enquiries from the press in connection with the services shall be directed to us.
	9.3 You shall at all times in connection with the services exercise particular courtesy and care in dealing with the public.
	9.4 We encourage, where it is in the public interest, the publication by you of relevant aspects of matters arising from the services in appropriate academic journals and/or other reputable publications provided that you do not disclose any of our con...
	10 SECURITY
	10.1 Your attention is drawn to the provisions of the following legislation:
	(a) Official Secrets Act 1911 to 1989 in general and to chapter 6 of the Official Secrets Act 1989 in particular.
	(b) the Anti-terrorism, Crime & Security Act 2001 in general and part 8 section 79 in particular.
	(c) the Nuclear Industries Security Regulations 2003
	10.2 The laws described above may apply to you and your agents and employees and may continue to apply after the termination of this agreement.
	10.3 Should you have, or be required to have, access to our information classified as restricted or confidential and/or any part of our IT system then you shall be subject to vetting by the office for nuclear regulation (onr) through the RWM security ...
	10.4 The vetting process shall include taking up references, verification of your identity and the completion and processing of a criminal records declaration form.
	11 INTELLECTUAL PROPERTY
	11.1 Subject to any pre-existing rights, all information, reports, any other results and all intellectual property created or generated by you in the performance of the services shall be our absolute property.
	11.2 You grant us a non-exclusive, worldwide, perpetual, transferable royalty-free licence (including the right for us and any of our sub-licensees to sub-license) in respect of all intellectual property which does not belong to us under paragraph 11....
	11.3 You agree (at our request and expense) and whether during the term, or after termination, of this agreement to execute all such documents and do all such other acts or things as are necessary or desirable to transfer, vest in and/or confirm to us...
	11.4 You warrant that the services will not infringe any intellectual property or other rights of any third party anywhere in the world.
	11.5 In this paragraph 11, the expression "intellectual property" means any inventions, know-how, trade secrets, trade marks, logos, processes, registered designs, design rights and all other designs (whether registrable or not), rights in databases, ...
	12 FINANCIAL RECORDS, AUDIT CLAIMS & RELEVANT AUTHORITIES
	12.1 You shall maintain full, true and accurate sets of accounts and records in connection with the services and all transactions related to them in accordance with generally accepted accounting principles in the United Kingdom.  All such accounts and...
	12.2 If, as a result of any audit, it is found that any incorrect payments have been made by us then such incorrect payments shall be adjusted in accordance with the findings of the audit.
	12.3 Without prejudice to the other provisions of the agreement, you shall notify us as soon as practicable on becoming aware of any threatened, potential or actual claim from any third party in relation any matter connected with the agreement or the ...
	12.4 You shall provide promptly to us (or if directed by us, to any relevant authority) such information as we or any relevant authority may reasonably request in connection with the agreement and / or the services and shall permit any relevant author...
	12.5 In this agreement the expression "relevant authority" means any the nuclear decommissioning authority, the health and safety executive, the secretary of state for defence, the office of nuclear regulation, the environment agency, the scottish env...
	13 YOUR STATUS
	13.1 This agreement is not a contract of employment and you shall be responsible for administering and paying all employer's and employee's income tax and national insurance and similar contributions in respect of you (and any other person engaged by ...
	14 FORCE MAJEURE AND RWM DELAY
	14.1 If either of us (the "affected party") is affected by force majeure then the affected party shall immediately notify the other in writing of the matters constituting the force majeure and shall keep the other fully informed of their continuance a...
	14.2 The affected party shall take all reasonable steps available to it to minimise the effects of force majeure on the performance of its obligations under this agreement.
	14.3 Save as provided in paragraph 14.4 below force majeure shall not entitle either of us to terminate this agreement and neither of us shall be in breach of this agreement, or otherwise liable to the other, by reason of any delay in performance, or ...
	14.4 If the affected party fails to comply with its obligations under paragraphs 14.1 and 14.2 then no relief for force majeure, including the provisions of paragraph 14.3, shall be available to it and the obligations of each of us shall continue in f...
	14.5 If the force majeure continues for longer than 2 months either of us may at any time whilst such force majeure continues by notice in writing to the other immediately terminate this agreement.
	14.6 If, after the date of this agreement, you demonstrate to us that you have been materially delayed or impeded in performing the services by any act or omission of us and providing you shall without delay have notified us in writing of such delay o...
	14.7 In this agreement the expression "force majeure" means any event outside the reasonable control of either of us affecting its ability to perform any of its obligations under this agreement including, without limit, act of god, fire, flood, lightn...
	commotion, industrial action, failure of supplies of power, fuel, transport, equipment, raw materials or other goods or services.
	15 TERMINATION
	15.1 We may terminate this agreement immediately at any time by giving you written notice if you:
	(a) Breach any term of this agreement which in our reasonable opinion is incapable of remedy or fail to remedy any other breach of this agreement within 14 days of a request from us to do so;
	(b) Die or cease trading for a continuous period of 30 days, or become unable to pay your debts as they fall due or you are the subject of a petition, application or order for administration, winding-up or bankruptcy or you compound with your creditor...
	(c) Fail to obtain any necessary clearance in connection with any vetting required under paragraph 10.3.
	15.2 Either party may terminate this agreement at any time on giving not less than 1 month's notice in writing to the other.
	15.3 The termination of this agreement under this paragraph 15 shall be without payment of compensation or other damages caused to you solely by such termination, and the termination of this agreement for any reason will not affect any rights or liabi...
	15.4 Upon termination of this agreement for any reason whatsoever you shall immediately return to us all our property in your possession or control at the date of termination.
	16 ASSIGNMENT, SUB-CONTRACTING AND NOVATION
	16.1 This agreement is personal to you.  You shall not assign, delegate, sub-contract, transfer, charge or otherwise dispose of all or any of your rights and responsibilities under this agreement without our prior written approval.
	16.2 You shall be liable for all the acts and omissions of any sub-contractor regardless of any approval given by us under paragraph 16.1, or otherwise.
	16.3 In connection with any restructuring of any part or the whole of our business or operations we may at any time assign, novate or otherwise transfer the benefit and burden of this agreement to any other person provided that in our reasonable opini...
	17 ROUTINE COMMUNICATIONS AND FORMAL NOTICES
	17.1 We agree that unless either of us otherwise notifies the other in writing to the contrary all routine correspondence and communications between us may be undertaken by e-mail to the relevant addresses of the relevant personnel of each of us as no...
	17.2 Every notice to be served pursuant to this agreement shall be in writing and may be served by personal delivery, by email, by post or fax either to our address as set out in the attached contract letter and marked for the attention of the purchas...
	17.3 Any notice served in accordance with paragraph 17.2 shall be deemed to have been duly served in the case of personal delivery, upon actual delivery to the correct address; in the case of service by email upon receipt of the email by the receiving...
	18 TRANSPARENCY
	18.1     In order to comply with the government’s policy on transparency in the areas of procurement and contracts the contractor agrees that the contract and the tender documents issued by the authority which led to its creation will be published by ...
	18.2    The entire contract and all the tender documents issued by the authority will be published on the designated web site save where to do so would disclose information the disclosure of which would:
	a) Contravene a binding confidentiality undertaking;
	b) Be contrary to regulation 43 of the Public Contracts Regulations 2006; or
	c) in the reasonable opinion of the authority be prevented by virtue of one or more of the exemptions in the  Freedom of Information Act 2000 or one or more of the exceptions in the Environmental Information Regulations 2004.
	18.3 If any of the situations in condition 18(2) apply, the contractor consents to the contract or tender documents being redacted by the authority to the extent necessary to remove or obscure the relevant material and being published on the designate...
	18.4 In condition 18(1) the expression “tender documents” means the advertisement issued by the authority seeking expressions of interest, the pre qualification questionnaire and the invitation to tender and the contract includes the contractor’s prop...
	19.3 The information referred to in condition 19(1) shall be supplied in such form and within such timescales as the authority or ogc may reasonably require.
	19.4 The contractor agrees that the authority may provide OGC with information relating to the services procured and any payments made under the contract.
	19.5 Upon receipt of the information supplied by the contractor in response to a request under condition 19(1) or receipt of information provided by the authority to ogc under condition 19(4) the authority and the contractor hereby consent to OGC:
	(a) storing and analysing the information and producing statistics; and
	(b) sharing the information or any statistics produced using the information, with any other contracting authority.
	19.6 In the event that OGC shares the information provided under condition 19(1) or 19(3) in accordance with condition 19(5) b), any contracting authority (as defined in regulation 3 of the Public Contracts Regulations 2006) receiving the information ...
	19.7 The authority may make changes to the type of information which the contractor is required to supply and shall give the contractor at least one calendar month’s written notice of any such changes.
	20 BRIBERY ACT 2010
	20.1 The contractor shall and shall procure that persons associated with it or other persons who are performing services or providing goods in connection with this agreement shall:
	(a) Comply with all applicable laws, statutes, regulations, and codes relating to anti-bribery and anti-corruption (“relevant requirements”), including but not limited to the Bribery Act 2010;
	(b) Not engage in any activity, practice or conduct which would constitute an offence under sections 1, 2 or 6 of the Bribery Act 2010 if such activity, practice or conduct had been carried out in the uk;
	(c) Comply with the RWM procedures relating to ethics and propriety, as highlighted to you from time to time (“relevant policies”).
	(d) Not do, or omit to do, any act that will cause or lead the RWM to be in breach of any of the relevant requirements or relevant policies;
	(e) Have and shall maintain in place throughout the term of this agreement its own policies, procedures or processes, including but not limited to adequate procedures under the Bribery Act 2010, to ensure compliance with the relevant requirements, the...
	(f) If requested, other than in relation to a breach of this clause 20, provide the RWM with any reasonable assistance, at the RWM's reasonable cost, to enable the RWM to perform any activity required by any relevant government or agency in any releva...
	(g) Within 30 days of the date of this agreement certify to the RWM in writing signed by an officer of the contractor compliance with this clause 20 by the contractor and all persons associated with it or other persons who are performing services or s...
	20.2 The contractor warrants and represents that:
	(a)      Neither the contractor nor any of its officers, employees or other persons associated with it:
	(b)      Has been convicted of any offence involving bribery or corruption, fraud or dishonesty;
	(c) Having made reasonable enquiries, so far as it is aware, has been or is the subject of any   investigation, inquiry or enforcement proceedings by any governmental, administrative or regulatory body regarding any offence or alleged offence under th...
	(d)       Has been or is listed by any government agency as being debarred, suspended, proposed for suspension or debarment, or otherwise ineligible for participation in government procurement programmes or other government contracts;
	20.3 The contractor shall immediately notify the RWM if, at any time during the term of this agreement, its circumstances, knowledge or awareness changes such that it would not be able to comply with this clause 20 or repeat the warranties set out in ...
	21 GENERAL
	21.1 Neither of us shall represent itself as the agent of the other for any purpose whatsoever nor shall have the authority to create or to assume any obligations of any kind (whether expressed or implied) for or on behalf of the other.  Nothing in th...
	21.2 No failure or delay by either of us in exercising any right or remedy under this agreement shall operate as a waiver of that right or remedy.  No single or partial exercise by either of us of any right or remedy under this agreement shall preclud...
	21.3 Each of us undertakes to do such other acts and things and procure the execution of all such further documents as are necessary to give effect to the provisions of this agreement.
	21.4 The contract constitutes the entire agreement between the parties in relation to the subject matter of the contract and supersedes and cancels any previous agreements, commitments, promises, representations and undertakings (whether or not in wri...
	(i) the contract letter;
	(ii) the conditions;
	(iii) the specification;
	(iv) the consultant's written proposal; and
	(v) any other document expressly incorporated in the contract.
	21.5 This agreement shall not be amended or modified in any manner unless such amendment or modification is confirmed in writing by the RWM.
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	The Services shall comprise the work set out in RWM Contract Technical Specification “VISI Maintenance and Development”.
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	3.2.3 Provide all necessary assistance as reasonably requested by the other party to enable that other party to respond to a request for information within the time for compliance set out in section 10 of foia or regulation 5 of eir (as the case may be).
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	3.4 Each party shall cooperate and consult with the other party in each case where that other party so requires concerning any requests for information referred to in clause 3.3 and shall take full account of the views of that other party prior to fin...
	3.5 If either party determines that information (including protected information) must be disclosed pursuant to clause 3.3, it shall notify the other party of that decision as soon as practicable and in any event least 2 business days before disclosure.
	3.6 Without prejudice to clauses 3.3, 3.4 and 3.5, each party shall be responsible for determining at its absolute discretion whether any information:
	3.6.1 Is exempt from disclosure in accordance with the provisions of foia or eir;
	3.6.2 Is to be disclosed in response to any requests for information;
	3.7 Without prejudice to clause 3.4, each party acknowledges that any lists or schedules provided by it outlining any protected information (including any information identified by the consultant as confidential are of indicative value only and that t...
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