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INTRODUCTION

Objectives

1.1.1.

The Authority's overall objective is for the provision of a System(s) Solution
that meets the Authority's service-related functional requirements. This
System(s) Solution shall be, with configuration, suitable for recording
comprehensively, accurately, and securely all Authority Estate, Asset and
Site-specific condition data and the generation, allocation, planning,
implementation, and completion of all services required to operate the
Authority’s Estate efficiently.

All capitalised terms in this Schedule 2.1G (System Requirements) are
defined in Schedule 2.1A (Overview), Schedule 1 (Definitions) or in the
body of this Schedule 2.1G (System Requirements), as the case may be.

The objective of the System(s) Solution is to provide the automated
controls to ensure a smooth running operation and provide the Authority
with accurate and timely data, with minimum disruption to the Authority
Supply Chain Services, the Authority Estate, and the Authority, and in
compliance with this Agreement in particular without limitation the
Schedule 2.4 (Security Management).

Overview of Requirement

1.2.1.

1.2.2.

1.2.3.

1.2.4.

1.2.5.

The Supplier shall, during the Mobilisation Phase (as stated in Schedule
6.1 (Mobilisation)), provide for Approval by the Authority a “Systems(s)
Solution”. The System(s) Solution shall satisfy the requirements of the
Agreement, including (without limitation), Schedule 2.1 (Statement of
Requirements) and this Schedule 2.1G (Systems).

The Authority will review and Approve the use of all Systems provided by
the Supplier; as contained in the Systems Detailed Solution;

The Supplier shall provide a System(s) Solution that satisfies this
Statement of Requirements, and supports the delivery of the other
Statement of Requirements Schedules.

Nothing contained in this Schedule 2.1G (System Requirements),
irrespective of its terms, shall limit or reduce the Supplier’s obligations and
responsibilities set out in the Clauses or Schedule 1 (Definitions) of this
Agreement and the remainder of this Schedule 2.1 (Statement of
Requirements).

Without prejudice to the above, the Supplier shall provide System(s)
Solution as a part of the Services and such System(s) Solution shall be
delivered in accordance with this Agreement and using efficient business
processes and ways of working having regard to the Authority’s obligation
to ensure value for money. The Supplier shall ensure the System(s)
Solution shall comply with all requirements set out in this Agreement,
including, without limitation, this Schedule 2.1G (System Requirements).
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1.2.6.

1.2.7.

1.2.8.
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This Statement of Requirements sets out the Technical and Non-
Functional System Requirements and should be read in conjunction with
all other Statement of Requirements that include reference to Functional
System Requirements.

The Supplier shall assist the Authority, in relation to the Services being
provided by the Supplier, and impacted by the:

(a) mobilisation of any new Authority Supply Chain Member at a time to
be determined by the Authority which shall include ensuring smooth
linkage (and/or integration) with the Supplier's System(s) as set out
in Schedule 2.1H (Supply Chain Transition); and

(b) identification of any additional datasets that are required for
reporting, by assisting the Authority to communicate to Authority
Supply Chain Members such additional requirements for delivery of
any reporting solution.

Review the Authority’s plans for operation of the Authority Supply Chain
Services and provide advice on including but not limited to:

(a) interoperability between the Authority Supply Chain system(s) and
the System(s) Solution and any associated risks; and

(b) general risks associated with data transfer between these systems.
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2. SOLUTION REQUIREMENTS OVERVIEW
2.1. Solution Components
2.1.1. The Authority is looking for a System(s) Solution that will bring together,

and where appropriate integrate with, all parts of the Authority Estate’s
operation ensuring seamless delivery of information between the Authority,
the Supplier and the Authority Supply Chain Members;

The System(s) Solution should provide three core components:

2.1.2.1. a helpdesk, work order management and cost/finance
component;

2.1.2.2. a Data & Reporting component allowing a single view of the
Authority Estate to the Authority and End Users; and

2.1.2.3. an Integration gateway/hub component to ensure seamless,
timely and accurate data transfer between the Supplier, the
Authority and the Authority Supply Chain Members’ systems.

The Supplier should provide a System(s) Solution that incorporates all
three components in order to create a “single solution” for the Authority and
act as the platform for the fulfilment of all Functional System Requirements.

2.2, Architecture

2.2.1.

222

2.2.3.

2.2.4.

244481286

The Supplier must provide the architectural and technical details of its
System(s) Solution, but as guidance the following diagram may assist in
understanding the vision of the Authority in respect of the provision of the
System(s) Solution.

For clarity design and facilitation of the System(s) Solution is the Supplier’s
responsibility. The Authority is not bound to a specific design but requires
that all Statements of Requirement are satisfied by the System(s) Solution.

In delivery of the Data & Reporting component, the Supplier, in its
System(s) Solution design, must provide supporting details on how this
functionality will be delivered:

2.2.3.1. details on how the Supplier’s Data & Reporting service will
securely host the Authority’s data;

2.2.3.2. details of the technology platforms used; and
2.2.3.3. how secure access for Authority users will be achieved.

The Supplier is advised to refer to the Information Security Questionnaire
in its response.
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For the avoidance of doubt, this diagram is included for information purposes only and it
must only be taken as a simple indicative representation of the vision of the Authority in
respect of data flow and access for the Authority and End Users to the System(s) Solution. It
is intended for reference by the Supplier to inform its response to this Statement of
Requirements. [Note: The Authority is seeking proposals from Potential Suppliers for
alternate methods for managing data flow and systems access.]
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3. SYSTEM(S) SOLUTION REQUIREMENTS

3.1. System(s) Solution Requirements

3.1.1.  The System(s) Solution shall meet and include (as the case may be),
without limitation, the requirements of this part 3.1 of Schedule 2.1G
(Systems):

A. Accessibility

3.1.2. The Authority requires compliance with the Public Sector Bodies (Websites
and Mobile Applications) (no.2) Accessibility Regulations 2018. Please
refer to https://accessibility-manual.dwp.gov.uk/accessibility-law/the-public-
sector-bodies-accessibility-regulations-2018.

3.1.3. Therefore, the Supplier shall ensure the System(s) Solution complies with
the Public Sector Bodies Accessibility Regulations 2018. The Supplier
shall publish a compliant accessibility statement for the System(s) Solution
on each page.

3.1.4. The Supplier should ensure that the System(s) Solution is capable of
supporting the use of:

@)
(b)
(©)
(d)

Windows 10 native screen reading app, Narrator;
Windows 10 native screen magnification app, Magnifier;
Windows 10 Windows Speech Recognition; and

Windows 10 Eye Control.

3.1.5.  The Supplier should ensure that the System(s) Solution is able to be used
without a pointing device such as a mouse (as some assistive software
users are heavily reliant on navigating capability manager solutions with
keyboard strokes only, for example visually impaired individuals who are
reliant on screen-reading software).

3.1.6. The Supplier must ensure that the System(s) Solution does not contravene
the Equality Act 2010 in any way.

3.1.7. The System(s) Solution should support all of the accessibility tooling on the
Microsoft Edge Chromium web browser.

3.1.8. The System(s) Solution must support a modern web browser and be
browser-agnostic. The Authority uses the Microsoft Edge Chromium web
browser on Windows 10 and Safari 12 on iOS.

3.1.9. The System(s) Solution should support Internet Explorer 11.

B. Availability

3.1.10. The production Systems(s) Solution must be available for use 24 hours a
day, 7 days a week (except for any contractually allowed non-emergency
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3.1.11.

3.1.12.

3.1.13.
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downtime/scheduled maintenance) to achieve service availability of at least
99.5%.

The Supplier’'s approach to maintenance and downtime must follow current
ITIL best practice.

The Supplier must agree with the Authority a schedule of service downtime
for the maintenance, patching, upgrade or fix of all services at least two
weeks before the beginning of each Contract Year. Maintenance must be
undertaken during an agreed overnight period, which must be publicised in
advance, managed appropriately during the maintenance periods, and
account for the needs of data back-ups and any necessary testing and
quality assurance activities. The Supplier must agree an exception process
with the Authority to account for emergency or priority work 2 (two) weeks
before the beginning of each Contract Year.

The Supplier must ensure that:

(a) all system changes are subject to appropriate Governance and
management process and practices;

(b) all maintenance is subject to prior Approval and scheduling
through appropriate Governance and management processed and
practices;

(c) appropriate testing, acceptance and roll back processes, tools and
capabilities are in place in order to assure all maintenance
activities; and

(d) in accordance with the agreed grading for maintenance, patching,
upgrades and fixes, all significant and high risk changes must be
also be Approved by the Authority before such works and/or
changes are implemented.

C. Compliance

244481286

3.1.14.

3.1.15.

3.1.16.

3.1.17.

The Supplier shall demonstrate appropriate procedures have been
implemented to ensure compliance with legislative, regulatory and
contractual requirements related to intellectual property rights and use of
proprietary software products.

The System(s) Solution shall be UK GDPR compliant by design, referred to
by the UK Information Commissioner's Office (ICO) as "data protection by
design and default”.

The Supplier will ensure that records within the System(s) Solution are
protected from loss, destruction, falsification, unauthorised access and
unauthorised release, in accordance with regulatory, contractual and
business requirements.

The System(s) Solution must be designed to facilitate the exercise of all
UK GDPR data subject rights (e.qg. rectification, portability and access to
personal information)
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3.1.18.

3.1.19.

3.1.20.

3.1.21.

3.1.22.

3.1.23.

3.1.24.

3.1.25.

3.1.26.
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The Supplier warrants and undertakes that it has followed and shall follow
ISO 27018:2019 (Personally Identifiable Information) that has established
commonly accepted control objectives, controls and guidelines for
implementing measures to protect Personally Identifiable Information (PII)
in accordance with the privacy principles in ISO/IEC 29100 for the public
cloud computing environment, and the guidelines based on ISO/IEC
27002.

The Supplier shall procure that its hosting supplier and subprocessors
have followed and shall follow ISO 27018:2019 (Personally Identifiable
Information) that has established commonly accepted control objectives,
controls and guidelines for implementing measures to protect Personally
Identifiable Information (PII) in accordance with the privacy principles in
ISO/IEC 29100 for the public cloud computing environment, and the
guidelines based on ISO/IEC 27002.

The Supplier and its supporting service providers will require the ISO
27002:2013 Code of practice for information security controls security.

The System(s) Solution's non production environment's shall provide the
option to scrub, mask, or similar to the personal data used within it.

The audit functionality within the System(s) Solution must record details of
all of the following actions / transactions: Create, Read, Update, Delete.

All audited actions / transactions must be capable of being passed to a
third party Authority auditing solution, in near real time, including the
following identifications: Guid/user ID, time/date stamp of action /
transaction, MAC address, IP address, Browser type, and Session ID.

All auditing carried out by or on behalf of the Supplier shall meet the
SSAE16- Auditing standard.

The Supplier will ensure that the System(s) Solution is designhed and
developed to identify and mitigate threats to the Authority's data security.
The Supplier will have had conducted an independent review of their
engineering approach to confirm they meet the following standards:

(a) CESG CPA Build Standard;
(b) ISO/IEC 27034;
(©) ISO/IEC 27001; and

(d)  CSACCM v3.0.

All Data in the custody of the hosting organisation / the Supplier must
receive equivalent guardianship as in the hands of the Authority and the
Supplier shall ensure that it, and it shall procure that any relevant third
party shall protect the confidentiality and integrity of the Authority's data.
i.e. the data stored or processed in the solution must be protected in-line
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3.1.28.

3.1.29.

3.1.30.
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with HMG Security requirements, Authority Security Standards and UK
Legislation.

The Supplier shall, including in particular by reference to Clause 17
(Transfer and Licences Granted by the Supplier) of the Agreement, provide
all licenses required by the Authority, the Supply Chain and any other End
User of the System(s) Solution as set out in this Statement of
Requirements in order to access the System(s) Solution.

Subiject to the remainder of this Agreement in particular Schedule 2.4
(Security Management), the Supplier shall ensure that the System(s)
Solution complies with the requirements of ISO27001/2 and this
Agreement in particular Schedule 2.6 (Policies) and Schedule 2.3
(Standards) and is capable of implementing and enforcing appropriate
security standards as specified by the Authority and subject to any
information risk assessment undertaken pursuant to Schedule 2.6
(Authority Policies) The Supplier shall make design and controls
information available to the Authority upon request.

Subiject to the remainder of this Agreement in particular Schedule 2.4
(Security Management), the Supplier shall comply with all relevant aspects
of the Government Digital Service Open Standards (or its replacement) as
included within the link below. The System(s) Solution shall detail how
compliance will be achieved.
www.gov.uk/government/publications/open-standards-for-government.

The Supplier will work with the Authority to adhere to the Authority’s digital
governance processes. They will include (but is not limited to):

(@) gaining approval of the System(s) Solution at the Authority’s Digital
Design Authority;

(b) completion and sign off of Authority security risk assessments;

(© completion and sign off of Authority accessibility compliance
assessment;

(d) completion and sign off of an Authority data assessment (DPIA);
and

(e) completion and sign off of a Service Assessment.

D. Configuration

244481286

3.1.31.

3.1.32.

The System(s) Solution must contain configuration to meet the Authority’s
specific needs as detailed in the Statement of Requirements.

The Authority has an expectation that there is no customisation required to
meet the Authority’s specific needs as detailed in the Statement of
Requirements, and if customisation is needed to meet these requirements,
that it be minimal and only with the Authority’s Approval.

10
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E. Data Migration

3.1.33.

3.1.34.

3.1.35.

The Supplier shall ensure that all existing data is imported into the
System(s) Solution with no compromise to its accuracy or fidelity.

The Supplier will ensure that in cases where application data has
originated from outside the System(s) Solution (e.g. as a result of data
migration, data interfaced from another solution, or data loaded through a
facility that is part of the System(s) Solution), then the System(s) Solution
must record a means of identifying the original source of such data and
when such data was loaded on to the System(s) Solution.

The System(s) Solution must provide, or support a data load tool or API
sufficient to support data migration into and out of the System(s) Solution.

F. Interoperability

244481286

3.1.36.

3.1.37.

3.1.38.
3.1.39.

3.1.40.

3.1.41.

3.1.42.

3.1.43.

3.1.44.

3.1.45.

The Authority and other authorised Users will need to access the
System(s) Solution for the purpose of authorising activities.

The Supplier shall support and implement single sign on for Authority users
via SAML2.0 (with multiple identity providers) and also support Oauth2.0.

The System(s) Solution shall support the OpenlD Connect protocol

The Supplier shall ensure that data in transit is protected at rest and when
in transit using TLS 1.2, or an IPsec or TLS VPN gateway.

The System(s) Solution shall be configured to send all communications
traffic solely via HTTPS.

The System(s) Solution shall be able to transmit data to the Authority’s
DSP (Data Services Platform).

The Supplier shall provide a set of data extraction processes as part of the
System(s) Solution and such processes shall support the transfer of data
from the System(s) Solution to the Data Services Platform.

The number of distinct extracts and their contents will be Approved by the
Authority.

Unless otherwise Approved by the Authority, the extracts must be made on
a daily basis or such other interval as the parties may agree.

To support the transfer of data from the System(s) Solution to the Data
Services Platform,

(a) message-based interfaces must be in JSON format;

(b) the Supplier shall provide metadata that describes the data
contained within all the data extracts (data feeds) created by the
Supplier for the Authority. This metadata shall be provided as
uploadable data, and must conform to the Authority’s specific

11



3.1.46.

3.1.47.

3.1.48.

3.1.49.

3.1.50.

DWP ESTATES INTEGRATOR SERVICES
SCHEDULE 2.1G TO AGREEMENT

standards in respect of naming conventions and also the
information provided for each entity and attribute;

(© each data extract shall either be batch file or message-based; and

(d) batch files must be pipe-separated flat files, incorporate the row
count in a header or footer, and adhere to an Authority-specified
naming convention. Files over 2GB must be separated and
assigned sequenced file names.

For each data extract file, an accompanying MD5 shall be generated, and
the file shall be encrypted for transfer using PGP. The Authority’s Single
File Transfer system (SFT) shall be used to transmit each file to a target
end-point over HTTPS (using TLS 1.2 encryption-in-transit).

The System(s) Solution shall comply with "Security Standard - Access and
Authentication Controls SS-001 (part 1)" as detailed at :
https://assets.publishing.service.gov.uk/government/uploads/system/uploa
ds/attachment_data/file/882754/dwp-ss001-part-1-security-standard-
access-and-authentication-controls-v1.1.pdf.

The Supplier shall ensure that the System(s) Solution can be accessed by
and supported on devices operating on Windows, macOS and I0S.

The System(s) Solution shall not rely on any client-side plugins. JavaScript,
Cookies and 3rd-party cookies are enabled.

The System(s) Solution will use a responsive design. The System(s)
Solution should present on any screen size with minimal scrolling.

G. Mobile Access

244481286

3.1.51.

3.1.52.

3.1.53.

Any mobile device connectivity proposed by the Supplier for use by
Authority users shall comply with the following requirements:

(a) any such access will be available on both iOS and Android
devices with a consistent user experience across platforms;

(b) any such access will not store any personal or user data that is on
the device;

(©) will ensure that the user's access permissions must be consistent
to that assigned, i.e. the user only sees data they are authorised to
access.

The System(s) Solution shall allow the Authority to choose which elements
of functionality are available via a user's mobile device, which the Supplier
acknowledges may be different dependant on the user type.

The Supplier shall ensure that all access :

12
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(a) supports an additional level of authentication (such as a PIN or
similar) which shall be prompted for on each use of the Solution
and following a short period of inactivity;

(b) shall support any additional level of user authentication provided to
the Supplier by the Authority to secure the System(s) Solution ;
and

(©) shall not transmit or share information about itself or usage back to
the Supplier without the Authority’s Approval (e.g. location, usage
info, version, error reporting).

The Supplier shall ensure that the access to the System(s) Solution from a
personal device or computer must not force the user to have any additional
security software, including an MDM or equivalent deployed to their device.

H. Operability

3.1.55.

3.1.56.

3.1.57.

3.1.58.

3.1.59.

The Supplier shall ensure that no part of the System(s) Solution is
located/hosted outside of the EEA.

In addition to the locations of the Supplier's datacentres, the Supplier must
disclose information on any location where data is stored and processed
and where they manage the service from.

The Supplier may not relocate the data to an alternative datacentre without
the Approval of the Authority.

All views, reports and analytics within the System(s) Solution must be
based on live data, reflecting the current position at the point the report
was initially viewed/generated,;

The Supplier shall ensure that the System(s) Solution is available as a
Software as a Service (SaaS). The Authority shall not be responsible for
managing or control the underlying infrastructure including network,
servers, operating systems, storage and/or individual application
capabilities, save for any user specific application configuration settings.

I. Performance & Capacity

244481286

3.1.60.

3.1.61.

3.1.62.

The System(s) Solution shall be able to provide reporting on how long it
takes key transactions to action within the System(s) Solution;

The Supplier shall outline the expected response times for its solution and
take proactive steps when performance is impacted,;

The System(s) Solution’s architecture shall be capable of supporting the
Authority's large user base with ‘architectural elegance' and without undue
‘architectural complexity’.
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J. Portability
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3.1.63. The System(s) Solution should be capable of exporting all data in a format
that will enable data portability of all data between the Supplier, the
Authority and Authority Supply Chain Members.

3.1.64. The Supplier must ensure at the end of the Term that all data relating to
the Authority’s business and operations will be returned to the Authority
and all copies held by the Supplier, within the System(s) Solution or with
Authority Supply Chain Members’ systems are properly, securely, and
permanently deleted. The Supplier shall provide evidence of disposal
where the Authority so requires.

3.1.65. The Authority shall own all data relating to the Authority that is stored on
the System(s) Solution or with Authority Supply Chain Members’ systems.

K. Recoverability

3.1.66. The System(s) Solution shall be capable of having a recovery point
objective (RPO) of three (3) hours. The Supplier shall be prepared to
(without limitation):

@)

(b)

(©)

(d)

(e)

(®

()]

(h)

indicate how the proposed System(s) Solution provides backup
and restores functionality including (but not limited to) data;

indicate the high availability patterns that have been implemented
to achieve required resilience;

back up frequency details by system component type and hosting
details;

detail where there are any third party back up responsibilities and
gain Authority Approval of the same;

detail the back up retention period / policy of the proposed
System(s) Solution and available options;

ensure that the System(s) Solution includes a comprehensive
disaster recovery plan and is compliant with and satisfies the
BCDR Plan;

clarify if and how system components can “fail safe” e.g. self-
recover from a server re-boot, dependant component failure (e.g. a
gueue process) etc.; and

provide evidence of the System(s) Solution’s back up & DR testing
procedures.

3.1.67. The System(s) Solution shall be capable of having a recovery time
objective (RTO) of 8 hours. The Supplier shall be prepared to (without
limitation):

244481286
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@)

(b)

(©)

(d)

(e)

(®

()]

(h)
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indicate how the proposed System(s) Solution provides backup
and restores functionality including (but not limited to) data;

indicate the high availability patterns that have been implemented
to achieve required resilience;

provide backup frequency details and/or options by system
component type and hosting details;

detail where there are any third party back up responsibilities and
gain Authority Approval of the same;

provide details on back up retention period / policy of the proposed
System(s) Solution and available options;

ensure that the proposed System(s) Solution includes a
comprehensive disaster recovery plan and is compliant with and
satisfies the BCDR Plan;

clarify if and how system components can “fail safe” e.g. self-
recover from a server re-boot, dependant component failure (e.g. a
gueue process) etc.; and

provide evidence of the System(s) Solution’s back up & DR testing
procedures.

3.1.68. The Supplier must be able to generate a reconciliation report that contains
all details of any event that was sent to / received from an external
integration (inbound and outbound) up to the time that the solution failed.
This requirement is outside of the 3 hour RPO.

L. Reliability

3.1.69. The Supplier shall ensure that there is resilience and fail-over built into the
telephone system provided as part of the overall System(s) Solution to
ensure that Authority End Users will always be able to contact the
helpdesk.

M. Scalability

244481286

3.1.70. The System(s) Solution shall be architected to provide horizontal
expansion and contraction, so that resources can be increased and
decreased depending on demand. The Supplier shall explain how (but is
not to be limited to explaining) the following:

@)

(b)

how the System(s) Solution design enables scalability (e.g.
horizontal and vertical scalability);

examples and evidence of how performance increases
horizontally;
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3.1.75.

3.1.76.
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(©) clear indication of any solution components that can only scale
vertically; and

(d) application and integration scalability, in particular managing
periods of heavy usage (month end expense runs and
performance management tasks, daily login).

The System(s) Solution shall be capable of supporting 1,000 concurrent
user sessions and theoretically capable of supporting 2,000 concurrent
sessions for short periods.

The Supplier shall be able to demonstrate (but is not to be limited to
demonstrating) the following:

(a) examples and evidence of system performance including (but not
limited to) load, stress, performance and robustness testing
evidence;

(b) any limiting factors that could cause latency issues in the System’s
Solution that are outside of the Supplier’s control;

(c) how the component(s) design mitigates poor response times (e.g.
data caching); and

(d) platform performance availability must enable the Supplier to meet
(see associated requirement 3.1.10) any applicable KPI.

The Supplier shall have an operational reference client for the System(s)
Solution architecture to be used at the Authority (i.e. of similar size and
complexity), and the Supplier shall ensure that neither the Authority nor the
System(s) Solution shall be a test-bed for operationally untested
architecture.

The Supplier shall ensure that at all times, all data in the System(s)
Solution shall be in a consistent state and all reporting / responses shall be
based on the committed data.

The Supplier shall ensure all system accreditations are provided to the
Authority annually.

The following are subject to the remainder of this Agreement and in
particular Schedule 2.4 (Security Management):

(a) as part of the System(s) Solution, the Supplier shall provide a
security plan (“Security Plan”) for Approval by the Authority and
such plan shall be included as the Annex to Schedule 2.4 of the
Agreement;

(b) the Supplier shall ensure, as part of the HMG Security Policy
Framework, the System(s) Solution complies with and shall have
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3.1.78.

3.1.79.

3.1.80.

3.1.81.
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certificated the HMG Cyber Essentials Scheme or Approved
equivalent. Further details available at: www.cyber-essentials-
scheme.co.uk; and

(©) if at any time the Supplier suspects or has reason to believe
Authority data or personal data has or may become corrupted, lost
or sufficiently degraded in any way for any reason, then the
Supplier shall notify the Authority immediately (and within 2 hours
of identification) and inform the Authority of the remedial action the
Supplier proposes to take.

The Supplier shall ensure that all data is classified on the principles of
HMG Security Classifications Scheme, which includes in summary:

(a) in most cases this information will be classified as “OFFICIAL”;

(b) elements of information may attract a marking level of “OFFICIAL-
SENSITIVE”; and

(© in exceptional circumstances, some Authority Estate data may
attract a marking of “SECRET” (for example in relation to certain
locations within specific buildings). Where such a situation occurs,
the Authority will provide specific briefing and advice.

The Supplier shall ensure the System(s) Solution has appropriate security
controls in place to prevent unauthorised access to the System(s) Solution,
including monitoring and auditing.

The Supplier Solution shall operate audit controls to monitor access to the
service, the longevity of the audit log(s) and its completeness. There shall
be a regular audit timetable which details what the audit covers. Auditing
should include, but not be restricted to:

(@) Views/Actions by users;
(b) Views/Actions by managers;
(c) Views/Actions by the administrators;

(d) Views/Actions by any third party that has access to the System(s)
Solution or the underlying architecture; and

(e) Monitoring of transactions.

In cases where application data has originated from outside the System(s)
Solution (e.g. as a result of data migration, data interfaced from another
system, or data loaded through a facility that is part of the system), then
the System(s) Solution must record a means of identifying the original
source of the data and also when it was loaded.

The Supplier shall provide records of use per user of the System(s)
Solution. Should user activity be deemed as inappropriate or representing
a security risk, the Supplier shall report the user and activity to the
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Authority within 2 hours. The Supplier Solution shall be capable of future
integration with the Authority Security Operations Centre providing end-
points using REST API that permits the transfer of data in near real time.

The Supplier shall, once Approved by the Authority, execute, deliver, and
manage the Security Plan.

As part of the Mobilisation Plan (pursuant to Schedule 6.1 (Mobilisation) to
this Agreement) and throughout the Term as soon as changes are made to
the System(s) Solution and/or at least annually, the Supplier shall conduct
relevant security tests including penetration testing as set out in the
Security Plan. As soon as practicable, the Supplier shall provide to the
Authority the resultant certificate and/or audit report with actions taken.

User Profiles shall provide the level and detail of information necessary to
implement the system Access Control Policy for the System(s) Solution,
application or service to ensure that the User will only be granted access to
those functions for which approval has been authorised.

Risk assessments associated with data governance requirements must be
conducted at planned intervals and must consider the following:

(a) awareness of where sensitive data is stored and transmitted
across applications, databases, servers, and network
infrastructure;

(b) compliance with defined retention periods and end-of-life disposal
requirements; and/or

(c) data classification and protection from unauthorised use, access,
loss, destruction, and falsification.

The System(s) Solution shall be underpinned by a support model and
tooling that provides support to the Authority to resolve queries, incidents
and problems. In the event of a case raised with the Supplier Solution, the
Service Level the Supplier shall provide for incident resolution are at least:

(a) Priority 1 Incidents: Service Level is 90% within 2 hours, 24/7;
(b) Priority 2 Incidents: Service Level is 95% within 8 hours, 24/7,;

(c) Priority 3 Incidents: Service Level is 95% within 2 Working Days
(20 hours), Monday to Friday 8am-6pm; or

(d) Priority 4 Incidents: Service Level is 90% within 3 Working Days
(30 hours), Monday to Friday 8am-6pm.

All Priority Incidents are defined in paragraph 3.1.89 of this Schedule 2.1G
(Systems)
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To process cases raised by the Authority, the Supplier shall provide its
solution 24 hours a day, 7 days a week and 365 days per year. The
Service Levels are subject to change at the request of the Authority.

3.1.87. The Priority Incidents are defined as follows:

(a) “Priority 1 Incident” means:

i. acomplete failure of a Business Critical Application and/or
Business Critical Service

ii. anydelay to, or the inaccurate production of Business
Critical outputs

(b) “Priority 2 Incident” means a complete failure of the Application
and/or Service affecting all users at one or more Key Sites

(c) “Priority 3 Incident” means:

i. apartial failure of a Business Critical Application and or
Business Critical Service affecting all users at a single
secondary site;

ii. acomplete failure of the Application and or Service affecting
all users at one or more secondary sites;

iii.  a partial failure of the Application and or Service affecting all
users at one or more Key Sites;

iv.  a partial failure of the Application and or Service affecting all
users at two or more secondary sites; or

v. any failure of a piece of equipment; and

(d) “Priority 4 Incident” means:

i. apartial failure of a Secondary Application and or
Secondary Service affecting all users at one secondary site;
or

ii. an incident or occurrence which is not a Priority 1 Incident,
a Priority 2 Incident or a Priority 3 Incident.

3.1.88. The Supplier shall provide the Authority with all service delivery
documentation (“Delivery Documentation”) no later than ten (10) Working
Days before the Operational Services Commencement Date and thereafter
within one (1) Working Day of Authority request. The Delivery
Documentation shall be in English and contain sufficient information to
enable the Authority to understand how the Services are delivered
including (without limitation):

(a) details of the System(s) Solution (including software) and other
details necessary for the Authority to understand the technology
used to provide the Services;
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(b) details of the procedures and processes used by the Supplier
Personnel to provide the Services;

(© the mechanisms used by the Supplier to measure the service
levels as defined in Schedule 2.2 (Performance Levels); and

(d) the measures taken to protect the Authority Data and any Personal
Data processed as part of the Services.

The Supplier shall maintain the Delivery Documentation and issue the
Authority with an updated copy within five (5) Working Days of any material
change to the system or process.

3.1.89. An updated copy of the Delivery Documentation shall be provided to the
Authority:

(a) at the end of each Contract Year; and

(b) within 5 days of a Termination Notice being served.

3.1.90. The Authority will review the Delivery Documentation from time to time and
the Supplier shall amend the Delivery Documentation promptly in
accordance with any reasonable request made by the Authority, including
adding further detail to the Delivery Documentation where requested by the
Authority.

3.1.91. The Supplier shall provide and maintain all detailed architectural
documentation of its System(s) Solution System Architecture which clearly
demonstrate how the Supplier Solution will meet the Authority’s
Requirements.

3.1.92. The Supplier shall review all components of the System(s) Solution at least
annually at a time to be agreed by the Authority, for fitness for purpose and
value for money, with any improvement recommendations made to the
Authority for Approval within twenty (20) Working Days of the review.

3.1.93. The Supplier shall ensure that all application / system / service
components are performant. This includes (but not limited to) the user
interface, data processing and storage, middleware service components,
API’s, batch, messaging and queues.

3.1.94. All components of the System(s) Solution shall be kept updated and within
the respective software/hardware vendors support for the Term.

3.1.95. All System user accounts and allocation are required to be managed as
instructed by the Authority. The Supplier shall seek the Approval from the
Authority for all requests for non-Authority or non-Integrator new user
accounts.

3.1.96. The Supplier shall manage and control changes to the System(s) Solution
in order to minimise the risk of disruption to any part of the Services.
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The Supplier shall immediately report to the Authority any System failures
that will impact the delivery of the Services provided to either the Authority
or the Authority Supply Chain Members in accordance with all agreed
Functional System Requirements.

The Supplier on request from the Authority will provide visibility of
maintenance and service management documentation within one (1)
Working Day of a request being submitted and such documentation will
include (without limitation):

(a) maintenance policy, processes, plans;
(b) activity logs, issue and risk logs, incident logs and problem logs;
(c) defect logs; and

(d) lessons-learned logs.

The Supplier shall provide monthly service performance management
information and exception reports, including details of (without limitation):

(a) Availability of the Supplier System(s);

(b) System Responsiveness;

(c) number of minor and major degradations of service;
(d) System Recovery Times;

(e) recovery times;

f diagnostics and lessons-learned,;

(9) failures in regulatory and/or security compliance (in addition to the
immediate notification outlined in 3.1.78 & 3.1.83 of this Schedule
2.1G (Systems); and

(h) data integrity.

The Supplier will provide a named Service Management contact to work
directly with the Customer’s Senior Service Manager. with a designated
telephone number and e-mail address for all communication. Any change
to these details will be notified to the Authority in writing a minimum of
three (3) Working Days in advance of such change.

The Solution shall not block the normal upgrade path of the software
vendor’s product due to Supplier applied configuration changes within the
Best Practice guidelines of the product and any changes must be
preserved in the event of any form of upgrade path or patching
requirement, without need for significant effort to protect such changes;
and should require minimal or zero need for reapplying Supplier
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configuration changes following any form of upgrade path or patching
requirement.

P. Usability

244481286

3.1.102. The Supplier shall provide information (metadata) that enables system
administrators or application users to understand:

@)

(b)

(©)

any data presented on any screen, report or dashboard that is part
of the application;

any application data that is made available for extraction (e.g.
through a supplier-defined layer) or reporting (e.g. through a native
reporting or analytics capability); and

any data produced as a result of the operation of the application
(e.g. audit/logging data, performance and usage data, system
events)

3.1.103. The information referred to in paragraph 3.1.104 shall include as a

minimum:
(a) names and descriptions of datasets (e.qg. files or tables);
(b) names and descriptions of data items within each dataset;
(© descriptions of relationships between datasets;
(d) data item formats, sizes and optionality;
(e) an indication of whether each data item is intended to hold

personal data; and

)] the meanings of status, type or other item values that are

predefined by the Supplier.

3.1.104. The metadata provided shall be made available in a format that can be
uploaded directly into a database.

3.1.105. When future application changes made by the Supplier cause the
previously provided metadata to become incomplete or invalid, the
Supplier must issue updates to the metadata in the same format(s) as the

original.

3.1.106. The Supplier shall provide information (metadata) that describes the data
contained within all of the data extracts (data feeds) created by the
Supplier for the Authority. This metadata shall be provided as uploadable
data, and must conform to Authority-specific naming conventions. The
entity and attribute descriptions must at least include the following: name,
description, format, size, Pll indicator and validation rules.
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The possible inclusion of additional items of metadata will be determined in
consultation with the Supplier.

The roll-out of the System(s) Solution must use demonstrable proven
change methodology to ensure effective and efficient use of the System(s)
Solution by End Users.

The Supplier will ensure that at all times (whether during and/or after the
Term) the Authority retains ownership of all data collected, used by, and
contained within the System(s) Solution.

The Supplier will ensure the Authority has access to the System(s) Solution
or aspects of the System(s) Solution by way of such licenses and other
non-proprietary licensing as are appropriate.

The Supplier will ensure interaction with any Authority Systems, with
minimal human intervention / maximum automation.

The Supplier will ensure that the Authority is not responsible for providing
any part of the System(s) Solution, nor for any enabling facilities or
resources relating to it. The Authority shall have the right (and ability to)
audit any part of the System(s) Solution at any time.

All views, reports and analytics within the Supplier Solution must be based
on live data, reflecting the current position at the point the report was
initially viewed/generated.

The Supplier Solution must provide a single URL as a direct entry point to
access the Supplier Solution.

Data Controller

3.21.

The following are subject to the remainder of this Agreement in particular
Schedule 2.4 (Security Management):

(@) where the Supplier Processes any Personal Data (either on behalf
of the Authority or for its own purposes as a Data Controller), the
Supplier shall at all times comply with the Data Protection
Legislation, and this Agreement in particular without limitation
Clause 24 (Protection of Personal Data) and Schedule 13
(Processing Personal Data); and

(b) the Supplier shall notify the Authority with 2 hours if it becomes
aware of, or suspects, a personal data breach or other data
security breach in relation to any Authority Supply Chain Member
and shall assist the Authority (as reasonably required) in any
action to be taken by the Authority in relation to such breach(es).

Solution Integration
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3.3.1.  The following are subject to the remainder of this Agreement in particular
Schedule 2.4 (Security Management):

@)

(b)

(©)

(d)

(e)

(®

()]

(h)

(i)

the Supplier shall integrate the System(s) Solution with the
Authority System (and those of its suppliers and business
partners), in order to provide the required functionality and
automation. The Supplier shall integrate systems with a view to
achieving the greatest possible performance, reliability, and
simplicity of operating and maintaining the data;

the Authority requires that Master Data and Transactional Data
transfers between the System(s) Solution and other Authority
Supply Chain Member systems. Data will be required to be
transmitted between Authority Supply Chain Member systems for
the synchronisation of Master Data;

the System(s) Solution shall ensure integration with all associated
systems used across the Authority Estate to provide a single, all-
encompassing view of the Authority Estate;

the Supplier shall produce a control document for each interface,
when any of the following criteria apply to the exchange of data
between systems:

exchanges of data via automated system to system interfaces;
and

exchanges of data via manual process between system to
system interface(s);

the Supplier shall make any revisions necessary to the Delivery
Documentation with the Approval of the Authority;

the Supplier shall ensure that if an enhancement to an interface is
required and a new version of the interface is provided, there is no
impact on previous versions of that interface or on other interfaces
used by external systems;

the Supplier shall analyse all errors or deficiencies identified by or
notified to the Supplier with respect to the Services provided, and
shall resolve these to the extent the error is caused by the
operation of the Services. In all cases the Supplier shall cooperate
with any third parties to resolve errors;

the Supplier shall ensure that all interfaces and all functionality
behind these, are fully operational and available to their respective
user groups based on the operating regime as a minimum;

maintenance for interfaces will be to an agreed maintenance
period and frequency, which must be publicised to the Authority in
advance and managed appropriately during the maintenance
periods;

24



3.4.

244481286

3.3.2.

Supplier Exit

3.4.1.

)

DWP ESTATES INTEGRATOR SERVICES
SCHEDULE 2.1G TO AGREEMENT

the Supplier shall ensure appropriate segregation of data to
prevent leakage of information that could compromise the
Authority, the Supplier or one or more Authority Supply Chain
Members. This shall include the following systems:

Authority Supply Chain Members;

the Authority purchase-to-pay system, (at the time of publishing
this document this is Oracle RM12);

the Authority’s outsourced payment provider, (at the time of
publishing this document, this provider is Shared Services
Connected Ltd);

the Government Electronic Property Mapping Service (E-PIMS)
or its replacement. The Supplier shall be responsible for
ensuring the Authority is accurately represented on E-PIMS and
will continue to be responsible for updating E-PIMS whenever a
change occurs within the Authority Estate, e.g. installation of a
new asset and for maintaining existing data as required; and

if required, lease data including space plans / technical /
computer aided design building drawings.

For the avoidance of doubt, the System(s) Solution is not required to
contain a Building Information Management (BIM) system, however the
System(s) Solution should have the capability to hold data aligned to the
Authority’s information management strategy (which complies with
1ISO19650).

(k)

U

the Supplier shall look to improve the performance and capability
of the System(s) Solution throughout the Term.

Recommendations will be made quarterly to the Authority on
potential improvements to either people, process, or systems. The
Authority will determine if any changes should be made to the
Services in accordance with the Change Control Procedure; and

any connections, interfaces or integrations with Authority
information systems or digital services will be subject to the
Authority information risk assessment. The Supplier shall make
design and controls information available to the Authority upon
request.

Data input and output integrity routines (i.e., reconciliation and edit checks)
must be implemented for application interfaces and databases to prevent
manual or systematic processing errors, corruption of data, or misuse.

During the Mobilisation Phase, the Supplier shall provide for the Authority's
Approval the Exit Detailed Solution detailing the activity to be completed by
the Supplier at either the expiry of the Term or where terminated early, on

termination.
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The Supplier shall ensure all data, records, documents, or other
information, created or used in performance of this Agreement complies
with this Agreement including in particular Schedule 2.6 (Authority
Policies). For clarity, such data includes any and all historic data that may
be stored in any part of the System(s) Solution.

At a time to be agreed with the Authority, the Supplier shall handover all
data, records and information pertaining to the Authority Estate that may
be contained within the System(s) Solution and or other documents in the
possession of the Supplier to either the Authority or any new supplier (as
may be notified by the Authority). The format of the data shall be
determined by the Authority and notified to the Supplier not less than three
(3) months prior to the date on which the Authority requires the data to be
provided by the Supplier.

After handing over documentation and information, the Supplier shall
confirm that all copies (including but not limited to: technical architecture
and sensitive Authority information such as IP addresses) have been
securely destroyed.

The Supplier shall cooperate with the Authority and any and all of the
Authority Supply Chain Members and/or any other existing and/or future
contractor(s) in transitioning the Service / System(s) Solution to any new
supplier at the end of the Term, should the Authority require it.

The Supplier will assist in Authority data being securely transferred to any
new solution and/or any new supplier in any instance where this
Agreement is terminated.

If MS office components are leveraged the System(s) Solution must be
compatible with MS Office 365, Microsoft Office Professional Plus 2016/9.
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Annex 1 - Tech and NFR Requirements SUPPLIER TEMPLATE

27
244481286



Supplier Evidence - Suppliers are requested to provide

ID Updated Req Authgirrlts); E:\?;b'“ty MoSCoW Busénisirséggﬂfal Requirement Rseuspzlrlge supporting evidence on how their proposed solution Evaluator Score (I:Ec;/grltj]itr?trs
a P meets this requirement (max 250 words per requirement)
The Supplier shall ensure the System(s) Solution complies with the Public Sector Bodies Accessibility As evidenced by our responses a) through g), our solution
Regulations 2018 and as such the System(s) Solution meets: complies with this requirement, and will be periodically
312 Accessibility Must No Fully meets reviewed as part of our ongoing commitment to accessibility.
the web part of EN 301 549 for the Accessibility requirements suitable for public procurement of ICT products Our solution complies with this requirement, and will be
(@) Accessibility Must No and services in Europe; Fully meets periodically reviewed as part of our ongoing commitment to
accessibility.
the Generic requirements part of EN 301 549 for the Accessibility requirements suitable for public procurement Our solution complies with this requirement, and will be
(b) Accessibility Must No of ICT products and services in Europe; Fully meets periodically reviewed as part of our ongoing commitment to
accessibility.
the relevant parts of the Software requirements part of EN 301 549 for the Accessibility requirements suitable Our solution complies with this requirement, and will be
(© Accessibility Must No for public procurement of ICT products and services in Europe; Fully meets periodically reviewed as part of our ongoing commitment to
accessibility.
the WCAG2.1 (web content accessibility guidelines) "Perceivable" success criteria to the AA level of KBR have run the DWP-provided WCAG Perceivable test
sophistication. packs against Concept v.5, Jira Support Desk and PowerBl.
The full returns are provided as part of the requested
information (refer to attachments 5C).
s KBR Concept: 1 Fail (1.4.10 Reflow)
(d) Accessibility Must Yes Fully meets KBR Jira: 0 Fails
KBR PowerBl: 1 Fail (1.4.4 Resize Text)
Marked as fully meets as our support teams will work with
users to mitigate any accessibility issues that arise from
these defects.
the WCAG2.1 (web content accessibility guidelines) "Operable" success criteria to the AA level of KBR have run the DWP-provided WCAG 'Operable’ test
sophistication. packs against Concept v.5, Jira Support Desk and PowerBlI.
The full returns are provided separately to this sheet as part
of the requested information (refer to attachments 5C).
KBR Concept (vendor: FSI FM): 0 Fails
(e) Accessibility Must Yes Fully meets KBR Jira (vendor Atlassian): 2 Fails (2.1.1 Keyboard; 2.5.5
Target Size)
KBR PowerBI (vendor Microsoft): 0 Fails (1.4.4 Resize Text)
Marked as fully meets as our support teams will work with
users to mitigate any accessibility issues that arise from
these defects.
the WCAG2.1 (web content accessibility guidelines) "Understandable” success criteria to the AA level of KBR have run the DWP-provided 'Understandable’ WCAG
sophistication. test packs against Concept v.5, Jira Support Desk and
PowerBI. The full returns are provided separately to this
. sheet as part of the requested information (refer to
f) Accessibility Must Yes Fully meets attachments 5C).
KBR Concept (vendor: FSI FM): 0 Fails
KBR Jira (vendor Atlassian): 0 Fails
KBR PowerBlI (vendor Microsoft): 0 Fails.
the WCAG2.1 (web content accessibility guidelines) "Robust" success criteria to the AA level of sophistication; KBR have run the DWP-provided 'robust' WCAG test packs
and against Concept v.5, Jira Support Desk and PowerBI. The
full returns are provided separately to this sheet as part of
@ Accessibility Must Yes Fully meets the requested information (refer to att_achments 5C).
KBR Concept (vendor: FSI FM): 0 Fails
KBR Jira (vendor Atlassian): 0 Fails
KBR PowerBI (vendor Microsoft): 0 Fails.
The Supplier shall publish a compliant accessibility statement for the System(s) Solution on each page. We will add this to CAFM, Jira and Data/Reporting Ul as the
products enable personalisation/branding.
3.1.3 Accessibility Must No Fully meets
the Supplier should ensure that the System(s) Solution is capable of supporting the use of: We can confirm the solution components support the use of
(a) Windows 10 native screen reading app, Narrator; these tools.
3.1.4 Accessibility Should No (b) Windows 10 native screen magnification app, Magnifier; Fully meets
(c) Windows 10 Windows Speech Recognition; and
(d) Windows 10 Eye Control;
The Supplier should ensure that the System(s) Solution is able to be used without a pointing device such as a Some parts of Concept can be used without a pointing
315 Accessibility Should No mouse (as some assistive software users are heavily reliant on navigating capability manager solutions with VRS SERE device, but there are areas of the solution that require a
o keyboard strokes only, for example visually impaired individuals who are reliant on screen-reading software). mouse to access them.
The Supplier must ensure that the System(s) Solution does not contravene the Equality Act 2010 in any way. Our solution complies with this requirement, and will be
316 Accessibility Must No Fully meets periodically reviewed as part of our commitment to
o accessibility.
The System(s) Solution should support all of the accessibility tooling on the Microsoft Edge Chromium web We can confirm the solution components support the use of
3.1.7 Accessibility Should No browser. Fully meets these tools.
The System(s) Solution must support a modern web browser and be browser-agnostic. The Authority uses the Our system solution is browser agnostic.
3.1.8 Accessibility Must Yes Microsoft Edge Chromium web browser on Windows 10 and Safari 12 on iOS. Fully meets
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319 Accessibility Should No The System(s) Solution should support Internet Explorer 11. Fully meets Our system solution supports IE11.
The production Systems(s) Solution must be available for use 24 hours a day, 7 days a week (except for any We ensure all our PROD environments are highly available
contractually allowed non-emergency downtime/scheduled maintenance) to achieve service availability of at and meet the availability requirements of our clients.
3.1.10 Availability Must Yes least 99.5%. Fully meets
The production System(s) Solution must be available for use, Monday to Saturday between 7am and 9pm UK We ensure all our PROD environments are highly available
o time. and meet the availability requirements of our clients; we will
3111 Availability Must Yes Fully meets schedule downtime around this specific requirement.
The Supplier's approach to maintenance and downtime must follow current ITIL best practice. We have a mature ITL-based support methodology
encompassing incident and problem management, service
3.1.12 Availability Must No Fully meets management, change and release management,
environment management (including periodic patching), all
managed on our Jira software.
The Supplier must agree with the Authority a schedule of service downtime for the maintenance, patching, We schedule release and patching windows in 12 month
upgrade or fix of all services at least two weeks before the beginning of each Contract Year. Maintenance increments with all our clients, supported by reminders and
o must be undertaken during an agreed overnight period, which must be publicised in advance, managed user communications prior to the windows themselves; we
3.1.13 Availability Must No appropriately during the maintenance periods, and account for the needs of data back-ups and any necessary Fully meets also have exception processes that can be reviewed and
testing and quality assurance activities. The Supplier must agree an exception process with the Authority to agreed with Authority.
account for emergency or priority work 2 (two) weeks before the beginning of each Contract Year.
31.14 Availability The Supplier must ensure that:
all system changes are subject to appropriate Governance and management process and practices; We have a mature ITL-based support methodology
encompassing incident and problem management, service
I management, change and release management,
@ Availability Must No Fully meets environment management (including periodic patching), all
managed on our Jira software.
all maintenance is subject to prior Approval and scheduling through appropriate Governance and management Our maintenance process is designed to request prior and
processed and practices; timely Authority stakeholder approval for each required
outage, on which delivery of the maintenance is dependent -
() Availability Must No Fully meets the maintenance ca]epdar will be publlsheq annually and
approval process will include details of maintenance
planned, rollback plans and risk/impact of not undertaking
the maintenance tasks.
appropriate testing, acceptance and roll back processes, tools and capabilities are in place in order to assure We have mature release management and patch
o all maintenance activities; and management processes, and as part of those processes it is
(c) Availability Must No Fully meets regression testing scripts/plans and rollback plans are
mandatory entry criteria to any change.
in accordance with the agreed grading for maintenance, patching, upgrades and fixes, all significant and high Our maintenance process is designed to request prior and
risk changes must be also be Approved by the Authority before such works and/or changes are implemented. timely Authority stakeholder approval for each required
outage, on which delivery of the maintenance is dependent -
@) Availability Must No Fully meets the maintenance ca]e_ndar will be publlsheq annually and
approval process will include details of maintenance
planned, rollback plans and risk/impact of not undertaking
the maintenance tasks.
The Supplier shall demonstrate appropriate procedures have been implemented to ensure compliance with We comply with the IPR requirements of the contract.
3.1.15 Compliance Must No legislative, regulatory and contractual requirements related to intellectual property rights and use of proprietary Fully meets
software products.
The System(s) Solution shall be UK GDPR compliant by design, referred to by the UK Information Our system solution is GDPR compliant.
3.1.16 Compliance Must Yes Commissioner's Office (ICO) as "data protection by design and default”. Fully meets
The Supplier will ensure that records within the System(s) Solution are protected from loss, destruction, Our automated solution is fully integrated and digitised to
falsification, unauthorised access and unauthorised release, in accordance with regulatory, contractual and maximise data and record integrity and minimise/obviate
business requirements. human error or data flows interruption by manual processing;
our solution is hosted securely, has access controls in place.
has robust backup and failover routines in place, supported
3117 Compliance Must Yes Fully meets by efficient and te§ted DR methodg that ensure‘ R_PQS and
RTOs can be met; system access is based on 'principal of
least privilege', subject to agreeing System Operating
agreements; account management reviews accounts
regularly and will ensure account suspension/deletion of
accounts not used by an agreed period.
The System(s) Solution must be designed to facilitate the exercise of all UK GDPR data subject rights (e.g. Our system solution is GDPR compliant.
3.1.18 Compliance Must No rectification, portability and access to personal information) Fully meets
The Supplier warrants and undertakes that it has followed and shall follow ISO 27018:2019 (Personally Our System solution design, role-based access and ongoing
Identifiable Information) that has established commonly accepted control objectives, controls and guidelines for ITIL-based support procedures are ISO 27018:2019
3.1.19 Compliance Must No implementing measures to protect Personally Identifiable Information (PIl) in accordance with the privacy Fully meets compliant.

principles in ISO/IEC 29100 for the public cloud computing environment, and the guidelines based on ISO/IEC
27002.
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The Supplier shall procure that its hosting supplier and subprocessors have followed and shall follow ISO All relevant contractual obligations on us as solution
27018:2019 (Personally Identifiable Information) that has established commonly accepted control objectives, providers are flowed down to our subcontracting partners.
3.1.20 Compliance Must No controls and guidelines for implementing measures to protect Personally Identifiable Information (PII) in Fully meets
accordance with the privacy principles in ISO/IEC 29100 for the public cloud computing environment, and the
guidelines based on ISO/IEC 27002.
The Supplier and its supporting service providers will require the ISO 27002:2013 Code of practice for All relevant contractual obligations on us as solution
3.1.21 Compliance Must No information security controls security. Fully meets providers are flowed down to our subcontracting partners.
The System(s) Solution's non production environment's shall provide the option to scrub, mask, or similar to the Our STAG/DEV environments will only hold test data
) personal data used within it. required for functional/non-functional testing and where
3.1.22 Compliance Must No Fully meets required will be scrubbed of any user data cloned from
PROD during environment refreshes.
The audit functionality within the System(s) Solution must record details of all of the following actions / Audit functionality can be configured across the system.
3.1.23 Compliance Must Yes transactions: Create, Read, Update, Delete. Fully meets
All audited actions / transactions must be capable of being passed to a third party Authority auditing solution, in Natively, the solution will record some of the data required
near real time, including the following identifications: Guid/user ID, time/date stamp of action / transaction, MAC (UserlID; Date/time stamp; transaction); SessionID is also
3.1.24 Compliance Must Yes address, IP address, Browser type, and Session ID. Meets some available.
All auditing carried out by or on behalf of the supplier shall meet the SSAE16- Auditing standard. All auditing carried out by or on behalf of the supplier will
3.1.25 Compliance Should No Fully meets meet the SSAE16- Auditing standard.
The Supplier will ensure that the System(s) Solution is designed and developed to identify and mitigate threats Supplier and supply chain conform to 3.1.26 c).
to the Authority's data security. The Supplier will have had conducted an independent review of their
engineering approach to confirm they meet the following standards:
3.1.26 Compliance Must No (a) CESG CPA Build Standard; Meets some
(b) ISO/IEC 27034;
(c) ISO/IEC 27001; and
(d) CSA CCM v3.0.
All Data in the custody of the hosting organisation / the Supplier must receive equivalent guardianship as in the All Authority data will be protected in line with HMG
hands of the Authority and the Supplier shall ensure that it, and it shall procure that any relevant third party requirements and UK Legislation.
3.1.27 Compliance Must No shall protect the confidentiality and integrity of the Authority's data. i.e. the data stored or processed in the Fully meets
solution must be protected in-line with HMG Security requirements, Authority Security Standards and UK
Legislation.
The Supplier shall, including in particular by reference to Clause 17 (Transfer and Licences Granted by the We will provide all necessary software licences for Authority,
. Supplier) of the Agreement, provide all licenses required by the Authority, the Supply Chain and any other End ASCM and other end users to utilise the system solution.
3.1.28 Compliance Must No User of the System(s) Solution as set out in this Statement of Requirements in order to access the System(s) Fully meets
Solution.
Subject to the remainder of this Agreement in particular Schedule 2.4 (Security Management), the Supplier The system solution will be iISO27001/2 compliant, including
shall ensure that the System(s) Solution complies with the requirements of ISO27001/2 and this Agreement in all relevant controls and documentation sets.
) particular Schedule 2.6 (Policies) and Schedule 2.3 (Standards) and is capable of implementing and enforcing
3.1.29 Compliance Must No appropriate security standards as specified by the Authority and subject to any information risk assessment Fully meets
undertaken pursuant to Schedule 2.6 (Authority Policies) The Supplier shall make design and controls
information available to the Authority upon request.
Subject to the remainder of this Agreement in particular Schedule 2.4 (Security Management), the Supplier The system solution will be compliant with the relevant
. shall comply with all relevant aspects of the Government Digital Service Open Standards (or its replacement) government Digital Open Standards, particularly but not
3.1.30 Compliance Must No as included within the link below. The System(s) Solution shall detail how compliance will be achieved. Fully meets limited to formatting dates/times, exchanging data on cyber
www.gov.uk/government/publications/open-standards-for-government. threat intelligence, identifying buildings/streets.
The Supplier will work with the Authority to adhere to the Authority’s digital governance processes. They will We look forward to supporting and meeting the DWP digital
include (but is not limited to): governance processes listed in this NFR.
(a) gaining approval of the System(s) Solution at the Authority’s Digital Design Authority;
3131 Compliance Must No (b) completion and sign off of Authority security risk assessments; Fully meets
o (c) completion and sign off of Authority accessibility compliance assessment;
(d) completion and sign off of an Authority data assessment (DPIA); and
(e) completion and sign off of a Service Assessment.
The System(s) Solution must contain configuration to meet the Authority’s specific needs as detailed in the The system solution will be configured and tested to meet
3.1.32 Configuration Must No Functional System Requirements. Fully meets the Authority's FRs.
The Authority has an expectation that there is no customisation required to meet the Authority’s specific needs We avoid customisation of the COTS software we use to
as detailed in the Functional System Requirements, and if customisation is needed to meet these ensure supportability of the end solution can be maintained
) ) Requirements, that it be minimal and only with the Authority’s Approval. by our internal team and by software vendor support if
3.1.33 Configuration Must No Fully meets necessary; our design ethos is to introduce automation to the
products using the tools that come included in those
products.
The Supplier shall ensure that all existing data is imported into the System(s) Solution with no compromise to We have a mature data validation/load toolset that ensures
3.1.34 Data Migration Must No its accuracy or fidelity. Fully meets data fidelity and integrity from source to our system.
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The Supplier will ensure that in cases where application data has originated from outside the System(s) We have a mature data validation/load toolset that ensures
o Solution (e.g. as a result of data migration, data interfaced from another solution, or data loaded through a data fidelity and integrity from source to our system.
3.1.35 Data Migration Must No facility that is part of the System(s) Solution), then the System(s) Solution must record a means of identifying Fully meets
the original source of such data and when such data was loaded on to the System(s) Solution.
The System(s) Solution must provide, or support a data load tool or API sufficient to support data migration into We have a mature data validation/load toolset that ensures
3.1.36 Data Migration Must Yes and out of the System(s) Solution. Fully meets data fidelity and integrity from source to our system.
The System(s) Solution must provide end-points using REST API that permits bidirectional transfer of data. Our system solution will provide API endpoints for suppliers.
3.1.37 Updated Data Migration Must Yes Fully meets
The System(s) Solution must provide the ability for bi-directional file based integrations using FTPS. Our system solution will provide a templated bidirectional csv
3.1.37b Updated Data Migration Must Yes Fully meets data exchange on FTPS.
Authority and other authorised Users will need to access the System(s) Solution for the purpose of authorising Our system solution supports both AD authentication and
- activities. Federated Certificate SSO.
3.1.38 Interoperability Must Yes The Supplier shall support and implement single sign on for Authority users via SAML2.0 (with multiple identity Fully meets
providers) and also support Oauth2.0.
The System(s) Solution shall support the OpenlD Connect protocol Our system solutions will support OpenID connect protocol
3.1.39 Interoperability Should No Fully meets as a standard augmentation to OAuth 2.0.
The Supplier shall ensure that data in transit is protected at rest and when in transit using only TLS 1.2 or later, Data at Rest achieved on hosting platform by PureStorage
or an IPsec or TLS VPN gateway. Array Encryption used for each of the VMs storage, where
. each of the keys and data are entirely segregated after the
3.1.40 Updated Interoperability Must Yes Fully meets point of creation — and never exist on the same service until
the point of decryption
Data in transit encrypted by transit over VPNs or TLS 1.2.
The System(s) Solution shall be configured to send all communications traffic solely via HTTPS. All communications will be sent over HTTPS only for
3.1.41 Interoperability Must Yes Fully meets standard users, and VPN for IT admin users.
3.1.42. The System(s) Solution shall be able to transmit data to the Authority’s DSP (Data Services Platform). Our integration technical methodology will meet 3.1.42-
3.1.43. The Supplier shall provide a set of data extraction processes as part of the System(s) Solution and such 3.1.47 inclusive (note: it is assumed the final statement of
processes shall support the transfer of data from the System(s) Solution to the Data Services Platform. Such 3.1.43 is now not required, as it has been redacted from the
Processes shall also extract all updates to data that is related to the usage and availability of human resources latest version of SOSR 2.1G).
within operational departments.
3.1.44. The number of distinct extracts and their contents will be Approved by the Authority.
3.1.45. Unless otherwise Approved by the Authority, the extracts must be made on a daily basis or such other
interval as the parties may agree.
3.1.46. To support the transfer of data from the System(s) Solution to the Data Services Platform,
(a) message-based interfaces must be in JSON format;
3.1.42 - N (b) the Supplier shall provide metadata that describes the data contained within all the data extracts (data
31.47. Updated Interoperability Must No feeds) created by the Supplier for the Authority. This metadata shall be provided as uploadable data, and must Fully meets
conform to the Authority’s specific standards in respect of naming conventions and also the information
provided for each entity and attribute;
(c) each data extract shall either be batch file or message-based; and
(d) batch files must be pipe-separated flat files, incorporate the row count in a header or footer, and adhere to
an Authority-specified naming convention. Files over 2GB must be separated and assigned sequenced file
names.
3.1.47. For each data extract file, an accompanying MD5 shall be generated, and the file shall be encrypted for
transfer using PGP. The Authority’s Single File Transfer system (SFT) shall be used to transmit each file to a
target end-point over HTTPS (using FTPS and TLS 1.2 encryption-in-transit).
The System(s) Solution shall comply with "Security Standard - Access and Authentication Controls SS-001 Our system solution complies with the access/authentication
(part 1)" as detailed at : controls detailed in this standard.
3.1.48 Interoperability Must No https://assets.publishing.service.gov.uk/government/uploads/system/uploads/attachment_data/file/882754/dwp- Fully meets
ss001-part-1-security-standard-access-and-authentication-controls-v1.1.pdf.
The Supplier shall ensure that the System(s) Solution can be accessed by and supported on devices operating The system solution is OS agnostic.
3.1.49 Interoperability Must Yes on Windows, macOS and 10S. Fully meets
The System(s) Solution shall not rely on any client-side plugins. JavaScript, Cookies and 3rd-party cookies are No plugins are used; Javascript, Cookies and 3P cookies are
3.1.50 Interoperability Must No enabled. Fully meets enabled.
The System(s) Solution will use a responsive design. The System(s) Solution should present on any screen The design of some of the input panels is such that it is not
3.1.51 Interoperability Must No size with minimal scrolling. Meets some possible to make it fully responsive, but for the most part, the
system will respond to screen sizing.
Mobil Any mobile connectivity/application proposed by the Supplier for use by Authority users shall comply with the
3.1.52 oore following requirements:

Application/Access
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any such application will be able to be used on both iOS and Android devices with a consistent user experience Note: whilst our mobile work order management solution or
across platforms; our mobile integrated audit solution will not be in the initial
mobilised solution as they are not explicitly required (re
: mobile work order management solution - we have assumed
Mobile ) h . .
(a) Aoplicati Must No Fully meets the extant supply chain who use mobile solutions will already
pplication/Access h : L .
have their own solution deployed), this is an option for future
supply chain and a possible technical option when
discussing the self-service portal.
all primary mobile access to the application is via a native application as opposed to a Progressive Web As above.
Mobile Application (PWA) or responsive mobile web access;
() Application/Access Must No FUlly s
any such application will protect any personal or user data that is stored on the device; As above.
Mobile
© Application/Access Must No FUlly s
any such application will ensure that the user's access permissions must be consistent to that assigned, i.e. the As above.
Mobile user only sees data they are authorised to access.
@ Application/Access Must No ROy
Mobil The System(s) Solution shall allow the Authority to choose which elements of functionality are available via a As above.
obile user's mobile device, which the Supplier acknowledges may be different dependant on the user type.
3.1.53 Application/Access Must No Fully meets
. The Supplier shall ensure that access to the mobile application can be restricted by user type. As above.
3.1.54 Mobile Must No Fully meets
- Application/Access Y
. The Supplier shall ensure that the mobile application or its equivalent:
3.1.55 Mobile
- Application/Access
. shall be available from a public or private app store; As above.
(a) Mobile Must No Fully meets
Application/Access Y
. supports an additional level of authentication (such as a PIN or similar) which shall be prompted for on each As above.
(b) ~ Mobile Must No use of the application and following a short period of inactivity; Fully meets
Application/Access
shall support any additional level of user authentication provided to the Supplier by the Authority to secure the As above.
Mobile application; and
© Application/Access Must No Ry ez
shall not transmit or share information about itself or usage back to the Supplier without the Authority’s As above.
) Approval (e.g. location, usage info, version, error reporting).
(d) . M.Ob”e Must No Fully meets
Application/Access
The Supplier shall ensure that the access to the System(s) Solution from a personal device or computer must As above.
Mobil not force the user to have any additional security software, including an MDM or equivalent deployed to their
3.1.56 _ Mobrle Must No device. Fully meets
Application/Access
The Supplier shall ensure that no part of the System(s) Solution is located/hosted outside of the EEA. All our datacentre partners hosting provisions are in the UK;
3.1.57 Operability Must Yes Fully meets all our solution components are hosted with these partners.
In addition to the locations of the Supplier's datacentres, the Supplier must disclose information on any location all our infrastructure and application support personnel are
where data is stored and processed and where they manage the service from. based in the UK (the ITIM team in the BAU model will
support this solution out of our HQ in Leatherhead, Surrey or
3.1.58 Operability Must No Fully meets remotely from home, connecting via VPN in all cases); all our
users of the solution are UK-based with the majority based in
our National Service Hub in Swindon.
The Supplier may not relocate the data to an alternative datacentre without the Approval of the Authority. This is very low probability and would not be considered
3.1.59 Operability Must No Fully meets without Authority approval.
All views, reports and analytics within the System(s) Solution must be based on live data, reflecting the current All parts of our MI solution will draw upon our common data
3.1.60 Operability Must No position at the point the report was initially viewed/generated,; Fully meets environment and reflect data at point report was generated.
The Supplier shall ensure that the System(s) Solution is available as a Software as a Service (SaaS). The Our System Solution is SaaS and Authority would have no
Authority shall not be responsible for managing or control the underlying infrastructure including network, responsibilities for any aspects of solution management.
3.1.61 Operability Must Yes servers, operating systems, storage and/or individual application capabilities, save for any user specific Fully meets

application configuration settings.

244481286

32




DWP ESTATES INTEGRATOR SERVICES

SCHEDULE 2.1G TO AGREEMENT

Supplier Evidence - Suppliers are requested to provide

ID Updated Req Authgirrlts); E:\?;b'“ty MoSCoW Busénisirséggﬂfal Requirement Rseuspzlrlge supporting evidence on how their proposed solution Evaluator Score (I:Ec;/grltj]itr?trs
a P meets this requirement (max 250 words per requirement)
The System(s) Solution shall be able to provide reporting on how long it takes key transactions to action within We have considerable experience in establishing
Performance & the System(s) Solution; transactional performance baselines, monitoring these
3.1.62 Capacity Should No Fully meets baselines and intervening where performance falls below
accepted baseline.
The Supplier shall outline the expected response times for its solution and take proactive steps when We have considerable experience in establishing
Performance & performance is impacted; transactional performance baselines, monitoring these
3.1.63 Capacity Should No Fully meets baselines and intervening where performance falls below
accepted baseline.
The System(s) Solution’s architecture shall be capable of supporting the Authority's large user base with Our infrastructure and application solution is scalable within
3.1.64 Performance & Must No ‘architectural elegance’ and without undue 'architectural complexity’. Fully meets its natural parameters to meet the Authority's usage needs
Capacity without issue.
The System(s) Solution should be capable of exporting all data in a format that will enable data portability of all Our System Solution has a variety of standard export formats
data between the Supplier, the Authority and Authority Supply Chain Members. (.csv for example) from database table to whole database
3.1.65 Portability Should No Fully meets copies, and the secure means to exchange such exports
(SFTP server).
The Supplier must ensure at the end of the Term that all data relating to the Authority’s business and Standard exit responsibility and will be managed as part of
» operations will be returned to the Authority and all copies held by the Supplier, within the System(s) Solution or Exit Plan.
3.1.66 Portability Must No with Authority Supply Chain Members’ systems are properly, securely, and permanently deleted. The Supplier Fully meets
shall provide evidence of disposal where the Authority so requires.
The Authority shall own all data relating to the Authority that is stored on the System(s) Solution or with Standard contractual item and fully understood.
3.1.67 Portability Must Yes Authority Supply Chain Members’ systems. Fully meets
The System(s) Solution shall be capable of having a recovery point objective (RPO) of three (3) hours. The RPOs of sub-10 minutes.
3.1.68 Recoverability Must Yes Supplier shall be prepared to (without limitation): Fully meets
indicate how the proposed System(s) Solution provides backup and restores functionality including (but not Our hosted solution makes use of VM level snapshots, taken
- limited to) data; on a daily basis and stored on an alternate site, retained for
@ Recoverability Must No Fully meets 14 days. VMs can be re-instated from these backups as and
when required via change process.
indicate the high availability patterns that have been implemented to achieve required resilience; Our hosted solution operates over two sites in an
active/passive configuration. In the event of a failure in the
- primary site, the solution can be switched to run from the
(b) Recoverability Must No Fully meets alternate site. VMs and the data they contain are replicated
between sites using journaling protection, providing an RPO
of less than 10 mins.
back up frequency details by system component type and hosting details; Our hosted solution makes use of VM snapshot protection,
y which takes a full snapshot of the entire virtual machine and
() Recoverability Must No Fully meets stores it on the alternate site. Each backup is retained for 14
days.
detail where there are any third party back up responsibilities and gain Authority Approval of the same; The Snapshot Protection service is provided by our UK
(d) Recoverability Must No Fully meets Hosting Partner, who are also providing the cloud hosting
platform on which the solution will run.
detail the back up retention period / policy of the proposed System(s) Solution and available options; Our hosted solution offers a choice of snapshot options that
operate as a daily backup service with the following snapshot
protection policies applicable from a single VM basis to
(e) Recoverability Must No Fully meets whole solution:
« 14-day snapshot
« 28-day snapshot.
ensure that the System(s) Solution includes a comprehensive disaster recovery plan and is compliant with and BCDR plan will be tested and baselined in mobilisation and
- satisfies the BCDR Plan; tested annual thereafter.
) Recoverability Must No Fully meets
clarify if and how system components can “fail safe” e.g. self-recover from a server re-boot, dependant Hosting platform?
component failure (e.g. a queue process) etc.; and Application solution have database triggers that will alert
(@) Recoverability Must No Fully meets ITIM team to reboot; message queues over connect
interfaces are designed to queue until database online.
provide evidence of the System(s) Solution’s back up & DR testing procedures. Our hosted solution makes use of VM snapshot protection,
which takes a full snapshot of the entire virtual machine and
stores it on the alternate site. Each backup is retained for 14
) Recoverability Must No Fully meets days. BCDR plan will be tested and baselined in mobilisation

and tested annual thereafter. Test Output reports will be
shared with Authority.
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The System(s) Solution shall be capable of having a recovery time objective (RTO) of 8 hours. The Supplier The solution operates over two sites in an active/passive
shall be prepared to (without limitation): configuration. In the event of a failure in the primary site, the
solution can be switched to run from the alternate site. VMs
o and the data they contain are replicated between sites using
3.1.69 Recoverability Must Yes AU EES journaling protection, providing an RPO of less than 10 mins
and an RTO of 1 hour, dependent on connectivity.
indicate how the proposed System(s) Solution provides backup and restores functionality including (but not Our hosted solution makes use of VM level snapshots, taken
- limited to) data,; on a daily basis and stored on an alternate site, retained for
@ Recoverability Must No Fully meets 14 days. VMs can be re-instated from these backups as and
when required via change process.
indicate the high availability patterns that have been implemented to achieve required resilience; Our hosted solution operates over two sites in an
active/passive configuration. In the event of a failure in the
= primary site, the solution can be switched to run from the
(b) Recoverability Must No Fully meets alternate site. VMs and the data they contain are replicated
between sites using journaling protection, providing an RPO
of less than 10 mins.
provide back up frequency details and/or options by system component type and hosting details; Our hosted solution makes use of VM snapshot protection,
which takes a full snapshot of the entire virtual machine and
() Recoverability Must No Fully meets stores it on the alternate site. Each backup is retained for 14
days.
detail where there are any third party back up responsibilities and gain Authority Approval of the same; The Snapshot Protection service is provided by our UK
(d) Recoverability Must No Fully meets Hosting Partner, who are also providing the cloud hosting
platform on which the solution will run.
provide details on back up retention period / policy of the proposed System(s) Solution and available options; Our hosted solution offers a choice of snapshot options that
operate as a daily backup service with the following snapshot
protection policies applicable from a single VM basis to
(e) Recoverability Must No Fully meets whole solution:
* 14-day snapshot
« 28-day snapshot.
ensure that the proposed System(s) Solution includes a comprehensive disaster recovery plan and is compliant BCDR plan will be tested and baselined in mobilisation and
® Recoverability Must No with and satisfies the BCDR Plan; Fully meets tested annual thereafter.
clarify if and how system components can “fail safe” e.g. self-recover from a server re-boot, dependant The hosting platform has been designed with no single
component failure (e.g. a queue process) etc.; and points of failure. In most cases, if there is a failure in the
underlying infrastructure, for example, network switch or
storage disk, then there will be no effect on the solution. If
- the host on which a VM is running on suffers a failure, the
Recoverabili M N Fully m . . §
© ecoverability ust 0 ully meets VM will be automatically restarted on an alternate host.
Application solution have database triggers that will alert
ITIM team to reboot; message queues over connect
interfaces are designed to queue until database online.
provide evidence of the System(s) Solution’s back up & DR testing procedures. BCDR plan will be tested and baselined in mobilisation and
h R bili M N Full tested annual thereafter. Test Output reports will be shared
(h) ecoverability ust o ully meets with Authority.
The Supplier must be able to generate a reconciliation report that contains all details of any event that was sent Our error management and logging will provide full
3.1.70 Recoverability Must Yes to/ rgcelved from an external integration (inbound and outbound) up to the time that the solution failed. This Fully meets transparency on inbound/outbound events around any
requirement is outside of the 3 hour RPO. recover scenario.
The Supplier shall ensure that there is resilience and fail-over built into the telephone system provided as part telephony solution will have fully resilience and DR
of the overall System(s) Solution to ensure that Authority End Users will always be able to contact the protection, augmented by BCDR mobiles in the low
3.1.71 Reliability Should No helpdesk. Fully meets probability event that the primary telephony solution is
unavailable.
The System(s) Solution shall be architected to provide horizontal expansion and contraction, so that resources Infrastructure: resources are readily available to allow
can be increased and decreased depending on demand. The Supplier shall explain how (but is not to be limited additional virtual machines to enable horizontal expansion.
to explaining) the following: Additional resources can also be applied quickly and via
(a) how the System(s) Solution design enables scalability (e.g. horizontal and vertical scalability); controlled change/configuration management to existing VMs
(b) examples and evidence of how performance increases horizontally; to scale the solution vertically. Resources can also be
(c) clear indication of any solution components that can only scale vertically; and removed in the same manner.
3.1.72 Scalability Must Yes (d) application and integration scalability, in particular managing periods of heavy usage (month end expense Fully meets Application: scaled on the virtual machines - adding a new

runs and performance management tasks, daily login).

database server and synchronising using SQL availability
groups; application usage scaled by increasing licenced user
concurrency to accommodate peak periods (our software
vendor does not offer a SaaS model, so licences are
purchased rather than charged on a per-use basis).
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a P meets this requirement (max 250 words per requirement)
3.1.73. The System(s) Solution shall be capable of supporting 1,000 concurrent user sessions and theoretically System solution will support this volume, which of course is a
capable of supporting 2,000 concurrent sessions for short periods. concurrency that will require sufficient software licencing to
3.1.74. The Supplier shall be able to demonstrate (but is not to be limited to demonstrating) the following: achieve; solution will automatically clear idle sessions after a
(a) examples and evidence of system performance including (but not limited to) load, stress, performance and set period, which we can adjust by configuration if needed;
3.1.73- robustness testing evidence; the main performance inhibitor for any web-based solution is
3; 1 74 Scalability Must Yes (b) any limiting factors that could cause latency issues in the System’s Solution that are outside of the Fully meets the performance of the user's internet connection, which is
o supplier’s control; outside the control of the Supplier.
(c) how the component(s) design mitigates poor response times (e.g. data caching); and
(d) platform performance availability must enable the Supplier to meet (see associated requirement 3.1.10) any
applicable KPI.
The Supplier shall have an operational reference client for the System(s) Solution architecture to be used at the Our system solution is deployed in multiple contracts and
Authority (i.e. of similar size and complexity), and the Supplier shall ensure that neither the Authority nor the there is no 'untested architecture' in the solution.
3.1.75 Scalability Must Yes System(s) Solution shall not be a test-bed for operationally untested architecture. Fully meets
The Supplier shall ensure that at all times, all data in the System(s) Solution shall be in a consistent state and Our system solution is designed to report only on committed
3.1.76 Scalability Must Yes all reporting / responses shall be based on the committed data. Fully meets data.
31.77 Security Must No The Supplier shall ensure any and all system accreditations are provided to the Authority annually Fully meets erllnrsﬁl\;ant accreditations and renewals will be provided
The following are subject to the remainder of this Agreement in particular Schedule 2.4 (Security Management):
3.1.78 Security
as part of the System(s) Solution, the Supplier shall provide a security plan (“Security Plan”) for Approval by the This will be designed, owned and managed by Security
Authority and such plan shall be included as the Annex to Schedule 2.4 of the Agreement; Information Manager in the ITIM team.
(a) Security Must No Fully meets
the Supplier shall ensure, as part of the HMG Security Policy Framework, the System(s) Solution complies with Our solution and all vendors including KBR have and will
and shall have certificated the HMG Cyber Essentials Scheme or Approved equivalent. Further details maintain Cyber Essentials Plus.
(b) Security Must No available at: www.cyber-essentials-scheme.co.uk; and Fully meets
if at any time the Supplier suspects or has reason to believe Authority data or personal data has or may Item will be covered by Incident Management Strategy/Plans
become corrupted, lost or sufficiently degraded in any way for any reason, then the Supplier shall notify the and authored, owned and managed by Security Information
Authority immediately (and within 2 hours of identification) and inform the Authority of the remedial action the Manager in the ITIM team.
(c) Security Must No Supplier proposes to take. Fully meets
The Supplier shall ensure that all data is classified on the principles of HMG Security Classifications Scheme, Our system solution has been designed to be capable of
which includes in summary: hosting Official/Official Sensitive as standard; we can adjust
(a) in most cases this information will be classified as “OFFICIAL”; for specific higher markings in consultation with Authority.
3.1.79 Securi Must No (b) elements of information may attract a marking level of “OFFICIAL-SENSITIVE”; and Fully meets
vy (c) in exceptional circumstances, some Authority Estate data may attract a marking of “SECRET” (for example Y
in relation to certain locations within specific buildings). Where such a situation occurs, the Authority will
provide specific briefing and advice.
The Supplier shall ensure the System(s) Solution has appropriate security controls in place to prevent Item will be covered by Security Plan and authored, owned
unauthorised access to the System(s) Solution, including monitoring and auditing. and managed by Security Information Manager in the ITIM
3.1.80 Security Must No Fully meets team.
The Supplier Solution shall operate audit controls to monitor access to the service, the longevity of the audit Audit controls at application level range from time-stamped
log(s) and its completeness. There shall be a regular audit timetable which details what the audit covers. lognotes of transactional activity to auditable database tables
Auditing should include, but not be restricted to: capturing user activity from the backend.
(a) Views/Actions by users;
) (b) Views/Actions by managers;
3181 Security Must No (c) Views/Actions by the administrators; =
(d) Views/Actions by any third party that has access to the System(s) Solution or the underlying architecture;
and
(e) Monitoring of transactions.
In cases where application data has originated from outside the System(s) Solution (e.g. as a result of data Integration mechanisms will have a full and retained audit
migration, data interfaced from another system, or data loaded through a facility that is part of the system), then trail.
the System(s) Solution must record a means of identifying the original source of the data and also when it was
3.1.82 Security Must No loaded. Fully meets
The Supplier shall provide records of use per user of the System(s) Solution. Should user activity be deemed Item will be covered by Security Plan and authored, owned
as inappropriate or representing a security risk, the Supplier shall report the user and activity to the Authority and managed by Security Information Manager in the ITIM
within 2 hours. The Supplier Solution shall be capable of future integration with the Authority Security team; Restful API is one of the integration methods in the
3.1.83 Security Must No Operations Centre providing end-points using REST API that permits the transfer of data in near real time. Fully meets System Solution.
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Evaluator
Comments

3.1.84

Security

Must

No

The Supplier shall, once Approved by the Authority, execute, deliver, and manage the Security Plan.

Fully meets

This will be designed, owned and managed by Security
Information Manager in the ITIM team.

3.1.85

Security

Must

No

As part of the Mobilisation Plan (pursuant to Schedule 6.1 (Mobilisation) to this Agreement) and throughout the
Term as soon as changes are made to the System(s) Solution and/or at least annually, the Supplier shall
conduct relevant security tests including penetration testing as set out in the Security Plan. As soon as
practicable, the Supplier shall provide to the Authority the resultant certificate and/or audit report with actions
taken.

Fully meets

This will be designed, owned and managed by Security
Information Manager in the ITIM team.

3.1.86

Security

Must

No

User Profiles shall provide the level and detail of information necessary to implement the system Access
Control Policy for the System(s) Solution, application or service to ensure that the User will only be granted
access to those functions for which approval has been authorised.

Fully meets

System solution will deliver 'principle of least privilege' role-
based access, supported by System Operating manuals
ensuring adherence to ‘acceptable use'.

3.1.87

Security

Must

No

Risk assessments associated with data governance requirements must be conducted at planned intervals and
must consider the following:

(a) awareness of where sensitive data is stored and transmitted across applications, databases, servers, and
network infrastructure;

(b) compliance with defined retention periods and end-of-life disposal requirements; and/or

(c) data classification and protection from unauthorised use, access, loss, destruction, and falsification.

Fully meets

Our information management strategy and plans will include
systemic and regular checks/audits to ensure requirements
a) to c) are met.

3.1.87b

Updated

Security

Must

No

The suppliers must clarify how their solution supports a Bring Your Own Key (BYOK) encryption facility to
ensure DWP data is encrypted at rest using DWP encryption keys.

Does not meet

Our hosting environment does not currently support BYOK.

3.1.88 -
3.1.89

Service

Must

No

The System(s) Solution shall be underpinned by a support model and tooling that provides support to the
Authority to resolve queries, incidents and problems. In the event of a case raised with the Supplier Solution,
the Service Level the Supplier shall provide for incident resolution are at least:

(a) Priority 1 Incidents: Service Level is 90% within 2 hours, 24/7;

(b) Priority 2 Incidents: Service Level is 95% within 8 hours, 24/7;

(c) Priority 3 Incidents: Service Level is 95% within 2 Working Days (20 hours), Monday to Friday 8am-6pm; or
(d) Priority 4 Incidents: Service Level is 90% within 3 Working Days (30 hours), Monday to Friday 8am-6pm.
All Priority Incidents are defined in paragraph 3.1.89 of this Schedule 2.1G (Systems)

To process cases raised by the Authority, the Supplier shall provide its solution 24 hours a day, 7 days a week
and 365 days per year. The Service Levels are subject to change at the request of the Authority.

3.1.89. The Priority Incidents are defined as follows:

(a) “Priority 1 Incident” means:

i. a complete failure of a Business Critical Application and/or Business Critical Service

ii. any delay to, or the inaccurate production of Business Critical outputs

(b) “Priority 2 Incident” means a complete failure of the Application and/or Service affecting all users at one or
more Key Sites

(c) “Priority 3 Incident” means:

i. a partial failure of a Business Critical Application and or Business Critical Service affecting all users at a
single secondary site; o

ii. a complete failure of the Application and or Service affecting all users at one or more secondary sites;

iii. a partial failure of the Application and or Service affecting all users at one or more Key Sites;

iv. a partial failure of the Application and or Service affecting all users at two or more secondary sites; or

v. any failure of a piece of equipment; and

(d) “Priority 4 Incident” means

i. a partial failure of a Secondary Application and or Secondary Service affecting all users at one secondary
site; or

ii. an incident or occurrence which is not a Priority 1 Incident, a Priority 2 Incident or a Priority 3 Incident.

Fully meets

Will be configured into support software and drive service
delivery by ITIM team - will be reported as part of monthly
service management reporting.

3.1.90

Service

Must

No

The Supplier shall provide the Authority with all service delivery documentation (“Delivery Documentation”) no
later than ten (10) Working Days before the Operational Services Commencement Date and thereafter within
one (1) Working Day of Authority request. The Delivery Documentation shall be in English and contain
sufficient information to enable the Authority to understand how the Services are delivered including (without
limitation):

(a) details of the System(s) Solution (including software) and other details necessary for the Authority to
understand the technology used to provide the Services;

(b) details of the procedures and processes used by the Supplier Personnel to provide the Services;

(c) the mechanisms used by the Supplier to measure the service levels as defined in Schedule 2.2
(Performance Levels); and

(d) the measures taken to protect the Authority Data and any Personal Data processed as part of the Services.
The Supplier shall maintain the Delivery Documentation and issue the Authority with an updated copy within
five (5) Working Days of any material change to the system or process.

Fully meets

We will deliver this milestone as part of mobilisation and
thereafter will maintained as part of BAU under change
control and provided to Authority on request.

3.1.91

Service

Must

No

An updated copy of the Delivery Documentation shall be provided to the Authority:
(a) at the end of each Contract Year; and
(b) within 5 days of a Termination Notice being served.

Fully meets

We will deliver these milestones annually and at termination.

3.1.92

Service

Must

No

The Authority will review the Delivery Documentation from time to time and the Supplier shall amend the
Delivery Documentation promptly in accordance with any reasonable request made by the Authority, including
adding further detail to the Delivery Documentation where requested by the Authority.

Fully meets

Standard part of configuration management.

3.1.93

Service

Must

No

The Supplier shall provide and maintain all detailed architectural documentation of its System(s) Solution
System Architecture which clearly demonstrate how the Supplier Solution will meet the Authority’s
Requirements.

Fully meets

Technical designs will include requirements traceability.

3.1.94

Service

Must

No

The Supplier shall review all components of the System(s) Solution at least annually at a time to be agreed by
the Authority, for fitness for purpose and value for money, with any improvement recommendations made to the
Authority for Approval within twenty (20) Working Days of the review.

Fully meets

Standard part of ITIM innovation and pan-platform functional
enhancement programme.
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The Supplier shall ensure that all application / system / service components are performant. This includes (but All System solution components monitored; interfaces
3.1.95 Service Must No not limited to) the user interface, data processing and storage, middleware service components, API’s, batch, Fully meets monitored with automated exception messaging to invoke
- messaging and queues. exception/intervention action where necessary.
All components of the System(s) Solution shall be kept updated and within the respective software/hardware Standard part of configuration management, and vendors
3.1.96 Service Must No vendors support for the Term. Fully meets unlikely to change from point of mobilisation.
All System user accounts and allocation are required to be managed as instructed by the Authority. The System Account Management process will be managed by
3.1.97 Service Must No Supplier shall seek the Approval from the Authority for all requests for non Authority or non-Integrator new user Fully meets ITIM IM Support, and be fully auditable on Jira.
o accounts.
The Supplier shall manage and control changes to the System(s) Solution in order to minimise the risk of Change Management process will be manged by ITIM team
. disruption to any part of the Services. and be fully auditable on Jira; all changes will be progress
3.1.98 Service Must No Fully meets from development environment through staging environment
to production.
The Supplier shall immediately report to the Authority any System failures that will impact the delivery of the Our error management and logging will provide full and
Services provided to either the Authority or the Authority Supply Chain Members in accordance with all agreed immediate RCA transparency in the unlikely event of any
3.1.99 Service Must No Functional System Requirements. Fully meets unplanned outage scenarios, detailing impact, recovery
steps, root causes and lesson learned.
3.1.100. The Supplier on request from the Authority will provide visibility of maintenance and service We will create and maintain service management and
management documentation within one (1) Working Day of a request being submitted and such documentation maintenance plans that will be available to Authority on
will include (without limitation): request.
. (a) maintenance policy, processes, plans;
3.1.100 Service Must No (b) activity logs, issue and risk logs, incident logs and problem logs; Fully meets
(c) defect logs; and
(d) lessons-learned logs.
The Supplier shall provide monthly service performance management information and exception reports, We have standard monthly Service Management pack that
including details of (without limitation): details application availability, incidents/problems/service
(a) Availability of the Supplier System(s); requested and SLA performance (from Jira) and incudes
(b) System Responsiveness; hosted platform service availability, incidents raised and their
(c) number of minor and major degradations of service; status.
3.1.101 Service Must No (d) System Rgcovt.ery Times; Fully meets
(e) recovery times;
() diagnostics and lessons-learned;
(g) failures in regulatory and/or security compliance (in addition to the immediate notification outlined in 3.1.78
& 3.1.83 of this Schedule 2.1G (Systems); and
(h) data integrity.
The Supplier will provide a named Service Management contact to work directly with the Customer’s Senior Service Management contact will be the System Manager
Service Manager. with a designated telephone number and e-mail address for all communication. Any change who heads up ITIM Team.
3.1.102 Service Must No to these details will be notified to the Authority in writing a minimum of three (3) Working Days in advance of Fully meets
such change.
The Solution shall not block the normal upgrade path of the software vendor’s product due to Supplier applied ITIM team ensure all product releases are reviewed and
configuration changes within the Best Practice guidelines of the product and any changes must be preserved in managed via change and release process where applicable.
3.1.103 Service Must Yes the event of ar-1y form of upgrad_e pat_h or patching requirement, W|th_0ut need _for S|gn_|f|can_t effort to protect ) Fully meets
such changes; and should require minimal or zero need for reapplying Supplier configuration changes following
any form of upgrade path or patching requirement.
3.1.104. The Supplier shall provide information (metadata) that enables system administrators or application Will be delivered by System solution data & reporting layer.
users to understand:
(a) any data presented on any screen, report or dashboard that is part of the application;
(b) any application data that is made available for extraction (e.g. through a supplier-defined layer) or reporting
(e.g. through a native reporting or analytics capability); and
(c) any data produced as a result of the operation of the application (e.g. audit/logging data, performance and
3.1.104 usage data, system events)
3; 1 105' Usability Must No 3.1.105. The information referred to in paragraph 3.1.104 shall include as a minimum: Fully meets
- (a) names and descriptions of datasets (e.g. files or tables);
(b) names and descriptions of data items within each dataset;
(c) descriptions of relationships between datasets;
(d) data item formats, sizes and optionality;
(e) an indication of whether each data item is intended to hold personal data; and
(f) the meanings of status, type or other item values that are predefined by the Supplier.
The metadata provided shall be made available in a format that can be uploaded directly into a database. All metadata will be directly loadable into a database, either
3.1.106 Usability Must No Fully meets as a database extract or common load format (e.g. .csv).
When future application changes made by the Supplier cause the previously provided metadata to become We will ensure metadata is thoroughly regression tested as
3.1.107 Usability Must No incomplete or invalid, the Supplier must issue updates to the metadata in the same format(s) as the original. Fully meets part of all upgrades or changes, including any updated

required as part of that testing outcome.
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q P meets this requirement (max 250 words per requirement)
3.1.108. The Supplier shall provide information (metadata) that describes the data contained within all of the The datafeeds will be fully specified in technical
data extracts (data feeds) created by the Supplier for the Authority. This metadata shall be provided as documentation and will contain as a minimum the Authority
uploadable data, and must conform to Authority-specific naming conventions. The entity and attribute requirements in 3.1.108, with an ongoing consultation on
33;11-110089' Usability Must No descriptions must at least include the following: name, description, format, size, Pll indicator and validation Fully meets wider requirements per 3.1.109.
Bl rules.
3.1.109. The possible inclusion of additional items of metadata will be determined in consultation with the
Supplier.
The roll-out of the System(s) Solution must use demonstrable proven change methodology to ensure effective Change Management process will be manged by ITIM team
o and efficient use of the System(s) Solution by End Users. and be fully auditable on Jira; all changes will be progress
3.1.110 Usability Must No Fully meets from development environment through staging environment
to production.
The Supplier will ensure that at all times (whether during and/or after the Term) the Authority retains ownership All data in the system solution is owned by the Authority.
3.1.111 Usability Must No of all data collected, used by, and contained within the System(s) Solution. Fully meets
The Supplier will ensure the Authority has access to the System(s) Solution or aspects of the System(s) The Authority will be granted access and licences required to
3.1.112 Usability Must No Solution by way of such licenses and other non-proprietary licensing as are appropriate. Fully meets fully utilise the system solution.
The Supplier will ensure interaction with any Authority Systems, with minimal human intervention / maximum Core design principles for our System Solution.
3.1.113 Usability Must No automation. Fully meets
The Supplier will ensure that the Authority is not responsible for providing any part of the System(s) Solution, We are fully responsible for providing and maintaining the
nor for any enabling facilities or resources relating to it. The Authority shall have the right (and ability to) audit system solution, whilst the Authority has the right to audit any
3.1.114 Usability Must No any part of the System(s) Solution at any time. Fully meets part over any period.
All views, reports and analytics within the Supplier Solution must be based on live data, reflecting the current Data & reporting layer will be based only on live data at point
3.1.115 Usability Must Yes position at the point the report was initially viewed/generated. Fully meets of report generation or extract.
3.1.116 Usability Must Yes The Supplier Solution must provide a single URL as a direct entry point to access the Supplier Solution. Fully meets The solution will have a single url.
The following are subject to the remainder of this Agreement in particular Schedule 2.4 (Security Management):
3.2.1 Data Controller
where the Supplier Processes any Personal Data (either on behalf of the Authority or for its own purposes as a Will be managed by Data Controller as part of ITIM team.
Data Controller), the Supplier shall at all times comply with the Data Protection Legislation, and this Agreement
(@) Data Controller Must No in particular without limitation Clause 24 (Protection of Personal Data) and Schedule 13 (Processing Personal Fully meets
Data); and
the Supplier shall notify the Authority with 2 hours if it becomes aware of, or suspects, a personal data breach Will be managed by Data Controller as part of ITIM team.
b Data C I M N or other data security breach in relation to any Authority Supply Chain Member and shall assist the Authority Full
(b) ata Controller ust o (as reasonably required) in any action to be taken by the Authority in relation to such breach(es). ully meets
The following are subject to the remainder of this Agreement in particular Schedule 2.4 (Security Management):
3.3.1 Solution Integration
the Supplier shall integrate the System(s) Solution with the Authority System (and those of its suppliers and Will be delivered by System Solution Integration Hub.
. . business partners), in order to provide the required functionality and automation. The Supplier shall integrate
(@) Solution Integration Must No systems with a view to achieving the greatest possible performance, reliability, and simplicity of operating and Fully meets
maintaining the data;
the Authority requires that Master Data and Transactional Data transfers between the System(s) Solution and Will be delivered by System Solution Integration Hub.
other Authority Supply Chain Member systems. Data will be required to be transmitted between Authority
(b) Solution Integration Must No Supply Chain Member systems for the synchronisation of Master Data; Fully meets
the System(s) Solution shall ensure integration with all associated systems used across the Authority Estate to Will be delivered by System Solution Integration Hub.
() Solution Integration Must No provide a single, all-encompassing view of the Authority Estate; Fully meets
the Supplier shall produce a control document for each interface, when any of the following criteria apply to the Will be documented as part of Integration Technical Design.
(d) Solution Integration Must No exchange of data between systems: Fully meets
i Solution Integration Must No exchanges of data via automated system to system interfaces; and Fully meets Will be documented as part of Integration Technical Design.
i, Solution Integration Must No exchanges of data via manual process between system to system interface(s); Fully meets Will be documented as part of Integration Technical Design.
the Supplier shall make any revisions necessary to the Delivery Documentation with the Approval of the All documentation will be provided to Authority for review and
(e) Solution Integration Must No Authority. Fully meets approval using the formal change control process.
the Supplier shall ensure that if an enhancement to an interface is required and a new version of the interface Will be managed as part of regression testing within change
is provided, there is no impact on previous versions of that interface or on other interfaces used by external and release process.
f) Solution Integration Must No systems; Fully meets
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a P meets this requirement (max 250 words per requirement)
the Supplier shall analyse all errors or deficiencies identified by or notified to the Supplier with respect to the Our error management processes, tools and procedures will
o) Solution Integration Must No Services provided, land shall resolve the;e to the 'extem Fhe error is caused t?y the operation of the Services. In Fully meets ensure any and 'aII errors are diagnosed and resolved
all cases the Supplier shall cooperate with any third parties to resolve errors; between all parties.
the Supplier shall ensure that all interfaces and all functionality behind these, are fully operational and available Interfaces and systems in the solution will be available and
(h) Solution Integration Must No to their respective user groups based on the operating regime as a minimum; Fully meets meet the KPI requirements for availability.
maintenance for interfaces will be to an agreed maintenance period and frequency, which must be publicised to Will be managed as part of change process: typically our
i) Solution Integration Must No the Authority in advance and managed appropriately during the maintenance periods; Fully meets solution has fixed patching windows planned annually and
communicated for approval to all Authority stakeholders.
the Supplier shall ensure appropriate segregation of data to prevent leakage of information that could All solution components have data segregation at application
. . . compromise the Authority, the Supplier or one or more Authority Supply Chain Members. This shall include the level, augmented by role-based access controls to ensure no
(0) Solution Integration Must No following systems: Fully meets organsation shall be able to view another organisation's data
unless it is appropriate to do so.
Authority Supply Chain Members; All solution components have data segregation at application
) ) ) level, augmented by role-based access controls to ensure no
i. Solution Integration Must No Fully meets organsation shall be able to view another organisation's data
unless it is appropriate to do so.
the Authority purchase-to-pay system, (at the time of publishing this document this is Oracle RM12); All solution components have data segregation at application
. ) ) level, augmented by role-based access controls to ensure no
ii. Solution Integration Must No Fully meets organsation shall be able to view another organisation's data
unless it is appropriate to do so.
the Authority’s outsourced payment provider, (at the time of publishing this document, this provider is Shared All solution components have data segregation at application
) ) Services Connected Ltd); level, augmented by role-based access controls to ensure no
iil. Solution Integration Must No Fully meets organsation shall be able to view another organisation's data
unless it is appropriate to do so.
the Government Electronic Property Mapping Service (E-PIMS) or its replacement. The Supplier shall be This will be dependent on out ITIM teams getting E-PIMs
responsible for ensuring the Authority is accurately represented on E-PIMS and will continue to be responsible access, or some sort of regular data extract from E-PIMs
for updating E-PIMS whenever a change occurs within the Authority Estate, e.g. installation of a new asset and where we can run reconciliation checks and advise on
iv. Solution Integration Must No for maintaining existing data as required; and Fully meets inconsistencies, managing the delinquent data in either our
solution or E-PIMs through an extant change process; if
neither are available, we would score this 'Does Not Meet' as
E-PIMs access is not something we control.
if required, lease data including space plans / technical / computer aided design building drawings; System Solution will enable these to be held as document
V. Solution Integration Must No Fully meets items against assets they portray.
the Supplier shall look to improve the performance and capability of the System(s) Solution throughout the Standard ITIM innovation and improvement approach;
. . Term. Recommendations will be made quarterly to the Authority on potential improvements to either people, governance will be scheduled to manage.
(9] Solution Integration Must No process, or systems. The Authority will determine if any changes should be made to the Services in Fully meets
accordance with the Change Control Procedure; and
any connections, interfaces or integrations with Authority information systems or digital services will be subject All integration modes (connections, interfaces) will be
to the Authority information risk assessment. The Supplier shall make design and controls information available specified and documentation (including error management
0] Solution Integration Must No to the Authority upon request. Fully meets policies) provided to authority for review/approval and/or
information purposes.
Data input and output integrity routines (i.e., reconciliation and edit checks) must be implemented for All interfaces will be monitored and have proven exception
3.3.2 Solution Integration Must No application interfaces and databases to prevent manual or systematic processing errors, corruption of data, or Fully meets management processes to intervene and reset where
misuse. necessary.
During the Mobilisation Phase, the Supplier shall provide for the Authority's Approval the Exit Detailed Solution Included in mobilisation plan.
341, Supplier Exit Must No detalllng thg activity to be completed by the Supplier at either the expiry of the Term or where terminated early, Fully meets
on termination.
The Supplier shall ensure all data, records, documents, or other information, created or used in performance of All data loaded/stored in the system solution shall comply
3.4.2 Supplier Exi M N this Agreement complies with this Agreement including in particular Schedule 2.6 (Authority Policies). For Full with Authority policies.
e upplier Exit ust o clarity, such data includes any and all historic data that may be stored in any part of the System(s) Solution. ully meets
At a time to be agreed with the Authority, the Supplier shall handover all data, records and information Standard part of Exit Plan.
pertaining to the Authority Estate that may be contained within the System(s) Solution and or other documents
in the possession of the Supplier to either the Authority or any new supplier (as may be notified by the
. . Authority). The format of the data shall be determined by the Authority and notified to the Supplier not less than
34.3. Supplier Exit Must No three (3) months prior to the date on which the Authority requires the data to be provided by the Supplier. Fully meets
After handing over documentation and information, the Supplier shall confirm that all copies (including but not
limited to: technical architecture and sensitive Authority information such as IP addresses) have been securely
destroyed.
The Supplier shall cooperate with the Authority and any and all of the Authority Supply Chain Members and/or Standard part of Exit Plan.
3.4.4. Supplier Exit Must No any other existing and/or future contractor(s) in transitioning the Service / System(s) Solution to any new Fully meets
supplier at the end of the Term, should the Authority require it.
The Supplier will assist in Authority data being securely transferred to any new solution and/or any new supplier Standard part of Exit Plan.
3.4.5. Supplier Exit Must No in any instance where this Agreement is terminated. Fully meets
If MS office components are leveraged the System(s) Solution must be compatible with MS Office 365, 0365 deployed to deliver MS Teams telephony.
351 General Must No Microsoft Office Professional Plus 2016/9. Fully meets
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Annex 2 — Existing Authority Supply Chain Systems

[Note: The systems used across the Authority and or the Authority Supply Chain Members
(ASCM) are set out below. This list is subject to change and is provided for information

purposes:]

Authority

Estates
Services

Data Source
(ACSM
System)

As Is

LLM Cushman & Tramps (Trace | CSV / Direct | API The Authority is working
Wakefield Solutions) Access with C&W in line with the
target operating model and
will advise in the
BAIT Mobilisation Phase if there
are any changes to the
Target State
FM Mitie Maximo (IBM) | API API Whilst there is a single
instance of Maximo and a
single Asset Register there
are API differences
between FM and LSS
services so this should be
LSS Mitie Maximo (IBM) | API API treated as two separate
activities during
Mobilisation Phase.
Security G4s Sunrise/ API for API / Direct The Authority is working
Sostenuto reactive Access with G4S in line with the
WO's only target operating model and
Direct will advise in the
Access/ Mobilisation Phase if there
Email for any are any changes to the
Asset Target State
Changes
PPMs Direct
Access
Property Dentons N/A Email / This is a stand-alone
Legal Direct system
Services Access
Finance SSCL SOP Email API This is subject to
concluding PO Pdfs and
confirmation of the process
relating to receiving
payment information from
SOP which will be
confirmed in the
Mobilisation Phase.
Professional Gleeds & Email/Direct | Refer below
Services for McBains Access on EPMS/
Lifecycle Projects
Works & BAU

1To be delivered during Mobilisation Phase
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DWP ESTATES INTEGRATOR SERVICES
SCHEDULE 2.1G TO AGREEMENT

Authority Data Source
Estates (ACSM
Services System)
Project Incumbent Projects Email/ Direct
Management | Supplier Centre Access
(currently used
for payment)
Flexible The Instant Email/ Direct | Email/ Direct
Office Space | Group Access Access
Upcoming Procurement Activity:
Utilities TBC N/A Email/ Direct
(Incumbent: Access
Incumbent
Supplier
currently
manages
Optimised
Energy)
Furniture TBC Email / Email / The objective is for this to
(Standard (Incumbent: Direct Direct become an API, however
Office) Broadstock Access Access this is to be agreed with the
Limited) newly appointed ACSM
and therefore not a
Furniture TBC requirement for
(Specialist) (Incumbent: Mobilisation.
Wagstaff)
Professional TBC Email / API's / Direct | These services are
Services for (Incumbent: Direct Access currently being procured
Major CCs Access and the level of information
Projects Framework) to be transferred between
all parties is currently being
designed.
Project TBC Email / Itisa requirem_ent that‘
Delivery (Incumbent: Direct wherever possible API's
Suppliers ccs Access should be used to trar!sfer
Framework) Data between the Project
Delivery
Suppliers/Professional
Services and the Integrator.
It is anticipated that some
Estates TBC TBC N/A direct access will be
Programme (New required.
Management | Authority
Services Supply Chain The Authority will confirm
(EPMS) Member) the requirements during
Mobilisation.
Health & novating from | SOARS (SHE) | N/A N/A This is a stand-alone
Safety Incumbent system
Supplier to
Authority
41
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Authority

Estates
Services

Data Source
(ACSM
System)

DWP ESTATES INTEGRATOR SERVICES
SCHEDULE 2.1G TO AGREEMENT

DSE novating from | TARAHS N/A N/A This is a stand-alone
Incumbent (Essential system
Supplier to Skillz)
Authority
Contract novating from | CEMAR N/A N/A This is a stand-alone
Management | Incumbent system
Supplier to
Authority
Space novating from | Accordant CSV / Direct | API/ Direct There is some information
Management | Incumbent (CadM) Access Access and data that will be
Supplier to required to be held in the
Authority Supplier System (e.g.
GIAINIA)
42
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