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Digital Outcomes and Specialists 4 Framework Agreement   
Call-Off Contract 
 
This Call-Off Contract for the Digital Outcomes and Specialists 4 Framework Agreement 
(RM1043.6) includes 
 
Part A - Order Form 

 
Part B – Terms and conditions 

1. Contract start date, length and methodology 
2.  Supplier Staff 
3.  Swap-out 
4.  Staff vetting procedures 
5.  Due diligence 
6. Warranties, representations and acceptance criteria 
7. Business continuity and disaster recovery 
8. Payment terms and VAT 
9. Recovery of sums due and right of set-off 
10. Insurance 
11. Confidentiality 
12. Conflict of Interest 
13. Intellectual Property Rights 
14. Data Protection and Disclosure 
15. Buyer Data 
16. Document and source code management repository 
17. Records and audit access 
18. Freedom of Information (FOI) requests 
19. Standards and quality 
20. Security 
21. Incorporation of terms 
22. Managing disputes 
23. Termination 
24. Consequences of termination 
25. Supplier’s status 
26. Notices 
27. Exit plan 
28. Staff Transfer 
29. Help at retendering and handover to replacement supplier 
30. Changes to Services 
31. Contract changes 
32. Force Majeure 
33. Entire agreement 
34. Liability 
35. Waiver and cumulative remedies 
36. Fraud 
37. Prevention of bribery and corruption 
38. Legislative change 
39. Publicity, branding, media and official enquiries 
40. Non Discrimination 
41. Premises 
42. Equipment 
43. Law and jurisdiction 
44. Defined Terms 
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Part C - The Schedules 

Schedule 1 - Requirements 
Schedule 2 - Supplier’s response 
Schedule 3 - Statement of Work (SOW), including pricing arrangements and Key Staff 
Schedule 4 - Contract Change Notice (CCN) 
Schedule 5 - Balanced Scorecard 
Schedule 6 - Optional Buyer terms and conditions 
Schedule 7 - How Services are bought (Further Competition process) 
Schedule 8 - Deed of guarantee 
Schedule 9 - Processing, Personal Data and Data Subjects 
Schedule 10 – Alternative Clauses 

 
 
 

The Order Form (Part A), the Terms and Conditions (Part B), and the Schedules (Part C) 
will become the binding contract after the Further Competition Process has been concluded. 
Specific details will be added after the award of the Framework Agreement. The Order Form 
may include: 

● Buyer and Supplier details 
● contract term 
● Deliverables 
● location 
● warranties 
● staffing needs 
● staff vetting procedure 
● notice period for termination 
● standards required (including security requirements) 
● charges, invoicing method, payment methods and payment terms  
● additional Buyer terms and conditions 
● insurances 
● business continuity and disaster recovery 
● security 
● governance 
● methodology 
● Buyer and Supplier responsibilities  

 
The Order Form (Part A) and Schedules (Part C) are set out below. 
 
During the lifetime of the Framework Agreement, the Call-Off Contract Order Form 
template will be regularly updated to ensure that it continues to meet user needs. 
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Part A - Order Form 
Buyer Health Research Authority (HRA) 

Supplier Big Blue Door Ltd 

Call-Off Contract Ref. Comms001 

Call-Off Contract title Internet and Intranet Services 

Call-Off Contract 
description 

Hosting and maintaining the HRA’s corporate website (in 
Wagtail) and intranet (in Drupal) and providing day-to-day 
support under a call-off agreement. 

Call-Off Contract period 24 months 
1 November 2020 to 31 October 2022 

Start date 1 November 2020 and is valid for 
24 months 

End date 31 October 2022 

(Optional) Maximum Call-
Off Contract Extension  
Period

6 months 

Latest Extension Period 
End Date

30 April 2023 

Notice period (prior to the 
initial Call-Off Contract 
period) to trigger Call-Off 
Contract Extension

3 months prior to 31 October 2022 

Call-Off Contract value  

Charging method 
Capped time and materials (CTM) 

Price per story 

Time and materials (T&M) 

Fixed price x 
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Part B – Terms and conditions 
 
1. Call-Off Contract start date, length and methodology 
 
1.1  The Supplier will start providing the Services in accordance with the dates specified 
in any Statement of Work (SOW).  
 
1.2  Completion dates for Deliverables will be set out in any SOW.  
 
1.3  Unless the Call-Off Contract period has been either increased in accordance with 
Clause 1.4 or decreased in accordance with Clause 1.5 then the term of the Call-Off 
Contract will end when the first of these occurs:  
 

● the Call-Off Contract period End Date listed in the Order Form is reached; or 
● the final Deliverable, specified in the final SOW, is completed. 

 
1.4  The Buyer can extend the term of the Call-Off Contract by amending the Call-Off 
Contract End Date where: 
 

● an Extension Period was specified in the Order Form; and 
● written notice was given to the Supplier before the expiry of the notice period 

set out in the Order Form. The notice must state that the Call-Off Contract 
term will be extended, and must specify the number of whole days of the 
extension. 
 

After this, the term of the Call-Off Contract will end on the last day of the Extension Period 
listed in the notice (the “Extension Period End Date”).     
 
1.5 If the Call-Off Contract is terminated early, either during the initial Call-Off Contract 
period, or during any Extension Period, the term of the Call-Off Contract will end on the 
termination date. 
 
1.6 The Supplier will plan on using an agile process, starting with user needs. The 
methodology will be outlined in the SOW. Waterfall methodology will only be used in 
exceptional circumstances, and where it can be shown to best meet user needs. Projects 
may need a combination of both waterfall and agile methods, playing to their respective 
strengths.  
 
2.  Supplier Staff 
 
2.1  The Supplier Staff will: 

● fulfil all reasonable requests of the Buyer; 
● apply all due skill, care and diligence to the provisions of the Services; 
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● be appropriately experienced, qualified and trained to supply the Services; 
● respond to any enquiries about the Services as soon as reasonably possible; 
and 
● complete any necessary vetting procedures specified by the Buyer. 

 
2.2 The Supplier will ensure that Key Staff are assigned to provide the Services for their 
Working Days (agreed between Supplier and Buyer) and are not removed from the 
Services during the dates specified in the relevant SOW. 

 
2.3  The Supplier will promptly replace any Key Staff that the Buyer considers 
unsatisfactory at no extra charge. The Supplier will promptly replace anyone who resigns 
with someone who is acceptable to the Buyer. If the Supplier cannot provide an acceptable 
replacement, the Buyer may terminate the Call-Off Contract subject to clause 23. 

 
2.4  Supplier Staff will comply with Buyer requirements for the conduct of staff when on 
Buyer’s premises. 
 
2.5  The Supplier will comply with the Buyer’s staff vetting procedures for all or part of 
the Supplier Staff. 

 
2.6  The Supplier will, on request (and subject to any obligations under the Data 
Protection Legislation), provide a copy of the contract of employment or engagement 
(between the Supplier and the Supplier Staff) for every member of Supplier Staff made 
available to the Buyer. 
 
3.  Swap-out 
 
3.1   Supplier Staff providing the Services may only be swapped out with the prior 
approval of the Buyer. For this approval, the Buyer will consider: 

• the provisions of Clause 2.1;  and 
• their Statement of Requirements and the Supplier’s response. 

 
4.  Staff vetting procedures 
 
4.1  All Supplier Staff will need to be cleared to the level determined by the Buyer prior 
to the commencement of work. 

 
4.2  The Buyer may stipulate differing clearance levels for different roles during the Call-
Off Contract period.  

 
4.3  The Supplier will ensure that it complies with any additional staff vetting procedures 
requested by the Buyer. 
 
5.  Due diligence 
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5.1  Both Parties acknowledge that information will be needed to provide the Services 
throughout the term of the Call-Off Contract and not just during the Further Competition 
process. Both Parties agree to share such information freely. 
 
5.2  Further to Clause 5.1, both Parties agree that when entering into a Call-Off 
Contract, they: 

 
5.2.1 have made their own enquiries and are satisfied by the accuracy of any 
information supplied by the other Party 
 
5.2.2 are confident that they can fulfil their obligations according to the terms of the 
Call-Off Contract 
 
5.2.3 have raised all due diligence questions before signing the Call-Off Contract 
 
5.2.4 have entered into the Call-Off Contract relying on its own due diligence 
 

6. Warranties, representations and acceptance criteria  
 
6.1  The Supplier will use the best applicable and available techniques and standards 
and will perform the Call-Off Contract with all reasonable care, skill and diligence, and 
according to Good Industry Practice. 

 
6.2  The Supplier warrants that all Supplier Staff assigned to the performance of the 
Services have the necessary qualifications, skills and experience for the proper 
performance of the Services. 

 
6.3  The Supplier represents and undertakes to the Buyer that each Deliverable will 
meet the Buyer’s acceptance criteria, as defined in the Call-Off Contract Order Form.   

6.4  The Supplier undertakes to maintain any interface and interoperability between 
third-party software or Services and software or Services developed by the Supplier. 

6.5  The Supplier warrants that it has full capacity and authority and all necessary 
authorisations, consents, licences and permissions to perform the Call-Off Contract. 

7.  Business continuity and disaster recovery 
 
7.1  If required by the Buyer, the Supplier will ensure a disaster recovery approach is 
captured in a clear disaster recovery plan. All Supplier Staff must also adhere to the 
Buyer’s business continuity and disaster recovery procedure as required in the delivery of 
the Services for this project.  
 
8.  Payment terms and VAT 
 
8.1  The Buyer will pay the Supplier within 30 days of receipt of an Invoice subject to the 
provisions of Clauses 8.5 and 8.6 or a valid invoice submitted in accordance with the Call-
Off Contract. 
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8.2  The Supplier will ensure that each invoice contains the information specified by the 
Buyer in the Order Form.  

 
8.3  The Call-Off Contract Charges are deemed to include all Charges for payment 
processing. All invoices submitted to the Buyer for the Services shall be exclusive of any 
Management Charge. 
 
8.4  All payments under the Call-Off Contract are inclusive of VAT. 
 
8.5 The Buyer shall accept and process for payment an Invoice submitted for payment 
by the Supplier where the invoice is undisputed. 
 
9. Recovery of sums due and right of set-off 
  
9.1  The Buyer may retain or set-off payment of any amount owed to it by the Supplier if 
notice and reasons are provided.   
 
10. Insurance 
 
The Supplier will maintain the insurances required by the Buyer including those set out in 
this Clause.  
 
10.1 Subcontractors 
 

10.1.1 The Supplier will ensure that, during the Call-Off Contract, Subcontractors 
hold third-party public and products liability insurance of the same amounts that the 
Supplier would be legally liable to pay as damages, including claimant's costs and 
expenses, for accidental death or bodily injury and loss of or damage to Property, to 
a minimum of £5,000,000. 

 
10.2 Agents and professional consultants 
 

10.2.1 The Supplier will also ensure that all agents and professional consultants 
involved in the supply of Services hold professional indemnity insurance to a  
minimum indemnity of £1,000,000 for each individual claim during the Call-Off 
Contract, and for 6 years after the termination or expiry date to the Call-Off Contract 
to which the insurance relates. 

 
10.3 Additional or extended insurance 

 
10.3.1 If requested by the Buyer, the Supplier will obtain additional insurance 
policies, or extend existing insurance policies procured under the Framework 
Agreement.  

 
10.3.2 The Supplier will provide CCS and the Buyer, the following evidence that 
they have complied with Clause 10.3.1 above: 

● a broker's verification of insurance; or 
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● receipts in respect of the insurance premium; or 
● other satisfactory evidence of payment of the latest premiums due.  

 
10.4 Supplier liabilities 

 
10.4.1 Insurance will not relieve the Supplier of any liabilities under the Framework 
Agreement or the Call-Off Contract. 

 
10.4.2 Without limiting the other provisions of the Call-Off Contract, the Supplier 
will: 

● take all risk control measures relating to the Services as it would be 
reasonable to expect of a contractor acting in accordance with Good Industry 
Practice, including the investigation and reports of claims to insurers; 
● promptly notify the insurers in writing of any relevant material fact 
under any insurances of which the Supplier is, or becomes, aware; and 
● hold all insurance policies and require any broker arranging the 
insurance to hold any insurance slips and other evidence of placing cover 
representing any of the insurance to which it is a Party. 

 
10.4.3 The Supplier will not do or omit to do anything, which would entitle any 
insurer to refuse to pay any claim under any of the insurances. 

 
10.5  Indemnity to principals 
 

10.5.1 Where specifically outlined in the Call-Off Contract, the Supplier will ensure 
that the third-party public and products liability policy will contain an ‘indemnity to 
principals’ clause under which the Buyer will be compensated for both of the 
following claims against the Buyer: 

● death or bodily injury; and 
● third-party Property damage arising from connection with the Services 
and for which the Supplier is legally liable. 

 
10.6  Cancelled, suspended, terminated or unrenewed policies 
 

10.6.1 The Supplier will notify CCS and any Buyers as soon as possible if the 
Supplier becomes aware that any of the insurance policies have been, or are due to 
be, cancelled, suspended, terminated or not renewed.  

 
10.7 Premium, excess and deductible payments 
 

10.7.1 Where any insurance requires payment of a premium, the Supplier will: 
● be liable for the premium; and 
● pay such premium promptly. 

 
10.7.2 Where any insurance is subject to an excess or deductible below the 
Supplier will be liable for it. The Supplier will not be entitled to recover any sum paid 
for insurance excess or any deductible from CCS or the Buyer. 
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11. Confidentiality  
 
11.1  Except where disclosure is clearly permitted by the Call-Off Contract, neither Party 
will disclose the other Party’s Confidential Information without the relevant Party’s prior 
written consent. 

 
11.2  Disclosure of Confidential Information is permitted where information: 

● must be disclosed to comply with legal obligations placed on the Party 
making the disclosure 
● belongs to the Party making the disclosure (who is not under any 
obligation of confidentiality) before its disclosure by the information owner 
● was obtained from a third party who is not under any obligation of 
confidentiality, before receiving it from the disclosing Party 
● is, or becomes, public knowledge, other than by breach of this Clause 
or the Call-Off Contract 
● is independently developed without access to the other Party’s 
Confidential Information 
● is disclosed to obtain confidential legal professional advice. 

11.3  The Buyer may disclose the Supplier’s Confidential Information: 
● to any central government body on the basis that the information may only be 
further disclosed to central government bodies; 
● to the UK Parliament, Scottish Parliament or Welsh or Northern Ireland 
Assemblies, including their committees; 
● if the Buyer (acting reasonably) deems disclosure necessary or appropriate 
while carrying out its public functions; 
● on a confidential basis to exercise its rights or comply with its obligations 
under the Call-Off Contract; or 
● to a proposed transferee, assignee or novatee of, or successor in title to, the 
Buyer. 

11.4  References to disclosure on a confidential basis will mean disclosure subject to a 
confidentiality agreement or arrangement containing the same terms as those placed on 
the Buyer under this Clause.  
 
11.5  The Supplier may only disclose the Buyer’s Confidential Information to Supplier 
Staff who are directly involved in the provision of the Services and who need to know the 
information to provide the Services. The Supplier will ensure that its Supplier Staff will 
comply with these obligations. 

 
11.6  Either Party may use techniques, ideas or knowledge gained during the Call-Off 
Contract unless the use of these things results in them disclosing the other Party’s 
Confidential Information where such disclosure is not permitted by the Framework 
Agreement, or is an infringement of Intellectual Property Rights. 
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11.7  Information about orders placed by a Buyer (including pricing information and the 
terms of any Call-Off Contract) may be published by CCS and may be shared with other 
Buyers.  Where Confidential Information is shared with other Buyers, CCS will notify the 
recipient of the information that its contents are confidential. 
 
12.  Conflict of Interest 
 
12.1  The Supplier will take all appropriate steps to ensure that Supplier Staff are not in a 
position where there is or may be an actual conflict between the financial or personal 
interests of the Supplier Staff and another Supplier where both are providing the Services 
to the Buyer under any Call-Off Contract in accordance with the Framework Agreement. 
 
12.2  Any breach of this Clause will be deemed to be a Material Breach. 
 
12.3  A conflict of interest may arise in situations including where a member of the 
Supplier Staff: 

 
● is related to someone in another Supplier team who both form part of the 
same team performing the Services under the Framework Agreement; 
● has a business interest in another Supplier who is part of the same team 
performing the Services under the Framework Agreement; 
● is providing, or has provided, Services to the Buyer for the discovery phase; 
or 
● has been provided with, or had access to, information which would give the 
Supplier or an affiliated company an unfair advantage in a Further Competition 
procedure. 
 

12.4  Where the Supplier identifies a risk of a conflict or potential conflict, they will (before 
starting work under the Call-Off Contract, unless otherwise agreed with the Buyer) inform 
the Buyer of such conflicts of interest and how they plan to mitigate the risk. Details of 
such mitigation arrangements are to be sent to the Buyer as soon as possible. On 
receiving this notification, the Buyer will, at its sole discretion, notify the Supplier if the 
mitigation arrangements are acceptable or whether the risk or conflict remains a Material 
Breach. 
 
13.  Intellectual Property Rights  
 
13.1  Unless otherwise specified in the Call-Off Contract:  

● the Buyer will not have any right to the Intellectual Property Rights (IPRs) of 
the Supplier or its licensors, including the Supplier Background IPRs and any IPRs 
in the Supplier Software. 
● the Buyer may publish any Deliverable that is software as open source. 
● the Supplier will not, without prior written approval from the Buyer, include 
any Supplier Background IPR or third party IPR in any Deliverable in such a way to 
prevent its publication and failure to seek prior approval gives the Buyer the right to 
use all Deliverables. 
● the Supplier assigns (by present assignment of future rights to take effect 
immediately on it coming into existence) to the Buyer with full guarantee (or shall 
procure assignment to the Buyer), title to and all rights and interest in the Project-
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Specific IPRs  together with and including any documentation, source code and 
object code comprising the Project-Specific IPRs and all build instructions, test 
instructions, test scripts, test data, operating instructions and other documents and 
tools necessary for maintaining and supporting the Project-Specific IPRs. 
● the Supplier will not have any right to the Intellectual Property Rights of the 
Buyer or its licensors, including: 

○ the Buyer Background IPRs; 
○ the Project-Specific IPRs; 
○ IPRs in the Buyer Data. 
 

13.2  Where either Party acquires, by operation of Law, rights to IPRs that are 
inconsistent with the allocation of rights set out above, it will assign in writing such IPRs as 
it has acquired to the other Party. 

 
13.3  Except where necessary for the performance of the Call-Off Contract (and only 
where the Buyer has given its prior approval), the Supplier will not use or disclose any of 
the Buyer Background IPRs, Buyer Data or the Project-Specific IPRs to or for the benefit 
of any third party. 

 
13.4  The Supplier will not include any Supplier Background IPRs or third-party IPRs in 
any release or Deliverable that is to be assigned to the Buyer under the Call-Off Contract, 
without approval from the Buyer. 

 
13.5  The Supplier will grant the Buyer (and any replacement Supplier) a perpetual, 
transferable, sub-licensable, non-exclusive, royalty-free licence to copy, modify, disclose 
and use the Supplier Background IPRs for any purpose connected with the receipt of the 
Services that is additional to the rights granted to the Buyer under the Call-Off Contract 
and to enable the Buyer: 

● to receive the Services;  
● to make use of the Services provided by the replacement Supplier; and 
● to use any Deliverables 

and where the Supplier is unable to provide such a licence it must meet the requirement by 
creating new Project-Specific IPR at no additional cost to the Buyer. 

 
13.6 The Buyer grants the Supplier a non-exclusive, non-assignable, royalty-free licence 
to use the Buyer Background IPRs, the Buyer Data and the Project-Specific IPRs during 
the term of the Call-Off Contract for the sole purpose of enabling the Supplier to provide 
the Services.  

 
13.7  The Buyer gives no warranty as to the suitability of any IPRs licensed to the 
Supplier hereunder. Any such licence: 

● may include the right to grant sub-licences to Subcontractors engaged in 
providing any of the Services (or part thereof) provided that any such Subcontractor 
has entered into a confidentiality undertaking with the Supplier on the same terms 
as in clause 11 (Confidentiality) and that any such subcontracts will be non-
transferable and personal to the relevant Subcontractor; and 
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● is granted solely to the extent necessary for the provision of the Services in 
accordance with the Call-Off Contract. The Supplier will ensure that the 
Subcontractors do not use the licensed materials for any other purpose. 

 
13.8  The Supplier will ensure that no unlicensed software or open source software (other 
than the open source software specified by the Buyer) is interfaced with or embedded 
within any Buyer Software or Deliverable. 

 
13.9  Before using any third-party IPRs related to the supply of the Services, the Supplier 
will submit to the Buyer for approval, all details of any third-party IPRs. 

 
13.10  Where the Supplier is granted permission to use third-party IPRs in a request for 
approval, the Supplier will ensure that the owner of such third-party IPRs grants to the 
Buyer a licence on the terms informed to the Buyer in the request for approval. 

 
13.11  If the third-party IPR is made available on terms equivalent to the Open 
Government Licence v3.0, the request for approval will be agreed and the Supplier will buy 
licences under these terms. If not, the Supplier shall notify the Buyer in writing giving 
details of what licence terms can be obtained and other alternatives and no third-party 
IPRs may be used without Buyer approval in writing.   

 
13.12  The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all 
losses which it may incur at any time as a result of any claim (whether actual alleged 
asserted and/or substantiated and including third party claims) that the rights granted to 
the Buyer in accordance with the Call-Off Contract or the performance by the Supplier of 
the provision of the Services or the possession or use by the Buyer of the Services or 
Deliverables delivered by the Supplier, including the publication of any Deliverable that is 
software as open source, infringes or allegedly infringes a third party’s Intellectual Property 
Rights (an ‘IPR Claim’). 
 
13.13  Clause 13.12 will not apply if the IPR Claim arises from: 

● designs supplied by the Buyer; 
● the use of data supplied by the Buyer which is not required to be verified by 
the Supplier under any provision of the Call-Off Contract; or 
● other material provided by the Buyer necessary for the provision of the 
Services. 
 

13.14 The indemnity given in Clause 13.12 will be uncapped.  
 

13.15  The Buyer will notify the Supplier in writing of the IPR Claim made against the 
Buyer and the Buyer will not make any admissions which may be prejudicial to the defence 
or settlement of the IPR Claim. The Supplier will at its own expense conduct all 
negotiations and any litigation arising in connection with the IPR Claim provided always 
that the Supplier: 

● consults the Buyer on all substantive issues which arise during the conduct of 
such litigation and negotiations; 
● takes due and proper account of the interests of the Buyer; 
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● considers and defends the IPR Claim diligently using competent counsel and 
in such a way as not to bring the reputation of the Buyer into disrepute; and 
● does not settle or compromise the IPR Claim without the prior approval of the 
Buyer (such decision not to be unreasonably withheld or delayed). 
 

13.16 If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be 
made) in connection with the Call-Off Contract, the Supplier will, at the Supplier’s own 
expense and subject to the prompt approval of the Buyer, use its best endeavours to: 

● modify the relevant part of the Services or Deliverables without reducing their 
functionality or performance, or substitute Services or Deliverables of equivalent 
functionality or performance, to avoid the infringement or the alleged infringement, 
provided that there is no additional cost or burden to the Buyer; 
● buy a licence to use and supply the Services or Deliverables, which are the 
subject of the alleged infringement, on terms which are acceptable to the Buyer; 
and 
● promptly perform any responsibilities and obligations to do with the Call-Off 
Contract. 

 
13.17 If an IPR Claim is made (or in the reasonable opinion of the Supplier is likely to be 
made) against the Supplier, the Supplier will immediately notify the Buyer in writing. 
 
13.18 If the Supplier does not comply with provisions of this Clause within 20 Working 
Days of receipt of notification by the Supplier from the Buyer under clause 13.15 or receipt 
of the notification by the Buyer from the Supplier under clause 13.17 (as appropriate), the 
Buyer may terminate the Call-Off Contract for Material Breach and the Supplier will, on 
demand, refund the Buyer with all monies paid for the Service or Deliverable that is subject 
to the IPR Claim. 

 
13.19  The Supplier will have no rights to use any of the Buyer’s names, logos or 
trademarks without the Buyer’s prior written approval. 
 
13.20  The Supplier will, as an enduring obligation throughout the term of the Call-Off 
Contract where any software is used in the provision of the Services or information 
uploaded, interfaced or exchanged with the CCS or Buyer systems, use software and the 
most up-to-date antivirus definitions from an industry-accepted antivirus software vendor. It 
will use the software to check for, contain the spread of, and minimise the impact of 
Malicious Software (or as otherwise agreed between CCS or the Buyer, and the Supplier). 

 
13.21  If Malicious Software is found, the Supplier will co-operate with the Buyer to reduce 
the effect of the Malicious Software. If Malicious Software causes loss of operational 
efficiency or loss or corruption of Buyer Data, the Supplier will use all reasonable 
endeavours to help the Buyer to mitigate any losses and restore the provision of the 
Services to the desired operating efficiency as soon as possible. 

 
13.22  Any costs arising from the actions of the Buyer or Supplier taken in compliance with 
the provisions of the above clause, and clause 20.3, will be dealt with by the Buyer and the 
Supplier as follows: 
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● by the Supplier, where the Malicious Software originates from the Supplier 
Software or the Buyer Data while the Buyer Data was under the control of the 
Supplier, unless the Supplier can demonstrate that such Malicious Software was 
present and not quarantined or otherwise identified by the Buyer when provided to 
the Supplier. 
● by the Buyer if the Malicious Software originates from the Buyer Software or 
the Buyer Data, while the Buyer Data was under the control of the Buyer. 

 
13.23 All Deliverables that are software shall be created in a format, or able to be 
converted into a format, which is suitable for publication by the Buyer as open source 
software, unless otherwise agreed by the Buyer, and shall be based on open standards 
where applicable.  The Supplier warrants that the Deliverables: 

● are suitable for release as open source; 
● have been developed using reasonable endeavours to ensure that their 
publication by the Buyer shall not cause any harm or damage to any party using 
them; 
● do not contain any material which would bring the Buyer into disrepute; 
● can be published as open source without breaching the rights of any third 
party; and 
● do not contain any Malicious Software. 

 
13.24 Where Deliverables that are software are written in a format that requires 
conversion before publication as open source software, the Supplier shall also provide the 
converted format to the Buyer unless the Buyer agrees in advance in writing that the 
converted format is not required. 
 
13.25 Where the Buyer has authorised a Supplier request not to make an aspect of the 
Deliverable open source, the Supplier shall as soon as reasonably practicable provide 
written details of what will not be made open source and what impact that exclusion will 
have on the ability of the Buyer to use the Deliverable and Project Specific IPRs going 
forward as open source. 
 
13.26 The Buyer may assign, novate or otherwise transfer its rights and obligations under 
the licences granted pursuant to this clause to: 

● a Central Government Body; or 
● to any body (including any private sector body) which performs or carries on 
any of the functions and/or activities that previously had been performed and/or 
carried on by the Buyer. 

If the Buyer ceases to be a Central Government Body, the successor body to the Buyer 
shall still be entitled to the benefit of the licences granted in this clause. 
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14.  Data Protection and Disclosure 

14.1 The Parties will comply with the Data Protection Legislation and agree that the Buyer 
is the Controller and the Supplier is the Processor. The only processing the Supplier is 
authorised to do is listed at Schedule 9 unless Law requires otherwise (in which case the 
Supplier will promptly notify the Buyer of any additional processing if permitted by Law).  

14.2 The Supplier will provide all reasonable assistance to the Buyer to prepare any Data 
Protection Impact Assessment before commencing any processing (including provision of 
detailed information and assessments in relation to processing operations, risks and 
measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions 
infringe the Data Protection Legislation. 

14.3 The Supplier must have in place Protective Measures, which have been reviewed 
and approved by the Buyer as appropriate, to guard against a Data Loss Event, which take 
into account the nature of the data, the harm that might result, the state of technology and 
the cost of implementing the measures. 

14.4 The Supplier will ensure that the Supplier Personnel only process Personal Data in 
accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability 
and integrity of Supplier Personnel with access to Personal Data, including by ensuring they: 

  i) are aware of and comply with the Supplier’s obligations under this Clause;  

ii) are subject to appropriate confidentiality undertakings with the Supplier or 
relevant Sub-processor   

iii) are informed of the confidential nature of the Personal Data and don’t publish, 
disclose or divulge it to any third party unless directed by the Buyer or in 
accordance with this Call-Off Contract  

iv) are given training in the use, protection and handling of Personal Data 

 
14.5 The Supplier will not transfer Personal Data outside of the European Economic 
Area unless the prior written consent of the Buyer has been obtained and the following 
conditions are met: 
 

i) the Buyer or the Supplier has provided appropriate safeguards in relation to 
the transfer (whether in accordance with GDPR Article 46 or LED Article 37) 
as determined by the Buyer; 

 
ii) the Data Subject has enforceable rights and effective legal remedies; 
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iii) the Supplier complies with its obligations under the Data Protection 
Legislation by providing an adequate level of protection to any Personal Data 
that is transferred (or, if it is not so bound, uses its best endeavours to assist 
the Buyer in meeting its obligations); and 
 

iv) the Supplier complies with any reasonable instructions notified to it in advance 
by the Buyer with respect to the processing of the Personal Data 

14.6 The Supplier will delete or return the Buyer’s Personal Data (including copies) if 
requested in writing by the Buyer at the termination or expiry of this Call-Off Contract, unless 
required to retain the Personal Data by Law. 

14.7 The Supplier will notify the Buyer immediately if it receives any communication from 
a third party relating to the Parties’ obligations under the Data Protection Legislation, or it 
becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing 
assistance in relation to each Party’s obligations under the Data Protection Legislation in 
accordance with any timescales reasonably required by the Buyer. 

 
14.8 The Supplier will maintain complete and accurate records and information to 
demonstrate its compliance with this clause. This requirement does not apply where the 
Supplier employs fewer than 250 staff, unless: 
 

i) the Buyer determines that the processing is not occasional; 
 
ii)  the Buyer determines the processing includes special categories of data as 

referred to in Article 9(1) of the GDPR or Personal Data relating to criminal 
convictions and offences referred to in Article 10 of the GDPR; and  

ii) the Buyer determines that the processing is likely to result in a risk to the rights 
and freedoms of Data Subjects. 

14.9 Before allowing any Subprocessor to process any Personal Data related to this Call-
Off Contract, the Supplier must obtain the prior written consent of the Buyer, and shall 
remain fully liable for the acts and omissions of any Subprocessor. 

14.10 The Buyer may amend this Call-Off Contract on not less than 30 Working Days’ notice 
to the Supplier to ensure that it complies with any guidance issued by the Information 
Commissioner’s Office. 
 
15. Buyer Data  
 
15.1  The Supplier will not remove any proprietary notices relating to the Buyer Data. 
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15.2  The Supplier will not store or use Buyer Data except where necessary to fulfil its 
obligations. 

 
15.3 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the 
Buyer as requested and in the format specified by the Buyer. 

 
15.4  The Supplier will preserve the integrity of Buyer Data processed by the Supplier and 
prevent its corruption and loss. 

 
15.5  The Supplier will ensure that any system which holds any Buyer Data complies with 
the security requirements prescribed by the Buyer. 

 
15.6  The Supplier will ensure that any system on which the Supplier holds any 
protectively marked Buyer Data will be accredited as specific to the Buyer and will comply 
with: 

● the government security policy framework and information assurance policy; 
● guidance issued by the Centre for Protection of National Infrastructure on 
Risk Management and Accreditation of Information Systems; and 
● the relevant government information assurance standard(s). 
 

15.7  Where the duration of the Call-Off Contract exceeds one year, the Supplier will 
review the accreditation status at least once a year to assess whether material changes 
have occurred which could alter the original accreditation decision in relation to Buyer 
Data. If any changes have occurred, the Supplier will re-submit such system for 
accreditation. 

 
15.8  If at any time the Supplier suspects that the Buyer Data that the Supplier has held, 
used, or accessed has or may become corrupted, lost, breached or significantly degraded 
in any way for any reason, then the Supplier will notify the Buyer immediately and will at its 
own cost comply with any remedial action proposed by the Buyer. 

 
15.9  The Supplier will provide, at the request of CCS or the Buyer, any information 
relating to the Supplier’s compliance with its obligations under the Data Protection 
Legislation. The Supplier will also ensure that it does not knowingly or negligently fail to do 
something that places CCS or any Buyer in breach of its obligations of the Data Protection 
Legislation. This is an absolute obligation and is not qualified by any other provision of the 
Call-Off Contract.  

 
15.10  The Supplier agrees to use the appropriate organisational, operational and 
technological processes and procedures to keep the Buyer Data safe from unauthorised 
use or access, loss, destruction, theft or disclosure. 
 
16.  Document and source code management repository  
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16.1  The Supplier will comply with any reasonable instructions given by the Buyer as to 
where it will store documents and source code, both finished and in progress, during the 
term of the Call-Off Contract. 

 
16.2  The Supplier will ensure that all items that are uploaded to any repository contain 
sufficient detail, code annotations and instructions so that a third-party developer with the 
relevant technical abilities within the applicable role would be able to understand how the 
item was created and how it works together with the other items in the repository within a 
reasonable timeframe. 

 
17. Records and audit access  

 
17.1  The Supplier will allow CCS (and CCS’s external auditor) to access its information 
and conduct audits of the Services provided under the Call-Off Contract and the provision 
of Management Information (subject to reasonable and appropriate confidentiality 
undertakings).  
 
18. Freedom of Information (FOI) requests  

 
18.1  The Supplier will transfer any Request for Information to the Buyer within 2 Working 
Days of receipt. 

 
18.2  The Supplier will provide all necessary help reasonably requested by the Buyer to 
enable the Buyer to respond to the Request for Information within the time for compliance 
set out in section 10 of the Freedom of Information Act or Regulation 5 of the 
Environmental Information Regulations. 
 
18.3 To the extent it is permissible and reasonably practical for it to do so, CCS will 
make reasonable efforts to notify the Supplier when it receives a relevant FoIA or EIR 
request so that the Supplier may make appropriate representations. 
 
19.  Standards and quality 
 
19.1  The Supplier will comply with any standards in the Call-Off Contract and Section 4 
(How Services will be delivered) of the Framework Agreement, and with Good Industry 
Practice.  
 
20. Security  

 
20.1  If requested to do so by the Buyer, the Supplier will, within 5 Working Days of the 
date of the Call-Off Contract, develop, obtain Buyer’s approval of, maintain and observe a 
Security Management Plan and an Information Security Management System (ISMS) 
which, after Buyer approval, will apply during the term of the Call-Off Contract. Both the 
ISMS and the Security Management Plan will comply with the security policy of the Buyer 
and protect all aspects of the Services, and all processes associated with the delivery of 
the Services. 
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20.2  The Supplier will use software and the most up-to-date antivirus definitions 
available from an industry accepted antivirus software vendor to minimise the impact of 
Malicious Software. 

 
20.3  If Malicious Software causes loss of operational efficiency or loss or corruption of 
Buyer Data, the Supplier will help the Buyer to mitigate any losses and will restore the 
Services to their desired operating efficiency as soon as possible. 
 
20.4  The Supplier will immediately notify CCS of any breach of security in relation to 
CCS’s Confidential Information (and the Buyer in relation to any breach regarding Buyer 
Confidential Information). The Supplier will recover such CCS and Buyer Confidential 
Information however it may be recorded. 

 
20.5  Any system development by the Supplier must also comply with the government’s 
‘10 Steps to Cyber Security’ guidance, as amended from time to time and currently 
available at: https://www.ncsc.gov.uk/guidance/10-steps-cyber-security 

 
20.6  The Buyer will specify any security requirements for this project in the Order Form. 

 
21. Incorporation of terms 
 
21.1  Upon the execution of a Statement of Work (SOW), the terms and conditions agreed 
in the SOW will be incorporated into the Call-Off Contract that the terms of the SOW are 
agreed under. 
 
22. Managing disputes 
 
22.1  When either Party notifies the other of a dispute, both Parties will attempt in good 
faith to negotiate a settlement as soon as possible. 

 
22.2  Nothing in this prevents a Party from seeking any interim order restraining the other 
Party from doing any act or compelling the other Party to do any act. 

 
22.3  If the dispute cannot be resolved, either Party will be entitled to refer it to mediation 
in accordance with the procedures below, unless: 

● the Buyer considers that the dispute is not suitable for resolution by 
mediation; 
● the Supplier does not agree to mediation. 
 

22.4  The procedure for mediation is as follows: 
● A neutral adviser or mediator will be chosen by agreement between the 
Parties. If the Parties cannot agree on a mediator within 10 Working Days after a 
request by one Party to the other, either Party will as soon as possible, apply to the 
mediation provider or to the Centre for Effective Dispute Resolution (CEDR) to 
appoint a mediator. This application to CEDR must take place within 12 Working 
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Days from the date of the proposal to appoint a mediator, or within 3 Working Days 
of notice from the mediator to either Party that they are unable or unwilling to act. 
● The Parties will meet with the mediator within 10 Working Days of the 
mediator’s appointment to agree a programme for the exchange of all relevant 
information and the structure for negotiations to be held. The Parties may at any 
stage seek help from the mediation provider specified in this clause to provide 
guidance on a suitable procedure. 
● Unless otherwise agreed, all negotiations connected with the dispute and any 
settlement agreement relating to it will be conducted in confidence and without 
prejudice to the rights of the Parties in any future proceedings. 
● If the Parties reach agreement on the resolution of the dispute, the 
agreement will be recorded in writing and will be binding on the Parties once it is 
signed by their duly authorised representatives. 
● Failing agreement, either Party may invite the mediator to provide a non-
binding but informative opinion in writing. Such an opinion will be provided without 
prejudice and will not be used in evidence in any proceedings relating to the Call-Off 
Contract without the prior written consent of both Parties. 
● If the Parties fail to reach agreement in the structured negotiations within 60 
Working Days of the mediator being appointed, or such longer period as may be 
agreed by the Parties, then any dispute or difference between them may be referred 
to the courts. 
 

22.5  Either Party may request by written notice that the dispute is referred to expert 
determination if the dispute relates to: 

● any technical aspect of the delivery of the digital services; 
● the underlying technology; or 
● is otherwise of a financial or technical nature. 

 
22.6 An expert will be appointed by written agreement between the Parties, but if there’s 
a failure to agree within 10 Working Days, or if the person appointed is unable or unwilling 
to act, the expert will be appointed on the instructions of the President of the British 
Computer Society (or any other association that has replaced the British Computer 
Society). 

 
22.7  The expert will act on the following basis: 

● they will act as an expert and not as an arbitrator and will act fairly and 
impartially; 
● the expert's determination will (in the absence of a material failure to follow 
the agreed procedures) be final and binding on the Parties; 
● the expert will decide the procedure to be followed in the determination and 
will be requested to make their determination within 30 Working Days of their 
appointment or as soon as reasonably practicable and the Parties will help and 
provide the documentation that the expert needs for the determination; 
● any amount payable by one Party to another as a result of the expert's 
determination will be due and payable within 20 Working Days of the expert's 
determination being notified to the Parties 
● the process will be conducted in private and will be confidential; 
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● the expert will determine how and by whom the costs of the determination, 
including their fees and expenses, are to be paid. 
 

22.8  Without prejudice to any other rights of the Buyer under the Call-Off Contract, the 
obligations of the Parties under the Call-Off Contract will not be suspended, ceased or 
delayed by the reference of a dispute submitted to mediation or expert determination and 
the Supplier and the Supplier Staff will comply fully with the Requirements of the Call-Off 
Contract at all times. 
 
23. Termination 
 
23.1  The Buyer will have the right to terminate the Call-Off Contract at any time by giving 
the notice to the Supplier specified in the Order Form, subject to clause 23.2 and 23.3 
below. The Supplier’s obligation to provide the Services will end on the date set out in the 
Buyer’s notice. 
 
23.2  The minimum notice period (expressed in Working Days) to be given by the Buyer 
to terminate under this Clause will be the number of whole days that represent 20% of the 
total duration of the current SOW to be performed under the Call-Off Contract, up to a 
maximum of 30 Working Days.  

 
23.3  Partial days will be discounted in the calculation and the duration of the SOW will be 
calculated in full Working Days.  

 
23.4  The Parties acknowledge and agree that: 

● the Buyer’s right to terminate under this Clause is reasonable in view of the 
subject matter of the Call-Off Contract and the nature of the Service being provided. 
● the Call-Off Contract Charges paid during the notice period given by the 
Buyer in accordance with this Clause are a reasonable form of compensation and 
are deemed to fully cover any avoidable costs or losses incurred by the Supplier 
which may arise either directly or indirectly as a result of the Buyer exercising the 
right to terminate under this Clause without cause. 
● Subject to clause 34 (Liability), if the Buyer terminates the Call-Off Contract 
without cause, they will indemnify the Supplier against any commitments, liabilities 
or expenditure which result in any unavoidable Loss by the Supplier, provided that 
the Supplier takes all reasonable steps to mitigate such Loss. If the Supplier holds 
insurance, the Supplier will reduce its unavoidable costs by any insurance sums 
available. The Supplier will submit a fully itemised and costed list of such Loss, with 
supporting evidence of unavoidable Losses incurred by the Supplier as a result of 
termination. 
 

23.5  The Buyer will have the right to terminate the Call-Off Contract at any time with 
immediate effect by written notice to the Supplier if: 

● the Supplier commits a Supplier Default and if the Supplier Default cannot, in 
the opinion of the Buyer, be remedied; or 
● the Supplier commits any fraud. 
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23.6  Either Party may terminate the Call-Off Contract at any time with immediate effect 
by written notice to the other if: 

● the other Party commits a Material Breach of any term of the Call-Off 
Contract (other than failure to pay any amounts due under the Call-Off Contract) 
and, if such breach is remediable, fails to remedy that breach within a period of 15 
Working Days of being notified in writing to do so; 
● an Insolvency Event of the other Party occurs, or the other Party ceases or 
threatens to cease to carry on the whole or any material part of its business 
● a Force Majeure Event occurs for a period of more than 15 consecutive 
calendar days. 
 

23.7  If a Supplier Insolvency Event occurs, the Buyer is entitled to terminate the Call-Off 
Contract.  

 
24.  Consequences of termination 

 
24.1  If the Buyer contracts with another Supplier, the Supplier will comply with Clause 
29. 

 
24.2    The rights and obligations of the Parties in respect of the Call-Off Contract 
(including any executed SOWs) will automatically terminate upon the expiry or termination 
of the relevant Call-Off Contract, except those rights and obligations set out in clause 24.6. 
 
24.3    At the end of the Call-Off Contract period (howsoever arising), the Supplier must: 

● immediately return to the Buyer: 
○ all Buyer Data including all copies of Buyer Software and any other 
software licensed by the Buyer to the Supplier under the Call-Off Contract; 
○ any materials created by the Supplier under the Call-Off Contract 
where the IPRs are owned by the Buyer; 
○ any items that have been on-charged to the Buyer, such as 
consumables; and 
○ all equipment provided to the Supplier. This equipment must be 
handed back to the Buyer in good working order (allowance will be made for 
reasonable wear and tear). 

● immediately upload any items that are or were due to be uploaded to the 
repository when the Call-Off Contract was terminated (as specified in Clause 27); 
● cease to use the Buyer Data and, at the direction of the Buyer, provide the 
Buyer and the replacement Supplier with a complete and uncorrupted version of the 
Buyer Data in electronic form in the formats and on media agreed with the Buyer 
and the replacement Supplier; 
●  destroy all copies of the Buyer Data when they receive the Buyer’s 
written instructions to do so or 12 months after the date of expiry or termination 
(whichever is the earlier), and provide written confirmation to the Buyer that the data 
has been destroyed, except where the retention of Buyer Data is required by Law; 
● vacate the Buyer premises; 
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● work with the Buyer on any work in progress and ensure an orderly transition 
of the Services to the replacement supplier; 
● return any sums prepaid for Services which have not been delivered to the 
Buyer by the date of expiry or termination; 
● provide all information requested by the Buyer on the provision of the 
Services so that: 

○ the Buyer is able to understand how the Services have been provided; 
and 
○ the Buyer and the replacement supplier can conduct due diligence. 

 
24.4 Each Party will return all of the other Party’s Confidential Information. Each Party 
will confirm that it does not retain the other Party’s Confidential Information except where 
the information must be retained by the Party as a legal requirement or where the Call-Off 
Contract states otherwise. 

 
24.5 All licences, leases and authorisations granted by the Buyer to the Supplier in 
relation to the Services will be terminated at the end of the Call-Off Contract period 
(howsoever arising) without the need for the Buyer to serve notice except where the Call-
Off Contract states otherwise. 

 
24.6 Termination or expiry of the Call-Off Contract will not affect: 

● any rights, remedies or obligations accrued under the Call-Off Contract prior 
to termination or expiration; 
● the right of either Party to recover any amount outstanding at the time of such 
termination or expiry; 
● the continuing rights, remedies or obligations of the Buyer or the Supplier 
under clauses: 

○ 8 - Payment Terms and VAT 
○ 9 - Recovery of Sums Due and Right of Set-Off 
○ 11 - Confidentiality 
○ 12 - Conflict of Interest 
○ 13 - Intellectual Property Rights 
○ 24 - Consequences of Termination 
○ 28 - Staff Transfer 
○ 34 - Liability 
○ 35 - Waiver and cumulative remedies 

● any other provision of the Framework Agreement or the Call-Off Contract 
which expressly or by implication is to be performed or observed notwithstanding 
termination or expiry will survive the termination or expiry of the Call-Off Contract. 

 
25. Supplier’s status 
 
25.1  The Supplier is an independent Contractor and no contract of employment or 
partnership is created between the Supplier and the Buyer. Neither Party is authorised to 
act in the name of, or on behalf of, the other Party. 
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29.2 Within 10 Working Days of a request by the Buyer, the Supplier will provide any 
information needed by the Buyer to prepare for any procurement exercise or to facilitate 
any potential replacement Supplier undertaking due diligence. The exception to this is 
where such information is deemed to be Commercially Sensitive Information, in which 
case the Supplier will provide the information in a redacted form. 
 
30. Changes to services 

 
30.1  It is likely that there will be changes to the scope of the Services during the Call-Off 
Contract period. Agile projects have a scope that will change over time. The detailed 
scope (eg as defined in user stories) can evolve and change during the Call-Off Contract 
Period. These changes do not require formal contract changes but do require the Buyer 
and Supplier to agree these changes.  
  
30.2  Any changes to the high-level scope of the Services must be agreed between the 
Buyer and Supplier. The Supplier will consider any request by the Buyer to change the 
scope of the Services, and may agree to such request.  
 
31. Contract changes   
 
31.1  All changes to the Call-Off Contract which cannot be accommodated informally as 
described in Clause 30 will require a Contract Change Note.  
 
31.2  Either Party may request a contract change by completing and sending a draft 
Contract Change Note in the form in Schedule 4 of Part C - The Schedules ('the Contract 
Change Notice') to the other Party giving sufficient information to enable the other Party 
to assess the extent of the change and any additional cost that may be incurred. The Party 
requesting the contract change will bear the costs of preparation of the Contract Change 
Notice. Neither Party will unreasonably withhold nor delay consent to the other Party’s 
proposed changes to the Call-Off Contract.  

 
31.3  Due to the agile-based delivery methodology recommended by the Framework 
Agreement, it may not be possible to exactly define the consumption of Services over the 
duration of the Call-Off Contract in a static Order Form. The Supplier should state the 
initial value of all Services that are likely to be consumed under the Call-Off Contract.  
  
32. Force Majeure 
  
32.1  Neither Party will be liable to the other Party for any delay in performing, or failure to 
perform, its obligations under the Call-Off Contract (other than a payment of money) to the 
extent that such delay or failure is a result of a Force Majeure event. Each Party will use all 
reasonable endeavours to continue to perform its obligations under the Call-Off Contract 
for the length of a Force Majeure event. If a Force Majeure event prevents a Party from 
performing its obligations under the Call-Off Contract for more than 15 consecutive 
calendar days, the other Party may terminate the Call-Off Contract with immediate effect 
by notice in writing. 
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33. Entire agreement  

 
33.1  The Call-Off Contract constitutes the entire agreement between the Parties relating 
to the matters dealt within it. It supersedes any previous agreement between the Parties 
relating to such matters. 
 
33.2  Each of the Parties agrees that in entering into the Call-Off Contract it does not rely 
on, and will have no remedy relating to, any agreement, statement, representation, 
warranty, understanding or undertaking (whether negligently or innocently made) other 
than as described in the Call-Off Contract. 
 
33.3 Nothing in this Clause or Clause 34 will exclude any liability for (or remedy relating 
to) fraudulent misrepresentation or fraud. 
 
34. Liability  
 
34.1 Neither Party excludes or limits its liability for: 

● death or personal injury; 
● bribery or fraud by it or its employees; 
● breach of any obligation as to title implied by section 12 of the Sale of Goods 
Act 1979 or section 2 of the Supply of Goods and Services Act 1982; or 
● any liability to the extent it cannot be excluded or limited by Law. 
 

34.2  In respect of the indemnities in Clause 13 (Intellectual Property Rights) and Clause 
28 (Staff Transfer) and a breach of Clause 14 (Data Protection and Disclosure) the 
Supplier’s total liability will be unlimited. Buyers are not limited in the number of times they 
can call on this indemnity. 

 
34.3  Subject to the above, each Party's total aggregate liability relating to all Losses due 
to a Default in connection with this agreement will be limited to the greater of the sum of 
£500,000 or a sum equal to 200% of the Call-Off Contract Charges paid, due or which would 
have been payable under the Call-Off Contract in the 6 months immediately preceding the 
event giving rise to the liability. 

● Losses covered by this clause 34.3 that occur in the first 6 months of a Call-
Off Contract, will be limited to the greater of the sum of £500,000 or a sum equal to 
200% of the estimated Call-Off Contract Charges for the first 6 months of the Call-
Off Contract. 
 

34.4  Subject to clause 34.1, in no event will either Party be liable to the other for any: 
● loss of profits; 
● loss of business;  
● loss of revenue;  
● loss of or damage to goodwill; 
● loss of savings (whether anticipated or otherwise); or 
● any indirect, special or consequential loss or damage. 
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34.5  The Supplier will be liable for the following types of loss which will be regarded as 
direct and will be recoverable by the Buyer: 

● the additional operational or administrative costs and expenses arising from 
any Material Breach; and/or 
● any regulatory losses, fines, expenses or other losses arising from a breach 
by the Supplier of any Law. 
 

34.6  No enquiry, inspection, approval, sanction, comment, consent, or decision at any 
time made or given by, or on behalf of, the Buyer to any document or information provided 
by the Supplier in its provision of the Services, and no failure of the Buyer to discern any 
defect in, or omission from, any such document or information will exclude or limit the 
obligation of the Supplier to carry out all the obligations of a professional Supplier 
employed in a client and Buyer relationship. 
 
34.7  Unless otherwise expressly provided, the obligations of the Buyer under the Call-Off 
Contract are obligations of the Buyer in its capacity as a contracting counterparty and 
nothing in the Call-Off Contract will be an obligation on, or in any other way constrain the 
Buyer in any other capacity, nor will the exercise by the Buyer of its duties and powers in 
any other capacity lead to any liability under the Call-Off Contract on the part of the Buyer 
to the Supplier.  

 
34.8  Any liabilities which are unlimited will not be taken into account for the purposes of 
establishing whether any limits relating to direct loss or damage to physical Property within 
this Clause have been reached. 
 
34.9  Each Party must use all reasonable endeavours to mitigate any Loss or damage 
which it suffers under or in connection with this Call-Off Contract, including any 
indemnities.  

  
35. Waiver and cumulative remedies  
 
35.1 The rights and remedies provided by this agreement may be waived only in writing 
by the Buyer or the Supplier representatives in a way that expressly states that a waiver is 
intended, and such waiver will only be operative regarding the specific circumstances 
referred to. 
 
35.2  Unless a right or remedy of the Buyer is expressed to be exclusive, the exercise of 
it by the Buyer is without prejudice to the Buyer’s other rights and remedies. Any failure to 
exercise, or any delay in exercising, a right or remedy by either Party will not constitute a 
waiver of that right or remedy, or of any other rights or remedies. 

 
36. Fraud  
 
36.1  The Supplier will notify the Buyer if it suspects that any fraud has occurred, or is 
likely to occur. The exception to this is if while complying with this, it would cause the 
Supplier or its employees to commit an offence. 
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36.2  If the Supplier commits any fraud relating to a Framework Agreement, the Call-Off 
Contract or any other Contract with the government: 

● the Buyer may terminate the Call-Off Contract 
● CCS may terminate the Framework Agreement 
● CCS and/or the Buyer may recover in full from the Supplier whether under 
Clause 36.3 below or by any other remedy available in law. 
 

36.3  The Supplier will, on demand, compensate CCS and/or the Buyer, in full, for any 
loss sustained by CCS and/or the Buyer at any time (whether such loss is incurred before 
or after the making of a demand following the indemnity hereunder) in consequence of any 
breach of this Clause.  

 
37. Prevention of bribery and corruption 
  
37.1 The Supplier will not commit any Prohibited Act. 

 
37.2 The Buyer and CCS will be entitled to recover in full from the Supplier and the 
Supplier will, on demand, compensate CCS and/or the Buyer in full from and against: 

● the amount of value of any such gift, consideration or commission; and 
● any other loss sustained by CCS and/or the Buyer in consequence of any 
breach of this Clause 

 
38. Legislative change  
 
38.1 The Supplier will neither be relieved of its obligations under the Call-Off Contract 
nor be entitled to increase the Call-Off Contract prices as the result of a general change in 
Law or a Specific Change in Law without prior written approval from the Buyer. 
 
39. Publicity, branding, media and official enquiries  
 
39.1 The Supplier will take all reasonable steps to not do anything which may damage 
the public reputation of the Buyer. The Buyer may terminate the Call-Off Contract for 
Material Breach where the Supplier, by any act or omission, causes material adverse 
publicity relating to or affecting the Buyer or the Call-Off Contract. This is true whether or 
not the act or omission in question was done in connection with the performance by the 
Supplier of its obligations hereunder. 
 
40. Non Discrimination 
 
40.1 The Supplier will notify CCS and relevant Buyers immediately of any legal 
proceedings issued against it by any Supplier Staff on the grounds of discrimination. 
 
41. Premises  
 
41.1 Where either Party uses the other Party’s premises, such Party is liable for all Loss 
or damage it causes to the premises. Such Party is responsible for repairing any damage 
to the premises or any objects on the premises, other than fair wear and tear. 
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Part C - The Schedules 
 
Schedule 1 - Requirements 
 
Health Research Authority internet and intranet hosting and maintenance 
 
HRA products 
 
The HRA’s corporate website, in Wagtail CMS, was developed in 2017 and launched in 
2018. It contains around 40,000 pages which includes information about the organisation 
and its strategy, and advice and support for researchers making applications to the HRA. 
The site also contains a directory of Research Ethics Committees across the UK, and a 
database of health and social care research studies in flight or completed since the formation 
of the HRA. 
 
Users include members of the research community as well as patients and the public 
seeking information and reassurance about health and social care studies. 
 
The website has around 2m unique page views per year and around 5GB traffic per usual 
weekday and is managed by the HRA’s communications team. Content owners from 
operational teams across the organisation are responsible for updating different sections.  
 
The HRA intranet was developed in 2014 and refreshed in 2017. It offers password-
protected access to news and features about the organisation, as well as access to 
internal documents, processes and references. The intranet is managed by the HRA’s 
communications team. 

The intranet is often the first thing staff see when they log in each day, and from there on in 
they use it frequently for updates and information throughout the working day. It is vital this 
is an effective communications tool for the whole of the HRA. 

The current contracts for the hosting and maintenance of the HRA website and HRA intranet 
come to an end in October 2020. 
This year the HRA is also running a separate procurement for the design and delivery of a 
new website which will wrap around the Integrated Research Application System (IRAS). 
IRAS is managed by the HRA on behalf of the four nations of the UK and used by 
researchers to submit applications for approval for health and social care research.  
 
To create capacity to support new projects, and to deliver savings around contract 
management resource within the communications team, we would like to bring the hosting 
and maintenance of both projects together under a single contract. 
 
We are now seeking an organisation to host and maintain the HRA’s corporate website 
and the HRA intranet for a period of two years.  
 
Technical specification  
 
Hosting and maintenance of the HRA’s corporate website, a single Django application 
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Hosting and maintenance of the HRA intranet, with c220 regular user accounts, using Drupal 
Supporting accessibility in line with the WCAG 2.1 AA guidelines  
Maintaining security level IL2 
Helpline/service desk available Monday – Friday during core office hours 
Response time to critical incidents within one hour, and less critical issues within 24 hours 
Working with the HRA communications team on site development in line with Government 
Digital Service guidelines 
Development resource of six full days (website) and two full days (intranet) per year of the 
contract period to be called off as requested 
 
Essential skills and experience 
 

- Have experience hosting and maintaining websites for the public sector 
- Good working knowledge of Government Digital Service guidelines 
- Experience and practical knowledge of accessibility standards and trends 
- Experience of developing engaging and dynamic templates and services that meet 

user needs 
 

Cultural fit criteria:  
 

- Work as a team with our organisation, seeking to understand us and find a flexible 
way of working that takes into consideration restrictions of working with teams with 
conflicting priorities 

- Be responsive to our needs and the challenges running a project with staff being 
located around the country 

- Transparent and collaborative when making decisions 
- Solution-focused, offering suggestions of how we might be able to resolve issues 

and challenges along the way 
- Understanding of the values and culture of the HRA and the length of time needed 

for decision making 
- Share knowledge and experience with other team members. 

 
Onboarding 
 
Deliverables in onboarding plan: 
 

1. The Replacement Supplier – Big Blue Door will work with the outgoing Supplier - Isotoma, if 
required, to enable: 

• set up 
• and ensure transfer from outgoing Supplier – Isotoma to Replacemnt Supplier – Big 

Blue Door takes place in as smooth and orderly manner as possible. 
 

2. The Replacement Supplier – Big Blue Door, will participate in all requested meetings with 
the Buyer - HRA and the outgoing Supplier – Isotoma. 
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3. Transfer Github repository from the outgoing Supplier - Isotoma to The Replacement 

Supplier – Big Blue Door – this will not happen until the point of transferring the contract to 
ensure all data in the repository is as up to date as possible. 

 
4. The Replacement Supplier – Big Blue Door to be added onto the Github repository during 

November so they can begin the setup prior to transfer (as soon as possible). 
 

5. The Replacement Supplier – Big Blue Door to create new AWS account and set up a new 
hosting environment from scratch ready to transfer code/data once transferred. 

 
6. The Replacement Supplier shall take full control, responsibility and ownership of the HRA 

website by 30th November 2020. 
 

7. The Replacement Supplier – Big Blue Door shall explore and manage the Harp API 
integration.  The Buyer - HRA shall provide Big Blue Door with all API documentation and 
any further details in respect of the integration (as soon as possible). 

 
8. Should The Replacement Supplier – Big Blue Door require any additional support hours 

from the outgoing Supplier - Isotoma during the period 1st November 2020 to 30th 
November 2020, the Replacement Supplier – Big Blue Door must keep a record of all 
support received from the outgoing Supplier – Isotoma and document reasons for such 
support and provide this to the Buyer – HRA on a weekly basis. 
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Schedule 2 - Supplier’s response  
 
 

Supplier Response

 

Annex B Matrix and 
Pricing   
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Schedule 3 - Statement of Work (SOW), including pricing arrangements and Key 
Staff 
 
 Sch 3.1        SOW Details 
 

Date of SOW: 1 November 2020 

SOW Reference: SOW Comms0001 

Buyer: Health Research Authority (HRA) 

Supplier: Big Blue Door Ltd 

Release Type(s): Delivery 

Phase(s) of Development: Live 

Release Completion Date: N/A 

Duration of SOW 24 months 

Charging Method(s) for this 
Release: 

Fixed price   
 

  
3.1.1           The Parties will execute a SOW for each Release. Note that any ad-hoc 
Service requirements are to be treated as individual Releases in their own right (in 
addition to the Releases at the delivery stage); and the Parties should execute a 
separate SOW in respect of each. 
3.1.2           The rights, obligations and details agreed by the Parties and set out in 
this SOW apply only in relation to the Services that are to be delivered under this 
SOW and will not apply to any other SOW’s executed or to be executed under this 
Call-Off Contract unless otherwise agreed by the Parties.  

  
Sch 3.2        Key Staff 
 
 
 

3.2.1        The Parties agree that the Key Staff in respect of this Project are detailed 
in the table below. 
 
 
3.2.2           Table of Key Staff: 
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3.4.2 The Supplier will provide a detailed breakdown of rates based on time and 
materials Charges, inclusive of expenses and exclusive of VAT, with sufficient detail 
to enable the Buyer to verify the accuracy of the time and material Call-Off Contract 
Charges incurred. 

 
The detailed breakdown for the provision of Services during the term of the SOW 
will include (but will not be limited to):  
● a role description per Supplier Staff; 
● a facilities description; 
● the agreed relevant rate per day; 
● any expenses charged per day, which are in line with the Buyer’s expenses 

policy (if applicable); 
● the number of days, or pro rata for every part day, they will be actively providing 

the Services during the term of the SOW; and 
● the total cost per role/facility 

 
The Supplier will also provide a summary which is to include: 
● Total value of this SOW 
● Overall Call-Off Contract value 
● Remainder of value under overall Call-Off Contract Charge 

 Where:  
Remainder of value under overall Call-Off Contract Charge = overall Call-Off 
Contract value - sum of total value of all SOWs invoiced 

● Whether there is any risk of exceeding Overall Call-Off Contract value (and 
thereby requiring a Contract Change Note (CCN) to continue delivery of 
Services) 

 
3.4.3 If a capped or fixed price has been agreed for a SOW: 
● The Supplier will continue at its own cost and expense to provide the Services 

even where the agreed price has been exceeded; and 
● The Buyer will have no obligation or liability to pay for the cost of any Services 

delivered relating to this order after the agreed price has been exceeded. 
 

3.4.4 Risks or contingencies will be included in the Charges. The Parties agree that 
the following assumptions, representations, risks and contingencies will apply in 
relation to the Charges. Big Blue Door confirms that any expected expenses or 
license costs will be included in the initial statement of work, and that should any 
aspect of an assigned contingency budget be required this will be discussed with 
the HRA to ensure prior approval before it it utilised. 
 
3.4.5 Any changes to the Supplier Staff (not applicable to Lot 3 Services) should 
be agreed with the Buyer and covered by a separate SOW where it cannot be 
accommodated within an existing SOW. 

 
3.4.6 Multiple SOWs can operate concurrently. 
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Schedule 5 - Balanced Scorecard 
In addition to the Supplier’s performance management obligations set out in the 
Framework Agreement, the Parties may agree to the following Balanced Scorecard & KPIs 
for this Call-Off Contract (see Balanced Scorecard Model below): 

 
The purpose of the Balanced Scorecard is to promote contract management activity, 
through measurement of a Supplier’s performance against Key Performance Indicators, 
which the Buyer and Supplier should agree at the beginning of a Call-Off Contract. The 
targets and measures listed in the example scorecard (above) are for guidance and should 
be changed to meet the agreed needs of the Buyer and Supplier. 
 
As part of the monthly account meetings the Buyer and Supplier will agree KPIs that may 
be reported against.  Buyer and Supplier to agree the KPI’s and reporting at the first 
monthly account meeting after the commencement of this contract. 
 
The recommended process for using the Balanced Scorecard is as follows: 

1. The Buyer and Supplier agree a templated Balanced Scorecard together with a 
performance management plan, which clearly outlines the responsibilities and 
actions that will be taken if agreed performance levels are not achieved. 
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2. On a pre-agreed schedule (e.g. monthly), both the Buyer and the Supplier provide a 
rating on the Supplier’s performance 

3. Following the initial rating, both Parties meet to review the scores and agree an 
overall final score for each Key Performance Indicator 

4. Following agreement of final scores, the process is repeated as per the agreed 
schedule 

 
CCS encourages Buyers to share final scores with CCS, so that performance of the 
Framework Agreement can be monitored. This may be done by emailing scores to: 
cloud digital@crowncommercial.gov.uk. 
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Schedule 6 - Optional Buyer terms and conditions 
 
Not Used 
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Schedule 7 - How Services are bought (Further Competition process) 
  
Services are bought under this Call-Off Contract using the Further Competition process set 
out in Section 3 of the Framework Agreement (How Services will be bought).  
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Schedule 8 - Deed of guarantee 
 
Not Used  
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Schedule 9 - Processing, Personal Data and Data Subjects 
 
Subject matter of the processing:  
Managing information and data related to the Health Research Authority for publication 
and viewing on the HRA website and intranet. This will include data collected via electronic 
forms with information about interested parties.  
 
Duration of the processing:  
1 November 2020 to 31 October 2022 (if extended for 6 months as per the order form 
within this call off contract then the end date may be 30 April 2023)   
 
Nature and purposes of the processing:   
This is data collected for the purposes of understanding intranet and website usage, for 
contacting the HRA for recruitment and other purposes via electronic forms and other 
related web usage. This will be stored on cloud-based servers and will be destroyed after 
a suitable time period.  [ 
 
Type of Personal Data:  
Cookies, IP addresses, names, addresses, phone numbers, email addresses, previous 
and current employment details, date of birth, equality monitoring information, location 
data, gender data.  
  
Categories of Data Subject:  
All users of the HRA website and intranet; staff, members of the public, Research Ethics 
Committee and Confidential Advisory Group members, researchers, sponsors, academic 
institutions, etc 
  
Plan for return or destruction of the data once the processing is complete UNLESS 
requirement under union or member state law to preserve that type of data: 
 
At the end of this Call-Off Contract (prior to the expiry), the Supplier will make Buyers data 
in its possession available to Buyer. Upon providing Buyer data to Buyer, the Supplier 
must delete such Buyer data securely unless legally prohibited from doing so. 
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Schedule 10 – Alternative Clauses 
 
Not Used 




