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	1. Specification of Requirements

1.a. Context

	
Introduction
1.1. This Invitation to Quote (ITQ) is for a call-off under the Standard and Testing Agency (STA)’s Trialling and Sampling Framework (STA contract reference: STA-0166). Please note, this ITQ outlines the requirements of this call-off, whilst the Trialling and Sampling Framework details the specifications (see Appendix 4). Suppliers will need to refer to both documents when completing their bid.

1.2. The scope of this ITQ is for the manufacture, administration and coding of the 2020 key stage 2 (KS2) national curriculum science sampling test (SST) and science technical pre-test (TPT).  

Background to Requirement
1.3. STA is responsible for developing and delivering national curriculum tests on behalf of the Department for Education (DfE). It must ensure that all contracted agencies and consultants are aware of, and comply with, the relevant sections of the Ofqual Regulatory framework for national assessments

1.4. The purpose of the SST is to estimate national performance in science at the end of KS2, with respect to the KS2 programme of study for science. The purpose of the TPT is to provide data on the performance of all items included in the trial test papers, in order to inform future SST construction.

1.5. The SST takes place biennially. Administration of SST using the current sampling model first took place in June 2014, involving approximately 9,500 pupils in 1,900 schools. In 2016, TPT administration was delivered alongside SST for the first time, in order to improve data reliability. In 2018, no TPT took place. In 2020, the 2016 model will be repeated, that is, a simultaneous, combined SST and TPT administration. The 15 test booklets used in the 2018 SST will all be re-used in 2020.

1.6. The 2020 model will involve approximately 14,000 pupils in 1,900 schools. The selected 1,900 schools will participate in the SST and 900 of those schools will also participate in the TPT. Of the 14,000 pupils, 9,500 will take the SST and 4,500 will take the TPT. 5 pupils per school will take the SST, with an additional 5 pupils taking the TPT at the 900 selected schools. School and pupil samples will be selected by STA.

1.7. The SST-TPT contract will be project managed by the STA Assessment Delivery Team. The Supplier will need to work proactively with the STA SST-TPT Project Manager, who is supported by the SST-TPT Project Team, which is made up of representatives from STA’s Assessment Delivery, Development and Services divisions.


Freedom of Information and Transparency
1.8. As an executive agency of the Department for Education, STA is committed to open government and to meeting its legal responsibilities under the Freedom of Information Act 2000 (‘FOIA’). Accordingly, Tenderers should be aware that all information submitted to STA may need to be disclosed by the Agency in response to a request under the FOIA, and that STA may also decide to include certain information in its publication scheme, which it maintains under FOIA.

1.9. STA participates fully in the Government’s transparency arrangements. As such, Tenderers should be aware that:
· any contracts or agreements resulting from its procurement exercises may be published in full, subject to limited redactions in line with FOIA exemptions
· financial transactions in relation to any contracted goods or services will be published and so cannot be deemed commercially sensitive (see over)

1.10. If a Tenderer considers that any of the information included in its Tender is commercially sensitive, it should identify this information in the table below and explain a) what harm may result from disclosure if a request is received, and b) the time period applicable to that sensitivity. Tenderers should be aware that, even where they have indicated that information is commercially sensitive, STA may be required to disclose in response to a request under FOIA or as part of the Government's transparency arrangements. For example, the value of a contract must be made publicly available so this information cannot be deemed commercially sensitive.

	Section
	Commercial Sensitivity
	Time Period

	
	
	



1.11. The table below shows an example of the level of information disclosed to all bidders following evaluation:

	

	Technical threshold result
	Relative Quality Score
	Relative Price Score
	Weighted Combined Score
	Rank for Compliant Bidders

	 
	 
	70%
	30%
	 
	 

	Tenderer A
	PASS
	0.73
	0.12
	0.55
	2

	Tenderer B (WINNER 1)
	PASS
	1.00
	1.00
	1.00
	1



Scope of Services Required
1.12. This document sets out the Specification of Requirements (SOR) for delivering a Science Sampling Test (SST) and Technical Pre-Test (TPT). The administration of both tests must take place between 8 and 19 June 2020 inclusive.

1.13. Participation in SST and TPT is mandatory, with STA selecting the schools to participate for both SST and TPT administrations. STA will provide the Supplier with participating school and pupil level data detailing the test combinations that each pupil should be given. Following selection of the school sample and informing of schools by STA, the Supplier is responsible for contacting schools to confirm their selection and securing their acknowledgement of their statutory obligation to participate.    

1.14. The Supplier is responsible for the printing, collation and distribution of all test materials and other documents specified in this ITQ.

1.15. The Supplier is responsible for the end-to-end process of the recruitment and management of coders, including the senior coding team.

1.16. STA is responsible for the content and specification of the tests used in both SST and TPT so this is not in scope for the supplier.

1.17. The table below provides the high-level requirements with respect to this specification. It outlines what aspects of the Framework Agreement will be required in this Call Off.






High Level Requirements

	Core
	SST
	TPT

	Drawing the sample
	N
	N

	Recruiting schools
	N
	N 

	Informing schools
	Y
	Y

	Recruit and train administrators
	Y
	Y

	Collation and distribution
	Y
	Y

	Administration of assessments
	Y
	Y

	Handling pupil data
	Y
	Y

	Recruitment, management and payment of coders
	Y
	Y

	Coding (on-screen)
	Y
	Y

	Script management during coding
	Y
	Y

	Data capture of test scripts
	Y
	Y

	Data capture and analysis of questionnaires
	Y
	Y

	Sample & Trial administration report
	Y
	Y

	Printing
	Y
	Y

	Helpline
	Y
	Y

	Systems management
	Y
	Y

	Return of results to schools
	N
	N

	Incentives
	N
	N

	Recruiting schools
	N
	N



Key

	Included in call-off
	Y

	Not included in call-off
	N



	
1.18. The project deliverables and outputs (milestones) are provided in section 1.b. Timelines and project plans will need to be presented and discussed at the start-up meeting. 

1.19. The dates in section 1.b are indicative dates and the Supplier can propose alternative dates. The exceptions to this are the project fixed dates, which are non-negotiable and are listed in the table below. 

 Project Fixed Dates

1.20. Further detail on the requirements listed in this table can be found in sections 1.b and 1.c.

	No.
	Milestone
	Fixed date

	13
	Test booklet scanning specification
	23 October 2019

	14
	Print reassurance and end-to-end testing report
	5 February 2020

	8
	Confirmation of school participation
	15 May 2020

	8
	Confirmation of pupil participation
	22 May – 12 June 2020

	17
	Test administration
	8 June – 19 June 2020

	38
	Provision of administrator questionnaire data and analysis
	30 July 2020

	41
	Data feed item level (SST)
	14 August 2020

	43
	Data feed item level (TPT)
	19 October 2020


		




	Dependencies

1.21. Delivery will be dependent on STA providing the Supplier with various information or having completed certain activities; these are detailed in the Dependencies table below.

	STA Activity / Information to be handed over
	Anticipated date

	Communications strategy
	25 September 2019

	Ways of working document
	25 September 2019

	Information to inform the test administration guidance
	25 September 2019

	Administrator questionnaire template
	25 September 2019

	Test specifications (including dimensions, colours and finishing) and quantity estimates
	25 September 2019

	Finalised test materials SST (Standard and Modified)
	31 January 2020

	Draft test materials for generation of TPT coder training materials
	28 February 2020

	2018  finalised coding frames and coder training and practice materials for familiarisation 
	6 March 2020

	2018 responses for generation of SST standardisation materials
	6 March 2020

	Final Combination tables for SST and TPT
	6 March 2020

	Draft SST data specifications
	3 April 2020

	Draft TPT data specifications
	3 April 2020

	Finalised test materials TPT
	6 April 2020

	Sample data – school and pupil level including modified flags – provided to supplier
	24 April 2020

	Schools informed of selection by STA
	27 April 2020

	Draft coding frames for generation of TPT coder training materials
	29 May 2020

	Final SST data specifications
	31 July 2020

	Final TPT data specifications
	31 July 2020
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1. Specification of Requirements
1.b. Deliverables and Outputs 

	No.
	Milestones
	Due Date

	1
	Project Management

	1.1
	Start-up meeting
	The Supplier must attend a face-to-face start-up meeting with STA. The purpose of this meeting will be to ensure clear understanding of requirements on both sides. The agenda for the meeting may include, but is not limited to:
· introductions and roles and responsibilities
· Supplier clarification of STA’s requirements
· STA clarification of Supplier’s approach
· agreement on governance and reporting arrangements
· other key feedback on submitted documentation
The following Supplier documents will inform discussion at the start-up meeting. The Supplier must provide these documents at least 10 working days before the start-up meeting: 
· detailed project risk and issue log for review
· detailed project timeline
· draft exit and transition plan (see template and guidance at Appendix 3)
· draft coding management strategy (to include the end-to-end approach to coding)
· draft administrator recruitment, training and management strategy
· proposed highlight report template
· draft security plan and completed HM Government Supplier Assurance Questionnaire
· draft product breakdown structure
· document review and sign-off tracker (to include product descriptions) 
· product description drafts for early deliverables
· details of sub-contracting arrangements, including, but not limited to: contractual status and milestones, security status, management and escalation arrangements 
· example of the scanning elements required to amend the test paper templates that have been provided at Appendix 4, in order to assure test administration and script management procedures that the Supplier proposes to use. Scanning elements must fit within the denoted customisable areas of the template
STA will provide a draft ways of working document and overarching communications strategy for review 10 working days before the start-up meeting.
	9 October 2019

	1.2
	Process walk-through meeting(s)
	The Supplier must provide STA with a complete end-to-end process walk-through including, but not limited to:
· administrator and coder recruitment, management and training 
· printing, collating and distribution of hard copy test materials (including modified materials)
· scanning
· processes for auditing and monitoring scripts: reconciliation of scripts sent, scripts received and scripts unused
· security and incident management 
· tracking physical movement of materials 
· data capture and quality assurance
· data reporting / exporting / QA
· helpline
· systems to be used as part of project delivery including assurances on use of data, testing, customisation, file-transfer protocol and hosting environment 
· secure means of data transfer
· on-screen coding (OSC) processes and an end-to-end demonstration of the OSC system, along with OSC guidance documents for coders
· monitoring of coding progress and steps to ensure progress is maintained, including accurate MI
· data capture and management of access arrangements for pupils
· working with modified materials
· creation of script archive and secure transfer to STA 
The process walk-through should take place over a full day at the Supplier’s main site, that is, from where the project will be delivered. Where elements of delivery are to be conducted by a sub-contractor, site walk-throughs may also be required at sub-contractor premises. All walk-throughs should describe hand-offs between parties and the Supplier must provide a written summary of arrangements confirming their assurance that any sub-contractors are ready to deliver. 
STA will provide feedback on the process and make recommendations for improvements and changes. The Supplier must provide evidence of steps taken to address areas for improvement, weaknesses or security concerns. STA will sign off the end-to-end process, once agreed.
	w/c 13 January 2020

	1.3
	Project meetings
	The Supplier to attend checkpoint meetings to review the progress of the project against the agreed schedule, highlight any risks and issues and assign and track actions.
Supplier to provide the following documentation 24 hours before the weekly checkpoint meeting:
· project status and highlight reports
· updated risk and issue logs. Full risk logs will not be required on a weekly basis – but risks of high severity rating, risks that have changed significantly, or those in close proximity should be included in the weekly report. STA may request an updated version of the full risk log periodically
· management information as agreed in signed off product descriptions
The table below indicates required meeting frequency: 
	Phase
	Dates
	Frequency

	Mobilisation
	September 2019 – May 2020
	Weekly

	Delivery
	June 2020 – October 2020
	Weekly / daily by exception


The Supplier should not wait for the checkpoint meeting in order to inform STA of any issues. Issues should be brought to the attention of the STA project manager as soon as possible on the working day that the issue has arisen. The Supplier’s approach to dealing with problems and incidents will be recorded in the approach to incident and problem management document (Requirement 6).
	Ongoing

	1.4
	Lessons learnt meetings
	The Supplier must record lessons learnt throughout the duration of the project and will be required to: 
· attend lessons learnt meetings,
· contribute to a constructive evaluation of the project
· identify areas for further improvement and innovation in future sampling tests and trials. 
2 lessons learnt meetings will take place: 1 following test administration and another at project closure.  
If an early lesson is identified that may have an impact on the remainder of the project, a change request may be raised – in accordance with guidance in the Trialling and Sampling Framework Schedule 5 – in order to alter planned approaches.
	w/c 29 June 2020
w/c 2 November 2020

	1.5
	Sub-contracting arrangements
	The Supplier must provide confirmation that all sub-contracts are in place and provide details of all sub-contractors for STA’s approval.
	w/c 1 October 2019

	2
	Equalities
	An equalities plan must be submitted in accordance with section G4 of the Trialling and Sampling Framework at regular intervals during the project:
· first report within 15 working days following the start-up meeting.
· equalities report at midway point.
· final equalities report at end of project.



	
30 October 2020
27 April 2020
2 November 2020

	3
	Exit and Transition
	Supplier to submit exit and transition plans for review and sign-off to cover the following scenarios:
· routine exit 
· emergency exit after completion of test administrator training events 
· emergency exit after completion of scanning 
	25 September 2019

	4
	Security plan and Departmental Security Assurance Model (DSAM)
	Supplier’s security plan agreed and signed off.
The Supplier must undergo a Security Assurance Assessment using the DSAM. The process will begin at start-up and must be completed by 30 March 2018. Any sub-contractors must complete the HM Government Supplier Assurance Questionnaire as part of the DSAM process.
Further information on the DSAM process is provided at Annexe B.
	12 November 2019

27 March 2020

	5
	Systems test strategy and plan
	The Supplier must document a systems test strategy and plan and submit to STA for review. 
	16 October 2019

	6
	Approach to incident and problem management 
	The Supplier must document an approach to incident and problem management and submit to STA for review.
	16 October 2019

	7
	Helplines
	The Supplier must submit a helpline forecast, resource management plan and training schedule to STA for approval.
	17 March 2020

	 8
	Inform schools of statutory participation
	Confirmation of school participation
STA will inform schools on 27 April 2020 that they have been selected to participate in the science tests. STA will also contact LAs and controlling academy trusts to inform them of schools that will be required to participate before schools are informed.  
The Supplier must confirm that schools are aware of selection, work with them to agree suitable test dates (within the 8–19 June window) and provide the final timetable for administration of the tests to STA by 5pm on 15 May 2020.  
Confirmation of pupil participation
The Supplier must inform each school 5 working days before scheduled test administration, which of their pupils (5 or 10 depending on TPT participation) have been selected to sit the tests, taking account of school national and religious holidays, in accordance with the agreed test administration timetable. 
	


15 May 2020
(fixed date)


22 May – 12 June 2020
 (fixed date)

	9
	Guidance documentation
	The Supplier must work with STA in order to update the test administration guidance, administrator questionnaire, administrator training materials and attendance register.
The Supplier must contribute to and jointly sign off guidance for participating schools that will be drafted by STA, and published on GOV.UK
	28 February 2020
6 April 2020

	10
	Recruitment of administrators
	The Supplier must recruit administrators according to the capacity model that will be agreed as part of the administrator recruitment, training and management strategy.
	27 March 2020

	11
	Allocation of administrators
	The Supplier must provide an assurance statement detailing the allocation of administrators to schools.
	12 May 2020

	12
	Training of administrators
	The Supplier must train administrators specifically for the administration of these tests. All materials will need to be printed and collated in advance. STA will attend training events and deliver parts of the training as agreed by both parties. The supplier must propose an efficient and cost effective method by which to deliver training as detailed in the Administrator Recruitment and Training strategy. Training venues must be made available in London, Birmingham and Manchester, to ensure regional spread, and should be accessible using public transport.
	4 May 2020

	13
	Test booklet scanning specification
	The Supplier must work with STA to agree a final test booklet scanning specification.
STA will provide the supplier with specifications (including dimensions, colours and finishing) and pagination and quantity estimates for the test materials by 25 September 2019. Estimates are provided in Section 1.c.
The Supplier must provide the scanning elements specification to STA by 23 October 2019 so that STA can apply them to the test materials artwork.
The Supplier must propose a quality assurance regime by 23 October 2019, that ensures the printed test materials match the STA specifications and the signed-off production proofs are free from defects that would prevent pupils accessing the tests as intended, and are compatible with the scanning and image capture process.
	23 October 2019
(fixed date)

	14
	Print reassurance and end-to-end testing report
	The Supplier must provide confirmation and proof that print quality can be achieved, scanning processes work and sample data and data elements that are used to drive the process can be used as planned. 
	5 February 2020
(fixed date)

	15
	Production
	STA will hand over test booklets to the Supplier for printing for SST on 31 January 2020 and TPT on 6 April 2020. The Supplier must produce sufficient quantities of materials (standard and modified) to the required quality standards.
	To be agreed

	16
	Collation and distribution of materials to administrators
	The Supplier must create school batches, create administrator consignments and distribute to administrators. 
	3 June 2020

	17
	Test administration 
	The Supplier must ensure the administration period is managed securely, with the correct pupils sitting the correct test booklet combinations and administration documentation being completed fully and accurately.
	8 – 19 June 2020 
(fixed date)

	18
	Validation of returned scripts and reporting of any missing or lost scripts
	The Supplier must provide evidence that all materials have been returned and are accounted for within the agreed timescales. The Supplier must validate returned scripts and provide a written report to STA on any scripts that are missing or lost or have been removed for any reason. 
	9 July 2020

	19
	Scanning and matching
	The Supplier must provide confirmation that all scripts have been successfully scanned (or dealt with as unscannables) and that pupil-script matching is complete and accurate. 
	To be agreed

	20
	Coding capacity model
	The Supplier must submit a coding capacity model (see section 1.c for details) for both SST and TPT to STA for approval by 29 October 2019. 
STA will approve the coding capacity model by 12 November 2019.
	29 October 2019

	21
	Approach to management of coding windows
	The Supplier must submit an approach to management of coding windows document to STA for approval. This document must include: 
· a coding plan which sets out how coding will be managed and must include a decision log
· an escalation process
· a coder communications plan
· standardisation rules
· deadlines for all activities
	29 October 2019

	22
	Coder training plan
	The training plan (see section 1.c for details) must be submitted to STA for approval. 
	19 November 2019

	23
	Senior Coder recruitment
(SST)
	The Supplier must recruit and contract the SST senior coding team according to the hierarchy agreed in the coding capacity model, to be completed by the date opposite.
	6 January 2020

	24
	Senior Coder recruitment
(TPT)
	The Supplier must recruit and contract the TPT senior coding team according to the hierarchy agreed in the coding capacity model, to be completed by the date opposite.
	14 February 2020

	25
	Coder recruitment
(SST)
	The Supplier must recruit SST coders according to the agreed coding capacity model (see section 1.c for details) to be completed by the date opposite.
	27 March 2020

	26
	Coder recruitment
(TPT)
	The Supplier must recruit TPT coders according to the agreed coding capacity model (see section 1.c for details) to be completed by the date opposite.
	2 July 2020

	27
	Initial sample of scripts  
(SST)
	Initial sample of scripts (at least 100 scripts per test version) for SST must be available on screen for the selection of items for ongoing quality assurance.
	To be agreed

	28
	Initial sample of scripts  
(TPT)
	Initial sample of scripts (at least 100 scripts per test version) for TPT must be available on screen for coding frame development, selection of standardisation scripts and items for ongoing quality assurance and preparation of coder training materials.
	To be agreed

	29
	Coders trained
(SST)
	The Supplier must train coders for SST to the specification agreed with STA.
	3 July 2020

	30
	Coders trained
(TPT)
	The Supplier must train coders for TPT to the specification agreed with STA.
	7 September 2020

	31
	Coders standardised
(SST)
	The Supplier must confirm that sufficient numbers of coders have successfully passed standardisation to code SSTs. Two standardisation sets must be conducted.
	To be agreed

	32
	Coders standardised
(TPT)
	The Supplier must confirm that sufficient numbers of coders have successfully passed standardisation to code TPTs. Two standardisation sets must be conducted.
	To be agreed

	33
	SST and Anchor tests Coding
	The Supplier must ensure that all coding for SST and TPT anchor tests[footnoteRef:2] is completed and that the procedures and quality checks documented in the relevant product descriptions have been completed. [2:  An anchor test is a set of items that is similar in content and coverage to a live test. Anchor tests are used during each technical pre-test to compare how items perform each year. STA can then make judgements about the comparative difficulty of different items within different tests.] 

	To be agreed

	34
	TPT Coding
	The Supplier must ensure that all coding for TPT is completed and that the procedures and quality checks documented in the relevant product descriptions have been completed.
	To be agreed

	35
	Coder coding quality assurance data 
(SST)
	The Supplier must accurately capture coder coding quality assurance (QA) data for standardisation and ongoing coding QA for all coders and provide the data to STA in an electronic file format to be agreed with STA. The Supplier must conduct a coder grading process as part of performance management. The Supplier must also hand over a file of all coders’ queries, the names of the coder and supervisor, the children’s responses and how each was coded.
	To be agreed

	36
	Coder coding quality assurance data 
(TPT)
	The Supplier must accurately capture coder coding quality assurance (QA) data for standardisation and ongoing coding QA for all coders and provide the data to STA in an electronic file format to be agreed with STA. The Supplier must conduct a coder grading process as part of performance management. The Supplier must also hand over to STA a file of all coders’ queries, the names of the coder and supervisor, the children’s responses and how each was coded.
	To be agreed

	37
	Coder register
	The Supplier must maintain a register of coders’ details (owned by STA) and provide to STA on the following basis:
1. Upon the Supplier contracting sufficient coders required to reach the agreed coding capacity for SST and TPT. 
2. On a monthly basis to take account of any changes to the coding hierarchy and inform STA of initial coder grades.
3. At the end of the test cycle to inform STA of final coder grades.
A complete copy of the final Coder Register must be provided to STA (who may use it as required), within three weeks following the coding completion deadline for TPT. 
Coder Register requirements are outlined at Appendix 2.
	Ongoing from the start of coder recruitment

23 October 2020

	38
	Data capture of questionnaires 
	The Supplier must capture all responses from the administrator questionnaires and provide the data to STA in an electronic file in a format to be agreed with STA. Further, the outcomes from the analysis of the questionnaires must be provided in the report template at Appendix 2.
	30 July 2020
(fixed date)

	39
	Data capture of attendance codes
	The Supplier must accurately capture all data from attendance registers and provide this to STA.
	24 July 2020

	40
	Preliminary data feed - item level (SST)
	The Supplier must securely provide a data feed of item level data – at the lowest code capture level – (minimum 10% of data for each paper) to STA in an electronic file format to be agreed with STA.
The Supplier must confirm that all checks documented in the Data capture and quality of data and On-screen coding and coding quality assurance measures product descriptions have been completed.
	24 July 2020

	41
	Data feed - item level 
(SST)
	The Supplier must securely provide 100% data feed of item level data at the lowest code capture level - to STA in an electronic file format to be agreed with STA.
The Supplier must confirm that all checks documented in the Data capture and quality of data and On-screen coding and coding quality assurance measures product descriptions have been completed.
	14 August 2020
(fixed date)

	42
	Preliminary data feed - item level (TPT)
	The Supplier must securely provide data feed of item level data at the lowest code capture level (minimum 10% of data for each paper) to STA in an electronic file format to be agreed with STA.
The Supplier must confirm that all checks documented in the Data capture and quality of data and On-screen coding and coding quality assurance measures product descriptions have been completed.
	25 September 2020

	43
	Data feed - item level (TPT)
	The Supplier must securely provide 100% data feed of item level data at the lowest code capture level - to STA in an electronic file format to be agreed with STA.
The Supplier must confirm that all checks documented in the Data capture and quality of data and On-screen coding and coding quality assurance measures product descriptions have been completed.
	19 October 2020
(fixed date)

	44
	Final administration report
	The Supplier must produce a test administration report with the level of detail and in the format set out in the Functional Requirements (section 1.c.). The trial administration report should be split into three parts: A, B and C. 
· part A – administration report
· part B – analysis of questionnaire data
· part C – reporting on the test papers
	
10 August 2020


	45
	Handover electronic archive 
	The Supplier must hand over electronic archives of test scripts and administrator questionnaires to STA as described in section 1.c.
	28 August 2020
(SST & TPT anchor tests)
30 October 2020 (TPT)

	46
	Handover of coder training materials and coding frames
	All training materials and finalised coding frames must be handed over to STA in the format agreed with STA.
	28 August 2020 (SST)
30 October 2020 (TPT)

	47
	Exit
	Routine exit plan successfully completed.
	30 October 2020

	48
	Apprentices
	The Supplier is required to support the DfE apprenticeship policy and shall employ apprentices and report the numbers of apprentices employed during the delivery of the contract for STA.
	30 October 2020
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	1. Specification of Requirements

1.c. Functional Requirements

	Subjects
	2020 key stage 2 (KS2) national curriculum science sampling test (SST) and KS2 science technical pre-test (TPT)

	Sub-Contractors
	The Supplier shall ensure that every proposed sub-contractor, consortium member and adviser abides by the requirements of the Framework Agreement and this ITQ.

	Project Management
	The Supplier must use a product breakdown structure to illustrate the products required in delivery of the project. 
Product descriptions (PDs) must be provided for, but not limited to, the following deliverables and agreed with STA. PDs should consider the quality criteria, quality tolerances and quality method in line with PRINCE2 methodologies:
· trial administration and test administration guidance
· recruitment and contracting of coders
· recruitment, management and training of administrators
· training of coders and coder training plan
· coder training, practice and standardisation materials
· end-to-end testing
· tests and administrative materials produced
· school, coder and administrator consignments fulfilled
· scripts collected and scanned for onscreen coding
· on-screen coding and coding quality assurance measures 
· data capture and quality of data
· school facing systems
· school communications
· helplines
· security
STA will sign off all PDs and these must be referred to by the Supplier when creating deliverables during delivery.
PDs must be used at the handover of each deliverable to check that the quality criteria detailed by the Supplier have been achieved before consideration for sign-off by STA. The template provided at Appendix 3 should be used.
Full risk and issue logs must be submitted for review by STA in advance of the start-up meeting. Key risks will be monitored through senior supplier meetings during the course of the project. Risks should have clear management and contingency plans. Where sub-contractors are involved, the Supplier must define the sub-contractors and their credentials, to provide assurance that they are equipped to deliver the planned work. Logs should be maintained and used at project meetings to highlight the risks that have changed RAG status, are of high severity or in close proximity or to highlight issues. The full risk log must be available for STA to review upon request throughout the course of the project. 
A product-based project schedule must be maintained and shared with STA fortnightly. The preferred format for this is MS Project; however, an Excel workbook will be accepted. The schedule must be detailed and kept up to date and all changes must be discussed and agreed between the Supplier and STA at checkpoint meetings.  
A highlight report must be created and used to present project progress at checkpoint meetings.
A document tracker must be created, listing all documents, their ownership and timescales for when they are due for delivery, review and sign-off. 

	Change control

	A change request must be completed for all proposed variations to the contract or key changes to approach that might introduce risk or have security implications. This applies whether or not there is any reduction or increase in costs. A change request template has been provided at Appendix 3. In order to be able to authorise changes, STA will require a detailed, transparent breakdown of:
· the rationale for the change
· the intended approach to implementation
· the operational, financial, security and reputational implications of the intended approach

	Management Information (MI)
	MI will be required at various points throughout the project. The precise content, timing and frequency of MI will be agreed through signed off PDs. MI must include, but is not limited to:
Informing schools:
· school confirmation of participation
· school withdrawals on the basis that all pupils nominated are working below the standard
· agreement of test dates
· agreement to participate in teacher questionnaires
· confirmation of pupil selection
· access arrangements 
· requirements for modified test versions
Helpline:
· helpline call volumes and types (including complaints)
· abandoned calls

Print:
· print progress against forecast for:
· test materials (standard and modified)
· coder training materials
· administrator training materials and guidance
· evidence of the application of the quality criteria documented in the PD
· reported issues by administrators and coders
Fulfilment:
· progress against forecast for the collation of:
· school batches
· administrator packs
· coder and administrator training materials
· evidence of application of the quality criteria documented in the PD
· reported issues by administrators and coders
Logistics:
· progress with deliveries against forecast to and from administrators and coders shown as both number of packages and number of recipients
· details of delivery exceptions for each despatch
· parcel tracking (ongoing at points when scripts are in transit) – to and from administrators
Administration:
· administrator recruitment against target and forecast
· allocation of administrators to schools against forecast
· administration progress
Scanning:
· scanning progress against forecast
· script matching progress against forecast
· the number of non-scannable scripts received and a reason for each
Missing and lost scripts:
· details of all unaccounted for scripts and their status in the missing and lost pipeline

Coding:
· Coder recruitment and contracting progress against forecast
· Provision of UAT data (for Standardisation scripts) 2 working days after UAT coder standardisation 
· coding progress against forecast - precise requirement to be defined in the On-screen coding and coding quality assurance measures product description once coding model is defined
· unscannable scripts coding progress
· coding capacity against stated requirement
· coder status: number of approved, suspended, stopped, withdrawn
· coding at risk of being reallocated due to coders being stopped 
· monthly reporting on coder register and coding capacity
· coding quality assurance data – including information on number of seeds[footnoteRef:3] failed and where changes have been made to coders’ marks by supervisors  [3:  A seed is a pre-coded test question that appears as a quality assurance check for coders. The code awarded by the coder is compared to the code awarded by the senior hierarchy to ensure the coding scheme is being accurately applied.] 

· destruction of training materials
Data capture:
· progress of attendance register data capture
· capture progress in relation to administrator questionnaires
Service management:
· monthly service management report

	Equalities
	For details, please refer to Section G4 of the Trialling and Sampling Framework.
An equality plan must be submitted at regular intervals during the project:
· following the start-up meeting
· at midway point
· final equalities report at end of project
Refer to 1.b deliverables and outputs section for dates.

	Exit and Transition
	The Supplier must submit draft routine and emergency exit and transition plans in advance of the project start-up meeting with sign-off being no later than one month following this. The routine exit plan should describe what activity would happen as a result of exit of the call-off at the natural end of the work. A template is provided at Appendix 3.
The Supplier will also be required to submit emergency exit and transition plans. These are scenario-based plans to describe what activity will happen as a result of exit at various stages of contractual delivery. Scenarios will be provided at project start-up.

	Test Type and Administration
	The test administration window will be 08 – 19 June 2020. 

	
	Item Validation Trial (IVT)
	Technical Pre-Test (TPT)
	Science Sampling Test (SST)

	
	N
	Y
	Y

	
	Requirement for each pupil:
1,900 schools will participate in the live science sampling test, with 5 pupils per school sitting the test. 900 of the 1,900 schools will also participate in the technical pre-test, with an additional 5 pupils per school sitting the TPT. 
Each pupil will sit one complete test comprising 3 test booklets – known as a combination – for either the SST or the TPT. Each booklet (for both SST and TPT) will take 25 minutes. There can be a break between each booklet.
The booklets must be administered in the order specified in the combination tables provided by STA.  Example tables are included below. Final combination tables for SST and TPT will be provided by STA on 6 March 2020.
All tests must be administered securely by trained administrators.
Each pupil must complete their 3 tests on the same day.

	Versions for Sampling and Trialling

	Science Sampling Test (SST)
15 test booklets to be administered in different combinations. The 15 test booklets used in the 2018 SST will all be re-used in 2020.

One SST combination will be required to be manufactured in standard format, modified large print format and UEB Braille format. Another SST combination will be required to be manufactured in standard format and enlarged print format. See table below.

Technical Pre-test (TPT)
12 test booklets – including 3 anchor booklets – to be administered in different combinations.

One TPT combination will be required to be manufactured in enlarged print format.

SST and TPT
The test combination and order in which tests should be administered to each pupil, along with associated timings, will be detailed in the attendance register.

The Supplier must ensure that the correct pupil sits the correct combination of tests, in the correct order. Any pupil absences must be recorded in the attendance register. There must be no substitutions, with the exception being the requirement to substitute a modified test combination for those pupils who require it, and to inform STA of this change.

Test booklets contain an average of 34 coding requirements, so there will be an average of 34 coding boxes per test booklet in 2020.


	Target Group and Delivery Mode

	The combination tables provided below are examples only; final combinations will be provided by STA as detailed in the dependencies table. 

The ‘Number of pupils’ column specifies the number of pupils that STA will assign to each combination, with the exception of the modified combinations, which specify the number of pupils who required those combinations in 2018 (or 2016 for enlarged print in the TPT or braille in the SST). The number of pupils for modified combinations are indicative and cannot be confirmed until schools confirm their pupils’ requirements in 2020.

	SST

	Combination
	Position
	Number of pupils

	
	1st
	2nd
	3rd
	

	1
	SS001B
	SS010C
	SS011P
	633-634

	1b (Braille UEB)
	SS001B
	SS010C
	SS011P
	2

	1m (modified large print)
	SS001B
	SS010C
	SS011P
	7

	2
	SS002B
	SS008C
	SS012P
	633-634

	3
	SS003B
	SS007C
	SS013P
	633-634

	3m (enlarged print)
	SS003B
	SS007C
	SS013P
	22

	4
	SS004B
	SS006C
	SS015P
	633-634

	5
	SS005B
	SS009C
	SS014P
	633-634

	6
	SS010C
	SS013P
	SS002B
	633-634

	7
	SS008C
	SS015P
	SS003B
	633-634

	8
	SS007C
	SS014P
	SS004B
	633-634

	9
	SS006C
	SS011P
	SS005B
	633-634

	10
	SS009C
	SS012P
	SS001B
	633-634

	11
	SS011P
	SS003B
	SS009C
	633-634

	12
	SS012P
	SS004B
	SS010C
	633-634

	13
	SS013P
	SS005B
	SS008C
	633-634

	14
	SS015P
	SS001B
	SS007C
	633-634

	15
	SS014P
	SS002B
	SS006C
	633-634

	 

	TPT (including 3 anchor booklets)

	Combination
	Position
	Number of pupils

	
	1st
	2nd
	3rd
	

	1
	STPT01
	STPT06
	STPT11
	375

	1m (enlarged print)
	STPT01
	STPT06
	STPT11
	35

	2
	STPT02
	STPT07
	STPT12
	375

	3
	STPT03
	STPT08
	STPT13
	375

	4
	SS005B
	SS010C
	SS015P
	375

	5
	STPT06
	STPT12
	SS005B
	375

	6
	STPT07
	STPT13
	STPT01
	375

	7
	STPT08
	SS015P
	STPT02
	375

	8
	SS010C
	STPT11
	STPT03
	375

	9
	STPT11
	SS005B
	STPT07
	375

	10
	STPT12
	STPT01
	STPT08
	375

	11
	STPT13
	STPT02
	SS010C
	375

	12
	SS015P
	STPT03
	STPT06
	375


				

	Informing schools of participation
	General requirements
All communications to schools must be STA branded and shall not refer to the Supplier unless necessary and agreed with STA.
STA will sign off all communications to schools for style and content, including scripts for telephone communications.
The Supplier must sign off all communications in terms of accuracy of facts and procedures relating to Supplier systems and processes.
A product description outlining the Supplier’s school communications approach will be required. This should be drafted following consideration of STA’s over-arching communications strategy, which will be provided for review 10 working days before the start-up meeting.
Specific arrangements
Confirming school participation
The Supplier must ensure that all selected schools have:
· either acknowledged their participation, or confirmed that all of their pupils are working below the expected standard of the tests
· provided a contact name and details for future correspondence
· agreed a time and date, within the agreed test administration period of 8 to 19 June 2020, when tests will be administered. All testing must take place in a school on the same day and at the same time, unless permission has been granted due to a specific, access arrangements related exception  
· confirmed whether a year 6 teacher will be available to discuss the TPT tests with an STA representative and if so, are advised that STA will be in touch with schools to arrange this 
If a school asks to be withdrawn from the tests for any other reason than that all of their pupils are working below the expected standard of the tests, the Supplier must refer the request to STA.
In confirming this information, the Supplier must ascertain if the school has pupils that, if selected, would require access arrangements and what those might be.
Confirming pupil participation
The Supplier must inform schools of the pupils who have been selected to sit tests 5 working days before the tests are to be administered. Further, they must obtain from the school the necessary information about individual pupils that will impact on the administration of the test and agree appropriate arrangements such as:
· any access arrangements that need to be made for a pupil
· requests for additional time 
· requirements for modified materials. Pupils who have been selected to participate in the TPT and require modified large print or Braille materials will be given the live modified materials and will participate in the SST. Braille materials will be offered in Unified English Braille (UEB). If schools require specialist advice about requirements for modified materials, STA will provide contact details for its contracted modified test agency who will be able to help
· availability of school staff to act as readers, scribes, translators or provide other forms of support. If necessary, a separate session may be arranged for pupils using access arrangements on the same day but at a different time 
· support for pupils with challenging behaviour in line with normal classroom practice
· pupils who should be excused from participating on the basis that they are working below the expected standard of the test 
· pupils who should be excused from participating on the basis that they are working at the expected standard but are unable to access the tests, even with appropriate access arrangements 
· If the school believes that there is another reason why a pupil should not take the test, they must seek guidance from the supplier who must refer to STA for a decision on a case by case basis
· pupils who have left the school (in which case, there must be no substitution)
Wherever possible this activity should be completed on day 1 of the 5-day window prior to test administration. STA will work with the Supplier to help to verify requests and agree appropriate access arrangements with schools. 
Where necessary, administrators may be required to contact schools in advance of the test day to discuss specific modifications or requirements for access arrangements. Estimated access arrangements volumes, based on previous sample testing, are documented at Appendix 4. 
Detailed information about the use of access arrangements and what may be allowed will be provided in the Test Administration Guidance and further guidance may be provided in the administrator training sessions.
No substitution of pupils is allowed under any circumstances; only those pupils selected by STA must sit the tests. The only exception is when a pupil selected for the TPT requires modified large print or Braille materials, in which case the pupil will participate in the SST.
Timetable variations, early opening (other than arrangements that have been agreed with and managed by the administrator), special consideration and compensatory marks are not applicable to science sampling.  

	Updating trialling documentation
	The Supplier will draft the test administration guidance, having been provided with key information on administration and access arrangements by STA. The guide and associated quality criteria will be described in the Trial administration and test administration guidance product description, but must comply with the following general requirements:
· logical structure, for example, chronological
· concise and free from repetition
· clear key messages 
· factually correct
· free from jargon
· easy to read, for example, avoiding large paragraphs of text, favouring bullet points
STA will provide information to inform this document before the start-up meeting. An early draft of the test administration guidance should be provided to STA for review by 6 January 2020.
The Supplier will provide an attendance register for administrators to complete at the end of the testing period. The register must include the attendance codes required for capture by STA and the data outlined in the attendance register section below. STA will sign off the attendance register prior to and following production. 
Administrator questionnaires will be updated by STA. The Supplier will have the opportunity to contribute to questionnaire design and should include in the timeline the opportunity to test questionnaire design prior to data capture.
The Supplier must draft administrator training materials. STA will contribute to the materials prior to joint sign-off by the Supplier and STA.

	Administrator recruitment
	The Supplier will be responsible for determining the number of administrators required to administer the tests.  
The Supplier must ensure that there is adequate geographical coverage and that appropriate individuals are recruited – see section SA2.3 of the Trialling and Sampling Framework.
Although schools will be asked to provide assistance in line with normal classroom practice, consideration should be given to the approach to administration of modified tests and access arrangements. The Supplier must ensure that where pupils are using modified materials, the administrator has the appropriate skills and knowledge to administer the tests correctly.
Once the school sample has been selected, the Supplier must allocate administrators to schools, ensuring full coverage. Should there be a school with a high number of pupils requiring access arrangements or modified test versions, such that administration may be complicated or needs to take place in more than one sitting, the Supplier may consider allocating more than one administrator.
The Supplier must ensure that recruitment is in line with the agreed administrator capacity model (which should be documented as part of the administrator recruitment, training and management strategy) and that it remains so, managing withdrawals, and other issues, up to the end of the testing period. 
All administrators must complete a declaration of interest to confirm if they have any close relatives sitting the tests in 2020.

	Administrator Training
	The Supplier must determine the most appropriate means by which to train administrators and agree the approach with STA.
The finalised test administration guidance must be provided to administrators prior to any training to allow any questions to be raised and answered.
The Supplier must ensure that all administrators attend specific face-to-face training for this test administration. STA will attend and provide aspects of the training, as agreed between STA and the Supplier.
Training must ensure that administrators work according to requirements in the areas of:
· setting expectations of behaviour as a representative of STA
· confidentiality
· the context of live sampling and technical pre-testing
· receiving materials and confirming receipt
· storage at home, including the requirement for materials to be locked in a secure cabinet at all times when not in use by the administrator
· security procedures to be followed to ensure the integrity of the materials. This includes information about confidentiality and security, particularly in relation to the use of social media and electronic communication
· working with schools, including making arrangements for pupils with specific educational needs
· secure transportation of materials
· security procedures within schools, including the requirement that all materials are accounted for and collected at the end of test administration  
· administration of the tests, including ensuring that appropriate access arrangements are in place and operating effectively
· completing administration documentation, such as attendance registers
· escalation procedures in the event of security incidents
· what to do in the event of emergency during test administration 
Where the administrator will be required to interact with systems in order to fulfil their responsibilities, the Supplier must ensure that system familiarisation training is included in the training.
It is the Supplier’s responsibility to determine the level of support required for administrators following their training. 
Some aspects of the training may be reinforced in an online version. It is recommended that training takes place no more than 6 weeks prior to test administration. However, where this cannot be accommodated due to training requirements for other trials, the Supplier is advised to consider refresher training on particular aspects of training. This may also be targeted to specific individuals, such as administrators who will be required to administer modified tests or complex access arrangements.
The Supplier will source suitable venues and ensure that adequate refreshments and catering are provided. A venue checklist is provided at Appendix 3. Training venues must be available in London, Birmingham and Manchester, and should be accessible using public transport.
STA will review and contribute to training materials and work collaboratively with the Supplier to set agendas to ensure that training is fully effective.  
The Supplier must ensure that only appropriate individuals are allowed to administer tests in schools and should take action to withdraw contracts from administrators who do not perform or behave appropriately during administrator training or subsequently.

	Attendance register
	The Supplier must design and implement an attendance register solution – to be agreed with STA – that will enable the accurate recording of the attendance status of each pupil (per booklet) by the administrator and the reconciliation of scripts received and not received for coding. 
As a minimum, the attendance register must record:
School level
· school name 
· school DfE number
Pupil level
· unique pupil identifier (provided by STA)
· full name
· date of birth
· attendance status per booklet (required status codes – and their meaning – will be provided by STA)
An example attendance register is provided at Appendix 2.
In advance of handover, the Supplier must provide STA with assurance that the solution is set up to produce the data in the format specified by STA by generating data feeds for user acceptance testing. 
Attendance data must be captured and provided to STA on or before the date of the preliminary data feed.

	Scanning and matching
	Prior to scanning, the Supplier must devise a process which enables the Supplier to:
1. Confirm that all expected components of a pupil’s test script are present, when compared to the pupil’s attendance status on the register.
2. Record at component level, where a test script is missing, partly missing or defaced.
3. Make corrections where the test script and attendance register do not exactly match.
4. Resolve either of the situations in 2 or 3 above with schools and administrators before making corrections, being mindful of minimising burden on schools.
The process must record an audit trail of all changes to the attendance register.  
M1.32 of the Trialling and Sampling Framework applies.
Scanning and matching progress profiles must be agreed with STA before scanning and matching commences. Profiles must clearly indicate tolerance in relation to the anticipated and required rates of coding in order to ensure a continual supply of work for coders until coding is complete. The critical point at which coding completion would be affected by failure to scan efficiently must be clear. Available contingency options to recover – should scanning fall behind schedule – must also be defined in the risk log.
Sections M1.33, M1.37, M1.39 and M1.40 of the Trialling and Sampling Framework also apply.
The Supplier must identify scripts that cannot be scanned and make arrangements to have them coded manually, for example, modified tests and scripts that are slightly damaged.

	Collation of test materials
	The Supplier must collate materials for administrators in accordance with the requirements in sections PL3.1 and SA1 of the Trialling and Sampling Framework.
The Supplier must create batches for each school, containing the designated papers for each school’s selected pupils. Materials for each school must be double wrapped separately in tamper evident packaging, including those schools that have a common administrator, in order to prevent errors in administration.
The Supplier must create consignments for each administrator, containing only the school batches allocated to that administrator and any supplementary documentation, stationery and packaging for script return. Each layer must be addressed to the recipient and should also confirm the return address of the sender.
Consignment packaging must be robust enough to remain intact under normal handling conditions within the distribution process. The Supplier must carry out assurance tests (as agreed with STA) and demonstrate to STA, at the process walk-through, that the chosen packaging is fit for purpose.
The Supplier must provide STA with details of its collation quality assurance processes and must provide 3 collation approval packs using dummy data (as provided by STA).
The collation approach must fully consider the requirement to provide modified materials for administration and that modified requirements will not be confirmed until a maximum of 5 days before test administration.

	Secure Deliveries of Test Materials
	The Supplier must provide a logistics service to deliver consignments to administrators and to collect completed scripts from administrators for delivery to the scanning point. 
The Supplier must balance the risk of ensuring that materials are with administrators in good time with the risk of breach of security.
The Supplier should avoid including too many different test booklet versions within a single package, where possible.
If an external or sub-contracted coding/scanning agency is used, deliveries to the coding/scanning agency must be collated and packaged in accordance with the requirements specified in section PL3 of the Trialling and Sampling Framework. A delivery manifest and handover form must be included with all deliveries.
The logistics service must enable packages to be tracked from collection to delivery and the Supplier must be able to account for materials at all times. Packages must:
· be delivered only to the intended recipient
· not be damaged in transit
· not be lost in transit
STA considers any deliveries that do not meet the criteria above to be critical exceptions that heighten the risk of early public disclosure of confidential test materials, which could invalidate the tests and cause considerable reputational damage to STA. 
Any missing or lost packages must be treated as a major incident and STA informed immediately.
 For critical exceptions, the Supplier must:
· Notify STA of the incident immediately upon discovery and provide a detailed report and approach for resolution within 2 hours
· Implement resolution measures and provide updates twice daily, or as otherwise agreed with STA, until the issue is resolved
For administrator consignments, the Supplier must despatch replacements where the original consignment cannot be quickly located or is damaged beyond further use. The original consignment must be returned to the Supplier if retrieved at a later date, although damaged consignments must be made secure before return. Any replacement materials must be tracked and the same procedures followed as in the original delivery.
After resolution, the Supplier must provide a report to STA that describes the incident, timelines and steps taken to resolve the issue and to prevent it happening in future. 
The Supplier must propose an incident management plan to describe their approach to handling both critical exceptions and other typical exceptions that could prevent first-time delivery, for example, recipient not available to take receipt of the delivery. Non-critical exceptions must be notified to STA within 24 hours and updates provided daily.  
A security incident reporting template is provided at Appendix 3.
Daily management information (MI) must be provided to STA throughout the delivery period at 09:00hrs and 17:00hrs.   

	Test Administration
	Detailed test administration guidance will be drafted by the Supplier, with contributions from STA. This document will be jointly signed off.
The requirements of test administrators may include, but are not limited to, the following activities. 
Prior to test administration, the administrator must:
· securely transport test materials to the school and ensure that all materials are present
· ensure that they have details of any specific arrangements made for the pupils sitting the tests, such as access arrangements
· attend the school on time, show photographic ID and introduce themselves
· ensure that a suitable venue and layout for testing has been allocated and that school representatives are available as required and agreed
· accommodate STA observers
· ensure that confidentiality forms are signed by all individuals, other than pupils, who have access to test materials or are present during testing
The administrator must ensure that test materials remain secure at all times.
All requirements for modification must be discussed with the school and completed by the Supplier.
Materials must not be photocopied by schools under any circumstances. The Supplier must photocopy tests onto coloured paper at the request of schools. This might apply to requests for test papers on pink, blue, yellow, green, lilac or cream paper. All test combinations must be photocopied onto coloured paper on request, because pupils must sit the test combination they were allocated. The Supplier must inform STA of all such arrangements.
Immediately after test administration, the administrator must complete the attendance register. They may need to ask for assistance in this from the school representatives who are present.
During test administration, the administrator must:
· adhere to the instructions within the test administration guidance and follow the prepared scripts when introducing the tests to pupils
· ensure that the correct pupils receive the correct test booklets, in the correct order. In 2014, 2016 and 2018, papers were personalised to facilitate this. The Supplier must ensure that their approach to this minimises risk
· confirm that agreed access arrangements are in place, referring to data collected prior to administration, and that no unauthorised arrangements occur
· ensure that pupils are given the correct amount of time to complete the tests. Given potential complexities with timing as a result of access arrangements, the Supplier should consider how it will ensure that the correct timings are adhered to by administrators, for example, the use of a timings grid for completion by administrators.
Following administration, the administrator must complete the administrator’s questionnaire. This will ensure that they can recall all relevant information and that materials can be sealed and not re-opened once the administrator has left the test room. Completion of the questionnaire should take approximately 10 minutes.
The administrator must ensure that all test materials, including unused materials, are collected and accounted for at the end of the test period, securely packaged for transportation and securely stored. Under no circumstances must test materials be left in schools.
If any issues arise, that require assistance, whilst the administrator is in the school, they should contact the Supplier for advice. The Supplier must ensure there are qualified and informed individuals available to take calls from administrators throughout the administration window.
The administrator will be expected to be in the school for c.2.5 hours.

	Test Observations
	STA staff may wish to observe test administration at a number of schools. STA staff may also wish to discuss the tests with approximately 30 year 6 teachers whose pupils participated in the TPT, in order to gain feedback on the performance of items and to inform the test development process.
The Supplier must provide details (dates, schools, locations) to allow STA staff to select the most appropriate schools to visit. Visits will be negotiated and agreed between STA and the Supplier.

	Return of scripts to Supplier
	The Supplier must ensure the secure return of all test materials – used and unused – from each school in accordance with Trialling and Sampling Framework requirement G3 by 23 June 2020. This includes test scripts, attendance registers, administrator questionnaires and supporting documentation.
The Supplier must provide a courier service for administrators to return the materials. The Supplier can provide alternative arrangements, such as administrators delivering in person, but must describe these in the Scripts collected and scanned for onscreen coding product description.
The incident management and exception process described in Secure Deliveries of Test Materials above applies to the return of scripts to the Supplier.
Administrators must securely return materials to the Supplier as soon as possible following administration but at least once a week. The administrators must not book collections with the carrier for Fridays to reduce the risk of packages becoming lost in the courier’s network over the weekend. 
Administrators must list the package contents on a manifest. On receipt, the Supplier must check the contents of all packages against the manifest. Any discrepancies must be reported to STA immediately, and within 24 hours of receipt of materials. The Supplier must provide details of the process in place to investigate and recover lost and missing materials by providing a security incident report in a timely manner. 
STA may request access to hard copies of individual test papers for maladministration script interrogation.

	Recruiting and contracting coders
	The Supplier must recruit and contract all coders, including senior coding teams, for both SST and TPT.
The Supplier will be responsible for the recruitment, contracting and management of a sufficient number of coders in order to complete all coding within the agreed milestone dates and to agreed quality standards. If required, the Supplier will recruit additional and new coders via GOV.UK
The Supplier must ensure that they recruit coders with the skills to code UEB Braille test scripts.
Section M1.5 of the Trialling and Sampling Framework also applies. References to marking in the framework apply equally to coding.
The Supplier is responsible for everyone they recruit. A breach in any aspect of test and/or trial security should be treated as severe, and STA would expect a full incident report to be completed, and information on the supplier’s next steps to be provided, at the earliest opportunity, regardless of where and when the breach was identified.
The detailed roles and responsibilities of the members of the senior coding team will be agreed between STA and the Supplier as part of sign-off of the coding capacity model. The Supplier must provide a list of proposed senior coders in their proposal, on the understanding that the list is provisional and likely to change, once dates, responsibilities and team structures are confirmed.
The Supplier may offer contracts for either SST or TPT or for both to a coder or senior coder and must confirm their approach in the coding strategy. Applicants who are not selected to be senior coders but meet the criteria to be coders and wish to participate, should be added to the coder pool.
The Supplier must submit draft contracts for each unique role to STA for comment. Contracts must include provision for coders to agree to their information being used by STA and its authorised third party organisations in future exercises.
It is desirable for coders of all ranks to have completed coding – to the required quality standards – in the 2018 science coding cycle or in previous trialling since 2012. Where this is not the case, coders must have qualified teacher status (QTS) and at least one year’s qualified teaching experience in science and key stage 2 or have equivalent experience in teaching science or other suitable experience in a scientific or educational field. It is desirable that lead and deputy lead coders have held senior roles in previous trials or live tests in science. 

STA will facilitate the distribution of invitations to coders by providing the current national curriculum register of coders to the Supplier. However, the Supplier must consider recruiting individuals who are not on this list and must develop criteria for selection, in agreement with STA. 

It is expected that a relevant, science-based task would be developed by the Supplier and undertaken by all applicants, including senior coder applicants. The high-level approach to recruitment and selection must be documented in the coding strategy.
The Supplier must provide a coding capacity model to STA that illustrates that they will recruit sufficient coders to code the test scripts in the given timeframe and aligns with the coding hierarchy that is provided by STA. The total recruited coding capacity should ensure an adequate level of coding and include additional capacity for any areas of risk identified by the supplier. The model should include, but not be limited to, the following information:
· roles and responsibilities of each member of the coding hierarchy – see Appendix 4
· required coder numbers: the number of coders (including senior coders) to complete all coding within the timeframe, including a coding forecast. In calculating this, the Supplier must consider the requirement to recode any items, code seeds, item groups or scripts from coders who have been stopped. The Supplier must also consider the way in which test scripts are split up to code (by item, item group or test booklet) which would contribute to determining the level of flexibility that may be present in the coding pool
· allocations: the minimum number of test items or item groups (whichever is relevant to the solution) coders and members of the senior coding team will be required to code
· amount of contracted spare coding capacity: the volume of unused coding capacity available as a contingency against unforeseen delays to coding progress due to coders withdrawing or not meeting the coding QA criteria
· a plan to describe how coders will be managed throughout the coding window to ensure that all coding will be completed within the agreed timeframe
As anchor tests will be consistent for SST and TPT, all anchor test scripts must be coded during the live coding window. The coding capacity model must reflect this requirement.
The coding capacity model must be agreed with STA 2 weeks following the start-up meeting. STA will provide 2018 test materials to the Supplier upon contract award in order to facilitate this. As some of these materials will be re-used in 2022 delivery, the Supplier must ensure that these materials remain secure and are deleted once no longer required.
A complete list of allocations including, but not exclusive of, allocation by item group, coder to coding teams and coders to items must be provided to STA, prior to the coding event.
The Supplier must ensure that they assign responsibility for acting as points of contact for escalation to the STA test development researchers (TDR) and that they minimise the number of individuals assigned to this role.

	Recruiting and contracting the senior coding team (SST and TPT anchor tests)
	Coding frame finalisation will be managed by STA. The Supplier will not recruit and contract coders for this exercise.
The Supplier will be responsible for the recruitment, contracting and management of the senior coding team, who will: 
· familiarise themselves with the coding frames for the test booklets and existing training and practice materials, in preparation for training coders
· Select standardisation materials using items from 2018, providing 2 sets of standardisation materials
· Carry out UAT on standardisation materials 
· select ongoing quality assurance materials using live test scripts 
· train coders 
· manage and support coders throughout practice, standardisation and coding, provide appropriate feedback and report on their performance to the Supplier
The Supplier must ensure that lead coders meet the standard by asking them to complete an assessment task.

	Recruiting and contracting the senior coding team (TPT)
	The Supplier will be responsible for the recruitment, contracting and management of the senior coding team, who will:
· work with STA TDRs to refine coding frames
· work with STA TDRs to produce training, practice, standardisation and ongoing quality assurance materials, providing 2 sets of standardisation materials
· train coders 
· manage and support coders throughout practice, standardisation and coding, provide appropriate feedback and report on their performance to the Supplier
The supplier must ensure that lead coders meet the standard by asking them to complete an assessment task.

	Coder Payment

	The Supplier must utilise an appropriate mechanism for paying coders throughout the coding hierarchy the correct amount for all work undertaken and completed, based on accurate data. This is likely to include analysis of information regarding the quantity of test script codes submitted or the time spent coding, supervisory duties undertaken and attendance at meetings. The total payment expected for each role should be calculated to ensure that it accurately reflects status in the coding hierarchy.
The Supplier must ensure compliance with employment law in payment of contractors. 
STA has provided the Supplier with a coder payment model at Appendix 4.
The Supplier must administer payments to coders and reimburse associated expenses. The Supplier must ensure that all expense claims are verified in order to mitigate fraud and may be required to provide evidence of this to STA. The Supplier must provide a mechanism to ensure that coders are paid without delay and in any case no later than 30 days after the completion of services.
Expenses structures are to be agreed with STA. Once approved, the Supplier shall not amend the terms on which coders are engaged without STA’s prior written consent.
The proposal must contain details of fixed and variable costs for coder recruitment. Costs must be transparent and presented in such a way as to allow STA to estimate the cost of call-off orders.

	Coder communications

	Section M1.2 of the Trialling and Sampling framework applies. 
Coder communications must be covered in the coding management strategy, coder training plan and approach to management of coding windows documents.

	Coder register

	The Supplier must provide a valid record in the coder register for all data fields required by STA. The Supplier must ensure that data from the coder register is accessible, up-to-date, 100% accurate and made available, in a format to be agreed by STA. See coder register requirements at Appendix 2.
The Supplier must ensure that all contracts with coders state that STA shall be the data controller (as defined in the data protection legislation) of any personal data that relates to the coders and that is processed in connection with national testing. The Supplier must also ensure that the contracts include notices stating the purposes for which personal data will be processed by STA and its Suppliers (one of which will be to audit the quality of the coding). The coder register must clearly identify which coders have given their permission for their details to be used in future recruitment exercises.
The coder register will be supplied as an Excel or equivalent file, with a minimum of a column per field and row per coder per test and will be encrypted to HM Government Security Policy Framework requirements and transferred via a secure portal or other secure transfer mechanism. Any passwords for encrypted files must be supplied via an ‘out of band’ transmission, that is, by telephone if transferred by email, or by email if transferred over an SFTP site.

The Supplier shall ensure that the storage and security of data relating to coders, including during its transfer to STA, complies with current data protection legislation. 

	Coder training plan
	The Supplier must develop a coder training plan which outlines who the Supplier will contract to deliver coding and how they will be trained. 

The plan must include:
· how and when the supplier will develop, print and distribute training materials
· what meetings will be held and their duration
· what will be the inputs, outputs and outcomes of each meeting
· what is the rationale for the selected approach
· venue details and staffing requirements for all planned activities requiring a venue 
· plans for test script logistics
· plans for test script security during training
· plans for training coders on use of the onscreen coding system
· the training materials that will be developed 

The coder training plan must be submitted to STA for approval by the date specified in section 1.b.



	Coder training
	Coders should be trained separately for SST and TPT, regardless of whether the same individuals are involved, due to the difference in timing of the coding windows. SST coding includes the anchor tests, which will be the same for SST and TPT.
The Supplier must ensure that coders attend face-to-face training events as required according to their role(s). All coders must attend training. 

Training events must include, but not be limited to:
· training for all coders (including seniors) on the use of the onscreen coding (OSC) system. It is highly desirable that this be face-to-face, hands on and using science, rather than another subject, to demonstrate the system. The Supplier must ensure that the OSC system has a practice area which allows coders to familiarise themselves with the functionality of the system away from the area containing live papers. Practice scripts must be science scripts. The Supplier must also produce step by step guides on the use of the OSC system for both senior and non-senior coders and where to go for support
· discussion and explanation of any administrative requirements
· explanation of the requirements of standardisation
· explanation of what will happen to the data generated by testing
· explanation of how comments made or responses flagged by coders will be dealt with
· the process of escalating coding queries 
· communication with the supervising coder and other coders
· security and confidentiality
· coder payments
· discussion of and training on the coding frames, delivered by the senior coders to their allocated teams
· the process and mechanism for monitoring coding performance and accuracy, including ongoing quality assurance checks
The Supplier must ensure that any specific training for coders that are coding modified test scripts is provided.
The Supplier must also ensure that STA and its nominated representatives (regulatory or stakeholder) are invited to attend all meetings and training events sufficiently in advance to allow travel and other arrangements to be made. It must also provide an agenda, details of the venue and relevant materials.
Training materials
Training materials from the 2018 SST will be re-used in the 2020 SST. 
SST training materials
The Supplier must manage the senior coders to: 
· select items for ongoing quality assurance checks using live responses (from an early sample of at least 100 scripts per test version)
TPT training materials
Training, practice and standardisation materials must be produced in the format agreed with STA in order to ensure that they may be re-used in future test cycles.
All materials used during the generation of coder training, practice and standardisation materials must be clearly identifiable as being draft. The Supplier must plan meetings with consideration to allowing enough time for work to be completed outside meetings and for updated materials to be printed for use at subsequent meetings. The Supplier must record and circulate actions from all meetings to ensure that agreed changes are monitored and implemented.
All individuals at each rank of the senior hierarchy should have equal input into this process. 
The Supplier must manage the senior coders to:
· work with STA TDRs to apply the draft coding frames (provided by STA) to live examples (from an early sample of at least 100 scripts per test version)
· complete coding frame development
· select standardisation scripts and items for ongoing quality assurance
· prepare coder training materials
Pre-coding
It is STA’s preference that all pre-coding will be coded on-screen. 
The Supplier must propose the most effective attendance pattern by senior markers at all pre-coding events. The supplier must ensure that senior markers are sufficiently familiar with the coding materials, to ensure an acceptable standard of coding and supervision. As a minimum, STA would expect all lead coders to attend all events, and deputy leads to attend events as deemed necessary by the Supplier.
STA require sight of the selection of training, standardisation and seeding processes so such activities must take place face-to-face. A certain amount of preparatory work may be completed remotely by senior markers in advance of face-to-face meetings. However, in order to understand the proposed scope of the remote activity, STA would expect the Supplier to outline such activity in their proposal.
TPTs
For all standardisation and quality assurance item selection exercises, there must be a system in place that allows at least 2 members of the senior coding team to independently code scripts and then compare outcomes in order to ensure accuracy. The system must automatically flag discrepancies and confirm to senior coders when this work has been completed.
The OSC system must allow codes generated at this stage to be saved.
The OSC system must allow for codes to be cleansed following these exercises and returned to the pool for live coding.
All tests
The Supplier must print sufficient copies of materials for these exercises to be completed and organise venues.
The Supplier must print training materials according to coder numbers.
The Supplier must ensure that practice, standardisation and quality assurance scripts are available in the OSC system. Quality assurance items must appear no differently to live test items.
The Supplier must produce guidance (agreed with STA) for members of the senior coding team to enable them to deliver training, support and manage the coder pool. 
The Supplier will be required to manage the collation and distribution of coder training materials that they have printed. Handover dates for archives and pre-existing training and practice materials and draft test materials and coding frames are set out in the dependencies table in section 1.
Following coding, the Supplier must ensure that:
· all materials held by the senior coding team are logged and handed over to STA 
· all coder materials (other than those of the senior coding team) are securely destroyed and evidence of this is provided to STA upon request. Where responsibility for this lies with coders, each coder must complete a declaration form confirming secure destruction. STA will require MI to track progress of destruction of materials

	Coder training  - event management 

	The Supplier must source and book a regional spread of venues, which are suitable for hosting coder training events. Ideally, STA would like to see at least two regional venues each for SST and TPT coder training (one in the North and the other in the South). However, one venue each for SST and TPT coder training may be acceptable, provided the venue is within the Midlands area or in London. The venue(s) must be easily accessible by public transport. Following contract award, STA recommends that the supplier conducts postcode analysis to determine the most suitable venue location(s). Venue security checklists must be completed (see Appendix 3) and sent to STA before a venue is approved.
Training events for the senior coding team may be held on the Supplier’s premises.
In addition to the services detailed in section M1.15 of the Trialling and Sampling Framework, STA staff will require access to a dedicated and secure photocopier, secure network points (for a wired connection), and secure Wi-Fi availability.



Space requirements per coder (for coder training)
For the duration of the training event, each coder should have enough space to open 2 A4 booklets side by side and have two closed A4 booklets in front of them. 
STA recommends that the minimum table space, per coder, should be 70cm (depth) by 100cm (width), but the Supplier should not be restricted to these measurements. Groups should not be distracted by others having breaks or lunch if all break times do not coincide.

	Coding 

	The coding model to be used is onscreen coding at home or at a centralised location. 
The Supplier must ensure that the method of delivery is appropriate to the subject and scale of the requirement. The coding model will be subject to approval by STA.
The Supplier must develop an approach to manage the coding window which outlines: 
· roles and responsibilities, including standardisation
· management of coders throughout standardisation, including rules for stopping or providing feedback to coders
· management of script availability and allocation of coding throughout the coding window, including reallocation arrangements
· how the OSC system will support the coding hierarchy
· the mechanism that will be employed to ensure the security of all test scripts and to ensure they are accounted for both before and after coding is completed
· the coding timeline, including projected coding completion profiles and deadlines to be issued to coders
· the decision making and escalation routes during the coding window
· the mechanism that will be employed to allow coders to escalate coding frame queries or clarifications during the coding period
· the mechanism that will be employed to capture feedback from coders on the draft coding frames during or following the coding period (TPT only)
· how agreed quality assurance processes will be implemented 
· the mechanism that will be employed to allow supervising coders to view and re-code items or item groups of their allocated coders
· reporting contents and arrangements from senior coders to the Supplier and from the Supplier to STA
The approach to management of the coding window must be submitted to STA for approval by the date specified in section 1.b.
The Supplier must provide an OSC system that will be used to capture all coding data, including item level data for scripts marked on paper. The solution must also enable the capture of a valid attendance code for a pupil where no test script has been presented for coding, by either the coder or Supplier.
STA TDRs will work with the senior coding teams during the development of training, practice, standardisation and ongoing quality assurance materials. They will accordingly require access to the Supplier’s OSC system. 
The OSC system requirements are clearly detailed in section M1 of the Trialling and Sampling Framework (OSC system requirements are emboldened. Each states whether it is essential (coloured red) or desirable (coloured blue). Suppliers will either need to demonstrate that they can meet the essential requirements, or have a viable workaround that will allow STA’s requirements to be met. The Supplier must provide STA with a full, end-to-end demonstration of their OSC solution and be prepared to provide evidence of system functionality relating to various scenarios that could occur within the coding window.
Script management during coding 
The Supplier must ensure that the allocation of work is approximately equivalent across all coders of equal rank in the coding hierarchy. Coders who have completed their initial allocation (and have a good quality record) may be allocated additional scripts if they confirm that they have capacity to code more. The Supplier must ensure that there is a full audit trail of all test scripts (including re-allocated test scripts) that is maintained at all times. Coders should be able to track progress against their initial allocation and any additional allocations throughout the coding window.
Coding quality assurance
All coding quality assurance mechanisms must be fully documented in the On-screen coding and coding quality assurance measures product description and the implementation documented in the management of the coding window document.
(Please refer to sections M1.21 – M1.31 (Code quality assurance) of the Trialling and Sampling Framework.
The Supplier must ensure that there is a mechanism to verify that each coder is consistently and accurately applying the coding frame to test items to the agreed standard prior to the coding period. This mechanism is to be known as ‘standardisation’. 
Those coders who fail to apply the coding frame accurately during standardisation to the agreed standard will not be permitted to code that item or item group. The Supplier must ensure that there are 2 sets of standardisation items to allow coders to demonstrate that they have understood and can apply feedback upon failure of the first set. Where a coder fails set 1 on a particular item, then they must pass set 2 in order continue to code that item. If a set 2 fail occurs a coder is stopped from coding that item entirely.
Ongoing coder quality assurance
The Supplier must ensure that there is a mechanism to verify that each coder is consistently and accurately applying the item coding frame to the agreed standard throughout the coding period. This must be agreed with STA prior to implementation.
The ongoing coder quality assurance process/mechanism must consider the following:
· regularly checking coders’ coding accuracy, for example, 1 in 5 item groups coded (20%) 
· applying the same standard against each coder for each test
· providing consistent feedback to all coders, regardless of whether they pass or fail
· suspending or permanently stopping coders from coding where their coding quality falls below the agreed standard for that test
· efficiently allowing supervisors to monitor all coders’ coding, including coding quality assurance items or item groups and live items or item groups
· allowing supervisors to view and re-code their coders’ work
· allowing the manual approval and suspension of coders
· having a mechanism or process which calculates the error rate for each item group coded by each coder, as specified by STA
The Supplier must allow the use of live scripts for coding quality assurance. All coders should be aware of the agreed process if they fail standardisation or ongoing quality assurance.
All coding completed by a stopped coder must be cleansed, re-allocated and re-coded by coders who are coding to the standard. The Supplier’s approach to data cleansing should be agreed with STA as part of the agreement of the coding capacity model.
The Supplier must agree coding forecasts with STA, and ensure that expectation is set with coders accordingly regarding deadlines and progress milestones. During the coding window, the Supplier must manage coders to ensure that appropriate progress is being made. Where this is not the case, the Supplier must take action to remedy this by, for example, chasing coders, or retrieving and re-allocating uncoded test scripts.
The Supplier must discuss any emerging issues with STA and agree planned interventions if coding capacity is significantly reduced.  Contingencies for coding not meeting the forecast schedule must have been identified and logged on the risk register. 
At the end of the coding process, any queries raised by coders throughout the process, that could not be resolved by supervisors and had to be referred to STA test development researchers, should be reported to STA. The report must include a copy or transcript of the pupil response.

	Coder feedback
	The supplier must ensure that there is a reliable mechanism for gathering feedback and lessons learnt from:
· senior coders following completion of the SST and TPT coding window
· coders following the completion of the TPT coding window
STA may wish to contact senior coders at the end of coding.  

	Administrator questionnaire data capture and analysis
	The Supplier must provide full data capture of all responses from the administrator questionnaires and provide the data to STA in an electronic file format to be agreed with STA.
The outcome from the analysis of the questionnaires must be provided in a spreadsheet formatted as per STA instructions. An example of a questionnaire reporting template is provided at Appendix 2. Where there are similarities in responses to a particular question from a number of different sources, those responses should be grouped together in the spreadsheet.

An example of an SST questionnaire template is provided at Appendix 3. Item level feedback will be required for the TPT and therefore a template for the TPT questionnaire will be provided following project start-up. 

The format of the data for the questionnaires will be agreed with STA in advance of data collection in the Data capture and quality of data product description.


	Data
	STA will provide a draft data specification to the Supplier for the sample data. This will inform the Supplier of the data that they will receive from STA once schools, pupils and combinations have been confirmed (date to be agreed between parties). An example draft specification is provided at Appendix 2. 
STA will provide draft item level data specifications (for SST and for TPT) to the Supplier. STA and the Supplier will then jointly agree a schedule for update and sign-off. The Supplier will securely return data to STA in accordance with the format and dates and mechanisms for transfer (likely to be STA’s secure portal) detailed in the specification.
In the data capture and quality of data product description, the Supplier must provide details of the:
· data capture process
· data capture quality assurance process 
· processes for dealing with exceptions efficiently
· mechanisms that they will use in order to provide assurance to STA that data capture and QA processes will work effectively and that the data will be in the format specified by STA 
· schedule for update and sign-off of the data specification
· schedule and mechanisms for data provision
An example draft results file format (for TPT) is provided at Appendix 2 for reference.
Section DM2.8 of the Trialling and Sampling Framework applies.
There will be a requirement to update information as a consequence of schools merging with other schools or migrating to a new school. STA will provide the Supplier with weekly updates in order to ensure that the most up to date information for the school is held.
The Supplier must demonstrate the end-to-end data flow to STA in order to provide assurance. Where applicable, sub-contracting suppliers should be involved in this. The Supplier must suggest and agree with STA a means by which to achieve successful data capture, in the format specified, well in advance of operational delivery in order to ensure that any changes to processes may be incorporated.

The General Data Protection Regulation (GDPR) applies from 25 May 2018, when it superseded the UK Data Protection Act 1998. This places a range of new obligations on organisations to be more accountable for data protection. The Supplier must ensure they familiarise themselves with the new legislation and refer to the Department on any matters with a potential implication. Further details are provided in the Trialling and Sampling Framework Agreement. At contract award, the Supplier will be required to complete GDPR Schedule 7: Processing, Personal Data and Data Subjects at Appendix 4.


	Administration report
	The sampling test and trial administration report must be handed over in 3 parts: A, B and C.
A. Administration report – this part will comprise of a summary of the administration itself, including information on administrator recruitment and training.
B. Data analysis of information for individual questions – this part will comprise of the analysis of administrator questionnaires. An analysis of the qualitative and quantitative information collected from the questionnaires. In the report, the Supplier must highlight themes or issues that were picked up by a number of administrators or schools. See sample questionnaires and questionnaire reports at appendices C and B respectively. The qualitative and quantitative elements of the report must be provided in a format compatible with Microsoft Excel. 
C. Reporting on the testing and test papers as a whole – this report must include information about the number of questionnaires received, any overarching comments, details from the administrators regarding any difficulties experienced when administering the tests, such as, timing issues, accessibility issues or administration issues and any external factors that could have had an influence on the pupils’ ability to complete the test, such as excessive noise or illness.

	Handover electronic archive
	The Supplier must hand over all scanned questionnaires and script files to STA within the agreed timescales. 
Format for questionnaire files will be confirmed by STA at the start-up meeting.
All scanned script files should follow the naming convention: 
2020KS2LIVE_subject_componentcode_pupilID_pg01
[yeartest]_[subject]_[componentcode]_[pupilID]_[pagenumber]
[yeartest]: a test/trial identifier comprising the year, 3 character code for key stage and 3 to 4 character code for, TPT or live.
[subject]: 3 character code for subject – for example, science = sci
[component code]: character code determined elsewhere in spec – booklet identifier.
[pupil id]: unique to pupil ID determined elsewhere in spec – pupil identifier
[page number]: a 2 character code identifying each page of the booklet – 01, 02, 03 etc. 
The purpose of this requirement is to allow reviewers to review question responses from multiple pupils. Separate page PDFs allow reviewers to find questions via their page locations. This significantly increases the volume of material an expert can review and allows them to scroll through responses from a single PDF created by STA.

The Supplier must provide secure transfer of item level data to STA in compliance with the Data Protection Act and the requirements set out in the Trialling and Sampling Framework Agreement.

	Test Security
	The Supplier must submit a security plan, which must detail the approach to ensuring that all data and test materials remain secure throughout delivery of this call-off. This should include sub-contractor arrangements, for example, print, scanning or helpdesk suppliers. The draft plan must be submitted at the start-up meeting and the Supplier must then work with STA to achieve sign-off by 12 November 2019.
It is DfE policy that all systems, applications and networks that store or process departmental information must undergo a security assurance assessment using the DSU Security Assurance Model (DSAM). Security assurance involves a systematic assessment of information security risks, the identification and application of appropriate and proportional controls, and the formal acceptance by the Senior Responsible Owner of any residual risks to the system, application or network. Commencing at project start-up, the Supplier must work with STA to achieve DSAM sign-off by 27 March 2020. 
Any sub-contractors must complete the HM Government Supplier Assurance Questionnaire as part of the DSAM process.
Information on the DSAM process is provided at Annexe B.
Sections G3.5 to G3.7 of the Trialling and Sampling Framework also apply.
All breaches and potential breaches of security and confidentiality, such as missing materials, loss or leak of pupil data and test misadministration must be treated as critical incidents by the Supplier and must be reported immediately to STA, with a detailed security incident report to follow within 2 hours. The Supplier must provide updates twice daily and submit a final report on resolution. This includes known security incidents reported by trial administrators, incidents identified through administrator questionnaires or feedback from other sources. If any tests are not administered in accordance with STA requirements, the Supplier must inform STA immediately. A security incident reporting template is provided at Appendix 3.
Any other – non critical – incidents must be reported to STA within 24 hours, with daily updates and submission of a final report on resolution.  

	Helplines
	Suppliers will be required to provide a helpline to deal with calls regarding all aspects of the testing to support schools, administrators and coders at all times during the working day (8am to 6pm). STA will require MI on this as detailed in the MI section. The precise nature of the MI will be agreed between STA and the Supplier in the Helplines product description. As a minimum, MI will include the number of calls received by day and the nature of those calls. Abandoned calls would also be desirable. All complaints should be reported.
Helpline MI will be required weekly, moving to daily following school notification of selection and until one week after the testing period. 
The helpline must be able to:
· accept multiple inbound calls on the same telephone number
· make outbound calls
· accept warm transfers of calls from the STA helpline
· send warm transfers to the STA helpdesk or the modified test agency
· respond to queries in the form of email and letter as well as telephone
The Supplier must ensure that all helpline staff are adequately trained to be able to respond to queries effectively and that there are sufficient staff to meet SLAs, which will be defined in the product description. As a guide, the expectation is that 97.5% of calls are answered according to forecast. The Supplier should submit a helpline forecast, resource management plan and training schedule to STA for approval by the date specified in section 1.b.
Section H1.3 of the Trialling and Sampling Framework also applies – the Supplier may source FAQs from STA where appropriate.

	ICT Requirements
	The supplier must:
· ensure that their solution supports web accessibility
· ensure that for all school facing systems, STA branding takes precedence over any Supplier branding so that it is immediately clear to schools that they have accessed an STA site  
· ensure that all school facing web-content is reviewed and signed off by STA prior to the system going live so that either: STA may make changes directly using a Content Management System (CMS) or the Supplier must make changes on STA’s behalf within 24 hours of receipt of a request
· ensure that systems are capable of handling the project user load and provide load testing evidence to support this
· submit the systems test strategy and plan to STA for review no more than 5 working days following the start-up meeting
· agree a suitable platform for STA to carry out UAT in advance of any system’s go-live, especially where those systems are to be used by schools
· agree with STA the scope of the IT documentation required
· provide proposed audit reports to STA for review
· propose the access control model for any system it intends to implement for agreement with STA
· provide STA with access to data as required, on request having been given reasonable notice  
· document how they will minimise burden on schools, whilst supporting them to engage with system requirements.
The Supplier’s solution should align with the principles of the Government Digital Service (GDS) Service Standards.
Section ANS1 of the Trialling and Sampling Framework also applies.

	Service Management
	The STA approach to service management is currently aligned with ITIL version 3. The Supplier must ensure their approach to service management is aligned with ITIL version 3.
The supplier must submit a monthly service management report providing evidence of compliance with ITIL version 3.
The Supplier’s documented approach to incident and problem management must be submitted to STA no later than 5 days after the start-up meeting.
The Supplier must ensure that external facing systems are available for a minimum of 99.8% of the time during periods where the system is in use by the end users of that system (including STA).
Availability must not include periods of planned maintenance, which must be agreed in advance with STA. The Supplier must operate best endeavours to ensure that system maintenance is not required during operational periods. Any test system which is made available to STA must be available for a minimum of 95% of the time.
Service reports must be provided upon closure of systems and/or the end of the period of system activity relating to this call-off. The Supplier must detail the period of activity and include:
· availability / non availability
· incidents and problems raised, resolved and outstanding
· impact assessments
· risks and issues
· SLA performance
· service call response times and any target breaches
· service points and credits
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1. Specification of Requirements
1.c Functional Requirements – Printing 

	Printing 
	The Supplier must print test booklets and other materials, including administrator guide, attendance registers, questionnaires, coding frames, coder training materials, letters, manifests and other incidentals. 
The supplier must provide production proofs to STA for approval before production can commence.
The Supplier must ensure that they print sufficient materials to fulfil the requirements of all stakeholders, that is, schools, coders, administrators and STA and have sufficient materials to deal with any exceptions that occur during the process, such as, stock damaged in transit or losses.
The supplier must output the correct quantity of each test booklet as set out in the STA supplied data so that each pupil at each participating school receives the correct materials.
The supplier must present STA with its method for producing the materials and demonstrate the approach works via an assurance test. This test will show that the materials can be output correctly (that is, the quality assurance regime can be applied and is effective) and the manufacturing solution, including any asset management software or database functions that support it, functions as intended. The assurance test must also demonstrate that the materials can be scanned by the operational scanners to be used to capture images for onscreen coding.
There must be no deviation from the print specification unless agreed with STA in advance.
The Supplier must manage all production activity, including that at any sub-contractors’ sites, to the security requirements set out in this ITQ.
Test materials artwork specifications and setup
The STA will provide the Supplier with press-ready PDFs of the test materials on the dates specified in Section 1.b. See also Appendix 4 for examples of the test materials templates.
The Supplier must provide STA with its specification for static scanning elements, for example, timing marks, static barcodes etc. that STA must apply to the design of the test materials.
STA recognises the Supplier may need to apply barcodes and other variable data to the SST and TPT materials to support its solution – see Appendix 4 for the test booklet templates which indicate the space available for placement of these elements.
The Supplier must advise STA of any other artwork considerations driven by its solution, for example, whether STA needs to include trim marks and bleed, colour space requirements, or minimum resolution for compatibility with the reprographics or printing processes. 
The final Test Booklet Scanning Specification must be agreed with STA on the date specified in section 1.b.


Quantities
The production quantities in the table below are an estimated minimum requirement for the purposes of bidding.  They do not include any contingency, for example, allowance for quality assurance samples or wastage. The Supplier must define the additional quantities it will apply for these purposes and agree them with STA. 
The modified materials and access arrangements document at Appendix 4 sets out the estimated number of pupils who might require materials printed on different coloured papers, based on the last science sampling administration. 
The Supplier must document any changes required to the materials list in order to deliver its solution, for example, additional code training materials. 
STA will confirm final quantities with the Supplier via change control.
Substrates
Further information on modified test specifications can be found at Appendix 4, including Braille, and variations such as printing on coloured paper. The specifications for Modified Large Print and Braille materials are confirmed for 2018. The specifications for Enlarged Print materials are provisional and actual extents will be confirmed during SST handover in January 2018. 
Standard test booklets must be printed on white, uncoated, 90gsm paper.
Enlarged print and modified large print must be printed on white, uncoated, 120 gsm paper.
Braille tests must be manufactured using an appropriate combination of Braille paper, braillon, Minolta, film and thermoform or similar substrates.
Coder and administrative materials should be printed on paper of at least 80gsm or as agreed with STA.
Specifications
The table below outlines the estimated specifications for the materials STA envisages the supplier will produce, subject to any changes proposed by the Supplier to support its solution and change control to confirm the final specifications. These specifications are indicative and will be confirmed as the materials are finalised.
The Supplier may propose a four process colour alternative to Pantone 319U (cyan / light blue) to STA and provide a production sample to STA for approval.  After approval, the Supplier must use the production sample as the baseline for colour management during production. 



	SST / TPT
	Document
	Number of versions
	Estimated pagination (per version)
	Impressions (front/back) and colours
	Dimensions (height x width) and finishing 
	Minimum production quantity

	SST & TPT
	Administrator guide
	1
	52
	1/1 Black only
	297 x 210mm, saddle stitched
	1 copy per administrator

	SST & TPT
	Administrator questionnaire
	1
	20
	1/1 Black only
	297 x 210mm, saddle stitched
	1 copy per school

	SST & TPT
	Attendance register 
	1
	1
	1/0 Black only
	297 x 210mm, trim to leaves
	1 copy per school

	SST & TPT
	Anchor test booklets
	1 x Biology
1 x Chemistry
1 x Physics
	12-16
	All versions: 2/2 Black & PMS 319U
	297 x 210mm, saddle stitched
	3,027 copies per version
5 file copies for STA

	SST 
	Standard test booklets (non-anchor)
	4 x Biology
4 x Chemistry
4 x Physics
	12-16
	All versions: 2/2 Black & PMS 319U
	297 x 210mm, saddle stitched
	1,900 copies per version
5 file copies for STA

	TPT
	Standard test booklets (non-anchor)
	3 x Biology
3 x Chemistry
3 x Physics
	12-16
	All versions: 2/2 Black & PMS 319U
	297 x 210mm, saddle stitched
	1,125 copies per version
5 file copies for STA, plus 20 copies for STA for use in teacher interviews

	SST[footnoteRef:4] [4:  For more information about the likely specification for modified materials, please see Appendix 4] 

	Braille booklets (UEB)
	1 x  Biology
1 x Chemistry
1 x Physics
	16
	1/0 Black only plus Braille impressions, thermoform, heatswell, and film.
	270 x 295 mm
	5 copies per version

	SST
	Braille transcripts
	1 x Biology
1 x Chemistry
1 x Physics
	8
	1/1 Black only
	297 x 210mm, stitch to top left corner
	5 copies per version

	SST
	Modified large print booklets
	1 x Biology
1 x Chemistry
1 x Physics
	20-24
	All versions: 1/1 Black only
	364 x 257mm, saddle stitched or wiro-bound
	10 copies per version 

	SST
	Enlarged print booklets
	1 x Biology
1 x Chemistry
1 x Physics
	12-16
	All versions: 2/2 Black & PMS 319U
	364 x 257mm, saddle stitched or wiro-bound
	16 copies per version

	TPT
	Enlarged print booklets
	1 x Biology
1 x Chemistry
1 x Physics
	12-16
	All versions: 2/2 Black & PMS 319U
	364 x 257mm, saddle stitched or wiro-bound
	10 copies per version

	SST
	Hearing impairment guidance
	1
	4
	1/1 Black only
	297 x 210mm, fold and trim to size or print to leaves and stitch to top left corner
	1 copy per administrator

	SST & TPT
	Draft coding frames (and existing coding frames for re-used tests)
	1 per booklet
	20
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per senior coder

	SST & TPT
	Standard test booklets
	1 per booklet
	12-16
	All versions: 2/2 Black & PMS 319U
	297 x 210mm, saddle stitched
	1 copy per coder (according to booklets assigned)

	SST & TPT
	Standardisation 1 commentary
	1 per booklet
	30
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per senior coder

	SST & TPT
	Standardisation 2 commentary
	1 per booklet
	30
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per senior coder

	SST & TPT
	Training scripts
	1 per booklet
	32
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per coder (according to booklets assigned)

	SST & TPT
	Practice scripts
	1 per booklet
	32
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per coder (according to booklets assigned)

	SST & TPT
	Coding frames
	1 per booklet
	20
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per coder (according to booklets assigned)

	SST & TPT
	Training commentaries
	1 per booklet
	5-8
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per coder (according to booklets assigned)

	SST & TPT
	Practice commentaries
	1 per booklet
	5-8
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per coder (according to booklets assigned)

	SST & TPT
	Coding instructions / principles
	1
	4
	1/1 Black only
	297 x 210mm, stitch to top left corner
	1 copy per coder




	End-to-end testing
	Before commencing production of the live tests materials, the Supplier must complete an end-to-end test of production and scanning using the same processes, software, and equipment that will be used during live processing. 
The Supplier must document its approach in the End-to-End Testing product description. It may be appropriate to test parts of the process at different times and implement corrections before moving to the next stage. The purpose of the End-to-End test is to ensure the live operation will function as intended.
It is not appropriate to use live test materials or pupil data for testing purposes. Therefore, STA will provide sample test booklets of the same specification as the final test materials and sample pupil data. 
The Supplier must produce a representative quantity of materials so that the test provides evidence and assurance to STA that:
· The Supplier’s process for manufacturing the live test materials is set up correctly and functions as intended. The evidence should demonstrate the application of barcodes and other variable data, along with the efficacy of any digital asset management or similar systems or software to be utilised
· The Supplier can apply the quality assurance process to produce test and ancillary materials that meet the specifications and match approved production proofs 
· The test and ancillary materials produced are compatible with the operational scanning solution, within agreed levels of tolerance in consideration of the provisions that have been made for coding unscannables in the coding capacity model, to enable upload onto the onscreen coding (OSC) system
· The images captured in the OSC system are an accurate representation of the item and response on each test paper
The Supplier must provide STA with an Outcome Report which must document for each stage of the process:
· the approach that will be taken during live production and processing
· the tests that have been conducted
· any limitations in testing, in terms of alignment with the live process
· outcomes, including any issues encountered, remedial action taken and final position
· residual risk

	Production quality assurance
	The Supplier must put in place an appropriate quality assurance (QA) regime to manage the quality of outputs at all stages of test materials production, removing and replacing any items identified within the quality checks that are not acceptable from the stock for onward delivery for fulfilment. STA defines the standard of acceptability as: 
‘The supplier shall implement a Quality Assurance regime that gives confidence that the final manufactured items are free from errors or faults that might prevent a pupil accessing the test fully, prevent timely and accurate training or administration of the coders or administrators, or hinder the scanning of the completed pupil answer papers. Each quality pull should match the approved proof and specifications for imposition, dimensions, pagination, tint values and colour, clarity and consistency of image/text, variable data, and finishing.’
The Supplier must document its production QA regime, including that for modified tests, in the Tests and administrative materials produced product description. This document must describe the quality criteria and frequency of checks at each stage of production, for example:
· production proof/pre-flight check
· reprographics/preparation for print
· on press
· application of variable data
· guillotine
· folding
· finishing and stitching
· packaging for onward shipment
The Supplier must notify the STA if it discovers a defect at any stage of production and describe the corrective actions it will take, including plans to replace the defective materials. 
An independent post-production proof must be completed on Braille and modified large print materials and STA can provide contact details for suitable individuals to the Supplier.
The Supplier must keep samples as evidence of its application of the QA regime at its production site, which STA may request to review.   
Production proofing and approval to manufacture
· the supplier must run pre-flight checks on all artwork supplied by STA and report any issues found to STA’s Test Design Team so they can amend and replace the artwork 
· the Supplier must produce proofs (PDF for standard materials and hard copy proofs for modified materials) and supply them to STA for approval prior to the start of production
· the supplier must provide production proofs demonstrating the application of barcodes and variable data
· for modified tests, including Braille, the Supplier must provide machine proofs to STA for approval
· production cannot commence without approval from STA
The Supplier must provide MI reports to STA to confirm their application of the QA regime that checks are being completed and STA may visit the Supplier and perform random checks on quality assurance materials.  



	
1. Specification of Requirements
1.d. Performance Requirements

	1.1. The management of key performance requirements is essential to delivering this project on time and in full, and will be monitored throughout the life of the project and will form part of the contractual relationship. Please review, and confirm acceptance of these requirements within your submission.

1.2. The following table lists the key performance requirements for this contract. Failure to complete one or more of these requirements according to the performance measure will affect payment of the corresponding payment milestones defined in the schedule in section 1.e. STA reserve the right to withhold payment for all or part of a payment milestone dependent on the nature of the failure.

	No.
	
	Service 
Requirement
	Performance 
Measure

	1. 
	Project management
	Full attendance at project start-up meeting, process walk-through, project management meetings and lessons learnt meetings (face to face and teleconference as agreed). 
Progress reports, product descriptions, strategies, exit and transition plans, and risk and issue reports are submitted. 
Management information (MI) is provided as agreed in product descriptions.
Change requests are written for any deviations from the agreed contract.
Security incident reports are written for all breaches and potential breaches of security and confidentiality.
STA are notified of critical issues or incidents immediately upon discovery on the working day that the event occurs and receive an incident report within 2 hours of the event and twice daily updates thereafter until the issue / incident is resolved.
For non-critical issues and incidents, STA are notified via an incident report within 24 hours of the event and receive daily updates thereafter until the issue / incident is resolved.
After resolution of all issues and incidents, STA receives a final report that describes the incident, timelines and steps taken to resolve it and to prevent it happening in future.
	100%
Meeting documents to be provided at least 24 hours prior to organised project checkpoint meetings. 
MI to be submitted as agreed in signed off product descriptions.
All project documentation submitted according to the timescales in this document.
All incident reports submitted and updated according to the timelines in this document.

	2. 
	Equalities
	The Supplier provides reports at intervals as agreed, fulfilling their obligations under the Equality Act 2010.
	100%

	3. 
	Exit and transition
	The Supplier provides and maintains detailed, fully resourced and costed routine and emergency exit and transition plans.
	100%

	4. 
	Informing schools
	The Supplier provides confirmation of the complete testing timetable by the date specified in section 1.b.
	100%

	5. 
	Pupil selection
	Schools acknowledge selected pupils and provide necessary administration details in advance of test administration, allowing the appropriate arrangements to be made.
	100%

	6. 
	Updating of trialling documentation
	Supplier updates the administrator guidance, attendance register, administrator questionnaire and administrator training materials to quality criteria agreed with STA.
	100%

	7. 
	Helpline availability
	Helpline SLAs are achieved, according to signed off product description.
	100%

	8. 
	Recruitment of administrators
	Sufficient administrators are recruited to administer the tests.
	100%

	9. 
	Training of administrators
	All administrators have received specific training for this testing.
	100%

	10. 
	Collation and distribution of test booklets to administrators
	Correct test materials are collated and distributed to correct test administrators.
All test papers, scripts and other test materials are returned from administrators.
Notification and acknowledgement of delivery of all materials is confirmed.
	100% – all materials to be accounted for at all stages of the administration process.

	11. 
	Test administration
	Tests are administered securely and completed on time in all schools selected. Test combinations are administered to the correct pupils, in the correct order and attendance status is accurately captured.
	100%

	12. 
	Validation of returned scripts and reporting of nil responses
	Supplier confirms that all scripts and supporting documents, including unused papers, have been returned from administrators following administration. 
	100%

	13. 
	Scanning and matching
	Supplier confirms that all scripts have been scanned within the agreed exception rate and that the electronic matching of expected pupils to scripts is completed with all exceptions being resolved by the required date.
	100%

	14. 
	Recruitment of coders
	Supplier confirms that coder recruitment has been completed and that the agreed capacity requirement has been met.
	100%

	15. 
	Coder training
	All coders are trained as documented in the coder training plan.
	100%

	16. 
	Data capture of attendance registers
	Accurate capture of all attendance codes as documented on attendance registers and reconciliation with results data.
	100%

	17. 
	Initial sample of scripts (SST)
	Initial sample of scripts is made available for selection of standardisation scripts and items for ongoing quality assurance by the date specified in this ITQ.
	100%

	18. 
	Initial sample of scripts for pre-coding (TPT)
	Initial sample of scripts is made available for pre-coding by the date specified in this ITQ.
	100%

	19. 
	Completion of coding (SST)
	Coding of scripts is completed within the designated coding window (as per On-screen coding and coding quality assurance measures product description).
	100%

	20. 
	Completion of coding (TPT)
	Coding of scripts is completed within the designated coding window (as per On-screen coding and coding quality assurance measures product description).
	100%

	21. 
	Coder quality assurance
	Supplier provides evidence that the coder quality assurance processes are being carried out as documented in the product description.
	100%

	22. 
	Coder coding and quality assurance data
	Supplier captures and provides to STA all standardisation, ongoing coder quality assurance and re-coding data including all required management information.
	100%

	23. 
	Coder register
	Supplier captures and provides to STA a valid record in the coder register for all data fields required by STA.
	100%

	24. 
	Data capture of questionnaires
	Accurate data capture of all responses from administrator questionnaires is provided to STA in an electronic file format as agreed with STA. Outcomes from the analysis of the questionnaires is provided in a spreadsheet formatted in line with STA instructions.
	100%

	25. 
	Data feed of item level data (100% of codes)
	Supplier provides data feeds to STA on agreed dates with evidence that all checks have been completed as documented in the relevant product descriptions.
	100%

	26. 
	Final TPT administration report
	TPT administration report, comprising: 
Part A – administration report 
Part B – analysis of questionnaire responses. 
Part C – reporting on the test papers 
Report content to be reviewed and agreed by STA prior to handover.
	Parts A, B and C completed and submitted to STA by required date to agreed quality standard.

	27. 
	Handover of electronic archive
	Electronic archive (questionnaires and scripts) is handed over to STA on the required date. All scanned script files must follow the naming convention specified in this ITQ.
	100% accurate

	28. 
	Handover of coder training materials and coding frames
	All training materials and finalised coding frames are handed over on the required date and in the format agreed with STA.
	100%

	29.
	End-to-end testing
	End-to-end testing demonstrates Supplier’s capability to produce test materials of appropriate quality, in terms of readability, scanning and data transposition.
	STA acceptance of Supplier’s End-to-End testing outcome report.

	30.
	Printing 
	a) A print proof of each test version is signed off by STA before printing commences
b) The correct quantity and type of materials are produced by the required date
c) No defective materials are presented for use by pupils, coders or administrators
d) Test materials are compatible with the scanning solution

	a) All proofs approved by STA Test Development Deputy Director
b) Manufacturing MI demonstrates actual quantity of each item produced is equal to 100% of the quantity requested by the required date.
c) Manufacturing QA MI demonstrates application of QA regime. No incidents of irreplaceable defective materials reported by pupils, coders, or administrators
d) Scanning MI demonstrates scanning exception rates do not exceed 2%
e) 100% tests meet print quality standards, on time and are signed off by STA.

	31.
	Apprentices
	The Supplier is required to support the DfE apprenticeship policy and shall employ apprentices and report the numbers of apprentices employed during the delivery of this contract to the STA.
	100%






	
1. Specification of Requirements
1.e. Payment Milestones

	Payment will follow the completion of the milestones listed below.

	Milestone 
(see Deliverables and Outputs section 1.b for further information)
	Payment due date
	Payment %

	1
	Project management activity associated with mobilisation (including documentation and meetings)
	31 March 2020
	25%

	2
	Equalities report
	
	

	3
	Exit and transition plans
	
	

	4
	Security plan & DSAM security assurance assessment
	
	

	5
	Systems test strategy and plan
	
	

	6
	Approach to incident and problem management
	
	

	7
	Helplines forecast, resource management plan and training schedule
	
	

	9
	Update of documentation
	
	

	10
	Recruitment of administrators
	
	

	13
	Test Booklet Scanning Specification
	
	

	14
	End-to-end testing
	
	

	20
	Coding capacity model
	
	

	21
	Approach to management of coding windows
	
	

	22
	Coder training plan
	
	

	23
24
	Senior coder recruitment (SST and TPT)
	
	

	25
	Coder recruitment (SST)
	
	

	2
	Equalities report
	10 July 2020
	30%

	8
	Inform schools of statutory participation
	
	

	11
	Allocation of administrators
	
	

	12
	Training of administrators
	
	

	15
	Production
	
	

	16
	Collate and distribute materials to administrators
	
	

	17
	Test administration
	
	

	18
	Validate returned scripts and report nil responses
	
	

	19
	Scanning and matching
	
	

	26
	Coder recruitment (TPT)
	
	

	29
	Coders trained (SST)
	
	

	27
	Initial sample of scripts (SST)
	
	

	
	
	
	

	1
	Project management activity relating to delivery and exit
	6 November 2020
	45%

	2
	Equalities report
	
	

	30
	Coders trained (TPT)
	
	

	31
	Coders Standardised (SST)
	
	

	32
	Coders Standardised (TPT)
	
	

	28
	Initial sample of scripts (TPT)
	
	

	33
	SST coding window management
	
	

	34
	TPT coding window management
	
	

	35
	Coding quality assurance data (SST)
	
	

	36
	Coding quality assurance data (TPT)
	
	

	37
	Coder register
	
	

	38
	Data capture of questionnaires
	
	

	39
	Data capture of attendance codes
	
	

	40
	Preliminary data feed – item level (SST)
	
	

	41
	Data feed – item level (SST)
	
	

	42
	Preliminary data feed – item level (TPT)
	
	

	43
	Data feed – item level (TPT)
	
	

	44
	Final administration report
	
	

	45
	Handover electronic archive
	
	

	46
	Handover of coder training materials and coding frames
	
	

	47
	Call off exit completed
	
	

	48
	Apprentices report
	
	




	
1. Specification of Requirements
1.f. Instructions to Tenderers

	1.3. Tenderers should read these instructions carefully before completing their Tenders.

1.4. These instructions are designed to ensure that all Tenderers are given equal and fair consideration. It is important therefore that you provide all the information asked for in the format and order specified.

1.5. The Tenderer shall not make contact with any other employee, agent or consultant of STA who is in any way connected with this ITQ exercise during the period of this ITQ exercise, unless instructed otherwise by the STA’s SST-TPT Project Manager, Debbie Hughes.

1.6. All material issued in connection with this ITQ shall remain the property of STA and shall be used only for the purpose of this ITQ exercise. Any confidential STA Information shall either be returned to STA or securely destroyed by the Tenderer, with the permission of the STA, at the conclusion of the exercise.

1.7. The Tenderer shall ensure that each and every proposed sub-Contractor, consortium member and adviser abides by the terms of these instructions and by the requirements of the Trialling and Sampling Framework Agreement (STA-0166) and this ITQ.

1.8. STA shall not be committed to any course of action as a result of:
· [bookmark: _DV_M233]issuing this ITQ or any invitation to participate in this ITQ exercise
· [bookmark: _DV_M234][bookmark: _DV_M235][bookmark: _DV_M236][bookmark: _DV_M237]communicating with a Tenderer or a Tenderer’s representatives or agents in respect of this ITQ exercise
· [bookmark: _DV_M238][bookmark: _DV_M239][bookmark: _DV_M242][bookmark: _DV_M243][bookmark: _DV_M245][bookmark: _DV_M247]any other communication between STA (whether directly or by its agents or representatives) and any other party

1.9. Tenderers shall accept and acknowledge that, by issuing this ITQ, STA shall not be bound to accept any tender and reserves the right not to conclude a contract for the services for which Tenders are invited.

1.10. STA reserves the right to amend, add to, or withdraw all or any part of this ITQ at any time during the ITQ exercise.
[bookmark: _Toc367287011][bookmark: _Toc367287738]
Tender Validity
1.11. Your Tender should remain valid for a period of 40 working days from the submission date.
[bookmark: _Toc320793504]
[bookmark: _Toc367287012][bookmark: _Toc367287739]Proposed Contract
1.12. Contracts for the provision of a Sample Test and Technical Pre-Test will be let under the STA’s Trialling and Sampling Framework Agreement (STA-0166).
[bookmark: _Toc367287013][bookmark: _Toc367287740]Clarification Questions
1.13. [bookmark: _Ref270655914][bookmark: _Ref310584131][bookmark: _Ref341254997]Clarification Questions should be submitted by email to: ks2science.sampling@education.gov.uk. No further requests for clarifications will be accepted after the date shown in table 1.g. All communications should be clearly headed ‘2020 SST-TPT STA-0166 Call-off 8’ and should include the name, contact details and position of the person making the communication.

1.14. STA will endeavour to answer all questions as quickly as possible, but cannot guarantee a minimum response time.

1.15. In order to ensure equality of treatment of Tenderers, STA intends to publish the questions and clarifications raised by Tenderers, together with the STA’s responses (but not the source of the questions), to all participants on a regular basis via email.

1.16. Tenderers should indicate if a query is of a commercially sensitive nature – where disclosure of such query and the answer would or would be likely to prejudice its commercial interests. However, if STA at its sole discretion either does not consider the query to be of a commercially confidential nature, or considers the query to be one which all Tenderers would potentially benefit from seeing, then STA will either:
· invite the Tenderer submitting the query to either declassify the query and allow the query, along with the STA’s response, to be circulated to all Tenderers; or
· request the Tenderer, if it still considers the query to be of a commercially confidential nature, to withdraw the query.

1.17. STA reserves the right not to respond to a Clarification Question or to circulate such a question where it considers that the answer to that question would be likely to prejudice its own commercial interests.
[bookmark: _Toc367287014][bookmark: _Toc367287741]
Preparation of Tender
1.18. Tenderers are solely responsible for their costs and expenses incurred in connection with the preparation and submission of their Tender. Under no circumstances will STA, or any of its advisers, be liable for any costs or expenses borne by Tenderers, sub-contractors, Suppliers or advisers in this process.

1.19. Tenders must contain details of fixed and variable costs for testing. Costs must be transparent and presented in a way which will allow STA to pre-estimate costs of call-off orders.

1.20. Tenderers are required to complete and provide all information required by STA. Failure to comply with the ITQ requirements may lead STA to reject a Tender.

1.21. STA relies on Tenderers' own analysis and review of information provided. Consequently, Tenderers are solely responsible for obtaining the information which they consider is necessary in order to make decisions regarding the content of their Tenders and to undertake any investigations they consider necessary in order to verify any information provided to them by STA during the procurement process.
[bookmark: _Toc320793508]
[bookmark: _Toc367287015][bookmark: _Toc367287742]STA Point of Contact
1.22. Unless stated otherwise in these instructions or in writing from STA, all communications from Tenderers (including their sub-contractors, consortium members, consultants and advisers) during the period of this procurement exercise must be directed to the contact above.

1.23. All communications should be clearly headed ‘2020 SST-TPT STA-0166 Call-off 8’and should include the name, contact details and position of the person making the communication.
[bookmark: _Toc367287016][bookmark: _Toc367287743]
Confidentiality
1.24. All information supplied by STA to you must be treated in confidence and not disclosed to third parties except insofar as this is necessary to obtain sureties or quotations for the purposes of submitting the Tender.

1.25. All information supplied by Tenderers to STA will similarly be treated in confidence except for the disclosure of such information as may be required in accordance with the requirements of UK government policy on the disclosure of information relating to government contracts including the Freedom of Information Act and forthcoming transparency procedures.

[bookmark: _Toc367287017][bookmark: _Toc367287744]Conflict of Interest
1.26. Any known conflicts of interest, or any potential conflicts of interest that may be reasonably foreseen, should be declared in the Tender.
[bookmark: _Toc320793511]
[bookmark: _Toc367287018][bookmark: _Toc367287745]Value Added Tax (VAT)
1.27. STA is VAT registered. It is also an “eligible body” as classified in VAT Notice 701/30 "Education and Vocational Training". Proposals must therefore include VAT where applicable. Where any doubt exists, Tenderers are expected to have sought clarification from HMRC. Prices in the Tender will be accepted on this basis.

1.28. Tenderers are requested to set out their understanding of the VAT status of the contract based on the services to be provided and the status of STA. There will be no adjustment to the contract sum if VAT is subsequently found to be payable.

[bookmark: _Toc367287019][bookmark: _Toc367287746]Submission of Tenders
1.29. The Tender must be submitted in the format specified by completing the Tenderer's Response using Arial 11 font and in English and using pounds sterling. Where applicable, word limits must be adhered to and material in excess of these limits will not be evaluated.

1.30. Tenderers must submit their response to TendersTD.STA@education.gov.uk in the following format:
i. One complete and signed electronic version in MS Word 2016 (or compatible) format labelled 'priced' of their Tender and with their organisation name in the document title
ii. One electronic version in MS Word 2010 (or compatible) format labelled 'not priced' of their Tender excluding the pricing information and with their organisation name in the document title

1.46. Tenders must be received by 12:00 noon on 15 August 2019.

1.47. Tenders will be accepted at any time up to this deadline but will not be opened or evaluated until the deadline has passed.

1.48. Any Tender received after the deadline may be rejected unless the Tenderer can provide irrefutable evidence that the Tender was capable of being received by the due date and time and that delivery failure was beyond their reasonable control.

[bookmark: _Toc320793513][bookmark: _Toc367287020][bookmark: _Toc367287747]Right to Reject/Disqualify
1.49. STA reserves the right to reject or disqualify a Tenderer where:
· The Tenderer fails to comply fully with the requirements of this ITQ, including proper completion of the format for response, or is guilty of a serious misrepresentation in supplying any information required in this document; or
· There is a change in identity, control, financial standing or other factor relating to the Tenderer that impacts on the selection and/or evaluation process.
[bookmark: _Toc320793514][bookmark: _Toc367287021][bookmark: _Toc367287748]Debriefing
1.50. Following the conclusion of the ITQ exercise, all unsuccessful Tenderers will have the opportunity of a debriefing. Unsuccessful Tenderers should notify STA by email that they wish to be debriefed. STA will aim to debrief unsuccessful Tenderers within 10 working days of receiving such a request.




	1. Specification of Requirements

1.g. Procurement Timescales

	Date 
	Activity

	4 July 2019
	STA issue ITQ

	1 August 2019
	Questions on ITQ due to STA by midday

	15 August 2019
	Bids on ITQ due to STA by midday

	13 September 2019
	Contract awarded

	9 October 2019
	Contract start-up meeting – face to face held in either Coventry or London






	

1. Specification of Requirements

1.h. Tender Evaluation Methodology

	1.51. The objective of the Invitation to Quote (ITQ) is to evaluate the technical and pricing proposals of Suppliers, who have been awarded a Trialling and Sampling Framework Agreement, to meet STA's requirements in 2020. The ITQ will award a single call-off contract to the Supplier offering the most economically advantageous compliant proposal.

1.52. The most economically advantageous compliant tender will be determined by combining a technical evaluation of the proposed solution (Part A), and a commercial evaluation of the proposed price (Part B) according to the following weightings:
· Technical Evaluation	70%
· Commercial Evaluation	30%

1.53. The ITQ evaluation process will consist of the following phases:
· Opening and compliance checks for the completeness of the response to the required format including the Tenderer's declaration
· Technical evaluation of the un-priced responses by an independent evaluation panel according to the scoring criteria set out for each question in Part A, and with a minimum score threshold of 50% across the technical section.

1.54. Each question in Part A will receive a score of: 0, 1, 2, 3, 4 or 5 (0 being the lowest and 5 being the highest).

1.55. Commercial evaluation of the priced responses (Part B) for qualified and compliant bids will only be undertaken on those that have exceeded the technical evaluation threshold of 50%.

Call-off Contract Award Decision

1.56. The technical and commercial evaluation scores will then be combined using the following methodology:
· Technical score = 100 x (bidder's technical score / best technical score)
· Price score = 100 x (lowest price / bidder's price)
· Combined score = (70% x technical score) + (30% x price score)

1.57. Following evaluation, a summary of the relative quality score and relative price score will be fed back to all bidders. An example of the level of information provided is given below:

	
	Technical threshold result
	Relative Quality Score
	Relative Price Score
	Weighted Combined Score
	Rank for Compliant Bidders

	
	
	70%
	30%
	
	

	Tenderer A
	PASS
	0.73
	0.12
	0.55
	2

	Tenderer B (WINNER 1)
	PASS
	1.00
	1.00
	1.00
	1














	2. Annexe A: Supplier’s Proposal

Q1) Method Statement – (Weighting 20%, word limit 2000)
Please provide a method statement on how your organisation will ensure this project is delivered successfully.  

In your response, provide particular focus on: 
· administrator recruitment, allocation, training and management
· Communication with schools (including helpdesk)
· materials management – operational processes and quality regimes for test booklet design, print, collation, scanning and storage
· overview only of the management of on-screen coding and coder recruitment (details to be provided in Q2)
· system development including use of data, testing, customisation, file-transfer protocol and hosting environment and demonstration of alignment with the principles of the Government Digital Service (GDS) Service Standards
· capture of questionnaire and attendance register data
· project management of end-to-end delivery, including a draft project plan
· management of sub-contractors


	Scoring
		Evidence
	Score
	Definition

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.




	
Enter Response

















	
Q2) On-screen coding and coder recruitment (Weighting 25%, word limit 2000) 

Please describe the end-to-end process you will implement in order to deliver on-screen coding for SST and TPT successfully, as specified in this ITQ.
 
In your response, provide particular focus on: 
· Recruitment, contracting, management and payment of coders
· The functionality of your proposed on-screen coding system, describing how the system meets the requirements detailed in the Trialling and Sampling Framework
· Generation of materials for coder training, standardisation and ongoing quality assurance that can be reused in future
· Coder administration and training
· Management of pre-coding meetings and user acceptance testing
· Coder quality assurance
· Performance management and grading approach
· Data capture 

You should fully consider all of the above on the basis of the requirement to code the following test types:
· SST reused tests from 2018
· Anchor tests
· TPTs


	Scoring
		Evidence
	Score
	Definition

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.




	
Enter Response












	
Q3) Administrator Training (Weighting 10%, word limit 1200)

Please describe the training, information and support you will provide to administrators to ensure that: 
· all materials are administered securely
· they present a professional image to schools
· they are aware of the purpose of the testing 
· they administer the correct tests to the correct pupils
· they are equipped to administer to pupils with impairments
· all materials are returned correctly for coding
· a pupil safeguarding policy is implemented


	Scoring
		Evidence
	Score
	Definition

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.




	
Enter Response























	
Q4) Data integrity (Weighting 20%, word limit 2000)

Please describe the procedures that you will use and processes that you will undertake in order to maintain data integrity and deliver to 100% data quality. 

Consider specifically:
· how you will ensure that the correct tests are attributed to the correct pupils
· how you will ensure the quality of coded data
· how you will ensure the quality of data captured from questionnaires and attendance registers and how this data will be matched to pupil records
· how you will provide assurance that data will be in the format specified
· how you will ensure compliance with the GDPR


	Scoring
		Evidence
	Score
	Definition

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.




	
Enter Response






















	
Q5) Security (Weighting 15%, word limit 1200)

5.1) Please describe the procedures that you will use and processes that you will undertake in order to maintain the security of test materials and any information assets, such as data, during the provision of the services. 

5.2) Please describe the approach you will take in order to demonstrate compliance with the Departmental Security Assurance Model (DSAM).

5.3) Please describe how you will deal with any breach of security of test materials or data.


	Scoring
		Evidence
	Score
	Definition

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.




	
Enter Response

























	
Q6) Resource Strategy (weighting 10%, word limit 1000)

6.1) Please describe your resource strategy for delivering the services outlined in this ITQ, including:
· an organisational chart relevant to this contract, including the name, role and the percentage of each individual’s contracted hours that will be allocated to this project for the duration of the delivery period (this percentage should consider all work commitments that the Supplier’s staff have for STA and other, non STA projects)
· abridged CVs for named project staff showing relevant expertise and qualifications as a single, combined PDF or document
· management of sub-contractors, their roles, responsibilities and staff numbers
· availability of additional capacity to address contingencies

6.2) Please describe your approach to managing multiple contracts and conflicting demands to ensure that all deliverables are met with no degradation of performance.


	Scoring
		Evidence
	Score
	Definition

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.




	
Enter Response




















	
Q7) Sub-contractors

Please provide details of all sub-contractors, consortium members and advisers you intend to use (including those that may be used as contingency options) if successful with your bid. 

Please provide:
· contact details and full physical address, including an individually named contact
· details of the elements  that they will have responsibility for in this call-off
· confirmation that each sub-contractor, consortium member and adviser is aware of and will adhere to the confidentiality and security requirements on the Framework Agreement and this ITQ


	
Not scored – for information purposes only.


	
Enter Response


































	


3. Pricing Schedule 


	3.1. Please complete the detailed Cost Breakdown spreadsheet at Appendix 1 for SST and TPT costs. SST and TPT costs must be itemised separately wherever possible. Where this is not possible, the supplier should split the costs evenly across the SST and TPT worksheets, adding a clear note in column G (bidder’s explanatory notes) stating that the costs are not proportionate across SST and TPT.  

3.2. The costs provided must include all charges that are applicable to the delivery of the STA Requirements. All prices will be evaluated excluding VAT, but any VAT charged must be declared in the Total Price. The Total Price submitted will be the fixed price included within any subsequent contract and there will be no adjustment to the contract pricing if additional charges are subsequently identified.   

1) All amounts stated in this Agreement including supporting Schedules are inclusive of VAT where applicable unless the contrary is expressly stated.

2) The Fixed Price to deliver the project in full is £                                              (inc. VAT) and is split into three instalments , which correspond to the Deliverables and Outputs section 1.b and Payment Milestones section 1.e.












4. Appendices
Appendix 1 – Cost Breakdown



Appendix 2 – Data Templates
Attendance register example



Sample data specification example



Item level data specification example



Administrator questionnaire report example



Coder register requirements



Appendix 3 – Reporting Templates
Administrator questionnaire example (SST)



Product description and end product report template



Exit plan template and guidance



Security incident report template



Change control template



Training venue checklist



Appendix 4 – Supplementary Information
Trialling and Sampling Framework agreement



Test booklet template



Senior coder hierarchy



Coder payment model



Modified materials specification



Modified materials and access arrangements data



GDPR Processing, Personal Data and Data Subjects 
[bookmark: _MON_1623159189]

5. Annexe B

Departmental Security Assurance Model (DSAM) process

The DSAM process is comprised of the following forms plus an authority to operate. The required activities will depend on the scale of the project.

DSAM Guidance – Security Assurance Process – Swimlanes 



DSAM Self-Assessment Questionnaire 



DSAM Form 1 – System Assurance Engagement Form
The engagement form details core information about the project.



DSAM Form 2 – Security Assurance Triage
The triage form identifies the level or tier of assurance required. STA will contribute to content and will ask the Supplier to complete the form in order to assess the service.



DSAM Form 3 – ITHC Remedial Action Plan
The remedial action plan captures technical vulnerabilities and tracks their remediation. This should be completed and maintained by the Supplier following an IT Health Check and/or penetration test.



DSAM Guidance – IT Health Check Requirements 
Guidance for carrying out an IT health check.



DSAM Form 4 - System Assurance Report
The system assurance report describes the technical controls and assurance present in the system and is maintained by the supplier.



DSAM Form 5 – Residual Risk & Security Assurance Statement
A summary of all technical vulnerabilities, design and process risks left open after treatment



Business Service Assurance Model (BSAM) Process
Business Service contracts involving the processing of departmental data on non-DfE systems, should follow the Business Service Assurance Model (BSAM) Process. 



Under this process, the Supplier must provide a security self-assessment by completing the Statement of Assurance Questionnaire.



The latest HMG security assurance checklist is available at:
https://www.gov.uk/government/publications/government-supplier-assurance-framework



	
5. Declaration by Tenderer


	I have examined STA's requirements under the Contract STA-0166 Trialling and Sampling Framework and proposed Call-Off terms and conditions and hereby offer to enter into a contract with STA for the required services and at the rates and prices set out in my enclosed technical and pricing proposal.

I furthermore warrant that:
I have the required corporate authority to sign this tender.
There has been no breach of STA's confidentiality requirements. 
There is no conflict of interest in our proposed delivery of this service.
There has been no collusion with other Tenderers or potential Tenderers.
There has been no canvassing of STA staff.
The Tender shall remain open for acceptance by STA for a period of 30 days after the due date for return of tenders.






	Signed
	[Please complete]

	Name
	

	Date
	

	Role
	

	Authorised to sign tenders on behalf of [organisation name]
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				OFFICIAL - Sensitive (when completed)



				Trialling and Sampling Framework - Contract No: STA_0166





				Trial name:		Call-off 8 - 2020 Science Sampling Test (SST) and Technical Pre-test (TPT)

				Enter bidder's name:



				INSTRUCTIONS

				A.		The pricing model consists of a Cover (worksheet 1), a Summary (worksheet 2) and two Input sheets (worksheets 3-4) for SST and TPT costs. The pricing model is designed to demonstrate the basis of ALL of the underlying costs for the Invitation to Quote. The Summary worksheet automatically sums costs from the SST and TPT worksheets, therefore please do not amend the formulae on the Summary worksheet.


				B.		Please populate the SST and TPT worksheets with unit volumes and costs for all activities.


				C.		Please populate the bidder's Explanatory Notes column in the SST and TPT worksheets to explain what the costs include, rates being quoted, any assumptions made and what, if any, contingency has been included. Comments may also be used to add explanation to each cell.


				D.		Fixed management costs, overheads and other variable or semi-variable costs should be entered onto the SST and TPT worksheets with notes sufficient to explain each cost.


				E.		Costs that are general to the entire project should be spread across the SST and TPT worksheets according to a stated metric, for instance, by script volumes. Consideration must be given to all expenditure added to this schedule since should you be successful, it will be used if any changes occur during the project.

				F.		Indicative volumes for SST and TPT are provided in the ITQ and should be used in completing the individual worksheets.


				G.		Profit should be completed in the SST and TPT worksheets in the Profit section and not included in any other costs.


				H.		DfE requires prices to be shown both before VAT and also including any relevant VAT chargeable. The status of VAT on these services is a matter between HM Revenue and Customs and each Bidder. DfE will not be liable for additional costs associated with any incorrect status assumed by the bidder.






2_Summary

		KS2 Science Sampling Test (SST) and Technical Pre-test (TPT)

		All values on this page are calculated automatically

		Fixed and semi-variable costs				KS2 Science				Trial Total

		Cost Driver		Cost Type		SST		TPT		SST & TPT

		1a) Project Management		Fixed		£   - 0		£   - 0		£   - 0

		1b) Communications with STA		Fixed		£   - 0		£   - 0		£   - 0

		1c) Workshops & meetings with STA		Fixed		£   - 0		£   - 0		£   - 0

		1d) Production of MI		Fixed		£   - 0		£   - 0		£   - 0

		1e) Quality assurance		Fixed		£   - 0		£   - 0		£   - 0

		2) Equalities reports		Fixed		£   - 0		£   - 0		£   - 0

		3) Exit and Transition Plans		Fixed		£   - 0		£   - 0		£   - 0

		4a) Security plan		Fixed		£   - 0		£   - 0		£   - 0

		4b) Security management		Fixed		£   - 0		£   - 0		£   - 0

		5a) Systems test strategy and plan		Fixed		£   - 0		£   - 0		£   - 0

		5b) Systems & process development		Fixed		£   - 0		£   - 0		£   - 0

		6) Approach to incident and problem management		Fixed		£   - 0		£   - 0		£   - 0

		7) Helplines		Fixed		£   - 0		£   - 0		£   - 0

		8a) Inform schools of participation		Variable		£   - 0		£   - 0		£   - 0

		8b) School engagement organisational costs  		Fixed		£   - 0		£   - 0		£   - 0

		9) Update documentation		Fixed		£   - 0		£   - 0		£   - 0

		10) Recruitment of administrators		Variable		£   - 0		£   - 0		£   - 0

		11) Allocation of Administrators		Variable		£   - 0		£   - 0		£   - 0

		12) Training of Administrators		Variable		£   - 0		£   - 0		£   - 0

		13) Test paper scanning and manufacturing specification		Fixed		£   - 0		£   - 0		£   - 0

		14) Scanning and print quality assurance		Fixed		£   - 0		£   - 0		£   - 0

		15a) Production		Variable		£   - 0		£   - 0		£   - 0

		15b) Design		Fixed		£   - 0		£   - 0		£   - 0

		15c) Management of print supplier		Fixed		£   - 0		£   - 0		£   - 0

		16) Collation and Distribution of test booklets to administrators

		Collation of booklets		Variable		£   - 0		£   - 0		£   - 0

		Distribution costs		Variable		£   - 0		£   - 0		£   - 0

		17) Test administration - Variable Costs

		Test administration		Variable		£   - 0		£   - 0		£   - 0

		Travel and Subsistence		Variable		£   - 0		£   - 0		£   - 0

		18) Validate returned scripts and report nil responses		Fixed		£   - 0		£   - 0		£   - 0

		19) Scanning and matching		Fixed		£   - 0		£   - 0		£   - 0

		20) Coding capacity model		Fixed		£   - 0		£   - 0		£   - 0

		21) Coding plan (Approach to management of coding windows)		Fixed		£   - 0		£   - 0		£   - 0

		22) Coder training plan		Fixed		£   - 0		£   - 0		£   - 0

		23&24) Senior coder recruitment		Variable		£   - 0		£   - 0		£   - 0

		25&26) Coder recruitment		Variable		£   - 0		£   - 0		£   - 0

		27&28) Initial sample of scripts		Fixed		£   - 0		£   - 0		£   - 0

		29&30a) Coder training		Variable		£   - 0		£   - 0		£   - 0

		29&30b) Coder training organisational costs		Fixed		£   - 0		£   - 0		£   - 0

		31&32) Coder standardisation		Variable		£   - 0		£   - 0		£   - 0

		33&34) Coding 		Fixed		£   - 0		£   - 0		£   - 0

		35&36) Coding quality assurance data		Fixed		£   - 0		£   - 0		£   - 0

		37) Coder register		Fixed		£   - 0		£   - 0		£   - 0

		38) Data Capture Questionnaires		Variable		£   - 0		£   - 0		£   - 0

		39) Data Capture of attendance codes		Variable		£   - 0		£   - 0		£   - 0

		40&42) Preliminary datafeed		Fixed		£   - 0		£   - 0		£   - 0

		41&43) Datafeed		Fixed		£   - 0		£   - 0		£   - 0

		44) Final TPT Administration Report		Fixed		£   - 0		£   - 0		£   - 0

		45) Handover electronic archives		Fixed		£   - 0		£   - 0		£   - 0

		46) Exit activity		Fixed		£   - 0		£   - 0		£   - 0

		Other fixed costs 1		Fixed		£   - 0		£   - 0		£   - 0

		Other fixed costs 2		Fixed		£   - 0		£   - 0		£   - 0

		Other fixed costs 3		Fixed		£   - 0		£   - 0		£   - 0

		Other fixed costs 4		Fixed		£   - 0		£   - 0		£   - 0

		Other fixed costs 5		Fixed		£   - 0		£   - 0		£   - 0

		Other fixed costs 6		Fixed		£   - 0		£   - 0		£   - 0

		Sub Total £				£   - 0		£   - 0		£   - 0

		Profit £				£   - 0		£   - 0		£   - 0

		Total Excl. VAT				£   - 0		£   - 0		£   - 0

		VAT				£   - 0		£   - 0		£   - 0

		Total Incl. VAT				£   - 0		£   - 0		£   - 0





3_SST Costs

		Key Stage 2 Science - Science Sampling Test



		Fixed and semi-variable costs

		Cost Driver		Cost Type		Unit of measure		Units		Unit Cost £		Total Cost		Bidder's Explanatory Notes
Please specify any key assumptions and contingencies included within the unit figures

		1a) Project Management		Fixed								£   - 0		Include costs for all key project meetings and travel where necessary

		1b) Communications with STA		Fixed								£   - 0

		1c) Workshops & meetings with STA		Fixed								£   - 0

		1d) Production of MI		Fixed								£   - 0

		1e) Quality assurance		Fixed								£   - 0

		2) Equalities reports		Fixed								£   - 0

		3) Exit and Transition Plans		Fixed								£   - 0

		4a) Security plan		Fixed								£   - 0

		4b) Security management		Fixed								£   - 0

		5a) Systems test strategy and plan		Fixed								£   - 0

		5b) Systems & process development		Fixed								£   - 0

		6) Approach to incident and problem management		Fixed								£   - 0

		7) Helplines		Fixed								£   - 0

		8a) Inform schools of participation		Variable		Cost per school				£   - 0		£   - 0

		8b) School engagement organisational costs  		Fixed								£   - 0

		9) Update documentation		Fixed								£   - 0

		10) Recruitment of administrators		Variable		Cost per administrator				£   - 0		£   - 0

		11) Allocation of Administrators		Variable		Cost per administrator				£   - 0		£   - 0

		12) Training of Administrators		Variable		Cost per administrator				£   - 0		£   - 0

		13) Test paper scanning and manufacturing specification		Fixed								£   - 0

		14) Scanning and print quality assurance		Fixed								£   - 0

		15a) Production		Variable		Cost per booklet				£   - 0		£   - 0

		15b) Design		Fixed								£   - 0

		15c) Management of print supplier		Fixed								£   - 0

		16) Collation and Distribution of test booklets to administrators

		Collation of booklets		Variable		Cost per booklet				£   - 0		£   - 0

		Distribution costs		Variable		Cost per package				£   - 0		£   - 0

		17) Test administration - Variable Costs

		Test administration		Variable		Cost per school				£   - 0		£   - 0

		Travel and Subsistence		Variable		Cost per school visit				£   - 0		£   - 0

		18) Validate returned scripts and report nil responses		Fixed								£   - 0

		19) Scanning and matching		Fixed								£   - 0

		20) Coding capacity model		Fixed								£   - 0

		21) Coding plan (Approach to management of coding windows)		Fixed								£   - 0

		22) Coder training plan		Fixed								£   - 0

		23) Senior coder recruitment (SST)		Variable		Cost per coder				£   - 0		£   - 0

		25) Coder recruitment (SST)		Variable		Cost per coder				£   - 0		£   - 0

		27) Initial sample of scripts (SST)		Fixed								£   - 0

		29a) Coder training (SST)		Variable		Cost per coder				£   - 0		£   - 0

		29b) Coder training organisational costs		Fixed								£   - 0

		31) Coder standardisation (SST)		Variable		Cost per coder				£   - 0		£   - 0

		33) Coding (SST and Anchor tests)		Fixed								£   - 0

		35) Coding quality assurance data (SST)		Fixed								£   - 0

		37) Coder register		Fixed								£   - 0

		38) Data Capture Questionnaires		Variable		Cost per school				£   - 0		£   - 0

		39) Data Capture of attendance codes		Variable		Cost per school				£   - 0		£   - 0

		40) Preliminary datafeed (SST)		Fixed								£   - 0

		41) Datafeed (SST)		Fixed								£   - 0

		44) Final TPT Administration Report		Fixed								£   - 0

		45) Handover electronic archives		Fixed								£   - 0

		46) Exit activity		Fixed								£   - 0

		Other fixed costs 1		Fixed								£   - 0

		Other fixed costs 2		Fixed								£   - 0

		Other fixed costs 3		Fixed								£   - 0

		Other fixed costs 4		Fixed								£   - 0

		Other fixed costs 5		Fixed								£   - 0

		Other fixed costs 6		Fixed								£   - 0		 

		Sub Total £										£   - 0

		Profit £						Rate (%)				£   - 0

		Total Excl. VAT										£   - 0

		VAT										£   - 0

		Total Incl. VAT										£   - 0













4_TPT Costs

		Key Stage 2 Science - Technical Pre-test



		Fixed and semi-variable costs

		Cost Driver		Cost Type		Unit of measure		Units		Unit Cost £		Total Cost		Bidder's Explanatory Notes
Please specify any key assumptions and contingencies included within the unit figures

		1a) Project Management		Fixed								£   - 0		Include costs for all key project meetings and travel where necessary

		1b) Communications with STA		Fixed								£   - 0

		1c) Workshops & meetings with STA		Fixed								£   - 0

		1d) Production of MI		Fixed								£   - 0

		1e) Quality assurance		Fixed								£   - 0

		2) Equalities reports		Fixed								£   - 0

		3) Exit and Transition Plans		Fixed								£   - 0

		4a) Security plan		Fixed								£   - 0

		4b) Security management		Fixed								£   - 0

		5a) Systems test strategy and plan		Fixed								£   - 0

		5b) Systems & process development		Fixed								£   - 0

		6) Approach to incident and problem management		Fixed								£   - 0

		7) Helplines		Fixed								£   - 0

		8a) Inform schools of participation		Variable		Cost per school				£   - 0		£   - 0

		8b) School engagement organisational costs  		Fixed								£   - 0

		9) Update documentation		Fixed								£   - 0

		10) Recruitment of administrators		Variable		Cost per administrator				£   - 0		£   - 0

		11) Allocation of Administrators		Variable		Cost per administrator				£   - 0		£   - 0

		12) Training of Administrators		Variable		Cost per administrator				£   - 0		£   - 0

		13) Test paper scanning and manufacturing specification		Fixed								£   - 0

		14) Scanning and print quality assurance		Fixed								£   - 0

		15a) Production		Variable		Cost per booklet				£   - 0		£   - 0

		15b) Design		Fixed								£   - 0

		15c) Management of print supplier		Fixed								£   - 0

		16) Collation and Distribution of test booklets to administrators

		Collation of booklets		Variable		Cost per booklet				£   - 0		£   - 0

		Distribution costs		Variable		Cost per package				£   - 0		£   - 0

		17) Test administration - Variable Costs

		Test administration		Variable		Cost per school				£   - 0		£   - 0

		Travel and Subsistence		Variable		Cost per school visit				£   - 0		£   - 0

		18) Validate returned scripts and report nil responses		Fixed								£   - 0

		19) Scanning and matching		Fixed								£   - 0

		20) Coding capacity model		Fixed								£   - 0

		21) Coding plan (Approach to management of coding windows)		Fixed								£   - 0

		22) Coder training plan		Fixed								£   - 0

		24) Senior coder recruitment (TPT)		Variable		Cost per coder				£   - 0		£   - 0

		26) Coder recruitment (TPT)		Variable		Cost per coder				£   - 0		£   - 0

		28) Initial sample of scripts (TPT)		Fixed								£   - 0

		30a) Coder training (TPT)		Variable		Cost per coder				£   - 0		£   - 0

		30b) Coder training organisational costs		Fixed								£   - 0

		32) Coder standardisation (TPT)		Variable		Cost per coder				£   - 0		£   - 0

		34) Coding (TPT) 		Fixed								£   - 0

		36) Coding quality assurance data (TPT)		Fixed								£   - 0

		37) Coder register		Fixed								£   - 0

		38) Data Capture Questionnaires		Variable		Cost per school				£   - 0		£   - 0

		39) Data Capture of attendance codes		Variable		Cost per school				£   - 0		£   - 0

		42) Preliminary datafeed (TPT)		Fixed								£   - 0

		43) Datafeed (TPT)		Fixed								£   - 0

		44) Final TPT Administration Report		Fixed								£   - 0

		45) Handover electronic archives		Fixed								£   - 0

		46) Exit activity		Fixed								£   - 0

		Other fixed costs 1		Fixed								£   - 0

		Other fixed costs 2		Fixed								£   - 0

		Other fixed costs 3		Fixed								£   - 0

		Other fixed costs 4		Fixed								£   - 0

		Other fixed costs 5		Fixed								£   - 0

		Other fixed costs 6		Fixed								£   - 0		 

		Sub Total £										£   - 0

		Profit £						Rate (%)				£   - 0

		Total Excl. VAT										£   - 0

		VAT										£   - 0

		Total Incl. VAT										£   - 0
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  BARCODE	









Attendance register

YEAR key stage 2 science sample tests







name	xxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxxSchool





number 	1234567DfE







Only children listed on this attendance register may take these science sample tests. Additional children must not be added; you must not replace any child withdrawn from the tests.

Please complete an attendance status for each test for each child, using black ink. Ensure that the information on this attendance register matches exactly the information on the cover of the test booklet(s).



		CONFIDENTIAL



		Pupil no.

		Surname, forename

		Date of birth dd/mm/yy

		Attendance status



		Inst. code

		Booklet title

		

		



		

		Child’s surname, forename

		dd/mm/yy

		



		

		Science sample booklet 2B

		

		



		

		Science sample booklet 6C

		

		



		

		Science sample booklet 11P

		

		



		

		Child’s surname, forename

		dd/mm/yy

		



		

		Science sample booklet 2B

		

		



		

		Science sample booklet 6C

		

		



		

		Science sample booklet 11P

		

		



		

		Child’s surname, forename

		dd/mm/yy

		



		

		Science sample booklet 2B

		

		



		

		Science sample booklet 6C

		

		



		

		Science sample booklet 11P

		

		



		

		Child’s surname, forename

		dd/mm/yy

		



		

		Science sample booklet 2B

		

		



		

		Science sample booklet 6C

		

		



		

		Science sample booklet 11P

		

		



		

		Child’s surname, forename

		dd/mm/yy

		



		

		Science sample booklet 2B

		

		



		

		Science sample booklet 6C

		

		



		

		Science sample booklet 11P

		

		







All test materials are confidential and must be handled in a secure and confidential manner. All test materials should be accounted for both before and after these tests are completed.



If test materials are found please return to the test administrator, or contact the national curriculum assessments helpline on 0300 303 3013 or email assessments@education.gov.uk.



Attendance register codes:  P: Child was present.   A: Child was absent for the test.   L: Child has left the school.

T: Child was unable to access the test.   B: Child is working below the level of the test.
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		Field No.

		Field Name 

		NULL allowed?

		Allowable characters or range

		Field Description



		1

		DCAReference

		N

		Up to nine digit number in the range: 0 to 999999999

		DCA’s pupil system sequence master ID number 



		2

		DfENumber

		N

		Seven digit number in range: 2010001 to 9389999

		The DfENumber at the time of registration



		3

		Surname

		N

		Up to 35 characters, allowable are:
A to Z, ,-,(,) ,’,0-9


		All leading and trailing spaces should be removed; only one space should appear between multiple surnames.
Note:
Data sourced from DfE School Census must be returned in the final datafeeds unchanged



		4

		Middlenames

		Y

		Up to 35 characters, allowable are:
A to Z, ,-,(,) ,’,0-9


		All leading and trailing spaces should be removed; only one space should appear between multiple middlenames.
Note:
Data sourced from DfE School Census must be returned in the final datafeeds unchanged



		5

		Forename

		N

		Up to 35 characters, , allowable are:
A to Z, ,-,(,) ,’,0-9


		All leading and trailing spaces should be removed; only one space should appear between multiple forenames.
Note:
Data sourced from DfE School Census must be returned in the final datafeeds unchanged



		6

		DOB

		N

		Eight digit number in the format: CCYYMMDD

		Date of Birth of pupil.  Leading zeros must be retained, e.g. 1 November 1998 should be reported as 19981101



		7

		Gender

		N

		One digit character from:
M, F and ?

		Gender of pupil
M = Male, F = Female ? = Unknown



		8

		Schoolname

		N

		Up to 100 characters mixed alphanumeric

		RM need school name for exception handling



		9

		Additional Time

		Y

		NULL or 1

		1 indicates the pupil may require additional time



		10

		SS001B

		Y

		NULL or 1

		 1 indicates pupil sitting component



		11

		SS002B

		Y

		NULL or 1

		 1 indicates pupil sitting component



		12

		SS003B

		Y

		NULL or 1

		 1 indicates pupil sitting component



		13

		SS004B

		Y

		NULL or 1

		 1 indicates pupil sitting component



		14

		SS005B

		Y

		NULL or 1

		 1 indicates pupil sitting component



		15

		SS006C

		Y

		NULL or 1

		 1 indicates pupil sitting component



		16

		SS007C

		Y

		NULL or 1

		 1 indicates pupil sitting component



		17

		SS008C

		Y

		NULL or 1

		 1 indicates pupil sitting component



		18

		SS009C

		Y

		NULL or 1

		 1 indicates pupil sitting component



		19

		SS010C

		Y

		NULL or 1

		 1 indicates pupil sitting component



		20

		SS011P

		Y

		NULL or 1

		 1 indicates pupil sitting component



		21

		SS012P

		Y

		NULL or 1

		 1 indicates pupil sitting component



		22

		SS013P

		Y

		NULL or 1

		 1 indicates pupil sitting component



		23

		SS014P

		Y

		NULL or 1

		 1 indicates pupil sitting component



		24

		SS015P

		Y

		NULL or 1

		 1 indicates pupil sitting component



		25

		SS00T1

		Y

		NULL or 1

		 1 indicates pupil sitting component



		26

		SS00T2

		Y

		NULL or 1

		 1 indicates pupil sitting component



		27

		SS00T3

		Y

		NULL or 1

		 1 indicates pupil sitting component



		28

		SS00T4

		Y

		NULL or 1

		 1 indicates pupil sitting component



		29

		SS00T5

		Y

		NULL or 1

		 1 indicates pupil sitting component



		30

		Combination

		N

		Up to two-digit number in the range 1-30

		Represents the test booklet combination to be sat by the pupil



		31

		Pupil ID

		N

		five digit number

		code for each unique pupil



		32

		SchoolNo

		N

		four digit number

		code for each unique school



		33

		Paper barcode 1

		N

		15 alphanumeric code in the format:
nnnnn-nnnn-nnnn

		code for the paper barcode



		34

		Paper barcode 2

		N

		15 alphanumeric code in the format:
nnnnn-nnnn-nnnn

		code for the paper barcode



		35

		Paper barcode 3

		N

		15 alphanumeric code in the format:
nnnnn-nnnn-nnnn

		code for the paper barcode



		36

		AR Barcode

		N

		15 alphanumeric code in the format:
nnnnn-nnnn-nnnn

		code for the attendance register barcode
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ST001B

		Variable Name		QUID		Data type		Possible values		Missing

		SchoolID				String		4 digit number		Not allowed

		PupilID				String		5 digit number		Not allowed

		Q1a		Q1a		String		-,0,1		Not allowed

		Q1b		Q1b		String		-,0,1		Not allowed

		Q1c1		Q1c		String		-,0,1		Not allowed

		Q1c2				String		-,0,1		Not allowed

		Q1c3				String		-,0,1		Not allowed

		Q1c4				String		-,0,1,2		Not allowed

		Q2a		Q2a		String		-,0,1,2,3		Not allowed

		Q2b1		Q2b		String		-,0,1,2,3,4		Not allowed

		Q2b2				String		-,0,1,2,3,4		Not allowed

		Q2c		Q2c		String		-,0,1,2,3,4		Not allowed

		Q2d1		Q2d		String		-,0,1,2,3,4		Not allowed

		Q2d2				String		-,0,1,2,3,4		Not allowed

		Q2d3				String		-,0,1,2,3,4		Not allowed

		Q2d4				String		-,0,1,2,3,4		Not allowed

		Q3a1		Q3a		String		-,0,1,2,3,4		Not allowed

		Q3a2				String		-,0,1,2,3,4,5		Not allowed

		Q3a3				String		-,0,1,2,3,4,5		Not allowed

		Q3a4				String		-,0,1,2,3,4,5,6		Not allowed

		Q3bi		Q3bi		String		-,0,1,2,3,4,5,6		Not allowed

		Q3bii		Q3bii		String		-,0,1,2,3,4,5,6		Not allowed

		Q3biii1		Q3biii		String		-,0,1,2,3,4,5,6		Not allowed

		Q3biii2				String		-,0,1,2,3,4,5,6		Not allowed

		Q4a1		Q4a		String		-,0,1,2,3,4,5,6		Not allowed

		Q4a2				String		-,0,1,2,3,4,5,6,7,8,9		Not allowed

		Q4bi1		Q4bi		String		-,0,1,2,3,4,5,6,7,8,9		Not allowed

		Q4bi2				String		-,0,1,2,3,4,9		Not allowed

		Q4bii		Q4bii		String		-,0,1,2,3,7,8,9		Not allowed

		Q4c		Q4c		String		-,0,1,2,3,9		Not allowed

		Q5a1		Q5		String		-,0,1,2,9		Not allowed

		Q5a2				String		-,0,1,2,9		Not allowed

		Q5b		Q5b		String		-,0,1,8,9		Not allowed

		Q5c1		Q5c		String		-,0,1,8,9		Not allowed

		Q5c2				String		-,0,1,9		Not allowed















































































































































































































































































































































































































&A	


&A	




Sheet1

		Option 1		Each item in own cluster. To group items into a single view, assign same view number to items

		Option 2		Multiple items in cluster, single view. To group items into a single view, assign same view number to items

		Option 3		Multiple items in cluster, multiple views. To group views into clusters, assign same cluster number to view. To group items into a single view, assign same view number to items
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Test

		TUID		~Booklet ID		Administrator comments

		Test ID - for STA use only



&A	


Page &P	




Item Session

		ESUID		IUID		~Booklet ID		~ Question number / Item letter		~ Question name		Administrator comments

		Session ID - for STA use only		Item ID - for STA use only								Summary of questionnaire feedback ordered by questions in questionnaire.  The item bank doesn't support any text formatting. Please use plain text only, ie no bold, italics or underlining. Use a hyphen to indicate the start of the response to each questionnaire question, do not use standard bullet points. It is okay to use line breaks within the cell:

- Q1) etc.



&A	


Page &P	
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Coder register requirements



The Supplier shall ensure that the Coder Register contains the following information regarding each coder and supervising coder. Data must be collected for each coder and field; where data has not been provided by the coder, a nil return should be recorded for that data field.



1. Full name (title, forename, surname) 

2. Coder ID number (as agreed with STA)

3. Home address and post code

4. Contact details (home phone number, personal mobile phone, personal email address)

5. Coder Rank

6. Subject coder is allocated to

7. Allocated supervising coder

8. Items or item groups coded for each item/item group allocated

9. Current contract status log (offered, accepted, contracted, stopped, withdrew, etc.) with justification and date

10. Standardisation outcome (i.e. pass, fail, not attempted) from set 1 and set 2

11. Summary of standardisation and on-going coder quality assurance data for each test/item group coded by each coder

12. Details of any issues relating to coders' performance for the current trial

13. [bookmark: _GoBack]Details of declaration of interest by coder (where coders declare if they have any personal interest in any school or pupil)

14. Standardisation item level data

15. On-going coding quality assurance item level data

16. Re-coding item level data of both original coder and re-coder (where re-coding by a supervisor of a coder has resulted in a change to codes)
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Administrator’s Questionnaire

KS2 Science



Technical pre-test

May 2015



















In order to obtain as much information as possible from this trial, we would be grateful if you could complete a short questionnaire for each test that you administer in each  of the schools you visit. 

Please ensure you complete a separate section of this questionnaire for each test booklet administered.  Please complete the questionnaire in black ink and ensure the writing is clear. For this trial, you should complete all three sections. 

Please complete this questionnaire as soon as you can after administering the tests, and return it to NFER with the test materials. 

We are grateful for the time you spend completing this questionnaire. 

































School name: 


School number:  					Date:  

Administrator name:  















TPTC 53174										SCI2AQ


KS2 Science 



SECTION 1 – Paper 1

1. Please indicate the first test paper you administered at this school. Refer to the bottom right corner of the test booklet cover for the test booklet code.

Tick one.

	ST001B	ST002B	ST003B	ST004B	STA05B	ST006C 

	



	ST007C	ST008C	ST009C	STA10C	ST011P	ST012P 

	



	ST013P	ST014P	STA15P	 

	





Questions 2-7 refer to the test paper identified above. 



2. Twenty-five minutes were available to complete the paper. For the majority of children, this time allowance was …

		too 
long.

		about right.

		not enough.



		

		

		

















3. Were there any specific words or phrases that children asked for help with reading? Please provide details.

		Q. No. 
(e.g. 6b)

		Word or phrase



		



		



		



		



		



		



		



		



		



		









4. Were there any questions where children had difficulty understanding what they were required to do? Please relate your comments to specific questions.

If the difficulty is related to unfamiliar vocabulary, and you have already provided details in the previous question, please do not repeat here.



		Q. No. 
(e.g. 6b)

		Reason for difficulty



		



		



		



		



		



		



		



		



		



		







5. If you had an opportunity to speak with children after the test was completed please record any feedback (not recorded elsewhere) in the space below. Please include references to specific questions, where appropriate.

		Q. No. 
(e.g. 6b)

		Comment



		

		



















 

6. Were there any problems with the materials (for example, an insufficient number of booklets, or pages missing)?

	If yes, please record details of the problem(s) in the table below: 

		Description of problem with materials

		No. of pupils affected

		Effect on test administration



		

		

		Minor impact ()

		Major impact ()



		

		

		

		



		

		

		

		



		

		

		

		





Minor impact: e.g. booklet usable; replacement booklet available
Major impact: e.g. one or more pupils unable to complete part / all of the test











7. Did any events occur during the administration that could affect the results of the trial (for example, was there a fire alarm)? 

	If yes, please record details of the event(s) in the table below: 

		Description of event(s) 

		No. of pupils affected

		Effect on test administration



		

		

		Minor impact ()

		Major impact ()



		



		

		

		



		

		

		

		



		

		

		

		





Minor impact: e.g. minor disruption / late start that does not impact on time available
Major impact: e.g. trial discontinued or curtailed (pupils did not have all the specified time) or significant disruption for most / all of the administration period





SECTION 2 – Paper 2



8. Please indicate the second test paper you administered at this school. Refer to the bottom right corner of the test booklet cover for the test booklet code.

Tick one.

	ST001B	ST002B	ST003B	ST004B	STA05B	ST006C 

	



	ST007C	ST008C	ST009C	STA10C	ST011P	ST012P 

	



	ST013P	ST014P	STA15P	 

	

Questions 9-14 refer to the test version identified above. 



9. Twenty-five minutes were available to complete the paper. For the majority of children, this time allowance was …

		too 
long.

		about right.

		not enough.



		

		

		







10. Were there any specific words or phrases that children asked for help with reading? Please provide details.

		Q. No. 
(e.g. 6b)

		Word or phrase



		



		



		



		



		



		



		



		



		



		












11. Were there any questions where children had difficulty understanding what they were required to do? Please relate your comments to specific questions.

If the difficulty is related to unfamiliar vocabulary, and you have already provided details in the previous question, please do not repeat here.



		Q. No. 
(e.g. 6b)

		Reason for difficulty



		



		



		



		



		



		



		



		



		



		







12. If you had an opportunity to speak with children after the test was completed please record any feedback (not recorded elsewhere) in the space below. Please include references to specific questions, where appropriate.

		Q. No. 
(e.g. 6b)

		Comment



		

		





















13. Were there any problems with the materials (for example, an insufficient number of booklets, or pages missing)?

	If yes, please record details of the problem(s) in the table below: 

		Description of problem with materials

		No. of pupils affected

		Effect on test administration



		

		

		Minor impact ()

		Major impact ()



		

		

		

		



		

		

		

		



		

		

		

		





Minor impact: e.g. booklet usable; replacement booklet available
Major impact: e.g. one or more pupils unable to complete part / all of the test



14. Did any events occur during the administration that could affect the results of the trial (for example, a fire alarm)? 

	If yes, please record details of the event(s) in the table below: 

		Description of event(s) 

		No. of pupils affected

		Effect on test administration



		

		

		Minor impact ()

		Major impact ()



		



		

		

		



		

		

		

		



		

		

		

		





Minor impact: e.g. minor disruption / late start that does not impact on time available
Major impact: e.g. trial discontinued or curtailed (pupils did not have all the specified time) or significant disruption for most / all of the administration period




SECTION 3 – Paper 3



15. Please indicate the third test paper you administered at this school. Refer to the bottom right corner of the test booklet cover for the test booklet code.

Tick one.

	ST001B	ST002B	ST003B	ST004B	STA05B	ST006C 

	



	ST007C	ST008C	ST009C	STA10C	ST011P	ST012P 

	



	ST013P	ST014P	STA15P	 

	





Questions 16-21 refer to the test version identified above. 



16. Twenty-five minutes were available to complete the paper. For the majority of children, this time allowance was …

		too 
long.

		about right.

		not enough.



		

		

		























17. Were there any specific words or phrases that children asked for help with reading? Please provide details.

		Q. No. 
(e.g. 6b)

		Word or phrase



		



		



		



		



		



		



		



		



		



		









18. Were there any questions where children had difficulty understanding what they were required to do? Please relate your comments to specific questions.

If the difficulty is related to unfamiliar vocabulary, and you have already provided details in the previous question, please do not repeat here.



		Q. No.
(e.g. 6b)

		Reason for difficulty



		



		



		



		



		



		



		



		



		



		







19. If you had an opportunity to speak with children after the test was completed please record any feedback (not recorded elsewhere) in the space below. Please include references to specific questions, where appropriate.

		Q. No.
(e.g. 6b)

		Comment



		

		























20. Were there any problems with the materials (for example, an insufficient number of booklets, or pages missing)?

	If yes, please record details of the problem(s) in the table below: 

		Description of problem with materials

		No. of pupils affected

		Effect on test administration



		

		

		Minor impact ()

		Major impact ()



		

		

		

		



		

		

		

		



		

		

		

		





Minor impact: e.g. booklet usable; replacement booklet available
Major impact: e.g. one or more pupils unable to complete part / all of the test





21. Did any events occur during the administration that could affect the results of the trial (for example, was there a fire alarm)? 

	If yes, please record details of the event(s) in the table below: 

		Description of event(s) 

		No. of pupils affected

		Effect on test administration



		

		

		Minor impact ()

		Major impact ()



		



		

		

		



		

		

		

		



		

		

		

		





Minor impact: e.g. minor disruption / late start that does not impact on time available
Major impact: e.g. trial discontinued or curtailed (pupils did not have all the specified time) or significant disruption for most / all of the administration period



Thank you for your comments.

12
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		PRODUCT REFERENCE



		Project: KS2 SST and TPT 2018





		Version:



		Product Reference No (from PBS): 





		Version created:



		Product Name:





		CONFIGURATION



		Version

		Version date

		Changes made



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		PRODUCT OWNERSHIP



		PRODUCT STAKEHOLDERS

The persons who have a role to play / interest in the product (development or end product).  Include any suppliers used to help deliver this product.



		Product Owner:

The person who will be responsible for delivering the product

<name>

Functional Head:

Accountable for product delivery

<name>

STA product owner counterpart

Responsible for ensuring approach to product delivery is in line with expectation

STA workstream manager

Responsible for monitoring overall impact of delivery approach and timelines.

		Name of stakeholder

		Role



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		PURPOSE

This defines the purpose that the product will fulfil and who will use it (short and concise description).



		








		
COMPOSITION

Description (include a list of the parts/features of the product where necessary).  This should include the scope of the product together with a list of expected deliverables which will contribute to the overall delivery of the product.  (NB for particularly complex products consider the need for separate product descriptions for sub-products). This is about features of the product not quality criteria, e.g for a document it would state what sections would be included or topics should be covered.



		



		DEPENDENCIES

In this instance a dependency is something that product creation relies upon that is outside of the product owner’s direct control. For instance release of key data that will be used to populate a database.



		



		Upstream products and deliverables

What products or deliverables of products are required for this product or its deliverables to be successfully created? Please provide an explanation in layman terms of the nature of the relationship e.g. reference other product descriptions, or specific deliverables within those PDs.

		Downstream products and deliverables

What products or deliverables of products will be reliant on the successful creation of this product or its deliverables? Please provide an explanation in layman terms of the nature of the relationship e.g. reference other product descriptions, or specific deliverables within those PDs.



		

		



		
FORMAT

Any templates/presentation style required



		



		MANAGEMENT INFORMATION AND REPORTING

How the progress of delivery of the product be monitored.  Include any detailed MI for functional team use and any dashboards intended for reporting into the checkpoint meetings.



		





		[image: Description: Description: Description: Standards & Testing Agency Email]

		PRODUCT DESCRIPTION TEMPLATE









6







		REF

PD_Q# e.g 1.2_Q1

		QUALITY CRITERIA

Criteria that must be satisfied for the product to be completed and accepted.  This should include any reporting requirements e.g. production of management information and assessment of the Equality Act 2010

		QUALITY METHOD

How we will check that the quality criteria has been met

		PRODUCER

Who is responsible for producing the product deliverable for checking?

		REVIEWER(S)

Who will review the product deliverable to check its fit for purpose and meets the requirements?

		APPROVER

Who will provide approval of the product deliverable?



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		



		

		

		

		

		

		











		PRODUCT MILESTONES

Milestones that will be used to track the delivery of the product, including dates for quality checks. These milestones will be tracked in the Workstream milestone plan and reported on via Operations meetings.



		Milestone

		Planned completion date



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		














Product Description Sign-off



PRODUCT OWNER



		

		All stakeholders have been identified and consulted



		

		Lessons learned and decisions from previous cycles (or from elsewhere) have been incorporated and activity incorporated into the product delivery plan.



		

		Risks associated with the delivery have been identified and logged, with appropriate controls, mitigating actions and contingencies



		

		Assumptions relating to the product have been recognised, justified and logged.



		

		Milestone dates have been agreed with all stakeholders, including sub-contractors



		

		Quality criteria and methods are understood by the producer, reviewer and approver







Prepared by	__________________________   Signed _______________________________

		(Product Owner)



FUNCTIONAL HEAD (S)



		

		The resources required to deliver this product will be available



		

		The required quality will be met



		

		The deliverable will be delivered to the milestone dates







Approved by	__________________________   Signed _______________________________

		(Functional head)





STA PRODUCT COUNTERPART





Approved by	__________________________   Signed _______________________________

		(Workstream manager)





STA WORKSTREAM MANAGER





Approved by	__________________________   Signed _______________________________

		(Workstream manager)





END PRODUCT REPORT



DEVIATIONS FROM QUALITY

		REF

PD_Q# e.g 1.2_Q1

		QUALITY CRITERIA

Criteria that must be satisfied for the product to be completed and accepted.  This should include any reporting requirements e.g. production of management information and assessment of the Equality Act

		QUALITY DEVIATIONS

If the quality criteria was not met, describe the deviation and remedy used



		

		

		



		

		

		







DEVIATIONS FROM PLAN

		PRODUCT MILESTONES

Milestones that will be used to track the delivery of the product, including dates for quality checks.



		Milestone

		Planned completion date

		Actual completion date

		Reason for change



		

		

		

		



		

		

		

		









RISKS REALISED / ISSUES ENCOUNTERED

		RISK / ISSUE

		WHAT CONTINGENCY PLANS WERE IN PLACE?  WERE THEY USED?

		COULD THIS BE AVOIDED IN FUTURE? IF SO HOW?



		

		

		









LESSONS LEARNED

		LESSON

		ROOT CAUSE

		PROPOSED RESPONSE



		

		

		







OPPORTUNITIES IDENTIFIED

Identify here any proposed changes, improvements or innovations for future delivery of this product.

		OPPORTUNITY

		DESCRIPTION OF CHANGE PROPOSED

		RATIONALE



		

		

		















image1.jpg
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Exit plan template.docx
[bookmark: _Toc398124777]DRAFT Exit Management Plan: Routine Exit

[insert contract/project title]



[bookmark: _Toc398124778][bookmark: _Ref3539659][bookmark: _Ref127425215]Document History

[bookmark: _Toc332028952][bookmark: _Toc75062451][bookmark: _Toc75774287][bookmark: _Toc77591814][bookmark: _Toc81362431]Document location

		Organisation: 

		File location:



		

		



		STA

		[Insert STA workplaces link]





[bookmark: _Toc332028953]

Revision history

		Version Number

		Issue/Revision Date

		Issued by

		Summary of Changes

		Changes Marked



		0.1

		

		

		

		



		

		

		

		

		



		

		

		

		

		







[bookmark: _Toc75062452][bookmark: _Toc75774288][bookmark: _Toc77591815][bookmark: _Toc81362432][bookmark: _Toc332028954]Required approvals

		Name

		Title

		Date of Issue

		Version



		Both supplier and STA

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		





[bookmark: _Toc75062455][bookmark: _Toc75774291][bookmark: _Toc77591818]

[bookmark: _Toc332028955]Distribution

		Name

		Title

		Date of Issue

		Version



		Both supplier and STA

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		







[bookmark: _Toc332028956][bookmark: _Toc398124779]


Purpose

This Exit Management Plan is divided into the following principal sections:

Section 1: Document History

Section 2: Purpose

Section 3: Exit Management Structures

Section 4: Required actions

Section 5: Timetable

This Exit Management Plan sets out the Parties’ obligations with regard to facilitating the orderly transfer of the Services during the Exit Phase and the treatment of any relevant assets, materials, software, data, subcontracts and people to STA, on the expiry or termination of the Agreement or of any Service.

Within each Exit scenario, there are two different types of exit activity:

routine: those that are foreseeable, predictable and capable of being planned in detail as it relates to the “fixed” activities that will always take place on exit, irrespective of the cause or nature of the exit, and

emergency: individual services that may or may not be used, depending on the cause or nature of the termination, the point in the test cycle when termination occurs and the appetite of any incoming supplier to take advantage of them.

This Plan will identify the activities that are required for ‘Routine’ Exit (including Exit on Termination for Convenience). 



Overview of contract/project and exit activities required:

To provide some context to the plan, insert high level summary of:

(a) the services provided via the contract, start/end dates of service, sub-contractors involved; and

(b) the activity that will be required to close down/exit the contract at the natural expiry of the contract e.g. close down helpline, knowledge transfer to STA/incumbent, handover of data/documents, destruction of materials/data, etc.



[bookmark: _Toc398124780]






15
STA routine exit plan template DRAFT v0.1 - OFFICIAL



Exit management Structures

This Section describes the management structures and governance arrangements to be followed by the parties in order to facilitate the orderly exit of the call-off.



Exit key personnel - roles and responsibilities:

Include all stakeholders for both the supplier and STA, including: operational staff delivering/receiving the exit services, reviewers, approvers, escalation points, board responsibilities etc.

		Organisation:

		Name:

		Title:

		Responsibilities:



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		








	

Exit meetings:

Describe the various meetings that will take place during exit, e.g. kick-off meeting, regular KiTs, Exit Board; where they will take place, who will attend, etc.  Also indicate when the meetings will likely commence and finish e.g. start 6 months and end 1 month after contract expiry.

		Meeting title:

		Purpose:

		Proposed start/ end dates:

		Frequency:

(if recurring)

		Location

(or telekit) 

		Attendees:

		Agenda:



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







Exit reporting:

Describe the reports that will be used to monitor exit, e.g. milestone plan, highlight report, action log and any other specific documentation.

		Document title:

		Description:

		Format

		Frequency:

		Distribution list



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		










Risk summary of routine exit:

High level risks that are associated with the success of routine exit:

		Risk ID:

		Risk title:

		Owner:

Name and organisation

		Counter measures 

		Contingencies 



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		







Schedule of Exit Project Boards:

There should be at least one exit board at the end of the project that will sign off that exit has occurred as required.

		Meeting title:

		Proposed date:

		Location

(or telekit) 

		Agenda:

		Routine exit, emergency exit or both?



		Project Board 1

		

		

		e.g. Exit plan requirements

· Exit schedule

· Exit roles and responsibilities

· Key decisions

· Timing of termination 

· Payment schedule

· Contractual obligations 



		



		Project Board 2

		

		

		Agendas for further meetings (if required) will include:

· Review progress to exit plan

· Escalated risks and issues

· Incremental sign off

		



		Project Board 3

		

		

		

		



		Project Board 4

		

		

		

		







Escalation path for unresolved issues:

		Escalation tier

		[insert supplier name]

		STA



		

		Name:

		Title/role:

		Name:

		Title/role:



		1st tier escalation

		

		

		

		



		2nd tier escalation

		

		

		

		



		3rd tier escalation

		

		

		

		







[bookmark: _Toc398124781]Required Actions

This Section 4 describes the specific actions required in order to facilitate the orderly exit of the call-off. It is divided into the following sub-sections:

Subsection 4.2: Supplier Assets

Subsection 4.3: Systems and Software

Subsection 4.4: Data

Subsection 4.5: Contracts

Subsection 4.6: Documentation

Subsection 4.7: Training and knowledge transfer

Subsection 4.8: Staff matters

[Drafting note: this section will contain the real substance of the Exit Management Plan, in terms of the specific action required, assets to be transferred, contracts to be novated, training to be provided and so on. This template sets out the main headings that STA would normally expect to be addressed – there may of course be others that are specific to the particular engagement – but the whole section needs to be populated by the parties. It is emphasised that these obligations will not solely be Supplier responsibilities. Where there are any dependencies to be fulfilled by STA, these must be clearly spelled out as well.]

Supplier Assets

[List the principal assets (including computer hardware and other equipment) used wholly or mainly in the provision of the Services, and indicate in each case whether these are “exclusive assets” or “non-exclusive assets”. By “exclusive assets”, we mean any assets that are used solely for the provision of services to STA, which can therefore be transferred to STA if STA so wishes. By “non-exclusive assets”, we mean assets that are not used solely for STA. Indicate in each case whether the asset in question will be assigned to STA. If any asset is not to be assigned to STA, but STA wishes to continue to have access to and use of it (e.g. on a rental or licence basis), the terms of such use will be agreed and documented here.]

4.2.1 	Supplier assets – register:

		Exclusive / Non Exclusive: 

		Name/title:

		Description:

		Version no:

		System / Type / Format:

		Location:

		File size:

(where applicable)

		Ownership: (Supplier or STA)



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		



		

		

		

		

		

		

		

		







4.2.2	Supplier assets – action required:

		Name/title:

		“Transferring to STA” or “destroying”

		Method of transfer / destruction:

		When will transfer / destruction take place:

		 Supplier QA prior to transfer / destruction:

		Associated supplier approvals

		STA acceptance approval:



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.2.3	Supplier assets – additional notes:

		Additional notes (if required):



		[If required, opportunity for the supplier and/or STA to provide any supporting notes in addition to the information provided in the tables]









Systems and Software

[Describe the specific steps required to ensure the effective migration of systems from the Supplier to STA on routine exit. These might include, for example, requiring the Supplier to analyse and provide information about capacity and performance requirements, generate computer listings of all relevant Source Code, and assist with parallel running, as well as the physical transfer of hardware and of copies of software. Deletion of STA software from Supplier systems will also be relevant.

4.3.1	Systems and software - register:

		Name/title:

		Description:

		Version no:

		Format:

		Location:

		File size

(where applicable)

		Ownership (Supplier or STA)



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.3.2	Systems and software – action required:

		Name/title:

		“Transferring to STA” or “destroying”

		Method of transfer / destruction:

		When will transfer / destruction take place:

		 Supplier QA prior to transfer / destruction:

		Associated supplier approvals

		STA acceptance approval:



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.3.3	Systems and software – additional notes:

		Additional notes (if required):



		[If required, opportunity for the supplier and/or STA to provide any supporting notes in addition to the information provided in the tables]







Data

[Describe the specific steps required to ensure the effective transfer of data from the Supplier to STA.  These might include, for example, agreement of interfaces, formats and security requirements for data transfer, as well as the actual physical or electronic transfer itself, and arrangements for the deletion of data from the Supplier’s systems at a future point.] 

4.4.1	Data - register:

		Name/title:

		Description:

		Version no:

		Format:

		Location:

		File size

(where applicable)

		Ownership (Supplier or STA)



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.4.2	Data – action required:

		Name/title:

		“Transferring to STA” or “destroying”

		Method of transfer / destruction:

		When will transfer / destruction take place:

		 Supplier QA prior to transfer / destruction:

		Associated supplier approvals

		STA acceptance approval:



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.4.3	Data – additional notes:

		Additional notes (if required):



		[If required, opportunity for the supplier and/or STA to provide any supporting notes in addition to the information provided in the tables]













Assets held by sub-contractors

[Describe the assets held by sub-contractors in relation to the delivery of the call-off, and the associated actions required on Exit]

4.5.1	Assets held by sub-contractors - register:

		Name/title:

		Description:

		Version no:

		Format:

		Location:

		File size

(where applicable)

		Ownership (Supplier or STA)



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.5.2	Assets held by sub-contractors – action required:

		Name/title:

		“Transferring to STA” or “destroying”

		Method of transfer / destruction:

		When will transfer / destruction take place:

		 Supplier QA prior to transfer / destruction:

		Associated supplier approvals

		STA acceptance approval:



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.5.3	Assets held by sub-contractors – additional notes:

		Additional notes (if required):



		[If required, opportunity for the supplier and/or STA to provide any supporting notes in addition to the information provided in the tables]







Documentation (Subsection 4.6)

[List the documentation that will be provided to STA, including service guides, business process manuals, software documentation, security and quality plans, etc.] 

4.6.1	Documentation - register:

		Name/title:

		Description:

		Version no:

		Format:

		Location:

		File size

(where applicable)

		Ownership (Supplier or STA)



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.6.2	Documentation – action required:

		Name/title:

		“Transferring to STA” or “destroying”

		Method of transfer / destruction:

		When will transfer / destruction take place:

		 Supplier QA prior to transfer / destruction:

		Associated supplier approvals

		STA acceptance approval:



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		







4.6.3	Assets held by sub-contractors – additional notes:

		Additional notes (if required):



		[If required, opportunity for the supplier and/or STA to provide any supporting notes in addition to the information provided in the tables]







Training and knowledge management

[Describe what the Supplier will do in terms of the provision of training and knowledge management to STA where applicable.] 

		Training and knowledge management



		









Staff matters and TUPE

Details of the supplier’s staff who are subject to TUPE should be described within the attached excel spreadsheet.





		TUPE information provided:

		Yes/No [delete as appropriate]







It is understood that this information will not identify an individual member of staff by name or other unique personal identifier so that the provisions of the Data Protection Act are not infringed.

You are also requested to make the following information available to prospective service providers in a convenient form, e.g. reference documents, notices, handbooks, instructions or electronic media.

a)  Employment terms and conditions applicable to those members of staff who may be transferred, (for example: probationary periods, retirement age, periods of notice, current pay agreements, working hours, entitlement to annual sick leave, maternity and paternity special leave, terms of mobility, loan or leasing schemes, occupational welfare, facility time arrangements, competencies, job descriptions and additional employment benefits).

b)  Relevant collective agreements.

c)  Details of the pension schemes.

Please note that in the event that the STA decides to appoint a different service provider and there is a relevant transfer to which TUPE applies, you will need to meet the requirements of the Transfer of Undertakings (Protection of Employment) Regulations 2006 as amended by the Collective Redundancies and Transfer of Undertakings (Protection of Employment) (Amendment) Regulations 2014 to provide Employee Liability Information to any new employer (the transferee).



4.8.2	Staff matters – supporting information:

		Notes additional to the information provided above:



		







[bookmark: _Toc398124782]

Timetable and milestones 

[The timetable for the exit and transition project, including completion of the specific actions and dependencies set out in Section 4, will be set out here including a detailed routine exit project plan. This section is to detail any specific milestones that are to be achieved as part of the routine Exit Project, together with the relevant completion criteria.

		Activity:

		Completion criteria:

		Start Date:

		End date:

		Owner / Role Title:

		Resource:

		Supplier or STA



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		



		

		

		

		

		

		

		









image1.emf

TUPE Information  template.xlsx




TUPE Information template.xlsx

TUPE template


						Age in years 			Employment status 			Job title and job description.			Estimated percentage of their time spent working on the requirements of the current contract.			Length of current period of continuous employment (in years/months)			Weekly conditioned hours of attendance (gross).			Standard Annual Leave Entitlement 			Detail of current employer provided Pension Scheme Membership 			Redundancy liability information 			Annual Salary			Details of any regular overtime commitments 			Details of attendance patterns that attract enhanced rates of pay or allowances			Regular or recurring allowances.			Outstanding financial claims arising from employment 			Additional information about factors influencing staffing levels and costs.






























































Guidance


						Guidance:





						Age in years 			(not date of birth).


						Employment status 			(i.e. fixed term, casual, permanent) and work location (if appropriate).


						Job title and job description.


						Estimated percentage of their time spent working on the requirements of the current contract.


						Length of current period of continuous employment (in years/months)


						Weekly conditioned hours of attendance (gross).


						Standard Annual Leave Entitlement 			(not the ‘in year’ leave total that may contain carry over or deficit from the previous leave year).


						Detail of current employer provided Pension Scheme Membership 			(Name of scheme identifying whether it is a Defined Benefit, Defined Contribution or Stakeholder arrangement, including employee contribution rate (In addition, please indicate if the employee is a former Civil Servant participating in a pension scheme that has been the subject of certification for “broad comparability” by the Government Actuary’s Department.)


						Redundancy liability information 			(Statutory or Enhanced Company scheme and £)


						Annual Salary


						Details of any regular overtime commitments 			(These may be weekly, monthly or annual commitments for which staff may receive an overtime payment).


						Details of attendance patterns that attract enhanced rates of pay or allowances			 (i.e. shift or rostered attendance).


						Regular or recurring allowances.


						Outstanding financial claims arising from employment 			(i.e. season ticket loans, transfer grants – noting that these will only give an indication of the type and value of loan balances and that these will change during the bid period).


						Additional information about factors influencing staffing levels and costs.
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Security Incident Report: Template A





		Project name:

		



		Incident reference:



		

		

		



		Brief description of incident:

		



		Date originally identified:

		

		Report date:

		



		Key stage impacted:

		

		Subject/level:

		



		Originally identified by:

		

		Report completed by:

		



		



		Incident summary:



		

Provide a summary of the incident, include details of where, when and who was involved in the incident. Include any other key information that is relevant to the incident.











		Incident impact and activity log:



		



















































1 of 1



image1.jpeg

Standards
& Testing
Agency







image12.emf
Change control  template.docx


Change control template.docx
Change Request



		





Change request title 



		Project title

		

		Project code

		



		Project Manager

		

		Contract no

		



		Project director

		

		Date raised

		



		STA file name (ref no):

		

		Issue ref no:

		





Cost implication: 

Increase / Reduction/ Nil (delete as necessary)

		£





Amount: 



Proposed change in contractual milestones: Include the payment milestones the change links to and overall budget impact.

		





When does this change need to be made by and rationale for timescales:

		







What is the situation and why do we need to make a change? Please detail, factual/quantifiable information of what the situation is, an appraisal of the current position, the current impact and the potential impact should STA decide to do nothing (the risk).









	













How do we resolve? What is the proposed resolution to the situation and why is this thought to be appropriate? How does it align with past projects and what precedent does it set for the future? How would the fix be applied operationally? What is the communication strategy? Are there any associated operational risks for this / future test cycles? 





























Options: please use this section to highlight the options that were considered, explaining why the one titled in this change request is being proposed over alternatives and what was the rationale for discounting alternatives?



















Breakdown of costs: A breakdown must be comparable to the original bid and show the original costs and the recommended costs. It must clearly show all elements of the structure for payments including multipliers.


































Future proofing: Why did this situation arise? Please indicate what the cause was and include recommendations which will be logged on the lessons learnt log.  The below indicates considerations to be taken.

· How we may avoid (or indeed encourage, if this is an opportunity) the situation from occurring in future activity.

· Whether requirements have fundamentally changed since the outset of the project.

· What the contractual position is in terms of dealing with the change and who is responsible / liable. 













Escalation details:







Actions taken: 























Project Issue closed date:
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Security – Venue checklist for secure materials for STA



		STA Training Venue - checklist  - please complete and send copies to : Debbie.hughes@education.gov.uk 





		Date of visit:        

		

		Venue Name:          

		

     



		Assessor name:

(Print name)

		

		Venue address: 

		 





		Training Meeting details

		

		



		Subject

		Meeting #(s)

		Meeting date(s)

		



		

		

		

		



		

		

		

		







A security check of any venue managing STA secure materials should be undertaken and reviewed by STA.



We need to audit the venues to ensure they can deliver what has been specified in respect of marking training and the security of the STA test materials.



Please complete the checklist below, including the ‘Notes’ section at the end of the checklist, with details when the requirement is not met.  



		

		Requirement

		Met Y/N

		Notes



		1. 

		Check what booking details the venue has, and establish that meeting dates, times and delegate numbers match with our booking

		

		



		2. 

		The venue was readily found – signage in place and instructions clear to follow

		

		



		3. 

		The venue is served by a range of public transport 

		

		



		4. 

		Sufficient car parking available on-site or close by – for STA markers

		

		



		5. 

		The venue has access for the disabled - confirmed with venue

		

		



		6. 

		The Venue will assign a named event manager as the number one point of contact for the STA representatives running the event



		

		Name:



		7. 

		Reception can adequately accommodate the arrival of delegates within a 1hr window  

		

		



		8. 

		Registration desk can be located close to Reception or at the entrance to the meeting rooms

		

		



		9. 

		Venue staff will be available to direct delegates as necessary     

		

		



		10. 

		Venue staff will complete Registration desk set-up on the event day

		

		



		11. 

		Check the Registration desk set-up will be large enough, can accommodate 3 seats, and is presentable (full length good quality cloth covering)

		

		



		12. 

		The correct number of rooms are available for each event 

		

		



		13. 

		Meeting rooms are located close to each other in the same section of the venue

		

		



		14. 

		Meeting rooms will comfortably accommodate 10 delegates around a boardroom style table with a 1.5 table-space allowance per delegate 

		

		



		15. 

		Meeting rooms can accommodate Observers – up to 3 seats placed around the edge of the room

		

		



		16. 

		Rooms are clean and smell free

		

		



		17. 

		Rooms are bright and well-lit

		

		



		18. 

		Rooms are air conditioned

		

		



		19. 

		Rooms are protected from external distractions (particularly noise – adjoining rooms, traffic)

		

		



		20. 

		Meeting room entry points/corridor areas can be monitored readily by the event representatives (ideally in sight of the Registration desk)

		

		



		21. 

		Rooms must not be overlooked from a close proximity, either internally from the venue or from external buildings

		

		



		22. 

		Toilet facilities are clean and easily accessed from the meetings, and of sufficient quantity for the event size

		

		



		23. 

		Access to the rooms on the event day by 7.30am

		

		



		24. 

		Rooms can be locked by and access limited to the event organisers during the event (i.e. no housekeeping or non-management staff to access the rooms)

		

		



		25. 

		Light refreshments (tea, coffee, water & biscuits/pastries) will be provided on arrival in an area where all delegates can have their tea and coffee in close proximity to the meeting rooms

		

		



		26. 

		The venue has a procedure for receiving and storing STA materials prior to the event if required. A nominated named senior member of venue management to take responsibility for deliveries and report to our event manager.  Proof of delivery will be required (signature).  

		

		



		27. 

		The ‘secure room’ for the storage of event materials can be provided up to 3 days prior to the event (the secure room). The room has an audit control for access – or a key control to ensure only authorised personnel access the secure room



		

		



		28. 

		The ‘secure room’ has CCTV or sufficient controls to assure STA that only authorised personnel can access the secure room. 

		

		



		29. 

		The ‘secure room’ for the storage of event materials can be provided up to 3 days prior to the event (the secure room)

		

		



		30. 

		The location of the ‘secure room’ in relation to the meeting rooms ensures that the materials can be safely and securely moved between the rooms on the morning of the event – the storage room is on the same level of the venue and is alongside the meeting room section of the venue

		

		



		31. 

		The ‘secure room’ is an adequate size for the volume of materials to be stored – has space to accommodate the pre-event checking of materials

		

		



		32. 

		The storage room is secure – one lockable (key card and/or manual lock) doorway into it, the contents of the room are screened from internal or external viewing into the room, and any external windows are secured by grills and intruder alarm systems. The storage room must be kept locked from moment materials are delivered until the nominated event representative asks for access – see 27 above

		

		



		33. 

		The STA event representative must be able to gain access to the storage room from 4pm on the day prior to the event

		

		



		34. 

		Access to the storage room must be limited once the materials are in situ – keys limited to venue essentials for emergency access only (Duty Manager & Security Manager ) – no non-emergency access, by duty manager or otherwise, including housekeeping; confirmation of limitation will be required; proof of limitation and access may also be requested (viewing of key card system records)

		

		



		35. 

		The transportation of the materials from the delivery point/bay to the secure room will be secure (i.e. accompanied by Venue staff at all times)

		

		



		36. 

		The delivery procedure and facilities at the venue provide for security – CCTV coverage, Reception, delivery bay, any car park or perimeter guarding. Is the CCTV actively monitored? 

		

		



		37. 

		Confirm with the venue if other events are booked for the same time – assess the venue’s capability to provide the service & security levels required for our event – any conflict or interested parties e.g. Awarding bodies

		

		



		38. 

		A procedure for safeguarding venue security is operated at the venue (fire suppression and unwelcome intrusion)

		

		



		39. 

		CCTV is operated & footage stored for a minimum of 90 days – on what medium – tape or digital – Who can provide access to images if needed

		

		



		40. 

		IT Systems are readily available in each room (Projectors, laptops etc.) If required  

		

		



		41. 

		Photocopying facilities are available and will be made available only if directly requested by the event representatives

		

		









		NOTES

		



		Checklist Ref #

		Description of issue (s)
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FRAMEWORK AGREEMENT FOR Trialling and Sampling Services



	This Framework Agreement is dated:	 _____________________________





Parties



	

1) The Secretary of State for Education whose Head Office is at Sanctuary Buildings, Great Smith Street, London, SW1P 3BT (“the Department”); and





2) The Supplier



Background:



(A) If the Authority or any Other Contracting Body decides to source any of the Goods and/or Services through this Framework Agreement, then it shall be entitled at any time in its absolute and sole discretion during the Framework Period to award Call Off Agreements for the Goods and/or Services from the Supplier by following Framework Schedule 8 (Call Off Procedure).



(B) The Supplier recognises that a failure to provide the Services completely, on time, securely and in accordance with the standards set out in this Agreement is likely to:

(i) bring significant distress and damage to pupils, schools and their teachers; and

(ii) result in substantial detriment to the reputation and integrity of the Government, the Department and the tests, by causing the general public to lose confidence in them.



Recitals



The Supplier has agreed to provide the Services on the terms and conditions set out in this Agreement.



The Department's reference number for this Agreement is STA 0166.



[bookmark: _Toc504138492]Definition and Interpretation

In this Agreement, the following words shall mean:

		Acceptance

		has the meaning given in Clause 34 and “Accepted” shall be construed accordingly;



		Affiliate

		in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control with, that body corporate from time to time;



		Agreement

		this agreement comprising the recitals, clauses and schedules hereto, along with any Call-Off Contracts;



		Best Endeavours

		means taking all steps that a reasonable and prudent businessman would take when acting in his own best interests;



		BIL

		business impact level assigned to information in accordance with the SPF in order to determine the appropriate level of protection to be afforded to such information;



		Brand Guidelines

		the DfE Style Guide and NCA (national curriculum assessment) Identity Guidelines as updated and amended from time to time by the Department; 



		Business Continuity Plan

		has the meaning given to it in Clause 38;



		Call-Off Contract

		a document executed by the Parties for the provision and receipt of a Call-Off Service, substantially in the form set out in Schedule 3;



		Call-Off Service

		the Services set out in a Call-Off Contract;



		Call-Off Value

		means the value specified in the Call-Off Contract, or if no amount is specified, an amount equal to the total Charges paid or payable under the Call-Off Contract;



		Change

		has the meaning given to it in Clause 15;



		Change Control Procedure

		the procedure for making Changes to either this Agreement or an existing Call-Off Service as specified in Clause 15; 



		Change of Control

		when applied to any person shall be deemed to have occurred on each occasion on which any person other than those who Control such person on the Effective Date subsequently acquire Control of it; 



		Charges

		the charges for the Services as set out Schedule 2 and this Agreement or as set out in a Call-Off Contract;



		Confidential Information

		the Department's Confidential Information and/or the Supplier's Confidential Information;



		Contract Manager

		James Heathcote
Standards and Testing Agency
53-55 Butts Road
Earlsdon Park
Coventry
CV1 3BH




		Contracting Department

		any contracting department as defined in Regulation 5(2) of the Public Contracts (Works, Services and Supply) (Amendment) Regulations 2000 other than the Department;



		Control or Controlled

		is determined by reference to the provisions of Section 450 of the Corporation Taxes Act 2010; 



		Copyright

		any and all copyright, design right (as defined by the Copyright Act) and all other rights of a like nature which may, during the course of this Agreement, come into existence in or in relation to any Work;



		Copyright Act

		means the Copyright, Designs and Patents Act 1988;



		Crown and/or Her Majesty

		Queen Elizabeth II and any successor to Her Majesty;



		Crown Body

		any department, office or agency of the Crown;



		Data

Data Protection Impact Assessment 

		as defined in the DPA;

an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.



		Data Controller

Data Loss Event







DPA 2018

		take the meaning given in the GDPR;

any event that results, or may result, in unauthorised access to Personal Data held by the Contractor under this Agreement, and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach.

Data Protection Act 2018



		Data Processor

		take the meaning given in the GDPR;



		Data Protection Legislation

		(i) the GDPR, the LED and any applicable national

implementing Laws as amended from time to time (ii) the DPA 2018 [ subject to Royal Assent ]

to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law

about the processing of personal data and privacy;



		Data Subject

Data Subject Access Request

		take the meaning given in the GDPR;

a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.



		Default

		any breach by a Party of its obligations under this Agreement or of any warranty, condition or any other term or any default, act, omission, negligence, or misstatement of a Party or its employees, agents or subcontractors in connection with the subject matter of the Agreement;



		Delay

		the period of time by which the implementation of the Services by reference to the Implementation Plan is delayed arising from a failure to Achieve a Milestone;



		Department’s Confidential Information

		all Personal Data and any information that relates to the business, affairs, developments, trade secrets, Know-how, personnel, and suppliers of the Department, including all Intellectual Property Rights, together with all information derived from any of the above, and any other information designated as being confidential (whether or not it is marked "confidential") or which ought reasonably be considered to be confidential;



		Departmental Assets



		Departmental Premises, IT systems and information with a classification up to confidential;



		Departmental Security Standards

		the Department’s specification for security that the Supplier is required to deliver;



		Departmental Data

		all data or records of whatever nature and in whatever form: (i) supplied by or on behalf of the Department; or (ii) relating to the conduct of the tests, pupils, Markers, the Department’s staff or otherwise relating to the operations or functions of the Department, or in relation to any Call-Off Contract or as created or processed as part of, or in connection with, the Services.  For the avoidance of doubt, this excludes personal and sensitive information for test administrators, Supplier staff or other consultants used in the provision of the services; 



		Departmental Delay

		has the meaning given in Clause 11;



		Departmental Dependencies

		in respect of a Call-Off Service, those activities specified in Schedule 6 (Departmental Dependencies) to be carried out by  the Department or a Departmental Service Provider to facilitate the Supplier’s provision of the Services;



		Departmental Materials

		all tests, test scripts, test items, test booklets and other project documentation delivered as part of the Services (including meeting minutes, project board reports and risk and issues logs) training materials, and other material of a similar nature produced by or on behalf of the Supplier for the Department, or in conjunction with the Department, under this Agreement (but excluding the Software); 



		Departmental Policies and Procedures

		the STA National Curriculum Assessments and Marker Recruitment Policy, as amended or replaced from time to time by the Department;



		Departmental Premises

		those premises which are owned, leased or occupied by the Department from time to time;



		Departmental Security Policy

		the Department’s security policies and procedures as updated, amended or replaced from time to time by the Department;



		Departmental Service Provider

		has the meaning give in Clause 12;



		Departmental Software

		the source code and object code of software (and any additions, modifications or developments thereto, whether made before or after the Effective Date) which is: (i) owned by the Department as at the Effective Date or as at the effective date of a Call-Off Contract; or (ii) developed or procured for the Department as the subject of a Call-Off Contract; 



		Departmental System

		The Department’s computing environment (consisting of hardware, software and/or telecommunications networks or equipment) used by the Department or the Supplier in connection with the Agreement which is owned by or licensed to the Department by a third party and which interfaces with the Supplier System or which is necessary for the Department to receive the Services;



		Dispute

		any dispute or disagreement between the Parties arising out of or in connection with this Agreement (including in connection with any Call-Off Contract), including any question regarding the existence, validity or termination of this Agreement or a Call-Off Contract;



		DPA

		the Data Protection Act 1998;



		DOTAS

		the Disclosure of Tax Avoidance Schemes rules which require a promoter of tax schemes to tell HMRC of any specified notifiable arrangements or proposals and to provide prescribed information on those arrangements or proposals within set time limits as contained in Part 7 of the Finance Act 2004 and in secondary legislation made under vires contained in Part 7 of the Finance Act 2004 and as extended to NICs by the National Insurance Contributions (Application of Part 7 of the Finance Act 2004) Regulations 2012, SI 2012/1868 made under s.132A Social Security Administration Act 1992;



		EEA

		European Economic Area;



		Effective Date

		the date of this Agreement;



		EIR

		the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issues by the Information Commissioner or relevant Government department in relation to such regulations;



		Exit Phase

		in respect of the Agreement or a Call-Off Contract the period: (a) commencing on the day after the date on which the relevant Termination Notice (or any other notice given to terminate the Agreement or the Call-Off Contract) is served by either Party; and (b) ending on the date one month after the date of the termination of the Agreement or the Call-Off Contract (as appropriate);



		FOIA

		the Freedom of Information Act 2000 and any subordinate legislation made under this Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation;



		Force Majeure Event

		an act or event affecting the performance by a Party of its obligations hereunder: (a) arising from events beyond its reasonable control including disaster, fire, flood, pandemic, terrorist attack or an industrial dispute (other than one by the employees of the Supplier, its Group Companies or its Subcontractors and only where a substitute third party is not reasonably available); and (b) which could not have been avoided through the exercise of Good Industry Practice, provided that a Force Majeure Event shall not include any claim by a third party that any software, data or other materials provided by the Supplier or the Subcontractors infringes its Intellectual Property Rights;



		General Anti-Abuse Rule

		(a) the legislation in Part 5 of the Finance Act 2013; and 

(b) any future legislation introduced into parliament to counteract tax advantages arising from abusive arrangements to avoid NICs;



		GDPR



Go Live Date

		the General Data Protection Regulation (Regulation (EU) 2016/679)

the date on which the Supplier commences live Services delivery following implementation;



		Good Industry Practice

		the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector;



		Good Industry Standard

		the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector;



		Government

		the government of the United Kingdom;



		Group Company

		shall, in respect of any company, mean that company and any and all group undertakings (as such term is defined in Section 1161 of the Companies Act 2006 as amended) from time to time of that company;



		Halifax Abuse Principle

		the principle explained in the CJEU Case C-255/02 Halifax and others;



		Her Majesty’s Government

		the duly elected Government for the time being during the reign of Her Majesty and/or any department, committee, office, servant or officer of such Government;



		HMRC

		Her Majesty’s Revenue & Customs;



		HMSO

		Her Majesty's Stationery Office;



		ICT

		information and communications technology;



		ICT Environment

		the Department’s IT system and the Supplier’s IT system;



		Information

		as defined in section 84 of the FOIA; 



		Insolvency Event

		the occurrence of any of the following events (or any event analogous to any of the following in a jurisdiction other than England and Wales) in relation to the relevant entity:

(a) the entity passing a resolution for its winding up or a court of competent jurisdiction making an order for the entity to be wound up or dissolved or the entity being otherwise dissolved;

(b) the appointment of an administrator of or, the making of an administration order in relation to the entity or the appointment of a receiver or administrative receiver of, or an encumbrancer taking possession of or selling, the whole or part of the entity's undertaking, assets, rights or revenue;

(c) the entity entering into an arrangement, compromise or composition in satisfaction of its debts with its creditors or any class of them or takes steps to obtain a moratorium or makes an application to a court of competent jurisdiction for protection from its creditors;

(d) the entity being unable to pay its debts or being [capable of being] deemed unable to pay its debts within the meaning of section 123 of the Insolvency Act 1986; or

(e) the entity entering into any arrangement, compromise or compromise or composition in satisfaction of its debts with its creditors;

However, a resolution by the relevant entity or a court order that such entity be wound up for the purpose of a bona fide reconstruction or amalgamation shall not amount to an Insolvency Event and amalgamation shall not amount to an Insolvency Event;



		Insurance Policies

		has the meaning given in Clause 24 (Insurance);



		Intellectual Property Rights

		means patents, trademarks, service marks, utility models, inventions, logos, (whether registrable or otherwise), applications for any of the foregoing, Copyright, domain names, Know-how, database rights, trade or business names, moral rights and other similar rights or obligations whether registrable or not in any country (including but not limited to the United Kingdom) and the right to sue for passing off;



		IT Security Health Check

		an assessment to identify vulnerabilities in IT systems and networks which may compromise the confidentiality, integrity or availability of information held on that IT system;



		ITIL

		the Information Technology Infrastructure Library suite of publications as issued and updated by the Government from time to time;



		Key Employees

		has the meaning given in Clause 17.9;



		Key Milestone

		in respect of a Call-Off Contract, an event or task, as described in the Call-Off Contract, which is expressed in the Call-Off Contract to be a key milestone;



		Key Subcontract

		each Subcontract with a key Subcontractor;



		Know- how

		confidential and proprietary industrial and commercial information and techniques in any form including drawings, formulae, test results, reports, project reports and testing procedures, instruction and training manuals, tables of operating conditions, market forecasts, lists and particulars of the Department and suppliers;



		Lead Marker

		has the meaning given to it in Clause 17;



		Local Authority

		a tier of local government within England which has responsibility for education services;



		Loss

		any awards, claims, compensation, costs, damages, demands, expenses, fines, loss, order, penalty and payment made by way of settlement, of whatsoever nature;



		Malicious Software

		any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence;



		Management Information

		the operational management information and performance reports to be provided by the Supplier to the Department, as specified in Schedule 4 and/or any Call-Off Contract in force from time to time, covering, but not limited to information on the number of administrators recruited, the number of administrators trained, number of administrators with valid CRBs, school recruitment, test scripts issued, test scripts completed and returned, provision of scanned archive test scripts, summary of queries received from schools and track and trace data for transport of materials;



		Marker

		a person engaged to mark a test;



		Marker Contract

		a contract under which a named Marker’s services have been engaged;



		Marker Period

		from Marker recruitment to start of data capture in each trialling Call-Off Contract where marking is included;



		Milestone

		an event or task as set out in a Call-Off Contract as a milestone or a Key Milestone (and as may be more particularly described in Schedule 1); 



		Milestone Date

		the scheduled date for completion set against a Milestone in a Call-Off Contract as may be amended by the Parties in the Project Plan;



		MoR

		the best practice guidance for effective management of risk as issued and updated by the Government from time to time;



		NICs

		National Insurance Contributions;



		Occasion of Tax Non-Compliance

		(a)  any tax return of the Supplier submitted to a Relevant Tax Authority on or after 1 October 2012 is found on or after 1 April 2013 to be incorrect as a result of:

(i)  a Relevant Tax Authority successfully challenging the Supplier under the General Anti-Abuse Rule or the Halifax Abuse Principle or under any tax rules or legislation that have an effect equivalent or similar to the General Anti-Abuse Rule or the Halifax Abuse Principle;

(ii) the failure of an avoidance scheme which the Supplier was involved in, and which was, or should have been, notified to a Relevant Tax Authority under the DOTAS or any equivalent or similar regime; and/or

(b)  any tax return of the Supplier submitted to a Relevant Tax Authority on or after 1 October 2012 gives rise, on or after 1 April 2013, to a criminal conviction in any jurisdiction for tax related offences which is not spent at the Effective Date or to a civil penalty for fraud or evasion.



		Off-the-Shelf

		in relation to software, software that is licensed on terms that would not normally be negotiated (save in respect of the cost of the licence) and is readily and/or generally available to companies, businesses, educational institutions and/or members of the public;



		Ofqual

		the Office of the Qualifications and Examinations Regulator;



		Personal Data

		as defined in the DPA;



		Personnel

		the Supplier’s employees and agents, the Subcontractors and the employees, agents and subcontractors of the Subcontractors engaged in the provision of the Services; 



		Personnel Security Standard

		a government wide requirement including checks on identity, employment history, nationality and immigration status and the declaration of unspent criminal records;



		PID

		a project initiation document in respect of a Call-Off Service;



		PRINCE2

		the best practice guidance for effective project management, as issued and updated by the Government from time to time;



		Process

		as defined in the DPA;



		Process Document

		a document setting out processes and procedures used in the delivery of the Call-Off Service, including interfaces with Subcontractors, the Departmental Service Providers, stakeholders and other relevant third parties;



		Processing

		as defined in the DPA;



		Prohibited Act



		means:

(a)    to directly or indirectly offer, promise or give any person working for or engaged by the Department a financial or other advantage to:

i)  induce that person to perform improperly a relevant function or activity; or

ii)   reward that person for improper performance of a relevant function or activity;

(b)   to directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a relevant function or activity in connection with the Agreement;

(c)  an offence:

i)   under the Bribery Act 2010 (or any legislation repealed or revoked by such Act;

ii)   under legislation or common law concerning fraudulent acts; or

iii) the defrauding, attempting to defraud or conspiring to defraud the Department;

(d)  any activity, practice or conduct which would constitute one of the offences listed under (c) above if such activity, practice or conduct has been carried out in the United Kingdom;



		Project Closure Report

		has the meaning given in Clause 28.2.1;



		Project Plan

		a plan setting out the resources, tasks and timescales required to be performed to mobilise and deliver the Call-Off Service together with any revisions the Supplier proposes to make to the Milestone Dates set out in the Call-Off Contract;



		Property 





Protective Measures



		the property, other than real property, issued or made available to the Supplier by the Department in connection with the Agreement;

appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it.



		Rate Card

		the rate card for Personnel as set out in Schedule 2;



		Regulations

		any laws, regulations, regulatory constraints, obligations or rules (including binding codes of conduct and binding statements of principle incorporated and contained in such rules) applicable to the existence or operation of this Agreement or the provision of any part of the Services from time to time;



		Regulatory Body

		those Government departments and regulatory, statutory and other entities, committees and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in this Agreement or any other affairs of the Department and "Regulatory Body" shall be construed accordingly;



		Regulatory Change

		has the meaning given in Clause 41;



		Relationship Manager

		as the context requires, the relationship manager of either the Department or the Supplier, as identified below:

1. in relation to the whole Agreement for the Department, 

(iii) in relation to the whole Agreement for the Supplier, and

(iv) in relation to a particular Call-Off Service, as specified in the relevant Call-Off Contract;



		Relevant Requirements



		means all applicable Law relating to bribery, corruption and fraud, including the Bribery Act 2010 and any guidance issued by the Secretary of State for Justice pursuant to section 9 of the Bribery Act 2010;



		Relevant Tax Authority

		HMRC, or, if applicable, a tax authority in the jurisdiction in which the Supplier is established;



		Request for Information

		a request for information or an apparent request under the Code of Practice on Access to Government Information, FOIA or the EIR;



		Request for Information

		a request for information or an apparent request under FOIA or the EIR received by the Department, the Supplier, the Subcontractors or another relevant Regulatory Authority or public body (as defined by FOIA) or public authority (as defined by the Environmental Information Regulations 2004);



		Security Plan

		the Supplier's security plan prepared as part of their tender and included in a schedule (Security Requirements) to the Agreement;



		Security Policy

		the Department's security policy annexed to the Security Requirements and Plan schedule as updated from time to time;



		Sensitive Personal Data

		as defined in the DPA;



		Service Commencement Date

		in relation to a Call-Off Contract, the date on which the relevant Call-Off Service shall commence, as specified in the Call-Off Contract;



		Service Element

		part of a Call-Off Service as identified in a Call-Off Contract and described in more detail in Schedule 1;



		Services

		the services the Supplier agrees to provide under this Agreement from time to time including any Call-Off Services;



		SME

		a micro, small or medium-sized enterprise defined in accordance with the European Commission Recommendation 2003/361/EC;



		Software

		the Supplier Software, the Third Party Software and the Departmental Software; 



		Source Code

		the computer programming code of the Software, in human-readable form and in such form that can be compiled or interpreted into equivalent object code, together with all technical information and documentation (including all specifications, input and output formats, algorithms and file structures) that are necessary for the use, reproduction, modification and enhancement of such software or that have been used for such purposes;



		SPF

		has the meaning given to it in Clause 37.1;



		Subcontract

		any contract or agreement or proposed contract or agreement between the Supplier and any third party whereby that third party agrees to provide to the Supplier the Services or any part thereof;



		Subcontractor





Sub-processor

		a subcontractor of the Supplier (including any of the Supplier’s Group Companies) which performs part of the Service;

any third Party appointed to process Personal Data on behalf of the Contractor related to this Agreement;



		Successor Operator

		an entity (which may include the Department) succeeding the Supplier in the provision or operation of services similar to the Services or any part thereof (including any Call-Off Service);



		Supplier Staff

		all employees, agents and contractors of the Supplier and/or of any Subcontractor;



		Supplier Software

		the software used in the provision of the Services other than the Third Party Software and the Departmental Software, specifically excludes pre-existing Intellectual Property Rights and software including but not limited to Suppliers Register of Schools, Survey Admin System, School Portal and on-screen marking system;



		Supplier’s Contract Manager

		



		Supplier System

		the computer systems used by or on behalf of the Supplier to provide all or part of the Services including the Software but excluding the Departmental System;



		Term

		the period from the Effective Date until the termination or expiry of the Agreement; 



		Termination Notice

		a notice in writing, served by one Party on the other, in accordance with this Agreement to terminate this Agreement, a Call-Off Contract or a Service Element;



		Territory

		the United Kingdom (and the locations, to the extent outside the United Kingdom, of the British Forces Posted Overseas schools), it being understood that, insofar as the Services include the operation and maintenance of a website on which the Trade Marks are mentioned, no territorial restriction shall apply to the use of the Trade Marks on such website;



		Third Party Software

		any software used in the provision of the Services, the Intellectual Property Rights in which are owned by a third party;



		Time and Materials Basis

		that the cost of a service or activity shall be the sum of:

(i)	the labour costs of the Personnel engaged in the performance of that service or activity. Such sum shall be equal to the amount of time directly and necessarily spent by such Personnel in the performance of such service or activity at the rates set out in the Rate Card (or in the absence of an appropriate rate in the Rate Card, at cost); plus

(i)	any payments to third parties directly and necessarily made in the performance of such service or activity. Such payments to be passed through r with the benefit of any volume or other related discount

provided that:	

the Supplier must use Best Endeavours to use efficiently all resources chargeable to the Department in respect of that service or activity so as to minimise the cost to the Department;



		Trade Marks

		the registered and unregistered trademarks, names, logos and devices, brief particulars of which are set out in the Brand Guidelines or specified in writing by the Department from time to time;



		VAT

		value added tax and any tax of a similar fiscal nature (including, without limitation, any tax of a similar fiscal nature imposed in addition to, or as a replacement for, such tax); 



		Virus

		any “back door”, “time bomb”, “trojan horse”, “worm”, “drop dead device”, “virus” or other computer software routine intended or designed to: 

(i)	disable, damage, erase, disrupt or impair the normal operation of; or 

(i)	provide unauthorised access to or modification to,

computer systems or any software or information stored on those computer systems



		Work

		any and all works including but not limited to literary, dramatic, musical or artistic works, sound recordings, films, broadcasts or cable programmes, typographical arrangements and designs (as the same are defined in the Copyright Act) which are created from time to time during the course of this Agreement by the Supplier or by or together with others at the Supplier's request or on its behalf and where such works directly relate to or are created in respect of the performance of this Agreement or any part of it;



		Working Day

		any day other than a Saturday, Sunday or public holiday in England and Wales.





References to “Clauses” and “Schedules” mean clauses of and schedules to this Agreement. The provisions of the Schedules shall be binding on the parties as if set out in full in this Agreement.

References to the singular include the plural and vice versa and references to any gender include both genders. References to a person include any individual, firm, unincorporated association or body corporate.

References to the “Parties” means the Department and the Supplier and their respective successors and permitted assigns. References to a “third party” or “third parties” shall not include the Group Companies of the Supplier.

If there is any conflict or ambiguity between any sections of the Agreement, the sections shall be applied in the following order of precedence: the Clauses; the Schedules; the Call-Off Contracts; and any other document referred to in this Agreement. 

If the Supplier becomes aware of a conflict between a Call-Off Contract and any other part of this Agreement, the Supplier shall promptly notify the Department of such conflict and shall follow the Department’s instructions in connection with such conflict. 

[bookmark: _Toc504138493][bookmark: _Toc314752923]Supplier Appointment

The Supplier is appointed by the Department under this Agreement as a potential, non-exclusive provider of the Services and any other trialling and sampling services the Department may wish to purchase from time to time. Nothing in this Agreement prevents the Department or any persons connected with it from acquiring the Services or services similar to the Services from another supplier during the Term or from performing any such services for itself internally. Nothing in this Agreement represents a guarantee of volume or value guarantee granted by the Authority and/or Other Contracting Bodies in relation to the provision of the Goods and/or Services by the Supplier.

[bookmark: _Toc504138494]Status of Supplier

In carrying out its obligations under this Agreement the Supplier is acting as principal and not as the agent of the Department.

The Supplier shall not say or do anything that may lead any person to believe that the Supplier is acting as the agent of the Department.

[bookmark: _Toc314752952][bookmark: _Toc504138495]Assignment

[bookmark: _Ref192481945]Neither Party shall assign, novate or otherwise transfer any of its rights or obligations under this Agreement (including in respect of a Call-Off Contract) to any person without the prior written consent of the other Party, such consent not to be unreasonably withheld or delayed; except that the Department shall be entitled to assign or novate this Agreement (or a Call-Off Contract) to a body or bodies which succeeds the Department or undertakes equivalent functions or duties to the Department in accordance with an Act of Parliament, a direction of a Government body or a Regulatory Authority’s request, without the Supplier’s consent and the Supplier shall enter into such documents as are reasonably necessary for this purpose.

[bookmark: _Ref304799798][bookmark: _Toc304815115][bookmark: _Toc304839996][bookmark: _Toc314752955][bookmark: _Toc504138496]Third Party Rights

[bookmark: _Ref117657793]This Agreement does not create any right or benefit enforceable by any person not a party to it (within the meaning of the Contracts (Rights of Third Parties) Act 1999) except for: (i) a person who is a permitted successor or assignee of the rights or benefits of a Party that may enforce such rights or benefits; and (ii) a Successor Operator.

[bookmark: _Toc504138497]Framework Commencement and Term

This Agreement commences on the Effective Date and ends 4 years after the Effective Date unless terminated earlier in accordance with its terms. 

[bookmark: _Toc504138498]Call-Off Contracts – Execution, Commencement and Term

If the Authority or any Other Contracting Body decides to source any of the Goods and/or Services through this Framework Agreement, then it shall be entitled at any time in its absolute and sole discretion during the Framework Period to award Call Off Agreements for the Goods and/or Services from the Supplier by following Framework Schedule 8 (Call Off Procedure).

Call-Off Contracts shall commence on the Service Commencement Date and shall expire on the date specified in the Call-Off Contract.

The Supplier shall comply with the relevant provisions in Framework Schedule 8 (Call Off Procedure).  

[bookmark: _Toc314752924][bookmark: _Toc504138499]Services

The Supplier shall provide the Services in accordance with this Agreement and as described in Schedule 1. The Services shall be deemed to include all activities, functions and services necessary for the proper provision of, ancillary to or customarily included as part of services similar to the Services.

The Supplier shall ensure that each Call-Off Service conforms to the relevant description set out in the Call-Off Contract and Schedule 1.

[bookmark: _Toc504138500]Supplier’s Obligations

The Supplier shall perform all of its obligations under this Agreement:

in accordance with any PIDs, Project Plans, Process Documents and Security Plans approved by the Department; 

in accordance with the Departmental Policies and Procedures and Good Industry Practice; 

substantially in accordance with PRINCE2; and

in accordance with the Department’s reasonable instructions, as contained in the Call-Off Contracts. 

The Supplier shall comply with all statutory provisions applicable to the provision of the services by the supplier. 

[bookmark: _Toc504138501]Department’s Obligations

The Department shall comply with the payment provisions of Schedule 2 provided that the Department has received full and accurate information and documentation as required by Schedule 2 from the Supplier for work completed to the satisfaction of the Department. Payment will be tied to acceptance under clause 34. 

[bookmark: _Ref390350213][bookmark: _Toc504138502]Departmental Dependencies

The Supplier’s performance of the Services may depend on the Department’s performance of the Departmental Dependencies and the Department’s other obligations under the Agreement. Therefore the Supplier shall not be liable for:

any failure to comply with the Agreement to the extent that such failure is directly caused by a failure by the Department to comply with its obligations under this Agreement or to perform a Departmental Dependency; or

any delay in fulfilling its obligations under the Agreement to the extent that such failure is directly caused by a failure by the Department to comply with its obligations under the Agreement or to perform a Departmental Dependency

(each a “Department Delay”)

provided always that such relief shall only be granted if the Supplier: (i) has given a notice to the Department promptly and in any event within 5 Working Days, upon becoming aware of such failure to comply or delay (as applicable); and (ii) uses Best Endeavours in accordance with Good Industry Practice to make good any such failure or make up time lost as a result of that delay (as applicable).

[bookmark: _Ref390350240][bookmark: _Toc504138503]Cooperation

The Supplier shall be open and co-operative and provide reasonable assistance to Regulatory Bodies, test development agencies and any third party providing services to the Department (including services similar to or the same as the Services) or any third party to whom the Department subcontracts or delegates any of its rights and obligations under this Agreement, or any other activities it undertakes as part of its business from time to time (each such third party being a “Departmental Service Provider”). This assistance shall include: 

providing such information about the manner in which the Services are provided as is reasonably necessary for the Departmental Service Providers to provide their services to the Department or carrying out such activities as have been delegated to it by the Department;

making available to, or accepting information from the Departmental Service Providers and Regulatory Bodies; and

meeting the Department, Ofqual and other Regulatory Bodies and the Departmental Service Providers to discuss the Services and the services provided by third parties.

[bookmark: _Toc504138504]Changes to the Department's Requirements

The Department shall notify the Supplier of any material change to the Department's requirement under this Agreement.

The Supplier shall use Best Endeavours to accommodate any changes to the needs and requirements of the Department provided that it shall be entitled to payment for any additional costs it incurs as a result of any such changes. The amount of such additional costs to be agreed between the Parties in writing.

[bookmark: _Ref390019923][bookmark: _Toc504138505]Amendment and variation

No amendment or variation to this Agreement shall be effective unless it is in writing and signed by or on behalf of each of the Parties. The Supplier shall comply with any formal procedures for amending or varying agreements which the Department may have in place from time to time.

[bookmark: _Ref390349858][bookmark: _Toc504138506]Change Control Procedures

If either Party wishes to change this Agreement including the modification of an existing Call-Off Contract the provisions set out in Schedule 5 shall apply in respect of that change.

[bookmark: _Toc504138507]Suppliers Employees and Sub-Contractors

Subject to Clause 16.2, the Supplier shall not, without the Department’s prior written consent, subcontract any of its rights and obligations under this Agreement. The Supplier shall maintain full details of its Subcontractors (including the services provided and how they are managed) and shall make such details available to the Department upon request. 

[bookmark: _Ref390012107]The Supplier shall be entitled to subcontract marking services to Markers on the Department’s approved list of Markers without the Department’s prior written consent. 

The Department’s consent to a Subcontractor will not relieve the Supplier of its obligations to the Department under this Agreement and the Supplier shall be fully responsible to the Department for the acts or omissions of its Subcontractors. Any obligation on the Supplier to do, or refrain from doing, any act or thing shall include an obligation upon the Supplier to procure that the Subcontractors and Personnel also do, or refrain from doing, such act or thing. 

The Supplier shall give the Department on request a list of all persons who are or may be at any time directly concerned with the performance of this Agreement specifying the capacity in which they are concerned with the provision of the Services and giving such other particulars as the Department may reasonably require.

The Supplier shall immediately notify the Department if they have any concerns regarding the propriety of any of its Subcontractors in respect of the Services.

If the Department notifies the Supplier that it considers that an employee or Subcontractor is not appropriately qualified or trained to provide the Services or otherwise is not providing the Services in accordance with this Agreement, then the Supplier shall, as soon as is reasonably practicable, take all such steps as the Department considers necessary to remedy the situation or, if required by the Department, remove the employee or Subcontractor from providing the Services and shall provide a suitable replacement (at no cost to the Department).

The Supplier shall take all reasonable steps to avoid changes of employees or Subcontractors assigned to and accepted to provide the Services under the Agreement except if changes are unavoidable or temporary. The Supplier shall give at least one month's written notice to the Contract Manager of proposals to change Key Employees or Subcontractors.

The Supplier shall use all reasonable endeavours to ensure that all its employees and Subcontractors who are not EU citizens are legally entitled to be resident in the UK and have a work permit, where applicable.

[bookmark: _Ref389764204]Where the Supplier enters into a contract with a Subcontractor for the purpose of performing its obligations under the Agreement it shall ensure prompt payment in accordance with this Clause 16.9. Unless otherwise agreed by the Department in writing, the Supplier shall ensure that any contract requiring payment to a Subcontractor shall provide for undisputed sums due to the Subcontractor to be made within:

10 days, where the Subcontractor is an SME; or 

30 days either, where the Subcontractor is not an SME, or both the Supplier and the Subcontractor are SMEs.

The Supplier shall comply with such terms and shall provide, at the Department’s request, sufficient evidence to demonstrate compliance.

The Department shall be entitled to withhold payment due to the Supplier if, in the Department’s reasonable opinion, the Supplier has failed to comply with its obligations to pay any Subcontractors in accordance with Clause 16.9 and the Department shall not be liable to pay any interest or penalty in withholding such payment.  .

The Supplier, its employees and Subcontractors (or their employees), whilst on Departmental premises, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time.

The Supplier shall ensure the security of all the Property whilst in its possession in accordance with the Department’s security policy. 

[bookmark: _Ref390350381][bookmark: _Ref390350417][bookmark: _Toc504138508]Personnel

The Supplier shall ensure that it provides an adequate number of suitably qualified, skilled and experienced Personnel and shall ensure that they provide the Services with all due care and skill. In particular, all Personnel shall be fluent in English.

The Personnel shall not become employees of the Department and any instruction issued by the Department is issued to the Supplier and not directly to the Personnel. 

Except with the Department’s prior written consent, the Supplier shall only use Markers from the Department’s approved list of Markers in the performance of the Services. Without prejudice to Clause 17.3, if the Supplier uses Markers who are not on the Department’s approved list of Markers in the performance of the Services, the Supplier shall ensure that such Markers have been appropriately vetted to confirm that they have qualified teacher status, prior to them commencing work on the Services. The Supplier shall further ensure that any Personnel (other than Markers) have been thoroughly vetted by the Supplier in accordance with the Departmental Security Policy prior to them working on the Services.

The Supplier shall ensure that all Markers are recruited in accordance with the Departmental Policies and Procedures (including the STA National Curriculum Assessments Marker Recruitment Policy).

For each Call-Off Service, the Supplier shall agree in writing with the Department the identities of the senior Markers responsible for ensuring the consistency of marking and/or answering queries from Markers generally (each a “Lead Marker”) and their deputies at least 2 months before any marking activities are undertaken in respect of that Call-Off Service. The Department may recommend that the Supplier nominates particular individuals as Lead Markers and the Supplier shall give due regard to such recommendation and shall give the Department reasons for not appointing an individual recommended by the Department. After the identities of the Lead Markers and their deputies have been agreed in respect of a Call-Off Service, the Supplier shall not change the Lead Markers or their deputies without the Department’s prior written approval.

The use by the Supplier of any Markers on the Department’s approved list of Markers or any Markers recommended by the Department (including for a Lead Marker role) shall not relieve the Supplier of responsibility for delivering the Services in accordance with this Agreement. 

The Supplier shall, at the Department’s reasonable request from time to time, procure that the Markers perform marking, or attend meetings, at the Departmental Premises as specified in the Call-Off Contract. 

The Supplier shall ensure that the Marker Contracts: 

are in a form that has been approved by the Department (to the extent such contracts are entered into after the Effective Date;

contain confidentiality and security requirements that, as a minimum, appropriately reflect the confidentiality and security requirements set out in this Agreement; 

specify that the Department shall be the Data Controller relating to the Markers and processed in connection with the Services, and include notices describing the purposes for which the Markers’ Personal Data will be processed by the Department and the Departmental Service Providers (including for the purpose of auditing the quality of the tests marking);

the rates of pay offered to the Markers for each Call-Off Service shall be approved by the Department before the Supplier communicates such rates of pay to the Markers. The Supplier shall not amend the terms on which Markers are engaged or the rates at which they are paid, without the Department’s prior written consent.

As at the Effective Date, the Key Employees are: 

Contact 1

Contact 2; and

Contact 3

along with any other employees identified as key in a Call-Off Contract (the “Key Employees”). The Supplier shall maintain up-to-date CVs of all Key Employees and shall make the CVs available to the Department on request. At the Department’s reasonable request during the Term, the list of Key Employees in this Clause 17.9 shall be amended to include any other Personnel which the Department considers to be Key Employees.

[bookmark: _Ref390012610]If any of the Key Employees cease to be involved in the provision of the Services, the Supplier shall promptly nominate another employee of the Supplier to act as a Key Employee in place of that person. Prior to doing so, the Supplier shall:

ensure that the individual has the appropriate ability and qualifications;

notify the Department of its intention to appoint that individual;

introduce the individual to appropriate representatives of the Department; and

provide the Department with such information about the individual as is reasonably requested by the Department.

If the Department reasonably and promptly objects in writing to the individual proposed under Clause 17.10, the Supplier shall not assign that individual to the position and shall propose to the Department another individual of suitable ability and qualifications. If the Department does not object to that individual, then they shall become a Key Employee.

The costs of training any replacement Key Employee or other handover costs shall be borne by the Supplier.

The Supplier shall not, and shall ensure that its Group Companies shall not, at any time during the Term or for 12 months after termination of this Agreement, solicit or endeavour to entice away from or discourage from being employed or hired by the Department any person who is an employee of the Department and who, to the Supplier’s knowledge, is or was engaged in the Services in the previous 12 months whether or not such person would thereby commit a breach of his contract of service and save that this restriction shall not apply to any person who has received a notice of redundancy or dismissal. The restrictions in this Clause 17.13 shall not apply if a person who is or was an employee of the Department is employed as a result of a response by that person to a public advertisement.

[bookmark: _Ref390013973][bookmark: _Toc504138509]Personnel Security Standard

The Supplier shall ensure that any Personnel who have unsupervised access to Departmental Assets meet the Personnel Security Standards and shall provide evidence that the checks have been performed on request.  

A breach of this Clause 18 shall entitle the Department to terminate the Agreement immediately.

[bookmark: _Ref117588584][bookmark: _Ref117588760][bookmark: _Toc119311279][bookmark: _Toc142151180][bookmark: _Toc314752938][bookmark: _Toc504138510]Branding of the Service

From the Effective Date the Department grants the Supplier a non-exclusive royalty-free licence to use the Trade Marks during the Term in the Territory on or in relation to the tests or related materials as is necessary for the provision of the Services.

The right to use the Trade Marks is conditional on the Supplier’s compliance with the Department’s Brand Guidelines (as amended by the Department from time to time). 

The Supplier shall not affix any trademarks (other than the Trade Marks) or other promotional information to any the Departmental Materials (including tests, Markers’ materials and any marketing materials) without the Department’s prior written consent

The Supplier shall give the Department on request representative samples of any materials, including test materials, Marker’s materials and marketing materials, on or in respect of which the Trade Marks are used. 

[bookmark: _Ref117588786]This Clause 19 and the licence contained herein is personal to the Supplier. The Supplier shall not assign, transfer, sub-license, mortgage, charge, or in any other way dispose of or purport to dispose of its rights or obligations under this Clause 19. Without prejudice to the generality of the foregoing, if the Supplier wishes a third party (a “Sub-Licensee”) to use the Trade Marks, the Supplier shall obtain the Department’s prior written consent to such sub-licence, and if consent is given, shall procure that the Sub-Licensee shall enter into a licence directly with the Department containing provisions substantially the same as set out in this Clause 19 prior to the Sub-Licensee using the Trade Marks. The Supplier shall be responsible to the Department for the acts and omissions of its Sub-Licensees as if they were those of the Supplier.

Except as provided by this Clause 19, the Supplier shall not use the Trade Marks or the name of the Department or the Standards and Testing Agency. 

[bookmark: _Toc305181258][bookmark: _Toc305181260][bookmark: _Toc504138511]Step in rights

Without prejudice to DFE’s rights of termination under clause 26 the DFE may exercise one or more of the rights set out in this clause 20 (“Step In Rights”) if:

there is a Default by the Supplier which materially prevents or materially delays performance of the Services or any part of the Services;

an event of Force Majeure occurs which materially prevents or materially delays the performance of the Services or any part of the Services;

a Regulatory Body has advised the Department that exercise by the Department of its rights under this clause 20 is necessary;

a serious risk exists to the health and safety of persons, property or the environment;

it is necessary to discharge a statutory duty; or

the Supplier becomes insolvent.

If the  Departmenthas a Step In Right it may serve notice on the Supplier (a “Step-In Notice”) that it will take action under this clause 20 either itself or with the assistance of a third party.Third party introduction is subject to completion of a confidentiality agreement. 

The Step-In Notice shall set out:

the action the Department wishes to take and in particular the Services that it wishes to control (the “Required Action”);

the event triggering the Step In Rights and whether the Department believes that the Required Action is due to the Suppliers Default;

the date on which it wishes to commence the Required Action;

the time period which it believes will be necessary for the Required Action

whether the Department will require access to the Supplier’s premises; and

to the extent practicable, the effect the Department anticipates the Required Action will have on the Contractor’s obligations to provide the Services during the period that the Required Action is being taken.

Following service of a Step-In Notice, the Department shall;

take the Required Action set out in the Step-In Notice and any consequential additional action as it reasonably believes is necessary to achieve the Required Action.

keep records of the Required Action taken and provide information about the Required Action to the Supplier

co-operate wherever reasonable with the Supplier in order to enable the Supplier to continue to provide those Services of which the Department is not assuming control; and

act reasonably in mitigating the cost that the Supplier will incur as a result of the exercise of the Step In Rights.

For as long as and to the extent that the Required Action continues:

the Supplier shall not be obliged to provide the Services to the extent that they are the subject of the Required Action; and

the Department shall pay the Supplier the Charges after subtracting any applicable Service Credits and the Department costs of taking the Required Action. Service credits where applicable will be specified in the ITQ. 

If the Contractor demonstrates to the Department’s reasonable satisfaction that the Required Action has resulted in the degradation of any Services not subject to the Required Action beyond that which would have been the case had the Department not taken the Required Action, the Department may adjust the Charges.

Before ceasing to exercise its Step In Rights the Department shall deliver a written notice to the Contractor (a “Step-Out Notice”), specifying:

the Required Action it has taken; and

the date on which the Department plans to end the Required Action subject to the Department being satisfied with the Supplier’s ability to resume the provision of the Services and the Supplier’s plan developed in accordance with clause 20.8.

The Supplier shall, following receipt of a Step-Out Notice and not less than 20 Business Days prior to the date specified in clause 20.7.2, develop for the Department’s approval a draft plan relating to the resumption by the Supplier of the Services, including any action the Supplier proposes to take to ensure that the affected Services satisfy the requirements of the Contract.

If the Department does not approve the draft plan, it shall inform the Supplier of its reasons for not approving it and the Supplier shall then revise the draft plan taking those reasons into account and shall re-submit the revised plan to the Department for approval. The Department shall not withhold or delay its approval of the draft plan unreasonably.

1.1 The Supplier shall bear its own costs in connection with any Step-In under this clause 20, provided that the Department shall reimburse the Supplier’s reasonable additional expenses incurred directly as a result of any Step-In action taken by the Department under clauses 20.1.2 to 20.1.5 (insofar as the primary cause of the Department serving the Step In Notice is identified as not being the result of a Supplier’s Default).

[bookmark: _Ref390027934][bookmark: _Ref390027957][bookmark: _Toc504138512]Escrow

At the Department’s request in a Call-Off Contract, the Supplier shall promptly ensure the Source Code for all the Departmental Software is placed in escrow with the Department’s chosen escrow service provider (the “Escrow Agent”) at the Department’s cost. 

The Supplier shall ensure that all Source Code placed in escrow under this Clause 21 shall be on the Escrow Agent’s standard single licensee terms, with the Department as a licensee, save that the service of a Termination Notice shall be a release event for that Source Code. 

The Supplier shall ensure that all Source Code placed into escrow under this Clause 21 is updated whenever there is a material change to that Source Code and, in any event, at least once every 6 months.

At the Department’s request, the Escrow Agent shall verify the software and the Source Code. The Department shall pay the costs of such verification unless the verification determines that the software or the Source Code is incomplete or defective, in which case the Supplier shall: (a) reimburse the Department for the costs of that verification; and (b) ensure the prompt replacement of that material with the correct software and the Source Code that will pass the verification exercise.

[bookmark: _Toc504138513]Intellectual Property Rights

Subject to Clause 22.11, all Intellectual Property Rights in any guidance, specifications, instructions, toolkits, plans, data, drawings, databases, patterns, models, designs or other material which is:

furnished to or made available to the Supplier by or on behalf of the Department;

prepared by or for the Supplier on behalf of the Department for use, or intended use, in relation to the performance by the Supplier of its obligations under the Agreement; or

the result of any work done by the Supplier, the Personnel or any Subcontractor in relation to the provision of the Services (together with Clauses 22.3 and 22.4 the “IP Materials”)

shall vest in the Crown and the Supplier shall not and shall ensure that the Personnel shall not, use or disclose any IP Materials without the Department’s written approval save to the extent necessary for performance by the Supplier of its obligations under the Agreement.

22.2	The Supplier hereby assigns to the Department, with full title guarantee, all Intellectual Property Rights which may subsist in the IP Materials prepared in accordance with Clauses 22.1.2 and 22.1.3. This assignment shall take effect on the Effective Date or (in the case of rights arising after the Effective Date) as a present assignment of future rights that will take effect immediately on the coming into existence of the Intellectual Property Rights produced by the Supplier. The Supplier shall execute all documents and do all acts as are necessary to execute this assignment.

22.3	The Supplier shall waive or procure a waiver of any moral rights held by it or any third party in copyright material arising as a result of the Agreement or the performance of its obligations under the Agreement.

22.4	The Supplier shall ensure that the third party owner of any Intellectual Property Rights that are or which may be used to perform the Services grants to the Department a non-exclusive licence or, if itself a licensee of those rights, shall grant to the Department an authorised sub-licence, to use, reproduce, modify, develop and maintain the Intellectual Property Rights in the same. Such licence or sub-licence shall be non-exclusive, perpetual, royalty-free, worldwide and irrevocable and shall include the right for the Department to sub-license, transfer, novate or assign to other Contracting Departments, a Successor Operator or to any other third party supplying goods and/or services to the Department.

22.5	The Supplier shall not infringe any Intellectual Property Rights of any third party in supplying the Services and the Supplier shall, during and after the Term, indemnify and keep indemnified the Department and the Crown from and against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which the Department or the Crown may suffer or incur as a result of or in connection with any breach of this Clause 22.5, except to the extent that any such claim results directly from:

22.5.1	items or materials based upon designs supplied by the Department; or

22.5.2	the use of data supplied by the Department which is not required to be verified by the Supplier under any  provision of the Agreement.

22.6	The Department shall notify the Supplier in writing of any claim or demand brought against the Department for infringement or alleged infringement of any Intellectual Property Right in materials supplied and/or licensed by the Supplier to the Department.

22.7	The Supplier shall at its own expense conduct all negotiations and any litigation arising in connection with any claim, demand or action by any third party for infringement or alleged infringement of any third party Intellectual Property Rights (whether by the Department or the Supplier) arising from the performance of the Supplier’s obligations under the Contract (“Third Party IP Claim”), provided that the Supplier shall at all times:

22.7.1	consult the Department on all material issues which arise during the conduct of such litigation and negotiations;

22.7.2	take due and proper account of the interests of the Department; and

22.7.3	not settle or compromise any claim without the Department’s approval (not to be unreasonably withheld or delayed).

22.8	The Department shall at the request of the Supplier afford to the Supplier all reasonable assistance for the purpose of contesting any Third Party IP Claim and the Supplier shall indemnify the Department for all costs and expenses (including, but not limited to, legal costs and disbursements) incurred in doing so. The Supplier shall not be required to indemnify the Department under this Clause 22.8 in relation to any costs and expenses to the extent that such arise directly from the matters referred to in Clauses 22.4.1 or 22.4.2.

22.9	The Department shall not, without the Supplier’s consent, make any admissions which may be prejudicial to the defence or settlement of any Third Party IP Claim.

22.10	If any Third Party IP Claim is made or in the reasonable opinion of the Supplier is likely to be made, the Supplier shall notify the Department and, at its own expense and subject to the Department’s approval (not to be unreasonably withheld or delayed), shall (without prejudice to the rights of the Department under Clause 22.4) use its Best Endeavours to:

22.10.1	modify any or all of the Services without reducing the performance or functionality of the same, or substitute alternative services of equivalent performance and functionality, so as to avoid the infringement or the alleged infringement; or

22.10.2	procure a licence to use the Intellectual Property Rights and supply the Services which are the subject of the alleged infringement, on terms which are acceptable to the Department

and if the Supplier is unable to comply with Clauses 22.10.1 or 22.10.2 within 20 Working Days of receipt by the Department of the Supplier’s notification the Department may terminate the Agreement immediately by notice to the Supplier.

22.11	Any Intellectual Property Rights that the Supplier owned or developed prior to the Effective Date shall remain vested in the Supplier but the Supplier grants to the Department a royalty-free, non-exclusive licence (without a right to sub-license) to use any Intellectual Property Rights that the Supplier owned or developed prior to the Effective Date and which the Department reasonably requires in order to exercise its rights under, and receive the benefit of, the Agreement (including, without limitation, the Services) for the duration of the call-off.

[bookmark: _Ref390010893]22.12	The Supplier warrants to the Crown, HMSO and the Department (and to any assignees and licensees of each) that any Works will not infringe in whole or in part any Copyright or like right or any Intellectual Property Right of any other person and shall indemnify  Her Majesty and/or Her Majesty's Government against any and all claims, demands, proceedings, expenses and losses, including any of a consequential nature, arising directly or indirectly out of any act of the foregoing in relation to any Work, where such act is or is alleged to be an infringement of a third party's Copyright or like right or other Intellectual Property Right.

22.13	The warranty and indemnity contained in Clause 22.12 shall survive the termination of this Agreement and shall exist for the life of the Copyright.

[bookmark: _Ref390015690][bookmark: _Toc504138514]Warranty and Indemnity

The Supplier warrants to the Department that the obligations of the Supplier under this Agreement will be performed by appropriately qualified and trained personnel with reasonable skill, care and diligence and to such high standards of quality as it is reasonable for the Department to expect in all the circumstances.  The Department relies on the Supplier's skill, expertise and experience in the performance of the Services and also upon the accuracy of all representations or statements made and the advice given by the Supplier in connection with the performance of the Services and the accuracy of any documents conceived, originated, made or developed by the Supplier as part of this Agreement. The Supplier warrants that any goods supplied by the Supplier forming a part of the Services will be of satisfactory quality and fit for their purpose and will be free from defects in design, material and workmanship.

Without prejudice to any other remedy,  in the event of a Defect (as defined in Clause 35.2) the Department may:

require the Supplier promptly to re-perform or replace the relevant part of the Services without additional charge to the Department within a reasonable time period;  and

 If the supplier fails to remedy the Defect in the prescribed time period in accordance with Clause 23.2.1, reasonably assess the cost of remedying the failure (the “Assessed Cost”) and (subject to the Department mitigating such Assessed Costs to the extent reasonably possible) to deduct from any sums due to the Supplier the Assessed Cost for the period that such failure continues. Where the Department seeks to rely on Clause 20 (Step-in) in the event of a Defect, the calculation of the Assessed Costs will be subject to compliance with Clause 20 above and paid in accordance with Clause 20.5.2.

The Supplier shall be liable for and shall indemnify the Department in full against any expense, liability, loss, claim or proceedings arising under statute or at common law in respect of personal injury to or death of any person whomsoever or loss of or damage to property whether belonging to the Department or otherwise arising out of or in the course of or caused by the provision of the Services.

The Supplier shall be liable for and shall indemnify the Department against any expense, liability, loss, claim or proceedings arising as a result of or in connection with any breach of the terms of this Agreement or otherwise through the default of the Supplier.

All property of the Supplier whilst on the Department's premises shall be there at the risk of the Supplier and the Department shall accept no liability for any loss or damage howsoever occurring to it.

[bookmark: _Ref390015803][bookmark: _Toc504138515]Insurance

The Supplier shall ensure that it has adequate insurance cover with an insurer of good repute to cover claims under this Agreement or any other claims or demands which may be brought or made against it by any person suffering any injury damage or loss in connection with this Agreement. The Supplier shall on request give the Department a copy of its policies of insurance and evidence that payment of premiums is up to date.

[bookmark: _Ref390015703][bookmark: _Toc504138516][bookmark: _Ref117498949][bookmark: _Ref117500741][bookmark: _Toc119311287][bookmark: _Ref159132114][bookmark: _Toc304815108][bookmark: _Toc304839989][bookmark: _Toc314752949][bookmark: _Ref389767611][bookmark: _Ref389767643]Limitations of Liability

[bookmark: _Ref389767506]Subject to Clauses 25.2 and 25.7 but otherwise notwithstanding any other provision of this Agreement neither Party shall be liable to the other Party for any loss of profits, business, revenue or any indirect or consequential loss.

[bookmark: _Ref389767854]The provisions of Clause 25.1 shall not limit the Department’s right to recover, where the Supplier and/or its Subcontractors has committed a material breach for:

direct loss of savings or anticipated savings;

any losses, fines, expenses and damages imposed by, or incurred as a result of a ruling made by, a Regulatory Authority, including, but not limited to, such losses, fines, expenses and damages arising from the loss of the Department’s appointment as the body responsible for discharging any functions it is responsible for from time to time under the Education Act 1997;

losses arising from any loss or corruption of data, including the costs of reconstituting any such lost or corrupted data;

any ex gratia payments or gifts made by the Department, costs, claims, demands, expenses and damages of whatsoever nature arising in connection with any claim (or potential claim) made against the Department by schools or pupils or their teachers or parents (including legal costs associated with the defence or settlement of such claim);

costs and expenses associated with the Department implementing its own disaster recovery plans and the implementation of the Business Continuity Plans; 

advertising costs or other communications costs (including costs of call-outs or other communications with schools, markers, Local Authorities or pupils, or their parents or teachers) reasonably incurred to limit damage caused to the reputation or integrity of the Department or the tests arising out of a breach of this Agreement by the Supplier; or 

any costs or expenses incurred in procuring an alternative service materially similar to the relevant Services.

Subject to Clause 25.7 and to the maximum extent permitted by law, the Department’s aggregate liability, whether in contract, in tort (including negligence), under statute in connection with a Call-Off Contract or the receipt of the relevant Call-Off Services, shall in respect of all liabilities be limited to an amount equal to 20% of the Call-Off Value.

Subject to Clause 25.7 the Supplier’s aggregate liability in connection with a Call-Off Contract shall be limited to an amount equal to 125% of the Call-Off Value. 

Subject to Clause 25.7 the Supplier’s liability under Clause 28A shall be limited for each Call-Off Contract to an amount equal to £5,000,000 (five million pounds).

In assessing whether a limit of liability set out in this Clause 25 has been met or exceeded, no account shall be taken of amounts recovered or recoverable in respect of the types of liability or losses referred to in Clause 25.7.

[bookmark: _Ref389767544]The limits on liability set out in this Clause 25 shall not apply in respect of:

any liability for death or personal injury resulting from a Party’s negligence; 

any liability for fraud or fraudulent misrepresentation by a Party; 

wilful default by the Supplier; or

any breach of any obligations implied by Section 12 of the Sale of Goods Act 1979 or Section 2 of the Supply of Goods and Services Act 1982.

[bookmark: _Ref390028294][bookmark: _Toc504138517][bookmark: _Ref304799258][bookmark: _Ref304799547][bookmark: _Toc304815093][bookmark: _Toc304839974][bookmark: _Toc314752942]Termination

[bookmark: _Ref305156255][bookmark: _Ref117594749][bookmark: _Ref234056535]The Department may at any time serve a Termination Notice on the Supplier terminating the Agreement or a Call-Off Contract. If the Department serves a Termination Notice under this Clause 26.1:

the Agreement or Call-Off Contract will terminate on the date specified in the Termination Notice; and

In the event that the Department exercises its rights in accordance with clause 26.1, the  Department shall indemnify the Supplier against any commitments, liabilities or expenditure which are reasonably and properly chargeable by the Supplier in connection with the Contract and which would otherwise represent an unavoidable loss by the Supplier by reason of termination of the Contract or the relevant part if the date of termination is less than 90 days after the date of the Termination Notice.

The Department’s total liability under clause 26.1 shall be limited to the total price of the Supplier Deliverables payable under the Contract or the relevant part thereof, including any sums paid, due or becoming due to the Supplier at the date of termination.

[bookmark: _Ref305159410]The Department may at any time serve a Termination Notice on the Supplier terminating all or part of the Agreement (including all or part of a Call-Off Contract or Service Element) if the Supplier commits: 

a material Default or a series of Defaults the combination of which is material to its obligations under a Call-Off Contract and (if capable of remedy) the Supplier has failed to remedy the Default(s) within 30 days of receipt of written notice giving particulars of the Default(s) and requiring them to be remedied;

a Default or series of Defaults which results in a Regulatory Authority stating that it shall take action resulting in: (a) the loss of the Department’s appointment as the body responsible for discharging any functions it is responsible for from time to time under the Education Act 1997; or (b) a significant fine; or

a Default or series of Defaults which has a material effect on the reputation of the Department or names under which the Department operates as a result of: (a) publications in national newspapers or websites of national newspapers; or (b) broadcasts on national radio or national television, that are materially factually correct as to the nature of the relevant Default(s) and such disclosure has not been made by a Government department, the Department, its employees, agents and subcontractors in breach of their obligations of confidentiality under this Agreement.

The Department may at any time serve a Termination Notice on the Supplier terminating all or part of the Agreement (including all or part of a Call-Off Contract or Service Element) if: 

permitted by Clause 33.5;

there is a Change of Control of the Supplier and:

26.3.2.1	the Supplier fails to inform the Department within 10 Working Days prior to it taking place; 

26.3.2.2	a Regulatory Authority objects to the Change of Control; or

the Supplier passes a resolution that it be wound-up or that an application be made for an administration order or the Supplier applies to enter into a voluntary arrangement with its creditors;

a receiver, liquidator, administrator, supervisor or administrative receiver is appointed in respect of the Supplier's property, assets or any part thereof;

a court orders that the Supplier is wound-up or a receiver of all or any part of the Supplier's assets be appointed;

the Supplier is unable to pay its debts in accordance with Section 123 of the Insolvency Act 1986;

there is a change in the legal or beneficial ownership of 50% or more of the Supplier's share capital issued at the Effective Date unless the Supplier has previously notified the Department in writing. For the purpose of this Clause 26.3.5 “control” means the power of a person to secure that the affairs of the Supplier are conducted in accordance with the wishes of that person by means of the holding of shares or the possession of voting power;

the Supplier is convicted (or being a company, any officers or representatives of the Supplier are convicted) of a criminal offence related to the business or professional conduct;

the Supplier commits (or being a company, any officers or representatives of the Supplier commit) an act of grave misconduct in the course of the business;

the Supplier fails (or being a company, any officers or representatives of the Supplier fail) to fulfil its obligations relating to the payment of Social Security contributions;

the Supplier fails (or being a company, any officers or representatives of the Supplier fail) to fulfil its obligations relating to payment of taxes; or

the Supplier fails (or being a company, any officers or representatives of the Supplier fail) to disclose any serious misrepresentation in supplying information required by the Department in or pursuant to this Agreement.

Nothing in this Clause 26 shall affect any provision of this Agreement which is expressly or by implication intended to come into force or continue in force upon termination of this Agreement.

[bookmark: _Ref305159503]The Department shall pay the Supplier for all Call-Off Services accepted up to the date of termination and future costs committed to, provided that the Supplier shall use its Best Endeavours to mitigate such costs.

[bookmark: _Ref117594997][bookmark: _Ref234056595][bookmark: _Ref117654796]The Supplier may serve on the Department a Termination Notice to terminate the Agreement if the Department fails to pay an undisputed invoice and such invoice remains unpaid 60 days after receipt by the Department of a written notice requiring the Department to pay such invoice and stating the Supplier’s intention to terminate the Agreement (such notice to be delivered after the due date for payment of the invoice). If the Supplier serves a Termination Notice under this Clause 26.6, the Agreement shall terminate 3 months after the notice is served.

Termination or expiry of this Agreement shall not cause any Call-Off Contracts to terminate automatically. All Call-Off Contracts shall remain in force unless and until they are terminated or expire in accordance with the terms of this Agreement.

Termination or expiry of this Agreement shall be without prejudice to any rights, remedies or obligations of the Parties accrued under the Agreement prior to its termination or expiry.

[bookmark: _Ref234465679][bookmark: _Toc304815103][bookmark: _Toc304839984][bookmark: _Toc314752946][bookmark: _Toc504138518]Force Majeure

Neither Party shall be liable to the other for failure to comply with the Agreement to the extent caused by any Force Majeure Event subject to the Party being unable to comply with this Agreement (the “Affected Party”):

giving written notice to the other Party (the “Other Party”) as soon as reasonably practicable on becoming aware of the Force Majeure Event, such notice to contain the following information:

details of the Force Majeure Event that has occurred;

the date from which the event has prevented or hindered the Affected Party in the performance of its duties hereunder;

the duties hereunder so affected; and

its best estimate of the date upon which it will be able to resume performance of the affected duties hereunder;

continuing at all times to take such steps in accordance with Good Industry Practice to resume full performance of its obligations under this Agreement; 

providing at reasonable intervals updated information to the Other Party on the status of the Force Majeure Event and the steps taken to resume full performance of its obligations; and

using Best Endeavours to mitigate the consequences of the Force Majeure Event

and the relief from liability under this Clause 27 shall last for the duration of the Force Majeure Event only.

Notwithstanding anything to the contrary in this Agreement, to the extent that the provision of the Services is prevented or materially affected by a Force Majeure Event, the Department’s obligation to pay the Charges shall be reduced accordingly by an equitable amount (which in the case of total suspension of the Services would be an amount equal to the total Charges for the period of suspension).

If the Supplier is excused under this Clause 27 from the performance of any material obligation under this Agreement for a continuous period of 10 Working Days, then The Department may at any time thereafter, and provided performance or punctual performance by the Supplier is still excused, serve a Termination Notice in respect of all or part of the affected Call-Off Contracts. 

[bookmark: _Toc497227543][bookmark: _Toc497569731][bookmark: _Toc497577959][bookmark: _Toc69110879][bookmark: _Toc119311288][bookmark: _Ref119484941][bookmark: _Ref139797546][bookmark: _Toc290388825][bookmark: _Toc304815109][bookmark: _Toc304839990][bookmark: _Ref305225200][bookmark: _Ref306815506][bookmark: _Toc314752950][bookmark: _Toc504138519][bookmark: _Ref237979477]Preparation for and Consequences of Termination

[bookmark: _Ref304464597]If it is not commercially sensitive or in breach of Data Protection Legislation the Supplier shall give the Department on request the following up to-date information in a form that can be readily accessed by the Department or a Successor Operator and shall identify which of the following items the Supplier anticipates will transfer to the Successor Operator:

details of all material assets used in the provision of the Services;

details of all material agreements used in the provision of the Services;

details of all the Departmental Data used in the provision of the Services

details of any on-going projects or other work carried out pursuant to this Agreement

[bookmark: _Ref304465034][bookmark: _Ref230715943]In connection with any expiry or termination of this Agreement or any Call-Off Contract for whatever reason: 

[bookmark: _Ref307821983]the Supplier shall provide the Department with a formal project closure report (the “Project Closure Report”). The Project Closure Report shall cover all aspects of the delivery of the relevant Call-Off Service and shall include an action plan detailing how any follow on actions should be applied for the benefit of future test cycles; 

[bookmark: _Ref230716045]at the Department’s cost, the Supplier shall provide the Department and any Successor Operator with any assistance necessary for: (i) the transfer of the Services from the Supplier to the Department or any Successor Operator with the minimum of disruption and so as to prevent or mitigate any inconvenience to the Department; and (ii) the Department to understand the outcome of any Services (including the outcome of any trials or any Project Closure Report) and satisfy itself that all relevant materials have been handed to the Department or destroyed, as appropriate; and 

the Supplier shall promptly give the Department (or at the Department’s request destroy) all copies of the Departmental Data, the Departmental Materials and the Departmental Software in the Supplier’s control or possession.

[bookmark: _Ref304465343]Without prejudice to Clause 28.2, within 28 days of receiving a Termination Notice or confirmation from the Department that all Services in relation to a Call-Off Contract have been completed, the Supplier shall seek the Department’s confirmation as to whether the Department requires the Supplier to destroy all or part of any pupil data received or processed by it in connection with the relevant Call-Off Services (the “Specified Data”). After the Department’s confirmation or instruction that the Department requires all or part of the Specified Data to be destroyed, the Supplier shall promptly ensure that the relevant Specified Data and any copies or reproductions of that Specified Data are erased or destroyed from any memory device or medium by a secure method so that the data is unrecoverable. The Supplier shall, upon request, provide to the Department written confirmation that all the provisions of this Clause 28.3 have been fully complied with.

Within 3 months of the Effective date, the Supplier shall prepare an Exit Management Plan in the form set out in Schedule 7 for the approval of the Department.

28A	Confidentiality

[bookmark: _Ref305154833]28A.1	Subject to Clause 28A.7, the Supplier shall, and shall procure that its Group Companies, shall, treat as strictly confidential and not disclose or use any information received or obtained in connection with this Agreement or any Call-Off Contract which relates to the negotiation or provisions of this Agreement and any agreement entered into pursuant to this Agreement, or the Services (or any information supplied as part of the provision or receipt of the Services).

28A.2	The Supplier shall ensure that its Personnel, professional advisors and consultants are aware of the Supplier’s confidentiality obligations under this Agreement.

[bookmark: _Ref305154804]28A.3	The provisions of Clause 28A.1 shall not prohibit disclosure or use of information if and to the extent:

28A.3.1	that use or disclosure is required for the provision of the Services;

[bookmark: _Ref117589977]28A.3.2	required by Regulation or any competent Regulatory Authority or for the purpose of any judicial proceedings arising in connection with this Agreement (including any disclosure permitted by FOIA);

28A.3.3	made to or used by the Supplier’s professional advisers, provided that such professional advisers undertake to comply with the provisions of Clause 28A.7 in respect of such information as if they were a party to this Agreement;

28A.3.4	it becomes publicly available (other than as a result of a breach of an obligation of confidentiality);

28A.3.5	the Department has given prior written consent to the disclosure or use; or

[bookmark: _Ref214971062]28A.3.6	the information is already in the possession of the Supplier and is not subject to an obligation of confidentiality or a restriction on use

provided that, except where prohibited by any applicable law or regulation, prior to disclosure of any information pursuant to Clause 28A.7, the Supplier shall give sufficient notice to the Department of such requirement so that the Department has reasonable opportunity to contest such disclosure and/or agree the timing and content of such disclosure.

28A.4	Nothing in this Agreement shall prevent the Department from disclosing the Supplier’s Confidential Information:

28A.4.1	to any Crown Body or any other Contracting Department.  All Crown Bodies or Contracting Department’s receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other Crown Bodies or other Contracting Authorities on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any Crown Body or any Contracting Department; 

28A.4.2	to any consultant, contractor or other person engaged by the Department;

28A.4.3	for the purpose of the examination and certification of the Department's accounts; or

28A.4.4	for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Department has used its resources.

28A.5	The Department shall use reasonable endeavours to ensure that any Government department, Contracting Department, employee, third party or Subcontractor to whom the Supplier’s Confidential Information is disclosed pursuant to Clause 28A is made aware of the Department's obligations of confidentiality.

28A.6	Nothing in this Clause 28A shall prevent either Party from using any techniques, ideas or Know-how gained during the performance of the Agreement in the course of its normal business to the extent that this use does not result in a disclosure of the other party's Confidential Information or an infringement of its Intellectual Property Rights.

[bookmark: _Ref389998409]28A.7	The Parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Agreement is not Confidential Information. The Department shall determine in its absolute discretion whether any of the content of the Agreement is exempt from disclosure in accordance with the provisions of the FOIA.  

28A.8	Subject to Clause 28A.7,  the Supplier hereby consents to the Department publishing the Agreement in its entirety, including from time to time agreed changes to the Agreement, to the general public.  

28A.9	The Department may consult the Supplier to inform its decision regarding any redactions but the Department shall have the final decision in its absolute discretion.

[bookmark: _Ref389999745][bookmark: _Toc504138520]Freedom of Information

The Supplier acknowledges that the Department is subject to the FOIA and the EIR.

The Supplier shall and shall procure that its Subcontractors shall: 

transfer to the Department all Requests for Information that it receives as soon as practicable and in any event within 2 Working Days of receipt; 

give the Department a copy of all Information in its possession or control in the form that the Department requires within 5 Working Days (or such other period as the Department may specify) of the Department's request;

provide all necessary assistance as reasonably requested by the Department to enable the Department to respond to comply with its obligations under the FOIA and EIR; and

not respond directly to a Request for Information unless expressly authorised to do so by the Department.

The Department shall determine in its absolute discretion and notwithstanding any other provision in the Agreement or any other agreement whether any Information is exempt from disclosure in accordance with the provisions of the FOIA or the EIR.

[bookmark: _Ref390013314][bookmark: _Toc504138521][bookmark: _Ref305141606][bookmark: _Toc314752937]Data Protection Legislation

The Parties acknowledge that for the purposes of the Data Protection Legislation, the Departmentis the Controller and the Supplier is the Processor. The only processing that the Supplier is authorised to do is detailed in individual Call-offs by the Department and may not be determined by the Supplier.  

The Supplier shall notify the Department immediately if it considers that any of the Supplier’s instructions infringe the Data Protection Legislation.

The Supplier shall provide all reasonable assistance to the Department in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Department, include:

a systematic description of the envisaged processing operations and the purpose of the processing;

an assessment of the necessity and proportionality of the processing operations in relation to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

The Supplier shall, in relation to any Personal Data processed in connection with its obligations under this Agreement.

Process that Personal Data only in accordance with individual Call-offs, unless the Supplier is required to do otherwise by Law. If it is so required the Supplier shall promptly notify the Department before processing the Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, which have been reviewed and approved by the Supplier as appropriate to protect against a Data Loss Event having taken account of the:

nature of the data to be protected;

harm that might result from a Data Loss Event

state of technological development; and

cost of implementing any measures;

ensure that :

the Supplier Personnel do not process Personal Data except in accordance with this Agreement (and in individual Call-offs);

it takes all reasonable steps to ensure the reliability and integrity of any Supplier Personnel who have access to the Personal Data and that they:

are aware of and comply with the Supplier’s duties under this clause;

are subject to appropriate confidentiality undertakings with the Supplier or any Sub-processor;

are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Department or as otherwise permitted by this Agreement; and

have undergone adequate training in the use, care, protection and handling of Personal Data; and

not transfer Personal Data outside of the EU unless the prior written consent of the Department has been obtained and the following conditions are fulfilled:

the Department or the Supplier has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Supplier;

the Data Subject has enforceable rights and effective legal remedies;

the Supplier complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Department in meeting its obligations); and

the Supplier complies with any reasonable instructions notified to it in advance by the Department with respect to the processing of the Personal Data;

at the written direction of the Department; delete or return Persnal Data (and any copies of it) to the Supplier on termination of the Agreement unless the Contractor is required by Law to retain the Personal Data.

Subject to Clause 30.4, the Supplier shall notify the Department immediately if it:

Receives a Data Subject Access Request (or purported Data Subject Access Request);

Receives a request to rectify, block or erase any Personal Data;

Receives any other request, complaint or communication relating to either Party’s obligations under the Data Protection Legislation;

Receives any communication from the Information Commissioner or any other regulatory authority in connection Personal Data processed under this Agreement;

Receives a request from any Third Party for disclosure or Personal Data where compliance with such request is required or purported to be required by Law; or

Becomes aware of a Data Loss Event.

The Supplier’s obligation to notify under Clause 30.5 shall include the provision of further information to the Department in phases, as details become available.

Taking into account the nature of the processing, the Supplier shall provide the Department with full assistance in relation to either Party’s obligations under Data Protection Legislation and any complaint, communication or request made under Clause 30.5 (and insofar as possible within the timescales reasonably required by the Department) including by promptly providing:

the Department with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Department to enable the Department to comply with a Data Subject Access Request within the relevant Timescales set out in the Data Protection Legislation;

the Department, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by the Department following any Data Loss Event;

assistance as requested by the Department with respect to any request from the Information Commissioner’s Office.

The Supplier shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless:

The Supplier determines that the processing is not occasional;

The Supplier determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and

The Supplier determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.

The Supplier shall allow for audits of its Data Processing activity by the Department orthe Supplier’s designated auditor.

The Supplier shall designate a data protection officer if required by the Data Protection Legislation.

Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Supplier must:

Notify the Department in writing of the intended Sub-processor and processing;

Obtain the written consent of the Department;

Enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause such that they apply to the Sub-processor; and 

Provide the Department with such information regarding the Sub-processor as the Supplier may reasonably require.

The Supplier shall remain fully liable for all acts or omissions of any Sub-processor.

The Supplier may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Customer may on not less than 30 Working Days’ notice to the Contractor amend this agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office.



[bookmark: _Ref390015689][bookmark: _Toc504138522]Audit and Documents

The Supplier must keep such documents as are reasonably necessary to enable the Department to comply with its obligations under the Regulations and other documents in accordance with Good Industry Practice which are sufficient to enable the Department to have a complete and accurate understanding of the Supplier’s performance of its obligations under this Agreement (the “Documents”). The Supplier must retain the Documents and the means to access and view the Documents, for the minimum period required by law, or 7 years, whichever is the greater.

[bookmark: _Ref230791459]The Supplier shall permit, and shall ensure that its Subcontractors permit, an auditor  (which may be the Department or its designated representative (the “Auditor”) to audit it and/or its Subcontractors:

up to twice in any calendar year to carry out a financial, quality and/or value for money audit but not more than once in any 6 month period; and

at any time if the Department has reasonable concerns about the provision of the Services. 

Without prejudice to the generality of Clause 31.2, the Supplier shall ensure that the Department is entitled to carry out an audit of the Markers (no more than once during any Call-Off Contract term), on not less than 20 Working Days’ notice, to ensure that tests are marked in accordance with the Departmental Policies and Procedures. The Supplier shall, and shall use Best Endeavours to procure that the Markers shall, provide the Department with all reasonable assistance and co-operation in connection with any such audit, including:

details of Markers’ names, addresses, qualifications, seniority, ratings, experience and references;

copies of the Marker Contracts;

samples of tests marked by named Markers;

interviews with individual Markers.

[bookmark: _Ref146444504][bookmark: _Ref146444572]The Department shall (except where the purpose of the audit would be frustrated by doing so or where a Regulatory Authority or Regulations prohibit the Department from doing so) use reasonable endeavours to: give the Supplier 20 Working Days’ notice of when the audit shall be conducted and arrange for audits to take place during the Marker Period, except that the Department shall not be required to give the Supplier any prior notice of any audit which has as its main purpose the verification of the Supplier’s compliance with its obligations under Clauses 37 or 26 or if the Department reasonably believes that the Supplier is in material breach of the Agreement.

[bookmark: _Ref306185221]The Supplier shall ensure that it and its Subcontractors provide all reasonable assistance to, and co-operate with, the Auditor, including providing access to the Documents and any other relevant information. 

Each Party shall bear its own costs of any of the audits set out in Clause 31.2, except if the Auditor finds that the Supplier has acted in material breach of this Agreement or where the Supplier has failed to comply with its obligations under Clause 31.5, in which case the Supplier shall bear all costs of the audit. 

If, as the result of any audit, it is found that the Supplier has overcharged the Department, the Supplier shall immediately pay to the Department a sum equal to the amount overcharged by electronic bank transfer and interest accrued on such overcharged amounts at a rate equal to the interest rate of 1% over the Bank of England base rate from time to time.

The Supplier shall attend any meetings requested by a Regulatory Authority. The Supplier shall, and shall procure that its Subcontractors shall: (i) permit any Regulatory Authority or its designated representatives access to their facilities to audit their provision of the Services and provide such information and assistance as the Regulatory Authority may require; and (ii) provide the Department with a copy of the results of any report relating to any inspection visit by the Regulatory Authority.

If the Department wishes to conduct audits additional to those set out in this Clause 31, the Department may do so and the Supplier shall be entitled to make a reasonable additional charge in respect of any costs incurred in complying or assisting with such audit.

[bookmark: _Toc504138523]Tax Indemnity

[bookmark: _Ref390000115]Where the Supplier is liable to be taxed in the UK in respect of consideration received under this Agreement, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes and regulations relating to income tax in respect of that consideration. 

[bookmark: _Ref390000131]Where the Supplier is liable to NICs in respect of consideration received under this Agreement, it shall at all times comply with the Social Security Contributions and Benefits Act 1992 and all other statutes and regulations relating to NICs in respect of that consideration. 

[bookmark: _Ref390000151]The Department may, at any time during the term of this Agreement, ask the Supplier to provide information which demonstrates how the Supplier complies with Clauses 32.1 and 32.2 or why those Clauses do not apply to it. 

[bookmark: _Ref390000425]A request under Clause 32.3 may specify the information which the Supplier must provide and the period within which that information must be provided. 

The Department may terminate this Agreement if- 

in the case of a request mentioned in Clause 32.3 if the Supplier:

fails to provide information in response to the request within a reasonable time, or 

provides information which is inadequate to demonstrate either how the Supplier complies with Clauses 32.1 and 32.2 or why those Clauses do not apply to it; 

in the case of a request mentioned in Clause 32.4, the Supplier fails to provide the specified information within the specified period, or 

it receives information which demonstrates that, at any time when Clauses 32.1 and 32.2 apply, the Supplier is not complying with those Clauses. 

The Department may supply any information which it receives under Clause 32.3 to HMRC for the purpose of the collection and management of revenue for which they are responsible.

The Supplier warrants and represents to the Department that it is an independent contractor and, as such, bears sole responsibility for the payment of tax and NICs which may be found due from it in relation to any payments or arrangements made under this Agreement or in relation to any payments made by the Supplier to its officers or employees in connection with this Agreement.

The Supplier will account to the appropriate authorities for any income tax, NICs, VAT and all other taxes, liabilities, charges and duties relating to any payments made to the Supplier under this Agreement or in relation to any payments made by the Supplier to its officers or employees in connection with this Agreement.

The Supplier shall indemnify Department against any liability, assessment or claim made by the HMRC or any other relevant authority arising out of the performance by the parties of their obligations under this Agreement (other than in respect of employer's secondary NICs) and any costs, expenses, penalty fine or interest incurred or payable by Department in connection with any such assessment or claim.

The Supplier authorises the Department to provide the HMRC and all other departments or agencies of the Government with any information which they may request as to fees and/or expenses paid or due to be paid under this Agreement whether or not Department is obliged as a matter of law to comply with such request. 

[bookmark: _Toc504138524]Mobilisation and Implementation

Within 5 Working Days of any Service Commencement Date, the Supplier shall meet the Department to demonstrate the readiness and appropriateness of plans, processes, systems, resourcing and any other factors required to enable the reliable completion of the relevant Call-Off Service.

[bookmark: _Ref305225516]At least 15 Working Days prior to the relevant Service Commencement Date, the Supplier shall, in respect of each Call-Off Contract, deliver to the Department:

a PID which, as a minimum: 

covers the following topics: risk management process/risk register, an issues log, a change control register, communication plan, quality plan and log, product descriptions (as appropriate), exception reports and lessons learnt log; and 

otherwise meets the Department’s reasonable requirements

a Project Plan; and

a Process Document which, without prejudice to Clause 33.2.2, shall substantially comply with the methodologies of PRINCE2 or equivalent.

[bookmark: _Ref389756161][bookmark: _Ref306815262][bookmark: _Ref306813815]The Supplier shall not propose any amendments to the Milestone Dates for any Key Milestones unless there is good cause in order to protect the quality or any other aspect of the Services or to rectify a delay caused directly or indirectly by the Department.  In any event, the Department shall be entitled to reject any amendments to the Milestone Dates proposed by the Supplier (whether as part of the Project Plan or otherwise) in its sole discretion, in which case the Milestone Dates set out in the relevant Call-Off Contract shall apply.

The Department shall, within 5 Working Days of receiving all of the documentation referred to in Clause 33.2 above, notify the Supplier of the results of the Department’s review of the same. Following the Department notifying the Supplier of the results of the Department’s review, the Supplier shall within 2 Working Days amend the PID, the Project Plan and the Process Document in accordance with any reasonable recommendations made by the Department and shall resubmit the PID, the Project Plan and the Process Document to the Department for the Department’s approval. The Supplier shall continue to amend and resubmit and the Department shall continue to review the PID, the Project Plan and the Process Document in accordance with this Clause 33.3 until the Department has approved such documents.

[bookmark: _Ref306830006]If the PID, the Project Plan and the Process Document have not been approved in accordance with Clause 33.3 by the Longstop Date, then the Department shall be entitled to serve a Termination Notice to effect immediate termination of the relevant Call-Off Contract. For the purposes of this Clause 33.5, “Longstop Date” shall mean the date falling 3 Working Days prior to the relevant Service Commencement Date plus any period of Department Delay.

The Supplier shall keep the PID, the Project Plan and the Process Document up-to-date throughout the Call-Off Contract term and shall provide updates in connection with their contents to the Department on a weekly basis during the Call-Off Contract term or as otherwise reasonably required by the Department. The Supplier shall not be entitled to change Milestone Dates, Service standards or descriptions or any other matters that may affect the Department’s rights and remedies (or the Supplier’s obligations) through its updates of the documents referred to in this Clause 33. 

The Supplier shall ensure at all times the Supplier System has adequate capability, capacity and availability for all the processing and other functions necessary for performance of the Services in accordance with the Agreement, including compliance with the Regulations. The Supplier shall maintain, at its own cost, all required authorisations and licences in respect of the Supplier System. 

The Supplier shall ensure that all of the Milestones are completed by their Milestone Dates. If at any time the Supplier is aware that any of the Milestones will not or are unlikely to be completed by their Milestone Dates, it shall:

inform the Department of the reasons for not meeting that Milestone Date;

inform the Department of the consequences of not meeting the Milestone Date (including any impact on the likelihood of other Milestones being completed by their Milestone Dates); 

inform the Department of the steps it will take to mitigate against the consequences of not meeting the Milestone Date; and

provide all additional resources necessary to ensure that the Milestone is completed as soon as reasonably practical.

The Supplier shall monitor progress towards the Milestones against the Milestone Dates in order to identify as soon as reasonably practicable whether a Milestone is unlikely to be completed by the relevant Milestone Date.

During the Exit Phase, the Supplier shall perform its obligations set out in the Exit Management Plan in accordance with Clause 28.

[bookmark: _Ref304905183][bookmark: _Ref307164384][bookmark: _Ref307165341][bookmark: _Toc314752927][bookmark: _Toc504138525]Acceptance Testing

[bookmark: _Ref307821451]When the Supplier believes that it has completed any Service Element for which it proposes to invoice, it shall inform the Department and, at the same time, provide the Department and any Departmental Service Provider nominated by the Department with all assistance and information reasonably required to assess whether or not the relevant Service Element has been successfully completed. 

If the Department considers that the relevant Service Element has been successfully completed in accordance with the terms of this Agreement, it shall inform the Supplier (“Acceptance”). Acceptance shall be without prejudice to the Department’s rights or remedies under this Agreement and, without limitation, the failure to identify a failure in a Service Element under this Clause 34 shall not preclude the Department from requiring the Service Element to be fully completed at a later stage so that it complies with the requirements for such Service Element under the Agreement. 

If the Department does not believe that the relevant Service Element has been successfully completed in accordance with the terms of this Agreement, it shall inform the Supplier. On receipt of such information, the Supplier shall, at its own cost, complete the relevant Service Elementas soon as possible and shall re-submit the Service Element for further testing in accordance with Clause 34.1. This process shall be repeated until Acceptance. Service Elements will be outlined in the ITT and acceptance will be based on the agreed deliverables. 

[bookmark: _Toc304815087][bookmark: _Toc304839968][bookmark: _Ref304905536][bookmark: _Toc314752928][bookmark: _Toc504138526]Failures

[bookmark: _Ref304641552][bookmark: _Toc446909490][bookmark: _Ref449800197][bookmark: _Toc451160950]The Supplier shall promptly warn the Department if it has reasonable grounds to believe that any development (including failure on the part of the Supplier to carry out its obligations and responsibilities under this Agreement) will have, or threatens to have, a detrimental effect on all or part of the Services. At the Department’s request, the Supplier shall take all reasonable steps to prevent such development from occurring and to prevent its reoccurrence.

[bookmark: _Ref117508121][bookmark: _Ref449800503]If the Supplier fails to perform the Services in accordance with this Agreement to the extent that the failure is directly caused by the Supplier and/or its Subcontractors (a “Defect”) then, without prejudice to any other rights or remedies it may have under this Agreement or otherwise, the Department may require the Supplier by notice in writing, at the Supplier’s own expense, to remedy any Defect or to re-perform any Service affected by the Defect within a reasonable time specified in the notice. If the Supplier fails to remedy a Defect within the time specified, the Department may, or may instruct a third party to, remedy that Defect, the reasonable costs of which shall be borne by the Supplier. 

If the Supplier fails to perform the Services in accordance with this Agreement, then without prejudice to any other rights or remedies it may have under this Agreement or otherwise, the Department may require the Supplier by notice in writing to carry out an investigation into the cause of such failure. The Supplier shall carry out such an investigation in accordance with Good Industry Practice, promptly and at its own cost and shall provide a complete and accurate report of that investigation to the Department.

The obligations in this Clause 35 are without prejudice to any other obligations of the Supplier or rights of the Department whether under this Agreement or otherwise.

[bookmark: _Ref237979336][bookmark: _Toc304815095][bookmark: _Toc304839976][bookmark: _Toc314752930][bookmark: _Toc504138527]Charges

The Supplier shall invoice the Department for Charges in accordance with the agreed pricing detailed in each Call-Off Contract.

[bookmark: _Ref211256687][bookmark: _Ref139797219]All correctly calculated Charges properly invoiced by the Supplier in accordance with this Agreement shall be paid by the Department within 30 days of receipt except for any amount in respect of which the Department wishes to raise a genuine dispute.

[bookmark: _Ref148333779]All costs and expenses must be invoiced by the Supplier as part of the Charges within 6 months of the date the Supplier is first entitled to invoice such sums against the payment milestones specified in the Call-Off Contract. The Supplier irrevocably waives the right to payment of any sums not invoiced within this period. 

The Supplier shall between 1 January and 31 January in each calendar year, inform the Department, in writing, of any charges, costs and expenses: 

due under this Agreement which are still eligible to be invoiced under Clause 36.3, but which have not yet been invoiced; and 

that are expected to become due under the Agreement prior to 31 March in the same calendar year.

[bookmark: _Ref117570046][bookmark: _Ref135468591]If either Party has not paid any sums payable by their due date, all sums will accrue interest at a rate equal to the interest rate of 1% over the Bank of England base rate from time to time and this shall constitute a substantial remedy for late payment.

[bookmark: _Ref117570027][bookmark: _Ref135470050]The Department may retain and set off any amount owed to it by the Supplier under this Agreement against any amount due to the supplier under this agreement.

[bookmark: _Ref305154110][bookmark: _Ref305154155][bookmark: _Toc314752933][bookmark: _Toc504138528]Security

[bookmark: _Ref307820610]The Parties shall comply with the provisions of Schedule 10 in addition to this Clause 37.

Within 10 Working Days after the Effective Date, the Supplier shall deliver to the Department for the Department’s review a security plan that is compliant with the principles of the SPF (the “Security Plan”). The Supplier shall ensure that the Security Plan incorporates proposed security mechanisms for all data transfers, as well as detailed security policies, standards and controls and covers all aspects of the Services (including physical security, infrastructure, platforms, transportation of sensitive material, applications and services and interfaces). Following the Department notifying the Supplier of the results of this review, the Supplier shall within 5 Working Days amend the Security Policy and accordance with any recommendations made by the Department and shall resubmit the Security Plan to the Department for the Department’s approval. The Supplier shall continue to amend and resubmit the Security Plan in accordance with this Clause until the Department has approved such plan. The Supplier shall ensure that the delivery of any Call-Off Services does not commence until the Department has approved the Security Plan in accordance with this Clause. The Supplier shall comply with the Security Plan approved by the Department at all times during any Call-Off Contract term.

The Supplier shall work with the Department to identify any materials or information assets that the Supplier and/or any Subcontractors may have access to and that may be classified as BIL1, BIL2 or BIL3 (as such terms are defined in the SPF). The Department shall determine the relevant BIL classification for any materials and information assets in its sole discretion and the Supplier shall treat and secure such information accordingly (including in accordance with the SPF).

The Supplier shall ensure that the following precautions are in place when transporting sensitive materials (including between the Supplier's premises, and to administrators and Markers):

the use of tamper-proof and clearly-labelled packaging;

the use of only transport suppliers and/or couriers which (as a minimum) provide appropriate levels of security protection, track and trace and GPS tracking; 

the requirement for an approval from the Security Manager, or appropriate delegated representative, prior to any release of material for transport, and ensuring the Department’s relevant Relationship Manager is informed of the transport’s time of departure, proposed route and time of arrival at destination;

for bulk movement of materials, the use of rigid-sided vehicles;

not leaving vehicles unattended at any time and informing the Department’s relevant Relationship Manager of any unexpected delay;

ensuring deliveries are completed during a driver's allocated hours where possible and that the relevant vehicle is securely parked;

when using a courier network for packages, ensuring a track and trace system is used for each package or consignment;

ensuring a scan tracks the package or consignment at each transfer point in the network through to final proof of delivery; and

notifying the Department within 3 business hours of becoming aware of any actual or suspected security issue or loss or breach of the terms of this Clause 37.

At least 5 Working Days prior to the relevant Service Commencement Date, the Supplier shall confirm in writing to the Department that all Personnel who have access to the Services, or secure materials or data related to the Services are vetted to a level necessary and appropriate for the BIL of the material. The Supplier shall ensure that any Personnel with access to pupil level data (excluding Markers that have been confirmed as holding qualified teacher status) have had a Criminal Records Bureau check performed on them within the last 3 years and that such check has not flagged potential concerns around that Personnel’s suitability to access pupil level data.

Without prejudice to any other rights and remedies of the Department, any breach of this Clause 37 by the Supplier that results in either a significant adverse effect on the reputation of the Department or on the reputation or integrity of the tests shall be a material breach of this Agreement.

[bookmark: _Ref117586434][bookmark: _Toc119311274][bookmark: _Toc142151175][bookmark: _Toc314752934][bookmark: _Toc504138529]Disaster Recovery and Business Continuity

[bookmark: _Ref117583155]The Supplier shall have in place a business continuity management system that is compliant with HMG standards https://www.gov.uk/government/collections/government-security and the SPF that has been approved by the Department within 4 months of the Effective Date.

The Supplier undertakes that it has and shall continue to have in place up-to-date disaster recovery plans and business continuity plans (“Business Continuity Plans”): 

in accordance with the minimum standards prescribed from time to time by any Regulatory Authority;

that are aligned with the Department’s disaster recovery and business continuity plans to the extent that such plans have been notified to the Supplier and to the extent that they relate to the Services, events that could affect the Services or failures in the Services; and

without limiting the generality of the foregoing, in accordance with Good Industry Practice.

[bookmark: _Ref305225967]Within 4 months of the Effective Date, the Supplier shall provide the Department with a copy of the Business Continuity Plans for its review. Following the Department notifying the Supplier of the results of this review, the Supplier shall within 5 Working Days amend the Business Continuity Plans in accordance with any recommendations made by the Department and shall resubmit the Business Continuity Plans to the Department for the Department’s approval. The Supplier shall continue to amend and resubmit the Business Continuity Plans in accordance with this Clause 13.3 until the Department has approved such plans. 

The Supplier shall test the Business Continuity Plans to ensure their effectiveness:

at least once per year following the Effective Date; or 

when the Department requests such a test on not less than 5 Working Days’ notice in writing. 

the Department shall be invited to participate in and attend such tests and shall be given all information and cooperation as may be reasonably requested in order to enable it to monitor such tests, including access to premises, locations and systems from which the Services are provided (or from which the Services will be provided in the event of a disaster), the results of any such testing and details of the steps taken to remedy any shortcomings or failings in the Business Continuity Plans identified as part of such testing. The Supplier shall provide the results of any test undertaken in accordance with this Clause 38 to the Department within 5 Working Days of such test having been completed. 

The Supplier shall provide a copy of the then current Business Continuity Plans to the Department on request from time to time.

If a disaster or any event envisaged in the Business Continuity Plan occur, the Supplier shall promptly notify the Department and implement the Business Continuity Plan as expeditiously as possible in the circumstances. In doing so, the Supplier shall not treat the Department any less favourably than any other customer of the Supplier.

Without prejudice to the Supplier’s obligations under Clauses 29 and 30, the Supplier shall ensure that at least 2 back-up copies of the Departmental Data are made daily and held securely. The Supplier shall also ensure that at least one of the 2 copies of the Departmental Data is kept in a separate secure offsite physical location to the primary copy of the Departmental Data.

The Supplier shall ensure that an appropriate media rotation procedure is followed, in line with ISO/IEC 27001 and Government security policies. 

The Supplier shall restore or recreate any the Departmental Data that has been lost, corrupted or destroyed as a result of any Default by the Supplier. Such restoration or recreation shall be carried out promptly and at the Supplier’s own cost. This right of the Department is in addition, and shall be without prejudice, to any other right or remedy of the Department under this Agreement or otherwise.

[bookmark: _Toc314752935][bookmark: _Toc504138530]Governance, Service Management and Reports

During the Term, the Supplier shall meet with the Department, upon the Department’s reasonable request, to discuss the Supplier’s capability to perform any of the Services (irrespective of whether or not the Supplier and the Department have executed any Call-Off Contracts) and the Parties shall discuss any strategic issues at such meetings which the Department may raise at or in advance of the meetings. 

[bookmark: _Ref306819550]During any Call-Off Contract term, the Supplier shall report on a weekly basis to the Department (including, at the Department’s option by attending meetings with the Department) on its progress in completing the Service Elements, including: completion of, or failure to complete, any Milestones; an overview of the work completed to date and the work currently being performed; estimated time to complete the Milestones; and details of any significant risks or challenges faced by the Supplier, together with details of the measures taken to mitigate or remedy those risks or challenges. 

[bookmark: _Ref306819720]24 hours in advance of any meetings held pursuant to Clause 39.2, the Supplier shall provide to the Department the Supplier’s report on its progress in completing the Service Elements, as set out in Clause 39.2.

The Supplier shall take steps in accordance with Good Industry Practice to ensure that all transactions, data access and processing carried out in connection with the Services can be securely traced to an individual or organisation through a secure audit trail.

Within 5 Working Days of the start of each month during a Call-Off Contract term, the Supplier shall provide the Department with information about the current status of the Services, performance against the Project Plans and the Management Information for the previous month. The Supplier shall ensure that the content of the Management Information provided is adequate for the purpose for which the relevant Management Information is required, up-to-date and accurate. The Supplier shall also provide the Department with any additional information reasonably requested by the Department in order to assess the performance or progress of the Services from time to time.

In respect of each Call-Off Contract, the Supplier shall maintain and keep up-to-date throughout any Call-Off Contract term in accordance with PRINCE2 principles a risk log (the “Risk Log”), which includes details of the risks, which may affect the Call-Off Service and any significant changes in process. The Supplier shall provide such Risk Log to the Department each week.

The principal point of contact between the Parties in relation to issues arising out of this Agreement, any Call-Off Contract or the performance of the Services will be the relevant Relationship Managers. Either Party may change the identity of its Relationship Managers at any time by written notice to the other.

The Supplier shall from time to time: 

provide oral or written reports to the Department and liaise with the Department on the progress and management of the Services as and when reasonably required by the Department;

provide to the Department any information, reports or assistance requested by Ofqual in the exercise of its powers under the Regulations, in an open and co-operative manner and in accordance with any timing and format requirements set by Ofqual; and

attend and report to meetings with the Department and its nominees (which may include Ofqual) to discuss any aspect of the Services as and when reasonably required by the Department. 

[bookmark: _Toc117499890][bookmark: _Toc119311271][bookmark: _Toc142151172][bookmark: _Toc314752936][bookmark: _Toc504138531][bookmark: _Toc119311272][bookmark: _Ref211362243][bookmark: _Toc217799139][bookmark: _Toc304815100][bookmark: _Toc304839981][bookmark: _Toc69110875][bookmark: _Toc119311286][bookmark: _Ref234465832][bookmark: _Toc304815099][bookmark: _Toc304839980]Complaints

The Supplier shall deal with and be responsible for resolving complaints from schools, the Department and other stakeholders, except in cases where the Department has notified the Supplier otherwise. In any event, the Supplier shall handle complaints in accordance with the Department’s reasonable instructions from time to time.

The Supplier shall promptly inform the Department in writing on receipt of a serious (at the Suppliers reasonable discretion) complaint from a school or another stakeholder (not being the Department or a Supplier stakeholder) relating to the Services or the Supplier, together with details of the complaint, the relevant surrounding circumstances and the Supplier’s proposed resolution of the complaint.

[bookmark: _Toc149051338][bookmark: _Toc119311266][bookmark: _Ref117574584][bookmark: _Toc211055763][bookmark: _Ref215055222][bookmark: _Toc217799132][bookmark: _Toc304815104][bookmark: _Toc304839985][bookmark: _Ref117590762][bookmark: _Ref117657921][bookmark: _Toc119311283]Without prejudice to the importance of its obligations under this Agreement, the Supplier acknowledges that the courteous, efficient and effective handling of complaints from schools is an important part of the Service and that the Supplier’s failure to handle such complaints courteously, efficiently and effectively may adversely affect the Department’s reputation and the reputation of the tests.

[bookmark: _Ref305144993][bookmark: _Toc314752943][bookmark: _Toc504138532]Regulations

[bookmark: _Ref117573703]Save where the Department determines that a Regulatory Change is not required in accordance with Clause 41.7 (and then only to the extent of that Regulatory Change), the Supplier shall comply, and shall ensure that its Subcontractors and Personnel comply, with all Regulations and Government standards (including the e-government interoperability framework) at all times when performing the Services, insofar as such Regulations and Government standards apply to the Services.

[bookmark: _Ref117573721]The Supplier shall ensure that the Services are performed so that the Department complies with all Regulations, to the extent the Department’s compliance with the Regulations is dependent on the Services.

Each of the Parties shall advise the other immediately if it becomes aware of any non-compliance or suspected non-compliance by the Supplier with the provisions of Clauses 41.1 or 41.2 in connection with the performance of the Services. If such an event occurs, the Supplier shall promptly make available to the Department any information that the Department reasonably requires for the purposes of any further investigation of such non-compliance or suspected non-compliance.

If the Supplier receives any correspondence from any Regulatory Authority (save in respect of: (i) corporation tax; or (ii) NICs) that relates to the Services, it shall promptly provide a copy of that correspondence to the Department unless it is prevented from doing so by the Regulations or a Regulatory Authority. The Supplier shall give the Department a reasonable opportunity to discuss and make representations on the practical and written response to such correspondence, and shall only respond to the Regulatory Authority if:

the terms of the response have been approved by the Department (such approval not to be unreasonably withheld or delayed); or

the Supplier is required by Regulations to respond to the Regulatory Authority without the Department’s consent. 

[bookmark: _Ref117574351]If a change to any Regulation means a change to the Services or Charges is required (a “Regulatory Change”), the Supplier shall, subject to Clauses 41.6 and 41.7, make that Regulatory Change as soon as reasonably possible. 

[bookmark: _Ref117574507]The Parties shall agree the details and cost of the Regulatory Change in accordance with the Change Control Procedure.

[bookmark: _Ref146699013]If there is any disagreement between the Parties regarding any Regulatory Change or potential Regulatory Change the Department shall:

[bookmark: _Ref215324407]have the right to determine: (a) whether a Regulatory Change is required; and (b) how the Supplier shall implement that Regulatory Change, in which case the Supplier shall promptly implement the Regulatory Change as determined by the Department in accordance with this Clause 41.7.1; and

pay the Supplier the costs of implementing the Regulatory Change which shall be equivalent to the Supplier’s reasonable costs, calculated on a Time and Materials Basis, save that if the Regulatory Change is carried out for other service recipients of the Supplier, the Department shall only bear an equitable proportion of the Supplier’s reasonable costs.

[bookmark: _Toc504138533][bookmark: _Ref305155187][bookmark: _Ref305155218][bookmark: _Toc314752944][bookmark: _Toc149051355][bookmark: _Toc211055780][bookmark: _Ref217383594][bookmark: _Toc217799150][bookmark: _Ref230791710][bookmark: _Toc304815106][bookmark: _Toc304839987]Discrimination

The Supplier shall have a written equal opportunities and diversity policy or shall sign a statement confirming adoption of the Department’s equal opportunities policy for the duration of the Term. The Supplier shall make a statement of such policy or confirmation of such adoption available to the Department upon request. 

[bookmark: _Ref211361678]The Supplier’s equal opportunities and diversity policy shall relate to all forms of unlawful discrimination which is prohibited under Article 14 of the European Convention on Human Rights and the Equality Act 2010 (the “EA”).

The Supplier shall ensure that, in carrying out its obligations under this Agreement, neither it nor any of its Subcontractors commits or incites another to commit an act of discrimination rendered unlawful, or any act of discrimination which if committed by the Department would be rendered unlawful, by the EA, the Part Time Workers (Prevention of Less Favourable Treatment) Regulations 2000, the Fixed-term Employees (Prevention of Less Favourable Treatment) Regulations 2002 or the Human Rights Act 1998. 

The Supplier shall ensure that it and its Subcontractors perform their obligations under this Agreement in a manner which enables the Department to comply and to demonstrate compliance with the equality duties imposed on the Department by and under the EA. In particular but without prejudice to the generality of the foregoing, the Supplier shall, subject to Clause 42.5:

comply with all reasonable policies developed by the Department with regard to compliance with the duties imposed on the Department by and under the EA (the “EA Policies”) as are relevant to the provision of the Services and as are amended and notified to the Supplier by the Department from time to time;

comply with all reasonable directions from the Department with regard to the provision of the Services in accordance with the EA;

collect and supply to the Department such data and other information as the Department may reasonably request with a view to ensuring and demonstrating compliance with the EA; and

provide all reasonable assistance to, and consultation and liaison with, the Department with regard to any assessment of the impact on and relevance to the provision of the Services of the duties imposed by the EA and the development or modification of the EA Policies relevant to the provision of the Services.

[bookmark: _Ref211361808]If:

any requirement imposed on the Supplier under this Clause 42 to comply with the EA or other legislation referred to in this Clause 42 constitutes an addition or alteration to the policies and requirements specified in this Agreement; and

the Department is satisfied that, in complying with that requirement, the Supplier will incur expenditure significantly additional to that which would otherwise be incurred by the Supplier in complying with the EA in general

such requirement shall be incorporated into this Agreement through the Change Control Procedure. Prior to any such Change taking effect, the Supplier shall use Best Endeavours to comply with the requirement.

The Supplier will provide reports and other information reasonably requested by the Department from time to time to demonstrate that the Supplier and the Subcontractors are fulfilling their obligations under the EA.

[bookmark: _Toc149051365][bookmark: _Toc211055790][bookmark: _Toc217799160][bookmark: _Ref304533856][bookmark: _Ref304533857][bookmark: _Toc304815114][bookmark: _Toc304839995][bookmark: _Toc314752951][bookmark: _Toc504138534][bookmark: _Ref117657592][bookmark: _Toc119311295][bookmark: _Toc119311290][bookmark: _Ref237979456][bookmark: _Ref304799778][bookmark: _Toc304815112][bookmark: _Toc304839993][bookmark: _Ref349231375]Prevention of Fraud and Corruption

The Supplier represents and warrants that neither it, nor to the best of its knowledge any Personnel, have at any time prior to the Effective Date:

43.1.1	committed a Prohibited Act or been formally notified that it is subject to an investigation or prosecution which relates to an alleged Prohibited Act; and/or

43.1.2	been listed by any Government department or agency as being debarred, suspended, proposed for suspension or debarment, or otherwise ineligible for participation in government procurement programmes or contracts on the grounds of a Prohibited Act.

[bookmark: _Ref349231403]43.2	The Supplier shall not during the Term:

	43.2.1	commit a Prohibited Act; and/or

43.2.2	do or suffer anything to be done which would cause the Department or any of its Personnel, consultants, contractors, Subcontractors or agents to contravene any of the Relevant Requirements or otherwise incur any liability in relation to the Relevant Requirements.

43.3	The Supplier shall, during the Term:

43.3.1	establish, maintain and enforce, and require that its Subcontractors establish, maintain and enforce, policies and procedures which are adequate to ensure compliance with the Relevant Requirements and prevent the occurrence of a Prohibited Act; and

43.3.2	keep appropriate records of its compliance with its obligations under Clause 43.3.1 and make such records available to the Department on request.

43.4	The Supplier shall immediately notify the Department in writing if it becomes aware of any breach of Clauses 43.1 and/or 43.2, or has reason to believe that it has or any of the Personnel have been:

43.4.1	subject to an investigation or prosecution which relates to an alleged Prohibited Act; 

43.4.2		listed by any Government department or agency as being debarred, suspended, proposed for suspension or debarment, or otherwise ineligible for participation in government procurement programmes or contracts on the grounds of a Prohibited Act; and/or

43.4.3	received a request or demand for any undue financial or other advantage of any kind in connection with the performance of the Agreement or otherwise suspects that any person directly or indirectly connected with the Agreement has committed or attempted to commit a Prohibited Act.

43.5	If the Supplier notifies the Department pursuant to Clause 43.4, the Supplier shall respond promptly to the Department’s enquiries, co-operate with any investigation, and allow the Department to audit any books, records and/or any other relevant documents.

43.6	If the Supplier defaults under Clauses 43.1 and/or 43.2, the Department may by notice:

43.6.1	require the Supplier to remove from performance of the Services any Personnel whose acts or omissions have caused the default; or

[bookmark: _Ref349229337]43.6.2	immediately terminate the Agreement.

43.7	Any notice served by the Department under Clause 43.6 shall specify the nature of the Prohibited Act, the identity of the party who the Department believes has committed the Prohibited Act and the action that the Department has taken (including, where relevant, the date on which the Agreement shall terminate).

[bookmark: _Ref117500606][bookmark: _Toc119311296][bookmark: _Toc304815116][bookmark: _Toc304839997][bookmark: _Toc314752956][bookmark: _Toc504138535]General

[bookmark: _Ref167089455]This Agreement constitutes the entire agreement between the Parties with respect to the subject of this Agreement and (to the extent permissible by law) supersedes all prior representations or oral or written agreements between the Parties with respect to that subject matter, provided that neither Party is attempting to exclude any liability for fraudulent statements (including fraudulent pre-contractual misrepresentations on which the other Party can be shown to have relied). Each Party agrees, having considered the Agreement as a whole, that the provisions of the Agreement are fair and reasonable.

The Supplier must not make any public announcement or issue any circular relating to this Agreement without the prior written approval of the Department. 

Each Party shall from time to time execute such documents and perform such acts and things as any Party may reasonably require to give full effect to the provisions of the Agreement and the transactions contemplated by it.

Waiver

No delay by or omission by either Party in exercising any right, power, privilege or remedy under this Agreement shall operate to impair such right, power, privilege or remedy or be construed as a waiver thereof. Any single or partial exercise of any such right, power, privilege or remedy shall not preclude any other or further exercise thereof or the exercise of any other right, power, privilege or remedy.

[bookmark: _Toc504138536]Notices

[bookmark: _Ref117658008][bookmark: _Ref305160254]Any notices to be given under this Agreement shall be delivered personally or sent by registered or recorded post or by facsimile transmission to the Contract Manager (in the case of the Department) or to the address set out in the Agreement (in the case of the Supplier).  Any such notice shall be deemed to be served, if delivered personally, at the time of delivery, if sent by post, 48 hours after posting or, if sent by facsimile transmission, 12 hours after proper transmission.

[bookmark: _Toc504138537]Dispute Resolution

The Parties shall use all reasonable endeavours to negotiate in good faith and settle amicably any dispute that arises during the continuance of this Agreement.

Any dispute not capable of resolution by the Parties in accordance with the terms of Clause 47.1 shall be settled as far as possible by mediation in accordance with the Centre for Dispute Resolution Model Mediation Procedure.

Neither Party may commence any court proceedings/arbitration in relation to any dispute arising out of this Agreement until it has attempted to settle it by mediation, but any such mediation may be terminated by either Party at any time if such Party wishes to commence court proceedings or arbitration.

[bookmark: _Toc504138538]Law and Jurisdiction

[bookmark: 42]This Agreement shall be governed by and interpreted in accordance with English Law and the parties submit to the exclusive jurisdiction of the English courts.

[bookmark: _Toc504138539]TUPE

No later than 6 Months prior to the end of the Term the Supplier shall fully and accurately disclose to the Department, within 30 days of the request, all information that the Department may reasonably request in relation to the Staff including the following:

The total number of Personnel whose employment/engagement shall terminate at the end of the Term;

The age, gender, salary or other remuneration, future pay settlements and redundancy and pensions entitlement of the Personnel referred to in clause 7.1.1;

The terms and conditions of employment/engagement of the Personnel referred to in clause 7.1.1, their job titles and qualifications;

Details of any current disciplinary or grievance proceedings ongoing or circumstances likely to give rise to such proceedings and details of any claims current or threatened; and

Details of all collective agreements with a brief summary of the current state of negotiations with any such bodies and with details of any current industrial disputes and claims for recognition by any trade union.

(together the “TUPE Information”).

At intervals determined by the Department (which will only occur in the last 6 months of the contract) the Supplier shall give the Department updated TUPE Information.

Each time the Supplier supplies TUPE Information to the Department it shall warrant its completeness and accuracy at time of delivery and the Department may assign the benefit of this warranty to any Replacement Supplier.

The Department may use TUPE Information for the purposes of any retendering process.

If TUPE applies to the transfer of the Services on termination of the Contract, the Supplier shall indemnify and keep indemnified the Department, the Crown and any Replacement Supplier against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which they may suffer or incur as a result of or in connection with:

the provision of TUPE Information;

any claim or demand by any Returning Employee (whether in contract, tort, under statute, pursuant to EU law or otherwise) in each case arising directly or indirectly from any act, fault or omission of the Supplier or any Sub-Contractor in respect of any Returning Employee on or before the end of the Term;

any failure by the Supplier or any Sub-Contractor to comply with its obligations under regulations 13 or 14 of TUPE or any award of compensation under regulation 15 of TUPE save where such failure arises from the failure of the Department or a Replacement Supplier to comply with its duties under regulation 13 of TUPE;

any Court or Employment Tribunal claims (including any individual employee entitlement under or consequent on such a claim) by any trade union or other body or person representing any Returning Employees arising from or connected with any failure by the Supplier or any Sub-Contractor to comply with any legal obligation to such trade union, body or person; and

any claim by any person who is transferred by the Supplier to the Department and/or a Replacement Supplier whose name is not included in the list of Returning Employees.

There will be no TUPE transfer from the Department to the Supplier. 

If the Supplier becomes aware that TUPE Information it provided has become inaccurate or misleading, it shall promptly notify the Department and provide the Department with up to date TUPE Information.

This clause 7 applies during the Term and indefinitely thereafter.

Where applicable clause 48 will be stipulated in individual call offs. 

The Supplier undertakes to the Department that, during the 12 Months prior to the end of the Term the Supplier shall not (and shall procure that any Sub-Contractor shall not) without written approval of Department (such approval not to be unreasonably withheld or delayed):

amend or vary (or purport to amend or vary) the terms and conditions of employment or engagement (including, for the avoidance of doubt, pay) of any Personnel (other than where such amendment or variation has previously been agreed between the Contractor and the Personnel in the normal course of business and where any such amendment or variation is not in any way related to the transfer of the Services);

terminate or give notice to terminate the employment or engagement of any Personnel (other than in circumstances in which the termination is for reasons of misconduct or lack of capability);

transfer away, remove, reduce or vary the involvement of any other Personnel from or in the provision of the Services (other than where such transfer or removal: (i) was planned as part of the individual’s career development; (ii) takes place in the normal course of business; and (iii) will not have any adverse effect on the delivery of the Services, (provided that any such transfer, removal, reduction or variation is not in any way related to the transfer of the Services); or

Supplier can recruit or bring in additional individuals to provide the services if personnel should leave. The supplier should inform the Department of any such change. 





As witness the hands of the parties



		Authorised to sign for and on behalf of the Supplier:



		Signature:

		

[image: D:\OneDrive\JW Personal\Pictures of me\JW signature Aug 2016.bmp]



		Name in CAPITALS:

		JOHN WINKLEY



		Position in Organisation:

		DIRECTOR



		Address in full:











		

AlphaPlus

Unit 109 Albert Mill, 50 Ellesmere Street, Castlefield, Manchester, M15 4JY



		Date:

		20 June 2018











		Authorised to sign for and on behalf of the Secretary of State for Education:



		Signature:

		





		Name in CAPITALS:

		Colin Watson



		Position in Organisation:

		Deputy Director, Test Development



		Address in full:











		Standards and Testing Agency
53-55 Butts Road
Earlsdon Park
Coventry
CV1 3BH



		Date:
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Section 1: General core services



This section covers general requirements that must be delivered for each Trial or Sample, irrespective of size and duration.  Bidders must demonstrate their ability to manage projects and programmes using established methodologies, such as PRINCE 2.



G1	Project Management 



		No

		Requirement



		G1.1

		The Supplier must manage all aspects of delivery of the Services using established methodologies such as  PRINCE2 and Management of Risk (MoR) project and risk management methodologies.



		G1.2

		The Supplier must submit a Project Initiation Document (PID)/start up document which clearly sets out the project for the delivery of services at the outset of each call-off. The PID/start up document  cover all aspects of the delivery of the Project, including operational delivery, governance and interfaces with other organisations



		G1.3

		The Supplier must document, provide and maintain all processes and procedures utilised in the delivery of the services, including interfaces with other relevant parties ensuring that all relevant standards are applied or adhered to including project management methodologies.



		G1.4

		Prior to the commencement of a work package, the Supplier must discuss and demonstrate the readiness and appropriateness of plans, processes, systems (both internal and external), data interfaces with external or third party suppliers, resourcing and any other factors required to enable the reliable completion of the work package.



		G1.5

		The Supplier must hold, and permit DfE open access to detail relating to all activities undertaken in delivering the services. 



		G1.6

		The Supplier must comply with any reasonable requests for information from DfE.



		G1.7

		The Supplier must attend any meetings as reasonably requested by DfE at locations determined by DfE. 








G2	Management Information 



Management information is critical for DfE to assist performance management of the framework and individual call-off contracts and also to respond expediently to Parliamentary Questions / Freedom of Information requests.  Tenderers must commit to being open and transparent and demonstrate a willingness to share information throughout the life of the framework.    



		No

		Requirement



		G2.1

		The Supplier is required to submit to DfE Management Information (MI) and performance reports based on all services delivered for the call-off.

The frequency, format and content will be specified within each call-off.

DfE reserves the right to add to the Management Information requirements during the life of the framework. Any further requirements will be specified in individual Call-Offs.








G3	Security 



Due to the sensitive of the nature of this work, DfE enforce strict security procedures to ensure the work environment and working practices throughout the supply chain are secure. 



		No

		Requirement



		G3.1

		The Supplier must ensure that a security manager is appointed who shall have ultimate responsibility for all aspects of information governance and security management relating to the Supplier Services.

The supplier will provide and maintain a detailed, fully resourced and costed exit and transition plan to ensure a smooth transition at the expiry or termination of the contract. The supplier will provide a detailed statement in the exit and transition plan of all its requirements for the support it requires from DfE to ensure a smooth transition at the expiry or termination of the contract.  

The supplier must provide, and maintain, a list of all assets, for example materials software, data, people, contracts and other agreements planned to be used in the delivery of the contract. The supplier must identify assets that it anticipates will be transferred to DfE on expiry or termination of the contract. The supplier must also document the arrangements for and handing over such materials to DfE.

The supplier must comply with the processes outlined in the STA External Suppliers Security Guide.: 
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The supplier must also complete the security assurance document.



		G3.2

		The Supplier must require that any Sub-Contractor(s) are operating acceptable security policies, in line with the requirement at G3.1 above. The Supplier must confirm that a Sub-Contractor's security policies are acceptable, in line with the agreed requirements as at G3.1 above prior to letting the relevant sub-contract. The Sub-Contractor must agree to provide documented evidence of meeting these requirements to  the DfE, including the completion of the Statement of Assurance Questionnaire.



		G3.3

		The Supplier must ensure that all physical and logical movement of materials are secure and meet latest HMG Information Assurance requirements. Suppliers must present in advance to the DfE proposals for all methods of movement of materials both physical and logical. These proposals must be pre-agreed by the DfE prior to any materials movements.



		G3.4

		No materials or data related to the Services shall be transferred or processed outside of the European Economic Area (EEA) at any time, unless DfE has given its explicit consent to such transfer or processing.



		G3.5

		The Supplier will co-operate with DfE at all times to allow access to Supplier and any sub-contractor premises and systems to allow assurance to take place that all plans policies and procedures are being complied with by the Supplier, or to verify any suspected security issues.



		G3.6

		The Supplier must ensure that any payment procedures using debit or credit cards must meet the Payment Card Industry Data Security Standard (PCI DSS) As defined by the Payment Card Industry Security Standards Council.



		G3.7

		The Supplier must ensure all staff working on the test materials sign a confidentiality agreement and a security declaration confirming they will comply with the Supplier's security policy and standards.  DfE may request evidence of this at any time.  Failure to provide evidence will be a breach of the contract.






G4	Equalities



		No

		Requirement



		G4.1

		The Supplier will at all times comply with and require that its sub-Contractors comply with the latest Equalities legislation.



		G4.2

		The Supplier will provide reports and other Management Information to DfE, at intervals to be agreed, to demonstrate that the Supplier and its sub-Contractors are fulfilling their obligations under the latest Equalities legislation.



		G4.3

		The Supplier shall agree and implement any changes to the equality plan in line with DfE Change Control Procedure.



		G4.4

		The Supplier shall nominate a representative for all equalities issues.



		G4.5

		The Supplier shall produce an equality plan for each call-off outlining their commitment and compliance to the latest Equalities legislation and report at regular intervals (checkpoint reports) and include a final statement within the final administration report.



		G4.6

		The Supplier will include within the equality plan the strategy for recruiting and selecting administrators and markers / coders.  The Supplier will provide evidence of a fair, open and transparent process, including but not limited to protective characteristics.



		G4.7

		The Supplier will include in any administration guidance and training information advice on dealing with pupils that require access arrangements. 








G5	Financial requirements



		No

		Requirement



		G5.1

		The Supplier's financial accounting system must be able to capture all financial and system coding in order to fulfil management and statutory accounting.  All expenses and invoices submitted will be subject to VAT. For clarity refer to the HMRC rules and regulations. 



		G5.2

		A contractual agreement must be defined and agreed with the administrators and / or markers / coders involved in submitting the work.  



		G5.3

		The Supplier will ensure where BACS is used that BACS information is controlled and kept secure in order to reduce the risk of fraud. All payments must be countersigned and have the necessary approval documents / receipts that must be attached and made available prior to payment. All work needs to verified that is has been completed and delivered.  



		G5.4

		The Supplier must pay all sub-Contractors within 30 days of receipt of invoice.



		G5.5

		The Supplier must make the following information available on their invoice:

· full address

· contact number

· VAT number (VAT number may or may not be applicable depending on the size of the organisation). 



		G5.6

		The Supplier will instigate a fraud detection and response plan so that all controls are setup on the system. 








G6	Resources



		No

		Requirement



		G6.1

		The Supplier must have suitably qualified and experienced staff (or immediate plans to access these resources as appropriate). Skills and qualifications of identified Key Personnel should cover all major aspects of the Service including commercial management, project management, technical skills and general management.  



		G6.2

		The Supplier must agree with DfE which posts are considered as key posts, where knowledge or skills are critical to success.



		G6.3

		The Supplier must maintain up-to-date CVs of all key personnel and make them available on request.



		G6.4

		The Supplier must provide advance notification to DfE of any changes in key personnel. Replacement personnel should have equivalent skills and qualifications and DfE reserve the right to refuse proposed replacements.



		G6.5

		Suppliers should demonstrate that where there are plans to use third party sub-contracted resources or services, that these are reliable, available and meet other criteria outlined in this SoSR, especially Security. The Supplier must provide and maintain details of who these resources are, how they will be used and how they will be managed.








G7	Exit and transition



		No

		Requirement



		G7.1

		The Supplier will provide and maintain a detailed, fully resourced and costed exit and transition plan to ensure the smooth transition of Services to a successor service provider.



		G7.2

		The Supplier will provide a detailed statement in the exit and transition plan of all its requirements for the support it requires from DfE to ensure smooth transition of service to a successor service provider at the expiry or termination of the Framework.  



		G7.3

		The Supplier must provide, and maintain, a list of all assets, for example materials software, data, people, contracts and other agreements planned to be used in the delivery of services.  

The Supplier must identify assets that it anticipates will be transferred to DfE on expiry or termination of the Framework or on completion of any individual call-off order. The Supplier must also document the arrangements for and handing over such materials to DfE.









G8  Business Continuity

		No

		Requirement



		G8.1

		The Contractor shall, as a minimum, have in place robust and ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might be, or could lead to, a disruption, loss, emergency or crisis. When a certificate is not available it shall be necessary to verify the ongoing effectiveness of the ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures, to the extent that the Contractor must have tested/exercised these plans within the last 12 months and produced a written report of the test/exercise, outcome and feedback, including required actions. 
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 Section 3: Core Technical Services



SA1	Recruitment and management of schools



The Supplier must manage schools with sensitivity in order to ensure schools fulfil their statutory duty to participate in Trialling and Sampling. This includes considering recruitment strategies and the tone of all communications with schools, reassuring schools that the workload placed on them will be kept to a minimum, and ensuring that the Trialling and Sampling takes place at a mutually convenient time. 



		No

		Requirement



		SA1.1

		Recruitment and retention strategy submitted to DfE in order that samples can be drawn. 

For statutory trials, this must include any mitigations and contingencies that will be enacted if schools prove difficult to fulfil their statutory requirements.  The Contractor must recruit all schools drawn in the samples.

For voluntary trials, the Contractor must specify a sample size and recruitment strategy such that a representative sample of schools is achieved with the minimum number of pupils required sit each version of each test. 





		

		For school recruitment there are three approaches:

· DfE provide the stratifiers and the number of pupils required to take each booklet, the Supplier provide information on how they will recruit to those requirements and DfE draw the sample; 

· DfE provide the stratifiers and the number of pupils required to take each booklet and the Supplier draws the sample (Optional requirement); 

The approach to be used will be confirmed in the call-off.



		SA1.2

		For voluntary trials, any required adjustments to the sample must be taken into account when specifying the sample: for example, if a larger sample is to be selected to account for the expected response rate and / or an additional sample is to be selected to function as a 'top-up' sample. 

The Supplier must inform DfE if a top-up sample is required (no later than date specified). If required, top-up samples will be provided by DfE within 5 full working days.





		SA1.3

		The Supplier may be required to define the sample(s) according to criteria set in consultation with DfE. The criteria will depend on the purpose of the Trialling / Sampling but may include considerations such as sample size, age of pupils, time of year, type of school, sampling methodology (e.g. school level versus pupil level) and data source.



		SA1.4

		The Supplier may be required to produce a sample specification document outlining the sampling methodology to be used, for sign-off by DfE. If the Supplier has been asked to determine the sample size, the sample specification document must include all information necessary for drawing the sample and must include a statistical justification for the recommended sample size (Optional requirement)



		SA1.5

		The Supplier may be required to ensure that each sample is stratified by suitable variables, to be determined in consultation with DfE. The most common requirement is for a Trial / Sampling test to be stratified by achievement at the relevant key stage, region and school type, but this may differ for different purposes. Other possible relevant variables include the proportion of pupils eligible for free school meals or the proportion of pupils with English as an additional language. This list is not exhaustive.



		SA1.6

		

Where there are separate subjects in a trial, the DfE will provide separate samples for each subject.



Each school drawn in a sample, will only participate in one trial, for one subject, unless otherwise specified by DfE for a particular call-off.



		SA1.7

		The Supplier may be required to draw the required samples of schools according to the specification approved (or provided) by DfE (Optional requirement).



		SA1.8

		The Supplier may be required to draw the sample from a suitable data source (e.g. the National Pupil Database – NPD) and must obtain the data and approval for its use from the relevant authority (e.g. the Department for Education NPD requests team) (Optional requirement).



		SA1.9

		The Supplier may be required to provide a summary of the sample drawn to DfE for sign-off, providing a breakdown by the stratification variables and any other appropriate variables (to be defined for a particular call-off) (Optional requirement). 



		SA1.10

		The Supplier must assign schools and pupils to assessment instruments according to a design model provided by DfE. In many instances pupils will be required to take more than one test instrument for a subject.



		11

		The Supplier must ensure successful management of schools to achieve the required number of pupils. If target numbers of pupils have not been recruited by previously agreed dates, additional schools will need to be approached in order to achieve sufficient numbers (a 'top-up' sample). All recruitment will be the responsibility of the Supplier under the terms of the call-off. 



		SA1.13

		Communication with schools

For Statutory and voluntary Trialling projects the Supplier must provide a Communication strategy outlining the approach they would take to communicating with schools and or local authorities. This will be agreed with DfE as part of the project set up phase for each call-off. The strategy should include: 

· which channels the Supplier will use for its communications (for example emails, letters, websites) and the rationale for using them

· an outline timeline for developing and issuing communications

For Sampling projects communications will be led by DfE or the Supplier. This will be agreed during the call-off phase. 

Communications will adhere to DfE’s overarching strategy and house style. During the project set up phase, the Supplier will have the opportunity to review DfE’s communications strategy for the project. 

The Supplier will be required to: 

· contribute to the drafting of materials for schools and or LAs

· sign off content for factual accuracy

If the Supplier leads, they must provide a Communication strategy outlining the approach they would take to communicating with schools and or local authorities. This will be agreed with DfE as part of the project set up phase for each call-off. The strategy should include: 

· which channels the Supplier will use for its communications (for example emails, letters, websites) and the rationale for using them

· an outline timeline for developing and issuing communications





		SA1.14

		The Supplier must ensure all schools included in a Trial or a Sample sign a confidentiality agreement. This must be signed by all adults who are present during the administration for example teachers, teaching assistants, or any other adults who may act as readers, amanuenses, translators or in any other capacity. 



		SA1.15

		Trial Administration

The Supplier must collect all required pupil background data from schools. This may be done either on the day of administration using hard copy pupil data forms or prior to the administration using a secure site or portal. The exact data required will be dependent on the type of Trial but may include full name, date of birth, the status of pupils with respect to SEN or English as an Additional Language (EAL), and Teacher Assessment (TA) information.

All Trialling should occur in a school on the same day, especially where only one or two papers are required to be administered. Schools may request Trialling over two days in special circumstances.  

Some Trials may require pupils to complete a number of papers. Where this occurs, Trialling in one day may not achieve the best results. However, this will be identified in individual call-off orders within the framework agreement.  

The Supplier must provide all necessary materials to schools. Materials must not be photocopied within schools during the Trialling window. If any pupil requires access arrangements, schools will need to notify the Supplier prior to the test administration. If any issues arise while the administrator is in the school, he / she should contact the Supplier for advice. The supplier must ensure there are individuals available to take calls from administrators throughout the administration window.

The proposal must contain details of fixed and variable costs for Trialling and a plan to show the potential number of schools for each subject and potential number of visits. Costs must be transparent and presented in a way which will allow DfE to pre-estimate costs of call-off orders.

Sampling Administration

The Supplier will be provided with details of the children to be tested. The supplier will need to provide a mechanism for schools to communicate where children will require access arrangements. The details of these access arrangements will need to be communicated to the test administrators prior to the administration of the tests so the necessary pre-planning and organisation of resources can take place.

All sampling test administration should occur in a school on the specified day. Some sampling may require testing in a school on more than one day to achieve the most representative results. However, this will be identified in individual call-off orders within the framework agreement.  

The Supplier must provide all necessary materials to schools. Materials must only be photocopied within schools to accommodate the administration of agreed access arrangements during the specified sampling window. 

If any issues arise while the administrator is in the school, he / she should contact the Supplier for advice. The agency must ensure there are individuals available to take calls from administrators throughout the administration window.

The proposal must contain details of fixed and variable costs for Sampling and a plan to show the potential number of test administrators required to administer the sampling tests to the required number of schools in the specified timeframe. Costs must be transparent and presented in a way which will allow DfE to pre-estimate costs of call-off orders.



		SA1.16

		The requirements for access arrangements for pupils differ for Trialling and Sampling. Specific requirements will be outlined in each call off. 



		SA1.17

		DfE reserves the right to observe a small number of schools during administration of the tests for quality assurance purposes and to obtain feedback on test materials from schools, pupils and / or administrators directly. During the school recruitment process,the Supplier must seek permission from schoolsfor DfE representatives to observe any administration visits.








SA2 	Recruitment, training and management of administrators 



A key part of the test administration process is the provision of qualified and professional individuals who are able to administer each test effectively. It is critically important that all individuals understand and are aware that they represent the DfE and are responsible for the secure management of every pupil's test. This section provides the requirements necessary to recruit and train a pool of suitable administrators.



		No

		Requirement



		SA2.1

		The Supplier must set up, recruit and maintain a pool / register of professionally qualified personnel who can be deployed to administer tests. 

This pool / register must be made available to DfE on request.



		SA2.2

		The Supplier must recruit and manage a pool of test administrators, for all Trials or Sampling that the Supplier has bid for in call-offs resulting from this framework, to ensure secure administration at each school within the agreed test administration period. If more than one class is involved in the Trial / Sampling at any one school, or for example there are a significant number of pupils requiring access arrangements for administration, more than one administrator may be a required at a school.



		SA2.3

		The Supplier must ensure all administrators have a professional attitude, have a valid DBS (Enhanced) certificate and possess suitable organisational, communication and time management skills to fulfil the role. Test administrators will normally be trained teachers and approval must be sought from the Department to use non-teachers. All administrators would need to regularly declare any interests he or she may have in this area of work (for example having children or grandchildren of the appropriate age). 



		SA2.4

		The Supplier must ensure the pool / register of test administrators is spread nationally across England to minimise the Supplier's carbon footprint. 



		SA2.5

		The Supplier must provide induction training for all test administrators prior to being deployed at a site. Training should be provided face-to-face with administrators, and provision should be made for DfE staff to attend and provide aspects of the training. The proposed location to be agreed with DfE. It is the Supplier’s responsibility to determine the level of support required for administrators following their training. Some aspects of the training may be reinforced in an online version. The training would need to ensure administrators work to requirements in the areas of 

· setting expectations of behaviour as a representative of DfE

· confidentiality 

· receiving materials and confirming receipt of materials

· storage at home

· working with schools (agreeing a time and ensuring the school has appropriate expectations of the administration, working with the school during the administration)

· secure transportation to and from testing location 

· security procedures while in schools

· administration in schools, including dealing administering agreed access arrangements

· context of national Sampling and the implications for administrators giving and collecting feedback and the type of feedback that is useful for test development

· context of the Trials and differences in types of Trialling (informal Trialling, small scale item Trials and technical pre-tests) and the implications for administrators

· administering modified test versions and access arrangements pupils in the context of the Trial and Sample administrations

· Supplier's security policy and standards, including:

· methods of secure delivery of materials between the Supplier and administrators

· escalation procedures in the event of security incidents

· what to do in the event of an emergency during the test administration

DfE may request evidence at any time that administrators have been trained appropriately, through reviewing and inputting to the training materials and other methods.



		SA2.7

		The Supplier must ensure all test administrators receive refresher training, as a minimum, on a biennial basis. Training should be provided face-to-face with administrators, and provision should be made for DfE staff to attend and provide aspects of the training. It is the Supplier’s responsibility to determine the level of support required for administrators following their training. 

Administrators may need additional training if there is a Trial or Sampling with special requirements (e.g. administration of modified versions, or administering to young pupils).

Any training requirements required by the pool of existing or new administrators should be outlined in each call-off bid.






H1	Helplines 


		No

		Requirement



		H1.1

		The Supplier may be required to provide a helpline facility to deal with calls regarding all aspects of the Trialling or Sampling process to support schools, markers / coders and administrators. This helpline may be required to record all calls using DfE’s CRM system (or be able to interface to it), for which training will be provided.

As a minimum the helpline must:-

· be able to accept multiple inbound calls on the same telephone number

· make outbound calls

· be able to accept warm transfers of calls from the STA Helpline

The route for support calls must always follow the same process:

	Call originator  Supplier first line support, or Call originator  STA Helpline  Supplier first line support





		H1.2

		The Supplier will be responsible for recruiting and training staff for the helpline. They must also maintain the agreed staffing levels throughout the call-off period.



		H1.3

		The Supplier must have an escalation strategy in place for dealing with calls that cannot be answered by the helpline staff. In addition the Supplier must provide support materials, for example FAQs which are made available to users where appropriate.



		H1.4

		The helpline will provide MI to DfE detailing the nature of the calls, the number of calls received and performance levels, as detailed in specific call offs.








PL3	Collation and distribution of assessment instruments 


		No

		Requirement



		PL3.1

		The Supplier may be required to collate materials for administrators according to the requirement in SA1.

If materials are printed and collated outside of this framework, the Supplier will need to confirm contents of each school pack before it is sent to administrators. The Supplier will be held accountable for all materials going out to schools. 

The materials must be collated into packages to go out to schools and the number of tests in each package will be dependent on the number of pupils to be tested in each school. The school packages must contain all the information and material that is required in any one school (the correct combination of papers) for the administration of the materials in schools. 

Each package must be double wrapped in tamper evident packaging to suit the pack size and logistic method; each layer must be addressed to the sender.

The Supplier shall carry out assurance test and supply reports to DfE to demonstrate that the chosen packaging is fit for purpose prior to collation. The nature and scope of these tests will be defined in each call-off.



		PL3.2

		Carton packaging – if carton packaging is used, the Supplier should provide a Mullen test report showing Burst and Edge crush testing results to demonstrate that the packaging is fit for purpose. 

The supplier shall ensure that each carton is taped on every corner to ensure clear identification of the product at all times. The DfE will provide tape for this purpose.

The Supplier shall carry out assurance test and supply reports to DfE to demonstrate that the chosen packaging is fit for purpose prior to collation.  The nature and scope of these tests will be defined in each call-off.



		PL3.3

		Five sample enclosing packs should be provided to DfE of any collated pack supplied to administrators by the Supplier for DfE records. 



		PL3.4

		The Supplier is responsible for the management of all logistical movements of materials. 

The Supplier shall provide daily reports a minimum of twice a day at 9am and 5pm when packages are in the logistics network. DfE may require more frequent reporting and will be detailed in the call-off.






SA3	Secure administration of assessment instruments in schools



		No

		Requirement



		SA3.1

		The Supplier must ensure all administrators have suitable identification prior to any visit to enable the school to check their identity.



		SA3.2

		The Supplier must produce guidance material / packs for administrators prior to visiting a site. This must include full written instructions and expectations of their role, administration guidance, relevant information on the type of administration being used, security procedures, information on sending and receiving materials to and from the Supplier, relevant information to help the administrator answer any questions from the school (and contact details for a named individual if the guidance does not answer a question posed by the school). Sign-off of these materials should be obtained from DfE for each call-off.



		SA3.3

		Administrators must ensure that each pupil receives the correct booklets. The Supplier must provide instructions to administrators on linking the IDs on test booklets to individual pupils. For Sampling, an administrator must accurately complete an attendance register for each class in each school that they visit.



		SA3.4

		The Supplier must ensure the secure return of all test materials, used and unused, from each school visit in accordance with requirement G3.  This includes any pupil background data forms, questionnaires and supporting documentation. Administrators must ensure that all materials are accounted for at all times. This will include counting all materials on arrival at the school and ensuring that material is accounted for before the administrator(s) leave(s) the schools.  While in schools, all materials must remain in the same room as the administrator(s). The administrator must provide a list of the contents (manifest) of each package within the package and send via email to the Supplier as the package is picked up for return to the Supplier. The manifest should not include information about the contents of the test or pupils participating in the Trial or Sampling.

The Supplier must check the contents of all packages against the manifest once it is delivered. Any discrepancies must be reported to DfE immediately, providing details of the process in place to investigate and recover lost and missing materials.










DM1	Data handling 

Maintaining the security of test materials and pupil data is of primary importance in any work associated with this framework. The Supplier must have processes in place to ensure all test materials and pupil data is tracked and accounted for at all stages. DfE requires that systems are tested robustly with DfE participation and that all ICT systems meet the mandatory requirements of the Cabinet Office Security Policy Framework, the Data Protection Act and industry best practice to maintain the information assurance of Business Impact Level appropriate to the data being managed by the individual call-off. 

		No

		Requirement



		DM1.1

		Tracking test materials during delivery

In order to maintain security of the test materials, any comment forms and pupil background data, appropriate systems must be in place, which meet the requirements set out in G2, G3 and SA3. Where issues are identified in the delivery of materials, the following steps must be taken:

· notify DfE immediately through an issue report

· report and follow up on any discrepancies between what was sent to each administrator and / or the stated contents of any package

· produce an MI report for DfE on a twice daily basis outlining the delivery status of all materials in transit.



		DM1.2

		Procedures to account for test materials throughout administration and marking / coding

The Supplier must allocate the number and type of papers to each school taking part in the Trial or Sampling in order to minimise school effects on the data. This allocation must be approved by DfE.

The Supplier must ensure that each test version is administered to an appropriate number of pupils overall.

The Supplier will need to develop a individual bar code or unique number that allows all the test scripts for each paper to be tracked throughout the process and helps administrators know which combinations of papers must be administered in each school to each pupil.

Pupils must be allocated to test papers as per the design model provided by DfE in order to achieve the required number of pupils taking each combination of papers.

The Supplier must advise DfE on the final print runs and unique numbers to be printed on all the test booklets.

The Supplier should keep a clear and comprehensive record of all papers based on the unique number, showing how they have been allocated to schools and administrators, using databases as necessary. This must be used to check all returns from administrators.

The preferred method of pupil background data collection is through secure online methods directly from schools. Pupil background data will be confirmed during the administration. Where schools have not provided data before the administration, the data must be collected by administrators electronically or on paper. 

Where issues are identified in accounting for materials during administration and marking / coding, the Supplier must notify DfE immediately through an issue report.



		DM1.3

		The Supplier must ensure that appropriate documentation is provided at each stage of the process when test materials or pupil background data are delivered to administrators, the DfE or any individual or organisation external to the Supplier. The documentation must include a complete list or manifest of what is contained in each parcel. A copy of the manifest must be forwarded to the receiving agency once the parcel has been picked up for delivery. 



		DM1.4

		Any specific requirements for printing test booklets relating to the administration and tracking procedures must be agreed with DfE at the start of the project so this can be taken into account when designing them. 



		DM1.5

		The Supplier must provide 100% of all pupil background data to DfE following the administration period and prior to the start of the marking / coding window. The preferred method of collection of pupil background data from schools is via secure electronic means. The data required must include a unique pupil ID which can be used to link performances of the same pupil across different assessment instruments. Other variables, and the format of the data, will be specified for a given call off but are likely to include gender, TA level, SEN status, EAL status / fluency, year group and date of birth.








DM2	Data capture and management 

DfE requires that systems are tested robustly with DfE participation and that all ICT systems meet the mandatory requirements of the Cabinet Office Security Policy Framework, the Data Protection Act and industry best practice to maintain the information assurance of Business Impact Level appropriate to the data being managed by the individual call-off. 

		No

		Requirement



		[bookmark: OLE_LINK1][bookmark: OLE_LINK2]DM2.1

		Where not captured at point of decision (i.e. OSM), the Supplier must carry out accurate data capture of information from tests and questionnaires. DfE will provide access to a secure portal for the transfer of data from the Supplier to DfE.



		DM2.2

		The Supplier must provide details of the data capture quality assurance processes in the proposal for approval by DfE. The data capture process is one that should be detailed in a product description. The proposed processes must include a process for dealing with exceptions efficiently and must ensure the accuracy of the data captured. 



		DM2.3

		The Supplier must provide the data in the file format specified in the call-off. DfE will provide the required file structure template and acceptability criteria for the fields to be captured.



		DM2.4

		The Supplier must provide secure transfer of pupil and item data in compliance with DfE's Test Development Suppliers Security Policy, the Data Protection Act and the requirements set out in the SPF.



		DM2.5

		The Supplier must provide DfE with data feeds on agreed dates as per the call-off.

The number and specification of the data feeds will be included in each call-off order.



		DM2.6

		The Supplier should provide DfE with additional data feeds on agreed dates, to include data captured up until that point in order to enable DfE to track progress and to carry out checks on the data as set out in each call-off.



		DM2.7

		The Supplier should provide DfE with daily updates throughout the data capture process on the number of test scripts (or other metric, as appropriate) captured to date.



		DM2.8

		Captured data should be retained by the Supplier for six months following handover to DfE, and then should be deleted.



		DM2.9

		The Supplier must provide a Data Capture mechanism / system for Paper Based marking / coding or an OSM System. This will be used to capture all coding data for each Test Script. For Sampling marking / coding the solution(s) must also enable the capture of a valid Attendance Code for a Pupil where no Test Script has been presented for marking / coding, either by the Marker or by the Supplier. The format and specification of the solution(s) must be agreed in advance with DfE.



		DM2.10

		The Mark Capture Mechanism for paper based marking / coding must capture item level coding data for each Test Script. Data for all marking/coding completed and submitted must be supplied to DfE in accordance with the agreed data specification for the Trial / Sampling. Specification to be agreed at start-up. The supplier must also define the quality assurance procedure that will be followed to ensure the integrity of the data provided.










DM13	Administration reports 



		No

		Requirement



		DM13.1

		The Supplier must produce (an) administration report(s) for each call-off.

The specific requirements will be outlined in call-offs resulting from this framework but the  administration report may include, but not be limited to, the following aspects as an example: 

· an analysis of questionnaires 

· information on the number of schools approached, accepted, withdrawn, not responded and other related useful information

· reasons why schools declined to take part

· feedback on school recruitment, administration, issues arising and other related useful information

· identification of the number of completed test scripts received by instrument and any reasons for discrepancies between the number returned from schools and the number passed on for marking / coding

· the number of completed test scripts for each paper and combination of papers

· a table of achieved sample representativeness and a comparison with the appropriate population, showing the stratification of the samples as agreed in the call-off but usually by school attainment in the relevant key stage, school type and region.

· information on the monitoring and compliance with the Equality Act 2010

· how the pupil background data was collected and handled (e.g. verification procedures)

· lessons learned from the project and recommendation for future administrations.














		Architecture and Standards



		ANS1.1

		Maximising benefit to the Authority and its partner organisations – the Supplier shall provide a flexible and scalable solution that is capable of meeting changing demands and incorporating any additional requirements.



		ANS1.2

		Interoperability - the architecture shall adopt open and industry de-facto technical standards wherever possible for its major interfaces. This for example includes but is not limited to interfaced via RESTful API’s.  



		ANS1.3

		Commercially Off The Shelf (COTS) and Open Source Solutions – The supplier shall, where appropriate, utilise pre-existing code to meet requirements, rather than developing bespoke code. Both commercial off the shelf (COTS) and Open Source components may be incorporated within the system, provided the supplier is able to demonstrate the functional and cost benefits associated with their component selection.



		ANS1.4

		The solution must support web accessibility and be (at a minimum) compliant to Level AA of the W3C Web Content Accessibility Standards. 

		

http://www.w3.org/TR/WCAG20/





		ANS1.5

		The Supplier’s solution must follow W3C web design standards to ensure compatibility with common client browsers. 



		http://www.w3.org/standards/webdesign/



		ANS1.6

		The Supplier’s solution must provide discrete environments to support live production activities, User Acceptance Testing and Development activities. The Supplier must supply clearly defined plans and processes showing how system changes will be transitioned between environments. 



		ANS1.7

		The Supplier shall ensure that certain parts of the website’s static data (such as terms and conditions) can be updated at request by the Authority without charge. This does not include the practice tests. 



		ANS1.8

		Any digital communications channels will need to be developed in accordance with the GDS Digital Service Standard (https://www.gov.uk/service-manual/service-standard)

Any branding must be in line with Authority brand guidelines. Online branding will need to be developed in accordance with the GDS service manual and GOV.UK templates (https://www.gov.uk/service-manual/design)





		ANS1.9

		The Supplier shall, as a minimum, have in place robust ISO/IEC 20000 and/or ITIL conformant Service Management arrangements and processes, including (but not limited to) Incident, Problem and Change Management. Incidents shall be defined with priorities, response / resolution times and escalation routes, to be agreed with the Authority. Overall performance of Service Management processes shall be reported monthly to the Authority and against agreed Key Performance Indicators (KPIs). Reporting and any escalation shall take place between the Supplier’s nominated Service Manager and their counterpart in the Authority.



		ANS1.10

		The Supplier will ensure that their system is designed in a manner that does not preclude possible future integration with a strategic Identity and Access Management (IDaM) solution provided by Authority, using industry standard protocols (SAML2/OAUTH/OpenID Connect).
















M1 	Marking / Coding of test scripts 



Marking / coding is an important part of the process for Trialling and Sampling and the use of experienced markers / coders who hold senior positions in the current live test marking / coding hierarchies is important in order to fully develop the coding frames. 



All materials are coded in Trials and in the science Sampling so that DfE has a greater depth of information on how pupils have responded. Coding frames are used to describe the coding methodology with coders, as opposed to mark schemes, which are used in most live marking scenarios. 



Markers / coders will input into the development of the mark schemes / coding frames that will eventually be used in the live tests. However, coding of Trials requires coders to be aware of the types of misconceptions pupils have, to be aware of what could be creditworthy based on their knowledge and understanding of previous marking / coding cycles and of the subject, even if it is not yet in the coding frame, and to be able to identify responses that would be useful for inclusion in the coding frame or marker training materials. Where appropriate, markers / coders and test developers must take into account any historical marking / coding principles so marking / coding is consistent between years. 



The use of experienced markers / coders ensures they have the necessary understanding of the quality of materials that will be required for the live marking / coding process. 



DfE is aware that there are likely to be a number of competing demands on the small pool of markers / coders who hold the senior positions within the marking / coding population at certain times of the year and will endeavour to time any Trialling and Sampling marking / coding activities around any existing live marking / coding requirements. 



Suppliers must provide an on-screen marking / coding system (OSM). The on-screen marking / coding system requirements are emboldened in the tables below. Each OSM system requirement states whether it is essential (coloured red) or desirable (coloured blue). All suppliers will either need to demonstrate that they can meet the essential requirements, or have a viable work around that will allow the requirement to be met.



Specific requirements for marking / coding of individual Trials / Sampling test will be specified in call-offs.



		No

		Requirement



		

		Recruiting and contracting markers / coders



		M1.1

		The Supplier must recruit and contract sufficient markers / coders in order to complete all marking / coding within the agreed milestone dates.

For Trial / Sample marking / coding, the Supplier will be required to contract the senior marking / coding team, which will typically consist of a group of Lead Markers / Coders (LMs) and Deputy Lead Markers / Coders (DLMs) (as required). The senior marking / coding team is required to provide expertise in the development of the coding frames before and during Trial marking / coding, the recruitment process for the LM and DLM posts must assess applicants skills and experience in this area of work. 

Markers / Coders of all ranks must have completed marking / coding (to the required quality standards) in the current or most recent live test marking / coding cycle for the relevant subject. Where there is not a current live test marking/coding programme for the test items being Trialled at a minimum: all Markers / Coders must have Qualified Teacher Status (QTS) and at least one year’s qualified teaching experience in the relevant subject / key stage following such qualifications, as a minimum.  DfE will facilitate the distribution of invitations to markers / coders on the current national curriculum Register of Markers / Coders to the Supplier to support this requirement.



		M1.2

		The Supplier must ensure that there are effective and timely communications with Markers / Coders throughout the Trial / Sampling marking / coding so that Markers / Coders are aware of the status of their engagement by the Supplier, training and marking / coding requirements, and payments status and these are all an integrated part of the Marker communications strategy and plan. The communications plan must allow sufficient time for the necessary quality review and agreement processes.





		M1.3

		The Supplier must ensure the contractual fees and expenses structure is developed taking into account the equivalent live national curriculum tests marking / coding fees for the relevant test in the Trial / Sampling. DfE will provide this information at the outset of a contract. Some adjustment of contractual fees may be considered in lieu of the expertise provided by markers / coders in inputting to the development of the coding frame.

Fees and expenses structures are to be agreed with DfE. Once approved the Supplier shall not amend the terms on which markers / coders are engaged without DfE’s prior written consent.



		

		Marker register



		M1.4

		The Supplier must maintain a Marker Register including the following information: 

· Details of the test(s) to which Markers / Coders were allocated for the current Trial / Sampling;

· Details of any issues relating to Markers’ / Coders' performance for the current Trial / Sampling.

A copy of the final Marker Register will be provided to DfE at the end of the marking / coding period for the relevant Trial / Sampling. 

The Supplier must provide a valid record in the Marker Register for all data fields required by DfE. The Supplier must ensure that data from the Marker Register is accessible, up-to-date, 100% accurate and made available in the format specified by DfE, and within the time specified by DfE.  



		M1.5

		The Supplier must require that all Markers / Coders declare any personal interest in any School or Pupil during their contracting process. The Supplier must record all cases of declared personal interest as well as any instances where no personal interest has been declared. The Supplier must ensure that Markers / Coders either declare an interest or declare ‘no interest’. The Supplier must ensure that Markers / Coders are obliged to notify the Supplier of any changes in their declared personal interests following their contracting for the Test Cycle e.g. if the School they are employed at changes.



		M1.6

		The Supplier must ensure that all contracts with Markers / Coders state that DfE shall be the data controller (as defined in the Data Protection legislation) of any Personal Data that relates to the Markers / Coders and that is processed in connection with national testing. The Supplier must also ensure that the contracts include notices stating the purposes for which Personal Data will be processed by DfE and its Suppliers (one of which will be to audit the quality of the marking / coding).



		

		Marking / coding and training plan



		M1.7

		The Supplier must ensure that the method of delivery used as the marking / coding model is appropriate to the subject and the scale of the Trial / Sampling and takes into account the process followed for the equivalent live national curriculum assessments. The marking / coding model will be defined in the call-off for each Trial / Sampling administration. In this framework agreement, the modes of marking / coding that could be used are:

· paper based marking / coding at home or at a centralised location.

· onscreen marking / coding at home or at a centralised location. 

The Training Model for any administrative or System training must reflect what is required from Markers / Coders in respect of these activities. Where training is to be delivered online, the Supplier must ensure all Markers / Coders have managed access (via the issue of secure log-in details) to the system. 



		

		Marker payment



		M1.8

		The Supplier must utilise an appropriate mechanism for paying markers / coders the correct amount for work undertaken and completed, based on accurate data.  This is likely to include analysis of information regarding the quantity of test script marks submitted or the time spent marking / coding, supervisory duties undertaken and attendance at meetings. 

The Supplier must administer payments to markers / coders and reimburse associated expenses. The Supplier must provide a mechanism to ensure that markers / coders are paid without delays and in any case no later than 30 days after the completion of services.



		

		Preparation of materials for training and marker training



		M1.9

		Training and standardisation materials, where required, will be developed by the Lead or Deputy Lead markers / coders. For Trialling this will be in consultation with Test development researchers at DfE. 

The Supplier may be required to manage LMs and DLMs, providing them with support and guidance, in order to develop (for example): 

· Training (T) Materials;

· Practice (P) Materials and associated commentaries (as required);

· Standardisation (S) Materials and associated commentaries; and

· On-going Marking / Coding Quality Assurance (QA) Materials.



For Sampling, the development process managed by the Supplier must include opportunity for expert input to be provided by DfE and their appointed representatives and include a robust User Acceptance Testing (UAT) process, to ensure the materials are fit for purpose. 



The Supplier must ensure that all T, P, S and QA materials are of the nature, in the format, quantity and to the quality standards agreed with DfE. The Training Material format must match the proposed method of training delivery. Coding frame commentaries must be developed to provide details of the coding frame justification for that code for every Item in the T, P, S and QA materials, to ensure that consistent feedback is given by Lead or Deputy Lead Markers / Coders. P, S and QA materials must be completed by Markers / Coders in the same marking / coding unit (Item / Item Group / Component / Test Script) and mode of marking / coding (Paper Based or OSM) as Sampling marking / coding will be completed for the Test.



		M1.10

		The Supplier must ensure an early sample of Trial / Sampling scripts is made available in either the OSM system or in  paper-based format as specified in each call-off for Lead or Deputy Lead Markers / Coders to undertake pre-marking / coding, to support the development of training, standardisation and on-going marking / coding quality assurance materials. 

The OSM system must allow for marks from the pre-marking / coding activity to be cleansed or retained (as specified by DfE), after pre-marking / coding. Where marks are cleansed the responses will be returned to the pool of marking / coding for inclusion in the main Trial / Sampling marking / coding. 

The OSM system must allow standardisation script selection to take place from this pool of early scripts, and that the marks for the standardisation scripts to be saved.



		M1.11

		Lead or Deputy Lead markers / coders will be required to train groups of markers / coders on the training day.  The Supplier must produce guidance (agreed with DfE) for the Lead or Deputy Lead Markers / Coders to enable them to deliver training to, support and manage the Marker Pool. Where marking / coding is to take place onscreen, Lead or Deputy Lead Markers / coders must receive training on the use of the OSM System to perform their supervisory duties.



		M1.12

		The Supplier must ensure markers / coders are invited to and attend the training event for the subject / Trial / Sampling test versions that they are marking / coding. The Supplier must send out invitations to Markers / Coders, DfE and its nominated representatives to attend all meetings / Training Events sufficiently in advance to allow for travel and other arrangements to be made. 

DfE representatives will attend each marker training day in order to provide advice to lead markers / coders and their groups.

The Supplier must ensure that at the beginning of each Training Event all attendees are reminded of security and confidentiality obligations, as per the contracts with Markers / Coders.  The Supplier must provide DfE with an audit summary / report of this if requested. 

In addition, the Supplier may be required to hold non test specific marker training days to emphasize the differentiated skills required for trial marking / coding compared with live test marking / coding. Training on the Suppliers’ onscreen marking / coding system could be part of the training on the non-test specific training day, if required. Training content would need to be agreed with the DfE. The Supplier will need to organise a suitable venue for the non-test specific marker training day.



		M1.13

		As outlined in M1.9 all materials for markers / coders will be produced as a result of discussions with the senior marking / coding team and the Test development researchers at DfE. Materials will either be handed over to the Supplier prior to the marker training meeting for copying / printing and labelling / numbering for the marker training meeting or will be provided by DfE at the training meeting. Required timelines and details will be specified in the call-off.  

The exact materials required for marker / coder training will depend of the nature of the call-off. This would typically be a copy of the coding frame, training scripts and / or exemplar responses and a questionnaire per marker / coder. 

Print quality must not inhibit markers’ / coders' ability to mark test scripts consistently and accurately. 

Following any Sampling or Trial administration, materials assigned to markers / coders will either need to be returned or securely destroyed. 

Where training and marking / coding materials are required to be returned; they will need to be numbered so that all materials can be tracked and signed off when returned. Proof of the return of all materials must be supplied to DfE on request. 

Where materials can be securely destroyed by markers / coders, they will need to complete a declaration to confirm that the materials have been destroyed in an appropriate way. 

All materials belonging to the Lead or Deputy Lead markers / coders must be logged and handed over to DfE for archiving purposes. These materials are kept for future reference by the test developers and /or markers/coders.



		

		Train markers / coders



		M1.14

		Event management

The Supplier must source and book venues for all necessary training and marking / coding events.

The Supplier shall ensure that venues for training and marking / coding events:

· are secure and have secure storage facilities

· have no concurrent bookings which conflict with the use of the venue (e.g. media organisations or other awarding bodies); 

· have sufficient administrative staff available

· are accessible for the majority of delegates but public transport and motorway networks.

· comply with disability legislation particularly but not exclusively with respect to accessibility; 

· are served by public transport 

· have sufficient car parking 

· are appropriate for the size, length and purpose of the meeting

· have appropriate and timely catering and refreshments available and 

· have affordable nearby overnight accommodation facilities, as required.

The Supplier must provide a list of venues to DfE in advance for approval and facilitate venue visits to support such approval, where requested, and in sufficient time for an alternative venue to be sourced if required.



		M1.15

		The Supplier must provide the following services at each meeting / Training Event 

· Reception, registration and management of Markers / Coders  (a record of Marker attendance will be required by the Supplier for the payment of Markers / Coders); 

· Photo identification check of all attendees;

· Management of the security of the meeting / Training Event;

· Management of the provision of catering and refreshments;

· Issue of materials (as required); and

· Tamper evident packaging for the transport of secure materials by Markers / Coders.



		M1.16

		The Supplier must allow nominated representatives of DfE and applicable regulatory and / or stakeholder organisations as invited by DfE to be present at training and marking / coding events (as required). The Supplier must ensure that an agenda, details of the venue and relevant materials are provided to DfE and the nominated representatives on dates to be agreed with DfE.



		M1.17

		The Supplier must develop and provide training for Markers / Coders on the use of its OSM or any mark capture System utilised in the process of marking / coding. The format of System training must be proposed by the Supplier for each Trial / Sampling test and is subject to prior approval by DfE but may be: hands on, face-to-face presentation, online, guidance or any combination of these methodologies. Such System training should also take into account the probable mixed experience of Markers / Coders with OSM and thus provide appropriate support to those Markers / Coders transitioning from paper -based to OSM, or from one OSM System to another.

The Supplier must ensure the OSM System and any mark capture System have a 'practice' area which allows Markers / Coders to familiarise themselves with the functionality of the System away from the area containing live Trial / Sampling papers.



		

		Manage test script marking / coding



		M1.18

		The Supplier must ensure that the allocation of test scripts is approximately equivalent (in terms of potential earnings and workload) across all markers / coders, taking into account the time required to mark each subject / Test type and any supervisor responsibilities a marker may also have. The approach to allocations may differ dependent upon whether a home marking / coding or onsite mode of marking / coding is utilised and whether marking / coding is paper based or onscreen. During the marking / coding window, markers / coders who have completed their initial allocation to the required quality standards may be allocated additional test scripts / responses if they confirm they have capacity to mark more.

The Supplier must ensure that when allocating to markers / coders, test scripts from a particular school are not allocated to a marker / coder with a declared personal interest in the school. The OSM system must be able to allocate scripts according to the requirements above.  

The Supplier must ensure that the location of all test scripts (including re-allocated test scripts) so that an accurate audit trail is maintained at all times.



		M1.19

		The Supplier must ensure that, where an OSM System is used, it can place a limit on the number of responses to an Item / Item Group / Component / Test Script that a Marker can retrieve for marking / coding. This limit should initially not exceed the standard Marking / Coding Target. The Supplier must ensure the OSM System allows for the adjustment of Marking / Coding Targets, on an on-going basis, to allow Markers / Coders who have passed Standardisation and On-going Marking / Coding Quality Assurance checks, and who have confirmed their capacity to complete additional marking / coding, to retrieve additional marking / coding beyond their initial Marking / Coding Target, where additional marking / coding is available. The Supplier should provide to DfE a documented process for how Items / Item Groups / Components / Test Scripts’ requiring marking / coding will be released to Markers / Coders, in line with the availability of Marking / Coding Capacity and agreed Business Rules for Allocations and Re-allocations.

For each Test marked via the OSM System the Supplier must ensure the OSM System gives Markers / Coders visibility of their marking / coding progress against the Marking / Coding Target for each Item / Item Group / Component / Test Script which is distributed to them or which they are Allocated. 

Test Scripts should be anonymised of Pupil Data wherever possible.



		M1.20

		The Supplier must ensure that for all OSM marked Tests all Items / Item Groups / Components / Test Scripts marked by Stopped Markers / Coders have their marks cleansed and that the Items / Item Groups / Components / Test Scripts are returned to the Marking / Coding Pool for another marker to mark. 





		

		Marking / coding quality assurance



		M1.21

		The Supplier must ensure that there is a mechanism to verify that each marker is consistently and accurately applying the coding frame to test scripts to the agreed standard prior to the marking / coding period. This mechanism  is to be known as ‘Standardisation’. All markers / coders must undertake Standardisation, for each Item / Item Group / Component / Test Script that they will mark, in order to ascertain that they can consistently and accurately apply the coding frame to responses to an agreed standard (tolerances to be proposed by the Supplier for approval by DFE). Those Markers / Coders that fail to accurately apply the mark scheme / coding frame to the responses in the Standardisation materials to an agreed standard after the permitted number of attempts will not be permitted to mark that Item / Item Group / Component / Test Script and must be stopped from accessing further marking/coding in the OSM system for that Item / Item Group / Component / Test Script.

The Supplier must also ensure that there is a mechanism to verify that each marker is consistently and accurately applying the mark scheme / coding frame to test scripts to the agreed standard throughout the marking / coding period. This process is to be known as 'Ongoing Marking / Coding Quality Assurance'. The Supplier must propose a process to enable the management of the quality of marking / coding, for approval by DfE before implementation by the Supplier.  In addition, the measure(s) of quality and required standard(s) / tolerance(s) for each quality check should be proposed and justified by the Supplier and submitted to DfE for approval prior to implementation by my Supplier.



DfE expects that the approach to On-going Marking / Coding Quality Assurance checks will differ between the Supplier’s Paper Based solution and OSM solution.  The Supplier will need to justify its approach with respect to both solutions and show that it provides marking / coding of equivalent quality standards across both solutions. Standardisation and On-going Marking / Coding Quality Assurance checks should be completed using the same mode of marking / coding as the Trialling / Sampling marking / coding, e.g. for an OSM marked Test the Standardisation and On-going Marking / Coding Quality Assurance Materials must be marked onscreen.



The process for monitoring marking / coding performance / accuracy must be detailed to markers / coders prior to marking / coding.



		M1.22

		The Supplier must ensure the OSM system allows for the selection of scanned Test Scripts from the Trial / Sampling administration to be used as Practice, Standardisation or Ongoing Marking / Coding Quality Assurance responses in the system by input of definitive marks for each response.

The OSM system must also allow for images of previously scanned Test Scripts / Items to be introduced into the software for use as P, S or QA items. E.g. if a standardisation script is provided for the ‘anchor test’ for one Trial, and DfE wish to re-use that paper as an S script for a future Trial the script does not need to be rescanned as the image file can be used.



		M1.23

		The mechanism must allow for identification and totalling of coding errors for P, S and QA materials. OSM quality assurance mechanisms must allow for: 

· the totalling of the number of unique errors made in coding; and

· the totalling of the absolute mark difference variance between each mark and the definitive mark for that item (marking only). 



The Supplier must ensure that the OSM System (where used) enables the following targets and tolerances to be configured for all Markers / Coders and that these targets and tolerances may differ across sub-groups of Markers / Coders, by Marker / Coder Rank and / or by Test. Furthermore the OSM System must also allow for the following targets and tolerances to be adjusted during the Marking / Coding Period:

1. The number of Item / Item Group / Component / Test Scripts a Marker must code as part of Standardisation and On-going Marking / coding Quality Assurance;

2. The tolerances applied to each of the individual Standardisation and On-going Marking / Coding Quality Assurance Items / Item Groups / Components / Test Scripts as well as for each S or QA set;

3. The number of attempts at Standardisation permitted and the frequency of On-going Marking / Coding Quality Assurance checks; and

4. The Agreed codes for a Standardisation or QA Item.



Where there are common Items / Item Groups between different test papers the Supplier must ensure the OSM system allows for a marker to be allocated to an Item / Item Group across all test papers, but only to be required to Standardise once for that Item / Item Group and then be approved to mark the Item / Item Group across all test papers.





		M1.24

		The Supplier must ensure that Markers / Coders pass Standardisation to an agreed quality (i.e. within the agreed tolerance approved by DfE) are then authorised to start marking / coding by the system.  Markers / Coders who fail the permitted opportunities to pass Standardisation become Stopped Markers / Coders. The outcomes of Standardisation for each Marker must be recorded in the Marker Register.  



The Supplier must ensure that Markers / Coders who fail On-going Marking / Coding Quality Assurance checks are denied further access to the Mark Capture Mechanism or OSM System, once they become Stopped Markers / Coders and that the Test Scripts of such Stopped Markers / Coders are retrieved (Paper Based) or their marking / coding is cleansed from the System in respect of OMS.

The Supplier must establish and actively manage the process to ensure that all Markers / Coders complete On-going Marking / Coding Quality Assurance checks at the appropriate frequency in the Marking / Coding Period, and within the quality standards agreed with DfE, before being allowed to submit further marks for Test Scripts.



		M1.25

		The Supplier must maintain a database of all item level data and overall outcomes from Standardisation and Ongoing Marking / Coding Quality Assurance checks for each marker, which is provided to the DfE at the end of the marking / coding period. The Item-level data for each Marker should be provided to DfE along with a data file containing the Agreed Mark for each Item in the Standardisation and On-going Marking / Coding Quality Assurance Materials, and any supporting documentation to support clear understanding of the structure and nature of the data.

The Supplier must provide a process that allows Lead or Deputy Lead Markers / Coders access to information related to the completion of Standardisation and On-going Marking / Coding Quality Assurance Materials in respect of Markers / Coders within their allocated team. This is in order to allow the Lead or Deputy Lead Markers / Coders to provide mentoring and support to Markers / Coders in the application of the mark scheme / coding frame.  



		M1.26

		The Supplier must ensure that all markers / coders are monitored throughout the marking / coding period to ensure that quality assurance and marking / coding deadlines are met and all necessary activities are completed to agreed milestones. 



		M1.27

		The Supplier must ensure that all markers / coders, regardless of whether they pass or fail, are provided with feedback on their application of the coding frame during the standardisation period and any ongoing marking / coding quality assurance processes. The Supplier should ensure that feedback given to markers / coders is consistent.



		M1.28

		The Supplier must keep DfE informed of the outcomes of standardisation and ongoing marking / coding quality assurance checks for all markers / coders and communicate any changes in the marker pool and to marking / coding capacity to DfE. The Supplier must monitor the outcomes of standardisation and ongoing marking / coding quality assurance checks, discuss any emerging issues with DfE and agree planned interventions if marking / coding capacity is significantly reduced.



		M1.29

		The Supplier must provide a transparent and fair mechanism for the assessment of a marker's marking / coding quality at the end of a marking / coding period, to inform future marker recruitment.  

The mechanism for assessing marker quality should be outlined in the marking / coding plan, described in M1.7 and made clear to markers / coders prior to the start of marking / coding.



		

		Managing marking / coding progress



		M1.30

		For larger scale Trialling / Sampling marking / coding periods, the Supplier must establish milestones in the marking / coding period and provide forecasts of marking / coding completion plotted against time over the marking / coding period.

These milestones must be of sufficient frequency to ensure the completion of marking / coding within the marking / coding period and provide early indication of any potential slippage. 



		M1.31

		The Supplier must ensure that markers / coders are provided with deadlines, in their contract and guidance documentation, that relate to the progress milestones within the forecast for marking / coding completion, within the marking / coding period. The Supplier must ensure an effective and accurate mechanism for measuring individual marker's progress against milestones. The mechanism should also permit Lead or Deputy Lead markers / coders access to marking / coding progress data for markers / coders under their supervision.

The Supplier should chase markers / coders whose progress falls behind agreed deadlines and, where necessary, must retrieve and re-allocate unmarked test scripts to ensure that all marking / coding is completed according to agreed deadlines.



		

		Script Receipt, Scanning, Matching and Script Storage



		M1.32

		Prior to Scanning (OSM) or marking / coding (Paper Based), the Supplier must provide a process which enables the Supplier to: 

1. confirm that all expected  Components of a Pupil's Test Script are present and in good order (when compared to the Attendance Record for the Pupil);

2. record, at Component level, where a Test Script is missing, partly missing or defaced; 

3. add Pupils to the list of registered Pupils for a School where a Test Script has been received at the Scanning facility for an unregistered Pupil, or make corrections where the Test Script and Attendance Record do not exactly match; and

4. resolve either of the situations described in points 2 or 3 above with Schools / Administrators before making corrections. 

The process must record an audit trail of all changes to the Attendance Record.



		M1.33

		The Supplier must define a process, and provide a mechanism to scan Test Scripts and associated Test materials (for example Attendance Capture Mechanisms, additional sheets used by pupils and Access Arrangement notification forms) to support the OSM Solution. All Scanning must be carried out in accordance with the Cabinet Office SPF.



		M1.34

		The Supplier must provide to DfE for agreement a test paper design and manufacturing specification (including print requirements) for use in the test paper design and print processes, which will ensure that all test papers and associated barcodes produced in line with the specification, can be scanned. Any scanning specification must be realistic in terms of the degree of precision that can be achieved in large-scale printing processes.

The Supplier must be able to define any quality assurance checks required in advance of scanning to provide confidence in the scanning solution, the specification of the materials required for those checks and the timeline for the checks, taking into account the availability of test materials before printing. The Supplier should also provide a detailed statement outlining the purpose and outcome of those checks.



		M1.35

		During Set-Up and mobilisation stage for each Trial / Sampling administration, the Supplier must also agree with DfE any specification for Attendance Capture Mechanisms, and any other supporting documents, which they will produce and scan.



		M1.36

		The Supplier must provide Scanning and Matching progress profiles for the completion of the accurate Scanning and Matching of all Test Scripts and associated materials to Pupil Data, plotted against time elapsed. The Scanning and Matching progress profiles must be agreed with DfE before Scanning and Matching commence for each Trial / Sampling administration. The Supplier must then meet or exceed the profiles agreed with DfE. 



The Supplier must ensure the Scanning and Matching profiles take into account the anticipated and required rates of marking / coding in order to ensure that during the Marking / Coding Period Items / Item Groups / Components / Test Scripts are continually readily available for marking / coding to all Markers / Coders at all times; until Markers / Coders reach their individual Marking / Coding Targets or all Test Script marking / coding is complete.



		M1.37

		The Supplier must provide a mechanism to ensure the accurate Matching of scanned Test Script images to the list of pupils and capture of Pupils’ Attendance Record. The Matching process must be carried out in accordance with the Cabinet Office SPF, Data Protection Legislation and the business rules for Matching Test Script images to Pupil Data, which must be proposed by the Supplier and agreed with DfE. 



		M1.38

		The Supplier must provide a mechanism to ensure that accurate Pupil Data is gathered, captured and matched to its corresponding Test Script image(s), where a record does not exist in the list of pupils supplied by DfE.



		M1.39

		The Supplier must ensure secure storage of all Test Scripts and associated Test Materials both during and after Scanning in line with the latest version of the Cabinet Office SPF. The Supplier must ensure all Test Scripts and associated Test Materials are readily available both in hard and soft copy; and stored in a manner that will enable prompt retrieval for processing of queries that may arise during the Test Cycle. The duration of secure storage for hard and soft copies of Test Scripts must be agreed with DfE. Depending upon the volume of Test Scripts processed and the duration of storage, prior to return to DfE or secure destruction, the Supplier may transfer the Test Scripts to a secure storage facility where the Test Scripts may still be accessed within no more than five Business Days. The Supplier must ensure that any Sub-contractor engaged in providing this aspect of the Service is BS/ISO 27001 accredited or working towards accreditation for Scanning and storage operations. 



		M1.40

		The Supplier shall return indexed pdfs of all Script Booklets to the DfE on termination or expiry of the Framework Agreement or on request at the end of any Call Off order, in the manner determined by DfE. The archive will be indexed by a reference agreed by the Supplier with DfE e.g. item code.



The OSM system should also allow for a report to be produced which provides images of all responses (and associated messages) for all Items / Test Scripts requested by question number, code assigned, mark assigned, marker / coder, or other variable specified by DfE and agreed by the Supplier.



		

		Onscreen marking / coding mechanism



		M1.41

		The Supplier must ensure the OSM solution(s) enable Markers/ Coders to undertake the marking/coding of OSM Test Scripts electronically onscreen from their homes, or at a central marking / coding location via a secure internet connection. 



The Supplier must ensure the specification a Markers’ / Coders’ home personal computer must meet, is provided at the time of the acceptance of the Marker / Coder Contract, and is then not updated during the Test Cycle such that previously accepted technology is no longer compatible with the Mark Capture or OSM Solution (as applicable).



The specification for Markers / coders’ laptops or home computers is able to be met by the majority of people with a laptop or home computer and be able to work via the connectivity typically found to 95% of the homes in the UK.  

 



		M1.42

		The Supplier must ensure the OSM System captures Item level data for each Test Script, including Unscannable Test Scripts. The OSM System must also aggregate all Item marks for a Test Script to calculate a total Test Script mark. The OSM System should also be able to capture a valid Attendance Code for a Pupil where no Test Script has been presented for marking / coding.  



		M1.43

		The Supplier must ensure that the OSM System includes a process for the handling of Unscannable Test Scripts (for example enlarged print, modified large print or Braille Test Scripts) or Test Scripts where the Pupil’s response is un-readable once scanned. The process must allow these Unscannable Test Scripts to be made available to Markers / Coders for marking / coding and to permit electronic Mark Capture for these Test Scripts.



		M1.44

		The Supplier shall ensure that the OSM System provides a mechanism for Double or Multiple Marking / Coding and Re –marking / coding at Item, Item group Component and / or Test Script level. 



The double / multiple marking / coding mechanism should allow for double / multiple marking / coding to be focused according to parameters such as particular codes, or at a specified frequency (e.g. percentage). 



The Supplier shall ensure that the Software provides a mechanism for storing and providing access to DfE to all sets of marks generated from double / multiple marking / coding and Remarking / coding. 



The double / multiple marking / coding mechanism must include an adjudication function. 



Where double or multiple marking / coding has been used, the Supplier shall ensure that the Software is able to generate a final mark based on results generation rules supplied by the Authority 



		M1.45

		The Supplier shall ensure that the OSM System allows for automatic marking / coding of multiple choice and / or some selected response items, according to business rules agreed with DfE. 



		M1.46

		The Supplier must ensure that the OSM System and Mark Capture Mechanism (where applicable): 

1. have the facility to set up multiple Tests for each Test Cycle, with no limit on the concurrency of marking / coding for multiple Tests;

2. allow each Test to include at least three Component papers;

3. be able to allocate responses or Papers randomly and anonymously to markers / coders;

4. have tested capability to efficiently process the volumes of School, Pupil, Marker and Mark data required for the provision of the Service;

5. are capable of allowing two or more separate Mark Points / codes to be captured against each Item;

6. allow for Test Scripts to be marked at Test Script, Component, Item or Item Group level (OSM only) and allow for the allocation of Items, Item groups, Components or Test Scripts to different groups of Markers / coders, for example, for clerical or expert marking / coding or to individual named Markers / Coders;

7. manages the number of test scripts a marker can access at any one time, and the total allocation they can access for an item, both of which can be adjusted during the marking / coding process;

8. allows a marker / coder to save their marking / coding for review before submission (up to a defined number of scripts) and allows markers / coders to go back and change their marks for a defined (configurable) period after submitting marks;

9. are able to capture whether an Item has not been attempted as opposed to scoring zero;

10. are capable of allowing codes (which maybe numeric or letter based) to be awarded as well as marks;

11. are capable of mapping the codes assigned by markers / coders to another value in the database e.g. code A = 1;

12. are capable of allowing the alteration or addition of codes to the list of acceptable codes provided for an item, following set up of the system but prior to the commencement of live marking / coding (following pre –marking / coding);

13. record the date and time that each item of mark data is submitted by a Marker;

14. remove all Marks entered by a Stopped Marker so that their marks are not visible to the Re-allocated Marker(s);

15. provide a full audit trail on the marking / coding of each Item and produces accurate data on the marking / coding completed by individual Markers / Coders, for the purpose of administering payments to Markers / Coders;

16. allow individual Markers / Coders or a defined sub-group of Markers / Coders to mark any number and combination of Tests, Components, Items or Item Groups, once trained and passed Standardisation;

17. allow for the conduct of the agreed Standardisation and Ongoing Quality Assurance processes;

18. allow appointed markers / coders to set Definitive Marks for Standardisation and Items selected for the Ongoing Quality Assurance processes, Item groups and Papers;

19. In Trial / Sampling booklets, an item may appear in more than one booklet. The OSM solution should allow a marker to Standardise once for each item, with approval to mark being applied across that item in all booklets;

20. be able to accommodate changes to Definitive Marks for Standardisation and Ongoing Quality Assurance Items made once marking / coding is underway;

21. allow for Markers / Coders to be set up in line with the proposed Marker / Codes Hierarchy, the Supplier must ensure the solution does not limit the extent of the Marker / Coder Hierarchy, DfE anticipates the solution may need to accommodate up to five tiers of Marker / Coder Rank;

22. allow for DfE and other nominated markers/coders to be set up in the Marker Hierarchy, and have the same overview of messaging, marking / coding and reports as a Lead Marker / Coder, but without superseding their supervisory role;

23. are able to support the division of Markers / Coders into teams managed by a Lead or Deputy Lead Marker / Coder (or any other supervisory model the Supplier proposes as approved by DfE);

24. allow for the movement of Markers / Coders within the Marker / Coder Hierarchy across teams and Marker / Coder Ranks; 

25. allow for the removal of Stopped or Withdrawn Markers/coders in accordance with the agreed procedures;

26. allow each Lead or Deputy Lead Marker / Coder to view the marking / coding, Mark Capture and Management Information relating to both their direct and indirect subordinate Markers / Coders, but not their peers or Supervisor;

27. allow each Lead or Deputy Lead Marker / Coder to permit any direct sub-ordinate Marker to review the Supervisors Marking / Coding (OSM only);

28. allow the image displayed for the marking / coding of each Item to be set as a defined image zone(s) on a Test Paper page(s) by the Supplier, and for the image zone(s) to be amended during the Marking / Coding Period (OSM only);

29. allow Markers / Coders the option to view the rest of the page / Test Script (excluding any pages containing Pupil Data) outside of the defined image zone(s) when marking / coding, in order to view any creditworthy response that may fall outside the image zone set up by the Supplier (OSM only); 

30. allow Markers / Coders to view all of their previously marked Items / Item groups / Components / Test Scripts for reference;

31. allow Markers / Coders to adjust marks / codes for submitted responses, within agreed timelines / parameters agreed with DfE;

32. have the technical tools (for example, a ruler, protractor, and the facility to create overlays) to enable the accurate marking / coding of mathematical / scientific Test Items, such that Test content is not limited by the technical solution (OSM only).

33. have a mechanism to allow markers / coders to identify responses that may be useful to ongoing test development. Those responses should be able to be categorised in a way that is useful for test development processes; for example, response unclear how to mark, for marker training, for mark scheme development etc.





		M1.47

		The Supplier must ensure that the Mark Capture and OSM solution(s) have facilities for the Supplier and DfE nominated representatives to send messages securely within the system to all Markers / Coders, to an individual Marker, to Markers / Coders of a specific Test / Component / Item Group / Item, to Markers / Coders in a specific team or of a specific Marker / Coder Rank.  The Mark Capture and OSM solution(s) must enable configurable categorisation of message / query types within the system (e.g. responses suitable for training, for coding frame exemplars etc.). The message format must allow for free comment as well as categorisation of message / query type. Generate reports showing , for example, responses, question number and marker comment and code awarded and be available throughout the marking / coding period. The OSM system should have some capacity to specify reports depending on what information is required. 

The Supplier must ensure that the Mark Capture and OSM solution(s) have the facilities to make any messages mandatory for Markers / Coders to read at the time of log on. 



The Supplier must ensure the messaging system allows for Lead or Deputy Lead Markers / Coders to send messages to their respective team, and DfE nominated representatives, and for Markers / Coders or DfE representatives to respond to messages. Where a marker has a linked query, the system must allow for those queries to be linked in the messaging system – e.g. allow for a chain of messages rather than a need to raise a new query for each response.



The Supplier must ensure the messaging system allows for Markers / Coders and Lead or Deputy Lead Markers / Coders allows for markers / coders to send messages with reference to a particular response they are marking / coding in the OSM solution and for the script to be easily accessed, possibly through a link.












[bookmark: _Toc390701836]Section 4: Optional Services

The following services may form part of future call-offs under this Framework, although DfE reserves the right to procure these services through existing Frameworks and agreements with other suppliers.

PL2 	Printing



		No

		Requirement



		PL2.1

		Print quality and requirements

The Supplier must print materials to the quality required, as defined below. Any variations to these specifications may be required in individual call-offs and will be identified at that point.

· In most cases, materials for Trialling / Sampling will be printed in black and white. Covers for booklets may need to be printed on coloured paper to aid the management of Trial administration. The colour of covers must take into account the method of data capture. Alternatively, the Supplier can choose to print in digital to support the supply of variable data and colours to covers. 

· Booklets are A4 in size and should be collated. 

· Braille and modified versions of materials

The Supplier will deliver 100% of all printed material specified in the call-off

The Supplier will provide supporting documentation as to the quality assurance accreditation they have achieved or are working towards.  In the absence of any formal accreditation, the Supplier shall provide in written submission internal procedures that can be presented to demonstrate adherence to the principles in all, or most of the ISO 9001: 2000 Quality Management System.

The Supplier will implement and maintain a quality assurance process for each product stream, and this shall be agreed with the DfE as part of any call off order. 

· To assure DfE of quality of the final production of any item DfE will require the supplier to present 10 copies for the first 100, 10 from the mid-range and 10 from the last 500. These copies will be time stamped and presented to DfE prior to final dispatch.  



		PL2.2 

		Variable data requirements



To support Marking / Coding solutions in any one call-off DfE may require Test materials to be personalised to some degree from data and artwork supplied. This could range from but is not exclusive to;

1. The application of a variable barcode to front cover only 

2. The application of a variable barcode, school and pupil data to front cover only 

3. The application of a variable barcode, school and pupil data to front cover and variable barcode to all other pages

4. Full variable artwork and data for each booklet in any one suite of materials



DfE will Require that the supplier provide for assurance the variable data use and merge process 

1) Data dump and data count checks to be agreed with DfE for each call off 

2) PDF proof – range to be agreed for each call off 

3) Sample packs for sign off – number to be agreed for each call off

4) Seeded copies – produced at regular intervals in each production run – archaism to be agreed for each call off

5) Barcode quality is assessed by DfE as follows A, B & C = Pass D&F = Fail. – the supplier will provide reports for DfE assurance on the quality of barcode through the production run. 





		PL2.3

		DfE and Downstream supplier specification 

DfE may at some point require the Supplier to prepare material in line with specific requirements for any one specific programme and or of downstream suppliers. In such a case, the Supplier would be required to provide assurance in response to any specification provided by DfE. This will be specified in a call-off as required.













[bookmark: _Toc503873391]Schedule 2 - Charges and Payments

2 [bookmark: _Toc503873392]Charges 

2.1 Charges will be based on the pricing templates submitted for accepatance on to the framework and individual Call Offs.

3 [bookmark: _Toc503873393]Schedule of Payments

3.1 [bookmark: _Ref381706049]The Payment Schedule will be shown in each Call-Off Contract. 

3.2 Funds allocated to a particular expenditure heading in the Payment Schedule are available for that expenditure heading only. Funds allocated to a particular accounting year are available for that accounting year only. The allocation of funds in the Payment Schedule may not be altered except with the prior written consent of the Department.

3.3 The Supplier shall maintain full and accurate accounts for the Service against the expenditure headings in the Payment Schedule. Such accounts shall be retained for at least 6 years after the end of the financial year in which the last payment was made under this Agreement.  Input and output VAT shall be included as separate items in such accounts.

3.4 The Supplier shall permit duly authorised staff or agents of the Department or the National Audit Office to examine the accounts at any reasonable time and shall furnish oral or written explanations of the account if required. The Department may have such staff or agents carry out examinations into the economy, efficiency and effectiveness with which the Supplier has used the Department's resources in the performance of this Agreement.

4 [bookmark: _Toc503873394]Invoicing

4.1 [bookmark: _Ref381028806]Invoices shall be prepared by the Supplier monthly in arrears and shall be detailed against the expenditure headings set out in the Payments Schedule. The Supplier or his or her nominated representative or accountant shall certify on the invoice that the amounts claimed were expended wholly and necessarily by the Supplier on the Service in accordance with the Agreement and that the invoice does not include any costs being claimed from any other body or individual or from the Department within the terms of another contract.

4.2 [bookmark: _Ref381028819]Invoices should be sent within 30 days of the end of the relevant month to: Department for Education, PO Box 407, SSCL, Phoenix House, Newport NP10 8FZ.

4.3 The Supplier shall ensure that its invoices contain the following:

4.3.1 a unique invoice number;

4.3.2 the Service(s) provided to which the relevant Charge(s) relate;

4.3.3 the Agreement reference number;

4.3.4 the Call-Off Contract reference number;

4.3.5 the dates on which the Services to which each of the invoiced Charges relate were performed;

4.3.6 the methodology applied to calculate the Charges;

4.3.7 the total Charges gross and net of any applicable deductions and, separately, the amount of any disbursements properly chargeable to the Department under the terms of the Agreement;

4.3.8 details of any service credits or delay payments or similar deductions that shall apply to the Charges detailed on the invoice; 

4.3.9 reference to any reports required by the Department in respect of the Services to which the Charges detailed on the invoice relate (or, in the case of reports issued by the Supplier for validation by the Department, to any such reports as are validated by the Department in respect of the Services); 

4.3.10 the Supplier’s full address, VAT number (if applicable) and the banking details for payment to the Supplier via electronic transfer of funds (i.e. name and address of bank, sort code, account name and number).

4.4 Each invoice shall at all times be accompanied by sufficient information (including any relevant Management Information) (“Supporting Documentation”) to enable the Department to reasonably assess whether the Charges detailed thereon are properly payable. Any such assessment by the Department shall not be conclusive. The Supplier undertakes to provide to the Department any other documentation reasonably required by the Department from time to time to substantiate an invoice. 

4.5 The Supplier shall submit all invoices and Supporting Documentation in such format as the Department may reasonably specify from time to time with a copy (including any Supporting Documentation) to such other person and at such place as the Department, acting reasonably, may notify to the Supplier from time to time. 

4.6 All Supplier invoices shall be expressed in sterling or such other currency as shall be permitted by the Department in writing.

4.7 The Supplier shall submit its invoice for the Charges in respect of all the Service Elements which are due prior to the Service Element for Administration of the Trial after the successful completion of all such Service Elements.

4.8 The Supplier shall submit its invoice for the Charges in respect of all of the remaining Service Elements after the successful completion of all such Service Elements. 

4.9 Service Elements are only successfully completed when Acceptance has taken place in respect of those Service Elements in accordance with Clause 34 (Acceptance Testing).

4.10 The Supplier shall have regard to the need for economy in all expenditure.  Where any expenditure in an invoice, in the Department's reasonable opinion, is excessive having due regard to the purpose for which it was incurred, the Department shall only be liable to reimburse so much (if any) of the expenditure disallowed as, in the Department's reasonable opinion after consultation with the Supplier, would reasonably have been required for that purpose.

4.11 If this Agreement is terminated by the Department due to the Suppliers insolvency or default at any time before completion of the Service, the Department shall only be liable under paragraph 1 of this Schedule 2 to reimburse eligible payments made by, or due to, the Supplier before the date of termination.

4.12 [bookmark: _Ref381029333]On completion of the Service or on termination of this Agreement, the Supplier shall promptly draw-up a final invoice, which shall cover all outstanding expenditure incurred for the Service.  The final invoice shall be submitted not later than 30 days after the date of completion of the Service.

4.13 [bookmark: _Ref381029348]The Department shall not be obliged to pay the final invoice until the Supplier has carried out all the elements of the Service specified in the relevant Call-Off Contract.

4.14 [bookmark: _Ref381029361]It shall be the responsibility of the Supplier to ensure that the final invoice covers all outstanding expenditure for which reimbursement may be claimed.  Provided that all previous invoices have been duly paid, on due payment of the final invoice by the Department all amounts due to be reimbursed under this Agreement shall be deemed to have been paid and the Department shall have no further liability to make reimbursement of any kind.

5 [bookmark: _Toc211055761][bookmark: _Toc211364017][bookmark: _Ref237979359][bookmark: _Toc304815096][bookmark: _Toc304839977][bookmark: _Toc314752931][bookmark: _Toc503873395]Taxation

5.1 [bookmark: _Ref211083139]All amounts payable by the Department to the Supplier stated in this Agreement are inclusive of VAT where applicable. Without prejudice to the foregoing, to the extent that any amount payable under this Agreement is consideration for a supply made by the Supplier to the Department and the Supplier is required to account to a taxation authority for VAT on that supply, then the Supplier shall, on demand from the Department, issue a valid VAT invoice to the Department for its records.

5.2 Where any payment is made under this Agreement pursuant to an indemnity, compensation or reimbursement provision and that sum is subject to a charge to taxation in the hands of the Department the sum payable shall be increased to such sum as will ensure that after payment of such taxation (which for this purpose shall include the utilisation of any tax relief) and after giving credit for any tax relief available in respect of the matter giving rise to the payment the Department shall be left with a sum equal to the sum that it would have received in the absence of such a charge to taxation.
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[bookmark: _Toc503873396]Schedule 3 – Form of Call-Off Contract

		Trialling and Sampling Framework Agreement – STA 0090



		Call-Off Contract No:



		Title:





Pursuant to the terms of the Trialling and Sampling Framework Agreement (STA 0090):

		Service Commencement Date:

		



		Call Off Value:

		



		Trial Type:

		



		Relationship Manager for  Department for Education:

		



		Relationship Manager for the Supplier:

		







1. Background

[Insert]

2. Functional Requirements

		Subjects:

		



		Level (or Other Measure) Assessed:

		



		Key Stage or Other Measure:

		







3. Required Service Elements

The table below sets out which Service Elements the Supplier shall provide under this Call-Off Contract.

		KEY:

		Included in trial

		

		Not included in trial

		X







		Service Element

		Included / not included

		Service Element Requirements



		Drawing the sample

		

		As per requirements set out in Invitation to Quote



		Recruiting schools

		

		As per requirements set out in Invitation to Quote



		Recruit and train administrators

		

		As per requirements set out in Invitation to Quote



		Collation and distribution

		

		As per requirements set out in Invitation to Quote



		Administration of trial

		

		As per requirements set out in Invitation to Quote



		Handling pupil data

		

		As per requirements set out in Invitation to Quote



		Marking

		

		As per requirements set out in Invitation to Quote



		Script management during marking

		

		As per requirements set out in Invitation to Quote



		Data capture of test scripts

		

		As per requirements set out in Invitation to Quote



		Data capture and analysis of questionnaires

		

		As per requirements set out in Invitation to Quote



		Trial administration report

		

		As per requirements set out in Invitation to Quote



		DTP/publishing

		

		As per requirements set out in Invitation to Quote



		Printing

		

		As per requirements set out in Invitation to Quote



		Return of results to schools

		

		As per requirements set out in Invitation to Quote



		Incentives

		

		As per requirements set out in Invitation to Quote







4. Performance Requirements

		No.

		Service Element

		Performance Requirement

		Performance Measure



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		







5. Payment Milestones

Payment will follow the completion of the milestones listed below:

		Payment %

		Activity (see deliverables and outputs table section 1.b of ITQ for further detail)

		Payment due date



		

		

		



		

		

		



		

		

		



		

		

		







6. Charges

The Supplier shall be entitled to invoice the Department for Education for the Charges in accordance with the following timetable:

		No.

		Deliverables

		Payment Due

		Charge (£GBP) including VAT



		

		

		

		



		

		

		

		



		

		

		

		







7. Contract Management Arrangements

		



		



		







In witness whereof this Call-Off Contract has been duly executed.

		Signed for and on behalf of the Department for Education:





		Date:









		Signed for and on behalf of the Supplier:





		Date:




















[bookmark: _Toc503873397]Schedule 4 – Governance and Performance Monitoring

1. [bookmark: _Toc503873398]Service Management

6.1 The Supplier must demonstrate that, where there are plans to use a Subcontractor, the Subcontractor is reliable, available and can meet the obligations imposed on the Supplier under this Agreement. The Supplier must provide and maintain details of who these resources are, how they will be used and how they will be managed. The Supplier will provide the Department with its procurement strategy and selection criteria for all services which they intend to Subcontract. The Supplier will advise the Department of the progress of its procurement activities against the agreed plan and inform the Department of the nominated preferred bidder prior to contract award.

6.2 The Supplier must adopt quality standards across the range of activities and requirements in the Services. Quality should be built in from the start, not 'tested in' later. Relevant standards might include, but are not limited to, British or International standards in areas such as information security and quality management.

6.3 The Supplier must ensure that all project staff engaged in the delivery of the Services have a level of knowledge of the contractual terms and conditions commensurate with the level of their responsibility and involvement.

6.4 The Supplier shall nominate a quality manager who will act as the point of contact for quality issues and enforce a quality assurance methodology

1. [bookmark: _Toc503873399]Management Information

7.1 Management Information to be provided shall be specified in the relevant Call-Off Contract.

7.2 In addition, the Supplier must: 

7.2.1 provide ad hoc information and/or reports as required by the Department; 

7.2.2 provide Management Information within timescales and frequencies agreed with the Department to monitor system performance, availability and demand of take up of system functionality and reassure the Department of proper performance; and

7.2.3 provide access to the Department of the source data from which Management Information is generated

8 [bookmark: _Toc503873400]Contract  Management Reviews

8.1 The Supplier shall be fully engaged on an on-going basis in regular Contract Management Reviews. These reviews provide an opportunity for the Department and the Supplier to discuss the end-to-end delivery of the Services which shall include but not be limited to:

8.1.1 planning;

8.1.2 progress;

8.1.3 risk management;

8.1.4 issue management;

8.1.5 continuous improvement;

8.1.6 proposed changes;

8.1.7 lessons learnt;

8.1.8 exit management.

8.2 The specific requirements for contract reviews shall be stated in the Call-Off Contract.



[bookmark: _Toc503873401]Schedule 5 – Change Control Procedures

1. [bookmark: _Toc503873402]Principles

9.1 The Agreement and Call-Off Contracts may be changed only in accordance with the Change Control Procedure as set out in this Schedule 5.

9.2 Neither Party shall unreasonably withhold its agreement to any change.

9.3 Until such time as a change is made in accordance with the Change Control Procedure, the Supplier shall, unless otherwise agreed in writing, continue to supply the Services as if the request or recommendation had not been made.

9.4 Any discussions which may take place between the Parties in connection with a request or recommendation before the authorisation of a resultant change to the Services shall be without prejudice to the rights of either Party.

9.5 Any work undertaken by the Supplier, its Subcontractors or agents which has not been authorised in advance by a change to the Services and which has not been otherwise agreed in accordance with the provisions of this Schedule 5 shall be undertaken entirely at the expense and liability of the Supplier.

10 [bookmark: _Toc503873403]Procedures

10.1 Discussion between the Parties concerning a change to the Services shall result in any one of the following:

10.1.1 no further action being taken;

10.1.2 a request to change the Services by the Department; or

10.1.3 a recommendation to change the Services by the Supplier.

10.2 Where a written request for an amendment is received from the Department, the Supplier shall, unless otherwise agreed, submit a CCN to the Department within 2 weeks of the date of the request.

10.3 A recommendation to amend by the Supplier shall be submitted as a CCN direct to the Department at the time of such recommendation.

10.4 A model CCN is provided at Annex 1 to this Schedule 5.

10.5 Each CCN shall contain:

10.5.1 the title of the change;

10.5.2 the originator and date of the request or recommendation for the change;

10.5.3 the reason for the change;

10.5.4 full details of the change including any specifications;

10.5.5 the price, if any, of the change;

10.5.6 a timetable for implementation together with any proposals for acceptance of the change;

10.5.7 a schedule of payments if appropriate;

10.5.8 details of the likely impact, if any, of the change on other aspects of the Services; 

10.5.9 the date of expiry of validity of the CCN; and

10.5.10 provision for signature by the Department and by the Supplier.

10.6 For each CCN submitted the Department shall, within the period of the validity of the CCN:

10.6.1 allocate a sequential number to the CCN;

10.6.2 evaluate the CCN and, as appropriate;

10.6.3 request further information;

10.6.3.1 approve the CCN; or

10.6.3.2 notify the Supplier of the rejection of the CCN; and

10.6.4 arrange for two copies of an approved CCN to be signed by or on behalf of the Department and the Supplier.

10.7 A CCN signed by both parties shall constitute an amendment to this Agreement pursuant to Clause 14.





[bookmark: _Toc503873404]Schedule 5 – Annex 1 – Change Control Note

		CHANGE CONTROL NOTE – No [To be allocated by the Department]



		Agreement name & No:

		



		Originator:

		



		Date of CCN:

		

		Expiry date:

		



		CCN Title

		



		1. Reason for change:



		



		1. Details of change (including specification where appropriate):



		



		1. Price (if appropriate) to include cost breakdown and payment schedule:



		



		1. Implementation timetable:



		



		1. Impact of the change on the Services:



		



		1. Required changes to the Agreement (Clauses and Schedules):



		



		1. Authorised to sign for and on behalf of the Supplier:



		Signature:

		



		Name in CAPITALS:

		



		Position in Organisation:

		



		Date:

		



		1. Authorised to sign for and on behalf of the the Department for Education:



		Signature:

		



		Name in CAPITALS:

		



		Position in Organisation:

		



		Date:

		









[bookmark: _Toc503873405]Schedule 6 – The Departmental Dependencies

1. [bookmark: _Toc503873406]Dependencies

11.1 The Department acknowledges that the Supplier is dependent on the Department carrying out the actions in paragraph 1.2.

11.2 The Department will:

11.2.1 supply access to their secure collaboration site for the exchange of confidential data and documents;

11.2.2 maintain regularly update a decision log throughout each Call-Off Contract;

11.2.3 organise regular project management meetings during the course of each call-off, on at least a monthly basis, but more commonly weekly. Minutes will be produced and circulated by the Department; 

11.2.4 provide a clear trialling model for each Call-Off Contract as part of the tendering process;

11.2.5 provide specifications for the provision of data files by agreed dates;

11.2.6 provide specifications for the production of reports by agreed dates;

11.2.7 agree a schedule at the outset of each Call-Off Contract and will ensure that all deadlines relating to their provision of any aspects of the project are met. In particular, the Department will deliver final copies of test materials by agreed dates;

11.2.8 ensure that final trialling materials are fully quality checked and error free before sending to the Supplier;

11.2.9 apply suitable formatting to any trialling materials to enable the efficient processing of materials by the Supplier which might mean keeping space for bar codes and numbers or applying registration marks to enable data capture (where this is part of the Call-Off Service);

11.2.10 supply any specific batching instructions to the Supplier by agreed dates; 

11.2.11 organise regular senior supplier meetings during the course of each call-off. Minutes will be produced and circulated by the Department; and

11.2.12 when sent any confidential material by the Supplier, check that all materials have been received and confirm that to the Supplier on the day of receipt. 





[bookmark: _Toc503873407]Schedule 7 – Template for Exit Management Plan

 [Text in italics below is drafting guidelines for the Supplier]

1. [bookmark: _Toc503873408][bookmark: _Ref3539659][bookmark: _Ref127425215]Document History (Section 1)

[bookmark: _Toc332028952][bookmark: _Toc75062451][bookmark: _Toc75774287][bookmark: _Toc77591814][bookmark: _Toc81362431]Document location

[Insert document location details.]

[bookmark: _Toc332028953]Revision history

Insert details of the version history of the document. The initial Exit Management Plan is to be agreed by the time of Agreement signature, even if it needs subsequently to be amended to take account of changes to the Services or the System.]

		Version Number

		Issue/Revision Date

		Previous Revision Date

		Summary of Changes

		Changes Marked



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		







[bookmark: _Toc75062452][bookmark: _Toc75774288][bookmark: _Toc77591815][bookmark: _Toc81362432][bookmark: _Toc332028954]Required approvals

[INSERT details of the required approvals.]

		Name

		Title

		Date of Issue

		Version



		

		

		

		



		

		

		

		





[bookmark: _Toc75062455][bookmark: _Toc75774291][bookmark: _Toc77591818]

[bookmark: _Toc332028955]Distribution

[INSERT distribution list.]

		Name

		Title

		Date of Issue

		Version



		

		

		

		



		

		

		

		







13 [bookmark: _Toc332028956][bookmark: _Toc503873409]Purpose (Section 2)

13.1 This Exit Management Plan sets out the Parties’ obligations with regard to facilitating the orderly transfer of the Services during the Exit Phase and the treatment of any relevant assets, materials, software, data, subcontracts and people to a Successor Operator (including STA), on the expiry or termination of the Agreement or of any Service.

13.2 This Plan will cover ‘Routine’ Exit (including Exit on Termination for Convenience), Exit for Termination and Exit for Partial Termination including the various scenarios that may lead to Termination identifying the implications of these and the actions that shall be required to be undertaken as a result of Termination at the various stages. 

13.3 Within each Exit scenario, there are two different types of exit activity:

13.3.1 those that are foreseeable, predictable and capable of being planned in detail as it relates to the “fixed” activities that will always take place on exit, irrespective of the cause or nature of the exit, and

13.3.2 individual services that may or may not be used, depending on the cause or nature of the termination, the point in the test cycle when termination occurs and the appetite of any incoming supplier to take advantage of them.

13.4 This Exit Management Plan is divided into the following principal sections:

Section 1: Document History

Section 2: Purpose

Section 3: Exit Management Structures

Section 4: Required actions

Section 5: Timetable

Section 6: Charging arrangements

14 [bookmark: _Toc503873410]Exit management Structures (Section 3)

14.1 This Section 3 describes the management structures and processes to be followed by the parties in order to facilitate the orderly transfer of the Services to a Successor Operator.

[Describe the governance arrangements that will apply to any exit from the Agreement. The parties need to legislate in advance for exit project meetings, liaison with potential Successor Operators, content and frequency of progress reports and so on. Effective project management and reporting during the Exit Phase is regarded by STA as important as project management of the initial implementation and normal “business as usual” governance during the term of the Agreement.

It may be the case that different structures are required to deal with “routine” and “emergency” exit. A “routine” exit would be one such as contract expiry or termination for convenience by STA, where there is ample time to plan ahead. An “emergency” exit would be one where STA is terminating for non-performance or force majeure, which might therefore mean that timescales need to be shortened and reporting increased, if the Supplier is unable to provide the full level of exit assistance that might ideally be required.]

Exit Project Board

[State the composition of the Exit Project board, the frequency and agenda for its meetings, and the path for escalation of unresolved issues.]

Exit Project Reporting

[State the reports required for the purposes of effective monitoring and management of the Exit Project, including their content, frequency and distribution.]

15 [bookmark: _Toc503873411]Required Actions (Section 4)

15.1 This Section 4 describes the specific actions required in order to facilitate the orderly transfer of the Services to a Successor Operator. It is divided into the following sub-sections:

Subsection 4.2: Supplier Assets

Subsection 4.3: Systems and Software

Subsection 4.4: Data

Subsection 4.5: Contracts

Subsection 4.6: Documentation

Subsection 4.7: Training and knowledge transfer

Subsection 4.8: Staff matters

[Drafting note: this section will contain the real substance of the Exit Management Plan, in terms of the specific action required, assets to be transferred, contracts to be novated, training to be provided and so on. This template sets out the main headings that STA would normally expect to be addressed – there may of course be others that are specific to the particular engagement – but the whole section needs to be populated by the parties. It is emphasised that these obligations will not solely be Supplier responsibilities. Where there are any dependencies to be fulfilled by STA or the Successor Operator, these must be clearly spelled out as well.]

Supplier Assets (Subsection 4.2)

[List the principal assets (including computer hardware and other equipment) used wholly or mainly in the provision of the Services, and indicate in each case whether these are “exclusive assets” or “non-exclusive assets”. By “exclusive assets”, we mean any assets that are used solely for the provision of services to STA, which can therefore be transferred to STA if STA so wishes. By “non-exclusive assets”, we mean assets that are not used solely for STA. Indicate in each case whether the asset in question will be assigned to STA. If any asset is not to be assigned to STA, but STA wishes to continue to have access to and use of it (e.g. on a rental or licence basis), the terms of such use will be agreed and documented here.]

Systems and Software (Subsection 4.3)

[Describe the specific steps required to ensure the effective migration of systems from the Supplier to a Successor Operator. These might include, for example, requiring the Supplier to analyse and provide information about capacity and performance requirements, generate computer listings of all relevant Source Code, and assist with parallel running, as well as the physical transfer of hardware and of copies of software. Deletion of STA software from Supplier systems will also be relevant.

The following list of bullet points is taken from the Exit Schedule that forms part of the model ICT Services Agreement published by OPSI and is (c) Crown Copyright. The Supplier and STA will agree a finalise the narrative against each bullet using information provided in the bidder’s successful tender

· ceasing all non-critical Software changes (by agreement with STA);

· notifying subcontractors of procedures to be followed during the Exit Phase and providing management to ensure these procedures are followed;

· providing assistance and expertise as necessary to examine all operational and business processes (including all supporting documentation) in place and re-writing and implementing processes and procedures such that they are appropriate for use by the Successor Operator after the Exit Phase;

· delivering to STA the existing systems support profiles, monitoring or system logs, problem tracking/resolution documentation and status reports all relating to the 12 month period immediately prior to the Exit Phase;

· providing details of work volumes and staffing requirements over the 12 month period immediately prior to the Exit Phase;

· with respect to work in progress as at the end of the Exit Phase, documenting the current status and stabilising for continuity during transition;

· providing STA with any problem logs which have not previously been provided to it;

· providing assistance and expertise as necessary to examine all governance and reports in place for the provision of the Services and re‑writing and implementing these during and for a period of 12 months after the Exit Phase;

· providing assistance and expertise as necessary to examine all relevant roles and responsibilities in place for the provision of the Services and re-writing and implementing these such that they are appropriate for the continuation of the Services after the Exit Phase;

· reviewing all Software libraries used in connection with the Services and providing details of these to the Successor Operator;

· making available to the Successor Operator expertise to analyse training requirements and provide all necessary training for the use of tools by such staff as are nominated by STA (acting reasonably) at the time of termination or expiry;

· assisting in establishing naming conventions for the new production site;

· analysing and providing information about capacity and performance requirements, processor requirements and bandwidth requirements, and known planned requirements for capacity growth across these areas;

· generating a computer listing of all relevant Source Code in a form and on media reasonably requested by STA;

· agreeing with STA a handover plan for all of the Supplier’s responsibilities as set out in the STA Security Policy as set out in Schedule 12, and co-operating fully in the execution of the agreed plan, providing skills and expertise of a suitable standard;

· delivering copies of the production databases (with content listings) to the Successor Operator’s operations staff (on appropriate media) as reasonably requested by STA;

· assisting with the loading, testing and implementation of the production databases;

· assisting in the execution of a parallel operation until the effective date of expiry or termination of this Agreement;

· in respect of the maintenance and support of the System, providing historical performance data for the previous 12 months prior to the Exit Phase;

· assisting in the execution of a parallel operation of the maintenance and support of the System until the end of the Exit Phase or as otherwise specified by STA;

· providing an information pack listing and describing the Services for use by STA in the procurement of replacement Services;

· answering all reasonable questions from STA or its Successor Operator regarding the Services;

· agreeing with the Successor Operator a plan for the migration of all STA Data and databases, and co-operating fully in the execution of the agreed plan, providing skills and expertise of a reasonably acceptable standard;

· [bookmark: _Ref24527563]providing access to the Successor Operator until the expiry of six months after the Exit Phase for the purpose of the smooth transfer of the Services:

· [bookmark: _Ref24278149]to information and documentation relating to the Services that is in the possession or control of the Supplier or its subcontractors (and the Supplier agrees and shall procure that its subcontractors do not destroy or dispose of that information within this period) including the right to take reasonable copies of that material; and

· following reasonable notice and during the Supplier’s normal business hours, to members of the Supplier’s personnel who have been involved in the provision or management of the Services and who are still employed or engaged by the Supplier or its Subcontractors.

Data (Subsection 4.4)

[Describe the specific steps required to ensure the effective transfer of data from the Supplier to a Successor Operator. These might include, for example, agreement of interfaces, formats and security requirements for data transfer, as well as the actual physical or electronic transfer itself, and arrangements for the deletion of data from the Supplier’s systems at a future point.] 

Contracts (Subsection 4.5)

[List the material contracts and subcontracts that the Supplier has with third parties, and which have to be assigned or novated to the Successor Operator in order to ensure continuity of service. State in each case exactly what the subject-matter is, and what steps are to be taken by the Supplier to ensure that STA continues to receive the benefit of the arrangement.] 

Documentation (Subsection 4.6)

[List the documentation that STA requires to be provided to the Successor Operator, including business process manuals, software documentation, security and quality plans etc. This section might also include requiring the Supplier to provide assistance to examine all ICT, operational and business processes under the existing agreement, and revising them as necessary for use by the Successor Operator after the Exit Phase.] 



Training and knowledge transfer (Subsection 4.7)

[Describe what the Supplier will do in terms of the provision of training and knowledge transfer to the Successor Operator.] 

Staff matters (Subsection 4.8)

[Specify which Supplier staff, if any, are expected to transfer across to the Successor Operator, and provide any relevant information required for TUPE and HR purposes.] 

16 [bookmark: _Toc503873412]Timetable and milestones (Section 5)

[The timetable for the exit and transition project, including completion of the specific actions and dependencies set out in Section 4, will be set out here including a detailed exit project plan. This section is to detail any specific milestones that are to be achieved as part of the Exit Project, together with the relevant completion criteria.

17 [bookmark: _Toc503873413]Charging Arrangements (Section 6)

[The agreed basis of charging for all aspects of exit assistance, and any other financial arrangements such as apportionment of annual payments made in advance under Transferring Agreements.]













































FRAMEWORK SCHEDULE 8 – CALL OFF PROCEDURE



1.	AWARD PROCEDURE

1.1	If the Authority or any Other Contracting Authority decides to source the Services through this Framework Agreement then it will award its Services Requirements in accordance with the procedure in this Framework Schedule 5 (Call Off Procedure) and the requirements of the Regulations and the Guidance. For the purposes of this Framework Schedule 5, “Guidance” shall mean any guidance issued or updated by the UK Government from time to time in relation to the Regulations.

1.2	If a Contracting Authority can determine that: 

1.2.1.	its Services Requirements can be met by the Framework Suppliers description of the Services as set out in Framework Schedule 2 (Services and Key Performance Indicators); and 

1.2.2.	all of the terms of the proposed Call Off Contract are laid down in this Framework Agreement and the Template Call Off Terms do not require amendment or any supplementary terms and conditions (other than the inclusion of optional provisions already provided for in the Template Call Off Terms);

then the Contracting Authority may award a Call Off Contract in accordance with the procedure set out in paragraph 2 below.

1.3	If all of the terms of the proposed Call Off Contract are not laid down in this Framework Agreement and a Contracting Authority:

1.3.1.	requires the Supplier to develop proposals or a solution in respect of such Contracting Authority’s Services Requirements; and/or 

1.3.2.	needs to amend or refine the Template Call Off Terms to reflect its Services Requirements to the extent permitted by and in accordance with the Regulations and Guidance;

then the Contracting Authority shall award a Call Off Contract in accordance with the Further Competition Procedure set out in paragraph 3 below.

2.	DIRECT ORDERING WITHOUT A FURTHER COMPETITION

2.1	A Contracting Authority may only award a Call Off Contract for Services under this Framework Agreement without holding a further competition and in accordance with Paragraph 2.2 below where it is no longer than nine months in length.

2.2	Subject to paragraph 1.2 above any Contracting Authority awarding a Call Off Contract under this Framework Agreement without holding a further competition shall:

2.2.1	develop a clear Statement of Requirements;

2.2.2	apply the Direct Award Criteria to the Framework Suppliers description of the Services as set out in Framework Schedule 2 (Services and Key Performance Indicators) for all Suppliers capable of meeting the Statement of Requirements in order to establish which of the Framework Suppliers provides the most economically advantageous solution; and

2.2.3	on the basis set out above, award the Call Off Contract with the successful Framework Supplier in accordance with paragraph 7 below.

3.	FURTHER COMPETITION PROCEDURE

Contracting Authority’s Obligations

3.1	Any Contracting Authority awarding a Call Off Contract under this Framework Agreement through a Further Competition Procedure shall:

3.1.1.	develop a Statement of Requirements setting out its requirements for the Services and identify the Framework Suppliers capable of supplying the Services; 

3.1.2.	amend or refine the Template Call Off Form and Template Call Off Terms to reflect its Services Requirements only to the extent permitted by and in accordance with the requirements of the Regulations and Guidance;

3.1.3.	invite tenders by conducting a Further Competition Procedure for its Services Requirements in accordance with the Regulations and Guidance and in particular:

(a)	if an Electronic Reverse Auction (as defined in paragraph 4  below) is to be held, the Contracting Authority shall notify the Framework Suppliers identified in accordance with paragraph 3.1.1 and shall conduct the Further Competition Procedure in accordance with the procedures set out in paragraph 4.3; or

(b)	if an Electronic Reverse Auction is not used, the Contracting Authority shall:

(i)	invite the Framework Suppliers identified in accordance with paragraph 3.1.1 to submit a tender in writing for each proposed Call Off Contract to be awarded by giving written notice by email to the relevant Supplier Representative of each Framework Supplier;

(ii)	set a time limit for the receipt by it of the tenders which takes into account factors such as the complexity of the subject matter of the proposed Call Off Contract and the time needed to submit tenders; and

(iii)	keep each tender confidential until the time limit set out for the return of tenders has expired.

3.1.4.	apply the Further Competition Award Criteria to the Framework Suppliers compliant tenders submitted through the Further Competition Procedure as the basis of its decision to award a Call Off Contract for its Services Requirements; 

3.1.5.	on the basis set out above, award its Call Off Contract to the successful Framework Supplier in accordance with paragraph 7 which Call Off Contract shall:

(a)	state the Services Requirements;

(b)	state the tender submitted by the successful Framework Supplier;

(c)	state the charges payable for the Services Requirements in accordance with the tender submitted by the successful Framework Supplier; and

(d)	incorporate the Template Call Off Form and Template Call Off Terms (as may be amended or refined by the Contracting Authority in accordance with paragraph 3.1.2 above) applicable to the Services,

3.1.6.	provide unsuccessful Framework Suppliers with written feedback in relation to the reasons why their tenders were unsuccessful.

The Suppliers Obligations

3.2	The Supplier shall in writing, by the time and date specified by the Contracting Authority following an invitation to tender pursuant to paragraph 3.1.3 above, provide the Contracting Authority with either:

3.2.1	a statement to the effect that it does not wish to tender in relation to the relevant Services Requirements; or

3.2.2	the full details of its tender made in respect of the relevant Statement of Requirements. In the event that the Supplier submits such a tender, it should include, as a minimum:

(a)	an email response subject line to comprise unique reference number and Supplier name, so as to clearly identify the Supplier;

(b)	a brief summary, in the email (followed by a confirmation letter), stating that the Supplier is bidding for the Statement of Requirements;

(c)	a proposal covering the Services Requirements; and

3.2.3	The Supplier shall ensure that any prices submitted in relation to a Further Competition Procedure held pursuant to this paragraph 3 shall be based on the Charging Structure and take into account any discount to which the Contracting Authority may be entitled as set out in Framework Schedule 3 (Framework Prices and Charging Structure).

3.2.4	The Supplier agrees that:

(a)	all tenders submitted by the Supplier in relation to a Further Competition Procedure held pursuant to this paragraph 3 shall remain open for acceptance by the Contracting Authority for ninety (90) Working Days (or such other period specified in the invitation to tender issued by the relevant Contracting Authority in accordance with the Call Off Procedure); and

(b)	all tenders submitted by the Supplier are made and will be made in good faith and that the Supplier has not fixed or adjusted and will not  fix or adjust the price of the tender by or in accordance with any agreement or arrangement with any other person. The Supplier certifies that it has not and undertakes that it will not:

(i)	communicate to any person other than the person inviting these tenders the amount or approximate amount of the tender, except where the disclosure, in confidence, of the approximate amount of the tender was necessary to obtain quotations required for the preparation of the tender; and

(ii)	enter into any arrangement or agreement with any other person that he or the other person(s) shall refrain from submitting a tender or as to the amount of any tenders to be submitted.

4.	E-AUCTIONS 

4.1	The Contracting Authority shall be entitled to formulate its Statement of Requirements in accordance with paragraph 3 above and invite the Supplier to a Further Competition Procedure including a reverse auction in accordance with the rules laid down by the Contracting Authority and the Regulations.

4.2	The Supplier acknowledges that Contracting Authorities may wish to undertake an electronic reverse auction, where Framework Suppliers compete in real time by bidding as the auction unfolds ("Electronic Reverse Auction").

4.3	Before undertaking an Electronic Reverse Auction, the relevant Contracting Authority will make an initial full evaluation of all tenders received in response to its Statement of Requirements. The Contracting Authority will then invite to the Electronic Reverse Auction only those tenders that are admissible in accordance with the Regulations. The invitation shall be accompanied by the outcome of the full initial evaluation of the relevant tenders.

4.4	The Contracting Authority will inform the Framework Suppliers of the specification for the Electronic Reverse Auction which shall include:

4.4.1	the information to be provided at auction, which must be expressed in figures or percentages of the specified quantifiable features;

4.4.2	the mathematical formula to be used to determine automatic ranking of bids on the basis of new prices and/or new values submitted;  

4.4.3	any limits on the values which may be submitted;

4.4.4	a description of any information which will be made available to Framework Suppliers in the course of the Electronic Reverse Auction, and when it will be made available to them;

4.4.5	the conditions under which Framework Suppliers will be able to bid and, in particular, the minimum differences which will, where appropriate, be required when bidding;

4.4.6	relevant information concerning the electronic equipment used and the arrangements and technical specification for connection;

4.4.7	subject to paragraph 4.5, the date and time of the start of the Electronic Reverse Auction; and

4.4.8	details of when and how the Electronic Reverse Auction will close.

4.5	The Electronic Reverse Auction may not start sooner than two (2) Working Days after the date on which the specification for the Electronic Reverse Auction has been issued.

4.6	Throughout each phase of the Electronic Reverse Auction the Contracting Authority will communicate to all Framework Suppliers sufficient information to enable them to ascertain their relative ranking.

4.7	The Supplier acknowledges and agrees that:

4.7.1.	the Contracting Authority and its officers, servants, agents, group companies, assignees and customers (including the Authority) do not guarantee that its access to the Electronic Reverse Auction will be uninterrupted or error-free;

4.7.2.	its access to the Electronic Reverse Auction may occasionally be restricted to allow for repairs or maintenance; and

4.7.3.	it will comply with all such rules that may be imposed by the Contracting Authority in relation to the operation of the Electronic Reverse Auction.

4.8	The Contracting Authority will close the Electronic Reverse Auction on the basis of:

4.8.1.	a date and time fixed in advance;

4.8.2.	when no new prices or values meeting the minimum differences required pursuant to paragraph 4.4.5 have been received within the prescribed elapsed time period; or

4.8.3.	when all the phases have been completed.

5.	NO AWARD

5.1	Notwithstanding the fact that the Contracting Authority has followed a procedure as set out above in paragraph 2 or 3 (as applicable), the Contracting Authority shall be entitled at all times to decline to make an award for its Services Requirements.  Nothing in this Framework Agreement shall oblige any Contracting Authority to award any Call Off Contract.

6.	RESPONSIBILITY FOR AWARDS

6.1	The Supplier acknowledges that each Contracting Authority is independently responsible for the conduct of its award of Call Off Contracts under this Framework Agreement and that the Authority is not responsible or accountable for and shall have no liability whatsoever in relation to:

6.1.1	the conduct of Other Contracting Authorities in relation to this Framework Agreement; or 

6.1.2	the performance or non-performance of any Call Off Contracts between the Supplier and Other Contracting Authorities entered into pursuant to this Framework Agreement.  

7.	CALL OFF AWARD PROCEDURE

7.1	Subject to paragraphs 1 to 6 above, a Contracting Authority may award a Call Off Contract with the Supplier by sending (including electronically) a signed Order Form substantially in the form (as may be amended or refined by the Contracting Authority in accordance with paragraph 3.1.2 above) of the Template Order Form set out in Framework Schedule 4 (Template Order Form and Template Call Off Terms). The Parties agree that any document or communication (including any document or communication in the apparent form of a Call Off Contract) which is not as described in this paragraph 7 shall not constitute a Call Off Contract under this Framework Agreement. 

7.2	On receipt of an Order Form as described in paragraph 7.1 from a Contracting Authority the Supplier shall accept the Call Off Contract by promptly signing and returning (including by electronic means) a copy of the Order Form to the Contracting Authority concerned.

7.3	On receipt of the signed Order form from the Supplier, the Contracting Authority shall send (including by electronic means) a written notice of receipt to the Supplier within two (2) Working Days and a Call Off Contract shall be formed.

[bookmark: _Toc484443436]



FRAMEWORK SCHEDULE 9 – CALL-OFF AWARD CRITERIA



1. GENERAL

1.1. This Framework Schedule 6 is designed to assist Contracting Authorities seeking to award a Call Off Contract on the basis of direct award or through reopening competition under a Further Competition Procedure in accordance with the Call Off Procedure.

1.2. A Call Off Contract shall be awarded on the basis of most economically advantageous tender ("MEAT") from the point of view of the Contracting Authority. 

1.3. This Framework Schedule 6 includes details of the evaluation criteria and any weightings that will be applied to that criteria.





2. PART A: DIRECT AWARD



2.1	The Direct Award Criteria applied to the tenders of those Suppliers appointed to this Framework Agreement shall be as follows:



		Criteria



		Value for money: e.g. the Contracting Authority believes that the Supplier provides demonstrable value for money, which may include but is not limited to:

· Cost effectiveness; 

· Price; and

· Quality.









3. PART B: FURTHER COMPETITION AWARD CRITERIA



3.1	The following criteria shall be applied to the Services set out in the Suppliers compliant tenders submitted through the Further Competition Procedure:

		Lot

		Criteria

		Percentage Weightings

(to be set by the Contracting Authority conducting the further competition)

		Allowable Variance

(This may be modified by the Contracting Authority within the range below)



		1

		Quality

		60%

		+/- 20% (40% to 80%)



		

		Price

		40%

		+/- 20% (20% to 60%)



		2

		Quality

		70%

		+/- 20% (50% to 0%)



		

		Price

		30%

		+/- 20% (10% to 50%)



		3

		Quality

		80%

		+/- 20% (60% to 100%)



		

		Price

		20%

		+/- 20% (0% to 40%)









FRAMEWORK SCHEDULE 10 – Departmental Security Standards



(See ITT Document 4, Attachment 3)
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Science Test Booklet template.pdf
2018 TRIAL TWO (TPT)

Barcode Exclusion Area

Key stage 2

Science sample
STOO01B: Test 1

First name

Middle name

Last name

Date of birth Day Month Year

School name

Dark magenta areas denote existing clearance for scanning elements.
They are visible to the designer, but do not appear in PDF or print.
Designers are instructed not to place question elements in these areas.

Scanning elements placed within these areas must also include exclusion areas.

Light magenta areas are also available for scanning elements
subject to agreement with STA

Additional time

STO01B
May18

53174

Barcode Exclusion Area
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Please do not write on this page.
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INSTRUCTIONS

Read this carefully.

You have 25 minutes for this test.

Answers

\ This pencil shows where you will need to put
your answer.

For some questions you may need to draw an
answer instead of writing one.

Do not write in the grey margins.

Do not write on or near the bar codes.
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Area reserved for question content
X10mm - Y20mm to X195mm - Y266mm
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Area reserved for question content
X225mm - Y20mm to X410mm - Y266mm
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1 Health and digestion

a Josh is finding out about the digestive system.

Tick ONE box to show why we need a digestive system.

\ Tick one.

To control how To break down food for

the body moves. the body to absorb. Bad
To give support To transport blood

to the body. around the body. 1 mark

° Josh has some cards labelled with parts of the digestive system.

Write 1 to 6 to show the correct path through the parts of the
digestive system. The first one has been done for you.

N

mouth large intestine oesophagus

small intestine stomach Bad

1 mark

Barcode Exclusion Area
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The girl below is wearing an apron to show parts of the digestive system.

Draw an X to show the part that is the stomach.

B4d
WSLe

1 mark
n Complete the sentences below by writing the correct words on the
answer lines.
\ Water and nutrients pass from the small intestine into
the
B6e
They are then transported around the body by the
system. 1 mark

e To keep our bodies functioning well we need to eat a balanced diet.

Another way to keep healthy is by exercising.

Give TWO ways in which exercise can help keep our bodies
functioning well.

\ 1. B6d

1 mark
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[END OF TEST]

Please do not write on this page.

Barcode Exclusion Area

Page 08 of 10






[BLANK PAGE]

Please do not write on this page.

Barcode Exclusion Area

Page 09 of 10






200
Standards
& Testing
Agency

© Department for Education 2018

All trial materials are confidential and must be handled in a secure and confidential manner.
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If materials are found please return to the trial administrator, or contact the national curriculum
assessments helpline on 0300 303 3013 or email assessments@education.gov.uk.
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Senior coder hierarchy.docx
Hierarchy of senior coders for 2018 science sample (SST)



The 2018 SST will contain:



· 15 tests in total

· 3 anchors (1bio, 1 chem, 1 phys)

· 6 tests re-used from the 2016 SST (not anchors) (2 bio, 2 chem, 2 phys)

· 6 new tests (2 bio, 2 chem, 2 phys)



Training, standardisation and seeding materials exist from the 2016 SST for the anchors and 6 re-used tests. 



Leads/deputies will need time to familiarise themselves with the anchor and re-used tests, coding frames and materials. They can then deliver the training and manage the marking of these 9 papers.



Leads/deputies will need to be involved in a coding frame finalisation meeting(s). They will then be responsible for developing the marker training materials.



The proposed marking structure is summarised in the table below. It is based on the structure used in the 2016 SST. 



The exception to this is having:



· 1 deputy in each team to be a reserve for their lead should the lead drop out 

· 1 marker in each team who can act deputy should a deputy lead drop out.



		

		Team 1

		Team 2

		Team 3



		Leads

		1

		1

		1



		Deputies

		2

		2

		2



		Anchors tests

		1

		1

		1



		Re-used papers

		2

		2

		2



		New papers

		2

		2

		2







If enough seniors of the required quality cannot be recruited (for example, having scientific knowledge / qualifications at a high enough level) then the structure can be altered such that the new papers are dealt with by fewer teams (who will develop the marking training materials) and the reused papers will be given to other teams who will be responsible only for training and supervising markers.



Where possible, seniors will train on the papers they were involved in training in the 2016 SST.








Hierarchy of senior coders for 2018 science technical pre-test (TPT)



The 2018 TPT will contain 9 tests in total.



Leads/deputies will need time to familiarise themselves with the tests, coding frames and materials. They can then deliver the training and manage the marking of these 9 papers.



Leads/deputies will need to be involved in a coding frame finalisation meeting(s). They will then be responsible for developing the marker training materials (training, standardisation and seeding materials).



The proposed marking structure is summarised in the table below. It is based on the structure used in the 2016 TPT. 



The exception to this is having:

[bookmark: _GoBack]

· 1 marker in each team who can act as deputy should a deputy lead drop out.



		

		Team 1

		Team 2

		Team 3



		Leads

		1 overall lead



		

Deputies

		

1 per team plus 1 additional to support on the paper that is most difficult to mark in each team.





		New papers

		3

		3

		3








image17.emf
Coder Payment  Model.docx


Coder Payment Model.docx
Science Coding fees 2018

Live Coding



		Fee

		Lead coder

		Deputy lead coder

		Coder



		Training days (per day)

		£210

		£210

		N/A



		Provision of progress reports

(flat fee)

		£105

		£105

		N/A



		Responsibility and communication fee (flat fee)

		£2100

		£1050

		N/A



		QA and reporting

(per direct report)

		£120

		£120

		N/A



		Item group report

(per report)

		£105

		£105

		N/A



		Coding / QA (per script)

		£1.25

		£1.25

		£1.25







TPT Coding



		Fee

		Lead coder

		Deputy lead coder

		Coder



		Script selection and training materials responsibility fee

		£260

		£260

		NA



		Marking Responsibility fee

		£315

		£165

		NA



		Report writing fee

		£210

		£210

		NA



		Team management fee

(per team member)

		£120

		£120

		N/A



		QA (per script)

		£1.25

		£1.25

		N/A



		Attendance fee

(per day / half-day)

		£260 / £130

		£190 / £85

		£150 / £75







Please note that these are the rates expected by science coders and should therefore be used by the supplier to provide costings. There is, however, the possibility that fees may need to be adjusted, for instance, following test construction or where particular items or booklets prove to be unusually difficult to code. Any changes must be agreed by STA prior to coding. 



Payment of responsibility fees to supervisors is based on the satisfactory completion of their duties. It will be the supplier’s decision to pay or withhold any fees. 
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Modified Materials Specification.xlsx
Sheet1

		Modified test manufacturing specifications

		Test 1B

		MLP

		14 pages (257 x 364mm)

		Spiral-wire bound spine / or saddled stitched

		Monochrome

		            

		            Braille- tactile

		            Front cover – satin card, printed and embossed (all pages 270 x 295mm)

		Page 1 (braille page)

		Page 2 (braille page)

		Page 3 (braille page)

		Page 4 (braille page)

		Page 5 (braille page)

		Page 6 (braille page facing page 7)

		Page 7 (braille page)

		Page 8 (braille page facing page 9)

		Page 9 (braille page)

		Page 10 (braille page)

		Back cover – satin card, printed

		Sheet of diagrams for Q4 (Probably heatswell paper, but to be confirmed)

		            Booklet is kept together with two treasury tags          



		            Braille- transcript (2018-3091)

		            6 pages (A4)

		            Stapled in top left 

		            

		Test 10C

		MLP

		22 pages (257 x 364mm)

		Spiral-wire bound spine / or saddled stitched

		Monochrome



		            Braille - tactile

		Front cover – satin card, printed and embossed (all pages 270 x 295mm)

		Page 1 (braille page)

		Page 2 (braille page)

		Page 3 (braille page)

		Page 4 (braille page)

		Page 5 (braille page)

		Page 6 (heatswell (tbc) diagram facing page 7)

		Page 7 (braille page)

		Page 8 (braille page)

		Page 9 (braille page facing page 10)

		Page 10 (braille page)

		Page 11 (braille page)

		Page 12 (braille page)

		Page 13 (braille page)

		Page 14 (braille page)

		Page 15 (braille page)

		Back cover – satin card, printed

		Booklet is kept together with two treasury tags



		Braille- transcript (2018-3092)

		            8 pages (A4)

		            Stapled in top left



		Test 11P

		MLP

		20 pages (257 x 364mm)

		Spiral-wire bound spine / or saddled stitched

		Monochrome



		            Braille – tactile 

		Front cover – satin card, printed and embossed (all pages 270 x 295mm)

		Page 1 (braille page)

		Page 2 (heatswell (tbc) diagram, facing page 3)

		Page 3 (braille page)

		Page 4 (braille page)

		Page 5 (thermoform (tbc) graph facing page 6)

		Page 6 (braille page)

		Page 7 (heatswell (tbc) diagram facing page 8)

		Page 8 (braille page)

		Page 9 (braille page)

		Page 10 (heatswell (tbc) diagram facing page 11)

		Page 11 (braille page)

		Page 12 (heatswell (tbc) diagram facing page 13)

		Page 13 (braille page)

		Page 14 (heatswell (tbc) diagram facing page 15)

		Page 15 (braille page)

		Page 16 (heatswell (tbc) diagram facing page 17)

		Page 17 (braille page)

		Page 17 (heatswell (tbc) diagram facing page 19)

		Page 19 (braille page)

		Page 20 (thermoform (tbc) facing page 21)

		Page 21 (braille page)

		Back cover – satin card, printed

		Booklet is kept together with two treasury tags



		            

		            Braille - transcript (2018-3093)

		            12 pages (A4)

		            Stapled in top left



		Enlarged Print data is provisional for information only

		Test 3B - TBC

		Enlarged Print

		Front cover (257 x 364mm)

		12 pages (257 x 364mm)

		Back cover (257 x 364mm)

		Spiral-wire bound spine

		Colour in 2016



		Test 7C - TBC

		Enlarged Print

		Front cover (257 x 364mm)

		16 pages (257 x 364mm)

		Back cover (257 x 364mm)

		Spiral-wire bound spine

		Colour in 2016



		Test 13B - TBC

		Enlarged Print

		Front cover (257 x 364mm)

		16 pages (257 x 364mm)

		Back cover (257 x 364mm)

		Spiral-wire bound spine

		Colour in 2016







Sheet2





Sheet3
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Modified Materials and Access Arrangements.docx
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[bookmark: Title][bookmark: _GoBack]2018 Modified Tests and Access Arrangements Volumes



These figures are based on actual volumes of requests and notifications in the 2018 live science sampling tests, in a sample size of 1,900 schools and 9,500 pupils.



They may be used to give an indication of the volumes that might be expected in 2020, although consideration should be given to the larger pupil sample in 2020 of 14,000 pupils, with the inclusion of the technical pre-test.  



1. Modified Test Materials



		Braille UEB

		01



		Modified Large Print

		7



		Enlarged Print

		22



		Hearing Impairment Guidance

		6







1 2 orders for braille materials were received in the 2016 combined live sample and technical pre-test exercise.



2. Access Arrangements



		25% Additional time

		1029



		100% Additional time

		20



		Reader

		541



		Scribe

		127



		Prompter

		166



		Oral translation

		8



		Testing separately

		55



		Electronic aid

		0



		Rest break

		117



		Photocopies onto coloured paper

		49







3. Working below the expected standard 



· The number of schools that declared all of their pupils as working below the expected standard of the tests in 2018 was 54.

· Following notification of pupil names, the number of schools that declared all 5 of their selected pupils as working below the expected standard of the tests in 2018 was 18.
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DSAM-Guidance-Security-Assurance-Process-Swimlanes.pdf
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Steps 1 to 4: Project Start-up and Assessment

Step 1: At project launch; the business should appoint a senior manager to act as the Senior Responsible Owner (SRO) this person is expected to make decisions on security based issues and will own any unmitigated or residual risks identified by the
project.

Step 2: The SRO shall confirm the classification, content and sensitivity and risk appetite and risk tolerance for the information to be stored or processed by the solution with the appropriate Information Asset Owners (IAO); this includes understanding and
communicating information on to the risk appetite and risk tolerance for potential business impacts for the information should a loss of control occur.

Step 3: A Project Manager (PM) is appointed by either the business or DDaT. The PM must engage with the IT Systems Assurance Team (ITSAT) and complete the Security Engagement Form (DSAM Form -1), Security Triage Form (DSAM Form -2) on
behalf of the SRO using the information detailed at Note 2 above and send the completed forms to ITSAT for initial assessment. The PM must also identify any offshoring requirements and initiate an offshoring application request with ITSAT; (See DfE
Intranet — Offshoring outside the UK). The PM must also complete a Data Privacy Information Assessment (DPIA) and forward these documents as required to PIRAS for assessment. (Note: The completion of a DPIA is mandated for all systems processing
personal information.

Step 4: ITSAT will appoint an IT Systems Assurance Advisor (ITSAA) to review the (DSAM Form -1) and (DSAM Form -2); the ITSAA will contact the SRO and PM, as appropriate to discuss the appropriate assurance path to be undertaken and identify the
next steps in the security assurance engagement.

Note 1: ITSAT must be advised on all projects and be copied on all documentation, such as, HLD, LLD and any documents relating to security or product decisions to ensure effective oversight, on behalf of the SIRO, of the security assurance
process.

Note 2: Projects are advised to engage with a suitably qualified CCP SIRA and IT Health Check Provider (See DfE Intranet) to obtain appropriate resources to complete the DSAM Security Assurance requirements; this role will not be fulfilled by
the ITSAA. The project is to ensure that appropriate budget provisions are made to complete these activities.

Note 3: All triage scores (DSAM Form -2) will be reviewed by the ITSAA to confirm that the available information and assigned triage scores are appropriate. ITSAT may, where considered necessary, raise or lower the initial score assigned by the
project and recommend changes to the security assurance deliverables.

Steps 5 to 20 — Solution Assurance

Step 5: The CCP SIRA, or other suitably qualified resource, consults with ITSAT on the security deliverables to be produced and reviews the project documentation and solution design against the published guidance, such as; the Cloud Security Principles;
Bulk Data Controls; EUD Guidance and NCSC Baseline Statements and NCSC Security Design Principles and conducts a solution specific risk assessment. The CCP SIRA will also develop an appropriate IT Health Check Scope of Work to be issued to a
NCSC CHECK Scheme IT Health Check Provider. The IT Health Check will be scoped in line with the ITHC Guidance Document and should be both appropriate and proportionate to the solution — The ITSAA is to be consulted during this activity.

Note 4: If the project has not / does not appointed a CCP SIRA the project is likely to bear more risk due to the lack of appropriate security advice and therefore is likely to draw increased scrutiny from the ITSAA. In these instances the PM
will be responsible for the production and delivery of the agreed artefacts to the ITSAA and all references to the CCP SIRA within this process will be deemed to mean the PM someone with reasonable and appropriate expertise, such as, a
supplier’s developer or security architect who is accountable to the PM.

Step 6: The PM selects the IT Health Check Provider and makes arrangement for an IT Health Check to be completed. The IT Health Check Provider will issue a report on the finding to the project, this report must be copied to the ITSAA. The CCP SIRA
will be expected to develop a Risk Action Plan (RAP) (DSAM Form -3) and working with the appropriate stakeholders identified by the PM recommend appropriate remedial action to rectify the reported issues. The PM facilitates the remediation and records
evidence within the plan. The ITSAA will share the IT Health Check Report and DSAM Form -3 document with the Project SRO and appropriate areas within DDaT (Cloud Operations / Cyber Security) for comment as necessary.

Step 7: The CCP SIRA (Note 4) consults with the ITSAA on the acceptable remediation and a decision is taken by ITSAT on the requirement for any IT Health C heck Re-testing.

Step 8: If no ITHC re-test is required. The PM notifies the CCP SIRA and requests completion of the Security Assurance Report (DSAM Form -4). If an IT Health Check Re-Test is required. The PM schedules the IT Health Check Re-Test, tasks the IT
Health Check Provider, an updated IT Health Check Report will be issued and the CCP SIRA will update the Remedial Action Plan (DSAM Form -3) accordingly. Any residual or unmitigated risks will be added to the Residual Risk & Security Assurance
Statement (DSAM Form -5) and forwarded by the PM to the ITSAA.

Step 9: The CCP SIRA receives the (DSAM Form -3) and completes Security Assurance Report (DSAM Form -4) and completes the first part of the Residual Risk & Security Assurance Statement (DSAM Form -5). All documents , including any supporting
documents are then issued to the ITSAA for comment. ITSAT will conduct a maximum of two review cycles of the documents presented for assurance. The ITSAA will complete Part 2 of the Residual Risk & Security Assurance Statement (DSAM Form -5)
to include an assessment of the risk and assurance levels, plus any advisory notices and issue the document to the Project SRO for review.

Step 10: The SRO will be provided with all relevant documentation for review and will be asked to accept or reject the notified risks in the Residual Risk & Security Assurance Statement (DSAM Form -5). If the SRO rejects the risks proceed to Step 12, If
the SRO accepts the risks go to Step 11.

Step 11: The SRO accepts ownership and signs off the Residual Risk & Security Assurance Statement (DSAM Form -5), forwards copies to the ITSAA and PM and project transitions into live service.
Step 12: If the SRO rejects the notified risks; the project should be paused and re-assessed by the SRO in consultation with DDaT, PM, CCP SIRA and ITSAT. A plan to address the identified risks, issues or concerns shall be agreed by the attendees.
Step 13 — Risk Escalation

Step 13: The SIRO will have access to information on all assurance projects via transparent reporting provided by the ITSAT . However, if deemed necessary, ITSAT will inform the SIRO of the circumstances regarding any project that following remediation
the solution retains significant risks and issues. The SIRO will be provided with a statement of the notified risks and issues and the levels of security assurance surrounding the solution for a decision.
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Self-Assessment - Security Assurance Questionnaire

[Insert System, Service or Application Name Here]





Version X.X















































Type B – Security Assurance Questionnaire





		This document is an OFFICIAL document and may contain sensitive information about the departments approach to security assurance and configuration of departmental systems, services and applications. 

The information contained in this document should only be disseminated and retained by individuals within the Department for Education Digital, Data & Technology and trusted third party providers and their representatives. 

The document and the information contained may only be shared with external personnel with a ‘need to know’ criteria who hold a minimum of UK BPSS security clearance or equivalent. 

It is not to be shared with sub-contractors or organisations without explicit written authority from the Head of Systems Assurance or the Deputy Senior Information Risk Owner. It must not be shared with any offshore personnel or non-UK Nationals. 

This document or the information contained must not to be sent across the Internet without appropriate protection, such as in an encrypted file using either a self-decrypting archive or encrypted zip file and must not be processed or stored on unmanaged devices. 

All hard copies of this document are considered to be uncontrolled and when no longer required must be disposed of or destroyed by either cross-cut shredding or placing the document in a secure bin for shredding or other approved physical destruction method.








Self-Assessment - Security Assurance Questionnaire

This security questionnaire is applicable to information systems and services storing or processing Department for Education (DfE) information holding a lower level of risk and scoring 19 or less on the Security Assurance Triage (DSAM form 2). These are generally considered to be lower risk projects requiring less security assurance oversight.

This is a self-assurance process designed to enable projects to display sufficient confidence that their data is appropriately secured without having to undergo a full security assurance process. 

The questions should be equally applicable to:

· An IT system or service designed to deliver a business function.

· A cloud based service procured to deliver a business function.   

Some systems and services may be able derive security assurance from other sources, including pre-existing certifications, such as; certifications issued by another authority, certified products and industry standards , such as; FIPS140-2, ISO / IEC 27001 and 27002 or in the supplier’s responses and supporting information provided for the G-Cloud security questionnaire. It is the project’s responsibility to obtain this information.

Acceptable responses to the questions are YES, NO or NOT APPLICABLE with additional information being provided, as follows:

· If answering NO to any question you must provide further information in the box provided.



· If answering NOT APPLICABLE to any question you must state why you believe this control does not apply to you. 





If all the questions are either answered as either; YES or NOT APPLICABLE with an appropriate explanation provided, the form should be copied to DSU for registration.

The Senior Responsible Owner (SRO) must sign as to the accuracy of the questionnaire. 

Where the questionnaire answered by either; NO or NOT APPLICABLE with unclear or insufficient reasons given, IT Systems Assurance Team (ITSAT) may seek clarification, provide advice, or recommend further security controls. The SRO must ‘wet’ sign the form. The SRO will retain ownership of the identified risk as documented in the corresponding Residual Risk Statement (RRS) for the system, service or application. 




		1. Brief Description of the System / Service:

		



		The description should provide an overview of the system / service, including details of the data to be stored or processed, the technology to be used, whether the system is public facing or has any internal or external connections, user groups and any intent to off-shore data.















		2. System / Service Diagram:



		A diagram of the system or service should be inserted in the box below; this diagram should show data flows, protocols used, interconnections and interfaces to other systems and services.

















		3. Secure Configuration: 



		3.1. Has the system, service or application been built to an approved design with all relevant security patches and updated applied as recommended by the manufacturer?



		☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		3.2. Is the system, service or application regularly maintained with all relevant security patches and updates being tested and applied to the system within a timeframe acceptable to the business?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		3.3. Has the system, service or application been locked down to ensure only legitimate authorised users are able to access the system, service or application and have the correct level of access permissions been applied to ensure that no one can access information or functionality for which there is no business need?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		3.4. Are users prevented from attaching unauthorised devices such as USB sticks, external drives or smart phones to the system or service?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		3.5. Are the system, service or application users prevented from downloading, installing and running unapproved programs and software?



		☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		4. Privileged Access Management



		4.1. Do all system administrator roles have individual, unique accounts (not shared accounts)?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		4.2. Is all administration of the system carried out either on site, or across secure, encrypted channels?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.











		5. Access Control and Password Policy



		5.1. Are all users and administrators of the system, service or application holding a minimum BPSS security clearance?

https://www.gov.uk/government/publications/government-baseline-personnel-security-standard



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		5.2. Are all users of the system, service or application approved as having a legitimate business requirement before access is granted?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		5.3. Is there a process for removing user accounts which are no longer required?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		5.4. Are passwords either randomly generated, or, if user selected, are the rules on password length and complexity enforced?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		5.5. Are users, including administrators, forced to change their passwords at defined intervals, the recommended maximum expiry period is ninety (90) days?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		5.6. Are accounts configured to lock out after a defined number of failed logon attempts?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		6. User Education and Awareness



		6.1. Are all users, including system administrators, made aware of the policy for acceptable use of the system and their personal responsibility to comply with security procedures?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		7. Backing Up Data and Disaster Recovery



		7.1. Is data regularly backed up at intervals appropriate to the business?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		7.2. Is the SRO satisfied that in the event of a major incident resulting in the complete loss of the system, operation and business functions could be restored within timeframes acceptable to the business?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		8. Incident Management



		8.1. Is there an effective process for reporting of major security incidents which ensures DSU is kept informed?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		9. Malware Protection



		9.1. Has Anti-Virus software been installed on the system, and is this anti-virus software regularly updated to ensure it remains current?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		9.2. If data is imported into the system, is it scanned for malware / viruses either prior to or on upload of data?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		10. Protective Monitoring



		10.1. Are user actions on the system monitored and audit logs generated and retained?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		10.2. Are incoming and outgoing traffic flows monitored and audit logs generated and retained?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		10.3. Are audit logs being reviewed at regular intervals, if so who carries out the review and how often is this completed?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		11. Data Encryption



		11.1. Is data being encrypted if transmitted across the internet, if so does the encryption method conform, as a minimum, to the FIPS 140-2 standard?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		11.2. Is data located on hosted servers, databases or outsourced solutions being encrypted, if so does the encryption method conform, as a minimum, to the FIPS 140-2 standard?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		11.3. Is sensitive personal data and sensitive business data on removable media encrypted, if transferred outside the building, if so how will this be implemented does the encryption method conform, as a minimum, to the FIPS 140-2 standard?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		12. Home Working



		12.1. Do all users who access the system remotely, either from home or other locations, do so using a method approved by the department; such as, a departmental issued laptop, tablet, smart phone or Desktop to Go?



		 ☐ YES

		☐  NO*

		 ☐ NOT APPLICABLE* 



		*Further comments.







		13. Testing & Assurance Processes



		13.1. Have appropriate levels of IT Health Checks / Penetration testing been carried out, if so has a report and remediation plan been produced and shared with the DSU, have the remediation’s been successfully completed?



		 ☐ YES*

		☐  NO

		 ☐ NOT APPLICABLE



		*The ITHC Report should be referenced here.







		14. In Service - Security Improvement and Assurance Plan



		14.1.  An ‘In Service - Security Improvement and Assurance Plan should be should implemented to ensure the continued assurance of the system, service or application throughout its life-cycle. The plan shall contain details of the security assurance activity, a task owner appointment of function and frequency of the task.



		 ☐ YES*

		☐  NO

		 ☐ NOT APPLICABLE



		*The Security Assurance Plan should be referenced here.



		15. SRO Risk Acceptance Statement

		to be signed by Senior Responsible Owner in all cases:



		(insert system / service name here)



		As the Senior Responsible Owner for the above named system; I confirm that all exceptions have been documented above and the answers given above are true and accurate. 

I am content that the system and my data are being appropriately protected and that any agreed remedial actions will be applied in a timely fashion. I understand that all risks as detailed in the accompanying Residual Risk Statement are owned by me.





		Name

		Appointment

		Signature[footnoteRef:1] [1:  	Note: A signed and scanned copy of the Self-Assessment Questionnaire is required for the document to be accepted.] 


		Contact Details

(Email / Phone)



		[Insert Name]

		[Insert Appointment]

		[Please Sign]

		[Insert Email & Phone No’]







		DSAM Self-Assessment Questionnaire v2.0.2

		OFFICIAL-SENSITIVE (When Completed)

		Page 1 of 5







		DSAM Self-Assessment Questionnaire v2.0.2

		OFFICIAL-SENSITIVE (When Completed)

		Page 9 of 9
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IT Systems Assurance Engagement Form

This document serves as a request for the IT Systems Assurance Team (ITSAT) to provide an appropriate resource to assess the security assurance of the IT system or service detailed below. 



An IT Systems Assurance Advisor (ITSAA), if assigned, will not be a business or project resource and allocation of an ITSAA does not remove the requirement for the business or project to seek and adhere to appropriate security assurance advice on the procurement, design, build and delivery of the system or service.



		Submission Date:

		(Please enter the date this form is submitted to ITSAT)*







		System / Service Name:

		(Please enter the project / system or service name)*







		Senior Responsible Owner:

		(Please enter the details and contact information for the SRO; this person shall be accountable for ensuring that the project is engaged with ITSAT)



		Name:

		Role / Appointment:



		Email:

		Phone No:







		Information Asset Owner:

		(Please enter the details and contact information for the IAO; this person shall be accountable for ensuring that data handled by the project is appropriately protected)



		Name:

		Role / Appointment:



		Email:

		Phone No:







		Product / Service Owner:

		(Please enter the details and contact information for the Product/Service Owner; this person shall be responsible for ensuring that the product or service remains compliant with all security, legal and regulatory requirements)



		Name:

		Role / Appointment:



		Email:

		Phone No:







		Business Project Manager:

		(Please enter the details and contact information for the Business PM; if appointed this person shall be responsible for ensuring that all required security, legal and regulatory requirements are delivered)



		Name:

		Role / Appointment:



		Email:

		Phone No:







		DDaT Project Manager:

		(Please enter the details and contact information for the DDaT Delivery PM if no Business Project manager is appointed this person shall be responsible for ensuring that all required security, legal and regulatory requirements are delivered)



		Name:

		Role / Appointment:



		Email:

		Phone No:







		Description of the System / Service Requirements:

		



		(The system / service description should where already known provide an outline view of the system / service, the information to be stored or processed, the business criticality of the data for its integrity and availability, any impacts on other systems or system inter connections and interfaces, the numbers and type of users for the data, the type of technology and hosting arrangements to be implemented, such as; dedicated system, web or cloud environment)









		Key Milestone Dates:

		



		(What are the key milestone dates, e.g. procurement, design completion, build, testing and acceptance and go-live)









		Data Classification:

		



		(What is the classification of the data and why? This will be OFFICIAL, or OFFICIAL-SENSITIVE; but does it contain personal, sensitive personal information as described by the Data Protection Act 1998, or sensitive business information, financial records, payment approvals or other information considered to be sensitive business information; does inclusion of this type of information make your data OFFICIAL-SENSITIVE? Does your data require any special handling controls or restrictions to be applied to prevent unwarranted or unauthorised disclosure))?









		Data Privacy Impact Assessment:

		



		(For Personal Data Only: Have you sought advice from Privacy and Information Rights Advisory Service (PIRAS))? Has a Pre-Assessment Questionnaire been completed and submitted to PIRAS?









		Business Impact Assessment:

		



		(Please describe the qualitative impacts to the Department, if the data was lost or compromised, how critical is the data’s confidentiality integrity and availability to departmental objectives. This should not be shown as a BIL Score; An example of what your BIA should look like is shown at the end of this document)









		Risk Appetite Statement:

		



		(The department’s stated Risk Appetite ranges from “OPEN” to “CAUTIOUS” dependent of the information being stored or processed. This approach is aligned with a classification of OFFICIAL (including OFFICIAL–SENSITIVE) and is defined as having a “preference for safe delivery options that have a low to medium degree of residual risk”. Taking into account the business impact assessment detailed above; Has the IAO / SRO / Service Owner agreed a Risk Appetite for the system / service, if so please detail the agreed Risk Appetite here)














		Off-Shoring of Data:

		



		(Will this solution result in the off-shoring of DfE information outside of the UK Mainland, if so please provide details here. Note: if you are looking to off-shore systems / services and their associated information you will need to be aware of, and complete, the Department’s Off-Shoring Approval Process)









		Commercial:

		



		(Is this delivery covered by an existing contract, or is a contract being negotiated, if so are you using the security clauses from the Library of Special Clauses (See the Commercial Intranet pages)has a commercial advisor been assigned, does this contract involve offshoring outside the EEA, if so have the EU Model Clauses for Data Protection been incorporated, has the advice of a Security and Information Risk Advisor been sought and reflected within the contractual terms)









		IT Systems Assurance Team use only:

		



		(This space is for notes and comments by the IT Systems Assurance Advisor):











Example Business Impact Statement: 

(Note: This is an example only and does not factually represent impacts to the department’s data; this example should be amended to describe the business impacts resulting from a loss of control of your data: it should not be copied verbatim)

The forms of risk which, if realised, would be regarded as unacceptable to the department include, but are not limited to, the following:

· Confidentiality: Any exposure of financial information relating to the provision of funding to schools, academies and other educational institutes throughout the UK which is considered to be sensitive business information or, in the case of personal data (as defined by the Data Protection Act), any exposure of personal information that would cause unnecessary harm or distress to an individual or individuals. 

· Integrity: Errors introduced to personnel records and financial information, or malicious modification of data or code by unauthorised individuals would be damaging to the department’s operations.

· Availability: Any extended loss of service outside of planned maintenance windows.

· Financial Impacts: Mistakes likely to result in inaccuracies, or any malicious modification of data or code or fraudulent activity by any individual within the department’s financial systems would be seriously damaging to the department’s operations and must be avoided.  

· Reputation impacts: Any visible breach of the service or a publicised failure to deliver against public commitments.

Legal and Compliance: Any breach of HMG or departmental policy, any breach of the law, including the Data Protection Act 1998, or a lack of confidence in the security of the solution.

		** overwrite text as necessary
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Triage Values

		DfE Security Assurance Model - Triage Document

		SYSTEM / SERVICE NAME:						SRO:						Project Manager:

		RISK ASSESSMENT QUESTIONS				RISK SCORES												PROJECT TRIAGE SCORES		ITSAT ASSESSED SCORES

						0		1		2		3		4		5

		INFORMATION & DATA
PRIVACY IMPACTS

NOTE: THIS ASSESSMENT IS
 FOR INFORMATION AT OFFICIAL 
ONLY; IF YOU NEED TO PROCESS INFORMATION AT A HIGHER CLASSIFICATION PLEASE CONTACT YOUR ITSAT-ADVISOR FOR ADVICE.		Estimated Number
of Records.		Tens                          of Records		Hundreds
of Records		Thousands
of Records		Tens of 
Thousands
of Records		Hundreds of 
Thousands 
of Records		A Million                        Records 
and above		0		0

				Data Confidentiality
(Type of Data being Stored or Processed)		DfE Information
in the Public 
Domain		DfE Information
Containing No
Personal or
Sensitive Business 
Information				Small amounts of Personal and/or Sensitive Business or Cross Government Information
(Not exceeding 15% of the Data Stored / Processed)		Moderate amounts of Personal and/or Sensitive Business or Cross Government Information
(Not Exceeding 50% of the Data Stored/Processed)		Significant amounts of Personal and/or Sensitive Business or Cross Government Information
(Exceeding 50% of the Data Stored / Processed)		0		0



				Estimated Amount of Personal Data
 (DPA 1998-GDPR 2016)		None		Tens 
of Records		Hundreds 
of Records		Thousands 
of Records		Tens of 
Thousands 
of Records		Hundreds of 
Thousands 
of Records		0		0

		TECHNICAL ENVIRONMENT		External Network Connectivity				DfE 
Express
Route		PSN 
Connected 
Services		Supplier 
Connected
Secure VPN
(Dedicated)		Encrypted
 Internet 
Connection
(Trusted Users)		Internet Connected – Untrusted Users		0		0

				Hosting
Arrangements				Within a Government Owned Building		DfE Azure / O365
Cloud with OffShore 
Elements within the EEA
(Near- Shore)		Third-Party Data 
Centre or Cloud 
Hosting within
the UK		Cloud Hosting with OffShore Elements Outside the EEA
(Far-Shore)		Un-Assured               Hosting Provider		0		0

																Un-Assured                   Cloud Provider

				Solution
Complexity				COTS with No Customisation		COTS with Minor Customisation		COTS with Significant
Customisation		 		Fully Bespoke
or Untried Solution		0		0

		BUSINESS DEPENDENCY		Business
Reliance
on System				A Few Teams
within the
Department		Entire Directorate or Significant Portion of Department		Whole
Department		More than One Department, or Organisation 
(Multiple SIRO)		Pan
Government		0		0

																National

				User Types and Groups, including Suppliers,
Using the System / Service		Single Organisation
(DfE + Outsource Supplier) 
(Note:This option scores
as a 1 in column (I))		1 Organisation / Groups
(DfE + Outsource Supplier
& One Other Approved Organisation, including LA's Schools & Academy's)		2 Organisation / Groups
(DfE + Outsource Supplier
& Two Other Approved Organisations, including LA's Schools & Academy's)		3 Organisation / Groups
(DfE + Outsource Supplier
& Three Other Approved Organisations, including LA's Schools & Academy's)		5, plus Organisations
(DfE + Outsource Supplier
& Other Approved Organisations, including LA's Schools & Academy's)		DfE, plus Organisations
(DfE + Outsource Supplier
& Publically Accessible)		0		0

				Business Criticality
(How Important is the Integrity and Availability of the Data being Stored or Processed)		Not Critical to Delivery
of Core Department Objectives		Supports Delivery of Core Department Objectives		Critical to Delivery of Core Department Objectives		Critical to Delivery of Cross Government Services.		Critical to Delivery of Public-Facing Services.				0		0



		What is the projected life of the system?																 		 

		Notes:														Total: 		0		0

		1.  DSAM Triage scores within a range of 18 - 22 shall be reviewed by DSAT to assure that an appropriate security assurance path is being followed.

																Assurance Type: 



																Assurance Type: 		A		20 to 44

		DSAM Form 2 v2.0.2														Assurance Type: 		B		4 to 19
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ITHC Risks

		DfE Security Assurance Model - ITHC Remedial Action Plan

		IT Health Check Remedial Action Plan for: 										[Enter Report Reference and System, Service or Application Name]

MITCHELL, Bill: Manual Entry: 
Enter report reference and system, service, application or network name.						Report Date: 		[Enter Report Date]

MITCHELL, Bill: Manual Entry:
Enter ITHC Report date								DSAM Form 3 - v2.0



				When changing the Status in column F just Type, Open, Closed or Accepted the Status will update accordingly

MITCHELL, Bill: Do not enter information into the status tracker to the right ofthis cell. The status will  update automatically when column F is updated correctly.								

MITCHELL, Bill: Manual Entry: 
Enter report reference and system, service, application or network name.								

MITCHELL, Bill: Manual Entry:
Enter ITHC Report date		Risk Rating		Total Count		Open 		Accepted (Unmitigated)		Accepted (Partial)				Closed

												Critical		0		0		0		0				0				When changing the Residual risk Indicator in Column O just Type, High, Medium, Low or Very Low the RRI status will update accordingly

												High		1		0		0		0				1

												Medium		0		0		0		0				0

												Low		0		0		0		0				0

												Very Low		0		0		0		0				0

												Information		0		0		0		0				0

												Totals		1		0		0		0				1



		Finding No.		Impact

MITCHELL, Bill: Manual Entry: 
Enter the assigned impact of an occurrence of the risk as identified in the ITHC report		Likelihood

MITCHELL, Bill: Manual Entry:
Enter the assigned likelihood for an occurrence the risk as identified in the ITHC report				Overall 
Risk

MITCHELL, Bill: Manual Entry:
Type in the assigned risk level as identified in the ITHC report		Status

MITCHELL, Bill: Manaul Entry:
When changing the Status in column F just Type, Open, Closed or Accepted the Status tracker above will update accordingly		Finding

MITCHELL, Bill: Manual Entry:
Enter summary of the ITHC Report Finding for this risk		Hosts

MITCHELL, Bill: Manual Entry:
When host / location of the risk or vulnerability is known enter this information here, if not known leave blank.		Recommendation

MITCHELL, Bill: Manual Entry:
Enter the details of the ITHC Provider's recommendation as detailed in the ITHC Report.		Planned Mitigation

MITCHELL, Bill: Manual Entry:
Enter details of the planned mitigation for this risk here. If no action is planned provide justification for this in this column.		Planned Completion Date

MITCHELL, Bill: Manual Entry:
Enter either the actual or planned completion date for the risk mitigation here.		Actual Mitigation
(Evidence of Changes e.g. CAB reference should be provided) 		Owner

MITCHELL, Bill: Manual Entry:
Enter details of the risk owner here. This should be the person or department accountable for mitigating the risk.		Actual Closure 
Date

MITCHELL, Bill: Manual Entry:
Enter either the actual or planned completion date for the risk mitigation here.		Residual Risk Indicator

MITCHELL, Bill: Manual Entry:
When changing the Residual risk Indicator in Column M just Type, High, Medium, Low or Very Low the RRI status will update automatically		Initial DSAT Assessment

										High		Closed																		High
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DfE – Guidance - IT Health Check Requirements









Version 2.0.2









		This document is an OFFICIAL document and may contain sensitive information about the departments approach to security assurance and configuration of departmental systems, services and applications. 

The information contained in this document should only be disseminated and retained by individuals within the Department for Education (DfE) IT Systems Assurance Team and trusted third party providers and their representatives.

The document and the information contained may only be shared with external personnel with a ‘need to know’ criteria who hold a minimum of UK BPSS security clearance or equivalent. 

It is not to be shared with sub-contractors or organisations without explicit written authority from the Head of Systems Assurance or the DfE Senior Information Risk Owner. It must not be shared with any offshore personnel or non-UK Nationals. 

This document or the information contained must not to be sent across the Internet without appropriate protection, such as in an encrypted file using either a self-decrypting archive or encrypted zip file and must not be processed or stored on unmanaged devices. 

All hard copies of this document are considered to be uncontrolled and when no longer required must be disposed of or destroyed by either cross-cut shredding or placing the document in a secure bin for shredding or other approved physical destruction method.
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1     Introduction



The aim of the IT Health Check (ITHC) is to provide the Department for Education (DfE) with assurance that the organisations systems, services, applications and network infrastructure are properly configured and, as far as is possible, protected from unauthorised access or change, and that they do not provide an unauthorised point of entry into your network infrastructure. This is especially important for those systems, services and applications which process and store sensitive information and are externally facing, such as websites, or, systems having onward connection interfaces and interconnections to other systems or organisations.



All systems, services, applications and network infrastructure should be subject to an ITHC prior to their operational go-live and annually thereafter to provide assurance that no significant weaknesses exist on the network or individual systems, that could allow any device to intentionally or unintentionally affect the security of another. It is mandated that government departments shall use National Centre for Cyber Security (NCSC) CHECK Scheme ITHC Providers for all systems storing or processing information at OFFICIAL.



2     Objective



To assist in the development of an effective scope of work and conducting an appropriate ITHC to support the assurance of the systems, services, applications and network infrastructure. This is equally important if the ITHC is for a new service or the renewal of assurance for an existing system, service, application or network infrastructure.



To ensure that the business understands what constitutes ‘sufficient assurance’ in that suitable technical testing has been undertaken and the identified vulnerabilities have been adequately mitigated.



3     The CHECK IT Health Check Process



A typical ITHC is a six-stage process. These stages include:



 	Stage One - Decision. The decision to conduct an ITHC will normally be taken in conjunction with the project and the IT Systems Assurance Team (ITSAT) and will be influenced by the sensitivity of the systems, services, applications or network infrastructure, the levels of information being processed and stored, and the potential for its exposure to unauthorised access.

 	Stage Two - Statement of Work. This is the key process, ensuring that all elements of a system, which require testing, are identified to the ITHC Provider.

     Stage Three - Confirmation of Scope. This demonstrates that the ITHC Provider understands the requirement.

 	Stage Four - The ITHC Test. The ITHC is conducted. It is important to ensure that the information processed and stored on any system is backed up and all necessary change controls are in place before testing commences.

     Stage Five - The ITHC Report. The findings and recommendations are reviewed and accepted.



 	Stage Six – The ITHC Remediation Process. This is a key stage of the overall process, ensuring that sufficient assurance is obtained from the mitigation decisions identified for each risk or issue.

DfE has a call-off arrangement with an ITHC provider. As a certified CHECK provider and our trusted ITHC partner, the department will allow the connection of their laptops to DfE networks for the purposes of testing. If using other ITHC providers, you should discuss with the DDaT Security Operations Centre (SOC whether that supplier will be allowed to connect their devices or will be required to use a DfE provisioned device.



4     The IT Health Check Scope



Developing an appropriate ITHC Scope is an important first step to ensuring that the ITHC is a worthwhile exercise that will provide you with a correct level of assurance for the systems, services, applications or network infrastructures being tested. 



It is strongly recommended that a qualified NCSC Certified Security Consultancy (CCSC) or Cyber Certified Professional (CCP) Security & Information Risk Advisor (SIRA), be retained to advise the project and develop the ITHC Scope to ensure it is both appropriate and proportional to the systems, services, applications or network infrastructures being tested. 



If the business does not use the services of a qualified CCSC or CCP SIRA it should be recognised that if the ITHC Scope does not cover the required range of testing, then the IT Systems Assurance Advisor (ITSAA) or other Authority may require additional testing to be carried out to gain sufficient assurance on the security of the build and configuration of the systems, services, applications or network infrastructure.



4.1    Internal ITHC Testing



An internal ITHC, regardless of scale, is essentially a vulnerability scan to ensure the correct configuration of systems, services, applications and network devices. As a minimum an internal ITHC should include:



· A review of the desktop and server build and configuration; network management security check. This should include checks to ensure that user access permissions, including system to system accesses, are set accordingly; that the password system is configured correctly and events are being logged for audit purposes.

· Ensure default logon credentials have been changed for software down to server level.

· A review of security patches and software updates at the operating system, application and the firmware level.

· A review of all system, service or application interfaces and interconnections to ensure that these are configured as expected and unauthorised access is not possible.

· A review of the configuration of remote access solutions, this is particularly important if the device being tested is part of a mobile solution giving access to your internal network resources and information.

· Confirm the build and configuration of laptops and other mobile devices such as phones and tablets used to access DfE information and systems.

· Check the operation of any internal security gateways, ensuring that all components, such as firewalls, intrusion detection, content checking and anti- virus, plus any protocol breaks are operating as expected.

· Check any wireless network configuration; ensure that these are configured as expected and unauthorised access is not possible.



These scans will look to provide assurance that your internal systems have been configured in a secure manner and have been properly maintained. The ITHC or vulnerability scanning should cover the entire environment to be tested including end-points, thick and thin clients, servers, network devices and appliances.





4.2    System Sampling



It is normal for all components of the solution to be tested to be included within the scope of work. However, in areas with a large number of devices, a representative sample may be acceptable on the proviso that the sample covers all capabilities and functions of the solution. The size of the sample will normally be no less than 20% of the environment to be tested.



4.3    Build Testing



Where a defined secure build exists that has been subject to its own ITHC, and not modified post testing, has been used in the build of the solution it is acceptable to reduce the scale of the ITHC to a randomly selected representative sample of the solution being tested. It is essential that the testing should capture at least one or two examples of each component or build type within the overall solution to validate the use of the build throughout the solution.



If, however, it is identified either before or during the ITHC, that the build has been modified or has not been universally applied, the ITHC scope of work shall be revised to encompass a much wider sample of the solution. This is likely to involve the cancellation of the test and re-scheduling with any additional days required added to the scope of work. The cost of any such revision of the scope shall be borne by the project.



4.4	Application Testing and Code Review



The primary objective of an application test and code review is the assurance that any security enforcing controls are effective, appropriate and proportionate.  This may be through a combination of code and application reviews. A code review includes any bespoke code that has been written to provide security enforcing controls. These could include (but not limited to):



· The authentication model

· Security of credentials in transit and at rest

· Role Based Access Control (RBAC)

· Data leakage/customer data separation

· Database connectivity

· Where it is proposed to share code in a code repository such as Github or BitBucket, testing of access controls, exposure of sensitive code and code approval procedures e.g. code reviews and checks before new code is uploaded.

Application tests would normally include the following:



· Testing to validate application is free from known vulnerabilities and configuration errors

· Testing to validate that unauthenticated users cannot view, modify, or delete data in an unauthorised manner

· Testing to validate that authorised users cannot view, modify, or delete data in an unauthorised manner, gain access to unauthorised functionality or escalate their privileges

· Review of application logic, access controls and authentication mechanisms

· Alignment with security hardening best practice (CIS or equivalent)

· Vulnerability scanning of exposed surfaces

· Testing to validate https is enforced

· For web applications, assessment against the OWASP top 10 2013 and OWASP top 10 2017 critical application vulnerabilities. See https://www.owasp.org/index.php/Category:OWASP_Top_Ten_Project

· Testing of interactive web pages within the application 





4.6    External ITHC Testing



In addition to the internal testing an external ITHC or Penetration Test shall be carried out on all systems that provide access beyond the boundary of the environment or network infrastructure. The testing shall include any security enforcing controls or devices which are in place to protect the business from unauthorised access from its third-party connections. For example: the operation of any externally facing proxies or security gateways, ensuring that all components, such as firewalls, intrusion detection, content checking, malicious code and anti-virus devices and any protocol breaks are operating as expected.



All third-party suppliers with access to any departmental systems, services, applications and network infrastructures from their own offices or support locations as part of their provision of service must be considered as an external connection and tested accordingly. Further advice as to what should be included in an external test should be sought from a qualified CCSC or CCP SIRA or the ITSAA.



5     The ITHC Report



The output of the ITHC shall be a report by the ITHC Provider that contains a clear summary of the number, type and severity of the issues discovered during the testing of the target systems, services, applications or network infrastructures. As a minimum the ITHC Report shall contain the following:



· Details of the individuals involved in completion of the ITHC.

· The background, scope and context of the ITHC.

· A unique identifier for each risk or issue detailed in the report.

· Each risk or issue discovered should be accurately described and explained.

· Each risk or issue should be assigned an impact and probability score from which a risk value; normally expressed as being; high, medium, low or information, may be derived

· Where possible a Common Vulnerability Scoring System (CVSS) base score should be included. This requirement is mandated for ITHC reports covering the PSN.

· Each risk or issue discovered should be accompanied by a clear recommendation for remedial action; this recommendation may include a short-term fix which may be appropriate while a permanent solution is developed.



6     The ITHC Remedial Action Plan



An ITHC Remedial Action Plan (RAP) shall be compiled from the ITHC Report, using the format shown at Annex A to this document. It is expected that all Critical, High and Medium risks will be fully mitigated before any new systems, services, applications and network infrastructures are permitted to go-live.



The expectation for the remediation of risks and issue on any pre-existing systems, services, applications and network infrastructures is that full remediation of

Critical, High and Medium risks shall be completed within two months of the report date.



Subject to agreement between the ITSAA and the Senior Responsible Owner (SRO), any Low and Very Low risks and issues on both new and pre-existing systems, services, applications and network infrastructures may be addressed by a suitable Business As Usual (BAU) Risk Action Plan (RAP) to be completed within three months of the date of the report. The acceptance or mitigation decisions designed to address the notified risks and issues at all levels of risk must be fully justified by the business within the RAP.





7     ITHC Provider Selection



The NCSC provides further details of the CHECK Scheme and information on suitably qualified ITHC Provider companies on their website. See CHECK providers listing


Annex A – ITHC Remedial Action Plan – Format3





[image: ]

3       Note: An electronic copy of this spreadsheet is available on the DfE Intranet.
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IT Health Check Remedial Action Plan for:  Report Date:  [Enter Report Date]


DSAM Form 3 - v2.0


Risk Rating Total Count Open  Accepted Closed


Critical


0 0 0 1


High


1 0 0 0


Medium


0 0 0 0


Low


0 0 0 0


Very Low


0 0 0 0


Information


0 0 0 0


Totals 1 0 0 1


Finding No. Impact Likelihood


Overall 


Risk


Status Finding Hosts Recommendation Planned Mitigation


Planned 


Completion 


Date


Actual Mitigation Owner


Actual 


Closure 


Date


Residual Risk 


Indicator


Initial iTSAT Assessment


High Closed High


 


   


 


 


 


   


     


     


     


     


     


     


     


     


     


     


     


     


     


     


     


     


     


     





When changing the Status in 


column F just Type, Open, 


Closed or Accepted the 


Status will update 


accordingly


DfE Security Assurance Model - ITHC Remedial Action Plan


[Enter Report Reference and System, Service or Application Name]


When changing the Residual risk Indicator in Column 


M just Type, High, Medium, Low or Very Low the RRI 


status will update accordingly
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[Insert System, Service, Application or Network Name]

Security Assurance Report







Version X.X



















































		This document is an OFFICIAL document and may contain sensitive information about the departments approach to security assurance and configuration of departmental systems, services and applications. 

The information contained in this document should only be disseminated and retained by individuals within the Department for Education Digital, Data & Technology and trusted third party providers and their representatives. 

The document and the information contained may only be shared with external personnel with a ‘need to know’ criteria who hold a minimum of UK BPSS security clearance or equivalent. 

It is not to be shared with sub-contractors or organisations without explicit written authority from the Head of Systems Assurance or the Deputy Senior Information Risk Owner. It must not be shared with any offshore personnel or non-UK Nationals. 

This document or the information contained must not to be sent across the Internet without appropriate protection, such as in an encrypted file using either a self-decrypting archive or encrypted zip file and must not be processed or stored on unmanaged devices. 

All hard copies of this document are considered to be uncontrolled and when no longer required must be disposed of or destroyed by either cross-cut shredding or placing the document in a secure bin for shredding or other approved physical destruction method.
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1 [bookmark: _Toc450211084]Introduction

This document is presented as a statement of security assurance for the under-mentioned solution used by the department to store and process OFFICIAL information (including OFFICIAL–SENSITIVE – delete, if not applicable). The following sections will provide further detail on the requirements, acknowledged controls and assertions associated with this assurance.

[Insert System / Service Name Here]

[bookmark: _Toc450211085]IT Systems Assurance Team (ITSAT) Statement

ITSAT confirms that, on behalf of the SIRO, a review of the assurance evidence and risk management approach presented at Section 3 of this document has been carried out and, where necessary, relevant advisories have been added at Section 6 of the document. ITSAT accepts that the statements made in this document, based on the information to hand, are correct and that this document is an accurate reflection of the security assurance surrounding the documented solution. 

Information from this and other documents shall be used by ITSAT to draw up and issue a Security Assurance Statement that will describe the assessed level of security assurance afforded to the system, service, application or network. 

[bookmark: _Ref401497763][bookmark: _Toc450211086]Assurance Review Conditions

This document shall be maintained as a “living” record of the assurance aspects of the [Insert System / Service Name].  Any security-relevant changes, such as those outlined below, shall initiate a review of the security assurance surrounding the system or service. These changes may include:

Any major changes to the system, service or application architecture, including the addition of any internal or external connectivity.

A change in the status of the user groups or their security clearances.

A change in the risk or threat profile associated with the system, service or application.

A major security concern, be it a single significant incident or an accumulation of minor incidents.

A change in business circumstances and opportunities, including service and support, outsourcing, offshoring or a change in circumstances within a supplier organisation, including a shortfall in the working practices of a supplier.

The introduction of a new business requirement or changes to the scope of use.

A change to the HMG Security Policy Framework (SPF), legislation or other overarching security polices and guidance, that materially affect the security and operation of the system, service or application.

Any alteration in or additional levels of remote access and administration.

A change in the supporting assurances, such as the loss of security assurance for a major supporting component.

A change which affects the physical security of one or more data centres or operational management centres, including disaster recovery, backup and archive storage, used to house and support the service, including changes to suppliers or locations.

The IT Systems Assurance Advisor (ITSAA) can advise on which changes would be considered as being of security relevance, and should be consulted if there is any doubt.



[bookmark: _Toc450211087]Assurance History

The following table maintains a historical record of the solution’s security assurance[footnoteRef:1]: [1:  	Note: If this is the initial systems assurance document, for the solution delete the existing text and table and replace these with the text stating that position.] 


		Date

		SIRO

		SRO

		ITSAT

		Proposed Review Date[footnoteRef:2] [2:  	The proposed review date does not indicate the expiry of the security assurance, but is intended as a simple check of the Assurance Review Conditions shown at Section 1.2 above.] 




		DD-MMM-YYYY

		[Name]

		[Name]

		[Name]

		[Enter Date]





2 [bookmark: _Toc421712165][bookmark: _Toc450211088]Background Information

Documents on which the solution’s security assurance is based:

		Title

		Reference (If Any)

		Version Number 

		Document Date



		[Document Name[

		[Document Reference]

		[Version Number]

		[Date]





1 [bookmark: _Toc376518883][bookmark: _Ref401505682][bookmark: _Ref401526017][bookmark: _Ref410818419][bookmark: _Toc421712166]

[bookmark: _Toc450211089]Solution High Level Overview

This section shall contain a high-level description of the system, service or application.

Architecture Overview Diagram



Insert Diagrams Here



Figure 1: Diagram of the System, Service or Application

Stakeholders[footnoteRef:3] [3:  	Section 2.1.2 Stakeholders should be amended to show the appropriate key stakeholder; the example above is neither fixed nor exhaustive.] 


The key stakeholders for this solution are:

		Appointment

		Name

		Appointment

		Name



		Senior Information Risk Owner (SIRO)

		

		Security & Information Risk Advisor (SIRA)

		



		IT Systems Assurance Advisor

		

		System Architect

		



		Senior Responsible Owner (SRO)

		

		System / Application Owner

		



		Project Manager (PM)

		

		Cloud Operations / Cyber Security

		





Solution Design Principles

Has the solution been designed using the following security and design principles guidance published by NCSC, if so detail the principles and other guidance used in designing the solution below:

· Cloud Security Principles. These principles will be used later in the document to complete the risk assessment for the solution. https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles

· Security Design Principles for Digital Services. These security design principles are intended to inform systems architecture design where there is no precedent or architectural pattern to follow. https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main

· Bulk Personal Data. Has a Bulk Assessment been completed and have the required control groups been applied to the design of the solution? If so has the result of the assessment been reported to the IT Systems Assurance Advisor. https://www.ncsc.gov.uk/guidance/protecting-bulk-personal-data-main

· [bookmark: _Toc488666411]End User Devices Security Guidance. This guidance is for any organisation wishing to secure the End User Devices (EUD) they use, but it is primarily to help system administrators make informed decisions about the configuration, management and use of EUDs, and risk owners understand the overall risk to their networks presented by their use. https://www.ncsc.gov.uk/guidance/end-user-device-security

Information Assets

Describe the information assets, including their classification and criticality to the business.

Geographical Locations

Provide details of the system, service or application locations covering the following bullet points:

· Hosting locations, this should detail the physical location of any physical, virtual or cloud environments and any disaster recovery locations;

· Department or third party management and administration centres;

· User locations; e.g. departmental locations or, if a shared solution, other user groups.

Users and Usage

Provide a bulleted list of the system, service or application’s users, roles, security clearance(s) and location; this list should include any external users and third-party support and development providers.

Interconnections and Interfaces

Provide details of all internal and external system or network interconnections and interfaces used by the system, service or application.

Exchange of Information

Does the system facilitate the exchange of information either across the department or to external organisations, if so provide details of all such information exchanges and data sources used by the system, service or application? This should include a statement that all information exchanges and data sources are subject to content checking for viruses and malicious code.

3 [bookmark: _Toc450211090]Risk Assurance Summary

2 

[bookmark: _Toc450211091]Business Impact Assessment (BIA)[footnoteRef:4] [4:  	Further advice on how to value and assess departmental information can be found in “OGSIRO Guidance: Information Risk Appetite v1.0; 4 June 2015”.] 


The department’s stated Risk Appetite and Risk Tolerance ranges from “OPEN” to “CAUTIOUS” dependent of the information being stored or processed. This approach is aligned with a classification of OFFICIAL (including OFFICIAL–SENSITIVE) and is defined as having a “preference for safe delivery options that have a low to medium degree of residual risk”. The forms of risk which, if realised, would be regarded as unacceptable to the department include, but are not limited to, the following:

Describe the business risks and potential impacts to the information being stored or processed should the risks be realised. For instance:

The forms of risk which, if realised, would be regarded as unacceptable include, but are not limited to, the following:

· Confidentiality: Any exposure of financial information relating to the provision of funding to schools, academies and other educational institutes throughout the UK which is considered to be sensitive business information or, in the case of personal data (as defined by the Data Protection Act), any exposure of personal information that would cause unnecessary harm or distress to an individual or individuals. 

· Integrity: Errors introduced to personnel records and financial information, or malicious modification of data or code by unauthorised individuals would be damaging to the department’s operations.

· Availability: Any extended loss of service outside of planned maintenance windows.

· Financial Impacts: Mistakes likely to result in inaccuracies, or any malicious modification of data or code or fraudulent activity by any individual within the department’s financial systems would be seriously damaging to the department’s operations and must be avoided.  

· Reputation impacts: Any visible breach of the service or a publicised failure to deliver against public commitments.

· Legal and Compliance: Any breach of HMG or departmental policy, any breach of the law, including the Data Protection Act 1998, or a lack of confidence in the security of the solution.

[bookmark: _Toc450211092]Offshoring

Is the solution, together with any information being stored or processed subject to offshoring outside of the UK Mainland; this includes any support or development activities carried out on the solution. If so have you completed the Department’s Offshoring Application and submitted this to your IT Systems Assurance Advisor for approval by the DfE SIRO?

Data Privacy Impact Assessment (DPIA)

Does the solution store or process personal data? If so, has the project conducted a DPIA pre-assessment or full DPIA assessment? Was the assessment reviewed and accepted by the department’s legal team and/or business data controller? What were the findings and decision made?

[bookmark: _Toc450211093][bookmark: _Ref401499282]Overall Scope of Security Assurance

Describe the boundaries of the scope of assurance, including details of interfaces or interconnections, any components where a level of assurance can be drawn from, such as pre-existing certifications, accreditations or product assurances. 



Insert the Scope of Security Assurance Diagram Here[footnoteRef:5] [5:      This diagram should be based on either the HMG IS1&2 Domain or DBSy Domain Models and must clearly show the system components that are inside the scope of assurance.] 




Figure 2: XXX System Assurance and Reliance Scope

[bookmark: _Toc450211094]Assurance Components[footnoteRef:6] [6:  	Note the section headings below are provided as an example of assurance component that may be used to show compliance, these heading are not exclusive and can be replaced or supplemented by other components. Security Assurance Components that should be considered are shown within the DfE Security Assurance Component Guidance on the DfE Intranet Pages. ] 


Assurance of the solution has been derived from a number of sources, these ‘assurance components’ are listed under the headings below with a brief description of the attribute and assurance being claimed.

Policy, Procedures, Processes, Standards and Guidance

Provide details of the relevant HMG or departmental policy and guidance used in the development of the system, service or application confirming that the solution conforms to published HMG and departmental policy and guidance, such as the End User Device Guides. Provide a bulleted list with a brief description of the assurance attributes used.

	Access Control:

Provide details of the solution’s user provisioning approval and authentication processes, how are user accounts and privileges assigned and reviewed.

	Password Management

Provide details of the solution’s password management structure, including length, complexity, aging and lockout mechanism. Do any users, including any external users and third-party support and development providers access the system using two-factor authentication or any other secure access solution?

Legal and Regulatory Assurance

Provide confirmation that the system, service or application and its planned use meets applicable legal and regulatory requirements. If a project has a particular legal or regulatory impact reference this here.

	Commercial Assurance

Provide confirmation that suitable contractual terms are in place for the deployment and use of the system, service or application.

Use of Certified Products[footnoteRef:7] [7:  	Note: Section 3.5.6 does not verify that the control components have been properly configured, or that the components are correctly or robustly implemented. This will be confirmed by relevant system and security testing, and IT Health Checks.] 


Provide a list of products which have claimed certifications e.g. FIPS 140-2.

Compliance to Recognised Standards

Provide details of any certification or compliance to a recognised standard, such as ISO / IEC 27001 or other valid standard held by the supplier. Please include certificate reference and validity dates. A copy of the certificate should also be provided as supporting evidence for the claimed assurance.

Security Inspections and Validation Testing

System Testing

Confirm that the system, service or application has successfully passed through end-to-end system and operational testing and that all identified defects were resolved. Validation of the end-to-end system testing should be sought, verified where necessary and referenced here.

IT Health Check[footnoteRef:8] [8:  	ITSAT has published an ITHC Guidance document to assist projects in the scoping of IT Health Checks.] 


Confirm that the IT Health Check (ITHC) scope of testing was both appropriate and proportionate to the system, service or application, that all service-impacting controls were within scope of the testing and a qualified Cyber Certified Professional Security & Information Risk Advisor (CCP SIRA), or the IT Systems Assurance Advisor, validated the scope. The scope document should be referenced here.

The ITHC should be carried out by an independent certified ITHC provider, such as those registered in the NCSC CHECK scheme. The ITHC should address and report on all areas covered in the ITHC scope. The ITHC report, not the content, should be referenced here.

A qualified CCP SIRA should review the ITHC report. All risks and issues should be clearly identified and, where action is deemed necessary, a remedial action plan to address the notified risk and issues shall be drawn up and referenced here. Note: it is the responsibility of the project and the assigned SRO to ensure that appropriate, proportionate IT Health checks have been complete, and all findings remediated. 

4 [bookmark: _Toc450211095][bookmark: _Toc421712172]Risk Assessment and Treatment[footnoteRef:9] [9:  	The risk assessment process detailed above is predicated on the fourteen (14) published NCSC Security Principles. If a different assessment methodology is used then this should be briefly described at Section 4.5. ] 


The risk assessment approach preferred by the department is the application of the fourteen (14) published NCSC Security Principles which set out a common approach to implementing security assurance as detailed by the documents below. This approach also allows for the use of a more defined risk assessment using an acceptable methodology to be overlaid:

· Cloud Security Principles:

https://www.gov.uk/government/publications/cloud-security-guidance-introduction/cloud-security-guidance-introduction

· Cloud Security Guidance - Risk Management:

https://www.gov.uk/government/publications/cloud-security-guidance-risk-management

3 

[bookmark: _Toc450211096]Risk Assessment

Describe the risk assessment methodology used in creating this assessment, e.g. the solution was assessed using the fourteen (14) published NCSC Security Principles, which provide a number of means by which the risks can be identified. Provide details of any review of the applied controls and their implementation by a suitably qualified individual, such as a CCP SIRA, or a recognised subject matter expert, who reviews the scope of the certification and the implementation of the controls. This approach provides a higher degree of confidence that the service meets the stated objectives through certification against an appropriate standard. If another risk assessment methodology has been used to supplement the security principles summarise this here by stating the number of risks and issues and levels of risk found and provide reference to the assessment report here. 

[bookmark: _Toc450211097]Risk Treatment[footnoteRef:10] [10:  	The Centre for Internet Security Critical Security Controls can be found at: http://www.cisecurity.org/critical-controls.cfm  
] 


Provide details of any review of the controls applied following the risk assessment described at 4.1 and their implementation by a suitably qualified individual, such as a CCP SIRA, or a recognised subject matter expert. 

Controls that are both appropriate and proportionate to the identified risk should be selected and implemented to treat the risk. These controls can be selected from a number of different sources, such as the ISO / IEC 27002, Centre for Internet Security Critical Security Controls, Cobit 5 or NIST standards which are recognised and widely used within industry. This approach provides a higher degree of confidence that the service meets the stated objectives through certification against an appropriate standard.

Cloud Security Principles

Data in Transit Protection

		Principle

		Consumer data transiting networks should be adequately protected against tampering and eavesdropping via a combination of network protection and encryption. If this principle is not implemented, then the integrity or confidentiality of the data may be compromised whilst in transit.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Asset Protection and Resilience

		Principle

		Consumer data, and the assets storing or processing it, should be protected against physical tampering, loss, damage or seizure[footnoteRef:11]. If this principle is not implemented, inappropriately protected consumer data could be compromised which may result in legal and regulatory sanction, or reputational damage. [11:  	The protection of DfE information as an asset at rest or store will require the use of an approved encryption product, the protection of physical infrastructure storing or processing DfE information will require physical security measure to be implemented. ] 




		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Separation between Consumers

		Principle

		Separation should exist between different consumers of the service to prevent malicious or compromised consumers from affecting the service or data of another. If this principle is not implemented, service providers cannot prevent a consumer of the service affecting the confidentiality or integrity of another consumer’s data or service.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Governance 

		Principle

		The service provider should have a security governance framework that coordinates and directs their overall approach to the management of the service and information within it. If this principle is not implemented, any procedural, personnel, physical and technical controls in place will not remain effective when responding to changes in the service and to threat and technology developments.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Operational Security

		Principle

		The service provider should have processes and procedures in place to ensure the operational security of the service. If this principle is not implemented, the service can’t be operated and managed securely in order to impede, detect or prevent attacks against it.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Personnel Security

		Principle

		Service provider staff should be subject to personnel security screening and security education for their role. If this principle is not implemented, the likelihood of accidental or malicious compromise of consumer data by service provider personnel is increased.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Secure Development

		Principle

		Services should be designed and developed to identify and mitigate threats to their security. If this principle is not implemented, services may be vulnerable to security issues which could compromise consumer data, cause loss of service or enable other malicious activity.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Supply Chain Security

		Principle

		The service provider should ensure that its supply chain satisfactorily supports all of the security principles that the service claims to implement. If this principle is not implemented, it is possible that supply chain compromise can undermine the security of the service and affect the implementation of other security principles.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Secure Consumer Management

		Principle

		Consumers should be provided with the tools required to help them securely manage their service. If this principle is not implemented, unauthorised people may be able to access and alter consumers’ resources, applications and data.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Identity and Authentication

		Principle

		Access to all service interfaces, for consumers and providers, should be constrained to authenticated and authorised individuals. If this principle is not implemented, unauthorised changes to a consumer’s service, theft or modification of data or denial of service may occur. 



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





External Interface Protection

		Principle

		All external or less trusted interfaces of the service should be identified and have appropriate protections to defend against attacks through them. If this principle is not implemented, interfaces could be subverted by attackers in order to gain access to the service or data within it.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Secure Service Administration

		Principle

		The methods used by the service provider’s administrators to manage the operational service should be designed to mitigate any risk of exploitation that could undermine the security of the service. If this principle is not implemented, an attacker may have the means to bypass security controls and steal or manipulate large volumes of data. 



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Audit Information Provision to Consumers

		Principle

		Consumers should be provided with the audit records they need to monitor access to their service and the data held within it. If this principle is not implemented, consumers will not be able to detect and respond to inappropriate or malicious use of their service or data within reasonable timescales.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





Secure Use of the Service by the Consumer

		Principle

		Consumers have certain responsibilities when using a service in order for this use to remain secure, and for their data to be adequately protected. If this principle is not implemented, the security of cloud services and the data held within them can be undermined by poor use of the service by consumers.



		Identified Risks

		· Provide a bulleted list any identified risks and shortfalls here. Each risk should have a unique identifier, a description of the risk and risk level.



		Controls Applied

		· Provide a bulleted list of the Controls applicable to this principle should display a unique control identifier, used for each instance of the controls implementation; a description of the control applied should be included.



		Residual Risks

		· Provide a bulleted list of the Residual risks identified here; any risks shown here must be included in the DSAM-5 – Residual Risk Statement. Each residual risk should have a unique identifier, a description of the risk, an initial risk level, the treatment approach and a final risk level.





[bookmark: _Toc450211098]Additional Risk Assessment Overlay

The use of any additional risk assessment methodologies, such as; HMG IS1&2 or ISO 27005 used in the assessment or treatment of risks to this solution shall be summarised, and references to the full assessment provided here.

5 [bookmark: _Toc450211100]In-Service - Security Assurance Plan

An ‘In-Service - Security Assurance Plan’ should be drawn up and implemented to ensure the continued assurance of the system, service or application throughout its life-cycle. The plan shall contain details of the business accountability, task owner and frequency of the task. Areas to be covered as a minimum by this plan include, but are not limited to, the following: 

· Security Policy Reviews;

· Risk Reviews;

· Security Assurance Report Reviews;

· Security Control Reviews;

· IT Health Check / Penetration Testing, planning, completion and remediation;

· Protective Monitoring;

· Physical Security Inspections;

· System Audits,

· Software Updates and Patching

· Security Operating Instructions,

· Service Operating Manuals,

· Incident Reporting and Management,

· Supplier Reviews, etc.  



		DSAM Form 4 – Security Assurance Report v2.0.2

		OFFICIAL-SENSITIVE (When Completed)

		Page 1 of 4





					

		DSAM Form 4 – Security Assurance Report v2.0.2

		OFFICIAL-SENSITIVE (When Completed)

		Page 14 of 14







image1.png

Department
for Education







image28.emf
DSAM-Form-5-Resi dual-Risk-and-System-Assurance-statement.docx


DSAM-Form-5-Residual-Risk-and-System-Assurance-statement.docx
		

		OFFICIAL-SENSITIVE (When Completed)

		







		

		OFFICIAL-SENSITIVE (When Completed)

		







[image: https://educationgovuk.sharepoint.com/how-do-i/communications/Documents/branding/dfe-standard-jpg.jpg]



Residual Risk and Security Assurance Statement

[Insert System, Service or Application Name]

Issued [Insert Date]







Version X.X















































Type B – Security Assurance Questionnaire





		This document is an OFFICIAL document and may contain sensitive information about the departments approach to security assurance and configuration of departmental systems, services and applications. 

The information contained in this document should only be disseminated and retained by individuals within the Department for Education Digital, Data & Technology and trusted third party providers and their representatives. 

The document and the information contained may only be shared with external personnel with a ‘need to know’ criteria who hold a minimum of UK BPSS security clearance or equivalent. 

It is not to be shared with sub-contractors or organisations without explicit written authority from the Head of Systems Assurance or the Deputy Senior Information Risk Owner. It must not be shared with any offshore personnel or non-UK Nationals. 

This document or the information contained must not to be sent across the Internet without appropriate protection, such as in an encrypted file using either a self-decrypting archive or encrypted zip file and must not be processed or stored on unmanaged devices. 

All hard copies of this document are considered to be uncontrolled and when no longer required must be disposed of or destroyed by either cross-cut shredding or placing the document in a secure bin for shredding or other approved physical destruction method.
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[bookmark: _Toc497234435]Introduction

This document forms the residual risk and security assurance statement for the [Insert system, service, application or network name]. These risks are what remain following risk treatment. 

[bookmark: _Toc497234436]Part 1 - Residual Risks and Issues (To be completed by CCP SIRA or Project Manager)

The following residual risks and issues pertaining to the system, service, application or network remain following implementation of available measures and security controls:

2.1	Non-ITHC Risks

[bookmark: _Toc497234437][Insert Risk or Issue Identifier and Name]

· Example Risk: There is a risk, due to an inability to purge individual sections of the storage medium, that data containing personal information may be retained beyond its business requirement leading to a risk of exposure if there is a security breach, leading to a potential breach of the Data Protection Act 1998. However, the likelihood of exposure of this retained data is minimal due to the protective controls applied to the overall solution and the Residual Risk Rating is Low.

[bookmark: _Toc497234438][Insert Risk or Issue Identifier and Name]

· Example Risk: There is a risk that third party supplier will be unable to support the xxxx system due to a shortfall in linux knowledge within the current support team. Although a failure is possible the risk is minimal as the xxxx system is not a critical business asset and can be recovered within 24 – 48 hours the Residual Risk Rating is therefore considered to be Low.

ITHC Risks

[Insert Risk or Issue Identifier and Name]

· Example Risk: Medium rated risk. Testing identified that a weak user account lockout policy was configured on the server. There is a risk that an attacker could brute-force user passwords by making repeated attempts to logon until the correct password is found.









[bookmark: _Toc497234439]Part 2 - Security Assurance Statement (To be completed by ITSAT)

[bookmark: _Toc425243959]The undermentioned system, service, application or network has been through a security assurance assessment for the storage and processing of departmental information. The purpose of the assessment is to measure the risks and assurance levels pertaining to the system, notify the business of those risks and assurances and provide the Senior Responsible Owner (SRO) with any necessary information on which to base their risk ownership decision. The assessment was based on the documents listed at Section 3.1 of this document.

		System / Service Name

		Classification



		[Insert System / Service / Application or Network Name]

		OFFICIAL (including OFFICIAL–SENSITIVE – delete, if not applicable)





[bookmark: _Toc497234440]Document Reference(s)

· [Insert bulleted list of referenced documents here, this should include; the document title, any reference, date and version number]

[bookmark: _Toc497234441]Observed Risk and Assurance Levels (To be completed by ITSAT)

Following assessment, it is the opinion of the IT Systems Assurance Team (ITSAT) that the residual and unmitigated risks surrounding the above system, are:

[bookmark: _Toc497234442]Risk Rating:

The observed residual risk rating following any risk mitigation for this system is: Critical / Significant / High / Medium / Low / Very Low*

The reason for this rating is…

[bookmark: _Toc497234443]Security Assurance Level: 

The assessed security assurance level for the system is: High / Medium / Low*

This assessment is made based on…












[bookmark: _Toc497234445]ITSAT Security Advisories (To be completed by ITSAT)

The following ITSAT security advisories are made in respect of the [Insert System / Service / Application or Network Name]:

		Advisory Number

		Details



		[Enter Advisory No.]

		[Enter security advisory details here]



		

		








[bookmark: _Toc497234446]Part 3 - Risk Ownership[footnoteRef:1] [1:  	Note: In all cases, a scanned copy of this document signed by the SRO / IAO or an email attributable to the SRO / IAO must be forwarded to ITSAT and retained. ] 


As the Senior Responsible Owner / Information Asset Owner for the above-named system, service application or network; I confirm that I been briefed on the unmitigated or residual risks detailed above and that these risks and issues are understood and owned by me.

		Name

		Signature

		Appointment

		Contact Details

(Email / Phone)
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DSAM Form 1B (Business Services) —v1.0
Notes for the use of the Business Service Assurance Model (B-SAM) Process

This process model is intended for use on business services contracts that involve either:
e The creation or sharing of departmental information with a supplier, or;
e The use of a supplier owned ICT system, outside of the department’s jurisdiction or control, that will be used by the supplier to store or process departmental information related to the business service.

Step 1: At project launch; the business should appoint a senior manager as the Senior Responsible Owner (SRO). This person shall be expected to own any unmitigated or residual security-related risks identified by the project until these are
formally handed over and accepted by the Service Owner.

Step 2: The SRO shall confirm the business service requirements, plus the classification, sensitivity and content of the information to be stored or processed by the service. This includes understanding and communicating the risk appetite and
tolerance business impact for the information should there be a loss of control of the information to be stored or processed.

Step 3: A Project Manager (PM) is appointed by the business. The PM completes the Security Assurance Engagement Form (DSAM Form 3) and Triage Form (DSAM Form 4) on behalf of the SRO using the information detailed at Step 2
above and sends the completed forms for an initial assessment to the Departmental Security Unit (DSU), via the Enquires.DSU@education.gsi.gov.uk mailbox. The PM shall also initiate any necessary offshoring application (see OGSIRO
Offshoring Policy on the DSU Intranet) and Privacy Impact Assessment (PIA) required and forward the documents required by these processes to the appropriate recipients.

The PM identifies potential suppliers for the planned business service to be issued with the ITT / RFQ. Suppliers responses are reviewed to select suitable products or services and create a shortlist of potential suppliers.

Step 4: The project engages with Commercial Division. The procurement lead shall review the requirements and provide the PM with the business service security clauses for inclusion in the ITT / RFQ (Note: Section 12 of the commercial
Division’s Library of Special Clauses document has been developed to aid this process. However, it should be noted that for Business Services ITT/RFQ/Contracts only Section 12 Clauses 1 to 22 are relevant). The PM identifies potential
products and suppliers for the planned business service and issuesthe ITT/RFQ. Supplier responses are reviewed to select suitable products or services to create a shortlist of potential suppliers.

Step 5: Commercial Division engages with the shortlisted supplier(s) to negotiate the contract, which shall include the business service security clauses (See Section 12 of the Library of Special Clauses). The PM to be kept informed of
progress.

Step 6: The DSU shall review the Security Assurance Engagement Form (DSAM Form 3) and Triage Form (DSAM Form 4) for the business service and confirm the engagement type with the PM.

Step 7: PMissues the selected / shortlisted suppliers with the Government Supplier Assurance Framework documents for the self-assessment of suppliers requesting these be completed in full. Completed Supplier Assurance Forms shall as
far as is possible be reviewed by a project CCSC/CCP SIRA to identify potential risks and issues. If this appointment is not in place the completed form may be passed to DSU. In all cases, the PM is advised to ask the supplier(s) to provide
evidence of any audits (e.g. ISO/IEC 27001 Certificate, plus Scope of Certification and Statement of Applicability) and any IT Health Check/Penetration Test Reports for the service, if there is no evidence of an IT Health Check / Penetration
Test having been completed then arrangements should be made to carry out the required testing. Note: Refusal by a supplier to meet this assurance requirement will be seen as a potential risk to the service and departmental information.

Note 1: It is strongly recommended that the SRO and PM engage with a suitably qualified CESG Certified Security Consultancy (CCSC) or CESG Certified Professional (CCP) Security & Information Risk Advisor (SIRA) to complete
these supplier selection assessments and to provide appropriate security advice to the project. This role will not be fulfilled by DSU.

Note 2: The Government Supplier Assurance Framework is located on Gov.UK at: https://www.gov.uk/government/publications/government-supplier-assurance-framework and is available for the supplier to download directly. If DSU
is asked to assess the supplier provided Government Supplier Assurance Framework documents it will only review a maximum of three self-assessment questionnaires so it is essential that only the shortlisted suppliers are requested to
complete the questionnaire and return these via the PM.

Step 8: Completed Supplier Assurance Forms and the supporting Security Assurance Components (See DSAM Form 2) listed at Step 7 above (Audits / ITHC) are reviewed by DSU, where necessary, and a note of risks to departmental
information are passed back to the PM to facilitate an informed decision on risk acceptance by the SRO.

Step 9: The SRO is informed of potential risks and issues surrounding each supplier or solution and based on the available information, decides which supplier or product fits the business requirement and whether to accept or reject the risks
applicable to the solution. The PM prepares the Residual Risk Statement (DSAM Form 9) ensuring that all identified risks and issues are captured on the form.

Step 10: The SRO is asked to sign the Residual Risk Statement (DSAM Form 9). If the SRO rejects the risks then proceed to Step 11. If the SRO accepts the risks, go to Step 12.
Step 11: If the SRO rejects the notified risks, the project should be paused and re-assessed by the SRO in consultation with the key stakeholders, e.g. SIRO, Commercial Division, PM, SIRA and DSU.
Step 12: Contract signing and project go-live and closure.

Step 13: This step can be initiated at any point within the process if significant risks are identified where no simple resolution can be recommended. The SIRO will have access to information on all assurance projects via transparent reporting
provided by DSU. However, if deemed necessary, DSU will inform the SIRO of the circumstances regarding any project that, following remediation the solution, retains significant risks and issues. The SIRO will be provided with a statement of
the notified risks and issues and the levels of security assurance surrounding the solution for a decision.
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Statement of Assurance Questionnaire.xls
Introduction

		

		Supplier Assurance Framework

		Statement of Assurance

		This assessment has been designed to enable Government Departments to gain a level of assurance from their suppliers and service providers with regard to the security of our assets throughout the lifetime of your contract and potentially beyond.

The Security Policy Framework (SPF) describes the security controls to be applied to UK Government assets. It focuses on security outcomes that are necessary to achieve a proportionate and risk managed approach to security that enables government business to function effectively, safely and securely. As a supplier or service provider to Government you should be aware that there will be security controls listed in the SPF that you need to apply in order to provide us with the assurance we require to continue to share our assets with you. These will be spelt out in your contractual terms and conditions.

		In order to help you to align to and better understand the requirements of the SPF, a reference to the related section is assigned to relevant questions. Recognising that many of our private sector partners work to the security information management system requirements specified in ISO/IEC 27001:2013, the relevant section of ISO/IEC 27001:2013 (or version 2005) is also listed where applicable. In addition to the above suppliers and service providers are also expected to meet their legal responsibilities as defined in relevant Acts of Parliament, this includes but is not limited to the Data Protection Act.  Cyber Essentials defines a set of controls which, when properly implemented, will provide organisations with basic protection from the most prevalent forms of threat coming from the Internet. These controls are referenced where applicable.  See www.gov.uk/government/publications/cyber-essentials-scheme-overview.

		The assessment aims to be relevant to organisations of any size. It is anticipated that the majority of suppliers or service providers will complete the assessment at a contract or service level. The option to complete an assessment that is relevant for your entire organisation is available but should only be selected if the answers provided are the same for each of the services you supply to us.





Questionnaire

		Supplier Assurance Framework

		Organisation:				Contract Name;				Enquiry Type:		RFI

		Department:				Date Completed:

		Name:				Position:				Contact Telephone Number:

		Questionnaire						Information and Guidance

		Question		Response		Response Comments		Question Guidance - These are examples of the types of controls  which maybe appropriate to manage the risks.  However this list is not exhaustive. The importance thing here is to ensure the risks are identified and managed at a level which is acceptable to the delivery of the service and aligned to HMG departments risk appetite.		Corresponding Framework		Risk
Score/Indicator		Critical

		1.0 Introductory Questions

		1.1 To what part of your organisation does this self-assessment relate?		Please Select Answer

		1.2 Which of the following most closely describes the service you provide to us?

		Professional Services		Please Select Answer

		Information and Communications Technology (ICT) Services		Please Select Answer

		Business Process Outsourcing		Please Select Answer

		Estates, Facilities Management (FM), Guarding and Support Services		Please Select Answer

		Transport/Mail		Please Select Answer

		Storage/Archive		Please Select Answer

		Operational Equipment and Office Supplies		Please Select Answer

		Other		Please Select Answer

		1.3 Please provide more detail about your organisation/the service/the contract:		[Mandatory free text]

		1.4 Who is responsible for the security aspects of the service you provide? (Please Specify Full Name and Role)		[Mandatory free text]

		2.0 Risk Analysis - Risk can be defined as the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to individuals and the organisation. The following section aims to help us determine which aspects of the service you provide increase the impact or likelihood of a compromise to the confidentiality, integrity or availability of our assets. The responses you provide here will determine the route you will take though the remainder of the self-assessment.

		2.1 Do you have access to, process or store any of
our assets (including data) in the delivery of your service?		Please Select Answer				An asset could be information, personnel or any object with value (eg, a computer system, money, a passport etc).
The Cabinet Office Security Policy Framework, and associated policy and guidance outlines the mandatory steps Government must take to protect our assets. Including those that are shared with suppliers and delivery partners.				If the supplier does not handle any Departmental assets then consideration should be given as to whether or not they should be in scope of the assessment. Exit self-assessment.

		2.2 Do you have access to, process or store our data in the delivery of your service?		Please Select Answer				Information is a key asset to Government and its correct handling is vital to the safe and effective delivery of public services. Some of the assessment focuses specifically on information assets. Your response to this question will impact on your route through the assessment.				Risk if the supplier Handles our Data. If the supplier does not handle any of our data then further investigation of the type of data they handle (sensitivity, number of records, where the data is held, type of access) is irrelevant. Skip: 2.3 - 2.11

		2.3 In the delivery of your service which of the following types of our data do you store/process?						If you are unsure of the classification of the assets that you process or store on our behalf you should consult your departmental contact before proceeding.
The Information Commissioner's Office publish an official definition of personal and sensitive personal data. Found here: http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx

		Personal data as defined by the Data Protection Act		Please Select Answer

		Sensitive personal as defined as the Data Protection Act		Please Select Answer

		OFFICIAL		Please Select Answer

		SECRET		Please Select Answer

		TOP SECRET		Please Select Answer

		2.4 What volume of personal data do you process?		Please Select Answer								Above 1000 records

		2.5 Where is our data held?		Please Select Answer								Data Held Offshore

		2.6 Where is our data accessed from?		Please Select Answer								Data Accessed Offshore

		2.7 Which of the following describe the type of access you have to our data?		Please Select Answer								Ability to Amend our data

		2.8 Approximately how many of your staff have access to our assets?		Please Select Answer								Large numbers of staff access our data

		2.9 Do you use sub-contractors in the delivery of your service?		Please Select Answer								Use of Sub-contractors
If the supplier does not use sub contractors in the delivery of their service then further probing with regards to the number of sub-contractors, or their compliance with our Security Policy, is unnecessary.

		2.10 How many of your subcontractors have access to our assets?		Please Select Answer								Sub-contractors have access to our assets

		2.11 Which of the following best describes how you use ICT systems to deliver your service?		Please Select Answer								Uses own systems, uses shared systems
If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 2 may not be relevant. Skip section 2

		2.12 In relation to the ICT systems used to deliver your service, which of the following is true?

		We permit the use of removable media		Please Select Answer								Allows use of removable media

		We permit remote working		Please Select Answer								Allows Remote working

		We allow staff to connect their own devices to our ICT systems		Please Select Answer								Allows BYOD

		2.13 Which of the following best describes the location from which you deliver your service?		Please Select Answer								If the supplier delivers from Departmental premises then section 2 may not be relevant. Skip section 2.

		2.14 Does any part of the service you deliver form part of the country's Critical National Infrastructure?		Please Select Answer								Part of CNI

		3.0 Information Systems - This section seeks to determine your approach to securing ICT systems used in the delivery of your service, in particular those that are used to process our information assets.

		3.1 Does your organisation hold any accreditations or certifications relating to ICT systems used in the delivery of your service?						All HMG activities attract risk. Risks need to be assessed by government organisations so that they can make informed, practical and effective business enabling decisions.
Government organisations will have: A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management;		SPF - Risk Management

		a) Yes, ICT system/s have been formally accredited by a government Department/Agency [Please provide details]		Please Select Answer								5

		b) Yes, ICT system/s are ISO27001:2013/2005 certified [Insert certificate number]		Please Select Answer								5

		c) Yes, ICT system/s are compliant with ISO27001:2013/2005		Please Select Answer								3

		d) Yes, our system/s are compliant with a standard that is aligned to ISO27001:2013/2005 [Please provide details]		Please Select Answer								3

		e) Yes, Cyber Essentials Plus [Insert certificate number]		Please Select Answer								0

		f) Yes, Cyber Essentials		Please Select Answer

		3.2 Has a technical risk assessment been performed to identify a set of proportionate risk treatment controls?		Please Select Answer				a. A mature understanding of the security risks throughout the organisation, where appropriate this will be informed by the National Technical Authorities;		SPF - Risk Management		5 - Yes with review
3 - Yes
0 - No		Critical

		3.3 Are security operating procedures in place governing the use of your ICT systems? Do these cover home and mobile working?		Please Select Answer				c. Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are associated with business activities
d. Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within agreed appetites; 
e. Assurance processes to make sure that mitigations are, and remain effective.		SPF - Culture Awareness
ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.1, A9.4		3 - Yes with signed acknowledgement
2 - Yes
0 - No

		3.4 Are access controls in place to ensure information is only available to system users who require access?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11
ISO27001:2013 - A.9, A.11
Cyber Essential:3 User Access Control		3 - Yes with Policy
2 - Yes
0 - No

		3.5 Are acceptable use policies in place which outline the rules for acceptable use of information and assets?		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.7.1.3		3 - Yes
0 - No

		3.6 Are policies and controls in place to ensure the following?						a. Identified if technology and services are Critical National Infrastructure (CNI), and risk manage accordingly:
b. Risk-informed security controls which:
• Mitigate applicable threats;
• Are kept current and actively managed;
• Protect against, detect and correct malicious behaviour;
• Ensure that critical technology and services are resilient to disruptive challenges such as cyber attacks, and have the means to recover from these.		SPF - Technology & Services

		Boundary protection is in place on all systems with a connection to an un-trusted network.		Please Select Answer						ISO27001:2005 - A.10.6
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3

		Timely patching is applied against known vulnerabilities.		Please Select Answer						ISO27001:2005 - A.12.6.1, A12.4.1
ISO27001:2013 - A.12.5, A.6
Cyber Essentials:5 Patch Management		3

		Systems are protected from malicious and mobile code.		Please Select Answer						ISO27001:2005 - A.10.4
ISO27001:2013 - A.12.2
Cyber Essentials:4 Malware Protection		3

		Software and hardware is locked down to restrict unnecessary services.		Please Select Answer						ISO27001:2005 - A.11.2.2, A11.5.4
ISO27001:2013 - A.9.4.4
Cyber Essentials:2 Secure Configuration		3

		A protective monitoring regime is in place to oversee how ICT systems are used.		Please Select Answer						ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.4		3

		3.7 Are network security boundaries defined and enforced to group users, services and information that require different levels of protection?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11.4.5
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3 - Yes
0 - No

		3.8 In relation to your use of electronic storage media (include removable media), which of the following area are covered by documented policies and procedures?								SPF - Technology & Services
ISO27001:2005 - A.10.7
ISO27001:2013 - A.8.3
Cyber Essentials:2 Secure Configuration

		Control		Please Select Answer								1

		Protection		Please Select Answer								1

		Secure use		Please Select Answer								1

		Destruction		Please Select Answer								1

		3.9 Are policies and controls in place to manage the risks of working in non-secure environments?		Please Select Answer						SPF - Technology & Services
SPF - Culture Awareness
ISO27001:2005 - A.11.7
ISO27001:2013 - A.6.2		5 - No remote working
3 - Yes
0 - No

		3.10 Are back-up copies of information and software taken regularly?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.10.5
ISO27001:2013 - A.12.3		5 - Yes Policy tested
3 - Yes
0 - No

		3.11 Has the security of your ICT been evaluated through penetration testing?		Please Select Answer				This should take account of technical vulnerabilities, restrictions to software installation and audit controls to minimise disruptions to business operations.		SPF - Technology & Services
ISO27001:2013 - A.12.6		5 - CESG
4 - External Organisation
3 - Cyber Essentials
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		4.0 Physical & Environmental - This section seeks to determine your approach to physically securing sites used in the delivery of your service, in particular those sites at which our assets are processed or stored. Physical security describes a range of controls that are intended to protect individuals from violence; prevent unauthorised access to sites and / or protectively marked material (and other valuable assets); and reduce the risk of a range of physical threats and mitigate their impact to a level that is acceptable to the organisation. Security must be incorporated into the initial stages of planning, selecting, designing or modifying any building or facility, using appropriate methodologies; putting in place integrated and proportionate control measures to prevent, deter, detect and/or delay attempted physical attacks, and to trigger an appropriate response.

		4.1 Has a review of the security risk assessment been carried out at sites used to process or store our assets in the last 12 months?		Please Select Answer				Appropriate physical security measures will ensure a safe and secure working environment for staff, that can protect against a wide range of threats (including criminality: theft and terrorism or espionage). If the supplier has not completed a risk assessment then the following question which relates to this risk assessment may not need to be completed. Skip 4.2.		SPF - Physical Security Measures and Counter Terrorism
ISO27001:2005 - A.9.1
ISO27001:2013 - A.11		3 - Yes
5 - Yes - Annual review
0 - No		Critical

		4.2 What areas did the risk assessment cover?						a. Processes and plans in place, including those developed from the early stages of building design, to determine the appropriate physical security requirements through planning and risk assessment;
b. Mechanisms to implement internal and external security controls in a layered fashion that deters or prevents unauthorised access and protect assets, especially those that are critical or sensitive against forcible or surreptitious attack;
c. Substantial controls for controlling access and proximity to the most high risk sites and Critical National Infrastructure assets.		SPF - Physical Security Measures and Counter Terrorism

		Perimeter Security		Please Select Answer						ISO27001:2013 - A.11.1.1		1

		Access Control		Please Select Answer						ISO27001:2005 - A.9.1.6
ISO27001:2013 - A.11.1.2		1

		Manned Guarding		Please Select Answer						ISO27001:2005 - A.9.1.2		1

		Incoming mail and delivery screening		Please Select Answer						ISO27001:2005 - A.9.1.1
ISO27001:2013 - A.11.1.6		1

		Secure areas and/or cabinets for the storage of sensitive assets.		Please Select Answer						ISO27001:2013 - A.11.1.6		1

		4.3 Which of the following are in place to ensure the physical security controls you have in place are fit for purpose?		Please Select Answer						SPF - Physical Security Measures		3
3

		4.4 Are processes and controls in place to ensure that equipment and cabling is protected and maintained so as to preserve the confidentiality, integrity and availability of our assets?		Please Select Answer				For more information please see ISO/IEC 27001.  This includes the requirement for equipment to be maintained in accordance with manufacturers instructions.		SPF - Physical Security Measures
ISO27001:2005 - A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.5, A.9.2.6
ISO27001:2013 - A.11.2.1, A11.2.2, A.11.2.3, A.11.2.4, A.11.2.5, A.11.2.6		3 - Yes
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		5.0 Personnel & HR - This section seeks to determine your approach to personnel security, security training and awareness programmes and how individual responsibility for security is made clear to your staff. Security responsibilities should be addressed prior to employment in adequate job descriptions and in terms and conditions of employment. They should be maintained throughout a member of staff’s time in employment. Controls should be put in place to ensure that employees understand their personal responsibility to safeguard sensitive assets.  As well as to ensure they are adequately screened in order to addresses the risks associated with identity fraud, illegal working and deception generally.

		5.1 Are background verification checks carried out on employees and contractors who have access to our assets?		Please Select Answer				People are an organisation’s most important asset, so personnel assurance is fundamental to good security.  Government organisations will deliver the appropriate combination of recruitment checks, vetting and on-going personnel security management to be assured, and to remain assured, about their people and to mitigate the risks from well-placed insiders.		SPF - Personnel Security and BPSS Document
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		5 - Yes BPSS
3 - Yes BS
3 - Yes neither standard
0 - No		Critical

		5.2 Has a risk assessment been undertaken to determine the need for National Security Vetting (NSV) in specific roles?		Please Select Answer				A risk management approach should be used to determine the appropriate levels of personnel security controls.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes no NVS needed
3 - Yes certain role need NVS
0 - No

		5.3 Do you keep full and up to date personnel security records on all employees in order to review clearance in advance of its expiration?		Please Select Answer				Full and up to date personnel security records on all employees that hold security clearances should be maintained. All National Security Vetting clearances should be formally reviewed according to agreed timescales for each level of clearance.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes 
0 - No

		5.4 Are organisational and individual responsibilities for information security clearly defined in the terms and conditions of employment contracts?		Please Select Answer				a. An appropriate security governance structure to support the Permanent Secretary, that are properly resourced with individuals who have been appropriately trained. These include:
• A Senior Information Risk Owner (SIRO);
• A Departmental Security Officer (DSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too (including List X accreditation for companies handling SECRET assets);		SPF - Good Governance
ISO27001:2005 - A.8.1.3
ISO27001:2013 - A.7.1.2		5 - Yes
0 - No		Critical

		5.5 Are non-disclosure agreements in place with all staff who have access to our assets?		Please Select Answer						SPF - Information		5 - Yes
0 - No		Critical

		5.6 Is a mechanism in place to ensure your employees and contractors receive appropriate information security awareness training upon appointment, and regular updates to organisational policies and procedures, as relevant for their job function?		Please Select Answer				Everyday actions and the management of people, at all levels in the organisation, contribute to good security. A strong security culture with clear personal accountability and a mature understanding of managing risk, responsibility and reputation will allow the business to function most effectively. Government organisations will have: 
a. A security culture that supports business and security priorities and is aligned to HMG’s overarching priorities and the organisation’s own appreciation of risk;		SPF - Culture Awareness
ISO27001:2005 - A.8.1.2, A.8.2.2
ISO27001:2013 - A.7.2.1, A.7.2.2		5 - Yes
0 - No		Critical

		5.7 Regarding your organisations information security training programme, which of the following is accurate?						b. Encourages personal responsibility through the management of and delivery of appropriate security training;
c. Processes, systems and incentives to deliver this;
d. Mechanisms to drive continuous improvement; tackle poor and inappropriate behaviour; enforce sanctions; and encourage the sharing of best practice.		SPF - Culture Awareness

		All staff are required to complete annual security awareness training.		Please Select Answer								1

		Training is incorporated as part of induction process.		Please Select Answer								1

		Training is integrated as a module into our organisations overarching training programme.		Please Select Answer								1

		Training needs analysis has been undertaken and bespoke training delivered to specific roles.		Please Select Answer								1

		All training includes a form of assessment, poor performance is recorded and followed up on.		Please Select Answer								1

		5.8 Is a disciplinary process in place for employees and contractors who have committed a security breach?		Please Select Answer				Well-tested plans, policies and procedures will reduce organisations’ vulnerability to security incidents (especially from the most serious threats of terrorism or cyber attack), but also leaks and other disruptive challenges.d. Effective management structures, policies and procedures for detecting, reporting, responding to and handling incidents, including disciplinary measures that are well communicated and understood by staff;  
e. Reporting mechanisms to the HMG organisation,  of incidents of unauthorised disclosure and breaches of official information, including incidents concerning classified information from foreign governments, agencies or organisations. And to the Information Commissioner’s Office, if a serious loss or breach of personal data occurs.
a. Business continuity arrangements aligned to Industry standards,  to maintain key business services, building resilience and security to facilitate a rapid and effective response to and recovering from incidents		SPF - Culture Awareness
ISO27001:2005 - A.8.2.3
ISO27001:2013 - A.7.2.3		3 - Yes
0 - No

		5.9 Upon termination of employment is there a process in place to ensure assets are returned and rights to assets revoked?		Please Select Answer						SPF - Personal Security
ISO27001:2005 - A.8..3.1, A.8.3.2, A.8.3.3
ISO27001:2013 - A.7.3.1, A.8.1.4, A.9.2.6		3 - Yes
0 - No		Critical is NO

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		6.0 Organisation - This section seeks to determine whether your approach to information assurance ensures that clear lines of responsibility and accountability are in operation at  all levels of your organisation.

		6.1 Does your company have a senior individual responsible for the security of our information within your custody?		Please Select Answer		Contact Name:
Role:
Email Address:		Effective leadership is a critical component of good security and accountability. The Permanent Secretary (or equivalent) will own the organisation’s approach to security and ensure that these issues receive the attention and investment required.		SPF - Good Governance
ISO27001:2005 - A.8.1.1
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No		Critical

		6.2 Are the security roles and responsibilities of your employees clearly defined and documented in accordance with your organisations information security policy?		Please Select Answer				a. Suppliers should ensure an appropriate security governance structure is in place to support the CEO/Director  that are properly resourced with individuals who have been appropriately trained. These could include:
• A Senior Information Risk Owner (SIRO); - Senior Responsible for information risks
• A Chief Security Officer Security Officer (CSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too		SPF - Good Governance
ISO27001:2005 - A.6.1.3
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No

		6.3 Is a process in place to ensure your organisation is kept up to date on relevant current and emerging;						For more information please see ISO/IEC 27001		SPF - Good Governance
ISO27001:2005 - A.6.1.7
ISO27001:2013 - A.6.1.4

		Information security best practice		Please Select Answer								1

		Government policy and legislation		Please Select Answer								1

		Threats and vulnerabilities		Please Select Answer								1

		Technologies		Please Select Answer								1

		6.4 Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers?		Please Select Answer						SPF - Risk Management		3 - Yes
0 - No

		6.5 Is a process in place to manage change to systems i.e. capacity management and separation of testing environments?		Please Select Answer				System performance should be maintained when considering changes to resources and capacity requirements. Development and testing environments should be separated from the operational environment.		SPF - Technology and Services
ISO27001:2013 - A.12.1.3, A.12.1.4

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		7.0 Security Policy - An information security policy should outline your organisation's overall approach to the management of information security. This section seeks to understand the depth of your security policy and your approach to review.

		7.1 Is a security policy in place setting out your organisation’s overall approach to protecting valuable assets?		Please Select Answer				b. A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management
If the supplier does not have a Security Policy, then the following question which probes the contents of the Security Policy, may not need to be responded to. Skip 7.2		SPF - Risk Management
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11		5 - Yes
0 - No		Critical

		7.2 Does the security policy reference:						For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11

		The importance of security to your organisation		Please Select Answer								1

		Legislation and regulation that your organisation is required to be compliant with		Please Select Answer								1

		Staff responsibilities for information		Please Select Answer								1

		Incident and breach management policies		Please Select Answer								1

		Business continuity arrangements		Please Select Answer								1

		Staff training & awareness requirements.		Please Select Answer								1

		7.3 Has your security policy;								SPF - Risk Management
SPF - Good Governance
SPF - Culture Awareness
ISO27001:2005 - A.5.12
ISO27001:2013 - A.5.12

		been reviewed in the last 12 months?		Please Select Answer								1

		been approved by the senior management?		Please Select Answer								1

		been made accessible to all staff?		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		8.0 Asset Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability.

		8.1 Is a process in place to ensure assets are classified according to their value and in line with Government classification policy?		Please Select Answer				Mechanisms and processes to ensure assets are properly classified and appropriately protected;		SPF - Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes Gov Classification
3 - Yes In house
3 - No, retain Gov markings
0 - No

		8.2 Has an owner been assigned to all information assets which require protection?		Please Select Answer				An Information Asset Owner should be identified for each of the information assets identified within your organisation's list of information assets and that person should take full and effective responsibility for managing the protection and exploitation of the information for which he/she is responsible.
Where the asset is owned by Government it will be valued according to the Government's classification policy. The responsibility for protection of Government assets in your custody should still be assigned to a named individual within your organisation.		SPF - Good Governance and Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes 
0 - No

		8.3 Is an asset register in place that identifies and records the value of sensitive assets which require protection?		Please Select Answer				Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. This includes not taking equipment off-site without authorisation.		SPF - Information
ISO27001:2005 - A.7.1.1
ISO27001:2013 - A.8.2		5 - Yes
0 - No		Critical

		8.4 Do you have policies in place which detail how our assets should be;						Policies, procedures and controls should be in place to ensure information assets are identified, valued, handled, stored, processed, transmitted (including use of electronic messaging), shared and destroyed in accordance with legal requirements and (in the case of Government assets) in line with the standards set out in the Government's classification policy. This should includes protection of assets when off-site and the need for clear desk policies.
All assets should be returned by employees on termination of employment.
If the supplier does not have policies that govern how Departmental assets should be managed then the following question, which relates to the communication of these policies, may not need to be responded to. Skip 8.5 if no option is selected.		SPF - Information
ISO27001:2005 - A.9.1.5, A.7.2.2, A.9.2.6
ISO27001:2015 - A.8.2, A.13.2, A.11.2.6, A.8.1.4

		handled		Please Select Answer								1		Critcial if No

		copied		Please Select Answer								1		Critical if No

		stored		Please Select Answer								1		Critical if No

		transmitted		Please Select Answer								1		Critical if No

		destroyed		Please Select Answer								1		Critical if No

		returned		Please Select Answer								1		Critical if No

		8.5 How are these procedures communicated to staff?		Please Select Answer						SPF - Culture and Awareness
ISO27001:2005 - A.5.1.1
ISO27001:2013 - A.5.1.1		1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		9.0 Incident Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability.

		9.1 Do you have policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed and who it should be escalated to?		Please Select Answer				Organisation should have clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents. Put in place a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies.
If the supplier does not have an Incident Management Policy, then the following question which probes the contents of this policy, may not need to be responded to. Skip 9.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1		5 - Yes
0 - No		Critical

		9.2 Do these policies make reference to the following?								SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1

		Individual responsibilities for identifying and reporting security incidents and information security breaches		Please Select Answer								1

		A reporting matrix including escalation points		Please Select Answer								1

		An up to date list of relevant internal and external contact points		Please Select Answer								1

		A timeline detailing at which point the policy should be implemented		Please Select Answer								1

		9.3 In the event of a loss or breach to one of our assets which of the following actions would your organisation take first;		Please Select Answer						SPF - Preparing for and responding to Security Incidents
ISO27001:2013 - A.16.1		0 - Rectify breach
0 - Determine loss
5 - Report Incident

		9.4 Is a forensic readiness policy in place documenting your approach to managing digital evidence relating to ICT security incidents?		Please Select Answer				It is important for each organisation to develop a Forensic Readiness of sufficient capability and that it is matched to its business need. Readiness involves specification of a policy that lays down a consistent approach, detailed planning against typical (and actual) case scenarios that an organisation faces, identification of (internal or external) resources that can be deployed as part of those plans, identification of where and how the associated Digital Evidence can be gathered that will support case investigation and a process of continuous improvement that learns from experience.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.3
ISO27001:2013 - A.16.1.6		3 - Yes
5 - Yes specific reference
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		10.0 Business Continuity - This section seeks to determine whether or not effective Business Continuity Management (BCM) in place to plan how to maintain those parts of your organisation that you can't afford to lose if an incident occurs.

		10.1 Does your organisation have business continuity and disaster recovery plans in place to maintain or quickly resume any services you provide to us?		Please Select Answer				A business continuity management system to enable you to maintain or else quickly resume provision of key services in the event of a disruption should be put in place. Business continuity management arrangements should follow industry best practice (BS25999 or equivalent standard). If the supplier does not have a BC plan then the following question which probes the testing and review of this plan, may not need to be responded to. Skip 10.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.1
ISO27001:2013 - A.17.1.1, A.17.1.2		5 - Yes comply BS
3 - Yes
0 - No		Critical

		10.2 Are processes in place to ensure business continuity management arrangements are tested and reviewed?		Please Select Answer				BCM arrangements should be tested and reviewed at least annually or following significant organisational change.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.5
ISO27001:2013 - A.17.1.3		5 - Yes tested & reviewed
3 - Yes not tested
3 - No formal process
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		11.0 Compliance - This section seeks to determine your approach to ensuring both you and your subcontractors, are compliant with our security policy and associated legislation and regulation.

		11.1 How does your organisation ensure that relevant legislation and regulation is understood?						For more information please see ISO/IEC 27001		SPF - Culture and Awareness
ISO27001:2005 - A.15.1.1
ISO27001:2013 - A.16.1

		Contact with relevant authorities is maintained		Please Select Answer								1

		All changes are reviewed to determine the impact for your business		Please Select Answer								1

		Relevant legislation and regulation is referenced in internal policies, plans and procedures.		Please Select Answer								1

		11.2 Does your company provide guidance to staff on handling our information with respect to?						All staff handling sensitive government assets should be briefed about how legislation (particularly the OSA, FOIA and DPA) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies.		SPF - Culture and Awareness
ISO27001:2013 - A.7.2.2

		Data Protection Act		Please Select Answer								1

		Freedom of Information Act		Please Select Answer								1

		Official Secrets Act		Please Select Answer								1

		Environmental Information Act		Please Select Answer								1

		11.3 In the past 12 months has your organisation assessed its compliance with relevant legislation and regulation 
(for example the Data Protection Act)?		Please Select Answer						SPF - Technology and Services
ISO27001:2013 - A.18.2.2		5 - Yes no weakness
5 - Yes action plan
3 - Yes no plan
0 - No

		11.4 In the past 12 months have your organisation's information security controls, policies and procedures, been independently reviewed?		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Risk Management & Technology and Services
ISO27001:2005 - A.6.1.8
ISO27001:2013 - A.18.2.1		5 - Yes  
3 - No Internal Review
0 - No

		11.5 Are processes in place to ensure that you assess the risks to assets that are shared with your delivery partners and third party suppliers?		Please Select Answer				Organisations should ensure that the security arrangements among their wider family of delivery partners and third party suppliers are appropriate to the information concerned and the level of risk . This must include appropriate governance and management arrangements to manage risk, monitor compliance and respond effectively to any incidents.		SPF - Risk Management  
ISO27001:2013 - A.15.1		5 - Yes
0 - No		Critical

		11.6 How does your company gain assurance that delivery partners and third party suppliers are compliant with your security policies?						Organisations should ensure that they seek assurance from their delivery partners and third party suppliers to ensure that they are managing their protective security and information risks to an appropriate level. This should include working closely with security, procurement and contract management teams to ensure that adequate security, information assurance and business continuity requirements are specified in contracts with third party suppliers.		SPF - Risk Management 
ISO27001:2013 - A.15.1

		Information security requirements are detailed in contracts		Please Select Answer								3		Critical

		Your right to audit is detailed in contracts and is exercised		Please Select Answer								3

		The need to meet recognised standards (such as ISO27001:2013) is stipulated		Please Select Answer								1

		The organisations compliance is measured through self-assessment		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]
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