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REPORTS AND RECORDS PROVISIONS

1 REPORTS

1.1 The Authority may require any or all of the following reports (together the "Required

Reports"):

(a) the reports identified in Schedule 2.1 (Services Description);

(b) the reports identified in Schedule 8.2 (Change Control Procedure);

(c) delay reports;

(d) reports relating to Testing and tests carried out under Schedule 2.4 (Security
Management) and Schedule 8.6 (Business Continuity and Disaster Recovery);

(e) reports which the Contractor is required to supply as part of the Management
Information;

) annual reports on the Insurances;

(9) security reports;

(h) Force Majeure Event reports; and

0] such other reports as may be reasonably requested by the Authority within such
period and in such format as may be reasonably required by the Authority.

1.2 Unless otherwise stated in this Agreement or required by the Authority, in respect of each

Required Report:

@)

(b)

(©)

electronic versions of the report shall be sent to the relevant recipients;

the report shall be made available online via a secure web based tool as soon as
practicable and in any event within twenty-four (24) hours of the report being
generated. The report shall be exportable from the tool to MS Office or Adobe
Reader (or similar) as required by the Authority; and

individual logons and passwords shall be made available to Users for access to the
above web based tool, as required by the Authority from time to time.

1.3 The Contractor shall ensure that:

(@)

(b)

the information, conclusions and/or recommendations contained in the Required
Reports are (where relevant) evidenced, substantiated and justified by reference to
calculations, data and any other necessary matters; and

any data or other information in the Required Reports shall, where applicable, be
referenced to:
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2.2

3.1

3.2

3.3

3.4

3.5
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0] the relevant Required Records;
(i) the location of the data within the Required Records; and

(iii) where and how the relevant data and the Required Records can be located
and identified.

REVISIONS TO REPORTS

The Contractor shall in a timely manner and at no additional cost to the Authority rectify any
errors or inaccuracies in any Required Report identified by the Authority or which the
Contractor itself discovers.

The Contractor shall at no additional cost to the Authority make such reasonable changes to
the required format, content and frequency of any report described in Paragraphl (Reports)
and elsewhere in this Agreement that the Authority and/or the Contractor may identify as
being required

RECORDS

The Contractor shall retain and maintain all the records (including superseded records)
referred to in Paragraph 1 and the Appendix (together "Records"):

(a) in accordance with the requirements of The National Archives and Good Industry
Practice;

(b) in chronological order;

() in a form that is capable of audit; and

(d) at its own expense.

The Contractor shall make the Records available for inspection to the Authority on request,
subject to the Authority giving reasonable notice.

Where Records are retained in electronic form, the original metadata shall be preserved
together with all subsequent metadata in a format reasonably accessible to the Authority.

The Contractor shall, during the Term and a period of at least 7 years following the expiry or
termination of this Agreement, maintain or cause to be maintained complete and accurate
documents and records in relation to the provision of the Services including but not limited to
all Records.

Records that contain financial information shall be retained and maintained in safe storage by
the Contractor for a period of at least 7 years after the expiry or termination of this Agreement.
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COMPUTER SYSTEMS, RECORDS AND DATA

Without prejudice to Paragraphs 1 and 3, to the extent that any data or other records of the
Contractor relating to this Agreement or the provision of the Services are to be created or
maintained on any computer system, then the Contractor shall:

(@ comply with any provisions relating to computers and electronic storage in Schedule
2.1 (Service Requirements Document) and/or Schedule 2.4 (Security Management);

(b) ensure that such data and other records are maintained in such format as:

0] to be capable of being accessed, transmitted, migrated to and used on a
commercially available computer system (including both hardware and
software); and

(i) to allow the fast and efficient digital transfer of information to the Authority
without undue expenditure by the Authority or the need for complex, difficult
or expensive procedures or processes and in any event in such form as
complies with the Authority’s reasonable requirements for such transfer;

(c) ensure that all information to be provided to the Authority by the Contractor is
provided to the Authority at all times in a format agreed with the Authority, such
agreement not to be unreasonably withheld; and

(d) agree with the Authority a procedure for back-up copies to be made of the data and
other records and shall adhere to such agreed procedure (or, in the absence of
agreement, procedures reasonably specified by the Authority) and shall procure that
the Key Sub-Contractors (and use reasonable endeavours to cause the Sub-
Contractors) to implement and adhere to such procedures.

Without limitation to the provisions of Schedule 2.1 (Services Description), Schedule 2.4
(Security Management) all computer systems, data and records shall be maintained so as to
enable their segregation from all other computer or electronic storage devices or materials or
data of the Contractor and the transfer of such computer systems, data and records to the
Authority and/or Replacement Contractor efficiently and without undue expense or delay on
expiry or termination of this Agreement.

The Contractor shall ensure that any software it uses in the provision of the Services which is
not freely available for purchase or to be licensed on reasonable commercial terms is properly
documented and has supporting source code and source materials, which the Contractor
shall keep complete, accurate and up to date so as to enable the Authority and/or any
Replacement Contractor to make full use of and gain immediate access to the software on
expiry or termination of this Agreement.
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APPENDIX: RECORDS TO BE KEPT BY THE CONTRACTOR

The records to be kept by the Contractor are:

1

2

10

11

12

13

14

15

16

17

18

This Agreement, its Schedules, Appendices and all amendments to such documents.
All other documents which this Agreement expressly requires to be prepared.

Records relating to the appointment and succession of the Contractor Representative and
each member of the Key Personnel.

Notices, reports and other documentation submitted by any Expert.
All operation and maintenance manuals prepared by the Contractor for the purpose of
maintaining the provision of the Services and the underlying IT Environment and Contractor

Equipment.

Documents prepared by the Contractor or received by the Contractor from a third party
relating to a Force Majeure Event.

All formal notices, reports or submissions made by the Contractor to the Authority
Representative in connection with the provision of the Services.

All certificates, licences, registrations or warranties in each case obtained by the Contractor in
relation to the provision of the Services.

Documents prepared by the Contractor in support of claims for the Charges.
Documents submitted by the Contractor pursuant to the Change Control Procedure.

Documents submitted by the Contractor pursuant to invocation by it or the Authority of the
Dispute Resolution Procedure.

Documents evidencing any change in ownership or any interest in any or all of the shares in
the Contractor and/or the Guarantor, where such change may cause a change of Control; and
including documents detailing the identity of the persons changing such ownership or interest.
Invoices and records related to VAT sought to be recovered by the Contractor.

Financial records, including audited accounts of the Guarantor and the Contractor.

Records required to be retained by the Contractor by Law, including in relation to health and
safety matters and health and safety files and all consents.

All documents relating to the insurances to be maintained under this Agreement and any
claims relating to this Agreement made in respect of them.

All journals and audit trail data referred to in Schedule 2.4 (Security Management).

All other records, notices or certificates required to be produced and/or maintained by the
Contractor pursuant to this Agreement.
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