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PART 1: BCDR PLANS

1 PURPOSE OF THIS SCHEDULE

1.1 This Schedule sets out the requirements to:

(a) ensure the continuity of Critical Business Functions and Outputs in the event of a

disaster or disruptive event (including where caused by an Insolvency Event of the

Contractor, any Key Sub-Contractor and/or any Contractor Group member) via the

implementation of Business Continuity (BC), Disaster Recovery (DR) and/or

Insolvency Continuity (IC) procedures;

(b) ensure measures are taken to introduce resilience to business systems, processes

and operations; and

(c) develop, maintain and where appropriate, invoke BCDR Plans

2 TRANSITION ARRANGEMENTS

2.1 Within 40 days from the Operational Service Commencement Date, the Contractor shall

review, validate and, where necessary, update the BCDR Plans for the Services delivered

immediately prior to the Effective Date. If updating such plans, the Contractor shall ensure

that all such BCDR Plans comply with the requirements set out in this Schedule.

2.2 The Contractor shall seek to obtain the approval of the Authority in respect of updated plans

within the timescale and following receipt of the BCDR Plans from the Contractor, the

Authority shall:

(a) review and comment on the draft BCDR Plans as soon as reasonably practicable;

and

(b) notify the Contractor in writing that it approves or rejects the draft BCDR Plans no

later than 20 Working Days after the date on which the BCDR Plans are first delivered

to the Authority.

2.3 If the Authority agrees the draft BCDR Plans, the Contractor shall maintain and adhere to

such BCDR Plans (as amended or reformatted from time to time) until such time as they are

no longer required, by agreement with the Authority.

2.4 If the Authority rejects a draft BCDR Plan:

(a) the Authority shall inform the Contractor in writing of its reasons for its rejection; and

(b) the Contractor shall then revise the rejected draft BCDR Plan(s) (taking account of the

Authority's comments) and shall re-submit revised draft BCDR Plan(s) to the Authority

for the Authority's approval within 20 Working Days of the date of the Authority's

notice of rejection.
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(c) The provisions of this Paragraph 2.4 shall apply again to any resubmitted draft BCDR

Plan.

(d) Either Party may refer any disputed matters for resolution by the Dispute Resolution

Procedure at any time.

2.5 The Contractor shall ensure that the appropriate BCDR Plan(s) exist for all Contractor

Premises and that each plan details the BC and/or DR arrangements in respect of the Critical

Business Functions and Outputs from the relevant Contractor Premises.

2.6 During the performance of the Transition Services, the Contractor shall provide all such

support, co-operation and information to enable the Authority to update the organisational

Business Continuity Management Strategy, which shall be in place no later than 1 month prior

to the Operational Service Commencement Date.

3 BC, DR AND IC PLANNING - GENERAL PRINCIPLES AND REQUIREMENTS

3.1 To the extent compliance is applicable within the parameters and of this Agreement, the

Contractor shall ensure that BC, DR and IC management and the BCDR Plans comply with

and adhere to:

(a) the organisational Business Continuity Management Strategy (including with any rules

or guidance set out therein);

(b) JSP 440 (Part 2 Leaflet 16);

(c) ISO 22301/22313 to which the BC arrangements within JSP 440 (Part 2 Leaflet 16)

are aligned; and

(d) ISO 27031 which provide guidelines for ICT readiness for BC,

3.2 The BCDR Plans shall detail the processes and arrangements which the Contractor shall put

in place and follow to ensure the response, continuity and recovery of Critical Business

Functions and Outputs following a disaster or disruptive event (including where caused by an

Insolvency Event of the Contractor, any Key Sub-Contractor and/or any Contractor Group

member). The BCDR Plans shall also:

(a) set out method(s) of recovering and/or updating data during a failure or disruption to

ensure that there is no more than the accepted amount of data loss and to preserve

data integrity;

(b) identify risks arising from an Insolvency Event of the Contractor, any Key Sub-

Contractor and/or Contractor Group member; and

(c) detail the provision of any interim services necessary to mitigate the impact of such

failure until the services are fully recovered,
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3.3 The Contractor shall ensure that the BCDR Planning methodology of its Sub-Contractors do

not conflict in any adverse way with the organisational Business Continuity Management

Strategy detailed in Paragraph 3.1 above.

3.4 The Contractor shall ensure that the impact on the Services or to the Authority in the event of

a disaster or disruptive event is minimised as far as is reasonably possible.

3.5 Business recovery shall be compliant with the RTO established by Business Impact Analysis,

as outlined in this Schedule or as set out in Appendix 1 (Non-Functional Requirements &

Service Availability) to Annex M (IT Service Management) of Schedule 2.1 (Services

Description).

3.6 BCDR Plans production should be directed by a BCDR Planning Lifecycle Schedule based on

pre-determined ‘from’ and ‘to’ calendar dates for each BC and IC activity including: Business

Impact Analysis, Risk Assessment, BCDR Plans production, BCDR Plans exercise/test and

BCDR Plans release. The Contractor will provide a written, forward looking Schedule

(focussing on activity on a rolling 12-month basis).

3.7 BC, DR and IC planning shall take into account links and interoperability with any related

Authority, Contractor, Sub-Contractor or Third-Party Contractor BC/DR/IC business activity

ensuring interdependencies are notified and understood by all relevant parties with

collaborative BC, IC and/or DR planning and BC/DR/IC measures put in place across

identified links and where interdependencies and interoperability is critical to the output or

process.

3.8 Having been identified by Risk Assessment or BC, IC and/or DR exercise/test, the

vulnerabilities to Critical Business Functions and Outputs should be subject to proactive

resilience measures and appropriate Risk Management, whether by technical or other means

thus increasing levels of confidence and ultimately system/process availability.

4 BUSINESS IMPACT ANALYSIS AND RISK ASSESSMENT

4.1 The Contractor shall, prior to the production of the BCDR Plan, complete a Business Impact

Analysis and Risk Assessment on all Contractor Systems and Contractor managed

outputs/services, the product of which will determine which outputs/services are deemed to be

Critical Business Functions and Outputs and which are less critical and will highlight risk and

single points of failure.

4.2 Business Impact Analysis and Risk Assessment are to be completed with the following

frequencies:

(a) at least annually in accordance with review periods for each output/service provision

within the extant BCDR Planning Lifecycle Schedule;

(b) after Significant organisational change such as changes to the Contractor Group

structure and within 30 days of a Corporate Change Event;

(c) within 14 days of a Financial Distress Event;
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(d) after Significant business process or system change; and

(e) after Significant disruption to output/services requiring activation of BC measures.

5 BCDR PLANS

5.1 The Contractor shall produce, maintain and review BCDR Plans for all Contractor managed

Critical Business Functions and Outputs and for Contractor Premises or Authority Premises

(where the Contractor staff make up the majority of staff).

5.2 The Authority shall produce, maintain and review BCDR Plans where:

(a) the system/process is not managed by the Contractor; or

(b) for non-technical ad hoc BCDR Plans aided by the Contractor, where a joint solution

is required (e.g. for the Pandemic Contingency Plan).

5.3 Where site/location focussed plans are produced, the Contractor will ensure the main

Contractor location is subject to BC and IC planning and the Contractor shall provide input as

requested by the Authority into other sites/locations BC Plans and IC Plans where the

Contractor has operational staff.

5.4 Where not already covered by appropriate contingency planning, the Contractor shall produce

ad hoc BC, IC and/or DR Plans on a requirements basis e.g. in anticipation of Significant

disruption caused by unforeseen industrial action and unforeseen environmental issues. The

Contractor shall provide input into the Pandemic Contingency Plan on request and as

required by the Authority.

5.5 The Contractor shall produce and maintain a Register of all Contractor produced/managed

BCDR Plans for reference and monitoring purposes. This BCDR Plans Register shall be

updated on an ongoing basis and/or at least monthly and be made available to the Authority

on request and/or on the last day of the calendar month.

6 BCDR PLANS - INVOCATION AND RESPONSE

6.1 In the event of a loss of any critical part of the Services, a disaster or disruptive event (or of

the Contractor's reasonable expectation of such a loss), the Contractor shall immediately

initiate a response in accordance with the BC and DC provisions of the relevant BCDR Plan,

deploying sufficient resources from invocation to incident closure to ensure business

system/process recovery. The Contractor shall ensure that normal Service provision is

resumed in accordance with timescales established by Business Impact Analysis, the

requirements of the relevant BCDR Plans and/or as set out in Appendix 1 to Annex M of

Schedule 2.1 (Non-Functional Requirements & Service Availability). The Contractor shall

inform the Authority promptly of this action.

6.2 The Contractor shall maintain the flow of crisis/incident information to the Authority from

invocation to crisis/incident closure and the Contractor shall respond to all requests for

crisis/incident information from the Authority. The Authority reserves the right to convene

crisis management meetings with a representative of the Contractor required to attend (unless
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agreed otherwise between the Parties). The Authority will be responsible for invoking any

BCDR Plans for systems/process solely managed by the Authority.

6.3 On crisis/incident closure, the Contractor shall provide a report within 15 Working Days

outlining crisis/incident details including location, the system/process affected, business

impacts, response and recovery timeline, lessons learned and an action plan outlining any

required remediation measures.

6.4 The Insolvency Continuity Plan element of the BCDR Plans, including any linked elements in

other parts of the BCDR Plans, shall be invoked by the Contractor:

(a) where an Insolvency Event of a Key Sub-Contractor and/or Contractor Group member

(other than the Contractor) could reasonably be expected to adversely affect delivery

of the Services; and/or

(b) where there is an Insolvency Event of the Contractor and the insolvency

arrangements enable the Contractor to invoke the plan.

7 BCDR PLANS – BCDR TEST

7.1 The Contractor shall perform a BCDR Test on all the BCDR Plans with the following

frequencies:

(a) at least annually in accordance with the BCDR Plan review periods for each

output/service provision within the extant BCDR Planning Lifecycle Schedule;

(b) after Significant organisational change such as changes to the Contractor Group

structure and within 30 days of a Corporate Change Event;

(c) within 14 days of a Financial Distress Event;

(d) after Significant Operational Change;

(e) after Significant disruption to Services requiring activation of BC measures;

(f) in anticipation of a likely future disaster or disruptive event which has increased the

likelihood of plan invocation; and

(g) the earlier of either 3 months prior to the expiry of this Agreement or within 1 month of

the issue of a Termination Notice by either Party in accordance with the Agreement.

7.2 The Contractor shall produce and maintain a Schedule of planned BCDR Tests, containing a

12-month rolling forecast of the times and dates on which each of the BCDR Plans shall

carried out, and make it available to the Authority on request and, in any event, on the last

day of each calendar month.

7.3 The Contractor shall undertake and manage BCDR Tests. Where a BCDR Test is considered

by the Contractor to be Significant or at the request of the Authority, the Contractor will

undertake the exercise/test in full consultation with the Authority and comply with the
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reasonable requirements of the Authority in conducting the test. For such BCDR Tests, the

Contractor shall provide the Authority with adequate advance notification of the BCDR Test,

provide written confirmation of the exercise/test scope, aims, objectives, methodology and a

risk assessment carried out against the practical requirements of the exercise/test. For each

Significant BCDR Test the Contractor shall invite a representative of the Authority or its

nominee to witness the test, especially where it is a test relating to ICT.

7.4 If the Authority requires an additional BCDR Test of a BCDR Plan, it shall give the Contractor

written notice and the Contractor shall conduct the test in accordance with the Authority's

requirements and the relevant provisions of the BCDR Plan. The Contractor's costs of the

additional test shall be borne by the Authority unless the BCDR Plan fails the additional BCDR

Test, in which case the Contractor's costs of that failed test shall be borne by the Contractor.

7.5 The Contractor shall ensure that any use by any Sub-contractor of Authority Data in BCDR

Testing is first approved with the Authority. Copies of Authority Data used in any such BCDR

Test shall be (if so required by the Authority) destroyed or returned to the Authority on

completion of the test.

7.6 The Contractor shall ensure that each BCDR Test minimises any downtime or other adverse

impact to the Operating environment.

7.7 The Contractor shall, within 15 Working Days of the conclusion of each BCDR Test, provide

to the Authority a report setting out:

(a) the outcome of such BCDR Test;

(b) any failures in any BCDR Plan (including such BCDR Plan's procedures) revealed by

the BCDR Test; and

(c) the Contractor's proposals for remedying any such failures.

7.8 Following each BCDR Test, the Contractor shall take all measures requested by the Authority,

(including requests for the re-testing of the BCDR Plan) to remedy any failures in the BCDR

Plan and such remedial activity and re-testing shall be completed by the Contractor, at no

additional cost to the Authority, by the date reasonably required by the Authority and set out in

such notice.

7.9 For the avoidance of doubt, the carrying out of a BCDR Test of any BCDR Plan (including a

test of such BCDR Plan's procedures) shall not relieve the Contractor of any of its obligations

under this Agreement save to the extent provided for elsewhere in this Agreement or in the

BCDR Plan.

8 BCDR PLANS - REVIEW AND MAINTENANCE

8.1 The Contractor shall conduct BCDR Reviews with the following frequencies:

(a) as a minimum, at least annually or more frequently should the output criticality or

sensitivity to time delay and/or external factors determine so in the Contractors

reasonable opinion (acting in accordance with good industry practice);
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(b) within 1 month of any BCDR Plan (or any part) having been invoked;

(c) as soon as is practicable and in any event within 1 month of the following:

(i) a Significant system/process/organisation change including a change to the

Contractor Group structure;

(ii) an Insolvency Event of the Contractor, any Key Sub-Contractor and/or any

Contractor Group member;

(iii) an improvement and/or update to the BCDR Plans;

(iv) following a BCDR Test;

(v) a relocation of the IT Environment; and/or

(vi) the Parties entering into a Change Authorisation Note; and/or

(d) in anticipation by either Party of a likely future disaster or disruptive event which may

increase the likelihood of plan invocation.

8.2 Where the Authority requests any additional BCDR Reviews (over and above those provided

for in Paragraph 8.1) it shall notify the Contractor in writing and the Contractor shall conduct

such BCDR Reviews in accordance with the Authorities written requirements. The

reasonable costs of both Parties for any such additional BCDR Reviews will be met by the

Authority unless such BCDR Review has been requested by the Authority to rectify a

deficiency identified in the BCDR Plans in which case, the Contractor shall bear its own costs

and reimburse the Authority for the any Authority costs reasonably incurred which arise out of

such a review.

8.3 The Authority shall retain the right to be an integral part of the BCDR Review process

requesting reasonable amendments, deletions or additions as required. The Authority shall

also retain the right to formally endorse the BCDR Plan prior to its release (i.e. provide sign-

off indicating plan release or re-release may take place).

8.4 Each BCDR Review pursuant to Paragraph 8.1 shall be a review of the procedures and

methodologies set out in the BCDR Plans and shall assess their suitability having regard to

any change to the Services or any underlying business processes and operations facilitated

by or supported by the Services which have taken place since the later of the original

approval of the BCDR Plan or the last review of the BCDR Plan. The BCDR Reviews shall

also have regard to any occurrence of any event since that date (or the likelihood of any such

event taking place in the foreseeable future) which may increase the likelihood of the need to

invoke the BCDR Plans. The review and subsequent release shall be completed by the

Contractor within the period required by the BCDR Plans (no later than 1 month after the

target release date, the target release date being 12 months after the previous release date

except when subject to an agreed deferral) or if no such period is required, within such period

as the Authority shall reasonably require.
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8.5 The Contractor shall, within 20 Working Days of the conclusion of each BCDR Review, if

requested by the Authority, provide to the Authority a report of the BCDR Review (the "BCDR

Review Report") setting out:

(a) the findings of the BCDR Review;

(b) any changes to the risk profile associated with the Services; and

(c) the Contractor's proposals for addressing any changes in the risk profile and its

proposals for amendments to the BCDR Plan following the review detailing the impact

(if any and to the extent that the Contractor can reasonably be expected to be aware

of the same) that the implementation of such proposals may have on any Services or

systems.

8.6 Any changes which may be required to the BCDR Plan arising from the review of the BCDR

Review Report shall be agreed between the Parties in accordance with the Change Control

Procedure. Such changes shall be Contractor funded unless it can be demonstrated by the

Contractor to the reasonable satisfaction of the Authority that the changes are required solely

because of material change to the Services and/or the Authority requirements.

9 BC, IC AND DR – ACTIVITY REPORTS AND MANAGEMENT INFORMATION

9.1 A BCDR Report shall be provided to the Authority on the last Working Day of the calendar

month and will include information on the following categories of Contractor BC, IC and DR

activity:

(a) site or location BC and IC planning;

(b) ICT DR and business process BC and IC planning;

(c) any BCDR Tests carried out;

(d) BC and IC culture and awareness;

(e) the risks to BC and IC;

(f) the occurrence of any BC, IC and DR incidents; and

(g) general update/commentary on BC, IC and DR.

9.2 The Contractor shall respond to ad hoc requests for Management Information from the

Authority within Authority declared timeframes. Information can relate to all aspects of BC, IC

or DR activity and may be provided in response to requests by internal or external sources.

Responses can be in the form of a Microsoft Powerpoint presentation, formal reports and

formal/informal briefings.

9.3 Contractor Subject Matter Expert(s) shall attend the following scheduled BC and IC meetings:
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(a) Business Continuity Steering Group. This meeting should be attended by the

Contractor BC and IC Subject Matter Expert and a summary report of Significant

historical and forward-looking Contractor BC, IC and DR activity shall be provided by

the Contractor to attendees at least 1 week prior to the meeting.

(b) Location BC Working Groups (where applicable). This meeting should be attended

by the Contractor BC and IC Subject Matter Expert and representatives from key

Contractor business teams and, where the Contractor staff make up the majority of

operational staff present on the site the meeting is being held, the Contractor shall

provide the Chairperson and Secretary.

10 BUSINESS CONTINUITY TRAINING

10.1 The Contractor shall ensure that all permanent staff and staff contracted for 6 months or more

complete Authority's 'Business Continuity Induction Training' within 1 month of employment

start date or within 6 months of the Effective Date and every 5 years thereafter.

11 INSOLVENCY CONTINUITY PLAN

11.1 The Insolvency Continuity Plan shall be designed by the Contractor to permit continuity of the

business operations of the Authority supported by the Services through continued provision of

the Services following an Insolvency Event of the Contractor, any Key Sub-Contractor and/or

any Contractor Group member with, as far as reasonably possible, minimal adverse impact.

11.2 The Insolvency Continuity Plan shall include the following:

(c) communication strategies which are designed to minimise the potential disruption to

the provision of the Services, including key contact details in respect of the supply

chain and key contact details for operational and contract Contractor Personnel, Key

Sub-Contractor personnel and Contractor Group member personnel;

(d) identification, explanation, assessment and an impact analysis of risks in respect of

dependencies between the Contractor, Key Sub-contractors and Contractor Group

members where failure of those dependencies could reasonably have an adverse

impact on the Services;

(e) plans to manage and mitigate identified risks;

(f) details of the roles and responsibilities of the Contractor, Key Sub-contractors and/or

Contractor Group members to minimise and mitigate the effects of an Insolvency

Event of such persons on the Services;

(g) details of the recovery team to be put in place by the Contractor (which may include

representatives of the Contractor, Key Sub-contractors and Contractor Group

members); and

(h) sufficient detail to enable an appointed insolvency practitioner to invoke the plan in

the event of an Insolvency Event of the Contractor.
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PART 2: CORPORATE RESOLUTION PLANNING

1 SERVICE STATUS AND CONTRACTOR STATUS

1.1 This Agreement is a Critical Service Contract.

1.2 The Contractor shall notify the Authority in writing within 5 Working Days of the Effective Date

and throughout the Term within 120 days after each Accounting Reference Date as to

whether or not it is a Public Sector Dependent Supplier.

2 PROVISION OF CORPORATE RESOLUTION PLANNING INFORMATION

2.1 Paragraphs 2 to 4 of this Part 2 shall apply if this Agreement has been specified as a Critical

Service Contract under Paragraph 1.1 of this Part 2 or the Contractor is or becomes a Public

Sector Dependent Supplier.

2.2 Subject to Paragraphs 2.6, 2.10 and 2.11 of this Part 2:

(a) where this Agreement is a Critical Service Contract, the Contractor shall provide the

Relevant Authority with the CRP Information within 60 days of the Effective Date; and

(b) except where it has already been provided in accordance with Paragraph 2.2(a) of

this Part 2, where the Contractor is a Public Sector Dependent Supplier, it shall

provide the Relevant Authority with the CRP Information within 60 days of the date of

the Relevant Authority's request.

2.3 The Contractor shall ensure that the CRP Information:

(a) is full, comprehensive, accurate and up to date;

(b) is split into two parts:

(i) Group Structure Information and Resolution Commentary;

(ii) UK Public Service / CNI Contract Information,

and is structured and presented in accordance with the requirements and explanatory

notes set out at Annex I of the latest published version of the Resolution Planning

Guidance published by the Cabinet Office Government Commercial Function and

available at https://www.gov.uk/government/publications/the-outsourcing-playbook

and contains the level of detail required (adapted as necessary to the Contractor's

circumstances);

(c) incorporates any additional commentary, supporting documents and evidence which

would reasonably be required by the Relevant Authority to understand and consider

the information for approval;

(d) provides a clear description and explanation of the Contractor Group members that

have agreements for goods, services or works provision in respect of UK Public
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Sector Business and/or Critical National Infrastructure and the nature of those

agreements; and

(e) complies with the requirements set out at Appendix I (Group Structure Information

and Resolution Commentary) and Appendix 2(UK Public Sector / CNI Contract

Information) respectively.

2.4 Following receipt by the Relevant Authority of the CRP Information pursuant to Paragraphs

2.2, 2.8 and 2.9 of this Part 2, the Contractor and the Relevant Authority shall discuss in good

faith the contents of the CRP Information and:

(a) where the Authority is the Relevant Authority, the Authority shall; and

(b) where the Cabinet Office Markets and Suppliers Team is the Relevant Authority, the

Authority shall use reasonable endeavours to procure that the Cabinet Office Markets

and Suppliers Team shall,

no later than 60 days after the date on which the CRP Information was delivered by the

Contractor either provide an Assurance to the Contractor that it approves the CRP Information

or that it rejects it.

2.5 If the Relevant Authority rejects the CRP Information:

(a) the Authority shall (and shall procure that the Cabinet Office Markets and Suppliers

Team shall) inform the Contractor in writing of its reasons for its rejection; and

(b) the Contractor shall revise the CRP Information, taking reasonable account of the

Relevant Authority's comments, and shall re-submit the CRP Information to the

Relevant Authority for approval within 30 days of the date of the Relevant Authority's

rejection. The provisions of Paragraph 2.3 to 2.5 of this Part 2 shall apply again to any

resubmitted CRP Information provided that either Party may refer any disputed

matters for resolution by the Dispute Resolution Procedure at any time.

2.6 Where the Contractor has already provided CRP Information to a Department (or, in the case

of a Strategic Supplier, to the Cabinet Office Markets and Suppliers Team) and has received

an Assurance of its CRP Information from that Department (or, in the case of a Strategic

Supplier, from the Cabinet Office Markets and Suppliers Team), then provided that the

Assurance remains valid, the Contractor shall not be required to provide the CRP Information

or updated CRP Information under Paragraphs 2.2 and 2.8(a) to 2.8(c) of this Part 2 if it

provides a copy of the valid Assurance to the Authority on or before the date on which the

CRP Information would otherwise have been required.

2.7 An Assurance shall be deemed valid for the purposes of Paragraph 2.6 of this Part 2 if:

(a) in respect of the Contractor's obligations under Paragraph 2.2:

(i) the CRP Information on which the Assurance was based was provided to the

Department providing the Assurance (or, in the case of Strategic Suppliers, to

the Cabinet Office Markets and Suppliers Team) within the 12 months prior to
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the deadline by which the CRP Information would otherwise have been

required under Paragraph 2.2; and

(ii) no Corporate Change Events or Financial Distress Events (or events which

would be deemed to be Corporate Change Events or Financial Distress

Events if this Agreement had then been in force) have occurred since the

date on which the CRP Information was provided; and

(b) in respect of the Contractor's obligations under Paragraphs 3.8(a) to 3.8(c) the CRP

Information on which the Assurance was based was provided to the Department

providing the Assurance (or, in the case of Strategic Suppliers, to the Cabinet Office

Markets and Suppliers Team) after the date of the event triggering the obligation to

provide the CRP Information under Paragraphs 2.8(a) to 3.8(c).

2.8 Subject to Paragraph 2.6, if this Agreement is a Critical Service Contract, the Contractor shall

provide an updated version of the CRP Information (or, in the case of Paragraph 2.8(c) of this

Part 2 its initial CRP Information) to the Relevant Authority:

(a) within 14 days of the occurrence of a Financial Distress Event (along with any

additional highly confidential information no longer exempted from disclosure under

Paragraph 2.11 of this Part 2) unless the Contractor is relieved of the consequences

of the Financial Distress Event under Paragraph 7.1 (Primacy of Credit Ratings) of

Schedule 7.4 (Financial Distress);

(b) within 30 days of a Corporate Change Event unless not required pursuant to

Paragraph 2.10;

(c) within 30 days of the date that:

(i) the credit rating(s) of each of the Contractor and its Parent Undertakings fail

to meet any of the criteria specified in Paragraph 2.10; or

(ii) none of the credit rating agencies specified at Paragraph 2.10 hold a public

credit rating for the Contractor or any of its Parent Undertakings; and

(d) in any event, within 6 months after each Accounting Reference Date or within 15

months of the date of the previous Assurance received from the Relevant Authority

(whichever is the earlier), unless:

(i) updated CRP Information has been provided under any of Paragraphs 2.8(a),

2.8(b) or 2.8(c) since the most recent Accounting Reference Date (being no

more than 12 months previously) within the timescales that would ordinarily

be required for the provision of that information under this Paragraph 2.8(d);

or

(ii) unless not required pursuant to Paragraph 2.10.

2.9 Where the Contractor is a Public Sector Dependent Supplier and this Agreement is not a

Critical Service Contract, then on the occurrence of any of the events specified in Paragraphs
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2.8(a) to (d) of this Part 2, the Contractor shall provide at the request of the Relevant Authority

and within the applicable timescales for each event as set out in Paragraph 2.8 (or such

longer timescales as may be notified to the Contractor by the Authority), the CRP Information

to the Relevant Authority.

2.10 Where the Contractor or a Parent Undertaking of the Contractor has a credit rating of either:

(a) Aa3 or better from Moody's;

(b) AA- or better from Standard and Poors;

(c) AA- or better from Fitch;

the Contractor will not be required to provide the CRP Information unless or until either (i) a

Financial Distress Event occurs (unless the Contractor is relieved of the consequences of the

Financial Distress Event under Paragraph 7.1 (Primacy of Credit Ratings) of Schedule 7.4

(Financial Distress)) or (ii) the Contractor and its Parent Undertakings cease to fulfil the

criteria set out in this Paragraph 3.10, in which cases the Contractor shall provide the updated

version of the CRP Information in accordance with Paragraph 2.8.

2.11 Subject to Paragraph 4, where the Contractor demonstrates to the reasonable satisfaction of

the Relevant Authority that a particular item of CRP Information is highly confidential, the

Contractor may, having orally disclosed and discussed that information with the Relevant

Authority, redact or omit that information from the CRP Information provided that if a Financial

Distress Event occurs, this exemption shall no longer apply and the Contractor shall promptly

provide the relevant information to the Relevant Authority to the extent required under

Paragraph 2.8.

3 TERMINATION RIGHTS

3.1 The Authority shall be entitled to terminate this Agreement under Clause 38.1(b) (Termination

by the Authority) if the Contractor is required to provide CRP Information under Paragraph 2

of this Part 2 and either:

(a) the Contractor fails to provide the CRP Information within 4 months of the Effective

Date if this is a Critical Service Contract or otherwise within 4 months of the Relevant

Authority's request; or

(b) the Contractor fails to obtain an Assurance from the Relevant Authority within 4

months of the date that it was first required to provide the CRP Information under this

Agreement.

4 CONFIDENTIALITY AND USAGE OF CRP INFORMATION

4.1 The Authority agrees to keep the CRP Information confidential and use it only to understand

the implications of an Insolvency Event of the Contractor and/or Contractor Group members

on its UK Public Sector Business and/or services in respect of CNI and to enable contingency

planning to maintain service continuity for end users and protect CNI in such eventuality.
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4.2 Where the Relevant Authority is the Cabinet Office Markets and Suppliers Team, at the

Contractor's request, the Authority shall use reasonable endeavours to procure that the

Cabinet Office enters into a confidentiality and usage agreement with the Contractor

containing terms no less stringent than those placed on the Authority under Paragraph 4.1 of

this Part 2 and Clause 26 (Confidentiality).

4.3 The Contractor shall use reasonable endeavours to obtain consent from any third party which

has restricted the disclosure of the CRP Information to enable disclosure of that information to

the Relevant Authority pursuant to Paragraph 2 of this Part 2 subject, where necessary, to the

Relevant Authority entering into an appropriate confidentiality agreement in the form required

by the third party.

4.4 Where the Contractor is unable to procure consent pursuant to Paragraph 4.3 of this Part 2,

the Contractor shall use all reasonable endeavours to disclose the CRP Information to the

fullest extent possible by limiting the amount of information it withholds including by:

(a) redacting only those parts of the information which are subject to such obligations of

confidentiality; and/or

(b) providing the information in a form that does not breach its obligations of

confidentiality including (where possible) by:

(i) summarising the information;

(ii) grouping the information;

(iii) anonymising the information; and

(iv) presenting the information in general terms.

4.5 The Contractor shall provide the Relevant Authority with contact details of any third party

which has not provided consent to disclose CRP Information where that third party is also a

public sector body and where the Contractor is legally permitted to do so.
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APPENDIX I

Group Structure Information and Resolution Commentary

1 The Contractor shall:

1.1 provide sufficient information to allow the Relevant Authority to understand the implications on

the Contractor Group's UK Public Sector Business and CNI contracts listed pursuant to

Appendix II if the Contractor or another member of the Contractor Group is subject to an

Insolvency Event;

1.2 ensure that the information is presented so as to provide a simple, effective and easily

understood overview of the Contractor Group; and

1.3 provide full details of the importance of each member of the Contractor Group to the

Contractor Group's UK Public Sector Business and CNI contracts listed pursuant to Appendix

II and the dependencies between each.
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APPENDIX II

UK Public Sector / CNI contract Information

1 The Contractor shall:

1.1 provide details of all agreements held by members of the Contractor Group where those

agreements are for goods, services or works provision and:

(a) are with any UK public sector bodies including: central Government departments and

their arms-length bodies and agencies, non-departmental public bodies, NHS bodies,

local authorities, health bodies, police fire and rescue, education bodies and the

devolved administrations;

(b) are with any private sector entities where the end recipient of the service, goods or

works provision is any of the bodies set out in Paragraph 1.1(a) of this Appendix II

and where the member of the Contractor Group is acting as a key subcontractor

under the agreement with the end recipient; or

(c) involve or could reasonably be considered to involve CNI;

1.2 provide the Relevant Authority with a copy of the latest version of each underlying contract

worth more than £5m per contract year and their related key subcontracts, which shall be

included as embedded documents within the CRP Information or via a directly accessible link.


