Joint Schedule 10 (Rectification Plan)
Crown Copyright 2018

Framework Schedule 6 (Order Form Template and
Call-Off Schedules)

Order Form

CALL-OFF REFERENCE: 702199450 - Infosight Standard Licenses for 12 months

THE BUYER: Ministry of Defence

BUYER ADDRESS Navy Command, Leach Building, Whale Island,
Portsmouth, PO2 8BY

THE SUPPLIER: Softcat plc

SUPPLIER ADDRESS: Solar House, Fieldhouse Lane, Marlow, SL7 1LW

REGISTRATION NUMBER:

DUNS NUMBER: 397333253

SID4GOV ID:

APPLICABLE FRAMEWORK CONTRACT

This Order Form is for the provision of the Call-Off Deliverables and dated 19 December
2021

It's issued under the Framework Contract with the reference number RM6068 for the
provision of Technology Products and Associated Services.

CALL-OFF LOT(S):
Lot 3 Software & Associated Services

CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where numbers are
missing we are not using those schedules. If the documents conflict, the following order of
precedence applies:

1 This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
2 Joint Schedule 1(Definitions and Interpretation) RM6068
3 The following Schedules in equal order of precedence:
e Joint Schedules for RM6068
o Joint Schedule 2 (Variation Form)
o Joint Schedule 3 (Insurance Requirements)
o Joint Schedule 4 (Commercially Sensitive Information)
o Joint Schedule 6 (Key Subcontractors)
o Joint Schedule 10 (Rectification Plan)
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o Joint Schedule 11 (Processing Data)

o Joint Schedule 12 (Supply Chain Visibility)
e Call-Off Schedules

o Call-Off Schedule 1 (Transparency Reports)

o Call-Off Schedule 5 (Pricing Details)

o Call-Off Schedule 9 (Security)

o Call-Off Schedule 17 (MOD Terms)

o Call-Off Schedule 20 (Call-Off Specification)
CCS Core Terms (version 3.0.6)
Joint Schedule 5 (Corporate Social Responsibility) RM6068

6 Call-Off Schedule 4 (Call-Off Tender) as long as any parts of the Call-Off Tender that
offer a better commercial position for the Buyer (as decided by the Buyer) take
precedence over the documents above.

No other Supplier terms are part of the Call-Off Contract. That includes any terms written on
the back of, added to this Order Form, or presented at the time of delivery.

CALL-OFF SPECIAL TERMS

The following Special Terms are incorporated into this Call-Off Contract:

None
CALL-OFF START DATE: 20 December 2021
CALL-OFF EXPIRY DATE: 19 December 2022

CALL-OFF INITIAL PERIOD:
CALL-OFF OPTIONAL EXTENSIONPERIOD

CALL-OFF DELIVERABLES

See Call Off Schedule 20

LOCATION FOR DELIVERY

Navy Command, Leach Building, Whale Island, Portsmouth, PO2 8BY
DATES FOR DELIVERY OF THE DELIVERABLES

20 December 2021 to 19 December 2022

TESTING OF DELIVERABLES

None

WARRANTY PERIOD

The warranty period for the purposes of Clause 3.1.2 of the Core Terms shall be 1 year.
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MAXIMUM LIABILITY

The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first Contract Year is
£250,000.

CALL-OFF CHARGES

See details in Call-Off Schedule 5 (Pricing Details).

The Charges will not be impacted by any change to the Framework Prices. The Charges can
only be changed by agreement in writing between the Buyer and the Supplier because of a
Specific Change in Law or Benchmarking using Call-Off Schedule 16 (Benchmarking) where
this is used.

REIMBURSABLE EXPENSES

None

PAYMENT METHOD

Payments to be made via CP&F/Exostar.

BUYER'’S INVOICE ADDRESS:

Navy Command, Leach Building, Whale Island, Portsmouth, PO2 8BY
BUYER’S AUTHORISED REPRESENTATIVE
BUYER’S ENVIRONMENTAL POLICY

None

BUYER’S SECURITY POLICY

Call-Off Schedule 9

SUPPLIER’S AUTHORISED REPRESENTATIVE

SUPPLIER’S CONTRACT MANAGER

PROGRESS REPORT FREQUENCY

None
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PROGRESS MEETING FREQUENCY
None
KEY STAFF

Not Applicable
KEY SUBCONTRACTOR(S)

Geollect

SERVICE CREDITS

None

ADDITIONAL INSURANCES
Not applicable

GUARANTEE

Not applicable

SOCIAL VALUE COMMITMENT

Not applicable

For and on behalf of the Supplier:

under FOIA Section 40, Personal Information

For and on behalf of Buyer:

under FOIA Section 40, Personal Information

Framework Ref: RM6068
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Joint Schedule 2 (Variation Form)

This form is to be used in order to change a contract in accordance with Clause 24
(Changing the Contract)

Contract Details
This variation is between: [delete as applicable: CCS / Buyer] ("CCS” “the Buyer")
And
[insert name of Supplier] ("the Supplier")

Contract name: [insert name of contract to be changed] (“the Contract”)
Contract reference number: [insert contract reference number]
Details of Proposed Variation
Variation initiated by: [delete as applicable: CCS/Buyer/Supplier]
Variation number: [insert variation number]
Date variation is raised: [insert date]
Proposed variation
Reason for the variation: [insert reason]

An Impact Assessment shall | [insert number] days
be provided within:

Impact of Variation

Likely impact of the proposed | [Supplier to insert assessment of impact]
variation:

Outcome of Variation

Contract variation: This Contract detailed above is varied as follows:

e [CCS/Buyer to insert original Clauses or Paragraphs to
be varied and the changed clause]

Financial variation: Original Contract Value: £ [insert amount]
Additional cost due to variation: | £ [insert amount]
New Contract value: £ [insert amount]

1. This Variation must be agreed and signed by both Parties to the Contract and shall only be ef-
fective from the date it is signed by [delete as applicable: CCS / Buyer]

2. Words and expressions in this Variation shall have the meanings given to them in the Contract.

3. The Contract, including any previous Variations, shall remain effective and unaltered except as
amended by this Variation.
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Signed by an authorised signatory for and on behalf of the [delete as applicable: CCS / Buyer]
Signature

Date

Name (in Capitals)

Address

Signed by an authorised signatory to sign for and on behalf of the Supplier
Signature

Date

Name (in Capitals)

Address

Framework Ref: RM6068
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Joint Schedule 3 (Insurance Requirements)

1. The insurance you need to have

1.1 The Supplier shall take out and maintain, or procure the taking out and
maintenance of the insurances as set out in the Annex to this Schedule, any
additional insurances required under a Call-Off Contract (specified in the ap-
plicable Order Form) ("Additional Insurances") and any other insurances
as may be required by applicable Law (together the “Insurances”). The
Supplier shall ensure that each of the Insurances is effective no later than:

1.1.1 the Framework Start Date in respect of those Insurances set out in
the Annex to this Schedule and those required by applicable Law;
and

1.1.2 the Call-Off Contract Effective Date in respect of the Additional Insur-
ances.

1.2 The Insurances shall be:
1.2.1 maintained in accordance with Good Industry Practice;

1.2.2 (so far as is reasonably practicable) on terms no less favourable than
those generally available to a prudent contractor in respect of risks
insured in the international insurance market from time to time;

1.2.3 taken out and maintained with insurers of good financial standing and
good repute in the international insurance market; and

1.2.4 maintained for at least six (6) years after the End Date.

1.3 The Supplier shall ensure that the public and products liability policy contain
an indemnity to principals clause under which the Relevant Authority shall
be indemnified in respect of claims made against the Relevant Authority in
respect of death or bodily injury or third party property damage arising out of
or in connection with the Deliverables and for which the Supplier is legally
liable.

2. How to manage the insurance

2.1 Without limiting the other provisions of this Contract, the Supplier shall:

2.1.1 take or procure the taking of all reasonable risk management and risk
control measures in relation to Deliverables as it would be reasonable
to expect of a prudent contractor acting in accordance with Good In-
dustry Practice, including the investigation and reports of relevant
claims to insurers;

2.1.2  promptly notify the insurers in writing of any relevant material fact un-
der any Insurances of which the Supplier is or becomes aware; and

2.1.3 hold all policies in respect of the Insurances and cause any insurance
broker effecting the Insurances to hold any insurance slips and other
evidence of placing cover representing any of the Insurances to
which it is a party.
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3. What happens if you aren’t insured

3.1 The Supplier shall not take any action or fail to take any action or (insofar as
is reasonably within its power) permit anything to occur in relation to it which
would entitle any insurer to refuse to pay any claim under any of the Insur-
ances.

3.2 Where the Supplier has failed to purchase or maintain any of the Insurances
in full force and effect, the Relevant Authority may elect (but shall not be
obliged) following written notice to the Supplier to purchase the relevant In-
surances and recover the reasonable premium and other reasonable costs
incurred in connection therewith as a debt due from the Supplier.

4. Evidence of insurance you must provide

4.1 The Supplier shall upon the Start Date and within 15 Working Days after the
renewal of each of the Insurances, provide evidence, in a form satisfactory
to the Relevant Authority, that the Insurances are in force and effect and
meet in full the requirements of this Schedule.

5. Making sure you are insured to the required amount

5.1 The Supplier shall ensure that any Insurances which are stated to have a
minimum limit "in the aggregate" are maintained at all times for the minimum
limit of indemnity specified in this Contract and if any claims are made which
do not relate to this Contract then the Supplier shall notify the Relevant Au-
thority and provide details of its proposed solution for maintaining the mini-
mum limit of indemnity.

6. Cancelled Insurance

6.1 The Supplier shall notify the Relevant Authority in writing at least five
(5) Working Days prior to the cancellation, suspension, termination or non-
renewal of any of the Insurances.

6.2 The Supplier shall ensure that nothing is done which would entitle the rele-
vant insurer to cancel, rescind or suspend any insurance or cover, or to treat
any insurance, cover or claim as voided in whole or part. The Supplier shall
use all reasonable endeavours to notify the Relevant Authority (subject to
third party confidentiality obligations) as soon as practicable when it be-
comes aware of any relevant fact, circumstance or matter which has
caused, or is reasonably likely to provide grounds to, the relevant insurer to
give notice to cancel, rescind, suspend or void any insurance, or any cover
or claim under any insurance in whole or in part.

7. Insurance claims

7.1 The Supplier shall promptly notify to insurers any matter arising from, or in
relation to, the Deliverables, or each Contract for which it may be entitled to
claim under any of the Insurances. In the event that the Relevant Authority
receives a claim relating to or arising out of a Contract or the Deliverables,
the Supplier shall co-operate with the Relevant Authority and assist it in
dealing with such claims including without limitation providing information
and documentation in a timely manner.
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7.2

7.3

7.4

Except where the Relevant Authority is the claimant party, the Supplier shall
give the Relevant Authority notice within twenty (20) Working Days after any
insurance claim in excess of 10% of the sum required to be insured pursu-
ant to Paragraph The Supplier shall ensure that any Insurances which are
stated to have a minimum limit "in the aggregate" are maintained at all times
for the minimum limit of indemnity specified in this Contract and if any claims
are made which do not relate to this Contract then the Supplier shall notify
the Relevant Authority and provide details of its proposed solution for main-
taining the minimum limit of indemnity. relating to or arising out of the provi-
sion of the Deliverables or this Contract on any of the Insurances or which,
but for the application of the applicable policy excess, would be made on
any of the Insurances and (if required by the Relevant Authority) full details
of the incident giving rise to the claim.

Where any Insurance requires payment of a premium, the Supplier shall be
liable for and shall promptly pay such premium.

Where any Insurance is subject to an excess or deductible below which the
indemnity from insurers is excluded, the Supplier shall be liable for such ex-
cess or deductible. The Supplier shall not be entitled to recover from the
Relevant Authority any sum paid by way of excess or deductible under the
Insurances whether under the terms of this Contract or otherwise.
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ANNEX: REQUIRED INSURANCES

1. The Supplier shall hold the following [standard] insurance cover from the
Framework Start Date in accordance with this Schedule:

7.5 professional indemnity insurance with cover (for a single event or a series of
related events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots ;

7.6 public liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots;

7.7 employers’ liability insurance with cover (for a single event or a series of re-
lated events and in the aggregate) of not less than five million pounds
(£5,000,000) — all Lots

7.8 product liability insurance with cover (for a single event or a series of related
events and in the aggregate) of not less than one million pounds
(£1,000,000) — all Lots
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Joint Schedule 6 (Key Subcontractors)

2. RESTRICTIONS ON CERTAIN SUBCONTRACTORS

7.9

The Supplier is entitled to sub-contract its obligations under the Framework
Contract to the Key Subcontractors set out in the Framework Award Form.

7.10 The Supplier is entitled to sub-contract its obligations under a Call-Off Con-

7.1

tract to Key Subcontractors listed in the Framework Award Form who are
specifically nominated in the Order Form.

Where during the Contract Period the Supplier wishes to enter into a new
Key Sub-contract or replace a Key Subcontractor, it must obtain the prior
written consent of CCS and the Buyer and the Supplier shall, at the time of
requesting such consent, provide CCS and the Buyer with the information
detailed in Paragraph The Supplier shall provide CCS and the Buyer with
the following information in respect of the proposed Key Subcontractor:.
The decision of CCS and the Buyer to consent or not will not be unreasona-
bly withheld or delayed. Where CCS consents to the appointment of a new
Key Subcontractor then they will be added to section 20 of the Framework
Award Form. Where the Buyer consents to the appointment of a new Key
Subcontractor then they will be added to Key Subcontractor section of the
Order Form. CCS and the Buyer may reasonably withhold their consent to
the appointment of a Key Subcontractor if it considers that:

7.11.1 the appointment of a proposed Key Subcontractor may prejudice the
provision of the Deliverables or may be contrary to its interests;

7.11.2 the proposed Key Subcontractor is unreliable and/or has not pro-
vided reliable goods and or reasonable services to its other custom-
ers; and/or

7.11.3 the proposed Key Subcontractor employs unfit persons.

7.12 The Supplier shall provide CCS and the Buyer with the following information

in respect of the proposed Key Subcontractor:

7.12.1 the proposed Key Subcontractor's name, registered office and com-
pany registration number;

7.12.2 the scope/description of any Deliverables to be provided by the pro-
posed Key Subcontractor;

7.12.3 where the proposed Key Subcontractor is an Affiliate of the Supplier,
evidence that demonstrates to the reasonable satisfaction of the
CCS and the Buyer that the proposed Key Sub-Contract has been
agreed on "arm’s-length" terms;

7.12.4 for CCS, the Key Sub-Contract price expressed as a percentage of
the total projected Framework Price over the Framework Contract
Period;

7.12.5 for the Buyer, the Key Sub-Contract price expressed as a percent-
age of the total projected Charges over the Call Off Contract Period;
and

7.12.6 the Dun & Bradstreet Failure Rating score of the Key Subcontractor.
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7.13 If requested by CCS and/or the Buyer, within ten (10) Working Days of re-
ceipt of the information provided by the Supplier pursuant to Paragraph The
Supplier shall provide CCS and the Buyer with the following information in
respect of the proposed Key Subcontractor:, the Supplier shall also provide:

7.13.1
7.13.2

a copy of the proposed Key Sub-Contract; and

any further information reasonably requested by CCS and/or the
Buyer.

7.14 The Supplier shall ensure that each new or replacement Key Sub-Contract
shall include:

7.14.1

7.14.2

7.14.3

7.14.4

7.14.5

7.14.6

provisions which will enable the Supplier to discharge its obligations
under the Contracts;

a right under CRTPA for CCS and the Buyer to enforce any provi-
sions under the Key Sub-Contract which confer a benefit upon CCS
and the Buyer respectively;

a provision enabling CCS and the Buyer to enforce the Key
Sub-Contract as if it were the Supplier;

a provision enabling the Supplier to assign, novate or otherwise
transfer any of its rights and/or obligations under the Key Sub-Con-
tract to CCS and/or the Buyer;

obligations no less onerous on the Key Subcontractor than those im-
posed on the Supplier under the Framework Contract in respect of:

(a) the data protection requirements set out in Clause 14 (Data
protection);

(b) the FOIA and other access request requirements set out in
Clause 16 (When you can share information);

(c) the obligation not to embarrass CCS or the Buyer or other-
wise bring CCS or the Buyer into disrepute;

(d) the keeping of records in respect of the goods and/or ser-
vices being provided under the Key Sub-Contract, including
the maintenance of Open Book Data; and

(e) the conduct of audits set out in Clause 6 (Record keeping
and reporting);

provisions enabling the Supplier to terminate the Key Sub-Contract
on notice on terms no more onerous on the Supplier than those im-
posed on CCS and the Buyer under Clauses 10.4 (When CCS or the
Buyer can end this contract) and 10.5 (What happens if the contract
ends) of this Contract; and

a provision restricting the ability of the Key Subcontractor to sub-con-
tract all or any part of the provision of the Deliverables provided to the
Supplier under the Key Sub-Contract without first seeking the written
consent of CCS and the Buyer.
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Joint Schedule 10 (Rectification Plan)

Request for [Revised] Rectification Plan

Details of the Default: [Guidance: Explain the Default, with clear schedule
and clause references as appropriate]

Deadline for receiving the | [add date (minimum 10 days from request)]
[Revised] Rectification

Plan:

Signed by [CCS/Buyer] : ‘ Date: ‘
Supplier [Revised] Rectification Plan

Cause of the Default [add cause]

Anticipated impact [add impact]

assessment:

Actual effect of Default: [add effect]

Steps to be taken to Steps Timescale
rectification: 1 [date]

2 [date]

3. [date]

4 [date]

[...] [date]

Timescale for complete [X] Working Days
Rectification of Default

Steps taken to prevent Steps Timescale

recurrence of Default 1 [date]

[date]

[date]

[date]

O e B

o] [date]

Signed by the Supplier: Date:

Review of Rectification Plan [CCS/Buyer]
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Outcome of review

[Plan Accepted] [Plan Rejected] [Revised Plan
Requested]

Reasons for Rejection (if
applicable)

[add reasons]

Signed by [CCS/Buyer]

Date:

Framework Ref: RM6068
Project Version: v1.0
Model Version: v3.0
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Joint Schedule 11 (Processing Data)

Status of the Controller

1. The Parties acknowledge that for the purposes of the Data Protection Legisla-
tion, the nature of the activity carried out by each of them in relation to their
respective obligations under a Contract dictates the status of each party under
the DPA. A Party may act as:

(a) “Controller” in respect of the other Party who is “Processor”;
(b) “Processor” in respect of the other Party who is “Controller”;
(c) “Joint Controller” with the other Party;

(d) “Independent Controller” of the Personal Data where the other Party is also
“Controller”,

in respect of certain Personal Data under a Contract and shall specify in
Annex 1 (Processing Personal Data) which scenario they think shall apply in
each situation.

Where one Party is Controller and the other Party its Processor

2. Where a Party is a Processor, the only Processing that it is authorised to do is
listed in Annex 1 (Processing Personal Data) by the Controller.

3. The Processor shall notify the Controller immediately if it considers that any of
the Controller’s instructions infringe the Data Protection Legislation.

4. The Processor shall provide all reasonable assistance to the Controller in the
preparation of any Data Protection Impact Assessment prior to commencing
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any Processing. Such assistance may, at the discretion of the Controller, in-
clude:

a systematic description of the envisaged Processing and the purpose of the
Processing;

an assessment of the necessity and proportionality of the Processing in rela-
tion to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security
measures and mechanisms to ensure the protection of Personal Data.

5.

The Processor shall, in relation to any Personal Data Processed in connection
with its obligations under the Contract:

(@)

Process that Personal Data only in accordance with Annex 1 (Processing Per-
sonal Data), unless the Processor is required to do otherwise by Law. If it is so
required the Processor shall promptly notify the Controller before Processing
the Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, including in the case of the
Supplier the measures set out in Clause 14.3 of the Core Terms, which the
Controller may reasonably reject (but failure to reject shall not amount to ap-
proval by the Controller of the adequacy of the Protective Measures) having
taken account of the:

(i) nature of the data to be protected;

(i) harm that might result from a Data Loss Event;
(i)  state of technological development; and

(iv)  cost of implementing any measures;
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(c) ensure that :

(i)

(ii)

the Processor Personnel do not Process Personal Data except in
accordance with the Contract (and in particular Annex 1 (Pro-
cessing Personal Data));

it takes all reasonable steps to ensure the reliability and integrity
of any Processor Personnel who have access to the Personal
Data and ensure that they:

(A)

(B)

(C)

are aware of and comply with the Processor’s duties under
this Joint Schedule 11, Clauses 14 (Data protection), 15
(What you must keep confidential) and 16 (When you can
share information),

are subject to appropriate confidentiality undertakings with
the Processor or any Sub-processor;

are informed of the confidential nature of the Personal Data
and do not publish, disclose or divulge any of the Personal
Data to any third party unless directed in writing to do so by
the Controller or as otherwise permitted by the Contract;
and

have undergone adequate training in the use, care, protec-
tion and handling of Personal Data;

(d) not transfer Personal Data outside of the EU unless the prior written consent
of the Controller has been obtained and the following conditions are fulfilled:

(i)

the Controller or the Processor has provided appropriate safe-
guards in relation to the transfer (whether in accordance with
GDPR Atrticle 46 or LED Article 37) as determined by the Control-

ler;



Framework Schedule 6

(i) the Data Subject has enforceable rights and effective legal reme-
dies;

(i)  the Processor complies with its obligations under the Data Protec-
tion Legislation by providing an adequate level of protection to any
Personal Data that is transferred (or, if it is not so bound, uses its
best endeavours to assist the Controller in meeting its obliga-
tions); and

(iv)  the Processor complies with any reasonable instructions notified
to it in advance by the Controller with respect to the Processing of
the Personal Data; and

at the written direction of the Controller, delete or return Personal Data (and
any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

6.

Subject to paragraph 7 of this Joint Schedule 11, the Processor shall notify the
Controller immediately if in relation to it Processing Personal Data under or in
connection with the Contract it:

(d)

(e)

receives a Data Subject Access Request (or purported Data Subject Access
Request);

receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Par-
ty's obligations under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other
regulatory authority in connection with Personal Data Processed under the
Contract;

receives a request from any third Party for disclosure of Personal Data where
compliance with such request is required or purported to be required by Law;
or

becomes aware of a Data Loss Event.
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The Processor’s obligation to notify under paragraph 6 of this Joint Schedule
11 shall include the provision of further information to the Controller in phases,
as details become available.

Taking into account the nature of the Processing, the Processor shall provide
the Controller with reasonable assistance in relation to either Party's obligations
under Data Protection Legislation and any complaint, communication or request
made under paragraph 6 of this Joint Schedule 11 (and insofar as possible
within the timescales reasonably required by the Controller) including by
promptly providing:

(a)

(b)

the Controller with full details and copies of the complaint, communication or
request;

such assistance as is reasonably requested by the Controller to enable it to
comply with a Data Subject Request within the relevant timescales set out in
the Data Protection Legislation;

the Controller, at its request, with any Personal Data it holds in relation to a
Data Subiject;

assistance as requested by the Controller following any Data Loss Event;
and/or

assistance as requested by the Controller with respect to any request from the
Information Commissioner’s Office, or any consultation by the Controller with
the Information Commissioner's Office.

9.

The Processor shall maintain complete and accurate records and information
to demonstrate its compliance with this Joint Schedule 11. This requirement
does not apply where the Processor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional,

the Controller determines the Processing includes special categories of data
as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal
convictions and offences referred to in Article 10 of the GDPR; or
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(c)

the Controller determines that the Processing is likely to result in a risk to the
rights and freedoms of Data Subjects.

10.

11.

12.

The Processor shall allow for audits of its Data Processing activity by the Con-
troller or the Controller’s designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data
Protection Legislation.

Before allowing any Subprocessor to Process any Personal Data related to the
Contract, the Processor must:

notify the Controller in writing of the intended Subprocessor and Processing;
obtain the written consent of the Controller;

enter into a written agreement with the Subprocessor which gives effect to the
terms set out in this Joint Schedule 11 such that they apply to the Subproces-
sor; and

provide the Controller with such information regarding the Subprocessor as
the Controller may reasonably require.

13.

14.

15.

The Processor shall remain fully liable for all acts or omissions of any of its
Subprocessors.

The Relevant Authority may, at any time on not less than 30 Working Days’
notice, revise this Joint Schedule 11 by replacing it with any applicable control-
ler to processor standard clauses or similar terms forming part of an applicable
certification scheme (which shall apply when incorporated by attachment to the
Contract).

The Parties agree to take account of any guidance issued by the Information
Commissioner’s Office. The Relevant Authority may on not less than 30 Work-
ing Days’ notice to the Supplier amend the Contract to ensure that it complies
with any guidance issued by the Information Commissioner’s Office.
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Where the Parties are Joint Controllers of Personal Data

16.

In the event that the Parties are Joint Controllers in respect of Personal Data
under the Contract, the Parties shall implement paragraphs that are necessary
to comply with GDPR Article 26 based on the terms set out in Annex 2 to this
Joint Schedule 11 (Processing Data).

Independent Controllers of Personal Data

17.

18.

19.

20.

21.

With respect to Personal Data provided by one Party to another Party for which
each Party acts as Controller but which is not under the Joint Control of the
Parties, each Party undertakes to comply with the applicable Data Protection
Legislation in respect of their Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations
under the Data Protection Legislation and not do anything to cause the other
Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance
with paragraph 17 of this Joint Schedule 11, the recipient of the Personal Data
will provide all such relevant documents and information relating to its data pro-
tection policies and procedures as the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and
14 GDPR in respect of the Processing of Personal Data for the purposes of the
Contract.

The Parties shall only provide Personal Data to each other:

to the extent necessary to perform their respective obligations under the Con-
tract;

in compliance with the Data Protection Legislation (including by ensuring all
required data privacy information has been given to affected Data Subjects to
meet the requirements of Articles 13 and 14 of the GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).




Framework Schedule 6

22.

23.

24.

Taking into account the state of the art, the costs of implementation and the
nature, scope, context and purposes of Processing as well as the risk of varying
likelihood and severity for the rights and freedoms of natural persons, each
Party shall, with respect to its Processing of Personal Data as Independent
Controller, implement and maintain appropriate technical and organisational
measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the
GDPR, and the measures shall, at a minimum, comply with the requirements of
the Data Protection Legislation, including Article 32 of the GDPR.

A Party Processing Personal Data for the purposes of the Contract shall main-
tain a record of its Processing activities in accordance with Article 30 GDPR
and shall make the record available to the other Party upon reasonable request.

Where a Party receives a request by any Data Subject to exercise any of their
rights under the Data Protection Legislation in relation to the Personal Data
provided to it by the other Party pursuant to the Contract (“Request Recipi-
ent”):

the other Party shall provide any information and/or assistance as reasonably
requested by the Request Recipient to help it respond to the request or corre-
spondence, at the cost of the Request Recipient; or

where the request or correspondence is directed to the other Party and/or re-
lates to that other Party's Processing of the Personal Data, the Request Re-
cipient will:

(i) promptly, and in any event within five (5) Working Days of receipt
of the request or correspondence, inform the other Party that it
has received the same and shall forward such request or corre-
spondence to the other Party; and

(i) provide any information and/or assistance as reasonably re-
quested by the other Party to help it respond to the request or
correspondence in the timeframes specified by Data Protection
Legislation.
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25.

Each Party shall promptly notify the other Party upon it becoming aware of any
Personal Data Breach relating to Personal Data provided by the other Party
pursuant to the Contract and shall:

(a)

do all such things as reasonably necessary to assist the other Party in mitigat-
ing the effects of the Personal Data Breach;

implement any measures necessary to restore the security of any compro-
mised Personal Data;

work with the other Party to make any required notifications to the Information
Commissioner’s Office and affected Data Subjects in accordance with the Data
Protection Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that
Party's relationship with the relevant Data Subjects, save as required by Law.

26.

27.

28.

Personal Data provided by one Party to the other Party may be used exclusively
to exercise rights and obligations under the Contract as specified in Annex 1
(Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary
to perform each Party’s respective obligations under the Contract which is spec-
ified in Annex 1 (Processing Personal Data).

Notwithstanding the general application of paragraphs 2 to 15 of this Joint
Schedule 11 to Personal Data, where the Supplier is required to exercise its
regulatory and/or legal obligations in respect of Personal Data, it shall act as an
Independent Controller of Personal Data in accordance with paragraphs16 to
27 of this Joint Schedule 11.
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Joint Schedule 12 (Supply Chain Visibility)

1.

2,

Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

7.15 "Con-
tracts Finder"

717 “SME"
7.19 “Supply
Chain Infor-
mation Report
Template”

7.21 "VWCSE"
7.23

7.16 the Government’'s pub-
lishing portal for public sector
procurement opportunities;

7.18 an enterprise falling
within the category of micro,
small and medium sized enter-
prises defined by the Commis-
sion Recommendation of 6
May 2003 concerning the defi-
nition of micro, small and me-
dium sized enterprises;

7.20 the document at Annex
1 of this Schedule 12; and

7.22 anon-governmental or-
ganisation that is value-driven
and which principally reinvests
its surpluses to further social,
environmental or cultural ob-
jectives.

7.24

Visibility of Sub-Contract Opportunities in the Supply Chain

2.1 The Supplier shall:

2.1.1 subject to Paragraph 2.3, advertise on Contracts Finder all Sub-Contract

opportunities arising from or in connection with the provision of the Deliver-
ables above a minimum threshold of £25,000 that arise during the Con-
tract Period;

2.1.2 within 90 days of awarding a Sub-Contract to a Subcontractor, update the
notice on Contract Finder with details of the successful Subcontractor;

10
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213

214

21.5

2.2

2.3

2.4

monitor the number, type and value of the Sub-Contract opportunities
placed on Contracts Finder advertised and awarded in its supply chain
during the Contract Period;

provide reports on the information at Paragraph 2.1.3 to the Relevant Au-
thority in the format and frequency as reasonably specified by the Rele-
vant Authority; and

promote Contracts Finder to its suppliers and encourage those organisa-
tions to register on Contracts Finder.

Each advert referred to at Paragraph 2.1.1 of this Schedule 12 shall provide
a full and detailed description of the Sub-Contract opportunity with each of
the mandatory fields being completed on Contracts Finder by the Supplier.

The obligation on the Supplier set out at Paragraph 2.1 shall only apply in
respect of Sub-Contract opportunities arising after the Effective Date.

Notwithstanding Paragraph 2.1, the Authority may by giving its prior Ap-
proval, agree that a Sub-Contract opportunity is not required to be adver-
tised by the Supplier on Contracts Finder.

3. Visibility of Supply Chain Spend

3.1

In addition to any other management information requirements set out in
the Contract, the Supplier agrees and acknowledges that it shall, at no
charge, provide timely, full, accurate and complete SME management infor-
mation reports (the “SME Management Information Reports”) to the Rele-
vant Authority which incorporates the data described in the Supply Chain
Information Report Template which is:

(a) the total contract revenue received directly on the Contract;

(b) the total value of sub-contracted revenues under the Contract

(including revenues for non-SMEs/non-VCSEs); and

(c) the total value of sub-contracted revenues to SMEs and VCSEs.

11
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3.2 The SME Management Information Reports shall be provided by the Sup-
plier in the correct format as required by the Supply Chain Information Re-
port Template and any guidance issued by the Relevant Authority from time
to time. The Supplier agrees that it shall use the Supply Chain Information
Report Template to provide the information detailed at Paragraph 3.1(a) —
(c) and acknowledges that the template may be changed from time to time

(including the data required and/or format) by the Relevant Authority issu-
ing a replacement version. The Relevant Authority agrees to give at least
thirty (30) days’ notice in writing of any such change and shall specify the
date from which it must be used.

3.3 The Supplier further agrees and acknowledges that it may not make any
amendment to the Supply Chain Information Report Template without the
prior Approval of the Authority.

Annex 1
Supply Chain Information Report template

= F

Supply Chain Information
Report templat

12
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Call-Off Schedule 1 (Transparency Reports)

1.1

1.2

1.3

1.4

The Supplier recognises that the Buyer is subject to PPN 01/17 (Updates to
transparency principles v1.1
(https://www.gov.uk/government/publications/procurement-policy-note-0117-
update-to-transparency-principles). The Supplier shall comply with the provisions
of this Schedule in order to assist the Buyer with its compliance with its obligations
under that PPN.

Without prejudice to the Supplier's reporting requirements set out in the Framework
Contract, within three (3) Months of the Start Date the Supplier shall submit to the
Buyer for Approval (such Approval not to be unreasonably withheld or delayed)
draft Transparency Reports consistent with the content requirements and format
set out in the Annex of this Schedule.

If the Buyer rejects any proposed Transparency Report submitted by the Supplier,
the Supplier shall submit a revised version of the relevant report for further
Approval within five (5) days of receipt of any notice of rejection, taking account of
any recommendations for revision and improvement to the report provided by the
Buyer. If the Parties fail to agree on a draft Transparency Report the Buyer shall
determine what should be included. Any other disagreement in connection with
Transparency Reports shall be treated as a Dispute.

The Supplier shall provide accurate and up-to-date versions of each Transparency
Report to the Buyer at the frequency referred to in the Annex of this Schedule.

13
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Annex A: List of Transparency Reports

Title Content Format Frequency
Contract Document Contract information and = Redacted to remove Following Contract
Total Price personal information Award
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Call-Off Schedule 5 (Pricing Details)

Deliverables in accordance with Statement of Requirements

Item Description Delivery Date Unit of | Quan- | Firm Price (£) | Firm Price (£)
Num- (exact dates to be Meas- tity Ex VAT - Ex VAT
ber confirmed on contract urement Per Item -Total

award) (including any pack-| (including any

aging, travel, deliv- | packaging, travel,
ery and importing) | delivery and im-

1 Infosight Standard Licenses for 12 | 20 December Total

months 2021 to 43, Commercial interests|

19 December

2022
Total Price | £250,000

Item Num- | Consignee Address (XY code only)
ber
All HM Naval Base Portsmouth
Item Num- | Payment Schedule
ber
1 Payment to be made following delivery
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Call-Off Schedule 9 (Security)
Part A: Short Form Security Requirements

1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and they
shall supplement Joint Schedule 1 (Definitions):

"Breach of Security" the occurrence of:

(a) any unauthorised access to or use of the Deliverables,
the Sites and/or any Information and Communication
Technology ("ICT"), information or data (including the
Confidential Information and the Government Data) used
by the Buyer and/or the Supplier in connection with this
Contract; and/or

(b) the loss and/or unauthorised disclosure of any information
or data (including the Confidential Information and the
Government Data), including any copies of such
information or data, used by the Buyer and/or the Supplier
in connection with this Contract,

in either case as more particularly set out in the Security
Policy where the Buyer has required compliance therewith in
accordance with paragraph 2.2;

"Security Management Plan" the Supplier's security management plan prepared
pursuant to this Schedule, a draft of which has been provided by the Supplier to the
Buyer and as updated from time to time.

2 Complying with security requirements and updates to them

2.1 The Buyer and the Supplier recognise that, where specified in Framework
Schedule 4 (Framework Management), CCS shall have the right to enforce the
Buyer's rights under this Schedule.

2.2 The Supplier shall comply with the requirements in this Schedule in respect of the
Security Management Plan. Where specified by a Buyer that has undertaken a
Further Competition it shall also comply with the Security Policy and shall ensure
that the Security Management Plan produced by the Supplier fully complies with
the Security Policy.

2.3 Where the Security Policy applies the Buyer shall notify the Supplier of any
changes or proposed changes to the Security Policy.

2.4 If the Supplier believes that a change or proposed change to the Security Policy
will have a material and unavoidable cost implication to the provision of the
Deliverables it may propose a Variation to the Buyer. In doing so, the Supplier
must support its request by providing evidence of the cause of any increased costs
and the steps that it has taken to mitigate those costs. Any change to the Charges
shall be subject to the Variation Procedure.
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2.5 Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the
Variation Procedure the Supplier shall continue to provide the Deliverables in
accordance with its existing obligations.

3 Security Standards

3.1 The Supplier acknowledges that the Buyer places great emphasis on the reliability
of the performance of the Deliverables, confidentiality, integrity and availability of
information and consequently on security.

3.2 The Supplier shall be responsible for the effective performance of its security
obligations and shall at all times provide a level of security which:

3.2.1 is in accordance with the Law and this Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;

3.2.3 meets any specific security threats of immediate relevance to the Deliverables
and/or the Government Data; and

3.2.4 where specified by the Buyer in accordance with paragraph 2.2 complies with the
Security Policy and the ICT Policy.

3.3 The references to standards, guidance and policies contained or set out in
Paragraph 3.2 shall be deemed to be references to such items as developed and
updated and to any successor to or replacement for such standards, guidance and
policies, as notified to the Supplier from time to time.

3.4 In the event of any inconsistency in the provisions of the above standards,
guidance and policies, the Supplier should notify the Buyer's Representative of
such inconsistency immediately upon becoming aware of the same, and the
Buyer's Representative shall, as soon as practicable, advise the Supplier which
provision the Supplier shall be required to comply with.

4 Security Management Plan
4.1 Introduction

4.1.1 The Supplier shall develop and maintain a Security Management Plan in
accordance with this Schedule. The Supplier shall thereafter comply with its
obligations set out in the Security Management Plan.

4.2 Content of the Security Management Plan

4.2.1 The Security Management Plan shall:

(a) comply with the principles of security set out in Paragraph 3 and any
other provisions of this Contract relevant to security;

(b) identify the necessary delegated organisational roles for those
responsible for ensuring it is complied with by the Supplier;

(c) detail the process for managing any security risks from Subcontractors
and third parties authorised by the Buyer with access to the Deliverables,
processes associated with the provision of the Deliverables, the Buyer
Premises, the Sites and any ICT, Information and data (including the
Buyer’s Confidential Information and the Government Data) and any
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system that could directly or indirectly have an impact on that Information,
data and/or the Deliverables;

(d) be developed to protect all aspects of the Deliverables and all processes
associated with the provision of the Deliverables, including the Buyer
Premises, the Sites, and any ICT, Information and data (including the
Buyer’'s Confidential Information and the Government Data) to the extent
used by the Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have an
impact on that Information, data and/or the Deliverables;

(e) set out the security measures to be implemented and maintained by the
Supplier in relation to all aspects of the Deliverables and all processes
associated with the provision of the Goods and/or Services and shall at
all times comply with and specify security measures and procedures
which are sufficient to ensure that the Deliverables comply with the
provisions of this Contract;

(f) set out the plans for transitioning all security arrangements and
responsibilities for the Supplier to meet the full obligations of the security
requirements set out in this Contract and, where necessary in
accordance with paragraph 2.2 the Security Policy; and

(g9) be written in plain English in language which is readily comprehensible to
the staff of the Supplier and the Buyer engaged in the provision of the
Deliverables and shall only reference documents which are in the
possession of the Parties or whose location is otherwise specified in this
Schedule.

4.3 Development of the Security Management Plan

4.3.1

43.2

4.3.3

Within twenty (20) Working Days after the Start Date and in accordance with
Paragraph 4.4, the Supplier shall prepare and deliver to the Buyer for Approval a
fully complete and up to date Security Management Plan which will be based on
the draft Security Management Plan.

If the Security Management Plan submitted to the Buyer in accordance with
Paragraph 4.3.1, or any subsequent revision to it in accordance with Paragraph
4.4, is Approved it will be adopted immediately and will replace the previous
version of the Security Management Plan and thereafter operated and maintained
in accordance with this Schedule. If the Security Management Plan is not
Approved, the Supplier shall amend it within ten (10) Working Days of a notice of
non-approval from the Buyer and re-submit to the Buyer for Approval. The
Parties will use all reasonable endeavours to ensure that the approval process
takes as little time as possible and in any event no longer than fifteen (15)
Working Days from the date of its first submission to the Buyer. If the Buyer does
not approve the Security Management Plan following its resubmission, the matter
will be resolved in accordance with the Dispute Resolution Procedure.

The Buyer shall not unreasonably withhold or delay its decision to Approve or not
the Security Management Plan pursuant to Paragraph 4.3.2. However a refusal
by the Buyer to Approve the Security Management Plan on the grounds that it
does not comply with the requirements set out in Paragraph 4.2 shall be deemed
to be reasonable.

18



Framework Schedule 6

4.3.4 Approval by the Buyer of the Security Management Plan pursuant to
Paragraph 4.3.2 or of any change to the Security Management Plan in
accordance with Paragraph 4.4 shall not relieve the Supplier of its obligations
under this Schedule.

4.4 Amendment of the Security Management Plan

4.41 The Security Management Plan shall be fully reviewed and updated by the
Supplier at least annually to reflect:

(a) emerging changes in Good Industry Practice;

(b) any change or proposed change to the Deliverables and/or associated
processes;

(c) where necessary in accordance with paragraph 2.2, any change to the
Security Policy;

(d) any new perceived or changed security threats; and
(e) any reasonable change in requirements requested by the Buyer.

4.4.2 The Supplier shall provide the Buyer with the results of such reviews as soon as
reasonably practicable after their completion and amendment of the Security
Management Plan at no additional cost to the Buyer. The results of the review
shall include, without limitation:

(a) suggested improvements to the effectiveness of the Security
Management Plan;

(b) updates to the risk assessments; and
(c) suggested improvements in measuring the effectiveness of controls.

4.4.3 Subject to Paragraph 4.4.4, any change or amendment which the Supplier
proposes to make to the Security Management Plan (as a result of a review
carried out in accordance with Paragraph 4.4.1, a request by the Buyer or
otherwise) shall be subject to the Variation Procedure.

4.4.4 The Buyer may, acting reasonably, Approve and require changes or amendments
to the Security Management Plan to be implemented on timescales faster than
set out in the Variation Procedure but, without prejudice to their effectiveness, all
such changes and amendments shall thereafter be subject to the Variation
Procedure for the purposes of formalising and documenting the relevant change
or amendment.

5 Security breach
5.1 Either Party shall notify the other in accordance with the agreed security incident
management process (as detailed in the Security Management Plan) upon

becoming aware of any Breach of Security or any potential or attempted Breach of
Security.

5.2 Without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in Paragraph 5.1, the Supplier shall:

5.2.1 immediately take all reasonable steps (which shall include any action or changes
reasonably required by the Buyer) necessary to:
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(a) minimise the extent of actual or potential harm caused by any Breach of
Security;

(b) remedy such Breach of Security to the extent possible and protect the
integrity of the Buyer and the provision of the Goods and/or Services to
the extent within its control against any such Breach of Security or
attempted Breach of Security;

(c) prevent an equivalent breach in the future exploiting the same cause
failure; and

(d) as soon as reasonably practicable provide to the Buyer, where the Buyer
so requests, full details (using the reporting mechanism defined by the
Security Management Plan) of the Breach of Security or attempted
Breach of Security, including a cause analysis where required by the

Buyer.

5.3 In the event that any action is taken in response to a Breach of Security or potential
or attempted Breach of Security that demonstrates non-compliance of the Security
Management Plan with the Security Policy (where relevant in accordance with
paragraph 2.2) or the requirements of this Schedule, then any required change to
the Security Management Plan shall be at no cost to the Buyer.
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Call-Off Schedule 17 (MOD Terms)

1

1.1

1.2

1.3

21

2.2

2.3

24

Definitions

This Schedule 17 shall be incorporated into all Call-Off Contracts placed by the
Ministry of Defence

In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):

"MOD Terms and Conditions" the terms and conditions listed in this Schedule;
"MOD Site" shall include any of Her Majesty's Ships or Vessels and Service Stations;

"Officer in charge" shall include Officers Commanding Service Stations, Ships'
Masters or Senior Officers, and Officers superintending Government Establishments;

Supplying to the Ministry of Defence- the Supplier shall comply with all specified
MOD additional terms where required. MOD source of CCS catalogue content is
Basware Government eMarketplace. Orders, invoice and payment will be transacted
through the Contracting Purchasing and Finance payment system.

Access to MOD sites

The Buyer shall issue passes for those representatives of the Supplier who are
approved for admission to the MOD Site and a representative shall not be admitted
unless in possession of such a pass. Passes shall remain the property of the Buyer
and shall be surrendered on demand or on completion of the supply of the
Deliverables.

The Supplier's representatives when employed within the boundaries of a MOD Site,
shall comply with such rules, regulations and requirements (including those relating to
security arrangements) as may be in force for the time being for the conduct of staff at
that MOD Site. When on board ship, compliance shall be with the Ship's Regulations
as interpreted by the Officer in charge. Details of such rules, regulations and
requirements shall be provided, on request, by the Officer in charge.

The Supplier shall be responsible for the living accommodation and maintenance of its
representatives while they are employed at a MOD Site. Sleeping accommodation
and messing facilities, if required, may be provided by the Buyer wherever possible, at
the discretion of the Officer in charge, at a cost fixed in accordance with current
Ministry of Defence regulations. At MOD Sites overseas, accommodation and
messing facilities, if required, shall be provided wherever possible. The status to be
accorded to the Supplier's staff for messing purposes shall be at the discretion of the
Officer in charge who shall, wherever possible give his decision before the
commencement of this Contract where so asked by the Supplier. When sleeping
accommodation and messing facilities are not available, a certificate to this effect may
be required by the Buyer and shall be obtained by the Supplier from the Officer in
charge. Such certificate shall be presented to the Buyer with other evidence relating
to the costs of this Contract.

Where the Supplier's representatives are required by this Contract to join or visit a Site
overseas, transport between the United Kingdom and the place of duty (but excluding
transport within the United Kingdom) shall be provided for them free of charge by the
Ministry of Defence whenever possible, normally by Royal Air Force or by MOD
chartered aircraft. The Supplier shall make such arrangements through the Technical
Branch named for this purpose in the Buyer Contract Details. When such transport is
not available within a reasonable time, or in circumstances where the Supplier wishes
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2.5

2.6

2.7

2.8

its representatives to accompany material for installation which it is to arrange to be
delivered, the Supplier shall make its own transport arrangements. The Buyer shall
reimburse the Supplier's reasonable costs for such transport of its representatives on
presentation of evidence supporting the use of alternative transport and of the costs
involved. Transport of the Supplier's representatives locally overseas which is
necessary for the purpose of this Contract shall be provided wherever possible by the
Ministry of Defence, or by the Officer in charge and, where so provided, shall be free of
charge.

Out-patient medical treatment given to the Supplier's representatives by a Service
Medical Officer or other Government Medical Officer at a Site overseas shall be free of
charge. Treatment in a Service hospital or medical centre, dental treatment, the
provision of dentures or spectacles, conveyance to and from a hospital, medical centre
or surgery not within the Site and transportation of the Supplier's representatives back
to the United Kingdom, or elsewhere, for medical reasons, shall be charged to the
Supplier at rates fixed in accordance with current Ministry of Defence regulations.

Accidents to the Supplier's representatives which ordinarily require to be reported in
accordance with Health and Safety at Work etc. Act 1974, shall be reported to the
Officer in charge so that the Inspector of Factories may be informed.

No assistance from public funds, and no messing facilities, accommodation or
transport overseas shall be provided for dependants or members of the families of the
Supplier's representatives. Medical or necessary dental treatment may, however, be
provided for dependants or members of families on repayment at current Ministry of
Defence rates.

The Supplier shall, wherever possible, arrange for funds to be provided to its
representatives overseas through normal banking channels (e.g. by travellers'
cheques). If banking or other suitable facilities are not available, the Buyer shall, upon
request by the Supplier and subject to any limitation required by the Supplier, make
arrangements for payments, converted at the prevailing rate of exchange (where
applicable), to be made at the Site to which the Supplier's representatives are
attached. All such advances made by the Buyer shall be recovered from the Supplier

3 DEFCONS and DEFFORMS

3.1

3.2

The DEFCONS and DEFORMS listed in Annex 1 to this Schedule are incorporated
into this Contract. Where a DEFCON or DEFORM is updated or replaced the
reference below shall be taken as referring to the updated or replacement
DEFCON/DEFORM.

In the event of a conflict between any DEFCONs and DEFFORMS listed in the Order
Form and the other terms in a Call Off Contract, the DEFCONs and DEFFORMS shall
prevail.
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ANNEX 1 - DEFCONS & DEFFORMS

The full text of Defence Conditions (DEFCONs) and Defence Forms (DEFFORMS) are
available electronically via https://www.gov.uk/acquisition-operating-framework.

The following MOD DEFCONs and DEFFORMSs form part of this contract:
DEFCONSs

DEFCON No Version Description

Applicable to all Lots:

DEFCON 5J 18/11/16 Unique Identifiers

DEFCON 68 02/02/17 Supply Of Data For Hazardous Atrticles,
Material and Substances

DEFCON 76 12/06 Contractors Personnel At Government
Establishments

DEFCON 90 11/06 Copyright

DEFCON 129J 18/11/16 The Use Of Electronic Business Delivery Form

DEFCON 516 04/12 Equality

DEFCON 520 05/18 Corrupt Gifts And Payments Of Commission

DEFCON 522 11/17 Payment And Recovery OF Sums Due

DEFCON 531 11/14 Disclosure Of Information

DEFCON 532B & 05/18 Protection Of Personal Data

Deform 532

DEFCON 658 10/17 Cyber

DEFCON 659A 02/17 Security Measures

DEFCON 660 12/15 Official Sensitive Security Requirements

DEFCON 694 07/18 Accounting For Property Of The Authority

DEFFORMSs (Ministry of Defence Forms)

DEFFORM No Version Description
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Call-Off Schedule 20 (Call-Off Specification)

This Schedule sets out the characteristics of the Deliverables that the Supplier will be
required to make to the Buyers under this Call-Off Contract

Introduction

The RN requires persistent access to 10 applications that can collate and exploit publicly
available information, fuse this with operational data to understand the information environ-
ment in support of all RN outputs.

Background

Infosight was developed by Geollect through experience with existing RN-provided tools and
aligned to global-RN intelligence requirements. Infosight provides near real-time, situational
awareness and insights in the information environment. It has been developed specifically
for wide-spread analytical use across cells such as MIFC, TESC, JIACC, RNIAC and JIASC
as well as across all RN planning/execution staffs. It provides a user-tailorable interface,
providing a baseline IEA of a geographically bound area of interest, which can then be re-
fined further by user requirements. It is a force multiplier, utilising delivery of intelligence as a
service, thereby mitigating the paucity of military analytical workforce.

Requirement and Deliverables
Off-the-shelf IEA tool with the ability to customise over the contract term for at least 15 IEAs.

Includes ability to request new IEAs (7-30 days) and request custom features/insights (2 - 14
days).

1. Data

. all open source data (no commercial sources included)

. can ingest 3rd party APIs (if provided by RN)

. data download/upload enabled (.csv only)

. historical insights accessible (source dependant)

2. Analysis

. continuing NLP development for narrative extraction and analysis

. continuing data exploitation based on user requirements (including exploitation of cli-

ent data sets and 3rd party APIs)
3. Product Support

sustaining access to and maintaining data currency on existing IEAs

support to ad-hoc requests for additional IEAs

support to development of NLP requirements

Intelligence requirements collated and linked to respective IEAs

. Supplier will specifically allocate 60 hours per month to the RN user groups to further
customize and refine the product. This work will take place during regular working hours
(0900-1700 M-F) with a team of GIS specialists, data scientists, and intelligence officers.

4, User
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. Up to 100 Users

5. Account Management

. account requests approved through RN point of contact

6. Project Management

. MIFC curate the whole tool, Supplier deliver it, NCHQ monitors and arbitrates.

7. Tech Support

. username/password resets

. technical requests via the platform (prioritised by NCHQ)

8. Training

. Online training materials include PDF walk-through and video tutorials. Training avail-

able on site at providers offices.
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