
INVITATION TO TENDER LETTER

Margaret Leopold

Department for Education
Level 2, Sanctuary Buildings
Great Smith Street

London 

SW1P 3BT
	


INVITATION TO TENDER (ITT): Launch a call for proposals and procure and manage the delivery and evaluation of trials of evidence-based home learning environment support programmes in the North of England
1
Your organisation along with others is invited to offer a tender for provision of the above, to the specification outlined in the attached documents.  Enclosed are:


Document 1
Instructions on the tendering procedures.

Document 2
Departmental standard requirements


Document 3
Specification of the requirement.


Document 4
List of attachments.


Document 5
Declaration and information to be provided by tenderer.

2
Please read the instructions on the tendering procedures carefully.  Failure to comply with them may invalidate your tender which must be returned by the date and time given below using the address label provided.

3
If sending tenders via the post, three copies of your tender must be received by Margaret Leopold, Level 2, Sanctuary Buildings, Great Smith Street, London SW1P 3BT no later than 17:00pm 6 February 2018. We will also accept email tenders.  Tenders should be  emailed to Trial.HLE-BIDs@education.gov.uk no later than 17:00pm 6 February 2018.   Late tenders will not be considered.

4
If having read the enclosed specification you decide not to submit a tender, I would be grateful if could send your reasons (though you are under no obligation to do so) to Margaret Leopold, at the above address marked 'No Tender'.

5
Please contact me if you have any questions about the tendering procedure.  

Yours sincerely

DOCUMENT 1

INSTRUCTIONS ON TENDERING PROCEDURES
1
These instructions are designed to ensure that all tenders are given equal and fair consideration.  It is important therefore that you provide all the information asked for in the format and order specified.  Please contact Margaret Leopold at Trial.HLE@education.gov.uk  if you have any doubts as to what is required or you have difficulty in providing the information requested.  Pre-tender negotiations are not allowed.

2
Please note that references to the 'Department' throughout these documents mean The Secretary of State for Education acting through her representatives in the Department for Education.

Contract Period

3
The contract is expected to be from 15 March 2018 to 31 March 2020, with a possible extension of 1 year.
Incomplete Tender

4
Tenders may be rejected if the information asked for in the ITT and Specification is not given at the time of tendering.

Indicative procurement timetable
5
The indicative timetable for the procurement is:

	Tender documents issued
	5 January

	Last day for submission of clarifications
	19 January 

	Last day for DfE to respond to clarifications
	29 January

	Deadline for tender responses to be received
	6 February

	Evaluation
	7 Feb – 14 Feb 

	Clarification Meetings if required
	w/c 19 February

	Department announcement of preferred bidder
	26 February

	10 day standstill period ends
	9 March

	Contract fine-tuning with preferred bidder to take account of the solution
	12 March

	Contract commencement 
	15 March 


Returning Tenders
6
Tenders can be emailed to Trial.HLE-BIDS@education.gov.uk. If tenders are sent through the post, envelopes and packages must bear no reference to the tenderer by name; franking machines which automatically print the company’s name should not be used.  Tenders must be delivered by 17:00pm on 6 February 2018.  

Receipt of Tenders

7
Tenders will be received up to the time and date stated.  Those received before the due date will be retained unopened until then.  It is the responsibility of the tenderer to ensure that their tender is delivered not later than the appointed time.

Acceptance of Tenders
8
By issuing this invitation the Department is not bound in any way and does not have to accept the lowest or any tender, and reserves the right to accept a portion of any tender, unless the tenderer expressly stipulates otherwise in their tender.

Inducements

9
Offering an inducement of any kind in relation to obtaining this or any other contract with the Department will disqualify your tender from being considered and may constitute a criminal offence.

Confidentiality of Tenders
10
Please note the following requirements, you must not:

 Tell anyone else what your tender price is or will be, before the time limit for delivery of tenders.

 Try to obtain any information about anyone else's tender or proposed tender before the time limit for delivery of tenders.

 Make any arrangements with another organisation about whether or not they should tender, or about their or your tender price.

Failure to comply with these conditions may disqualify your tender.

Costs and Expenses

11
You will not be entitled to claim from the Department any costs or expenses which you may incur in preparing your tender whether or not your tender is successful.

Debriefing

12
Following the award of contract, debriefing will be available to unsuccessful tenderers on request.

Evaluation Criteria
13
The tender process will be conducted in a manner that ensures tenders are evaluated fairly to ascertain the economically most advantageous tender.

14
Your capability to perform the contract will be evaluated using the criteria set out in Document 4 Attachment 2 – Evaluation Criteria. Your response to the tender specification will be evaluated using the criteria set out in Document 4 Attachment 2 – Evaluation Criteria.
Tender Period
16
Due to the intensive evaluation process the Department requires tenders to remain valid for a period specified in Document 5.

Basis of the Contract

17
The specification in Document 3, and the terms and conditions in Document 4 Attachment 1, together with any special requirements, will form the basis of the contract between the successful tenderer and the Secretary of State for Education.

Format of Bids

18
Tenderers should present their proposals in the following format:

Section 1
Table of Contents

Section 2
Management Summary

Section 3
Meeting the Specification

Section 4
Cost and Charging Arrangements

Section 5
References and Experience

Section 6
Declarations, Undertakings and Attachments (see Document 5)

Conclusions

19
Whilst every endeavour has been made to give tenderers an accurate description of the Department's requirement, tenderers should make their own assessment about the methods and resources needed to meet those requirements.

DOCUMENT 2

DEPARTMENTAL STANDARD REQUIREMENTS
Freedom Of Information
1
The Department is committed to open government and to meeting their responsibilities under the Freedom of Information Act 2000. Accordingly, all information submitted to the department may need to be disclosed in response to a request under the Act.  If you consider that any of the information included in your tender is commercially sensitive, please identify it and explain (in broad terms) what harm may result from disclosure if a request is received, and the time period applicable to that sensitivity. You should be aware that, even where you have indicated that information is commercially sensitive, we may still be required to disclose it under the Act if a request is received. Please also note that the receipt of any material marked ‘confidential’ or equivalent by the department should not be taken to mean that we accept any duty of confidence by virtue of that marking. If a request is received, we may also be required to disclose details of unsuccessful tenders.  

Publication of Contract
2
Under the Government’s Transparency requirements we are obliged to publish the contract between the Department and the successful tenderer(s) in full.  The successful tenderer(s) should identify any information regarded as commercially sensitive and explain (in broad terms) what harm may result from disclosure and the time period applicable to that sensitivity.  You should be aware that, even where you have indicated that information is commercially sensitive, we may still be required to disclose it if the public interest in disclosure outweighs withholding the information. See ‘The Transparency of Suppliers and Government to the Public’ for more detail.

Information Sharing Across Government
3
All Central Government Departments and their Executive Agencies and Non Departmental Public Bodies are subject to control and reporting within Government. In particular, they report to the Cabinet Office and HM Treasury for all expenditure. Further, the Cabinet Office has a cross-Government role delivering overall Government policy on public procurement - including ensuring value for money and related aspects of good procurement practice. 

4
For these purposes, the Department may disclose within Government any of the Contractor's documentation/information (including any that the Contractor considers to be confidential and/or commercially sensitive such as specific bid information) submitted by the Contractor to the Department during this Procurement. The information will not be disclosed outside Government. Contractors taking part in this competition consent to these terms as part of the competition process.”
Cyber Essentials Scheme 

5
The Government has introduced its new Cyber Essentials Scheme in consultation with industry to mitigate the risk from common internet based threats.

6
It is mandatory for new Central Government contracts, which feature characteristics involving the handling of personal data and ICT systems designed to store or process data at the OFFICIAL level of the Government Security Classifications scheme  to comply with Cyber Essentials requirements.

7
All potential tenderers for Central Government contracts, featuring the above characteristics, should make themselves aware of Cyber Essentials and the requirements for the appropriate level of certification “or equivalent”.  
8
As this requirement features the above characteristics, you are required to demonstrate in your tender response that:

· Your organisation has Cyber Essentials or certification; 

· Your organisation will be able to secure Cyber Essentials or certification prior to contract award; or

· Your organisation has equivalent evidence to support that you have appropriate technical and organisational measures to mitigate the risk from common internet based threats in respect to the following five technical areas:

a) Boundary firewalls and internet gateways - these are devices designed to prevent unauthorised access to or from private networks, but good setup of these devices either in hardware or software form is important for them to be fully effective. 

b) Secure configuration – ensuring that systems are configured in the most secure way for the needs of the organisation 

c) Access control – Ensuring only those who should have access to systems to have access and at the appropriate level. 

d) Malware protection – ensuring that virus and malware protection is installed and is up to date 

e) Patch management – ensuring the latest supported version of applications is used and all the necessary patches supplied by the vendor have been applied.
Any equivalent evidence must be verified by a technically competent and independent third party.

9
The successful tenderer will be required to provide evidence of Cyber Essentials or  certification “or equivalent” (i.e. demonstrate they meet the five technical areas the Cyber Essentials Scheme covers) prior to contract award.

10
The successful tenderer will be required to secure and provide evidence of Cyber Essentials or re-certification “or equivalent” (i.e. demonstrate they meet the five technical areas) on an annual basis.

11
Details of certification bodies are available at: https://www.cyberstreetwise.com/cyberessentials
Data Security Standards
12
For contracts which require the holding or processing of either personal data and/or OFFICIAL data the successful contractor will need to assure the Department that they can comply with the Department’s security standards.  
13
Departmental security standards are listed as contract clauses in an annex to this letter (see Document 4 – List of Attachments). 
Prompt Payment Policy
14
Government’s aim is to pay 80% of all correctly submitted invoices within 5 days of receipt and we are 100% committed to paying correctly submitted invoices within 30 days of receipt from the day of physical or electronic arrival at the nominated address of the Department.
15
The payment period will be deemed to have started when a correctly submitted invoice reaches the nominated address.  Contractors can assume receipt to be two days after mailing (by first class post). The thirty day “clock” therefore commences two days after mailing first class. 
16
A correct invoice is one that is:

· delivered in timing in accordance with the contract; 

· that is for the correct sum; 

· In respect of goods / services supplied or delivered to the required quality (or are expected to be at the required quality); 

· include the date, supplier name, contact details and bank details;
· which quote the relevant purchase order / contract reference;
· which has been delivered to the nominated address.
17
Any correctly submitted invoices that are not paid within 30 days will be subject to the provisions of the Late Payment of Commercial Debt (Interest) Act 1998.
Sub-contracting to Small and Medium Enterprises (SMEs)
18
DfE is committed to removing barriers to SME participation in its contracts, and would like to also actively encourage its larger suppliers to make their sub-contacts accessible to smaller companies and implement SME-friendly policies in their supply-chains.  This can be achieved by advertising subcontracting opportunities on Contracts Finder and implementing the principles of the SME and Growth Agenda in your own organisation.   
19
To help us measure the volume of business we do with SMEs, we will be asking DFE suppliers to provide us with information about the size of your own organisation and those in your supply chain.   We may ask about volumes of business that will flow from this contract down your supply chains, and ask you to quantify that for us.   This data will help us contribute towards Government targets on the use of SMEs. We may also publish success stories and examples of good practice on our website

Armed Forces Covenant

20
The Armed Forces Covenant is a public sector pledge from Government, businesses, charities and organisations to demonstrate their support for the armed forces community. The Covenant was brought in under the Armed Forces Act 2011 to recognise that the whole nation has a moral obligation to redress the disadvantages the armed forces community face in comparison to other citizens, and recognise sacrifices made.

21
The Covenant’s 2 principles are that:

• the armed forces community should not face disadvantages when compared to other citizens in the provision of public and commercial services

• special consideration is appropriate in some cases, especially for those who have given most such as the injured and the bereaved.

22
The Department encourages all Tenderers, and their suppliers, to sign the Corporate Covenant, declaring their support for the Armed Forces community by displaying the values and behaviours set out therein.

23
Guidance on the various ways you can demonstrate your support through the Corporate Covenant is at The Corporate Covenant.

24
If you wish to register your support you can provide a point of contact for your company on this issue to the Armed Forces Covenant Team at the address below, so that the MOD can alert you to any events or initiatives in which you may wish to participate. The Covenant Team can also provide any information you require in addition to that included on the website.

Email address: covenant-mailbox@mod.uk

Address: Armed Forces Covenant Team

Zone D, 6th Floor, Ministry of Defence,

Main Building, Whitehall, London, SW1A 2HB

25
Paragraphs 20-25 above are not a condition of working with the Department now or in the future, nor will this issue form any part of the tender evaluation, contract award procedure or any resulting contract. However, the Department very much hopes you will want to provide your support.

Conflicts of interest
26
The Department may exclude an organisation if there is a conflict of interest which cannot be effectively remedied. The concept of a conflict of interest includes any situation where relevant staff members have, directly or indirectly, a financial, economic or other personal interest which might be perceived to compromise their impartiality and independence in the context of the procurement procedure. 
27
Where there is any indication that a conflict of interest exists or may arise then it is the responsibility of the organisation to inform the Department, detailing the conflict in a separate Appendix. Provided that it has been carried out in a transparent manner, routine pre-market engagement carried out by the Department should not represent a conflict of interest for the organisation.
Disability Confident Scheme
28
The Department for Education is a Disability Confident leader. Through the Disability Confident campaign, the government is working with employers to remove barriers, increase understanding and ensure that disabled people have the opportunities to fulfil their potential and realise their aspirations.

29
The Department encourage other employers to sign up to the disability confident scheme. It is open to all employers and there are three levels ranging from ‘Committed’ to ‘Leader’ with employers having to meet certain criteria to reach each level.
30
Employers who sign up to the disability confident scheme ensure that they can: 

· draw from the widest possible pool of talent; 

· secure and retain high quality staff who are skilled, loyal and hard working; 

· save time and money on the costs of recruitment and training by reducing staff turnover; 

· keep valuable skills and experience; 

· reduce the levels and costs of sickness absences; improve employee morale and commitment by demonstrating that they treat all employees fairly. 

31
Disability confident employers can use the disability confident branding in their communications and when advertising jobs. 

32
Find out more about the aims of disability confident, why becoming a disability confident employer will be good for your business and how you will be supported through your journey to being a Disability Confident leader here.
DOCUMENT 3

SPECIFICATION

1
Introduction/Background
We know that the quality of the home learning environment is vital for raising achievement. Research indicates that the quality of home learning environment has a key role to play in tackling the ‘word gap’ between disadvantaged children and more affluent children at age five. Evidence from the Study of Early Education and Development (SEED) indicates that aside from maternal education, the home learning environment is the single biggest influence on a child’s vocabulary at age three; and that the benefits derived from a good home learning environment and from early education are independent of each other. That means that even children attending early education can get additional benefits from a good home learning environment.
  What parents and carers do is more important than who they are. However, evidence shows that engagement in certain structured activities aimed at fostering children’s cognitive development varies considerably according to families’ social background. For example, research indicates that the gap in time spent on key activities such as reading to children that low-education and high-education parents spend with their children has widened to nearly 10 days a year (39 minutes a day) since the 1970s, when there was no appreciable gap.
 

While the evidence base for the efficacy of home learning environment support programmes is improving over time, organisations such as the Early Intervention Foundation in its 2016 Foundations For Life Report
 have identified the need for concerted further research in this area to decisively determine ‘what works’.  Therefore, it makes sense to conduct a series of robust trials of the best and most innovative programmes to establish what programmes offer the best value for money.  

As set out in Unlocking Talent, Fulfilling Potential, this is part of a wider strategy to support early language development and close the ‘word gap’ in the early years. The government has announced that it will use £5 million to trial evidence-based home learning environment support programmes in the north of England
, focusing on early language and literacy. This also forms part of the commitments set out in the Northern Powerhouse Strategy, published by the Chancellor of the Exchequer, in November 2016. The Northern Powerhouse Schools strategy was launched at Budget in 2016. The government announced that Sir Nick Weller would produce an independent report examining educational underperformance in the North and committed £70 million to support educational improvement in the region.  In the Northern Powerhouse Strategy, the Department for Education committed to working with northern city regions and other areas in the North of England facing the greatest challenges, to explore options for improving the delivery of early years outcomes.
 Sir Nick Weller’s report recommended that the Department for Education “commission research into the early years gap in the North as well as effective practice in closing it”.
   
We are now inviting tenders from organisations to launch a call for proposals, run, and manage this trial. The successful bidder will need skills and experience in commissioning the delivery and evaluation of randomised control trials and in the use of evidence-based practice within the context of early child development and/or educational attainment.
2
Purpose
The aim of the trial is to identify the most efficient and scalable way to deliver programmes that support the home learning environment in the early years to improve child development outcomes, with a particular but not exclusive focus on early language and literacy, which: 
a) positively impact on disadvantaged children’s outcomes by age five in selected areas in the north of England; and 
b) build and strengthen the evidence base for home learning environment support programmes  

We want to build the evidence base to identify those home learning environment programmes that are likely to prove the most effective and cost-effective at improving child development outcomes, particularly early language and literacy. This could be through:

· identifying programmes that already have already been subjected to randomised control trials and subjecting then to further trials to test their effectiveness in a range of circumstances e.g. at greater scale, with different target groups, long-term impact etc; 

· identifying programmes that already have promising evidence from  evaluation and/or evidence of significant innovation, and strengthening their evidence base through a randomised control trial; or 

· identifying programmes that have been successfully trialled and  implemented abroad and carrying out a randomised control trial of a version that has been adapted for the UK. 

Call for proposals 
The successful bidder will launch a call for proposals for home learning environment support programmes. The successful bidder will be expected to carry out a programme of work to generate proposals from well-evidenced and/or innovative interventions within the UK; and to pro-actively engage with international best practice with a view to generating proposals from providers of home learning environment support programmes from outside the UK; for example, by putting providers of well-evidenced programmes from outside the UK in touch with prospective UK providers.  We encourage bidders to use their application to propose their own solutions for how best to launch and manage a call for proposals to attract proposals from a range of credible home learning environment support programmes and generate interest among foreign providers. 
Assessing programmes

The successful bidder will be responsible for assessing proposals and shortlisting home learning environment support programmes to take part in trials. Key considerations for the selection of programmes will be value for money and potential scalability.  We encourage bidders to use their application to set out the key criteria and methodology they would use to select and estimate the potential effectiveness and cost-effectiveness of programmes that would meet the department’s aims. The department will have the final say over the list of programmes to take part in the trial. 
Identifying potential trial areas

The successful contractor will be responsible for generating interest from areas in the north of England that have the capacity to take part in the trial. A key consideration for selection of appropriate trial areas will be their capacity to take part in a randomised control trial and act as effective testbeds for the selected programmes. The successful bidder may seek expressions of interest from local areas interested in being involved in the trial alongside a call for proposals or at any other time. However, the total number of trial areas and their location will be decided by the department and will not be finalised until after programmes have been selected. 
Commissioning and managing trials

The successful bidder will be responsible for procuring the delivery of randomised control trials of the programmes selected through the call for proposals, including procuring independent evaluators and the day-to-day  management of the trial. We encourage bidders to use their application to present the methodology they would use to:
· Design the randomised control trials; 

· Identify independent evaluators with the appropriate qualifications and experience to evaluate the trials; 

· Cost the delivery and evaluation of the trials;

· Ensure that successful delivery arrangements are in place between providers of programmes, evaluators and trial areas;

· Procure suitable contract agreements with providers and evaluators  running the trials; 

· Oversee and manage these contracts, including the likely challenges that may present themselves and how they would address these to ensure successful delivery. 

Publishing and disseminating results

The successful bidder will also be responsible for overseeing the publication of results and ensuring that these are linked in to existing modes of dissemination, e.g. What Works Centres such as the Early Intervention Foundation and the Education Endowment Foundation, early years stakeholders and representative bodies, the trade press and so on, in a cost-effective way.  We encourage bidders to use their application to present their own methodology and ideas for publishing and disseminating results to ensure that trial findings are widely known and understood by key stakeholders.
Draft Timetable
	Call for proposals
	May 2018

	Trial programmes announced
	September 2018

	Trial areas and independent evaluators confirmed, families recruited and evaluation structures put in place
	October to December 2018   

	Trials commence
	January 2019


3
Management Information

The successful tenderer will be asked to provide management information to meet the needs of the Department.  The Department’s minimum information needs are:

Written reports and meetings on achievement of the key performance indicators set out below will be at a frequency set by the department. For example, monthly reports and meetings are likely to be required in the set up phase but this may move to quarterly once trials are up and running.  Measurement periods for KPIs are approximate based on the above draft timetable for the trial set out above. The precise launch date for the call for proposals is yet to be determined.  Service period for many KPIs will depend on solutions proposed by applicants.
	KPI
	Measurement Period
	Performance Measure
	Service Period (calendar month is set as standard within the T’s & C’s  definitions but may need to be amended if appropriate)
	Monitoring method
	Performance Objective/

Service Credit applied

	
	
	
	
	
	

	Call for proposals prepared and launched
	March – May 2018
	Online launch of call for proposals
	Contract commencement  until launch of call for proposals 
	Monthly progress reports/meetings
	

	Programme of work to generate high-quality proposals delivered
	March – June 2018  
	Evidence of engagement with evidence-base and with providers of home learning environment support programmes 


	To be determined
	Monthly progress report/meetings
	

	Proposals assessed and  shortlist of home learning environment support programmes recommended for trial delivered to DfE. 


	June – July 2018
	Written assessments of proposals 
Agreed number of viable proposals submitted to DfE 


	Dates to be determined 
	Monthly progress report/meetings
	

	Potential trial areas identified and shortlist delivered to DfE


	August 2018
	Shortlist of potential trial areas delivered to DfE
	To be determined
	Monthly progress report/meetings
	

	Sub-contracts with providers of selected home learning environment support programmes procured
	September 2018
	Contract variation agreements signed
Support programmes announced
	To be determined
	Monthly progress reports/meetings
	

	Sub-contracts with indepdendent evaluators procured
	September 2018
	Contract variation agreements signed

Independent evaluators announced
	To be determined
	Monthly progress reports/meetings
	

	Preparatory work for trials and evaluations completed; participants recruited 

	September to December 2018

	Randomised control trials designed 

Evaluation structures in place
Trial areas announced

Agreed number of families recruited
	To be determined
	Monthly progress reports/meetings
	

	Sub-contracts with providers of support programmes and independent evaluators successfully managed
	September 2018 to March 2020
	Practitioners trained to deliver selected support programme
Pre- and post-intervention surveys carried out
	To be determined
	Monthly progress reports/meetings – September to December 2018 

Quarterly progress reports/meetings from January 2019
	

	Trials commence
	January 2019
	Agreed number of trials successfully underway  by January 2019
	To be determined
	Quarterly progress reports/meetings


	

	Trials monitored to ensure they stay on track
	January 2019 to March 2020
	Contractor to have  systems in place to minimise ‘drop-out’ of trial participants or cancelled trials

Contractor to include KPIs in sub-contractors to manage risks of ‘drop-out’ and cancelled trials
	To be determined
	Quarterly progress reports/meetings
	

	Trial evaluation reports delivered 
	January 2020 to March 2020
	All evaluations complete and signed-off by DfE


	To be determined
	Quarterly progress reports/meetings
	

	Results of trials published.

	January 2020 to March 2020
	Results published online.
	To be determined
	Quarterly progress reports/meetings
	

	Results disseminated to key stakeholders
	January 2020 to March 2020
	Agreed dissemination plan delivered.
	To be determined
	Quarterly progress reports/meetings
	


4
Security of Data
Ask the tenderer to submit a security plan that explains how they will ensure that departmental or personal data will be protected. 
5
Costs
5.1
Please give a detailed breakdown of costs (excluding VAT).  A clear cost breakdown will help us to assess the reasonableness of the bid and the value for money. We anticipate that the significant majority of the total cost for this contract will be used to procure and deliver and evaluate the randomised control trials (which will be subject to a separate competitive process). Therefore we expect tenderers to demonstrate how they are keeping their central costs as low as possible to maximise funding for the trials.  We would expect your application to set out the following costs by financial year in the format below:

	Milestone Deliverable
	2017-18
	2018-19
	2019-20

	Launching a call for proposals
	
	
	

	Programme of work to generate a range of high-quality proposals
	
	
	

	Assessing proposals and submitting shortlist of programmes to DfE 


	
	
	

	Identifying and shortlisting potential trial and submitting shortlist to DfE


	
	
	

	Identifying and procuring independent evaluators 


	
	
	

	Procurement and brokering of both delivery and evaluation sub-contractors and/or trial participants, e.g. early years settings, schools or local authorities 


	
	
	

	Contract  management oversight


	
	
	

	Results publication 
	
	
	

	Results dissemination to key stakeholders
	
	
	


The cost of design, delivery and evaluation of trials will be subject to a further competition (via the call for proposals and processes to procure independent evaluators outlined in this specification) and discussions with the department once home learning environment support programmes have been selected for trial.
5.2
Payments will be made by BACS transfer following receipt of a valid invoice.

5.3
The successful tenderer should provide details of discounts for prompt payment.

5.4
All payments are to be triggered by the Department’s acceptance of milestone deliverables.  An invoice for each milestone deliverable – which may actually comprise various goods and services - may be submitted after the Department has communicated its acceptance of that milestone deliverable to the successful contractor.  The payment profile proposed must be spread over the entire contract term, and be fair and reasonable to both the successful contractor and the Department.  No advance payments should be made.  We would expect no more than one invoice a month may be submitted.  The final invoice, to be submitted after the Department’s acceptance of the final milestone deliverable, must be in the region of 10% to 20% of the contract value. The payment profile suggested will be evaluated as part of each bidder’s score in Award Criteria 4 Price.  As part of any proposed milestone deliverables that the Department itself will not directly examine or test, bidders must state what independent evidence they could provide to the Department to demonstrate that they have discharged their contractual obligations successfully.
6
VAT

6.1
Please state clearly when submitting prices whether or not VAT will be charged.  

6.2
Where the contract price agreed between the Department and contractor is inclusive of any VAT, further amounts will not be paid by the Department should a vatable supply claim be made at any later stage.
6.3
Where the overall contract price is exclusive of VAT, the Department will pay any VAT incurred at the prevailing rate (currently 20%).  If the VAT rate changes the Department will pay any VAT incurred at the new rate.

6.4
It is the responsibility of tenderers to check the VAT position with HMRC before submitting a bid.  

7 
Organisational Capability
The Department expects bidders to demonstrate they have capacity to operate a  project of this size and deliver the activity in the funding period within the funding provided. Bids will be accepted from both individual organisations and collaborations.

8 
Financial information

Organisations will need to submit evidence of their financial standing including details of the proposals and value for money. The Department will require the bidder to submit the last 3 sets of audited accounts where available and financial viability checks will be carried out which will also take into account any further supporting evidence of financial standing.

9 
Contract Management

The successful bidder will be responsible for managing contracts with home learning environment support programmes and independent evaluators.
The successful bidder will a) through the call for proposals recommend home learning environment support  programmes to trial and b) recommend independent evaluators to evaluate the randomised control trials. If the DfE agrees with these recommendations, it will issue a contract variation to enable the successful bidder to procure the recommended programme or evaluator.  

The department’s contract with the successful bidder will require them to run competitive processes in order to recommend that it procures good or services (e.g. independent evaluators.) The department will pay for these competitive processes. The successful bidder can recommend sub-contractors from a pre-existing call-off contract without running a new procurement process, provided these sub-contractors were selected through a competitive process.  
DOCUMENT 4
LIST OF ATTACHMENTS
1 DRAFT CONTRACT  

2 EVALUATION CRITERIA
3 DEPARTMENTAL SECURITY REQUIREMENTS 
DOCUMENT 5

DECLARATIONS AND INFORMATION TO BE PROVIDED BY THE TENDERER
1
Grounds for mandatory exclusion

You will be excluded from the procurement process if there is evidence of convictions relating to specific criminal offences including, but not limited to, bribery, corruption, conspiracy, terrorism, fraud and money laundering, or if you have been the subject of a binding legal decision which found a breach of legal obligations to pay tax or social security obligations (except where this is disproportionate e.g. only minor amounts involved). 
Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the self-declaration.
	 2
	Grounds for mandatory exclusion

	Question number
	Question
	Response

	2.1(a)
	Regulations 57(1) and (2) 
The detailed grounds for mandatory exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past five years you, your organisation or any other person who has powers of representation, decision or control in the organisation been convicted anywhere in the world of any of the offences within the summary below and listed on the webpage.

	
	Participation in a criminal organisation.  
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Corruption.  
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Fraud. 
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Terrorist offences or offences linked to terrorist activities
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Money laundering or terrorist financing
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Child labour and other forms of trafficking in human beings
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)  

	2.1(b)
	If you have answered yes to question 2.1(a), please provide further details.
Date of conviction, specify which of the grounds listed the conviction was for, and the reasons for conviction,
Identity of who has been convicted
If the relevant documentation is available electronically please provide the web address, issuing authority, precise reference of the documents.
	

	2.2
	If you have answered Yes to any of the points above have measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion ? (Self Cleaning)
	Yes ☐
No   ☐


	2.3(a)
	Regulation 57(3)
Has it been established, for your organisation by a judicial or administrative decision having final and binding effect in accordance with the legal provisions of any part of the United Kingdom or the legal provisions of the country in which the organisation is established (if outside the UK), that the organisation is in breach of obligations related to the payment of tax or social security contributions?

	Yes ☐
No   ☐


	2.3(b)
	If you have answered yes to question 2.3(a), please provide further details. Please also confirm you have paid, or have entered into a binding arrangement with a view to paying, the outstanding sum including where applicable any accrued interest and/or fines.
	


Please Note: The department reserves the right to use its discretion to exclude a potential supplier where it can demonstrate by any appropriate means that the potential supplier is in breach of its obligations relating to the non-payment of taxes or social security contributions.
	3
	Grounds for discretionary exclusion 

	
	Question
	Response

	3.1
	Regulation 57 (8)
The detailed grounds for discretionary exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past three years, anywhere in the world any of the following situations have applied to you, your organisation or any other person who has powers of representation, decision or control in the organisation.

	3.1(a)

	Breach of environmental obligations? 
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1 (b)
	Breach of social obligations?  
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1 (c)
	Breach of labour law obligations? 
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1(d)
	Bankrupt or is the subject of insolvency or winding-up proceedings, where the organisation’s assets are being administered by a liquidator or by the court, where it is in an arrangement with creditors, where its business activities are suspended or it is in any analogous situation arising from a similar procedure under the laws and regulations of any State?
	Yes ☐
No   ☐
If yes please provide details at 3.2


	3.1(e)
	Guilty of grave professional misconduct?
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1(f)
	Entered into agreements with other economic operators aimed at distorting competition?
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1(g)
	Aware of any conflict of interest within the meaning of regulation 24 due to the participation in the procurement procedure?
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1(h)
	Been involved in the preparation of the procurement procedure?
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1(i)
	Shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions?
	Yes ☐
No   ☐
If yes please provide details at 3.2

	3.1(j)
3.1(j) - (i)
3.1(j) - (ii)
3.1(j) –(iii)
3.1(j)-(iv)

	Please answer the following statements
The organisation is guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the selection criteria.
The organisation has withheld such information.
 The organisation is not able to submit supporting documents required under regulation 59 of the Public Contracts Regulations 2015.
The organisation has influenced the decision-making process of the contracting authority to obtain confidential information that may confer upon the organisation undue advantages in the procurement procedure, or to negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.
	Yes ☐
No   ☐
If Yes please provide details at 3.2
Yes ☐
No   ☐
If Yes please provide details at 3.2
Yes ☐
No   ☐
If Yes please provide details at 3.2
Yes ☐
No   ☐
If Yes please provide details at 3.2



	3.2
	If you have answered Yes to any of the above, explain what measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self Cleaning)
	


Taking Account of Bidders’ Past Performance
The Department may assess the past performance of a Supplier (through a Certificate of Performance provided by a Customer or other means of evidence). The Department may also assess whether specified minimum standards for reliability for such contracts are met. 
In addition, the Department may re-assess reliability based on past performance at key stages in the procurement process (i.e. supplier selection, tender evaluation, contract award stage etc.). Suppliers may also be asked to update the evidence they provide in this section to reflect more recent performance on new or existing contracts (or to confirm that nothing has changed).
Non-payment of taxes/social security contributions
The Department reserves the right to use its discretion to exclude a supplier where it can demonstrate the supplier’s non-payment of taxes/social security contributions where no binding legal decision has been taken.
Please note that this section relating to tax compliance only applies where the Department has indicated that the contract is over £5million in value.
“Occasion of Tax Non-Compliance” means: 
(a) any tax return of the Supplier submitted to a Relevant Tax Authority on or after 1 October 2012 is found to be incorrect as a result of: 

1. a Relevant Tax Authority successfully challenging the Supplier under the General Anti-Abuse Rule or the Halifax Abuse Principle or under any tax rules or legislation that have an effect equivalent or similar to the General Anti-Abuse Rule or the Halifax Abuse Principle; 

2. the failure of an avoidance scheme which the Supplier was involved in, and which was, or should have been, notified to a Relevant Tax Authority under the DOTAS or any equivalent or similar regime; and/or 

(b) the Supplier’s tax affairs give rise on or after 1 April 2013 to a criminal conviction in any jurisdiction for tax related offences which is not spent at the Effective Date or to a penalty for civil fraud or evasion

	From 1 April 2013 onwards, have any of your company’s tax returns submitted on or after 1 October 2012; (Please indicate your answer by marking ‘X’ in the relevant box).

	3.1
	Given rise to a criminal conviction for tax related offences which is unspent, or to a civil penalty for fraud or evasion;
	▢   Yes
▢   No    

	3.2
	Been found to be incorrect as a result of:
· HMRC successfully challenging it under the General Anti-Abuse Rule (GAAR) or the “Halifax” abuse principle; or
· a tax authority in a jurisdiction in which the legal entity is established successfully challenging it  under any tax rules or legislation that have an effect equivalent or similar to the GAAR or the “Halifax” abuse principle; or
· the failure of an avoidance scheme which the Supplier was involved in and which was, or should have been, notified under the Disclosure of Tax Avoidance Scheme (DOTAS) or any equivalent or similar regime in a jurisdiction in which the Supplier is established. 
	▢   Yes
▢   No    

	If answering “Yes” to either 3.1 or 3.2 above, the Supplier may provide details of any mitigating factors that it considers relevant and that it wishes the Department to take into consideration.  This could include, for example: 
· Corrective action undertaken by the Supplier to date;
· Planned corrective action to be taken; 
· Changes in personnel or ownership since the Occasion of Non-Compliance (OONC); or
· Changes in financial, accounting, audit or management procedures since the OONC.
In order that the Department can consider any factors raised by the Supplier, the following information should be provided:
· A brief description of the occasion, the tax to which it applied, and the type of “non-compliance” e.g. whether HMRC or the foreign tax authority has challenged pursuant to the GAAR, the “Halifax” abuse principle etc. 
· Where the OONC relates to a DOTAS, the number of the relevant scheme.
· The date of the original “non-compliance” and the date of any judgement against the Supplier, or date when the return was amended. 
· The level of any penalty or criminal conviction applied.
 


Defining Different Types of Organisations 

The Department for Education is keen to collect information about SMEs.  We are particularly interested in discovering how many SMEs apply for our contracts through the tendering process.  Completion of the table below is for departmental information purposes only and will have no effect on the evaluation process outcomes. Government is committed to changing how it does business to make sure that small companies, charities and voluntary sector organisations are included and encouraged to compete for our contracts.
A voluntary sector organisation may also be a SME if it has the same attributes. 
Defn; A SME must be autonomous, an EU Company not owned or controlled by a non EU parent, and employ less than 250 staff and have sales below €50million

Source -http://ec.europa.eu/enterprise/policies/sme/files/sme_definition/sme_report_2009_en.pdf

Please complete the table below.  
	Describe your Organisation

	What type of supply arrangement best describes you in relation to this bid. 
	Delete as appropriate  

	1.
	We are a SME by definition 
	Yes/No 

	2.
	We are a Charity or Voluntary Sector Organisation (VSO)
	Yes /No

	3.
	We are a mutual organisation
	Yes/No

	4.
	We anticipate using a supply chain to deliver against this service. 
	Yes/No

	5.
	We estimate that that our service delivery will be i.e. 40% delivered by VSO’s/SMEs  
	…….%

	6.
	If none of the above applies please describe the type of organisation you are: 


	7.
	Please provide us with your Dun and Bradstreet Number, or a consortium, the lead bidder’s number. 
http://www.dnb.co.uk/dandb-duns-number
	


The Department uses Dun and Bradstreet Numbers to manage its data around suppliers; we strongly encourage all suppliers to apply for a free Dunn’s numbers.   The link to apply is:-http://www.dnb.co.uk/myduns - add ‘GOVERNMENT SUPPLIER’ as a reason for requesting your D&B DUNS number.
Do not delay returning your tender if you do not already have a Dun and Bradstreet number, returning your tender within the deadline is more important. 

Declarations

1
...............................................……………………………. (Name of tenderer) declares that we accept the Department’s standard terms and conditions included at Document 4 Attachment 1 as the basis of the contract; and

2
agree that the Department may disclose the Contractor's information/documentation (submitted to the Department during this Procurement) more widely within Government for the purpose of ensuring effective cross-Government procurement processes, including value for money and related purposes.
3
declare that we have not communicated to any other party the amount or approximate amount of the tender price other than in confidence and for the express purpose of obtaining insurances or a bond in connection with this tender.  The tender price has not been fixed nor adjusted in collusion with any third party, and

4
declare that the tender will remain valid until (insert a date) and that we are not entitled to claim from the Department any costs or expenses incurred in preparing the tender or subsequent negotiations whether or not the tender is successful.

signed on behalf of the Tenderer ..................................................................................

.

Attachment 1

Terms and Conditions

See attached

Attachment 2
Evaluation Criteria

Selection and Award Criteria

	
	Selection criteria
	Score 

(0-5)
	Weighting

	1
	Skills and experience in assessing the strength of the evidence base for programmes aimed at improving child outcomes, particularly early child development or educational attainment 

	
	x 7 (max. score 35)

	2
	Skills and experience in commissioning the delivery and evaluation of randomised control trials and other quasi-experimental impact evaluation approaches of programmes aimed at improving child outcomes, particularly child development or educational attainment

	
	x 7 (max. score 35)

	3
	Skills and experience in launching a call for proposals and managing comparable or similar projects
	
	x 3 (max. score 15)

	4
	Capacity to manage a project of this scale, including evidence of staff resource to deliver high quality outputs promptly and to meet challenging timescales  
	
	x 3 (max. score 15)

	
	Total
	
	


	
	Award criteria
	Score 

(0-5)
	Weighting

	
	Quality of proposals
	
	

	1
	Plans for running call for proposals and generating interest from providers
	
	x 3 (max. score 15)

	2
	Proposed key criteria and methodology for selecting programmes for trial

	
	x 5 (max. score 25)

	3
	Plans for commissioning and managing trials and publishing and disseminating results
	
	x 4 (max. score 20)

	4
	Price

	
	x 6 (max. score 30)

	5
	Project Planning

· Delivery Plan

· Timeliness

· Risk management


	
	x 2 (max. score 10)

	
	Total
	
	


The scoring matrix below will be used to ensure a consistent approach is taken when scoring applications. Your proposal will be scored out of 5 using the rating scale in the table below. This score will then be multiplied by the stated weighting, for example 1x4 (4); 2x4 (8); 3x4 (12) to produce the final score.


	Score
	Description

	0
	No evidence/response.

	1
	Poor response. Very little evidence of appropriate knowledge, skills, experience, quality of approach and resources (as applicable).

	2
	Unsatisfactory. Some evidence of appropriate knowledge, skills, experience, quality of approach and resources (as applicable). Meets some of the relevant requirements/considerations in this area, but with important omissions. 

	3
	Satisfactory. Reasonable evidence of appropriate knowledge, skills, experience, quality of approach and resources (as applicable). Meets many but not all relevant requirements /considerations in this area.

	4
	Good. Good demonstration of knowledge, skills, experience, quality of approach (as applicable). Meets all relevant requirements /considerations in this area. Have confidence in their ability to deliver this aspect of the project.

	5
	Exceptional. Exceptional demonstration of knowledge, skills, experience, quality of approach and resources (as applicable). Meets or exceed all relevant requirements /considerations in this area. Have confidence in their ability to deliver this aspect of the project to an exceptional standard. 


Attachment 3
Departmental Security Standards
12. Departmental Security Standards for Business Services and ICT Contracts

	“BPSS”

“Baseline Personnel Security Standard”
	a level of security clearance described as pre-employment checks in the National Vetting Policy.

	“CCSC”

“Certified Cyber Security Consultancy”
	is NCSC's approach to assessing the services provided by consultancies and confirming that they meet NCSC's standards. This approach builds on the strength of CLAS and certifies the competence of suppliers to deliver a wide and complex range of cyber security consultancy services to both the public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy 

	“CCP”

“Certified Professional”


	is a NCSC scheme in consultation with government, industry and academia to address the growing need for specialists in the cyber security profession and are building a community of recognised professionals in both the UK public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-professional 

	“CC”

“Common Criteria”


	the Common Criteria scheme provides assurance that a developer’s claims about the security features of their product are valid and have been independently tested against recognised criteria. 

	“CPA”

“Commercial Product Assurance”

[formerly called “CESG Product Assurance”]


	is an ‘information assurance scheme’ which evaluates commercial off the shelf (COTS) products and their developers against published security and development standards. These CPA certified products can be used by government, the wider public sector and industry. See website: https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa 

	“Cyber Essentials”

“Cyber Essentials Plus”
	Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme.

	“Data”

“Data Controller”

“Data Processor”

“Personal Data”

“Sensitive Personal Data” 

“Data Subject”, “Process” and “Processing”
	shall have the meanings given to those terms by the Data Protection Act 1998

	"Department’s Data"

“Department’s Information”
	is any data or information owned or retained in order to meet departmental business objectives and tasks, including:

(a) any data, text, drawings, diagrams, images or sounds (together with any repository or database made up of any of these components) which are embodied in any electronic, magnetic, optical or tangible media, and which are:

(i) supplied to the Contractor by or on behalf of the Department; or 

(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or

(b) any Personal Data for which the Department is the Data Controller;

	“DfE”

“Department”
	means the Department for Education

	“Departmental Security Standards”
	means the Department’s security policy or any standards, procedures, process or specification for security that the Contractor is required to deliver.

	“Digital Marketplace / GCloud”
	the Digital Marketplace is the online framework for identifying and procuring cloud technology and people for digital projects. Cloud services (e.g. web hosting or IT health checks) are on the G-Cloud framework.

	“FIPS 140-2”
	this is the Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2), entitled ‘Security Requirements for Cryptographic Modules’.  This document is the de facto security standard used for the accreditation of cryptographic modules.

	“Good Industry Practice”

“Industry Good Practice”
	means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.

	“Good Industry Standard”

“Industry Good Standard”
	means the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.

	“GSC”

“GSCP”


	means the Government Security Classification Policy which establishes the rules for classifying HMG information. The policy is available at: https://www.gov.uk/government/publications/government-security-classifications

	“HMG”
	means Her Majesty’s Government

	“ICT”
	means Information and communications technology (ICT) is used as an extended synonym for information technology (IT), used to describe the bringing together of enabling technologies used to deliver the end-to-end solution

	“ISO/IEC 27001” “ISO 27001”
	is the International Standard for Information Security Management Systems Requirements

	“ISO/IEC 27002” “ISO 27002”
	is the International Standard describing the Code of Practice for Information Security Controls.

	“ISO 22301”
	is the International Standard describing for Business Continuity

	“IT Security Health Check”

“Penetration Testing”
	means an assessment to identify risks and vulnerabilities in systems, applications and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.

	“Need-to-Know”
	the Need-to-Know principle is employed within HMG to limit the distribution of classified information to those people with a clear ‘need to know’ in order to carry out their duties.

	“NCSC”
	The National Cyber Security Centre (NCSC) is the UK government’s National Technical Authority for Information Assurance.  This supersedes CESG, which was formerly the National Technical Authority. The NCSC website is https://www.ncsc.gov.uk 

	“NCSC IAP” 

“NCSC Information Assurance Policy Portfolio”

[Formerly called “CESG IAP”]
	means the NCSC (formerly CESG) Information Assurance policy Portfolio containing HMG policy and guidance on the application of ‘security assurance’ for HMG systems.

	“OFFICIAL”

“OFFICIAL-SENSITIVE” 
	the term ‘OFFICIAL’ is used to describe the baseline level of ‘security classification’ described within the Government Security Classification Policy (GSCP) which details the level of protection to be afforded to information by HMG, for all routine public sector business, operations and services. 

the ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, as described in the Government Security Classification Policy.

	“Secure Sanitisation”
	Secure sanitisation is the process of treating data held on storage media to reduce the likelihood of retrieval and reconstruction to an acceptable level. Some forms of sanitisation will allow you to re-use the media, while others are destructive in nature and render the media unusable. Secure sanitisation was previously covered by “Information Assurance Standard No. 5 - Secure Sanitisation” (“IS5”) issued by the former CESG. Guidance can now be found at: https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media 

	“Security and Information Risk Advisor” 

“CCP SIRA”

“SIRA”
	the Security and Information Risk Advisor (SIRA) is a role defined under the NCSC Certified Professional (CCP) Scheme. See also:

https://www.ncsc.gov.uk/articles/about-certified-professional-scheme 

	“SPF”

“HMG Security Policy Framework”
	This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely.

	”Tailored Assurance”

[formerly called “CTAS”, or,

”CESG Tailored Assurance”]


	is an ‘information assurance scheme’ which provides assurance for a wide range of HMG, MOD, Critical National Infrastructure (CNI) and public sector customers procuring IT systems, products and services, ranging from simple software components to national infrastructure networks.


1.1. The Contractor shall comply with Departmental Security Standards for Contractors which include but are not constrained to the following clauses. 

1.2. (Where the Contractor will provide ICT products or Services or otherwise handle information at OFFICIAL on behalf of the Department, the requirements under Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification - Action Note 09/14 25 May 2016, or any subsequent updated document, are mandated; that “contractors supplying products or services to HMG shall have achieved, and retain certification at the appropriate level, under the HMG Cyber Essentials Scheme”. The certification scope must be relevant to the services supplied to, or on behalf of, the Department.

1.3.  The Contractor shall be able to demonstrate conformance to, and show evidence of such conformance to the ISO/IEC 27001 (Information Security Management Systems Requirements) standard, including the application of controls from ISO/IEC 27002 (Code of Practice for Information Security Controls).

1.4.  The Contractor shall follow the UK Government Security Classification Policy (GSCP) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its security classification. (In the event where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the HMG security classifications against it to ensure the correct controls are applied to the Departmental Data). 

1.5. Departmental Data being handled in the course of providing the ICT solution or service must be segregated from other data on the Contractor’s or sub-contractor’s own IT equipment to both protect the Departmental Data and enable it to be identified and securely deleted when required. In the event that it is not possible to segregate any Departmental Data then the Contractor and any sub-contractor shall be required to ensure that it is stored in such a way that it is possible to securely delete the data in line with Clause 12.14.

1.6. The Contractor shall have in place and maintain physical security and entry control mechanisms (e.g. door access) to premises and sensitive areas and separate logical access controls (e.g. identification and authentication) to ICT systems to ensure only authorised personnel have access to Departmental Data.

1.7. The Contractor shall have in place and shall maintain procedural, personnel, physical and technical safeguards to protect Departmental Data, including but not limited to: physical security controls; good industry standard policies and process; anti-virus and firewalls; security updates and up-to-date patching regimes for anti-virus solutions; operating systems, network devices, and application software, user access controls and the creation and retention of audit logs of system use.

1.8. Any electronic transfer methods across public space or cyberspace, including third party provider networks must be protected via encryption which has been certified to a minimum of FIPS 140-2 standard or a similar method approved by the Department prior to being used for the transfer of any Departmental Data.

1.9. Storage of Departmental Data on any portable devices or media shall be limited to the absolute minimum required to deliver the stated business requirement and shall be subject to Clause 12.10 and 12.11 below.

1.10. Any portable removable media (including but not constrained to pen drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or (sub-)contractors providing the service, shall be both necessary to deliver the service and shall be encrypted using a product which has been certified to a minimum of FIPS140-2 standard or use another encryption standard that is acceptable to the Department.

1.11. All portable ICT devices, including but not limited to laptops, tablets, smartphones or other devices, such as smart watches, which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or sub-contractors providing the service, and shall be necessary to deliver the service. These devices shall be full-disk encrypted using a product which has been certified to a minimum of FIPS140-2 standard or use another encryption standard that is acceptable to the Department.

1.12. Whilst in the Contractor’s care all removable media and hardcopy paper documents containing Departmental Data must be handled securely and secured under lock and key when not in use and shall be securely destroyed when no longer required, using either a cross-cut shredder or a professional secure waste paper organisation.

1.13. When necessary to hand carry removable media and/or hardcopy paper documents containing Departmental Data, the media or documents being carried shall be kept under cover and transported in such a way as to ensure that no unauthorised person has access to the material being carried. This clause shall apply equally regardless of whether the material is being carried inside or outside of company premises.

1.14. At the end of the contract or in the event of equipment failure or obsolescence, all Departmental information and data, in either hardcopy or electronic format, that is physically held or logically stored on the Contractor’s ICT infrastructure must be securely sanitised or destroyed in accordance with the current HMG policy using a NCSC approved product or method. Where sanitisation or destruction is not possible for legal, regulatory or technical reasons, such as a Storage Area Network (SAN) or shared backup tapes, then the Contractor or sub-contractor shall protect the Department’s information and data until the time, which may be long after the end of the contract, when it can be securely cleansed or destroyed.

1.15. Access by Contractor or sub-contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” and the appropriate level of security clearance, as required by the Department for those individuals whose access is essential for the purpose of their duties. All employees with direct or indirect access to Departmental Data must be subject to pre-employment checks equivalent to or higher than the HMG Baseline Personnel Security Standard (BPSS)

1.16. All Contractor or sub-contractor employees who handle Departmental Data must have annual awareness training in protecting information.

1.17. The Contractor shall, as a minimum, have in place robust and ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might be, or could lead to, a disruption, loss, emergency or crisis. When a certificate is not available it shall be necessary to verify the ongoing effectiveness of the ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures, to the extent that the Contractor must have tested/exercised these plans within the last 12 months and produced a written report of the test/exercise, outcome and feedback, including required actions. 

1.18. (Any non-compliance with these Departmental Security Standards for Contractors, or other Security Standards pertaining to the solution, or any suspected or actual breach of the confidentiality, integrity or availability of Departmental Data being handled in the course of providing this service, shall be investigated immediately and escalated to the Department by a method agreed by both parties.

1.19. The Contractor shall ensure that any IT systems and hosting environments that are used to hold Departmental Data being handled, stored or processed in the course of providing this service shall be subject to an independent IT Health Check (ITHC) using a NCSC approved ITHC provider before go-live and periodically (at least annually) thereafter. The findings of the ITHC relevant to the service being provided are to be shared with the Department and all necessary remedial work carried out. In the event of significant security issues being identified, a follow up remediation test may be required.

1.20. The Contractor or sub-contractors providing the service will provide the Department with full details of any actual storage outside of the UK or any future intention to host Departmental Data outside the UK or to perform any form of ICT management or support function from outside the UK. The Contractor or sub-contractor will not go ahead with any such proposal without the prior written agreement from the Department.

1.21. The Department reserves the right to audit the Contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice of a request to audit being given. The audit shall cover the overall scope of the service being supplied and the Contractor’s, and any sub-contractors, compliance with the clauses contained in this Section.

1.22. The Contractor shall contractually enforce all these Departmental Security Standards for Contractors onto any third-party suppliers, sub-contractors or partners who could potentially access Departmental Data in the course of providing this service.

For internal official use only.  


Please return this form at the end of the evaluation period to the � HYPERLINK "mailto:CONTACTPOINT,%20Commercial%20%3cCommercial.CONTACTPOINT@education.gov.uk%3e" ��Commercial Contact Point�.








� Meluish E., et al, SEED Impact Study of Early Education Use and Child  Outcomes up to Age Three, University of Oxford, 2017 � HYPERLINK "https://www.gov.uk/government/publications/early-education-use-and-child-outcomes-up-to-age-3" �https://www.gov.uk/government/publications/early-education-use-and-child-outcomes-up-to-age-3�


�Richards, L., et al, The childhood origins of social mobility: inequalities and changing opportunities, Social Mobility Commission, 2016 � HYPERLINK "https://www.gov.uk/government/publications/the-childhood-origins-of-social-mobility" �https://www.gov.uk/government/publications/the-childhood-origins-of-social-mobility� 


� Assmussen K., et al, Foundations for Life: What works to support parent child interaction in the early years, Early Intervention Foundation, 2016 � HYPERLINK "http://www.eif.org.uk/publication/foundations-for-life-what-works-to-support-parent-child-interaction-in-the-early-years/" �http://www.eif.org.uk/publication/foundations-for-life-what-works-to-support-parent-child-interaction-in-the-early-years/�


�In this context the North of England means areas in one of the following three English regions: the North East, North West or Yorkshire and the Humber. 


� Northern Powerhouse Strategy, HMT, November 2016 � HYPERLINK "https://www.gov.uk/government/publications/northern-powerhouse-strategy" �https://www.gov.uk/government/publications/northern-powerhouse-strategy�





� Weller N, A Northern Powerhouse Schools Strategy: An independent review by Sir Nick Weller � HYPERLINK "https://www.gov.uk/government/publications/northern-powerhouse-schools-strategy-an-independent-review" �https://www.gov.uk/government/publications/northern-powerhouse-schools-strategy-an-independent-review�
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