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University of Southampton Faculty of Engineering and Physical
Sciences, Infrastructure Group,
.|
I Yourref: Ecm_ 60513
. Our ref: Project_31597
Date: 26/02/2021

Dear University of Southampton

Award of contract for the supply of an Initial Feasibility Study of
Woodlanding on Historic Landfills.

Following your tender/ proposal for the supply of methane emission measurement for
historic landfills to the Department for Environment, Food and Rural Affairs, we are pleased
to award this contract to you.

This letter (Award Letter) and its Annexes set out the terms of the contract between the
Department for Environment, Food and Rural Affairs as the Authority and the University of
Southampton as the Supplier for the provision of the Services. Unless the context
otherwise requires, capitalised expressions used in this Award Letter have the same
meanings as in the terms and conditions of contract set out in Annex 1 to this Award Letter
(the “Conditions”). In the event of any conflict between this Award Letter and the
Conditions, this Award Letter shall prevail. Please do not attach any Supplier terms and
conditions to this Award Letter as they will not be accepted by the Authority and may delay
the conclusion of the Agreement.

For the purposes of the Agreement, the Authority and the Supplier agree as follows:

1. The Services shall be performed at the landfill sites designated under the supplier
plan and at the University of Southampton.

2. The charges for the Services shall be as set out in Schedule 2

1

T027



3. The specification of the Services to be supplied is as set out in Schedule 1.

4. The Term shall commence on 15t of February 2021 and the Expiry Date shall be the
31st of March 2021.

5. The address for notices of the Parties are:

Authority Supplier

Department for Environment Food & University of Southampton Faculty of
Rural Affairs, |G Engineering and Physical Sciences,

Infrastructure Group, [N

6. The following persons are Key Personnel forthe purposes of the Agreement:

Title

Faculty of Engineering and Physical
Sciences

7. The Authority may require the Supplier to ensure that any person employed in the
provision of the Services has undertaken a Disclosure and Barring Service check.
The Supplier shall ensure that no person who discloses that he/she has a conviction
that is relevant to the nature of the Services, relevant to the work of the Authority, or
is of a type otherwise advised by the Authority (each such conviction a “Relevant
Conviction”), or is found by the Supplier to have a Relevant Conviction (whether as
a result of a police check, a Disclosure and Barring Service check or otherwise) is
employed or engaged in the provision of any part of the Services.

Payment
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Our preference is for all invoices to be sent, quoting a valid purchase order number (PO
Number), to SSCL AP, NN \VVithin 10 working
days of receipt of your countersigned copy of this letter, we will send you a unique PO
Number. You must be in receipt of a valid PO Number before submitting an invoice.

To avoid delay in payment it is important that the invoice is compliant and that it includes a
valid PO Number, PO Number item number (if applicable) and the details (name and
telephone number) of your Authority contact (i.e. Contract Manager). Non-compliant
invoices will be sent back to you, which may lead to a delay in payment. If you have a query
regarding an outstanding payment please contact our Accounts Payable section either by

email to

Liaison

For general liaison your contact will continue to be |
e

We thank you for your co-operation to date, and look forward to forging a successful
working relationship resulting in a smooth and successful delivery of the Services. The
[Authority] would be grateful if you could arrange the contract to be executed, by way of

electronic signature, on behalf of the University of Southampton and within 14 days by the
1st of March 2021.

Yours faithfully,

Commercial Lead

Execution of this award notification letter is carried out in accordance with EU
Directive 99/93 (Community framework for electronic signatures) and the Electronic
Communications Act 2000. The Contract will be formed on the date on which both
Parties communicate acceptance of its terms on the Authority’s eSourcing System.
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Annex 1
Terms and Conditions of Contract for Services

1 Interpretation

1.1 In these terms and conditions:

“‘Agreement”

“Award Letter”

“Central
Government
Body”

“Charges”

“Confidential
Information”

“Customer”
“D PA”

“Expiry Date”

‘FOIA”

T027

means the contract between (i) the Customer acting as part of the
Crown and (i) the Supplier constituted by the Supplier's
countersignature of the Award Letter and includes the Award Letter and
Annexes;

means the letter from the Customer to the Supplier printed above these
terms and conditions;

means a body listed in one of the following sub-categories of the Central
Government classification of the Public Sector Classification Guide, as
published and amended from time to time by the Office for National
Statistics:

(@ Government Department;

(b) Non-Departmental Public Body or Assembly Sponsored Public
Body (advisory, executive, or tribunal);

(c) Non-Ministerial Department; or

(d) Executive Agency;

means the charges for the Services as specified in the Award Letter;

means all information, whether written or oral (however recorded),
provided by the disclosing Party to the receiving Party and which (i) is
known by the receiving Party to be confidential; (i) is marked as or
stated to be confidential; or (iii) ought reasonably to be considered by
the receiving Party to be confidential;

means the person named as Customer in the Award Letter;
means the Data Protection Act 1998;

means the date for expiry of the Agreement as set out in the Award
Letter;

means the Freedom of Information Act 2000;



“Information”

[13 Key
Personnel”

“Party”

“Personal
Data”

“Purchase
Order
Number”

“‘Request for

Information”

“Services”

“Specification”

“Staff”

“Staff Vetting
Procedures”

“Supplier”

“Term”

“VAT”

“Working Day”

has the meaning given under section 84 of the FOIA;

means any persons specified as such in the Award Letter or otherwise
notified as such by the Customer to the Supplier in writing;

means the Supplier or the Customer (as appropriate) and “Parties” shall
mean both of them;

means personal data (as defined in the DPA) which is processed by the
Supplier or any Staff on behalf of the Customer pursuant to or in
connection with this Agreement;

means the Customer’s unique number relating to the supply of the
Services;

has the meaning set out in the FOIA or the Environmental Information
Regulations 2004 as relevant (where the meaning set out for the term
“request” shall apply);

means the services to be supplied by the Supplier to the Customer
under the Agreement;

means the specification for the Services (including as to quantity,
description and quality) as specified in the Award Letter;

means all directors, officers, employees, agents, consultants and
contractors of the Supplier and/or of any sub-contractor of the Supplier
engaged in the performance of the Supplier's obligations under the
Agreement;

means vetting procedures that accord with good industry practice or,
where requested by the Customer, the Customer’s procedures for the
vetting of personnel as provided to the Supplier from time to time;

means the person named as Supplier in the Award Letter;

means the period from the start date of the Agreement set out in the
Award Letter to the Expiry Date as such period may be extended in
accordance with clause 4.2 or terminated in accordance with the terms
and conditions of the Agreement;

means value added tax in accordance with the provisions of the Value
Added Tax Act 1994; and

means a day (other than a Saturday or Sunday) on which banks are



1.2

3.2

3.3

open for business in the City of London.
In these terms and conditions, unless the context otherwise requires:

1.2.1 references to numbered clauses are references to the relevant clause in these
terms and conditions;

1.2.2 any obligation on any Party not to do or omit to do anything shall include an
obligation not to allow that thing to be done or omitted to be done;

1.2.3 the headings to the clauses of these terms and conditions are for information
only and do not affect the interpretation of the Agreement;

1.2.4 any reference to an enactment includes reference to that enactment as
amended or replaced from time to time and to any subordinate legislation or
byelaw made under that enactment; and

1.2.5 the word fincluding’ shall be understood as meaning ‘including without
limitation’.
Basis of Agreement

The Award Letter constitutes an offer by the Customer to purchase the Services
subject to and in accordance with the terms and conditions of the Agreement.

The offer comprised in the Award Letter shall be deemed to be accepted by the
Supplier on receipt by the Customer of a copy of the Award Letter countersigned by
the Supplier within 7 days of the date of the Award Letter.

Supply of Services

In consideration of the Customer’s agreement to pay the Charges, the Supplier shall
supply the Services to the Customer for the Term subject to and in accordance with
the terms and conditions of the Agreement.

In supplying the Services, the Supplier shall:

3.2.1 co-operate with the Customer in all matters relating to the Services and
comply with all the Customer’s instructions;

3.2.2 perform the Services with all reasonable care, skill and diligence in
accordance with good industry practice in the Supplier’s industry, profession or
trade;

3.2.3 use Staff who are suitably skilled and experienced to perform tasks assigned
to them, and in sufficient number to ensure that the Supplier's obligations are
fulfilled in accordance with the Agreement;

3.2.4 ensure that the Services shall conform with all descriptions and specifications
set out in the Specification;

3.2.5 comply with all applicable laws; and

3.2.6 provide all equipment, tools and vehicles and other items as are required to
provide the Services.

The Customer may by written notice to the Supplier at any time request a variation to
the scope of the Services. In the event that the Supplier agrees to any variation to
the scope of the Services, the Charges shall be subject to fair and reasonable
adjustment to be agreed in writing between the Customer and the Supplier.

Term
The Agreement shall take effect on the date specified in Award Letter and shall



4.2

5.2

5.3

5.4

5.5

5.6

5.7

5.8

expire on the Expiry Date, unless it is otherwise extended in accordance with
clause 4.2 or terminated in accordance with the terms and conditions of the
Agreement.

The Customer may extend the Agreement for a period of up to 6 months by giving not
less than 10 Working Days’ notice in writing to the Supplier prior to the Expiry Date.
The terms and conditions of the Agreement shall apply throughout any such
extended period.

Charges, Payment and Recovery of Sums Due

The Charges for the Services shall be as set out in the Award Letter and shall be the
full and exclusive remuneration of the Supplier in respect of the supply of the
Services. Unless otherwise agreed in writing by the Customer, the Charges shall
include every cost and expense of the Supplier directly or indirectly incurred in
connection with the performance of the Services.

All amounts stated are exclusive of VAT which shall be charged at the prevailing rate.
The Customer shall, following the receipt of a valid VAT invoice, pay to the Supplier a
sum equal to the VAT chargeable in respect of the Services.

The Supplier shall invoice the Customer as specified in the Agreement. Each invoice
shall include such supporting information required by the Customer to verify the
accuracy of the invoice, including the relevant Purchase Order Number and a
breakdown of the Services supplied in the invoice period.

In consideration of the supply of the Services by the Supplier, the Customer shall pay
the Supplier the invoiced amounts no later than 30 days after verifying that the
invoice is valid and undisputed and includes a valid Purchase Order Number. The
Customer may, without prejudice to any other rights and remedies under the
Agreement, withhold or reduce payments in the event of unsatisfactory performance.

If the Customer fails to consider and verify an invoice in a timely fashion the invoice
shall be regarded as valid and undisputed for the purpose of paragraph 5.4 after a
reasonable time has passed.

If there is a dispute between the Parties as to the amount invoiced, the Customer
shall pay the undisputed amount. The Supplier shall not suspend the supply of the
Services unless the Supplier is entitled to terminate the Agreement for a failure to pay
undisputed sums in accordance with clause 16.4. Any disputed amounts shall be
resolved through the dispute resolution procedure detailed in clause 19.

If a payment of an undisputed amount is not made by the Customer by the due date,
then the Customer shall pay the Supplier interest at the interest rate specified in the
Late Payment of Commercial Debts (Interest) Act 1998.

Where the Supplier enters into a sub-contract, the Supplier shall include in that sub-
contract:

5.8.1 provisions having the same effects as clauses 5.3 to 5.7 of this
Agreement; and

5.8.2 a provision requiring the counterparty to that sub-contract to include in
any sub-contract which it awards provisions having the same effect as
5.3 to 5.8 of this Agreement.

5.8.3 In this clause 5.8, “sub-contract” means a contract between two or more
suppliers, at any stage of remoteness from the Authority in a
subcontracting chain, made wholly or substantially forthe purpose of



5.9

6.2

6.3

6.4

6.5

6.6

6.7

performing (or contributing to the performance of) the whole or any part
of this Agreement.

If any sum of money is recoverable from or payable by the Supplier under the
Agreement (including any sum which the Supplier is liable to pay to the Customer in
respect of any breach of the Agreement), that sum may be deducted unilaterally by
the Customer from any sum then due, or which may come due, to the Supplier under
the Agreement or under any other agreement or contract with the Customer. The
Supplier shall not be entitled to assert any credit, set-off or counterclaim against the
Customer in order to justify withholding payment of any such amount in whole or in
part.

Premises and equipment

If necessary, the Customer shall provide the Supplier with reasonable access at
reasonable times to its premises for the purpose of supplying the Services. All
equipment, tools and vehicles brought onto the Customer’s premises by the Supplier
or the Staff shall be at the Supplier’s risk.

If the Supplier supplies all or any of the Services at or from the Customer’s premises,
on completion of the Services or termination or expiry of the Agreement (whichever is
the earlier) the Supplier shall vacate the Customer’s premises, remove the Supplier's
plant, equipment and unused materials and all rubbish arising out of the provision of
the Services and leave the Customer’'s premises in a clean, safe and tidy condition.
The Supplier shall be solely responsible for making good any damage to the
Customer’s premises or any objects contained on the Customer’s premises which is
caused by the Supplier or any Staff, other than fair wear and tear.

If the Supplier supplies all or any of the Services at or from its premises or the
premises of a third party, the Customer may, during normal business hours and on
reasonable notice, inspect and examine the manner in which the relevant Services
are supplied at or from the relevant premises.

The Customer shall be responsible for maintaining the security of its premises in
accordance with its standard security requirements. While on the Customer’s
premises the Supplier shall, and shall procure that all Staff shall, comply with all the
Customer’s security requirements.

Where all or any of the Services are supplied from the Supplier’s premises, the
Supplier shall, at its own cost, comply with all security requirements specified by the
Customer in writing.

Without prejudice to clause 3.2.6, any equipment provided by the Customer for the
purposes of the Agreement shall remain the property of the Customer and shall be
used by the Supplier and the Staff only for the purpose of carrying out the
Agreement. Such equipment shall be returned promptly to the Customer on expiry or
termination of the Agreement.

The Supplier shall reimburse the Customer for any loss or damage to the equipment
(other than deterioration resulting from normal and proper use) caused by the
Supplier or any Staff. Equipment supplied by the Customer shall be deemed to be in
a good condition when received by the Supplier or relevant Staff unless the Customer
is notified otherwise in writing within 5 Working Days.

Staff and Key Personnel

If the Customer reasonably believes that any of the Staff are unsuitable to undertake
work in respect of the Agreement, it may, by giving written notice to the Supplier:



7.2

7.3

7.4

8.2

8.3

9.2

7.1.1  refuse admission to the relevant person(s) to the Customer’s premises;

7.1.2  direct the Supplier to end the involvement in the provision of the Services of
the relevant person(s); and/or

7.1.3 require that the Supplier replace any person removed under this clause with
another suitably qualified person and procure that any security pass issued
by the Customer to the person removed is surrendered,

and the Supplier shall comply with any such notice.
The Supplier shall:

7.2.1 ensure that all Staff are vetted in accordance with the Staff Vetting
Procedures;

7.2.2 if requested, provide the Customer with a list of the names and addresses
(and any other relevant information) of all persons who may require
admission to the Customer’s premises in connection with the Agreement;
and

7.2.3 procure that all Staff comply with any rules, regulations and requirements
reasonably specified by the Customer.

Any Key Personnel shall not be released from supplying the Services without the
agreement of the Customer, except by reason of long-term sickness, maternity leave,
paternity leave, termination of employment or other extenuating circumstances.

Any replacements to the Key Personnel shall be subject to the prior written
agreement of the Customer (not to be unreasonably withheld). Such replacements
shall be of at least equal status or of equivalent experience and skills to the Key
Personnel being replaced and be suitable for the responsibilities of that person in
relation to the Services.

Assignment and sub-contracting

The Supplier shall not without the written consent of the Customer assign, sub-
contract, novate or in any way dispose of the benefit and/ or the burden of the
Agreement or any part of the Agreement. The Customer may, in the granting of such
consent, provide for additional terms and conditions relating to such assignment, sub-
contract, novation or disposal. The Supplier shall be responsible for the acts and
omissions of its sub-contractors as though those acts and omissions were its own.

Where the Customer has consented to the placing of sub-contracts, the Supplier
shall, at the request of the Customer, send copies of each sub-contract, to the
Customer as soon as is reasonably practicable.

The Customer may assign, novate, or otherwise dispose of its rights and obligations
under the Agreement without the consent of the Supplier provided that such
assignment, novation or disposal shall not increase the burden of the Supplier's
obligations under the Agreement.

Intellectual Property Rights

All intellectual property rights in any materials provided by the Customer to the
Supplier for the purposes of this Agreement shall remain the property of the
Customer but the Customer hereby grants the Supplier a royalty-free, non-exclusive
and non-transferable licence to use such materials as required until termination or
expiry of the Agreement for the sole purpose of enabling the Supplier to perform its
obligations under the Agreement.

All intellectual property rights in any materials created or developed by the Supplier



9.3

9.4

10
10.1

10.2

11
111

pursuant to the Agreement or arising as a result of the provision of the Services shall
vest in the Supplier. If, and to the extent, that any intellectual property rights in such
materials vest in the Customer by operation of law, the Customer hereby assigns to
the Supplier by way of a present assignment of future rights that shall take place
immediately on the coming into existence of any such intellectual property rights all its
intellectual property rights in such materials (with full title guarantee and free from all
third party rights).

The Supplier hereby grants the Customer:

9.3.1 a perpetual, royalty-free, irrevocable, non-exclusive licence (with a right to
sub-license) to use all intellectual property rights in the materials created or
developed pursuant to the Agreement and any intellectual property rights
arising as a result of the provision of the Services; and

9.3.2 a perpetual, royalty-free, irrevocable and non-exclusive licence (with a right
to sub-license) to use:

(&) any intellectual property rights vested in or licensed to the Supplier on
the date of the Agreement; and

(b) any intellectual property rights created during the Term but which are
neither created or developed pursuant to the Agreement nor arise as a
result of the provision of the Services,

including any modifications to or derivative versions of any such intellectual property
rights, which the Customer reasonably requires in order to exercise its rights and take
the benefit of the Agreement including the Services provided.

The Supplier shall indemnify, and keep indemnified, the Customer in full against all
costs, expenses, damages and losses (whether direct or indirect), including any
interest, penalties, and reasonable legal and other professional fees awarded against
or incurred or paid by the Customer as a result of or in connection with any claim
made against the Customer for actual or alleged infringement of a third party’s
intellectual property arising out of, or in connection with, the supply or use of the
Services, to the extent that the claim is attributable to the acts or omission of the
Supplier or any Staff.

Governance and Records
The Supplier shall:

10.1.1 attend progress meetings with the Customer at the frequency and times
specified by the Customer and shall ensure that its representatives are
suitably qualified to attend such meetings; and

10.1.2 submit progress reports to the Customer at the times and in the format
specified by the Customer.

The Supplier shall keep and maintain until 6 years after the end of the Agreement, or
as long a period as may be agreed between the Parties, full and accurate records of
the Agreement including the Services supplied under it and all payments made by the
Customer. The Supplier shall on request afford the Customer or the Customer’s
representatives such access to those records as may be reasonably requested by the
Customer in connection with the Agreement.

Confidentiality, Transparency and Publicity
Subject to clause 11.2, each Party shall:
11.1.1 treat all Confidential Information it receives as confidential, safeguard it



accordingly and not disclose it to any other person without the prior written
permission of the disclosing Party; and

11.1.2 not use or exploit the disclosing Party’s Confidential Information in any way
except for the purposes anticipated under the Agreement.

11.2 Notwithstanding clause 11.1, a Party may disclose Confidential Information which it
receives from the other Party:

11.2.1 where disclosure is required by applicable law or by a court of competent
jurisdiction;

11.2.2 to its auditors or for the purposes of regulatory requirements;

11.2.3 on a confidential basis, to its professional advisers;

11.2.4 to the Serious Fraud Office where the Party has reasonable grounds to believe
that the other Party is involved in activity that may constitute a criminal offence
under the Bribery Act 2010;

11.2.5 where the receiving Party is the Supplier, to the Staff on a need to know basis
to enable performance of the Supplier's obligations under the Agreement
provided that the Supplier shall procure that any Staff to whom it discloses
Confidential Information pursuant to this clause 11.2.5 shall observe the
Supplier’s confidentiality obligations under the Agreement; and

11.2.6 where the receiving Party is the Customer:

(&) on aconfidential basis to the employees, agents, consultants and
contractors of the Customer;

(b) on aconfidential basis to any other Central Government Body, any
successor body to a Central Government Body or any company to
which the Customer transfers or proposes to transfer all or any part of
its business;

(c) to the extent that the Customer (acting reasonably) deems disclosure
necessary or appropriate in the course of carrying out its public
functions; or

(d) in accordance with clause 12.

and for the purposes of the foregoing, references to disclosure on a
confidential basis shall mean disclosure subject to a confidentiality
agreement or arrangement containing terms no less stringent than those
placed on the Customer under this clause 11.

11.3 The Parties acknowledge that, except for any information which is exempt from
disclosure in accordance with the provisions of the FOIA, the content of the
Agreement is not Confidential Information and the Supplier hereby gives its consent
for the Customer to publish this Agreement in its entirety to the general public (but
with any information that is exempt from disclosure in accordance with the FOIA
redacted) including any changes to the Agreement agreed from time to time. The
Customer may consult with the Supplier to inform its decision regarding any
redactions but shall have the final decision in its absolute discretion whether any of
the content of the Agreement is exempt from disclosure in accordance with the
provisions of the FOIA.

11.4 The Supplier shall not, and shall take reasonable steps to ensure that the Staff shall



12
12.1

12.2

12.3

13
13.1

13.2

not, make any press announcement or publicise the Agreement or any part of the
Agreement in any way, except with the prior written consent of the Customer.

Freedom of Information

Both parties acknowledge that they are subject to the requirements of the FOIA and
the Environmental Information Regulations 2004 and shall:

12.1.1 provide all necessary assistance and cooperation as reasonably requested to
enable the other party to comply with its obligations under the FOIA and the
Environmental Information Regulations 2004;

12.1.2 transfer to the other party all Requests for Information relating to this
Agreement that it receives as soon as practicable and in any event within 2
Working Days of receipt;

12.1.3 provide the other party with a copy of all Information belonging to them
requested in the Request for Information which is in its possession or control
in the form that the other party requires within 5 Working Days (or such other
period as the other party may reasonably specify) of the other party's request
for such Information; and

12.1.4 not respond directly to a Request for Information unless authorised in writing
to do so by the customer

The Supplier acknowledges that the Customer may be required under the FOIA and
the Environmental Information Regulations 2004 to disclose Information concerning
the Supplier or the Services (including commercially sensitive information) without
consulting or obtaining consent from the Supplier. In these circumstances the
Customer shall, in accordance with any relevant guidance issued under the FOIA,
take reasonable steps, where appropriate, to give the Supplier advance notice, or
failing that, to draw the disclosure to the Supplier's attention after any such
disclosure.

Notwithstanding any other provision in the Agreement, the Customer shall be
responsible for determining in its absolute discretion whether any Information relating
to the Supplier or the Services is exempt from disclosure in accordance with the FOIA
and/or the Environmental Information Regulations 2004.

Protection of Personal Data and Security of Data

The Supplier shall, and shall procure that all Staff shall, comply with any notification
requirements under the DPA and both Parties shall duly observe all their obligations
under the DPA which arise in connection with the Agreement.

Notwithstanding the general obligation in clause 13.1, where the Supplier is
processing Personal Data for the Customer as a data processor (as defined by the
DPA) the Supplier shall:

13.2.1 ensure that it has in place appropriate technical and organisational measures
to ensure the security of the Personal Data (and to guard against unauthorised
or unlawful processing of the Personal Data and against accidental loss or
destruction of, or damage to, the Personal Data), as required under the
Seventh Data Protection Principle in Schedule 1 to the DPA;

13.2.2 provide the Customer with such information as the Customer may reasonably
request to satisfy itself that the Supplier is complying with its obligations under
the DPA;

13.2.3 promptly notify the Customer of:



13.3

14
14.1

14.2

14.3

14.4.

(&) any breach of the security requirements of the Customer as referred to
in clause 13.3; and
(b) any request for personal data; and

13.2.4 ensure that it does not knowingly or negligently do or omit to do anything
which places the Customer in breach of the Customer’s obligations under the
DPA.

When handling Customer data (whether or not Personal Data), the Supplier shall
ensure the security of the data is maintained in line with the security requirements of
the Customer as notified to the Supplier from time to time.

Liability
The Supplier shall not be responsible for any injury, loss, damage, cost or expense
suffered by the Customer if and to the extent that it is caused by the negligence or

wilful misconduct of the Customer or by breach by the Customer of its obligations
under the Agreement.

Subject always to clauses 14.4 and 14.5:

14.2.1 the aggregate liability of the Supplier in respect of all defaults, claims, losses
or damages howsoever caused, whether arising from breach of the
Agreement, the supply or failure to supply of the Services, misrepresentation
(whether tortuous or statutory), tort (including negligence), breach of statutory
duty or otherwise shall in no event exceed a sum equal to 125% of the
Charges paid or payable to the Supplier; and

14.2.2 except in the case of claims arising under clauses 9.4 and 18.3, in no event
shall the Supplier be liable to the Customer for any:

(@) loss of profits;

(b) loss of business;

(c) loss of revenue;

(d) loss of or damage to goodwill;

(e) loss of savings (whether anticipated or otherwise); and/or
(f) any indirect, special or consequential loss or damage.

The Supplier will carry out the Services with the reasonable care and skill
commensurate with research of this nature. The Supplier does not warrant any
particular results from the Services will be achieved, nor that any results or
intellectual property rights obtained are fitfor any particular purpose and shall not
be liable for any loss or damage caused by Customer’s use of the same. The
Customer shall be wholly responsible for the use to which it puts the results or

intellectual property rights obtained

Nothing in the Agreement shall be construed to limit or exclude either Party's liability
for:

14.4.1 death or personal injury caused by its negligence or that of its Staff;



14.4.2 fraud or fraudulent misrepresentation by it or that of its Staff; or
14.4.3 any other matter which, by law, may not be excluded or limited.

14.5 The Supplier’s liability under the indemnity in clause 9.4 and 18.3 shall be unlimited.

15

Force Majeure

Neither Party shall have any liability under or be deemed to be in breach of the Agreement
for any delays or failures in performance of the Agreement which result from
circumstances beyond the reasonable control of the Party affected. Each Party shall
promptly notify the other Party in writing when such circumstances cause a delay or failure
in performance and when they cease to do so. If such circumstances continue for a
continuous period of more than two months, either Party may terminate the Agreement by
written notice to the other Party.

16
16.1

16.2

16.3

16.4

16.5

Termination

The Customer may terminate the Agreement at any time by notice in writing to the
Supplier to take effect on any date falling at least 1 month (or, if the Agreement is
less than 3 months in duration, at least 10 Working Days) later than the date of
service of the relevant notice.

Without prejudice to any other right or remedy it might have, the Customer may
terminate the Agreement by written notice to the Supplier with immediate effect if the
Supplier:

16.2.1 (without prejudice to clause 16.2.5), is in material breach of any obligation
under the Agreement which is not capable of remedy;

16.2.2 repeatedly breaches any of the terms and conditions of the Agreement in
such a manner as to reasonably justify the opinion that its conduct is
inconsistent with it having the intention or ability to give effect to the terms
and conditions of the Agreement;

16.2.3 is in material breach of any obligation which is capable of remedy, and that
breach is not remedied within 30 days of the Supplier receiving notice
specifying the breach and requiring it to be remedied,

16.2.4 undergoes a change of control within the meaning of section 416 of the
Income and Corporation Taxes Act 1988;

16.25 breaches any of the provisions of clauses 7.2, 11, 12, 13 and 17,

16.2.6 becomes insolvent, or if an order is made or a resolution is passed for the
winding up of the Supplier (other than voluntarily for the purpose of solvent
amalgamation or reconstruction), or if an administrator or administrative
receiver is appointed in respect of the whole or any part of the Supplier's
assets or business, or if the Supplier makes any composition with its
creditors or takes or suffers any similar or analogous action (to any of the
actions detailed in this clause 16.2.6) in consequence of debt in any
jurisdiction; or

16.2.7 fails to comply with legal obligations in the fields of environmental, social or
labour law.

The Supplier shall notify the Customer as soon as practicable of any change of
control as referred to in clause 16.2.4, or any potential such change of control.

The Supplier may terminate the Agreement by written notice to the Customer if the
Customer has not paid any undisputed amounts within 90 days of them falling due.

Termination or expiry of the Agreement shall be without prejudice to the rights of
either Party accrued prior to termination or expiry and shall not affect the continuing



16.6
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17.1

17.2

17.3

17.4

17.5

18
18.1

18.2

rights of the Parties under this clause and clauses 2, 3.2, 6.1, 6.2, 6.6, 6.7, 7, 9, 10.2,
11, 12, 13, 14, 16.6, 17.4, 18.3, 19 and 20.7 or any other provision of the Agreement
that either expressly or by implication has effect after termination.

Upon termination or expiry of the Agreement, the Supplier shall:

16.6.1 give all reasonable assistance to the Customer and any incoming supplier of
the Services; and

16.6.2 return all requested documents, information and data to the Customer as
soon as reasonably practicable.

Compliance

The Supplier shall promptly notify the Customer of any health and safety hazards
which may arise in connection with the performance of its obligations under the
Agreement. The Customer shall promptly notify the Supplier of any health and safety
hazards which may exist or arise at the Customer’s premises and which may affect
the Supplier in the performance of its obligations under the Agreement.

The Supplier shall:

17.2.1 comply with all the Customer's health and safety measures while on the
Customer’s premises; and

17.2.2 notify the Customer immediately in the event of any incident occurring in the
performance of its obligations under the Agreement on the Customer’s
premises where that incident causes any personal injury or damage to
property which could give rise to personal injury.

The Supplier shall:

17.3.1 perform its obligations under the Agreement in accordance with all applicable
equality Law and the Customer’s equality and diversity policy as provided to
the Supplier from time to time; and

17.3.2 take all reasonable steps to secure the observance of clause 17.3.1 by all
Staff.

The Supplier shall supply the Services in accordance with the Customer’s
environmental policy as provided to the Supplier from time to time.

The Supplier shall comply with, and shall ensure that its Staff shall comply with, the
provisions of:

17.5.1 the Official Secrets Acts 1911 to 1989; and
17.5.2 section 182 of the Finance Act 1989.
Prevention of Fraud and Corruption

The Supplier shall not offer, give, or agree to give anything, to any person an
inducement or reward for doing, refraining from doing, or for having done or refrained
from doing, any act in relation to the obtaining or execution of the Agreement or for
showing or refraining from showing favour or disfavour to any person in relation to the
Agreement.

The Supplier shall take all reasonable steps, in accordance with good industry
practice, to prevent fraud by the Staff and the Supplier (including its shareholders,
members and directors) in connection with the Agreement and shall notify the
Customer immediately if it has reason to suspect that any fraud has occurred or is
occurring or is likely to occur.



18.3
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20.6

If the Supplier or the Staff engages in conduct prohibited by clause 18.1 or commits
fraud in relation to the Agreement or any other contract with the Crown (including the
Customer) the Customer may:

18.3.1 terminate the Agreement and recover from the Supplier the amount of any
loss suffered by the Customer resulting from the termination, including the
cost reasonably incurred by the Customer of making other arrangements for
the supply of the Services and any additional expenditure incurred by the
Customer throughout the remainder of the Agreement; or

18.3.2 recover in full from the Supplier any other loss sustained by the Customer in
consequence of any breach of this clause.

Dispute Resolution

The Parties shall attempt in good faith to negotiate a settlement to any dispute
between them arising out of or in connection with the Agreement and such efforts
shall involve the escalation of the dispute to an appropriately senior representative of
each Party.

If the dispute cannot be resolved by the Parties within one month of being escalated
as referred to in clause 19.1. the dispute may by agreement between the Parties be
referred to a neutral adviser or mediator (the “Mediator”) chosen by agreement
between the Parties. All negotiations connected with the dispute shall be conducted
in confidence and without prejudice to the rights of the Parties in any further
proceedings.

If the Parties fail to appoint a Mediator within one month, or fail to enter into a written
agreement resolving the dispute within one month of the Mediator being appointed,
either Party may exercise any remedy it has under applicable law.

General

Each of the Parties represents and warrants to the other that it has full capacity and
authority, and all necessary consents, licences and permissions to enter into and
perform its obligations under the Agreement, and that the Agreement is executed by
its duly authorised representative.

A person who is not a party to the Agreement shall have no right to enforce any of its
provisions which, expressly or by implication, confer a benefit on him, without the
prior written agreement of the Parties.

The Agreement cannot be varied except in writing signed by a duly authorised
representative of both the Parties.

The Agreement contains the whole agreement between the Parties and supersedes
and replaces any prior written or oral agreements, representations or understandings
between them. The Parties confirm that they have not entered into the Agreement on
the basis of any representation that is not expressly incorporated into the Agreement.
Nothing in this clause shall exclude liability for fraud or fraudulent misrepresentation.

Any waiver or relaxation either partly, or wholly of any of the terms and conditions of
the Agreement shall be valid only if it is communicated to the other Party in writing
and expressly stated to be a waiver. A waiver of any right or remedy arising from a
breach of contract shall not constitute a waiver of any right or remedy arising from
any other breach of the Agreement.

The Agreement shall not constitute or imply any partnership, joint venture, agency,
fiduciary relationship or other relationship between the Parties other than the
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contractual relationship expressly provided for in the Agreement. Neither Party shall
have, nor represent that it has, any authority to make any commitments on the other
Party’s behalf.

Except as otherwise expressly provided by the Agreement, all remedies available to
either Party for breach of the Agreement (whether under the Agreement, statute or
common law) are cumulative and may be exercised concurrently or separately, and
the exercise of one remedy shall not be deemed an election of such remedy to the
exclusion of other remedies.

If any provision of the Agreement is prohibited by law or judged by a court to be
unlawful, void or unenforceable, the provision shall, to the extent required, be
severed from the Agreement and rendered ineffective as far as possible without
modifying the remaining provisions of the Agreement, and shall not in any way affect
any other circumstances of or the validity or enforcement of the Agreement.

Notices

Any notice to be given under the Agreement shall be in writing and may be served by
personal delivery, first class recorded or, subject to clause 21.3, e-mail to the address
of the relevant Party set out in the Award Letter, or such other address as that Party
may from time to time notify to the other Party in accordance with this clause:

Notices served as above shall be deemed served on the Working Day of delivery
provided delivery is before 5.00pm on a Working Day. Otherwise delivery shall be
deemed to occur on the next Working Day. An email shall be deemed delivered when
sent unless an error message is received.

Notices under clauses 15 (Force Majeure) and 16 (Termination) may be served by
email only if the original notice is then sent to the recipient by personal delivery or
recorded delivery in the manner set out in clause 21.1.

Governing Law and Jurisdiction

The validity, construction and performance of the Agreement, and all contractual and non-
contractual matters arising out of it, shall be governed by English law and shall be subject
to the exclusive jurisdiction of the English courts to which the Parties submit.



SCHEDULE 1 - SPECIFICATION

This contract is for the provision of a survey and measuring service for historic landfill sites across
England. Using the proprietary Tracer Gas Dispersion Method, the supplier will be responsible for
measuring methane emissions at historic landfills selected by Defra’s project manager.

The first section of the projectwill involve an in-office process of site selection, site assessment
and initial screening. This will result in an initial report which will detail the selected sites and

forecast per-site costs. I EEG—_—_—

The second phase will focus on the survey work itself. The data gathered under this phase will be
compiled into a final report that will include details of the sites themselves, weather conditions at
the time of the survey, any issues encountered, and abaseline of methane emissions.

This final report will be the key output of this project and is directly tied to payment of the remainder
of funding as detailed in Schedule 2- Pricing.



SCHEDULE 2 - PRICING

The operational costs of measuring methane emissions through Trace Gas Dispersion Method
have been identified as between | "his variation in cost is dependenton
the size and complexity of the landfill sites. Defra will exclusively cover the operational costs of the
project with no additional profit margin included in the funding. The complete breakdown of the per-
site cost will be calculated by the contractor and provided at the interim stage of the project.

TABLE A- Payment Schedule

Milestone Funding Action Date of Milestone

Interim Payment £30,000 An interim report will Early March 2021
break down the in-office
work completed to
select, assess and
screen sites.

Final Payment Remainder of funding | Successful completion | End of March 2021
in line with sites of the survey project
completed up to a and the provision of the

maximum of £30,000 final report to Defra.




SCHEDULE 3 - CHANGE CONTROL

Contract Change Note (“CCN”)

(a) CCN: | (h)

(b)

(c) Contract
Reference
Number & Title

(d)

(e) Variation Title

(f)

(9) Number of Pages

WHEREAS the Contractor and the Authority entered into a Contract for the supply of an initial
feasibility study for methane surveys of historic landfill dated (the "Original Contract") and now wish
to amend the Original Contract

IT IS AGREED as follows

1. The Original Contract shall be amended as set out in this CCN:

Change Requestor / Originator
Summary of Change
Reason for Change

Revised Contract Price Original Contract £
Value
Previous Contract £
Changes
Contract Change Note | £
New Contract Value £

Revised Payment Schedule

Revised Specification (See Annexe for
Details)

Revised Contract Period

Change in Contract Manager(s)

Other Changes
2. Save as amended in the CCN all other terms of the Original Contract remain effective.
3. The CCN takes effectfrom the date on which both Parties confirm acceptance of its terms

via Bravo.



SCHEDULE 4 - NON DISCLOSURE
AGREEMENT

THIS NON DISCLOSURE AGREEMENT is made the [insert day] day of [insert date] (the
“Commencement Date”

BETWEEN:

and

University of Southampton of Faculty of Engineering and Physical sciences, Infrastructure

Group, I I (th e

“Contractor”);

I (he 'Disclosee)

(each a “Party” and together the “Parties”).

WHEREAS:

(a)

(b)

(c)

(d)

The Contractor has contracted with the Secretary of State for Environment, Food and
Rural Affairs (the “Authority”) to provide goods and/or services to the Authority in an
agreement dated [insert date] (the “Contract").

The Contract places an obligation of confidentiality on the Contractor. The Disclosee is an
[insert employee, professional advisor or consultant] of the Contractor engaged in the
provision of certain goods and/or services to the Authority in support of or in connection
with the goods and/or services to be provided by the Contractor under the Contract.

The Disclosee may therefore, have communicated to it, certain Confidential Information
belonging to the Authority which is proprietary and must be held in confidence.
Accordingly, the Contract requires the Contractor to ensure that the Disclosee enters into
a non-disclosure agreementwith the Contractor on the terms set out herein.

Any Confidential Information disclosed by the Authority or the Contractor to the Disclosee,
whether contained in original or copy documents, will at all times remain the property of
the Authority together with all notes, memoranda and drawings that have been made as a
result of access to such Confidential Information.

NOW IT IS AGREED as follows:

Definition and Interpretation

1.

In this Agreement:

a) “Confidential Information” means: any information which has been designated as
confidential by the Authority in writing or that ought to be considered as
confidential (however it is conveyed or on whatever media it is stored) whether
commercial, financial, technical or otherwise including (without limitation)
information belongingto or in respect of the Authority which relates to research,
development, trade secrets, formulae, processes, designs, specifications, the
Authority data, internal management, information technology and infrastructure
and requirements, price lists and lists of, and information about, customers and
employees, all materials and information belonging to third parties in respect of
which the Disclosee owes obligations of confidence;information the disclosure of
which would, or would be likely to, prejudice the commercial interests of any
person, intellectual property rights or know-how of the Authority and all personal
data within the meaning of the General Data Protection Regulation (Regulation



(EU) 2016/679); whether or not that information is marked or designated as
confidential or proprietary;  whether arising prior to, on or after the
Commencement Date,

b) ‘Law” means any applicable Act of Parliament, subordinate legislation within the
meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal
prerogative, enforceable community right within the meaning of Section 2 of the
European Communities Act 1972, regulatory policy, guidance or industry code,
judgment of a relevant court of law, or directives or requirements of any
regulatory body of which the Contractor is bound to comply.

In construing this Agreement the general words introduced or followed by the word
include(s) or including or in particular shall not be given a restrictive meaning because
they are followed or preceded (as the case may be) by particular examples intended to fall
within the meaning of the general words.

Unless the context requires otherwise, the singular shall include the plural and vice versa,
and the masculine shall include the feminine and vice versa.

Reference to any legislative and statutory requirement or similar instrument shall be
deemed to include reference to any subsequentamendment to them.

References to any person shall, as the context may require, be construed as a reference
to any individual, firm, company, corporation, government department, agency, or any
association or partnership (whether or not having a separate legal personality).

CONFIDENTIALITY

6.

10.

11.

The Disclosee undertakes to: keep confidential all Confidential Information and safeguard
it accordingly; and that any Confidential Information supplied will not be used by it for any
purpose other than in connection with the Contractor’s delivery of the goods and/or
services under the Contract without the prior written permission of the Authority.

The Disclosee will take all necessary precautions to ensure that the Confidential
Information is held in confidence and will provide proper and secure storage for all
information and any papers, drawings or other materials which relate to or are compiled
from such information.

The Disclosee shall, with respect to any Confidential Information it receives directly from
or on behalf of the Authority or from the Contractor, comply, with all instructions and/or
guidelines produced and supplied by or on behalf of the Authority from time to time for the
handling and storage of Confidential Information, generally or for specific items.

The Disclosee will not disclose any Confidential Information or any part thereof to any
third party.

Where the Disclosee is an employee, breach of the obligations set out herein in this
Agreement shall be a cause of disciplinary proceedings, and the Contractor shall institute
and enforce such disciplinary proceedings as against the Disclosee in relation to such
breach.

Where the Disclosee is a professional advisor or consultant, breach of the obligation set
out herein shall entitle the Contractor to terminate the contract of engagement with the
Disclosee immediately, and the Contractor shall enforce such right of termination as
against the Disclosee in relation to such breach.



12.

13.

14.

15.

16.

17.

18.

19.

All Confidential Information in tangible form received hereunder together with all copies
thereof shall be destroyed or returned immediately to the Contractor or where so required
by the Authority and notified to the Disclosee, to the Authority, upon request or upon
completion of the task for the purposes of which such Confidential Information was
released.

The Confidential Information will not be used by the Disclosee for any purpose or in any
way other than under this Agreement.

The following circumstances shall not constitute a breach of the obligations of
confidentiality contained in this Agreement:

14.1 Disclosure of Confidential Information by the Disclosee when required to do so by
Law or pursuant to the rules or any order having the force of Law of any court, of
competent jurisdiction;

14.2 Disclosure of Confidential Information by the Disclosee where and to the extent
that the Confidential Information has, except as a result of breach of
confidentiality, become publicly available or generally known to the public at the
time of such disclosure;

14.3 Disclosure of Confidential Information by the Disclosee where and to the extent
that the Confidential Information is already lawfully in the possession of a
recipient or lawfully known to it prior to such disclosure;

14.4 Possession of Confidential Information by the Disclosee where it has been
acquired from athird party who is notin breach of any obligation of confidence in
providing that Confidential Information;

provided that, in no event shall information relating to the affairs of any identifiable person
be disclosed or released from the obligations herein without the priorwritten consent of
the Authority.

The Disclosee shall: notify the Contractor and the Authority promptly of the date and
circumstances of the loss or unauthorised disclosure, if any, of the Confidential
Information or any part of the Confidential Information and in addition, the action being
taken to rectify that loss or unauthorised disclosure.

The obligations contained in this Agreement shall continue until notified in writing by the
Authority or the Confidential Information becomes public knowledge (other than by breach
of the terms of this Agreement).

No licence of any intellectual property rights (including but not limited to patent rights,
copyrights, trademarks and rights in proprietary information and/or know-how and whether
registrable or unregistrable) is granted hereby, beyond that necessary to enable use of the
Confidential Information for the purpose for which the Confidential Information was
released.

Nothing in this Agreement shall be construed as compelling any of the Parties to disclose
any Confidential Information or to enter into any further contractual relationship with any
other party.

No representation or warranties are given regarding the accuracy, completeness or
freedom from defects of the Confidential Information or with respectto infringement of any
rights including intellectual property rights of others.



20.

Without affecting any other rights or remedies that the other Parties may have, the

Disclosee acknowledges and agrees that damages alone would not be an adequate
remedy for any breach of any of the provisions of this Agreement.

GENERAL

21.

No failure or delay by any Party to this Agreement in exercising any of its rights hereunder
shall operate as a waiver of such rights, nor shall any single or partial exercise preclude
any further exercise of such rights. Any waiver by a Party of any breach or non-
compliance with any term of this Agreement shall not constitute a waiver of any
subsequent breach of non-compliance with the same or any other term of this Agreement.

No Party may assign this Agreement or any of its rights and obligations hereunder without
the prior written consent of the Authority.

Any notice under this Agreement shall be in writing and shall be delivered by post, fax or
e-malil to the address of the Party in question set out at the beginning of this Agreement or
such other address (or e-mail address or fax number) as the Parties may notify one
another fromtime to time.

No term of this Agreement shall be enforceable, by virtue of the Contracts (Rights of Third
Parties) Act 1999, by any person who is not a party to this Agreement other than the
Authority. The Parties shall only with the prior written consent of the Authority be entitled
to vary any of the provisions of this Agreement without notifying or seeking the consent of
any third party and the rights conferred by section 2 of the Contracts (Rights of Third
Parties) Act 1999 are excluded.

This Agreement shall be governed by and shall be interpreted in accordance with the laws
of England.

The courts of England have exclusive jurisdiction to settle any disputes which may arise
out of or in connection with this Agreement and accordingly that any proceedings, suit or
action arising out of or in connection therewith shall be broughtin such courts.

This Agreement has been entered into on the date firstwritten above.

SIGNED by the authorised signatory for and on behalf of the Contractor:



SCHEDULES - SECURITY REQUIREMENTS,
POLICY AND PLAN

INTERPRETATION AND DEFINITION

For the purposes of this Schedule 8, unlessthe context otherwise requires the following provisions
shall have the meanings given to them below:

“Breach of Security” means the occurrence of unauthorised access to or use of the Premises,
the Premises, the Services, the Contractor System, or any ICT or data (including Authority Data)
used by the Authority or the Contractor in connection with the Contract.

“Contractor Equipment” means the hardware, computer and telecoms devices and equipment
supplied by the Contractor or its Sub-Contractor (but not hired, leased or loaned from the Authority)
for the provision of the Services;

“Contractor Software” means software which is proprietary to the Contractor, including software
which is or will be used by the Contractor for the purposes of providing the Goods and/or Services
and which is specified as such in Schedule 7.

“ICT” means Information Communications Technology and includes a diverse set of technological
tools and resources used to communicate, and to create, disseminate, store and manage
information, including computers, the Internet, broadcasting technologies (radio and television),
and telephony.

“Protectively Marked” shall have the meaning as set out in the Security Policy Framework.

“Security Plan” means the Contractor’s security plan prepared pursuant to paragraph 3 an outline
of which is set outin an Appendix to this Schedule 8.

“Software” means Specially Written Software, Contractor Software and Third Party Software.

“Specially Written Software” means any software created by the Contractor (or by a third party
on behalf of the Contractor) specifically for the purposes of this Contract.

“Third Party Software” means software which is proprietary to any third party which is or will be

used by the Contractor for the purposes of providing the Goods and/or Services including the
software and which is specified as such in Schedule 7.

1. INTRODUCTION
This Schedule 8 covers:

1.1 principles of security for the Contractor System, derived from the Security Policy
Framework, including without limitation principles of physical and information security;

1.2 wider aspects of security relating to the Services;
1.3 the creation of the Security Plan;
14 audit and testing of the Security Plan; and

1.5 breaches of security.



2.

2.1

2.2

2.3

3.

3.1

3.2

3.3

3.4

PRINCIPLES OF SECURITY
The Contractor acknowledges that the Authority places great emphasis on confidentiality,
integrity and availability of information and consequently on the security of the Premises
and the security for the Contractor System. The Contractor also acknowledges the
confidentiality of Authority Data.

The Contractor shall be responsible for the security of the Contractor System and shall at
all times provide a level of security which:

2.2.1 isinaccordance with Good Industry Practice and Law;

2.2.2  complies with Security Policy Framework; and

2.2.3 meets any specific security threats to the Contractor System.

Without limiting paragraph 2.2, the Contractor shall at all times ensure that the level of
security employed in the provision of the Services is appropriate to maintain the following
at acceptable risk levels (to be defined by the Authority):

2.3.1 loss of integrity of Authority Data;

2.3.2 loss of confidentiality of Authority Data;

2.3.3 unauthorised access to, use of, or interference with Authority Data by any person
or organisation;

2.3.4 unauthorised access to network elements, buildings, the Premises, and tools
used by the Contractor in the provision of the Services;

2.3.5 use of the Contractor System or Services by any third party in order to gain
unauthorised access to any computer resource or Authority Data; and

2.3.6 loss of availability of Authority Data due to any failure or compromise of the
Services.

SECURITY PLAN

The Contractor shall develop, implement and maintain a Security Plan to apply during the
Contract Period (and after the end of the term as applicable) which will be approved by
the Authority, tested, periodically updated and audited in accordance with this Schedule 8.

A draft Security Plan provided by the Contractor as part of its bid is set out herein.

Prior to the Commencement Date the Contractor will deliver to the Authority for approval
the final Security Plan which will be based on the draft Security Plan set out herein.

If the Security Plan is approved by the Authority it will be adopted immediately. If the
Security Plan is not approved by the Authority the Contractor shall amend it within 10
Working Days of a notice of non-approval from the Authority and re-submit to the Authority
for approval. The Parties will use all reasonable endeavors to ensure that the approval
process takes as little time as possible and in any event no longer than 15 Working Days
(or such other period as the Parties may agree in writing) from the date of its first
submission to the Authority. If the Authority does not approve the Security Plan following
its resubmission, the matter will be resolved in accordance with clause 12 (Dispute
Resolution). No approval to be given by the Authority pursuant to this paragraph 3.4 may



3.5

3.6

3.7

3.8

3.9

4.1

be unreasonably withheld or delayed. However any failure to approve the Security Plan on
the grounds that it does not comply with the requirements set out in paragraphs 3.1 to 3.4
shall be deemed to be reasonable.

The Security Plan will set out the security measures to be implemented and maintained by
the Contractor in relation to all aspects of the Services and all processes associated
with the delivery of the Services and shall at all times comply with and specify security
measures and procedures which are sufficientto ensure that the Services comply with:

3.5.1 the provisions of this Schedule 8;

3.5.2 the provisions of Schedule 1 relating to security;

3.5.3 the Information Assurance Standards;

3.5.4 the data protection compliance guidance produced by the Authority;

3.5.5 the minimum set of security measures and standards required where the system
will be handling Protectively Marked or sensitive information, as determined by
the Security Policy Framework;

3.5.6 any other extant national information security requirements and guidance, as
provided by the Authority’s IT security officers; and

3.5.7 appropriate ICT standards for technical countermeasures which are included in
the Contractor System.

The referencesto Quality Standards, guidance and policies set out in this Schedule shall
be deemed to be references to such items as developed and updated and to any
successor to or replacement for such Quality Standards, guidance and policies, fromtime
to time.

If there is any inconsistency in the provisions of the above standards, guidance and
policies, the Contractor should notify the Authorised Representative of such inconsistency
immediately upon becoming aware of the same, and the Authorised Representative shall,
as soon as practicable, advise the Contractor which provision the Contractor shall be
required to comply with.

The Security Plan will be structured in accordance with ISO/IEC27002 and ISO/IEC27001
or other equivalent policy or procedure, cross-referencing if necessary to other schedules
of the Contract which cover specific areas included within that standard.

The Security Plan shall not reference any other documents which are not either in the
possession of the Authority or otherwise specified in this Schedule 8.

AMENDMENT AND REVISION

The Security Plan will be fully reviewed and updated by the Contractor annually or from
time to time to reflect:

4.1.1 emerging changes in Good Industry Practice;

4.1.2 any change or proposed change to the Contractor System, the Services and/or
associated processes;

4.1.3 any new perceived or changed threats to the Contractor System;



4.2

4.3

5.1

5.2

5.3

5.4

6.

6.1

6.2

4.1.4 changes to security policies introduced Government-wide or by the Authority;
and/or

4.1.5 areasonable request by the Authority.

The Contractor will provide the Authority with the results of such reviews as soon as
reasonably practicable after their completion and amend the Security Plan at no additional
cost to the Authority.

Any change or amendment which the Contractor proposes to make to the Security Plan
(as aresult of an Authority request or change to Schedule 1 or otherwise) shall be subject
to a CCN and shall not be implemented until Approved.

AUDIT AND TESTING

The Contractor shall conduct tests of the processes and countermeasures contained in
the Security Plan ("Security Tests") on an annual basis or as otherwise agreed by the
Parties. The date, timing, content and conduct of such Security Tests shall be agreed in
advance with the Authority.

The Authority shall be entitled to send a representative to witness the conduct of the
Security Tests. The Contractor shall provide the Authority with the results of such tests (in
an Approved form) as soon as practicable after completion of each Security Test.

Without prejudice to any other right of audit or access granted to the Authority pursuant to
the Contract, the Authority shall be entitled at any time and without giving notice to the
Contractor to carry out such tests (including penetration tests) as it may deem necessary
in relation to the Security Plan and the Contractor's compliance with and implementation
of the Security Plan. The Authority may notify the Contractor of the results of such tests
after completion of each such test. Security Tests shall be designed and implemented so
as to minimise the impact on the delivery of the Services.

Where any Security Test carried out pursuant to paragraphs 5.2 or 5.3 reveals any actual
or potential security failure or weaknesses, the Contractor shall promptly notify the
Authority of any changes to the Security Plan (and the implementation thereof) which the
Contractor proposes to make in order to correct such failure or weakness. Subject to
Approval in accordance with paragraph 4.3, the Contractor shall implement such changes
to the Security Plan in accordance with the timetable agreed with the Authority or,
otherwise, as soon as reasonably possible. For the avoidance of doubt, where the change
to the Security Plan to address a non-compliance with the Security Policy Framework or
security requirements, the change to the Security Plan shall be at no additional cost to the
Authority. For the purposes of this paragraph, a weakness means a vulnerability in
security and a potential security failure means a possible breach of the Security Plan or
security requirements.

BREACH OF SECURITY
Either Party shall notify the other immediately upon becoming aware of any Breach of
Security including, but not limited to an actual, potential or attempted breach, or threat to,
the Security Plan.

Upon becoming aware of any of the circumstances referred to in paragraph 6.1, the
Contractor shallimmediately take all reasonable steps necessary to:



6.2.1 remedy such breach or protect the Contractor System against any such potential
or attempted breach or threat; and

6.2.2 prevent an equivalent breach in the future.

6.3 Such steps shall include any action or changes reasonably required by the Authority. If
such action is taken in response to a breach that is determined by the Authority acting
reasonably not to be covered by the obligations of the Contractor under the Contract, then
the Contractor shall be entitled to refer the matter to the CCN procedure set out in
Schedule 3.

6.4 The Contractor shall as soon as reasonably practicable provide to the Authority full details
(using such reporting mechanism as may be specified by the Authority from time to time)
of such actual, potential or attempted breach and of the steps taken in respect thereof.

APPENDIX 1- OUTLINE SECURITY PLAN

APPENDIX 2 - SECURITY POLICY: SECURITY POLICY FRAMEWORK
A copy of the Security Policy Framework may be found at:

https://www.gov.uk/government/publications/security-policy-framework






