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STATEMENT OF SERVICE REQUIREMENT FOR THE PROVISION OF TECHNICAL SUPPORT DELIVERY OF THE FRAMEWORK FOR SMALLER DUTYHOLDERS SECURITY PLANS

BACKGROUND TO THE PROJECT
Introduction
The National Objectives, Requirements and Model Standards (NORMS) was published in 2012 as the first step towards implementing a more outcome-focused regime by focusing on achievement of objectives over model standards and encouraging industry to design innovative solutions that worked in harmony with their business processes. It was considered by all stakeholders as an improvement. However, it remained a document that had grown iteratively over the previous decade and therefore suffered from inconsistency and was not easy to use. Its major downfall though was interpretation. Both Regulator and Regulated were at times unsure of the delineation between the mandatory and the optional. This stifled innovation and led to sub-optimal selection of security controls.
The Security Assessment Principles (SyAPs)[footnoteRef:1]  were published in March 2017 as the next step in the transformation process. They sought to address the shortcomings of NORMS, whilst seeking maximum alignment with ONR’s established Safety Assessment Principles. At their heart is an absolute focus on outcomes and a complete withdrawal of model standards. This requires that industry develops full ownership and understanding of risk, how to control it, and assurance that the controls are functioning effectively. This needs to be fully articulated in revised security plans that provide justification that outcomes will be achieved. [1:  www.onr.org.uk/syaps/security-assessment-principles-2017.pdf] 

SyAPs-aligned security plans should have utility for the dutyholder whilst focusing on justification of arrangements against risk and threat to meet defined outcomes using claims and well-reasoned arguments supported by robust and detailed evidence. Furthermore, there is no longer model standards against which a ‘check-list’ style of assessment could be carried out. Instead, a more interpretive assessment is required, backed up with cogent and justified reports.
The process of production and assessment of Security Plans has commenced, initially through pilot sites, but now more fully across industry.  The assessment of these plans is a completely new concept for industry and ONR CNS and is potentially resource intensive for both.  There are three smaller dutyholders, with a low to moderate risk profile, who do not have the capacity or capability to produce and implement comprehensive plans aligned to SyAPs.    Moreover, the associated implementation and assessment costs would be dis-proportionate for the risk concerned and so inconsistent with the regulators code.  Consequently, it is considered appropriate that ONR adopts an enabling approach for these smaller dutyholders which would be aligned with the philosophy of SyAPs but reducing the regulatory burden



SCOPE OF THE SERVICES REQUIRED
Description of need
Given that there are a number of smaller dutyholders who do not have the capacity or capability to produce and implement comprehensive plans aligned to SyAPs as described above, there is a need for a framework document that will facilitate SyAPs aligned outcome focussed security plans based upon the site risk profile.  
There is currently limited capacity within ONR CNS to deliver this given the need to conduct assessment of SyAPs and other overriding priorities.  Consequently, it is considered necessary to obtain technical support in order to deliver this capability thereby enabling smaller dutyholders in the production and implementation of adequate Security Plans.
ONR should carry out our activities in a way that supports those that we regulate to comply and grow.  The approach outlined here will serve to minimise the risk that application of the SyAPs regime will result in disproportionate cost for smaller dutyholders, given their lack of capacity and capability to deliver a ‘right first time’ solution.  Such an approach will also support future maintenance of the security plan.
Whilst this project is specifically targeted at three smaller dutyholders, the output will be made available to all dutyholders to provide a framework that may be proportionately and consistently applied.  Furthermore, there is intent that this work will also underpin the more strategic objective of ensuring that all dutyholders, NISR Regulation 22 and Class B Carriers, have security plan equivalents that are entirely outcome focussed.   
In keeping with the philosophy of Dutyholder ownership of the security plan, it is not intended that adoption of the framework will be mandatory. However, the outcome will be the availability of a structured framework and guidance to facilitate development of a fit for purpose security plan that may be adopted by dutyholders. 
Scope
Work is likely to be completed during December 2018 – April 2019.  There will be three phases of work:
Initial Assessment of Capability.
Development of Framework Document.
Enabling activity.
Initial Assessment: This phase will be conducted to ensure that the bidder understands the threats, assets, risk profiles, capabilities and capacity of the smaller dutyholders within the scope of the project.
Development of Framework Document:  This phase will be the development of the framework document which will identify guidance on the key elements that a dutyholder will need to consider to adequately demonstrate proportionate delivery of outcomes against the Fundamental Security Principles (FSyP’s) within SyAPs.  
Enabling Activity:  During this phase the contractor will ensure that the smaller dutyholders within the scope of the project have a comprehensive understanding of the framework document and how it will allow them to deliver aligned security plans.

Bidder Requirements
An initial contract start up meeting will be held in Bootle.  Thereafter, meetings will be held at the end of phase 1, mid-way and at the end of phase 2, and at the end of phase 3.  All meetings will be held in ONR’s Bootle Office.   Invoices will be linked to deliverables to be presented at these meetings.
A presentation on findings and proposed framework methodology will be at the end of phase 1 meeting. Initial framework document structure and progress will be presented at the mid-way point to phase 2.  The final framework document will be presented at the end of phase 2.  Enabling activity findings and briefing will be presented at the end of phase 3.  
Routine updates will be delivered at a level to be agreed at the start of the project. 
OBJECTIVES
The overall objective of this project is to enable the delivery of smaller dutyholders’ SyAPs aligned security plans through the production of a framework document that informs the process sufficiently in order to mitigate insufficient capacity and capability, and disproportionate cost. 
As the primary output of the project, the framework document should guide dutyholders on how all FSyP outcomes can be adequately demonstrated with claims, arguments and evidence, proportionate to the risk profile of the site.
A further output of the project is enabling activity to ensure that the dutyholders understand and can effectively commence delivery against the framework document.  
A wider objective is for the framework document to be used to inform further work which will enable outcome focussed plans, or equivalent, of all dutyholders (NISR Regulation 22 and Class B Carriers).
TENDER SUBMISSIONS 
To submit a compliant proposal in response to this specification Bidders must provide a written response that clearly addresses all aspects of the specification (including scope, objectives and constraints) being bid for and the specific criteria below:
Provide a description of Bidder’s appropriate experience and how it will undertake the work. 
Provide CVs of the key staff proposed.  It is anticipated that the work will be undertaken by a very small number of high calibre and competent individuals.
Provide 2 references where they have delivered similar services for other clients over the past three years.
Provide demonstrable evidence of the use and understanding of ONR’s SyAP’s document, annexes and supporting Technical Assessments Guides.
Their arrangements for managing delivery of the work and dealing with disputes (including details of who will act as the liaison point between the Bidder and ONR).
Provide confirmation of availability of key staff for the period of the proposal.
Provide the names and details of the project and contract manager proposed for this task.
Provide details of any management information and reporting requirements not identified within the specification.
Provide an anticipated cost and spend profile for the services – this should include an hourly/daily rate for particular expertise and an estimate of time requirements for all phases.
Details of how they should present their charges for undertaking the required work in a manner that enables ONR to understand and compare the costs, regardless of how the service is delivered.
CONSTRAINTS 
Provide details of anything that may constrain the ability of potential suppliers to meet the requirement such as:
As part of the submission, the contractor is required to declare any past, present or suspected conflict of interests originating from past or current provisions in this field. Conflicts of interest are to be advised by completion and submission of the Potential Conflicts of Interest Declaration Form, attached at Schedule E.
The Divisional contract management will be provided by the SyAP’s delivery lead.
The Bidder should declare any other work within the civil nuclear industry that could be considered as a conflict of interest.
Preference will be given to Bidders with demonstrable experience of ONR’s SyAP’s document, annexes and supporting Technical Assessments Guides[footnoteRef:2].  [2:  www.onr.org.uk/tagsrevision.htm] 

Guidance used should be limited to ONR’s SyAPs and TAGs unless other guidance is identified and agreed with ONR
The Bidder should have sufficient protective security knowledge and experience to interpret effectively the FSyP’s and TAG’s
The Bidder will be required to hold a minimum of a Baseline Personnel Security Standard (BPSS).
The Bidder will be provided (if necessary) with IT equipment to enable secure communications at OFFICIAL-SENSITIVE
The project is to be delivered within a four month window.
The kick off meeting between ONR and Bidder should be within 10 working days of the contract award.
Work will be completed using the ONR electronic data management system TRIM to ensure that document audit and documentation retention requirements are fulfilled.

[bookmark: _GoBack]
CONTRACT MANAGEMENT
ONR will require to be kept updated about progress and delivery of the required work via monthly meetings, (see 2.3.1) to include a contract start-up meeting at ONR’s offices at Bootle.   
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