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CONTRACT FOR THE PROVISION OF:  

Antimicrobial Resistance in Biofilms Formed During Secondary Food Processing of 
Meat and Meat Products 

 Reference Number: FS307035 

  
This document forms the contract for the Services between; 

Food Standards Agency (“Client”) having its main or registered office at Clive House, 70 
Petty France, London SW1H 9EX 

and 

Fera Science Ltd (“Supplier”), National Agrifood Innovation Campus, Sand Hutton, York, 
YO41 1LZ 
 

     to be effective from 11th May 2020 until 24th June 2022    
     unless varied by extension. 
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CONTRACT 

WHEREAS 

The Food Standards Agency has selected the Supplier to act as a Supplier in the performance 
of activities connected with the Project described on the title page of this contract, for The 
Food Standards Agency, the Supplier shall undertake to provide the same on the terms and 
conditions as set out in this Contract.   

Unless and until directed otherwise, nothing in this Contract, shall be construed as giving a 
guarantee of any remunerative work whatsoever unless or until such work is requested and 
confirmed by means of a duly authorised Purchase Order. 

IT IS AGREED AS FOLLOWS: 

1. TERMS and CONDITIONS 

1.1  As used in this Contract: 

a) the terms and expressions set out in Schedule 1 shall have the meanings set out 
therein; 

b) the masculine includes the feminine and the neuter; 

c) the singular includes the plural and vice versa; and 

d) the words “include”, “includes” and “including” are to be construed as if they 
were immediately followed by the words “without limitation”. 

1.2. A reference to any statute, enactment, order, regulation or other similar instrument 
shall be construed as a reference to the statute, enactment, order, regulation or 
instrument as amended by any subsequent statute, enactment, order, regulation or 
instrument or as contained in any subsequent re-enactment thereof. 

1.3. A reference to any document other than as specified in Clause 1.2 shall be construed 
as a reference to the document as at the date of execution of this Contract. 

1.4. Headings are included in this Contract for ease of reference only and shall not affect 
the interpretation or construction of this Contract. 

1.5. References to “Clauses” and “Schedules” are, unless otherwise provided, references 
to the Clauses of and Schedules to this Contract. 

1.6. Terms or expressions contained in this Contract which are capitalised but which do 
not have an interpretation in Schedule 1 shall be interpreted in accordance with the 
common interpretation within the legal services market where appropriate.  
Otherwise they shall be interpreted in accordance with the dictionary meaning. 
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1.7. In the event and to the extent only of any conflict or inconsistency in the provisions 
of the Clauses of this Contract and the provisions of the Schedules, the following 
order of precedence shall prevail: 

a) the duly authorised Client Purchase Order; 

b) the Schedules; and 

c) this Contract 

2. THE SERVICES 

2.1. This Contract shall govern the overall relationship of the Supplier and the Client with 
respect to the provision of the Ordered Services.   

2.2. The Supplier shall provide the Ordered Services and meet its responsibilities and 
obligations hereunder in accordance with the provisions of Schedule 2 (Ordered 
Services) and Schedule 3 (Specific Obligations). 

2.3. Notwithstanding clause 2.1, the Supplier shall perform the Ordered Services to the 
specification. 

2.4. The Supplier shall notify the Client as soon as it becomes aware of an event occurring 
or which it believes is likely to occur which will cause material delay to or materially 
impede the performance of any Ordered Services or any part thereof and the 
Supplier shall take all necessary steps consistent with good practice to obviate 
and/or minimise the delay to the Client. 

2.5. In the event that the Supplier fails due to its Default to fulfill an obligation by the date 
specified in any Purchase Order for such fulfillment, the Supplier shall, at the request 
of the Client and without prejudice to the Client’s other rights and remedies, arrange 
all such additional resources as are necessary to either obviate the delay or to fulfill the 
said obligation as early as practicable thereafter, at no additional charge to the Client. 

2.6. In the event that any obligation of the Supplier specified in the Contract is delayed as 
a result of a Default by the Client, then: 

a) The date associated with the relevant obligation(s) as specified in the Purchase 
Order (and the dates similarly associated with any subsequent obligations 
specified in the Purchase Order) shall be amended by a period of time equal 
to the period of such Client Default (or such other period as the parties agree 
in writing); and 

b) Both parties shall use all reasonable endeavors to obviate and/or mitigate the 
impact of such delay and to recover any resultant delay to the performance of 
the Ordered Services. 
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2.7. Nothing in this document, or any Purchase Order, shall have the effect of making 
the Supplier or any of the Supplier’s other employees or agents, the employee of 
the Client. 

2.8. Nothing in this document or any Purchase Order shall constitute the parties as 
partners of each other. 

3. STANDARDS AND REGULATIONS 

3.1. The Supplier shall at all times comply with the Health and Safety provisions, security 
requirements and personal conduct obligations, of any premises visited and shall 
exercise all due care and attention when visiting such premises.  

3.2. The Supplier shall comply with all applicable national and local laws and regulations 
(including Data Protection Requirements) and obtain and maintain at its own cost 
throughout the duration of the Contract all the consents (including Data Protection 
Requirements), licences, permits and approvals which are necessary for the Supplier 
to perform its duties under this Contract and to enable the provision of the Ordered 
Services. 

3.3. Without prejudice to the provisions of Clause 3.2, the Supplier shall ensure that 
he/she does not work in excess of the working time limits specified in the Working 
Time Regulations 1998. The Supplier shall maintain appropriate records regarding 
their working hours. Without prejudice to the obligations under this Clause 3.3, the 
Supplier shall make available to the Client any information of which it is aware 
concerning appointments held by an individual concurrently with the obligations of 
this Contract. 

3.4. The Supplier shall be responsible for the administration and deduction of any 
income tax and national insurance in respect of payments made to such individuals, 
including in respect of any obligations under the Pay As You Earn system.  The 
Supplier will, or procure that its Sub-Suppliers will, account to the appropriate 
authorities for any income tax, national insurance (if any), VAT and all other 
liabilities, charges and duties arising out of any payment made to the Supplier under 
any Purchase Order.  The Supplier will indemnify and keep indemnified the Client 
against any income tax, national insurance (if any), VAT or any other tax liability 
including any interest, penalties or costs incurred in connection with the same which 
may at any time be levied, demanded or assessed on the Client by any statutory 
Agency in respect of payments made to the Supplier. 
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3.5. Nothing in this Contract shall be construed or have effect as constituting any 
relationship of employer and employee between the Client and the Supplier or its 
Sub-Suppliers.  The Supplier shall indemnify and keep indemnified the Client, its 
officers, employees and agents against all actions, claims, demands, reasonable 
costs, charges and reasonable expenses incurred by or made against the Client, its 
officers, employees or agents arising out of or in connection with any services 
provided under any Purchase Order asserting that they are an employee of the Client 
or otherwise alleging any breach of any employment related legislation except 
where such claim arises as a result of any breach of obligations (whether contractual, 
statuary, at common law or otherwise). 

4. MATERIAL BREACH 

4.1. If the Supplier: - 

does not, in the reasonable opinion of the Client Representative have the skills and 
experience required for the role of Supplier; or 

fails to follow reasonable instructions given by the Client’s Representative in the 
course of his or her work for the Client; or  

presents, in the reasonable opinion of the Client’s Representative, a risk to security; 
or 

presents, in the reasonable opinion of the Client’s Representative, a risk to the 
reputation of Her Majesty’s Government; or 

in the reasonable opinion of the Client’s Representative is in some other ways 
unsuitable for to which he has been assigned pursuant to any Purchase Order; 

then the Client may serve a notice on the Supplier requesting that the Supplier 
immediately cease activities under any Purchase Order. 

4.2. Upon receipt of a notice under Clause 4.1 the Supplier shall immediately cease all 
activities in connection with the Client’s instructions. 

4.3. Notwithstanding the foregoing, the Client may, at any time, deny access to the 
Client’s or its associates’ premises without giving any reason for doing so. 

4.4. Any activities performed prior to cessation under 4.1 shall be reimbursed on a 
quantum meruit basis. 

5. NON-SOLICITATION 

 The parties agree that during the term of the appointment as described in any 
Purchase Order and for a period of twelve (12) months thereafter, they will not, 
whether directly or indirectly, solicit with a view to offering employment the other 
party and/or its employees or consultants. In the event that either party breaches 
this Clause, the defaulting party shall pay to the affected party all unavoidable and 
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reasonable costs incurred by the affected party including but not limited to a sum 
equal to the gross salary of the employee or the consultant due under any relevant 
notice. This Clause shall not restrict either party from appointing any person, 
whether employee or consultant of the other or not, who has applied in response 
to an advertisement properly and publicly placed in the normal course of business.  

6. PARTIES RESPONSIBILITIES & OBLIGATIONS 

  The responsibilities for the Parties are set out in Schedule 2 and Schedule 3 

7. CHARGES FOR ORDERED SERVICES 

7.1. All engagements of the Supplier by the Client, of whatever nature, under the terms 
of the Agreement must be confirmed by means of a Purchase Order before 
commencement of the work. 

7.2. All Charges on any Purchase Order placed under the terms and conditions of this 
Contract shall utilise the rates as per Schedule 4 as their basis. 

7.3. In consideration of the performance of the Ordered Services in accordance with this 
Contract, the Client shall pay the Charges in accordance with the Invoicing 
Procedure. 

7.4. Payment shall be made within thirty (30) days of receipt by the Client (at its 
nominated address for invoices) of a valid invoice (which shall be issued in arrears) 
from the Supplier. 

7.5. The Charges are exclusive of Value Added Tax.  The Client shall pay the Value Added 
Tax on the Charges at the rate and in the manner prescribed by law, from time to 
time. 

7.6.    “VAT on VAT” Prevention: 

The Supplier shall not invoice, nor shall the Client be responsible for, any “VAT on 
VAT” payment. For the avoidance of doubt, in the event that:  

 

a) the Supplier has incurred expenditure for goods or services from a third-
party provider in respect of which the Supplier is entitled to reimbursement 
by the Client under the Contract; and 

b) the third-party provider with whom the expenditure has been incurred has 
charged the Supplier UK VAT on the price of the relevant goods or services; 

7.7. Interest shall be payable on any late payments under the Contract in accordance 
with the Late Payment of Commercial Debts (Interest) Act 1998. 
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7.8. The Supplier shall follow the Purchase Order and Invoice process as set out in 
Schedule 5. All invoices must reference the duly authorised Purchase Order number. 
Any invoices which do not reference the Purchase Order number shall be returned 
as unacceptable.  

7.9. The Supplier shall continuously indemnify the Client against any liability, including 
any interest, penalties or reasonable costs incurred which is levied, demanded or 
assessed on the Client at any time in respect of the Supplier’s failure to account for 
or to pay any Value Added Tax relating to payments made to the Supplier under this 
Contract.  Any amounts due under this Clause 7.8 shall be paid in cleared funds by 
the Supplier to the relevant Agency not less than five (5) Working Days before the 
date upon which the tax or other liability is payable by the Client. 

7.10. The Supplier shall accept the Government Procurement Card (GPC) as a means of 
payment for Ordered Services where GPC is agreed with the Client to be a suitable 
means of payment. 

7.11. The Supplier shall accept payment electronically via the Banks Automated Clearing 
Service (BACS). 

7.12. Euro 

In the event that the United Kingdom joins the Economic and Monetary Union (and 
provided always that the exchange rate for conversion between Sterling and the 
Euro has been fixed), the Client shall at any time thereafter upon three (3) Months 
notice to the Supplier, be entitled to require the Supplier at no additional charge to 
convert the Charges from Sterling into Euros (in accordance with EC Regulation 
number 1103/97).  The Supplier shall thereafter submit valid invoices denominated 
in Euros. 

7.13. Efficiency 

The Supplier shall be obliged at all times to seek to improve its efficiency in providing 
Services to the Client and to review the level of Charges in light of possible efficiency 
gains. Where such improved efficiency is achieved the Supplier shall propose a 
reduction in the level of Charges and effect such reduction by agreement with the 
Client. 

8. AMENDMENTS and VARIATIONS TO THIS CONTRACT 

    No amendment to the provisions of this Contract or Special Terms specified in any 
Purchase Order shall be effective unless agreed in writing on a Variation form by both 
parties.  Any increases in scope or value shall be the subject of separate negotiation 
but shall, in any event, be upon no less favourable terms than those contained 
herein. 
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9. COMMUNICATIONS 

Except as otherwise expressly provided, no communication from one party to the 
other shall have any validity unless made in writing; nor shall any amendment to any 
Purchase Order be affected unless made by a duly authorised Purchase Order 
revision/Contract Variation. 

10. TERM AND TERMINATION 

10.1. This Contract shall take effect from the agreed start date and shall terminate when 
all requirements are satisfied. 

10.2. The contract shall be subject to termination for convenience by either party subject 
to three months’ notice.  

10.3. The Client may at any time by notice in writing terminate any Purchase Order, or a part 
thereof, at 20 days’ notice without charge.  Terminations at less than 20 days’ notice 
shall be subject to the Supplier’s standard terms and conditions   

11. CONSEQUENCES OF TERMINATION AND EXPIRY 

11.1. In the event of termination in accordance with Clauses 10.2 or 10.3 the Client shall 
reimburse the Supplier any Charges incurred prior to termination which are wholly, 
reasonably and properly chargeable by the Supplier in connection with the Contract. 
The Client shall not be liable to pay any severance payment or compensation to the 
Supplier for loss of profits suffered as a result of the termination.  Determination of 
such Charges shall be on a quantum meruit basis. 

11.2. Termination, or partial termination, or expiry in accordance with Clause 10 shall not 
prejudice or affect any right of action or remedy that shall have accrued or shall 
thereafter accrue to either party. 

11.3. In the event of termination of the Contract for any reason: 

a) the Supplier shall return to the Client all Client Property and all Client Data  and 
other items belonging to the Client in its possession;  

b) subject to the payment of the appropriate portion for work completed, the 
Supplier shall provide the Client with a copy of all work undertaken to date 
(whether completed or not). and 

c) Upon expiry or termination for any reason, the Supplier shall render 
reasonable assistance to the Client (and any third parties appointed by the 
Client) if requested, to the extent necessary to affect an orderly cessation of 
the Services.    

12. WARRANTIES AND REPRESENTATIONS 

12.1. The Supplier warrants and represents that: 
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a) it has full capacity and all necessary consents to enter into and to perform 
the duties as specified herein; 

b) this Contract shall be performed in compliance with all applicable laws, 
enactments, orders, regulations and other similar instruments as amended 
from time to time; 

c) the Supplier warrants that the Ordered Services shall be provided and 
carried out by appropriately experienced, qualified and trained personnel 
with all due skill, care and diligence; 

d) it shall discharge its obligations hereunder with all due skill, care and 
diligence including good industry practice and (without limiting the 
generality of this Clause 12, in accordance with its own established internal 
procedures; 

e) it owns, has obtained or shall obtain valid licenses for all Intellectual 
Property Rights that are necessary for the performance of this Contract and 
the use of the Ordered Services by the Client; 

f) it has taken and shall continue to take all reasonable steps, in accordance 
with good industry practice, to prevent the introduction, creation or 
propagation of any disruptive element (including any virus, worm and/or 
trojan horse) onto the Ordered Service and into systems, data, software or 
Confidential Information (held in electronic form) owned by or under the 
control of, or used by, the Client; 

g) it shall take all reasonable measures to avoid any and all data loss and data 
corruption during the provision of the Ordered Services in accordance with 
good industry practice; 

13. LIMITATION OF LIABILITY 

13.1. Neither the Client nor the Supplier excludes or limits liability to the other for death 
or personal injury arising from its negligence or any breach of any obligations implied 
by Section 12 of the Sale of Goods Act 1979 or Section 2 of the Supply of Goods and 
Services Act 1982 or for fraud or fraudulent misrepresentation. 

13.2. The Supplier's liability in respect of the indemnities in Clause 7.9, Clause 3.4, Clause 
3.5 and Clause 15.4 shall be unlimited  

13.3. [Not used] 
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13.4. Subject always to the provisions of Clauses 13.1, 13.2 and 13.3, the aggregate 
liability of the Client and the Supplier for each Year for all Defaults whether arising 
under contract, tort (including negligence) by way of indemnity or otherwise in 
connection with this Contract shall in no event exceed one hundred and twenty five 
percent (125%) of the total charges paid or payable to the Supplier during a twelve 
(12) Month period specified by the claiming party, such twelve (12) Month period 
including the date on which at least one such Default arose. 

13.5. Subject always to the provisions of Clauses 13.1, 13.2 and 13.3, in no event shall 
either the Client or the Supplier be liable to the other for: 

a) indirect or consequential loss or damage; and/or 

b) loss of profits, business, revenue, goodwill or anticipated savings. 

13.6. Subject always to the provisions of Clauses 13.1, 13.2 and 13.3, and 13.4, , the 
provisions of Clause 13.5 shall not be taken as limiting the right of either the Client 
or the Supplier to claim from the other for: 

a) reasonable additional operational and administrative costs and expenses; 

b) any reasonable costs or expenses rendered nugatory; and 

c) damage due to the loss of data, but only to the extent that such losses relate 
to the costs of working around any loss of data and the direct costs of 
recovering or reconstructing such data, 

resulting directly from the Default of the other party. 

13.7. The Client and the Supplier expressly agree that should any limitation or provision 
contained in this Clause 13 be held to be invalid under any applicable statute or rule 
of law it shall to that extent be deemed omitted, but if any either of them thereby 
becomes liable for loss or damage which would otherwise have been excluded such 
liability shall be subject to the other limitations and provisions set out herein. 

14. DATA PROTECTION 

14.1. The Supplier shall comply at all times with the Data Protection Requirements and 
shall not perform its obligations under this Contract in such a way as to cause the 
Client to breach any of its applicable obligations under the Data Protection 
Requirements. 

14.2. [Not used] 

14.3  The Parties acknowledge that for the purposes of the Data Protection 

Legislation, the Client is the Controller and the Supplier is the Processor unless 
otherwise specified in Schedule 12. The only processing that the Processor is 

authorised to do is listed in Schedule 12 by the Controller and may not be 

determined by the Processor. 
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14.4  The Processor shall notify the Client immediately if it considers that any of the 
Controller’s instructions infringe the Data Protection Legislation. 

 

14.5 The Processor shall provide all reasonable assistance to the Controller in the 

preparation of any Data Protection Impact Assessment prior to commencing any 

processing. Such assistance may, at the discretion of the Controller, include: 

(a) a systematic description of the envisaged processing operations and 

the purpose of the processing; 

(b) an assessment of the necessity and proportionality of the processing 
operations in relation to the Services; 

(c) an assessment of the risks to the rights and freedoms of Data Subjects; and 

(d) the measures envisaged to address the risks, including safeguards, 

security measures and mechanisms to ensure the protection of 
Personal Data. 

 

14.6 The Processor shall, in relation to any Personal Data processed in connection 

with its obligations under this Agreement: 

(a) process that Personal Data only in accordance with Schedule 12, unless 
the Processor is required to do otherwise by Law. If it is so required the  

Processor shall promptly notify the Controller before processing the Personal 
Data unless prohibited by Law; 

(b) ensure that it has in place Protective Measures, which are appropriate 

to protect against a Data Loss Event, which the Controller may reasonably 

reject (but failure to reject shall not amount to approval by the Controller of 

the adequacy of the Protective Measures), having taken account of the: 

(i) nature of the data to be protected; 

(ii) harm that might result from a Data Loss Event; 

(iii) state of technological development; and 

(iv) cost of implementing any measures; 

(c) ensure that : 

(i) the Processor Personnel do not process Personal Data except 
in accordance with this Agreement (and in particular Schedule 12; 

(ii) it takes all reasonable steps to ensure the reliability and integrity 
of any Processor Personnel who have access to the Personal Data 

and ensure that they: 

(A) are aware of and comply with the Processor’s duties 

under this clause; 

(B) are subject to appropriate confidentiality undertakings 
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with the Processor or any Sub-processor; 

(C) are informed of the confidential nature of the Personal 
Data and do not publish, disclose or divulge any of the 

Personal Data to any third Party unless directed in writing 
to do so by the Controller or as otherwise permitted by 

this Agreement; and 

(D) have undergone adequate training in the use, care, 
protection and handling of Personal Data; and 

  (d) not transfer Personal Data outside of the EU unless the prior written 
consent of the Controller has been obtained and the following 

conditions are fulfilled: 

(v) the Controller or the Processor has provided appropriate 

safeguards in relation to the transfer (whether in accordance 
with GDPR Article 46 or LED Article 37) as determined by the 

Controller; 

(vi) the Data Subject has enforceable rights and effective legal 
remedies; 

(vii) the Processor complies with its obligations under the Data 

Protection Legislation by providing an adequate level of 
protection to any Personal Data that is transferred (or, if it is 

not so bound, uses its best endeavours to assist the Controller 

in meeting its obligations); and 

(viii) the Processor complies with any reasonable instructions 

notified to it in advance by the Controller with respect to the 
processing of the Personal Data; 

(e) at the written direction of the Controller, delete or return Personal 

Data (and any copies of it) to the Controller on termination of the 
Agreement unless the Processor is required by Law to retain the 

Personal Data. 

 

  14.7   Subject to clause 1.6, the Processor shall notify the Controller immediately if it: 

(a)  receives a Data Subject Access Request (or purported Data Subject 

Access Request); 

(b) receives a request to rectify, block or erase any Personal Data; 

(c) receives any other request, complaint or communication relating to 

either Party's obligations under the Data Protection Legislation; 

(d) receives any communication from the Information Commissioner or 

any other regulatory authority in connection with Personal Data processed 
under this Agreement; 

(e)  receives a request from any third Party for disclosure of Personal Data 
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where compliance with such request is required or purported to be required 

by Law; or 

(f) becomes aware of a Data Loss Event. 

 

14.8 The Processor’s obligation to notify under clause 1.5 shall include the provision 

of further information to the Controller in phases, as details become available. 

 

14.9 Taking into account the nature of the processing, the Processor shall provide 

the Controller with full assistance in relation to either Party's obligations under 
Data Protection Legislation and any complaint, communication or request made 

under clause 1.5 (and insofar as possible within the timescales reasonably 

required by the Controller) including by promptly providing: 

(a) the Controller with full details and copies of the complaint, 

communication or request; 

(b) such assistance as is reasonably requested by the Controller to enable 

the Controller to comply with a Data Subject Access Request within the 

relevant timescales set out in the Data Protection Legislation; 

(c) the Controller, at its request, with any Personal Data it holds in relation 

to a Data Subject; 

(d) assistance as requested by the Controller following any Data Loss Event; 

(e) assistance as requested by the Controller with respect to any request 
from the Information Commissioner’s Office, or any consultation by 

the Controller with the Information Commissioner's Office. 

 

14.10  The Processor shall maintain complete and accurate records and information 

to demonstrate its compliance with this clause. This requirement does not 

apply where the Processor employs fewer than 250 staff, unless: 

(a) the Controller determines that the processing is not occasional; 

(b) the Controller determines the processing includes special categories of 
data as referred to in Article 9(1) of the GDPR or Personal Data relating 

to criminal convictions and offences referred to in Article 10 of the 
GDPR; and 

(c) the Controller determines that the processing is likely to result in a risk 
to the rights and freedoms of Data Subjects. 

 

14.11 The Processor shall allow for audits of its Data Processing activity by the 

Controller or the Controller’s designated auditor. 

 

14.12 The Processor shall designate a data protection officer if required by the Data 

Protection Legislation. 
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14.13 Before allowing any Sub-processor to process any Personal Data related to this 

Agreement, the Processor must: 

(a) notify the Controller in writing of the intended Sub-processor and processing. 

(b) obtain the written consent of the Controller; 

(c)   enter into a written agreement with the Sub-processor which give effect 
to the terms set out in this clause such that they apply to the Sub-processor; 

and 

(d) provide the Controller with such information regarding the Sub-processor 
as the Controller may reasonably require. 

 
14.14 The Processor shall remain fully liable for all acts or omissions of any Sub-processor. 

 

14.15 The Controller may, at any time on not less than 30 Working Days’ notice, revise 

this clause by replacing it with any applicable controller to processor standard 
clauses or similar terms forming part of an applicable certification scheme 

(which shall apply when incorporated by attachment to this Agreement). 

 

14.16 The Parties agree to take account of any guidance issued by the Information 

Commissioner’s Office. The Controller may on not less than 30 Working Days’ 
notice to the Processor amend this agreement to ensure that it complies with 

any guidance issued by the Information Commissioner’s Office. 
 

14.17 Where the Parties include two or more Joint Controllers as identified in 

Schedule 12 in accordance with GDPR Article 26, those Parties shall enter into 

a Joint Controller Agreement based on the terms outlined in Schedule 12a in 

replacement of Clauses 14.3-14.16 for the Personal Data under Joint Control. 

 

 

 

15. INTELLECTUAL PROPERTY RIGHTS 

15.1. Save as granted under this Contract, neither the Client nor the Supplier shall acquire 
any right, title or interest in the other’s Pre-Existing Intellectual Property Rights 
respectively save that each party hereby grants a license to the other party to use 
its Pre-Existing Intellectual Property Rights to the extent necessary to perform its 
obligations under this Contract. 

15.2. All Intellectual Property Rights that are created by the Supplier in the provision of 
the Services to the Client shall be proprietary to and owned by the Client and the 
Supplier shall enter into such documentation and perform such acts as the Client 
shall request to properly vest such Intellectual Property Rights in the Client.  
Accordingly the Supplier hereby assigns (by way of present assignment of future 
intellectual property rights) all such Intellectual Property Rights. 
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15.3. The Supplier shall procure that the provision of the Ordered Services shall not 
infringe any Intellectual Property Rights of any third party. 

15.4. The Supplier shall indemnify the Client against all claims, demands, actions, costs, 
expenses (including legal costs and disbursements on a solicitor and Agency basis), 
losses and damages arising from or incurred by reason of any infringement or 
alleged infringement (including the defence of such alleged infringement) of any 
Intellectual Property Right in connection with the provision of the Ordered Services, 
except to the extent that such liabilities have resulted directly from the Client failure 
properly to observe its obligations under this Clause 15. 

15.5. Each of the parties shall notify the other if it receives notice of any claim or potential 
claim relating to the other party’s Pre-Existing Intellectual Property Rights  

16. CONFIDENTIALITY 

16.1. Without prejudice to the application of the Official Secrets Acts 1911 to 1989 to any 
Confidential Information, the Client and the Supplier acknowledge that any 
Confidential Information originating from: 

a) the Client, its servants or agents is the property of the Client; and 

b) the Supplier, its employees, servants or agents is the property of the 
Supplier. 

16.2. The Supplier and the Client shall procure that: 

a) any person employed or engaged by them (in connection with this Contract 
in the course of such employment or engagement) shall only use 
Confidential Information for the purposes of this Contract; 

b) any person employed or engaged by them in connection with this Contract 
shall not, in the course of such employment or engagement, disclose any 
Confidential Information to any third party without the prior written 
consent of the other party; 

c) they shall take all necessary precautions to ensure that all Confidential 
Information is treated as confidential and not disclosed (save as aforesaid) 
or used other than for the purposes of this Contract by their employees, 
servants, agents or Sub-Suppliers; and 

d) without prejudice to the generality of the foregoing neither the Client nor 
the Supplier nor any person engaged by them whether as a servant or a 
consultant or otherwise shall use the Confidential Information for the 
solicitation of business from the other or from any third party. 

16.3. The provisions of Clause 16.1 and Clause 16.2 shall not apply to any information 
which: 
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a) is or becomes public knowledge other than by breach of this Clause 16; or 

b) is in the possession of the recipient without restriction in relation to 
disclosure before the date of receipt from the disclosing party; or 

c) is received from a third party who lawfully acquired it and who is under no 
obligation restricting its disclosure; or 

d) is independently developed without access to the Confidential Information; 
or 

e) must be disclosed pursuant to a statutory, legal or parliamentary obligation 
placed upon the party making the disclosure, including any requirements 
for disclosure under the Freedom of Information Act 2000 or the 
Environmental Information Regulations 2004. 

f) is required to be disclosed by a competent regulatory Agency (including the 
Law Society or Solicitors Disciplinary Tribunal) or pursuant to any applicable 
rules of professional conduct. 

16.4. Nothing in this Clause 16 shall be deemed or construed to prevent the Client from 
disclosing any Confidential Information obtained from the Supplier: 

a) to any other department, office or agency of Her Majesty’s Government 
(“Crown Bodies”), provided that the Client has required that such 
information is treated as confidential by such Crown Bodies and their 
servants, including, where appropriate, requiring servants to enter into a 
confidentiality agreement prior to disclosure of the Confidential 
Information and the Client shall have no further liability for breach of 
confidentiality in respect of the departments, offices and agencies.  All 
Crown Bodies in receipt of such Confidential Information shall be 
considered as parties to this Contract within Section 1(1) of the Contracts 
(Rights of Third Parties) Act 1999 for the purpose only of being entitled to 
further disclose the Confidential Information to other Crown Bodies on such 
terms; and 

b) to any consultant, Supplier or other person engaged by the Client in 
connection herewith, provided that the Client shall have required that such 
information be treated as confidential by such consultant, Supplier or other 
person, together with their servants including, where appropriate, requiring 
servants to enter into a confidentiality agreement prior to disclosure of the 
Confidential Information and the Client shall have no further liability for 
breach of confidentiality in respect of consultants, Suppliers or other 
people. 

16.5. The Supplier shall, prior to commencing any work, enter into a confidentiality 
undertaking in the form set out in Schedule 7. 
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16.6. If required by the Client, the Supplier shall procure that any of its Staff or associates 
enters into a confidentiality undertaking in the form set out in Schedule 7 or such 
alternative form as the Client may substitute from time to time 

16.7. Nothing in this Clause 16 shall prevent the Supplier or the Client from using data 
Processing techniques, ideas and know-how gained during the performance of this 
Contract in the furtherance of its normal business, to the extent that this does not 
relate to a disclosure of Confidential Information or an infringement by the Client or 
the Supplier of any Intellectual Property Rights. 

17. PUBLICITY 

17.1. The Supplier shall not make any press announcements or publicise this Contract in 
any way without the Client’s prior written consent.   

17.2. Notwithstanding the provisions of Clause 17.1, the Supplier shall be entitled to make 
any announcement required by any securities exchange or regulatory Agency or 
government body to which it subscribes whether or not the requirement has the force 
of law. 

18. DISPUTE RESOLUTION 

18.1. Subject to the provisions of Clause 18.2, any dispute arising under, or in connection 
with this Contract shall be dealt with in accordance with this Clause 18, and neither 
the Client nor the Supplier shall be entitled to commence or pursue any legal 
proceedings under the jurisdiction of the courts in connection with any such dispute, 
until the procedures set out in this Clause 18 have been exhausted. 

18.2. Clause 18.1 shall be without prejudice to the rights of termination stated in Clause 

10 and in addition shall not prevent the Client or the Supplier from applying for 
injunctive relief in the case of: 

a) breach or threatened breach of confidentiality; 

b) infringement or threatened infringement of its Intellectual Property Rights; 
or 

c) Infringement or threatened infringement of the Intellectual Property Rights 
of a third party, where such infringement could expose the Client or the 
Supplier to liability. 

18.3. All disputes between the Client and the Supplier arising out of or relating to any 
Purchase Order shall be referred by Client’s Representative or the nominated head 
of the Supplier’s Accountant Management Team to the other for resolution. 

18.4. If any dispute cannot be resolved pursuant to the provisions of Clause 18.3 within 
ten (10) Working Days either party may refer the dispute to the Client’s Head of 
Procurement for resolution. 
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18.5. If any dispute cannot be resolved pursuant to the provisions of Clause 18.4 within 
ten (10) Working Days, then either party may refer the dispute to mediation and if 
necessary thereafter to the courts in accordance with the provisions of Schedule 6. 

19. INSURANCE 

19.1. The Supplier shall affect and maintain policies of insurance to provide a level of cover 
sufficient for all risks which may be incurred by the Supplier under this Contract, 
including death or personal injury, or loss of or damage to property. 

19.2. The Supplier shall hold employer’s liability insurance in respect of its employees in 
accordance with any legal requirement for the time being in force.   

19.3. The Supplier shall produce to the Client’s Representative, within five (5) Working 
Days of request, copies of all insurance policies referred to in Clause 19.1 and 
Clause 19.2 or such other evidence as agreed between the Client and the Supplier 
that will confirm the extent of the cover given by those policies, together with 
receipts or other evidence of payment of the latest premiums due under those 
policies. 

19.4. The terms of any insurance or the amount of cover shall not relieve the Supplier of 
any liabilities under this Contract.  It shall be the responsibility of the Supplier to 
ensure that the amount of insurance cover is adequate to enable it to satisfy all its 
potential liabilities subject to the limit of liability specified in Clause 13 of this 
Contract. 

20. RECOVERY OF SUMS DUE 

20.1. The Client shall be permitted to deduct and withhold from any sum due to the 
Supplier under this Contract any sum of money due from the Supplier under either: 

a) this Contract; 

b) any other agreement between the Supplier and the Client; 

provided that the terms of such other agreement provide for sums of money due 
from the Supplier under that agreement to be recovered by way of a deduction from 
sums of money due to the Supplier under this Contract (albeit that this Contract may 
not be referenced specifically under that agreement). 

21. STATUTORY REQUIREMENTS 

21.1. The Supplier shall notify the Client of all statutory provisions and approved safety 
standards applicable to the Ordered Services and their provision and shall be 
responsible for obtaining all licenses, consents or permits required for the 
performance of this Contract. 

21.2. The Supplier shall inform the Client if the Ordered Services are hazardous to health 
or safety and of the precautions that should be taken in respect thereto. 
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21.3. The Supplier shall, and shall ensure that its personnel, agents and Sub-Suppliers, 
take all measures necessary to comply with the requirements of the Health and 
Safety at Work etc. Act 1974 and any other acts, orders, regulations and codes of 
practice relating to health and safety, which may apply to those involved in the 
performance of this Contract. 

22. STATUTORY INVALIDITY 

The Client and the Supplier expressly agree that should any limitation or provision 
contained in this Contract be held to be invalid under any particular statute or law, 
or any rule, regulation or bye-law having the force of law, it shall to that extent be 
deemed to be omitted but, if either the Client or the Supplier thereby becomes liable 
for loss or damage which would have otherwise been excluded, such liability shall 
be subject to the other limitations and provisions set out herein. 

23. ENVIRONMENTAL REQUIREMENTS 

23.1. The Supplier shall comply in all material respects with all applicable environmental 
laws and regulations in force from time to time in relation to the Services.  Without 
prejudice to the generality of the foregoing, the Supplier shall promptly provide all 
such information regarding the environmental impact of the Services as may 
reasonably be requested by the Client. 

23.2. The Supplier shall meet all reasonable requests by the Client for information 
evidencing compliance with the provisions of this Clause 23 by the Supplier. 

24. DISCRIMINATION 

24.1. The Supplier shall not unlawfully discriminate either directly or indirectly on such 
grounds as race, colour, ethnic or national origin, disability, sex or sexual orientation, 
religion or belief, or age and without prejudice to the generality of the foregoing the 
Supplier shall not unlawfully discriminate within the meaning and scope of the 
Equality Act 2010, the Human Rights Act 1998 or other relevant or equivalent 
legislation, or any statutory modification or re-enactment thereof. The Supplier shall 
take all reasonable steps to secure the observance of this Clause by all Staff. 

24.2. The Supplier shall take all reasonable steps to secure the observance of the 
provisions of Clause 24.1 by any Sub-Supplier(s) employed in the execution of this 
Contract. 

25. SUPPLIER’S SUITABILITY  

25.1. The Client reserves the right under this Contract to refuse to admit to any premises 
occupied by or on behalf of the Client the Supplier, whose admission has become, in 
the opinion of the Client, undesirable. 
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25.2. If the Supplier shall fail to comply with Clause 25.1 and if the Client (whose decision 
shall be final and conclusive) shall decide that such failure is prejudicial to the interests 
of the State and if the Supplier does not comply with the provisions of Clause 25.1 
within a reasonable time of written notice so to do, then the Client may terminate the 
any Purchase Order provided always that such termination shall not prejudice or affect 
any right of action or remedy which shall have accrued or shall thereafter accrue to the 
Client. 

26. OFFICIAL SECRETS ACTS 

The Supplier shall take all reasonable steps to ensure that he and all people 
employed by him or his agents and Sub-Suppliers in connection with this Contract 
are aware of the Official Secrets Act 1989 and where appropriate, with the 
provisions of the Atomic Energy Act 1946, and that these Acts apply to them during 
the execution of this Contract and after the expiry or termination of this Contract. 

27. CORRUPT GIFTS AND PAYMENTS OF COMMISSION 

27.1. The Supplier shall not: 

a) offer or give or agree to give any person in Her Majesty’s Service any gift or 
consideration of any kind as an inducement or reward for doing, forbearing 
to do, or for having done or forborne to do any act in relation to the 
obtaining or execution of this Contract or any other contract for Her 
Majesty’s Service or for showing favour or disfavour to any person in 
relation to this or any other contract for Her Majesty’s Service; 

b) enter into this Contract or any other contract with a person in Her Majesty’s 
Service in connection with which commission has been paid or agreed to be 
paid by him or on his behalf, or to his knowledge, unless before this Contract 
are accepted, made particulars of any such commission and of the terms 
and conditions of any agreement for the payment thereof have been 
disclosed in writing to the Client. 

27.2. Any breach of Clause 27.1 by the Supplier or by anyone employed by him or acting 
on his behalf (whether with or without the knowledge of the Supplier) or the 
commission of any offence by the Supplier or by anyone employed by him or acting 
on his behalf under the Prevention of Corruption Acts 1889 to 1916, in relation to 
this Contract or any other contract with Her Majesty’s Service shall entitle the Client 
to terminate any Purchase Order and recover from the Supplier the amount of any 
direct loss resulting from such termination and/or to recover from the Supplier the 
amount or value of any such gift, consideration or commission. 

27.3. Any dispute, difference or question arising in respect of the interpretation of this 
Clause 27, the right of the Client to terminate any Purchase Order or the amount or 
value of any such gift, consideration or commission shall be decided by the Client, 
whose decision shall be final and conclusive. 
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27.4. Either Party may terminate this contract and recover all its losses if the other Party, 
their employees or anyone acting on their behalf:  

a. Corruptly offers, gives or agrees to give to anyone any inducement or reward 
in respect of this Contract; or  
 

b. Commits an offence under the Bribery Act 2010. 

28. TRANSFER AND SUB-CONTRACTING 

28.1. Sub-contracting will be allowed, subject to written authorisation from the Client.  

28.2. The Client shall be entitled to nominate sub-Suppliers at its discretion. 

28.3. The Supplier shall be entitled to Sub-Contract its obligations under this Contract, or 
any resultant Purchase Order, solely with the express permission of the Client 
Representative; such permission shall not be unreasonably withheld.   

28.4. Any sub-contract must allow for full disclosure under ‘transparency’ requirements.  

28.5. The Client shall be entitled to assign or otherwise dispose of its rights and 
obligations under this Contract and/or any relevant Purchase Order to any other 
body (including any private sector body) which substantially performs any of the 
functions that previously had been performed by the Client. 

29. RIGHTS OF THIRD PARTIES 

29.1. To the extent that this Contract are expressed to confer rights or benefits on a party 
who is not a party to this Contract, that party shall by virtue of the Contracts (Rights 
of Third Parties) Act 1999, be entitled to enforce those rights as if it was a party to 
this Contract.  For the avoidance of doubt the consent of any person other than the 
Client (or the Supplier, as the case may be) is not required to vary or terminate this 
Contract. 

29.2. Except as provided in Clause 29.1, a person who is not a party to this Contract shall 
have no rights under the Contracts (Rights of Third Parties) Act 1999 to enforce any 
term of this Contract.  This Clause 29.2 does not affect any right or remedy of any 
person that exists or is available otherwise than pursuant to that Act. 

30. CLIENT PROPERTY  

30.1.  All Client Property shall remain the property of the Client and shall be used only for 
the purposes of the Contract. 

30.2. The Supplier undertakes the safe custody of and the due return of all Client Property 
and shall be responsible for all reasonably foreseeable loss thereof from whatever 
cause and shall indemnify the Client against such loss. 
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30.3. Neither the Supplier, nor any Sub Supplier nor any other person shall have a lien on 
any Client Property for any sum due to the Supplier, Sub Supplier or other person 
and the Supplier shall take all reasonable steps to ensure that the title of the Client 
and the exclusion of any such lien are brought to the notice of all Sub Suppliers and 
other persons dealing with any Client Property 

31. SEVERABILITY 

Subject to the provisions of Clause22, if any provision of this Contract is held invalid, 
illegal or unenforceable for any reason, such provision shall be severed and the 
remainder of the provisions hereof shall continue in full force and effect as if this 
Contract had been accepted with the invalid provision eliminated.  In the event of a 
holding of invalidity so fundamental as to prevent the accomplishment of the 
purpose of this Contract, the Client and the Supplier shall immediately commence 
good faith negotiations to remedy such invalidity. 

32. FREEDOM OF INFORMATION 

32.1. The Supplier acknowledges that the Client is subject to the requirements of the 
Code of Practice on Government Information, FOIA and the Environmental 
Information Regulations and shall assist and cooperate with the Client to enable 
the Client to comply with its Information disclosure obligations. 

32.2. The Supplier shall, and shall procure that its Sub-Suppliers shall: 

• transfer to the Client all Requests for Information that it receives as soon as 
practicable and in any event within two Working Days of receiving a Request 
for Information; 

• provide the Client with a copy of all Information in its possession, or power 
in the form that the Client requires within five Working Days (or such other 
period as the Client may specify) of the Client's request; and 

• provide all necessary assistance as reasonably requested by the Client to 
enable the Client to respond to the Request for Information within the time 
for compliance set out in section 10 of the FOIA or regulation 5 of the 
Environmental Information Regulations. 

32.3. The Client shall be responsible for determining in its absolute discretion and 
notwithstanding any other provision in this Contract or any other contract whether 
the Commercially Sensitive Information and/or any other information is exempt 
from disclosure in accordance with the provisions of the Code of Practice on 
Government Information, FOIA or the Environmental Information Regulations. 

32.4. In no event shall the Supplier respond directly to a Request for Information unless 
expressly authorised to do so by the Client. 

32.5. The Supplier acknowledges that (notwithstanding the provisions of Clause 42 – 

Transparency, the Client may, be obliged under the FOIA, or the Environmental 
Information Regulations to disclose information concerning the Supplier or the 
Services: 
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• in certain circumstances without consulting the Supplier; or 

• following consultation with the Supplier and having taken their views into 
account; 

provided always that where [reference] applies the Client shall, in accordance with 
any recommendations of the Code, take reasonable steps, where appropriate, to 
give the Supplier advanced notice, or failing that, to draw the disclosure to the 
Supplier’s attention after any such disclosure. 

32.6. The Supplier shall ensure that all Information is retained for disclosure and shall 
permit the Client to inspect such records as requested from time to time. 

32.7. The Supplier acknowledges that the Commercially Sensitive Information listed in 
Schedule 9 (if any) is of indicative value only and that the Client may be obliged to 
disclose it in accordance with clause 32. 

33. FORCE MAJEURE 

33.1. For the purposes of this Contract the expression “Force Majeure” shall mean any 
cause affecting the performance by either the Client or the Supplier of its obligations 
arising from acts, events, omissions, happenings or non-happenings beyond its 
reasonable control including (but without limiting the generality thereof) 
governmental regulations, fire, flood, pandemic, or any disaster or an industrial 
dispute affecting a third party for which a substitute third party is not reasonably 
available.  Any act, event, omission, happening or non-happening will only be 
considered Force Majeure if it is not attributable to the willful act, neglect or failure 
to take reasonable precautions of the affected party, its employees, servants or 
agents or the failure of either the Client or the Supplier to perform its obligations 
under any Purchase Order. 

33.2. It is expressly agreed that any failure by the Supplier to perform or any delay by the 
Supplier in performing its obligations under any Purchase Order which results from 
any failure or delay in the performance of its obligations by any person, firm or 
company with which the Supplier shall have entered into any contract, supply 
arrangement or Sub-Contract or otherwise shall be regarded as a failure or delay 
due to Force Majeure only in the event that such person firm or company shall itself 
be prevented from or delayed in complying with its obligations under such Purchase 
Order, supply arrangement or Sub-Contract or otherwise as a result of 
circumstances of Force Majeure. 

33.3. Both the Client and the Supplier agree that any acts, events, omissions, happenings 
or non-happenings resulting from the adoption of the Euro by the United Kingdom 
government shall not be considered to constitute Force Majeure under this 
Contract. 
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33.4. Neither the Client nor the Supplier shall in any circumstances be liable to the other 
for any loss of any kind whatsoever including but not limited to any damages or 
abatement of Charges whether directly or indirectly caused to or incurred by the 
other party by reason of any failure or delay in the performance of its obligations 
which is due to Force Majeure.  Notwithstanding the foregoing, both the Client and 
the Supplier shall use all reasonable endeavors to continue to perform, or resume 
performance of, (and having resumed to catch up to the required level of 
performance existing immediately prior to the Force Majeure event), such 
obligations hereunder for the duration of such Force Majeure event. 

33.5. If either the Client or the Supplier become aware of circumstances of Force Majeure 
which give rise to or which are likely to give rise to any such failure or delay on its 
part it shall forthwith notify the other by the most expeditious method then 
available and shall inform the other of the period which it is estimated that such 
failure or delay shall continue. 

33.6. It is hereby expressly declared that the only events that shall afford relief from 
liability for failure or delay shall be any event qualifying for Force Majeure 
hereunder. 

34. LEGISLATIVE CHANGE 

34.1. The Supplier shall bear the cost of ensuring that the Ordered Services shall comply 
with all applicable statutes, enactments, orders, regulations or other similar 
instruments and any amendments thereto, except where any such amendment 
could not reasonably have been foreseen by the Supplier at the date hereof. 

34.2. Where such reasonably unforeseeable amendments are necessary, the Client and 
the Supplier shall use all reasonable endeavors to agree upon reasonable 
adjustments to the Charges as may be necessary to compensate the Supplier for 
such additional costs as are both reasonably and necessarily incurred by the Supplier 
in accommodating such amendments. 

35.  CONFLICTS OF INTEREST 

The Supplier shall disclose to the Client’s Representative as soon as is reasonably 
practical after becoming aware of any actual or potential conflict of interest relating 
to provision of the Services by the Supplier or any event or matter (including without 
limitation its reputation and standing) of which it is aware or anticipates may justify 
the Client taking action to protect its interests.  

36. ASSIGNED STAFF 
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36.1. As soon as the Supplier becomes aware of any intended changes to the Account 
Management Team, they shall inform the Client Representative. 

36.2. The Client may require the Supplier to attend a meeting and/or submit written 
notification of the steps it intends to take to mitigate any issues which may result from 
such changes. 

37. INVESTIGATIONS 

The Supplier shall immediately notify the Client Representative in writing if any 
investigations are instituted unto the affairs of the Supplier, its partners or key 
managers under the Companies, Financial Services or Banking Acts, or in the event 
of any police or Serious Fraud Office enquiries, enquires into possible fraud, any 
involvement in DTI investigations or any investigations by the Office for the 
Supervision of Solicitors which might result in public criticism of the Supplier. 
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38. STATUTORY AUDITORS’ ACCESS  
For the purposes of the examination and certification of the Client accounts or any 
examination, pursuant if appropriate to Section 6(1) of the National Audit Act 1983 
or any re-enactment thereof, or pursuant to any equivalent legislation, of the 
economy, efficiency and effectiveness with which the Client has used its resources, 
the Client’s statutory auditors may examine such documents as they may reasonably 
require which are owned, held or otherwise within the control of the Supplier and 
may require the Supplier to produce such oral or written explanations as they 
consider necessary. For the avoidance of doubt, it is hereby declared that the 
carrying out of an examination, if appropriate, under section 6(3) (d) of the National 
Audit Act 1983 or any re-enactment thereof, or under any equivalent legislation, in 
relation to the Supplier is not a function exercisable under this clause 38. 

39. ELECTRONIC INSTRUCTION 

The Supplier shall use its reasonable endeavors to interface with any system 
introduced by the Client for issuing electronic instructions, in particular the FSA’s 
Purchase Order system, and to accept such instruction. 

40. WAIVER 

40.1. The failure of the Supplier or the Client to insist upon strict performance of any 
provision of this Contract or to exercise any right or remedy to which it is entitled 
hereunder, shall not constitute a waiver thereof and shall not cause a diminution of 
the obligations established by this Contract. 

40.2. A waiver of any default shall not constitute a waiver of any other default. 

40.3. No waiver of any of the provisions of this Contract shall be effective unless it is 
expressed to be a waiver communicated by notice, in accordance with the provisions 
of Clause9. 

41. LAW AND JURISDICTION 

Subject to the provisions of Clause 18, the Client and the Supplier accept the exclusive 
jurisdiction of the English and Welsh courts and agree that this Contract is to be 
governed by and construed according to the law of England and Wales. 

42. TRANSPARENCY 

42.1. The Parties acknowledge that, except for any information which is exempt from 
disclosure in accordance with the provisions of the FOIA, the content of these Terms 
and Conditions and any Purchase Order is not Confidential Information.  
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42.2. The Client shall be responsible for determining in its absolute discretion whether 
any content of any Purchase Order is exempt from disclosure in accordance with the 
provisions of the FOIA. Notwithstanding any other term of these Terms and 
Conditions, the Supplier gives his consent for the Client to publish any Contract or 
Purchase Order in its entirety, (but with any information which is exempt from 
disclosure in accordance with the provisions of the FOIA redacted), to the general 
public. 

42.3. The Client may consult with the Supplier to inform its decision regarding any 
redactions but the Client shall have the final decision in its absolute discretion. 

43. SECURITY PROVISIONS   

Supplier Personnel – Staffing Security 

43.1 The Supplier shall comply with the staff vetting procedures in respect of all 
Supplier Personnel employed or engaged in the provision of the Services.  The 
Supplier confirms that all Supplier Personnel employed or engaged by the Supplier 
at the Effective Date were vetted and recruited on such a basis that is equivalent 
to and no less strict than the Staff Vetting procedures as laid out by Cabinet Office:   
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/200551/HMG

Baseline Personnel Security Standard V3 2 Apr-2013.pdf 

 
43.2 The Supplier shall provide training on a continuing basis for all Supplier Personnel 

employed or engaged in the provision of the Services in compliance with the 
Security Policy – Table of Policies – See Annex D.  
 

43.3 The Supplier agrees to conform to the below standards as directed by the Client:  

        Baseline Standard 
a) The Baseline Standard is not a formal security clearance but aims to provide 

an appropriate level of assurance as to the trustworthiness, integrity and 
probable reliability of prospective Suppliers and/or their Staff.  

b) It should be applied to all private sector Employees working on government 
Contracts (e.g. Suppliers and consultants), who require access to the 
Agency’s premises, or knowledge or custody of, government assets 
protectively marked up to and including CONFIDENTIAL.  

c) The outcome of checks should be recorded on the Baseline Standard 
Verification Record.  This will be carried out by the Agency’s 
Representative. 

 
Enhanced Baseline Standard  
Some Contracts may require the Baseline Standard to be supplemented with 
additional checks (e.g. a Criminal Record Check (including spent convictions) or a 
Credit Worthiness Check).  A Criminal Record Check could take up to 2 Weeks to 
process. 

43.4 The Baseline Standard comprises verification of the following four main elements: 
a) Identity  
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b) Employment history (past 3 years)  
c) Nationality and Immigration Status  
d)      Criminal record (unspent convictions only) 

 
43.5 Additionally, Suppliers and their staff are required to give a reasonable account of 

any significant periods (6 months or more in the past 3 years) of time spent 
abroad.  
 

43.6 Verification of identity is essential before any individual can begin working on the   
Client’s premises or have access to assets/documents as described above.  

       Before a contract is awarded Suppliers and their staff who will work on the  
       Client’s premises or have access to assets/documents as described above will   
       be asked to provide the following: 
 

a) Confirmation of name, date of birth and address. (ID should be corroborated 
by original documents i.e. full passport, national ID card, current UK full 
driving license, birth certificate, bank correspondence or utility bills.) 

 
b) National insurance number or other unique personal identifying number  

where appropriate.  
 

c) Full details of previous employers (name, address and dates), over the past 
3 years. 

  
d) Confirmation of any necessary qualifications/licences.  
 
e) Educational details and references where someone is new to the workforce.  

f) Confirmation of permission to work in the UK if appropriate.  

43.7 Client Data 

a)  The Supplier shall not delete or remove any proprietary notices contained 
within or relating to the Client Data. 

b) The Supplier shall not store, copy, disclose, or use the Client Data except 
as necessary for the performance by the Supplier of its obligations under 
this Contract or as otherwise expressly authorised in writing by the Client. 

43.8 To the extent that Client Data is held and/or processed by the Supplier, the   

Supplier shall supply that Client Data to the Client as requested by the Client in 
the format specified herein: 

 
43.9 The Supplier shall take responsibility for preserving the integrity of Client Data   

and preventing the corruption or loss of Client Data. 

43.10 The Supplier shall perform secure back-ups of all Client Data and shall ensure that 
up-to-date back-ups are stored off-site in accordance with the Business Continuity 



                                                        OFFICIAL 

PAGE 31 OF 101                 OFFICIAL  

FS307035 

and Disaster Recovery Plan. The Supplier shall ensure that such back-ups are 
available to the Client at all times upon request and are delivered to the Client at 
no less than monthly intervals. 

43.11 The Supplier shall ensure that any system on which the Supplier holds any Client         
Data, including back-up data, is a secure system that complies with the Security 
Policy. 

43.12 If the Client Data is corrupted, lost or sufficiently degraded as a result of the 
Supplier's Default so as to be unusable, the Client may: 

• require the Supplier (at the Supplier's expense) to restore or procure the 
restoration of Client Data to the extent and in accordance with the 
requirements specified in herein and the Supplier shall do so as soon as 
practicable but not later than two working days; and/or 

• itself restore or procure the restoration of Client Data, and shall be repaid by 
the Supplier any reasonable expenses incurred in doing so to the extent and in 
accordance with the requirements specified herein 

43.13 If at any time the Supplier suspects or has reason to believe that Client Data has 
or may become corrupted, lost or sufficiently degraded in any way for any reason, 
then the Supplier shall notify the Client immediately and inform the Client of the 
remedial action the Supplier proposes to take. 

Security Requirements 

43.14 The Supplier shall comply, and shall procure the compliance of the Supplier 
Personnel, with the Security Policy (see Table of Policies – See Annex D) and the 
Supplier shall ensure that the Security Plan produced by the Supplier fully 
complies with the Security Policy. 

43.15 The Client shall notify the Supplier of any changes or proposed changes to the 
Security Policy. 

43.16 If the Supplier believes that a change or proposed change to the Security Policy 
will have a material and unavoidable cost implication to the Services it may submit 
a Change Request. In doing so, the Supplier must support its request by providing 
evidence of the cause of any increased costs and the steps that it has taken to 
mitigate those costs. Any change to the Charges shall then be agreed in 
accordance with the Change Control Procedure. 

43.17 Until and/or unless a change to the Charges is agreed by the Client pursuant to 
clause 43 the Supplier shall continue to perform the Services in accordance with 
its existing obligations. 

Malicious Software 

43.18 The Supplier shall, as an enduring obligation throughout the Term, use the latest 
versions of anti-virus definitions available from an industry accepted anti-virus 
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software vendor to check for and delete Malicious Software from the ICT 
Environment. 

43.19 Notwithstanding clause 43, if Malicious Software is found, the parties shall co-
operate to reduce the effect of the Malicious Software and, particularly if 
Malicious Software causes loss of operational efficiency or loss or corruption of 
Client Data, assist each other to mitigate any losses and to restore the Services to 
their desired operating efficiency. 

43.20 Any cost arising out of the actions of the parties taken in compliance with the 
provisions of clause 43 shall be borne by the parties as follows. 

• by the Supplier where the Malicious Software originates from the Supplier 
Software, the Third Party Software or the Client Data (whilst the Client Data was 
under the control of the Supplier); and 

• by the Client if the Malicious Software originates from the Client Software or the 
Client Data (whilst the Client Data was under the control of the Client); 

Warranties 

43.21 The Supplier warrants, represents and undertakes for the duration of the Term 
that all personnel used to provide the Services will be vetted in accordance with 
good industry practice and the Supplier’s usual staff vetting procedures. 

44. ACCEPTANCE TESTING IS NOT APPLICABLE  

45. EXIT MANAGEMENT 

45.1. On receipt of notice to terminate this Contract or a Purchase Order or expiration of 
this Contract or a Purchase Order, however and whenever occurring, the Parties 
shall comply with the Exit Management Requirements as may be set out in any 
appropriate Purchase Order. 

45.2. During the Exit Period the Charges shall continue to apply, even where the Exit 
Period continues after the expiry of the Term. 

45.3. In order to facilitate the Exit Management Requirements, the Supplier shall, if 
requested by the Client to do so, extend the Term of this Contract or a Purchase 
Order. 

45.4. No right or licence is granted to either Party or their advisers in relation to any 
Confidential Information except as expressly set out in this Contract. 

46. ENTIRE AGREEMENT 

This Contract constitutes the entire understanding between the Client and the Supplier 
relating to the subject matter. 

46.1. Neither the Client nor the Supplier has relied upon any representation or promise          
  except as expressly set out in this Contract. 
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46.2. Both the Client and the Supplier unconditionally waives any rights it may have to 

claim damages against the other on the basis of any statement made by the other 
(whether made carelessly or not) not set out or referred to in this Contract (or for 
breach of any warranty given by the other not so set out or referred to) unless such 
statement or warranty was made or given fraudulently. 

 
46.3. Both the Client and the Supplier unconditionally waives any rights it may have to 

seek to rescind this Contract on the basis of any statement made by the other 
(whether made carelessly or not) whether or not such statement is set out or 
referred to in this Contract unless such statement was made fraudulently. 
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Schedule 1 

INTERPRETATIONS 

  

Account Management Team The Supplier’s personnel who have been designated as their 
point(s) of contact for management of this contract 

Agreement means this contract 

Client Property means anything issued or otherwise furnished in connection 
with the Contract by or on behalf of the Client, other than any 
real property. 

Client’s Representative means the member of the Client staff who shall be the main 
contact point under the Contract or any relevant Purchase Order 

Charges means charges payable by the Client to the supplier for the 
performance of the Services, which must be itemised in full on any 
relevant Purchase Order 

Confidential Information means any information, however it is conveyed, that relates to 
the business, affairs, developments, trade secrets, know-how, 
personnel and suppliers of either party, including Intellectual 
Property Rights, together with all information derived from the 
above, and any other information clearly designated as being 
confidential (whether or not it is marked as “confidential”) or 
which ought reasonably to be considered to be confidential. 

Supplier Personnel means all directors, officers, employees, agents, consultants and 
Suppliers of the Supplier and/or of any Sub-Supplier engaged in 
the performance of its obligations under this Agreement. 

Controller, Processor, Data 
Subject, Personal Data, 
Personal Data Breach, Data 
Protection Officer 

take the meaning given in the GDPR 
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Data Loss Event means any event that results, or may result, in unauthorised 
access to Personal Data held by the Supplier under this 
Agreement, and/or actual or potential loss and/or destruction of 
Personal Data in breach of this Agreement, including any 
Personal Data Breach 

Data Protection Impact 
Assessment 

means an assessment by the Controller of the impact of the 
envisaged processing on the protection of Personal Data. 

Data Protection Legislation (i) the GDPR, the LED and any applicable national implementing 
Laws as amended from time to time (ii) the DPA 2018 [subject to 
Royal Assent] to the extent that it relates to processing of 
personal data and privacy; (iiii) all applicable Law about the 
processing of personal data and privacy. 

Data Protection 
Requirements 

mean the Data Protection Act 1998, the EU Data Protection 
Directive 95/46/EC, the Regulation of Investigatory Powers 
Act 2000, the Telecommunications (Lawful Business Practice) 
(Interception of Communications) Regulations 2000 
(SI 2000/2699), the Electronic Communications Data Protection 
Directive 2002/58/EC, the Privacy and Electronic 
Communications (EC Directive) Regulations 2003 and all 
applicable laws and regulations relating to processing of 
personal data and privacy, including where applicable the 
guidance and codes of practice issued by the Information 
Commissioner. 

Data Subject Access Request means a request made by, or on behalf of, a Data Subject in 
accordance with rights granted pursuant to the Data Protection 
Legislation to access their Personal Data. 

Default means any breach of the obligations of any party (including but 
not limited to fundamental breach or breach of a fundamental 
term) or any default, act, omission, negligence or statement of 
any party, it’s employees, agents or Sub-Suppliers in connection 
with or in relation to the subject matter of this Contract and in 
respect of which such party is liable to the other. 

DPA 2018 Data Protection Act 2018 
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Environmental Information 
Regulations 

mean the Environmental Information Regulations 2004 and any 
guidance and/or codes of practice issued by the Information 
Commissioner in relation to such regulations. 

Equipment  means any computers, laptops, servers, networks, internet 
broadband, wireless or other connections, other computer 
associated equipment or presentation equipment 

FOIA means the Freedom of Information Act 2000 and any 
subordinate legislation made under this Act from time to time 
together with any guidance and/or codes of practice issued by 
the Information Commissioner in relation to such legislation. 

GDPR the General Data Protection Regulation (Regulation (EU) 
2016/679) 

Government Accounting means HM Treasury’s manual of accounting principles for 
government as updated from time to time 

Government Procurement 
Card (GPC) 

means the UK Government’s VISA purchasing card. 

Industry Regulator means any statutory or non-statutory body with responsibility 
for regulating (or promoting self regulation) of the provision on 
the type of services being provided by the Supplier. 

Information has the meaning given under section 84 of the Freedom of 
Information Act 2000. 

Intellectual Property Rights means patents, trademarks, service marks, design rights 
(whether registerable or otherwise), applications for any of the 
foregoing, copyright, database rights, trade or business names 
and other similar rights or obligations whether registerable or 
not in any country (including but not limited to the United 
Kingdom). 

Invoicing Procedure means the procedure by which the Supplier invoices the Client, 
as set out in Schedule 5. 

Joint Controllers where two or more Controllers jointly determine the purposes 
and means of processing. 
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Law means any law, subordinate legislation within the meaning of 
Section 21(1) of the Interpretation Act 1978, bye-law, 
enforceable right within the meaning of Section 2 of the 
European Communities Act 1972, regulation, order, regulatory 
policy, mandatory guidance or code of practice, judgment of a 
relevant court of law, or directives or requirements with which 
the Supplier is bound to comply. 

LED Law Enforcement Directive (Directive (EU) 2016/680) 

Mediator has the meaning ascribed to it in Schedule 6. 

Month means a calendar month and “Monthly” shall be similarly 
construed. 

Nominated Sub-Supplier   means any sub-Supplier engaged by the Supplier, at the direction 
of the Client, in connection with the provision of Ordered 
Services 

Ordered Services means the services which the Client has instructed the Supplier 
to carry out in any Purchase Order, subject to Schedule 2. 

Party means a Party to this Agreement 

Personal Data shall have the same meaning as set out in the Data Protection 
Act 1998. 

Pre-Existing Intellectual 
Property Rights 

shall mean any Intellectual Property rights vested in or licensed 
to the Supplier or Client prior to or independently of the 
performance by the Supplier or Client of their obligations under 
this Contract. 

Private Agency means a commercial organisation to which service provision has 
been outsourced by a Contracting Agency, which assumes the 
role and responsibilities of the Agency under a Contract. 

Processor Personnel means all directors, officers, employees, agents, consultants and 
contractors of the Processor and/or of any Sub-Processor 
engaged in the performance of its obligations under this 
Agreement. 
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Protective Measures means appropriate technical and organisational measures which 
may include: pseudonymising and encrypting Personal Data, 
ensuring confidentiality, integrity, availability and resilience of 
systems and services, ensuring that availability of and access to 
Personal Data can be restored in a timely manner after an 
incident, and regularly assessing and evaluating the effectiveness 
of the such measures adopted by it including those outlined in 
Schedule [x] (Security). 

Purchase Order means an order for Services served by the Client on the Supplier 
by means of the Client’s i-Procurement system 

Quarter means a three (3) month period beginning on 1st January 1st 
April, 1st July or 1st October.  The term ‘Quarterly’ shall be 
similarly construed. 

Regulatory Body means those government departments and regulatory, statutory 
and other entities, committees and bodies which, whether under 
statute, rules, regulations, codes of practice or otherwise, are 
entitled to regulate, investigate, or influence the matters dealt 
with in this Contract or any other affairs of the Client and 
“Regulatory Body” shall be construed accordingly. 

Requests for Information means a request for information or an apparent request under 
the Code of Practice on Access to Government Information, FOIA 
or the Environmental Information Regulations. 

Services means services which the Supplier has agreed to provide under 
any Purchase Order. 

Special Terms means additional Client specific terms, to which the Supplier’s 
has agreed  

Specific Obligations means any obligations entered at Schedule 3  

Staff means employees, agents and Suppliers of the Supplier  

Sub-Supplier   means any sub-Supplier engaged by the Supplier in connection 
with the provision of Ordered Services. 

Sub-Processor means any third Party appointed to process Personal Data on 
behalf of that Processor related to this Agreement 
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Supplier The person identified in the Contract their employees, agents or 
any other persons under the control of the Supplier   

Working Days means Monday to Friday inclusive, excluding English public and 
bank holidays. 

Year means a calendar year. 
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SCHEDULE 2 

THE ORDERED SERVICES 

1. INTRODUCTION 

This Schedule 2 specifies the Ordered Services to be provided to the Client by the 
Supplier in the services required for FS307035.   

2. SPECIFICATION 

GENERAL INTRODUCTION 

The Food Standards Agency is an independent Government department working across 
England, Wales and Northern Ireland to protect public health and consumers wider interest 
in food.  We make sure food is safe and what it says it is.  
  
The Agency is committed to openness, transparency and equality of treatment to all suppliers. 
As well as these principles, for science projects the final project report will be published on 
the Food Standards Agency website (www.food.gov.uk ). For science projects we will 
encourage contractors to publish their work in peer reviewed scientific publications wherever 
possible. Also, in line with the Government’s Transparency Agenda which aims to encourage 
more open access to data held by government, the Agency is developing a policy on the 
release of underpinning data from all of its science- and evidence-gathering projects.  Data 
should be made freely available in an accessible format, as fully and as promptly as possible.  
Consideration should be given to data management as new contracts are being negotiated. 
Resource implications for this should be taken into account. The mechanism for publishing 
underpinning data should allow the widest opportunity for to enable its re-use. Where 
possible, underpinning data should be included in the final project report. Where data are 
included in the final report in pdf format, they should also be published separately in a format 
that can be used for further analysis. Large data sets can be provided separately in an annex 
to the report, and published, where possible, alongside the final report online Where it is 
more appropriate to publish underpinning data in an existing database, archive, repository or 
other community resource, or for data to be saved in a specialist proprietary format, 
information will be provided on how the data can be accessed. There will be some 
circumstances where release of data may need to be restricted or anonymised for reasons of 
commercial and/or personal sensitivities. 
 
The objective of the microbiological food safety research themes is to provide robust 
information on the presence, growth, survival and elimination of pathogenic microorganisms 
throughout the food chain; the extent, distribution, causes, risks and cost of foodborne 
disease will also be considered where appropriate. 
 
The main objective from the FSA’s Strategic Plan for 2015-2020 is to protect public health 
from risks which may arise in connection with the consumption of food (including risks caused 
by the way in which it is produced or supplied) and otherwise to protect the interest of 
consumers in relation to food.  This would include the reduction of foodborne disease to 
ensure ‘food is safe’.  This proposed study will assess the presence of antimicrobial resistance 
(AMR) genes associated with biofilms found in the food processing environment. This is 
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relevant to the FSA’s Science, Evidence and Information Strategy for 2015-2020 as the 
anticipated outputs will contribute to our understanding of AMR in food production 
environment associated biofilms and fill current gaps in knowledge in this area to inform 
future risk assessments on AMR and identify where further research is required. 
 

A. THE SPECIFICATION  

 

Background 

Antimicrobial resistance (AMR) is a global threat to public health, and unless urgent action is 
taken to reduce it, the number of deaths caused by AMR is predicted to reach an estimated 
10 million annually by 2050 (O’Neill, 2014). AMR is a key concern of the UK Government and 
the devolved administrations, which are committed to an integrated approach at national 
and international levels, through actions set out in the UK’s 20-year vision and the UK’s 
2019-2024 national action plan on AMR. The action plan calls for activities to “identify and 
assess the sources, pathways, and exposure risks” of AMR, with a section dedicated to food 
safety. The FSA’s role specifically is to establish the links between AMR and food, improve 
the knowledge and understanding of AMR and conserve the effectiveness of current 
treatments through the adoption of good hygiene practices. 

 

Bacteria may become resistant to antimicrobials through chromosomal mutation or 
horizontal gene transfer (HGT), with HGT being recognised as the key route of AMR 
acquisition (Balcazar et al., 2015). HGT can occur through a number of pathways including 
transduction, transformation and conjugation. These routes, notably conjugation, are 
increased in efficiency when bacterial cells are in close contact with one another, for 
example in when they are contained within biofilms (Molin & Tolker-Nielsen, 2003; Fux et 
al., 2005). Biofilms also offer favourable conditions for an increase in AMR due to (i) 
decreased penetration of antimicrobials into the biofilm, (ii) presence of cells that trigger a 
stress response, (iii) presence of “persister” cells, which are dormant and thus unaffected by 
antimicrobials (Wood et al., 2013). These mechanisms act synergistically. In addition, 
sublethal concentrations of antimicrobials may lead to selection pressures that select for 
AMR phenotypes and increase the acquisition of AMR associated genes. 

 

A biofilm is described as a thin but robust layer of mucilage (a secreted extracellular matrix) 
adhering to a solid surface and containing a community of bacteria and other 
microorganisms. Biofilms are often formed on both food and non-food contact surfaces 
within food processing environments, particularly on machinery that is difficult to clean. 
Bacteria and fragments of biofilm from non-food contact biofilms in these environments can 
also contaminate food intermittently, for example during pressure washing. Businesses have 
requirements to operate within a safe production environment. This includes effective 
cleaning and, where necessary, disinfection of articles, fittings and equipment with which 
food comes into contact. Cleaning and disinfection are to take place at a frequency 
sufficient to avoid any risk of contamination. Therefore, understanding the levels of AMR 
bacteria, plasmids and genes within biofilms originating from the food processing 
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environment is important in terms of informing the potential risk that the pose to the food 
chain and ultimately public health.  

The majority of the FSA’s research and surveillance on AMR in the food chain has focused on 
defining the prevalence of AMR bacteria in foods, and primarily in raw meats. For example, 
the FSA is currently carrying out, on behalf of the European Commission, a 7-year 
harmonised survey on the presence of extended spectrum beta lactamase (ESBL), AmpC and 
Carbapenemase-producing E. coli in fresh retail chicken, beef and pork at retail sale in the 
UK.  We are also investigating the presence of AMR in a subset of the Campylobacter 
isolates detected as part of our survey of whole fresh UK retail chicken. This year we have 
commissioned a study to determine the diversity of AMR genes found in selected ready-to-
eat foods, which includes cooked meats, dairy products, seafood and fresh produce.  Finally, 
based on a recommendation made by the FSA’s Advisory Committee on the Microbiological 
Safety of Food (ACMSF), we are funding a critical review of the scientific literature on the 
impact of food processing on AMR bacteria in meat and meat products. Secondary food 
processing activities include post-harvest/slaughter removal of damaged or 
undesirable/inedible elements, portioning and preparing the raw material, e.g. deboning, 
portioning and forming, as well as value modification (marination, fermentation), mixing 
with other edible materials, including processing aids, decontamination treatments 
(including heat treatment), and stabilising by chilling/freezing /MAP/packaging. However, 
there is currently an evidence gap around AMR within biofilms found in the food processing 
environment, a potentially key route of contamination of food by AMR.  

This work will develop a risk assessment for AMR associated with biofilms from this source 
and will inform the direction of future AMR surveillance in food production. This project will 
also offer an insight into the effectiveness of different cleaning and disinfection procedures 
and the effect of inadequate decontamination treatments on the burden of AMR. This will 
allow for better prioritisation of risk management interventions, establish better food 
production techniques to limit the spread of AMR, and promote good practice in the food 
chain.  

 

The Specification 
 
Tenders are invited to carry out research using a metagenomic approach to identify AMR 
genes in biofilms formed in plants during secondary food processing of meat and meat 
products and examine how these contribute to the presence of AMR genes in these foods. 
 
Overview 

The proposed study will use molecular approaches (e.g. multiplex PCR, metagenomics) in 
combination with information from a FSA-funded critical literature review of the impact of 
food processing on AMR bacteria in meat and meat products (FS301059). This will enable 
sampling to be targeted at the key meat processing stages where biofilms will occur within 
the processing environment and identify types of bacteria, AMR associated genes (and 
plasmids) originating from these biofilms.   
 
The work will focus on biofilms from factories that undertake secondary food processing of 
meat and meat products, and consideration will need to be given on how to approach 
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sampling, with the need for collaboration with industrial producers, and also to ensure the 
sampling of AMR from biofilms and not from the general factory microflora. If a 
metagenomic analysis is undertaken, it will need to allow for adequate detection of AMR 
genes from both chromosomal DNA and mobile elements including plasmids.  Replication of 
samples needs to be considered to allow an understanding of the variability in and between 
factory environments and to allow for robust statistical analyses. 
 
The information delivered by this work will provide a better understanding of the 
contribution of biofilms to AMR in the processed meat chain and how AMR genes are 
spread during meat processing. It will also enable the FSA to provide more information 
about the diversity and extent of AMR in biofilms in the meat processing environment which 
will help in targeting cleaning and other interventions. 
 

Details 
The proposals submitted must address the following key elements: 
 
1.  A full description of the proposed methods for the study, including for determining the 

sampling strategy, the sampling itself, the determination of AMR genes and bacteria 

present in the samples and other further analysis.  

 
2. A list of project outcomes/objectives and sub-objectives and the key approaches to 

realising these, together with a timeframe which provides an estimate for delivering 

these outcomes/objectives.  

 
3. Propose a sampling strategy to ensure highest risk areas of the food processing 

environment (those with high density of biofilms, or those most likely to contaminate 

foods) are sampled and metadata regarding the risk in these areas and applied cleaning 

and disinfection procedures recorded to use in conjunction with metadata collected. A 

short literature survey is recommended to help determine the sampling strategy. The 

final sampling strategy will be agreed with the FSA shortly after the project has 

commenced and should consider results from previous surveys and scientific publications 

to inform specific food processing sampling.  

 
4. Use of appropriate methods to identify and sample biofilms to ensure the samples 

collected are from biofilms and not of general factory microflora 

o Contractor should provide rationale for methods selected to obtain samples 

 
5. Use molecular approaches to screen samples of biofilms taken from factories that 

undertake secondary food processing of meat and meat products for bacteria and AMR 

genes of interest 

a. Contractor should provide rationale if specific AMR genes are selected during the 

screening process 
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b. Quantification and statistical comparison of AMR genes should be provided where 

feasible 

 
6. Analyse the likely contribution of biofilms in meat processing facilities to the AMR burden 

by comparing the resulting data to published surveys and reports detailing levels of AMR 

in meat and meat products further down the food chain, such as at retail. 

 
7. Applicants must have expertise in microbiology, including AMR, biofilms and the 

sampling of biofilms; survey design, molecular biology approaches and food processing 

technologies. The FSA encourages collaborative proposals to ensure all the relevant 

background and expertise is suitably covered to undertake this proposed work. 

Applicants will also need to establish links with secondary meat processing facilities as 

part of the sampling efforts. The secondary processing plants participating in this small-

scale study may be anonymised (specific details about the processer's name, address, or 

any brand name information will not be published). 

 
Outcomes 
 
The following are expected to be delivered to the FSA as part of this work: 
 
1. Datasets constructed during this project, which can be mined to provide additional 

information. 

 
2. Full details of the data collected in a systemised format (metadata) and a library of 

references organised using an appropriate reference management system. 

 
3. Provision of a storage facility for the data collected, for example in the case of 

metagenomic data, these should be uploaded to an open international database of 

metagenomic data together with non-confidential metadata relating to the samples 

(except in the case of brand names). 

 
4. Publication of research findings in open-access peer reviewed literature and 

presentations at scientific conferences are encouraged by the FSA. Such material will 

need to be approved by the FSA prior to submission to a journal. 

 
5. An estimate of the burden of AMR genes associated with biofilms in the factories that 

undertake secondary food processing of meat and meat products that were sampled. 

This is likely to inform other work assessing the foodborne impact of AMR in the UK and 

internationally. 
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6. A discussion on whether existing hygiene management strategies in food processing 

factories sampled are adequate for controlling levels of AMR. 

 

7. A full technical report addressing the relevant areas of the study which is suitable for 

publication on the FSA website.  The report will need to include a lay summary, 

executive summary, introduction (including the background and aims/objectives of the 

research), methodology, findings, discussions, conclusions, risk management 

recommendations, recommendations for further work and references.  Please note that 

the final report should be submitted in June 2022 and will undergo a peer-review 

process before it can be accepted by the FSA.  A draft report should be submitted at 

least four or five weeks before the final report is due to allow FSA officials sufficient time 

to comment. 

 
8. A meeting with FSA officials at Clive House offices in London to discuss the key findings 

and recommendations arising from the research. 

 
9. If appropriate, to attend a future ACMSF meeting where the project lead will give a 

presentation on the study findings. 

 
Collaborative applications with an appropriate management framework are encouraged to 
promote well-balanced, innovative proposals that offer value for money and make use of the 
best available research and analytical approaches. 
 

References 

Balcázar, José L., Jéssica Subirats, and Carles M. Borrego. "The role of biofilms as 
environmental reservoirs of antibiotic resistance." Frontiers in microbiology 6 (2015): 1216. 

Fux, C. A., Costerton, J. W., Stewart, P. S., and Stoodley, P. "Survival strategies of infectious 
biofilms." Trends in microbiology 13.1 (2005): 34-40. 

Molin, Søren, and Tim Tolker-Nielsen. "Gene transfer occurs with enhanced efficiency in 
biofilms and induces enhanced stabilisation of the biofilm structure." Current opinion in 
biotechnology 14.3 (2003): 255-261. 

O’Neill, J. "Antimicrobial resistance." Tackling a Crisis for the Health and Wealth of Nations 
(2014). 

Wood, Thomas K., Stephen J. Knabel, and Brian W. Kwan. "Bacterial persister cell formation 
and dormancy." Appl. Environ. Microbiol. 79.23 (2013): 7116-7121. 
 

FSA Research Projects 

EU Harmonised Survey of Antimicrobial Resistance (AMR) on retail meats (Pork and 
Beef/Chicken) 

Campylobacter Retail Chicken Survey 



                                                        OFFICIAL 

PAGE 47 OF 101                 OFFICIAL  

FS307035 

Campylobacter Data Gathering Survey 

The Burden of Antimicrobial Resistance Genes in Selected Ready-to-Eat Foods 

A Critical Review of the Impact of Food Processing on Antimicrobial Resistant Bacteria in 

Meats and Meat Products 

 

General Data Protection Regulation (GDPR): 

 

Tenderers should also note that the EU’s General Data Protection Regulation (GDPR) entered 

into force in the UK from the 25th of May 2018.  Tenderers are therefore asked to consider 

what additional measures may need to be taken in order to comply with the new regulatory 

regime for data protection, and to include in their proposals an explanation of how they 

intend to implement these measures.  

In particular, the processor must: 

 

● process the personal data only on the documented instructions of the Controller; 

 

● comply with security obligations equivalent to those imposed on the Controller 

(implementing a level of security for the personal data appropriate to the risk); 

 

● ensure that persons authorised to process the personal data have committed themselves 

to confidentiality or are under an appropriate statutory obligation of confidentiality; 

 

● only appoint Sub-processors with the Controller’s prior specific or general written 

authorisation, and impose the same minimum terms imposed on it on the Sub-processor; 

and the original Processor will remain liable to the Controller for the Sub-processor’s 

compliance. The Sub-processor must provide sufficient guarantees to implement 

appropriate technical and organisational measures to demonstrate compliance. In the 

case of general written authorisation, Processors must inform Controllers of intended 

changes in their Sub-processor arrangements; 

 

● make available to the Controller all information necessary to demonstrate compliance 

with the obligations laid down in Article 28 GDPR and allow for and contribute to audits, 

including inspections, conducted by the Controller or another auditor mandated by the 

Controller - and the Processor shall immediately inform the controller if, in its opinion, 

an instruction infringes GDPR or other EU or member state data protection provisions; 

 

● assist the Controller in carrying out its obligations with regard to requests by data 

subjects to exercise their rights under chapter III of the GDPR, noting different rights may 
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apply depending on the specific legal basis for the processing activity (and should be 

clarified by the Controller up-front); 

 

● assist the Controller in ensuring compliance with the obligations to implementing a level 

of security for the personal data appropriate to the risk, taking into account the nature 

of processing and the information available to the Processor; 

 

● assist the Controller in ensuring compliance with the obligations to carry out Data 

Protection Impact Assessments, taking into account the nature of processing and the 

information available to the Processor; and 

 

● notify the Controller without undue delay after becoming aware of a personal data 

breach. 

 

Openness: 

 

FSA has values and specific policy on being open and transparent, which includes publishing 

the full dataset of its research and surveillance studies.  Both the lead contractor and their 

sub-contractors must agree to this openness policy. Any potential issues with this should be 

highlighted within the proposals. 

The secondary processing plants participating in this small-scale study may be anonymised 

(specific details about the processer's name, address, or any brand name information will 

not be published).  
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SCHEDULE 4 

  PRICING 

This Schedule 4 specifies the Ordered Services to be provided to the Client by the 
Supplier in the services required for FS307035.  Please see Schedule 4 – “Application 
form for an evidence gathering project with Food Standards Agency – Financials 
Template” 

1. INTRODUCTION 

1.1 This Schedule 4 sets out the Basis of Charging that shall apply to this Contract and any 
attendant Purchase Orders. 

1.1. Other than as provided in this schedule, or agreed in writing in a relevant Purchase 
Order no additional Charges shall be payable by the Client to the Supplier for any 
additional costs associated with the execution of the Services or the Deliverables, 
including, without limitation, administrative and overhead costs.  

2. BASIC PRINCIPLES 

2.1 In general, all prices charged by the Supplier to the Client for all services (Support and 
Development) throughout the duration of this agreement shall be calculated from the 
Charges Schedule: 

2.2 In addition the Client will reimburse travel and subsistence expenses which are reasonable 
and agreed in advance as set out in the table below, where Tenderers have indicated 
such expenses will be applicable within their Qualifications to Schedule 7, Charges: 

 

 

Expenses Reimbursement 

Rail travel  Standard class 

Mileage £0.45 per mile for the first 10,000 miles in a 
financial year 

£0.25 per mile for any mileage in excess of 10,000 
miles in a financial year 

Overnight hotel 
accommodation 

Up to £85 per night outside London 

Up to £130 per night in London 

Subsistence Up to a maximum of £21 for a 24-hour period 
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Staff Costs Table       

             
*This should reflect details entered in your technical application section 4C.    

Please note that FSA is willing to accept pay rates based upon average pay costs. You will need to indicate where these 
have been used. 

              

* Role or Position 
within the project 

 Participating 
Organisation 

 
 Daily 
Rate 

(£/Day)  

 

 * 
Daily 
O’hea

d 
Rate(
£/Day

)  

 

Days 
to be 
spent 
on the 
projec
t by all 
staff 

at this 
grade 

 
Total Cost 

(incl. 
overheads) 
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Consumable/Equipment Costs 

           
Please provide a breakdown of the consumables/equipment items you expect to 
consume during the project 

           

Item  

Quan
tity  

Cost/Item(
£)  Total 

    

           
   

           
  

    

              
   

              
  

    

              
   

           
  

    

           
   

           
  

    

              
   

              
  

    

              
   

           
  

    

           
   

           
  

 
    

           
   

           
  

           

      Total Material Costs  

 £        
  

           
Please provide, in the table below, estimates of other costs that do not fit within any 
other cost headings 

           

 
Description and justification of the cost 

 

Estimated 
Cost 
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Travel and Subsistence Costs 

           
Please provide a breakdown of the travel and subsistence costs you expect to incur during 
the project 

           
 

    

 
  

 

 
    

  
   

    
  

 
   

     
   

      
  

 
    

     
   

      
  

 
   

  
   

    
  

           

           

    Total Travel and Subsistence Costs  

 £   
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The Pricing Schedule 

Please complete a proposed schedule of payments below, excluding VAT to be charged by any 
subcontractors to the project lead applicant.  This must add up to the same value as detailed in the Summary 
of project costs to FSA including participating organisations costs. 
Payment will be made to the Contractor, as per the schedule of payments upon satisfactory 
completion of the deliverables. 

  

       

Proposed 
Project 

Start Date 
11 May 2020 Amount       

Invoice 
Due Date 

Description as 
to which 

deliverables 
this invoice 
will refer to  

*Net 
** VAT 
Code 

§ 
Duration 

from 
start of 
project 

(Weeks) 

§ 
Duration 

from 
start of 
project 
(Date) 

Financial 
Year 

 
 

         
  

  
 

 

 
 

 
        

  
  

 
 

 
 

 
        

  
  

 
 

 
 

 
      

  
  

 
 

 
 

 
 

        
  

  
 

 

Retention/
Final 
Deliverable 

***            

     
  

 Total £298,381.66      

 

 Summary of Payments  

     
   

 

  Year 1 Year 2 Year 3 Year 4  
 

 

Financial 
Year  

2019-20 2020-21 2021-22 
2022-23 

Retention Total 

 

Total 
Amount 0        
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SCHEDULE 5 

INVOICING PROCEDURE & NO PO/NO PAY 

1. INVOICES SHALL SPECIFY: 

• Trading Name of Supplier 

• Supplier Address 

• Supplier Tel Number/ E mail 

• Unique Purchase Order Number – To be advised 

• Invoice Number 

• Detailed description of the Services provided 

• Detailed description of any expenses and the amounts of such  

• Location, date or time period of delivery of the Services and/or Deliverables 

• Supplier’s VAT number 

• Amount due exclusive of VAT, other duty or early settlement discount, with the 
calculation for the charges clearly shown in terms of days and confirmed daily rate 

• VAT rate 

• Amount due inclusive of VAT and any other duty or early settlement discount 

• Details of the Supplier’s BACS details or other method of payment 

• Date of the invoice. 
 

2. INVOICE SUBMITTAL 

Invoicing the FSA:  

Please submit invoices to   for work with FSA.   

Please include the referring FSA purchase order number in the email title and within the 
invoice to allow Invoice/Purchase Order matching. 
 
Note that invoices that do not include reference to FSA Purchase Order number will be 
returned unpaid with a request for valid purchase order through email. 

3. INVOICE PAYMENT 

3.1 The Client shall pay all valid invoices submitted in accordance with the provisions of 
this Schedule 3 in accordance with the provisions of Clause 7. 
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3.2 In the event of a disputed invoice, the Client shall make payment in respect of any 
undisputed amount in accordance with the provisions of Clause 7 and return the 
invoice to the Supplier within ten (10) Working Days of receipt with a covering 
statement proposing amendments to the invoice and/or the reason for any non-
payment.  The Supplier shall respond within ten (10) Working Days of receipt of the 
returned invoice stating whether or not the Supplier accepts the Client proposed 
amendments.  If it does then the Supplier shall supply with the response a replacement 
valid invoice.  If it does not then the matter shall be dealt with in accordance with the 
provisions of Clause 18. 

3.3  NO PURCHASE ORDER, NO PAY. 
 The Food Standards Agency is currently moving purchasing activity to an electronic 

purchasing solution. This brings supplier organizations a number of benefits, 
including limiting purchasing to preferred suppliers and faster payment processing. 
 
To implement the solution, the undernoted changes will be implemented with effect 
from the contract commencement date. 
 
To prevent unauthorised individuals requesting goods and services only FSA branded 
Purchase Orders from these email addresses should be accepted as FSA 
commitment:  

The FSA will not pay invoices that do not originate from 
Purchase Orders from these email addresses. 
 
Any other requests for goods or services from the FSA should be referred to the 
Procurement Business Partner. 
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 SCHEDULE 6 

DISPUTE RESOLUTION PROCEDURE 

1. INTRODUCTION 

1.1. In the event that a dispute cannot be resolved by the Client and Supplier 
representatives nominated under Clause 18.2 within a maximum of ten (10) Working 
Days after referral, the dispute shall be further referred to mediation in accordance 
with the provisions of Clause 18.4. 

1.2. Subject always to the provisions of Clause 21, nothing in this dispute resolution 
procedure shall prevent the Client or the Supplier from seeking from any court of the 
competent jurisdiction an interim order restraining the other party from doing any 
act or compelling the other to do any act. 

2. MEDIATION 

2.1. The procedure for mediation pursuant to Clause 18 and consequential provisions 
relating to mediation shall be as follows: 

2.1.1. a neutral adviser or mediator (‘the Mediator’) shall be chosen by 
agreement between the Client and the Supplier or, if they are unable to 
agree upon the identity of the Mediator within ten (10) Working Days after 
a request by one party to the other (provided that there remains 
agreement for mediation), or if the Mediator agreed upon is unable or 
unwilling to act, either party shall within ten (10) Working Days from the 
date of the proposal to appoint a Mediator or within ten (10) Working Days 
of notice to either party that he is unable or unwilling to act, apply to the 
Centre for Effective Dispute Resolution (‘CEDR’) to appoint a Mediator; 

2.1.2. the Client and the Supplier shall within ten (10) Working Days of the 
appointment of the Mediator meet with him in order to agree a 
programmed for the exchange of all relevant information and the structure 
to be adopted for negotiations to be held.  The parties may at any stage 
seek assistance from the CEDR to provide guidance on a suitable procedure. 

2.2. Unless otherwise agreed by the Client and the Supplier, all negotiations connected 
with the dispute and any settlement agreement relating to it shall be conducted in 
confidence and without prejudice to the rights of the parties in any future 
proceedings. 

2.3. In the event that the Client and the Supplier reach agreement on the resolution of 
the dispute, the agreement shall be reduced to writing and shall be binding on both 
parties once it is signed by the Client’s Head of Procurement and the Supplier. 

2.4. Failing agreement, either the Client or Supplier may invite the Mediator to provide a 
non-binding but informative opinion in writing.   



                                                        OFFICIAL 

PAGE 88 OF 101                 OFFICIAL  

FS307035 

2.5. The Client and the Supplier shall each bear their own costs in relation to any reference 
made to the Mediator and the fees and all other costs of the Mediator shall be borne 
jointly in equal proportions by both parties unless otherwise directed by the 
Mediator. 

2.6. Work and activity to be carried out under this Contract shall not cease or be delayed 
during the mediation process. 

2.7. In the event that the Client and the Supplier fail to reach agreement in the structured 
negotiations within forty (40) Working Days of the Mediator being appointed, or such 
longer period as may be agreed, then any dispute or difference between them may 
be referred to the Courts in accordance with the provisions of Clause 41. 
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SCHEDULE 7 

CONFIDENTIALITY UNDERTAKING 

1. INTRODUCTION 

1.1. This Schedule 7 contains the model confidentiality undertaking to be signed by 
Supplier in the event of Contract Award. 

CONFIDENTIALITY UNDERTAKING 

 

 

I THE SUCCESSFUL TENDERER HAVE BEEN INFORMED THAT I MAY BE ASSIGNED TO WORK AS A 

SUPPLIER IN PROVIDING SERVICES TO THE FOOD STANDARDS AGENCY. 

 

I UNDERSTAND THAT INFORMATION IN THE POSSESSION OF THE CLIENT MUST BE TREATED AS 

CONFIDENTIAL. 

 

I HEREBY GIVE A FORMAL UNDERTAKING TO THE CLIENT, THAT: 

 

1. I WILL NOT COMMUNICATE ANY OF THAT INFORMATION, OR ANY OTHER KNOWLEDGE I ACQUIRE IN THE 

COURSE OF MY WORK FOR THE CLIENT TO ANYONE WHO IS NOT AUTHORISED TO RECEIVE IT IN 

CONNECTION WITH THAT WORK. 

 

2. I WILL NOT MAKE USE OF ANY OF THAT INFORMATION OR KNOWLEDGE FOR ANY PURPOSE OUTSIDE THAT 

WORK. 

 

I ACKNOWLEDGE THAT THIS APPLIES TO ALL INFORMATION WHICH IS NOT ALREADY A MATTER OF 

PUBLIC KNOWLEDGE AND THAT IT APPLIES TO BOTH WRITTEN AND ORAL INFORMATION. 

 

I ALSO ACKNOWLEDGE THAT THIS UNDERTAKING WILL CONTINUE TO APPLY AT ALL TIMES IN THE 

FUTURE, EVEN WHEN THE WORK HAS FINISHED AND WHEN I HAVE LEFT MY EMPLOYMENT. 
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I HAVE ALSO BEEN INFORMED THAT I WILL BE BOUND BY THE PROVISIONS OF THE OFFICIAL 

SECRETS ACTS OF 1911 AND 1989. I AM AWARE THAT UNDER THOSE PROVISIONS IT IS A 

CRIMINAL OFFENCE FOR ANY PERSON EMPLOYED BY A GOVERNMENT SUPPLIER TO DISCLOSE ANY 

DOCUMENT OR INFORMATION WHICH IS LIKELY TO RESULT IN AN OFFENCE BEING COMMITTED, OR 

WHICH MIGHT PROVIDE ASSISTANCE IN AN ESCAPE FROM LEGAL CUSTODY OR ANY OTHER ACT 

AFFECTING THE DETENTION OF PEOPLE IN LEGAL CUSTODY.   I AM AWARE THAT SERIOUS 

CONSEQUENCES MAY FOLLOW FROM ANY BREACH OF THAT ACT. 

 

SIGNED:  

 

 

NAME: 

 

 

DATE OF SIGNATURE: 
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Schedule 8 – Staff Transfer – “TUPE” 

 

Not applicable 
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Schedule 9 – Commercially Sensitive Information 

 

Tender Summary 

2 Description of Approach/Scope of Work 

B. Approach/Scope of Work 

01-3: Recruitment of industrial partners 

Template letter, information about company interest, and letters of support. 

4. ORGANISATIONAL EXPERIENCE, EXPERTISE and STAFF EFFORT 

A. Contract value of past projects. 

B. NAMED STAFF MEMBERS AND DETAILS OF THEIR SPECIALISM AND EXPERTISE 

All details of staff. 

C. STAFF EFFORT 

All names and working hours of staff. 

 

6. RISK MANAGEMENT 

First paragraph, stating that two companies have provided letters of support. 

 

Post Tender Clarification Questions 

Response to Question 2, paragraph 3: Day rates and Staff Effort at Newcastle University. 

Response to Question 3, sentence stating that manufacturers had provided letters of support. 

 
Schedule 4. Pricing 

All information included in Project Costs Summary Breakdown by Participating Organisations, 
Staff Costs Table, Consumable/Equipment Costs, Additional costs (Biofilms Expertise, 
NovaSeq Sequencing, Courier Costs), The Pricing Schedule,  
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Schedule 10 – Variation Notice – Request for Variation 

1 General principles of the Variation Procedure 
 

1.1 This Schedule sets out the procedure for instruction and evaluation of Variations to 
the Framework. 
 

1.2 Under this Variation procedure: 
 

1.2.1 Either party may seek to vary the Service(s) at any time during the Term of 
the Framework.  Each party will do its utmost to give the other reasonable 
notice of any major changes, preferably a minimum of 3 months’ notice, and 
to respond within the timeframe stated in Clause 24. 
 

1.2.2 Variation requests are to be submitted using the format at Appendix A. 
 

1.2.3 Where a Variation is proposed, the Supplier will provide an estimate of the 
financial/resource implications to the Client, with an estimated timetable for 
implementation, for the Client’s approval.   
 

1.2.4 The evaluation of any Variation is the responsibility of the relevant Director 
and Head of Procurement, in consultation with the Supplier, in the context of 
the Review Meetings described in Governance contained in the Framework.  
The date of implementation of any consequent amendment to the services, 
and/or payment to the Supplier, will be confirmed in writing by the Client 
within seven days of the evaluation using the Variation Form at Appendix B.   
 

1.2.5 The Client shall have the right to request amendments to a Variation Request 
(prior to approval); approve it or reject it.  The Supplier shall be under no 
obligation to make such amendments to the Variation Request; however, the 
Supplier shall not unreasonably refuse such a request.  In the event that the 
Client chooses to reject a Variation Request made by the Supplier the Client 
shall accept responsibility for the outcome. 
 

1.3 Any discussions, negotiations or other communications which may take place between 
the Client and the Supplier in connection with any proposed variation shall be without 
prejudice to each party’s other rights under this Framework. 
 

2 Costs 
 

2.1 Each party shall bear its own costs in relation to the preparation and agreement of 
each Variation. 
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3     Change Authorisation 

 
3.1 Any Variation and/or amendment to payment arising from a Variation will be 

executed by the Client’s Head of Procurement and confirmed in writing to the 
Supplier.  
 

3.2 The variation shall not be deemed effective until the Variation form at Appendix B has 
been signed by both parties. 
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Schedule 11 – Exit Management 

 

None Identified 
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APPENDIX A  VARIATION REQUEST FORM                                    

 

Variation Request No: 
 
Date: 
 

Project Title : 
 
Project Ref No: 
 

Raised By: 
 

Action Proposed: 
 
 
 
 

Full Description of Variation Request: 
 
 
 
 
 

Area(s) impacted (Optional) 
 
 

Signed By: 
 
Full Name: 
 
Date: 

Supplier Contact Details 
 
Supplier Name  : 
Contact Name  : 
Contact Address : 
   : 
   : 
   :  
Telephone No  : 
Email Address  : 
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APPENDIX B  VARIATION FORM        

PROJECT TITLE:       
                                                                                                       
   
DATE:          
 
VARIATION No:         
 
BETWEEN: 
 

The Food Standards Agency (hereinafter called “the Client”) & Fera Science Ltd 
(hereinafter called “the Supplier”) 

 
1.  The Contract is varied as follows:    
                                                

 
Contract 

 
x 
 

 
2. Words and expressions in this Variation shall have the meanings given to them in the 

Framework. 
 
3. The Contract, including any previous Variations, shall remain effective and unaltered 

except as amended by this Variation. 
 

SIGNED: 
 
For: The Client 
 
By: . . . . . . . . . . . . . . . . . . . . . . . ..  
 
Full Name: . . . . . . . . . . . . . . . . . . . .  
 
Position: . . . . . . . . . . . . . . . . . . . . . 
 
Date: . . . . . . . . . . . . . . . . . . . . . . . . 

  
 
For: The Supplier 
 
By: . . . . . . . . . . . . . . . . . . . . . . . . .  
 
Full Name: . . . . . . . . . . . . . . . . . . .  
 
Title: . . . . . . . . . . . . . . . . . . . . . . . .  
 
Date: . . . . . . . . . . . . . . . . . . . . . . . .  
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 exchange of business information within the Food Standards 

Agency and to ensure that all employees are made aware of their 

responsibilities and adhere to the relevant legislations.  
 

 
Users ICT  
Security Policy 
(for all staff) 
 
 
 
 
 
 

Security is required to counter threats from external  
penetration, internal users and environmental events beyond  
FSA control. Appropriate measures must be in place to control 
access, preserve the confidentiality, integrity and availability of 
data and protect each ICT system. In addition, the Agency must 
ensure security standards are maintained to satisfy the 
requirements of legislation, the HMG Security Policy Framework 
and industry standards such as ISO27001. This policy defines the 
FSA security principles and measures to ensure employees 
understand their responsibilities, managers can identify what is 
expected of staff and auditors can ascertain that the correct 
measures are being applied. 

 

- Passwords 
-Mobile Computing and Remote Access 
-Virtual Private Networks -Secure Data 
Storage -Data Backup and Recovery -
Workstation Security -Encryption -
Software Movements -Security of 
Equipment Off-Premises -Removal of 
Property -Secure Equipment Storage 
and Access  

ICT Security 
Policy (for IT staff 
ONLY) 
 
 

This policy is for ISTED staff only 

 
The purpose of the policy is as above but with greater detail 
and extended content in recognition of the increased system 
access ISTED staff require, and to ensure standards in the 
development/support/maintenance of our systems are met. It was 
recognised that detailing the principles that apply to both users 
and ISTED staff within one length security policy confused the key 
issues and areas of responsibility and alienated the user audience. 

-Mobile Computing and Remote 
 
Access 
-Passwords -Network Security -
Perimeter Management -Secure Data 
Storage -Data Backup and Recovery -
Encryption -Agency Software -Software 
Rollout -Software & Hardware Disposal 
-Software Movements -Software Audit 
-Patch Management -Equipment 
Security -Supporting Utilities -Cabling 
Security -Equipment Maintenance -
Security of Equipment Off-Premises -
Removal of Property -Secure 
Equipment Storage and Access -ICT 
Systems Security -Control of 
Development Environments -Change 
Control -Design and Acceptance of 
Development -Contingency Planning -
Technical Compliance Checking -
Technical Review of Operating System 
Changes  
 

Mobile Voice and 
Data Policy 
 
 
 
 
 
 
 
 

The FSA did not have policy for the supply of mobile voice 
and data tools for Agency staff e.g. Laptops and Blackberries. A 
policy was needed to allow potential suppliers to give an accurate 
quote for services, driving better value for money for the FSA. The 
policy was developed to maximise the efficiency of the mobile 
voice and data contracts by ensuring that the right people have 
the right equipment to fulfil their roles. The policy sets out criteria 
by which these tools are issued together with a principle that each 
user will be issued with only one mobile data contract. 

 

-Definition of FSA Remote working 
tools -Connectivity options -Computer 
Equipment -Who is eligible -Roles & 
responsibilities 




