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	Department for Education
Sanctuary Buildings
Great Smith Street
London SW1P 3BT


	
	Date: 24 July 2018


INVITATION TO TENDER (ITT) for the Modified Tests Framework for the Standards and Testing Agency 

Contract Ref: STA-0176

The Department for Education (DfE) requires a Supplier framework to ensure successful development and delivery of modified versions of National Curriculum Tests for children with visual and hearing impairments.

Your organisation, along with others, is invited by the Standards and Testing Agency (STA) (acting on behalf of the Secretary of State for Education), to offer a tender for provision of this Modified Tests Framework, to the specification outlined in the attached documents.  Enclosed are:

Document 1	Instructions on the tendering procedures
Document 2	Departmental standard requirements
Document 3	Specification of the requirements
Document 4	List of attachments
Document 5	Declaration and information to be provided by tenderer

Please read the instructions on the tendering procedures carefully.  Failure to comply with them may invalidate your tender which must be emailed to the following email address by 12:00hrs on 15 October 2018: TendersTD.STA@education.gov.uk.

If having read the enclosed specification you decide not to submit a tender, I would be grateful if you could please send your reasons (though you are under no obligation to do so) to the above email address, marked “No Tender”.

If you have any questions about the tender or the tendering procedure, please contact TendersTD.STA@education.gov.uk.  Questions will be answered on a weekly basis commencing 30 July 2018.  All questions and answers will be anonymised, issued to suppliers and posted on the Department’s Contracts Finder website.   

I look forward to receiving your response. 

Yours sincerely

[image: Signature - Colin]
Colin Watson
Deputy Director

DOCUMENT 1

INSTRUCTIONS ON TENDERING PROCEDURES
1 These instructions are designed to ensure that all tenders are given equal and fair consideration.  It is important therefore that you provide all the information asked for in the format and order specified.
2 Please contact the Department by email at TendersTD.STA@education.gov.uk if you have any queries as to what is required or you have difficulty in providing the information requested.  Pre-tender negotiations are not allowed.
3	Please note that all references to the 'Department' throughout these documents mean The Secretary of State for Education acting through his representatives in the Department for Education (DfE), and its agencies (in this case the Standards and Testing Agency – STA).

Contract Period
4 The proposed framework will run from 31 January 2019 until 1 February 2023. The total framework value is not expected to exceed £5 million.

Incomplete Tender
5 Tenders may be rejected if all of the information requested in the Invitation to Tender (ITT) and Specification of Requirement is not given at the time of tendering.

Indicative procurement timetable
6 The indicative timetable for the procurement is:
	1. Tender documents issued
	24/07/2018

	2. Last day for submission of clarifications
	28/09/2018

	3. Last day for DfE to respond to clarifications
	8/10/2018

	4. Deadline for tender responses to be received
	12:00hrs  BST on 15/10/2018

	5. Evaluation
	16/10/2018 – 27/11/2018

	6. Award notices
	28/11/2018

	7. Framework Agreements issued
	13/12/2018

	8. Framework Agreements signed
	18/01/2019



Returning Tenders
7 All tenders must be received by the Department by 12:00hrs on 15 October 2018.  The Department will only accept tenders in electronic format, sent by email to: TendersTD.STA@education.gov.uk.  Supporting information should also be emailed with the ITT Response. 
A pre-formatted DfE Modified Tests Framework Response has been provided as Document 5 of the requirement and is included in this ITT document pack.  All tenders must be presented using this template, without alteration to font types and sizes (Arial 11) and in English and using pounds sterling.  Where applicable, word limits must be adhered to and material in excess of these limits will not be evaluated.  Charts and diagrams should be attached as necessary and will be exempt from the word count.  If still pictures are included in your submissions, these should be submitted as .jpeg files.  Document 5 includes completion of the Department’s Statement of Assurance security document and the signed declaration. Two tender documents should be submitted:
One complete and signed electronic version labelled 'priced' of your Tender and with your organisation name in the document title for and
One electronic version labelled 'not priced' of your Tender excluding the pricing information and with your organisation name in the document title.

8 Bidders should not include additional company or marketing brochures with their tender, as these will not be read and any information within them will not be evaluated.

Receipt of Tenders
9 Tenders will be received up to the time and date stated in paragraph 7 (above).  Those received before the due date will be retained unopened until then.  It is the responsibility of the tenderer to ensure that their tender is delivered not later than the appointed time.

Acceptance of Tenders
10 By issuing this ITT, the Department is not bound in any way and does not have to accept the lowest or any tender, and reserves the right to accept a portion of any tender, unless the tenderer expressly stipulates otherwise in their tender.

Inducements
11 Offering an inducement of any kind in relation to obtaining this or any other contract with the Department will disqualify your tender from being considered and may constitute a criminal offence.

Confidentiality of Tenders
12 Please note the following requirements. You must not:
 tell anyone else what your tender price is or will be before the time limit for delivery of tenders;
 try to obtain any information about anyone else's tender or proposed tender before the time limit for delivery of tenders; or
 make any arrangements with another organisation about whether or not they should tender, or about their or your tender price.
Failure to comply with these conditions will disqualify your tender.


Tenders from consortia or similar delivery partnerships
13 Tenders from consortia are welcome.  One tender should be submitted per consortium and include details of the lead contractor, expected role and contribution of each of the partner organisations.  It is also expected that the composition of a consortium should remain the same throughout the tendering process.  If any tenderer introduces new partners or changes the make-up of the tendering organisation in any way after submitting their tender, they must let the Department know as soon as possible and submit a revised tender to reflect the tendering organisation’s new structure within the deadline for submission of bids.
14 For the purpose of this project, the consortium will be required to create a single organisation, which is a registered legal entity with appropriate management structures and governance arrangements agreed by all the parties.  This single legal entity should be formed, at the latest, before contract award.  DfE will only enter into a contract with a single legal entity and not the individual members of any proposed consortium.  For sub-contract relationships, tenders must designate one principal tenderer to be the point of contact for any enquiries regarding the tender service delivery. 
15 A Parent Company or Bank Guarantee may be required.  In the event that your tender is identified as the most favourable / compliant tender, but the DfE assesses that a Parent Company or Bank Guarantee is required, then one will be requested.  No contract will be awarded until a suitable Parent Company or Bank Guarantee, as appropriate, is in place.

Queries
16 Questions relating to any aspect of the tender process should be submitted by e-mail to: TendersTD.STA@education.gov.uk .  The Department may need to consult with other colleagues to provide considered responses to questions.  Once we have done so, we will respond in anonymised form.  We will aim to post responses to questions weekly commencing 30 July 2018.
17 To ensure all clarification responses are provided in time for bidders to apply to their tenders, the cut-off date for receipt of questions will be 28 September 2018, with a response provided by 8 October 2018.

Costs and Expenses
18 You will not be entitled to claim from the Department any costs or expenses which you may incur in preparing your tender whether or not your tender is successful.
[bookmark: _Toc378779940][bookmark: _Toc402439305][bookmark: _Toc349133373]
Framework Agreement Evaluation Process
19 The evaluation process for the Framework Agreement will take place over the period as shown in paragraph 6 and be conducted in a manner that ensures tenders are treated equally and evaluated fairly to ascertain the most economically advantageous tenders from a maximum of four suppliers.
20 The evaluation process will be in two stages as follows:
a. Selection Stage    - used to look at an organisation’s capability to 				        		       perform the Services under the Framework Agreement
b. Award Stage	      - used to look at an organisation’s response to the 			                                Specification of Service Requirement.
[bookmark: _Toc402439306]
Call-Off Contract Evaluation Process
21 The evaluation process for a Call-Off Contract will consist of an Award Stage only where all capable Framework Agreement Suppliers are invited to submit a tender in response to a specific Service Requirement.  
[bookmark: _Toc349133372][bookmark: _Toc378779941][bookmark: _Toc402439307]
Framework Agreement Evaluation Criteria
22 Your capability to perform under the Framework Agreement will be evaluated using the evaluation criteria set out in Document 4 Attachment 2 Section 1.  
[bookmark: _Toc402439308]
Call-Off Contract Evaluation Criteria
23 [bookmark: _Toc349133368]Responses to ITTs will be evaluated using the evaluation criteria set out in Document 4 Attachment 2. Section 2.
[bookmark: _Toc349133371][bookmark: _Toc378779942][bookmark: _Toc402439309]
Supplier Debriefing
24 Following the award of the Framework Agreement and any subsequent Call-Off Contracts, debriefing will be available to unsuccessful tenderers on request.

Basis of the Contract
25 The specification in Document 3, and the terms and conditions in Document 4 Attachment 1, will form the basis of the contract between the successful tenderer and the Secretary of State for Education.

Disclaimer
26 Whilst every endeavour has been made to give tenderers an accurate description of the Department's requirements, tenderers should make their own assessment about the methods and resources needed to meet those requirements.

DOCUMENT 2
DEPARTMENTAL STANDARD REQUIREMENTS

Freedom of Information
1 The Department is committed to open government and to meeting its responsibilities under the Freedom of Information Act 2000.  Accordingly, all information submitted to the Department may need to be disclosed in response to a request under the Act.  If you consider that any of the information included in your tender is commercially sensitive, please identify it and explain (in broad terms) what harm may result from disclosure if a request is received, and the time period applicable to that sensitivity.  You should be aware that, even where you have indicated that information is commercially sensitive, we may still be required to disclose it under the Act if a request is received.  Please also note that the receipt of any material marked ‘confidential’ or equivalent by the Department should not be taken to mean that we accept any duty of confidence by virtue of that marking.  If a request is received, we may also be required to disclose details of unsuccessful tenders.  

Publication of Contract
2 Under the Government’s Transparency requirements we are obliged to publish the contract between the Department and the successful tenderer(s) in full.  The successful tenderer(s) should identify any information regarded as commercially sensitive and explain (in broad terms) what harm may result from disclosure and the time period applicable to that sensitivity.  You should be aware that, even where you have indicated that information is commercially sensitive, we may still be required to disclose it if the public interest in disclosure outweighs withholding the information.  See ‘The Transparency of Suppliers and Government to the Public’ for more detail.

Information Sharing Across Government
3 All Central Government departments and their executive agencies and non-departmental public bodies are subject to tight financial and commercial controls and reporting within Government.  In particular, they report to the Cabinet Office and HM Treasury for all expenditure.  Furthermore, the Cabinet Office has a cross-Government role delivering overall HM Government policy on public procurement – including ensuring value for money and related aspects of good procurement practice. 
4 For these purposes, the Department may disclose within Government any of the Contractor's documentation / information (including any that the Contractor considers to be confidential and / or commercially sensitive such as specific bid information) submitted by the Contractor to the Department during this Procurement.  The information will not be disclosed outside Government.  Contractors taking part in this competition consent to these terms as part of the competition process.
Cyber Essentials Scheme 
5 The Government has introduced its Cyber Essentials Scheme in consultation with industry to mitigate the risk from common internet based threats.
6 It is mandatory for new Central Government contracts, which feature characteristics involving the handling of personal data and ICT systems designed to store or process data at the OFFICIAL level of the Government Security Classifications scheme  to comply with Cyber Essentials requirements.
7 All potential tenderers for Central Government contracts, featuring the above characteristics, should make themselves aware of Cyber Essentials and the requirements for the appropriate level of certification “or equivalent”. 
8 As this requirement features the above characteristics, you are required to demonstrate in your tender response that
· Your organisation is able to meet the requirements of the Department’s Departmental Security Assurance Model (DSAM); and
· Your organisation has Cyber Essentials Plus certification; or
· Your organisation will be able to secure Cyber Essentials Plus certification prior to contract award; or
· Your organisation has equivalent evidence to support that you have appropriate technical and organisational measures to mitigate the risk from common internet based threats in respect to the following 5 technical areas:
a) Boundary firewalls and internet gateways – these are devices designed to prevent unauthorised access to or from private networks, but good setup of these devices either in hardware or software form is important for them to be fully effective; 
b) Secure configuration – ensuring that systems are configured in the most secure way for the needs of the organisation;
c) Access control – ensuring only those who should have access to systems to have access and at the appropriate level; 
d) Malware protection – ensuring that virus and malware protection is installed and is up to date; and
e) Patch management – ensuring the latest supported version of applications is used and all the necessary patches supplied by the vendor have been applied.
9 Any equivalent evidence must be verified by a technically competent and independent third party.
10 The successful suppliers will be required to provide evidence of Cyber Essentials certification “or equivalent” (i.e. demonstrate they meet the 5 technical areas the Cyber Essentials Scheme covers) prior to contract award.
11 Details of certification bodies are available at: https://www.cyberstreetwise.com/cyberessentials.

Data Security Standards
12 For contracts which require the holding or processing of either personal data and / or OFFICIAL data the successful contractor will need to assure the Department that they can comply with the Department’s security standards.  
13 Departmental security standards are listed as contract clauses in an annex to this letter see Document 4 – attachment 3.  

Prompt Payment Policy
14 Government’s aim is to pay 80% of all correctly submitted invoices within 5 days of receipt and we are 100% committed to paying correctly submitted invoices within 30 days of receipt from the day of physical or electronic arrival at the nominated address of the Department.
15 The payment period will be deemed to have started when a correctly submitted invoice reaches the nominated address.  Contractors can assume receipt to be two days after mailing (by first class post). The thirty day “clock” therefore commences two days after mailing first class. 
16 A correct invoice is one that is:
· delivered in timing in accordance with the contract; 
· that is for the correct sum; 
· In respect of goods / services supplied or delivered to the required quality (or are expected to be at the required quality); 
· include the date, supplier name, contact details and bank details;
· which quote the relevant purchase order / contract reference;
· which has been delivered to the nominated address.
17 Any correctly submitted invoices that are not paid within 30 days will be subject to the provisions of the Late Payment of Commercial Debt (Interest) Act 1998.

Sub-contracting to Small and Medium Enterprises (SMEs)
18 DfE is committed to removing barriers to SME participation in its contracts and would like to also actively encourage its larger suppliers to make their sub-contacts accessible to smaller companies and implement SME-friendly policies in their supply-chains.  This can be achieved by advertising subcontracting opportunities on Contracts Finder and implementing the principles of the SME and Growth Agenda in your own organisation.
19 To help us measure the volume of business we do with SMEs, we will be asking suppliers to provide us with information about the size of your own organisation and those in your supply chain.  We may ask about volumes of business that will flow from this contract down your supply chains and ask you to quantify that for us.  This data will help us contribute towards Government targets on the use of SMEs.  We may also publish success stories and examples of good practice on our website.

Armed Forces Covenant
20 The Armed Forces Covenant is a public sector pledge from Government, businesses, charities and other organisations to demonstrate their support for the UK armed forces community.  The Armed Forces Covenant was brought in under the Armed Forces Act 2011 to recognise that the whole nation has a moral obligation to redress the disadvantages the armed forces community face in comparison to other citizens and recognise sacrifices made.
21 The Covenant’s 2 guiding principles are that:
· the armed forces community should not face disadvantages when compared to other citizens in the provision of public and commercial services; and 
· special consideration is appropriate in some cases, especially for those who have given most such as the injured and the bereaved.
22 The Department encourages all tenderers, and their suppliers, to sign the Covenant, declaring their support for the armed forces community by displaying the values and behaviours set out therein.
23 Guidance on the various ways you can demonstrate your support through the Covenant is at The Armed Forces Covenant.
24 If you wish to register your support, you can provide a point of contact for your company on this issue to the Armed Forces Covenant Team at the address below, so that the Ministry of Defence (MoD) can alert you to any events or initiatives in which you may wish to participate.  The Covenant Team can also provide any information you require in addition to that included on the website.
Email address:
covenant-mailbox@mod.uk
Postal address:
Armed Forces Covenant Team
Zone D, 6th Floor, 
Ministry of Defence,
Main Building, 
Whitehall, 
London, SW1A 2HB
25 Paragraphs 20-24 above are not a condition of working with the Department now or in the future, nor will this issue form any part of the tender evaluation, contract award procedure or any resulting contract.  However, the Department very much hopes you will want to provide your support.

Conflicts of interest
26 The Department may exclude an organisation if there is a conflict of interest which cannot be effectively remedied.  The concept of a conflict of interest includes any situation where relevant staff members have, directly or indirectly, a financial, economic or other personal interest which might be perceived to compromise their impartiality and independence in the context of the procurement procedure.
27 Where there is any indication that a conflict of interest exists or may arise then it is the responsibility of the organisation to inform the Department, detailing the conflict in a separate Appendix.  Provided that it has been carried out in a transparent manner, routine pre-market engagement carried out by the Department should not represent a conflict of interest for the organisation.

Child Sex Abuse
28 The Internet Watch Foundation (IWF) was established in 1996 by the UK internet industry to provide the UK internet Hotline for public and IT professionals to report potentially illegal online content and to be the 'notice and take-down' body for this content.  IWF works in partnership with the online industry, law enforcement, Government, the education sector, charities, international partners and the public to minimise the availability of this content, specifically child sexual abuse content hosted anywhere in the world.
29 Access to the IWF URL list is available to ISPs, mobile operators, search providers and filtering companies only.  All organisations that require access must sign a licence which sets out how the data can be used.
30 It is a contract condition that the successful supplier must block access to those Uniform Resource Locators (URLs) specified on the IWF’s list.

Transfer of Undertakings (Protection of Employment) Regulations 2006 (TUPE)
31 The attention of tenderers is drawn to the Transfer of Undertakings (Protection of Employment) Regulations 2006 (TUPE).  As the Department would be neither transferor nor transferee of the employees in the circumstances of any contract awarded as a result of this Invitation to Tender, consideration of the application of TUPE in this particular case is not a matter of direct concern to the Department.  It is the responsibility of the tenderer to consider whether or not TUPE applies in the circumstances of this contract and tender accordingly.

	
DOCUMENT 3
Specification of Requirements (SoR)
[bookmark: _Toc402512213]Background
The Department for Education ("DfE" or "the Department") is responsible for the central
administration of all aspects of education and has the primary statutory duty of promoting 
the education of pupils in England and ensuring the effective implementation of education
policy.

The government’s responsibilities for National Curriculum Assessment are delivered by 
the Standards and Testing Agency, an executive agency. STA has three main functions: to develop high quality and rigorous tests in line with Ministerial policy; to deliver the assessments (including printing, distribution, marking and data capture as appropriate); and to support schools and other stakeholders to deliver the assessments. 
To support the conduct of the delivery of assessments, DfE requires a Supplier framework to provide modification services and supporting services for tests and assessments. The necessary procurement exercise is being undertaken by STA as an executive agency of DfE.
Further information about STA and national curriculum assessment can be found at www.education.gov.uk/assessments.
[bookmark: _Toc402512216]Summary of requirements
STA is looking to appoint a number of Suppliers onto a framework to act as Modified Test Agency (MTA) for national curriculum tests.
As MTA, the Supplier will be required to provide modified versions of standard tests in various formats. At present, the following versions are produced by the Modified Test Agency: braille; modified large print (MLP); and stimulus material to support pupils with hearing impairment and pupils who use sign language. Over the period of the Framework, these requirements may change to ensure the STA is providing the most appropriate materials to support pupils to access the tests.
The Supplier will be required to provide amendments to the standard marking guidance to enable consistent marking of the modified versions of the tests.
The Supplier shall provide a specialist helpline service for schools and other users of modified tests.
The Supplier will be responsible for receiving, and logging on STA's test orders website, details of any orders for modified test materials that have not been directly entered on the website by schools, and providing order updates directly to STA's website to an agreed schedule.
The Supplier shall provide an on-demand past paper service to schools that contact the Helpline requesting practice materials.
STA is interested in investigating the possibility of providing downloadable, modifiable electronic versions of modified tests to schools, Proposals are requested as part of this procurement, though they will not be scored in the evaluation. If a suitable proposal is call-offs from the Framework will include this requirement. 

Detailed Requirements - Key stage 1 & 2 national curriculum tests
Part A: General core services
This section covers general requirements that must be delivered for each call off from the Framework.  Bidders must demonstrate their ability to manage projects and programmes using established methodologies.
G1	Project Management 
	No
	Requirement

	G1.1
	The Supplier must manage all aspects of delivery of the Services in accordance with PRINCE2 and Management of Risk (MoR) project and risk management methodologies, or equivalent.

	G1.2
	The Supplier must submit a Project Initiation Document (PID) which clearly sets out the project for the delivery of services at the outset of each call-off. 
The PID must cover all aspects of the delivery of the Project, including
operational delivery, governance and interfaces with other organisations.  The
PID should include, but not be limited to:
1. risk management process / risk register
· an issue log
· a change control register
· communication plan
· quality plan and log
· product descriptions (as appropriate)
· exception reports
· lessons learned log
· equality plan and management

	G1.3
	The Supplier must provide a detailed project plan detailing the resources, tasks and timescales required to be performed to mobilise and deliver the Services within the Agreement together with a summary milestone plan, which details the deliverables outlined in the PID, and requirements / dependencies upon STA. Both plans are to be kept up-to-date and communicated weekly or as required to STA.

	G1.4
	The Supplier must document, provide and maintain all processes and procedures utilised in the delivery of the services, including interfaces with other relevant parties ensuring that all relevant standards are applied or adhered to including project management methodologies.

	G1.5
	Prior to the commencement of a work package, the Supplier must discuss and demonstrate the readiness and appropriateness of plans, processes, systems, resourcing and any other factors required to enable the reliable completion of the work package.

	G1.6
	The Supplier must formally close the call-off order by providing a Project Closure report. This report shall cover all aspects of the delivery of the Project. The Supplier must provide an action plan detailing how any follow on actions should be applied for the benefit of future Test Cycles.

	G1.7
	The Supplier must hold, and permit STA open access to, detail relating to all activities undertaken in delivering the services. 

	G1.8
	The supplier must comply with any reasonable requests for information from STA.

	G1.9
	The Supplier must attend any meetings as reasonably requested by STA at locations determined by STA. 



G2	Management Information 
Management information is critical for STA to assist performance management of the framework and individual call-off contracts and also to respond expediently to Parliamentary Questions/Freedom of Information requests.  Tenderers must commit to being open and transparent and demonstrate a willingness to share information throughout the life of the framework.

	No
	Requirement

	G2.1
	The Supplier is required to submit to STA Management Information (MI) and performance reports based on the following 
· Calls received
· Emails received
· Orders received
· Past papers requested
· General enquiries

The frequency, format and content are to be agreed with STA at the Start-
up meeting.

STA reserves the right to add to the Management Information requirements during the life of the framework. Any further requirements will be specified in individual Call-Offs.







G3	Security 
Due to the sensitive of the nature of this work, STA enforce strict security procedures to ensure the work environment and working practices throughout the supply chain are secure. 

	No
	Requirement

	G3.1
	The Supplier must ensure that a security manager is appointed who shall 
have ultimate responsibility for all aspects of information governance and 
security management relating to the Supplier Services.

The Supplier must produce and adhere to a security plan, based on and
compliant with the principles, and outcomes required of government
Departments, in HMG Security Policy Framework (SPF) (see
https://www.gov.uk/government/collections/government-security/ ). The plan shall incorporate detailed security policies, standards and controls, which may be those the supplier operates within an ISO27001 information security management system. This security plan shall cover all aspects of the Supplier services including physical security, infrastructure, platforms, transportation of sensitive material, applications and services and interfaces.

The security plan shall be reviewed and approved by STA and, if necessary, updated to meet STA requirements prior to the commencement of the services.

	G3.2
	The Supplier must ensure that all physical and logical movement of materials
is secure and meets latest HMG Information Assurance requirements.
Suppliers must present in advance to the DfE proposals for all methods of movement of materials both physical and logical. These proposals must be pre-agreed by STA prior to any materials movements.

	G3.3
	The Supplier must notify STA of all personnel with access to the services, or
secure materials or data related to the services. The Supplier must ensure
that those individuals identified are vetted to a level necessary for the
sensitivity of the material. 

	G3.4
	The Supplier must undertake a business-driven risk assessment process, in
line with the Cabinet Office Security Policy Framework (SPF) requirements,
to cover all aspects of the Supplier services from infrastructure through to
data using an industry-standard structured methodology to determine the
likelihood and impact of potential vulnerabilities, threats and adverse events.

	G3.5
	The Supplier must require that any Sub-Contractor(s) are operating
acceptable security policies, in line with the government SPF requirements. 
The Supplier must confirm that a Sub-Contractor's security policies are acceptable, in line with the government SPF requirements prior to letting the relevant sub-contract. The Sub-Contractor must agree to security audits by STA when requested.

	G3.6
	The Supplier must ensure all staff working on the test materials sign a
confidentiality agreement and a security declaration confirming they will comply with the Supplier's security policy and standards.  DfE may request evidence of this at any time.  Failure to provide evidence will be a breach of the contract.
	

	G3.7
	No materials or data related to the Services shall be transferred or
processed outside of the UK at any time, unless STA has given its explicit consent to such transfer or processing.
	 

	G3.8
	The Supplier must have a policy in place, to be agreed with STA, to ensure
the security of data on computers and the security of data on the network. 
The Supplier shall ensure that: 
· all computers are password-protected
· all computers lock automatically after five minutes of inactivity
· STA Data is not stored or transported on removable media devices (CD writer, DVD writer, memory sticks and similar); 
· Data files are stored on network drives and not the local hard disk; and
· all portable media is encrypted.
	 

	G3.9
	The Supplier will co-operate with STA at all times to allow access to
Supplier premises and systems to allow assurance to take place that all plans policies and procedures are being complied with by the Supplier, or to verify any suspected security issues.
	 



G4	Equalities
	No
	Requirement

	G4.1
	The Supplier will at all times comply with and require that its sub-Suppliers comply with the Equality Act 2010.

	G4.2
	The Supplier will provide reports and other Management Information to STA, at intervals to be agreed, to demonstrate that the Supplier and its sub-Suppliers are fulfilling their obligations under the Equality Act 2010, including examples of access arrangements.

	G4.3
	The Supplier shall agree and implement any changes to the equality plan in line with STA Change Control Procedure.

	G4.4
	The Supplier shall nominate a representative for all equalities issues.

	G4.5
	The Supplier shall produce an equality plan for each call-off outlining their commitment and compliance to the Equality Act 2010 and report at regular intervals (checkpoint reports) and include a final statement within the final administration report.

	G4.6
	The Supplier will include within the equality plan the strategy for recruiting and selecting modifiers. The Supplier will provide evidence of a fair, open and transparent process, including but not limited to protective characteristics.

	G4.7
	The Supplier will consider equalities issues when proposing modifications and include in any administration guidance and training information advice on dealing with pupils that require access arrangements. 



G5	Business continuity 

	No
	Requirement

	G5.1
	The Supplier must ensure that their Business Continuity Management
System (BCMS) is aligned to BS25999, meets the Cabinet Office SPF
requirements and has been approved by the Supplier board/executive and
by STA.

	G5.2
	The Supplier must develop, provide and maintain an incident management
plan and business continuity plan that ensures no interruption to or failure
of service such, that successful delivery of the project is at risk.

	G5.3
	The Supplier must ensure that the services and associated data are backed
up daily. As a minimum, the Supplier must provide a weekly full backup
supplemented by a daily incremental backup. The Supplier must ensure that
there are at least two copies of each backup stored securely, one of which
should be held off-site.

	G5.4
	The Supplier must ensure that an appropriate media rotation procedure is
followed, in line with ISO/IEC 27001 and Government security policies.



G6     Resources
	No
	Requirement

	G6.1
	The Supplier must have suitably qualified and experienced staff (or immediate plans to access these resources, as appropriate). Skills and qualifications of identified Key Personnel should cover all major aspects of the Service including commercial management, project management, technical skills and general management.  

	G6.2
	The Supplier must agree with STA which posts are considered as key posts, where knowledge or skills are critical to success.

	G6.3
	The Supplier must maintain up-to-date CVs of all key personnel and make them available on request.

	G6.4
	The Supplier must provide advance notification to STA of any changes in key personnel. Replacement personnel should have equivalent skills and qualifications and STA reserve the right to refuse proposed replacements.

	G6.5
	Suppliers should demonstrate that where there are plans to use third party sub-contracted resources or services, that these are reliable, available and meet other criteria outlined in this SoR, especially Security. The Supplier must provide and maintain details of who these resources are, how they will be used and how they will be managed.

	G6.6
	The contractor is required to support the Department’s apprenticeship policy whilst delivering this contract. The successful tenderer shall employ apprentices, and report to the Department numbers of apprentices employed during the delivery of this contract. 
The contractor shall strive towards the target of five per cent of the employees, or that a similar specified proportion of hours worked in delivering the contract (including administration and support staff and sub- contractors), being delivered by one or more employees on a formal apprenticeship programme.




G7	Quality
	No
	Requirement

	G7.1
	The Supplier must adopt quality standards across the range of activities and requirements in the services. Quality should be built in from the start, not 'tested in' later.

Relevant standards might include, but are not limited to, British standards in areas such as information security and quality management. The Supplier must identify any relevant quality standards in their response.

	G7.2
	The Supplier must ensure that all project staff, engaged in the delivery of the services have a level of knowledge of the contractual terms and conditions commensurate with the level of their responsibility and involvement.

	G7.3
	The Supplier shall nominate an individual who will act as the point of contact for quality issues.

	G7.4
	The Supplier shall provide the Services in compliance with the quality plan.

	G7.5
	The Supplier shall agree and implement any changes to the quality plan in line with STA's Change Control Procedure.




G8	Exit and transition

	No
	Requirement

	G8.1
	The Supplier will provide and maintain a detailed, fully resourced and costed exit and transition plan to ensure the smooth transition of Services to a successor service provider.

	G8.2
	The Supplier will provide a detailed statement in the exit and transition plan of all its requirements for the support it requires from STA to ensure smooth transition of service to a successor service provider at the expiry or termination of any call-off from the Framework.  

	G8.3
	The Supplier must provide, and maintain, a list of all assets, for example
materials software, data, people, contracts and other agreements planned
to be used in the delivery of services.  

The Supplier must identify assets that it anticipates will be transferred to STA on expiry or termination of the Framework or on completion of any individual call-off order. The Supplier must also document the arrangements for and handing over such materials to STA.













Part B: Core Technical Services 
Modified test production process
The modified tests are developed using the following process:

· Items that have been included in the STA’s item validation trial (IVT) are reviewed by the Modified Test Agency (MTA) and a report is produced to indicate issues with any items. This information is used by STA to determine which items are suitable for the next stage of the process. [This activity generally takes place in June.]
· A meeting is held (Modification meeting 1) between STA and the MTA to review all items that have been included in the STA’s technical pre-test (TPT) and discuss possible modifications. [This activity generally takes place in May / June.]
· Following Modification meeting 1, the MTA produces a ‘draft proof’ for each item suggesting how the item needs to be modified for each test version (i.e. braille, modified large print or hearing impaired versions). [This activity generally takes place in July / August.]
· The draft proof is reviewed by STA and comments are provided. On receipt of the feedback, the MTA produces a discussion proof with final proposed modifications for each item in the TPT and handed over to the STA. This discussion proof is then stored in the item bank until such time that an item is selected for the live test. [Live test construction generally takes place in October.]
· Following the construction of the live test, the MTA will receive all the discussion proofs for the selected items. These discussion proofs may have been developed a number of years before depending on when the item was originally written. The MTA will review the discussion proofs and ensure there are no additional modifications they would propose. [This activity generally takes place in November.]
· A meeting is held (Modification meeting 2) between STA and the MTA to finalise the modified proofs for all items selected for inclusion in the live test. [This activity generally takes place in December.]
· Following Modification meeting 2, the MTA will circulate final copies of the modified proofs. These will be signed off by STA. [This activity generally takes place in January / February.]
· The MTA will then construct the modified test versions and undertake full quality assurance checks to ensure the final versions are as intended and error free. STA will undertake one round of proofing on the materials unless significant errors are found in which case additional rounds will be required. [This activity generally takes place in February.]
· The MTA will hand over a final sign off copy of each test for STA to approve. [This activity generally takes place in March.]
· Once approval to proceed has been provided by STA, the MTA will handover electronic files for printing. [This activity generally takes place in March.]

This process is followed for each subject with separate meetings and activities taking place. In some instances, meetings and activities across levels / key stages for the same subject may be combined. 

The Supplier is required to provide modified large print and braille versions of the standard tests, and stimulus material to support pupils with hearing impairment and pupils who use sign language for selected assessment. The test production should be of a high standard equivalent to that required for National Curriculum Tests.

At present, modified version are required for all national curriculum tests including the following: the phonics screening check; key stage 1 tests in English reading, English grammar punctuation and spelling and mathematics; key stage 2 tests in English reading, English grammar punctuation and spelling and mathematics; and key stage 2 science sampling tests. However, this is subject to change depending on government policy. The tests required for modification will be specified in each call off.

All tests, except the science sampling test, take place annually. The science sampling test takes place biennially and will next go live in 2020. 

CT1 Expertise
	No
	Requirement

	CT1.1
	The Supplier is responsible for identification/recruitment and management of a team of specialist Modifiers (both Visually Impaired and Hearing Impaired specialists) in order to prepare specifications for modifications. 

	CT1.2
	Modifiers will be required to have appropriate specialist knowledge of assessing pupils with visual and hearing impairment, and be subject experts and qualified teachers of pupils with visual/hearing impairment with current or recent experience. Modifiers of braille materials should also be familiar with the process of teaching the subject through braille.

	CT1.3
	The Supplier's project team must have knowledge and experience of modified materials.



CT2 Modified Process
Modification follows a set process. The supplier will need to ensure the requirements of each specific meeting are met.
	No
	Requirement

	CT2.1
	Start up meeting
· The Supplier will be responsible for drawing up a detailed modification timetable for each subject and key stage within the constraints of the call off to be agreed with STA
· The supplier will be responsible for developing product descriptions to manage the work to be delivered in the call off.

A separate meeting will also be held with the STA’s modified print supplier to ensure dependencies are identified and managed.

	CT2.2
	Item Validation Trial Report
The Supplier will receive copies of all items to be included in the Item Validation Trial (IVT) and complete an initial assessment of them. The supplier must provide a written report to STA with the outcome of their assessment. This report will provide information on all items and state whether they:
· require no modification
· require modification
· are unsuitable for modification or
· are unsuitable topics for children with special educational needs (SEN), visual impairment (VI) or hearing impairment (HI).

	CT2.3
	Modification meeting 1
In advance of the meeting, STA will provide the Supplier with copies of all items that are included in the technical pre-test (TPT), including their mark schemes, electronically via the portal. The Supplier will undertake an initial review of the materials to indicate potential modifications required for the different modified versions of the test.

The Supplier will attend Meeting 1 with STA staff to recommend and discuss principles of modifications based on the modifier's initial review of the items.

The Supplier will be responsible for takes notes at the meeting. These notes will be signed off by STA as an agreed record of decisions.

	CT2.4
	Draft proof and discussion proof
Following Meeting 1, the Supplier will produce draft proofs for each item based on the discussion in Meeting 1. The supplier will circulate the draft proof to STA and other stakeholders for comment.

The supplier will be responsible for the collation of comments and the production of the discussion proof for each item. The discussion proof will be handed over to STA by the Supplier for storage in the item bank.

	CT2.5
	Before modification meeting 2
Once the live test has been constructed, STA will send the Supplier copies of the discussion proofs for all items selected. These will be reviewed by the Supplier and any final proposed changes indicated.

Five days before meeting 2, the MTA must send copies of the following to STA:
· MLP discussion proofs
· braille discussion proofs (including diagram sketches/specifications)
· HI discussion proofs 
· the MLP and braille modifications mark-up produced after draft proof
· discussion proofs for the guidance notes
· discussion proofs for mark scheme amendments.

	CT 2.6
	Modification meeting 2
The Supplier, including project staff and modifiers, will attend Meeting 2 with STA.  The purpose of the meeting is to agree final modifications to Braille and MLP versions and to agree any amendments to mark scheme amendments (MSA) and other guidance materials.  

The Supplier will maintain a complete record of changes agreed at the meeting, to be signed off by STA, and produce a clear final mark-up of MLP and Braille discussion proofs. The meeting will also agree the specification of any physical models required.

The Supplier will be responsible for the circulation of final modified proofs after the meeting for sign off.

	CT2.7
	HI Meeting
The Supplier will hold a meeting with HI specialist(s) to compile guidance to support pupils using BSL and / or lip reading. The specialists must have expertise in modifying for pupils in each subject / key stage using BSL and lip reading. 

	CT2.8
	First proof MLP, braille and HI
The Supplier is responsible for the production of 1st proof of MLP and Braille versions of the tests and HI materials where appropriate based on the signed off modified proof. The 1st proof must be quality assured with reference to Modified Test Production Process (page 10) before dispatch to STA, including a proof by their modifier.

The Supplier will send the 1st proof of MLP, braille, and HI materials to STA for STA to undertake a proofing round on the documents. The Supplier is responsible for making any amendments to the 1st proof based on feedback from STA. If significant amendments are required at 1st proof stage, further proofing rounds may be required. If these amendments are required as a result of errors by the Supplier, the costs of additional rounds of proofing will be borne by the Supplier. 

All materials must be quality assured to the highest standards to ensure that the newly-originated modified tests do not include any errors or unintended differences from the standard tests. This must include:
· a parallel read of all discussion proofs against the standard tests to ensure that the discussion proof of the modified tests includes any changes which have taken place in the standard test.  
· a review of modified documents to ensure that a consistent approach has been taken.


	CT2.9
	Sign off (approval to print)
Following the proofing process, the Supplier will produce a sign off copy and dispatch to STA. This will include a full list of all documents produced to ensure a full set of materials is received. 

STA will issue an ‘Approval to print’ proforma once the materials are signed off. The Supplier will then provide electronic versions for handover to print.

	CT2.10
	Project close down report
At the end of the call off, the Supplier will be responsible for conducting a review of the helpline, modification, proofing and production processes using feedback from schools and STA.

The supplier will produce a report to inform future cycles.





CT3 Guidance Materials – for administration and marking of modified tests
Refer to Annex 2 for a typical list of all documents
	No
	Requirement

	CT3.1
	The responsibility for producing guidance will be specified within the call off. 
If the guidance is to be produced by STA, the Supplier will provide STA with the information necessary for the production of guidance materials: outlining all specific requirements for the administration and marking of each modified test. 
If the guidance is to be produced by the Supplier, STA will provide the Supplier with appropriate templates and previous versions for the presentation of guidance information.
Guidance will contain:
· General and test-specific guidance on how to administer the modified tests to pupils with visual impairment, pupils with a hearing impairment (pupils who use sign language or oralist support)
· Specifications for any materials or models provided specifically for the modified tests and their assembly (as necessary)

	CT3.2
	The Supplier must produce guidance documentation to assist markers to mark the modified versions of the questions, making explicit the differences between the standard and modified mark schemes for each test to enable markers (or teachers in the case of key stage 1 tests) to mark the tests accurately.

	CT3.3
	The handover of any material should be via the STA portal. If for any reason, the portal fails, handover materials will need to be sent via Egress. 






CT4 Braille Papers
The test booklets and supporting materials for each subject and level are transcribed to braille along with any modifications or amendments as agreed in the IVT Modifier’s Report. A transcript of each braille booklet and set of supporting materials is also produced, so that it is clear to a non-braille reader exactly what each test contains.
	No
	Requirement

	CT4.1
	The supplier must construct a braille version of each test in time for Modification meeting 2, along with any required supporting materials (for example a Reading booklet). Any suggested amendments from Modification meeting 2 will need to be actioned in the First Proof. 

The braille versions must meet the following minimum criteria:

Key stage 1 and 2 Tests:
· Key stage 1 braille papers (A4: 297 x 210 mm – portrait), bound with treasury tags. 
· Exception: Key stage 1 English reading – reading prompt and answer booklet (‘Braille A4’: 275 x 297mm), bound with treasury tags.
· Key stage 2 braille papers (‘Braille A4’: 275 x 297mm), bound with treasury tags. 
· Contracted (Grade 2) Braille
· Diagrams can be integrated within the text, preferably appearing on the facing page to the relevant question 
· Diagrams / sheets needing pupils to draw upon should be attached loosely at the back of the test booklet

Key stage 1 Phonics Screening Check:
· (A4: 297 x 210mm), bound with treasury tags. 
· Uncontracted (Grade 1) braille
· No images of monsters required (see example phonics booklet)

Additional criteria for these and any other assessments will be specified in individual call-offs.

	CT4.2
	The supplier must devise a method for pupils to clearly and unambiguously identify specific parts of a diagram or tactile image where a particular item requires it. [For example, identifying a particular column on a bar chart]

	CT4.3
	The Supplier must provide a transcript of all braille test booklets for all tests, and of all braille supporting materials.



CT5 3D Models
Certain items in the standard test will have a diagram showing a 3D drawing or object, or other illustration, and may need to have a simplified physical model produced, which a visually impaired pupil or pupil with learning difficulties can safely and easily handle. Guidance on how the test administrator should introduce the model(s) to pupils should also be provided.
	No
	Requirement

	CT5.1
	Based on the content of the standard version of the test, the supplier shall advise where the production of a model, or models, will help a visually impaired pupil to access a question and, based on their expertise, suggest suitable specifications for the production of the model(s).
The suggested specification for models should be appropriate for the age group, be safe to handle and be durable. The specification for any models must be provided at Modification meeting 2, providing as a minimum, the dimensions, materials, colours, and a 3d technical diagram. 

	CT5.2
	The Supplier must provide guidance to test administrators on the use of the models, and any additional guidance applicable to the mark scheme.



CT6 Modified Large Print
In the Modified Large Print (MLP) version of the tests, the layout of questions can be amended; text and images can also be simplified or completely removed if not needed for visually impaired pupils to access and answer a question.
Any amendments need to be discussed and agreed with STA. 
	No
	Requirement

	CT6.1
	The supplier must construct an MLP version of each test following Modification meeting 2, along with any required supporting materials (for example, a Reading booklet). Templates will be provided. The MLP versions must meet the following minimum criteria:
Key stage 1 and 2:
· MLP tests produced on Japanese B4 (JPB4 – 257mm x 364mm)
· Font used is Helvetica:  18 point for normal text, 24 point for text that is highlighted/emboldened in the standard version of the text.



CT7 Materials to support hearing impaired (HI) pupils, or those who use sign language
Support materials for hearing impaired (HI) pupils will need to be produced for tests where elements of the test will be read aloud by a teacher or administrator to pupils.
	No
	Requirement

	CT7.1
	The supplier must produce support materials for Hearing Impaired (HI) pupils for test materials, which are delivered orally.
These may be in the form of “flash cards”, or other materials, which can be presented to pupils to aid in the understanding of test questions.



CT8 Specialist Helpline
The Supplier will provide a specialist helpline service for schools and other users of modified tests.
	No
	Requirement

	CT8.1
	The Supplier will ensure that the Specialist Helpline is operational throughout full relevant test cycle, i.e. from start of the school year in September through to the end of the summer term.

	CT8.2
	In conjunction with and in addition to handling and recording schools' orders, the helpline will be able to provide specialist advice, including advice on appropriate use of modified test formats, ordering and distribution, and administration of the tests (such as access arrangements).

	CT8.3
	The Supplier must ensure the helpline is sufficiently resourced to cope with peak demands. The key periods are during the test order window (Oct-Feb), the dispatch window (April) and the test administration window (generally May, although Phonics checks are administered in June).

	CT8.4
	Members of the Supplier's project team will be required to provide advice to Supplier helpline staff on queries requiring specialist VI or HI input (any contentious issues should be passed to STA). If this advice is not available in the project team or from the team of modifiers, the supplier will be required to bring in external specialist knowledge for this purpose.

	CT8.5
	The Supplier will ensure that:
· 95% of calls to the Specialist Helpline are answered within 60 seconds.
· The Specialist Helpline is operational from 08.30 to 17.30 (08.00 to 18.00 during test weeks) on school days.
· There is a means of capturing a message from the enquirer outside of the above hours. Messages must be acknowledged the next working day.
· Customer telephone enquiries are responded to on the same or next working day.
· Customer written enquiries are responded to within 7 working days.
· Customer complaints are responded to within 5 working days.
· All schools’ enquiries are logged onto an appropriate database.
· Specialist HI and VI advice on ordering and administering the modified tests is available.

	CT8.6
	The supplier will help to validate school orders for modified tests by contacting those STA identifies as having anomalies. STA will provide a spreadsheet to the supplier to record the outcome of the contact that will be returned to STA. STA will provide the contact list weekly on a Monday and the Supplier should return the update sheet to STA on Friday afternoon.



Indicative figures based on the 2017/8 cycle (figures rounded to the nearest 50)
Key stages 1 and 2 statutory tests – approximately 1500 inbound and outbound telephone calls; approximately 3000 e-mails sent and received; approximately 1000 orders validated per year
Past papers print on demand – up to 500 orders
CT9 Order Management
The Supplier will be responsible for receiving, and logging on STA's test orders website, details of any orders for modified test materials that have not been directly entered on website by schools, and providing order updates directly to STA's website to an agreed schedule. Order management will generally involve logging (or updating) orders on STA's test orders website after the official deadline for ordering.
	No
	Requirement

	CT9.1
	The Supplier should capture orders for modified tests on behalf of a school (for example, in response to a helpdesk call).

	CT9.2
	The Supplier will be responsible for orders placed after the official deadlines for the statutory test orders (e.g. a late diagnosis, or school transfer) must be honoured up to and including the test administration period as far as reasonably possible.

	CT9.3
	The Supplier will also be responsible for validating all orders that do not meet validation criteria pre-agreed between STA and the Supplier.

	CT9.4
	The Supplier shall ensure that all schools’ orders are received and validated:
· on an ongoing basis as soon as the test orders system is made available (from the beginning of October to mid-June) and completed within 14 days of the test orders system closing;
· within 24 hours for late orders; 
· immediately for orders received the week before tests or during test weeks; 
· with no more than 1% error tolerance in accuracy of data.


	CT9.5
	The Supplier will liaise closely with STA with regards to recording and transferring accurate information about test orders securely. STA will be responsible for providing login and username details. If the Supplier is unable to update STA's orders website directly for any reason, they will be expected to provide updates to STA in an alternative compatible format.
The method of logging orders on STA’s website may change from 2019/20. This will be detailed within the relevant Call-Off’s.



CT10 Past Paper Service
Modified tests from previous cycles are often used by schools to help determine the most appropriate type of modified paper for a pupil.
	No
	Requirement

	CT10.1
	The Supplier is required to provide an on-demand past paper service to schools that contact the Helpline requesting practice materials.

	CT10.2
	The Supplier shall fulfil orders for past papers (for the previous three years’ tests) in MLP and braille. Files will be supplied by STA, where needed, to fulfil these orders. (Approximately 500 papers ordered per year)


CT11 Delivery Requirements
	No
	Requirement

	CT11.1
	Final agreed versions of the modified test materials must be supplied by the Supplier in hardcopy and electronic (InDesign, or compatible open artwork files by prior agreement) to STA for printing and distribution to an agreed timeline and format.

	CT11.2
	The Supplier will deposit materials under development with STA in both hard and electronic copy at key stages throughout the cycle. A schedule for deposits will be agreed at the beginning of the cycle(s).

	CT11.3
	Materials will need to be supplied at each appropriate stage in the following format:
· a minimum of 2 hard copies
· PDF files and/or open artwork files as required.PDF files and/or open artwork files as required
A full list of all documents produced must be provided to ensure completeness.

	CT11.4
	The copyright of all final materials will rest with STA.

	CT11.5
	The Supplier must produce all materials in accordance with the principles and technical requirements in Annex 1 Guidance notes for use by modifiers, and with the requirements of the Ofqual regulatory framework and STA's house style.

	CT11.6
	The Supplier shall work with STA to agree a schedule for origination, proofing and sign off.

	CT11.7
	The Supplier shall provide the test materials so that they are consistent with, and provide continuity with previous years in terms of style and format.




CT12 Downloadable electronic versions of test materials (not scored)
The STA is considering the viability of providing downloadable, modifiable, electronic versions of test materials. At present, the modified versions provided by STA do not allow all pupils to access the tests without further modifications made by the school. This means some schools are currently re-typing the tests in the days before the administration, which can lead to errors. A proposal is sought through this procurement to address this issue. STA will determine in each call-off from the Framework whether electronic versions are required.
	No
	Requirement

	CT12.1
	The Supplier must produce downloadable versions of modified test materials that will be available to schools who request them. 
The materials must be provided in an appropriate format that can be accessed by all schools.
The materials will enable schools to make further modifications to ensure pupils can access the tests.
Guidance must also be provided to schools to make clear when additional modification is not possible (for example, diagrams where lengths of lines must be preserved).

	CT12.2
	The Supplier will be responsible for determining any changes to the current modification process to enable the development of the electronic versions. Any process changes will be agreed with STA.


CT13 Performance and Quality Requirements
	No
	Requirement

	CT13.1
	The Supplier will conform to performance targets in relation to quality, efficiency and adherence to the timetable as laid out in each call-off. Progress towards these targets will be regularly reviewed against agreed performance criteria. Stage payments will be linked to key milestones (critical steps) in the call-off. STA will review quality at each milestone so that payment can be agreed.

	CT13.2
	The Supplier is expected to be aware of issues relating to any relevant legislation and provide appropriate advice in relation to the materials being developed and advise STA accordingly. The Supplier will ensure access and equality of opportunity, whilst safeguarding the integrity of the assessment.

	CT13.3
	The Supplier shall ensure that, where used, each and every proposed sub-Contractor, consortium member and adviser abides by the terms of the Framework Agreement and any specific call-off requirements.

	CT13.4
	During the lifetime of this Framework there may be some changes in the requirements (e.g. responding to new government initiatives) and changes to the structure of STA. Change control procedures will be implemented if necessary and any additional costs incurred by the Supplier as a result of such decisions will need to be agreed in advance by STA. The Supplier will be required to comply with all reasonable requests under the terms of the contract and specification. Working with STA in a flexible and accommodating way is part of the customer-supplier relationship with STA.

	CT13.5
	The Supplier shall ensure there are:
· Quality control checks in operation at key points in origination schedules.
· Appointed person(s) responsible for ensuring quality of all materials (i.e. with respect to accuracy, completeness, collation and confidentiality as defined elsewhere in this document), and to act as a central point of contact on these issues.
· Appointed person(s) familiar with modified materials, and standard materials.


	CT13.6
	The Supplier shall ensure that proofing follows STA’s agreed proofing process, and be to the highest standard. There must be appropriate proof reading and quality assurance arrangements in place to ensure that materials are handed to STA without errors at each stage of origination and proofing.
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	Key Elements
	Key Deliverables
	Success Criteria
	Measurement

	Appointment and training of modifiers
	· Sufficient modifiers to provide specialist VI and HI advice.
· Training sessions for modifiers and 
· Project handbook.
	· Modifiers suitably qualified i.e. with a clear understanding of the modification process and the range and type of modifications that are appropriate to maintaining the nature and demand of the test without advantaging or disadvantaging the pupil.
· Briefing sessions and handbook provided to agreed schedule (0% slippage) and of required quality.
· Modifiers suitably trained and capable of delivering contract objectives to required quality and agreed schedule (0% slippage).
	· Initial submission of CVs and or qualifications of the modifiers for approval by STA.
· Quality of modifiers’ advice as demonstrated the quality of reports and input to proofs, i.e. consistent with principles of modification and clearly reflecting all agreed decisions.
· STA to agree briefing agenda & handbook contents and to attend and confirm quality of training sessions.
· Stakeholder feedback is positive about materials


	Proofing/sign off of master copies of tests
	· Proofs of master copies from draft proof to sign-off (‘approval to print’), and collated comments.

	· Discussion and first proofs as near final version of materials as possible.
· Discussion proof to:
· conform to modifier’s specification;
· match standard handover except where modifications agreed
· be complete (e.g. containing diagrams, or specifications in the case of models and braille diagrams, subject-specific information in mental mathematics scripts);
· take into account any format, style or standard wording (e.g. of copyright statements) agreed with STA.
· Production of each proof to agreed schedule (0% slippage) and quality 
· No more than 4 errors* at 1st proof and no errors at sign off.  Proofs to contain all agreed changes, and error must be actioned by next proof stage.
*A proofing error is defined as:
· content not correct regardless of whether it has been picked up by STA or where any changes suggested by STA have not acted upon. It would not necessarily include an amendment to wording provided at the time of, or after the final proof, but would include any grammatical, punctuation, spelling or stylistic errors identified in the final proofs;
· new errors appearing in a proof or sign off version that did not arise from implementing a mark-up instruction in a previous version.
· Sufficient checks carried out to ensure high quality proofs of test and guidance materials at key stages of the proofing and production process e.g. by Quality Manager.
· Proofs based on common and clear agreement of decisions made at meetings with STA subject researchers and each proof stage, supported by collated comments from previous mark-ups that are comprehensive and clearly state author of comments and decisions reached.  
· Relevant STA subject researcher consulted on any difference of opinion or ambiguity in mark-ups prior to production of next proof (or explanation provided where an instruction is not followed and agreement reached with researcher).
	· E-mail confirmation by Supplier to STA as each stage completed (despatch, receipt of materials). 
· STA to assess and report on quality of materials at each proof stage, signing off materials at final proof.
· Updates from Supplier on issues/progress at monthly project management meetings.


	Guidance materials
	· Proofs of guidance and associated materials from draft to sign-off (‘approval to print’), and collated comments.
	· As for ‘proofing/sign off’.
· Draft and discussion proofs of guidance, models and diagrams (or specifications for) and mark scheme amendments provided, alongside tests as far as possible.  Guidance may follow separate schedule, but this must be as close to the test materials proofing schedule as possible.
· Guidance accessible to non-specialists.

	· E-mail confirmation by Supplier to STA as each stage completed (despatch, receipt of materials). 
· Updates from Supplier at monthly project management meetings on quality of proofs and progress against deadlines.
· STA to assess and report on quality of materials at each proof stage, signing off materials at final proof stage.


	School orders
	· Receipt and validation of school test orders.

	· All schools' orders received and validated:
· validation within 14 working days of order deadline passing for STA website orders; 
· validated within 24 hours for late orders; 
· immediate validation for orders received week before tests or during test weeks; 
· Validation criteria to be agreed with STA.
	· Summary reports from Supplier at fortnightly KIT meetings on number of orders received and validated, and daily at peak times (mid-March to the end of test week), highlighting key points/trends.

	Database
	· Maintaining on site database of customer enquiries.
· Maintaining database of orders for KS1.
· Updating STA’s test orders database (KS2).
	· All schools' enquiries/orders logged accurately
· Test orders databases updated accurately and daily.
	Number of errors in order data following validation (excluding errors resulting from failure of school to identify incorrect order information following receipt of order confirmation from Supplier)

	Helpline
	Answering customer enquiries (from schools, LAs, etc.), including enquiries about orders.
	· 95% of calls to be answered within 60 seconds.
· Customer helplines to be operational from 08.30 to 17.30 h (08:00 to 18:00 during test weeks) on school days.
· Customer telephone enquiries responded to on the same or next working day.
· Customer written enquiries responded to within 7 working days.
· Customer complaints responded to within 5 working days.
· All schools’ enquiries logged on database.
· Specialist HI and VI advice on ordering and administering the modified tests available.
· Helpline to meet 'out of hours' success criteria under 'Quality control' below.
	· Updates on call and correspondence logs from Supplier at monthly project management meetings.
· Number of verifiable negative comments about service provided by Supplier helpline from customers.

	Project coordination
	· Overall coordination of modified tests production across different Supplier sites (where relevant), and with external stakeholders, including:
· Management of relevant personnel, systems, etc.
· Regular review of management systems
· Schedule for each stage of origination process.
· Participation in monthly or more frequent project management meetings. 
· Provision of updates/reports: checkpoint reports, risk registers, financial spreadsheets, call/correspondence and order logs.
· project review at end of each test cycle
	· Delivery of project objectives to agreed schedule and specification (as defined elsewhere in SLA), and any issues/problems dealt with promptly and in consultation with STA.
· Procedural guide discussed and agreed with STA during first month of cycle.
· First draft schedule covering all stages of cycle, discussed and agreed with STA. Schedule subject to regular reviews (at least monthly, or as changes identified).
· STA consulted on any changes to schedules, and subject to STA’s agreement, revised schedule provided immediately.
· High quality error-free and consistent materials.
· Regular provision reports/updates (weekly or more frequently during peak periods) in simple format to be agreed with STA.
· High quality project review reports identifying lessons learned from test cycle and providing clear steer for future.
· MI systems compatible with those of STA (and other suppliers if necessary).

	· Via reports provided by Supplier at monthly project management meetings on quality of proofing, adherence to schedules, etc., supplemented by conference calls, e-mail and telephone calls (as appropriate) to feed into regular performance reviews.
· Number of reports of errors/breaches of confidentiality.
· STA to assess and sign off quality of project review reports.

	Quality control
	· Effective quality control checks.
· Appointment of designated member of Supplier’s staff for quality control.  
	· Quality control checks in operation at key points in origination schedules.
· Appointed person responsible for ensuring quality of all materials (i.e. with respect to accuracy, completeness, collation and confidentiality as defined elsewhere in this document), and to act as a central point of contact on these issues.
· Appointed person(s) familiar with modified materials, including MLP, Braille and standard materials.
· STA agreement of member of staff appointed to this role.
· Out of hours requirement before test days: named helpline staff and MTA managers to check text messages (and if possible e-mails) from 7 am to 10pm from Friday before test week to the end of test week, and if problems identified in tests post-sign off urgently require resolution for tests the following working day, arrive at work by 7am.
	· STA to agree quality control checks.
· Updates from Supplier at monthly project management meetings.
· Problems identified in tests post sign-off resolved before tests administered where possible.


	Secure packaging
	Packaging to maintain confidentiality of test information.
	· All test and guidance packaging sufficiently opaque, tightly fitting, and tamper and tear proof to maintain security and confidentiality.
· Minimum 99% secure delivery of packages and maintenance of confidentiality of contents.
· Immediate follow up to minimise/avoid breaches of confidentiality. 
· Report any loss of/failure to deliver materials to STA within 3 hours of discovery. Written report provided same day. Daily updates provided thereafter.
	· Number of reports of errors/breaches of confidentiality
· Updates from Supplier at monthly project management meetings, and daily at peak times (mid-March to the end of test week).

	Security
	· All materials handled securely to maintain confidentiality at all times, in accordance with the Security arrangement report provided by STA Security Manager
· HMG SPF Commercial assurance compliance
· HMG Cyber essentials scheme compliance
	· All materials must be handled and stored in line with requirements specified by the STA Security Manager.
· Follow up on packages that are not received by scheduled date and time within 3 hours to minimise/avoid breaches of confidentiality. 
· Reporting of any security breaches (actual or potential) within 3 hours of discovery.
· Statutory KS2 test proof to be via a carrier that provides instant feedback on the location of packages (e.g. timed next day delivery service).
· STA sign-off of HMG SPF commercial assurance and HMG Cyber Essentials scheme compliance
	Via a monthly performance report on security breaches or non breaches
Relevant documentation, including risks register and Security action plan (if required) submitted to STA and approved.








	Key Elements
	Key Deliverables
	Success Criteria
	Measurement

	Appointment and training of modifiers
	· Sufficient modifiers to provide specialist VI and HI advice.
· Training sessions for modifiers and 
· Project handbook.
	· Modifiers suitably qualified i.e. with a clear understanding of the modification process and the range and type of modifications that are appropriate to maintaining the nature and demand of the test without advantaging or disadvantaging the pupil.
· Briefing sessions and handbook provided to agreed schedule (0% slippage) and of required quality.
· Modifiers suitably trained and capable of delivering contract objectives to required quality and agreed schedule (0% slippage).
	· Initial submission of CVs and or qualifications of the modifiers for approval by STA.
· Quality of modifiers’ advice as demonstrated the quality of reports and input to proofs, i.e. consistent with principles of modification and clearly reflecting all agreed decisions.
· STA to agree briefing agenda & handbook contents and to attend and confirm quality of training sessions.
· Stakeholder feedback is positive about materials


	Proofing/sign off of master copies of tests
	· Proofs of master copies from draft proof to sign-off (‘approval to print’), and collated comments.

	· Discussion and first proofs as near final version of materials as possible.
· Discussion proof to:
· conform to modifier’s specification;
· match standard handover except where modifications agreed
· be complete (e.g. containing diagrams, or specifications in the case of models and braille diagrams, subject-specific information in mental mathematics scripts);
· take into account any format, style or standard wording (e.g. of copyright statements) agreed with STA.
· Production of each proof to agreed schedule (0% slippage) and quality 
· No more than 4 errors* at 1st proof and no errors at sign off.  Proofs to contain all agreed changes, and error must be actioned by next proof stage.
*A proofing error is defined as:
· content not correct regardless of whether it has been picked up by STA or where any changes suggested by STA have not acted upon. It would not necessarily include an amendment to wording provided at the time of, or after the final proof, but would include any grammatical, punctuation, spelling or stylistic errors identified in the final proofs;
· new errors appearing in a proof or sign off version that did not arise from implementing a mark-up instruction in a previous version.
· Sufficient checks carried out to ensure high quality proofs of test and guidance materials at key stages of the proofing and production process e.g. by Quality Manager.
· Proofs based on common and clear agreement of decisions made at meetings with STA subject researchers and each proof stage, supported by collated comments from previous mark-ups that are comprehensive and clearly state author of comments and decisions reached.  
· Relevant STA subject researcher consulted on any difference of opinion or ambiguity in mark-ups prior to production of next proof (or explanation provided where an instruction is not followed and agreement reached with researcher).
	· E-mail confirmation by Supplier to STA as each stage completed (despatch, receipt of materials). 
· STA to assess and report on quality of materials at each proof stage, signing off materials at final proof.
· Updates from Supplier on issues/progress at monthly project management meetings.


	Guidance materials
	· Proofs of guidance and associated materials from draft to sign-off (‘approval to print’), and collated comments.
	· As for ‘proofing/sign off’.
· Draft and discussion proofs of guidance, models and diagrams (or specifications for) and mark scheme amendments provided, alongside tests as far as possible.  Guidance may follow separate schedule, but this must be as close to the test materials proofing schedule as possible.
· Guidance accessible to non-specialists.

	· E-mail confirmation by Supplier to STA as each stage completed (despatch, receipt of materials). 
· Updates from Supplier at monthly project management meetings on quality of proofs and progress against deadlines.
· STA to assess and report on quality of materials at each proof stage, signing off materials at final proof stage.


	School orders including electronic and downloadable versions of tests
	· Receipt and validation of school test orders.

	· All schools' orders received and validated:
· validation within 14 working days of order deadline passing for STA website orders; 
· validated within 24 hours for late orders; 
· immediate validation for orders received week before tests or during test weeks; 
· Validation criteria to be agreed with STA.
	· Summary reports from Supplier at fortnightly KIT meetings on number of orders received and validated, and daily at peak times (mid-March to the end of test week), highlighting key points/trends.

	Database
	· Maintaining on site database of customer enquiries.
· Maintaining database of orders for KS1.
· Updating STA’s test orders database (KS2).
	· All schools' enquiries/orders logged accurately
· Test orders databases updated accurately and daily.
	· Number of errors in order data following validation (excluding errors resulting from failure of school to identify incorrect order information following receipt of order confirmation from Supplier)

	Helpline
	Answering customer enquiries (from schools, LAs, etc.), including enquiries about orders.
	· 95% of calls to be answered within 60 seconds.
· Customer helplines to be operational from 08.30 to 17.30 h (08:00 to 18:00 during test weeks) on school days.
· Customer telephone enquiries responded to on the same or next working day.
· Customer written enquiries are responded to within 7 working days.
· Customer complaints are responded to within 5 working days.
· All schools’ enquiries are logged on database.
· Specialist HI and VI advice on ordering and administering the modified tests available.
· Helpline to meet 'out of hours' success criteria under 'Quality control' below.
	· Updates on call and correspondence logs from Supplier at monthly project management meetings.
· Number of verifiable negative comments about service provided by Supplier helpline from customers.

	Project coordination
	· Overall coordination of modified tests production across different Supplier sites (where relevant), and with external stakeholders, including:
· Management of relevant personnel, systems, etc.
· Regular review of management systems
· Schedule for each stage of origination process.
· Participation in monthly or more frequent project management meetings. 
· Provision of updates/reports: checkpoint reports, risk registers, financial spreadsheets, call/correspondence and order logs.
· project review at end of each test cycle
	· Delivery of project objectives to agreed schedule and specification (as defined elsewhere in SLA), and any issues/problems dealt with promptly and in consultation with STA.
· Procedural guide discussed and agreed with STA during first month of cycle.
· First draft schedule covering all stages of cycle, discussed and agreed with STA. Schedule subject to regular reviews (at least monthly, or as changes identified).
· STA consulted on any changes to schedules, and subject to STA’s agreement, revised schedule provided immediately.
· High quality error-free and consistent materials.
· Regular provision reports/updates (weekly or more frequently during peak periods) in simple format to be agreed with STA.
· High quality project review reports identifying lessons learned from test cycle and providing clear steer for future.
· MI systems compatible with those of STA (and other suppliers if necessary).

	· Via reports provided by Supplier at monthly project management meetings on quality of proofing, adherence to schedules, etc., supplemented by conference calls, e-mail and telephone calls (as appropriate) to feed into regular performance reviews.
· Number of reports of errors/breaches of confidentiality.
· STA to assess and sign off quality of project review reports.

	Quality control
	· Effective quality control checks.
· Appointment of designated member of Supplier’s staff for quality control.  
	· Quality control checks in operation at key points in origination schedules.
· Appointed person responsible for ensuring quality of all materials (i.e. with respect to accuracy, completeness, collation and confidentiality as defined elsewhere in this document), and to act as a central point of contact on these issues.
· Appointed person(s) familiar with modified materials, including MLP, Braille, and standard materials.
· STA agreement of member of staff appointed to this role.
· Out of hours requirement before test days: named helpline staff and MTA managers to check text messages (and if possible e-mails) from 7 am to 10pm from Friday before test week to the end of test week, and if problems identified in tests post-sign off urgently require resolution for tests the following working day, arrive at work by 7am.
	· STA to agree quality control checks.
· Updates from Supplier at monthly project management meetings.
· Problems identified in tests post sign-off resolved before tests administered where possible.


	Secure packaging
	Packaging to maintain confidentiality of test information.
	· All test and guidance packaging sufficiently opaque, tightly fitting, and tamper and tear proof to maintain security and confidentiality.
· Minimum 99% secure delivery of packages and maintenance of confidentiality of contents.
· Immediate follow up to minimise/avoid breaches of confidentiality. 
· Report any loss of/failure to deliver materials to STA within 3 hours of discovery. Written report provided same day. Daily updates provided thereafter.
	· Number of reports of errors/breaches of confidentiality
· Updates from Supplier at monthly project management meetings, and daily at peak times (mid-March to the end of test week).

	Security
	· All materials handled securely to maintain confidentiality at all times, in accordance with STA’s Security requirements
· HMG SPF Commercial assurance compliance
· HMG Cyber essentials scheme compliance
	· All materials must be handled and stored in line with requirements specified by STA 
· Follow up on packages that are not received by scheduled date and time within 3 hours to minimise/avoid breaches of confidentiality. 
· Reporting of any security breaches (actual or potential) within 3 hours of discovery.
· Statutory KS2 test proof to be via a carrier that provides instant feedback on the location of packages (e.g. timed next day delivery service).
· STA sign-off of security requirements compliance
	· Via a monthly performance report on security breaches or non breaches
· Relevant documentation, including risks register and Security action plan (if required) submitted to STA and approved.
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DOCUMENT 5
DECLARATIONS AND INFORMATION TO BE PROVIDED BY THE TENDERER
Framework Agreement Evaluation Stages
Tenders for the Framework Agreement will be evaluated in two stages as follows:
· [bookmark: _Toc271705751]Selection stage and; 
· Award stage.
[bookmark: _Toc377566173][bookmark: _Toc378779956][bookmark: _Toc402439323]Framework Agreement Selection Stage
The selection stage comprises of the following sections of the Tender Response:
	Tender Response Section
	Evaluation method

	A - Organisation Details
	Not scored: for information only

	B - Grounds for mandatory and discretionary exclusion  
	Scored: Pass or fail 

	C - Economic and Financial Standing
	Scored: Pass or fail 

	D – Technical and Professional Ability
	Scored: 9 marks from a maximum of 15 marks 

	E – DfE Contract Terms and Conditions
	Scored: Pass or fail

	F – Defining Different Types of Organisations
	Not scored: for information only



The objective of the selection stage is to ensure the suitability of tendering organisations to deliver the required services.
Only those tenderers successfully passing the selection stage will have their technical proposals evaluated through the award stage.
[bookmark: _Toc271705752][bookmark: _Toc377566174][bookmark: _Toc378779957][bookmark: _Toc402439324]
Framework Agreement Award Stage
The award stage comprises of the following sections of the Tender Response:

	Tender Response Section
	Evaluation method

	G - Technical Proposal
	Scored and weighted – as shown in Section H of the required template and award stage of this document.

	H -  Commercial Proposal
	Scored and weighted – 100 x (Lowest price / Tenderer’s price)


The objective of the award stage is to evaluate the technical and pricing proposals of qualified tenderers to meet the Department’s requirements. The Framework Agreement will be awarded to the four tenderers offering the most economically advantageous compliant proposal.
[bookmark: _Ref270684383]The four most economically advantageous compliant tenders will be determined by the combined scores of the technical and commercial evaluations.
Technical and commercial evaluations are afforded the following weightings:
Technical Proposal evaluation		70 per cent
Commercial Proposal evaluation		30 per cent
[bookmark: _Toc377566175][bookmark: _Toc378779958][bookmark: _Toc402439325]Framework Agreement Technical Proposal Evaluation
Technical proposals will be sub-weighted and scored as shown in Section H of the Tender Response.
A minimum score threshold of 50 per cent will be applied for the technical evaluation. Tenderers that do not meet or exceed this threshold will proceed no further in the process.
[bookmark: _Toc377566176][bookmark: _Toc378779959][bookmark: _Toc402439326]Framework Agreement Commercial Proposal Evaluation 
Commercial proposals will be evaluated by assessing the total full price of delivery across four example tests, helpline and order management facilities, and annual review.
[bookmark: _Toc271705753][bookmark: _Toc377566177][bookmark: _Toc378779960][bookmark: _Toc402439327]Framework Agreement Combined Score
The technical and commercial evaluation scores will be combined using the following methodology:
Technical score 	= 100 x (Tenderer’s technical score / Best technical score)
Commercial score 	= 100 x (Lowest price / Tenderer’s price)
Combined score 	= (70 per cent x Technical score) + (30 per cent x Price score)
The four tenderers passing the minimum score threshold with the highest Combined Scores will be awarded the Framework Agreement.

FORM A: Organisation and Contact Details (not scored: for information)


	Question number
	Question
	Response

	1.1(a)
	Full name of the potential supplier submitting the information

	

	1.1(b) – (i)
	Registered office address (if applicable)
	

	1.1(b) – (ii)
	Registered website address (if applicable)
	

	1.1(c)
	Trading status 
a) public limited company
b) limited company 
c) limited liability partnership 
d) other partnership 
e) sole trader 
f) third sector
g) other (please specify your trading status)
	

	1.1(d)
	Date of registration in country of origin
	

	1.1(e)
	Company registration number (if applicable)
	

	1.1(f)
	Charity registration number (if applicable)
	

	1.1(g)
	Head office DUNS number (if applicable)
	

	1.1(h)
	Registered VAT number 
	

	1.1(i) - (i)
	If applicable, is your organisation registered with the appropriate professional or trade register(s) in the member state where it is established?
	[bookmark: _30j0zll]Yes ☐
[bookmark: _1fob9te]No  ☐
[bookmark: _3znysh7]N/A ☐

	1.1(i) - (ii)
	If you responded yes to 1.1(i) - (i), please provide the relevant details, including the registration number(s).
	

	1.1(j) - (i)
	Is it a legal requirement in the state where you are established for you to possess a particular authorisation, or be a member of a particular organisation in order to provide the services specified in this procurement?
	[bookmark: _2et92p0]Yes ☐
[bookmark: _tyjcwt]No   ☐

	1.1(j) - (ii)
	If you responded yes to 1.1(j) - (i), please provide additional details of what is required and confirmation that you have complied with this.
	

	1.1(k)
	Trading name(s) that will be used if successful in this procurement
	

	1.1(l)
	Relevant classifications (state whether you fall within one of these, and if so which one)
a) Voluntary Community Social Enterprise (VCSE)
b) Sheltered Workshop
c) Public service mutual
	

	1.1(m)
	Are you a Small, Medium or Micro Enterprise (SME)[footnoteRef:2]? [2:  See EU definition of SME: http://ec.europa.eu/enterprise/policies/sme/facts-figures-analysis/sme-definition/] 

	[bookmark: _3dy6vkm]Yes ☐
[bookmark: _1t3h5sf]No   ☐


	1.1(n)
	Details of Persons of Significant Control (PSC), where appropriate:  [footnoteRef:3]  [3:   UK companies, Societies European (SEs) and limited liability partnerships (LLPs) will be required to identify and record the people who own or control their company. Companies, SEs and LLPs will need to keep a PSC register, and must file the PSC information with the central public register at Companies House. See PSC guidance. ] 

- Name; 
- Date of birth; 
- Nationality; 
- Country, state or part of the UK where the PSC usually lives; 
- Service address; 
- The date he or she became a PSC in relation to the company (for existing companies the 6 April 2016 should be used); 
- Which conditions for being a PSC are met; 
 	- Over 25% up to (and including) 50%, 
	- More than 50% and less than 75%, 
	- 75% or more. [footnoteRef:4] [4:  Central Government contracting authorities should use this information to have the PSC information for the preferred supplier checked before award. ] 


(Please enter N/A if not applicable)
	

	1.1(o)
	Details of immediate parent company:
 
- Full name of the immediate parent company
- Registered office address (if applicable)
- Registration number (if applicable)
- Head office DUNS number (if applicable)
- Head office VAT number (if applicable)

(Please enter N/A if not applicable)
	

	1.1(p)
	Details of ultimate parent company:

- Full name of the ultimate parent company
- Registered office address (if applicable)
- Registration number (if applicable)
- Head office DUNS number (if applicable)
- Head office VAT number (if applicable)

(Please enter N/A if not applicable)
	



Please note: A criminal record check for relevant convictions may be undertaken for the preferred suppliers and the persons of significant in control of them.


Please provide the following information about your approach to this procurement

	1.
	Bidding model

	Question number
	Question
	Response

	1.2(a) - (i)
	Are you bidding as the lead contact for a group of economic operators?
	[bookmark: _4d34og8]Yes ☐
[bookmark: _2s8eyo1]No   ☐
 If yes, please provide details listed in questions 1.2(a) (ii), (a) (iii) and to 1.2(b) (i), (b) (ii), 1, Section 2 and 3.
If no, and you are a supporting bidder please provide the name of your group at 1.2(a) (ii) for reference purposes, and complete  Section 2 and 3.

	1.2(a) - (ii)
	Name of group of economic operators (if applicable)
	

	1.2(a) - (iii)
	Proposed legal structure if the group of economic operators intends to form a named single legal entity prior to signing a contract, if awarded. If you do not propose to form a single legal entity, please explain the legal structure.
	

	1.2(b) - (i)
	Are you or, if applicable, the group of economic operators proposing to use sub-contractors?
	Yes ☐
No   ☐


	1.2(b) - (ii)
	If you responded yes to 1.2(b)-(i) please provide additional details for each sub-contractor in the following table: we may ask them to complete this form as well.
	Name
	

	
	
	
	

	Registered address
	

	
	
	
	

	Trading status
	
	
	
	
	

	Company registration number
	
	
	
	
	

	Head Office DUNS number (if applicable)
	
	
	
	
	

	Registered VAT number
	
	
	
	
	

	Type of organisation
	
	
	
	
	

	SME (Yes/No)
	
	
	
	
	

	The role each sub-contractor will take in providing the works and /or supplies e.g. key deliverables
	
	
	
	
	

	The approximate % of contractual obligations assigned to each sub-contractor
	
	
	
	
	










SELECTION CRITERIA

FORM B – Grounds for mandatory and discretionary exclusion (scored: pass or fail)

You will be excluded from the procurement process if there is evidence of convictions relating to specific criminal offences including, but not limited to, bribery, corruption, conspiracy, terrorism, fraud and money laundering, or if you have been the subject of a binding legal decision which found a breach of legal obligations to pay tax or social security obligations (except where this is disproportionate e.g. only minor amounts involved). 

Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the self-declaration.


	2.
	Grounds for mandatory exclusion

	Question number
	Question
	Response

	2.1(a)
	Regulations 57(1) and (2) 
The detailed grounds for mandatory exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past five years you, your organisation or any other person who has powers of representation, decision or control in the organisation been convicted anywhere in the world of any of the offences within the summary below and listed on the webpage.

	
	Participation in a criminal organisation.  
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Corruption.  
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Fraud. 
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Terrorist offences or offences linked to terrorist activities
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Money laundering or terrorist financing
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)

	
	Child labour and other forms of trafficking in human beings
	Yes ☐
No   ☐
If Yes please provide details at 2.1(b)  

	2.1(b)
	If you have answered yes to question 2.1(a), please provide further details.
Date of conviction, specify which of the grounds listed the conviction was for, and the reasons for conviction,
Identity of who has been convicted
If the relevant documentation is available electronically please provide the web address, issuing authority, precise reference of the documents.
	

	2.2
	If you have answered Yes to any of the points above have measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self-Cleaning)
	Yes ☐
No   ☐


	2.3(a)
	Regulation 57(3)
Has it been established, for your organisation by a judicial or administrative decision having final and binding effect in accordance with the legal provisions of any part of the United Kingdom or the legal provisions of the country in which the organisation is established (if outside the UK), that the organisation is in breach of obligations related to the payment of tax or social security contributions?

	Yes ☐
No   ☐


	2.3(b)
	If you have answered yes to question 2.3(a), please provide further details. Please also confirm you have paid, or have entered into a binding arrangement with a view to paying, the outstanding sum including where applicable any accrued interest and/or fines.
	



Mandatory Exclusion Grounds

Public Contract Regulations 2015 R57 (1), (2) and (3)
Public Contract Directives 2014/24/EU Article 57(1)
Participation in a criminal organisation

Participation offence as defined by section 45 of the Serious Crime Act 2015
Conspiracy within the meaning of 
· section 1 or 1A of the Criminal Law Act 1977 or 
· article 9 or 9A of the Criminal Attempts and Conspiracy (Northern Ireland) Order 1983 
Where that conspiracy relates to participation in a criminal organisation as defined in Article 2 of Council Framework Decision 2008/841/JHA on the fight against organised crime;



Corruption

Corruption within the meaning of section 1(2) of the Public Bodies Corrupt Practices Act 1889 or section 1 of the Prevention of Corruption Act 1906;
The common law offence of bribery;
Bribery within the meaning of sections 1, 2 or 6 of the Bribery Act 2010, or section 113 of the Representation of the People Act 1983;

Fraud

Any of the following offences, where the offence relates to fraud affecting the European Communities’ financial interests as defined by Article 1 of the convention on the protection of the financial interests of the European Communities:
· the common law offence of cheating the Revenue;
· the common law offence of conspiracy to defraud; 
· fraud or theft within the meaning of the Theft Act 1968, the Theft Act (Northern Ireland) 1969, the Theft Act 1978 or the Theft (Northern Ireland) Order 1978;
· fraudulent trading within the meaning of section 458 of the Companies Act 1985, article 451 of the Companies (Northern Ireland) Order 1986 or section 993 of the Companies Act 2006;
· fraudulent evasion within the meaning of section 170 of the Customs and Excise Management Act 1979 or section 72 of the Value Added Tax Act 1994;
· an offence in connection with taxation in the European Union within the meaning of section 71 of the Criminal Justice Act 1993;
· destroying, defacing or concealing of documents or procuring the execution of a valuable security within the meaning of section 20 of the Theft Act 1968 or section 19 of the Theft Act (Northern Ireland) 1969;
· fraud within the meaning of section 2, 3 or 4 of the Fraud Act 2006;
· the possession of articles for use in frauds within the meaning of section 6 of the Fraud Act 2006, or the making, adapting, supplying or offering to supply articles for use in frauds within the meaning of section 7 of that Act;

Terrorist offences or offences linked to terrorist activities

Any offence:
· listed in section 41 of the Counter Terrorism Act 2008;
· listed in schedule 2 to that Act where the court has determined that there is a terrorist connection;
· under sections 44 to 46 of the Serious Crime Act 2007 which relates to an offence covered by the previous two points;

Money laundering or terrorist financing

Money laundering within the meaning of sections 340(11) and 415 of the Proceeds of Crime Act 2002
An offence in connection with the proceeds of criminal conduct within the meaning of section 93A, 93B or 93C of the Criminal Justice Act 1988 or article 45, 46 or 47 of the Proceeds of Crime (Northern Ireland) Order 1996
Child labour and other forms of trafficking human beings

An offence under section 4 of the Asylum and Immigration (Treatment of Claimants etc.) Act 2004;
An offence under section 59A of the Sexual Offences Act 2003
An offence under section 71 of the Coroners and Justice Act 2009;
An offence in connection with the proceeds of drug trafficking within the meaning of section 49, 50 or 51 of the Drug Trafficking Act 1994
An offence under section 2 or section 4 of the Modern Slavery Act 2015

Non-payment of tax and social security contributions 

Breach of obligations relating to the payment of taxes or social security contributions that has been established by a judicial or administrative decision.
Where any tax returns submitted on or after 1 October 2012 have been found to be incorrect as a result of:
· HMRC successfully challenging the potential supplier under the General Anti – Abuse Rule (GAAR) or the “Halifax” abuse principle; or
· a tax authority in a jurisdiction in which the potential supplier is established successfully challenging it under any tax rules or legislation that have an effect equivalent or similar to the GAAR or “Halifax” abuse principle; 
· a failure to notify, or failure of an avoidance scheme which the supplier is or was involved in, under the Disclosure of Tax Avoidance Scheme rules (DOTAS) or any equivalent or similar regime in a jurisdiction in which the supplier is established

Other offences 

Any other offence within the meaning of Article 57(1) of the Directive as defined by the law of any jurisdiction outside England, Wales and Northern Ireland
Any other offence within the meaning of Article 57(1) of the Directive created after 26th February 2015 in England, Wales or Northern Ireland



	3.
	Grounds for discretionary exclusion 

	
	Question
	Response

	3.1
	Regulation 57 (8)
The detailed grounds for discretionary exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past three years, anywhere in the world any of the following situations have applied to you, your organisation or any other person who has powers of representation, decision or control in the organisation.

	3.1(a)


	Breach of environmental obligations? 
	[bookmark: _qsh70q]Yes ☐
[bookmark: _3as4poj]No   ☐
If yes please provide details at 3.2

	3.1 (b)
	Breach of social obligations?  
	[bookmark: _1pxezwc]Yes ☐
[bookmark: _49x2ik5]No   ☐
If yes please provide details at 3.2

	3.1 (c)
	Breach of labour law obligations? 
	[bookmark: _2p2csry]Yes ☐
[bookmark: _147n2zr]No   ☐
If yes please provide details at 3.2

	3.1(d)
	Bankrupt or is the subject of insolvency or winding-up proceedings, where the organisation’s assets are being administered by a liquidator or by the court, where it is in an arrangement with creditors, where its business activities are suspended or it is in any analogous situation arising from a similar procedure under the laws and regulations of any State?
	[bookmark: _3o7alnk]Yes ☐
[bookmark: _23ckvvd]No   ☐
If yes please provide details at 3.2



	3.1(e)
	Guilty of grave professional misconduct?
	[bookmark: _ihv636]Yes ☐
[bookmark: _32hioqz]No   ☐
If yes please provide details at 3.2

	3.1(f)
	Entered into agreements with other economic operators aimed at distorting competition?
	[bookmark: _1hmsyys]Yes ☐
[bookmark: _41mghml]No   ☐
If yes please provide details at 3.2

	3.1(g)
	Aware of any conflict of interest within the meaning of regulation 24 due to the participation in the procurement procedure?
	[bookmark: _2grqrue]Yes ☐
[bookmark: _vx1227]No   ☐
If yes please provide details at 3.2

	3.1(h)
	Been involved in the preparation of the procurement procedure?
	[bookmark: _3fwokq0]Yes ☐
[bookmark: _1v1yuxt]No   ☐
If yes please provide details at 3.2

	3.1(i)
	Shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions?
	[bookmark: _4f1mdlm]Yes ☐
[bookmark: _2u6wntf]No   ☐
If yes please provide details at 3.2

	3.1(j)

3.1(j) - (i)





3.1(j) - (ii)



3.1(j) –(iii)




3.1(j)-(iv)





	Please answer the following statements

The organisation is guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the selection criteria.

The organisation has withheld such information.


 The organisation is not able to submit supporting documents required under regulation 59 of the Public Contracts Regulations 2015.

The organisation has influenced the decision-making process of the contracting authority to obtain confidential information that may confer upon the organisation undue advantages in the procurement procedure, or to negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.
	
[bookmark: _19c6y18]Yes ☐
[bookmark: _3tbugp1]No   ☐
If Yes please provide details at 3.2


[bookmark: _28h4qwu]Yes ☐
[bookmark: _nmf14n]No   ☐
If Yes please provide details at 3.2

Yes ☐
No   ☐
If Yes please provide details at 3.2


Yes ☐
No   ☐
If Yes please provide details at 3.2






Discretionary exclusions 

Obligations in the field of environment, social and labour law

Where an organisation has violated applicable obligations in the fields of environmental, social and labour law established by EU law, national law, collective agreements or by the international environmental, social and labour law provisions listed in the Extract from Public Procurement Directive 2014/24/EU as amended from time to time; including the following:-
· Where the organisation or any of its Directors or Executive Officers has been in receipt of enforcement/remedial orders in relation to the Health and Safety Executive (or equivalent body) in the last 3 years.
· In the last three years, where the organisation has had a complaint upheld following an investigation by the Equality and Human Rights Commission or its predecessors (or a comparable body in any jurisdiction other than the UK), on grounds of alleged unlawful discrimination.
· In the last three years, where any finding of unlawful discrimination has been made against the organisation by an Employment Tribunal, an Employment Appeal Tribunal or any other court (or incomparable proceedings in any jurisdiction other than the UK).
· Where the organisation has been in breach of section 15 of the Immigration, Asylum, and Nationality Act 2006;
· Where the organisation has a conviction under section 21 of the Immigration, Asylum, and Nationality Act 2006;
· Where the organisation has been in breach of the National Minimum Wage Act 1998.

Bankruptcy, insolvency

Bankrupt or is the subject of insolvency or winding-up proceedings, where the organisation’s assets are being administered by a liquidator or by the court, where it is in an arrangement with creditors, where its business activities are suspended or it is in any analogous situation arising from a similar procedure under the laws and regulations of any State;

Grave professional misconduct

Guilty of grave professional misconduct 

Distortion of competition

Entered into agreements with other economic operators aimed at distorting competition

Conflict of interest

Aware of any conflict of interest within the meaning of regulation 24 due to the participation in the procurement procedure.
Been involved in the preparation of the procurement procedure.

Prior performance issues

Shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions.

Misrepresentation and undue influence 

The organisation has influenced the decision-making process of the contracting authority to obtain confidential information that may confer upon the organisation undue advantages in the procurement procedure, or to negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.



Extract from Public Procurement Directive 2014/24/EU
LIST OF INTERNATIONAL SOCIAL AND ENVIRONMENTAL CONVENTIONS REFERRED TO IN ARTICLE 18(2) —
· ILO Convention 87 on Freedom of Association and the Protection of the Right to Organise;
· ILO Convention 98 on the Right to Organise and Collective Bargaining;
· ILO Convention 29 on Forced Labour;
· ILO Convention 105 on the Abolition of Forced Labour;
· ILO Convention 138 on Minimum Age;
· ILO Convention 111 on Discrimination (Employment and Occupation);
· ILO Convention 100 on Equal Remuneration;
· ILO Convention 182 on Worst Forms of Child Labour;
· Vienna Convention for the protection of the Ozone Layer and its Montreal Protocol on substances that deplete the Ozone Layer;
· Basel Convention on the Control of Transboundary Movements of Hazardous Wastes and their Disposal (Basel Convention);
· Stockholm Convention on Persistent Organic Pollutants (Stockholm POPs Convention)
· Convention on the Prior Informed Consent Procedure for Certain Hazardous Chemicals and Pesticides in International Trade (UNEP/FAO) (The PIC Convention) Rotterdam, 10 September 1998, and its 3 regional Protocols.

Contact details and declaration
I declare that to the best of my knowledge the answers submitted and information contained in this document are correct and accurate. 
I declare that, upon request and without delay I will provide the certificates or documentary evidence referred to in this document. 
I understand that the information will be used in the selection process to assess my organisation’s suitability to be invited to participate further in this procurement. 
I understand that the authority may reject this submission in its entirety if there is a failure to answer all the relevant questions fully, or if false/misleading information or content is provided in any section.
I am aware of the consequences of serious misrepresentation.

	
	Contact details and declaration

	Question number
	Question
	Response

	1.3(a)
	Contact name
	

	1.3(b)
	Name of organisation
	

	1.3(c)
	Role in organisation
	

	1.3(d)
	Phone number
	

	1.3(e)
	E-mail address 
	

	1.3(f)
	Postal address
	

	1.3(g)
	Signature (electronic is acceptable)
	

	1.3(h)
	Date
	





SELECTION CRITERIA
FORM C - Economic and Financial Standing (scored: pass or fail)
	4.
	Economic and Financial Standing 

	
	Question
	Response

	4.1
	Are you able to provide a copy of your audited accounts for the last two years, if requested?
If no, can you provide one of the following: answer with Y/N in the relevant box.

	Yes ☐
No   ☐

	
	(a)  A statement of the turnover, Profit and Loss Account/Income Statement, Balance Sheet/Statement of Financial Position and Statement of Cash Flow for the most recent year of trading for this organisation.

	Yes ☐
No   ☐

	
	(b) A statement of the cash flow forecast for the current year and a bank letter outlining the current cash and credit position.
	Yes ☐
No   ☐

	
	(c) Alternative means of demonstrating financial status if any of the above are not available (e.g. forecast of turnover for the current year and a statement of funding provided by the owners and/or the bank, charity accruals accounts or an alternative means of demonstrating financial status).
	Yes ☐
No   ☐

	4.2
	Where we have specified a minimum level of economic and financial standing and/ or a minimum financial threshold within the evaluation criteria for this procurement, please self-certify by answering ‘Yes’ or ‘No’ that you meet the requirements set out.

	Yes ☐
No   ☐



	
	If you have indicated in the Selection Questionnaire question 1.2 that you are part of a wider group, please provide further details below: 

	Name of organisation

	

	Relationship to the Supplier completing these questions
	





	5.1
	Are you able to provide parent company accounts if requested to at a later stage?
	Yes ☐
No   ☐

	5.2
	If yes, would the parent company be willing to provide a guarantee if necessary?
	Yes ☐
No   ☐

	5.3
	If no, would you be able to obtain a guarantee elsewhere (e.g. from a bank)? 
	Yes ☐
No   ☐




SELECTION CRITERIA
FORM D - Technical and Professional Ability (scored: sum of question scores)
This section has a pass threshold of 9 marks from a maximum of 15 marks.

1. [bookmark: _Toc362541134][bookmark: _Toc381771060]Technical Capability - Scored
	Question
	Scoring

	A



	Please describe your organisational capability and experience of working successfully with educational organisations
	0= None
1= Very Poor
2= Poor
3= Adequate
4= Good 
5= Excellent 

	
	Response

	
	(Maximum 250 words)
	[Insert Actual Word Count]

	
	





	Question
	Scoring

	B



	Please describe your organisational capability and experience of producing modified versions of materials, and supporting guidance, for visual or hearing impaired audiences.
	0= None
1= Very Poor
2= Poor
3= Adequate
4= Good 
5= Excellent

	
	Response

	
	(Maximum 250 words)
	[Insert Actual Word Count]

	
	





	Question
	Scoring

	C
	Please provide details in the tables below of up to three contracts of comparable value and complexity that you have undertaken successfully in the last three years for the provision of services similar to those required
	0= None
1= Very Poor
2= Poor
3= Adequate
4= Good 
5= Excellent 

	
	Please note that DfE may contact any of the organisations listed and/or may choose to verify the accuracy of your information independently.

	
	
	Contract 1

	Customer name & contact details:
	

	Date contract awarded and duration:
	

	Contract reference name and number:
	

	Brief description of services delivered (less than 100 words):
	

	Approximate lifetime value of contract:
	




	
	
	Contract 2

	Customer name & contact details:
	

	Date contract awarded and duration:
	

	Contract reference name and number:
	

	Brief description of services delivered (less than 100 words):
	

	Approximate lifetime value of contract:
	




	
	
	Contract 3

	Customer name & contact details:
	

	Date contract awarded and duration:
	

	Contract reference name and number:
	

	Brief description of services delivered (less than 100 words):
	

	Approximate lifetime value of contract:
	







[bookmark: _Toc362541129][bookmark: _Toc381771055]SELECTION CRITERIA

Form E – DfE Contract Terms and Conditions
[bookmark: _Toc362541130][bookmark: _Toc381771056]1. Contract Terms and Conditions – Pass or Fail
	Please confirm whether or not you accept the Department’s standard terms and conditions as shown in the Model Contract (Document 4 attachment 1) as the basis of the contract. 
	Select one option below and mark with an [X]

	Yes
	

	No
	

	If No, details should be provided below




		Contract Ref.
(Schedule & clause)
	Basis for non-acceptance and proposed change

	
	

	
	

	
	

	
	






This is a PASS or FAIL Section 

This section will not be scored but will be assessed in terms of whether your proposed changes constitute a non-compliant tender. Only minor changes will be considered. If the Department considers that your proposed changes contain significant amendments to the contract terms and conditions that present unreasonable risk or affect the financial model, delivery timescales or liability levels, the tender may be treated as non-compliant and not proceed to technical evaluation.












SELECTION CRITERIA

FORM F – Defining Different Types of Organisations (not scored: for information)
The Department is keen to collect information about SMEs.  We are particularly interested in discovering how many SMEs apply for our contracts through the tendering process.  Completion of the table below is for departmental information purposes only and will have no effect on the evaluation process outcomes. Government is committed to changing how it does business to make sure that small companies, charities and voluntary sector organisations are included and encouraged to compete for our contracts.

A voluntary sector organisation may also be a SME if it has the same attributes. 

Please complete the table below.

	Describe your Organisation

	What type of supply arrangement best describes you in relation to this bid? 
	Delete as appropriate  

	1.
	We are a SME by definition. 
	Yes/No 

	2.
	We are a Charity or Voluntary Sector Organisation (VSO).
	Yes /No

	3.
	We are a mutual organisation.
	Yes/No

	4.
	We anticipate using a supply chain to deliver against this service. 
	Yes/No

	5.
	We estimate that that our service delivery will be i.e. 40% delivered by VSO’s / SMEs.  
	…….%

	6.
	If none of the above applies please describe the type of organisation you are:



	7.
	Please provide us with your Dun and Bradstreet Number, or if a consortium, the lead bidder’s number. 
http://www.dnb.co.uk/dandb-duns-number
	



The Department uses Dun and Bradstreet Numbers to manage its data around suppliers; we strongly encourage all suppliers to apply for a free Dunn’s numbers. The link to apply is: http://www.dnb.co.uk/myduns - add ‘GOVERNMENT SUPPLIER’ as a reason for requesting your D&B DUNS number.
Do not delay returning your tender if you do not already have a Dun and Bradstreet number. Returning your tender within the deadline is more important. 





Award Stage

Form G - Technical Proposal

IMPORTANT INFORMATION: 

Please provide a response to each question explicitly. References to responses in other questions/sections may not be considered and could result in a lower score being applied. Please refer to the detailed requirements set out in the specification, ensuring that your response captures all relevant requirements in the appropriate section.

Evaluators cannot take into account previous knowledge of your delivery unless it is included in the bid, therefore please be explicit about outcomes you have delivered and provide clear evidence and examples of your skills and experience.

Please only upload the information requested and where directed to do so. Any additional documentation will not be evaluated.

	Evaluation sections and questions
The method of scoring the evaluation sections will be from 0 - 4. Evaluators will use the following table to assign a score to each evaluation question response.



	Score
	Description

	4 marks
	A score of 4 will reflect that the bidder has demonstrated a consistent and coherent approach to how their solution will meet and comply with all the requirements covered by the evaluation question and the solution as described has a high probability of successful delivery.


	3 marks
	A score of 3 will reflect that the bidder has demonstrated a consistent and coherent approach to how their solution will meet and comply with almost all of the requirements covered by the evaluation question and the solution as described has a high probability of successful delivery. Any omission from the solution would not compromise the operational integrity of the service to be provided even though it does not meet the full requirement of the specification.

	2 marks
	A score of 2 will reflect that the bidder has demonstrated a partially consistent and/or partially coherent approach to how their solution will meet and comply with the requirements covered by the evaluation question and is unlikely to lead to successful delivery.  The solution contains omissions that would compromise the operational integrity of part or all of the service to be provided. 


	1 mark
	A score of 1 will reflect that the bidder has not provided a consistent and/or coherent approach to how their solution will meet and comply with the requirements covered by the evaluation question and is unlikely to lead to successful delivery. Responses will in parts be vague or unclear with little or no detail given on how they will deliver the specified solutions.  Evidence provided is considered weak or inappropriate and it is unclear as to how this relates to specified service requirements. The solution contains omissions that would compromise the operational integrity of the service to be provided.

	0 marks
	No answer provided. 




	1.
	Mobilisation/Project Management


SUBCRITERION WEIGHTING (15%)


	
	Describe how you will deliver a solution that will meet all of the project management requirements in the Specification (G1.1-G1.9).

Please include references to each specific requirement as appropriate to demonstrate how you would manage the delivery of the work.


	
	Response (maximum 3000 words)











	2
	Management Information and Reporting


SUBCRITERION WEIGHTING (10%)


	
	Describe how you will deliver a solution that will meet all of the management information and reporting requirements in the Specification (G2.1 G4.2, G4.5, G5.2, CT8.6, and CT9.1-CT9.5). 

Please include references to each specific requirement as appropriate. 


	
	Response (maximum 2000 words)





















	3
	Information Security


SUBCRITERION WEIGHTING (10%)


	 
	Describe how you will deliver a solution that will meet all of the information security requirements in the Specification (G3.1-G3.9, G5.1-G5.4).

Please include references to each specific requirement as appropriate to demonstrate how you will maintain security and ensure business continuity. Please also complete the attached Supplier Assurance Framework. 




Further information and guidance:  
https://www.gov.uk/government/publications/security-policy-framework

https://www.gov.uk/government/publications/government-supplier-assurance-framework

https://www.gov.uk/government/publications/cyber-essentials-scheme-overview


	
	Response (maximum 2000 words plus spreadsheet)










	4.
	Resource Management and Expertise


SUBCRITERION WEIGHTING (15%)


	
	Describe how you will deliver a solution that will meet all of the resource management and expertise requirements in the Specification (G3.3, G4.1-G4.7 G7.1-G7.5, G8.2, G8.3, and CT1.1-CT1.3). 
 

Please include references to each specific requirement as appropriate. 


	
	Response (maximum 1500 words)










	5.
	Transition and Exit


SUBCRITERION WEIGHTING (5%)


	
	Describe how you will deliver a solution that will meet all of the transition and exit requirements in the Specification (G8.1-G8.3). 

Please include references to each specific requirement as appropriate to demonstrate how you will ensure smooth transition and exit from the service. 


	
	Response (maximum 2500 words)










	6
	Modification of materials


SUBCRITERION WEIGHTING (20%)


	
	Describe how you will deliver a solution that will meet all of the referenced modification of materials requirements in the Specification (CT2.1- CT2.10, CT3.1-CT3.3, CT4.1- CT4.3, CT5.1, CT5.2, CT6.1, and CT7.1).

Please include references to each specific requirement as appropriate to demonstrate your ability to modify materials appropriately for this contract. 




	
	Response (maximum 4000 words)











	7
	Helpline,  order management and delivery


SUBCRITERION WEIGHTING (15%)


	
	Describe how you will deliver a solution that will meet all of the referenced Helpline, order management, Past Paper Service and Delivery requirements in the Specification (CT8.1-CT8.6, CT9.1-CT9.5, CT10.1, CT10.2, and CT11.1-CT11.7).

Please include references to each specific requirement as appropriate to demonstrate how you will deliver the service.




	
	Response (maximum 3000 words)










	8
	Performance and quality


SUBCRITERION WEIGHTING (10%)


	
	Describe how you will deliver a solution that will meet all of the performance and quality requirements in the Specification (CT13.1-CT13.6). 

Please include references to each specific requirement as appropriate to demonstrate how you will deliver to quality. 





	
	Response (maximum 2000 words)















9. Optional Requirements (Not Scored – For Information only)
	Downloadable electronic versions of test materials.
Describe how you will deliver a solution to meet all the referenced requirements in the Specification CT12.1, CT12.2. 

Please provide separate fixed price for this service in the table provided in Form H

Please include references to each specific requirement as appropriate.
	
If your organisation is unable to provide this service, please explain potential options for providing these services in the future. 


	(maximum 1500 words)
	Word Count  - [ ]

	Supplier Response: 
 


























Commercial Proposal 
Form H - Pricing Matrix
	[bookmark: _Toc267396472][bookmark: _Toc267396149][bookmark: _Toc267385985]Please provide separate fixed prices for all service elements in accordance with the tables below and the attached template.  
Prices shall not exceed those submitted in the Pricing Matrix during the life of the Contract unless, exceptionally, the parties agree otherwise in line with the Change Control Procedure set out in the Contract. Prices will not be indexed and should be provided in nominal terms for each year including any adjustments for inflation or deflation.





Please transfer summary values from the spreadsheet to the table below:
	EVALUATION
	Total

	 
	 

	KS2 English reading tests Total 
	

	KS2 English grammar, punctuation and spelling tests Total
	

	KS2 maths tests Total 
	

	KS2 science tests Total 
	

	Total Fixed Costs
	

	Sub Total
	

	Profit £
	

	Total - (Costs Excluding VAT to be considered for Evaluation purposes)
	






Optional Requirements (Not Scored – For Information only)
	Downloadable electronic versions of test materials.
	Total

	 
	 

	KS2 English reading tests Total 
	

	KS2 English grammar, punctuation and spelling tests Total
	

	KS2 maths tests Total 
	

	KS2 science tests Total 
	

	Total Fixed Costs
	

	Sub Total
	

	Profit £
	

	Total - (Costs Excluding VAT)
	



	[bookmark: _GoBack]Please refer to the sample key stage 2 tests provided as a guide for making assumptions about the cost of modifying each subject. The format, layout and types of items tend to be similar across key stages for each particular subject.
In each case, Modification involves Modified large print, braille, VI and HI guidance notes.

	Modification of KS2 English reading tests
· Standard test comprises one reading prompt (12 pages) and one reading answer booklet (50 marks)
	

	Modification of KS2 English grammar, punctuation and spelling tests
· Standard test comprises one short answer paper and one spelling test (total 70 marks)
		

	Modification of KS2 mathematics tests
· Standard test comprises two written papers and 1 mental test (total 100 marks) – please disregard the mental mathematics test for the purposes of your costing.
	

	Modification of KS2 science tests
· Standard test comprises three written papers (total 66 marks)
· Science tests are offered biennially from 2014 onwards
	




 












	Declaration by Tenderer

	 
I have examined DfE's requirements under the Contract STA 0166 Trialling Agency Framework and proposed Call-Off terms and conditions and hereby offer to enter into a framework agreement with DfE/STA for the required services and at the rates and prices set out in my enclosed technical and pricing proposal.

I furthermore warrant that:
I have the required corporate authority to sign this tender.
There has been no breach of DfE's confidentiality requirements.
There is no conflict of interest in our proposed delivery of this service.
There has been no collusion with other Tenderers or potential Tenderers.
There has been no canvassing of DfE/STA staff.
We agree that the Department may disclose the Contractor's information / documentation (submitted to the Department during this Procurement) more widely within Government for the purpose of ensuring effective cross-Government procurement processes, including value for money and related purposes; and
The Tender shall remain open for acceptance by DfE/STA for a period of 90 days after the due date for return of tenders.




	Signed
	[Please complete]

	Name
	

	Date
	

	Role
	

	Authorised to sign tenders on behalf of [organisation name]
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				Management Information - Phonics

				Calls				Emails				Orders				Past papers requests				Complaints					General enquiries



				In		Out		In		Out		In		Out		In		Out		In		Out		In		Out

		Reporting date 1

		Reporting date 2

		Reporting date 3

		Reporting date 4

		Reporting date 5



				Management Information - Braille

				Calls				Emails				Orders				Past papers requests				Complaints					General enquiries



				In		Out		In		Out		In		Out		In		Out		In		Out		In		Out

		Reporting date 1

		Reporting date 2

		Reporting date 3

		Reporting date 4

		Reporting date 5



				Management Information - MLP

				Calls				Emails				Orders				Past papers requests				Complaints					General enquiries



				In		Out		In		Out		In		Out		In		Out		In		Out		In		Out

		Reporting date 1

		Reporting date 2

		Reporting date 3

		Reporting date 4

		Reporting date 5



				Management Information - Cumulative

				Calls				Emails				Orders				Past papers requests				Complaints					General enquiries



				In		Out		In		Out		In		Out		In		Out		In		Out		In		Out

		Phonics

		Braille

		MLP
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Annex%201%20for%20SoR%20-%20Guidance%20for%20modifier.doc
Annex 1

GUIDANCE NOTES FOR USE BY MODIFIERS AND ROLES AND RESPONSIBILITIES OF KEY PERSONNEL


Introduction


1.
These guideline notes have been produced to assist modifiers when considering and making modifications.  


2. As a general rule, the modified versions of national curriculum tests (braille, Modified Large Print (MLP), enlarged print (EP) and hearing impaired [HI] materials) should reflect the standard tests. The modifier must provide justification for modifications that do not:


· Match the standard test in terms of content, illustrations, layout etc;


· Fall within the guidance contained in this appendix.


Liaison between STA, MTA and modifiers

3.
The Modified Test Agency (MTA, or the Supplier) contact (usually the modifier coordinator) will be responsible for liaison between the modifiers and STA during the modification of the tests and additional supporting documentation.  


4.
The development process of the modified tests includes meetings between modifiers and STA. Outside of those meetings, communications to and from modifiers should normally be channelled through the MTA. In cases where a modifier raises a query that would substantially alter the nature of the question, the MTA will discuss any proposed changes with the relevant STA subject researcher and convey any feedback from the researcher to the modifier.

5. The MTA should keep track of suggested modifications for any inconsistencies across modified documents and provide an explanation to STA after discussion with the modifier. There needs to be a clear rationale for any differences, and documentation (cover notes) for STA to follow during the proofing cycle.

Modification meetings


6. The usual expectation is that separate modification meetings will be held for each subject and at each key stage for end of key stage tests. The length of the meetings will vary depending on how much material needs to be discussed / if there are complex modifications required. Normally up to a day will be adequate for each although some meetings may be shorter and some longer than this. The STA project manager will liaise with the MTA to arrange suitable dates for meetings. Meetings are usually held at STA’s offices.

7. Modifiers report on Item Validation Trial (IVT) materials – the purpose of this report is to give the VI and HI modifiers (from the MTA) the opportunity to read through the test materials early in the test development process. It is normally based on trial 1 (IVT), (Technical pre-test or TPT when there is no IVT) materials. The modifier produces a short report setting out any accessibility issues that will affect the modification process – eg certain texts in the reading test may pose problems for braillists, which is helpful to know about at an early stage in the test development cycle. The modifier does not start any work on modification at this stage, it is simply a read through to look at accessibility issues. The modifier’s report is passed to STA’s project manager to feed into the next test resolution meeting via the subject researcher.  If there are no accessibility issues, the modifier will state this in his/her report.


8. The modifier will be viewing approximately 200-400% of the final standard test materials, in some cases, at this stage.


9. When modification work commences, modifiers make detailed proposals on how to adapt questions, which the MTA uses to produce an MLP and braille ‘Draft Proof’. STA subject researchers approve the suggested modifications or may request amendments to be made.

10. STA will inform the MTA of which questions have been selected to go live. At this point only the selected questions progress to the next proof.

11. Based on the selected items and amendments to the Draft Poof, the MTA produces the ‘Discussion Proof’:

i) the MTA, modifier and STA usually meet to approve the proposed modifications. The relevant subject researcher should ensure by this stage that issues of consistency within subjects have been addressed. Subject researchers will ask the MTA and modifiers to justify any substantial modifications compared to the standard version of the tests.

ii) the MTA, modifier and STA go through the detailed specification and consider whether the modifications proposed for the modified tests are consistent with the standard tests, by ensuring that:


· any changes, for example to vocabulary/words/language, do not provide an unfair or greater advantage/disadvantage to pupils taking the modified versions


· where changes are proposed, the validity and interpretation of the curriculum is still valid (in cases where substantial changes are proposed or where replacement questions are proposed)


· if the proposed changes require models/colour photographs etc, the justification for the use of models etc should be provided by the modifier


· the modified tests are suitable for VI (and HI pupils in the case of some questions)

· the modifier provides clear and consistent advice on any proposed modifications

· guidance is provided to support the modified tests as necessary for pupils with visual impairment and pupils with hearing impairment and pupils who use sign language


· in producing the Discussion Proof, the MTA conducts a parallel read with the latest version of the standard materials (normally handover 1). 


Proofing responsibilities


12. The MTA will need to provide detailed proofing schedules which should be reviewed on a regular basis and revised as necessary.  


13. The VI modifiers use the modified large print (MLP), enlarged print (EP) and braille proofs to check that the modifications to text and diagrams have been implemented to his/her satisfaction. The modifier should also check that the page layout is satisfactory. This also applies to any supporting documentation.  Similarly, the HI modifiers check proofs of stimulus material (for any tests requiring them), and any supporting guidance material (all subjects).

14. The MTA receives copies of the HI, MLP and EP proofs and the print transcripts of the braille to monitor consistency and compiles all modified guidance materials and the content in order to produce the Mark scheme amendment documents.


15. The print and braille production teams carry out detailed proofing in-house of all modified materials against the agreed mark up of previous proofs before circulating proof copies. 


Number of proofs required


16. It should be noted that the number of proof stages required for each set of tests might be reduced or increased depending on the amendments required. 

17. The MTA will be informed by STA of the number of copies of proofs required by the TD teams at each stage at the beginning of each cycle. 

18. Each proof will be printed on the digital press that will be used for producing the multiple copies. All laser proofs should be to the final print quality of 600dpi. 

Marking up of proofs


19. The MTA should use a mechanism for individually coding each modified product (normally called unique product codes or UPCs). This coding system should be used in all correspondence about modified products, and all schedules, by both the MTA and STA. 

Guidelines for the modification of test papers for pupils with visual impairment


General principles


20. After modification, questions should be of the same level of difficulty as for a fully sighted pupil. It is important that a modified question should not require pupils to spend a large amount of time in order to gain relatively few marks. Modification should not change the skills, knowledge and concepts that are being assessed in the original questions, and the modified paper as a whole should be manageable and well balanced. 

21. If a question from the standard test papers is not accessible to a VI pupil by its very nature, the following options should be considered: 

· modify the question until it is accessible

· replace the question with an entirely different question assessing the same aspect of the curriculum and ensure that the question is of the same level of difficulty as the original.


22. It is the modifier’s responsibility to retain as much as possible of a standard test paper in its original form. Removing visual material will only be done when such material does not constitute an essential part of the question, or where alternative means of access are adopted. The modifier should provide justification to indicate why proposals are different.

23. While the basic order of the original question should be followed, the modifier will wish to recommend that the paper is set out without unnecessary breaks or gaps in the text. This may sometimes occur in order to fit certain material eg diagrams in an appropriate place.  At proof stage, modifiers should check that the producer has included prompts as appropriate eg ‘this question continues on the next page’ (spaced two lines after the final line of text on page) or ‘blank page’ (at top left of relevant page).  Modifiers may need to repeat a diagram if it is relevant to a particular question over more than one page. 

24. The modifier is free to lessen the amount of print emphasis and use of pencil icon if there is an unduly large amount. For modified large print, emphasis will not be used unless the modifier specifies it. Where emphasis is used, it will be done in such a way that is clear to the pupil, is age-appropriate, most closely resembles classroom practice, and is appropriate for the medium: at key stage 2 and 3 this is upper case. 

25. Modifiers will always provide a fully annotated mark-up of the standard version of the papers at the relevant stage of the process to assist when checking what modifications have been made. The MTA will provide modifiers with copies of the standard test papers for separate braille and MLP mark-up. The modification should be made as a precise edit, rather than writing an instruction, so that the MTA receives an edited copy rather than a set of instructions. Where substantial changes are made to the narrative and/or diagrammatic elements, modifiers should attach text and/or diagrams to the relevant sections, preferably writing out a revised version (typed if possible) of the question. In such instances, the modifier should provide an explanation for any differences. 

26. The precise design and layout will depend on the specific instructions from the modifier, who takes into account the way that children work at the ages covered by the tests (age 7 for key stage 1 tests and age 11 in the case of the key stage 2 tests). The modifier must be aware of the conventions used in producing large print and braille test papers for each age range. 

27. The modifier will, in addition to modifying the test/task papers: 

· list any additional resources the pupil will need, for example models

· provide text for the production of any modified guidance (eg the Modified Subject Specific Guidance) to accompany the paper


· provide any notes needed for model assembly


· indicate clearly any changes that need to be made to the standard mark schemes


· indicate any diagrams that should not be enlarged (including in the enlarged print papers).


28. Modifiers involved in modification to both braille and modified large print papers will not seek to introduce unnecessary differences between the different formats.  Usually, more modifications may be necessary for braille papers than MLP papers. 

29. Wherever possible, question numbers for MLP will remain the same as for the standard papers. However, it may occasionally be necessary to change this for reasons of clarity. The MTA modifiers' coordinator must discuss this with the STA subject researcher first. 

30. Models: Modifiers should specify the size of the models and the shapes. The following issues should be considered when specifying models and shapes: 

· Dimensions of models and shapes should be the same for MLP and braille where possible (although there may be occasions where they differ due to differences in the question modifications)

· Notes on the use of the models 

· Any modified guidance for schools administering the braille and MLP tests


· Instructions to pupils


NB Schools may open model packs up to 2 days before the NCT is to be administered to allow time for model assembly.

Specific points on braille test materials


31. Key stage 1 and 2 tests: 

· Key stage 1 braille papers (A4: 210 x 297mm), bound with treasury tags.


· Exception: Key stage 1 English reading – reading prompt and answer booklet (‘Braille A4’: 275 x 297mm), bound with treasury tags.

· Key stage 2 braille papers (‘Braille A4’: 275 x 297mm), bound with treasury tags. 

· Contracted (Grade 2) Braille


· Diagrams can be integrated within the text, preferably appearing on the facing page to the question they refer to

· Diagrams / sheets needing pupils to draw upon should be attached loosely at the back of the test booklet


32. Key stage 1 Phonics Screening Check: 

· (A4: 210 x 297mm), bound with treasury tags. 

· Uncontracted (Grade 1) braille

· No images of monsters required (see example phonics booklet)


33. The tests must be transcribed into grade 2 braille, presented on braille or embossed paper.


34. It is anticipated that diagrams, modified as necessary, will be produced on 135 gsm heat swell paper (eg Minolta or Zychem), on embossing (‘German’) film or on thermoform, and either placed alongside the relevant question or bound in a separate booklet, as required by STA. In some cases, additional copies of diagrams may need to be supplied for pupils’ use during the tests. The whole package of braille text and diagrams should be bound with treasury tags for easy separation.  

35. Spacing of questions and tables: Generally, a line of centred dots is used to divide the text of the question and from a table; no divider is used between a table and column headings and data; and either a full line of dots or a blank line is used at the end of a question. 

36. Format: braille papers are embossed single-sided and bound with treasury tags. 

37. Tables the volume of information may need to be reduced and a braille table should not generally exceed one braille page. 

38. If a table has blanks to be filled in, a decision should be made as to how the pupil is expected to answer the question, and clear instruction given. 

39. Diagrams: The modifier will decide what information the pupil is expected to obtain from the print copy, and modify accordingly for the braille version.  Options include: modification of a diagram to clarify its meaning eg simplifying the diagram or producing more than one diagram; replacing the diagram by a written description; removing the diagram completely; or supplementing/replacing the diagram with models or a written description. Diagrams for braille papers should largely be as the original, and integrated within the text, or appear on facing pages to the questions, or attached loosely at the back of the paper, or in a separate booklet. 

40. Special care is needed with scale diagrams, which cannot be enlarged without affecting the question.  The scale diagram may need to be redrawn completely or the numerical values of the question may be changed.  Alternatively, the mark scheme answers may be altered. 

41. The modifier will give clear guidance on the kinds of contrasting textures that are essential for tactile diagrams, taking account of thermoform/heat swell options for production. 

42. Using professional judgement, the modifier will indicate how parts of the diagram are to be labelled. 

43. The modifier will indicate where the diagram is to be placed, relative to the question(s). 

44. In some cases the pupil may be provided with additional materials such as plastic (German) film for use. For example, a pie-chart template may be provided for braillists to use in drawing a pie chart. 

45. Where a tactile grid is needed, a balance must be struck between the need for clarity in presentation, the demands of the question and the limits imposed by page size. 

46. Diagrams should not be bound together at the end of the question booklet.  They may be attached loosely so that they can be removed for pupils to use, or supplied in a separate booklet. 

47. Questions involving drawing should generally be modified, using professional judgement. 

48. Questions involving measuring will be tested for their feasibility, using the instruments the pupil will have available during the test. 

49. Modifiers will give guidance on the degree of accuracy that can be expected for questions involving either measuring or drawing.


50. Illustrations for the English tests will normally appear on facing pages to the relevant text in the braille papers, but it may be appropriate for them to be provided loose.


Specific points on the modified large print test papers


51. Key stage 1 and 2

· MLP tests produced on Japanese B4 (JPB4 – 257mm x 364mm) 

· Font used is Helvetica:  18 point for normal text, 24 point for text that is highlighted/emboldened in the standard version of the text.


· The paper used should be non-glossy and without ‘show-through’ (120 gsm). The MLP tests should be ‘wire-o’ bound or saddle-stitched at the spine as appropriate.

52. Please note that MLP formats may be subject to revision during the contract. This will be discussed with the MTA. 

53. Reference to supplementary material: Modifiers may wish to recommend that the pupil has access to the original stimulus material, which may be in colour. Modifiers should provide guidance on whether such materials are to be part of the question paper booklet page, or a separate, loose insert. 

54. Tables: If tables are to be used as part of the question, the volume of information may need to be reduced, with any large print table not exceeding one page in size. 

55. Diagrams: With questions that include drawings, cartoons, photographs, etc, the modifier will decide what information a sighted candidate is expected to obtain from the original copy and make modifications accordingly. This may include a simplified version of the diagram, or a written description; alternatively the diagram may be omitted. Diagrams will be structurally correct, but simplified by removing unnecessary detail. Diagrams are usually placed adjacent to the relevant questions.  In some cases, additional copies of the diagrams may need to be supplied for pupils to use during the tests. 

56. Models: Any necessary models for pupils to work with (as specified by modifiers) and associated instructions for teachers in the use of this supplementary material must also be provided. This material will need to be separately packaged for dispatch to schools and clearly labelled, specifying the contents and underlining their confidential nature. 

57. Illustration: Modifiers should give a specification for the illustrator, clarifying which elements do not need to be there, and how the picture might be re-drawn. Illustrators should consider the following when modifying artwork: 

· No half-profiles


· No 3-d shading


· No shadows


· Not too many thin lines


· Clear lines


· Leave out unnecessary information


· Retain anything which give prompts/clues (to be specified by the modifier)


· Use block shading in tint specified by modifier.


58. Special care is needed with scale diagrams, which cannot be enlarged without affecting the question. The scale diagram may need to be redrawn completely or the numerical values of the question may be changed. Alternatively, the mark scheme answers may be altered. 

59. Where contrast is required, different areas of a diagram should be denoted by different textures so that they clarify the diagram but do not obscure parts of it. 

60. Using professional judgement, the modifier will indicate how parts of the diagram are to be labelled. 

61. Graphs should show only major grid lines and advice given as to where the diagram is presented, ie opposite a particular question, above or below it. 

Guidelines for the modification of test papers for pupils with hearing impairment


General principles


62. No separate modified written key stage 1 and key stage 2 tests are produced for pupils with hearing impairment (all subjects). 

63. For key stage 2, CD-ROMs and flashcards of stimulus materials may be produced to support delivery of the modified script for tests to pupils with severe/profound hearing loss who use signed communication or who reply on lip reading, where standard test content is delivered orally. 

64. Guidance notes are provided to assist teachers/communicators who give signed communication support to pupils taking the standard tests. 

65. Any alterations to the wording of questions in the mental mathematics scripts or to the supporting stimulus material should be made only in order to provide this access.  After modification, questions in the mental mathematics scripts should be of the same level of difficulty as for a hearing pupil. Modification should not change the skills, knowledge and concepts that are being assessed in the original questions. 

66. It is the modifier’s responsibility to retain as much as possible of a standard test paper in its original form.  The modifier should provide justification to indicate why proposals are different. 

67. Modifiers will always provide a fully annotated mark-up of the standard version of the scripts to assist when checking what modifications have been made. The MTA will provide modifiers with copies of the standard test scripts for separate oral and BSL mark-up. The modification should be made as a precise edit, rather than writing an instruction, so that the MTA receives an edited copy rather than a set of instructions. In such instances the modifier should provide an explanation for any differences. 
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Mod docs

				List of likely modified documents required

				Modified format		Item Name 

				MLP		Key stage 1 reading - booklet 1

				MLP		Key stage 1 reading - booklet 2 texts

				MLP		Key stage 1 reading - booklet 2 questions

				Br		Key stage 1 reading - booklet 1 (tactile) (.brf file)

				Br		Key stage 1 reading - booklet 1 (transcript)

				Br		Key stage 1 reading - booklet 2 texts (tactile)

				Br		Key stage 1 reading - booklet 2 texts (transcript)

				Br		Key stage 1 reading - booklet 2 questions (tactile)

				Br		Key stage 1 reading - booklet 2 questions (transcript)

				Guidance		Reading mark scheme amendments - MLP

				Guidance		Reading mark scheme amendments - braille

				MLP		Key stage 1 GPS - questions and spelling booklet

				MLP		Key stage 1 GPS - short task booklet

				Br		Key stage 1 GPS - questions and spelling booklet (tactile)

				Br		Key stage 1 GPS - questions and spelling booklet (transcript)

				Br		Key stage 1 GPS - short task booklet (tactile)

				Br		Key stage 1 GPS - short task booklet (transcript)

				Guidance		GPS mark scheme amendments - MLP

				Guidance		GPS mark scheme amendments - braille

				MLP		Key stage 1 mathematics - paper 1

				MLP		Key stage 1 mathematics - paper 2

				Br		Key stage 1 mathematics - paper 1 (tactile)

				Br		Key stage 1 mathematics - paper 1 (transcript)

				Br		Key stage 1 mathematics - paper 2 (tactile)

				Br		Key stage 1 mathematics - paper 2 (transcript)

				Guidance		Mathematics mark scheme amendments - MLP

				Guidance		Mathematics mark scheme amendments - braille

				MLP		3-5 reading booklet

				MLP		3-5 reading answer booklet

				Br		3-5 reading booklet (tactile copy) (.brf file)

				Br		3-5 reading booklet (transcript) PDF file

				Br		3-5 reading question booklet (tactile copy)

				Br		3-5 reading question booklet (transcript)

				Guidance		3-5 reading mark scheme amendments - MLP

				Guidance		3-5 reading mark scheme amendments - Braille

				MLP		3-5 GPS Paper 1: short answer questions

				MLP		3-5 GPS Paper 2: spelling task

				Br		3-5 GPS Paper 1: short answer questions (tactile copy)

				Br		3-5 GPS Paper 1: short answer questions (transcript)

				Guidance		3-5 GPS mark scheme amendments - MLP

				Guidance		3-5 GPS mark scheme amendments - Braille

				MLP		3-5 mathematics Paper 1

				MLP		3-5 mathematics Paper 2

				MLP		3-5 mental mathematics

				Br		3-5 mathematics Paper 1 (tactile copy)

				Br		3-5 mathematics Paper 1 (transcript)

				Br		3-5 mathematics Paper 2 (tactile copy)

				Br		3-5 mathematics Paper 2 (transcript)

				Br		3-5 mental mathematics info sheet (tactile copy)

				Br		3-5 mental mathematics info sheet (transcript)

				Guidance		3-5 mathematics mark scheme amendments - MLP

				Guidance		3-5 mathematics mark scheme amendments - Braille

				Guidance		3-5 mathematics scripts for VI

				Materials		3-5 mathematics CD-ROM of Flashcards

				Materials		3-5 mathematics flashcards

				Guidance		3-5 mathematics scripts for HI or sign language

				MLP		3-5 science biology paper

				MLP		3-5 science chemistry paper

				MLP		3-5 science physics paper

				Br		3-5 science biology paper (tactile copy)

				Br		3-5 science biology paper (transcript)

				Br		3-5 science chemistry paper (tactile copy)

				Br		3-5 science chemistry paper (transcript)

				Br		3-5 science physics paper (tactile copy)

				Br		3-5 science physics paper (transcript)

				Guidance		3-5 science mark scheme amendments - MLP

				Guidance		3-5 science mark scheme amendments - Braille
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Modified Framework - Glossary of Terms



As used in this Statement of Requirement, the following terms and expressions have the meanings set out below.



		 “Braille Marker” 

		means Markers who mark Braille Test Scripts;



		

		



		“Customer Relationship Management”or “CRM”



“Cyber Essentials”

“Cyber Essentials Plus”

		means the term applied to processes implemented by an organisation to handle its contact with its customers or other end users 

Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme;



		

		



		 “Data Exchange Standards” or DES”



“DfE”

		means the Data Exchange Standards which details the data exchange requirements as agreed between STA and the supplier in provision of the services;

means the Department for Education



		

		



		“Item”

		means a single element or part of a question in a Test Paper to which an individual mark(s) is/are attributed;



		

		



		"Item Group"



“ISO/IEC 27001” “ISO 27001”

		means a group of Items, and can range from a single Item to a complete Test Paper;

is the International Standard for Information Security Management Systems Requirements.



		"ITT Response"

		means the Supplier's response to the Invitation To Tender for the provision of the Services;



		“Key Stage 1”

		means a stage in the state education system. It covers years 1 to 2, which include 5 to7 year olds. Tests are typically taken by 6 or 7 year olds in year 2 in this Key Stage;



		“Key Stage 2” 

		means a stage in the state education system. It covers years 3 to 6, which include 7 to11 year olds. Tests are typically taken by 10 or 11 year olds in year 6 in this Key Stage;



		

		



		“Live Marking” 

		means the marking of Test Scripts belonging to Pupils in the current Test Cycle it does not include marking which occurs as part of the Reviews process;



		“Live Test”

		means a Test that is to be, or has been, sat by one or more Children in any particular Test Cycle;



		“Management Information” 

		means suitably detailed and collated data, which enables STA’s management at every level to make operational, tactical, and strategic decisions.



		“Management of Risk” 

		means  all the activities required to identify and control the exposure to risk  as set out in “Management of Risk - Guidance for Practitioners 3rd Edition” ISBN 9780113312740



		“Mark Scheme” 







		means a scheme detailing how marks are to be awarded in relation to all Items in the Test Papers which normally characterises acceptable answers to question/task or parts of a question/task and identifies the number of marks to be awarded for that question/task;



		“Modified Proofs”

		is used to describe the stages of development of modified materials. There are several proof stages:

Draft proof: the first version of modified questions used as a basis for initial discussions about modification options between modifiers and STA staff. Produced as single sheets of paper per question. 

Discussion proof: this is the first version of a complete test which has been modified. To produce this version STA informs the Supplier of which items have been selected to progress into the live test. The Supplier and STA subject staff meet to discuss this version as well as any associated guidance materials, models and mark scheme changes. 

First proof: the version produced following amendments made to the previous proof. At this stage development should be coming to a conclusion. Occasionally some papers can be signed off at this stage. 

Sign-off proof: should be the very final version that STA signs off.

Final handover version: this is the very last set of electronic and hard copy materials (see also section CT11).



		“Modified Tests”

		means the Modified Test papers which are made available for Children with visual impairment or other specific needs. There are four types of Modified Test: Hearing Impairment, Braille, Modified Large Print and Enlarged Print;



		“NCA Tools Website”

		means the website provided by STA and hosted by a STA Sub- contractor which allows schools and local authorities a Common Authentication Portal throughout the 2014/15 (and possibly beyond) cycle to access a number of modules that may or may not be accessed depending on the profile of the user logged into the NCA Tools website;



		

		



		“Paper Based Marking” 

		means the mechanism or process whereby marking is undertaken using a child’s physical/actual completed Test Script;





		“Past papers”

		means modified tests from previous three years tests that are requested by schools to help determine the most appropriate type of modified paper for a pupil.







		

		



		“Quality Assurance” or “QA”

		means the planned and systematic processes that provide confidence in a Service's suitability for its intended purpose. It is a set of activities intended to ensure that the Service satisfies customer requirements in a systematic, reliable fashion;



		

		



		“Scanning” 

		means the process of generating electronic Images of Test Scripts by the use of a scanner; 



		

		



		“Script”

		means a Test Script, which is a Test Paper completed by a particular child;



		



“SPF”

“HMG Security Policy Framework”

 





“Specialist Helpline”               

		

This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely.



Means the provision of dedicated support by customer service representatives via telephone, email, fax, letter and other suitable media, to respond to queries and orders of test materials from schools and other users of modified tests.





		“Subject”

		means a national curriculum subject which is assessed as part of the Tests;



		

		



		“ Test Materials”

		Means the collective name for the highly sensitive and confidential test packs which comprise materials developed by STA to be kept secure prior to the test date, such as Test Papers and Mark Schemes;



		“Test Week”

		means the week in which all Children sit the Tests;
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FRAMEWORK AGREEMENT FOR MODIFIED TESTS SERVICES



	This Framework Agreement is dated:	 				



Parties



	

1) The Secretary of State for Education whose Head Office is at Sanctuary Buildings, Great Smith Street, London, SW1P 3BT (“the Department”); and





2) The Supplier



Background:



(A) This Contract is for the provision of modified test services.



(B) The Department shall order the Services by executing a Call-Off Contract with the Supplier.



Recitals



The Supplier has agreed to provide Modified Tests Services on the terms and conditions set out in this Agreement.



The Department's reference number for this Agreement is STA 0176.



[bookmark: _Toc515605848]Definition and Interpretation

In this Agreement, the following words shall mean:

		Acceptance

		has the meaning given in Clause 33 and “Accepted” shall be construed accordingly;



		Affiliate

		in relation to a body corporate, any other entity which directly or indirectly Controls, is Controlled by, or is under direct or indirect common Control with, that body corporate from time to time;



		Agreement

		this agreement comprising the recitals, clauses and schedules hereto, along with any Call-Off Contracts;



		Best Endeavours

		means taking all steps that a reasonable and prudent businessman would take when acting in his own best interests;



		BIL

		business impact level assigned to information in accordance with the Security Policy Framework in order to determine the appropriate level of protection to be afforded to such information;



		Brand Guidelines

		the NCA Style Guide 



		Business Continuity Plan

		has the meaning given to it in Clause 37;



		Call-Off Contract

		a document executed by the Parties for the provision and receipt of a Call-Off Service, in the form set out in Schedule 3;



		Call-Off Service

		the Services set out in a Call-Off Contract;



		Call-Off Value

		means the value specified in the Call-Off Contract;



		Change

		has the meaning given to it in Clause 14;



		Change Control Procedure

		the procedure for making Changes to either this Agreement or an existing Call-Off Service as specified in Clause 14; 



		Change of Control

		when applied to any person shall be deemed to have occurred on each occasion on which any person other than those who Control such person on the Effective Date subsequently acquire Control of it; 



		Charges

		the charges for the Services as set out Schedule 2 and this Agreement or as set out in a Call-Off Contract;



		Confidential Information



Contract Manager

		the Department's Confidential Information and/or the Supplier's Confidential Information;

the Department’s representative who is the first point of contact for the Supplier and will oversee the day-to-day management of the Contract on behalf of the Department. The Department may change the identity of its Contract Manager at any time by written notice to the Supplier.



		Contracting Department

		any contracting department as defined in Regulation 5(2) of the Public Contracts (Works, Services and Supply) (Amendment) Regulations 2000 other than the Department;



		Control

		means that a person possesses, directly or indirectly, the power to direct or cause the direction of the management and policies of the other person (whether through the ownership of voting shares, by contract or otherwise) and "Controls" and "Controlled" are interpreted accordingly;



		Controller 

		take the meanings given in the GDPR;



		Copyright

		any and all copyright, design right (as defined by the Copyright Act) and all other rights of a like nature which may, during the course of this Agreement, come into existence in or in relation to any Work;



		Copyright Act

		means the Copyright, Designs and Patents Act 1988;



		Crown and/or Her Majesty

		Queen Elizabeth II and any successor to Her Majesty;



		Crown Body

		any department, office or agency of the Crown;



		Data

		shall have the meanings given in the GDPR;



		Data Controller

		shall have the meanings given in the GDPR;



		Data Loss Event







DPA 2018



		any event that results, or may result, in unauthorised access to Personal Data held by the Contractor under this Agreement, and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach.

Data Protection Act 2018;





		Data Protection Impact Assessment

		an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data.



		Data Protection Legislation 

		(i) the GDPR, the LED and any applicable national

implementing Laws as amended from time to time (ii) the DPA 2018 [ subject to Royal Assent ]

to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy;



		Data Protection Officer

		take the the meaning given in the GDPR;



		Data Subject

		take the meaning given in the GDPR;



		Data Subject Request









Default

		a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data.





any breach by a Party of its obligations under this Agreement or of any warranty, condition or any other term or any default, act, omission, negligence, or misstatement of a Party or its employees, agents or subcontractors in connection with the subject matter of the Agreement;



		Delay

		the period of time by which the implementation of the Services by reference to the Implementation Plan is delayed arising from a failure to Achieve a Milestone;



		Department’s Confidential Information

		all Personal Data and any information that relates to the business, affairs, developments, trade secrets, Know-how, personnel, and suppliers of the Department, including all Intellectual Property Rights, together with all information derived from any of the above, and any other information designated as being confidential (whether or not it is marked "confidential") or which ought reasonably be considered to be confidential;



		Departmental Assets



		Departmental Premises, IT systems and information with a classification up to confidential;



		Departmental Security Standards

		the Department’s specification for security that the Supplier is required to deliver;



		Departmental Data

		all data or records of whatever nature and in whatever form: (i) supplied by or on behalf of the Department; or (ii) relating to the conduct of the tests, pupils, Markers, the Department’s staff or otherwise relating to the operations or functions of the Department, or in relation to any Call-Off Contract or as created or processed as part of, or in connection with, the Services.  For the avoidance of doubt, this excludes personal and sensitive information for, Supplier staff or other consultants used in the provision of the services; 



		Departmental Dependencies

		in respect of a Call-Off Service, those activities specified in Schedule 3 (Departmental Dependencies) to be carried out by  the Department or a Departmental Service Provider to facilitate the Supplier’s provision of the Services;



		Departmental Materials

		all tests, test scripts, test items, test booklets and other project documentation delivered as part of the Services (including meeting minutes, project board reports and risk and issues logs) training materials, and other material of a similar nature produced by or on behalf of the Supplier for the Department, or in conjunction with the Department, under this Agreement (but excluding the Software); 



		Departmental Policies and Procedures

		the National Curriculum Assessments Policy, as amended or replaced from time to time by the Department;



		Departmental Premises

		those premises which are owned, leased or occupied by the Department from time to time;



		Departmental Security Policy

		the Department’s security policies and procedures as updated, amended or replaced from time to time by the Department;



		Departmental Service Provider

		has the meaning give in Clause 11;



		Departmental Software

		the source code and object code of software (and any additions, modifications or developments thereto, whether made before or after the Effective Date) which is: (i) owned by the Department as at the Effective Date or as at the effective date of a Call-Off Contract; or (ii) developed or procured for the Department as the subject of a Call-Off Contract; 



		Dispute

		any dispute or disagreement between the Parties arising out of or in connection with this Agreement (including in connection with any Call-Off Contract), including any question regarding the existence, validity or termination of this Agreement or a Call-Off Contract;



		EEA

		European Economic Area;



		Effective Date

		the date of this Agreement;



		EIR

		the Environmental Information Regulations 2004 together with any guidance and/or codes of practice issues by the Information Commissioner or relevant Government department in relation to such regulations;



		Exit Phase

		in respect of the Agreement or a Call-Off Contract the period: (a) commencing on the day after the date on which the relevant Termination Notice (or any other notice given to terminate the Agreement or the Call-Off Contract) is served by either Party; and (b) ending on the date one month after the date of the termination of the Agreement or the Call-Off Contract (as appropriate);



		FOIA

		the Freedom of Information Act 2000 and any subordinate legislation made under this Act from time to time together with any guidance and/or codes of practice issued by the Information Commissioner or relevant Government department in relation to such legislation;



		Force Majeure Event

		an act or event affecting the performance by a Party of its obligations hereunder: (a) arising from events beyond its reasonable control including disaster, fire, flood, pandemic, terrorist attack or an industrial dispute (other than one by the employees of the Supplier, its Group Companies or its Subcontractors and only where a substitute third party is not reasonably available); and (b) which could not have been avoided through the exercise of Good Industry Practice, provided that a Force Majeure Event shall not include any claim by a third party that any software, data or other materials provided by the Supplier or the Subcontractors infringes its Intellectual Property Rights;



		General Anti-Abuse Rule

		(a) the legislation in Part 5 of the Finance Act 2013; and 

(b) any future legislation introduced into parliament to counteract tax advantages arising from abusive arrangements to avoid NICs;



		GDPR

		the General Data Protection Regulation (Regulation (EU) 2016/679)



		Good Industry Practice

		the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector;



		Good Industry Standard

		the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector;



		Government

		the government of the United Kingdom;



		HMRC

		Her Majesty’s Revenue & Customs;



		HMSO

		Her Majesty's Stationery Office;



		ICT

		information and communications technology;



		Information

		as defined in section 84 of the FOIA; 



		Insolvency Event

		the occurrence of any of the following events (or any event analogous to any of the following in a jurisdiction other than England and Wales) in relation to the relevant entity:

(a) the entity passing a resolution for its winding up or a court of competent jurisdiction making an order for the entity to be wound up or dissolved or the entity being otherwise dissolved;

(b) the appointment of an administrator of or, the making of an administration order in relation to the entity or the appointment of a receiver or administrative receiver of, or an encumbrancer taking possession of or selling, the whole or part of the entity's undertaking, assets, rights or revenue;

(c) the entity entering into an arrangement, compromise or composition in satisfaction of its debts with its creditors or any class of them or takes steps to obtain a moratorium or makes an application to a court of competent jurisdiction for protection from its creditors;

(d) the entity being unable to pay its debts or being [capable of being] deemed unable to pay its debts within the meaning of section 123 of the Insolvency Act 1986; or

(e) the entity entering into any arrangement, compromise or compromise or composition in satisfaction of its debts with its creditors;

However, a resolution by the relevant entity or a court order that such entity be wound up for the purpose of a bona fide reconstruction or amalgamation shall not amount to an Insolvency Event and amalgamation shall not amount to an Insolvency Event;



		Insurance Policies

		has the meaning given in Clause 23 (Insurance and Liability);



		Intellectual Property Rights

		means patents, trademarks, service marks, utility models, inventions, logos, (whether registrable or otherwise), applications for any of the foregoing, Copyright, domain names, Know-how, database rights, trade or business names, moral rights and other similar rights or obligations whether registrable or not in any country (including but not limited to the United Kingdom) and the right to sue for passing off;



		Key Employees

		has the meaning given in Clause 16.3;



		Key Milestone

		in respect of a Call-Off Contract, an event or task, as described in the Call-Off Contract, which is expressed in the Call-Off Contract to be a Key Milestone;



		Know- how

		confidential and proprietary industrial and commercial information and techniques in any form including drawings, formulae, test results, reports, project reports and testing procedures, instruction and training manuals, tables of operating conditions, market forecasts, lists and particulars of the Department and suppliers;





		LED

		Law Enforcement Directive (Directive (EU) 2016/680);



		Loss

		any awards, claims, compensation, costs, damages, demands, expenses, fines, loss, order, penalty and payment made by way of settlement, of whatsoever nature;



		Management Information

		the operational management information and performance reports to be provided by the Supplier to the Department, as specified in Schedule 4 and/or any Call-Off Contract in force from time to time, 



		Milestone

		an event or task as set out in any Call-off Contract as a milestone including any Key Milestone; 



		Milestone Date

		the scheduled date for completion set against a Milestone, in a Call-Off Contract;



		MoR

		the best practice guidance for effective management of risk as issued and updated by the Government from time to time;



		NICs

		National Insurance Contributions;



		Ofqual

		the Office of the Qualifications and Examinations Regulator;



		Personal Data

		take the meanings given in the GDPR;



		Personal Data Breach

		shall have the meanings given in the GDPR;



		Personnel

		the Supplier’s employees and agents, the Subcontractors and the employees, agents and subcontractors of the Subcontractors engaged in the provision of the Services; 



		Personnel Security Standard

		a government wide requirement including checks on identity, employment history, nationality and immigration status and the declaration of unspent criminal records;



		Processor

		take the the meaning given in the GDPR;



		Process Document

		a document setting out processes and procedures used in the delivery of the Call-Off Service, including interfaces with Subcontractors, the Departmental Service Providers, stakeholders and other relevant third parties;



		Processing

		shall have the meanings given in the GDPR;



		Prohibited Act



		means:

(a)    to directly or indirectly offer, promise or give any person working for or engaged by the Department a financial or other advantage to:

i)  induce that person to perform improperly a relevant function or activity; or

ii)   reward that person for improper performance of a relevant function or activity;

(b)   to directly or indirectly request, agree to receive or accept any financial or other advantage as an inducement or a reward for improper performance of a relevant function or activity in connection with the Agreement;

(c)  an offence:

i)   under the Bribery Act 2010 (or any legislation repealed or revoked by such Act;

ii)   under legislation or common law concerning fraudulent acts; or

iii) the defrauding, attempting to defraud or conspiring to defraud the Department;

(d)  any activity, practice or conduct which would constitute one of the offences listed under (c) above if such activity, practice or conduct has been carried out in the United Kingdom;



		Project Closure Report

		has the meaning given in Clause 26.2.1;



		Project Plan

		a plan setting out the resources, tasks and timescales required to be performed to mobilise and deliver the Call-Off Contract together with any revisions the Supplier proposes to make to the Milestone Dates set out in the Call-Off Contract;



		Property 



		the property, other than real property, issued or made available to the Supplier by the Department in connection with the Agreement;



		Rate Card

		the rate card for Personnel as set out in Schedule 2;



		Regulations

		any laws, regulations, regulatory constraints, obligations or rules (including binding codes of conduct and binding statements of principle incorporated and contained in such rules) applicable to the existence or operation of this Agreement or the provision of any part of the Services from time to time;



		Regulatory Body

		those Government departments and regulatory, statutory and other entities, committees and bodies which, whether under statute, rules, regulations, codes of practice or otherwise, are entitled to regulate, investigate, or influence the matters dealt with in this Agreement or any other affairs of the Department and "Regulatory Body" shall be construed accordingly;



		Regulatory Change

		has the meaning given in Clause 40;



		Relevant Requirements



		means all applicable Law relating to bribery, corruption and fraud, including the Bribery Act 2010 and any guidance issued by the Secretary of State for Justice pursuant to section 9 of the Bribery Act 2010;



		Request for Information

		a request for information or an apparent request under FOIA or the EIR received by the Department, the Supplier, the Subcontractors or another relevant Regulatory Authority or public body (as defined by FOIA) or public authority (as defined by the Environmental Information Regulations 2004);



		Security Plan

		the Supplier's security plan prepared as part of their tender and included in Schedule 8 to the Agreement;



		Security Policy

		the Department's Security Standards and Plan as updated from time to time;



		Service Commencement Date

		in relation to a Call-Off Contract, the date on which the relevant Call-Off Service shall commence, as specified in the Call-Off Contract;



		Service Element

		part of a Call-Off Service as identified in a Call-Off Contract and described in more detail in Schedule 1;



		Services

		the services the Supplier agrees to provide under this Agreement from time to time including any Call-Off Services;



		SME

		a micro, small or medium-sized enterprise defined in accordance with the European Commission Recommendation 2003/361/EC;



		Software

		the Supplier Software, the Third Party Software and the Departmental Software; 



		Source Code

		the computer programming code of the Software, in human-readable form and in such form that can be compiled or interpreted into equivalent object code, together with all technical information and documentation (including all specifications, input and output formats, algorithms and file structures) that are necessary for the use, reproduction, modification and enhancement of such software or that have been used for such purposes;



		SPF

		Government Security Policy Framework which sets out the standards, best practice guidelines and approaches that are required to protect UK government assets. 



		Subcontract

		any contract or agreement or proposed contract or agreement between the Supplier and any third party whereby that third party agrees to provide to the Supplier the Services or any part thereof;



		Subcontractor

		a subcontractor of the Supplier (including any of the Supplier’s Group Companies) which performs part of the Service;



		Successor Operator

		an entity (which may include the Department) succeeding the Supplier in the provision or operation of services similar to the Services or any part thereof (including any Call-Off Service);



		Supplier Personnel

		all employees, agents and contractors of the Supplier and/or of any Subcontractor;



		Supplier Software

		the software used in the provision of the Services other than the Third Party Software and the Departmental Software, specifically excludes pre-existing Intellectual Property Rights and software including but not limited to Suppliers Register of Schools, Survey Admin System, School Portal and on-screen marking system;



		Supplier’s Contract Manager

		*** name of the Suppliers Contract Manager***;



		Supplier System

		the computer systems used by or on behalf of the Supplier to provide all or part of the Services including the Software but excluding the Departmental System;



		Term

		the period from the Effective Date until the termination or expiry of the Agreement; 



		Termination Notice

		a notice in writing, served by one Party on the other, in accordance with this Agreement to terminate this Agreement, a Call-Off Contract or a Service Element;



		Territory

		the United Kingdom (and the locations, to the extent outside the United Kingdom, of the British Forces Posted Overseas schools), it being understood that, insofar as the Services include the operation and maintenance of a website on which the Trade Marks are mentioned, no territorial restriction shall apply to the use of the Trade Marks on such website;



		Third Party Software

		any software used in the provision of the Services, the Intellectual Property Rights in which are owned by a third party;



		Time and Materials Basis

		that the cost of a service or activity shall be the sum of:

(i)	the labour costs of the Personnel engaged in the performance of that service or activity. Such sum shall be equal to the amount of time directly and necessarily spent by such Personnel in the performance of such service or activity at the rates set out in the Rate Card (or in the absence of an appropriate rate in the Rate Card, at cost); plus

(i)	any payments to third parties directly and necessarily made in the performance of such service or activity. Such payments to be passed through without the addition of any margin or overhead by the Supplier and with the benefit of any volume or other related discount

provided that:	

the Supplier must use Best Endeavours to use efficiently all resources chargeable to the Department in respect of that service or activity so as to minimise the cost to the Department;



		Trade Marks

		the registered and unregistered trademarks, names, logos and devices, brief particulars of which are set out in the Brand Guidelines or specified in writing by the Department from time to time;



		VAT

		value added tax and any tax of a similar fiscal nature (including, without limitation, any tax of a similar fiscal nature imposed in addition to, or as a replacement for, such tax); 



		Virus

		any “back door”, “time bomb”, “trojan horse”, “worm”, “drop dead device”, “virus” or other computer software routine intended or designed to: 

(i)	disable, damage, erase, disrupt or impair the normal operation of; or 

(i)	provide unauthorised access to or modification to,

computer systems or any software or information stored on those computer systems



		Work

		any and all works including but not limited to literary, dramatic, musical or artistic works, sound recordings, films, broadcasts or cable programmes, typographical arrangements and designs (as the same are defined in the Copyright Act) which are created from time to time during the course of this Agreement by the Supplier or by or together with others at the Supplier's request or on its behalf and where such works directly relate to or are created in respect of the performance of this Agreement or any part of it;



		Working Day

		a day (other than a Saturday or Sunday) on which banks are open for general business in the City of London.





References to “Clauses” and “Schedules” mean clauses of and schedules to this Agreement. The provisions of the Schedules shall be binding on the parties as if set out in full in this Agreement.

References to the singular include the plural and vice versa and references to any gender include both genders. References to a person include any individual, firm, unincorporated association or body corporate.

References to the “Parties” means the Department and the Supplier and their respective successors and permitted assigns. References to a “third party” or “third parties” shall not include the Group Companies of the Supplier.

If there is any conflict or ambiguity between any sections of the Agreement, the sections shall be applied in the following order of precedence: the Clauses; the Schedules; the Call-Off Contracts; and any other document referred to in this Agreement. 

If the Supplier becomes aware of a conflict between a Call-Off Contract and any other part of this Agreement, the Supplier shall promptly notify the Department of such conflict and shall follow the Department’s instructions in connection with such conflict. 

[bookmark: _Toc515605849][bookmark: _Toc314752923]Supplier Appointment

The Supplier is appointed by the Department under this Agreement as a potential, non-exclusive provider of the Services and any other Modified Tests Services the Department may wish to purchase from time to time. Nothing in this Agreement prevents the Department or any persons connected with it from acquiring the Services or services similar to the Services from another supplier during the Term or from performing any such services for itself internally.

[bookmark: _Toc515605850]Status of Supplier

In carrying out its obligations under this Agreement the Supplier is acting as principal and not as the agent of the Department.

The Supplier shall not say or do anything that may lead any person to believe that the Supplier is acting as the agent of the Department.

[bookmark: _Toc314752952][bookmark: _Toc515605851]Assignment

[bookmark: _Ref192481945]Neither Party shall assign, novate or otherwise transfer any of its rights or obligations under this Agreement (including in respect of a Call-Off Contract) to any person without the prior written consent of the other Party, such consent not to be unreasonably withheld or delayed; except that the Department shall be entitled to assign or novate this Agreement (or a Call-Off Contract) to a body or bodies which succeeds the Department or undertakes equivalent functions or duties to the Department in accordance with an Act of Parliament, a direction of a Government body or a Regulatory Authority’s request, without the Supplier’s consent and the Supplier shall enter into such documents as are reasonably necessary for this purpose.

[bookmark: _Ref304799798][bookmark: _Toc304815115][bookmark: _Toc304839996][bookmark: _Toc314752955][bookmark: _Toc515605852]Third Party Rights

[bookmark: _Ref117657793]This Agreement does not create any right or benefit enforceable by any person not a party to it (within the meaning of the Contracts (Rights of Third Parties) Act 1999) except for: (i) a person who is a permitted successor or assignee of the rights or benefits of a Party that may enforce such rights or benefits; and (ii) a Successor Operator.

[bookmark: _Toc515605853]Framework Commencement and Term

This Agreement commences on the Effective Date and ends 4 years after the Effective Date unless terminated earlier in accordance with its terms. 

[bookmark: _Toc515605854]Call-Off Contracts – Execution, Commencement and Term

If the Parties agree that a Call-Off Service shall be provided they shall execute a Call-Off Contract in respect of that Call-Off Service.

Call-Off Contracts shall commence on the Service Commencement Date and shall expire on the date specified in the Call-Off Contract.  

[bookmark: _Toc314752924][bookmark: _Toc515605855]Services

The Supplier shall provide the Services in accordance with this Agreement and as described in the Schedules. The Services shall be deemed to include all activities, functions and services necessary for the proper provision of, ancillary to or customarily included as part of services similar to the Services.

The Supplier shall ensure that each Call-Off Service conforms to the relevant description set out in the Call-Off Contract and Schedule 1.

[bookmark: _Toc515605856]Supplier’s Obligations

The Supplier shall perform all of its obligations under this Agreement:

in accordance with any PIDs, Project Plans, Process Documents and Security Plans approved by the Department; 

in accordance with the Departmental Policies and Procedures and Good Industry Practice; 

substantially in accordance with appropriate project management standards; and

in accordance with the Department’s reasonable instructions, as contained in the Call-Off Contracts. 

The Supplier shall comply with all statutory provisions including all prior and subsequent enactments, amendments and substitutions relating to that provision and to any regulations made under it.

[bookmark: _Toc515605857]Department’s Obligations

The Department shall comply with the payment provisions of Schedule 2 provided that the Department has received full and accurate information and documentation as required by Schedule 2 from the Supplier for work completed to the satisfaction of the Department.

[bookmark: _Toc515605858][bookmark: _Ref390350240]Departmental Dependencies

The Supplier’s performance of the Services may depend on the Department’s performance of the Departmental Dependencies and the Department’s other obligations under the Agreement. Therefore the Supplier shall not be liable for:

any failure to comply with the Agreement to the extent that such failure is directly caused by a failure by the Department to comply with its obligations under this Agreement or to perform a Departmental Dependency; or

any delay in fulfilling its obligations under the Agreement to the extent that such failure is directly caused by a failure by the Department to comply with its obligations under the Agreement or to perform a Departmental Dependency

(each a “Department Delay”)

provided always that such relief shall only be granted if the Supplier: (i) has given a notice to the Department promptly and in any event within 3 Working Days, upon becoming aware of such failure to comply or delay (as applicable); and (ii) uses Best Endeavours in accordance with Good Industry Practice to make good any such failure or make up time lost as a result of that delay (as applicable).

[bookmark: _Toc515605859]Cooperation

The Supplier shall be open and co-operative and provide reasonable assistance to Regulatory Bodies, test development agencies and any third party providing services to the Department (including services similar to or the same as the Services) or any third party to whom the Department subcontracts or delegates any of its rights and obligations under this Agreement, or any other activities it undertakes as part of its business from time to time (each such third party being a “Departmental Service Provider”). This assistance shall include: 

providing such information about the manner in which the Services are provided as is reasonably necessary for the Departmental Service Providers to provide their services to the Department or carrying out such activities as have been delegated to it by the Department;

making available to, or accepting information from the Departmental Service Providers and Regulatory Bodies; and

meeting the Department, Ofqual and other Regulatory Bodies and the Departmental Service Providers to discuss the Services and the services provided by third parties.

[bookmark: _Toc515605860]Changes to the Department's Requirements

The Department shall notify the Supplier of any change to the Department's requirement under this Agreement.

The Supplier shall use Best Endeavours to accommodate any changes to the needs and requirements of the Department provided that it shall be entitled to payment for any additional costs it incurs as a result of any such changes. The amount of such additional costs to be agreed between the Parties in writing.

[bookmark: _Ref390019923][bookmark: _Toc515605861]Amendment and variation

No amendment or variation to this Agreement shall be effective unless it is in writing and signed by or on behalf of each of the Parties. The Supplier shall comply with any formal procedures for amending or varying agreements which the Department may have in place from time to time.

[bookmark: _Ref390349858][bookmark: _Toc515605862]Change Control Procedures

If either Party wishes to change this Agreement including the modification of an existing Call-Off Contract the provisions set out in Schedule 5 shall apply in respect of that change.

[bookmark: _Toc515605863]Suppliers Employees and Sub-Contractors

Subject to Clause 16.2, the Supplier shall not, without the Department’s prior written consent, subcontract any of its rights and obligations under this Agreement. The Supplier shall maintain full details of its Subcontractors (including the services provided and how they are managed) and shall make such details available to the Department upon request. 

The Department’s consent to a Subcontractor will not relieve the Supplier of its obligations to the Department under this Agreement and the Supplier shall be fully responsible to the Department for the acts or omissions of its Subcontractors. Any obligation on the Supplier to do, or refrain from doing, any act or thing shall include an obligation upon the Supplier to procure that the Subcontractors and Personnel also do, or refrain from doing, such act or thing. 

The Supplier shall give the Department on request a list of all persons who are or may be at any time directly concerned with the performance of this Agreement specifying the capacity in which they are concerned with the provision of the Services and giving such other particulars as the Department may reasonably require.

The Supplier shall immediately notify the Department if they have any concerns regarding the propriety of any of its Subcontractors in respect of the Services.

If the Department notifies the Supplier that it considers that an employee or Subcontractor is not appropriately qualified or trained to provide the Services or otherwise is not providing the Services in accordance with this Agreement, then the Supplier shall, as soon as is reasonably practicable, take all such steps as the Department considers necessary to remedy the situation or, if required by the Department, remove the employee or Subcontractor from providing the Services and shall provide a suitable replacement (at no cost to the Department).

The Supplier shall take all reasonable steps to avoid changes of employees or Subcontractors assigned to and accepted to provide the Services under the Agreement except if changes are unavoidable or temporary. The Supplier shall give at least one month's written notice to the Contract Manager of proposals to change Key Employees or Subcontractors.

The Supplier shall use all reasonable endeavours to ensure that all its employees and Subcontractors who are not EU citizens are legally entitled to be resident in the UK and have a work permit, where applicable.

[bookmark: _Ref389764204]Where the Supplier enters into a contract with a Subcontractor for the purpose of performing its obligations under the Agreement it shall ensure prompt payment in accordance with this Clause 16.8. Unless otherwise agreed by the Department in writing, the Supplier shall ensure that any contract requiring payment to a Subcontractor shall provide for undisputed sums due to the Subcontractor to be made within:

10 days, where the Subcontractor is an SME; or 

30 days either, where the Subcontractor is not an SME, or both the 		Supplier and the Subcontractor are SMEs.

The Supplier shall comply with such terms and shall provide, at the Department’s request, sufficient evidence to demonstrate compliance.

The Department shall be entitled to withhold payment due to the Supplier if, in the Department’s reasonable opinion, the Supplier has failed to comply with its obligations to pay any Subcontractors in accordance with Clause 16.8 and the Department shall not be liable to pay any interest or penalty in withholding such payment.  .

The Supplier, its employees and Subcontractors (or their employees), whilst on Departmental premises, shall comply with such rules, regulations and requirements (including those relating to security arrangements) as may be in force from time to time.

The Supplier shall ensure the security of all the Property whilst in its possession in accordance with the Department’s reasonable security requirements as required from time to time.

[bookmark: _Ref390350381][bookmark: _Ref390350417][bookmark: _Toc515605864]Personnel

The Supplier shall ensure that it provides an adequate number of suitably qualified, skilled and experienced Personnel and shall ensure that they provide the Services with all due care and skill. In particular, all Personnel shall be fluent in English.

The Personnel shall not become employees of the Department and any instruction issued by the Department is issued to the Supplier and not directly to the Personnel. 

As at the Effective Date, the Key Employees are: 

Name to be inserted from successful tender

Name to be inserted from successful tender

Name to be inserted from successful tender

Name to be inserted from successful tender

along with any other employees identified as key in a Call-Off Contract (the “Key Employees”). The Supplier shall maintain up-to-date CVs of all Key Employees and shall make the CVs available to the Department on request. At the Department’s reasonable request during the Term, the list of Key Employees in this Clause 17.3 shall be amended to include any other Personnel which the Department considers to be Key Employees.

[bookmark: _Ref390012610]If any of the Key Employees cease to be involved in the provision of the Services, the Supplier shall promptly nominate another employee of the Supplier to act as a Key Employee in place of that person. Prior to doing so, the Supplier shall:

ensure that the individual has the appropriate ability and qualifications;

notify the Department of its intention to appoint that individual;

introduce the individual to appropriate representatives of the Department; and

provide the Department with such information about the individual as is reasonably requested by the Department.

If the Department reasonably and promptly objects in writing to the individual proposed under Clause 17.4, the Supplier shall not assign that individual to the position and shall propose to the Department another individual of suitable ability and qualifications. If the Department does not object to that individual, then they shall become a Key Employee.

The costs of training any replacement Key Employee or other handover costs shall be borne by the Supplier.

The Supplier shall not, and shall ensure that its Group Companies shall not, at any time during the Term or for 12 months after termination of this Agreement, solicit or endeavour to entice away from or discourage from being employed or hired by the Department any person who is an employee of the Department and who, to the Supplier’s knowledge, is or was engaged in the Services in the previous 12 months whether or not such person would thereby commit a breach of his contract of service and save that this restriction shall not apply to any person who has received a notice of redundancy or dismissal. The restrictions in this Clause 17.7 shall not apply if a person who is or was an employee of the Department is employed as a result of a response by that person to a public advertisement.

[bookmark: _Ref390013973][bookmark: _Toc515605865]Personnel Security Standard

The Supplier shall ensure that any Personnel who have unsupervised access to Departmental Assets meet the Personnel Security Standards and shall provide evidence that the checks have been performed on request, meeting Cabinet Office Security Policy framework, Baseline Personnel Security Standard (BPSS) https://www.gov.uk/government/publications/security-policy-framework.

A breach of this Clause 18 shall entitle the Department to terminate the Agreement immediately.

[bookmark: _Ref117588584][bookmark: _Ref117588760][bookmark: _Toc119311279][bookmark: _Toc142151180][bookmark: _Toc314752938][bookmark: _Toc515605866]Branding of the Service

From the Effective Date the Department grants the Supplier a non-exclusive royalty-free licence to use the Trade Marks during the Term in the Territory on or in relation to the tests or related materials as is necessary for the provision of the Services.

The right to use the Trade Marks is conditional on the Supplier’s compliance with the Department’s Brand Guidelines (as amended by the Department from time to time). 

The Supplier shall not affix any trademarks (other than the Trade Marks) or other promotional information to any of the Departmental Materials (including tests and any marketing materials) without the Department’s prior written consent

The Supplier shall give the Department on request representative samples of any materials, including test materials and marketing materials, on or in respect of which the Trade Marks are used. 

[bookmark: _Ref117588786]This Clause 19 and the licence contained herein is personal to the Supplier. The Supplier shall not assign, transfer, sub-license, mortgage, charge, or in any other way dispose of or purport to dispose of its rights or obligations under this Clause 19. Without prejudice to the generality of the foregoing, if the Supplier wishes a third party (a “Sub-Licensee”) to use the Trade Marks, the Supplier shall obtain the Department’s prior written consent to such sub-licence, and if consent is given, shall procure that the Sub-Licensee shall enter into a licence directly with the Department containing provisions substantially the same as set out in this Clause 19 prior to the Sub-Licensee using the Trade Marks. The Supplier shall be responsible to the Department for the acts and omissions of its Sub-Licensees as if they were those of the Supplier.

Except as provided by this Clause 19, the Supplier shall not use the Trade Marks or the name of the Department or the Standards and Testing Agency. 

[bookmark: _Toc305181258][bookmark: _Toc305181260][bookmark: _Toc515605867][bookmark: _Toc390354255][bookmark: _Toc119311280][bookmark: _Toc142151181][bookmark: _Ref305155784][bookmark: _Ref305160150][bookmark: _Ref305160154][bookmark: _Toc314752939]Step in rights

1.1 Without prejudice to DFE’s rights of termination under clause 26 the DFE may exercise one or more of the rights set out in this clause 20 (“Step In Rights”) if:

1.1.1 there is a Default by the Contractor which materially prevents or materially delays performance of the Services or any part of the Services;

1.1.2 an event of Force Majeure occurs which materially prevents or materially delays the performance of the Services or any part of the Services;

1.1.3 a Regulatory Body has advised the DFE that exercise by the DFE of its rights under this clause 20 is necessary;

1.1.4 a serious risk exists to the health and safety of persons, property or the environment;

1.1.5 it is necessary to discharge a statutory duty; or

1.1.6 the Contractor becomes insolvent.

1.2 If the DFE has a Step In Right it may serve notice on the Supplier (a “Step-In Notice”) that it will take action under this clause 20 either itself or with the assistance of a third party.

1.3 The Step-In Notice shall set out:

1.3.1 the action the DFE wishes to take and in particular the Services that it wishes to control (the “Required Action”);

1.3.2 the event triggering the Step In Rights and whether the DFE believes that the Required Action is due to the Contractor's Default;

1.3.3 the date on which it wishes to commence the Required Action;

1.3.4 the time period which it believes will be necessary for the Required Action

1.3.5 whether the DFE will require access to the Contractor's premises; and

1.3.6 to the extent practicable, the effect the DFE anticipates the Required Action will have on the Contractor’s obligations to provide the Services during the period that the Required Action is being taken.

1.4 Following service of a Step-In Notice, the DFE shall;

1.4.1 take the Required Action set out in the Step-In Notice and any consequential additional action as it reasonably believes is necessary to achieve the Required Action.

1.4.2 keep records of the Required Action taken and provide information about the Required Action to the Contractor

1.4.3 co-operate wherever reasonable with the Contractor in order to enable the Contractor to continue to provide those Services of which the DFE is not assuming control; and

1.4.4 act reasonably in mitigating the cost that the Contractor will incur as a result of the exercise of the Step In Rights.

1.5 For as long as and to the extent that the Required Action continues:

1.5.1 the Contractor shall not be obliged to provide the Services to the extent that they are the subject of the Required Action; and

1.5.2 the DFE shall pay the Contractor the Charges after subtracting any applicable Service Credits and the DFE's costs of taking the Required Action.

1.6 If the Contractor demonstrates to the DFE’s reasonable satisfaction that the Required Action has resulted in the degradation of any Services not subject to the Required Action beyond that which would have been the case had the DFE not taken the Required Action, the DFE may adjust the Charges.

1.7 Before ceasing to exercise its Step In Rights the DFE shall deliver a written notice to the Contractor (a “Step-Out Notice”), specifying:

1.7.1 the Required Action it has taken; and

1.7.2 the date on which the DFE plans to end the Required Action subject to the DFE being satisfied with the Contractor's ability to resume the provision of the Services and the Contractor's plan developed in accordance with clause 20.8.

1.8 The Contractor shall, following receipt of a Step-Out Notice and not less than 20 Business Days prior to the date specified in clause 20.7.2, develop for the DFE's approval a draft plan relating to the resumption by the Contractor of the Services, including any action the Contractor proposes to take to ensure that the affected Services satisfy the requirements of the Contract.

1.9 If the DFE does not approve the draft plan, it shall inform the Contractor of its reasons for not approving it and the Contractor shall then revise the draft plan taking those reasons into account and shall re-submit the revised plan to the DFE for approval. The DFE shall not withhold or delay its approval of the draft plan unreasonably.

1.10 The Contractor shall bear its own costs in connection with any Step-In under this clause 20, provided that the DFE shall reimburse the Contractor's reasonable additional expenses incurred directly as a result of any Step-In action taken by the DFE under clauses 20.1.2 to 20.1.5 (insofar as the primary cause of the DFE serving the Step In Notice is identified as not being the result of a Contractor’s Default).



[bookmark: _Toc515605868]Software, Data and Materials

[bookmark: _Ref117588895][bookmark: _Hlt449861334]The Department hereby grants to the Supplier a non-transferable, non-exclusive, royalty-free, licence to use, modify, adapt and enhance Departmental Software (and any associated documentation) for the Term, solely to the extent reasonably necessary for the provision of the Services in accordance with the terms of this Agreement. All Intellectual Property Rights in Departmental Software (including for the avoidance of doubt any modification, adaptation or enhancement thereto) shall remain with, or vest upon creation in, the Crown. At the Department’s request, the Supplier shall execute, or procure from a relevant third party the execution of, any formal assignment or other document required to give effect to this Clause 21.1 The Supplier shall not obtain any right, title or interest to Departmental Software save as set out in this Clause 21.1. The Supplier shall provide a copy of the Source Code of Departmental Software and any associated documentation to the Department on request.

[bookmark: _Ref117589151]The Department hereby grants the Supplier a non-transferable, non-exclusive, royalty-free licence in relation to the Intellectual Property Rights in Departmental Data and Departmental Materials for the Term, solely to the extent reasonably necessary for the provision of the Services in accordance with the terms of this Agreement. All Intellectual Property Rights in Departmental Data and Departmental Materials shall remain with or vest in, the Crown. At the Department’s request, the Supplier shall execute, or procure from a relevant third party the execution of, any formal assignment or other document required to give effect to this Clause 21.2. The Supplier shall not obtain any right, title or interest to Departmental Data or Departmental Materials save as set out in this Clause this 21.2.

[bookmark: _Ref305226143]The Supplier shall use best endeavours to take such steps as the Department may require in order to enforce the Department’s rights in relation to one or all of the Departmental Data, Departmental Software and Departmental Materials against third parties provided that the Department shall (subject to the immediately following sentence) reimburse the Supplier in respect of any costs reasonably incurred by the Supplier in taking such steps. In respect of any request (or sequence of requests relating to the same subject-matter), the Supplier shall obtain the Department’s written consent before incurring total costs of over £1,000 in complying with this Clause 21.3 and acknowledges that if it fails to do so, it shall not be entitled to invoice the Department for the amount of such costs being in excess of £1,000. 

[bookmark: _Ref117589348][bookmark: _Ref305154631]The Supplier hereby grants, or shall procure the grant to, the Department and any Departmental Service Provider, a non-transferable, non-exclusive, royalty-free licence to use the Intellectual Property Rights in the Supplier Software and the Third Party Software for the Term and the Exit Phase to the extent reasonably necessary for the Department to receive the Services in accordance with this Agreement. 

The licence in Clause 21.4 shall not apply to the extent that the terms of any Third Party Software prevent it being licensed to a Departmental Service Provider. In such a circumstance the Supplier shall use Best Endeavours, at the Department’s cost and request, to amend the terms of the relevant Third Party Software licence to permit use by a Departmental Service Provider.

[bookmark: _Ref135469230]The Supplier shall hold the Department harmless against any reasonable costs, claims, demands, expenses and damages of whatsoever nature incurred by the Department, arising out of any claim that the use by the Department of any materials used or made available in the provision and receipt of the Services (the “Indemnified Materials”) infringes the Intellectual Property Rights of any third party. For the avoidance of doubt, this indemnity shall not apply to:

any infringement of Intellectual Property Rights which arises from the use of the Indemnified Materials by the Department other than in accordance with the Supplier’s reasonable instructions; or

any adaptation, modification or enhancement made by the Department to the Indemnified Materials without the Supplier’s approval.

[bookmark: _Ref390027934][bookmark: _Ref390027957][bookmark: _Toc515605869]Escrow

At the Department’s request in a Call-Off Contract, the Supplier shall promptly ensure the Source Code for all the Departmental Software is placed in escrow with the Department’s chosen escrow service provider (the “Escrow Agent”) at the Department’s cost. 

The Supplier shall ensure that all Source Code placed in escrow under this Clause 22 shall be on the Escrow Agent’s standard single licensee terms, with the Department as a licensee, save that the service of a Termination Notice shall be a release event for that Source Code. 

The Supplier shall ensure that all Source Code placed into escrow under this Clause 22 is updated whenever there is a material change to that Source Code and, in any event, at least once every 6 months.

At the Department’s request, the Escrow Agent shall verify the software and the Source Code. The Department shall pay the costs of such verification unless the verification determines that the software or the Source Code is incomplete or defective, in which case the Supplier shall: (a) reimburse the Department for the costs of that verification; and (b) ensure the prompt replacement of that material with the correct software and the Source Code that will pass the verification exercise.

[bookmark: _Toc515605870]Intellectual Property Rights

Subject to Clause 23.11, all Intellectual Property Rights in any guidance, specifications, instructions, toolkits, plans, data, drawings, databases, patterns, models, designs or other material which is:

furnished to or made available to the Supplier by or on behalf of the Department;

prepared by or for the Supplier on behalf of the Department for use, or intended use, in relation to the performance by the Supplier of its obligations under the Agreement; or

the result of any work done by the Supplier, the Personnel or any Subcontractor in relation to the provision of the Services (together with Clauses 23.3 and 23.4 the “IP Materials”)

shall vest in the Crown and the Supplier shall not, and shall ensure that the Personnel shall not, use or disclose any IP Materials without the Department’s written approval save to the extent necessary for performance by the Supplier of its obligations under the Agreement.

The Supplier hereby assigns to the Department, with full title guarantee, all Intellectual Property Rights which may subsist in the IP Materials prepared in accordance with Clauses 23.1.2 and 23.1.3. This assignment shall take effect on the Effective Date or (in the case of rights arising after the Effective Date) as a present assignment of future rights that will take effect immediately on the coming into existence of the Intellectual Property Rights produced by the Supplier. The Supplier shall execute all documents and do all acts as are necessary to execute this assignment.

The Supplier shall waive or procure a waiver of any moral rights held by it or any third party in copyright material arising as a result of the Agreement or the performance of its obligations under the Agreement.

The Supplier shall ensure that the third party owner of any Intellectual Property Rights that are or which may be used to perform the Services grants to the Department a non-exclusive licence or, if itself a licensee of those rights, shall grant to the Department an authorised sub-licence, to use, reproduce, modify, develop and maintain the Intellectual Property Rights in the same. Such licence or sub-licence shall be non-exclusive, perpetual, royalty-free, worldwide and irrevocable and shall include the right for the Department to sub-license, transfer, novate or assign to other Contracting Departments, a Successor Operator or to any other third party supplying goods and/or services to the Department.

The Supplier shall not infringe any Intellectual Property Rights of any third party in supplying the Services and the Supplier shall, during and after the Term, indemnify and keep indemnified the Department and the Crown from and against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which the Department or the Crown may suffer or incur as a result of or in connection with any breach of this Clause 23.5, except to the extent that any such claim results directly from:

items or materials based upon designs supplied by the Department; or

the use of data supplied by the Department which is not required to be 		verified by the Supplier under any provision of the Agreement.

The Department shall notify the Supplier in writing of any claim or demand brought against the Department for infringement or alleged infringement of any Intellectual Property Right in materials supplied and/or licensed by the Supplier to the Department.

The Supplier shall at its own expense conduct all negotiations and any litigation arising in connection with any claim, demand or action by any third party for infringement or alleged infringement of any third party Intellectual Property Rights (whether by the Department or the Supplier) arising from the performance of the Supplier’s obligations under the Contract (“Third Party IP Claim”), provided that the Supplier shall at all times:

consult the Department on all material issues which arise during the 		conduct of such litigation and negotiations;

take due and proper account of the interests of the Department; and

not settle or compromise any claim without the Department’s approval 		(not to be unreasonably withheld or delayed).

The Department shall at the request of the Supplier afford to the Supplier all reasonable assistance for the purpose of contesting any Third Party IP Claim and the Supplier shall indemnify the Department for all costs and expenses (including, but not limited to, legal costs and disbursements) incurred in doing so. The Supplier shall not be required to indemnify the Department under this Clause 23.8 in relation to any costs and expenses to the extent that such arise directly from the matters referred to in Clauses 23.5.1 or 23.5.2.

The Department shall not, without the Supplier’s consent, make any admissions which may be prejudicial to the defence or settlement of any Third Party IP Claim.

If any Third Party IP Claim is made or in the reasonable opinion of the Supplier is likely to be made, the Supplier shall notify the Department and, at its own expense and subject to the Department’s approval (not to be unreasonably withheld or delayed), shall (without prejudice to the rights of the Department under Clause 23.4) use its Best Endeavours to:

modify any or all of the Services without reducing the performance or 		functionality of the same, or substitute alternative services of equivalent 		performance and functionality, so as to avoid the infringement or the 		alleged infringement; or

procure a licence to use the Intellectual Property Rights and supply the 		Services which are the subject of the alleged infringement, on terms 		which are acceptable to the Department

and if the Supplier is unable to comply with Clauses 23.10.1 or 23.10.2 within 20 Working Days of receipt by the Department of the Supplier’s notification the Department may terminate the Agreement immediately by notice to the Supplier.

Any Intellectual Property Rights that the Supplier owned or developed prior to the Effective Date shall remain vested in the Supplier but the Supplier grants to the Department a royalty-free, irrevocable, worldwide, non-exclusive licence (with a right to sub-license) to use any Intellectual Property Rights that the Supplier owned or developed prior to the Effective Date and which the Department reasonably requires in order to exercise its rights under, and receive the benefit of, the Agreement (including, without limitation, the Services).

[bookmark: _Ref390010893]The Supplier warrants to the Crown, HMSO and the Department (and to any assignees and licensees of each) that any Works will not infringe in whole or in part any Copyright or like right or any Intellectual Property Right of any other person and shall indemnify  Her Majesty and/or the Government against any and all claims, demands, proceedings, expenses and losses, including any of a consequential nature, arising directly or indirectly out of any act of the foregoing in relation to any Work, where such act is or is alleged to be an infringement of a third party's Copyright or like right or other Intellectual Property Right.

The warranty and indemnity contained in Clause 23.12 shall survive the termination of this Agreement and shall exist for the life of the Copyright.

[bookmark: _Ref390015690][bookmark: _Toc515605871]Warranty and Indemnity

The Supplier warrants to the Department that the obligations of the Supplier under this Agreement will be performed by appropriately qualified and trained personnel with reasonable skill, care and diligence and to such high standards of quality as it is reasonable for the Department to expect in all the circumstances.  The Department relies on the Supplier's skill, expertise and experience in the performance of the Services and also upon the accuracy of all representations or statements made and the advice given by the Supplier in connection with the performance of the Services and the accuracy of any documents conceived, originated, made or developed by the Supplier as part of this Agreement. The Supplier warrants that any goods supplied by the Supplier forming a part of the Services will be of satisfactory quality and fit for their purpose and will be free from defects in design, material and workmanship.

Without prejudice to any other remedy, if any part of the Services is not performed in accordance with this Agreement the Department may:

require the Supplier promptly to re-perform or replace the relevant part of the Services without additional charge to the Department; or

assess the cost of remedying the failure (the “Assessed Cost”) and to deduct from any sums due to the Supplier the Assessed Cost for the period that such failure continues.

The Supplier shall be liable for and shall indemnify the Department in full against any expense, liability, loss, claim or proceedings arising under statute or at common law in respect of personal injury to or death of any person whomsoever or loss of or damage to property whether belonging to the Department or otherwise arising out of or in the course of or caused by the provision of the Services subject to clause 25.10.

The Supplier shall be liable for and shall indemnify the Department against any expense, liability, loss, claim or proceedings arising as a result of or in connection with any breach of the terms of this Agreement or otherwise through the default of the Supplier subject to clause 25.10.

All property of the Supplier whilst on the Department's premises shall be there at the risk of the Supplier and the Department shall accept no liability for any loss or damage howsoever occurring to it.

[bookmark: _Ref390015803][bookmark: _Toc515605872]Insurance and Liability

The Supplier shall take out and maintain with a reputable insurance company a policy or policies of insurance providing an adequate level of cover in respect of all risks which may be incurred by the Supplier, arising out of the Supplier’s performance of its obligations under this Agreement or any Call-Off Contract, including death or personal injury, loss of or damage to property or any other loss. Such policies shall include cover in respect of any financial loss arising from any advice given or omitted to be given by the Supplier. Such insurance shall be maintained for the duration of this Agreeement and any Call-Off Contract and for a minimum of 6 years following the termination or expiry of this Agreement or any Call-Off Contract, if later.

1.11 The Supplier shall hold employer’s liability insurance of not less than £5 million in respect of all Supplier Personnel and such insurance shall be in accordance with any legal requirement from time to time in force.

1.12 The Supplier shall give the Department, on request, copies of all insurance policies referred to in this clause or a broker’s verification of insurance to demonstrate that the appropriate cover is in place, together with receipts or other evidence of payment of the latest premiums due under those policies.

1.13 If the Supplier does not give effect to and maintain the insurances required by the provisions of this Agreement, the Department may make alternative arrangements to protect its interests and may recover the costs of such arrangements from the Supplier.

1.14 The provisions of any insurance or the amount of cover shall not relieve the Supplier of any liabilities under this Agreement or any Call-Off Contract.  

[bookmark: _Toc401833689][bookmark: _Ref390015703][bookmark: _Ref117498949][bookmark: _Ref117500741][bookmark: _Toc119311287][bookmark: _Ref159132114][bookmark: _Toc304815108][bookmark: _Toc304839989][bookmark: _Toc314752949][bookmark: _Ref389767611][bookmark: _Ref389767643]The Supplier shall not take any action or fail to take any reasonable action, or (to the extent that it is reasonably within its power) permit anything to occur in relation to the Supplier, which would entitle any insurer to refuse to pay any claim under any insurance policy in which the Supplier is an insured, a co-insured or additional insured person. Limitations of Liability

[bookmark: _Ref389767506]Subject to Clauses 25.8 and 25.13 but otherwise notwithstanding any other provision of this Agreement neither Party shall be liable to the other Party for any loss of profits, business, revenue or any indirect or consequential loss.

[bookmark: _Ref389767854]The provisions of Clause 25.7 shall not limit the Department’s right to recover, where the Supplier and/or its Subcontractors has committed a material breach for:

direct loss of savings or anticipated savings;

any losses, fines, expenses and damages imposed by, or incurred as a result of a ruling made by, a Regulatory Authority, including, but not limited to, such losses, fines, expenses and damages arising from the loss of the Department’s appointment as the body responsible for discharging any functions it is responsible for from time to time under the Education Act 1997;

losses arising from any loss or corruption of data, including the costs of reconstituting any such lost or corrupted data;

any ex gratia payments or gifts made by the Department, costs, claims, demands, expenses and damages of whatsoever nature arising in connection with any claim (or potential claim) made against the Department by schools or pupils or their teachers or parents (including legal costs associated with the defence or settlement of such claim);

costs and expenses associated with the Department implementing its own disaster recovery plans and the implementation of the Business Continuity Plans; 

advertising costs or other communications costs (including costs of call-outs or other communications with schools, Local Authorities or pupils, or their parents or teachers) reasonably incurred to limit damage caused to the reputation or integrity of the Department or the tests arising out of a breach of this Agreement by the Supplier; or 

any costs or expenses incurred in procuring an alternative service materially similar to the relevant Services.

Subject to Clause 25.13 and to the maximum extent permitted by law, the Department’s aggregate liability, whether in contract, in tort (including negligence), under statute in connection with a Call-Off Contract or the receipt of the relevant Call-Off Services, shall in respect of all liabilities be limited to an amount equal to 20% of the Call-Off Value.

Subject to Clause 25.13 the Supplier’s aggregate liability in connection with a Call-Off Contract shall be limited to an amount equal to the lower of 125% of the Call-Off Value or £5,000,000 (five million pounds). 

Not used

In assessing whether a limit of liability set out in this Clause 25 has been met or exceeded, no account shall be taken of amounts recovered or recoverable in respect of the types of liability or losses referred to in Clause 25.13.

[bookmark: _Ref389767544]The limits on liability set out in this Clause 25 shall not apply in respect of:

any liability for death or personal injury resulting from a Party’s negligence; 

any liability for fraud or fraudulent misrepresentation by a Party; 

wilful default by the Supplier; or

any breach of any obligations implied by Section 12 of the Sale of Goods Act 1979 or Section 2 of the Supply of Goods and Services Act 1982.

[bookmark: _Ref390028294][bookmark: _Toc515605873][bookmark: _Ref304799258][bookmark: _Ref304799547][bookmark: _Toc304815093][bookmark: _Toc304839974][bookmark: _Toc314752942]Termination

[bookmark: _Ref117654796][bookmark: _Ref305156255][bookmark: _Ref117594749][bookmark: _Ref234056535]The Department may at any time serve a Termination Notice on the Supplier terminating the Agreement or a Call-Off Contract. If the Department serves a Termination Notice under this Clause 26.1:

the Agreement or Call-Off Contract will terminate on the date specified in the Termination Notice; and

In the event that the Authority exercises its rights in accordance with clause 26.1, the Authority shall indemnify the Contractor against any commitments, liabilities or expenditure which are reasonably and properly chargeable by the Contractor in connection with the Contract and which would otherwise represent an unavoidable loss by the Contractor by reason of termination of the Contract or the relevant part if the date of termination is less than 90 days after the date of the Termination Notice.

The Authority’s total liability under clause 26.1 shall be limited to the total price of the Contractor Deliverables payable under the Contract or the relevant part thereof, including any sums paid, due or becoming due to the Contractor at the date of termination.

[bookmark: _Ref305159410]The Department may at any time serve a Termination Notice on the Supplier terminating all or part of the Agreement (including all or part of a Call-Off Contract or Service Element) if the Supplier commits: 

a material Default or a series of Defaults the combination of which is material to its obligations under a Call-Off Contract and (if capable of remedy) the Supplier has failed to remedy the Default(s) within 30 days of receipt of written notice giving particulars of the Default(s) and requiring them to be remedied;

a Default or series of Defaults which results in a Regulatory Authority stating that it shall take action resulting in: (a) the loss of the Department’s appointment as the body responsible for discharging any functions it is responsible for from time to time under the Education Act 1997; or (b) a significant fine; or

a Default or series of Defaults which has a material effect on the reputation of the Department or names under which the Department operates as a result of: (a) publications in national newspapers or websites of national newspapers; or (b) broadcasts on national radio or national television, that are materially factually correct as to the nature of the relevant Default(s) and such disclosure has not been made by a Government department, the Department, its employees, agents and subcontractors in breach of their obligations of confidentiality under this Agreement.

The Department may at any time serve a Termination Notice on the Supplier terminating all or part of the Agreement (including all or part of a Call-Off Contract or Service Element) if: 

permitted by Clause 34.5;

there is a Change of Control of the Supplier and:

26.3.2.1	the Supplier fails to inform the Department within 10 Working Days prior to it taking place; 

26.3.2.2	a Regulatory Authority objects to the Change of Control; or

the Supplier passes a resolution that it be wound-up or that an application be made for an administration order or the Supplier applies to enter into a voluntary arrangement with its creditors;

a receiver, liquidator, administrator, supervisor or administrative receiver is appointed in respect of the Supplier's property, assets or any part thereof;

a court orders that the Supplier is wound-up or a receiver of all or any part of the Supplier's assets be appointed;

the Supplier is unable to pay its debts in accordance with Section 123 of the Insolvency Act 1986;

there is a change in the legal or beneficial ownership of 50% or more of the Supplier's share capital issued at the Effective Date unless the Supplier has previously notified the Department in writing. For the purpose of this Clause 26.3.7 “control” means the power of a person to secure that the affairs of the Supplier are conducted in accordance with the wishes of that person by means of the holding of shares or the possession of voting power;

the Supplier is convicted (or being a company, any officers or representatives of the Supplier are convicted) of a criminal offence related to the business or professional conduct;

the Supplier commits (or being a company, any officers or representatives of the Supplier commit) an act of grave misconduct in the course of the business;

the Supplier fails (or being a company, any officers or representatives of the Supplier fail) to fulfil its obligations relating to the payment of Social Security contributions;

the Supplier fails (or being a company, any officers or representatives of the Supplier fail) to fulfil its obligations relating to payment of taxes; or

the Supplier fails (or being a company, any officers or representatives of the Supplier fail) to disclose any serious misrepresentation in supplying information required by the Department in or pursuant to this Agreement.

Nothing in this Clause 26 shall affect any provision of this Agreement which is expressly or by implication intended to come into force or continue in force upon termination of this Agreement.

[bookmark: _Ref305159503]The Department shall pay the Supplier for all Call-Off Services accepted up to the date of termination and future costs committed to, provided that the Supplier shall use its Best Endeavours to mitigate such costs.

[bookmark: _Ref117594997][bookmark: _Ref234056595]The Supplier may serve on the Department a Termination Notice to terminate the Agreement if the Department fails to pay an undisputed invoice and such invoice remains unpaid 60 days after receipt by the Department of a written notice requiring the Department to pay such invoice and stating the Supplier’s intention to terminate the Agreement (such notice to be delivered after the due date for payment of the invoice). If the Supplier serves a Termination Notice under this Clause 26.6, the Agreement shall terminate 3 months after the notice is served.

Termination or expiry of this Agreement shall not cause any Call-Off Contracts to terminate automatically. All Call-Off Contracts shall remain in force unless and until they are terminated or expire in accordance with the terms of this Agreement.

Termination or expiry of this Agreement shall be without prejudice to any rights, remedies or obligations of the Parties accrued under the Agreement prior to its termination or expiry.

[bookmark: _Ref234465679][bookmark: _Toc304815103][bookmark: _Toc304839984][bookmark: _Toc314752946][bookmark: _Toc515605874]Force Majeure

Neither Party shall be liable to the other for failure to comply with the Agreement to the extent caused by any Force Majeure Event subject to the Party being unable to comply with this Agreement (the “Affected Party”):

giving written notice to the other Party (the “Other Party”) as soon as reasonably practicable on becoming aware of the Force Majeure Event, such notice to contain the following information:

	details of the Force Majeure Event that has occurred;

	the date from which the event has prevented or hindered 		the Affected Party in the performance of its duties 			hereunder;

	the duties hereunder so affected; and

	its best estimate of the date upon which it will be able to 		resume performance of the affected duties hereunder;

continuing at all times to take such steps in accordance with Good Industry Practice to resume full performance of its obligations under this Agreement; 

providing at reasonable intervals updated information to the Other Party on the status of the Force Majeure Event and the steps taken to resume full performance of its obligations; and

using Best Endeavours to mitigate the consequences of the Force Majeure Event

and the relief from liability under this Clause 27 shall last for the duration of the Force Majeure Event only.

Notwithstanding anything to the contrary in this Agreement, to the extent that the provision of the Services is prevented or materially affected by a Force Majeure Event, the Department’s obligation to pay the Charges shall be reduced accordingly by an equitable amount (which in the case of total suspension of the Services would be an amount equal to the total Charges for the period of suspension).

If the Supplier is excused under this Clause 27 from the performance of any material obligation under this Agreement for a continuous period of 10 Working Days, then The Department may at any time thereafter, and provided performance or punctual performance by the Supplier is still excused, serve a Termination Notice in respect of all or part of the affected Call-Off Contracts. 

[bookmark: _Toc497227543][bookmark: _Toc497569731][bookmark: _Toc497577959][bookmark: _Toc69110879][bookmark: _Toc119311288][bookmark: _Ref119484941][bookmark: _Ref139797546][bookmark: _Toc290388825][bookmark: _Toc304815109][bookmark: _Toc304839990][bookmark: _Ref305225200][bookmark: _Ref306815506][bookmark: _Toc314752950][bookmark: _Toc515605875][bookmark: _Ref237979477]Preparation for and Consequences of Termination

[bookmark: _Ref304464597]If it is not commercially sensitive or in breach of Data Protection Legislation the Supplier shall give the Department on request the following up to-date information in a form that can be readily accessed by the Department or a Successor Operator and shall identify which of the following items the Supplier anticipates will transfer to the Successor Operator:

details of all material assets used in the provision of the Services;

details of all material agreements used in the provision of the Services;

details of all the Departmental Data used in the provision of the Services

details of any on-going projects or other work carried out pursuant to this Agreement

[bookmark: _Ref304465034][bookmark: _Ref230715943]In connection with any expiry or termination of this Agreement or any Call-Off Contract for whatever reason: 

[bookmark: _Ref307821983]the Supplier shall provide the Department with a formal project closure report (the “Project Closure Report”). The Project Closure Report shall cover all aspects of the delivery of the relevant Call-Off Service and shall include an action plan detailing how any follow on actions should be applied for the benefit of future test cycles; 

[bookmark: _Ref230716045]the Supplier shall provide the Department and any Successor Operator with any assistance necessary for: (i) the transfer of the Services from the Supplier to the Department or any Successor Operator with the minimum of disruption and so as to prevent or mitigate any inconvenience to the Department; and (ii) the Department to understand the outcome of any Services (including the outcome of any trials or any Project Closure Report) and satisfy itself that all relevant materials have been handed to the Department or destroyed, as appropriate; and 

the Supplier shall promptly give the Department (or at the Department’s request destroy) all copies of the Departmental Data, the Departmental Materials and the Departmental Software in the Supplier’s control or possession as set out in the Exit Management Plan.

[bookmark: _Ref304465343]Without prejudice to Clause 28.2, within 28 days of receiving a Termination Notice or confirmation from the Department that all Services in relation to a Call-Off Contract have been completed, the Supplier shall seek the Department’s confirmation as to whether the Department requires the Supplier to destroy all or part of any pupil data received or processed by it in connection with the relevant Call-Off Services (the “Specified Data”). After the Department’s confirmation or instruction that the Department requires all or part of the Specified Data to be destroyed, the Supplier shall promptly ensure that the relevant Specified Data and any copies or reproductions of that Specified Data are erased or destroyed from any memory device or medium by a secure method so that the data is unrecoverable. The Supplier shall, upon request, provide to the Department written confirmation that all the provisions of this Clause 28.3 have been fully complied with.

Within 6 weeks of the Service Commencement date of every Call-Off Contract awarded to the Supplier, the Supplier shall prepare an Exit Management Plan in the form set out in Schedule 7 for the approval of the Department.

[bookmark: _Toc515605876]Confidentiality

[bookmark: _Ref305154833]Subject to Clause 29.7, the Supplier shall, and shall procure that its Group Companies, shall, treat as strictly confidential and not disclose or use any information received or obtained in connection with this Agreement or any Call-Off Contract which relates to the negotiation or provisions of this Agreement and any agreement entered into pursuant to this Agreement, or the Services (or any information supplied as part of the provision or receipt of the Services).

The Supplier shall ensure that its Personnel, professional advisors and consultants are aware of the Supplier’s confidentiality obligations under this Agreement.

[bookmark: _Ref305154804]The provisions of Clause 29.1 shall not prohibit disclosure or use of information if and to the extent:

that use or disclosure is required for the provision of the Services;

[bookmark: _Ref117589977]required by Regulation or any competent Regulatory Authority or for the purpose of any judicial proceedings arising in connection with this Agreement (including any disclosure permitted by FOIA);

made to or used by the Supplier’s professional advisers, provided that such professional advisers undertake to comply with the provisions of Clause 29.7 in respect of such information as if they were a party to this Agreement;

it becomes publicly available (other than as a result of a breach of an obligation of confidentiality);

the Department has given prior written consent to the disclosure or use; or

[bookmark: _Ref214971062]the information is already in the possession of the Supplier and is not subject to an obligation of confidentiality or a restriction on use

provided that, except where prohibited by any applicable law or regulation, prior to disclosure of any information pursuant to Clause 29.7, the Supplier shall give sufficient notice to the Department of such requirement so that the Department has reasonable opportunity to contest such disclosure and/or agree the timing and content of such disclosure.

Nothing in this Agreement shall prevent the Department from disclosing the Supplier’s Confidential Information:

to any Crown Body or any other Contracting Department.  All Crown Bodies or Contracting Department’s receiving such Confidential Information shall be entitled to further disclose the Confidential Information to other Crown Bodies or other Contracting Authorities on the basis that the information is confidential and is not to be disclosed to a third party which is not part of any Crown Body or any Contracting Department; 

to any consultant, contractor or other person engaged by the Department;

for the purpose of the examination and certification of the Department's accounts; or

for any examination pursuant to Section 6(1) of the National Audit Act 1983 of the economy, efficiency and effectiveness with which the Department has used its resources;

that has been provided in the Exit Management Plan for the purposes of procurement of any replacement Framework and for the smooth transition to any Successor Operator; such disclosure shall be made subject to a Non-Disclosure Agreement between the Department and the third parties to whom the Exit Management Plan is disclosed.

The Department shall use reasonable endeavours to ensure that any Government department, Contracting Department, employee, third party or Subcontractor to whom the Supplier’s Confidential Information is disclosed pursuant to Clause 29 is made aware of the Department's obligations of confidentiality.

Nothing in this Clause 29 shall prevent either Party from using any techniques, ideas or Know-how gained during the performance of the Agreement in the course of its normal business to the extent that this use does not result in a disclosure of the other party's Confidential Information or an infringement of its Intellectual Property Rights.

[bookmark: _Ref389998409]The Parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Agreement is not Confidential Information. The Department shall determine in its absolute discretion whether any of the content of the Agreement is exempt from disclosure in accordance with the provisions of the FOIA.  

Subject to Clause 29.7, the Supplier hereby consents to the Department publishing the Agreement in its entirety, including from time to time agreed changes to the Agreement, to the general public.  

The Department may consult the Supplier to inform its decision regarding any redactions but the Department shall have the final decision in its absolute discretion.

[bookmark: _Ref389999745][bookmark: _Toc515605877]Freedom of Information

The Supplier acknowledges that the Department is subject to the FOIA and the EIR.

The Supplier shall and shall procure that its Subcontractors shall: 

transfer to the Department all Requests for Information that it receives as soon as practicable and in any event within 2 Working Days of receipt; 

give the Department a copy of all Information in its possession or control in the form that the Department requires within 5 Working Days (or such other period as the Department may specify) of the Department's request;

provide all necessary assistance as reasonably requested by the Department to enable the Department to respond to comply with its obligations under the FOIA and EIR; and

not respond directly to a Request for Information unless expressly authorised to do so by the Department.

The Department shall determine in its absolute discretion and notwithstanding any other provision in the Agreement or any other agreement whether any Information is exempt from disclosure in accordance with the provisions of the FOIA or the EIR.

[bookmark: _Ref390013314][bookmark: _Toc515605878][bookmark: _Ref305141606][bookmark: _Toc314752937]Data Protection Legislation 

The Parties acknowledge that for the purposes of the Data Protection Legislation, the Customer is the Controller and the Contractor is the Processor. The only processing that the Contractor is authorised to do is detailed in individual Call-offs by the Customer and may not be determined by the Contractor.  

The Contractor shall notify the Customer immediately if it considers that any of the Customer's instructions infringe the Data Protection Legislation.

The Contractor shall provide all reasonable assistance to the Customer in the preparation of any Data Protection Impact Assessment prior to commencing any processing. Such assistance may, at the discretion of the Customer, include:

a systematic description of the envisaged processing operations and the purpose of the processing;

an assessment of the necessity and proportionality of the processing operations in relation to the Services;

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data.

The Contractor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement.

Process that Personal Data only in accordance with individual Call-offs, unless the Contractor is required to do otherwise by Law. If it is so required the Contractor shall promptly notify the Customer before processing the Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, which have been reviewed and approved by the Customer as appropriate to protect against a Data Loss Event having taken account of the:

1.14.1.1 nature of the data to be protected;

1.14.1.2 harm that might result from a Data Loss Event

1.14.1.3 state of technological development; and

1.14.1.4 cost of implementing any measures;

ensure that :

1.14.1.5 the Contractor Personnel do not process Personal Data except in accordance with this Agreement (and in individual Call-offs);

1.14.1.6 it takes all reasonable steps to ensure the reliability and integrity of any Contractor Personnel who have access to the Personal Data and that they:

1.14.1.7 are aware of and comply with the Contractor’s duties under this clause;

1.14.1.8 are subject to appropriate confidentiality undertakings with the Contractor or any Sub-processor;

1.14.1.9 are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Customer or as otherwise permitted by this Agreement; and

1.14.1.10 have undergone adequate training in the use, care, protection and handling of Personal Data; and

1.14.1.11 not transfer Personal Data outside of the EU unless the prior written consent of the Customer has been obtained and the following conditions are fulfilled:

1.14.1.12 the Customer or the Contractor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Customer;

1.14.1.13 the Data Subject has enforceable rights and effective legal remedies;

1.14.1.14 the Contractor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Customer in meeting its obligations); and

1.14.1.15 the Contractor complies with any reasonable instructions notified to it in advance by the Customer with respect to the processing of the Personal Data;

1.14.1.16 at the written direction of the Customer; delete or return Persnal Data (and any copies of it) to the Customer on termination of the Agreement unless the Contractor is required by Law to retain the Personal Data.

Subject to Clause 31.4, the Contractor shall notify the Customer immediately if it:

Receives a Data Subject Access Request (or purported Data Subject Access Request);

Receives a request to rectify, block or erase any Personal Data;

Receives any other request, complaint or communication relating to either Party’s obligations under the Data Protection Legislation;

Receives any communication from the Information Commissioner or any other regulatory authority in connection Personal Data processed under this Agreement;

Receives a request from any Third Party for disclosure or Personal Data where compliance with such request is required or purported to be required by Law; or

Becomes aware of a Data Loss Event.

The Contractor’s obligation to notify under Clause 31.5 shall include the provision of further information to the Customer in phases, as details become available.

Taking into account the nature of the processing, the Contractor shall provide the Customer with full assistance in relation to either Party’s obligations under Data Protection Legislation and any complaint, communication or request made under Clause 31.5 (and insofar as possible within the timescales reasonably required by the Customer) including by promptly providing:

the Customer with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Customer to enable the Customer to comply with a Data Subject Access Request within the relevant Timescales set out in the Data Protection Legislation;

the Customer, at its request, with any Personal Data it holds in relation to a Data Subject;

assistance as requested by the Customer following any Data Loss Event;

assistance as requested by the Customer with respect to any request from the Information Commissioner’s Office.

The Contractor shall maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Contractor employs fewer than 250 staff, unless:

1.14.1.17 The Customer determines that the processing is not occasional;

1.14.1.18 The Customer determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and

1.14.1.19 The Customer determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects.

The Contractor shall allow for audits of its Data Processing activity by the Customer orthe Customer’s designated auditor.

The Contractor shall designate a data protection officer if required by the Data Protection Legislation.

Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Contractor must:

Notify the Customer in writing of the intended Sub-processor and processing;

Obtain the written consent of the Customer;

Enter into a written agreement with the Sub-processor which give effect to the terms set out in this clause such that they apply to the Sub-processor; and 

Provide the Customer with such information regarding the Sub-processor as the Customer may reasonably require.

The Contractor shall remain fully liable for all acts or omissions of any Sub-processor.

The Customer may, at any time on not less than 30 Working Days’ notice, revise this clause by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement).

The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Customer may on not less than 30 Working Days’ notice to the Contractor amend this agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

[bookmark: _Ref390015689][bookmark: _Toc515605879]Audit and Documents

The Supplier must keep such documents as are reasonably necessary to enable the Department to comply with its obligations under the Regulations and other documents in accordance with Good Industry Practice which are sufficient to enable the Department to have a complete and accurate understanding of the Supplier’s performance of its obligations under this Agreement (the “Documents”). The Supplier must retain the Documents and the means to access and view the Documents, for the minimum period required by law, or 7 years, whichever is the greater.

[bookmark: _Ref230791459]The Supplier shall permit, and shall ensure that its Subcontractors permit, an auditor  (which may be the Department or its designated representative (the “Auditor”) to audit it and/or its Subcontractors:

up to twice in any calendar year to carry out a financial, quality and/or value for money audit but not more than once in any 6 month period; and

at any time if the Department has reasonable concerns about the provision of the Services. 

[bookmark: _Ref146444504][bookmark: _Ref146444572]The Department shall (except where the purpose of the audit would be frustrated by doing so or where a Regulatory Authority or Regulations prohibit the Department from doing so) use reasonable endeavours to: give the Supplier 20 Working Days’ notice of when the audit shall be conducted, except that the Department shall not be required to give the Supplier any prior notice of any audit which has as its main purpose the verification of the Supplier’s compliance with its obligations under Clauses 38 or 26 or if the Department reasonably believes that the Supplier is in material breach of the Agreement.

[bookmark: _Ref306185221]The Supplier shall ensure that it and its Subcontractors provide all reasonable assistance to, and co-operate with, the Auditor, including providing access to the Documents and any other relevant information. 

Each Party shall bear its own costs of any of the audits set out in Clause 32.2, except if the Auditor finds that the Supplier has acted in material breach of this Agreement or where the Supplier has failed to comply with its obligations under Clause 32.4, in which case the Supplier shall bear all costs of the audit. 

If, as the result of any audit, it is found that the Supplier has overcharged the Department, the Supplier shall immediately pay to the Department a sum equal to the amount overcharged by electronic bank transfer and interest accrued on such overcharged amounts at a rate equal to the interest rate of 1% over the Bank of England base rate from time to time.

The Supplier shall attend any meetings requested by a Regulatory Authority. The Supplier shall, and shall procure that its Subcontractors shall: (i) permit any Regulatory Authority or its designated representatives access to their facilities to audit their provision of the Services and provide such information and assistance as the Regulatory Authority may require; and (ii) provide the Department with a copy of the results of any report relating to any inspection visit by the Regulatory Authority.

If the Department wishes to conduct audits additional to those set out in this Clause 32, the Department may do so and the Supplier shall be entitled to make a reasonable additional charge in respect of any costs incurred in complying or assisting with such audit.

[bookmark: _Toc515605880]Tax Indemnity

[bookmark: _Ref390000115]Where the Supplier is liable to be taxed in the UK in respect of consideration received under this Agreement, it shall at all times comply with the Income Tax (Earnings and Pensions) Act 2003 and all other statutes and regulations relating to income tax in respect of that consideration. 

[bookmark: _Ref390000131]Where the Supplier is liable to National Insurance Contributions  (NICs) in respect of consideration received under this Agreement, it shall at all times comply with the Social Security Contributions and Benefits Act 1992 (SSCBA) and all other statutes and regulations relating to NICs in respect of that consideration. 

[bookmark: _Ref390000151]The Department may, at any time during the term of this Agreement, ask the Supplier to provide information which demonstrates how the Supplier complies with Clauses 33.1 and 33.2 or why those Clauses do not apply to it. 

[bookmark: _Ref390000425]A request under Clause 33.3 above may specify the information which the Supplier must provide and the period within which that information must be provided. 

The Department may terminate this Agreement if- 

in the case of a request mentioned in Clause 33.3 if the Supplier:

1.1.1.1 

2.1.1.1 

2. 

2. 

2. 

2. 

2. 

5. 

	33.5.1.1 fails to provide information in response to the request 			within a reasonable time, or 

	33.5.1.2 provides information which is inadequate to 				demonstrate either how the Supplier complies with 				Clauses 31.1 and 31.2 or why those Clauses do not 			apply to it; 

in the case of a request mentioned in Clause 33.4, the Supplier fails to provide the specified information within the specified period, or 

it receives information which demonstrates that, at any time when Clauses 3.1 and 3.2 apply, the Supplier is not complying with those Clauses. 

The Department may supply any information which it receives under Clause 33.3 to HMRC for the purpose of the collection and management of revenue for which they are responsible.

The Supplier warrants and represents to the Department that it is an independent contractor and, as such, bears sole responsibility for the payment of tax and NICs which may be found due from it in relation to any payments or arrangements made under this Agreement or in relation to any payments made by the Supplier to its officers or employees in connection with this Agreement.

The Supplier will account to the appropriate authorities for any income tax, NICs, VAT and all other taxes, liabilities, charges and duties relating to any payments made to the Supplier under this Agreement or in relation to any payments made by the Supplier to its officers or employees in connection with this Agreement.

The Supplier shall indemnify Department against any liability, assessment or claim made by the HMRC or any other relevant authority arising out of the performance by the parties of their obligations under this Agreement (other than in respect of employer's secondary NICs) and any costs, expenses, penalty fine or interest incurred or payable by Department in connection with any such assessment or claim.

The Supplier authorises the Department to provide the HMRC and all other departments or agencies of the Government with any information which they may request as to fees and/or expenses paid or due to be paid under this Agreement whether or not Department is obliged as a matter of law to comply with such request. 

[bookmark: _Toc515605881]Mobilisation and Implementation

Within 10 Working Days of any Service Commencement Date, the Supplier shall meet the Contract Manager to demonstrate the readiness and appropriateness of plans, processes, systems, resourcing and any other factors required to enable the reliable completion of the relevant Call-Off Service (‘Start-up meeting’).

[bookmark: _Ref305225516]At the ‘Start-up meeting’ the Supplier shall, for each Call-Off Contract, deliver to the Contract Manager:

a project plan, which, as a minimum will include a timetable of the main activities required to meet the key milestones as set out in any Call-Off order form arising from this framework. 

[bookmark: _Ref389756161][bookmark: _Ref306815262][bookmark: _Ref306813815]The Supplier shall not propose any amendments to the Milestone Dates for any Key Milestones unless there is good cause in order to protect the quality or any other aspect of the Services or to rectify a delay caused directly or indirectly by the Department.  In any event, the Department shall be entitled to reject any amendments to the Milestone Dates proposed by the Supplier (whether as part of the Project Plan or otherwise) in its sole discretion, in which case the Milestone Dates set out in the relevant Call-Off Contract shall apply.

The Department shall, within 5 Working Days of receiving all of the documentation referred to in Clause 34.2 above, notify the Supplier of the results of the Department’s review of the same. Following the Department notifying the Supplier of the results of the Department’s review, the Supplier shall within 2 Working Days amend the PID, the Project Plan and the Process Document in accordance with any reasonable recommendations made by the Department and shall resubmit the PID, the Project Plan and the Process Document to the Department for the Department’s approval. The Supplier shall continue to amend and resubmit and the Department shall continue to review the PID, the Project Plan and the Process Document in accordance with this Clause 34.3 until the Department has approved such documents.

[bookmark: _Ref306830006]If the Project Plan and the Process Document have not been approved in accordance with Clause 34.3 within 4 weeks of the Service Commencement Date, then the Department shall be entitled to serve a Termination Notice to effect immediate termination of the relevant Call-Off Contract. 

The Supplier shall keep the Project Plan and the Process Document up-to-date throughout the Call-Off Contract term and shall provide updates in connection with their contents to the Department on a weekly basis during the Call-Off Contract term or as otherwise reasonably required by the Department. The Supplier shall not be entitled to change Milestone Dates, Service standards or descriptions or any other matters that may affect the Department’s rights and remedies (or the Supplier’s obligations) through its updates of the documents referred to in this Clause 34. 

The Supplier shall ensure at all times the Supplier System has adequate capability, capacity and availability for all the processing and other functions necessary for performance of the Services in accordance with the Agreement, including compliance with the Regulations. The Supplier shall maintain, at its own cost, all required authorisations and licences in respect of the Supplier System. 

The Supplier shall ensure that all of the Milestones are completed by their Milestone Dates. If at any time the Supplier is aware that any of the Milestones will not or are unlikely to be completed by their Milestone Dates, it shall:

inform the Department of the reasons for not meeting that Milestone Date;

inform the Department of the consequences of not meeting the Milestone Date (including any impact on the likelihood of other Milestones being completed by their Milestone Dates); 

inform the Department of the steps it will take to mitigate against the consequences of not meeting the Milestone Date; and

provide all additional resources necessary to ensure that the Milestone is completed as soon as reasonably practical.

The Supplier shall report progress towards the Milestones against the Milestone Dates in order to identify as soon as reasonably practicable whether a Milestone is unlikely to be completed by the relevant Milestone Date.

During the Exit Phase, the Supplier shall perform its obligations set out in the Exit Management Plan in accordance with Clause 28.

[bookmark: _Ref304905183][bookmark: _Ref307164384][bookmark: _Ref307165341][bookmark: _Toc314752927][bookmark: _Toc515605882]Acceptance Testing

[bookmark: _Ref307821451]When the Supplier believes that it has completed any Service Element for which it proposes to invoice, it shall inform the Department and, at the same time, provide the Department and any Departmental Service Provider nominated by the Department with all assistance and information reasonably required to assess whether or not the relevant Service Element has been successfully completed. 

If the Department considers that the relevant Service Element has been successfully completed in accordance with the terms of this Agreement, it shall inform the Supplier (“Acceptance”). Acceptance shall be without prejudice to the Department’s rights or remedies under this Agreement and, without limitation, the failure to identify a failure in a Service Element under this Clause 35 shall not preclude the Department from requiring the Service Element to be fully completed at a later stage so that it complies with the requirements for such Service Element under the Agreement. 

If the Department does not believe that the relevant Service Element has been successfully completed in accordance with the terms of this Agreement, it shall inform the Supplier. On receipt of such information, the Supplier shall, at its own cost, complete the relevant Service Element as soon as possible and shall re-submit the Service Element for further testing in accordance with Clause 35.1. This process shall be repeated until Acceptance.

[bookmark: _Toc304815087][bookmark: _Toc304839968][bookmark: _Ref304905536][bookmark: _Toc314752928][bookmark: _Toc515605883]Failures

[bookmark: _Ref304641552][bookmark: _Toc446909490][bookmark: _Ref449800197][bookmark: _Toc451160950]The Supplier shall promptly warn the Department if it has reasonable grounds to believe that any development (including failure on the part of the Supplier to carry out its obligations and responsibilities under this Agreement) will have, or threatens to have, a detrimental effect on all or part of the Services. At the Department’s request, the Supplier shall take all reasonable steps to prevent such development from occurring and to prevent its reoccurrence.

[bookmark: _Ref117508121][bookmark: _Ref449800503]If the Supplier fails to perform the Services in accordance with this Agreement to the extent that the failure is directly caused by the Supplier and/or its Subcontractors (a “Defect”) then, without prejudice to any other rights or remedies it may have under this Agreement or otherwise, the Department may require the Supplier by notice in writing, at the Supplier’s own expense, to remedy any Defect or to re-perform any Service affected by the Defect within a reasonable time specified in the notice. If the Supplier fails to remedy a Defect within the time specified, the Department may, or may instruct a third party to, remedy that Defect, the reasonable costs of which shall be borne by the Supplier. 

If the Supplier fails to perform the Services in accordance with this Agreement, then without prejudice to any other rights or remedies it may have under this Agreement or otherwise, the Department may require the Supplier by notice in writing to carry out an investigation into the cause of such failure. The Supplier shall carry out such an investigation in accordance with Good Industry Practice, promptly and at its own cost and shall provide a complete and accurate report of that investigation to the Department.

The obligations in this Clause 36 are without prejudice to any other obligations of the Supplier or rights of the Department whether under this Agreement or otherwise.

[bookmark: _Ref237979336][bookmark: _Toc304815095][bookmark: _Toc304839976][bookmark: _Toc314752930][bookmark: _Toc515605884]Charges

Any work undertaken by the Supplier, its Subcontractors or agents which has not been authorised in advance by the Department in an executed Call-Off Contract and which has not been otherwise agreed in accordance with the provisions of Schedule 5 (Change Control Procedure) shall be undertaken entirely at the expense and liability of the Supplier.

The Supplier shall invoice the Department for Charges in accordance with Schedule 2, on receipt of written Acceptance from the Department that the Acceptance Criteria set out in any Call-Off Contract have been met in full. 

[bookmark: _Ref211256687][bookmark: _Ref139797219]All Charges properly invoiced by the Supplier in accordance with this Agreement shall be paid by the Department within 30 days of receipt except for any amount in respect of which the Department wishes to raise a genuine dispute.

[bookmark: _Ref148333779]All costs and expenses must be invoiced by the Supplier as part of the Charges within 6 months of the date the Supplier is first entitled to invoice such sums against the payment milestones specified in the Call-Off Contract. The Supplier irrevocably waives the right to payment of any sums not invoiced within this period. 

[bookmark: _Ref305154110][bookmark: _Ref305154155][bookmark: _Toc314752933][bookmark: _Toc515605885]Security

[bookmark: _Ref307820610]The Parties shall comply with the provisions of Schedule 10 in addition to this Clause 38.

Within 10 Working Days after the Effective Date, the Supplier shall deliver to the Department for the Department’s review a security plan that is compliant with the principles of the SPF (the “Security Plan”). The Supplier shall ensure that the Security Plan incorporates proposed security mechanisms for all data transfers, as well as detailed security policies, standards and controls and covers all aspects of the Services (including physical security, infrastructure, platforms, transportation of sensitive material, applications and services and interfaces). Following the Department notifying the Supplier of the results of this review, the Supplier shall within 5 Working Days amend the Security Policy and accordance with any recommendations made by the Department and shall resubmit the Security Plan to the Department for the Department’s approval. The Supplier shall continue to amend and resubmit the Security Plan in accordance with this Clause until the Department has approved such plan. The Supplier shall ensure that the delivery of any Call-Off Services does not commence until the Department has approved the Security Plan in accordance with this Clause. The Supplier shall comply with the Security Plan approved by the Department at all times during any Call-Off Contract term.

The Supplier shall work with the Department to identify any materials or information assets that the Supplier and/or any Subcontractors may have access to and that may be classified as BIL1, BIL2 or BIL3 (as such terms are defined in the SPF). The Department shall determine the relevant BIL classification for any materials and information assets in its sole discretion and the Supplier shall treat and secure such information accordingly (including in accordance with the SPF).

The Supplier shall ensure that the following precautions are in place when transporting sensitive materials (including between the Supplier's premises, and to administrators and Markers):

the use of tamper-proof and clearly-labelled packaging;

the use of only transport suppliers and/or couriers which (as a minimum) provide appropriate levels of security protection, track and trace and GPS tracking; 

the requirement for an approval from the Security Manager, or appropriate delegated representative, prior to any release of material for transport, and ensuring the Department’s relevant Relationship Manager is informed of the transport’s time of departure, proposed route and time of arrival at destination;

for bulk movement of materials, the use of rigid-sided vehicles;

not leaving vehicles unattended at any time and informing the Department’s relevant Relationship Manager of any unexpected delay;

ensuring deliveries are completed during a driver's allocated hours where possible and that the relevant vehicle is securely parked;

when using a courier network for packages, ensuring a track and trace system is used for each package or consignment;

ensuring a scan tracks the package or consignment at each transfer point in the network through to final proof of delivery; and

notifying the Department within 3 business hours of becoming aware of any actual or suspected security issue or loss or breach of the terms of this Clause 38.

At least 5 Working Days prior to the relevant Service Commencement Date, the Supplier shall confirm in writing to the Department that all Personnel who have access to the Services, or secure materials or data related to the Services are vetted to a level necessary and appropriate for the BIL of the material. The Supplier shall ensure that any Personnel with access to pupil level data (excluding Markers that have been confirmed as holding qualified teacher status) have had a Criminal Records Bureau check performed on them within the last 3 years and that such check has not flagged potential concerns around that Personnel’s suitability to access pupil level data.

Without prejudice to any other rights and remedies of the Department, any breach of this Clause 38 by the Supplier that results in either a significant adverse effect on the reputation of the Department or on the reputation or integrity of the tests shall be a material breach of this Agreement.

[bookmark: _Toc504138529][bookmark: _Toc515605886]Disaster Recovery and Business Continuity

The Supplier shall have in place a business continuity management system that is compliant with HMG standards https://www.gov.uk/government/collections/government-security and the SPF that has been approved by the Department within 4 months of the Effective Date.

The Supplier undertakes that it has and shall continue to have in place up-to-date disaster recovery plans and business continuity plans (“Business Continuity Plans”): 

in accordance with the minimum standards prescribed from time to time by any Regulatory Authority;

that are aligned with the Department’s disaster recovery and business continuity plans to the extent that such plans have been notified to the Supplier and to the extent that they relate to the Services, events that could affect the Services or failures in the Services; and

without limiting the generality of the foregoing, in accordance with Good Industry Practice.

Within 4 months of the Effective Date, the Supplier shall provide the Department with a copy of the Business Continuity Plans for its review. Following the Department notifying the Supplier of the results of this review, the Supplier shall within 5 Working Days amend the Business Continuity Plans in accordance with any recommendations made by the Department and shall resubmit the Business Continuity Plans to the Department for the Department’s approval. The Supplier shall continue to amend and resubmit the Business Continuity Plans in accordance with this Clause 39.3 until the Department has approved such plans. 

The Supplier shall test the Business Continuity Plans to ensure their effectiveness:

at least once per year following the Effective Date; or 

when the Department requests such a test on not less than 5 Working Days’ notice in writing. 

the Department shall be invited to participate in and attend such tests and shall be given all information and cooperation as may be reasonably requested in order to enable it to monitor such tests, including access to premises, locations and systems from which the Services are provided (or from which the Services will be provided in the event of a disaster), the results of any such testing and details of the steps taken to remedy any shortcomings or failings in the Business Continuity Plans identified as part of such testing. The Supplier shall provide the results of any test undertaken in accordance with this Clause 39 to the Department within 5 Working Days of such test having been completed. 

The Supplier shall provide a copy of the then current Business Continuity Plans to the Department on request from time to time.

If a disaster or any event envisaged in the Business Continuity Plan occur, the Supplier shall promptly notify the Department and implement the Business Continuity Plan as expeditiously as possible in the circumstances. In doing so, the Supplier shall not treat the Department any less favourably than any other customer of the Supplier.

Without prejudice to the Supplier’s obligations under Clauses 30 and 31, the Supplier shall ensure that at least 2 back-up copies of the Departmental Data are made daily and held securely. The Supplier shall also ensure that at least one of the 2 copies of the Departmental Data is kept in a separate secure offsite physical location to the primary copy of the Departmental Data.

The Supplier shall ensure that an appropriate media rotation procedure is followed, in line with ISO/IEC 27001 and Government security policies. 

The Supplier shall restore or recreate any the Departmental Data that has been lost, corrupted or destroyed as a result of any Default by the Supplier. Such restoration or recreation shall be carried out promptly and at the Supplier’s own cost. This right of the Department is in addition, and shall be without prejudice, to any other right or remedy of the Department under this Agreement or otherwise.

[bookmark: _Toc314752935][bookmark: _Toc515605887]Governance, Service Management and Reports

During the Term, the Supplier shall meet with the Department, upon the Department’s reasonable request, to discuss the Supplier’s capability to perform any of the Services (irrespective of whether or not the Supplier and the Department have executed any Call-Off Contracts) and the Parties shall discuss any strategic issues at such meetings which the Department may raise at or in advance of the meetings. 

[bookmark: _Ref306819550]During any Call-Off Contract term, the Supplier shall report on a weekly basis to the Department (including, at the Department’s option by attending meetings with the Department) on its progress in completing the Service Elements, including: completion of, or failure to complete, any Milestones; an overview of the work completed to date and the work currently being performed; estimated time to complete the Milestones; and details of any significant risks or challenges faced by the Supplier, together with details of the measures taken to mitigate or remedy those risks or challenges. 

[bookmark: _Ref306819720]24 hours in advance of any meetings held pursuant to Clause 38.2, the Supplier shall provide to the Department the Supplier’s report on its progress in completing the Service Elements, as set out in Clause 40.2.

The Supplier shall take steps in accordance with Good Industry Practice to ensure that all transactions, data access and processing carried out in connection with the Services can be securely traced to an individual or organisation through a secure audit trail.

Within 5 Working Days of the start of each month during a Call-Off Contract term, the Supplier shall provide the Department with information about the current status of the Services, performance against the Project Plans and the Management Information for the previous month. The Supplier shall ensure that the content of the Management Information provided is adequate for the purpose for which the relevant Management Information is required, up-to-date and accurate. The Supplier shall also provide the Department with any additional information reasonably requested by the Department in order to assess the performance or progress of the Services from time to time.

In respect of each Call-Off Contract, the Supplier shall maintain and keep up-to-date throughout any Call-Off Contract term in accordance with PRINCE2 principles a risk log (the “Risk Log”), which includes details of the risks, which may affect the Call-Off Service and any significant changes in process. The Supplier shall provide such Risk Log to the Department each week.

The principal point of contact between the Parties in relation to issues arising out of this Agreement, any Call-Off Contract or the performance of the Services will be the relevant Relationship Managers. Either Party may change the identity of its Relationship Managers at any time by written notice to the other.

The Supplier shall from time to time: 

provide oral or written reports to the Department and liaise with the Department on the progress and management of the Services as and when reasonably required by the Department;

provide to the Department any information, reports or assistance requested by Ofqual in the exercise of its powers under the Regulations, in an open and co-operative manner and in accordance with any timing and format requirements set by Ofqual; and

attend and report to meetings with the Department and its nominees (which may include Ofqual) to discuss any aspect of the Services as and when reasonably required by the Department. 

[bookmark: _Toc117499890][bookmark: _Toc119311271][bookmark: _Toc142151172][bookmark: _Toc314752936][bookmark: _Toc515605888][bookmark: _Toc119311272][bookmark: _Ref211362243][bookmark: _Toc217799139][bookmark: _Toc304815100][bookmark: _Toc304839981][bookmark: _Toc69110875][bookmark: _Toc119311286][bookmark: _Ref234465832][bookmark: _Toc304815099][bookmark: _Toc304839980]Complaints

The Supplier shall notify the Department of any Complaint made against it in relation to its performance under the Framework Agreement or a Call-Off Contract made pursuant to the Framework Agreement by any third party within two (2) Working Days of becoming aware of that Complaint and such notice shall contain full details of the Supplier's plans to resolve such Complaint.

Without prejudice to any rights and remedies that a complainant may have at Law, including under the Framework Agreement or a Call-Off Contract, and without prejudice to any obligation of the Supplier to take remedial action under the provisions of the Framework Agreement or a Call-Off Contract, the Supplier shall use its best endeavours to resolve the Complaint within ten (10) Working Days and in so doing, shall deal with the Complaint fully, expeditiously and fairly.

Within two (2) Working Days of a request by the Department, the Supplier shall provide full details of a Complaint to the Department, including details of steps taken to its resolution.   

[bookmark: _Toc149051338][bookmark: _Toc119311266][bookmark: _Ref117574584][bookmark: _Toc211055763][bookmark: _Ref215055222][bookmark: _Toc217799132][bookmark: _Toc304815104][bookmark: _Toc304839985][bookmark: _Ref305144993][bookmark: _Toc314752943][bookmark: _Toc515605889][bookmark: _Ref117590762][bookmark: _Ref117657921][bookmark: _Toc119311283]Regulations

[bookmark: _Ref117573703]Save where the Department determines that a Regulatory Change is not required in accordance with Clause 42.7 (and then only to the extent of that Regulatory Change), the Supplier shall comply, and shall ensure that its Subcontractors and Personnel comply, with all Regulations and Government standards (including the e-government interoperability framework) at all times when performing the Services, insofar as such Regulations and Government standards apply to the Services.

[bookmark: _Ref117573721]The Supplier shall ensure that the Services are performed so that the Department complies with all Regulations, to the extent the Department’s compliance with the Regulations is dependent on the Services.

Each of the Parties shall advise the other immediately if it becomes aware of any non-compliance or suspected non-compliance by the Supplier with the provisions of Clauses 42.1 or 42.2 in connection with the performance of the Services. If such an event occurs, the Supplier shall promptly make available to the Department any information that the Department reasonably requires for the purposes of any further investigation of such non-compliance or suspected non-compliance.

If the Supplier receives any correspondence from any Regulatory Authority (save in respect of: (i) corporation tax; or (ii) NICs) that relates to the Services, it shall promptly provide a copy of that correspondence to the Department unless it is prevented from doing so by the Regulations or a Regulatory Authority. The Supplier shall give the Department a reasonable opportunity to discuss and make representations on the practical and written response to such correspondence, and shall only respond to the Regulatory Authority if:

the terms of the response have been approved by the Department (such approval not to be unreasonably withheld or delayed); or

the Supplier is required by Regulations to respond to the Regulatory Authority without the Department’s consent. 

[bookmark: _Ref117574351]If a change to any Regulation means a change to the Services or Charges is required (a “Regulatory Change”), the Supplier shall, subject to Clauses 42.6 and 42.7, make that Regulatory Change as soon as reasonably possible. 

[bookmark: _Ref117574507]The Parties shall agree the details and cost of the Regulatory Change in accordance with the Change Control Procedure.

[bookmark: _Ref146699013]If there is any disagreement between the Parties regarding any Regulatory Change or potential Regulatory Change the Department shall:

[bookmark: _Ref215324407]have the right to determine: (a) whether a Regulatory Change is required; and (b) how the Supplier shall implement that Regulatory Change, in which case the Supplier shall promptly implement the Regulatory Change as determined by the Department in accordance with this Clause 42.7.1; and

pay the Supplier the costs of implementing the Regulatory Change which shall be equivalent to the Supplier’s reasonable costs, calculated on a Time and Materials Basis, save that if the Regulatory Change is carried out for other service recipients of the Supplier, the Department shall only bear an equitable proportion of the Supplier’s reasonable costs.

[bookmark: _Toc515605890][bookmark: _Ref305155187][bookmark: _Ref305155218][bookmark: _Toc314752944][bookmark: _Toc149051355][bookmark: _Toc211055780][bookmark: _Ref217383594][bookmark: _Toc217799150][bookmark: _Ref230791710][bookmark: _Toc304815106][bookmark: _Toc304839987]Discrimination

The Supplier shall have a written equal opportunities and diversity policy or shall sign a statement confirming adoption of the Department’s equal opportunities policy for the duration of the Term. The Supplier shall make a statement of such policy or confirmation of such adoption available to the Department upon request. 

[bookmark: _Ref211361678]The Supplier’s equal opportunities and diversity policy shall relate to all forms of unlawful discrimination which is prohibited under Article 14 of the European Convention on Human Rights and the Equality Act 2010 (the “EA”).

The Supplier shall ensure that, in carrying out its obligations under this Agreement, neither it nor any of its Subcontractors commits or incites another to commit an act of discrimination rendered unlawful, or any act of discrimination which if committed by the Department would be rendered unlawful, by the EA, the Part Time Workers (Prevention of Less Favourable Treatment) Regulations 2000, the Fixed-term Employees (Prevention of Less Favourable Treatment) Regulations 2002 or the Human Rights Act 1998. 

The Supplier shall ensure that it and its Subcontractors perform their obligations under this Agreement in a manner which enables the Department to comply and to demonstrate compliance with the equality duties imposed on the Department by and under the EA. In particular but without prejudice to the generality of the foregoing, the Supplier shall, subject to Clause 42.5:

comply with all reasonable policies developed by the Department with regard to compliance with the duties imposed on the Department by and under the EA (the “EA Policies”) as are relevant to the provision of the Services and as are amended and notified to the Supplier by the Department from time to time;

comply with all reasonable directions from the Department with regard to the provision of the Services in accordance with the EA;

collect and supply to the Department such data and other information as the Department may reasonably request with a view to ensuring and demonstrating compliance with the EA; and

provide all reasonable assistance to, and consultation and liaison with, the Department with regard to any assessment of the impact on and relevance to the provision of the Services of the duties imposed by the EA and the development or modification of the EA Policies relevant to the provision of the Services.

[bookmark: _Ref211361808]If:

any requirement imposed on the Supplier under this Clause 43 to comply with the EA or other legislation referred to in this Clause 43 constitutes an addition or alteration to the policies and requirements specified in this Agreement; and

the Department is satisfied that, in complying with that requirement, the Supplier will incur expenditure significantly additional to that which would otherwise be incurred by the Supplier in complying with the EA in general

such requirement shall be incorporated into this Agreement through the Change Control Procedure. Prior to any such Change taking effect, the Supplier shall use Best Endeavours to comply with the requirement.

The Supplier will provide reports and other information reasonably requested by the Department from time to time to demonstrate that the Supplier and the Subcontractors are fulfilling their obligations under the EA.

[bookmark: _Toc149051365][bookmark: _Toc211055790][bookmark: _Toc217799160][bookmark: _Ref304533856][bookmark: _Ref304533857][bookmark: _Toc304815114][bookmark: _Toc304839995][bookmark: _Toc314752951][bookmark: _Toc515605891][bookmark: _Ref117657592][bookmark: _Toc119311295][bookmark: _Toc119311290][bookmark: _Ref237979456][bookmark: _Ref304799778][bookmark: _Toc304815112][bookmark: _Toc304839993][bookmark: _Ref349231375]Prevention of Fraud and Corruption

The Supplier represents and warrants that neither it, nor to the best of its knowledge any Personnel, have at any time prior to the Effective Date:

1.14.2 committed a Prohibited Act or been formally notified that it is subject to an investigation or prosecution which relates to an alleged Prohibited Act; and/or

1.14.3 been listed by any Government department or agency as being debarred, suspended, proposed for suspension or debarment, or otherwise ineligible for participation in government procurement programmes or contracts on the grounds of a Prohibited Act.

[bookmark: _Ref349231403]The Supplier shall not during the Term:

1.14.4 commit a Prohibited Act; and/or

1.14.5 do or suffer anything to be done which would cause the Department or any of its Personnel, consultants, contractors, Subcontractors or agents to contravene any of the Relevant Requirements or otherwise incur any liability in relation to the Relevant Requirements.

The Supplier shall, during the Term:

1.14.6 establish, maintain and enforce, and require that its Subcontractors establish, maintain and enforce, policies and procedures which are adequate to ensure compliance with the Relevant Requirements and prevent the occurrence of a Prohibited Act; and

1.14.7 keep appropriate records of its compliance with its obligations under Clause 44.3.1 and make such records available to the Department on request.

The Supplier shall immediately notify the Department in writing if it becomes aware of any breach of Clauses 44.1 and/or 44.2, or has reason to believe that it has or any of the Personnel have been:

1.14.8 subject to an investigation or prosecution which relates to an alleged Prohibited Act; 

1.14.9 listed by any Government department or agency as being debarred, suspended, proposed for suspension or debarment, or otherwise ineligible for participation in government procurement programmes or contracts on the grounds of a Prohibited Act; and/or

1.14.10 received a request or demand for any undue financial or other advantage of any kind in connection with the performance of the Agreement or otherwise suspects that any person directly or indirectly connected with the Agreement has committed or attempted to commit a Prohibited Act.

If the Supplier notifies the Department pursuant to Clause 44.1, the Supplier shall respond promptly to the Department’s enquiries, co-operate with any investigation, and allow the Department to audit any books, records and/or any other relevant documents.

If the Supplier defaults under Clauses 44.1 and/or 44.2, the Department may by notice:

1.14.11 require the Supplier to remove from performance of the Services any Personnel whose acts or omissions have caused the default; or

1.14.12 [bookmark: _Ref349229337]immediately terminate the Agreement.

Any notice served by the Department under Clause 44.6 shall specify the nature of the Prohibited Act, the identity of the party who the Department believes has committed the Prohibited Act and the action that the Department has taken (including, where relevant, the date on which the Agreement shall terminate).

[bookmark: _Ref117500606][bookmark: _Toc119311296][bookmark: _Toc304815116][bookmark: _Toc304839997][bookmark: _Toc314752956][bookmark: _Toc515605892]General Communications

The Supplier must not make any public announcement or issue any communication or circular relating to this Agreement without the prior written approval of the Department. 

[bookmark: _Toc515605893]Waiver

No delay by or omission by either Party in exercising any right, power, privilege or remedy under this Agreement shall operate to impair such right, power, privilege or remedy or be construed as a waiver thereof. Any single or partial exercise of any such right, power, privilege or remedy shall not preclude any other or further exercise thereof or the exercise of any other right, power, privilege or remedy.

[bookmark: _Toc515605894]Notices

[bookmark: _Ref117658008][bookmark: _Ref305160254]Any notices to be given under this Agreement shall be delivered personally or sent by post or by facsimile transmission to the Contract Manager (in the case of the Department) or to the address set out in the Agreement (in the case of the Supplier).  Any such notice shall be deemed to be served, if delivered personally, at the time of delivery, if sent by post, 48 hours after posting or, if sent by facsimile transmission, 12 hours after proper transmission.

[bookmark: _Toc515605895]Dispute Resolution

The Parties shall use all reasonable endeavours to negotiate in good faith and settle amicably any dispute that arises during the continuance of this Agreement.

Any dispute not capable of resolution by the Parties in accordance with the terms of Clause 48.1 shall be settled as far as possible by mediation in accordance with the Centre for Dispute Resolution Model Mediation Procedure.

Neither Party may commence any court proceedings/arbitration in relation to any dispute arising out of this Agreement until it has attempted to settle it by mediation, but any such mediation may be terminated by either Party at any time if such Party wishes to commence court proceedings or arbitration.

[bookmark: _Toc515605896]Law and Jurisdiction

[bookmark: 42]This Agreement shall be governed by and interpreted in accordance with English and Welsh Law and the parties submit to the exclusive jurisdiction of the English and Welsh courts.

[bookmark: _Toc515605897]TUPE

No later than 6 Months prior to the end of the Term the Contractor shall fully and accurately disclose to the DFE, within 30 days of the request, all information that the DFE may reasonably request in relation to the Staff including the following:

The total number of Staff whose employment/engagement shall terminate at the end of the Term;

The age, gender, salary or other remuneration, future pay settlements and redundancy and pensions entitlement of the Staff referred to in clause 7.1.1;

The terms and conditions of employment/engagement of the Staff referred to in clause 7.1.1, their job titles and qualifications;

Details of any current disciplinary or grievance proceedings ongoing or circumstances likely to give rise to such proceedings and details of any claims current or threatened; and

Details of all collective agreements with a brief summary of the current state of negotiations with any such bodies and with details of any current industrial disputes and claims for recognition by any trade union.

(together the “TUPE Information”).

At intervals determined by the DFE (which shall not be more frequent than once every 30 days) the Contractor shall give the DFE updated TUPE Information.

Each time the Contractor supplies TUPE Information to the DFE it shall warrant its completeness and accuracy and the DFE may assign the benefit of this warranty to any Replacement Contractor.

The DFE may use TUPE Information for the purposes of any retendering process.

If TUPE applies to the transfer of the Services on termination of the Contract, the Contractor shall indemnify and keep indemnified the DFE, the Crown and any Replacement Contractor against all actions, suits, claims, demands, losses, charges, damages, costs and expenses and other liabilities which they may suffer or incur as a result of or in connection with:

the provision of TUPE Information;

any claim or demand by any Returning Employee (whether in contract, tort, under statute, pursuant to EU law or otherwise) in each case arising directly or indirectly from any act, fault or omission of the Contractor or any Sub-Contractor in respect of any Returning Employee on or before the end of the Term;

any failure by the Contractor or any Sub-Contractor to comply with its obligations under regulations 13 or 14 of TUPE or any award of compensation under regulation 15 of TUPE save where such failure arises from the failure of the DFE or a Replacement Contractor to comply with its duties under regulation 13 of TUPE;

any Court or Employment Tribunal claims (including any individual employee entitlement under or consequent on such a claim) by any trade union or other body or person representing any Returning Employees arising from or connected with any failure by the Contractor or any Sub-Contractor to comply with any legal obligation to such trade union, body or person; and

any claim by any person who is transferred by the Contractor to the DFE and/or a Replacement Contractor whose name is not included in the list of Returning Employees.

If the Contractor becomes aware that TUPE Information it provided has become inaccurate or misleading, it shall promptly notify the DFE and provide the DFE with up to date TUPE Information.

This clause 7 applies during the Term and indefinitely thereafter.

The Contractor undertakes to the DFE that, during the 12 Months prior to the end of the Term the Contractor shall not (and shall procure that any Sub-Contractor shall not) without written approval of DFE (such approval not to be unreasonably withheld or delayed):

amend or vary (or purport to amend or vary) the terms and conditions of employment or engagement (including, for the avoidance of doubt, pay) of any Personnel (other than where such amendment or variation has previously been agreed between the Contractor and the Personnel in the normal course of business and where any such amendment or variation is not in any way related to the transfer of the Services);

terminate or give notice to terminate the employment or engagement of any Personnel (other than in circumstances in which the termination is for reasons of misconduct or lack of capability);

transfer away, remove, reduce or vary the involvement of any other Personnel from or in the provision of the Services (other than where such transfer or removal: (i) was planned as part of the individual’s career development; (ii) takes place in the normal course of business; and (iii) will not have any adverse effect on the delivery of the Services, (provided that any such transfer, removal, reduction or variation is not in any way related to the transfer of the Services); or

recruit or bring in any new or additional individuals to provide the Services who were not already involved in providing the Services prior to the relevant period.





As witness the hands of the parties



		Authorised to sign for and on behalf of [Supplier’s name]:



		Signature:

		





		Name in CAPITALS:

		



		Position in Organisation:

		



		Address in full:











		



		Date:

		











		Authorised to sign for and on behalf of the Secretary of State for Education:



		Signature:

		





		Name in CAPITALS:

		COLIN WATSON



		Position in Organisation:

		Deputy Director Test Development Division



		Address in full:











		Standards and Testing Agency

53-55 Butts Road

Earlsdon Park

Coventry

CV1 3BH



		Date:

		














[bookmark: _Toc515605898]Schedule 1 – Services

1. [bookmark: _Toc515605899]Introduction

The purpose of this Schedule 1 is to provide the contractual statement of the Services which may be provided under this Framework subject to a Call-Off Contract.   At such time as the Department creates a Call-off Contract with the Supplier, the details of the Services in this Schedule will be specified in the Call-Off Contract.

[bookmark: _Toc515605900]Service Elements

[bookmark: _Toc402512217]Detailed Requirements - Key stage 1 & 2 national curriculum tests

[bookmark: _Toc402512218]Part A: General core services

This section covers general requirements that must be delivered for each call off from the Framework.  Bidders must demonstrate their ability to manage projects and programmes using established methodologies.

[bookmark: _Toc402512219]G1	Project Management 

		No

		Requirement



		G1.1

		The Supplier must manage all aspects of delivery of the Services in accordance with PRINCE2 and Management of Risk (MoR) project and risk management methodologies, or equivalent.



		G1.2

		The Supplier must submit a Project Initiation Document (PID) which clearly sets out the project for the delivery of services at the outset of each call-off. 

The PID must cover all aspects of the delivery of the Project, including

operational delivery, governance and interfaces with other organisations.  The

PID should include, but not be limited to:

1. risk management process / risk register

· an issue log

· a change control register

· communication plan

· quality plan and log

· product descriptions (as appropriate)

· exception reports

· lessons learned log

· equality plan and management



		G1.3

		The Supplier must provide a detailed project plan detailing the resources, tasks and timescales required to be performed to mobilise and deliver the Services within the Agreement together with a summary milestone plan, which details the deliverables outlined in the PID, and requirements / dependencies upon STA. Both plans are to be kept up-to-date and communicated weekly or as required to STA.



		G1.4

		The Supplier must document, provide and maintain all processes and procedures utilised in the delivery of the services, including interfaces with other relevant parties ensuring that all relevant standards are applied or adhered to including project management methodologies.



		G1.5

		Prior to the commencement of a work package, the Supplier must discuss and demonstrate the readiness and appropriateness of plans, processes, systems, resourcing and any other factors required to enable the reliable completion of the work package.



		G1.6

		The Supplier must formally close the call-off order by providing a Project Closure report. This report shall cover all aspects of the delivery of the Project. The Supplier must provide an action plan detailing how any follow on actions should be applied for the benefit of future Test Cycles.



		G1.7

		The Supplier must hold, and permit STA open access to, detail relating to all activities undertaken in delivering the services. 



		G1.8

		The supplier must comply with any reasonable requests for information from STA.



		G1.9

		The Supplier must attend any meetings as reasonably requested by STA at locations determined by STA. 







G2	Management Information 

Management information is critical for STA to assist performance management of the framework and individual call-off contracts and also to respond expediently to Parliamentary Questions/Freedom of Information requests.  Tenderers must commit to being open and transparent and demonstrate a willingness to share information throughout the life of the framework.

		No

		Requirement



		G2.1

		The Supplier is required to submit to STA Management Information (MI) and performance reports based on the following 

· Calls received

· Emails received

· Orders received

· Past papers requested

· General enquiries



The frequency, format and content are to be agreed with STA at the Start-

up meeting.



STA reserves the right to add to the Management Information requirements during the life of the framework. Any further requirements will be specified in individual Call-Offs.














G3	Security 

Due to the sensitive of the nature of this work, STA enforce strict security procedures to ensure the work environment and working practices throughout the supply chain are secure. 

		No

		Requirement



		G3.1

		The Supplier must ensure that a security manager is appointed who shall 

have ultimate responsibility for all aspects of information governance and 

security management relating to the Supplier Services.



The Supplier must produce and adhere to a security plan, based on and

compliant with the principles, and outcomes required of government

Departments, in HMG Security Policy Framework (SPF) (see

https://www.gov.uk/government/collections/government-security/ ). The plan shall incorporate detailed security policies, standards and controls, which may be those the supplier operates within an ISO27001 information security management system. This security plan shall cover all aspects of the Supplier services including physical security, infrastructure, platforms, transportation of sensitive material, applications and services and interfaces.

The security plan shall be reviewed and approved by STA and, if necessary, updated to meet STA requirements prior to the commencement of the services.



		G3.2

		The Supplier must ensure that all physical and logical movement of materials

is secure and meets latest HMG Information Assurance requirements.

Suppliers must present in advance to the DfE proposals for all methods of movement of materials both physical and logical. These proposals must be pre-agreed by STA prior to any materials movements.



		G3.3

		The Supplier must notify STA of all personnel with access to the services, or

secure materials or data related to the services. The Supplier must ensure

that those individuals identified are vetted to a level necessary for the

sensitivity of the material. 



		G3.4

		The Supplier must undertake a business-driven risk assessment process, in

line with the Cabinet Office Security Policy Framework (SPF) requirements,

to cover all aspects of the Supplier services from infrastructure through to

data using an industry-standard structured methodology to determine the

likelihood and impact of potential vulnerabilities, threats and adverse events.



		G3.5

		The Supplier must require that any Sub-Contractor(s) are operating

acceptable security policies, in line with the government SPF requirements. 

The Supplier must confirm that a Sub-Contractor's security policies are acceptable, in line with the government SPF requirements prior to letting the relevant sub-contract. The Sub-Contractor must agree to security audits by STA when requested.



		G3.6

		The Supplier must ensure all staff working on the test materials sign a

confidentiality agreement and a security declaration confirming they will comply with the Supplier's security policy and standards.  DfE may request evidence of this at any time.  Failure to provide evidence will be a breach of the contract.

		



		G3.7

		No materials or data related to the Services shall be transferred or

processed outside of the UK at any time, unless STA has given its explicit consent to such transfer or processing.

		 



		G3.8

		The Supplier must have a policy in place, to be agreed with STA, to ensure

the security of data on computers and the security of data on the network. 

The Supplier shall ensure that: 

· all computers are password-protected

· all computers lock automatically after five minutes of inactivity

· STA Data is not stored or transported on removable media devices (CD writer, DVD writer, memory sticks and similar); 

· Data files are stored on network drives and not the local hard disk; and

· all portable media is encrypted.

		 



		G3.9

		The Supplier will co-operate with STA at all times to allow access to

Supplier premises and systems to allow assurance to take place that all plans policies and procedures are being complied with by the Supplier, or to verify any suspected security issues.

		 







G4	Equalities

		No

		Requirement



		G4.1

		The Supplier will at all times comply with and require that its sub-Suppliers comply with the Equality Act 2010.



		G4.2

		The Supplier will provide reports and other Management Information to STA, at intervals to be agreed, to demonstrate that the Supplier and its sub-Suppliers are fulfilling their obligations under the Equality Act 2010, including examples of access arrangements.



		G4.3

		The Supplier shall agree and implement any changes to the equality plan in line with STA Change Control Procedure.



		G4.4

		The Supplier shall nominate a representative for all equalities issues.



		G4.5

		The Supplier shall produce an equality plan for each call-off outlining their commitment and compliance to the Equality Act 2010 and report at regular intervals (checkpoint reports) and include a final statement within the final administration report.



		G4.6

		The Supplier will include within the equality plan the strategy for recruiting and selecting modifiers. The Supplier will provide evidence of a fair, open and transparent process, including but not limited to protective characteristics.



		G4.7

		The Supplier will consider equalities issues when proposing modifications and include in any administration guidance and training information advice on dealing with pupils that require access arrangements. 







G5	Business continuity 



		No

		Requirement



		G5.1

		The Supplier must ensure that their Business Continuity Management

System (BCMS) is aligned to BS25999, meets the Cabinet Office SPF

requirements and has been approved by the Supplier board/executive and

by STA.



		G5.2

		The Supplier must develop, provide and maintain an incident management

plan and business continuity plan that ensures no interruption to or failure

of service such, that successful delivery of the project is at risk.



		G5.3

		The Supplier must ensure that the services and associated data are backed

up daily. As a minimum, the Supplier must provide a weekly full backup

supplemented by a daily incremental backup. The Supplier must ensure that

there are at least two copies of each backup stored securely, one of which

should be held off-site.



		G5.4

		The Supplier must ensure that an appropriate media rotation procedure is

followed, in line with ISO/IEC 27001 and Government security policies.







G6 Resources

		No

		Requirement



		G6.1

		The Supplier must have suitably qualified and experienced staff (or immediate plans to access these resources, as appropriate). Skills and qualifications of identified Key Personnel should cover all major aspects of the Service including commercial management, project management, technical skills and general management.  



		G6.2

		The Supplier must agree with STA which posts are considered as key posts, where knowledge or skills are critical to success.



		G6.3

		The Supplier must maintain up-to-date CVs of all key personnel and make them available on request.



		G6.4

		The Supplier must provide advance notification to STA of any changes in key personnel. Replacement personnel should have equivalent skills and qualifications and STA reserve the right to refuse proposed replacements.



		G6.5

		Suppliers should demonstrate that where there are plans to use third party sub-contracted resources or services, that these are reliable, available and meet other criteria outlined in this SoR, especially Security. The Supplier must provide and maintain details of who these resources are, how they will be used and how they will be managed.



		G6.6

		The contractor is required to support the Department’s apprenticeship policy whilst delivering this contract. The successful tenderer shall employ apprentices, and report to the Department numbers of apprentices employed during the delivery of this contract. 

The contractor shall strive towards the target of five per cent of the employees, or that a similar specified proportion of hours worked in delivering the contract (including administration and support staff and sub- contractors), being delivered by one or more employees on a formal apprenticeship programme.









G7	Quality

		No

		Requirement



		G7.1

		The Supplier must adopt quality standards across the range of activities and requirements in the services. Quality should be built in from the start, not 'tested in' later.

Relevant standards might include, but are not limited to, British standards in areas such as information security and quality management. The Supplier must identify any relevant quality standards in their response.



		G7.2

		The Supplier must ensure that all project staff, engaged in the delivery of the services have a level of knowledge of the contractual terms and conditions commensurate with the level of their responsibility and involvement.



		G7.3

		The Supplier shall nominate an individual who will act as the point of contact for quality issues.



		G7.4

		The Supplier shall provide the Services in compliance with the quality plan.



		G7.5

		The Supplier shall agree and implement any changes to the quality plan in line with STA's Change Control Procedure.







G8	Exit and transition



		No

		Requirement



		G8.1

		The Supplier will provide and maintain a detailed, fully resourced and costed exit and transition plan to ensure the smooth transition of Services to a successor service provider.



		G8.2

		The Supplier will provide a detailed statement in the exit and transition plan of all its requirements for the support it requires from STA to ensure smooth transition of service to a successor service provider at the expiry or termination of any call-off from the Framework.  



		G8.3

		The Supplier must provide, and maintain, a list of all assets, for example

materials software, data, people, contracts and other agreements planned

to be used in the delivery of services.  



The Supplier must identify assets that it anticipates will be transferred to STA on expiry or termination of the Framework or on completion of any individual call-off order. The Supplier must also document the arrangements for and handing over such materials to STA.







[bookmark: _Toc402512226]Part B: Core Technical Services 

[bookmark: _Toc402512227]Modified test production process

The modified tests are developed using the following process:



· Items that have been included in the STA’s item validation trial (IVT) are reviewed by the Modified Test Agency (MTA) and a report is produced to indicate issues with any items. This information is used by STA to determine which items are suitable for the next stage of the process. [This activity generally takes place in June.]

· A meeting is held (Modification meeting 1) between STA and the MTA to review all items that have been included in the STA’s technical pre-test (TPT) and discuss possible modifications. [This activity generally takes place in May / June.]

· Following Modification meeting 1, the MTA produces a ‘draft proof’ for each item suggesting how the item needs to be modified for each test version (i.e. braille, modified large print or hearing impaired versions). [This activity generally takes place in July / August.]

· The draft proof is reviewed by STA and comments are provided. On receipt of the feedback, the MTA produces a discussion proof with final proposed modifications for each item in the TPT and handed over to the STA. This discussion proof is then stored in the item bank until such time that an item is selected for the live test. [Live test construction generally takes place in October.]

· Following the construction of the live test, the MTA will receive all the discussion proofs for the selected items. These discussion proofs may have been developed a number of years before depending on when the item was originally written. The MTA will review the discussion proofs and ensure there are no additional modifications they would propose. [This activity generally takes place in November.]

· A meeting is held (Modification meeting 2) between STA and the MTA to finalise the modified proofs for all items selected for inclusion in the live test. [This activity generally takes place in December.]

· Following Modification meeting 2, the MTA will circulate final copies of the modified proofs. These will be signed off by STA. [This activity generally takes place in January / February.]

· The MTA will then construct the modified test versions and undertake full quality assurance checks to ensure the final versions are as intended and error free. STA will undertake one round of proofing on the materials unless significant errors are found in which case additional rounds will be required. [This activity generally takes place in February.]

· The MTA will hand over a final sign off copy of each test for STA to approve. [This activity generally takes place in March.]

· Once approval to proceed has been provided by STA, the MTA will handover electronic files for printing. [This activity generally takes place in March.]



This process is followed for each subject with separate meetings and activities taking place. In some instances, meetings and activities across levels / key stages for the same subject may be combined. 



The Supplier is required to provide modified large print and braille versions of the standard tests, and stimulus material to support pupils with hearing impairment and pupils who use sign language for selected assessment. The test production should be of a high standard equivalent to that required for National Curriculum Tests.



At present, modified version are required for all national curriculum tests including the following: the phonics screening check; key stage 1 tests in English reading, English grammar punctuation and spelling and mathematics; key stage 2 tests in English reading, English grammar punctuation and spelling and mathematics; and key stage 2 science sampling tests. However, this is subject to change depending on government policy. The tests required for modification will be specified in each call off.



All tests, except the science sampling test, take place annually. The science sampling test takes place biennially and will next go live in 2020. 



CT1 Expertise

		No

		Requirement



		CT1.1

		The Supplier is responsible for identification/recruitment and management of a team of specialist Modifiers (both Visually Impaired and Hearing Impaired specialists) in order to prepare specifications for modifications. 



		CT1.2

		Modifiers will be required to have appropriate specialist knowledge of assessing pupils with visual and hearing impairment, and be subject experts and qualified teachers of pupils with visual/hearing impairment with current or recent experience. Modifiers of braille materials should also be familiar with the process of teaching the subject through braille.



		CT1.3

		The Supplier's project team must have knowledge and experience of modified materials.







CT2 Modified Process

Modification follows a set process. The supplier will need to ensure the requirements of each specific meeting are met.

		No

		Requirement



		CT2.1

		Start up meeting

· The Supplier will be responsible for drawing up a detailed modification timetable for each subject and key stage within the constraints of the call off to be agreed with STA

· The supplier will be responsible for developing product descriptions to manage the work to be delivered in the call off.



A separate meeting will also be held with the STA’s modified print supplier to ensure dependencies are identified and managed.



		CT2.2

		Item Validation Trial Report

The Supplier will receive copies of all items to be included in the Item Validation Trial (IVT) and complete an initial assessment of them. The supplier must provide a written report to STA with the outcome of their assessment. This report will provide information on all items and state whether they:

· require no modification

· require modification

· are unsuitable for modification or

· are unsuitable topics for children with special educational needs (SEN), visual impairment (VI) or hearing impairment (HI).



		CT2.3

		Modification meeting 1

In advance of the meeting, STA will provide the Supplier with copies of all items that are included in the technical pre-test (TPT), including their mark schemes, electronically via the portal. The Supplier will undertake an initial review of the materials to indicate potential modifications required for the different modified versions of the test.



The Supplier will attend Meeting 1 with STA staff to recommend and discuss principles of modifications based on the modifier's initial review of the items.



The Supplier will be responsible for takes notes at the meeting. These notes will be signed off by STA as an agreed record of decisions.



		CT2.4

		Draft proof and discussion proof

Following Meeting 1, the Supplier will produce draft proofs for each item based on the discussion in Meeting 1. The supplier will circulate the draft proof to STA and other stakeholders for comment.



The supplier will be responsible for the collation of comments and the production of the discussion proof for each item. The discussion proof will be handed over to STA by the Supplier for storage in the item bank.



		CT2.5

		Before modification meeting 2

Once the live test has been constructed, STA will send the Supplier copies of the discussion proofs for all items selected. These will be reviewed by the Supplier and any final proposed changes indicated.



Five days before meeting 2, the MTA must send copies of the following to STA:

· MLP discussion proofs

· braille discussion proofs (including diagram sketches/specifications)

· HI discussion proofs 

· the MLP and braille modifications mark-up produced after draft proof

· discussion proofs for the guidance notes

· discussion proofs for mark scheme amendments.



		CT 2.6

		Modification meeting 2

The Supplier, including project staff and modifiers, will attend Meeting 2 with STA.  The purpose of the meeting is to agree final modifications to Braille and MLP versions and to agree any amendments to mark scheme amendments (MSA) and other guidance materials.  



The Supplier will maintain a complete record of changes agreed at the meeting, to be signed off by STA, and produce a clear final mark-up of MLP and Braille discussion proofs. The meeting will also agree the specification of any physical models required.



The Supplier will be responsible for the circulation of final modified proofs after the meeting for sign off.



		CT2.7

		HI Meeting

The Supplier will hold a meeting with HI specialist(s) to compile guidance to support pupils using BSL and / or lip reading. The specialists must have expertise in modifying for pupils in each subject / key stage using BSL and lip reading. 



		CT2.8

		First proof MLP, braille and HI

The Supplier is responsible for the production of 1st proof of MLP and Braille versions of the tests and HI materials where appropriate based on the signed off modified proof. The 1st proof must be quality assured with reference to Modified Test Production Process (page 10) before dispatch to STA, including a proof by their modifier.



The Supplier will send the 1st proof of MLP, braille, and HI materials to STA for STA to undertake a proofing round on the documents. The Supplier is responsible for making any amendments to the 1st proof based on feedback from STA. If significant amendments are required at 1st proof stage, further proofing rounds may be required. If these amendments are required as a result of errors by the Supplier, the costs of additional rounds of proofing will be borne by the Supplier. 



All materials must be quality assured to the highest standards to ensure that the newly-originated modified tests do not include any errors or unintended differences from the standard tests. This must include:

· a parallel read of all discussion proofs against the standard tests to ensure that the discussion proof of the modified tests includes any changes which have taken place in the standard test.  

· a review of modified documents to ensure that a consistent approach has been taken.





		CT2.9

		Sign off (approval to print)

Following the proofing process, the Supplier will produce a sign off copy and dispatch to STA. This will include a full list of all documents produced to ensure a full set of materials is received. 



STA will issue an ‘Approval to print’ proforma once the materials are signed off. The Supplier will then provide electronic versions for handover to print.



		CT2.10

		Project close down report

At the end of the call off, the Supplier will be responsible for conducting a review of the helpline, modification, proofing and production processes using feedback from schools and STA.



The supplier will produce a report to inform future cycles.









CT3 Guidance Materials – for administration and marking of modified tests

Refer to Annex 2 for a typical list of all documents

		No

		Requirement



		CT3.1

		The responsibility for producing guidance will be specified within the call off. 

If the guidance is to be produced by STA, the Supplier will provide STA with the information necessary for the production of guidance materials: outlining all specific requirements for the administration and marking of each modified test. 

If the guidance is to be produced by the Supplier, STA will provide the Supplier with appropriate templates and previous versions for the presentation of guidance information.

Guidance will contain:

· General and test-specific guidance on how to administer the modified tests to pupils with visual impairment, pupils with a hearing impairment (pupils who use sign language or oralist support)

· Specifications for any materials or models provided specifically for the modified tests and their assembly (as necessary)



		CT3.2

		The Supplier must produce guidance documentation to assist markers to mark the modified versions of the questions, making explicit the differences between the standard and modified mark schemes for each test to enable markers (or teachers in the case of key stage 1 tests) to mark the tests accurately.



		CT3.3

		The handover of any material should be via the STA portal. If for any reason, the portal fails, handover materials will need to be sent via Egress. 












CT4 Braille Papers

The test booklets and supporting materials for each subject and level are transcribed to braille along with any modifications or amendments as agreed in the IVT Modifier’s Report. A transcript of each braille booklet and set of supporting materials is also produced, so that it is clear to a non-braille reader exactly what each test contains.

		No

		Requirement



		CT4.1

		The supplier must construct a braille version of each test in time for Modification meeting 2, along with any required supporting materials (for example a Reading booklet). Any suggested amendments from Modification meeting 2 will need to be actioned in the First Proof. 



The braille versions must meet the following minimum criteria:



Key stage 1 and 2 Tests:

· Key stage 1 braille papers (A4: 297 x 210 mm – portrait), bound with treasury tags. 

· Exception: Key stage 1 English reading – reading prompt and answer booklet (‘Braille A4’: 275 x 297mm), bound with treasury tags.

· Key stage 2 braille papers (‘Braille A4’: 275 x 297mm), bound with treasury tags. 

· Contracted (Grade 2) Braille

· Diagrams can be integrated within the text, preferably appearing on the facing page to the relevant question 

· Diagrams / sheets needing pupils to draw upon should be attached loosely at the back of the test booklet



Key stage 1 Phonics Screening Check:

· (A4: 297 x 210mm), bound with treasury tags. 

· Uncontracted (Grade 1) braille

· No images of monsters required (see example phonics booklet)



Additional criteria for these and any other assessments will be specified in individual call-offs.



		CT4.2

		The supplier must devise a method for pupils to clearly and unambiguously identify specific parts of a diagram or tactile image where a particular item requires it. [For example, identifying a particular column on a bar chart]



		CT4.3

		The Supplier must provide a transcript of all braille test booklets for all tests, and of all braille supporting materials.







CT5 3D Models

Certain items in the standard test will have a diagram showing a 3D drawing or object, or other illustration, and may need to have a simplified physical model produced, which a visually impaired pupil or pupil with learning difficulties can safely and easily handle. Guidance on how the test administrator should introduce the model(s) to pupils should also be provided.

		No

		Requirement



		CT5.1

		Based on the content of the standard version of the test, the supplier shall advise where the production of a model, or models, will help a visually impaired pupil to access a question and, based on their expertise, suggest suitable specifications for the production of the model(s).

The suggested specification for models should be appropriate for the age group, be safe to handle and be durable. The specification for any models must be provided at Modification meeting 2, providing as a minimum, the dimensions, materials, colours, and a 3d technical diagram. 



		CT5.2

		The Supplier must provide guidance to test administrators on the use of the models, and any additional guidance applicable to the mark scheme.







CT6 Modified Large Print

In the Modified Large Print (MLP) version of the tests, the layout of questions can be amended; text and images can also be simplified or completely removed if not needed for visually impaired pupils to access and answer a question.

Any amendments need to be discussed and agreed with STA. 

		No

		Requirement



		CT6.1

		The supplier must construct an MLP version of each test following Modification meeting 2, along with any required supporting materials (for example, a Reading booklet). Templates will be provided. The MLP versions must meet the following minimum criteria:

Key stage 1 and 2:

· MLP tests produced on Japanese B4 (JPB4 – 257mm x 364mm)

· Font used is Helvetica:  18 point for normal text, 24 point for text that is highlighted/emboldened in the standard version of the text.







CT7 Materials to support hearing impaired (HI) pupils, or those who use sign language

Support materials for hearing impaired (HI) pupils will need to be produced for tests where elements of the test will be read aloud by a teacher or administrator to pupils.

		No

		Requirement



		CT7.1

		The supplier must produce support materials for Hearing Impaired (HI) pupils for test materials, which are delivered orally.

These may be in the form of “flash cards”, or other materials, which can be presented to pupils to aid in the understanding of test questions.







CT8 Specialist Helpline

The Supplier will provide a specialist helpline service for schools and other users of modified tests.

		No

		Requirement



		CT8.1

		The Supplier will ensure that the Specialist Helpline is operational throughout full relevant test cycle, i.e. from start of the school year in September through to the end of the summer term.



		CT8.2

		In conjunction with and in addition to handling and recording schools' orders, the helpline will be able to provide specialist advice, including advice on appropriate use of modified test formats, ordering and distribution, and administration of the tests (such as access arrangements).



		CT8.3

		The Supplier must ensure the helpline is sufficiently resourced to cope with peak demands. The key periods are during the test order window (Oct-Feb), the dispatch window (April) and the test administration window (generally May, although Phonics checks are administered in June).



		CT8.4

		Members of the Supplier's project team will be required to provide advice to Supplier helpline staff on queries requiring specialist VI or HI input (any contentious issues should be passed to STA). If this advice is not available in the project team or from the team of modifiers, the supplier will be required to bring in external specialist knowledge for this purpose.



		CT8.5

		The Supplier will ensure that:

· 95% of calls to the Specialist Helpline are answered within 60 seconds.

· The Specialist Helpline is operational from 08.30 to 17.30 (08.00 to 18.00 during test weeks) on school days.

· There is a means of capturing a message from the enquirer outside of the above hours. Messages must be acknowledged the next working day.

· Customer telephone enquiries are responded to on the same or next working day.

· Customer written enquiries are responded to within 7 working days.

· Customer complaints are responded to within 5 working days.

· All schools’ enquiries are logged onto an appropriate database.

· Specialist HI and VI advice on ordering and administering the modified tests is available.



		CT8.6

		The supplier will help to validate school orders for modified tests by contacting those STA identifies as having anomalies. STA will provide a spreadsheet to the supplier to record the outcome of the contact that will be returned to STA. STA will provide the contact list weekly on a Monday and the Supplier should return the update sheet to STA on Friday afternoon.







Indicative figures based on the 2017/8 cycle (figures rounded to the nearest 50)

Key stages 1 and 2 statutory tests – approximately 1500 inbound and outbound telephone calls; approximately 3000 e-mails sent and received; approximately 1000 orders validated per year

Past papers print on demand – up to 500 orders 

CT9 Order Management

The Supplier will be responsible for receiving, and logging on STA's test orders website, details of any orders for modified test materials that have not been directly entered on website by schools, and providing order updates directly to STA's website to an agreed schedule. Order management will generally involve logging (or updating) orders on STA's test orders website after the official deadline for ordering.

		No

		Requirement



		CT9.1

		The Supplier should capture orders for modified tests on behalf of a school (for example, in response to a helpdesk call).



		CT9.2

		The Supplier will be responsible for orders placed after the official deadlines for the statutory test orders (e.g. a late diagnosis, or school transfer) must be honoured up to and including the test administration period as far as reasonably possible.



		CT9.3

		The Supplier will also be responsible for validating all orders that do not meet validation criteria pre-agreed between STA and the Supplier.



		CT9.4

		The Supplier shall ensure that all schools’ orders are received and validated:

· on an ongoing basis as soon as the test orders system is made available (from the beginning of October to mid-June) and completed within 14 days of the test orders system closing;

· within 24 hours for late orders; 

· immediately for orders received the week before tests or during test weeks; 

· with no more than 1% error tolerance in accuracy of data.





		CT9.5

		The Supplier will liaise closely with STA with regards to recording and transferring accurate information about test orders securely. STA will be responsible for providing login and username details. If the Supplier is unable to update STA's orders website directly for any reason, they will be expected to provide updates to STA in an alternative compatible format.







CT10 Past Paper Service

Modified tests from previous cycles are often used by schools to help determine the most appropriate type of modified paper for a pupil.

		No

		Requirement



		CT10.1

		The Supplier is required to provide an on-demand past paper service to schools that contact the Helpline requesting practice materials.



		CT10.2

		The Supplier shall fulfil orders for past papers (for the previous three years’ tests) in MLP and braille. Files will be supplied by STA, where needed, to fulfil these orders. (Approximately 500 papers ordered per year)





CT11 Delivery Requirements

		No

		Requirement



		CT11.1

		Final agreed versions of the modified test materials must be supplied by the Supplier in hardcopy and electronic (InDesign, or compatible open artwork files by prior agreement) to STA for printing and distribution to an agreed timeline and format.



		CT11.2

		The Supplier will deposit materials under development with STA in both hard and electronic copy at key stages throughout the cycle. A schedule for deposits will be agreed at the beginning of the cycle(s).



		CT11.3

		Materials will need to be supplied at each appropriate stage in the following format:

· a minimum of 2 hard copies

· PDF files and/or open artwork files as required.PDF files and/or open artwork files as required

A full list of all documents produced must be provided to ensure completeness.



		CT11.4

		The copyright of all final materials will rest with STA.



		CT11.5

		The Supplier must produce all materials in accordance with the principles and technical requirements in Annex 1 Guidance notes for use by modifiers, and with the requirements of the Ofqual regulatory framework and STA's house style.



		CT11.6

		The Supplier shall work with STA to agree a schedule for origination, proofing and sign off.



		CT11.7

		The Supplier shall provide the test materials so that they are consistent with, and provide continuity with previous years in terms of style and format.









CT12 Downloadable electronic versions of test materials (not scored)

The STA is considering the viability of providing downloadable, modifiable, electronic versions of test materials. At present, the modified versions provided by STA do not allow all pupils to access the tests without further modifications made by the school. This means some schools are currently re-typing the tests in the days before the administration, which can lead to errors. A proposal is sought through this procurement to address this issue. STA will determine in each call-off from the Framework whether electronic versions are required.

		No

		Requirement



		CT12.1

		The Supplier must produce downloadable versions of modified test materials that will be available to schools who request them. 

The materials must be provided in an appropriate format that can be accessed by all schools.

The materials will enable schools to make further modifications to ensure pupils can access the tests.

Guidance must also be provided to schools to make clear when additional modification is not possible (for example, diagrams where lengths of lines must be preserved).



		CT12.2

		The Supplier will be responsible for determining any changes to the current modification process to enable the development of the electronic versions. Any process changes will be agreed with STA.





CT13 Performance and Quality Requirements

		No

		Requirement



		CT13.1

		The Supplier will conform to performance targets in relation to quality, efficiency and adherence to the timetable as laid out in each call-off. Progress towards these targets will be regularly reviewed against agreed performance criteria. Stage payments will be linked to key milestones (critical steps) in the call-off. STA will review quality at each milestone so that payment can be agreed.



		CT13.2

		The Supplier is expected to be aware of issues relating to any relevant legislation and provide appropriate advice in relation to the materials being developed and advise STA accordingly. The Supplier will ensure access and equality of opportunity, whilst safeguarding the integrity of the assessment.



		CT13.3

		The Supplier shall ensure that, where used, each and every proposed sub-Contractor, consortium member and adviser abides by the terms of the Framework Agreement and any specific call-off requirements.



		CT13.4

		During the lifetime of this Framework there may be some changes in the requirements (eg responding to new government initiatives) and changes to the structure of STA. Change control procedures will be implemented if necessary and any additional costs incurred by the Supplier as a result of such decisions will need to be agreed in advance by STA. The Supplier will be required to comply with all reasonable requests under the terms of the contract and specification. Working with STA in a flexible and accommodating way is part of the customer-supplier relationship with STA.



		CT13.5

		The Supplier shall ensure there are:

· Quality control checks in operation at key points in origination schedules.

· Appointed person(s) responsible for ensuring quality of all materials (i.e. with respect to accuracy, completeness, collation and confidentiality as defined elsewhere in this document), and to act as a central point of contact on these issues.

· Appointed person(s) familiar with modified materials, and standard materials.





		CT13.6

		The Supplier shall ensure that proofing follows STA’s agreed proofing process, and be to the highest standard. There must be appropriate proof reading and quality assurance arrangements in place to ensure that materials are handed to STA without errors at each stage of origination and proofing.










[bookmark: _Toc359408934][bookmark: _Toc359413827][bookmark: _Toc359416098][bookmark: _Toc359416241][bookmark: _Toc359416594][bookmark: _Toc359416633][bookmark: _Toc359416773][bookmark: _Toc359416898][bookmark: _Toc359417007][bookmark: _Toc359493428]

[bookmark: _Toc402512240]Service level agreement / quality standards



		Key Elements

		Key Deliverables

		Success Criteria

		Measurement



		Appointment and training of modifiers

		· Sufficient modifiers to provide specialist VI and HI advice.

· Training sessions for modifiers and 

· Project handbook.

		· Modifiers suitably qualified ie with a clear understanding of the modification process and the range and type of modifications that are appropriate to maintaining the nature and demand of the test without advantaging or disadvantaging the pupil.

· Briefing sessions and handbook provided to agreed schedule (0% slippage) and of required quality.

· Modifiers suitably trained and capable of delivering contract objectives to required quality and agreed schedule (0% slippage).

		· Initial submission of CVs and or qualifications of the modifiers for approval by STA.

· Quality of modifiers’ advice as demonstrated the quality of reports and input to proofs, ie consistent with principles of modification and clearly reflecting all agreed decisions.

· STA to agree briefing agenda & handbook contents and to attend and confirm quality of training sessions.

· Stakeholder feedback is positive about materials





		Proofing/sign off of master copies of tests

		· Proofs of master copies from draft proof to sign-off (‘approval to print’), and collated comments.



		· Discussion and first proofs as near final version of materials as possible.

· Discussion proof to:

· conform to modifier’s specification;

· match standard handover except where modifications agreed

· be complete (eg containing diagrams, or specifications in the case of models and braille diagrams, subject-specific information in mental mathematics scripts);

· take into account any format, style or standard wording (eg of copyright statements) agreed with STA.

· Production of each proof to agreed schedule (0% slippage) and quality 

· No more than 4 errors* at 1st proof and no errors at sign off.  Proofs to contain all agreed changes, and error must be actioned by next proof stage.

*A proofing error is defined as:

· content not correct regardless of whether it has been picked up by STA or where any changes suggested by STA have not acted upon. It would not necessarily include an amendment to wording provided at the time of, or after the final proof, but would include any grammatical, punctuation, spelling or stylistic errors identified in the final proofs;

· new errors appearing in a proof or sign off version that did not arise from implementing a mark-up instruction in a previous version.

· Sufficient checks carried out to ensure high quality proofs of test and guidance materials at key stages of the proofing and production process eg by Quality Manager.

· Proofs based on common and clear agreement of decisions made at meetings with STA subject researchers and each proof stage, supported by collated comments from previous mark-ups that are comprehensive and clearly state author of comments and decisions reached.  

· Relevant STA subject researcher consulted on any difference of opinion or ambiguity in mark-ups prior to production of next proof (or explanation provided where an instruction is not followed and agreement reached with researcher).

		· E-mail confirmation by Supplier to STA as each stage completed (despatch, receipt of materials). 

· STA to assess and report on quality of materials at each proof stage, signing off materials at final proof.

· Updates from Supplier on issues/progress at monthly project management meetings.





		Guidance materials

		· Proofs of guidance and associated materials from draft to sign-off (‘approval to print’), and collated comments.

		· As for ‘proofing/sign off’.

· Draft and discussion proofs of guidance, models and diagrams (or specifications for) and mark scheme amendments provided, alongside tests as far as possible.  Guidance may follow separate schedule, but this must be as close to the test materials proofing schedule as possible.

· Guidance accessible to non-specialists.



		· E-mail confirmation by Supplier to STA as each stage completed (despatch, receipt of materials). 

· Updates from Supplier at monthly project management meetings on quality of proofs and progress against deadlines.

· STA to assess and report on quality of materials at each proof stage, signing off materials at final proof stage.





		School orders

		· Receipt and validation of school test orders.



		· All schools' orders received and validated:

· validation within 14 working days of order deadline passing for STA website orders; 

· validated within 24 hours for late orders; 

· immediate validation for orders received week before tests or during test weeks; 

· Validation criteria to be agreed with STA.

		· Summary reports from Supplier at fortnightly KIT meetings on number of orders received and validated, and daily at peak times (mid-March to the end of test week), highlighting key points/trends.



		Database

		· Maintaining on site database of customer enquiries.

· Maintaining database of orders for KS1.

· Updating STA’s test orders database (KS2).

		· All schools' enquiries/orders logged accurately

· Test orders databases updated accurately and daily.

		Number of errors in order data following validation (excluding errors resulting from failure of school to identify incorrect order information following receipt of order confirmation from Supplier)



		Helpline

		Answering customer enquiries (from schools, LAs, etc), including enquiries about orders.

		· 95% of calls to be answered within 60 seconds.

· Customer helplines to be operational from 08.30 to 17.30 h (08:00 to 18:00 during test weeks) on school days.

· Customer telephone enquiries responded to on the same or next working day.

· Customer written enquiries responded to within 7 working days.

· Customer complaints responded to within 5 working days.

· All schools’ enquiries logged on database.

· Specialist HI and VI advice on ordering and administering the modified tests available.

· Helpline to meet 'out of hours' success criteria under 'Quality control' below.

		· Updates on call and correspondence logs from Supplier at monthly project management meetings.

· Number of verifiable negative comments about service provided by Supplier helpline from customers.



		Project coordination

		· Overall coordination of modified tests production across different Supplier sites (where relevant), and with external stakeholders, including:

· Management of relevant personnel, systems, etc

· Regular review of management systems

· Schedule for each stage of origination process.

· Participation in monthly or more frequent project management meetings. 

· Provision of updates/reports: checkpoint reports, risk registers, financial spreadsheets, call/correspondence and order logs.

· project review at end of each test cycle

		· Delivery of project objectives to agreed schedule and specification (as defined elsewhere in SLA), and any issues/problems dealt with promptly and in consultation with STA.

· Procedural guide discussed and agreed with STA during first month of cycle.

· First draft schedule covering all stages of cycle, discussed and agreed with STA. Schedule subject to regular reviews (at least monthly, or as changes identified).

· STA consulted on any changes to schedules, and subject to STA’s agreement, revised schedule provided immediately.

· High quality error-free and consistent materials.

· Regular provision reports/updates (weekly or more frequently during peak periods) in simple format to be agreed with STA.

· High quality project review reports identifying lessons learned from test cycle and providing clear steer for future.

· MI systems compatible with those of STA (and other suppliers if necessary).



		· Via reports provided by Supplier at monthly project management meetings on quality of proofing, adherence to schedules, etc, supplemented by conference calls, e-mail and telephone calls (as appropriate) to feed into regular performance reviews.

· Number of reports of errors/breaches of confidentiality.

· STA to assess and sign off quality of project review reports.



		Quality control

		· Effective quality control checks.

· Appointment of designated member of Supplier’s staff for quality control.  

		· Quality control checks in operation at key points in origination schedules.

· Appointed person responsible for ensuring quality of all materials (ie with respect to accuracy, completeness, collation and confidentiality as defined elsewhere in this document), and to act as a central point of contact on these issues.

· Appointed person(s) familiar with modified materials, including MLP, Braille and standard materials.

· STA agreement of member of staff appointed to this role.

· Out of hours requirement before test days: named helpline staff and MTA managers to check text messages (and if possible e-mails) from 7 am to 10pm from Friday before test week to the end of test week, and if problems identified in tests post-sign off urgently require resolution for tests the following working day, arrive at work by 7am.

		· STA to agree quality control checks.

· Updates from Supplier at monthly project management meetings.

· Problems identified in tests post sign-off resolved before tests administered where possible.





		Secure packaging

		Packaging to maintain confidentiality of test information.

		· All test and guidance packaging sufficiently opaque, tightly fitting, and tamper and tear proof to maintain security and confidentiality.

· Minimum 99% secure delivery of packages and maintenance of confidentiality of contents.

· Immediate follow up to minimise/avoid breaches of confidentiality. 

· Report any loss of/failure to deliver materials to STA within 3 hours of discovery. Written report provided same day. Daily updates provided thereafter.

		· Number of reports of errors/breaches of confidentiality

· Updates from Supplier at monthly project management meetings, and daily at peak times (mid-March to the end of test week).



		Security

		· All materials handled securely to maintain confidentiality at all times, in accordance with the Security arrangement report provided by STA Security Manager

· HMG SPF Commercial assurance compliance

· HMG Cyber essentials scheme compliance

		· All materials must be handled and stored in line with requirements specified by the STA Security Manager.

· Follow up on packages that are not received by scheduled date and time within 3 hours to minimise/avoid breaches of confidentiality. 

· Reporting of any security breaches (actual or potential) within 3 hours of discovery.

· Statutory KS2 test proof to be via a carrier that provides instant feedback on the location of packages (eg timed next day delivery service).

· STA sign-off of HMG SPF commercial assurance and HMG Cyber Essentials scheme compliance

		Via a monthly performance report on security breaches or non breaches

Relevant documentation, including risks register and Security action plan (if required) submitted to STA and approved.














[bookmark: _Toc515605901]Schedule 2 - Charges and Payments

3 [bookmark: _Toc515605902]Charges 

[to be populated from the successful tender]

[bookmark: _Toc515605903]Schedule of Payments

[bookmark: _Ref381706049]The Payment Schedule will be shown in each Call-Off Contract. 

Funds allocated to a particular expenditure heading in the Payment Schedule are available for that expenditure heading only. Funds allocated to a particular accounting year are available for that accounting year only. The allocation of funds in the Payment Schedule may not be altered except with the prior written consent of the Department.

The Supplier shall maintain full and accurate accounts for the Service against the expenditure headings in the Payment Schedule. Such accounts shall be retained for at least 6 years after the end of the financial year in which the last payment was made under this Agreement.  Input and output VAT shall be included as separate items in such accounts.

The Supplier shall permit duly authorised staff or agents of the Department or the National Audit Office to examine the accounts at any reasonable time and shall furnish oral or written explanations of the account if required. The Department may have such staff or agents carry out examinations into the economy, efficiency and effectiveness with which the Supplier has used the Department's resources in the performance of this Agreement.

[bookmark: _Toc515605904]Invoicing

[bookmark: _Ref381028806]Invoices shall be prepared by the Supplier monthly in arrears and shall be detailed against completion of the Milestones and Key Milestones specified in the Call-Off Contract and the expenditure headings set out in the Payments Schedule. The Supplier or his or her nominated representative or accountant shall certify on the invoice that the amounts claimed were expended wholly and necessarily by the Supplier on the Service in accordance with the Agreement and that the invoice does not include any costs being claimed from any other body or individual or from the Department within the terms of another contract.

[bookmark: _Ref381028819]Invoices should be sent within 30 days of the Department’s Acceptance to: Purchase to Pay, Shared Services, 3rd floor Companies House, Crown Way, Cardiff, CF14 3UW.

The Supplier shall ensure that its invoices contain the following:

a unique invoice number;

the Service(s) provided to which the relevant Charge(s) relate;

the Agreement reference number;

the Call-Off Contract reference number;

the dates on which the Services to which each of the invoiced Charges relate were performed;

the methodology applied to calculate the Charges;

the total Charges gross and net of any applicable deductions and, separately, the amount of any disbursements properly chargeable to the Department under the terms of the Agreement;

details of any service credits or delay payments or similar deductions that shall apply to the Charges detailed on the invoice; 

reference to any reports required by the Department in respect of the Services to which the Charges detailed on the invoice relate (or, in the case of reports issued by the Supplier for validation by the Department, to any such reports as are validated by the Department in respect of the Services); 

the Supplier’s full address, VAT number (if applicable) and the banking details for payment to the Supplier via electronic transfer of funds (i.e. name and address of bank, sort code, account name and number).

Each invoice shall at all times be accompanied by sufficient information (including any relevant Management Information) (“Supporting Documentation”) to enable the Department to reasonably assess whether the Charges detailed thereon are properly payable. Any such assessment by the Department shall not be conclusive. The Supplier undertakes to provide to the Department any other documentation reasonably required by the Department from time to time to substantiate an invoice. 

The Supplier shall submit all invoices and Supporting Documentation in such format as the Department may reasonably specify from time to time with a copy (including any Supporting Documentation) to the Contract manager (or such other person and at such place as the Department, acting reasonably, may notify to the Supplier from time to time). 

All Supplier invoices shall be expressed in sterling or such other currency as shall be permitted by the Department in writing.

The Supplier shall submit its invoice for the Charges in respect of all the Service Elements which are due after the successful completion of all such Service Elements.

Service Elements are only successfully completed when Acceptance has taken place in respect of those Service Elements in accordance with Clause 33 (Acceptance Testing).

The Supplier shall have regard to the need for economy in all expenditure.  Where any expenditure in an invoice, in the Department's reasonable opinion, is excessive having due regard to the purpose for which it was incurred, the Department shall only be liable to reimburse so much (if any) of the expenditure disallowed as, in the Department's reasonable opinion after consultation with the Supplier, would reasonably have been required for that purpose.

If this Agreement is terminated by the Department due to the Suppliers insolvency or default at any time before completion of the Service, the Department shall only be liable under paragraph 2.1 of this Schedule 2 to reimburse eligible payments made by, or due to, the Supplier before the date of termination.

[bookmark: _Ref381029333]On completion of the Service or on termination of this Agreement, the Supplier shall promptly draw-up a final invoice, which shall cover all outstanding expenditure incurred for the Service.  The final invoice shall be submitted not later than 30 days after the date of completion of the Service.

[bookmark: _Ref381029348]The Department shall not be obliged to pay the final invoice until the Supplier has carried out all the elements of the Service specified in the relevant Call-Off Contract.

[bookmark: _Ref381029361]It shall be the responsibility of the Supplier to ensure that the final invoice covers all outstanding expenditure for which reimbursement may be claimed.  Provided that all previous invoices have been duly paid, on due payment of the final invoice by the Department all amounts due to be reimbursed under this Agreement shall be deemed to have been paid and the Department shall have no further liability to make reimbursement of any kind.

[bookmark: _Toc211055761][bookmark: _Toc211364017][bookmark: _Ref237979359][bookmark: _Toc304815096][bookmark: _Toc304839977][bookmark: _Toc314752931][bookmark: _Toc515605905]Taxation

[bookmark: _Ref211083139]All amounts payable by the Department to the Supplier stated in this Agreement are exclusive of VAT.

Where any payment is made under this Agreement pursuant to an indemnity, compensation or reimbursement provision and that sum is subject to a charge to taxation in the hands of the Department the sum payable shall be increased to such sum as will ensure that after payment of such taxation (which for this purpose shall include the utilisation of any tax relief) and after giving credit for any tax relief available in respect of the matter giving rise to the payment the Department shall be left with a sum equal to the sum that it would have received in the absence of such a charge to taxation.



[bookmark: _Toc515605906]Schedule 3 – Form of Call-Off Contract

		Modified Test Framework Agreement – STA 0070



		Call-Off Contract No:



		Title:





Pursuant to the terms of the Modified Test Framework Agreement (STA 0070):

		Service Commencement Date:

		



		Call-Off Contract End Date:

		



		Call-Off Contract Value:

		



		Relationship Manager for  Department for Education:

		



		Contract Manager for the Department for Education:

		



		Relationship Manager for the Supplier:

		







1. Background

[Insert]

2. Functional Requirements

		Subjects:

		



		Level (or Other Measure) Assessed:

		



		Key Stage or Other Measure:

		







3. Required Service Elements

The table below sets out the Service Elements the Supplier shall provide under this Call-Off Contract.

		Services [and Deliverables] Required:



		















4. Key Milestones

		iD

		Description

		Key Milestone Acceptance Criteria

		Completion Date

		Evidence Required



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		







5. Key Payment Milestones and Key Payment Milestones Dates

Payment will follow the completion of the Key Milestones listed at section 4.  Key Payment Milestones are:

		iD

		Amount

		Key Milestone Payment Date



		

		

		



		

		

		



		

		

		



		

		

		







6. Contract Management Arrangements

		



		



		

























In witness whereof this Call-Off Contract has been duly executed.

		Signed for and on behalf of the Department for Education:





		Name and Title:



		Date:









		Signed for and on behalf of the Supplier:





		Name and Title:



		Date:









































[bookmark: _Toc515605907]Schedule 4  – Governance and Performance Monitoring

1. Service Management

[bookmark: _Toc503873398]1.1 The Supplier must demonstrate that, where there are plans to use a Subcontractor, the Subcontractor is reliable, available and can meet the obligations imposed on the Supplier under this Agreement. The Supplier must provide and maintain details of who these resources are, how they will be used and how they will be managed. The Supplier will provide the Department with its procurement strategy and selection criteria for all services which they intend to Subcontract. The Supplier will advise the Department of the progress of its procurement activities against the agreed plan and inform the Department of the nominated preferred bidder prior to contract award.

1.2 The Supplier must adopt quality standards across the range of activities and requirements in the Services. Quality should be built in from the start, not 'tested in' later. Relevant standards might include, but are not limited to, British or International standards in areas such as information security and quality management.

1.3 The Supplier must ensure that all project staff engaged in the delivery of the Services have a level of knowledge of the contractual terms and conditions commensurate with the level of their responsibility and involvement.

1.4 The Supplier shall nominate a quality manager who will act as the point of contact for quality issues and enforce a quality assurance methodology

[bookmark: _Toc503873399]2. Management Information

2.1 Management Information to be provided shall be specified in the relevant Call-Off Contract.

2.2 In addition, the Supplier must: 

2.2.1 provide ad hoc information and/or reports as required by the Department; 

2.2.2 provide Management Information within timescales and frequencies agreed with the Department to monitor system performance, availability and demand of take up of system functionality and reassure the Department of proper performance; and

2.2.3 provide access to the Department of the source data from which Management Information is generated

[bookmark: _Toc503873400]3. Contract  Management Reviews

3.1 The Supplier shall be fully engaged on an on-going basis in regular Contract Management Reviews. These reviews provide an opportunity for the Department and the Supplier to discuss the end-to-end delivery of the Services which shall include but not be limited to:

3.1.1 planning;

3.1.2 progress;

3.1.3 risk management;

3.1.4 issue management;

3.1.5 continuous improvement;

3.1.6 proposed changes;

3.1.7 lessons learnt;

3.1.8 exit management.

3.2 The specific requirements for contract reviews shall be stated in the Call-Off Contract.





[bookmark: _Toc515605908]Schedule 5 – Change Control Procedures

1 Principles

1,1 The Agreement and Call-Off Contracts may be changed only in accordance with the Change Control Procedure as set out in this Schedule 5.

1.2 Neither Party shall unreasonably withhold its agreement to any change.

1.3 Until such time as a change is made in accordance with the Change Control Procedure, the Supplier shall, unless otherwise agreed in writing, continue to supply the Services as if the request or recommendation had not been made.

1.4 Any discussions which may take place between the Parties in connection with a request or recommendation before the authorisation of a resultant change to the Services shall be without prejudice to the rights of either Party.

1.5 Any work undertaken by the Supplier, its Subcontractors or agents which has not been authorised in advance by a change to the Services and which has not been otherwise agreed in accordance with the provisions of this Schedule 5 shall be undertaken entirely at the expense and liability of the Supplier.

4 [bookmark: _Toc503873403]Procedures

4.1 Discussion between the Parties concerning a change to the Services shall result in any one of the following:

4.1.1 no further action being taken;

4.1.2 a request to change the Services by the Department; or

4.1.3 a recommendation to change the Services by the Supplier.

4.2 Where a written request for an amendment is received from the Department, the Supplier shall, unless otherwise agreed, submit a CCN to the Department within 2 weeks of the date of the request.

4.3 A recommendation to amend by the Supplier shall be submitted as a CCN direct to the Department at the time of such recommendation.

4.4 A model CCN is provided at Annex 1 to this Schedule 5.

4.5 Each CCN shall contain:

4.5.1 the title of the change;

4.5.2 the originator and date of the request or recommendation for the change;

4.5.3 the reason for the change;

4.5.4 full details of the change including any specifications;

4.5.5 the price, if any, of the change;

4.5.6 a timetable for implementation together with any proposals for acceptance of the change;

4.5.7 a schedule of payments if appropriate;

4.5.8 details of the likely impact, if any, of the change on other aspects of the Services; 

4.5.9 the date of expiry of validity of the CCN; and

4.5.10 provision for signature by the Department and by the Supplier.

4.6 For each CCN submitted the Department shall, within the period of the validity of the CCN:

4.6.1 allocate a sequential number to the CCN;

4.6.2 evaluate the CCN and, as appropriate;

4.6.3 request further information;

4.6.3.1 approve the CCN; or

4.6.3.2 notify the Supplier of the rejection of the CCN; and

4.6.4 arrange for two copies of an approved CCN to be signed by or on behalf of the Department and the Supplier.

4.7 A CCN signed by both parties shall constitute an amendment to this Agreement pursuant to Clause 14.

















[bookmark: _Toc515605909]Schedule 5 – Annex 1 – Change Control Note

		CHANGE CONTROL NOTE – No [To be allocated by the Department]



		Agreement name & No:

		



		Originator:

		



		Date of CCN:

		

		Expiry date:

		



		CCN Title

		



		1. Reason for change:



		



		1. Details of change (including specification where appropriate):



		



		1. Price (if appropriate) to include cost breakdown and payment schedule:



		



		1. Implementation timetable:



		



		1. Impact of the change on the Services:



		



		1. Required changes to the Agreement (Clauses and Schedules):



		



		1. Authorised to sign for and on behalf of the Supplier:



		Signature:

		



		Name in CAPITALS:

		



		Position in Organisation:

		



		Date:

		



		1. Authorised to sign for and on behalf of the Department for Education:



		Signature:

		



		Name in CAPITALS:

		



		Position in Organisation:

		



		Date:

		









[bookmark: _Toc515605910]Schedule 6 – The Departmental Dependencies

6.1 The Department acknowledges that the Supplier is dependent on the Department carrying out the actions in paragraph 6.2.

6.2 The Department will:

6.2.1 supply access to their secure collaboration site for the exchange of confidential data and documents;

6.2.2 maintain regularly update a decision log throughout each Call-Off Contract;

6.2.3 organise regular project management meetings during the course of each call-off, on at least a monthly basis, but more commonly weekly. Minutes will be produced and circulated by the Department;

6.2.4 provide a clear trialling model for each Call-Off Contract as part of the tendering process;

6.2.5 provide specifications for the provision of data files by agreed dates;

6.2.6 provide specifications for the production of reports by agreed dates;

6.2.7 agree a schedule at the outset of each Call-Off Contract and will ensure that all deadlines relating to their provision of any aspects of the project are met. In particular, the Department will deliver final copies of test materials by agreed dates;

6.2.8 ensure that final trialling materials are fully quality checked and error free before sending to the Supplier;

6.2.9 apply suitable formatting to any trialling materials to enable the efficient processing of materials by the Supplier which might mean keeping space for bar codes and numbers or applying registration marks to enable data capture (where this is part of the Call-Off Service);

6.2.10 supply any specific batching instructions to the Supplier by agreed dates;

6.2.11 organise regular senior supplier meetings during the course of each call-off. Minutes will be produced and circulated by the Department; and

6.2.12 when sent any confidential material by the Supplier, check that all materials have been received and confirm that to the Supplier on the day of receipt. 

































[bookmark: _Toc515605911]Schedule 7 – Template for Exit Management Plan



[Text in italics below is drafting guidelines for the Supplier]

[bookmark: _Toc503873408][bookmark: _Ref3539659][bookmark: _Ref127425215]1	Document History (Section 1)

[bookmark: _Toc332028952][bookmark: _Toc75062451][bookmark: _Toc75774287][bookmark: _Toc77591814][bookmark: _Toc81362431]Document location

[Insert document location details.]

[bookmark: _Toc332028953]Revision history

Insert details of the version history of the document. The initial Exit Management Plan is to be agreed by the time of Agreement signature, even if it needs subsequently to be amended to take account of changes to the Services or the System.]

		Version Number

		Issue/Revision Date

		Previous Revision Date

		Summary of Changes

		Changes Marked
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[INSERT details of the required approvals.]
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[bookmark: _Toc332028956][bookmark: _Toc503873409]2	Purpose (Section 2)

2.1 This Exit Management Plan sets out the Parties’ obligations with regard to facilitating the orderly transfer of the Services during the Exit Phase and the treatment of any relevant assets, materials, software, data, subcontracts and people to a Successor Operator (including STA), on the expiry or termination of the Agreement or of any Service.

2.2 This Plan will cover ‘Routine’ Exit (including Exit on Termination for Convenience), Exit for Termination and Exit for Partial Termination including the various scenarios that may lead to Termination identifying the implications of these and the actions that shall be required to be undertaken as a result of Termination at the various stages. 

2.3 Within each Exit scenario, there are two different types of exit activity:

2.3.1 those that are foreseeable, predictable and capable of being planned in detail as it relates to the “fixed” activities that will always take place on exit, irrespective of the cause or nature of the exit, and

2.3.2 individual services that may or may not be used, depending on the cause or nature of the termination, the point in the test cycle when termination occurs and the appetite of any incoming supplier to take advantage of them.

2.4 This Exit Management Plan is divided into the following principal sections:

Section 1: Document History

Section 2: Purpose

Section 3: Exit Management Structures

Section 4: Required actions

Section 5: Timetable

Section 6: Charging arrangements

[bookmark: _Toc503873410]3. Exit management Structures (Section 3)

3.1 This Section 3 describes the management structures and processes to be followed by the parties in order to facilitate the orderly transfer of the Services to a Successor Operator.

[Describe the governance arrangements that will apply to any exit from the Agreement. The parties need to legislate in advance for exit project meetings, liaison with potential Successor Operators, content and frequency of progress reports and so on. Effective project management and reporting during the Exit Phase is regarded by STA as important as project management of the initial implementation and normal “business as usual” governance during the term of the Agreement.

It may be the case that different structures are required to deal with “routine” and “emergency” exit. A “routine” exit would be one such as contract expiry or termination for convenience by STA, where there is ample time to plan ahead. An “emergency” exit would be one where STA is terminating for non-performance or force majeure, which might therefore mean that timescales need to be shortened and reporting increased, if the Supplier is unable to provide the full level of exit assistance that might ideally be required.]

Exit Project Board

[State the composition of the Exit Project board, the frequency and agenda for its meetings, and the path for escalation of unresolved issues.]

Exit Project Reporting

[State the reports required for the purposes of effective monitoring and management of the Exit Project, including their content, frequency and distribution.]

[bookmark: _Toc503873411]4. Required Actions (Section 4)

4.1 This Section 4 describes the specific actions required in order to facilitate the orderly transfer of the Services to a Successor Operator. It is divided into the following sub-sections:

Subsection 4.2: Supplier Assets

Subsection 4.3: Systems and Software

Subsection 4.4: Data

Subsection 4.5: Contracts

Subsection 4.6: Documentation

Subsection 4.7: Training and knowledge transfer

Subsection 4.8: Staff matters

[Drafting note: this section will contain the real substance of the Exit Management Plan, in terms of the specific action required, assets to be transferred, contracts to be novated, training to be provided and so on. This template sets out the main headings that STA would normally expect to be addressed – there may of course be others that are specific to the particular engagement – but the whole section needs to be populated by the parties. It is emphasised that these obligations will not solely be Supplier responsibilities. Where there are any dependencies to be fulfilled by STA or the Successor Operator, these must be clearly spelled out as well.]

Supplier Assets (Subsection 4.2)

[List the principal assets (including computer hardware and other equipment) used wholly or mainly in the provision of the Services, and indicate in each case whether these are “exclusive assets” or “non-exclusive assets”. By “exclusive assets”, we mean any assets that are used solely for the provision of services to STA, which can therefore be transferred to STA if STA so wishes. By “non-exclusive assets”, we mean assets that are not used solely for STA. Indicate in each case whether the asset in question will be assigned to STA. If any asset is not to be assigned to STA, but STA wishes to continue to have access to and use of it (e.g. on a rental or licence basis), the terms of such use will be agreed and documented here.]

Systems and Software (Subsection 4.3)

[Describe the specific steps required to ensure the effective migration of systems from the Supplier to a Successor Operator. These might include, for example, requiring the Supplier to analyse and provide information about capacity and performance requirements, generate computer listings of all relevant Source Code, and assist with parallel running, as well as the physical transfer of hardware and of copies of software. Deletion of STA software from Supplier systems will also be relevant.

The following list of bullet points is taken from the Exit Schedule that forms part of the model ICT Services Agreement published by OPSI and is (c) Crown Copyright. The Supplier and STA will agree a finalise the narrative against each bullet using information provided in the bidder’s successful tender

· ceasing all non-critical Software changes (by agreement with STA);

· notifying subcontractors of procedures to be followed during the Exit Phase and providing management to ensure these procedures are followed;

· providing assistance and expertise as necessary to examine all operational and business processes (including all supporting documentation) in place and re-writing and implementing processes and procedures such that they are appropriate for use by the Successor Operator after the Exit Phase;

· delivering to STA the existing systems support profiles, monitoring or system logs, problem tracking/resolution documentation and status reports all relating to the 12 month period immediately prior to the Exit Phase;

· providing details of work volumes and staffing requirements over the 12 month period immediately prior to the Exit Phase;

· with respect to work in progress as at the end of the Exit Phase, documenting the current status and stabilising for continuity during transition;

· providing STA with any problem logs which have not previously been provided to it;

· providing assistance and expertise as necessary to examine all governance and reports in place for the provision of the Services and re‑writing and implementing these during and for a period of 12 months after the Exit Phase;

· providing assistance and expertise as necessary to examine all relevant roles and responsibilities in place for the provision of the Services and re-writing and implementing these such that they are appropriate for the continuation of the Services after the Exit Phase;

· reviewing all Software libraries used in connection with the Services and providing details of these to the Successor Operator;

· making available to the Successor Operator expertise to analyse training requirements and provide all necessary training for the use of tools by such staff as are nominated by STA (acting reasonably) at the time of termination or expiry;

· assisting in establishing naming conventions for the new production site;

· analysing and providing information about capacity and performance requirements, processor requirements and bandwidth requirements, and known planned requirements for capacity growth across these areas;

· generating a computer listing of all relevant Source Code in a form and on media reasonably requested by STA;

· agreeing with STA a handover plan for all of the Supplier’s responsibilities as set out in the STA Security Policy as set out in Schedule 12, and co-operating fully in the execution of the agreed plan, providing skills and expertise of a suitable standard;

· delivering copies of the production databases (with content listings) to the Successor Operator’s operations staff (on appropriate media) as reasonably requested by STA;

· assisting with the loading, testing and implementation of the production databases;

· assisting in the execution of a parallel operation until the effective date of expiry or termination of this Agreement;

· in respect of the maintenance and support of the System, providing historical performance data for the previous 12 months prior to the Exit Phase;

· assisting in the execution of a parallel operation of the maintenance and support of the System until the end of the Exit Phase or as otherwise specified by STA;

· providing an information pack listing and describing the Services for use by STA in the procurement of replacement Services;

· answering all reasonable questions from STA or its Successor Operator regarding the Services;

· agreeing with the Successor Operator a plan for the migration of all STA Data and databases, and co-operating fully in the execution of the agreed plan, providing skills and expertise of a reasonably acceptable standard;

· [bookmark: _Ref24527563]providing access to the Successor Operator until the expiry of six months after the Exit Phase for the purpose of the smooth transfer of the Services:

· [bookmark: _Ref24278149]to information and documentation relating to the Services that is in the possession or control of the Supplier or its subcontractors (and the Supplier agrees and shall procure that its subcontractors do not destroy or dispose of that information within this period) including the right to take reasonable copies of that material; and

· following reasonable notice and during the Supplier’s normal business hours, to members of the Supplier’s personnel who have been involved in the provision or management of the Services and who are still employed or engaged by the Supplier or its Subcontractors.

Data (Subsection 4.4)

[Describe the specific steps required to ensure the effective transfer of data from the Supplier to a Successor Operator. These might include, for example, agreement of interfaces, formats and security requirements for data transfer, as well as the actual physical or electronic transfer itself, and arrangements for the deletion of data from the Supplier’s systems at a future point.] 

Contracts (Subsection 4.5)

[List the material contracts and subcontracts that the Supplier has with third parties, and which have to be assigned or novated to the Successor Operator in order to ensure continuity of service. State in each case exactly what the subject-matter is, and what steps are to be taken by the Supplier to ensure that STA continues to receive the benefit of the arrangement.] 

Documentation (Subsection 4.6)

[List the documentation that STA requires to be provided to the Successor Operator, including business process manuals, software documentation, security and quality plans etc. This section might also include requiring the Supplier to provide assistance to examine all ICT, operational and business processes under the existing agreement, and revising them as necessary for use by the Successor Operator after the Exit Phase.] 



Training and knowledge transfer (Subsection 4.7)

[Describe what the Supplier will do in terms of the provision of training and knowledge transfer to the Successor Operator.] 

Staff matters (Subsection 4.8)

[Specify which Supplier staff, if any, are expected to transfer across to the Successor Operator, and provide any relevant information required for TUPE and HR purposes.] 

5 [bookmark: _Toc503873412]Timetable and milestones (Section 5)

[The timetable for the exit and transition project, including completion of the specific actions and dependencies set out in Section 4, will be set out here including a detailed exit project plan. This section is to detail any specific milestones that are to be achieved as part of the Exit Project, together with the relevant completion criteria.

6 [bookmark: _Toc503873413]Charging Arrangements (Section 6)

[The agreed basis of charging for all aspects of exit assistance, and any other financial arrangements such as apportionment of annual payments made in advance under Transferring Agreements.]

























































[bookmark: _Toc515605912]Schedule 8 – Call-off Procedure

1.	AWARD PROCEDURE

1.1	If the Authority or any Other Contracting Authority decides to source the Services through this Framework Agreement then it will award its Services Requirements in accordance with the procedure in this Framework Schedule 5 (Call Off Procedure) and the requirements of the Regulations and the Guidance. For the purposes of this Framework Schedule 5, “Guidance” shall mean any guidance issued or updated by the UK Government from time to time in relation to the Regulations.

1.2	If a Contracting Authority can determine that: 

1.2.1.	its Services Requirements can be met by the Framework Suppliers description of the Services as set out in Framework Schedule 2 (Services and Key Performance Indicators); and 

1.2.2.	all of the terms of the proposed Call Off Contract are laid down in this Framework Agreement and the Template Call Off Terms do not require amendment or any supplementary terms and conditions (other than the inclusion of optional provisions already provided for in the Template Call Off Terms);

then the Contracting Authority may award a Call Off Contract in accordance with the procedure set out in paragraph 2 below.

1.3	If all of the terms of the proposed Call Off Contract are not laid down in this Framework Agreement and a Contracting Authority:

1.3.1.	requires the Supplier to develop proposals or a solution in respect of such Contracting Authority’s Services Requirements; and/or 

1.3.2.	needs to amend or refine the Template Call Off Terms to reflect its Services Requirements to the extent permitted by and in accordance with the Regulations and Guidance;

then the Contracting Authority shall award a Call Off Contract in accordance with the Further Competition Procedure set out in paragraph 3 below.

2.	DIRECT ORDERING WITHOUT A FURTHER COMPETITION

2.1	A Contracting Authority may only award a Call Off Contract for Services under this Framework Agreement without holding a further competition and in accordance with Paragraph 2.2 below where it is no longer than nine months in length.

2.2	Subject to paragraph 1.2 above any Contracting Authority awarding a Call Off Contract under this Framework Agreement without holding a further competition shall:

2.2.1	develop a clear Statement of Requirements;

2.2.2	apply the Direct Award Criteria to the Framework Suppliers description of the Services as set out in Framework Schedule 2 (Services and Key Performance Indicators) for all Suppliers capable of meeting the Statement of Requirements in order to establish which of the Framework Suppliers provides the most economically advantageous solution; and

2.2.3	on the basis set out above, award the Call Off Contract with the successful Framework Supplier in accordance with paragraph 7 below.

3.	FURTHER COMPETITION PROCEDURE

Contracting Authority’s Obligations

3.1	Any Contracting Authority awarding a Call Off Contract under this Framework Agreement through a Further Competition Procedure shall:

3.1.1.	develop a Statement of Requirements setting out its requirements for the Services and identify the Framework Suppliers capable of supplying the Services; 

3.1.2.	amend or refine the Template Call Off Form and Template Call Off Terms to reflect its Services Requirements only to the extent permitted by and in accordance with the requirements of the Regulations and Guidance;

3.1.3.	invite tenders by conducting a Further Competition Procedure for its Services Requirements in accordance with the Regulations and Guidance and in particular:

(a)	if an Electronic Reverse Auction (as defined in paragraph 4  below) is to be held, the Contracting Authority shall notify the Framework Suppliers identified in accordance with paragraph 3.1.1 and shall conduct the Further Competition Procedure in accordance with the procedures set out in paragraph 4.3; or

(b)	if an Electronic Reverse Auction is not used, the Contracting Authority shall:

(i)	invite the Framework Suppliers identified in accordance with paragraph 3.1.1 to submit a tender in writing for each proposed Call Off Contract to be awarded by giving written notice by email to the relevant Supplier Representative of each Framework Supplier;

(ii)	set a time limit for the receipt by it of the tenders which takes into account factors such as the complexity of the subject matter of the proposed Call Off Contract and the time needed to submit tenders; and

(iii)	keep each tender confidential until the time limit set out for the return of tenders has expired.

3.1.4.	apply the Further Competition Award Criteria to the Framework Suppliers compliant tenders submitted through the Further Competition Procedure as the basis of its decision to award a Call Off Contract for its Services Requirements; 

3.1.5.	on the basis set out above, award its Call Off Contract to the successful Framework Supplier in accordance with paragraph 7 which Call Off Contract shall:

(a)	state the Services Requirements;

(b)	state the tender submitted by the successful Framework Supplier;

(c)	state the charges payable for the Services Requirements in accordance with the tender submitted by the successful Framework Supplier; and

(d)	incorporate the Template Call Off Form and Template Call Off Terms (as may be amended or refined by the Contracting Authority in accordance with paragraph 3.1.2 above) applicable to the Services,

3.1.6.	provide unsuccessful Framework Suppliers with written feedback in relation to the reasons why their tenders were unsuccessful.

The Suppliers Obligations

3.2	The Supplier shall in writing, by the time and date specified by the Contracting Authority following an invitation to tender pursuant to paragraph 3.1.3 above, provide the Contracting Authority with either:

3.2.1	a statement to the effect that it does not wish to tender in relation to the relevant Services Requirements; or

3.2.2	the full details of its tender made in respect of the relevant Statement of Requirements. In the event that the Supplier submits such a tender, it should include, as a minimum:

(a)	an email response subject line to comprise unique reference number and Supplier name, so as to clearly identify the Supplier;

(b)	a brief summary, in the email (followed by a confirmation letter), stating that the Supplier is bidding for the Statement of Requirements;

(c)	a proposal covering the Services Requirements; and

3.2.3	The Supplier shall ensure that any prices submitted in relation to a Further Competition Procedure held pursuant to this paragraph 3 shall be based on the Charging Structure and take into account any discount to which the Contracting Authority may be entitled as set out in Framework Schedule 3 (Framework Prices and Charging Structure).

3.2.4	The Supplier agrees that:

(a)	all tenders submitted by the Supplier in relation to a Further Competition Procedure held pursuant to this paragraph 3 shall remain open for acceptance by the Contracting Authority for ninety (90) Working Days (or such other period specified in the invitation to tender issued by the relevant Contracting Authority in accordance with the Call Off Procedure); and

(b)	all tenders submitted by the Supplier are made and will be made in good faith and that the Supplier has not fixed or adjusted and will not  fix or adjust the price of the tender by or in accordance with any agreement or arrangement with any other person. The Supplier certifies that it has not and undertakes that it will not:

(i)	communicate to any person other than the person inviting these tenders the amount or approximate amount of the tender, except where the disclosure, in confidence, of the approximate amount of the tender was necessary to obtain quotations required for the preparation of the tender; and

(ii)	enter into any arrangement or agreement with any other person that he or the other person(s) shall refrain from submitting a tender or as to the amount of any tenders to be submitted.

4.	E-AUCTIONS 

4.1	The Contracting Authority shall be entitled to formulate its Statement of Requirements in accordance with paragraph 3 above and invite the Supplier to a Further Competition Procedure including a reverse auction in accordance with the rules laid down by the Contracting Authority and the Regulations.

4.2	The Supplier acknowledges that Contracting Authorities may wish to undertake an electronic reverse auction, where Framework Suppliers compete in real time by bidding as the auction unfolds ("Electronic Reverse Auction").

4.3	Before undertaking an Electronic Reverse Auction, the relevant Contracting Authority will make an initial full evaluation of all tenders received in response to its Statement of Requirements. The Contracting Authority will then invite to the Electronic Reverse Auction only those tenders that are admissible in accordance with the Regulations. The invitation shall be accompanied by the outcome of the full initial evaluation of the relevant tenders.

4.4	The Contracting Authority will inform the Framework Suppliers of the specification for the Electronic Reverse Auction which shall include:

4.4.1	the information to be provided at auction, which must be expressed in figures or percentages of the specified quantifiable features;

4.4.2	the mathematical formula to be used to determine automatic ranking of bids on the basis of new prices and/or new values submitted;  

4.4.3	any limits on the values which may be submitted;

4.4.4	a description of any information which will be made available to Framework Suppliers in the course of the Electronic Reverse Auction, and when it will be made available to them;

4.4.5	the conditions under which Framework Suppliers will be able to bid and, in particular, the minimum differences which will, where appropriate, be required when bidding;

4.4.6	relevant information concerning the electronic equipment used and the arrangements and technical specification for connection;

4.4.7	subject to paragraph 4.5, the date and time of the start of the Electronic Reverse Auction; and

4.4.8	details of when and how the Electronic Reverse Auction will close.

4.5	The Electronic Reverse Auction may not start sooner than two (2) Working Days after the date on which the specification for the Electronic Reverse Auction has been issued.

4.6	Throughout each phase of the Electronic Reverse Auction the Contracting Authority will communicate to all Framework Suppliers sufficient information to enable them to ascertain their relative ranking.

4.7	The Supplier acknowledges and agrees that:

4.7.1.	the Contracting Authority and its officers, servants, agents, group companies, assignees and customers (including the Authority) do not guarantee that its access to the Electronic Reverse Auction will be uninterrupted or error-free;

4.7.2.	its access to the Electronic Reverse Auction may occasionally be restricted to allow for repairs or maintenance; and

4.7.3.	it will comply with all such rules that may be imposed by the Contracting Authority in relation to the operation of the Electronic Reverse Auction.

4.8	The Contracting Authority will close the Electronic Reverse Auction on the basis of:

4.8.1.	a date and time fixed in advance;

4.8.2.	when no new prices or values meeting the minimum differences required pursuant to paragraph 4.4.5 have been received within the prescribed elapsed time period; or

4.8.3.	when all the phases have been completed.

5.	NO AWARD

5.1	Notwithstanding the fact that the Contracting Authority has followed a procedure as set out above in paragraph 2 or 3 (as applicable), the Contracting Authority shall be entitled at all times to decline to make an award for its Services Requirements.  Nothing in this Framework Agreement shall oblige any Contracting Authority to award any Call Off Contract.

6.	RESPONSIBILITY FOR AWARDS

6.1	The Supplier acknowledges that each Contracting Authority is independently responsible for the conduct of its award of Call Off Contracts under this Framework Agreement and that the Authority is not responsible or accountable for and shall have no liability whatsoever in relation to:

6.1.1	the conduct of Other Contracting Authorities in relation to this Framework Agreement; or 

6.1.2	the performance or non-performance of any Call Off Contracts between the Supplier and Other Contracting Authorities entered into pursuant to this Framework Agreement.  

7.	CALL OFF AWARD PROCEDURE

7.1	Subject to paragraphs 1 to 6 above, a Contracting Authority may award a Call Off Contract with the Supplier by sending (including electronically) a signed Order Form substantially in the form (as may be amended or refined by the Contracting Authority in accordance with paragraph 3.1.2 above) of the Template Order Form set out in Framework Schedule 4 (Template Order Form and Template Call Off Terms). The Parties agree that any document or communication (including any document or communication in the apparent form of a Call Off Contract) which is not as described in this paragraph 7 shall not constitute a Call Off Contract under this Framework Agreement. 

7.2	On receipt of an Order Form as described in paragraph 7.1 from a Contracting Authority the Supplier shall accept the Call Off Contract by promptly signing and returning (including by electronic means) a copy of the Order Form to the Contracting Authority concerned.

7.3	On receipt of the signed Order form from the Supplier, the Contracting Authority shall send (including by electronic means) a written notice of receipt to the Supplier within two (2) Working Days and a Call Off Contract shall be formed.

























































































[bookmark: _Toc515605913]Schedule 9 – Call-off Award Criteria



1. GENERAL

1.1. This Framework Schedule 6 is designed to assist Contracting Authorities seeking to award a Call Off Contract on the basis of direct award or through reopening competition under a Further Competition Procedure in accordance with the Call Off Procedure.

1.2. A Call Off Contract shall be awarded on the basis of most economically advantageous tender ("MEAT") from the point of view of the Contracting Authority. 

1.3. This Framework Schedule 6 includes details of the evaluation criteria and any weightings that will be applied to that criteria.





2. PART A: DIRECT AWARD



2.1	The Direct Award Criteria applied to the tenders of those Suppliers appointed to this Framework Agreement shall be as follows:



		Criteria



		Value for money: e.g. the Contracting Authority believes that the Supplier provides demonstrable value for money, which may include but is not limited to:

· Cost effectiveness; 

· Price; and

· Quality.









3. PART B: FURTHER COMPETITION AWARD CRITERIA



3.1	The following criteria shall be applied to the Services set out in the Suppliers compliant tenders submitted through the Further Competition Procedure:

		Lot

		Criteria

		Percentage Weightings

(to be set by the Contracting Authority conducting the further competition)

		Allowable Variance

(This may be modified by the Contracting Authority within the range below)



		1

		Quality

		60%

		+/- 20% (40% to 80%)



		

		Price

		40%

		+/- 20% (20% to 60%)



		2

		Quality

		70%

		+/- 20% (50% to 0%)



		

		Price

		30%

		+/- 20% (10% to 50%)



		3

		Quality

		80%

		+/- 20% (60% to 100%)



		

		Price

		20%

		+/- 20% (0% to 40%)
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Departmental Security Standards











			“BPSS”


“Baseline Personnel Security Standard”


			a level of security clearance described as pre-employment checks in the National Vetting Policy.





			“CCSC”


“Certified Cyber Security Consultancy”


			is NCSC's approach to assessing the services provided by consultancies and confirming that they meet NCSC's standards. This approach builds on the strength of CLAS and certifies the competence of suppliers to deliver a wide and complex range of cyber security consultancy services to both the public and private sectors. See website: https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy 





			“CCP”


“Certified Professional”





			is a NCSC scheme in consultation with government, industry and academia to address the growing need for specialists in the cyber security profession and are building a community of recognised professionals in both the UK public and private sectors. See website: https://www.ncsc.gov.uk/scheme/certified-professional 





			“CC”


“Common Criteria”





			the Common Criteria scheme provides assurance that a developer’s claims about the security features of their product are valid and have been independently tested against recognised criteria. 





			“CPA”


“Commercial Product Assurance”


[formerly called “CESG Product Assurance”]





			is an ‘information assurance scheme’ which evaluates commercial off the shelf (COTS) products and their developers against published security and development standards. These CPA certified products can be used by government, the wider public sector and industry. See website: https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa 





			“Cyber Essentials”


“Cyber Essentials Plus”


			Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme.





			“Data”


“Data Controller”


“Data Processor”


“Personal Data”


“Sensitive Personal Data” 


“Data Subject”, “Process” and “Processing”


			shall have the meanings given to those terms by the Data Protection Act 1998.





			"Department’s Data"


“Department’s Information”


			is any data or information owned or retained in order to meet departmental business objectives and tasks, including:


(a) any data, text, drawings, diagrams, images or sounds (together with any repository or database made up of any of these components) which are embodied in any electronic, magnetic, optical or tangible media, and which are:


(i) supplied to the Contractor by or on behalf of the Department; or 


(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or


(b) any Personal Data for which the Department is the Data Controller;





			“DfE”


“Department”


			means the Department for Education.





			“Departmental Security Standards”


			means the Department’s security policy or any standards, procedures, process or specification for security that the Contractor is required to deliver.





			“Digital Marketplace / GCloud”


			the Digital Marketplace is the online framework for identifying and procuring cloud technology and people for digital projects. Cloud services (e.g. web hosting or IT health checks) are on the G-Cloud framework.





			“FIPS 140-2”


			this is the Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2), entitled ‘Security Requirements for Cryptographic Modules’. This document is the de facto security standard used for the accreditation of cryptographic modules.





			“Good Industry Practice”


“Industry Good Practice”


			means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.





			“Good Industry Standard”


“Industry Good Standard”


			means the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.





			“GSC”


“GSCP”





			means the Government’s Security Classification Policy (GSCP) which establishes the rules for classifying HMG information. The policy is available at: https://www.gov.uk/government/publications/government-security-classifications 





			“HMG”


			means Her Majesty’s Government.





			“ICT”


			means information and communications technology (ICT) is used as an extended synonym for information technology (IT), used to describe the bringing together of enabling technologies used to deliver the end-to-end solution.





			“ISO/IEC 27001” “ISO 27001”


			is the International Standard for Information Security Management Systems Requirements.





			“ISO/IEC 27002” “ISO 27002”


			is the International Standard describing the Code of Practice for Information Security Controls.





			“ISO 22301”


			is the International Standard describing for Business Continuity.





			“IT Security Health Check”


“Penetration Testing”


			means an assessment to identify risks and vulnerabilities in systems, applications and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.





			“Need-to-Know”


			the Need-to-Know principle is employed within HMG to limit the distribution of classified information to those people with a clear ‘need to know’ in order to carry out their duties.





			“NCSC”


			The National Cyber Security Centre (NCSC) is the UK government’s National Technical Authority for Information Assurance. This supersedes CESG, which was formerly the National Technical Authority. The NCSC website is https://www.ncsc.gov.uk 





			“NCSC IAP” 


“NCSC Information Assurance Policy Portfolio”


[Formerly called “CESG IAP”]


			means the NCSC (formerly CESG) Information Assurance policy Portfolio containing HMG policy and guidance on the application of ‘security assurance’ for HMG systems.





			“OFFICIAL”


“OFFICIAL-SENSITIVE” 


			the term ‘OFFICIAL’ is used to describe the baseline level of ‘security classification’ described within the GSCP which details the level of protection to be afforded to information by HMG, for all routine public sector business, operations and services. 


the ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, as described in the GSCP.





			“Secure Sanitisation”


			Secure sanitisation is the process of treating data held on storage media to reduce the likelihood of retrieval and reconstruction to an acceptable level. Some forms of sanitisation will allow you to re-use the media, while others are destructive in nature and render the media unusable. Secure sanitisation was previously covered by “Information Assurance Standard No. 5 - Secure Sanitisation” (“IS5”) issued by the former CESG. Guidance can now be found at: https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media 





			“Security and Information Risk Advisor” 


“CCP SIRA”


“SIRA”


			the Security and Information Risk Advisor (SIRA) is a role defined under the NCSC Certified Professional (CCP) Scheme. See also: https://www.ncsc.gov.uk/articles/about-certified-professional-scheme 





			“SPF”


“HMG Security Policy Framework”


			This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely.





			”Tailored Assurance”


[formerly called “CTAS”, or,


”CESG Tailored Assurance”]


			is an ‘information assurance scheme’ which provides assurance for a wide range of HMG, MOD, Critical National Infrastructure (CNI) and public sector customers procuring IT systems, products and services, ranging from simple software components to national infrastructure networks.











12.1 
The Contractor shall comply with Departmental Security Standards for Contractors which include but are not constrained to the following clauses. 


12.2 Where the Contractor will provide ICT products or Services or otherwise handle information at OFFICIAL on behalf of the Department, the requirements under Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification - Action Note 09/14 (updated 25 May 2016), or any subsequent updated document, are mandated; that “contractors supplying products or services to HMG shall have achieved, and retain certification at the appropriate level, under the HMG Cyber Essentials Scheme”. The certification scope must be relevant to the services supplied to, or on behalf of, the Department.


12.3 The Contractor shall have achieved, and be able to maintain, independent certification of Cyber Essentials Plus certification. 


12.4 The Cyber Essentials Plus certification must have a scope relevant to the services supplied to, or on behalf of, the Department.


12.5 The Contractor shall follow the UK Government Security Classification Policy (GSCP) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its security classification. (In the event where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the HMG security classifications against it to ensure the correct controls are applied to the Departmental Data.) 


12.6 Departmental Data being handled in the course of providing the ICT solution or service must be segregated from other data on the Contractor’s or sub-contractor’s own IT equipment to both protect the Departmental Data and enable it to be identified and securely deleted when required. In the event that it is not possible to segregate any Departmental Data then the Contractor and any sub-contractor shall be required to ensure that it is stored in such a way that it is possible to securely delete the data in line with Clause 12.15.


12.7 The Contractor shall have in place and maintain physical security and entry control mechanisms (e.g. door access) to premises and sensitive areas and separate logical access controls (e.g. identification and authentication) to ICT systems to ensure only authorised personnel have access to Departmental Data.


12.8 The Contractor shall have in place and shall maintain procedural, personnel, physical and technical safeguards to protect Departmental Data, including but not limited to: physical security controls; good industry standard policies and process; anti-virus and firewalls; security updates and up-to-date patching regimes for anti-virus solutions; operating systems, network devices, and application software, user access controls and the creation and retention of audit logs of system use.


12.9 Any electronic transfer methods across public space or cyberspace, including third party provider networks must be protected via encryption which has been certified to a minimum of FIPS 140-2 standard or a similar method approved by the Department prior to being used for the transfer of any Departmental Data.


12.10 Storage of Departmental Data on any portable devices or media shall be limited to the absolute minimum required to deliver the stated business requirement and shall be subject to Clause 12.11 and 12.12 below.


12.11 Any portable removable media (including but not constrained to pen drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or (sub-)contractors providing the service, shall be both necessary to deliver the service and shall be encrypted using a product which has been certified to a minimum of FIPS140-2 standard or use another encryption standard that is acceptable to the Department.


12.12 All portable ICT devices, including but not limited to laptops, tablets, smartphones or other devices, such as smart watches, which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or sub-contractors providing the service, and shall be necessary to deliver the service. These devices shall be full-disk encrypted using a product which has been certified to a minimum of FIPS140-2 standard or use another encryption standard that is acceptable to the Department.


12.13 Whilst in the Contractor’s care all removable media and hardcopy paper documents containing Departmental Data must be handled securely and secured under lock and key when not in use and shall be securely destroyed when no longer required, using either a cross-cut shredder or a professional secure waste paper organisation.


12.14 When necessary to hand carry removable media and / or hardcopy paper documents containing Departmental Data, the media or documents being carried shall be kept under cover and transported in such a way as to ensure that no unauthorised person has access to the material being carried. This clause shall apply equally regardless of whether the material is being carried inside or outside of company premises.


12.15 At the end of the contract or in the event of equipment failure or obsolescence, all Departmental information and data, in either hardcopy or electronic format, that is physically held or logically stored on the Contractor’s ICT infrastructure must be securely sanitised or destroyed in accordance with the current HMG policy using a NCSC approved product or method. Where sanitisation or destruction is not possible for legal, regulatory or technical reasons, such as a Storage Area Network (SAN) or shared backup tapes, then the Contractor or sub-contractor shall protect the Department’s information and data until the time, which may be long after the end of the contract, when it can be securely cleansed or destroyed.


12.16 Access by Contractor or sub-contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” and the appropriate level of security clearance, as required by the Department for those individuals whose access is essential for the purpose of their duties. All employees with direct or indirect access to Departmental Data must be subject to pre-employment checks equivalent to or higher than the HMG Baseline Personnel Security Standard (BPSS).


12.17 All Contractor or sub-contractor employees who handle Departmental Data must have annual awareness training in protecting information.


12.18 The Contractor shall, as a minimum, have in place robust and ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might be, or could lead to, a disruption, loss, emergency or crisis. When a certificate is not available it shall be necessary to verify the ongoing effectiveness of the ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures, to the extent that the Contractor must have tested / exercised these plans within the last 12 months and produced a written report of the test / exercise, outcome and feedback, including required actions. 


12.19 Any non-compliance with these Departmental Security Standards for Contractors, or other Security Standards pertaining to the solution, or any suspected or actual breach of the confidentiality, integrity or availability of Departmental Data being handled in the course of providing this service, shall be investigated immediately and escalated to the Department by a method agreed by both parties.


12.20 The Contractor shall ensure that any IT systems and hosting environments that are used to hold Departmental Data being handled, stored or processed in the course of providing this service shall be subject to an independent IT Health Check (ITHC) using a NCSC approved ITHC provider before go-live and periodically (at least annually) thereafter. The findings of the ITHC relevant to the service being provided are to be shared with the Department and all necessary remedial work carried out. In the event of significant security issues being identified, a follow up remediation test may be required.


12.21 The Contractor or sub-contractors providing the service will provide the Department with full details of any actual storage outside of the UK or any future intention to host Departmental Data outside the UK or to perform any form of ICT management or support function from outside the UK. The Contractor or sub-contractor will not go ahead with any such proposal without the prior written agreement from the Department.


12.22 The Department reserves the right to audit the Contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice of a request to audit being given. The audit shall cover the overall scope of the service being supplied and the Contractor’s, and any sub-contractors, compliance with the clauses contained in this Section.


12.23 The Contractor shall contractually enforce all these Departmental Security Standards for Contractors onto any third-party suppliers, sub-contractors or partners who could potentially access Departmental Data in the course of providing this service.


12.24 The Contractor shall deliver ICT solutions and services that are compliant with the HMG Security Policy Framework in conjunction with current NCSC Information Assurance Policy Portfolio and Departmental Policy. The Contractor will provide the Department with evidence of compliance for the solutions and services to be delivered. The Department’s expectation is that the Contractor shall provide written evidence of:


· Existing security assurance for the services to be delivered, such as: PSN Compliance as a PSN Customer and / or as a PSN Service; NCSC (formerly CESG) Tailored Assurance (CTAS); inclusion in the Common Criteria (CC) or Commercial Product Assurance Schemes (CPA); Cyber Essentials Plus or an equivalent industry level certification. Documented evidence of any existing security assurance or certification shall be required.


· Existing HMG security accreditations that are still valid including: details of the body awarding the accreditation; the scope of the accreditation; any caveats or restrictions to the accreditation; the date awarded, plus a copy of the residual risk statement. Documented evidence of any existing security accreditation shall be required. 


· Documented progress in achieving any security assurance or accreditation activities including whether documentation has been produced and submitted. The Contractor shall provide details of who the awarding body or organisation will be and date expected.


12.25 If no current security accreditation or assurance is held the Contractor and sub-contractors shall undergo appropriate security assurance activities as determined by the Department. Contractor and sub-contractors shall support the provision of appropriate evidence of assurance and the production of the necessary security documentation. This will include obtaining any necessary professional security resources required to support the Contractor’s and sub-contractor’s security assurance activities such as: a NCSC Certified Cyber Security Consultancy (CCSC) or NCSC Certified Professional (CCP) Security and Information Risk Advisor (SIRA)..
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Physical Security



These arrangements are the minimum that Standard Testing Agency (STA) would expect a Supplier to follow with regard to physical security surrounding the handling of confidential test materials.



Electronic surveillance


· 24 hour CCTV should be installed and in use in the main reception area of the Supplier's premises and also at any other exit points.*



· Ideally, 24-hour CCTV should be also in use in areas where secure test materials are handled.



Access


· Access to areas where test materials are being developed and stored should be restricted and controlled



· staff should be issued with security passes which must be worn at all times



· visitors must sign in at reception and be issued with a pass/badge



· lost or mislaid badges must be reported immediately as they represent a security risk and must be disabled from the system



Staff working with confidential materials



· All members of staff (internal and external consultants and sub-contractors eg printers) working with the test materials must sign a Confidentiality Agreement as part of their conditions of employment and be made aware of the confidential nature of the materials. 



· Staff must have access to policies which outline how to dispatch confidential materials and what to do if materials go missing.



Information Technology



· All staff that have access to information systems and computer networks containing confidential test materials must be formally authorised to do so. All authorised users must have a unique login and password (which they must not disclose to anyone) to access the system.



· All members of staff must ensure that they lock their computer when they are away from their desk. 



· Electronic back-ups should be completed on and off site in case of a computer failure.



· Do not save confidential documents to USB memory sticks or other small portable media. 


· If an electronic document has to be copied to a laptop or Blackberry, then the document must be password protected, and unless the document requires updating off-site, in read-only PDF format. Passwords must be communicated verbally not via an email.



· The portal is a secure website which is used to share confidential documents between STA and its Suppliers. 


· The number of staff that have access to the portal should be confined to those who need to use it on a regular basis. Suppliers will also need to ensure that all guidance from STA in relation to portal access and usage is followed.


Storage



· Lockable equipment eg filing cabinets must be used to ensure materials are securely stored  



· Keys for lockable cupboards must be stored in a safe location 



· Materials must not be left unattended on desks at anytime.


· Where materials are saved on to CDs, these should also be stored securely eg in a safe or lockable cupboard



STA retains the right to undertake a security inspection of all suppliers handling confidential test materials.



* There may be occasions when it is difficult or impractical for a Supplier to install CCTV on its premises eg in the case of a very small business.  In that case, STA will discuss the security arrangements in place at the Supplier and agree alternative arrangements.



Staff Responsibilities



All members of staff working on the development, pre-testing, pre-test marking or modification of confidential national curriculum tests (NCTs) and skills test need to ensure every possible action is taken to maintain the security and integrity of the test materials.  This requirement also applies to any suppliers involved in any part of the test development process, including, but not limited to: item origination, item validation trialling, desk-top publishing and item banking.  The following arrangements are the minimum we would expect a Supplier to follow with regard to staff responsibilities surrounding test materials.



· All members of staff, including test development staff, designers, printers, pre-test markers, consultants and modifiers must be made aware of the confidential nature of the materials they are working with. This could be included in their contract of employment or as an additional confidentiality agreement they are asked to sign.



· All staff, new and existing, will be given copies of the policies surrounding test materials. To ensure they have read and understood the procedure the Supplier may require each member of staff to sign and return a form which can then be kept on file. 



· During induction, all new members of staff should be informed about the security requirements and the risks associated with handling confidential test materials. They should be mentored and monitored when handling and storing materials to ensure they understand how systems and procedures work. 



· Staff will not discuss the contents of any confidential materials with anyone who is not involved in the test development or testing process.



· Where staff are discussing test development or testing issues with colleagues they must ensure they are in a secure area where conversations will not be overheard.



· Under no circumstances will staff leave test materials in a position where an unauthorised person might see them.



· Staff may need to take materials off the premises from time to time, eg when attending a meeting at DfE premises. Materials must be transported as securely as possible and must never be left unattended eg materials must not be placed on luggage racks on public transport, left for short periods of time or left in the boot of a car.



Distribution and dispatch of test materials



There are certain times during the test development cycle when confidential test materials need to be shared beyond the Supplier, such as sending materials to STA or to sub-contractors. This obviously brings the risk of possible loss or leakage of the materials and it is vital that every effort is made to maintain security of the materials. The method of dispatch and type of packaging used will depend on the recipient. All recipients of the test materials must have signed and returned a confidentiality agreement which instructs them not to make copies of the materials or discuss anything they have seen (see Annex A).



			Type of dispatch





			Distributing materials to internal colleagues eg



· Materials, such as draft tests, may be given to the project manager for review









			Procedure





			· Supplier staff will agree with the recipient when they are going to deliver the papers and a date on which they will be returned.



· Supplier staff will need to ensure they keep a record of which materials are provided to members of the team for comment and when this took place.



· Materials must be sealed in an envelope or plastic tamper-evident bag, be clearly labelled with the name of the recipient and marked as confidential



· Supplier staff must complete a handover form (see Annex B) which the recipient must sign. One copy of the signed form should be retained by the signatory and another copy should be kept on file.



· All materials must be delivered to the recipient by hand and must never be sent through internal mail.



· If the intended recipient is not available when you deliver the materials they should be left with another member of staff. The team member must advise them of the confidential nature of the materials and ensure they know to lock them securely away until they can be handed over to the recipient. The person for whom the materials were intended for should then be emailed and told who the materials have been left with. 



· When the recipient is returning the materials they must be sealed in an envelope, addressed to the recipient in the team and marked as confidential. 



· The materials again must be returned by hand and the original handover form completed to confirm receipt (see Annex B). One copy of the handover form must be retained by the person returning the materials and the other kept by the test development team as a record. 



· At no time must any confidential materials be left on an unattended desk. 












			Type of dispatch





			Distributing materials to external colleagues eg



· STA


· Test development Suppliers


· Pre-testing Suppliers


· Modified test Suppliers


· Consultants



· Test review group members



· Pre test administrators





			Procedure





			· Supplier staff will agree with the recipient when they are going to deliver the papers. They must also inform the recipient that a signature will be required. If, for example, a consultant will not be available to receive the materials on this day then a new date or alternative address should be agreed. 



· Supplier staff will need to ensure they keep a record of which materials are provided to colleagues for comment and when this took place.



· Materials must first be placed in an envelope or packaging paper with the recipient’s name and address on it and marked as confidential. This is to ensure that if the packaging gets ripped and falls out of the main envelope, the materials can still be delivered. The envelope should then be placed in a plastic tamper-evident bag. This is to make the package more robust and to ensure that materials are not accidentally viewed if the packing gets ripped in transit. The plastic envelope is difficult to tear and it will be obvious if someone tries to intentionally open the package. 



· The plastic envelope should be clearly addressed and marked as confidential. 



· When dispatching to external colleagues a courier must be used that has a track and trace facility. 



· Materials can only be sent by overnight courier on Mondays to Thursdays. They must not be sent on Fridays as they would be held in the courier’s warehouse over the weekend, which increases the risk of them being lost. 



· If the materials need to go urgently, a same day courier can be used. 


· The Supplier is to securely manage deliveries of test materials. The Supplier must track all deliveries and be able to account for all materials at all times 








			Type of dispatch





			Sending materials to Test Review Group Members (TRG)





			· Materials for members of the TRG must be numbered before dispatch and a record kept by the test development staff. This will enable papers to be tracked and checked back. 



· This record will need to be provided to STA before the TRG meeting.


· The above procedures for dispatching to external colleagues must be followed for dispatching to TRG members.



· TRG members must be informed that all papers will need to be brought to the meeting.



· Following the TRG meeting, members will be required to sign the Materials Checklist (Annex C) to confirm they have returned all their papers.












			Type of dispatch





			Returning materials to the Supplier eg a TRG member who is unable to attend the TRG meeting or a consultant who needs to return materials 





			· Supplier staff will agree a date with the recipient when they are going to return the papers.



· Supplier staff must ensure the recipient packages the materials in two envelopes and clearly addresses them. Test development staff may provide the recipient with additional envelopes, a plastic tamper proof bag and return address labels in the original package. 



· If a courier has been organised to collect the package the recipient must be informed, including the pick up delivery time.



· When the package has been collected by the courier or dispatched a tracked delivery process  the recipient must contact the test development representative so that they know when to expect delivery of the package.



· The Supplier must track all deliveries and be able to account for all materials at all times








			What happens if a package doesn’t arrive?





			· If the member of the Supplier team does not receive confirmation by the time that the package was specified to arrive, they should contact the recipient to clarify whether or not they have received the materials.



· If the materials have not been received the member of the Supplier team must contact the courier company so that they can investigate where the package is.



· If the parcel still hasn’t been delivered by the end of the day then the member of team must inform their line manager and the security incident policy (Policy 4) followed.








			Issue to TDAs, PTAs and MTAs to insist upon when negotiating a contract with a courier company.





			· That no temporary, agent or sub-contracted drivers are used for the delivery or collection of their material.



· That the courier company produces labels for the parcels that indicate that the items must be scanned in the presence of the sender.



· That the courier provides copies of their policies and procedures should a loss occur.












Annex A



TEST CONFIDENTIALITY AGREEMENT FORM



The National Curriculum Tests and skills tests are confidential materials and should be treated as such by anyone who is involved in their development and production.



Delivery of test materials  



Materials will be sent to, and from, identified STA contacts, as a double wrapped package and under secure postal arrangements. You will be required to sign for the materials and once received, responsibility for the security of the test materials becomes the responsibility of the recipient. When materials are in transit, bags and briefcases must not be left unattended, even for a short time (eg in a parked car). 



Storage of test materials 



Once received, any test materials must be kept securely. In the case of home delivery, the recipient should keep them in a secure area. In the case of school or office delivery, they must be locked securely away when not in use. Under no circumstances must test materials be left in a position where an unauthorised person might see them. 



Maintaining confidentiality       



Anyone dealing with test materials must, at all times, ensure their confidentiality. The contents of any test or related mark scheme must not be discussed with any person unless authorised by STA. As directed by STA, all materials should be returned after use. If any material is, at any time, lost or stolen, STA must be contacted immediately. Should anyone have reason to believe that confidentiality has been breached they should immediately report their suspicions to STA. 



I agree to abide by this confidentiality agreement.



Signature:  ________________________________



Name:____________________________     

Date:___________________


Please return one copy of this completed form by (insert date) to:



(Insert STA contact name)



Standards and Testing Agency



53-55 Butts Road, Earlsdon Park, Coventry CV1 3BH



Annex B


Handover of test materials form



			


			


			Date


			


			


			


			Key Stage/Skills Test and Subject


			


			





			





			From:


			


			





			





			For the attention of:


			


			





			Description of materials:


			


			





			Signed to confirm receipt of materials:


			


			





			Name in block capitals:


			


			





			Job title:


			


			





			Date:


			


			





			Return of materials after use









			Signed to confirm return:


			





			Name in block capitals:


			





			Job title:


			





			Date:


			








Annex C



TEST REVIEW GROUP MATERIAL CHECKLIST




Meeting:



  

Date:



			Name


			Copy Number


			Received Signature






			Returned Signature


			(STA)


Confirmation at end of TRG meeting signature





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			





			


			


			


			


			








Security incidents raised by Suppliers


			Examples of incidents covered by this procedure:









			· Test material (package or individual items) which cannot be accounted for at some point in the test development process eg in transit, during pre-test administration at a school.



· Unused test products, which cannot be accounted for during the test development cycle eg material may go missing on Supplier's premises.



· Packages containing unused test materials (eg pre-test packages, handover materials) which are inappropriately packaged or are damaged in transit and may reveal live test content.








			Suppliers' procedures for handling incidents









			On discovery of an incident, the Supplier should follow their own procedure for handling such incidents.  This should include as a minimum: 



i. A clear procedure for escalating the incident internally to the project manager (if not directly involved in discovery of incident) and the senior manager responsible for managing the contract.



ii. An action plan for attempting to close down the incident which can be adapted to the particular nature of the incident eg contact with couriers, discussion with relevant internal staff.



iii. A clear system for recording the incident and actions carried out following discovery.  Suppliers should use agreed templates to ensure that internal staff are consistent in their recording of incidents.



iv. A clear understanding of alerting and updating STA to the incident.












			Informing others of incident









			The incident should be reported to STA test development team within 3 hours of discovery.  The incident should be reported to the Director of test development (DoTD) or, in their absence, one of the test development programme leaders.  



The DoTD will assign a programme leader or test development manager to be first point of contact for receiving updates on the incident.  The DoTD will also name other staff that should be copied into updates.  


Depending on the nature of the incident, the DoTD will alert the Chief Executive of STA and the STA Security Manager to the incident who will get directly involved as necessary.








			Reports and updates to STA on the incident









			On day 1 of the incident - the Supplier should provide a brief but clear description of the incident using template A.



On day 2 - the Supplier should provide a more detailed report using template B which should include activities carried out to date and further activities planned with timescales.



Day 3 onward – the supplier should provide a daily update report on the investigation. The security incident daily log (see template C) may be helpful for this.



Final report – at an appropriate point in the investigation, the supplier should provide a final report (template D) setting out the following:



· in the event that the material remains unaccounted for: a summary of the main points, an assessment of the possible explanations for the incident, an assessment of likely impact of the incident on the project, proposed contingency action, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.



· In the event that the material has been accounted for: a summary of the main points, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.











Pre-test administration



For Suppliers responsible for carrying out pre-test administration in schools, these procedures are the minimum guidelines we would expect to be followed for the pre-test process. 



Recruitment of pre-test administrators



When applying for the role of a pre-test administrator, individuals must provide the Supplier with references and CVs. The Supplier should also endeavour to have some face-to-face contact with applicants. This will help them to emphasise the nature of the work involved in pre-test administration and enable the Supplier to stress the security aspects involved in managing pre-test materials. 



· Pre-test administrators must be Criminal Records Bureau checked.



· They do not necessarily have to have an educational background but must demonstrate the following attributes:



· Good organisational skills



· Able to communicate effectively with all levels of people



· Good time management skills



· Methodical approach to work



· Confidence



· Good at administrating and organising papers



· Professionalism



· Pre-test administrators should be provided with a (photographic) ID badge with the Supplier's logo on it and telephone number. This is so that the school can check the ID of the administrator before the pre-test begins. 



· All pre-test administrators must sign a Confidentiality Agreement and be made aware of the confidential nature of the materials they are handling before they administer any pre-tests. 



Procedures for pre-test administration



· The Supplier will contact schools to take part in the pre-test and will ask schools to indicate which dates are most suitable for them to administer the pre-test and will be asked to supply one or two contact names.



· The Supplier will then assign a pre-test administrator to the school and will send a letter confirming the name of the pre-test administrator and the dates the pre-test will take place.



.



· The pre-test administrator will then contact the school via telephone or email to confirm details such as when they will be visiting to carry out the pre-test and ask to speak to the named contact provided by the school.



· At this point they may want to clarify roles and responsibilities and discuss requirements in order for the pre-test to run smoothly ie test conditions.



· The Supplier will organise sending the test papers out to the pre-test administrator.



· On receipt of the materials the pre-test administrator must check them off against a ‘Consignment sheet’ to ensure they have the correct test papers, the correct number of copies and the unique numbers or bar codes match up. 



· The Supplier must ensure that the pre-test administrator is aware of the confidential nature of the materials they are receiving and must advise them that the security of the materials ie storing them in a safe place is their responsibility. 



· The pre-test administrator must arrive at the school in good time to meet their contact and organise the materials for the pre-test.



· When the pre-test administrator takes the papers in to school they must not be left unattended at any time during the visit or removed from sight or any photocopies made by another adult or teacher.



· The papers should be distributed and pupils asked to complete the details on the front.



· The pre-test administrator must ensure that the teacher, before the end of the pre-test, has completed the pupil data form.


· The pre-test administrator must ensure that all papers used and unused are recorded on the pupil data form. If a pupil was expected to take the test but was absent on the day of the pre-test this should be recorded on the form.



· Before the pupils are dismissed from the classroom every test paper, and supporting documents used and unused, must be accounted for. 



· Before the pre-test administrator leaves the school they must ensure that they have every document. This includes signed Confidentiality Agreements, pupil data forms, administration guides and any questionnaires.



· When the pre-test administrator is preparing the test papers to dispatch back to the Supplier they must check against the pupil data form and the original consignment note that the have all the papers they received.



Dispatch and distribution to pre-test administrators



The . Materials can be dispatched for an overnight delivery but only Monday to Thursday.



· Before any confidential materials are dispatched the Supplier must ensure that the recipient has signed and returned a Confidentiality Agreement.



· The Supplier will then contact the pre-test administrator to confirm a delivery address, date and time. 



· The Supplier must emphasise the importance of the confidential materials the pre-test administrator is receiving and inform the recipient that they will need to be available to sign for the materials and confirm safe receipt immediately once they are received. This could be by telephone or via email.



· The pre-test administrator must confirm receipt of the materials and confirm that they have read and understood the pre-test administration guidance.



· The materials must be double wrapped, ideally in an envelope/box and then placed in a plastic tamper-evident bag. Both must be addressed and marked as confidential. An additional envelope will need to be included with an address label for sending the materials back to the Supplier.



· The Supplier must keep a record from pre-test administrators confirming they have received their parcels safely ie emails received or a telephone log.  



· The Supplier must provide advice to the pre-test administrators as to what to do if they do not receive their package on the agreed date and time. This will enable the Supplier to begin to track the missing parcel with the courier company. 



· If the Supplier has not had confirmation or been contacted by all the pre-test administrators by 2pm on the agreed day of delivery, they contact those who they haven't heard from.



· The Supplier must ensure they get confirmation from the courier company that all pre-test parcels have been delivered and signed for. 



· The materials must be returned to the Supplier the day following the last pre-test in each school. Pre-test administrators must follow the same procedures for packaging up the papers ie double wrapping them and sealing them securely. 



· The Supplier must provide the pre-test administrators with instructions on how to send the materials back.



· When the collection of the test papers has been made the pre-test administrator must contact the Supplier to inform them that the parcel(s) have been collected and how many they can expect ie 1 of 3. This will enable the Supplier to track receipt of all the pre-test papers. 



Correspondence with schools



· There should be no reference made on the letters and documentation sent out to schools as to which year the test materials are intended for. 



· Schools should be informed of the dates of the pre-test and who their pre-test administrator will be. They should also be given a contact name and number in case of possible queries.



· All schools taking part in the trialling or pre-testing of confidential materials must sign a Confidentiality Agreement. This must be signed by anyone who is involved in the pre-test and by anyone who has sight of the materials.



Pre-test papers



Anyone involved in handling or dispatching pre-test papers must sign a Confidentiality Agreement. This could include printers. 



· The Supplier must keep a record of how many papers are required for each school. These papers should each have an individual bar code or unique number to enable them to be tracked. 



· The Supplier must report to STA when all pre-test papers have been received back and accounted for after the pre-testing period. (See attached document: Tracking pre-test papers) 



Security Incident Log: Template A (Day 1 report)


			Incident reference number: 









			Date:






			Key Stage/skills test


			Subject:





			Description of incident





			Minimum information required:



· What is the incident?



· Where did the incident happen?



· When did it happen?



· Who reported the incident? Eg consultant



· What date was this reported to STA?



· Who informed STA?



· Who was the person contacted at STA?



· What if any actions have been taken?



Incident affects:



Yes



No



Equipment 



Test content



Pupil-level data



Other sensitive data



     (To note: additional detail to be provided within reports as soon as available – for example, number of pupils affected, specific test papers, number of versions of particular tests) 









			Reported by:






			Date: 








Security Incident Log: Template B (Day 2 report)


			Incident reference number:









			Date:






			Key Stage/skills test


			Subject:





			Actions carried out to date









			Further actions to be carried out (including timescales)












Security Incident Log: Template C (Daily update report)


			Incident reference number: 









			Supplier:






			Key stage/Skills Test :


			Subject:





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			





			Date


			Detail actions and developments 


			Completed by









			


			


			








Security Incident Report: Template D (Final report)


			Incident reference number:









			Date:






			Key Stage/Skills test


			Subject:





			Possible location of materials


			Likelihood



(L/M/H)


			Implications for future security of this test





			The consultant didn’t receive the materials on the expected day and time and they remain with the courier


			


			Low. Tracking data from the courier shows that the materials are within their hub and therefore unlikely to fall into the wrong hands before being found and sent on





			The consultant lost the test papers in their home


			


			 Low: the papers are most likely to be within the consultant’s home





			Impact on the project 





			





			Contingency actions 





			





			Lessons learned and actions to avoid future recurrence





			





			Completed by:


			Date:









			





			Incident closed





			Date:


			Name:








Tracking pre-test information - Template for completion during live pre-test period



Dispatch of pre-test papers to pre-test administrators



			Test


			Cycle


			Pre-test


			Number of dispatches made on 06 June 2008


			Confirmation of receipt on 07 June 2008


			Number of deliveries outstanding on 07 June


			Action by TDA


			Confirmation of receipt on 08 June 2008


			All deliveries confirmed


			R/



A/



G





			Eg 



KS3 maths





			2009


			2


			70


			68


			2


			Follow up with courier firm


			2


			Y


			G





			Any issues








Pre-test visits



			Test


			Cycle


			Pre-test


			Pre-test period



Date



Number of dispatches made on 06 June 2008


			Day of scrutiny period






			Number of visits scheduled






			Number of visits completed


			Number of visits with all test papers collected in


			Any issues or exceptions 


			R/



A/



G





			Eg 



KS3 maths





			2009


			2


			11 June – 25 June 2008


			Day 1



11 June


			10


			10


			10


			


			G





			


			


			


			


			Day 2



12 June


			10


			10


			10


			


			G





			


			


			


			


			Day 3



13 June


			10


			10


			10


			


			G





			


			


			


			


			


			


			


			


			


			








Dispatch of pre-test papers back to Supplier by pre-test administrators



			Test


			Cycle


			Pre-test


			Number of dispatches made on 12 June 2008


			Confirmation of receipt on 13 June 2008


			Number of deliveries outstanding on 13 June


			Action by TDA


			Confirmation of receipt on 14 June 2008


			R/



A/



G





			Eg 



KS3 maths





			2009


			2


			20


			19


			1


			Follow up with pre-test administrator and courier


			1


			G





			Any issues or exceptions
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[bookmark: _Toc377566171][bookmark: _Toc378779954][bookmark: _Toc402439321]Evaluation Process and Criteria







[bookmark: _Toc377566172][bookmark: _Toc378779955][bookmark: _Toc402439322]Section 1	Framework Agreement

 

Framework Agreement Evaluation Stages



Tenders for the Framework Agreement will be evaluated in two stages as follows:

· [bookmark: _Toc271705751]Selection stage and; 

· Award stage.



[bookmark: _Toc377566173][bookmark: _Toc378779956][bookmark: _Toc402439323]Framework Agreement Selection Stage



The selection stage comprises of the following sections of the Tender Response:



		Tender Response Section

		Evaluation method



		A - Organisation Details

		Not scored: for information only



		B - Grounds for mandatory and discretionary exclusion  

		Scored: Pass or fail 



		C - Economic and Financial Standing

		Scored: Pass or fail 



		D – Technical and Professional Ability

		Scored: 9 marks from a maximum of 15 marks 



		E – DfE Contract Terms and Conditions

		Scored: Pass or fail



		F – Defining Different Types of Organisations

		Not scored: for information only







The objective of the selection stage is to ensure the suitability of tendering organisations to deliver the required services.

Only those tenderers successfully passing the selection stage will have their technical proposals evaluated through the award stage.





[bookmark: _Toc271705752][bookmark: _Toc377566174][bookmark: _Toc378779957][bookmark: _Toc402439324]Framework Agreement Award Stage

The award stage comprises of the following sections of the Tender Response:

		Tender Response Section

		Evaluation method



		G - Technical Proposal

		Scored and weighted – as shown in Section H of the required template and award stage of this document.



		H  -  Commercial Proposal

		Scored and weighted – 100 x (Lowest price / Tenderer’s price)









The objective of the award stage is to evaluate the technical and pricing proposals of qualified tenderers to meet the Department’s requirements. The Framework Agreement will be awarded to the four tenderers offering the most economically advantageous compliant proposal.

[bookmark: _Ref270684383]The four most economically advantageous compliant tenders will be determined by the combined scores of the technical and commercial evaluations.

Technical and commercial evaluations are afforded the following weightings:

Technical Proposal evaluation		70 per cent

Commercial Proposal evaluation		30 per cent

[bookmark: _Toc377566175][bookmark: _Toc378779958][bookmark: _Toc402439325]Framework Agreement Technical Proposal Evaluation

Technical proposals will be sub-weighted and scored as shown in Section H of the Tender Response Template.

A minimum score threshold of 50 per cent will be applied for the technical evaluation. Tenderers that do not meet or exceed this threshold will proceed no further in the process.

[bookmark: _Toc377566176][bookmark: _Toc378779959][bookmark: _Toc402439326]Framework Agreement Commercial Proposal Evaluation 

Commercial proposals will be evaluated by assessing the total full price of delivery across four example tests, helpline and order management facilities, and annual review.

[bookmark: _Toc271705753][bookmark: _Toc377566177][bookmark: _Toc378779960][bookmark: _Toc402439327]Framework Agreement Combined Score

The technical and commercial evaluation scores will be combined using the following methodology:

Technical score 	= 100 x (Tenderer’s technical score / Best technical score)

Commercial score 	= 100 x (Lowest price / Tenderer’s price)

Combined score 	= (70 per cent x Technical score) + (30 per cent x Price score)

The four tenderers passing the minimum score threshold with the highest Combined Scores will be awarded the Framework Agreement.



Section 2	Call-Off  



[bookmark: _Toc402439328]Call-Off Contract Award Stage

The objective of the award stage is to evaluate the technical and pricing proposals of suppliers in response to an ITQ detailing specific requirements.  The Call-Off Contract will be awarded to the supplier offering the most economically advantageous proposal.

The most economically advantageous proposal will be determined by the combined scores of the technical and commercial evaluations.

Technical and commercial evaluations will be afforded the following weightings:

Technical Proposal evaluation		70 per cent

Commercial Proposal evaluation		30 per cent

[bookmark: _Toc402439329]Call-Off Contract Technical Evaluation

Technical proposals will be sub-weighted and scored as shown in the ITQ documentation issued at the time.

A minimum score threshold of 50 per cent will be applied for the technical evaluation. Suppliers that do not meet or exceed this threshold will be excluded from proceeding further in the competition.

[bookmark: _Toc402439330]Call-Off Contract Commercial Evaluation 

Commercial proposals will be evaluated by assessing the total full price of delivery for the Call-Off contract.

[bookmark: _Toc402439331]Call-Off Contract Combined Score

The technical and commercial evaluation scores will be combined using the following methodology:

Technical Proposal score 	= 100 x (supplier’s technical score / best technical score)

Commercial Proposal score 	= 100 x (lowest price / supplier’s price)

Combined score 	= (70 per cent x Technical score) + (30 per cent x Price score)

The supplier passing the minimum score threshold with the highest Combined Score will be awarded the Call-Off Contract.















Scoring Criteria



		Evaluation sections and questions

The method of scoring the evaluation sections will be from 0 - 4. Evaluators will use the following table to assign a score to each evaluation question response.









		Score

		Description



		4 marks

		A score of 4 will reflect that the bidder has demonstrated a consistent and coherent approach to how their solution will meet and comply with all the requirements covered by the evaluation question and the solution as described has a high probability of successful delivery.





		3 marks

		A score of 3 will reflect that the bidder has demonstrated a consistent and coherent approach to how their solution will meet and comply with almost all of the requirements covered by the evaluation question and the solution as described has a high probability of successful delivery. Any omission from the solution would not compromise the operational integrity of the service to be provided even though it does not meet the full requirement of the specification.





		2 marks

		A score of 2 will reflect that the bidder has demonstrated a partially consistent and/or partially coherent approach to how their solution will meet and comply with the requirements covered by the evaluation question and is unlikely to lead to successful delivery.  The solution contains omissions that would compromise the operational integrity of part or all of the service to be provided. 





		1 mark

		A score of 1 will reflect that the bidder has not provided a consistent and/or coherent approach to how their solution will meet and comply with the requirements covered by the evaluation question and is unlikely to lead to successful delivery. Responses will in parts be vague or unclear with little or no detail given on how they will deliver the specified solutions.  Evidence provided is considered weak or inappropriate and it is unclear as to how this relates to specified service requirements. The solution contains omissions that would compromise the operational integrity of the service to be provided.



		0 marks

		No answer provided. 
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Departmental Security Standards







		“BPSS”

“Baseline Personnel Security Standard”

		a level of security clearance described as pre-employment checks in the National Vetting Policy. Further information can be found at: https://www.gov.uk/government/publications/government-baseline-personnel-security-standard



		“CCSC”

“Certified Cyber Security Consultancy”

		is NCSC's approach to assessing the services provided by consultancies and confirming that they meet NCSC's standards. This approach builds on the strength of CLAS and certifies the competence of suppliers to deliver a wide and complex range of cyber security consultancy services to both the public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-cyber-consultancy 



		“CCP”

“Certified Professional”



		is a NCSC scheme in consultation with government, industry and academia to address the growing need for specialists in the cyber security profession and are building a community of recognised professionals in both the UK public and private sectors. See website:

https://www.ncsc.gov.uk/scheme/certified-professional 



		“CC”

“Common Criteria”



		the Common Criteria scheme provides assurance that a developer’s claims about the security features of their product are valid and have been independently tested against recognised criteria. 



		“CPA”

“Commercial Product Assurance”

[formerly called “CESG Product Assurance”]



		is an ‘information assurance scheme’ which evaluates commercial off the shelf (COTS) products and their developers against published security and development standards. These CPA certified products can be used by government, the wider public sector and industry. See website: https://www.ncsc.gov.uk/scheme/commercial-product-assurance-cpa 



		“Cyber Essentials”

“Cyber Essentials Plus”

		Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme. 

There are a number of certification bodies that can be approached for further advice on the scheme; the link below points to one of these providers: https://www.iasme.co.uk/apply-for-self-assessment/ 



		“Data”

“Data Controller”

“Data Processor”

“Personal Data”

“Sensitive Personal Data” 

“Data Subject”, “Process” and “Processing”

		shall have the meanings given to those terms by the Data Protection Act 1998



		"Department’s Data"

“Department’s Information”

		is any data or information owned or retained in order to meet departmental business objectives and tasks, including:

(a) any data, text, drawings, diagrams, images or sounds (together with any repository or database made up of any of these components) which are embodied in any electronic, magnetic, optical or tangible media, and which are:

(i) supplied to the Contractor by or on behalf of the Department; or 

(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or

(b) any Personal Data for which the Department is the Data Controller;



		“DfE”

“Department”

		means the Department for Education



		“Departmental Security Standards”

		means the Department’s security policy or any standards, procedures, process or specification for security that the Contractor is required to deliver.



		“Digital Marketplace / GCloud”

		the Digital Marketplace is the online framework for identifying and procuring cloud technology and people for digital projects. Cloud services (e.g. web hosting or IT health checks) are on the G-Cloud framework.



		“FIPS 140-2”

		this is the Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2), entitled ‘Security Requirements for Cryptographic Modules’.  This document is the de facto security standard used for the accreditation of cryptographic modules.



		“Good Industry Practice”

“Industry Good Practice”

		means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“Good Industry Standard”

“Industry Good Standard”

		means the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“GSC”

“GSCP”



		means the Government Security Classification Policy which establishes the rules for classifying HMG information. The policy is available at: https://www.gov.uk/government/publications/government-security-classifications 



		“HMG”

		means Her Majesty’s Government



		“ICT”

		means Information and Communications Technology (ICT) is used as an extended synonym for information technology (IT), used to describe the bringing together of enabling technologies used to deliver the end-to-end solution



		“ISO/IEC 27001” “ISO 27001”

		is the International Standard for Information Security Management Systems Requirements



		“ISO/IEC 27002” “ISO 27002”

		is the International Standard describing the Code of Practice for Information Security Controls.



		“ISO 22301”

		is the International Standard describing for Business Continuity



		“IT Security Health Check (ITSHC)”

“IT Health Check (ITHC)”

“Penetration Testing”

		means an assessment to identify risks and vulnerabilities in systems, applications and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.



		“Need-to-Know”

		the Need-to-Know principle is employed within HMG to limit the distribution of classified information to those people with a clear ‘need to know’ in order to carry out their duties.



		“NCSC”

		The National Cyber Security Centre (NCSC) formerly CESG is the UK government’s National Technical Authority for Information Assurance. The NCSC website is https://www.ncsc.gov.uk 



		“OFFICIAL”

“OFFICIAL-SENSITIVE” 

		the term ‘OFFICIAL’ is used to describe the baseline level of ‘security classification’ described within the Government Security Classification Policy (GSCP) which details the level of protection to be afforded to information by HMG, for all routine public sector business, operations and services. 

the ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, as described in the Government Security Classification Policy.



		“Secure Sanitisation”





		Secure sanitisation is the process of treating data held on storage media to reduce the likelihood of retrieval and reconstruction to an acceptable level. Some forms of sanitisation will allow you to re-use the media, while others are destructive in nature and render the media unusable. Secure sanitisation was previously covered by “Information Assurance Standard No. 5 - Secure Sanitisation” (“IS5”) issued by the former CESG. Guidance can now be found at: https://www.ncsc.gov.uk/guidance/secure-sanitisation-storage-media 



The disposal of physical documents and hardcopy materials advice can be found at: https://www.cpni.gov.uk/secure-destruction



		“Security and Information Risk Advisor” 

“CCP SIRA”

“SIRA”

		the Security and Information Risk Advisor (SIRA) is a role defined under the NCSC Certified Professional (CCP) Scheme. See also:

https://www.ncsc.gov.uk/articles/about-certified-professional-scheme 



		“SPF”

“HMG Security Policy Framework”

		This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely. https://www.gov.uk/government/publications/security-policy-framework 



		”Tailored Assurance”

[formerly called “CTAS”, or,

”CESG Tailored Assurance”]



		is an ‘information assurance scheme’ which provides assurance for a wide range of HMG, MOD, Critical National Infrastructure (CNI) and public sector customers procuring IT systems, products and services, ranging from simple software components to national infrastructure networks. https://www.ncsc.gov.uk/documents/ctas-principles-and-methodology 





12.1 The Contractor shall comply with Departmental Security Standards for Contractors which include but are not constrained to the following clauses. 

12.2 Where the Contractor will provide ICT products or services or otherwise handle information at OFFICIAL on behalf of the Department, the requirements under Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification, or any subsequent updated document, are mandated; that “contractors supplying products or services to HMG shall have achieved, and retain certification at the appropriate level, under the HMG Cyber Essentials Scheme”. The certification scope must be relevant to the services supplied to, or on behalf of, the Department.

12.3	The Contractor shall be able to demonstrate conformance to, and show evidence of such conformance to the ISO/IEC 27001 (Information Security Management Systems Requirements) standard, including the application of controls from ISO/IEC 27002 (Code of Practice for Information Security Controls).



12.4 The Contractor shall follow the UK Government Security Classification Policy (GSCP) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its security classification. (In the event where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the HMG security classifications against it to ensure the correct controls are applied to the Departmental Data). 

12.5. Departmental Data being handled in the course of providing an ICT solution or service must be segregated from all other data on the Contractor’s or sub-contractor’s own IT equipment to protect the Departmental Data and enable the data to be identified and securely deleted when required. In the event that it is not possible to segregate any Departmental Data then the Contractor and any sub-contractor shall be required to ensure that it is stored in such a way that it is possible to securely delete the data in line with Clause 12.14.

12.6. The Contractor shall have in place and maintain physical security, in line with those outlined in ISO/IEC 27002 including, but not limited to, entry control mechanisms (e.g. door access) to premises and sensitive areas 

12.7. The Contractor shall have in place and maintain an access control policy and process for the logical access (e.g. identification and authentication) to ICT systems to ensure only authorised personnel have access to Departmental Data.

12.8. The Contractor shall have in place and shall maintain procedural, personnel, physical and technical safeguards to protect Departmental Data, including but not limited to: physical security controls; good industry standard policies and process; anti-virus and firewalls; security updates and up-to-date patching regimes for anti-virus solutions; operating systems, network devices, and application software, user access controls and the creation and retention of audit logs of system use.



12.9. Any data in transit using either physical or electronic transfer methods across public space or cyberspace, including mail and couriers systems, or third party provider networks must be protected via encryption which has been certified to FIPS 140-2 standard or a similar method approved by the Department prior to being used for the transfer of any Departmental Data.

12.10. Storage of Departmental Data on any portable devices or media shall be limited to the absolute minimum required to deliver the stated business requirement and shall be subject to Clause 12.11 and 12.12 below.

12.11. Any portable removable media (including but not constrained to pen drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or (sub-)contractors providing the service, shall be both necessary to deliver the service and shall be encrypted using a product which has been certified to FIPS140-2 standard or another encryption standard that is acceptable to the Department.

12.12. All portable ICT devices, including but not limited to laptops, tablets, smartphones or other devices, such as smart watches, which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or sub-contractors providing the service, and shall be necessary to deliver the service. These devices shall be full-disk encrypted using a product which has been certified to FIPS140-2 standard or another encryption standard that is acceptable to the Department.

12.13. Whilst in the Contractor’s care all removable media and hardcopy paper documents containing Departmental Data must be handled securely and secured under lock and key when not in use and shall be securely destroyed when no longer required, using either a cross-cut shredder or a professional secure disposal organisation.

12.14. When necessary to hand carry removable media and/or hardcopy paper documents containing Departmental Data, the media or documents being carried shall be kept under cover and transported in such a way as to ensure that no unauthorised person has either visual or physical access to the material being carried. This clause shall apply equally regardless of whether the material is being carried inside or outside of company premises.

12.15. At the end of the contract or in the event of equipment failure or obsolescence, all Departmental information and data, in either hardcopy or electronic format, that is physically held or logically stored on the Contractor’s ICT infrastructure must be securely sanitised or destroyed and accounted for in accordance with the current HMG policy using a NCSC approved product or method. Where sanitisation or destruction is not possible for legal, regulatory or technical reasons, such as a Storage Area Network (SAN) or shared backup tapes, then the Contractor or sub-contractor shall protect the Department’s information and data until the time, which may be long after the end of the contract, when it can be securely cleansed or destroyed. 

12.16. Access by Contractor or sub-contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” in order to carry out their role; and have undergone mandatory pre-employment screening, to a minimum of HMG Baseline Personnel Security Standard (BPSS); or hold an appropriate National Security Vetting clearance as required by the Department. All Contractor or sub-contractor staff must complete this process before access to Departmental Data is permitted.

12.17. All Contractor or sub-contractor employees who handle Departmental Data must have annual awareness training in protecting information.

12.18. The Contractor shall, as a minimum, have in place robust Business Continuity arrangements and processes including IT disaster recovery plans and procedures that conform to ISO 22301 to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might, or could lead to, a disruption, loss, emergency or crisis to the services delivered. If a ISO 22301 certificate is not available the supplier will provide evidence of the effectiveness of their ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures. This should include evidence that the Contractor has tested or exercised these plans within the last 12 months and produced a written report of the outcome, including required actions. 

12.19. Any suspected or actual breach of the confidentiality, integrity or availability of Departmental Data being handled in the course of providing this service, or any non-compliance with these Departmental Security Standards for Contractors, or other Security Standards pertaining to the solution, shall be investigated immediately and escalated to the Department by a method agreed by both parties.

12.20. The Contractor shall ensure that any IT systems and hosting environments that are used to handle, store or process Departmental Data shall be subject to independent IT Health Checks (ITHC) using a NCSC approved ITHC provider before go-live and periodically (at least annually) thereafter. The findings of the ITHC relevant to the service being provided are to be shared with the Department and all necessary remedial work carried out. In the event of significant security issues being identified, a follow up remediation test may be required.



12.21. The Contractor or sub-contractors providing the service will provide the Department with full details of any storage of Departmental Data outside of the UK or any future intention to host Departmental Data outside the UK or to perform any form of ICT management, support or development function from outside the UK. The Contractor or sub-contractor will not go ahead with any such proposal without the prior written agreement from the Department.

12.22. The Department reserves the right to audit the Contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice of a request to audit being given. The audit shall cover the overall scope of the service being supplied and the Contractor’s, and any sub-contractors, compliance with the clauses contained in this Section.

12.23. The Contractor shall contractually enforce all these Departmental Security Standards for Contractors onto any third-party suppliers, sub-contractors or partners who could potentially access Departmental Data in the course of providing this service.

12.24. The Contractor and sub-contractors shall undergo appropriate security assurance activities as determined by the Department. Contractor and sub-contractors shall support the provision of appropriate evidence of assurance and the production of the necessary security documentation such as completing the DfE Security Assurance Model (DSAM) process or the Business Service Assurance Model (BSAM). This will include obtaining any necessary professional security resources required to support the Contractor’s and sub-contractor’s security assurance activities such as: a NCSC Certified Cyber Security Consultancy (CCSC) or NCSC Certified Professional (CCP) Security and Information Risk Advisor (SIRA)
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Physical Security


These arrangements are the minimum that Standard Testing Agency (STA) would expect a Supplier to follow with regard to physical security surrounding the handling of confidential test materials.


Electronic surveillance

· 24 hour CCTV should be installed and in use in the main reception area of the Supplier's premises and also at any other exit points.*


· Ideally, 24-hour CCTV should be also in use in areas where secure test materials are handled.


Access

· Access to areas where test materials are being developed and stored should be restricted and controlled


· staff should be issued with security passes which must be worn at all times


· visitors must sign in at reception and be issued with a pass/badge


· lost or mislaid badges must be reported immediately as they represent a security risk and must be disabled from the system


Staff working with confidential materials


· All members of staff (internal and external consultants and sub-contractors eg printers) working with the test materials must sign a Confidentiality Agreement as part of their conditions of employment and be made aware of the confidential nature of the materials. 


· Staff must have access to policies which outline how to dispatch confidential materials and what to do if materials go missing.


Information Technology


· All staff that have access to information systems and computer networks containing confidential test materials must be formally authorised to do so. All authorised users must have a unique login and password (which they must not disclose to anyone) to access the system.


· All members of staff must ensure that they lock their computer when they are away from their desk. 


· Electronic back-ups should be completed on and off site in case of a computer failure.


· Do not save confidential documents to USB memory sticks or other small portable media. 

· If an electronic document has to be copied to a laptop or Blackberry, then the document must be password protected, and unless the document requires updating off-site, in read-only PDF format. Passwords must be communicated verbally not via an email.


· The portal is a secure website which is used to share confidential documents between STA and its Suppliers. 

· The number of staff that have access to the portal should be confined to those who need to use it on a regular basis. Suppliers will also need to ensure that all guidance from STA in relation to portal access and usage is followed.

Storage


· Lockable equipment eg filing cabinets must be used to ensure materials are securely stored  


· Keys for lockable cupboards must be stored in a safe location 


· Materials must not be left unattended on desks at anytime.

· Where materials are saved on to CDs, these should also be stored securely eg in a safe or lockable cupboard


STA retains the right to undertake a security inspection of all suppliers handling confidential test materials.


* There may be occasions when it is difficult or impractical for a Supplier to install CCTV on its premises eg in the case of a very small business.  In that case, STA will discuss the security arrangements in place at the Supplier and agree alternative arrangements.


Staff Responsibilities


All members of staff working on the development, pre-testing, pre-test marking or modification of confidential national curriculum tests (NCTs) and skills test need to ensure every possible action is taken to maintain the security and integrity of the test materials.  This requirement also applies to any suppliers involved in any part of the test development process, including, but not limited to: item origination, item validation trialling, desk-top publishing and item banking.  The following arrangements are the minimum we would expect a Supplier to follow with regard to staff responsibilities surrounding test materials.


· All members of staff, including test development staff, designers, printers, pre-test markers, consultants and modifiers must be made aware of the confidential nature of the materials they are working with. This could be included in their contract of employment or as an additional confidentiality agreement they are asked to sign.


· All staff, new and existing, will be given copies of the policies surrounding test materials. To ensure they have read and understood the procedure the Supplier may require each member of staff to sign and return a form which can then be kept on file. 


· During induction, all new members of staff should be informed about the security requirements and the risks associated with handling confidential test materials. They should be mentored and monitored when handling and storing materials to ensure they understand how systems and procedures work. 


· Staff will not discuss the contents of any confidential materials with anyone who is not involved in the test development or testing process.


· Where staff are discussing test development or testing issues with colleagues they must ensure they are in a secure area where conversations will not be overheard.


· Under no circumstances will staff leave test materials in a position where an unauthorised person might see them.


· Staff may need to take materials off the premises from time to time, eg when attending a meeting at DfE premises. Materials must be transported as securely as possible and must never be left unattended eg materials must not be placed on luggage racks on public transport, left for short periods of time or left in the boot of a car.


Distribution and dispatch of test materials


There are certain times during the test development cycle when confidential test materials need to be shared beyond the Supplier, such as sending materials to STA or to sub-contractors. This obviously brings the risk of possible loss or leakage of the materials and it is vital that every effort is made to maintain security of the materials. The method of dispatch and type of packaging used will depend on the recipient. All recipients of the test materials must have signed and returned a confidentiality agreement which instructs them not to make copies of the materials or discuss anything they have seen (see Annex A).


		Type of dispatch



		Distributing materials to internal colleagues eg


· Materials, such as draft tests, may be given to the project manager for review






		Procedure



		· Supplier staff will agree with the recipient when they are going to deliver the papers and a date on which they will be returned.


· Supplier staff will need to ensure they keep a record of which materials are provided to members of the team for comment and when this took place.


· Materials must be sealed in an envelope or plastic tamper-evident bag, be clearly labelled with the name of the recipient and marked as confidential


· Supplier staff must complete a handover form (see Annex B) which the recipient must sign. One copy of the signed form should be retained by the signatory and another copy should be kept on file.


· All materials must be delivered to the recipient by hand and must never be sent through internal mail.


· If the intended recipient is not available when you deliver the materials they should be left with another member of staff. The team member must advise them of the confidential nature of the materials and ensure they know to lock them securely away until they can be handed over to the recipient. The person for whom the materials were intended for should then be emailed and told who the materials have been left with. 


· When the recipient is returning the materials they must be sealed in an envelope, addressed to the recipient in the team and marked as confidential. 


· The materials again must be returned by hand and the original handover form completed to confirm receipt (see Annex B). One copy of the handover form must be retained by the person returning the materials and the other kept by the test development team as a record. 


· At no time must any confidential materials be left on an unattended desk. 








		Type of dispatch



		Distributing materials to external colleagues eg


· STA

· Test development Suppliers

· Pre-testing Suppliers

· Modified test Suppliers

· Consultants


· Test review group members


· Pre test administrators



		Procedure



		· Supplier staff will agree with the recipient when they are going to deliver the papers. They must also inform the recipient that a signature will be required. If, for example, a consultant will not be available to receive the materials on this day then a new date or alternative address should be agreed. 


· Supplier staff will need to ensure they keep a record of which materials are provided to colleagues for comment and when this took place.


· Materials must first be placed in an envelope or packaging paper with the recipient’s name and address on it and marked as confidential. This is to ensure that if the packaging gets ripped and falls out of the main envelope, the materials can still be delivered. The envelope should then be placed in a plastic tamper-evident bag. This is to make the package more robust and to ensure that materials are not accidentally viewed if the packing gets ripped in transit. The plastic envelope is difficult to tear and it will be obvious if someone tries to intentionally open the package. 


· The plastic envelope should be clearly addressed and marked as confidential. 


· When dispatching to external colleagues a courier must be used that has a track and trace facility. 


· Materials can only be sent by overnight courier on Mondays to Thursdays. They must not be sent on Fridays as they would be held in the courier’s warehouse over the weekend, which increases the risk of them being lost. 


· If the materials need to go urgently, a same day courier can be used. 

· The Supplier is to securely manage deliveries of test materials. The Supplier must track all deliveries and be able to account for all materials at all times 





		Type of dispatch



		Sending materials to Test Review Group Members (TRG)



		· Materials for members of the TRG must be numbered before dispatch and a record kept by the test development staff. This will enable papers to be tracked and checked back. 


· This record will need to be provided to STA before the TRG meeting.

· The above procedures for dispatching to external colleagues must be followed for dispatching to TRG members.


· TRG members must be informed that all papers will need to be brought to the meeting.


· Following the TRG meeting, members will be required to sign the Materials Checklist (Annex C) to confirm they have returned all their papers.








		Type of dispatch



		Returning materials to the Supplier eg a TRG member who is unable to attend the TRG meeting or a consultant who needs to return materials 



		· Supplier staff will agree a date with the recipient when they are going to return the papers.


· Supplier staff must ensure the recipient packages the materials in two envelopes and clearly addresses them. Test development staff may provide the recipient with additional envelopes, a plastic tamper proof bag and return address labels in the original package. 


· If a courier has been organised to collect the package the recipient must be informed, including the pick up delivery time.


· When the package has been collected by the courier or dispatched a tracked delivery process  the recipient must contact the test development representative so that they know when to expect delivery of the package.


· The Supplier must track all deliveries and be able to account for all materials at all times





		What happens if a package doesn’t arrive?



		· If the member of the Supplier team does not receive confirmation by the time that the package was specified to arrive, they should contact the recipient to clarify whether or not they have received the materials.


· If the materials have not been received the member of the Supplier team must contact the courier company so that they can investigate where the package is.


· If the parcel still hasn’t been delivered by the end of the day then the member of team must inform their line manager and the security incident policy (Policy 4) followed.





		Issue to TDAs, PTAs and MTAs to insist upon when negotiating a contract with a courier company.



		· That no temporary, agent or sub-contracted drivers are used for the delivery or collection of their material.


· That the courier company produces labels for the parcels that indicate that the items must be scanned in the presence of the sender.


· That the courier provides copies of their policies and procedures should a loss occur.








Annex A


TEST CONFIDENTIALITY AGREEMENT FORM


The National Curriculum Tests and skills tests are confidential materials and should be treated as such by anyone who is involved in their development and production.


Delivery of test materials  


Materials will be sent to, and from, identified STA contacts, as a double wrapped package and under secure postal arrangements. You will be required to sign for the materials and once received, responsibility for the security of the test materials becomes the responsibility of the recipient. When materials are in transit, bags and briefcases must not be left unattended, even for a short time (eg in a parked car). 


Storage of test materials 


Once received, any test materials must be kept securely. In the case of home delivery, the recipient should keep them in a secure area. In the case of school or office delivery, they must be locked securely away when not in use. Under no circumstances must test materials be left in a position where an unauthorised person might see them. 


Maintaining confidentiality       


Anyone dealing with test materials must, at all times, ensure their confidentiality. The contents of any test or related mark scheme must not be discussed with any person unless authorised by STA. As directed by STA, all materials should be returned after use. If any material is, at any time, lost or stolen, STA must be contacted immediately. Should anyone have reason to believe that confidentiality has been breached they should immediately report their suspicions to STA. 


I agree to abide by this confidentiality agreement.


Signature:  ________________________________


Name:____________________________     

Date:___________________

Please return one copy of this completed form by (insert date) to:


(Insert STA contact name)


Standards and Testing Agency


53-55 Butts Road, Earlsdon Park, Coventry CV1 3BH


Annex B

Handover of test materials form


		

		

		Date

		

		

		

		Key Stage/Skills Test and Subject

		

		



		



		From:

		

		



		



		For the attention of:

		

		



		Description of materials:

		

		



		Signed to confirm receipt of materials:

		

		



		Name in block capitals:

		

		



		Job title:

		

		



		Date:

		

		



		Return of materials after use






		Signed to confirm return:

		



		Name in block capitals:

		



		Job title:

		



		Date:

		





Annex C


TEST REVIEW GROUP MATERIAL CHECKLIST



Meeting:


  

Date:


		Name

		Copy Number

		Received Signature




		Returned Signature

		(STA)

Confirmation at end of TRG meeting signature



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		





Security incidents raised by Suppliers

		Examples of incidents covered by this procedure:






		· Test material (package or individual items) which cannot be accounted for at some point in the test development process eg in transit, during pre-test administration at a school.


· Unused test products, which cannot be accounted for during the test development cycle eg material may go missing on Supplier's premises.


· Packages containing unused test materials (eg pre-test packages, handover materials) which are inappropriately packaged or are damaged in transit and may reveal live test content.





		Suppliers' procedures for handling incidents






		On discovery of an incident, the Supplier should follow their own procedure for handling such incidents.  This should include as a minimum: 


i. A clear procedure for escalating the incident internally to the project manager (if not directly involved in discovery of incident) and the senior manager responsible for managing the contract.


ii. An action plan for attempting to close down the incident which can be adapted to the particular nature of the incident eg contact with couriers, discussion with relevant internal staff.


iii. A clear system for recording the incident and actions carried out following discovery.  Suppliers should use agreed templates to ensure that internal staff are consistent in their recording of incidents.


iv. A clear understanding of alerting and updating STA to the incident.








		Informing others of incident






		The incident should be reported to STA test development team within 3 hours of discovery.  The incident should be reported to the Director of test development (DoTD) or, in their absence, one of the test development programme leaders.  


The DoTD will assign a programme leader or test development manager to be first point of contact for receiving updates on the incident.  The DoTD will also name other staff that should be copied into updates.  

Depending on the nature of the incident, the DoTD will alert the Chief Executive of STA and the STA Security Manager to the incident who will get directly involved as necessary.





		Reports and updates to STA on the incident






		On day 1 of the incident - the Supplier should provide a brief but clear description of the incident using template A.


On day 2 - the Supplier should provide a more detailed report using template B which should include activities carried out to date and further activities planned with timescales.


Day 3 onward – the supplier should provide a daily update report on the investigation. The security incident daily log (see template C) may be helpful for this.


Final report – at an appropriate point in the investigation, the supplier should provide a final report (template D) setting out the following:


· in the event that the material remains unaccounted for: a summary of the main points, an assessment of the possible explanations for the incident, an assessment of likely impact of the incident on the project, proposed contingency action, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.


· In the event that the material has been accounted for: a summary of the main points, an account of key lessons learnt by the Supplier and proposed actions to avoid recurrence in the future.







Pre-test administration


For Suppliers responsible for carrying out pre-test administration in schools, these procedures are the minimum guidelines we would expect to be followed for the pre-test process. 


Recruitment of pre-test administrators


When applying for the role of a pre-test administrator, individuals must provide the Supplier with references and CVs. The Supplier should also endeavour to have some face-to-face contact with applicants. This will help them to emphasise the nature of the work involved in pre-test administration and enable the Supplier to stress the security aspects involved in managing pre-test materials. 


· Pre-test administrators must be Criminal Records Bureau checked.


· They do not necessarily have to have an educational background but must demonstrate the following attributes:


· Good organisational skills


· Able to communicate effectively with all levels of people


· Good time management skills


· Methodical approach to work


· Confidence


· Good at administrating and organising papers


· Professionalism


· Pre-test administrators should be provided with a (photographic) ID badge with the Supplier's logo on it and telephone number. This is so that the school can check the ID of the administrator before the pre-test begins. 


· All pre-test administrators must sign a Confidentiality Agreement and be made aware of the confidential nature of the materials they are handling before they administer any pre-tests. 


Procedures for pre-test administration


· The Supplier will contact schools to take part in the pre-test and will ask schools to indicate which dates are most suitable for them to administer the pre-test and will be asked to supply one or two contact names.


· The Supplier will then assign a pre-test administrator to the school and will send a letter confirming the name of the pre-test administrator and the dates the pre-test will take place.


.


· The pre-test administrator will then contact the school via telephone or email to confirm details such as when they will be visiting to carry out the pre-test and ask to speak to the named contact provided by the school.


· At this point they may want to clarify roles and responsibilities and discuss requirements in order for the pre-test to run smoothly ie test conditions.


· The Supplier will organise sending the test papers out to the pre-test administrator.


· On receipt of the materials the pre-test administrator must check them off against a ‘Consignment sheet’ to ensure they have the correct test papers, the correct number of copies and the unique numbers or bar codes match up. 


· The Supplier must ensure that the pre-test administrator is aware of the confidential nature of the materials they are receiving and must advise them that the security of the materials ie storing them in a safe place is their responsibility. 


· The pre-test administrator must arrive at the school in good time to meet their contact and organise the materials for the pre-test.


· When the pre-test administrator takes the papers in to school they must not be left unattended at any time during the visit or removed from sight or any photocopies made by another adult or teacher.


· The papers should be distributed and pupils asked to complete the details on the front.


· The pre-test administrator must ensure that the teacher, before the end of the pre-test, has completed the pupil data form.

· The pre-test administrator must ensure that all papers used and unused are recorded on the pupil data form. If a pupil was expected to take the test but was absent on the day of the pre-test this should be recorded on the form.


· Before the pupils are dismissed from the classroom every test paper, and supporting documents used and unused, must be accounted for. 


· Before the pre-test administrator leaves the school they must ensure that they have every document. This includes signed Confidentiality Agreements, pupil data forms, administration guides and any questionnaires.


· When the pre-test administrator is preparing the test papers to dispatch back to the Supplier they must check against the pupil data form and the original consignment note that the have all the papers they received.


Dispatch and distribution to pre-test administrators


The . Materials can be dispatched for an overnight delivery but only Monday to Thursday.


· Before any confidential materials are dispatched the Supplier must ensure that the recipient has signed and returned a Confidentiality Agreement.


· The Supplier will then contact the pre-test administrator to confirm a delivery address, date and time. 


· The Supplier must emphasise the importance of the confidential materials the pre-test administrator is receiving and inform the recipient that they will need to be available to sign for the materials and confirm safe receipt immediately once they are received. This could be by telephone or via email.


· The pre-test administrator must confirm receipt of the materials and confirm that they have read and understood the pre-test administration guidance.


· The materials must be double wrapped, ideally in an envelope/box and then placed in a plastic tamper-evident bag. Both must be addressed and marked as confidential. An additional envelope will need to be included with an address label for sending the materials back to the Supplier.


· The Supplier must keep a record from pre-test administrators confirming they have received their parcels safely ie emails received or a telephone log.  


· The Supplier must provide advice to the pre-test administrators as to what to do if they do not receive their package on the agreed date and time. This will enable the Supplier to begin to track the missing parcel with the courier company. 


· If the Supplier has not had confirmation or been contacted by all the pre-test administrators by 2pm on the agreed day of delivery, they contact those who they haven't heard from.


· The Supplier must ensure they get confirmation from the courier company that all pre-test parcels have been delivered and signed for. 


· The materials must be returned to the Supplier the day following the last pre-test in each school. Pre-test administrators must follow the same procedures for packaging up the papers ie double wrapping them and sealing them securely. 


· The Supplier must provide the pre-test administrators with instructions on how to send the materials back.


· When the collection of the test papers has been made the pre-test administrator must contact the Supplier to inform them that the parcel(s) have been collected and how many they can expect ie 1 of 3. This will enable the Supplier to track receipt of all the pre-test papers. 


Correspondence with schools


· There should be no reference made on the letters and documentation sent out to schools as to which year the test materials are intended for. 


· Schools should be informed of the dates of the pre-test and who their pre-test administrator will be. They should also be given a contact name and number in case of possible queries.


· All schools taking part in the trialling or pre-testing of confidential materials must sign a Confidentiality Agreement. This must be signed by anyone who is involved in the pre-test and by anyone who has sight of the materials.


Pre-test papers


Anyone involved in handling or dispatching pre-test papers must sign a Confidentiality Agreement. This could include printers. 


· The Supplier must keep a record of how many papers are required for each school. These papers should each have an individual bar code or unique number to enable them to be tracked. 


· The Supplier must report to STA when all pre-test papers have been received back and accounted for after the pre-testing period. (See attached document: Tracking pre-test papers) 


Security Incident Log: Template A (Day 1 report)

		Incident reference number: 






		Date:




		Key Stage/skills test

		Subject:



		Description of incident



		Minimum information required:


· What is the incident?


· Where did the incident happen?


· When did it happen?


· Who reported the incident? Eg consultant


· What date was this reported to STA?


· Who informed STA?


· Who was the person contacted at STA?


· What if any actions have been taken?


Incident affects:


Yes


No


Equipment 


Test content


Pupil-level data


Other sensitive data


     (To note: additional detail to be provided within reports as soon as available – for example, number of pupils affected, specific test papers, number of versions of particular tests) 






		Reported by:




		Date: 





Security Incident Log: Template B (Day 2 report)

		Incident reference number:






		Date:




		Key Stage/skills test

		Subject:



		Actions carried out to date






		Further actions to be carried out (including timescales)








Security Incident Log: Template C (Daily update report)

		Incident reference number: 






		Supplier:




		Key stage/Skills Test :

		Subject:



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		



		Date

		Detail actions and developments 

		Completed by






		

		

		





Security Incident Report: Template D (Final report)

		Incident reference number:






		Date:




		Key Stage/Skills test

		Subject:



		Possible location of materials

		Likelihood


(L/M/H)

		Implications for future security of this test



		The consultant didn’t receive the materials on the expected day and time and they remain with the courier

		

		Low. Tracking data from the courier shows that the materials are within their hub and therefore unlikely to fall into the wrong hands before being found and sent on



		The consultant lost the test papers in their home

		

		 Low: the papers are most likely to be within the consultant’s home



		Impact on the project 



		



		Contingency actions 



		



		Lessons learned and actions to avoid future recurrence



		



		Completed by:

		Date:






		



		Incident closed



		Date:

		Name:





Tracking pre-test information - Template for completion during live pre-test period


Dispatch of pre-test papers to pre-test administrators


		Test

		Cycle

		Pre-test

		Number of dispatches made on 06 June 2008

		Confirmation of receipt on 07 June 2008

		Number of deliveries outstanding on 07 June

		Action by TDA

		Confirmation of receipt on 08 June 2008

		All deliveries confirmed

		R/


A/


G



		Eg 


KS3 maths



		2009

		2

		70

		68

		2

		Follow up with courier firm

		2

		Y

		G



		Any issues





Pre-test visits


		Test

		Cycle

		Pre-test

		Pre-test period


Date


Number of dispatches made on 06 June 2008

		Day of scrutiny period




		Number of visits scheduled




		Number of visits completed

		Number of visits with all test papers collected in

		Any issues or exceptions 

		R/


A/


G



		Eg 


KS3 maths



		2009

		2

		11 June – 25 June 2008

		Day 1


11 June

		10

		10

		10

		

		G



		

		

		

		

		Day 2


12 June

		10

		10

		10

		

		G



		

		

		

		

		Day 3


13 June

		10

		10

		10

		

		G



		

		

		

		

		

		

		

		

		

		





Dispatch of pre-test papers back to Supplier by pre-test administrators


		Test

		Cycle

		Pre-test

		Number of dispatches made on 12 June 2008

		Confirmation of receipt on 13 June 2008

		Number of deliveries outstanding on 13 June

		Action by TDA

		Confirmation of receipt on 14 June 2008

		R/


A/


G



		Eg 


KS3 maths



		2009

		2

		20

		19

		1

		Follow up with pre-test administrator and courier

		1

		G



		Any issues or exceptions
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Supplier%20Assurance%20Framework%20Annex%201.xls
Introduction

		

		Supplier Assurance Framework

		Statement of Assurance

		This assessment has been designed to enable Government Departments to gain a level of assurance from their suppliers and service providers with regard to the security of our assets throughout the lifetime of your contract and potentially beyond.

The Security Policy Framework (SPF) describes the security controls to be applied to UK Government assets. It focuses on security outcomes that are necessary to achieve a proportionate and risk managed approach to security that enables government business to function effectively, safely and securely. As a supplier or service provider to Government you should be aware that there will be security controls listed in the SPF that you need to apply in order to provide us with the assurance we require to continue to share our assets with you. These will be spelt out in your contractual terms and conditions.

		In order to help you to align to and better understand the requirements of the SPF, a reference to the related section is assigned to relevant questions. Recognising that many of our private sector partners work to the security information management system requirements specified in ISO/IEC 27001:2013, the relevant section of ISO/IEC 27001:2013 (or version 2005) is also listed where applicable. In addition to the above suppliers and service providers are also expected to meet their legal responsibilities as defined in relevant Acts of Parliament, this includes but is not limited to the Data Protection Act.  Cyber Essentials defines a set of controls which, when properly implemented, will provide organisations with basic protection from the most prevalent forms of threat coming from the Internet. These controls are referenced where applicable.  See www.gov.uk/government/publications/cyber-essentials-scheme-overview.

		The assessment aims to be relevant to organisations of any size. It is anticipated that the majority of suppliers or service providers will complete the assessment at a contract or service level. The option to complete an assessment that is relevant for your entire organisation is available but should only be selected if the answers provided are the same for each of the services you supply to us.





Questionnaire

		Supplier Assurance Framework

		Organisation:				Contract Name;				Enquiry Type:		RFI

		Department:				Date Completed:

		Name:				Position:				Contact Telephone Number:

		Questionnaire						Information and Guidance

		Question		Response		Response Comments		Question Guidance - These are examples of the types of controls  which maybe appropriate to manage the risks.  However this list is not exhaustive. The importance thing here is to ensure the risks are identified and managed at a level which is acceptable to the delivery of the service and aligned to HMG departments risk appetite.		Corresponding Framework		Risk
Score/Indicator		Critical

		1.0 Introductory Questions

		1.1 To what part of your organisation does this self-assessment relate?		Please Select Answer

		1.2 Which of the following most closely describes the service you provide to us?

		Professional Services		Please Select Answer

		Information and Communications Technology (ICT) Services		Please Select Answer

		Business Process Outsourcing		Please Select Answer

		Estates, Facilities Management (FM), Guarding and Support Services		Please Select Answer

		Transport/Mail		Please Select Answer

		Storage/Archive		Please Select Answer

		Operational Equipment and Office Supplies		Please Select Answer

		Other		Please Select Answer

		1.3 Please provide more detail about your organisation/the service/the contract:		[Mandatory free text]

		1.4 Who is responsible for the security aspects of the service you provide? (Please Specify Full Name and Role)		[Mandatory free text]

		2.0 Risk Analysis - Risk can be defined as the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to individuals and the organisation. The following section aims to help us determine which aspects of the service you provide increase the impact or likelihood of a compromise to the confidentiality, integrity or availability of our assets. The responses you provide here will determine the route you will take though the remainder of the self-assessment.

		2.1 Do you have access to, process or store any of
our assets (including data) in the delivery of your service?		Please Select Answer				An asset could be information, personnel or any object with value (eg, a computer system, money, a passport etc).
The Cabinet Office Security Policy Framework, and associated policy and guidance outlines the mandatory steps Government must take to protect our assets. Including those that are shared with suppliers and delivery partners.				If the supplier does not handle any Departmental assets then consideration should be given as to whether or not they should be in scope of the assessment. Exit self-assessment.

		2.2 Do you have access to, process or store our data in the delivery of your service?		Please Select Answer				Information is a key asset to Government and its correct handling is vital to the safe and effective delivery of public services. Some of the assessment focuses specifically on information assets. Your response to this question will impact on your route through the assessment.				Risk if the supplier Handles our Data. If the supplier does not handle any of our data then further investigation of the type of data they handle (sensitivity, number of records, where the data is held, type of access) is irrelevant. Skip: 2.3 - 2.11

		2.3 In the delivery of your service which of the following types of our data do you store/process?						If you are unsure of the classification of the assets that you process or store on our behalf you should consult your departmental contact before proceeding.
The Information Commissioner's Office publish an official definition of personal and sensitive personal data. Found here: http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx

		Personal data as defined by the Data Protection Act		Please Select Answer

		Sensitive personal as defined as the Data Protection Act		Please Select Answer

		OFFICIAL		Please Select Answer

		SECRET		Please Select Answer

		TOP SECRET		Please Select Answer

		2.4 What volume of personal data do you process?		Please Select Answer								Above 1000 records

		2.5 Where is our data held?		Please Select Answer								Data Held Offshore

		2.6 Where is our data accessed from?		Please Select Answer								Data Accessed Offshore

		2.7 Which of the following describe the type of access you have to our data?		Please Select Answer								Ability to Amend our data

		2.8 Approximately how many of your staff have access to our assets?		Please Select Answer								Large numbers of staff access our data

		2.9 Do you use sub-contractors in the delivery of your service?		Please Select Answer								Use of Sub-contractors
If the supplier does not use sub contractors in the delivery of their service then further probing with regards to the number of sub-contractors, or their compliance with our Security Policy, is unnecessary.

		2.10 How many of your subcontractors have access to our assets?		Please Select Answer								Sub-contractors have access to our assets

		2.11 Which of the following best describes how you use ICT systems to deliver your service?		Please Select Answer								Uses own systems, uses shared systems
If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 2 may not be relevant. Skip section 2

		2.12 In relation to the ICT systems used to deliver your service, which of the following is true?

		We permit the use of removable media		Please Select Answer								Allows use of removable media

		We permit remote working		Please Select Answer								Allows Remote working

		We allow staff to connect their own devices to our ICT systems		Please Select Answer								Allows BYOD

		2.13 Which of the following best describes the location from which you deliver your service?		Please Select Answer								If the supplier delivers from Departmental premises then section 2 may not be relevant. Skip section 2.

		2.14 Does any part of the service you deliver form part of the country's Critical National Infrastructure?		Please Select Answer								Part of CNI

		3.0 Information Systems - This section seeks to determine your approach to securing ICT systems used in the delivery of your service, in particular those that are used to process our information assets.

		3.1 Does your organisation hold any accreditations or certifications relating to ICT systems used in the delivery of your service?						All HMG activities attract risk. Risks need to be assessed by government organisations so that they can make informed, practical and effective business enabling decisions.
Government organisations will have: A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management;		SPF - Risk Management

		a) Yes, ICT system/s have been formally accredited by a government Department/Agency [Please provide details]		Please Select Answer								5

		b) Yes, ICT system/s are ISO27001:2013/2005 certified [Insert certificate number]		Please Select Answer								5

		c) Yes, ICT system/s are compliant with ISO27001:2013/2005		Please Select Answer								3

		d) Yes, our system/s are compliant with a standard that is aligned to ISO27001:2013/2005 [Please provide details]		Please Select Answer								3

		e) Yes, Cyber Essentials Plus [Insert certificate number]		Please Select Answer								0

		f) Yes, Cyber Essentials		Please Select Answer

		3.2 Has a technical risk assessment been performed to identify a set of proportionate risk treatment controls?		Please Select Answer				a. A mature understanding of the security risks throughout the organisation, where appropriate this will be informed by the National Technical Authorities;		SPF - Risk Management		5 - Yes with review
3 - Yes
0 - No		Critical

		3.3 Are security operating procedures in place governing the use of your ICT systems? Do these cover home and mobile working?		Please Select Answer				c. Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are associated with business activities
d. Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within agreed appetites; 
e. Assurance processes to make sure that mitigations are, and remain effective.		SPF - Culture Awareness
ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.1, A9.4		3 - Yes with signed acknowledgement
2 - Yes
0 - No

		3.4 Are access controls in place to ensure information is only available to system users who require access?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11
ISO27001:2013 - A.9, A.11
Cyber Essential:3 User Access Control		3 - Yes with Policy
2 - Yes
0 - No

		3.5 Are acceptable use policies in place which outline the rules for acceptable use of information and assets?		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.7.1.3		3 - Yes
0 - No

		3.6 Are policies and controls in place to ensure the following?						a. Identified if technology and services are Critical National Infrastructure (CNI), and risk manage accordingly:
b. Risk-informed security controls which:
• Mitigate applicable threats;
• Are kept current and actively managed;
• Protect against, detect and correct malicious behaviour;
• Ensure that critical technology and services are resilient to disruptive challenges such as cyber attacks, and have the means to recover from these.		SPF - Technology & Services

		Boundary protection is in place on all systems with a connection to an un-trusted network.		Please Select Answer						ISO27001:2005 - A.10.6
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3

		Timely patching is applied against known vulnerabilities.		Please Select Answer						ISO27001:2005 - A.12.6.1, A12.4.1
ISO27001:2013 - A.12.5, A.6
Cyber Essentials:5 Patch Management		3

		Systems are protected from malicious and mobile code.		Please Select Answer						ISO27001:2005 - A.10.4
ISO27001:2013 - A.12.2
Cyber Essentials:4 Malware Protection		3

		Software and hardware is locked down to restrict unnecessary services.		Please Select Answer						ISO27001:2005 - A.11.2.2, A11.5.4
ISO27001:2013 - A.9.4.4
Cyber Essentials:2 Secure Configuration		3

		A protective monitoring regime is in place to oversee how ICT systems are used.		Please Select Answer						ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.4		3

		3.7 Are network security boundaries defined and enforced to group users, services and information that require different levels of protection?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11.4.5
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3 - Yes
0 - No

		3.8 In relation to your use of electronic storage media (include removable media), which of the following area are covered by documented policies and procedures?								SPF - Technology & Services
ISO27001:2005 - A.10.7
ISO27001:2013 - A.8.3
Cyber Essentials:2 Secure Configuration

		Control		Please Select Answer								1

		Protection		Please Select Answer								1

		Secure use		Please Select Answer								1

		Destruction		Please Select Answer								1

		3.9 Are policies and controls in place to manage the risks of working in non-secure environments?		Please Select Answer						SPF - Technology & Services
SPF - Culture Awareness
ISO27001:2005 - A.11.7
ISO27001:2013 - A.6.2		5 - No remote working
3 - Yes
0 - No

		3.10 Are back-up copies of information and software taken regularly?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.10.5
ISO27001:2013 - A.12.3		5 - Yes Policy tested
3 - Yes
0 - No

		3.11 Has the security of your ICT been evaluated through penetration testing?		Please Select Answer				This should take account of technical vulnerabilities, restrictions to software installation and audit controls to minimise disruptions to business operations.		SPF - Technology & Services
ISO27001:2013 - A.12.6		5 - CESG
4 - External Organisation
3 - Cyber Essentials
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		4.0 Physical & Environmental - This section seeks to determine your approach to physically securing sites used in the delivery of your service, in particular those sites at which our assets are processed or stored. Physical security describes a range of controls that are intended to protect individuals from violence; prevent unauthorised access to sites and / or protectively marked material (and other valuable assets); and reduce the risk of a range of physical threats and mitigate their impact to a level that is acceptable to the organisation. Security must be incorporated into the initial stages of planning, selecting, designing or modifying any building or facility, using appropriate methodologies; putting in place integrated and proportionate control measures to prevent, deter, detect and/or delay attempted physical attacks, and to trigger an appropriate response.

		4.1 Has a review of the security risk assessment been carried out at sites used to process or store our assets in the last 12 months?		Please Select Answer				Appropriate physical security measures will ensure a safe and secure working environment for staff, that can protect against a wide range of threats (including criminality: theft and terrorism or espionage). If the supplier has not completed a risk assessment then the following question which relates to this risk assessment may not need to be completed. Skip 4.2.		SPF - Physical Security Measures and Counter Terrorism
ISO27001:2005 - A.9.1
ISO27001:2013 - A.11		3 - Yes
5 - Yes - Annual review
0 - No		Critical

		4.2 What areas did the risk assessment cover?						a. Processes and plans in place, including those developed from the early stages of building design, to determine the appropriate physical security requirements through planning and risk assessment;
b. Mechanisms to implement internal and external security controls in a layered fashion that deters or prevents unauthorised access and protect assets, especially those that are critical or sensitive against forcible or surreptitious attack;
c. Substantial controls for controlling access and proximity to the most high risk sites and Critical National Infrastructure assets.		SPF - Physical Security Measures and Counter Terrorism

		Perimeter Security		Please Select Answer						ISO27001:2013 - A.11.1.1		1

		Access Control		Please Select Answer						ISO27001:2005 - A.9.1.6
ISO27001:2013 - A.11.1.2		1

		Manned Guarding		Please Select Answer						ISO27001:2005 - A.9.1.2		1

		Incoming mail and delivery screening		Please Select Answer						ISO27001:2005 - A.9.1.1
ISO27001:2013 - A.11.1.6		1

		Secure areas and/or cabinets for the storage of sensitive assets.		Please Select Answer						ISO27001:2013 - A.11.1.6		1

		4.3 Which of the following are in place to ensure the physical security controls you have in place are fit for purpose?		Please Select Answer						SPF - Physical Security Measures		3
3

		4.4 Are processes and controls in place to ensure that equipment and cabling is protected and maintained so as to preserve the confidentiality, integrity and availability of our assets?		Please Select Answer				For more information please see ISO/IEC 27001.  This includes the requirement for equipment to be maintained in accordance with manufacturers instructions.		SPF - Physical Security Measures
ISO27001:2005 - A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.5, A.9.2.6
ISO27001:2013 - A.11.2.1, A11.2.2, A.11.2.3, A.11.2.4, A.11.2.5, A.11.2.6		3 - Yes
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		5.0 Personnel & HR - This section seeks to determine your approach to personnel security, security training and awareness programmes and how individual responsibility for security is made clear to your staff. Security responsibilities should be addressed prior to employment in adequate job descriptions and in terms and conditions of employment. They should be maintained throughout a member of staff’s time in employment. Controls should be put in place to ensure that employees understand their personal responsibility to safeguard sensitive assets.  As well as to ensure they are adequately screened in order to addresses the risks associated with identity fraud, illegal working and deception generally.

		5.1 Are background verification checks carried out on employees and contractors who have access to our assets?		Please Select Answer				People are an organisation’s most important asset, so personnel assurance is fundamental to good security.  Government organisations will deliver the appropriate combination of recruitment checks, vetting and on-going personnel security management to be assured, and to remain assured, about their people and to mitigate the risks from well-placed insiders.		SPF - Personnel Security and BPSS Document
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		5 - Yes BPSS
3 - Yes BS
3 - Yes neither standard
0 - No		Critical

		5.2 Has a risk assessment been undertaken to determine the need for National Security Vetting (NSV) in specific roles?		Please Select Answer				A risk management approach should be used to determine the appropriate levels of personnel security controls.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes no NVS needed
3 - Yes certain role need NVS
0 - No

		5.3 Do you keep full and up to date personnel security records on all employees in order to review clearance in advance of its expiration?		Please Select Answer				Full and up to date personnel security records on all employees that hold security clearances should be maintained. All National Security Vetting clearances should be formally reviewed according to agreed timescales for each level of clearance.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes 
0 - No

		5.4 Are organisational and individual responsibilities for information security clearly defined in the terms and conditions of employment contracts?		Please Select Answer				a. An appropriate security governance structure to support the Permanent Secretary, that are properly resourced with individuals who have been appropriately trained. These include:
• A Senior Information Risk Owner (SIRO);
• A Departmental Security Officer (DSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too (including List X accreditation for companies handling SECRET assets);		SPF - Good Governance
ISO27001:2005 - A.8.1.3
ISO27001:2013 - A.7.1.2		5 - Yes
0 - No		Critical

		5.5 Are non-disclosure agreements in place with all staff who have access to our assets?		Please Select Answer						SPF - Information		5 - Yes
0 - No		Critical

		5.6 Is a mechanism in place to ensure your employees and contractors receive appropriate information security awareness training upon appointment, and regular updates to organisational policies and procedures, as relevant for their job function?		Please Select Answer				Everyday actions and the management of people, at all levels in the organisation, contribute to good security. A strong security culture with clear personal accountability and a mature understanding of managing risk, responsibility and reputation will allow the business to function most effectively. Government organisations will have: 
a. A security culture that supports business and security priorities and is aligned to HMG’s overarching priorities and the organisation’s own appreciation of risk;		SPF - Culture Awareness
ISO27001:2005 - A.8.1.2, A.8.2.2
ISO27001:2013 - A.7.2.1, A.7.2.2		5 - Yes
0 - No		Critical

		5.7 Regarding your organisations information security training programme, which of the following is accurate?						b. Encourages personal responsibility through the management of and delivery of appropriate security training;
c. Processes, systems and incentives to deliver this;
d. Mechanisms to drive continuous improvement; tackle poor and inappropriate behaviour; enforce sanctions; and encourage the sharing of best practice.		SPF - Culture Awareness

		All staff are required to complete annual security awareness training.		Please Select Answer								1

		Training is incorporated as part of induction process.		Please Select Answer								1

		Training is integrated as a module into our organisations overarching training programme.		Please Select Answer								1

		Training needs analysis has been undertaken and bespoke training delivered to specific roles.		Please Select Answer								1

		All training includes a form of assessment, poor performance is recorded and followed up on.		Please Select Answer								1

		5.8 Is a disciplinary process in place for employees and contractors who have committed a security breach?		Please Select Answer				Well-tested plans, policies and procedures will reduce organisations’ vulnerability to security incidents (especially from the most serious threats of terrorism or cyber attack), but also leaks and other disruptive challenges.d. Effective management structures, policies and procedures for detecting, reporting, responding to and handling incidents, including disciplinary measures that are well communicated and understood by staff;  
e. Reporting mechanisms to the HMG organisation,  of incidents of unauthorised disclosure and breaches of official information, including incidents concerning classified information from foreign governments, agencies or organisations. And to the Information Commissioner’s Office, if a serious loss or breach of personal data occurs.
a. Business continuity arrangements aligned to Industry standards,  to maintain key business services, building resilience and security to facilitate a rapid and effective response to and recovering from incidents		SPF - Culture Awareness
ISO27001:2005 - A.8.2.3
ISO27001:2013 - A.7.2.3		3 - Yes
0 - No

		5.9 Upon termination of employment is there a process in place to ensure assets are returned and rights to assets revoked?		Please Select Answer						SPF - Personal Security
ISO27001:2005 - A.8..3.1, A.8.3.2, A.8.3.3
ISO27001:2013 - A.7.3.1, A.8.1.4, A.9.2.6		3 - Yes
0 - No		Critical is NO

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		6.0 Organisation - This section seeks to determine whether your approach to information assurance ensures that clear lines of responsibility and accountability are in operation at  all levels of your organisation.

		6.1 Does your company have a senior individual responsible for the security of our information within your custody?		Please Select Answer		Contact Name:
Role:
Email Address:		Effective leadership is a critical component of good security and accountability. The Permanent Secretary (or equivalent) will own the organisation’s approach to security and ensure that these issues receive the attention and investment required.		SPF - Good Governance
ISO27001:2005 - A.8.1.1
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No		Critical

		6.2 Are the security roles and responsibilities of your employees clearly defined and documented in accordance with your organisations information security policy?		Please Select Answer				a. Suppliers should ensure an appropriate security governance structure is in place to support the CEO/Director  that are properly resourced with individuals who have been appropriately trained. These could include:
• A Senior Information Risk Owner (SIRO); - Senior Responsible for information risks
• A Chief Security Officer Security Officer (CSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too		SPF - Good Governance
ISO27001:2005 - A.6.1.3
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No

		6.3 Is a process in place to ensure your organisation is kept up to date on relevant current and emerging;						For more information please see ISO/IEC 27001		SPF - Good Governance
ISO27001:2005 - A.6.1.7
ISO27001:2013 - A.6.1.4

		Information security best practice		Please Select Answer								1

		Government policy and legislation		Please Select Answer								1

		Threats and vulnerabilities		Please Select Answer								1

		Technologies		Please Select Answer								1

		6.4 Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers?		Please Select Answer						SPF - Risk Management		3 - Yes
0 - No

		6.5 Is a process in place to manage change to systems i.e. capacity management and separation of testing environments?		Please Select Answer				System performance should be maintained when considering changes to resources and capacity requirements. Development and testing environments should be separated from the operational environment.		SPF - Technology and Services
ISO27001:2013 - A.12.1.3, A.12.1.4

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		7.0 Security Policy - An information security policy should outline your organisation's overall approach to the management of information security. This section seeks to understand the depth of your security policy and your approach to review.

		7.1 Is a security policy in place setting out your organisation’s overall approach to protecting valuable assets?		Please Select Answer				b. A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management
If the supplier does not have a Security Policy, then the following question which probes the contents of the Security Policy, may not need to be responded to. Skip 7.2		SPF - Risk Management
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11		5 - Yes
0 - No		Critical

		7.2 Does the security policy reference:						For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11

		The importance of security to your organisation		Please Select Answer								1

		Legislation and regulation that your organisation is required to be compliant with		Please Select Answer								1

		Staff responsibilities for information		Please Select Answer								1

		Incident and breach management policies		Please Select Answer								1

		Business continuity arrangements		Please Select Answer								1

		Staff training & awareness requirements.		Please Select Answer								1

		7.3 Has your security policy;								SPF - Risk Management
SPF - Good Governance
SPF - Culture Awareness
ISO27001:2005 - A.5.12
ISO27001:2013 - A.5.12

		been reviewed in the last 12 months?		Please Select Answer								1

		been approved by the senior management?		Please Select Answer								1

		been made accessible to all staff?		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		8.0 Asset Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability.

		8.1 Is a process in place to ensure assets are classified according to their value and in line with Government classification policy?		Please Select Answer				Mechanisms and processes to ensure assets are properly classified and appropriately protected;		SPF - Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes Gov Classification
3 - Yes In house
3 - No, retain Gov markings
0 - No

		8.2 Has an owner been assigned to all information assets which require protection?		Please Select Answer				An Information Asset Owner should be identified for each of the information assets identified within your organisation's list of information assets and that person should take full and effective responsibility for managing the protection and exploitation of the information for which he/she is responsible.
Where the asset is owned by Government it will be valued according to the Government's classification policy. The responsibility for protection of Government assets in your custody should still be assigned to a named individual within your organisation.		SPF - Good Governance and Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes 
0 - No

		8.3 Is an asset register in place that identifies and records the value of sensitive assets which require protection?		Please Select Answer				Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. This includes not taking equipment off-site without authorisation.		SPF - Information
ISO27001:2005 - A.7.1.1
ISO27001:2013 - A.8.2		5 - Yes
0 - No		Critical

		8.4 Do you have policies in place which detail how our assets should be;						Policies, procedures and controls should be in place to ensure information assets are identified, valued, handled, stored, processed, transmitted (including use of electronic messaging), shared and destroyed in accordance with legal requirements and (in the case of Government assets) in line with the standards set out in the Government's classification policy. This should includes protection of assets when off-site and the need for clear desk policies.
All assets should be returned by employees on termination of employment.
If the supplier does not have policies that govern how Departmental assets should be managed then the following question, which relates to the communication of these policies, may not need to be responded to. Skip 8.5 if no option is selected.		SPF - Information
ISO27001:2005 - A.9.1.5, A.7.2.2, A.9.2.6
ISO27001:2015 - A.8.2, A.13.2, A.11.2.6, A.8.1.4

		handled		Please Select Answer								1		Critcial if No

		copied		Please Select Answer								1		Critical if No

		stored		Please Select Answer								1		Critical if No

		transmitted		Please Select Answer								1		Critical if No

		destroyed		Please Select Answer								1		Critical if No

		returned		Please Select Answer								1		Critical if No

		8.5 How are these procedures communicated to staff?		Please Select Answer						SPF - Culture and Awareness
ISO27001:2005 - A.5.1.1
ISO27001:2013 - A.5.1.1		1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		9.0 Incident Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability.

		9.1 Do you have policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed and who it should be escalated to?		Please Select Answer				Organisation should have clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents. Put in place a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies.
If the supplier does not have an Incident Management Policy, then the following question which probes the contents of this policy, may not need to be responded to. Skip 9.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1		5 - Yes
0 - No		Critical

		9.2 Do these policies make reference to the following?								SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1

		Individual responsibilities for identifying and reporting security incidents and information security breaches		Please Select Answer								1

		A reporting matrix including escalation points		Please Select Answer								1

		An up to date list of relevant internal and external contact points		Please Select Answer								1

		A timeline detailing at which point the policy should be implemented		Please Select Answer								1

		9.3 In the event of a loss or breach to one of our assets which of the following actions would your organisation take first;		Please Select Answer						SPF - Preparing for and responding to Security Incidents
ISO27001:2013 - A.16.1		0 - Rectify breach
0 - Determine loss
5 - Report Incident

		9.4 Is a forensic readiness policy in place documenting your approach to managing digital evidence relating to ICT security incidents?		Please Select Answer				It is important for each organisation to develop a Forensic Readiness of sufficient capability and that it is matched to its business need. Readiness involves specification of a policy that lays down a consistent approach, detailed planning against typical (and actual) case scenarios that an organisation faces, identification of (internal or external) resources that can be deployed as part of those plans, identification of where and how the associated Digital Evidence can be gathered that will support case investigation and a process of continuous improvement that learns from experience.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.3
ISO27001:2013 - A.16.1.6		3 - Yes
5 - Yes specific reference
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		10.0 Business Continuity - This section seeks to determine whether or not effective Business Continuity Management (BCM) in place to plan how to maintain those parts of your organisation that you can't afford to lose if an incident occurs.

		10.1 Does your organisation have business continuity and disaster recovery plans in place to maintain or quickly resume any services you provide to us?		Please Select Answer				A business continuity management system to enable you to maintain or else quickly resume provision of key services in the event of a disruption should be put in place. Business continuity management arrangements should follow industry best practice (BS25999 or equivalent standard). If the supplier does not have a BC plan then the following question which probes the testing and review of this plan, may not need to be responded to. Skip 10.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.1
ISO27001:2013 - A.17.1.1, A.17.1.2		5 - Yes comply BS
3 - Yes
0 - No		Critical

		10.2 Are processes in place to ensure business continuity management arrangements are tested and reviewed?		Please Select Answer				BCM arrangements should be tested and reviewed at least annually or following significant organisational change.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.5
ISO27001:2013 - A.17.1.3		5 - Yes tested & reviewed
3 - Yes not tested
3 - No formal process
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		11.0 Compliance - This section seeks to determine your approach to ensuring both you and your subcontractors, are compliant with our security policy and associated legislation and regulation.

		11.1 How does your organisation ensure that relevant legislation and regulation is understood?						For more information please see ISO/IEC 27001		SPF - Culture and Awareness
ISO27001:2005 - A.15.1.1
ISO27001:2013 - A.16.1

		Contact with relevant authorities is maintained		Please Select Answer								1

		All changes are reviewed to determine the impact for your business		Please Select Answer								1

		Relevant legislation and regulation is referenced in internal policies, plans and procedures.		Please Select Answer								1

		11.2 Does your company provide guidance to staff on handling our information with respect to?						All staff handling sensitive government assets should be briefed about how legislation (particularly the OSA, FOIA and DPA) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies.		SPF - Culture and Awareness
ISO27001:2013 - A.7.2.2

		Data Protection Act		Please Select Answer								1

		Freedom of Information Act		Please Select Answer								1

		Official Secrets Act		Please Select Answer								1

		Environmental Information Act		Please Select Answer								1

		11.3 In the past 12 months has your organisation assessed its compliance with relevant legislation and regulation 
(for example the Data Protection Act)?		Please Select Answer						SPF - Technology and Services
ISO27001:2013 - A.18.2.2		5 - Yes no weakness
5 - Yes action plan
3 - Yes no plan
0 - No

		11.4 In the past 12 months have your organisation's information security controls, policies and procedures, been independently reviewed?		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Risk Management & Technology and Services
ISO27001:2005 - A.6.1.8
ISO27001:2013 - A.18.2.1		5 - Yes  
3 - No Internal Review
0 - No

		11.5 Are processes in place to ensure that you assess the risks to assets that are shared with your delivery partners and third party suppliers?		Please Select Answer				Organisations should ensure that the security arrangements among their wider family of delivery partners and third party suppliers are appropriate to the information concerned and the level of risk . This must include appropriate governance and management arrangements to manage risk, monitor compliance and respond effectively to any incidents.		SPF - Risk Management  
ISO27001:2013 - A.15.1		5 - Yes
0 - No		Critical

		11.6 How does your company gain assurance that delivery partners and third party suppliers are compliant with your security policies?						Organisations should ensure that they seek assurance from their delivery partners and third party suppliers to ensure that they are managing their protective security and information risks to an appropriate level. This should include working closely with security, procurement and contract management teams to ensure that adequate security, information assurance and business continuity requirements are specified in contracts with third party suppliers.		SPF - Risk Management 
ISO27001:2013 - A.15.1

		Information security requirements are detailed in contracts		Please Select Answer								3		Critical

		Your right to audit is detailed in contracts and is exercised		Please Select Answer								3

		The need to meet recognised standards (such as ISO27001:2013) is stipulated		Please Select Answer								1

		The organisations compliance is measured through self-assessment		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]
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PROTECT - Commercial (when completed)

ModifiedFramework
OJEU PIN NOTICE Ref: ()

Enter Bidder's name: 

INSTRUCTIONS

(A) The pricing model is designed to demonstrate the basis of the underlying costs for the Framework Agreement.

(B) Please use the information provided in the SOSR (Doc2) to inform typical requirements. 

(C) Fixed management costs, overheads, profit and other semi-variable costs should be entered with notes sufficient to explain each cost.

(D) The status of VAT on these services is a matter between HM Revenue and Customs and each Bidder but DfE will not be liable for additional costs associated with any incorrect status assumed by the bidder. These services are for test development and so exempt from VAT. Costs excluding VAT to be considered for Evaluation purposes.



Modified Test



										Modification of Tests

		Cost driver		Unit of measure		Total Cost		Unit Cost £		KS2 English reading		KS2 English grammar, punctuation and spelling		KS2 maths		KS2 science		Bidder's explanatory notes, please specify any contingency included within the unit figures



		1) Project management

		   Project Manager		Daily Rate

		   Project support		Daily Rate

		2) Specialist Modifiers

		   Visually Impaired		Daily Rate

		   Hearing Impaired		Daily Rate

		3) Specialist Proofers

		  Braille		Daily Rate

		  MLP		Daily Rate

		  Hearing Impaired		Daily Rate



		1) IVT Meeting 

		Preparation and delivery of requirements - Braille

		Preparation and delivery of requirements - MLP

		Attendance costs

		Please specify other Costs









		2) Meeting 1 

		Preparation and delivery of requirements - Braille

		Preparation and delivery of requirements - MLP

		Attendance costs

		Please specify other Costs









		3) Meeting 2

		Preparation and delivery of requirements - Braille

		Preparation and delivery of requirements - MLP

		Attendance costs

		Please specify other Costs









		4) Sign Off

		Preparation and delivery of requirements - Braille

		Preparation and delivery of requiremnents - MLP

		5) Marking Guidance Notes

		   Visually Impaired (VI)		Cost per guidance note

		   Hearing Impaired (HI)		Cost per guidance note

		TOTAL (Excluding VAT)								£   - 0		£   - 0		£   - 0		£   - 0





		6) Helpline Services & order management

		   Processing of school Orders

		   Management/response to emails and telephone enquiries 

		7) Annual review

		    Review of services

		    Production of report to inform future Cycles

		8) Other Fixed Costs (Overheads etc, Please Specify)







		Total Fixed Costs				£   - 0



		EVALUATION		Total



		KS2 English reading testsTotal 		£   - 0

		KS2 English grammar, punctuation and spelling tests Total		£   - 0

		KS2 maths tests Total 		£   - 0

		KS2 science tests Total 		£   - 0

		Total Fixed Costs		£   - 0

		Sub Total		£   - 0

		Profit £

		Total Excl. VAT (Costs excluding VAT to be considered for Evaluation purposes)		£   - 0






