[bookmark: _GoBack]Call-Off Schedule 9A – Security (for CSHR)
There are 2 parts to this schedule; Part 1 (Assurance Schedule) and Part 2 (Accreditation Schedule). It is important to note that only one part will apply to each Call-Off Agreement and this will depend on the specific Lot it will cover:
· Part 1: Assurance Schedule will apply to Lots 4, 5 and 6.
· Part 2: Accreditation Schedule will apply to Lots 1, 2 and 3.

Part 1: Assurance Schedule
Definitions
In this Schedule:
	“Anti-Malicious Software”
	means software that scans for and identifies possible Malicious Software in the ICT Environment;

	Breach of Security
	an event that results, or could result, in:
(a) any unauthorised access to or use of the Government Data, the Services and/or the Information Management System; and/or
(b) the loss, corruption and/or unauthorised disclosure of any information or data (including the Confidential Information and the Government Data), including any copies of such information or data, used by the Buyer and/or the Supplier in connection with this Call-Off Contract; 

	Certification Requirements
	means the information security requirements set out in Paragraph 5;

	CHECK Service Provider

	means a company which has been certified by the National Cyber Security Centre, holds "Green Light" status and is authorised to provide the ITHC services required by the Paragraph 6.2;

	CREST Service Provider
	means a company with a SOC Accreditation from CREST International;

	Higher Risk Sub-contractor
	means a Sub-contractor that Processes Government Data, where that data includes either:
(a) the Personal Data of 1000 or more individuals in aggregate during the period between the Call-off Start Date and the End Date; or
(b) Special Category Personal Data, other than information about the access or dietary requirements of the individuals concerned;

	Incident Management Process
	is the process which the Supplier shall implement immediately after it becomes aware of a Breach of Security which is intended to restore normal operations as quickly as possible, minimising any adverse impact on the Government Data, the Buyer, the Services and/or users of the Services and which shall be shall be prepared by the Supplier in accordance with Paragraph 3 using the template set out in Annex 3;

	Information Assurance Assessment
	is the set of policies, procedures, systems and processes which the Supplier shall implement, maintain and update in accordance with Paragraph 3 in order to manage, mitigate and, where possible, avoid information security risks including cyber-attacks, hacks, data leaks, Personal Data Breaches and/or theft and which shall be prepared by the Supplier using the template set out in Annex 3;

	Information Management System
	means
(a) those parts of the Supplier System, and those of the Sites, the Supplier or its Sub-contractors will use to provide the parts of the Services that require Processing Government Data; and
(b) the associated information assets and systems (including organisational structure, controls, policies, practices, procedures, processes and resources;

	Information Security Approval Statement
	a notice issued by the Buyer which sets out the information risks which the Supplier has identified as being associated with using the Information Management System and confirms that the Buyer: (i) is satisfied that the identified risks have been adequately and appropriately addressed; (ii) the Buyer has accepted the residual risks; and (iii) the Supplier may use the Information Management System to Process Government Data;

	Medium Risk Sub-contractor
	means a Sub-contractor that Processes Government Data, where that data
(a) includes the Personal Data of between 100 and 999 individuals (inclusive) in the period between the Call-off Start date and the End Date; and
(b) does not include Special Category Personal Data, other than information about the access or dietary requirements of the individuals concerned;

	ITHC
	has the meaning given in Paragraph 6.1;

	Personal Data
	has the meaning given in the Data Protection Legislation;

	Personal Data Breach
	has the meaning given in the Data Protection Legislation;

	Personal Data Processing Statement
	sets out: (i) the types of Personal Data which the Supplier and/or its Sub-contractors are Processing on behalf of the Buyer; (ii) the categories of Data Subjects whose Personal Data the Supplier and/or its Sub-contractors are Processing on behalf of the Buyer; the nature and purpose of such Processing; (iii) the locations at which the Supplier and/or its Subcontractors Process Government Data; and, (iv) the Protective Measures that the Supplier and, where applicable, its Subcontractors have implemented to protect the Government Data against a Security Breach including a Personal Data Breach, which shall be prepared by the Supplier in accordance with Paragraph 3 and included in the Security Management Plan;

	Process Government Data
	any operation which is performed on Government Data, whether or not by automated means, including adapting, altering, collecting, combining, copying, destroying, erasing, organising, publishing retrieving, storing, structuring, transmitting or otherwise using Government Data;

	Required Changes Register
	is the register within the Security Management  Plan which is to be maintained and updated by the Supplier and which shall record each of the changes that the Supplier shall make to the Information Management System and/or the Security Management Plan as a consequence of the occurrence of any of the events set out in Paragraph 4.2 together with the date by which such change shall be implemented and the date on which such change was implemented;

	Risk Register
	is the risk register within the Information Assurance Assessment which is to be prepared and submitted to the Buyer for approval in accordance with Paragraph 3;

	Security Management Plan
	comprises: (i) the Information Assurance Assessment; (ii) the Personal Data Processing Statement; (iii) the Required Changes Register; and, (iv) the Incident Management Process, which shall be prepared by the Supplier using the templates set out in Annex 3 to Schedule 9 (Security Management);

	Sites
	comprise: (i) those premises from which the Services are to be provided; (ii) those premises from which Supplier manages, organises or otherwise administers the provision of the Services; and, (iii) those premises at which any Supplier Equipment or any party of the Supplier System is located; 

	Special Category Personal Data
	means the categories of Personal Data set out in article 9(1) of the GDPR;

	Supplier System
	the information and communications technology system used by the Supplier in implementing and performing the Services, including the Software, the Supplier Equipment, configuration and management utilities, calibration and testing tools and related cabling (but excluding the Buyer System).



Introduction
1.1 This Schedule sets out: 
1.1.1 the arrangements the Supplier must implement before, and comply with when, providing the Services and performing its other obligations under this Call-Off Contract to ensure the security of the Government Data and the Information Management System;
1.1.2 the Certification Requirements applicable to the Supplier and each of those Subcontractors which Processes Government Data;
1.1.3 The security requirements in Annex 1 to this Schedule with which the Supplier must comply;
1.1.4 the tests which the Supplier shall conduct on the Information Management System during the Term;
1.1.5 the Supplier's obligations to:
(a) return or destroy Government Data on the expiry or earlier termination of this Call-Off Contract; and
(b) prevent the introduction of Malicious Software into the Supplier System and to scan for, contain the spread of, and minimise the impact of Malicious Software which is introduced into the Supplier System in Paragraph 8; and
(c) report Breaches of Security to the Buyer.
2. Principles of Security
2.1 The Supplier acknowledges that the Buyer places great emphasis on the confidentiality, integrity and availability of the Government Data and, consequently on the security of:
2.1.1 the Sites;
2.1.2 the Supplier System; 
2.1.3 the Information Management System; and
2.1.4 the Services.
2.2 Notwithstanding the involvement of the Buyer in assessing the arrangements which the Supplier shall implement in order to ensure the security of the Government Data and the Information Management System, the Supplier shall be, and shall remain, responsible for:
2.2.1 the security, confidentiality, integrity and availability of the Government Data whilst that Government Data is under the control of the Supplier or any of its Subcontractors; and
2.2.2 the security of the Information Management System.
2.3 The Supplier shall:
2.3.1 comply with the security requirements in Annex 1; and
ensure that each Sub-contractor that Processes Government Data complies with the security requirements in Annex 2.
2.4 The Supplier shall provide the Buyer with access Supplier Personnel responsible for information assurance to facilitate the Buyer's assessment of the Supplier's compliance with its obligations set out in this Schedule at reasonable times on reasonable notice.
3. [bookmark: _Ref504992258]Information Security Approval Statement 
3.1 The Supplier must ensure that its Implementation Plan sets out in sufficient detail how it will ensure compliance with the requirements of this Call-Off Schedule 9 (Security Management), including any requirements imposed on Sub-contractors by Annex 2, from the Call-Off Start Date.
3.2 The Supplier may not use the Information Management System to Process Government Data unless and until:
3.2.1 the Supplier has procured the conduct of an ITHC of the Supplier System by a CHECK Service Provider or a CREST Service Provider in accordance with Paragraph 6.1; and 
3.2.2 the Buyer has issued the Supplier with an Information Security Approval Statement in accordance with the process set out in this Paragraph 3.
3.3 The Supplier shall document in the Security Management Plan how the Supplier and its Subcontractors shall comply with the requirements set out in this Schedule 9 and the Call-Off Contract in order to ensure the security of the Government Data and the Information Management System. 
3.4 [bookmark: _Ref505610186]The Supplier shall prepare and submit to the Buyer within 20 Working Days of the date of this Call-Off Contract, the Security Management Plan, which comprises:
3.4.1 an Information Assurance Assessment;
3.4.2 the Required Changes Register;
3.4.3 the Personal Data Processing Statement; and
3.4.4 [bookmark: _Ref505610468]the Incident Management Process.
3.5 The Buyer shall review the Supplier's proposed Security Management Plan as soon as possible and, in any event within 20 Working Days of receipt and shall either issue the Supplier with:
3.5.1 an Information Security Approval Statement, which shall confirm that the Supplier may use the Information Management System to Process Government Data; or
3.5.2 a rejection notice which shall set out the Buyer's reasons for rejecting the Security Management Plan. 
If the Buyer rejects the Supplier's proposed Security Management Plan, the Supplier shall take the Authority's reasons into account in the preparation of a revised Security Management Plan, which the Supplier shall submit to the Buyer for review within 10 Working Days or such other timescale as agreed with the Buyer.
3.6 The Buyer may require and the Supplier shall provide the Buyer and its authorised representatives with:
3.6.1 access to the Supplier Personnel;
3.6.2 access to the Information Management System to audit the Supplier and its Subcontractors’ compliance with this Call-Off Contract; and
3.6.3 such other information and/or documentation that the Buyer or its authorised representatives may reasonably require, 
to assist the Buyer to establish whether the arrangements which the Supplier and its Subcontractors have implemented in order to ensure the security of the Government Data and the Information Management System are consistent with the representations in the Security Management Plan.  The Supplier shall provide the access required by the Buyer in accordance with this Paragraph within 10 Working Days of receipt of such request, except in the case of a Breach of Security in which case the Supplier shall provide the Buyer with the access that it requires within 24 hours of receipt of such request.
4. [bookmark: _Ref506481209]Compliance Reviews 
4.1 The Supplier shall regularly review and update the Security Management Plan, and provide such to the Buyer, at least once each year and as required by this Paragraph.
4.2 [bookmark: _Ref504999967]The Supplier shall notify the Buyer within 2 Working Days after becoming aware of:
4.2.1 a significant change to the components or architecture of the Information Management System;
4.2.2 a new risk to the components or architecture of the Service;
4.2.3 a vulnerability to the components or architecture of the Service which is classified 'Medium', 'High', 'Critical' or 'Important' in accordance with the classification methodology set out in Paragraph 9.2 of Annex 1 to this Schedule;
4.2.4 a change in the threat profile;
4.2.5 a significant change to any risk component;
4.2.6 a significant change in the quantity of Personal Data held within the Service;
4.2.7 a proposal to change any of the Sites from which any part of the Services are provided; and/or
4.2.8 an ISO27001 audit report produced in connection with the Certification Requirements indicates significant concerns.
4.3 Within 10 Working Days of such notifying the Buyer or such other timescale as may be agreed with the Buyer, the Supplier shall make the necessary changes to the Required Changes Register and submit the updated Required Changes Register the Buyer for review and approval.  
4.4 Where the Supplier is required to implement a change, including any change to the Information Management System the Supplier shall effect such change at its own cost and expense. 
5. [bookmark: _Ref505612729]Certification Requirements
5.1 [bookmark: _Ref505607531]The Supplier shall be certified as compliant with:
5.1.1 ISO/IEC 27001:2013 by a United Kingdom Accreditation Service-approved certification body or is included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; and 
5.1.2 Cyber Essentials PLUS, in accordance with the requirements in Framework Schedule 9 (Cyber Essentials Scheme), 
and shall provide the Buyer with a copy of each such certificate of compliance before the Supplier shall be permitted to receive, store or Process Government Data. 
5.2 The Supplier shall ensure that each Higher Risk Sub-contractor is certified as compliant with either:
5.2.1 ISO/IEC 27001:2013 by a United Kingdom Accreditation Service-approved certification body or is included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; or 
5.2.2 Cyber Essentials PLUS, in accordance with the requirements in Framework Schedule 9 (Cyber Essentials Scheme), 
and shall provide the Buyer with a copy of each such certificate of compliance before the Higher-Risk Subcontractor shall be permitted to receive, store or Process Government Data.
5.3 The Supplier shall ensure that each Medium Risk Sub-contractor is certified compliant with Cyber Essentials, in accordance with the requirements in Framework Schedule 9 (Cyber Essentials Scheme).
5.4 The Supplier shall ensure that the Supplier and each Sub-contractor who is responsible for the secure destruction of Government Data:
5.4.1 securely destroys Government Data only on Sites which are included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; and
5.4.2 are certified as compliant with the NCSC Assured Service (CAS) Service Requirement Sanitisation Standard or an alternative standard as agreed by the Buyer. 
5.5 The Supplier shall provide the Buyer with evidence of its and its Sub-contractor's compliance with the requirements set out in this Paragraph before the Supplier or the relevant Sub-contractor (as applicable) may carry out the secure destruction of any Government Data.
5.6 The Supplier shall notify the Buyer as soon as reasonably practicable and, in any event within 2 Working Days, if the Supplier or any Subcontractor ceases to be compliant with the Certification Requirements and, on request from the Buyer, shall or shall procure that the relevant Sub-contractor shall: 
5.6.1 immediately ceases using the Government Data; and 
5.6.2 procure that the relevant Sub-contractor promptly returns, destroys and/or erases the Government Data in accordance with the requirements set out in this Paragraph. 
5.6.3 The Buyer may agree to exempt, in whole or part, the Supplier or any Sub-contractor from the requirements of this Paragraph 5. Any exemption must be in writing to be effective. The Supplier must include the exemption in the Security Management Plan.
6. [bookmark: _Ref505005414]Security Testing 
6.1 [bookmark: _Ref505005489]The Supplier shall, at its own cost and expense procure and conduct: 
6.1.1 testing of the Information Management System by a CHECK Service Provider or a CREST Service Provider (“ITHC”); and
6.1.2 such other security tests as may be required by the Buyer,
The Supplier shall complete all of the above security tests before the Supplier submits the Security Management Plan to the Buyer for review in accordance with Paragraph 3; and it shall repeat the ITHC not less than once every 12 months during the Term and submit the results of each such test to the Buyer for review in accordance with this Paragraph.
6.2 In relation to each ITHC, the Supplier shall:
6.2.1 agree with the Buyer the aim and scope of the ITHC;
6.2.2 promptly, and no later than 10 working days, following the receipt of each ITHC report, provide the Buyer with a copy of the full report;
6.2.3 in the event that the IT Health Check report identifies any vulnerabilities, the Supplier shall: 
(a) prepare a remedial plan for approval by the Buyer (each a "Vulnerability Correction Plan") which sets out in respect of each vulnerability identified in the ITHC report: 
(i) how the vulnerability will be remedied; 
(ii) the date by which the vulnerability will be remedied;
(iii) the tests which the Supplier shall perform or procure to be performed (which may, at the discretion of the Buyer, include a further IT Health Check) to confirm that the vulnerability has been remedied;
(b) comply with the Vulnerability Correction Plan; and
(c) conduct such further tests on the Service as are required by the Vulnerability Correction Plan to confirm that the Vulnerability Correction Plan has been complied with.
6.3 The Supplier shall ensure that any testing which could adversely affect the Supplier System shall be designed and implemented by the Supplier so as to minimise the impact on the delivery of the Services and the date, timing, content and conduct of such tests shall be agreed in advance with the Buyer.  
6.4 If any testing conducted by or on behalf of the Supplier identifies a new risk, new threat, vulnerability or exploitation technique] that has the potential to affect the security of the Information Management System, the Supplier shall within days of becoming aware of such risk, threat, vulnerability or exploitation technique provide the Buyer with a copy of the test report and:
6.4.1 propose interim mitigation measures to vulnerabilities in the Information System known to be exploitable where a security patch is not immediately available; and
6.4.2 where and to the extent applicable, remove or disable any extraneous interfaces, services or capabilities that are not needed for the provision of the Services (in order to reduce the attack surface of the Supplier System) within the timescales set out in the test report or such other timescales as may be agreed with the Buyer.
6.5 The Supplier shall conduct such further tests of the Supplier System as may be required by the Buyer from time to time to demonstrate compliance with its obligations set out this Schedule and the Call-Off Contract.
6.6 The Supplier shall notify the Buyer immediately if it fails to, or believes that it will not, mitigate the vulnerability within the timescales set out in Annex 1 to this Schedule.  
7. [bookmark: _Ref505003510]Security Monitoring and Reporting  
7.1 The Supplier shall:
7.1.1 monitor the delivery of assurance activities;
7.1.2 maintain and update the Security Management Plan in accordance with Paragraph 4;
7.1.3 agree a document which presents the residual security risks to inform the Buyer’s decision to give approval to the Supplier to Process, store and transit the Government Data;
7.1.4 monitor security risk impacting upon the operation of the Service;
7.1.5 report Breaches of Security in accordance with the approved Incident Management Process;
7.1.6 agree with the Buyer the frequency and nature of the security reports to be prepared and submitted by the Supplier to the Buyer within 30 days of the date of this Call-Off Contract.
8. [bookmark: kix.pf0kq1xwx1mu]Malicious Software 
8.1 The Supplier shall install and maintain Anti-Malicious Software or procure that Anti-Malicious Software is installed and maintained on any part of the Information Management System which may Process Government Data and ensure that such Anti-Malicious Software is configured to perform automatic software and definition updates as well as regular scans of the Information Management System to check for, prevent the introduction of Malicious Software or where Malicious Software has been introduced into the Information Management System, to identify, contain the spread of, and minimise the impact of Malicious Software.
8.2 If Malicious Software is found, the parties shall cooperate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Government Data, assist each other to mitigate any Losses and to restore the Services to their desired operating efficiency.
8.3 Any cost arising out of the actions of the parties taken in compliance with the provisions of Paragraph 8.2 shall be borne by the parties as follows:
8.3.1 by the Supplier where the Malicious Software originates from the Supplier Software, the Third Party Software supplied by the Supplier or the Government Data (whilst the Government Data was under the control of the Supplier) unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier; and 
8.3.2 by the Buyer, in any other circumstance.
9. Breach of Security 
9.1 If either party becomes aware of a Breach of Security it shall notify the other in accordance with the Incident Management Process.
9.2 The Incident Management Process shall, as a minimum, require the Supplier to do the following upon it becoming aware of a Breach of Security or attempted Breach of Security: 
9.2.1 Immediately take all reasonable steps necessary to:
(a) minimise the extent of actual or potential harm caused by such Breach of Security;
(b) remedy such Breach of Security to the extent possible; 
(c) apply a tested mitigation against any such Breach of Security; and
(d) prevent a further Breach of Security in the future which exploits the same root cause failure;
9.2.2 as soon as reasonably practicable and, in any event, within 2 Working Days, following the Breach of Security or attempted Breach of Security, provide to the Buyer full details of the Breach of Security or attempted Breach of Security, including a root cause analysis where required by the Buyer.
9.3 In the event that any action is taken in response to a Breach of Security or attempted Breach of Security as a result of non-compliance by the Supplier, its Subcontractors and/or all or any part of the Information Management System with this Call-Off Contract, then such remedial action shall be completed at no additional cost to the Buyer. 



Annex 1:  Security Requirements
Security Classification of Information 
If the provision of the Services requires the Supplier to Process Government Data which is classified as OFFICIAL-SENSITIVE, the Supplier shall implement such additional measures as agreed with the Buyer from time to time in order to ensure that such information is safeguarded in accordance with the applicable Standards. 	
End User Devices
The Supplier shall ensure that any Government Data which resides on a mobile, removable or physically uncontrolled device is stored encrypted using a product or system component which has been formally assured through a recognised certification process agreed with the Buyer except where the Buyer has given its prior written consent to an alternative arrangement.
The Supplier shall ensure that any device which is used to Process Government Data meets all of the security requirements set out in the NCSC End User Devices Platform Security Guidance, a copy of which can be found at:  https://www.ncsc.gov.uk/collection/end-user-device-security
Networking
The Supplier shall ensure that any Government Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.
Personnel Security
All Supplier Personnel shall be subject to a pre-employment check before they may participate in the provision and or management of the Services.  Such pre-employment checks must include all pre-employment checks which are required by the HMG Baseline Personnel Security Standard including: verification of the individual's identity; verification of the individual's nationality and immigration status; and, verification of the individual's employment history; verification of the individual's criminal record.
The Buyer and the Supplier shall review the roles and responsibilities of the Supplier Personnel who will be involved in the management and/or provision of the Services in order to enable the Buyer to determine which roles require additional vetting and a specific national security vetting clearance (e.g. a Counter Terrorist Check; a Security Check).  Roles which are likely to require additional vetting and a specific national security vetting clearance include system administrators whose role would provide those individuals with privileged access to IT systems which Process Government Data or data which is classified as OFFICIAL-SENSITIVE.
The Supplier shall not permit Supplier Personnel who fail the security checks required by Paragraphs 4.1 and 4.2 to be involved in the management and/or provision of the Services except where the Buyer has expressly agreed in writing to the involvement of the named individual in the management and/or provision of the Services.
The Supplier shall ensure that Supplier Personnel are only granted such access to Government Data as is necessary to enable the Supplier Personnel to perform their role and to fulfil their responsibilities. 
The Supplier shall ensure that Supplier Personnel who no longer require access to the Government Data (e.g. they cease to be employed by the Supplier or any of its Sub-contractors), have their rights to access the Government Data revoked within 1 Working Day.
Identity, Authentication and Access Control
The Supplier shall operate an access control regime to ensure: 
9.3.1 all users and administrators of the Supplier System are uniquely identified and authenticated when accessing or administering the Services; and
9.3.2 all persons who access the Sites are identified and authenticated before they are allowed access to the Sites.
The Supplier shall apply the ‘principle of least privilege’ when allowing persons access to the Supplier System and Sites so that such persons are allowed access only to those parts of the Sites and the Supplier System they require. 
The Supplier shall retain records of access to the Sites and to the Supplier System and shall make such record available to the Buyer on request.  
Data Destruction or Deletion 
The Supplier shall:
prior to securely sanitising any Government data or when requested the Supplier shall provide the Government with all Government Data in an agreed open format;
have documented processes to ensure the availability of Government Data in the event of the Supplier ceasing to trade;
securely erase in a manner agreed with the Buyer any or all Government Data held by the Supplier when requested to do so by the Buyer; 
securely destroy in a manner agreed with the Buyer all media that has held Government Data at the end of life of that media in accordance with any specific requirements in this Call-Off Contract and, in the absence of any such requirements, as agreed by the Buyer; and  
implement processes which address the CPNI and NCSC guidance on secure sanitisation.
Audit and Protective Monitoring
The Supplier shall collect audit records which relate to security events in the Information Management System or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include regular reports and alerts setting out details of access by users of the Information Management System, to enable the identification of (without limitation) changing access trends, any unusual patterns of usage and/or accounts accessing higher than average amounts of Government Data.
The Supplier and the Buyer shall work together to establish any additional audit and monitoring requirements for the Information Management System.
The retention periods for audit records and event logs must be agreed with the Buyer and documented in the Security Management  Plan.  
Location of Government Data 
The Supplier shall not and shall procure that none of its Sub-contractors Process Government Data outside the UK without the prior written consent of the Buyer, which may be subject to conditions.
Vulnerabilities and Corrective Action 
The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the Information Management System will be discovered which unless mitigated will present an unacceptable risk to the Government Data. 
[bookmark: _Ref507060078]The severity of vulnerabilities for COTS Software shall be categorised by the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the vulnerability scoring according to the agreed method in the Security Management  Plan and using the appropriate vulnerability scoring systems including:
9.3.3 the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’, ‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out by NIST at http://nvd.nist.gov/cvss.cfm); and 
9.3.4 Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’) respectively.
Subject to Paragraph 9.4, the Supplier shall procure the application of security patches to vulnerabilities in the Information Management System within: 
9.3.5 7 days after the public release of patches for those vulnerabilities categorised as ‘Critical’; 
9.3.6 30 days after the public release of patches for those vulnerabilities categorised as ‘Important’; and 
9.3.7 60 days after the public release of patches for those vulnerabilities categorised as ‘Other’.
The timescales for applying patches to vulnerabilities in the Information Management System set out in Paragraph 9.3 shall be extended where:
9.3.8 the Supplier can demonstrate that a vulnerability in the Information Management System is not exploitable within the context of the Services (e.g. because it resides in a Software component which is not involved in running in the Services) provided such vulnerabilities shall be remedied by the Supplier within the timescales set out in Paragraph 9.3 if the vulnerability becomes exploitable within the context of the Services;
9.3.9 the application of a ‘Critical’ or ‘Important’ security patch adversely affects the Supplier’s ability to deliver the Services in which case the Supplier shall be granted an extension to such timescales of 5 days, provided the Supplier had followed and continues to follow the security patch test plan agreed with the Buyer; or
9.3.10 the Buyer agrees a different maximum period after a case-by-case consultation with the Supplier under the processes defined in the Security  Management  Plan.   
The Security Management  Plan shall include provisions for major version upgrades of all COTS Software to be kept up to date such that all COTS Software are always in mainstream support throughout the Term unless otherwise agreed by the Buyer in writing. All COTS Software should be no more than N-1 versions behind the latest software release.
Secure Architecture
The Supplier shall design the Information Management System in accordance with: 
9.3.11 the NCSC "Security Design Principles for Digital Services", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main; 
9.3.12 the NCSC "Bulk Data Principles", a copy of which can be found at https://www.ncsc.gov.uk/guidance/protecting-bulk-personal-data-main; and 
9.3.13 the NSCS "Cloud Security Principles", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles and which are summarised below:
(a) "Cloud Security Principle 1: data in transit protection" which, amongst other matters, requires that user data transiting networks should be adequately protected against tampering and eavesdropping;
(b) "Cloud Security Principle 2: asset protection and resilience" which, amongst other matters, requires that user data, and the assets storing or processing it, should be protected against physical tampering, loss, damage or seizure;
(c) "Cloud Security Principle 3: separation between users" which, amongst other matters, requires that a malicious or compromised user of the service should not be able to affect the service or data of another;
(d) "Cloud Security Principle 4: governance framework" which, amongst other matters, requires that the Supplier should have a security governance framework which coordinates and directs its management of the Services and information within it;
(e) "Cloud Security Principle 5: operational security" which, amongst other matters, requires that the Services need to be operated and managed securely in order to impede, detect or prevent a Breach of Security;
(f) "Cloud Security Principle 6: personnel security" which, amongst other matters, requires that where Supplier Personnel have access to Government Data and/or the Buyer System that those personnel be subject to appropriate security screening and regular security training;
(g) "Cloud Security Principle 7: secure development" which, amongst other matters, requires that the Services be designed and developed to identify and mitigate threats to their security;
(h) "Cloud Security Principle 8: supply chain security" which, amongst other matters, requires the Supplier to ensure that appropriate security controls are in place with its Sub-contractors and other suppliers;
(i) "Cloud Security Principle 9: secure user management" which, amongst other matters, requires the Supplier to make the tools available for the Buyer to securely manage the Buyer's use of the Service;
(j) "Cloud Security Principle 10: identity and authentication" which, amongst other matters, requires the Supplier to implement appropriate controls in order to ensure that access to Service interfaces is constrained to authenticated and authorised individuals;
(k) "Cloud Security Principle 11: external interface protection" which, amongst other matters, requires that all external or less trusted interfaces with the Services should be identified and appropriately defended;
(l) "Cloud Security Principle 12: secure service administration" which, amongst other matters, requires that any ICT system which is used for administration of a cloud service will have highly privileged access to that service;
(m) "Cloud Security Principle 13: audit information for users" which, amongst other matters, requires the Supplier to be able to provide the Buyer with the audit records it needs to monitor access to the Service and the Government Data held by the Supplier and/or its Sub-contractors; and
(n) "Cloud Security Principle 14: secure use of the service" which, amongst other matters, requires the Supplier to educate Supplier Personnel on the safe and secure use of the Information Management System.



Annex 2: Security Requirements for Sub-contractors
Application of Annex
This Annex applies to all Sub-contractors that Process Government Data.
The Supplier must:
ensure that those Sub-contractors comply with the provisions of this Annex;
keep sufficient records to demonstrate that compliance to the Buyer; and
ensure that its Implementation Plan includes Deliverable Items, Milestones and Milestone Dates that relate to the design, implementation and management of any systems used by Sub-contractors to Process Government Data.
Designing and managing secure solutions
The Sub-contractor shall implement their solution(s) to mitigate the security risks in accordance with the NCSC’s Cyber Security Design Principles https://www.ncsc.gov.uk/collection/cyber-security-design-principles. 
The Sub-contractor must assess their systems against the NCSC Cloud Security Principles:  https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles at their own cost and expense to demonstrate that the people, process, technical and physical controls have been delivered in an effective way. The Sub-contractor must document that assessment and make that documentation available to the Buyer on the Buyer’s request.
Data Processing, Storage, Management and Destruction
The Sub-contractor must not Process any Government Data outside the UK. The Buyer may permit the Sub-contractor to Process Government Data outside the UK and may impose conditions on that permission, with which the Sub-contractor must comply. Any permission must be in writing to be effective.
The Sub-contractor must securely erase any or all Government Data held by the Sub-contractor when requested to do so by the Buyer; and securely destroy all media that has held Government Data at the end of life of that media in accordance with the NCSC Assured Service (CAS) Service Requirement Sanitisation Standard, or an alternative agreed in writing by the Buyer.
Personnel Security
The Sub-contractor must perform appropriate checks on their staff before they may participate in the provision and or management of the Services. Those checks must include all pre-employment checks required by the HMG Baseline Personnel Security Standard including: verification of the individual's identity; verification of the individual's nationality and immigration status; verification of the individual's employment history; and verification of the individual's criminal record. The HMG Baseline Personnel Security Standard is at https://www.gov.uk/government/publications/government-baseline-personnel-security-standard.
The Sub-contractor must, if the Buyer requires, at any time, ensure that one or more of the Sub-contractor’s staff obtains Security Check clearance in order to Process Government Data containing Personal Data above certain volumes specified by the Buyer, or containing Special Category Personal Data.
Any Sub-contractor staff who will, when performing the Services, have access to a person under the age of 18 years must undergo DBS checks
End User Devices
The Sub-contractor shall ensure that any Government Data stored (for any period of time) on a mobile, removable or physically uncontrolled device is encrypted. The Sub-contractor must follow the Information Commissioner’s Office guidance on implementing encryption, which can be found at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/.
The Supplier shall ensure that any device used to Process Government Data meets all the security requirements set out in the NCSC End User Devices Platform Security Guidance, which can be found at: https://www.ncsc.gov.uk/guidance/end-user-device-security.
Networking
The Supplier shall ensure that any Government Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.
Patching and Vulnerability Scanning
The Sub-contractor must proactively monitor supplier vulnerability websites and ensure all necessary patches and upgrades are applied to maintain security, integrity and availability in accordance with the NCSC Cloud Security Principles. 
Third Party Subcontractors
The Sub-contractor must not transmit or disseminate the Government Data to any other person unless specifically authorised by the Buyer. Such authorisation must be in writing to be effective and may be subject to conditions.
The Sub-contractor must not, when performing any part of the Services, use any software to Process the Government Data where the licence terms of that software purport to grant the licensor rights to Progress the Government Data greater than those rights strictly necessary for the use of the software.


Annex 3:  Security Management Plan Template
























Part 2: Accreditation Schedule
Definitions
1. In this Schedule, the following definitions shall apply:
	"Accreditation"
	the assessment of the Core Information Management System in accordance with Paragraph 6 by the Buyer or an independent information risk manager/professional appointed by the Buyer, which results in an Accreditation Decision;

	"Accreditation Decision"
	is the decision of the Buyer, taken in accordance with the process set out in Paragraph 6, to issue the Supplier with a Risk Management Approval Statement or a Risk Management Rejection Notice in respect of the Core Information Management System; 

	"Accreditation Plan"
	the Supplier's plan to attain an Risk Management Approval Statement from the Buyer, which is prepared by the Supplier and approved by the Buyer in accordance with Paragraph6.6;

	“Anti-Malicious Software”
	means software that scans for and identifies possible Malicious Software in the ICT Environment;

	“Baseline Security Requirements”
	means those requirements set out in Annex 4.

	"Breach of Security"
	the occurrence of:
any unauthorised access to or use of the Services, the Buyer Premises, the Sites, the Supplier System, the Buyer System and/or any information or data (including the Confidential Information and the Government Data) used by the Buyer, the Supplier or any Subcontractor in connection with this Call-Off Contract; 
the loss (physical or otherwise) and/or unauthorised disclosure of any information or data (including the Confidential Information and the Government Data), including copies of such information or data, used by the Buyer, the Supplier or any Subcontractor in connection with this Call-Off Contract; and/or
any part of the Supplier System ceasing to be compliant with the Certification Requirements,
in each case as more particularly set out in the security requirements in Framework Schedule 1 (Specification) and the Order Form and the Baseline Security Requirements;

	"Buyer System"
	the Buyer's computing environment (consisting of hardware, software and/or telecommunications networks or equipment) used by the Buyer or the Supplier in connection with this Call-Off Contract which is owned by or licensed to the Buyer by a third party and which interfaces with the Supplier System or which is necessary for the Buyer to receive the Deliverables;

	"Certification Requirements"
	the requirements set out in Paragraphs 7.1 to 7.6, inclusive;

	“CHECK Service Provider”
	means a company which has been certified by the National Cyber Security Centre, holds "Green Light" status and is authorised to provide the ITHC services required by the Paragraph 8.2 of Call-Off Schedule 9 (Security Management);

	“CIMS Subcontractor”
	a Subcontractor that provides or operates the whole, or a substantial part, of the Core Information Management System;

	“Commercial off the shelf Software” or “COTS Software”
	Non-customised software where the IPR may be owned and licensed either by the Supplier or a third party depending on the context, and which is commercially available for purchase and subject to standard licence terms

	"Core Information Management System"
	those information assets, ICT systems and/or Sites which will be used by the Supplier and/or its Subcontractors to Process Government Data, together with the associated information management system (including organisational structure, controls, policies, practices, procedures, processes and resources) which the Buyer has determined in accordance with Paragraph 4.2 shall be subject to Accreditation;

	“CREST Service Provider”
	means a company with a SOC Accreditation from CREST International;

	“Higher Risk Sub-contractor”
	means a Sub-contractor that Processes Government Data, where that data includes either:
the Personal Data of 1000 or more individuals in aggregate during the period between the Call-off Start Date and the End Date; or
Special Category Personal Data, other than information about the access or dietary requirements of the individuals concerned.

	"ICT Environment"
	the Buyer System and the Supplier System;

	"Information Management System"
	means the Core Information Management System and the Wider Information Management System;

	"IT Health Check"
	has the meaning given Paragraph 8.1.1;

	"Malicious Software"
	any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence;

	“Medium Risk Subcontractor"
	means a Sub-contractor that Processes Government Data, where that data
includes the Personal Data of between 100 and 999 individuals (inclusive) in the period between the Call-off Start Date and the End Date; and
does not include Special Category Personal Data, other than information about the access or dietary requirements of the individuals concerned.

	“Personal Data”
	has the meaning given in the Data Protection Legislation;

	“Personal Data Breach”
	has the meaning given in the Data Protection Legislation;

	“Personal Data Processing Statement”
	sets out: (i) the types of Personal Data which the Supplier and/or its Subcontractors are Processing on behalf of the Buyer; (ii) the categories of Data Subjects whose Personal Data the Supplier and/or its Subcontractors are Processing on behalf of the Buyer; the nature and purpose of such Processing; (iii) the locations at which the Supplier and/or its Subcontractors Process Government Data; and, (iv) the Protective Measures that the Supplier and, where applicable, its Subcontractors have implemented to protect the Government Data against a Security Breach including a Personal Data Breach, which shall be prepared by the Supplier in accordance with Paragraph 6.4 and included in the Risk Management Documentation;

	"Process Government Data"
	any operation which is performed on Government Data, whether or not by automated means, including adapting, altering, collecting, combining, copying, destroying, erasing, organising, publishing retrieving, storing, structuring, transmitting or otherwise using Government Data; 

	"Required Changes Register"
	is a register which forms part of the Security Management Plan which records each of the changes that the Supplier has agreed with the Buyer shall be made to the Core Information Management System and/or the Security Management Plan as a consequence of the occurrence of any of the events set out in Paragraph 6.15.1 together with the date on which each such change shall be implemented and the date on which each such change was implemented;

	"Risk Management Approval Statement"
	a notice issued by the Buyer which sets out the information risks associated with using the Core Information Management System and confirms that the Buyer is satisfied that the identified risks have been adequately and appropriately addressed and that the residual risks are understood and accepted by the Buyer; 

	"Risk Management Reject Notice"
	has the meaning given in Paragraph 6.9.2;

	"Security Management Plan"
	has the meaning given in Paragraph 6.5;

	"Security Test"
	has the meaning given Paragraph 8.1; and

	“Special Category Personal Data”
	means the categories of Personal Data set out in article 9(1) of the GDPR. 

	"Statement of Information Risk Appetite"
	has the meaning given in Paragraph 5.1;.

	“Subcontractor Security Requirements”
	means those requirements set out in Annex 5.

	"Supplier System"
	the information and communications technology system used by the Supplier in supplying the Deliverables, including the COTS Software, the Supplier Equipment, configuration and management utilities, calibration and testing tools and related cabling (but excluding the Buyer System);

	"Vulnerability Correction Plan"
	has the meaning given in Paragraph 8.3.3(a); and

	"Wider Information Management System"
	those information assets, ICT systems and/or Sites which will be used by the Supplier and/or its Subcontractors to Process Government Data which have not been determined by the Buyer to form part of the Core Information Management System, together with the associated information management system (including organisational structure, controls, policies, practices, procedures, processes and resources).


[bookmark: _gjdgxs]Introduction
This Schedule sets out: 
the arrangements the Supplier must implement before, and comply with when, providing the Services and performing its other obligations under this Call-Off Contract to ensure the security of the Government Data, the ICT Environment, the Services and the Information Management System;
the process which shall apply to the Accreditation of the Core Information Management System in Paragraph 6;
the Certification Requirements applicable to the Wider Information Management System in Paragraph 7;
the Security Tests which the Supplier shall conduct during the Call-Off Contract Period in Paragraph 8;
the Security Tests which the Buyer may conduct during the Call-Off Contract Period in Paragraph 8.6;
the requirements to patch vulnerabilities in the Core Information Management System in Paragraph 9; 
the obligations on the Supplier to prevent the introduction of Malicious Software into the Information Management System and to scan for, contain the spread of, and minimise the impact of Malicious Software which is introduced into the Information Management System in Paragraph 10; and
each Party's obligations in the event of an actual or attempted Breach of Security in Paragraph 11.
Principles of Security
[bookmark: _Ref20767142]The Supplier acknowledges that the Buyer places great emphasis on the confidentiality, integrity and availability of the Government Data and, consequently on the security of:
the Sites;
the ICT Environment; 
[bookmark: _Ref21600818]the Services; and
the Core Information Management System.
Notwithstanding the involvement of the Buyer in the Accreditation of the Core Information Management System, the Supplier shall be and shall remain responsible for:
the security, confidentiality, integrity and availability of the Government Data whilst that Government Data is under the control of the Supplier or any of its Subcontractors; and
the security of the Information Management System.
The Supplier shall:
comply with the Baseline Security Requirements; and
ensure that each Sub-contractor that Processes Government Data complies with the Subcontractor Security Requirements.
The Operational Board established under Paragraph 4.1 of Call-Off Schedule 15 (Call-Off Contract Management) shall, in addition to its responsibilities set out that Schedule, monitor and may also provide recommendations to the Supplier on the Accreditation of the Core Information Management System.  
To facilitate the Supplier's design, implementation, operation, management and continual improvement of the Security Management Plan and the security of the Services and Information Management System and otherwise:
the Supplier shall provide access to the Supplier Staff responsible for information assurance; and
the Buyer shall provide access to its personnel responsible for information assurance at reasonable times on reasonable notice.
Information Management System 
[bookmark: _Ref497234891]The Information Management System comprises the Core Information Management System and the Wider Information Management System.
The Buyer shall be responsible for determining the boundary between the Core Information Management System and the Wider Information Management System.  In order to enable the Buyer to make such determination, the Supplier shall provide the Buyer with such documentation and information that the Buyer may reasonably require regarding any information assets, ICT systems and/or Sites which will be used by the Supplier or any Subcontractor to Process Government Data together with the associated information management system (including organisational structure, controls, policies, practices, procedures, processes and resources).  The Buyer shall notify the Supplier, as soon as reasonably practical following the receipt of such documentation and information, of its decision regarding the component parts of the Core Information Management System and its boundary with the Wider Information Management System. The Supplier shall reproduce the Buyer’s decision as a diagram documenting the Core Information Management System, the Wider Information Management system and the boundary between the two. This diagram shall form part of the Security Management Plan.
[bookmark: _Ref26455683]Any proposed change to the component parts of the Core Information Management System or the boundary between the Core Information Management System and the Wider Information Management System shall be notified and processed in accordance with Clause 24 of the Core Terms (Changing the contract).
Statement of Information Risk Appetite and Baseline Security Requirements 
[bookmark: _Ref497296427]The Supplier acknowledges that the Buyer has provided and the Supplier has received a statement of information risk appetite for the Supplier System and the Services (the "Statement of Information Risk Appetite"). 
The Buyer's Baseline Security Requirements in respect of the Core Information Management System are set out in Annex 4.
[bookmark: _30j0zll][bookmark: _Ref497310665][bookmark: _Ref497314920]Accreditation of the Core Information Management System
The Core Information Management System shall be subject to Accreditation in accordance with this Paragraph 6.
The Supplier acknowledges that the purpose of Accreditation is to ensure that:
the Security Management Plan accurately represents the Core Information Management System; 
the Accreditation Plan, if followed, provides the Buyer with sufficient confidence that the CIMS will meet the requirements of the Baseline Security Requirements and the Statement of Risk Appetite; and
the residual risks of the Core Information Management System are no greater than those provided for in the Statement of Risk Appetite and Baseline Security Requirements.
The Accreditation shall be performed by the Buyer or by representatives appointed by the Buyer.
In addition to any obligations imposed by Call-Off Schedule 13 (Implementation Plan and Testing) the Supplier must ensure that its Implementation Plan sets out in sufficient detail how it will ensure compliance with the requirements of this Call-Off Schedule 9 (Security Management), including any requirements imposed on Subcontractors by Annex 4, from the Call-Off Start Date.
[bookmark: _1fob9te][bookmark: _Ref497296073]By the date specified in the Implementation Plan, the Supplier shall prepare and submit to the Buyer the risk management documentation for the Core Information Management System, which shall be subject to approval by the Buyer in accordance with, this Paragraph 6 (the "Security Management Plan").  
[bookmark: _3znysh7][bookmark: _Ref26353361]The Security Management Plan shall be structured in accordance with the template as set out in Annex 6 and include:
the Accreditation Plan, which shall include: 
the dates on which each subsequent iteration of the Security Management Plan will be delivered to the Buyer for review and staged approval; and
the date by which the Supplier is required to have received a Risk Management Approval Statement from the Buyer together with details of each of the tasks which must be completed by the Supplier, Milestones which must be Achieved and the Buyer responsibilities which must be completed in order for the Supplier to receive a Risk Management Approval Statement pursuant to Paragraph 6.9.1. 
a formal risk assessment of the Core Information Management System and a risk treatment plan for the Core Information Management System;  
a completed ISO 27001:2013 Statement of Applicability for the Core Information Management System; the process for managing any security risks from Subcontractors and third parties authorised by the Buyer with access to the Services, processes associated with the delivery of the Services, the Buyer Premises, the Sites, the Supplier System, the Buyer System (to extent that it is under the control of the Supplier) and any IT, Information and data (including the Confidential Information of the Buyer and the Government Data) and any system that could directly or indirectly have an impact on that Information, data and/or the Services;
unless such requirement is waived by the Buyer, proposed controls that will be implemented in respect of all aspects of the Services and all processes associated with the delivery of the Services, including the Buyer Premises, the Sites, the Supplier System, the Buyer System (to the extent that it is under the control of the Supplier) and any IT, Information and data (including the Confidential Information of the Buyer and the Government Data) to the extent used by the Buyer or the Supplier in connection with this Call-Off Contract or in connection with any system that could directly or indirectly have an impact on that Information, data and/or the Services; 
the Required Changes Register; 
evidence that the Supplier and each applicable Subcontractor is compliant with the Certification Requirements;
a Personal Data Processing Statement;
The diagram documenting the Core Information Management System, the Wider Information Management System and the boundary between the two created under Paragraph 4.2.
[bookmark: _2et92p0][bookmark: _Ref26363891]To facilitate Accreditation of the Core Information Management System, the Supplier shall provide the Buyer and its authorised representatives with:
access to the Sites, ICT information assets and ICT systems within the Core Information Management System on request or in accordance with the Accreditation Plan; and
such other information and/or documentation that the Buyer or its authorised representatives may reasonably require, to enable the Buyer to establish that the Core Information Management System is compliant with the Security Management Plan.
[bookmark: _tyjcwt][bookmark: _Ref497401959]The Buyer shall, by the relevant date set out in the Accreditation Plan, review Security Management Plan and issue to the Supplier either:
[bookmark: _3dy6vkm][bookmark: _Ref26366084]a Risk Management Approval Statement which will then form part of the Security Management Plan, confirming that the Buyer is satisfied that the identified risks to the Core Information Management System have been adequately and appropriately addressed and that the residual risks are understood and accepted by the Buyer; or
[bookmark: _1t3h5sf][bookmark: _Ref497299857]a rejection notice stating that the Buyer considers that the identified risks to the Core Information Management System have not been adequately or appropriately addressed or the residual risks to the Core Information Management System have not been reduced to the level anticipated by the Statement of Information Risk Appetite, and the reasons why ("Risk Management Rejection Notice").   
[bookmark: _4d34og8][bookmark: _Ref497404603]If the Buyer issues a Risk Management Rejection Notice, the Supplier shall, within 20 Working Days of the date of the Risk Management Rejection Notice:
address all of the issues raised by the Buyer in such notice;
update the Security Management Plan, as appropriate, and 
notify the Buyer that the Core Information Management System is ready for an Accreditation Decision.  
[bookmark: _Ref26363981]If the Buyer issues a two or more  Risk Management Rejection Notices, the failure to receive a Risk Management Approval Statement shall constitute a material Default and the Buyer may by terminate this Call-Off Contract with immediate effect by issuing a Termination Notice to the Supplier in accordance with Clause 10.4 of the Core Terms.  
Subject to Paragraph 6.10, the process set out in Paragraphs 6.8 to 6.10 shall be repeated until such time as the Buyer issues a Risk Management Approval Statement to the Supplier or terminates this Call-Off Contract.  
The Supplier shall not use the Core Information Management System to Process Government Data prior to receiving a Risk Management Approval Statement.
[bookmark: _2s8eyo1]The Supplier shall keep the Core Information Management System and Security Management Plan under review and shall update the Security Management Plan annually in accordance with this Paragraph and the Buyer shall review the Accreditation Decision annually and following the occurrence of any of the events set out in Paragraph 6.15.    
[bookmark: _Ref499134617]The Supplier shall notify the Buyer within 2 Working Days after becoming aware of:
[bookmark: _Ref498521409]a significant change to the components or architecture of the Core Information Management System;
a new risk or vulnerability is identified to the components or architecture of the Core Information Management System;
a change in the threat profile;
a Subcontractor failure to comply with the Core Information Management System code of connection;
a significant change to any risk component;
a significant change in the quantity of Personal Data held within the Core Information Management System;
where the Supplier has previously Processed Personal Data that does not include Special Category Personal Data, it starts to Process Special Category Personal Data, other than data relating to accessibility or dietary requirements relating to an individual;
a proposal to change any of the Sites from which any part of the Services are provided; and/or
[bookmark: _Ref498521416]an ISO27001 audit report produced in connection with the Certification Requirements indicates significant concerns; and 
update the Required Changes Register and provide the updated Required Changes Register to the Buyer for review and approval within 10 Working Days after the initial notification or such other timescale as may be agreed with the Buyer.  
If the Supplier fails to implement a change which is set out in the Required Changes Register by the date agreed with the Buyer, such failure shall constitute a material Default and the Supplier shall: 
immediately cease using the Core Information Management System to Process Government Data until the Default is remedied, unless directed otherwise by the Buyer in writing and then it may only continue to Process Government Data in accordance with the Buyer's written directions; and
where such Default is capable of remedy, the Supplier shall remedy such Default within the timescales set by the Buyer and, should the Supplier fail to remedy the Default within such timescales, the Buyer may terminate this Call-Off Contract with immediate effect by issuing a Termination Notice to the Supplier in accordance with Clause 10.4 of the Core Terms.
The Supplier shall review each Change Request against the Security Management Plan to establish whether the documentation would need to be amended should such Change Request be agreed and, where a Change Request would require an amendment to the Security Management Plan, the Supplier shall set out any proposed amendments to the documentation in the Impact Assessment associated with such Change Request for consideration and approval by the Buyer.  
The Supplier shall be solely responsible for the costs associated with developing and updating the Security Management Plan and carrying out any remedial action required by the Buyer as part of the Accreditation process.
[bookmark: _Ref497234633]Certification Requirements
[bookmark: _Ref20770041]The Supplier shall ensure, at all times during the Call-Off Contract Period, that it is certified as compliant with:
ISO/IEC 27001:2013 by a UKAS approved certification body or are included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; and 
Cyber Essentials PLUS, in accordance with the requirements in Framework Schedule 9 (Cyber Essentials Scheme), and shall provide the Buyer with a copy of each such certificate of compliance before the Supplier or the relevant Subcontractor (as applicable) shall be permitted to use the Core Information Management System to receive, store or Process any Government Data. 
[bookmark: _17dp8vu][bookmark: _Ref20770046]Notwithstanding anything else in this Contract, a CMIS Subcontractor shall be treated for all purposes as a Key Subcontractor.
In addition to the obligations contained in Joint Schedule 6 (Key Subcontractors), the Supplier must ensure that the Key Subcontract with each CIMS Subcontractor:
contains obligations no less onerous on the Key Subcontractor than those imposed on the Supplier under this Call-Off Schedule 6 (Security Management); but
provides for the Buyer to perform Accreditation of any part of the Core Information Management System that the CIMS Subcontractor provides or operates which is not otherwise subject to Accreditation under this Call-Off Schedule 6 (Security Management).
The Supplier shall ensure that each Higher Risk Subcontractor is certified as compliant with either:
ISO/IEC 27001:2013 by a United Kingdom Accreditation Service-approved certification body or is included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; or 
Cyber Essentials PLUS, in accordance with the requirements in Framework Schedule 9 (Cyber Essentials Scheme), 
and shall provide the Buyer with a copy of each such certificate of compliance before the Higher-Risk Subcontractor shall be permitted to receive, store or Process Government Data.
[bookmark: _Ref26353763]The Supplier shall ensure that each Medium Risk Subcontractor is certified compliant with Cyber Essentials, in accordance with the requirements in Framework Schedule 9 (Cyber Essentials Scheme).
[bookmark: _Ref21608338]The Supplier shall ensure that the Supplier and each Subcontractor who is responsible for the secure destruction of Government Data:
securely destroys Government Data only on Sites which are included within the scope of an existing certification of compliance with ISO/IEC 27001:2013; and
are certified as compliant with the NCSC Assured Service (CAS) Service Requirement Sanitisation Standard or an alternative standard as agreed by the Buyer. 
1. The Supplier shall provide the Buyer with evidence of its and its Subcontractor's compliance with the requirements set out in this Paragraph before the Supplier or the relevant Subcontractor (as applicable) shall be permitted to carry out the secure destruction of the Government Data.
The Supplier shall notify the Buyer as soon as reasonably practicable and, in any event within 2 Working Days, if the Supplier or any Subcontractor ceases to be compliant with the Certification Requirements and, on request from the Buyer, shall or shall procure that the relevant Subcontractor shall: 
immediately ceases using the Government Data; and
procure that the relevant Subcontractor promptly returns, destroys and/or erases the Government Data in accordance with Baseline Security Requirements. 
The Buyer may agree to exempt in whole or part the Supplier or any Subcontractor from the Certification Requirements. Any exemption must be in writing to be effective. The Supplier must include the exemption in the Security Management Plan.
[bookmark: _3rdcrjn][bookmark: _Ref497315511]Security Testing
[bookmark: _Ref497296401]The Supplier shall, at its own cost and expense: 
[bookmark: _Ref497234905]procure testing of the Core Information Management System by a CHECK Service Provider or a CREST Service Provider (an “IT Health Check”): 
prior to it submitting the Security Management Plan to the Buyer for an Accreditation Decision; 
if directed to do so by the Buyer; and 
once every 12 months during the Call-Off Contract Period.
conduct vulnerability scanning and assessments of the Core Information Management System monthly;
conduct an assessment as soon as reasonably practicable following receipt by the Supplier or any of its Subcontractors of a critical vulnerability alert from a supplier of any software or other component of the Core Information Management System to determine whether the vulnerability affects the Core Information Management System; and
conduct such other tests as are required by: 
any Vulnerability Correction Plans; 
the ISO27001 certification requirements;
[bookmark: _26in1rg]the Security Management Plan; and
[bookmark: _Ref26437321]the Buyer following a Breach of Security or a significant change to the components or architecture of the Core Information Management System,
0. (each a "Security Test").
[bookmark: _lnxbz9][bookmark: _Ref497406597]The Supplier shall provide the Buyer with the results of such Security Tests (in a form approved by the Buyer in advance) as soon as practicable, and in any case within 10 Working Days, after completion of each Security Test. 
[bookmark: _Ref497408959]In relation to each IT Health Check, the Supplier shall:
agree with the Buyer the aim and scope of the IT Health Check;
[bookmark: _35nkun2]promptly, and in any case no later than 10 Working Days, following receipt of each IT Health Check report, provide the Buyer with a copy of the IT Health Check report;
[bookmark: _1ksv4uv][bookmark: _Ref497408798]in the event that the IT Health Check report identifies any vulnerabilities, the Supplier shall: 
[bookmark: _Ref497234791]prepare a remedial plan for approval by the Buyer (each a "Vulnerability Correction Plan") which sets out in respect of each vulnerability identified in the IT Health Check report: 
how the vulnerability will be remedied; 
the date by which the vulnerability will be remedied;
the tests which the Supplier shall perform or procure to be performed (which may, at the discretion of the Buyer, include a further IT Health Check) to confirm that the vulnerability has been remedied;
comply with the Vulnerability Correction Plan; and
conduct such further Security Tests on the Core Information Management System as are required by the Vulnerability Correction Plan to confirm that the Vulnerability Correction Plan has been complied with.
[bookmark: _Ref497466261]The Security Tests shall be designed and implemented by the Supplier so as to minimise the impact on the delivery of the Services and the date, timing, content and conduct of such Security Tests shall be agreed in advance with the Buyer.  
The Buyer shall be entitled to send a representative to witness the conduct of the Security Tests.  Without prejudice to the Supplier's obligations under Paragraph 8.3, the Supplier shall provide the Buyer with the results of such Security Tests (in a form approved by the Buyer in advance) as soon as practicable, and in any case no later than 10 Working Days, after completion of each Security Test.
[bookmark: _Ref497315553]The Buyer and/or its authorised representatives shall be entitled, at any time and without giving notice to the Supplier, to carry out such tests (including penetration tests) as it may deem necessary in relation to the Service, the Information Management System and/or the Supplier's compliance with the Security Management Plan ("Buyer Security Tests").  The Buyer shall take reasonable steps to notify the Supplier prior to carrying out such Buyer Security Test to the extent that it is reasonably practicable for it to do so taking into account the nature of the Buyer Security Test. 
The Buyer shall notify the Supplier of the results of such Buyer Security Tests after completion of each Buyer Security Test.  
The Buyer Security Tests shall be designed and implemented so as to minimise their impact on the delivery of the Services. If a Buyer Security Test causes Supplier Non-Performance, the Buyer Security Test shall be treated as an Authority Cause for the purposes of Clause 5.1 of the Core Terms, except where the root cause of the Supplier Non-Performance was a weakness or vulnerability exposed by the Buyer Security Test.
[bookmark: _44sinio][bookmark: _Ref497409427]Without prejudice to the provisions of Paragraph 8.3.3, where any Security Test carried out pursuant to this Paragraph 8 reveals any actual or potential Breach of Security or weaknesses (including un-patched vulnerabilities, poor configuration and/or incorrect system management), the Supplier shall promptly notify the Buyer of any changes to the Core Information Management System and/or the Security Management Plan (and the implementation thereof) which the Supplier proposes to make in order to correct such failure or weakness.  Subject to the Buyer's prior written approval, the Supplier shall implement such changes to the Core Information Management System and/or the Security Management Plan and repeat the relevant Security Tests in accordance with the timetable agreed with the Buyer or, otherwise, as soon as reasonably possible.  
If the Buyer unreasonably withholds its approval to the implementation of any changes proposed by the Supplier to the Security Management Plan in accordance with Paragraph 8.8 above, the Supplier shall not be deemed to be in breach of this Call-Off Contract to the extent it can be shown that such breach: 
has arisen as a direct result of the Buyer unreasonably withholding its approval to the implementation of such proposed changes; and 
would have been avoided had the Buyer given its approval to the implementation of such proposed changes.  
For the avoidance of doubt, where a change to the Core Information Management System and/or the Security Management Plan is required to remedy non-compliance with the Risk Management Documentation, the Baseline Security Requirements and/or any obligation in this Call-Off Contract, the Supplier shall effect such change at its own cost and expense.  
If any repeat Security Test carried out pursuant to Paragraph 8.9 reveals an actual or potential Breach of Security or weakness exploiting the same root cause failure, such circumstance shall constitute a material Default and the Buyer may by terminate this Call-Off Contract with immediate effect by issuing a Termination Notice to the Supplier in accordance with Clause 10.4 of the Core Terms.
The Supplier shall, by 31 March of each year during the Call-Off Contract Period, provide to the Buyer a letter from its chief executive officer (or equivalent officer) confirming that having made due and careful enquiry:
the Supplier has in the previous year carried out all tests and has in place all procedures required in relation to security matters under this Call-Off Contract; and
the Supplier is confident that its security and risk mitigation procedures with respect to the Services remain effective.
[bookmark: _2jxsxqh][bookmark: _Ref498440336]Vulnerabilities and Corrective Action
The Buyer and the Supplier acknowledge that from time to time vulnerabilities in the Information Management System will be discovered which unless mitigated will present an unacceptable risk to the Government Data. 
The severity of vulnerabilities for COTS Software shall be categorised by the Supplier as ‘Critical’, ‘Important’ and ‘Other’ by aligning these categories to the vulnerability scoring according to the agreed method in the Security Management Plan and using the appropriate vulnerability scoring systems including:
the ‘National Vulnerability Database’ ‘Vulnerability Severity Ratings’: ‘High’, ‘Medium’ and ‘Low’ respectively (these in turn are aligned to CVSS scores as set out by NIST at http://nvd.nist.gov/cvss.cfm); and 
Microsoft’s ‘Security Bulletin Severity Rating System’ ratings ‘Critical’, ‘Important’, and the two remaining levels (‘Moderate’ and ‘Low’) respectively.
[bookmark: _Ref497467309][bookmark: _Ref497409849]Subject to Paragraph 9.4, the Supplier shall procure the application of security patches to vulnerabilities in the Core Information Management System within: 
7 days after the public release of patches for those vulnerabilities categorised as ‘Critical’; 
30 days after the public release of patches for those vulnerabilities categorised as ‘Important’; and 
60 days after the public release of patches for those vulnerabilities categorised as ‘Other’.
[bookmark: _Ref497467944]The timescales for applying patches to vulnerabilities in the Core Information Management System set out in Paragraph 9.3 shall be extended where:
the Supplier can demonstrate that a vulnerability in the Core Information Management System is not exploitable within the context of the Services (e.g. because it resides in a Software component which is not involved in running in the Services) provided such vulnerabilities shall be remedied by the Supplier within the timescales set out in Paragraph 9.3 if the vulnerability becomes exploitable within the context of the Services;
the application of a ‘Critical’ or ‘Important’ security patch adversely affects the Supplier’s ability to deliver the Services in which case the Supplier shall be granted an extension to such timescales of 5 days, provided the Supplier had followed and continues to follow the security patch test plan agreed with the Buyer; or
the Buyer agrees a different maximum period after a case-by-case consultation with the Supplier under the processes defined in the Security Management Plan.   
The Security Management Plan shall include provisions for major version upgrades of all COTS Software to be kept up to date such that all COTS Software are always in mainstream support throughout the Call-Off Contract Period unless otherwise agreed by the Buyer in writing.
The Supplier shall:
implement a mechanism for receiving, analysing and acting upon threat information supplied by NCSC, or any other competent Central Government Body;
promptly notify NCSC of any actual or sustained attempted Breach of Security; 
ensure that the Core Information Management System is monitored to facilitate the detection of anomalous behaviour that would be indicative of system compromise;
ensure it is knowledgeable about the latest trends in threat, vulnerability and exploitation that are relevant to the Core Information Management System by actively monitoring the threat landscape during the Call-Off Contract Period; 
pro-actively scan the Core Information Management System for vulnerable components and address discovered vulnerabilities through the processes described in the Security Management Plan; 
from the date specified in the Accreditation Plan and within 5 Working Days of the end of each subsequent month during the Call-Off Contract Period, provide the Buyer with a written report which details both patched and outstanding vulnerabilities in the Core Information Management System, the elapsed time between the public release date of patches and either time of application or for outstanding vulnerabilities the time of issue of such report and any failure to comply with the timescales set out in Paragraph 9.3 for applying patches to vulnerabilities in the Core Information Management System; 
propose interim mitigation measures to vulnerabilities in the Core Information Management System known to be exploitable where a security patch is not immediately available;
remove or disable any extraneous interfaces, services or capabilities that are not needed for the provision of the Services (in order to reduce the attack surface of the Core Information Management System); and
inform the Buyer when it becomes aware of any new threat, vulnerability or exploitation technique that has the potential to affect the security of the Core Information Management System and provide initial indications of possible mitigations.
If the Supplier is unlikely to be able to mitigate the vulnerability within the timescales under Paragraph 10, the Supplier shall immediately notify the Buyer.
If the Supplier fails to patch vulnerabilities in the Core Information Management System in accordance with Paragraph 9.3, such failure shall constitute a material Default and the Buyer may by terminate this Call-Off Contract with immediate effect by issuing a Termination Notice to the Supplier in accordance with Clause 10.4 of the Core Terms.
[bookmark: _Ref498440562][bookmark: _Ref26436556]Malicious Software 
[bookmark: _z337ya]The Supplier shall install and maintain Anti-Malicious Software or procure that Anti-Malicious Software is installed and maintained on any part of the Information Management System which may Process Government Data and ensure that such Anti-Malicious Software is configured to perform automatic software and definition updates as well as regular scans of the Information Management System to check for, prevent the introduction of Malicious Software or where Malicious Software has been introduced into the Information Management System, to identify, contain the spread of, and minimise the impact of Malicious Software.
[bookmark: _Ref497469582]If Malicious Software is found, the Parties shall cooperate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Government Data, assist each other to mitigate any Losses and to restore the Services to their desired operating efficiency.
any cost arising out of the actions of the Parties taken in compliance with the provisions of Paragraph 10.2 shall be borne by the Parties as follows:
by the Supplier where the Malicious Software originates from the Supplier Software, the Third-Party Software supplied by the Supplier or the Government Data (whilst the Government Data was under the control of the Supplier) unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Buyer when provided to the Supplier; and
otherwise by the Buyer.
[bookmark: _Ref498440351]Breach of Security
[bookmark: _Ref497470033]If either Party becomes aware of a Breach of Security or an attempted Breach of Security it shall notify the other in accordance with the security incident management process as set out in the Security Management Plan.
The security incident management process set out in the Security Management Plan shall, as a minimum, require the Supplier upon becoming aware of a Breach of Security or an attempted Breach of Security to:
immediately take all reasonable steps (which shall include any action or changes reasonably required by the Buyer which shall be completed within such timescales as the Buyer may reasonably require) necessary to:
minimise the extent of actual or potential harm caused by such Breach of Security;
remedy such Breach of Security to the extent possible and protect the integrity of the Information Management System against any such potential or attempted Breach of Security; 
apply a tested mitigation against any such Breach of Security or potential or attempted Breach of Security and, provided that reasonable testing has been undertaken by the Supplier, if the mitigation adversely affects the Supplier’s ability to deliver the Services so as to meet any Performance Indicator, the Supplier shall be granted relief against the failure to meet such affected Performance Indicator for such period as the Buyer, acting reasonably, may specify by written notice to the Supplier; and
prevent a further Breach of Security or attempted Breach of Security in the future exploiting the same root cause failure;
as soon as reasonably practicable and, in any event, within 2 Working Days, following the Breach of Security or attempted Breach of Security, provide to the Buyer full details of the Breach of Security or attempted Breach of Security, including a root cause analysis where required by the Buyer.
[bookmark: _3j2qqm3]In the event that any action is taken in response to a Breach of Security or attempted Breach of Security which occurred as a result of non-compliance of the Information Management System and/or the Security Management Plan with the Baseline Security Requirements and/or this Call-Off Contract, then such action and any required change to the Information Management System and/or Security Management Plan shall be completed by the Supplier at no cost to the Buyer.
If the Supplier fails to comply with its obligations set out in this Paragraph 11, such failure shall constitute a material Default, which if not remedied to the satisfaction of the Buyer, shall permit the Buyer to terminate this Call-Off Contract with immediate effect by issuing a Termination Notice to the Supplier in accordance with Clause 10.4 of the Core Terms.
[bookmark: _1y810tw][bookmark: _4i7ojhp][bookmark: _2xcytpi][bookmark: _1ci93xb]Data Processing, Storage, Management and Destruction
In addition to the obligations on the Supplier set out Clause 14 of the Core Terms (Data Protection) in respect of Processing Personal Data and compliance with the DPA, the Supplier shall:
Process Government Data only in the UK, except where the Buyer has given its consent in writing to a transfer of the Government Data to such other country;
on demand, provide the Buyer with all Government Data in an agreed open format;
have documented processes to guarantee availability of Government Data in the event of the Supplier ceasing to trade;
securely erase any or all Government Data held by the Supplier when requested to do so by the Buyer; and
securely destroy all media that has held Government Data at the end of life of that media in accordance with any specific requirements in this Call-Off Contract and, in the absence of any such requirements, as directed by the Buyer.




Annex 4:  Baseline Security Requirements
Security Classification of Information 
If the provision of the Services requires the Supplier to Process Government Data which is classified as: 
OFFICIAL-SENSITIVE, the Supplier shall implement such additional measures as agreed with the Buyer from time to time in order to ensure that such information is safeguarded in accordance with the applicable Standards; and/or 	
SECRET or TOP SECRET, the Supplier shall only do so where it has notified the Buyer prior to receipt of such Government Data and the Supplier shall implement additional measures as agreed with the Buyer from time to time in order to ensure that such information is safeguarded in accordance with the applicable Standards.
End User Devices
The Supplier shall ensure that any Government Data which resides on a mobile, removable or physically uncontrolled device is stored encrypted using a product or system component which has been formally assured through a recognised certification process agreed with the Buyer except where the Buyer has given its prior written consent to an alternative arrangement.
The Supplier shall ensure that any device which is used to Process Government Data meets all of the security requirements set out in the NCSC End User Devices Platform Security Guidance, a copy of which can be found at:  https://www.ncsc.gov.uk/guidance/end-user-device-security.
Networking
The Supplier shall ensure that any Government Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.
Personnel Security
[bookmark: _Ref497475095]All Supplier Staff shall be subject to a pre-employment check before they may participate in the provision and or management of the Services.  Such pre-employment checks must include all pre-employment checks which are required by the HMG Baseline Personnel Security Standard including: verification of the individual's identity; verification of the individual's nationality and immigration status; and, verification of the individual's employment history; verification of the individual's criminal record.
[bookmark: _Ref497475097]The Buyer and the Supplier shall review the roles and responsibilities of the Supplier Staff who will be involved in the management and/or provision of the Services in order to enable the Buyer to determine which roles require additional vetting and a specific national security vetting clearance (e.g. a Counter Terrorist Check; a Security Check).  Roles which are likely to require additional vetting and a specific national security vetting clearance include system administrators whose role would provide those individuals with privileged access to IT systems which Process Government Data or data which is classified as OFFICIAL-SENSITIVE.
The Supplier shall not permit Supplier Staff who fail the security checks required by Paragraphs 4.1 and 4.2 to be involved in the management and/or provision of the Services except where the Buyer has expressly agreed in writing to the involvement of the named individual in the management and/or provision of the Services.
The Supplier shall ensure that Supplier Staff are only granted such access to Government Data as is necessary to enable the Supplier Staff to perform their role and to fulfil their responsibilities. 
The Supplier shall ensure that Supplier Staff who no longer require access to the Government Data (e.g. they cease to be employed by the Supplier or any of its Subcontractors), have their rights to access the Government Data revoked within 1 Working Day.
Identity, Authentication and Access Control
The Supplier shall operate an access control regime to ensure: 
all users and administrators of the Supplier System are uniquely identified and authenticated when accessing or administering the Services; and
all persons who access the Sites are identified and authenticated before they are allowed access to the Sites.
The Supplier shall apply the ‘principle of least privilege’ when allowing persons access to the Supplier System and Sites so that such persons are allowed access only to those parts of the Sites and the Supplier System they require. 
The Supplier shall retain records of access to the Sites and to the Supplier System and shall make such record available to the Buyer on request.  
Audit and Protective Monitoring
The Supplier shall collect audit records which relate to security events in Core Information Management System or that would support the analysis of potential and actual compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit records should (as a minimum) include regular reports and alerts setting out details of access by users of the Core Information Management System, to enable the identification of (without limitation) changing access trends, any unusual patterns of usage and/or accounts accessing higher than average amounts of Government Data.
The Supplier and the Buyer shall work together to establish any additional audit and monitoring requirements for the Core Information Management System.
The retention periods for audit records and event logs must be agreed with the Buyer and documented in the Security Management Plan.  
Secure Architecture
0. The Supplier shall design the Core Information Management System in accordance with: 
0. the NCSC "Security Design Principles for Digital Services", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/security-design-principles-digital-services-main; 
0. the NCSC "Bulk Data Principles", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/protecting-bulk-personal-data-main; and
0. the NSCS "Cloud Security Principles", a copy of which can be found at: https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles and which are summarised below:
"Cloud Security Principle 1: data in transit protection" which, amongst other matters, requires that user data transiting networks should be adequately protected against tampering and eavesdropping;
"Cloud Security Principle 2: asset protection and resilience" which, amongst other matters, requires that user data, and the assets storing or processing it, should be protected against physical tampering, loss, damage or seizure;
"Cloud Security Principle 3: separation between users" which, amongst other matters, requires that a malicious or compromised user of the service should not be able to affect the service or data of another;
"Cloud Security Principle 4: governance framework" which, amongst other matters, requires that the Supplier should have a security governance framework which coordinates and directs its management of the Services and information within it;
"Cloud Security Principle 5: operational security" which, amongst other matters, requires that the Services need to be operated and managed securely in order to impede, detect or prevent a Breach of Security;
"Cloud Security Principle 6: personnel security" which, amongst other matters, requires that where Supplier Staff have access to Government Data and/or the Buyer System that those personnel be subject to appropriate security screening and regular security training;
"Cloud Security Principle 7: secure development" which, amongst other matters, requires that the Services be designed and developed to identify and mitigate threats to their security;
"Cloud Security Principle 8: supply chain security" which, amongst other matters, requires the Supplier to ensure that appropriate security controls are in place with its Subcontractors and other suppliers;
"Cloud Security Principle 9: secure user management" which, amongst other matters, requires the Supplier to make the tools available for the Buyer to securely manage the Buyer's use of the Service;
"Cloud Security Principle 10: identity and authentication" which, amongst other matters, requires the Supplier to implement appropriate controls in order to ensure that access to Service interfaces is constrained to authenticated and authorised individuals;
"Cloud Security Principle 11: external interface protection" which, amongst other matters, requires that all external or less trusted interfaces with the Services should be identified and appropriately defended;
"Cloud Security Principle 12: secure service administration" which, amongst other matters, requires that any ICT system which is used for administration of a cloud service will have highly privileged access to that service;
"Cloud Security Principle 13: audit information for users" which, amongst other matters, requires the Supplier to be able to provide the Buyer with the audit records it needs to monitor access to the Service and the Government Data held by the Supplier and/or its Subcontractors;
"Cloud Security Principle 14: secure use of the service" which, amongst other matters, requires the Supplier to educate Supplier Staff on the safe and secure use of the Information Management System.
 


Annex 5: Security Requirements for Sub-contractors
Application of Annex
This Annex applies to all Sub-contractors that Process Government Data.
The Supplier must:
ensure that those Sub-contractors comply with the provisions of this Annex;
keep sufficient records to demonstrate that compliance to the Buyer; and
ensure that its Implementation Plan includes Deliverable Items, Milestones and Milestone Dates that relate to the design, implementation and management of any systems used by Sub-contractors to Process Government Data.
Designing and managing secure solutions
The Sub-contractor shall implement their solution(s) to mitigate the security risks in accordance with the NCSC’s Cyber Security Design Principles https://www.ncsc.gov.uk/collection/cyber-security-design-principles. 
The Sub-contractor must assess their systems against the NCSC Cloud Security Principles:  https://www.ncsc.gov.uk/collection/cloud-security?curPage=/collection/cloud-security/implementing-the-cloud-security-principles at their own cost and expense to demonstrate that the people, process, technical and physical controls have been delivered in an effective way. The Sub-contractor must document that assessment and make that documentation available to the Buyer on the Buyer’s request.
Data Processing, Storage, Management and Destruction
The Sub-contractor must not Process any Government Data outside the UK. The Buyer may permit the Sub-contractor to Process Government Data outside the UK and may impose conditions on that permission, with which the Sub-contractor must comply. Any permission must be in writing to be effective.
The Sub-contractor must securely erase any or all Government Data held by the Sub-contractor when requested to do so by the Buyer; and securely destroy all media that has held Government Data at the end of life of that media in accordance with the NCSC Assured Service (CAS) Service Requirement Sanitisation Standard, or an alternative agreed in writing by the Buyer.
Personnel Security
The Sub-contractor must perform appropriate checks on their staff before they may participate in the provision and or management of the Services. Those checks must include all pre-employment checks required by the HMG Baseline Personnel Security Standard including: verification of the individual's identity; verification of the individual's nationality and immigration status; verification of the individual's employment history; and verification of the individual's criminal record. The HMG Baseline Personnel Security Standard is at https://www.gov.uk/government/publications/government-baseline-personnel-security-standard.
The Sub-contractor must, if the Buyer requires, at any time, ensure that one or more of the Sub-contractor’s staff obtains Security Check clearance in order to Process Government Data containing Personal Data above certain volumes specified by the Buyer, or containing Special Category Personal Data.
Any Sub-contractor staff who will, when performing the Services, have access to a person under the age of 18 years must undergo DBS checks
End User Devices
The Sub-contractor shall ensure that any Government Data stored (for any period of time) on a mobile, removable or physically uncontrolled device is encrypted. The Sub-contractor must follow the Information Commissioner’s Office guidance on implementing encryption, which can be found at https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-protection-regulation-gdpr/security/encryption/.
The Supplier shall ensure that any device used to Process Government Data meets all the security requirements set out in the NCSC End User Devices Platform Security Guidance, which can be found at: https://www.ncsc.gov.uk/guidance/end-user-device-security.
Networking
The Supplier shall ensure that any Government Data which it causes to be transmitted over any public network (including the Internet, mobile networks or un-protected enterprise network) or to a mobile device shall be encrypted when transmitted.
Patching and Vulnerability Scanning
The Sub-contractor must proactively monitor supplier vulnerability websites and ensure all necessary patches and upgrades are applied to maintain security, integrity and availability in accordance with the NCSC Cloud Security Principles. 
Third Party Subcontractors
The Sub-contractor must not transmit or disseminate the Government Data to any other person unless specifically authorised by the Buyer. Such authorisation must be in writing to be effective and may be subject to conditions.
The Sub-contractor must not, when performing any part of the Services, use any software to Process the Government Data where the licence terms of that software purport to grant the licensor rights to Progress the Government Data greater than those rights strictly necessary for the use of the software.
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[bookmark: _Toc496014858][bookmark: _Toc507591987]Executive Summary



<This section should contain a brief summary of the business context of the system, any key IA controls, the assurance work done, any off-shoring considerations and any  residual risks that need acceptance by the Authority. This should be completed at the end of the assurance process.>
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[bookmark: _Toc507591991]Background


< A short description of the project/product/system. Describe its purpose, functionality, aim and scope.>

[bookmark: _Toc507591992]Contractual Arrangements

< Please provide detail of how the system/product/service has been procured including what contracts (service model, call-off, framework, security schedules) are in place.>

[bookmark: _Toc496014865][bookmark: _Toc507591993]Governance, reporting and accountability	

<Include a list of the lead security roles for the project and the reporting structures/decision making process for the security work.>

[bookmark: _Toc507591994]Customers

< Include list of participating departments/organisations if appropriate and known.>

[bookmark: _Toc507591995]Information Assurance Assessment


[bookmark: _Toc507591996]Data/Information

<Include a list of the type and volumes of data that will be processed, managed and stored within the supplier system. If personal data, please include the fields used such as name, address, department DOB, NI number etc.>

[bookmark: _Toc507591997]Overview of technical architecture

[bookmark: _Toc496014870]< In this section, please provide an architectural diagram of the system. A brief explanation of the relevant components should be included.>


[bookmark: _Toc507591998]Logical Data Flow Diagram

< Include a diagram of the logical data flows. The scope of the assurance assessment should be clearly indicated, with components of the architecture upon which reliance is placed but assurance will not be done clearly shown e.g. a cloud hosting service.>

[bookmark: _Toc507591999]Third Party Suppliers

[bookmark: _Toc427232384]< Include a list/table of the Suppliers, what function they perform, what data they store/process and what assurance activities/due diligence activities have been taken place. Also, include evidence of compliance with ISO 27001:2013 or Cyber Essential/Cyber Essential Plus. Please ensure that the service/system or product that you are procuring is included in the scope of certification>

[bookmark: _Toc496014874][bookmark: _Toc507592000][bookmark: _Ref404768851][bookmark: _Toc427232385] Location of data processing, storage, transfer, back-up tapes

< This section to include third party suppliers>

[bookmark: _Toc507592001]Off Shoring

< Please provide detail of any off-shoring arrangements/location, including third party suppliers. Please specify what products, systems, data will be off-shored and where. Also include any detail of what assurance and due diligence has taken place.>

[bookmark: _Ref404602586][bookmark: _Toc427232388][bookmark: _Toc496014876][bookmark: _Toc507592002]Risk Management

< Include a short explanation for what methodology will be used to assess risks to this system/service/product. Have you used a formal methodology or an informal? Please note that advice on risk management can be found via this link: https://www.ncsc.gov.uk/guidance/risk-management-collection.>

[bookmark: _Toc507592003]Risk Register

<This section to include a table containing a prioritised risk list which contains the output from the risk assessment and lists technical, personnel, physical and procedural controls that are being implemented to mitigate those risks. An example table is shown below. Any significant residual risks should be agreed with the Authority/Customer and included in the Executive Summary of this document.>



		Risk ID

		Risk Description

		Vulnerability

		Untreated Risk Level

		Security Controls

		Residual Risk Level



		R1

		Internet attackers could hack the system.

		The service systems are exposed to the internet via the web portal.

		High

		Internet-facing firewalls 

Internet-facing IP whitelist

Protective monitoring

Application access control

Anti-virus for incoming files

Patching



		Low







[bookmark: _Toc507592004]Security controls

< Provide a short explanation of the security controls relied upon to treat the risks in the Risk Register.>



[bookmark: _Toc507592005]Table of Hardware and Software relevant to the service

<This should be a table which lists the end of support dates for hardware and software products and components. An example table is shown below.>

		Name

		Version

		End of mainstream Support/Extended Support

		Notes/RAG Status



		Server Host

		HP XXXX

		Feb 2020/ March 2022

		










[bookmark: _Toc507592006]Incident Management Process 

<The suppliers’ process, as agreed with the Authority/Customer, should be included here. It must as a minimum include the protocol for how and when incidents will be reported to the Authority/customer and the process that will be undertaken to mitigate the incidents and investigate the root cause.>



[bookmark: _Toc507592007]Required Changes Register

<The table below shows the headings for the Required Changes Register which should be maintained and used to update the contents of this document at least annually.>

		Ref

		Section

		Change

		Agreed With

		Date agreed

		Documentation update

		Status



		1

		6.4

		A new Third Party supplier XXXX will be performing the print capability.

		Authority name

		11/11/2018

		Jul-2019

		Open









[bookmark: _Toc507592008]Personal Data Processing Statement

<This should include: (i) the types of Personal Data which the Supplier and/or its Sub-contractors are Processing on behalf of the Authority; (ii) the categories of Data Subjects whose Personal Data the Supplier and/or its Sub-contractors are Processing on behalf of the Authority; the nature and purpose of such Processing; (iii) the locations at which the Supplier and/or its Subcontractors Process Authority Data; and, (iv) the Protective Measures that the Supplier and, where applicable, its Subcontractors have implemented to protect the Authority Data against a Security Breach including a Personal Data Breach.>






[bookmark: _Toc507592009]Annex A. ISO 27001:2013 and Cyber Essential Plus certificates

[bookmark: _Toc507592010]Annex B. Cloud Security Principles assessment (a spreadsheet may be attached).

[bookmark: _Toc507592011]Annex C. Protecting Bulk Data assessment if required by the Authority/Customer (a spreadsheet may be attached).

[bookmark: _Toc507592012]Annex E. Latest ITHC report and Vulnerability Correction Plan
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[bookmark: _Toc496014858][bookmark: _Toc511301243]Executive Summary



<This section should contain a brief summary of the business context of the system, any key IA controls, the assurance work done, any off-shoring considerations and any significant residual risks that need acceptance.>
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[bookmark: _Toc496014861][bookmark: _Toc511301246]References, Links and Dependencies

This document is dependent on the supporting information and assurance provided by the following documents.
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[bookmark: _Ref274564619][bookmark: _Ref404768497][bookmark: _Ref404768814][bookmark: _Toc427232377][bookmark: _Toc496014862][bookmark: _Toc511301247]System Description


[bookmark: _Toc511301248][bookmark: _Toc427232379][bookmark: _Toc496014863]Background

< A short description of the project/product/system. Describe its purpose, functionality, aim and scope.>

[bookmark: _Toc511300700][bookmark: _Toc511300913][bookmark: _Toc511301079][bookmark: _Toc511301249][bookmark: _Toc496014864][bookmark: _Toc511301250]Organisational Ownership/Structure

< Who owns the system and operates the system and the organisational governance structure.This should include how any ongoing security management is integrated into the project governance e.g. how a Security Working Group reports to the project board.>

[bookmark: _Toc511301081][bookmark: _Toc511301251][bookmark: _Toc511301082][bookmark: _Toc511301252][bookmark: _Toc427232380][bookmark: _Toc496014866][bookmark: _Toc511301253]Information assets and flows

<The information assets processed by the system which should include a simple high level diagram on one page. Include a list of the type and volumes of data that will be processed, managed and stored within the supplier system. If personal data, please include the fields used such as name, address, department DOB, NI number etc.>

[bookmark: _Toc496014867][bookmark: _Toc511301254][bookmark: _Ref147596097]System Architecture 

<A description of the physical system architecture, to include the system management. A diagram will be needed here>

[bookmark: _Toc496014868][bookmark: _Toc511301255]Users

<A brief description of the system users, to include HMG users as well as any service provider users and system managers. If relevant, security clearance level requirements should be included.>

[bookmark: _Toc496014869][bookmark: _Toc511301256]Locations

[bookmark: _Toc496014870]<Where the data assets are stored and managed from. If any locations hold independent security certifications (e.g. ISO27001:2013) these should be noted.  Any off-shoring considerations should be detailed.>



[bookmark: _Toc496014871][bookmark: _Toc511301257]Test and Development Systems

[bookmark: _Toc496014872]<Include information about any test and development systems, their locations and whether they contain live system data.>



[bookmark: _Toc511300716][bookmark: _Toc511300929][bookmark: _Toc511301096][bookmark: _Toc511301266][bookmark: _Toc511300724][bookmark: _Toc511300937][bookmark: _Toc511301104][bookmark: _Toc511301274][bookmark: _Toc511300732][bookmark: _Toc511300945][bookmark: _Toc511301112][bookmark: _Toc511301282][bookmark: _Toc427232384][bookmark: _Toc496014874][bookmark: _Toc511301283] Key roles and responsibilities

[bookmark: _Ref404768851][bookmark: _Toc427232385]<A brief description of the lead security roles such as that of the SIRO, IAO, Security manager, Accreditor >



[bookmark: _Toc511300947][bookmark: _Toc511301114][bookmark: _Toc511301284][bookmark: _Toc511300734][bookmark: _Toc511300948][bookmark: _Toc511301115][bookmark: _Toc511301285][bookmark: _Ref404602586][bookmark: _Toc427232388][bookmark: _Toc496014876][bookmark: _Toc511301286]Risk Assessment



[bookmark: _Toc511301287][bookmark: _Toc427232389][bookmark: _Toc496014877]Accreditation/Assurance Scope

<This section describes the scope of the Accreditation/Assurance for the system. The scope of the assurance assessment should be clearly indicated, with components of the architecture upon which reliance is placed but assurance will not be done clearly shown e.g. a cloud hosting service. A logical diagram should be used  along with a brief description of the components.>

[bookmark: _Toc511301288]Risk appetite

<A risk appetite should be agreed with the SIRO/SRO and included here.>

[bookmark: _Toc427232390][bookmark: _Toc496014878][bookmark: _Toc511301289]Business impact assessment

< A description of the information assets and the impact of their loss or corruption (e.g. large amounts of Official Sensitive personal data the loss of which would be severely damaging to individuals, embarrassing to HMG, and make HMG liable to ICO investigations) in business terms should be included. This section should cover the impact on loss of confidentiality, integrity and availability of the assets. The format of this assessment may be dependent on the risk assessment method chosen.>

[bookmark: _Ref405970402][bookmark: _Toc427232391][bookmark: _Toc496014879][bookmark: _Toc511301290]Risk assessment

<The content of this section will depend on the risk assessment methodology chosen, but should contain the output of the formal information risk assessment in a prioritised list using business language. Experts on the system and business process should have been involved in the risk assessment to ensure the formal risk methodology used has not missed out any risks. The example table below should be used as the format to identify the risks and document the controls used to mitigate those risks. >



	

		Risk ID

		Inherent risk

		Inherent risk level

		Vulnerability

		Controls

		Residual risk level



		R1



		Internet attackers could hack the system.

		Medium



		The service systems are exposed to the internet via the web portal.

		C1: Internet-facing firewalls 

C2: Internet-facing IP whitelist

C3: System hardening

C4: Protective monitoring

C5: Application access control

C16: Anti-virus for incoming files

C54: Files deleted when processed

C59: Removal of departmental identifier

		Very low



		R2

		Remote attackers could intercept or disrupt information crossing the internet.

		Medium



		File sharing with organisations across the internet.

		C9: TLS communications

C10: PGP file-sharing

		Very low



		R3

		Internal users could maliciously or accidentally alter bank details.

		Medium-High

		Users bank details can be altered as part of the normal business function.

		C12. System administrators hold SC clearance.

C13. All changes to user information are logged and audited.

C14. Letters are automatically sent to users home addresses when bank details are altered.

C15. Staff awareness training

		Low





[bookmark: _Toc427232393]

[bookmark: _Toc496014880][bookmark: _Toc511301291]Controls

<The controls listed above to mitigate the risks identified should be detailed. There should be a description of each control, further information and configuration details where relevant, and an assessment of the implementation status of, and assurance in, the control. A sample layout is included below.>



		ID

		Control title

		Control description

		Further information and assurance status



		C1

		Internet-facing firewalls

		Internet-facing firewalls are in place between the internet and the system’, which restrict access from the internet to the required ports only.

		Assured via ITHC firewall rule check



		C2

		Internet-facing IP whitelist

		An IP whitelist is in place for all access from the internet. 

		Assured via ITHC



		C15

		Staff awareness training

		All staff must undertake annual security awareness training and this process is audited and monitored by line managers.

		Assured as part of ISO27001 certification





[bookmark: _Ref426120230][bookmark: _Toc427232394]

[bookmark: _Toc496014881][bookmark: _Toc511301292]Residual risks and actions

[bookmark: _Ref404768894]<A summary of the residual risks which are likely to be above the risk appetite stated after all controls have been applied and verified should be listed with actions and timescales included.>

[bookmark: _Toc511300742][bookmark: _Toc511300956][bookmark: _Toc511301123][bookmark: _Toc511301293][bookmark: _Toc511300743][bookmark: _Toc511300957][bookmark: _Toc511301124][bookmark: _Toc511301294][bookmark: _Toc427232399][bookmark: _Toc496014883][bookmark: _Toc511301295]In-service controls

< This section should describe the controls relating to the information lifecycle, including development, testing, in-service, termination and on-going risk management and accreditation assurance. Details of any formal assurance requirements specified in the contract such as security CHECK testing or maintained ISO27001 certification should be included. This section should include at least:

a) information risk management and timescales and triggers for a review;

b) contractual patching requirements and timescales for the different priorities of patch;

c) protective monitoring arrangements to include how anomalous behaviour is identified and acted upon as well as how logging and auditing of user activity is done;

d) configuration and change management;

e) incident management;

f) vulnerability management;

g) user access management; and

h) data sanitisation and disposal.>



[bookmark: _Toc427232401][bookmark: _Toc496014884][bookmark: _Toc511301296]Security Operating Procedures (SyOPs)

< If needed any SyOps requirements should be included and referenced here.>





[bookmark: _Toc496014885][bookmark: _Toc511301297]Major Hardware and Software and end of support dates 

[bookmark: _Toc496014886]< This should be a table which lists the end of support dates for hardware and software products and components. An example table is shown below.> 

		Name

		Version

		End of mainstream Support/Extended Support

		Notes/RAG Status



		Server Host

		HP XXXX

		Feb 2020/ March 2022

		







 

[bookmark: _Toc511300751][bookmark: _Toc511300965][bookmark: _Toc511301132][bookmark: _Toc511301302][bookmark: _Toc511300755][bookmark: _Toc511300969][bookmark: _Toc511301136][bookmark: _Toc511301306][bookmark: _Toc511300759][bookmark: _Toc511300973][bookmark: _Toc511301140][bookmark: _Toc511301310][bookmark: _Toc511300760][bookmark: _Toc511300974][bookmark: _Toc511301141][bookmark: _Toc511301311][bookmark: _Toc507592006][bookmark: _Toc511301312][bookmark: _Ref423449476][bookmark: _Toc427232423]Incident Management Process 

<The suppliers’ process, as agreed with the Authority/Customer, should be included here. It must as a minimum include the protocol for how and when incidents will be reported to the Authority/customer and the process that will be undertaken to mitigate the incidents and investigate the root cause.>

[bookmark: _Toc496014888][bookmark: _Toc511301313]Security Requirements for User Organisations 

[bookmark: _Toc496014889]<Any security requirements for connecting organisations or departments should be included or referenced here.>



[bookmark: _Toc507592007][bookmark: _Toc511301314]Required Changes Register

<The table below shows the headings for the Required Changes Register which should be maintained and used to update the contents of this document at least annually.>

		Ref

		Section

		Change

		Agreed With

		Date agreed

		Documentation update

		Status



		1

		6.4

		A new Third Party supplier XXXX will be performing the print capability.

		Authority name

		11/11/2018

		Jul-2019

		Open









[bookmark: _Toc507592008][bookmark: _Toc511301315][bookmark: _Ref423972900][bookmark: _Toc427232426][bookmark: _Toc496014890]Personal Data Processing Statement

<This should include: (i) the types of Personal Data which the Supplier and/or its Sub-contractors are Processing on behalf of the Authority; (ii) the categories of Data Subjects whose Personal Data the Supplier and/or its Sub-contractors are Processing on behalf of the Authority; the nature and purpose of such Processing; (iii) the locations at which the Supplier and/or its Subcontractors Process Authority Data; and, (iv) the Protective Measures that the Supplier and, where applicable, its Subcontractors have implemented to protect the Authority Data against a Security Breach including a Personal Data Breach.>



[bookmark: _Toc511301316]Annex A. ISO27001 and/or Cyber Essential Plus certificates

[bookmark: _Toc496014891]<Any certifications relied upon should have their certificates included>

1 [bookmark: _Toc511301317][bookmark: _Toc507592010][bookmark: _Toc507592011]Annex B. Cloud Security Principles assessment 

<A spreadsheet may be attached>

2 [bookmark: _Toc511301318]Annex C. Protecting Bulk Data assessment if required by the Authority/Customer 

<A spreadsheet may be attached>

3 [bookmark: _Toc507592012][bookmark: _Toc511301319]Annex E. Latest ITHC report and Vulnerability Correction Plan






