Sent: ovember 2015 15:08

Subject: : - SENSITIVE: IT-2015-81

HeIIo-

My IT colleagues have responded to your questions. | have inserted them into your email below.

Kind regards

| Procurement Manager
ntellectual Prope ice | Conceit House | Cardiff Road | Newport | South Wales | NP10 8QQ | www.gov.uk/ipo
Tel: | Email:

Making life better by supporting UK creativity and innovation

From:
Sent: 13 November 2015 10:43
To:
Subject: Re: OFFICIAL: SENSITIVE: IT-2015-81

Good morning -

I am finishing up the tender for this engagement and, in order for me to accuratly
scope the number of days, I have a couple of question please:

@gdssecurity.com]

¢ TInternal network VA - how big is the network? How many IPs or what is the
network range(s)?

Our network range includes

¢ How many rules are in the running firewall config to be reviewed?
We have 7 firewalls with varying amounts of rules ..
1018 Internal Checkpoint rules (does not include external DMZs)
490 External Checkpoint rules (including DMZs)
Between 200 - 300 on the ASAs
We would be content with a report on 50% of the rules rather than all of them.

¢ How many VLANs are to be included in the VLAN hopping exercise?
There are 230 vlans on the Core switch (non firewalled)

¢ For the WiFi Pen Test, how many AP's are there and how many SSIDs?

46 Access points and 8 SSIDs

¢ For the externbal pen test, how many IP's/URL's are to be tested?

1



29 external IP addresses, we’ll need them all checked
Thanks for your help and, when I have these answers | can get the tender over to you.

Kind regards,

on 12/11/2015 12:37, || wrote:

Hi [l

Thanks for your response.

Yes, I'm happy for you to submit your SOW to us by 3pm on Monday 16" November.

Kind regards

m | Procurement Manager
ntellectual Property Otiice | Concept House | Cardiff Road | Newport | South Wales | NP10 8QQ | www.gov.uk/ipo

ro: I | =i

Making life better by supporting UK creativity and innovation

From:
Sent: 12 November 2015 12:35
To:
Cc:
Subject: Re: OFFICIAL: SENSITIVE: 1T-2015-81

Hi

Based on the scope outlined and our availability I can confirm that we can perform this testing within the
timeframes you’ve outlined (commencing 23rd November, report due on or before the 11th of December).

@gdssecurity.com]

I’'ve cc’d in ||l as | mentioned, who I’ve assigned as a new GDS contact for the Intellectual
Property Office going forward. [JJJfj will be overseeing and likely delivering some of the work himself (as
a CHECK Team Leader) similar to what we’ve done in the past.

One quick note - we see the deadline on this RFQ is tomorrow. Could we get an extension on getting the
formal Statement of Work to the IPO until early next week - perhaps Monday?

Best regards

!lrector

Gotham Digital Science
161 Drury Lane - 4th Floor - London WC2B 5PN

[Office]
[Mobile
[Website] http://www.gdssecurity.com [Linkedln_

Need to send me something securely? ||| | N




This message is private and confidential. If you have received this message in error, please notify us and remove it from your system.

This email originates from Gotham Digital Science Ltd, a private limited company registered in England and Wales with number 6005406. The registered office for Gotham Digital Science Ltd is 161

Drury Lane, London WC2B 5PN, United Kingdom.

on 11 Nov 2015, at 15:42, || GG @ i0o.00v.uk> wrote:
Good afternoon ||}

Further to our telecon a few minutes ago, please find attached our ITT documents regarding an IT
Healthcheck for the IPO Network infrastructure and applications.

If you could provide me with a quote to cover this requirement as soon as possible, that would be
very helpful.

Kind regards
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