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Terms and Definitions

	Term
	Meaning

	Access Management Federation (AMF)
	A single solution to accessing digital knowledge resources and services. Participating organisations use SAML compatible technology, such as Shibboleth and OpenAthens, which adhere to comprehensive technical standards to connect Users to resources and services.

	Activation State
	State defining whether a User Account has been activated. Activation State types are non-activated, activated or deactivated.

	Administration Website
	A web browser-based administration interface provided as part of The Service for Administrators to manage their Organisational Entities, Users and Content. 

	Administrator
	Individual who is responsible for managing Organisational Entities, Users and Content through the Administration Website. An Administrator may be responsible for one or more Organisational Entity.

	[bookmark: _Hlk67393901]Administrator Account
	Dedicated User Account through which Administrators manages their Organisational Entities’ User Accounts.

	API
	Application Program Interface. A set of routines, protocols, and tools for building software applications. The API specifies how software components interact.

	Applicant
	Individual who has applied for a User Account.

	Authentication
	Process of verifying that the User attempting to access Content is who they claim to be. 

	Authorisation
	Process of verifying that user attempting to access digital knowledge resources is permitted to access the Content.

	Content
	Digital knowledge resources, such as journals, bibliographic databases, point of care resources and e-books, appropriate for staff working in health and social care settings published by Content Providers.

	Content Activity
	User activity on a specified digital knowledge resource. 
Please note, Content Activity may also be tracked by the relevant Content Provider.

	Content Provider
	A publisher of Content provided to the NHS and health and social care related organisations. An illustrative list of Content Providers is provided in Appendix 1.

	Data Protection Act
	Refers to the Data Protection Act 2018.

	Eligibility Criteria
	Criteria agreed with Content Providers of nationally procured Content describing who is entitled to access it, and therefore who is entitled to a User Account. The current Eligibility Criteria are set out at: https://www.nice.org.uk/about/what-we-do/evidence-services/journals-and-databases/openathens/openathens-eligibility  

	Eligibility State
	State defining whether a User is eligible to access Content. Eligibility State types are eligible, pending and ineligible.

	Identity Provider (IdP)
	Responsible for (a) providing identifiers for Users looking to interact with a system, (b) asserting to such a system that such an identifier presented by a User is known to the provider, and (c) providing other information about the User that is known to the provider.

	National Administrator
	Global system Administrator who has access to all Organisational Entities and Users and who can define system policies.

	Organisational Entity
	A set of Users to which Content Providers grant access to their Content. A set of users may come from a single organisation or more than one organisation grouped together within the system for administration purposes.

	SAML
	Security Assertion Markup Language. XML-based open standard for exchanging Authentication and Authorisation data between identity providers and Content Providers.

	Scheduled Downtime
	A period of time, planned and agreed in advance, during which The Service will be unavailable to Users in order to enable the Supplier to perform essential maintenance on The Service.

	State
	Stage in lifecycle of a User Account. All User Accounts have two State types, (a) an Activation State and (b) an Eligibility State.

	Supplier
	The service provider capable of providing The Service and is responding to this Invitation to Tender.

	The Authority
	The contracting authority, in this case NICE.

	The Service
	The Access and Identity Management Service consisting of the Identity Provider and the Access Management Federation.

	User
	Individuals who meet the Eligibility Criteria set out at: https://www.nice.org.uk/about/what-we-do/evidence-services/journals-and-databases/openathens/openathens-eligibility and are entitled to a User Account.

	User Account
	The individual account through which Users can manage their account details. 

	Allowlist
	A list of IP addresses or email domains that can be used to verify the User’s eligibility for a User Account.



[bookmark: _Toc453319509][bookmark: Background]

1. Background
1.1. [bookmark: _Hlk50470459]The National Institute for Health and Care Excellence (NICE) provides access to digital knowledge resources (such as databases, journals, evidence summaries, e-books and point of care tools - collectively referred to as Content throughout this document) purchased from Content Providers for the NHS and wider health and social care staff. See Appendix 1 for an illustrative list of Content Providers.
1.2. This Content may be purchased nationally or regionally by Health Education England (HEE), as well as locally or collectively (consortia) by individual NHS Trusts or healthcare related organisations, for eligible users. Content is made available through nationally provided digital products or services, such as NICE Journals and Databases, HEE e-Learning for Healthcare and the new HEE Resource Discovery Service or directly from the Content Provider’s native interfaces.
1.3. Eligible users (Users) are UK healthcare professionals working in the NHS and other eligible organisations in line with the national Eligibility Criteria. 
1.4. NICE is seeking to procure an Access and Identity Management Service consisting of an Identity Provider (IdP) and Access Management Federation (AMF), collectively referred to as The Service throughout this document. The Service will provide secure Authentication and Authorisation, verifying eligible users’ access to Content based on user or organisational entitlement. 
1.5. The purpose of this document is to provide a specification for the Access and Identity Management Service (AIMS). This forms the basis of NICE’s requirements in the Invitation to Tender (ITT).

2. [bookmark: _Toc447206990][bookmark: _Toc453319510]Requirement Context
2.1. NICE has identified and set out in this document the requirements for The Service and the requirements of the Supplier of The Service. In order to distinguish between the mandatory requirements of The Service and those requirements that represent a NICE preference or optional feature, the terms “must” and “will” are used to denote a mandatory requirement and “should” to denote a NICE preference or optional requirement representing added value to The Service solution.  

3. [bookmark: _Toc447206991][bookmark: _Toc453319511][bookmark: _Hlk50469202][bookmark: _Toc276465558]Service Aim and Objectives 
3.1. [bookmark: _Hlk67492205]The aim of The Service is to establish and maintain a managed service ensuring continual service availability and access to Content for more than 314,000 eligible Users following the end of the current service contract on 30 April 2022.
3.2. [bookmark: _Hlk63686069]The key objectives of The Service are to:
3.2.1. Authenticate users and allow Content Providers to verify user eligibility and authorise access to Content purchased on behalf of the NHS and wider health and social care sectors, ensuring access to restricted resources are appropriately managed and controlled;
3.2.2. Provide seamless Authentication (single sign-on) to allow Users to move between Content Provider resources without repeated credential challenges;
3.2.3. Establish an easy to use registration, sign-in and account management experience.;
3.2.4. Provide a well documented API to enable NICE to implement a complementary registration and account management functionality;
3.2.5. Establish User Account administration and access management functions and processes, automated where possible and appropriate, that enable the efficient administration of The Service User Accounts and access to the appropriate resources;
3.2.6. Establish and maintain good working relationships with Content Providers to ensure Content purchased by or on behalf of the NHS and wider health and social care sector will be made available and accessible for Users;
3.2.7. Provide a web browser-based interface to allow a network of Administrators account management functionality and provide notifications, audit functionality and statistics to meet account management and reporting requirements;
3.2.8. Design an organisational structure demonstrating how eligibility and access rights flow through the system to support access to Content;
3.2.9. Ensure continuity of The Service provision through effective implementation and transition planning, including data and User Account migration for Users of the current service to the new service without disruption of access to authorised Content;
3.2.10. Identify and manage communication and training needs to support Administrators and Users of The Service;
3.2.11. Maintain continual service availability across core and non-core service hours with adequate User capacity, and report on service performance in accordance with the service level agreements and key performance indicators;
3.2.12. Follow standard incident management processes and provide easy access to information on service issues affecting Service availability and performance.

4. Identity Provider
4.1. [bookmark: _Toc453319523]The Supplier must provide an Identity Provider (IdP) that is responsible for:
· Providing an administration interface;
· Providing identifiers for users looking to interact with a system;
· Asserting to such a system that the identifier presented by a user is known to the provider;
· Providing other information about the user that is known to the provider as specified in Data attributes.
4.2. [bookmark: _Hlk58396817]The Supplier must provide this as a cloud service, rather than hosted on-premise, in line with the Government Digital Service Technology Code of Practice – use cloud first principles. 
End-user web interface
4.3. The IdP must provide a web browser-based user interface for self-registration and account management.  This must be available by the end of the first contractual year, with a preference for this to be available at the service start date. This should include:
· Self-registration, including a list of organisations for the user to select from and request for acceptance of the terms and conditions of The Service, including the NICE and the Supplier’s privacy notices;
· Logging in;
· User management of account details, for example, updating or resetting their password, contact details and email address; and changing organisation;
· Updating their contract status (temporary/permanent);
· Updating their contract / placement / rotation / secondment end date;
· Viewing a list of Content that they can access, with seamless links to those resources;
· Viewing the contact information for their Administrator;
· Renewing accounts;
· Logging out.
4.4. The IdP should allow user interface customisation including field labelling, field ordering and validation logic covering mandatory and optional field types and field relationships, all to be agreed with NICE.
Application Programming Interface (API)
4.5. [bookmark: _Toc447206999][bookmark: _Hlk63681340]The IdP must supply a Representational State Transfer (REST) API and ensure all operations using the REST API will use HTTPS over TLS, supporting TLS 1.2. The API will use JSON as the payload format of API messages.
4.6. The API will allow NICE to provide an interface to support the registration and account management operations listed under 4.3.
4.7. The API should be available in a user acceptance testing or sandbox environment. This test environment should be available at all times for access by NICE and replicate the live service. 
4.8. The API must support the ability to define the fields associated with a User Account and support the ability to retrieve account details by referencing the fields directly or via their unique User identifier (see Data attributes).
4.9. The API must support the secure Authentication of User credentials. 
4.10. [bookmark: _Toc453319524]The API must support User Accounts creation and modification.
4.11. A list of available Content Providers must be obtainable via the API.
[bookmark: _Toc453319520]Creation of User Accounts
The IdP must enable the creation of User Accounts appropriate to each User Account State and Organisational Entity to comply with Content licence conditions.
The IdP should allow a User to be affiliated with one or more Organisational Entity. 
[bookmark: _Hlk56082028]On registration the User will receive an email notification of account creation and request to complete account Activation. The notification will confirm their User Account details, provide their Administrator details, and include details of how to activate their User Account. 
[bookmark: _Toc453319527]Data attributes 
4.12. The IdP must allow all User Accounts to have unique User identifiers.
4.13. The data attributes Organisational Entity and Role are controlled lists defined by NICE.
4.14. The IdP must support User Accounts which include mandatory data attributes listed below as part of each User Account record:
· First Name;
· Last Name;
· Unique User identifier;
· Email address;
· Organisational Entity;
· Role;
· Eligibility State;
· Activation State;
· Account expiry date;
· Acceptance of the terms and conditions of The Service, including the NICE and the Supplier’s privacy notices.
4.15. The IdP should also support the optional data attributes listed below as part of each User Account record:
· Job title;
· Department;
· Address;
· Telephone number.
4.16. The IdP must ensure the data attributes assigned to the User Account are determined by the choices the User/Administrator makes when registering.
4.17. The IdP must ensure the choice of Organisational Entity enables Content Providers to determine which Content the User is able to access.
Post-registration process
4.18. The Service must create User Accounts which have an Eligibility State of either eligible, pending or ineligible:
· Eligible User Accounts are for Users who are affiliated to an Organisational Entity and are eligible to access all the Content allocated to that Organisational Entity;
· Pending User Accounts have failed automatic verification and are referred to an Administrator for investigation or approval;
· Ineligible User Accounts have failed automatic verification, have been rejected following the Administrator’s investigation and will be automatically deleted after a configurable period.
4.19. The IdP must ensure the eligibility of a User Account will be automatically verified where the Applicant selects a known Organisational Entity and where:
· The network used to apply is a trusted network or other recognised IP address (on an Allowlist being maintained by the Administrator for the Organisational Entity); or
· The email address used to apply is an NHS email address or other recognised email domain (on an Allowlist maintained by the Administrator for the Organisational Entity).
Where a User Account is not automatically verified, the IdP will automatically apply an Eligibility State of Pending and ensure review by the Administrator in the Administration Website.
4.20. Eligible User Accounts will have an Activation State of non-activated, activated or deactivated:
· Non-activated User Accounts are new User Accounts which have not been activated by the User or Administrator;
· Activated User Accounts have been activated by the User or Administrator;
· [bookmark: _Hlk67397829]Deactivated User Accounts are temporarily not activated due to a User making changes to account details or an Administrator changing the Activation State. 
The Service must ensure non-activated User Accounts retain this State for a configurable period and must be activated before use.
4.21. The IdP must ensure Users can securely activate their User Account and establish a secure password. 
Log in credentials
4.22. The IdP must allow Users to log in using an email address or the username assigned to their User Account.
4.23. The IdP must enforce a password complexity and security policy, in line with best practice password policy from National Cyber Security Council.
4.24. The IdP must ensure that Users cannot log into non-activated User Accounts.
Authentication and Authentication failures
4.25. The Service must provide a secure method of Authentication of the identity of registered Users, using industry standards such as OpenID Connect 1.0 protocol and standard Authorisation workflows.
4.26. The Service’s Authentication points must be pre-configured with Authentication failure messages, which may be specific or non-specific (to protect the security of The Service) and which will tell the User what they need to do to correct the failure. These Authentication failure messages must be available via the API.
User Account management
4.27. The IdP must ensure that when a User changes their registered email address, a confirmation and Activation process will be invoked.
4.28. The IdP must ensure that when a User changes their Organisational Entity, they can select from a list of Organisational Entities and synonyms where they exist. 
4.29. The IdP must ensure that when a User Account moves from one Organisational Entity to another:
· The unique User identifier will not change;
· The User Account will not retain the previous eligibility rights;
· The User will be required to log in again to confirm their identity and display the self-registration form to give the user the opportunity to update their details;
· The User will be notified of their new Administrator.
[bookmark: _Toc447207000][bookmark: _Toc453319528]User capacities
4.30. The Service must support 500,000 regular Users (regular user being defined as an individual creating a User Account and using The Service at least once within a 12-month period) and have the capacity to build up to support a maximum of 1.5 million Users during the lifetime of the contract as necessary.
4.31. The Service must support unlimited and concurrent usage for all Users.
[bookmark: _Toc447207002][bookmark: _Toc453319530]Expiry and renewal
The IdP must ensure User Accounts have a finite lifespan, after which the account expires. The lifespan will either be a default duration defined by NICE or a contract duration set on registration or renewal, after which the account expires.
The IdP must notify Users in advance of their User Account expiry date and how to renew their User Account. The IdP must provide a customisable email template to be sent to the User containing a URL to a renewal form. The default time at which emails are sent will be configurable. 
When a self-renewed User Account cannot be automatically verified, a renewal request notification will be sent to the relevant Administrator. 
[bookmark: _Toc447207003][bookmark: _Toc453319531]
5. [bookmark: _Toc447207012][bookmark: _Toc453319532]Access Management Federation
5.1. The Supplier must provide an Access Management Federation (AMF) using SAML2 protocols and/or must be a participating member of an existing identity federation (with registered SAML IdP and SP entities) that all Content Providers are part of or can join. Experience in the production delivery of a SAML based or SAML compatible identity federation is essential.
5.2. The AMF must support third-party IdPs and protocols using SAML2 protocols.
5.3. The AMF must interact with Content Providers using the SAML standard protocols and other industry standards as required.
5.4. The AMF must allow new Content Providers to become members and support third party SAML based Content Providers.
5.5. The AMF should allow interoperability with existing Content Providers operating in other SAML based identity federations.
5.6. [bookmark: _Hlk48216300]The AMF must maintain an up-to-date list of participating Organisational Entities and Identity Providers, available to Content Providers.
5.7. The AMF must maintain an up-to-date list of Content Provider resources, available to Organisational Entities.
Attribute release to Content Providers
5.8. The AMF must pass identifiers and attributes provided by Identity Providers to Content Providers to allow access using SAML2 protocols. The identifiers will include but not be limited to:
· A unique and persistent identifier for the top-level organisation (NICE) managing all Organisational Entities;
· A unique and persistent identifier for the Organisational Entity the User is affiliated with;
· A unique and persistent User identifier.
The AMF must allow other data attributes to be specified to be sent to Content Providers, for example, to allow Content Providers to make Authorisation decisions based on the User’s Organisation Entity or User role. 
The AMF must ensure that only data attributes specified by NICE to be sent to the Content Provider will be releasable, and only if it has been configured as such. Attribute release configuration will be agreed on a per-Content Provider basis. Only the Supplier and the National Administrator should be able to make changes to the attribute release configuration. 
5.9. The AMF should have the functionality to enable Organisational Entities to elect to pass additional data attributes to Content Providers that request them. Such changes would be managed by the National Administrator taking into account relevant information governance standards.
5.10. The AMF must use its Content Provider network to disseminate the vocabulary and syntax of data attributes to help Content Providers manage exclusions.
Authentication point and single sign-on 
5.11. The AMF must offer an integrated single sign-on solution to link the IdP to the Content Providers IdP service. 
5.12. [bookmark: _Hlk50470608]The AMF must provide seamless Authentication ensuring Users who navigate between Content Provider resources will not be challenged for their credentials again during the same session.
5.13. The AMF must authenticate Users against known IP addresses (on an Allowlist maintained by the Administrator) where available. This will allow Users to access Content directly when they are on a network on the Allowlist. When Users are accessing content from off-network, credentials will be requested.
Log out function
5.14. The AMF must provide a comprehensive log out function including:
· Session based timeout;
· The ability to log out of the specific User session;
· The ability to log out of all active sessions.
Content Provider relationships
5.15. The Supplier must have working relationships in place by service start date with Content Providers of health and social care resources, including but not limited to the Content Providers listed in Appendix 1. The working relationships will ensure Content purchased by or on behalf of the NHS and wider health and social care sector will be made available and accessible for Users and facilitate continuous improvement to The Service and to the benefit of the User. 
5.16. The Supplier will develop relationships with any new Content Providers that enter into agreement to supply Content to the NHS and wider health and social care, to enable these Content Providers to make their Content available and accessible for Users through the AMF.
5.17. The Supplier must work with Content Providers to create a catalogue of Content available to Organisational Entities within The Service. The catalogue will have the ability to be updated by the Content Providers if required and these changes will be automatically cascaded to Organisational Entities that have already selected the specific Content resource. 
5.18. Administrators must be able to make local adaptations to the catalogue of Content to make descriptions and URLs more meaningful for their Users.
5.19. The Supplier must ensure all Content Providers have access to the service desk by email, telephone, and web interface.
Content Provider software
5.20. The AMF must provide an appropriate web-based solution for Content Providers to join the AMF.
5.21. The AMF must allow Content Providers to access a common set of standards for the implementation of the web-based solution on their own infrastructure.
5.22. The AMF must allow Content Providers to use SAML protocols to make their Content available to Users.
5.23. The AMF must allow Content Providers to manage configurations and view aggregated Authentication activity statistics solely for their own products.

6. Administration Website
6.1. [bookmark: _Hlk57189768]The Service must provide a secure (HTTPS) web browser-based administration interface (Administration Website) with User, Organisational Entity and Content management functionality for use by a network of Administrators.
The Supplier must provide this as a cloud service in line with the Government Digital Service Technology Code of Practice – use cloud first principles.
6.2. Administrator Accounts must use multi-factor Authentication.
6.3. The Administration Website must allow multiple Administrators to manage a single Organisational Entity.
6.4. The Administration Website must allow an Administrator to manage multiple Organisational Entities from a single Administration Account.
6.5. The Administration Website must allow Administrators to create, manage and delete User Accounts (individually and in bulk).
6.6. The Administration Website must include functionality for Administrators to view statistical data on Users and Content Activity.
Creation of User Accounts
6.7. The Administration Website must enable Administrators to create User Accounts and to set preferences that determine how account creation is managed for the Organisational Entity or Entities they are responsible for, including:
· Activation method for User Accounts;
· Activation code distribution for User Accounts;
· Activation code expiry for User Accounts;
· Default User Account expiry.
6.8. The Administration Website must enable Administrators to edit the account details for every User in the Organisational Entity or Entities they are responsible for. All data attributes must be editable, except the username and unique User identifier. 
6.9. The Administration Website must include User Account information validation processes to ensure that accurate information is entered, for example, valid data for usernames, passwords, dates and email addresses.
6.10. The Administration Website must allow Administrators to manage access to Content by grouping a subset of users from an individual Organisational Entity, for example, if content has been purchased for a group of Users within an Organisational Entity rather than for all Users within that entity.
[bookmark: _Toc447207016][bookmark: _Toc453319536]Post-registration process
6.11. The Administration Website should facilitate management of all User Accounts via the same interface regardless of Eligibility State and Activation State.
6.12. Administrators must be able to identify User Accounts which have recently been created, for example, to check whether the User has selected the correct Organisational Entity.
6.13. The Administration Website must enable Administrators to change a User’s Organisational Entity. 
6.14. For pending User Accounts, the Administration Website must have the functionality for Administrators to:
· View a list of pending User Accounts for the Organisational Entity or Entities they manage; 
· Approve or reject pending User Account registrations, individually and in bulk;
· Select and delete User Accounts;
· [bookmark: _Hlk49432245]View a list of deleted User Accounts for their Organisational Entity;
· Select User Accounts for the generation of new Activation codes, to be sent to the User via email.
On rejection of a pending User Account registration an email notification must be sent to the Applicant to explain the reasons for account rejection.
6.15. For expired User Accounts, the Administration Website must have the functionality for Administrators to:
· View a list of User Accounts that have expired, for a configurable number of days after the expiry date;
· Select User Accounts for deletion, including the ability to specify the number of days after which User Accounts will be deleted;
· Delete User Accounts.
[bookmark: _Hlk61429092]	Organisational structure
[bookmark: _Hlk50471112]The Service must provide an overall organisational structure to demonstrate how eligibility and access rights flow through the system. The structure must allow Organisational Entities to be grouped together to allow Administrators to collectively manage access to Content purchased on behalf of the NHS and wider health and social care sectors. Content may be purchased nationally, regionally, or by Organisational Entities either collectively (consortia) or individually.
6.16. [bookmark: _Hlk57032643]Where a single Organisational Entity purchases Content, The Service must allow Administrators to manage access to Content on an Organisational Entity level. 
6.17. Where multiple Organisational Entities purchase Content either regionally or in consortia, The Service must allow Administrators to manage access to Content across the relevant Organisational Entities.
6.18. Where Content is purchased nationally, The Service must allow the National Administrator to manage access to Content to all Users once.
6.19. In the same way that access to Content is managed at individual Organisational Entity, multiple Organisational Entity and national levels, The Service must allow access rights to be revoked. For example, the National Administrator will be able to remove access rights for all Users at once and the Administrator of an Organisational Entity will be able to remove access rights for all the Organisational Entity’s Users at once. 
6.20. [bookmark: _Hlk48216441]The Service must allow the National Administrator to create and delete Organisational Entities, and manage Administrators, Users and Content for all Organisational Entities. 
Management of Organisational Entities
6.21. The Service must ensure Organisational Entities can be grouped in the Administration Website in line with the overall organisational structure.
6.22. The Administration Website must enable Administrators to create and manage Allowlists of email domains for the Organisational Entity or Entities they are responsible for to enable automatic access to the Content on User Account creation.
6.23. The Administration Website must allow Administrators to set synonyms for their Organisational Entities that can be used in conjunction with the self-registration features.
Search and browse
6.24. The Administration Website must allow Administrators to browse a list of all the User Accounts in the Organisational Entity or Entities they are responsible for. The list will display the default data attributes first name, last name, email address, Organisational Entity and Activation State, and/or customisable data attributes.
6.25. Each page of the Administration Website must include:
· A simple User Account search function;
· Access to advanced search options.
6.26. [bookmark: _Hlk67320189]The simple search should search username, first name, last name and email address in the Organisational Entity or Entities the Administrator is responsible for.
6.27. The advanced search option should search on all data attributes and will allow Administrators to:
· Search for and view username, first name, last name and Organisational Entity of any User;
· View all account details of any User in the Organisational Entity or Entities they are responsible for.
6.28. The search results generated by either a simple or advanced search will display a list of all the relevant User Accounts. From this list Administrators should be able to: 
· Sort or filter; 
· Customise the default data attributes displayed;
· Perform functions such as move, delete or modify one, some or all User Accounts in the Organisational Entity or Entities which they are responsible for.
Administration Website features
6.29. The Service must provide the following functionality on all pages in the Administration Website:
· To return to the Administration Website home page;
· To access that Administrator Account details;
· View of the Organisational Entity or Entities the Administrator is responsible for including organisation name, Organisational Entity and total number of User Accounts per Organisational Entity;
· Context-sensitive help, displaying information relevant to the page being viewed at the time;
· Contact details for the service desk (email, telephone and web interface) including a link to the service desk web interface, the function to raise a support call and to view all support calls raised by the Organisational Entity;
· The ability to logout of the Administrator Website.
[bookmark: _Toc447207022][bookmark: _Toc453319542]Email functionality 
6.30. The Service must provide email templates for communicating with Users, including but not limited to:
· User Account approval and creation e.g. Activation codes;
· User Account pending expiry, expiry and renewal;
· User Account moved between Organisational Entities;
· Administrator Account Activation;
· Reset password;
· User Account registration rejected (multiple templates including use of personal email, non-UK, and not eligible in general).
6.31. The National Administrator should have editing rights for the email templates to allow the templates to be reworded from the administration interface.
6.32. The email templates should include a default subject field and message body which can be modified/edited by the Administrator before sending.
6.33. The Service should ensure email templates can be auto-populated with User Account and Administrator attributes.
6.34. The Service must allow Administrators to add attachments to email templates before sending.
6.35. The Service must allow Administrators to download the email address(es) for one, more than one or all User Accounts for the Organisational Entity or Entities they are responsible for.
[bookmark: _Toc447207023][bookmark: _Toc453319543]Notifications for administrators
6.36. [bookmark: _Hlk48812841]The Service must provide notifications for Administrators in the Administration Website and/or by email. Email notifications must include click-through access to the User Account details page in the Administration Website. Email aggregation options should include individually (where relevant), daily, weekly and not at all.
6.37. The Service must provide notifications for Administrators for the following scenarios:
· New User Account added to the Administrator’s Organisational Entity;
· User or Administrator moves their User Account to the Administrator’s Organisational Entity;
· Pending User Accounts whose eligibility cannot be automatically verified are available for review within the Administrator’s Organisational Entity;
· User Account automatically locked out on security grounds;
· Data download files are available;
· Validation process on bulk upload files does not detect any errors with the file(s);
· Validation process on bulk upload files detects errors, providing detail of relevant User Accounts and errors.
6.38. [bookmark: _Hlk56082937]The Service should provide notifications for Administrators for the following scenarios:
· Accounts awaiting activation, accounts activated by users, and accounts deactivated;
· Accounts modified (e.g. email addresses changed by Users, passwords changed by Users);
· Numbers of successful logins and numbers of logins to resources;
· Pending User Accounts are deleted from the Administrator’s Organisational Entity;
· Expired User Accounts are deleted from the Administrator’s Organisational Entity;
· When User Accounts are automatically locked out including details of the User Account(s) concerned;
· Changes to Content resource(s) name and/or access URL;
· Addition or removal of Content resource(s);
· Monthly Activity statistics reports are available that have been configured to be sent via e-mail with aggregation options for either monthly or not at all.
Audit functionality
6.39. [bookmark: _Hlk48813186][bookmark: _Toc447207025]The Administration Website must include auditing reporting functionality. Audit reports should include but not be limited to:
· Total number of Authentication attempts to Content Providers and the resulting success or failure;
· Total number of Authentications for each Content Provider;
· User Account created, expired, deleted, disabled, suspended banned;
· Authentication Activation State changed to activated or deactivated;
· Authentication Eligibility State changed to eligible, pending or ineligible;
· Total number of User Accounts for an Organisational Entity by job role;
· Account changes for an individual or multiple User Accounts, for a configurable date period;
· User Accounts that have joined and left an Organisational Entity.
[bookmark: _Toc453319545]Data download and upload
6.40. The Administration Website must support the download of the following information for the Organisational Entity or Entities the Administrator is responsible for (including all Organisational Entities in the case of the National Administrator) in a machine readable format:  
· All User Account information held by The Service (except for a User’s password);
· User Accounts that were created or modified in a configurable date range;
· Expired User Accounts.
6.41. The Administration Website must have a fully automated upload function to enable User Accounts to be added, updated or deleted in bulk. To support processing data upload files in a standard format, a template CSV file with validated fields will be available to download from the Administration Website.
6.42. [bookmark: _Hlk49432808]The Administration Website must carry out automatic validation processes to ensure uploaded files are in the required format and ensure consistent application of account creation rules. If the validation process does not detect any errors with the file(s):
· The Administrator will be notified with a successful confirmation message;
· The file(s) will be uploaded.
6.43. [bookmark: _Hlk49432723]If the validation process detects any errors with the file(s):
· The Administrator will be notified with a detailed error notification;
· User Account records that have no errors will be processed;
· User Account records with errors are saved in a new file for the Administrator to correct and re-uploaded.

7. [bookmark: _Toc447207028][bookmark: _Toc453319548]Statistics
7.1. The Service must provide the capability to produce User and Content Activity statistics reports. 
7.2. Via the Administration Website, Administrators must be able to view and extract (download) User Account summaries and Content Activity statistics on an ad hoc basis for all Users within the Organisational Entity or Entities they are responsible for. The date range of reports will be configurable by Administrators and the reports will be downloadable in CSV and PDF formats.
7.3. The Service must provide monthly summary reports for the Organisational Entity or Entities an Administrator is responsible for:
· Number of new registrations;
· Number of new eligible User Accounts;
· Number of expired User Accounts;
· Number of deleted User Accounts;
· Total number of User Accounts;
· Total Content Activity for User Accounts by job role;
· Total Content Activity for User Accounts by the Organisational Entity;
· Content Activity for User Accounts by Content Resource;
· Content Activity by Organisational Entity by Content Resource (allowing comparisons to be made between unlimited numbers of Content resources).

8. [bookmark: _Toc447207044][bookmark: _Toc453319559]Accessibility
The Service must work with, as a minimum, latest versions of common web browsers including but not limited to, Microsoft Edge, Google Chrome, Mozilla Firefox and Apple Safari browsers. 
The Service must not require Users or Administrators to install any additional web-browser plugins to use the web-based interfaces.
The Service must ensure that web pages provided as part of the solution adhere to the following requirements defined by NHS Digital:
· Valid HTML;
· Accessibility.

9. Security
9.1. The Service must guarantee the following security measures:
· Automated lockout measures designed to prevent misuse or brute-force attacks, for example, repeated attempts to login using incorrect details;
· Account monitoring tools that report potential misuse of User Accounts, including excessive login checks based on geolocation and analysis of requests to detect suspicious activity, including brute force attacks;
· Publicly accessible web products must meet the NHS Digital security specifications;
· Servers and network protection by physical and network security measures;
· Protection and mitigations against the top 10 common web application vulnerabilities relevant to the IdP and AMF (listed by OWASP 2020).
9.2. [bookmark: _Hlk49433029]When User Accounts are automatically locked out on security grounds, the User’s access rights to Content must be immediately removed. An email notification will be sent to the relevant Administrator with details of the locked User Account concerned.
9.3. User Accounts that repeatedly trigger the account monitoring tools when a User is using their User Account legitimately, should be able to be added to an Allowlist and ignored by the account monitoring tools.
9.4. All SAML tokens must be digitally signed and signatures verified where they are at risk of being tampered with. Where SAML 2.0 is supported by the Content Provider, SAML messages will additionally be encrypted using XML encryption.
9.5. The Supplier must carry out and provide documentation on independent penetration testing at least annually, with an approved supplier, in line with the NHS Digital penetration specifications.
9.6. The Supplier must report on suspected account misuse, events that may indicate attempts to circumvent access controls, and events that may result in unauthorised access to Content or Service failure.

10. [bookmark: _Toc447207053][bookmark: _Toc453319560]Data Protection
10.1. The Supplier must store, process and manage personal data according to the Data Protection Act 2018 and the General Data Protection Regulation including the principles of data minimisation and storage limitation.  
10.2. The Supplier must work with NICE to complete a data protection impact assessment on The Service data protection and information governance standards and information security with regards to personal data.
10.3. Collection, storage and use of personal data by the Supplier in relation to The Service must be described in a privacy notice to publicly available from the service start date.
10.4. [bookmark: _Hlk67319645]Administrators are responsible for deleting Users Accounts via the Administration Website as soon as access is no longer required. The Service must ensure any personal data from these User Accounts stored on the Supplier’s servers is deleted after a maximum of 1 year.
10.5. [bookmark: _Hlk67320296]All personal data related to The Service stored on the Supplier’s servers must only be accessible to authorised Supplier personnel and the National Administrator via the Administration Website. 
10.6. Personal data associated with User Accounts must only be accessible to the Administrator(s) responsible for that Organisational Entity, except username, first name and last name available to all Administrators via the advanced search option.
10.7. [bookmark: _Hlk66869381]The Supplier must respond promptly to any subject access requests made under the Data Protection Act and will ensure that NICE is made aware of them.
10.8. [bookmark: _Hlk66873263]Data must be stored in data centres that are physically secure with appropriate security and protection arrangements available and monitored 24 hours, seven days a week. Access must be limited to authorised personnel only.
10.9. Data must be stored in data centres located in the UK, in the EEA or in any other country granted adequacy. 
11. [bookmark: _Toc447207056][bookmark: _Toc453319561][bookmark: _Hlk54858212][bookmark: _Toc314843598][bookmark: _Toc453319563][bookmark: _Toc447207057][bookmark: _Toc453319562]Implementation
[bookmark: _Ref313529763]The Supplier must provide service implementation project plan(s) as part of their tender response. The project plan should include but not be limited to:
· A description of each of the key products and activities involved with the set up and implementation of The Service, including tasks, milestones, assurance points and dates required for successful delivery. Minimum suggested milestones and timescales for the implementation of The Service are set out in Appendix 2;
· The quality assurance processes required to verify the integrity of the outcome of each task;
· All dependencies on NICE, Administrators and Users of The Service, Content Providers and other external parties;
· All activities required to be performed by NICE, Administrators and Users of The Service, Content Providers and other external parties. This includes all steps the Supplier and Content Providers must take to ensure Content is accessible by Users by the service start date and milestones relating to on-boarding the Content Providers;
· Contact with all Content Providers to inform them of the new service and contact with Content Providers who are not part of the Supplier’s IdP or AMF services to support joining using SAML standard protocols;
· Contact with Administrators and Users to inform them of the new service;
· All communication and training activities to support the transition of Administrators and Users to the new service;
· Establishment of the project management team and full staff complement to support The Service;
· Establishment of service management and governance processes, including security management and business continuity and disaster recovery;
· Resource profile identifying how and when resources will be deployed over the lifecycle of the project;
· Any activities required to finalise any details of the plan through further iterations of the plan.
11.1. [bookmark: _Hlk63854506]The Supplier must establish the project management team and project manage The Service implementation to ensure that all milestones agreed with NICE are delivered within the timescales for implementation and service start dates. 
The Supplier must manage and co-ordinate all activity required to be performed by third parties, including NICE, Administrators and Users, and Content Providers to implement The Service.
The Supplier must ensure that all Content Providers of health and social care resources, including but not limited to those Content Providers listed in Appendix 1, will be live, fully operational and all Content is accessible for Users by the service start date.
The Supplier must agree a security management plan with NICE within 20 working days of contract award.
The Supplier must agree a Business Continuity and Disaster Recovery (BCDR) plan with NICE at least 90 working days prior to service start date.
11.2. The Supplier must provide fortnightly status reports throughout the implementation period, including but not limited to progress reporting and risk identification, management and mitigation.
[bookmark: _Toc453319567][bookmark: _Toc324423972][bookmark: _Toc314843591]Transition and Continuity
11.3. The Supplier must ensure Organisational Entity identifiers are persistent so that dependent applications that NICE manage maintain continuity of service.
11.4. The Supplier must manage and conduct the secure migration of existing User Accounts and all data attributes from the current service to the new Service. Any migration must be completed with minimum disruption to service continuity. The Supplier must ensure that:
· All User Account attributes are migrated;
· All persistent identifiers are migrated;
· User Account migration does not disrupt continuity of access to Content.
11.5. It is anticipated that User data held in the current service will be made available in a tab delimited text file. The data provided will omit encrypted or hashed passwords for User Accounts, existing passwords will not therefore be available in the tab delimited text file. The Service must provide facilities to enable Users to confirm their identity and create a new password after the migration of User Accounts.
11.6. [bookmark: _Hlk63065919]The Supplier must notify Users of the change in the service provider responsible for processing personal data the first time they log in to the new Service. This notification must provide and record acknowledgement of The Service terms and conditions including the NICE and the Supplier’s privacy notices.
[bookmark: _Toc453319565]Testing
11.7. Acceptance criteria for both functional and non-functional requirements of The Service must be agreed in conjunction with NICE within 3 months of the contract award date.
11.8. During the implementation period, the Supplier must fully test The Service against the agreed acceptance criteria. The Supplier must provide evidence that the system has been thoroughly tested, including with the systems of each individual Content Provider, including but not limited to:
· Results of performance testing;
· Test result reports including accessibility testing and cross-browser results;
· Results of independent penetration testing;
· Release notes.
11.9. During the implementation period, the Supplier must provide a stable up-to-date test environment for NICE to test The Service against the agreed acceptance criteria.
[bookmark: _Toc453319566]Training and Communication
11.10. The Supplier must identify and manage communication and training to support the transition of Administrators and Users to the new service.
11.11. The Supplier must be able to directly communicate to all Administrators and provide service update communications to Administrators to minimise support calls and ensure the smooth transition from the current service to the new Service.
11.12. The Supplier must work with NICE to agree and communicate all messages relating to the new Service implementation and transition.
11.13. The Supplier must produce and keep up-to-date training materials to support Administrators and Users. The training materials should consider how The Service is used in a health and social care setting.

12. [bookmark: _Toc453319568]Service Level Agreements and Contract Management
[bookmark: _Toc453319569][bookmark: _Toc314843600][bookmark: _Toc314843595]Service Continuity and Service Desk
12.1. The Supplier must ensure continual service availability - 24 hours a day, 7 days per week, 365 days per year including English Bank Holidays and Public Holidays - and will work to restore service availability as soon as possible in the event of an interruption or suspension of The Service. 
12.2. The Supplier is responsible for ensuring continuity of The Service including the provision of secure, up-to-date back-up and restore facilities in accordance with best commercial practices. The Service must satisfy a user ‘client-server’ transaction response time of within 1 second.
The Supplier must have a Business Continuity and Disaster Recovery (BCDR) plan in place, for example, GOV.UK business continuity and disaster recovery schedule. The BCDR plan shall detail the processes and arrangements which the Supplier will follow, to ensure continuity of the business processes and operations supported by The Service following any failure or disruption of any element of The Service and the recovery of The Service in the event of a disaster. The BCDR is to be shared with NICE on request.
The Supplier must have security management policy and plan in place, including but not limited to, security standards, business processes for security testing, and incident management and resolution processes for any breach of security, for example, GOV.UK security requirements schedule, long form. The security management plan is to be shared with NICE on request.
12.3. Service availability is expected to be 99.9% calculated on a monthly basis, excluding Scheduled Downtime.
12.4. Core and non-core service hours are defined as:
· Core service hours
08:00 to 20:00 GMT, Monday to Friday, including English Bank Holidays and Public Holidays;
· Non-core service hours
20:01 to 07:59 GMT, Monday to Friday, including English Bank Holidays and Public Holidays;
00:00 to 00:00 GMT, Saturday to Sunday.
The Supplier may have up to 6 hours per week of Scheduled Downtime during non-core service hours, subject to a total of no more than 15 hours in a rolling 4 week period. The Supplier must give NICE a minimum of 5 working days’ notice for periods of Scheduled Downtime. Exceptionally, downtime may be scheduled giving less than 5 working days’ notice.
12.5. If there is an issue with service continuity, including those reported via the service desk, the Supplier must follow standard service management processes to detect, replicate, report and resolve the incident. The Supplier is expected to work with other system partners where necessary to resolve issues. The Supplier must categorise any issue against the incident priority levels, proactively report the issue to NICE within the defined reporting periods and resolve the issue within the target resolution period – see Annex 2_Terms, SLA, KPIs and Reporting (KPIs & Incident Priority Levels sheet) for incident priority level classification and reporting and resolution periods. Reporting time, defined in the incident priority levels, is measured during core service hours only. 
12.6. The Supplier must have a means to communicate with all Users when required, including service issues affecting service availability, service performance, Scheduled Downtime or emergency maintenance, and real time information on the status of The Service. The Service must enable the National Administrator to communicate with all Users when required.
12.7. The Supplier must notify NICE and Users within 2 hours that an issue affecting service availability has been resolved and access to The Service has been restored.
12.8. For all priority level 1 and 2 incidents, the Supplier must share a formal incident report with NICE within 7 working days of the incident occurring. The incident report should provide a description of the incident, detail of any unscheduled downtime required for emergency maintenance plus details of any remedial action which have been taken by the Supplier to resolve the incident and prevent a similar occurrence in the future. For the avoidance of doubt, this reporting is additional to the scheduled monthly and annual contract reporting which will record and summarise such incidents. 
12.9. The Supplier must provide a dedicated service desk team to provide support to all Administrators and Content Providers contactable by email, telephone and web interface.
12.10. The service desk must be available 09:00 to 17:30 GMT, Monday to Friday, excluding English Bank Holidays and Public Holidays. All enquiries received via the service desk must be acknowledged within 2 hours of the enquiry being received, responded to within 5 working days with notification of actions (to be) taken to resolve the issue, and resolved within 20 working days.
12.11. The Supplier must keep training materials up-to-date throughout the contract period to support Administrators and Users.
12.12. [bookmark: _Hlk66273826]The Supplier must maintain and share a prospective digital roadmap with NICE relating to any major changes or developments which will impact The Service and /or require NICE to make any associated digital developments. The Supplier must give NICE a minimum of 90 working days’ notice prior to changes going live.
Service Performance, Contract Reporting and Related Payment
12.13. The Supplier must assign a dedicated contract manager and technical lead to NICE. The contract manager will be fully responsible for all matters under the relationship, including, but not limited to, all contractual, financial, and service level reporting.
12.14. The contract manager must attend quarterly contract review meetings with NICE, an annual service review meeting with NICE, and quarterly service network meetings held by the National Authentication and Link Resolver Operational Management (NALROM) group. NALROM is made up of the National Administrator, Administrators responsible for regions, representatives from HEE and NICE, and relevant staff from the Supplier.
12.15. The Supplier must provide annual and quarterly contract review reports to summarise the service performance in the contracted period including a summary of enquiries, Scheduled Downtime, KPI exception reporting, financial overview, and risk, issue and change management details – see Annex 2_Terms, SLA, KPIs and Reporting (Contract Review Report sheet).
12.16. The Supplier must provide quarterly reports to demonstrate the level of service performance against each key performance indicator – see Annex 2_Terms, SLA, KPIs and Reporting (KPI Input sheet). The Supplier will monitor service performance against each key performance indicator and report to NICE quarterly and annually. The report must include remedial actions being taken to increase service performance where thresholds are breached.
12.17. [bookmark: _Hlk66264688]Where The Service does not meet the required key performance indicator threshold(s), service credits are applicable as detailed under consequence of breach set out in the key performance indicators - see Annex 2_Terms, SLA, KPIs and Reporting (KPIs & Incident Priority Levels sheet) - and the contractual documents. Service credits are calculated based on the quarterly contract service charge for the Service. For each key performance indicator, when The Service fails to meet (breaches) the indicator threshold level for a period of two consecutive reporting quarters, Service Credits will be applicable. The Supplier will issue a credit note to NICE to the value of the agreed service charge reduction for that quarter, to be credited against a future invoice. Service credits applicable will be capped at 15% of each quarterly contract service charge.
12.18. The Supplier must also provide quarterly reporting detail of service incidents, Scheduled Downtime and service usage - see Annex 2_Terms, SLA, KPIs and Reporting (Quarterly Report sheet). 
12.19. All reports must be made available 1 week prior to contract review meetings.

[bookmark: _Toc68617268][bookmark: Appendix1]Appendix 1: Content Providers

This appendix sets out the Content Providers and examples of Content resources purchased on behalf of the NHS and wider health and social care sectors at the time of writing. 
Please note: this list is not intended to be exhaustive; it is provided for illustrative purposes and is subject to change. 

Nationally purchased Content (current contract April 2019 – March 2022)
	Content Provider
	Resources 

	AMA
	A selection of archived electronic journals

	BMJ Publishing
	BMJ Best Practice

	BMJ Publishing
	A selection of electronic journals, including the BMJ

	EBSCO
	CINAHL
Medline

	EBSCO
	Psychology & Behavioural Sciences Collection (full text journals)

	EBSCO
	EBSCO Discovery Service

	Oxford University Press
	e-book collection (136 titles)

	ProQuest
	BNI
Medline
PsycINFO

	ProQuest
	Health Research Premium Collection (full text journals)
PsycARTICLES (full text journals)

	WoltersKluwer (Ovid)
	AMED
EMBASE
EMCARE
HMIC
Medline






Regionally and locally purchased Content (Please note: this list is not exhaustive)
	Content Provider
	Resources

	123doc and 123library
	e-books, e-learning resources

	AMA
	e-journals

	American Academy of Pediatrics
	e-journals

	American Psychiatric Association Publishing
	e-journals, e-books

	American Society of Clinical Oncology
	e-journals

	Blackwell's
	e-books

	BMJ Publishing
	e-journals, BMJ Best Practice, BMJ Learning

	Building Better Healthcare
	Binleys Online

	Cambridge Journals
	e-journals

	Clarivate Analytics
	Web of Science (citation index)

	CPD Online
	e-learning resources

	Credo Reference
	Search of databases

	Dawson Books
	e-books

	EBSCO
	Bibliographic databases, e-journals, resource discovery service, A-Z service

	Elsevier
	e-journals, Scopus (abstract and citation index)

	Emerald Publishing
	e-journals, e-books

	Future Medicine
	e-journals

	IBM
	Micromedex (drugs information)

	Informa
	e-learning, anatomy.tv

	Ingenta Connect
	e-journals

	Karger
	e-journals, e-books

	Kortext
	e-books

	LM Prenax
	Bibliographic databases, e-journals, e-books.

	Mark Allen Group
	e-journals, databases including Internurse and Intermid

	McGraw Hill Medical
	AccessMedicine, e-books and resources

	Nature Publishing Group
	e-journals

	New England Journal of Medicine
	e-journal

	Oxford University Press
	e-books, e-journals

	PEP – Psychoanalytical Electronic Publishing
	e-journals

	ProQuest
	Databases, e-journals, e-books (Ebook Central), RefWorks (reference management)

	RCNi (Royal College of Nursing publishing)
	e-journals

	Royal College of Psychiatrists
	e-journals

	Royal Pharmaceutical Society
	Medicines Complete

	Royal Society of Medicine Press
	e-journals, e-books

	SAGE
	e-journals

	ScienceDirect
	e-journals

	Springer
	e-journals

	Taylor & Francis
	e-journals, e-books

	TDNet
	Discovery services

	TDS Health
	Stat!Ref 

	Tomlinsons
	e-books

	Waterstones
	e-books

	Wiley
	Bibliographic databases, e-journals, Royal Marsden Manual

	Williams Lea (TSO)
	e-books

	Wolters Kluwer
	Bibliographic databases, e-journals, UpToDate (clinical decision support resource).






[bookmark: _Toc68617269][bookmark: Appendix2]Appendix 2 – Suggested Milestones

	Milestone ID
	Milestone
	Milestone Criteria
	Delivery Date

	M001
	Project plan
	Submit and agree service implementation project plan with NICE. 

Project plan(s) to detail all key products and activities involved with the set up and implementation of The Service, including tasks, milestones, assurance points, dates and dependencies to cover service design, acceptance testing, go live and production of training materials.


	[within 2 weeks from contract award]

	M002
	Status reports
	Share status reports with NICE
	[fortnightly]

	M003
	Design 
	Service description and design submitted to NICE for review and approval.

	[within 2 months from contract award]

	M004
	Service team and processes established
	The Service management team is established and the full operational service team is planned. 

The service management and governance arrangements have been established, including the implementation of the following processes: 
· Incident management;
· Problem management;
· Availability management;
· Service level management;
· Change management;
· Release and deployment management; 
· Service desk; 
· Service reporting;
· Security management;
· Business continuity and disaster recovery.


	[within 3 months from contract award]

	M005
	Acceptance criteria
	Develop acceptance criteria against which The Service will be tested.

Agreement of The Service acceptance criteria with NICE.

	[within 2 months from contract award]

	M006
	Testing
	The Service design and development is completed.

Service testing is undertaken and completed by the Supplier and NICE against the acceptance criteria, including testing with Content Provider systems. 


	[within 5 months from contract award]

	M007
	Service established
	The Service is available for use by Users and Content is accessible to eligible Users.

Data migration from former AIMS service is complete.

Service testing is complete including sign off by NICE.


	[6 months from contract award]

	M008
	Service support
	All training materials (for example, system documentation, training manuals including Administrator guides, webinars) have been drafted, shared with, and agreed by NICE and are ready for dissemination to Administrators and Users.

	[within 4 months from contract award]

	
	
	Administrators and Content Providers have access to the service desk
	[6 months from contract award]
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