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Award Form, Crown Copyright 2023, [Subject to Contract]


Award Form
This Award Form creates this Contract. It summarises the main features of the procurement and includes the Buyer and the Supplier’s contact details.
	1. 
	Buyer
	Government Property Agency (GPA) 
Its offices are on:
23 Stephenson Street 
Birmingham 
B2 4BJ

	2. 
	Supplier
	
	Name: 
	[Insert name (registered name if registered)]

	Address: 
	[Insert address registered address if registered]

	Registration number: 
	[Insert registration number if registered]

	SID4GOV ID:
	[Insert SID4GOV ID if you have one]




	3. 
	Contract
	This Contract between the Buyer and the Supplier for the delivery of GovPrint Cloud, a shared cloud print management service for its future Authority hubs, other Authority locations and non Authority locations.  See Schedule 2 (Specification) for full details.
This opportunity is advertised in this Contract Notice in Find A Tender, reference C1000862 (FTS Contract Notice).

	4. 
	Contract reference
	C1000862

	5. 
	Buyer Cause
	Any material breach of the obligations of the Buyer or any other default, act, omission, negligence or statement of the Buyer, of its employees, servants, agents in connection with or in relation to the subject-matter of this Contract and in respect of which the Buyer is liable to the Supplier.

	6. 
	Collaborative working principles
	The Collaborative Working Principles do not apply to this Contract.
See Clause 3.1.3 for further details.

	7. 
	Financial Transparency Objectives
	The Financial Transparency Objectives apply to this Contract. 
See Clause 6.3 for further details.


	8. 
	Start Date
	To be completed prior to award.


	9. 
	Expiry Date
	To be completed prior to award.

	10. 
	Extension Period
	This Contract can be extended by the Buyer for 6 periods of up to 12 months each (for a maximum contract term of 9 years), by giving the Supplier no less than 3 months written notice before its expiry.  

	11. 
	Ending this Contract without a reason
	The Buyer shall be able to terminate this Contract in accordance with Clause 14.3.
[bookmark: _heading=h.j7q2nd7e80pc]Provided that the amount of notice that the Buyer shall give to terminate in Clause 14.3 shall be not less than ninety (90) days’ notice.

	12. 
	Incorporated Terms 
(together these documents form the "this Contract")
	The following documents are incorporated into this Contract. Where numbers are missing we are not using these Schedules. If there is any conflict, the following order of precedence applies:
(a) This Award Form
(b) Any Special Terms (see Section 14 (Special Terms) in this Award Form)
(c) Core Terms
(d) Schedule 36 (Intellectual Property Rights) 
(e) Schedule 1 (Definitions) 
(f) Schedule 6 (Transparency Reports)
(g) Schedule 20 (Processing Data) 
(h) The following Schedules (in equal order of precedence):
(i) Schedule 2 (Specification)
(ii) Schedule 3 (Charges)
(iii) Schedule 5 (Commercially Sensitive Information)
(iv) Schedule 7 (Staff Transfer)
(v) Schedule 8 (Implementation Plan & Testing)
(vi) Schedule 9 (Installation Works)
(vii) Schedule 10 (Service Levels)
(viii) Schedule 11 (Continuous Improvement)
(ix) Schedule 12 (Benchmarking)
(x) Schedule 13 (Contract Management)
(xi) Schedule 14 (Business Continuity and Disaster Recovery)
(xii) Schedule 15 (Minimum Standards of Reliability)
(xiii) Schedule 16 (Security)
(xiv) Schedule 18 (Supply Chain Visibility)
(xv) Schedule 19 (Cyber Essentials Scheme)
(xvi) Schedule 21 (Variation Form)
(xvii) Schedule 22 (Insurance Requirements)
(xviii) Schedule 23 (Guarantee)
(xix) Schedule 24 (Financial Difficulties)
(xx) Schedule 25 (Rectification Plan)
(xxi) Schedule 26 (Sustainability)
(xxii) Schedule 27 (Key Subcontractors)
(xxiii) Schedule 28 (ICT Services)
(xxiv) Schedule 28A (Agile Development Additional Terms)
(xxv) Schedule 29 (Key Supplier Staff)
(xxvi) Schedule 30 (Exit Management)
(xxvii) Schedule 37 (Corporate Resolution Planning Information)
(b) Schedule 4 (Tender), unless any part of the Tender offers a better commercial position for the Buyer (as decided by the Buyer, in its absolute discretion), in which case that part of the Tender will take precedence over the documents above. 

	13. [bookmark: _heading=h.30j0zll]
	Special Terms
	N/A


	14. 
	Buyer’s Environmental Policy 
	N/A

	15. 
	Social Value Commitment
	The Supplier agrees, in providing the Deliverables and performing its obligations under this Contract, to deliver the Social Value outcomes in Schedule 4 (Tender) and provide the Social Value Reports as set out in Schedule 26 (Sustainability) 


	16. 
	Buyer’s Security Requirements and Security and ICT Policy
	Security Requirements: as set out in Schedule 16 (Security). 
Security Policy
For the purposes of Schedule 16 (Security) the Supplier is required to comply with the Security Policy and GPA Supplier Assurance Security Schedule. Where there is any conflict between the schedules, Schedule 16 (Security) shall take precedence.

[bookmark: _heading=h.gjdgxs]

For the purposes of Supplier Staff vetting, the Supplier is required to comply with the Security Policy.
ICT Policy:
For the purposes of Schedule 16 (Security) the Supplier is required to comply with the ICT Policy.
For the purposes of Schedule 28 (ICT) Supplier is required to comply with the ICT Policy.

	17. 
	Charges
	Indexation is applicable as detailed in Schedule 3 (Charges)


	18. 
	Estimated Year 1 Charges
	£500,000.00.

	19. 
	Reimbursable expenses
	None

	20. 
	Payment method
	BACS

	21. 
	Service Levels
	Service Credits will accrue in accordance with Schedule 10 (Service Levels)
The Service Credit Cap is: 12%
The Service Period is 1 month 
A Critical Service Level Failure is when one or more of the following occur:
a. Cloud Service Uptime <99.5% in any reporting month period
b. Fault Response and Resolution Time <90% in any reporting month period
c. failure to achieve the 99.99% ‘Cloud Services Availability’ threshold in three or more separate (consecutive or nonconsecutive) months during any 12-month rolling period; and/or
d. failure to achieve the required performance threshold for the ‘Fault Response and Resolution Times’ service level for Severity 1 Incidents in three or more separate (nonconsecutive) months during any 12-month rolling period; and/or
e. failure to achieve the required performance threshold for the ‘Fault Response and Resolution Times’ service level for Severity 2 Incidents in three or more separate (nonconsecutive) months during any 12-month rolling period; and/or 
f. failure to achieve the required performance threshold for the ‘Fault Response and Resolution Times’ service level for Severity 3 Incidents in four or more separate (nonconsecutive) months during any 12-month rolling period 

	22. [bookmark: _heading=h.1fob9te]
	Liability
	In accordance with Clause 15.1 each Party's total aggregate liability in each Contract Year under this Contract (whether in tort, contract or otherwise) is no more than 150% of the Estimated Yearly Charges.
In accordance with Clause 15.5, the Supplier’s total aggregate liability in each Contract Year under Clause 18.8.5 is no more than the Data Protection Liability, being £10 million.

	23. 
	Cyber Essentials Certification
	Cyber Essentials Scheme Plus Certificate (or equivalent). Details in Schedule 19 (Cyber Essentials Scheme)

	24. 
	Progress Meetings and Progress Reports
	· The Supplier shall attend Progress Meetings with the Buyer monthly, quarterly and yearly.
· The Supplier shall provide the Buyer with Progress Reports each month.

	25. 
	Guarantor
	The Supplier’s performance will be guaranteed by [Insert name of Guarantor] and has entered into a guarantee using the form in Schedule 23 (Guarantee)]

	26. 
	Virtual Library
	Not applicable.

	27. 
	Supplier’s 
Contract
Manager
	[Insert name]
[Insert job title]
[Insert email address]
[Insert phone number]

	28. 
	Supplier Authorised Representative
	[Insert name]
[Insert job title]
[Insert email address]
[Insert phone number]

	29. 
	Supplier Compliance Officer
	[Insert name]
[Insert job title]
[Insert email address]
[Insert phone number]

	30. 
	Supplier Data Protection Officer
	[Insert name]
[Insert job title]
[Insert email address]
[Insert phone number]

	31. 
	Supplier Marketing Contact
	[Insert name]
[Insert job title]
[Insert email address]
[Insert phone number]

	32. 
	Key Subcontractors
	Key Subcontractor 1
Name (Registered name if registered): [insert name]
Registration number (if registered): [insert number]
Role of Subcontractor: [insert role]
[Guidance: copy above lines as needed]

	33. 
	Buyer Authorised Representative
	Allan Gardner
Head of Technology, Property Tech
allan.gardner@gpa.gov.uk



	For and on behalf of the Supplier:
	On behalf of the Minister for the Cabinet Office on behalf of the Crown represented by the Government Property Agency 

	Signature:
	
	Signature:
	

	Name:
	
	Name:
	

	Role:
	
	Role:
	

	Date:
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Document Control


Title Security Schedule- Security Requirements
(O & OS)


Document Reference


Summary


Policy owner: Head of Information Assurance & Cyber
Security


Responsible Director: Chief Operating Officer


Applies to: All GPA suppliers and their sub-contractors


Groups/individuals who have overseen development of this
policy


GPA Commercial teams, COO Security Team,
Digital & Technology SMT


Groups which were consulted and given approval: GPA Commercial teams, COO Security Team,
Digital & Technology SMT


Ratifying Committee(s) and date of final approval:


Version: 0.1


Date of Implementation:


Date of next formal review:


Security Classification and handling instructions (as
applicable) There are no restrictions on access to this


document.


To be handled and disposed of in
accordance with the Government procedures
for OFFICIAL information


Any distribution outside of GPA must be in
protected PDF format
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Failure to comply with this policy constitutes a breach. Serious or repeated breaches, which include deliberate
or damaging behaviour, may lead to a review or if a serious incident, the withdrawal of an individual’s
security clearance and the individual may also be subject to disciplinary action as detailed in the GPA
Disciplinary Policy.


GPA policies will remain under review and will undergo formal review every 12 months or after a major
incident, however the policy may be modified as appropriate and as required by the Policy Owner in between
formal reviews as it is recognised that changing issues and circumstances may require future revision to the
policy or procedures.


Document Revision History


Version Date Author Summary of changes


Draft 05-01-2023 Abdi Wardhere First Draft Security Schedule- Security
Requirements (O & OS)
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Security Schedule Overview


GPA recognises that the confidentiality, integrity and availability of information are
fundamental components of its business. GPA is committed to the protection of its
information, assets and personnel expects the same level of commitment from its
suppliers ( Sub-contractors if applicable).


This Security schedule will be outlining the security requirements suppliers are
expected to adhere to manage and protect GPA data whilst contractually providing
services. This schedule applies to all suppliers providing services to GPA and
operating at OFFICIAL and OFFICIAL-SENSITIVE tier.


These security requirements apply in respect of all services conducted under this
Contract, such always being exercises where GPA mitigating measures are
influenced by the current and previous HMG protective marking schemes. These
requirements is for information protectively marked at OFFICIAL and
OFFICIAL-Sensitive.


These controls are spread across the technology, processes and people involved in
delivering any specific system, service or solution. It is with this understanding that
this information security requirement has been developed. 


Principles of security; 


The Contractor shall be responsible for the security of the Contractor’s System
Environment and shall at all times provide a level of security which:


a) is in accordance with Good Security Practice and Law;
b) complies with GPA Security Policies and Standards
c) countermeasures the security threats to the Contractor’s Systems


Environment; and
d) complies with ISO/IEC27002 and ISO/IEC 27001 in accordance with


paragraph 4 of this Schedule;
e) Certification to the Cyber Essentials Plus Scheme, unless deemed out of


scope for this requirement.  


ISO/IEC 27001 compliance
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1. Compliance with ISO/IEC 27001 requires an established and implemented
Information Security Management System (ISMS). The Contractor, and its
subcontractors (if applicable) shall implement and maintain information
security programme for its delivery environments, used to deliver Goods
and/or Services to GPA that is consistent with industry standard; (“ISO/IEC”)
27001:2013 (or subsequent ISO 27001 that supersedes the ISO 27001:2013)
that includes appropriate administrative, physical and technical measures
designed to meet Good Security Practice. Such information security program
should include compliance to its own policies and standards and are aligned
with GPA Security Policies and Standards as applicable.   


 


Cyber Essentials Plus scheme


1. Cyber Essentials Scheme has become a government mandate and the
Contractor shall comply with the scheme requirements and be
organisationally certified to the Cyber Essentials a duly accredited certification
provider depending on the nature of services.   


Risk management  


1. The Contractor shall implement a risk management process, conducting a risk
assessment for the service that will be provided.  The Contractor shall carry
out a risk assessment at a reasonable frequency or when there is a major
change in the Contractor’s Systems Environments or threat landscape to
assess the Information Security Risks specific to the nature of the Services
being provided to GPA and to define any specific information security and
GPA Assets handling arrangements that are applicable to this. The Contractor
shall also: 


a) consider each of the requirements set out below as part of this risk
assessment;


b) put in place risk treatment plans and implement appropriate controls to
mitigate the risks an acceptable level required by GPA; 


c) share the outcomes of the performed risk assessment with GPA and
mutually agree any specific information security and GPA Assets
handling arrangements under the Specification between the Contractor
and GPA; and 


d) notify GPA in a timely manner if the risk profile has changed
significantly such as from low/medium to high/critical. 
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Security Audit and Assurance; 
1. The Contractor (and Sub-contractor if applicable) shall complete GPA


“Information Security Questionnaire” and provide its responses and
supporting evidence to GPA for review.


2. The Contractor shall conduct Security Tests (which include Penetration Tests,
Vulnerability Scan, Availability Tests and any other security related tests) by a
accredited third party or by a PCI Approved Scan Vendor (if processing,
storing or transmitting card payments) to ensure the system’s confidentiality,
integrity and availability at least annually (or as otherwise agreed by the
Parties) and upon any major changes to the Contractor’s Systems
Environment.


3. GPA shall be entitled to send the representatives to witness the conduct of the
Security Tests. The Contractor shall provide GPA with the results of such tests
(in a form approved by GPA in advance) as soon as practicable after
completion of each Security Test.


4. The Contractor shall perform risk based security audits of the Contractor’s
System Environment at least once every twelve months and upon any major
changes to the Contractor’s Systems Environment and/or risk level.


5. Upon request by GPA, the Contractor shall provide the reports of the security
tests and audits (internal or external) and evidence that the critical and high
issues and vulnerabilities identified in the reports are resolved to mitigate the
security risks to the level acceptable to GPA.


6. If the Contractor provides a code development service to GPA, the Contractor
shall be required to follow GPA policies and standards (or Good Security
Practice if such policies and standards do not exist) for code development
within the Contractor’s Systems Environment including independent code
review.


7. Should Services under this Contract require the Contractor to provide
software development Services, the Contractor and GPA will mutually agree
code development practices in a specification prior to the services being
executed.


8. GPA may periodically undertake Security Tests in respect of any or all of the
systems and infrastructure within the Data Centres, Clouds or any other
locations used to deliver any of the Services.  If any such test reveals any
security issue or non-compliance with the terms of this Contract, the
Contractor shall promptly (by reference to its criticality) correct the relevant
issue and report to GPA accordingly.  GPA shall provide advance notice of
any such Security Tests and Contractor shall not be responsible for any failure
in the Goods and/or Services caused by GPA undertaking such Security
Tests.


9. GPA shall be entitled at any time and without giving notice to the Contractor to
carry out Security Tests (including penetration tests and vulnerability scans)
as it may be deemed necessary to establish the Contractor's compliance with
GPA security requirements. GPA may notify the Contractor of the results of
such tests after completion of each test. Security Tests shall be designed and
implemented to minimise the impact on the delivery of Services. If such tests
impact adversely on its ability to deliver the Services to the agreed Service
Levels, the Contractor shall be granted relief against any resultant
under-performance for the period of the tests.
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Cryptography and encryption 
1. The Contractor and/or sub-contractor shall comply with GPA’s policies and


standards on the use of cryptography to protect GPA Assets. If these policies
or standards are not present during the time of procurement, then Good
Security Practice must be agreed between both parties (GPA and
Contractor). 


2. The Contractor and/or sub-contractor shall ensure that GPA Assets at rest
and in transit are encrypted using an agreed minimum encryption standard
e.g. Transport Layer Security (TLS 1.2) or higher versions, Advanced
Encryption Standard (AES 256) or higher versions and in line with the GPA’s
security policies and standards.  


3. The Contractor and/or sub-contractor shall ensure that technical (automatic
data encryption controls for laptops and removable media) and procedural
(policies and user awareness) controls are in place for all portable devices
(e.g. laptops, tablets) and removable media (e.g. CDs, DVDs, USB storage
devices, backup tapes) that contain GPA Assets. 


4. The Contractor and/or sub-contractor shall ensure that GPA Assets
transferred electronically outside of the Contractor’s Systems Environment, or
over any public network, are encrypted using an agreed minimum encryption
standard.  


5. Encryption functions provided by office automation software (e.g. Microsoft
Office, Adobe Acrobat) excluding Data Compression tools such as WinZip
(where 256 AES encryption or higher is used) must not be relied upon to
protect GPA Assets unless specifically agreed in writing with GPA. 


Personnel security
1. The Contractor shall ensure that all Staff (and Sub-Contractor if applicable)


shall be appropriately vetted, which may include specific government
clearances , relevant to access to assets they are given and Services being
provided to GPA before they are given access to those assets or involved in
the Services. This vetting shall be in accordance with the government
minimum requirements for pre-employment checks; including Baseline
Personnel Security Standard (BPSS) as the minimum requirement for
government. 


2. Should Services under this Contract require Staff (and Sub-Contractor if
applicable) to have bulk access to download/export significant volumes of
GPA Assets, i.e. Staff holding privileged levels of GPA system access such as
system administrators, database administrators, Contractor and GPA will
mutually agree vetting checks in a Specification prior to this Services being
executed and if required; at the Contractors expense. The Contractor and/or
Sub-contractor may need to have specific government clearances such as .
Counter Terrorist Check (CTC), Security Check (SC) or Developed Vetting
(DV) clearance, to be agreed with GPA.


3. The Contractor shall maintain complete records of the checks performed for
each person vetted. The Contractor shall ensure that all Staff (and
Sub-Contractor if applicable) complete an information security awareness
training programme on an annual basis 
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4. The information security awareness shall: 
a) ensure Staff (and Sub-Contractor if applicable) are aware of their


obligations in relation to protecting the confidentiality, integrity and
availability of GPA Assets; 


b) ensure Staff (and Sub-Contractor if applicable) are made aware of
relevant Contractor information security policies; 


c) ensure all Staff are aware of the requirement not to access GPA
assets outside of the United Kingdom without the prior written
consent of GPA.


d) ensure Staff (and Sub-Contractor if applicable) who have access to
the GPA systems and information complete the GPA’s annual
Security eLearning; 


e) This training should be performed: 
i.before Staff (and Sub-Contractor if applicable) are given
access to GPA’s Systems Environment and GPA Assets;
and 


ii.at regular intervals thereafter, such intervals to be no more
than twelve months. 


5. The Contractor shall ensure that Staff (and Sub-Contractor if applicable) shall
only be involved in the provision of the Services or parts of the Services for
which they have been adequately trained.   


6. The Contractor must appoint an Information Security Manager who will act as
a first point of contact with GPA for security issues. In addition, all Staff
working for the Contractor and where relevant Sub-contractors, with access to
GPA IT Systems, Services, GPA Assets or sites must be made aware of the
security requirements and must comply with them. 


7. It is the Contractor’s responsibility to monitor compliance of any
Sub-contractors and provide assurance to GPA as requested, including
compliance with the vetting checks.  


Access management and control
1. All Staff (and Sub-Contractors if applicable) who access the Contractor’s


Systems Environment must be granted authorised access using formally
defined and approved processes in accordance with GPA policies and
standards (or Good Security Practice if such policies and standards do not
exist).   


2. All Staff (and Sub-Contractors if applicable) must be allocated a unique
identifier for their personal and sole use. 


3. The Contractor shall ensure that its Staff (and Sub-Contractor if applicable)
activities can subsequently be traced back to the responsible individual.  


4. The Contractor must promptly (within 2 working days or sooner) remove, or
request GPA to remove, the access rights of any Contractor (and
Sub-Contractor if applicable) Staff who has changed role or left the
Contractor's employment or who no longer need access to GPA Systems
Environment.


5. The Contractor must not reallocate user identifiers issued to specific
Contractor Staff to other Staff (and Sub-Contractor if applicable). 
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6. The Contractor must maintain a formal record of all Staff (and
Sub-Contractors if applicable) authorised to have access to GPA’s Systems
Environments, which must be subject to regular review (at least quarterly) and
must provide GPA with a copy of the record upon request. 


7. Where the Contractor is granted access to GPA’s Systems Environment for
the purpose stated in the Contract any access to or use of GPA Systems
Environment other than that strictly necessary for the purpose of fulfilling its
obligations under the Contract is strictly forbidden. 


8. Access to GPA’s Systems Environment shall only be permitted from a
pre-agreed range of designated Contractor network addresses and in
accordance with GPA’s policies and standards (or Good Security Practice if
such policies and standards do not exist). 


9. The Contractor shall ensure that access to authentication credentials
(including passwords, certificates, tokens and biometric data) that enable
access to GPA Systems Environment are kept strictly confidential by the
Contractor. Access to authentication credentials must not be passed on to any
third party or to Staff (and Sub-Contractor if applicable) who are not
specifically authorised by GPA in writing for the purposes of the Contract. 
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Information processing, handling, transfers and disposal 
1. The Contractor shall take all reasonable precautions to: 


I. ensure that GPA Assets are not compromised, lost, destroyed or
corrupted in any way by provision of the Services or performance
of the Contract. 


II. ensure that it only uses and retains the necessary GPA Assets
necessary for the Staff (and Sub-Contractor if applicable) to
perform the Services or its other obligations under the Contract. 


III. ensure that only those Staff (and Sub-Contractor if applicable)
who need to have access to GPA Assets for the purposes of
performing the Contractor’s obligations under the Contract shall
be granted access.  


2. The Contractor shall not copy, disclose, transmit or automatically process in
any manner any GPA Assets or make available the same to any third party,
unless expressly required by law or specifically authorised by GPA in writing. 


3. The Contractor shall ensure that appropriate operational and procedural
controls are in place to control access to GPA Assets printed by any
Contractor (and Sub-Contractor if applicable) Personnel or received in hard
copy format from or on behalf of GPA..


4. The Contractor shall immediately destroy or delete, GPA Assets when no
longer required and in the event of termination in support of the Services
being provided. 


5. Any GPA Assets which are no longer needed shall be treated as confidential
waste. The Contractor shall securely destroy or dispose and provide verifiable
evidence via third party for secure disposal.


Offshoring
1. GPA Assets must not be accessed, processed, transmitted and/or stored


outside of the United Kingdom without the prior written consent of GPA and
must at all times comply with Data Protection Legislation. 


2. A risk assessment must be conducted if offshoring is in place and the risks
must be considered, mitigated or accepted. 


3. GPA classifies offshoring as: Data hosted outside the UK, Data hosted within
the UK but with potential for access to data outside the UK, Data temporarily
made available offshore for support or diagnostic purposes, Data used for
design, build and development activities undertaken outside the UK, including,
but not limited to, software code, project management information and
solution designs and Foreign nationals brought to the UK for the specific
purpose of fulfilling a central government contract (Landed Resources).   
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Physical security  
1. Security of premises and control of access to GPA sites must be compliant


with GPA requirements which the Contractor/Staff must adhere to. 
2. The Contractor shall:  


a) Define and maintain appropriate and adequate physical access
control mechanisms to prevent unauthorised access to Contractor
Facilities in accordance with GPA’s policies and standards (or Good
Security Practice if such policies and standards do not exist); 


b) ensure that it puts in place and operates physical access control
mechanisms and processes to prevent Contractor (and
Sub-Contractor) Personnel entering areas within the Contractor’s
Facilities that they are not authorised to enter; 


c) ensure that physical access controls mechanisms and processes
within the Contractor’s Facilities for communications rooms, server
rooms or any rooms providing connectivity or transport for GPA’s
Assets are aligned with GPA’s standards, instructions and guidance.
It shall prevent unauthorised Staff or other individuals from entering
these locations, including ensuring that: 


i.entry points into Data Centres shall be accessed via
use of authentication (preferably dual authentication
using electronic access control card and PIN codes)
which is unique to the individual accessing the
location. (i.e. shared PIN codes or keys are not
permitted); and 


ii.entry points into other locations shall be accessed by
only those authorised to have access to the location
for business purposes. This shall be enforced using
electronic access control system and aligned with
industry good practice.   


d) ensure that entry and exit points to Contractor Facilities, Data
Centres and server rooms for GPA Assets are monitored by CCTV
(24x7). The management of the CCTV images must adhere to the
Surveillance Camera Code of Practice 2022 (or Good Security
Practice); o


e) ensure that logs will be maintained of access to the Contractor’s
data centres and that these logs are retained for at least six months
(or other periods defined in GPA’s data retention policies, standards
and schedules or Good Security Practice if such policies, standards
and schedules do not exist); 


f) ensure that Data Centre and server room locations must be
constructed of floor to ceiling walls and either not contain windows
or where windows are present these must be opaque and secured
by suitable grills/bars to prevent physical ingress into the location.
This must align with GPA’s standards, instructions and guidance;  


g) ensure that fire doors on security perimeters to the Contractor’s
Data Centre and server room facilities should be alarmed and
should close shut.


h) perform physical security site visits and surveys to conduct physical
security audits at least annually or when there is a major change in
the physical environments;  
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Security incidents
1. Security incident includes identification, managing and agreeing the reporting


procedures for actual or suspected security breaches. Any known, anticipated
or arising Information Security Risk or other incident impacting Information
Security that can be seen to directly or indirectly affect GPA assets and
personnel, GPA Systems Environment, GPA Facilities, processes, operations
or reputation shall be promptly notified to GPA through the agreed channels
relevant to this Contract.  


2. Formal investigation of any security incident involving the Contractor (and
Sub-Contractor) Personnel, Contractor information or Contractor’s Systems
Environment must be carried out in accordance with GPA’s policies and
standards (or Good Security Practice if such policies and standards do not
exist). 


Breach of security
1. Either party must notify the other upon becoming aware of any Breach of


Security and or , potential or attempted breach, or threat to GPA Assets.   
2. The Contractor shall immediately take all reasonable steps necessary to; 


 (i) contain the Breach of Security and preserve all evidence and forensic
examination associated with the event;  


i. remedy such breach or protect the Contractor IT system against
any such potential or attempted breach or threat; and 


ii. prevent an equivalent breach in the future. 
iii. Notify GPA within 48 hours (to enable GPA to comply with the


72-hour regulatory requirement set out in the Data Protection
Legislation) or as soon as reasonably practicable, provide GPA
full details of an actual breach and the steps taken.


3. The Contractor shall manage the Breach of Security in accordance with GPA
policies and standards (or Good Security Practice if such policies and
standards do not exist). 


Change Management  
1. GPA recognises that information security controls will periodically be subject


to change as a result of developments in, external threats to information
security, technologies, regulations, international/industry security standards
and GPA’s polices and standards.  


2. The Contractor shall implement a formal change management process to
ensure changes made to the Contractor’s Systems Environment are recorded,
tested and approved before being implemented.


3. Any change to the Contractor’s Systems Environment which does or may
reduce specific GPA security control requirements defined in a Specification
for a specific project shall be subject to GPA’s prior written approval.


4. The Contractor shall operate a robust system development lifecycle which
includes information security requirements that must be implemented on all
software elements supporting the service.


5. The Contractor shall ensure that there is clear segregation of environments
between development, testing and production. Developers should have
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limited access to the production environment and should not be able to
promote code to the production environment.


6. All software changes are documented and tested in the test environment prior
to being applied to any systems in the production environment


7. The Contractor must enforce that GPA data is not used at any time in the test
environment and enforce segregation of duties to prevent unauthorised
changes into the production environment.
 


Network Security 
1. Network security controls such as firewall, distributed denial of service


protection, network and application based intrusion detection system must be
implemented to control and monitor connections to the Contractor’s Systems
Environment from the Internet or other untrusted networks. 


2. All Security controls relating to the development, build, configuration,
deployment, operation, change management, maintenance and support for all
technologies relating to the Contractor’s Systems Environment shall be in line
with GPA policies and standards (or Good Security Practice if such policies
and standards do not exist). 


3. The Contractor shall ensure that all systems within the Contractor’s Systems
Environment or accessing GPA’s System Environment have appropriate up to
date anti-virus and anti-malware software installed, Anti-virus and
anti-malware software updates must be applied immediately upon being
released by the vendor and the software must be configured for at least daily
scheduled and on-access scanning. 


4. Devices (including PCs, tablets, mobiles, laptops and servers etc.) which are
used to access, hold or process GPA Assets must adhere to secure practices
such as but not limited to: 


a) ensure user interface screens or sessions automatically lock after a
short period of inactivity (maximum 15 minutes) and require use of
a password, or other authentication credential, to unlock; 


b) have all vendor operating system and application software updates
/ patches tested and installed immediately upon issue by the
vendor; 


c) ensure that unsupported software and hardware systems are
decommissioned and/or replaced with vendor supported systems.  


d) have all successful and unsuccessful logon attempts and
modifications to system access permissions logged and these logs
must be independently reviewed and retained for at least 90 days
unless the frequency of security events and reasonable file size
restrictions reduce this retention period during a specific time
period. 


5. The Contractor shall ensure that GPA Assets or data relating to GPA
customers or personnel is only stored and processed in the Contractor’s
Systems Environment.  
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Business continuity management and disaster recovery
1. The Contractor shall ensure that:


a) Business continuity management systems and plans are in place to enable
the Contractor to maintain or else quickly resume provision of key services
in the event of a disruption in line with agreed Recovery Time Objectives
(RTO) and Recovery Point Objectives (RPO);


b) (or Good Security Practice e.g. ISO 22301 or equivalent standard) if such
policies and standards do not exist;


c) Copies of the business continuity plans are stored outside of the
Contractor’s premises and are easily accessible in the event of a
disruption;


d) Business continuity plans and arrangements shall be tested and reviewed
at least annually or following significant organisational change;


e) Disaster recovery plans and arrangements are in place to enable the
Contractor to maintain or else quickly resume IT systems in the event of a
disruption;


f) Copies of the disaster recovery plans are stored outside of the
Contractor’s premises and are easily accessible in the event of a
disruption;


g) Disaster recovery plans and arrangements shall be tested and reviewed at
least annually or following significant organisational change.


End, expiry and termination of contract
1. Upon end, expiry or termination of the Contract for any reason, in addition to


the termination provisions, the Contractor shall, within eight weeks (or any
other period agreed between the Contractor and GPA) of such end, expiry or
termination also:


a) return, or securely destroy all GPA Assets in accordance with GPA’s
asset return and disposal policies and standards (or Good Security
Practice if such policies and standards do not exist), except that which it
is required to retain for legal or regulatory compliance obligations or its
internal compliance procedures.


b) where GPA Assets are securely destroyed, the Contractor shall provide
independently verifiable evidence of this and a certification from
Contractor’s Information Security Manager confirming that such
destruction has been carried out.
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Annex A – GPA security requirements for Suppliers in OFFICIAL and
OFFICIAL-SENSITIVE tiers:


Security Requirements Tier 3/ 4
(O & OS)


GPA Security Schedule***  Yes


GPA Policies and Standards  Yes


GPA Information Security Questionnaire Yes


ISO 27001 Compliance  Yes


Cyber Essentials Plus Yes


Security Governance and Service Review Meetings/MI  Annually


GPA Security Assurance Site Visit*  Every 2
years


* Required if sufficient assurance is not obtained from Questionnaire, Assurance/compliance
Reports
***Short version 
**If processing, transmitting or storing card payments 
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