About the Agency 
The VCA was established as an Executive Agency of the Department for Transport (DfT) in 1990. The VCA’s main business is delivering its responsibilities to the Secretary of State for Transport as the UK Type Approval Authority for new on and off-road vehicles, systems and components. 
VCA is responsible for approving that products have been designed and constructed to meet internationally agreed standards on safety and environmental protection. 
The VCA also publishes a database of CO2 emissions from new passenger cars, which underpins the graduated Vehicle Excise Duty (VED) and Company Car tax schemes. VCA is also the administrator for the approval of packages, tanks, and receptacles for the carriage of dangerous goods. We issue Vehicle Special Orders on behalf of DfT, to permit vehicles to use public roads that are unable to meet vehicle regulations because of their specialised design.

Our main headquarters office is in Bristol, with an office and test facilities on the MIRA site at Nuneaton and an office at the Millbrook Proving Ground near Milton Keynes. Our dangerous Goods team is based in Leatherhead Surrey. Worldwide we have offices in the US, Asia-Pacific (Japan), China, India, Italy and Australia. 

Site Details
a) VCA Eastgate is located on the multi-occupancy site of Eastgate Office Centre in Bristol (~110 members of staff). 

b) VCA Midlands is located just off the A5 (Watling Street Road) with easy connections to M42 and M69 (~39 members of staff ). 

c) VCA Dangerous Goods Office is located in a small office within the PIRA (Packaging Industry Research Association) site at Leatherhead (~4 members of staff)

[bookmark: _GoBack]Transformation work

The Vehicle Commissioning Agency (VCA) has an aggressive programme of transformation work to meet Central Government requirements.

We are currently focused on the building blocks for the transformation which is the wide area network (including firewalls and web/email filtering).

Wide Area Network

The VCA WAN incorporates 
· 2 * 100mb circuits (on 100mb bearers)
· 2* 10mb circuits

The circuits are based upon old technologies and as the data needs of the organisation are growing they are no longer fit for purpose and aren’t able to deliver high bandwidth, low latency broadband to the network. 

With this in mind the VCA are seeking tenders to: 
· upgrade all existing broadband connections (see Figure 1 for connections)
· provision of low latency connectivity to all sites
· are able to provide a service wrap (2nd and 3rd line support)
· provide the ability to easily ‘flex’ the available bandwidth as required (likely to require bearer upgrades)
· support for a 99.9% uptime SLA across all services
· supply a web & email filtering service
· apply standard security tooling to prevent/detect intrusion 

A full requirements schedule is attached below.
[image: ]

Figure 1 Outline of network connectivity


WAN requirements
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WAN requirements.xlsx
WAN Require

		ID 
(Unique Identifier)		Requirement Statement 
(What is the requirement)		Requirement Rationale
(Brief description of why the requirement is needed)  		Requirement Type
(Functional Requirement e.g. Admin tasks, reporting - or non functional e.g. performance, availability)

RPHILLIPS: RPHILLIPS:
People often get confused between FR and NFRs in simple terms....

Non-functional requirements describe how the system works, while functional requirements describe what the system should do		Requirement Area
(Which team does the requirement relate to e.g. SI, Security, Business, Architecture etc.)		Notes or other relevant details 
(Assumptions, caveats, outstanding queries or any other relevant details)		MoSCoW

		WAN01		Regular reporting against KPIs specified in SLA		Standard service management requirement		Non-functional 		Service				M

		WAN02		Traffic can be easily managed (routed and ports opened) from a central location as required		Need to be able to ensure traffic is appropriately restricted between connection points. E.g. Limited reach back from Cloud to Legacy estate,                      		Functional		Architecture				S

		WAN03		There should only minimal equipment based in the VCA datacentres 		Removes the dependency upon and specific location		Non-functional 		Architecture				M

		WAN04		Support external connections using multiple technologies (SD, MPLS, IPSEC VPN, leased line etc.) 		Ability to accommodate variety of SaaS service providers and services whilst maintaining low latency 		Non-functional		Architecture				M

		WAN05		Provide SSL termination and content inspection across all traffic as required		Need to secure the network from malware		Non-functional 		Security				S

		WAN06		Connectivity must as a minimum meet NCSC security guidance and be verified via an annual Check approved tester		Need to be sure that the end points are secure and traffic encrypted (with 2FA?)		Non-functional		Security				M

		WAN07		Provide route transparency across multiple SD & MPLs networks as required		When connecting networks to the Cloud DMZ will remove the need for NAT and therefore reduce the load on the boundary network devices		Functional		Architecture				M

		WAN08		Provision of standard usage, performance & security reports 		Standard service management requirement		Non-functional 		Service, Security				M

		WAN09		Provision of capability to report against individual port traffic as required		Standard service management requirement		Non-functional 		Service				S

		WAN10		Specified maintenance monthly slots for work to be undertaken against service		Standard service management requirement		Non-functional 		Service				M

		WAN11		Availability of at least 99.9% with no SPoF and transparent resilience (automatic failover)		Standard service management requirement		Non-functional 		Service, Security				M

		WAN12		Audit trail for all changes or activities undertaken against the service		Standard security requirement		Non-functional 		Security				M

		WAN13		Generation of alerts on security events		Standard security requirement		Non-functional 		Security				M

		WAN14		Enable internal access to selected services from connected devices provided the device has been authenticated 		Support drive towards 'outside in' architecture		Non-functional		Architecture				S

		WAN15		Capability to capture/quarantine/black hole non-standard traffic as required.		Standard service management requirement		Non-functional		Service				M

		WAN16		All equipment must be located within the EU		To meet current security requirements		Non-functional		Service				M

		WAN17		Ongoing monitoring of the live connection(s)		alert of end point failure 		Non-functional		Service				M

		WAN18		Ability to access to the internal Exchange ActiveSync connections		Support for ActiveSync  connections  initiated from 3rd Party Sites/Support Exchange Web services(EWS)  initiated from 3rd Party Sites 		functional		Service				C

		WAN19		Access to nominated internal DNS servers, 		 lookup query  initiated from 3rd Party Sites		functional		Service				S

		WAN20		Appropriate security at each end point (PKI certs or similar)		allows secure connectivity between each node (i.e. HQ and Midlands)		Functional		security				S

		WAN21		Provision of web and email filtering services across all internet services		web filtering across the estate to secure and improve the network responsiveness		non-functional		security				M

		WAN22		Any connectivity should be backed up by 99.99% SLA's		Confirms availability		non-functional		security				M

		WAN23		The ability to apply quality of service across all circuits		this is to support the various unified comms and other applications that require 'ring fenced' bandwidth		non-functional		security				M

		WAN24		Provision and management of standard IDS/IPS/NIPS tooling		Standard security requirement		non-functional		security				M

		WAN25		Provision of secure remote access to restricted internal systems 		support for remote workers 		non-functional		security				M

		WAN26		Provision of 2FA authentication		security requirement		non-functional		security				M

		WAN27		Support for a 'walled garden' as required		to support remote application access by supplier		non-functional		security				S

		WAN28		Ability to provide granular access to on-premise services		enhanced security provision		non-functional		security				M

		WAN29		First, second and third line support should be available as required		Standard service management requirement		Functional		Service				S

		WAN30		All support mechanism must meet current ITIL standards		Standard service management requirement		Functional		Service				M

		WAN31		The service(s) will have attained suitable service management and security accreditation for the service(s) managed		verification that their internal processes and security are robust		Functional						M

		WAN32		Supplier(s) should draft a sufficiently detailed exit plan within 90 days of contract inception		to facilitate contract exit		Functional						M

		WAN33		The Supplier shall attend joint Quarterly service meetings to be held between the Supplier's account manager and our representatives.		Standard service management requirement		Functional						M

		WAN34		The Supplier shall support the organisation in providing  local, and national training to improve the  overall networking maturity of our staff. 		upskill internal staff to support ease of use 		Functional						M

		WAN35		The Supplier shall create and maintain a Training Plan detailing how they will ensure continuous knowledge transfer to the internal team including:
a) Initial and refresher training to ensure personnel maintain an agreed level of competency;
b) Additional refresher training when a change has been made to the Managed services;
c) Capturing, analysing and reporting on feedback about the content, delivery, timing and facilities relating to training.		upskill internal staff to support ease of use 		Functional						M

		WAN36		The Supplier shall deliver training in line with the agreed Training Plan.		upskill internal staff to support ease of use 		Functional						M

		WAN37		The Supplier shall produce an annual report on the anniversary of the contract award date.		The Supplier shall be proactive in driving and/or recommending efficiencies and cost-saving initiatives wherever possible.		Functional						M

		WAN38		All services should be able to flex as requirements change				Non-functional						M

		WAN39		Connectors for primary Cloud services should be available 		Support to connect into AWS/Azure		Functional						M

		WAN40		All services must be able to meet or transition to new technologies		future growth		Functional						M

				Please note actual circuit requirements are open to supplier solutioning as long as auto-failover of critical services are achievable









WAN Eval Criteria

				Section / Question

				Quality - Technical / Usability-15%

				Solution to provide fully managed device agnostic service (Requirement WAN02, WAN04, WAN14,)

				Solution must  be delivered without  requirement upon servers or appliances to be installed in the current "On Premise" Data Centres - All servers or components for the solution must be hosted in the Cloud Infrastructure (e.g. Azure or AWS) (Requirement WAN16, WAN03)

				Solution should be able to flex up and down and provide automatic failover of services as business requirement's change (Requirement WAN04)

				Solution should be able to accept standard and emerging inbound/outbound security protocols (Requirement WAN20, WAN06, WAN25, WAN24,WAN27, WAN28)

				The service must be able to provide resilience and a minimum 99.99% uptime  (Requirement WAN22)

				Solution must be kept up to date with patches and version upgrades to the current service level in a timely fashion at no extra charge to the client.   (Requirement WAN10)

				Solution should allow authenticated remote access to on-premise & Cloud services (2FA)  (Requirement WAN26)

				Solution should provision secure and granular inbound remote access for staff and suppliers (Requirement WAN25)

				Section Score

				Weighted % Score

				Quality - Security-20%

				The solution must provide all components (included in the service offering) required to deliver a fully secure end to end service to all connected devices.  (Requirement WAN30, WAN06, WAN13, WAN20, WAN24)

				System is secure and meets the appropriate security needs of all connected services such as Intrusion detection and prevention, security reporting and supplier has appropriate accreditations such as ISO27001 (Requirement WAN30, WAN06, WAN13, WAN20, WAN24)

				Service should provide web, intrusion detection and email filtering to all devices (including the mobile estate where appropriate)  (Requirement WAN21)

				Security reporting will need to include the following, Alerting, Log Reporting , Threat Analysis, Security Risk Management Report.  (Requirement WAN01, WAN08, WAN12)

				Solution provides segregation of duties, workflows for changes to privilege and all staff to be BPSS or equivalent as a minimum

				Section Score

				Weighted % Score

				Cost - What does the service cost - 40%

				Cost to manage the platform/s, including all hosting costs.

Cost to manage the service(s), i.e. initial device setup, staff training, security controls, management, break-fix, 

Costs for service and change management, monthly reviews and reporting (including rate cards for additional support services)

Bandwidth charges for the service (including incremental upwards flexing).

[Solution to support the current forecast number, total users in HQ 120, total users in Nuneaton 60. No penalty for flexing users.]

				Cost breakdown for the different levels of service that are offered, SLA's and Service/support Desk Options

				Provide details of any enhancements or additional services not mentioned above (available at additional cost (£)).

				Section Score

				Weighted % Score

				Delivery-10%

				The solution has appropriate support arrangements in place including the ability to provide 24 x 7 support (if required) and ability to offer 2nd and 3rd line support requirements (if required) 

				The service has appropriate provision for exit strategy including data extraction and data deletion in accordance with HMG IA5. 

				The service has appropriate Data Centre Recovery and back up processes , back up provision and resiliency. (Requirement WAN22, WAN11, WAN17)

				The solution has appropriate SLA's with no SPoF (Requirement WAN11)

				Section Score

				Weighted % Score

				Sustainability-5%

				Solution and supplier operation in a sustainable manner. Measures to minimise sustainability impact, and ability to report on emissions data. Compliance with applicable environmental regulations. 

				Section Score

				Weighted % Score

				Management-10%

				The solution has appropriate service management arrangements (e.g. All ITIL3 Service operation processes) in place including change management and escalation processes.  (Requirement WAN31, WAN30)

				Supplier to be accredited for all platforms, with supporting evidence and details of the level of accreditation.

				The solution has appropriate provision for management reporting including SLA attainment and security incident reporting. (Requirement WAN01, WAN08, WAN09)

				Solution has suitable provision for test management including environment testing and stress test provision etc. 

				Section Score

				Weighted % Score

				TOTALS

				Total score

				Weighted % Score










