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[bookmark: _Toc169612970]1. Introduction
In accordance with the terms and conditions of the RM6229 : Permanent Recruitment 2 Framework Agreement the Driver and Vehicle Licensing Agency (DVLA) invites proposals for the following role: SEO (Q) Qualified Accountant.

[bookmark: _Toc169612971]2. Background to the Requirement
The DVLA is an Executive Agency of the Department for Transport (DfT), based in Swansea. The DVLA’s primary aims are to facilitate road safety and general law enforcement by maintaining accurate registers of drivers and vehicle keepers and to collect Vehicle Excise Duty (VED). 

DVLA operates nationwide across Great Britain, employing around 6,000 staff in a variety of operational and administrative roles.  

DVLA’s headquarters are located at various locations within the Swansea area.

The aim of the contract is to provide a recruitment service to include sourcing suitable candidates to fill the SEO (Q) Qualified Accountant role at DVLA.  

Candidates will need to have relevant skills and experience for the role aligned to the job profile and person specification.

[bookmark: _Toc253400957]

[bookmark: _Toc169612972]3. Procurement Timetable
The timetable for this procurement is set out in the Invitation to Tender (ITT). The timetable may be changed at any time but any changes to the dates will be made in accordance with the Regulations (where applicable).

Suppliers will be informed if changes to the timetable are necessary.

The key dates for this procurement (Timetable) are currently anticipated to be as follows: 

	Event
	Date

	Tender goes live
	19th June 2024

	Clarification questions period closes 
	28th June 2024 @13:00

	Tender submission date
	9th July 2024 @ 13:00

	Evaluation Ends
	12th July 2023

	Award
	15th July 2023

	Engagement Exercise Begins
	16th July 2023


DVLA reserves the right to amend the Timetable. Any changes to the Timetable shall be 
notified to all suppliers as soon as practicable.

[bookmark: _Toc177969166][bookmark: _Toc180380665][bookmark: _Toc169612973][bookmark: _Toc177969167][bookmark: _Toc180380666]4. Scope
The requirement is for 1 x SEO (Q) Qualified Accountant.  This exercise also should include a merit list that we may utilise going forward.

This recruitment needs to support both the capability of the DVLA but also reinforce the organisation's brand values and help build its reputation. A professional, commercial feel to the recruitment will be essential to build brand value. In addition, this recruitment is key in bringing in high calibre individuals who will themselves strengthen the culture and reputation of the organisation.

We require a supplier who is flexible in how they provide the solution and can demonstrate a degree of innovation across the requirement. The supplier should have a proven track record in the recruitment to the Civil Service of CCAB or equivalent qualified accountants at a senior level in the South Wales area. 

[bookmark: _Toc253400959][bookmark: _Toc169612974]5. Implementation and Deliverables
We will work with the supplier to agree appropriate dates for the direct sourcing of candidates once awarded based on the requirements provided below:

· Provision of quality and appropriately skilled candidates quickly and efficiently
· Reduce administrative burden and management overheads for DVLA
· Maximise opportunities for early matching of people to roles

[bookmark: _Toc177969168][bookmark: _Toc180380667][bookmark: _Toc169612975]6. Specifying Goods and / or Services
The supplier will be required to:
· Meet with the hiring manager to understand the brief
· Provide market insight
· Support the hiring manager in developing a recruitment pack for advertisement
· Carry out a candidate search and find a good quality range of candidates to enter the selection process
· Manage the candidate to ensure they remain engaged throughout the process
· Co-ordinate selection process dates
· Provide regular updates to the hiring manager throughout the process
· Receive and manage the candidate application
· Carry out longlisting for review by the hiring manager – DVLA may have some involvement in this, to discuss post-award.
· Carry out interviews to inform shortlisting- DVLA may some involvement in this, to discuss post-award.
· Carry out shortlisting for review by the hiring manager
· Collect diversity data throughout the campaign
· Communicate outcomes to candidates and provide feedback.  DVLA may some involvement in this, to discuss post-award.


DVLA are flexible in its approach, and if there are reasonable recommendations to alter how this is done, they can be discussed following award.  This also applies for timescales.

As indicated above, DVLA will be conducting the final interviews and would expect that this is reflected in the submitted response (Pricing Schedule) where optional discounts from the rate card are able to be submitted.  

Additionally, DVLA is happy to discuss with the successful supplier which of the parties does each of the tasks listed above.  

DVLA would request that a reasonable portion of time/effort saved in them as buyer performing these roles be factored into the final submitted invoice.


6.1 Social Value Considerations
DVLA is committed to adding to Social Value and mandates a 10% of each procurement exercise to make sure that its contracts help deliver this.

Please see below embedded document which includes a link to the Social Value Model, and also the criteria and question that is being asked for this procurement.
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[bookmark: _Toc169612976]7. Quality Assurance Requirements 	
The following metrics are what DVLA will use to monitor performance during the lifetime of the contract (if applicable to the agreed process):

· Quality and quantity of applications received
· Quality of a diverse range of candidates
· Quality of initial sift by suppliers
· Quality and timeliness of sift results to candidates
· Quality and timeliness of interview invites to candidates
· Quality and timeliness of interview results to candidates
· Quality and timeliness of successful candidates being sent to vacancy holder to enable them to start the manual recruitment process
· Quality and handling of MI data and diversity data, providing market insight by role type where appropriate, including:
· Number of applications received
· Number of applications passing sift
· Number of candidates invited to interview
· Number of candidates interviewed
· Number of candidates passing interview
· Number of candidates offered role 

[bookmark: _Hlk68089827]DVLA expect a solution to be provided by the winning supplier (eliminating the need for another procurement), which mitigates the cost of the campaign should the candidate be not suitable following a trial period (to be agreed) or if the candidate leaves the agency within a specified timeframe (to be agreed).

As stated before, a merit list is required, so subsequent discounts on the framework will be applied based on an estimated figure of one subsequent appointment.

[bookmark: _Toc169612977]8. Other Requirements
Information Assurance 
	


IAG Security Schedule
Where the supplier processes Government data, including but not limited to, personal data on behalf of the DVLA the following requirements shall apply, unless otherwise specified or agreed in writing.
Assurance and Audit

· Statement of Assurance 
This contract will require the supplier to process government data on DVLA’s behalf. The successful tenderer will be required to complete a Statement of Assurance Questionnaire (SoAQ) prior to formal contract award and before any processing of data commences in relation to this contract, to satisfy DVLA that its data will be appropriately protected. The purpose of the questionnaire is to assess the maturity of policies, systems and controls associated with the handling of our data. 

As part of this, the supplier must confirm how DVLA data or information will be securely managed at each stage of the supply chain, including any sub-contractors, sub-processors or any other third parties.  

The questionnaire must be completed and returned prior to contract award, and annually thereafter, and will be assessed by our Information Assurance & Governance team.  DVLA will work with the supplier to address any information aspects requiring improvement.

Certification 
The supplier shall ensure they hold relevant certifications in the protection of personal data and/or evidencing the effectiveness of technical and organisational measures they have in place. These certifications must be maintained throughout the entirety of the contract, including any applicable extension periods. Evidence of valid certificates and corresponding documentation shall be provided upon request by the DVLA's representative or an agent acting on DVLA’s behalf.

Supplier Devices 

· Removable Media 
The supplier shall not use removable media in the delivery of this contract without the prior written consent of the DVLA.
 
Governance 

· Organisational Structure
The supplier shall have a senior individual responsible for DVLA assets within your custody.

· Asset Management 
The supplier shall implement and maintain an asset register that identifies and records the value of sensitive DVLA assets which require protection. This includes both physical and information assets.  Risk assessments should be managed to ensure that the security of the asset is proportionate to the risk depending on value and sensitivity.

· Policies
The supplier shall establish, or indicate that they have in place, policies which detail how DVLA assets should be processed, handled, copied, stored, transmitted, destroyed and/or returned. These shall be regularly maintained.  The supplier shall provide evidence of relevant policies upon request.

· Risk Assessment 

· Technical
The supplier shall perform a technical information risk assessment on the service/s supplied and be able to demonstrate what controls are in place to address any identified risks.
· Security
The supplier shall ensure an annual security risk assessment is performed at any sites used to process or store any DVLA data.  This assessment must include perimeter security, access controls, manned guarding, incoming mail and delivery screening, secure areas and/or cabinets for the storage of sensitive assets, and have a demonstrable regime in place for testing controls against operational requirements.

· Incident Management 
The supplier shall have policies in place which set out how information security incidents, and personal data breaches or data loss events (including breaches to the confidentiality, integrity, availability, and resilience of data) should be managed and who it should be escalated to, including notifying the DVLA immediately, or in any case within 24 hours, of becoming aware of the incident/s and/or breach/es.

This policy shall also include:
a) individual responsibilities for identifying and reporting security incidents and information security breaches;
b) a reporting matrix including escalation points; 
c) an up to date list of relevant internal and external contact points; and
d) a timeline detailing at which point the policy should be implemented.

Personal Data 

· Processing Personal Data
The supplier as part of the contract agrees to comply with all applicable UK law relating to the processing of personal data and privacy, including but not limited to the UK GDPR and the Data Protection Act 2018, and the EU GDPR where applicable to the processing.

· International Transfers (Offshoring) of Government Data
When international transfers or offshoring is described, the focus is typically on the physical location where data is hosted (such as where the data centres are located).  However, whilst physical location of data is a critical part of the offshoring question, it is important to understand how and where data might be logically accessed. Administrators or technical support staff may be located anywhere in the world, with logical access to data.

The supplier (and any of its third party sub-contractors, sub-processors or suppliers) shall not, transfer, store, process, access or view DVLA data outside of the UK without the prior written approval of DVLA, which may be subject to conditions.  Any changes to offshoring arrangements must also be approved by DVLA.

Any request to offshore DVLA data must receive formal approval from DVLA prior to the commencement of any data processing activity. This is requested through the completion of DVLA’s offshoring questionnaire.

In the event that the supplier proposes to offshore any DVLA data as part of the contract, they would be required to provide details in the offshoring questionnaire about the processing to be carried out offshore, including:
a) the privacy risks and the security controls in place to protect the data; 
b) how the offshoring arrangement is legitimised to comply with relevant data protection legislation (e.g. adequacy decision, appropriate safeguards, Standard Contractual Clauses/International Data Transfer Agreements); and 
c) where applicable details of any transfer risk assessment that has been conducted, along with any supplementary measures implemented.

Personnel 

· Security Clearance

· Level 1 The supplier is required to acknowledge in their response that any supplier staff that will have access to the DVLA site for meetings and similar (but have no access to the DVLA systems), must be supervised at all times by DVLA staff.

· Employment Contracts 
The supplier shall confirm that organisational and individual responsibilities for information security are clearly defined in the terms and conditions of employment contracts, along with relevant non-disclosure agreements, where the individual with have access to any DVLA data, information and /or the DVLA site or systems.

· Training 
The supplier shall maintain a mechanism to ensure employees and contractors receive appropriate information security awareness and data protection training upon appointment, and perform regular updates to organisational policies and procedures, as relevant for each job function. Evidence must be provided where reasonably requested by DVLA.

· Access Rights 
The supplier shall ensure their staff are provided only the necessary level of access (using the principle of least privilege) to DVLA data or information, to deliver their job function within the contracted service(s). 

Upon staff migration, or termination of employment, the supplier shall verify that there is a process in place to ensure assets are returned and rights to assets revoked without undue delay. 

Evidence of the above must be provided where reasonably requested by DVLA.

Business Continuity and Disaster Recovery
The supplier shall have business continuity and disaster recovery plans in place to maintain or quickly resume any services provided to DVLA and shall maintain compliance with relevant legislation.





Health and Safety
Please be aware of DVLA’s Health and Safety policy, which must be adhered to whilst on DVLA premises.
Attached with Invitation to tender.

Business Continuity
Suppliers shall provide a statement regarding the scope of their Business Continuity and Disaster Recovery Plans to protect the Agency from the consequences of business interruptions.

[bookmark: _Toc169612978]9. Management and Contract Administration
DVLA will ask for progress reviews on an ad-hoc basis to ensure timescales are achievable.  Following award of this contract, we expect a quick turnaround with engagement occurring as soon as possible post award, with a view to achieving as early as possible a start date for the successful candidate.

[bookmark: _Toc177969176][bookmark: _Toc180380675][bookmark: _Toc169612979]10. Training / Skills / Knowledge Transfer 
Not applicable. 

[bookmark: _Toc177969177][bookmark: _Toc180380676][bookmark: _Toc169612980]11. Documentation
Any report will be required in electronic format, and should outline the approach that was taken, and why the supplier believes the successful candidate is appropriate for the role.

In addition the following information will be required post-award:

· Completion of Annex 8 (Schedule of Processing Personal Data & Data Subjects)
· An eligibility check for the candidates right to work in the UK 
· Information will be needed for the successful candidate as part of the Pre- Employment Checks process.  
· The successful supplier may also be provided with an electronic Diversity Questionnaire that all candidates will need to complete as part of the recruitment process.  This may be provided to the supplier during initial engagement.


[bookmark: _Toc169612981]12. Arrangement for End of Contract
The successful bidder shall fully cooperate with DVLA as contract owner for this procurement, to ensure a fair and transparent re-tendering process for this contract. 

This may require the Supplier to demonstrate separation between teams occupied on the existing Contract and those involved in tendering for the replacement contract to prevent actual (or perceived) conflicts of interest arising.

[bookmark: _Toc169612982][bookmark: _Toc380578633]13. Response Evaluation

Quality Factors:	

Selection will be based on the evaluation criteria encompassing the most economically advantageous tender, which demonstrates a high degree of overall value for money, competence, credibility, and ability to deliver.
This tender will be evaluated using the weightings set out at Annex 1 to obtain the optimal balance of quality and cost.

Quality Criteria Scoring Methodology:
The scoring methodology used to assess and allocate scores to each criteria are included in the table below

	Points awarded
	Description

	100
	Fully meets/evidence provided that demonstrates the requirement can be met

	60
	Minor concerns/issues that the requirement can be met

	30
	Major concerns/issues that the requirement can be met

	0
	Does not meet the requirement, not addressed or no evidence provided



Based on the allocated score, a percentage will be calculated against each element using on the following calculation:

(Allocated Score
			X  Weighting
Maximum Score)

For example, “Quality Element 1” can be allocated a score between 0 and 100 but carries a weighting of 10%. Supplier A is given a score of 60 for this element so receives a score of (60/100 x 10) = 6%. The scores for each element will then be added together to calculate the overall Quality Criteria score.
Financial / Price Criteria
Evaluation of the prices submitted will be performed separately by a Commercial Finance Accountant and details will not be made available to the Quality Evaluation Panel. This is to ensure fairness and avoid any subconscious influence of a lower price on the quality scoring. The overall percentage weighting allocated for the Financial/Price Criteria is outlined in the Table “Overall Weighting Allocation”.

Financial / Price Criteria Scoring Methodology:
A Percentage Scoring Methodology will be used to evaluate all proposals for this requirement.  This methodology is based on the following principles:
The lowest tendered price will be awarded the maximum score available. Each subsequent bid will be baselined to this score and will be awarded a percentage of the maximum score available. The calculation used is as follows:


   (Lowest Tendered Price)
			                                 X Maximum Score Available (i.e. Weighting)
(Tender Price Submitted per Supplier)

For example, if the Financial/Price weighting allocation is 40%, the maximum score available is 40. Supplier A submits the lowest price of £100,000 and Supplier B submits a price of £180,000. Based on the above calculation Supplier A and B will receive the scores shown below:

Supplier A = 100k/100k x 40 = 40%
Supplier B = 100k/180k x 40 = 22.22%  

Overall Weighting Allocation
	Evaluation Criteria
	Weighting

	Quality Criteria and Social Value Criteria (if applicable)
	60%

	Financial / Price Criteria
	40%

	Total
	100%







Calculation of Overall Score:
The allocated score for the Quality and Social Value Criteria (where applicable) will be added to the Financial/Price Factor score to calculate the overall score for each tender (out of a max available 100%). The tender with the highest overall score will be deemed as successful.  The cost of the contract is dictated by the CCS Rate Card for RM6229, but the Pricing Schedule offers the opportunity to allow the supplier to include a discount, based on the fact that DVLA itself, will conduct the interviews.  This discount is optional.  The net price, following discount will be used to give the Price score for the bid.

[bookmark: _Toc121467639]

[bookmark: _Toc169612983]Points of Contact
	Commercial Advisor 
	Name
	XXXXXXredacted under FOIA section 40

	
	Tel
	XXXXXXredacted under FOIA section 40

	
	e-mail
	XXXXXXredacted under FOIA section 40

	Project Lead DVLA
	Name
	XXXXXXredacted under FOIA section 40

	
	Tel
	XXXXXXredacted under FOIA section 40

	
	e-mail
	XXXXXXredacted under FOIA section 40



All queries/questions should be sent to the Commercial Advisor

[bookmark: _Toc253400972]


[bookmark: _Toc169612984]Annex 1
Annex 1 – Evaluation Criteria 

Scored Quality Criteria:

	Primary Scored Criteria
	Primary Scored Criteria Weighting (%)
	Scored Sub-criteria Description
	Individual Scored Sub -Criteria Weighting (%)

	Evidence of recruiting specified roles for an organisation of the scale (size, nature and scope) of DVLA.

	70%
	Outline experience of, including providing examples of recruiting senior qualified accountant roles within the civil service including any data on how long recruited candidates have stayed in the appointed roles. 
	40%

	
	
	Outline of the methods used. 
	10%

	
	
	Please provide evidence of, including providing examples of recruiting to a single location in Wales / South West.
	10%

	
	
	Any testimonials/feedback from similar organisations.
	5%

	
	
	Any added value / innovation which may benefit a positive outcome.
	5%

	Back Office Systems and Management Information / Candidate Management
	10%
	Outline the candidate journey, and how you manage the candidate from start to finish of the process.
	5%

	
	
	Outline the use of any systems used to help manage the process including any Management Information this produces.
	5%

	Implementation Plan / Transfer of Staff
	10%
	Outline the timescales expected to recruit suitable candidates with key milestones.
	5%

	
	
	Outline factors that could cause potential delays and how this could be mitigated.
	5%

	

Social Value Question
	
10%
	Theme 4 : Equal Opportunity 
Policy Outcome: Tackle workforce inequality
Please see section 6.1 (embedded document) for the Question relating to this which should be answered as described.

	10%

	
	Total = 100% (60 marks)
	 
	




Financial/Pricing Criteria 

	Primary Financial/Pricing Criteria
	Financial/Pricing Weighting (%)
	Description

	Pricing Requirements
	100%
	The total cost as completed in the embedded pricing schedule (Annex 2)

	
	Total = 100% (40 marks)
	



Annex 2 – Pricing Schedule



Annex 3 – Health and Safety Policy (for information)



Annex 4 – Procurement Fraud Statement (for information)




Annex 5 - Diversity and Inclusion Policy (for information)





Annex 6 – Invoicing Procedures (for information)




Annex 7 – Armed Forces (for information)




Annex 8: Schedule of Processing, Personal Data & Data Subjects

This Schedule shall be completed by the Controller. The Controller may take account of the view of the Processor(s), however the final decision as to the content of this Schedule shall be with the Controller at its absolute discretion.
1. The contact details of the Controller’s Data Protection Officer are: DPM@dvla.gov.uk 
1. The contact details of the Processor’s Data Protection Officer are: [insert contact details].
1. The Processor shall comply with any further written instructions with respect to processing by the Controller.
1. Any such further instructions shall be incorporated into this Schedule.
	Description
	Details

	Identity of the Controller and Processor
	The Parties acknowledge that for the purposes of the Data Protection Legislation, the Authority is the Controller and the Contractor is the Processor in accordance with Clause [E1.1].


	Subject matter of the processing
	This contract is awarded for the supply of recruitment services supporting the attraction and recruitment of prospective staff supporting DVLA’s ability to recruit into key posts.


	Duration of the processing
	For the duration of all recruitment campaigns, estimated to be up to 24 months depending on time taken to advertise, sift and interview and volume of applicants.

	Nature and purposes of the processing
	Recruitment exercise using the services of a recruitment and selection contractor, The specific activities are given below.

The process will flow as follows;

· The Authority will discuss requirements with the Contractor in respect of specific recruitment campaigns i.e. role, person specification, etc
· The Authority will provide the Contractor with the Role Profile and advert, this will also go out through the normal Department Resource Group process
· The Authority will liaise with the Contractor so that the contractor can produce an advert which will direct applicants to a contact in the Contractor to apply.
· The Contractor will liaise with the Authority so that the advert can be placed on the Civil Service Jobs [CS Jobs] website.
· The Contractor will communicate with the candidates and undertake an initial sift against the criteria the Authority have provided
· The Authority will perform the final ‘blind’ sift of all applications provided by the Contractor.
· The Contractor will issue the sift results to all candidates and invite the those successful at sift to an interview (virtual interview are being used at this time)
· The Contractor will send the Authority the contact information of sifted candidates for interview
· The Authority will undertake an interview
· The Authority will select successful candidate and advise the Contractor to contact the applicants to inform them of the interview outcome, the successful applicant will be offered the role (subject to the Authorities recruitment checks), at this point they will complete forms etc. via the Authorities recruitment system.
· The Contractor then invoice us for service in line with agreed fees.


	Type of Personal Data being Processed
	The personal information that will be processed is as follows:
· Name
· Email address
· Recruitment Information (e.g. CV, certificates, performance assessments, reference letters etc.)
· Job function/occupation, professional history/employer details/institutional affiliation
· Education
· Phone number/s
· Address
· DoB
· Marital Status
· Gender
· Ethnicity, Diversity Data (may be optional but included)
· Nationality
· Images (Part of the Right to work in the UK checks for successful candidates)
· Criminal Activity (part of background checks for the successful candidate)
· National Insurance Number
· Pay
· Health Status/Health Records (part of the background checks)
· Recruitment audit trail

	Categories of Data Subject
	· Personnel/Staff
· Candidates

	Plan for return and destruction of the data once the processing is complete
UNLESS requirement under union or member state law to preserve that type of data
	At the written direction of the Controller, The Contractor shall delete or return Personal Data (and any copies of it) collected and processed in accordance with this contract, to the Controller on termination of the Agreement unless the Processor is required by Law to retain the Personal Data.




Annex 9 – Statement of Assurance Questionnaire








Annex 10 – Corporate Environment Policy




Annex 11 – Information to be provided by Bidders
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		Contract Name:- Provision of Senior Executive Officer Qualified Accountant (SEO(Q))



		Contract Reference:- PS/24/73



		Pricing Schedule





		Company Name:



		Instructions for correct completion of pricing schedule:-



		1)		Suppliers to complete ONLY cells highlighted in yellow;

		2)		All costs associated with the product/service must be included in the pricing schedule;

		3)		All costs MUST be quoted in GBP (£);

		4)		Suppliers to enter all charges to two (2) decimal places;

		5)		Suppliers to enter 0 (zero) if there is no charge for a product/service;

		6)		Alternative products are not acceptable;

		7)		All costs must be inclusive of expenses and exclusive of VAT.

				Table 1 - Recruitment Costs



				Role Description		Grade		Contract Type		Number of Vacancies		Starting Salary SEO		Rate Card (%)		Flat Rate Total (£)		Process Discount  (%)		Process Discount (£) (1)		Subsequent Appointment Discount (Merit List) as per rate card (%)		Merit List Discount (£) (2)		Net Price (£)

				Senior Executive Officer Qualified Accountant (SEO(Q))		SEO		Permanent		1		£39,439.00				£   - 0				£   - 0						£   - 0

				Subsequent Merit List Apppointment - (same role as above)		SEO		Permanent (Merit List)		1		£39,439.00				£   - 0				£   - 0				£   - 0		£   - 0

				TOTAL CONTRACT COST (£)																						£   - 0



				(1)   -  Process Discount- is an arbitary figure given by the supplier to reflect the non-standard nature of the requirement, to be applied if applicable

				(2)   -  Subsequent Appointment Discount should match the percentage quoted in the rate card (DISCOUNT 2 on the rate card)



				Total Contract Price Evaluation

				The score that will be evaluated is highlighted in blue

				The lowest priced tender will receive a full score of 		40%		and will be calculated by the following method:-

				Example of Pro-Rata Allocation of Points



				Three tenderers offer £20, £25 and £40 as their final price for service X.  Service X has:				40%		allocated for the lowest tender.

				  		  

				Tenderer 1:		Price		£20		receives				40%



				Tenderer 2:		Price		£25		receives				32%

				Tenderer 3:		Price		£40		receives				20%

				For example, Tenderer 2 score of 		32%		is achieved as follows:-

				Lowest price received from all Tenderers		     x       Allocation of price in Evaluation Criteria

				Price provided for contract by Tenderer 2		   



				                                        £20                                     x		40%		=		32%

				divide by £25 
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DVLA Health and Safety Policy

This Health and Safety Policy
statement is to be observed

by staff throughout the agency.

It reflects the importance

| attach to the health, safety and
welfare of all staff and others who
may be affected by our activities.
That includes contractors and
visitors to our premises.






DVLA Health and Safety Policy

Statement of Intent

In my role as Chief Executive | am accountable to the Permanent Secretary for the DVLA's health and safety
performance. | have overall responsibility to ensure the agency has complete and comprehensive arrangements
for health, safety and welfare issues. The Executive Team has responsibility for the management of this across
the agency and the Human Resources and Estates Director has responsibility for the overall policy development
and the delivery of that policy.

We are committed to promoting the highest standards of health and safety in our workplaces in order to prevent
injury and ill health.

| expect all managers to give importance to health and safety and welfare issues in their operational areas and
when determining local priorities, plans and resource allocation. | also recognise the valuable role played by
Health and Safety Personnel and Safety Representatives appointed by Trade Unions.

Chief Executive Officer

HRED Director
I
Head of EMG

Head of Estates and
Operational Services

Senior Health and Safety Manager

HEO Health and HEO Health and HEQO Health and HEQO Health and

Safety Manager Safety Manager Safety Manager Safety Manager
| I

AO Health and EO Health and EO Health and

Safety Manager Safety Manager Safety Manager

Organisation chart for Health and Safety Management
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DVLA Health and Safety Policy

Arrangements for
Implementation

This policy is fully endorsed by the Executive Team
and will be implemented by management throughout
the agency. Roles and responsibilities will be clearly
defined to ensure effective communication, provision
of information, training and systems for reporting to
those with delegated responsibilities.

The agency is committed to ensuring it meets all
current and proposed legal requirements made under
the Health and Safety at Work etc. Act 1974, together
with any other health and safety policy commitments
that apply. This will be achieved through effective risk
assessment and the implementation of appropriate
measures for the prevention or control of risks.

DVLA will annually set and review health and safety
objectives, based on identified significant risks. High
level objectives will be presented to the Executive
Team as part of the annual management review
and when agreed will be cascaded to the Health
and Safety Team for monitoring and managing, with
quarterly reviews undertaken on the progress of
objectives.

DVLA is committed to promoting continual
improvement in health and safety performance
and will provide regular feedback.

| @g% Driver & Vehicle Licensing Agency

Systems

DVLA is committed to eliminating hazards and reducing
OH&S risks. DVLA will put in place systems and
procedures designed to ensure a safe system of work.
As far as reasonably practicable, all equipment, plant,
premises and work practices will be safe and free from
hazards to health, and we are committed to ensuring
that employees, the public and others affected by our
operations are not exposed to undue risk.

Communications

The policy will be brought to the attention of all staff
and contractors and will be available to interested
parties. Legally all staff must co-operate in establishing
and maintaining safe and healthy working conditions
and avoid any actions which may adversely affect their
health, safety and welfare or that of colleagues,
contractors or visitors.

Monitoring and auditing

DVLA will monitor and audit health and safety
management systems and performance and produce
an annual report on health and safety reflecting our
progress, forward plans and innovative initiatives.

Emergency procedures

Fire alarms are tested in each building every week.

This allows staff to familiarise themselves with the alarm
signals and report to their emergency officer if they do
not clearly hear the sounding of the alarm.

Practice emergency evacuation exercises are
conducted annually, with no prior warning to staff to
make the evacuation scenario as real as possible;
whilst ensuring staff safety at all times. There are
emergency instructions leaflets for DVLA Morriston
Campus, Swansea Vale and Ty Felin. These are all
available for staff to view and familiarise themselves
with on the Intranet.
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Responsibilities and
Accountability

High level responsibilities and accountabilities are set
out in the statement of intent at the start of this policy.

DVLA manages health and safety using an
occupational health and safety management system
in line with BS ISO 45001:2018 Standard. This is
managed by the Health and Safety Team (HAST).

HAST

HAST promote best practice and continuous
improvement within the agency on health and safety.
The team provides information and guidance on best
practice, working with staff and managers to achieve
agency objectives.

HAST will:

e develop agency policy in response to changes
in legislation which impact health and safety
and in relation to new and existing hazards as
more information becomes available

e prepare an annual report on agency health and
safety, in the form of the management review

e proactively monitor and audit the working
environment, and act swiftly on identified issues

e maintain and manage the health and safety
risk register

e provide advice and guidance on practical risk
assessment and management procedures

e consult with the Trade Union side on health and
safety issues

| @;} Driver & Vehicle Licensing Agency

e facilitate the network of health and safety
coordinators, first aiders and responder teams
within the agency, ensuring they are adequately
trained and have the tools they require for the job

e manage DSE, Accident and COSHH databases

e report injuries, diseases and dangerous
occurrences to the HSE via a RIDDOR report,
when necessary

e ensure appropriate training is available.

Consultation

Consultation on agency health and safety matters will
be with the Trade Union and the Agency is committed
to ensuring their involvement and the participation of
workers. Consultation will take place when a decision
has health and safety consequences for employees.

Safety representatives

The agency recognises the valuable role played by
Safety Representatives (appointed by the Trade
Unions), in promoting cooperation on health and
safety matters, and encourages their appointment.

Buildings and services

Responsibility for health and safety matters specifically
relating to DVLA's buildings and services rests with
Estates Management Group and Telereal Trillium.
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Managers responsibilities

All managers are responsible for promoting

the agency’s health and safety policy and must
ensure arrangements are in place to manage
health, safety and welfare policy in their areas of
accountability/responsibility. In particular, they
should ensure that procedures are in place to:

e establish and maintain safe working procedures
for all staff. Arrangements for the development,
implementation and management of these
procedures should be made in consultation
with the agency’s Health and Safety Team

e undertake health and safety risk assessments
in conjunction with the Health and Safety Team

e introduce safety procedures to eliminate,
control and manage identified risks and
hazards, as far as is reasonably practicable

¢ raise staff awareness of health and safety
issues and their responsibility for them

® advertise relevant training programmes and
where appropriate, ensure that competencies
are developed, maintained and documented

e appoint competent persons to maintain the
management arrangements and seek specialist
advice where necessary, and

e consult in good time with Safety
Representatives on the joint Trade Union
Health and Safety Committee in accordance
with statutory arrangements.
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Staff Responsibilities

All staff have a legal duty to:

protect their own health and safety and that
of anyone who may be affected by their acts
or omissions

report to their line manager any hazards,
situation or practices that have led or may lead
to injuries or ill health

co-operate with line managers, health and
safety coordinators and union-appointed
Safety Representatives to secure a safe
working environment

abide by all relevant health and safety
legislation, and follow all related DVLA policy,
instruction and guidance

undertake recommended health and
safety training.
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Contractors

All contractors working in the agency must fully
comply with relevant health and safety legislation,
together with health, safety and welfare policy and
management arrangements applied by the agency.
These issues must be addressed at or before the
award of the contract, and will form part of the
procurement process.

Contractors are required to provide copies of their
health and safety policy statement, method statements
and risk assessments clearly identifying any safety
implications that their activities may have, and how
these will be managed. Contract management staff are
responsible for checking health and safety information
provided by contractors, and passing relevant
information to local line management and staff.

Contractors’ safety performance will be monitored
and checked as part of normal contract management.

COVID 19

Estates Management Group (EMG), Human
Resources (HR) and the Trade Union Side (TUS) are
successfully managing the challenges presented by
COVID19, ensuring Public Health Wales guidelines are
being followed. Staff are working from home where
they are able to do so and DSE homeworking self-
assessments have been assigned, with any special
requirements being catered for. An evaluation of
compliance with COVID legislation has been carried
out and a Risk Assessment is in place. There are
social distancing measures throughout the site and
cleaning has been stepped up. Hand sanitisers are
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available across the site and staff are also provided
with personal hand sanitisers. A video has been
created by the Head of EMG to reassure staff and
inform them of the measures in place. The Agency is
committed to continuing to manage this successfully
to ensure the safety of staff.

Review

The policy will be reviewed continuously in order

to ensure its relevance and appropriateness to the
organisation. A formal review will be carried out by the
agency'’s Health and Safety Team annually. The policy
will also be reassessed immediately in the event of
any major change in health and safety legislation,

or change in our organisation.

Further information

Health and Safety information is available on the
Health and Safety intranet site on all topics. Advice
and information on health and safety issues is

also available from the Health and Safety Team by
contacting HSAT@dvla.gov.uk

ot

Julie Lennard
Chief Executive

Date: 30 October 2020
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DfT Counter Fraud, Bribery, Corruption and Ethical Procurement Statement



		The Department for Transport adopts a zero-tolerance approach to procurement fraud, bribery and corruption







Counter Fraud, Bribery and Corruption



A counter fraud culture is actively promoted amongst all staff, including procurement specialists across Department for Transport (DfT) and any lessons learnt across DfT Group. 



DfT is committed to continually improve the awareness and understanding of its staff to actively prevent, deter and detect procurement fraud and bribery.



DfT is committed to reduce corruption in public procurement as set out within the Cross Government Anti-Corruption Strategy 2017–2022.



DfT expects the highest standards of conduct and integrity from its staff, potential suppliers and its contractors. Individuals and organisations have a responsibility, in deterring procurement fraud and bribery and to report any instances where it is suspected or detected. 



Supplier Code of Conduct



DfT requires potential suppliers and its contractors to adhere to the Supplier Code of Conduct and to:



· act with integrity, propriety, honesty, objectivity, accountability and openness;

· take all reasonable steps, in accordance with good industry practice, to prevent fraud and bribery by its staff and any sub-contractors;

· actively avoid, prevent and deter any behaviour or activity that might be considered as collusion, i.e. operating a cartel, bid rigging, bid suppression, cover bidding, bid rotation, market division and price fixing;

· actively avoid, prevent and deter any behaviour or activity that might be considered as bribery or corruption, in contravention of The Bribery Act 2010, e.g. paying a sum of money, or other inducement, directly or indirectly to any person/s in relation to any DfT contract or tender for goods, works or services;

· declare any conflict of interest that might arise before, during or after a procurement process;

· provide and maintain accurate contract performance records/data;

· provide and maintain accurate financial documentation, e.g. invoices.




Civil Service Code of Conduct



DfTc staff (and civil servants in executive agencies and ALBs) are required to operate in line with the Civil Service Code: 



· act with integrity, honesty, objectivity, and impartiality;

· be alert to the possibility that unusual events or transactions could be indicators of procurement fraud and bribery;

· be aware of their organisations gifts and hospitality policy and must not accept gifts or hospitality or receive other benefits from anyone which might reasonably be seen to compromise their personal judgement or integrity; 

· automatically refuse and immediately report gifts offered either prior to or after a contract has been awarded, or some other transaction has been awarded, and where there is any doubt about the propriety of accepting, the gift must be politely refused;

· report details immediately through the appropriate channel if there are any perceived conflicts of interest or whether procurement fraud and bribery is suspected; and

· co-operate fully with Departmental/Agency Fraud Officers.



In addition, DfT requires its procurement specialists to;



· deter, detect and report procurement fraud, bribery or corruption;

· ensure adequate control measures exist and operate effectively;

· undertake a detailed fraud risk assessment to identify and manage the risk of procurement fraud, bribery and corruption;

· regularly review and test control measures and implement new control measures where necessary.



Reporting of Fraud and Bribery



DfT adopts a ‘zero-tolerance’ culture in relation to acts of fraud, bribery and corruption. We do not permit it under any circumstances - any such acts will be investigated fully and where appropriate, disciplinary and/ or legal action will be taken, in line with Cabinet Office guidelines. 



If procurement fraud or bribery is identified or suspected, please contact the Department/Agency Fraud Officers, in confidence, immediately on the following telephone numbers:




		Organisation

		Department/Agency Fraud Officers 

		Whistle-blowing Hotline





		Department for Transport

		The DfTc Fraud Hot Line: 07827 843953, 



Email: Counter-FraudBribery@dft.gov.uk

		The DfTc Fraud Hot Line: 07827 843953



		Driver and Vehicle Licensing Agency

		01792 782650

		01792 788883



		Driver and Vehicle Standards Agency

		0300 123 3248

		07920 592902



		Maritime and Coastguard Agency

		07772 352319

Email: FraudAndBribery@mcga.gov.uk

		07772 352319



		Vehicle Certification Agency

		0117 952 4205

		0117 952 4126







It is important that notifications are made promptly and that no action is taken which may prejudice any future action or may alert a potential perpetrator that the fraud or potential act of fraud has been identified.



DfT will treat all reports in a confidential and sensitive manner. If procurement fraud, bribery or corruption is suspected, DfT will consider and investigate and may report the matter to:



· Departmental/Agency Fraud Officers;

· The Police (Action Fraud) and share with counter fraud organisations.



If procurement fraud or bribery is proven (i.e. sanctioned) DfT may:



· exclude a potential supplier from a procurement procedure;

· suspend or terminate a contract with a supplier;

· take steps to recover financial losses,

· pursue criminal sanctions.



Fair Employment Practices 



DfT requires suppliers and their contractors to maintain high standards of integrity and professionalism in their business dealings, adhering to the laws of the countries where they operate and taking action where necessary to minimise negative impacts and potential risks.



The Government has made clear its determination to tackle modern slavery crimes and DfT is committed to mitigate these crimes throughout its supply chain.  



Under Section 54 of the Modern Slavery Act 2015, commercial organisations which carry on a business or part of a business in the UK, supply goods or services and have an annual turnover of £36 million or more are required to prepare a slavery and human trafficking statement for each financial year of their organisation. 



Prompt Payment



DfT is committed to ensuring responsible procurement practices are realised throughout the supply chain, this includes an expectation that its suppliers and their sub-contractors will comply with the prompt payment code throughout their supply chain.  For further details refer to the Prompt Payment Code.



Protecting the Environment



DfT is committed to ensuring better management of resources, enhancing degraded environments and recognising the importance of natural resources throughout the procurement lifecycle. DfT recognise that having regard for the environment is crucial for the wellbeing of current and future generations.



DfT expects suppliers and its contractors to comply with all applicable environmental laws, regulations and standards as well as implementing an effective system, such as ISO 14001 or equivalent, to identify and eliminate potential hazards to the environment.  



Health & Safety 



DfT expects its suppliers and contractors to strive to implement high standards of occupational health and safety. Compliance with applicable occupational health and safety regulations is expected to provide a work environment that is safe and conducive to good health, in order to preserve the health of employees and prevent accidents, injuries and work-related illnesses.  Alignment with standards such as ISO 45001, or equivalent, is encouraged.



Social Value



DfT is committed to promoting economic sustainability through the government’s social value framework which involves the promotion of development, growth and prosperity for the nation through public procurement. For examples of this see, The Transport Infrastructure Skills Strategy and the Armed Forces Covenant.
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DVLA Equality, Diversity and Inclusion Policy

1. Purpose

DVLA is committed to encouraging equality, diversity The Equality Act 2010 protects people from

and inclusion within our workforce, and eliminating discrimination in the workplace and in wider society.
unlawful discrimination. The aim is for our workforce The following characteristics are protected:

to be truly representative of all sections of society o age

and our customers, and for each employee to feel

. - o disability
respected, included and valued within the workplace.

e gender reassignment
In providing goods, services and facilities DVLA is
also committed against unlawful discrimination of
customers or the public.

e marriage and civil partnership
e pregnancy and maternity

e race
. . e religion or belief

2. Principles . sox

The Civil Service Code sets out the values and ¢ sexual orientation

expectations about how we should behave and
interact with each other and our customers.
The core values of the code are:

Consideration will also be extended to those with
caring responsibilities, different working patterns
and socio-economic backgrounds.
» ‘integrity’is putting the obligations of public

service above your own personal interests Public sector equality duty

* ‘honesty’ s being truthful and open Public sector equality duty means public bodies

* ‘objectivity’ is basing your advice and have to consider all individuals when carrying out their
decisions on rigorous analysis of the evidence day-to-day work — in shaping policy, delivering services
« ‘impartiality’ is acting solely according to and in refation to their own employees.
the merits of the case and serving equally well It also requires that public bodies have due regard
governments of different political persuasions for the need to:
¢ eliminate discrimination
The Equality Act » advance equality of opportunity
Every employee is entitled to a working environment e foster good relatiohs betweer) diﬁ?"?ﬁ
that promotes dignity, equality and respect for all. people when carrying out their activities.

We will not tolerate any acts of unlawful or unfair
discrimination (including harassment) committed
against an employee, contractor, job applicant or
visitor because of a protected characteristic.
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3. Commitment

DVLA is committed to improving the quality and
delivery of public services for everyone in society.
Respecting and valuing differences will help to ensure
that our services reflect the needs and experiences
of the people we serve. For example, we will ensure
our staff and customers have access to reasonable
adjustments or additional support to enable them to
use our services

As a further demonstration of our commitment,

we will consider the specific needs of users who
access our services by embedding equality screening
into all our service delivery and decision-making.

We promote dignity and respect for all in creating an
inclusive working culture. We will not tolerate,
bullying harassment or discrimination by staff,
customers or partners we work with and will take
action where such unacceptable behaviour exists.
This is set out in our Anti Bullying and Harassment

policy.

4. Scope

The Executive Team is responsible for ensuring

we meet our legal obligations and objectives set
out in our strategic plan. Our policy principles,

set out in this document, supports these objectives.
Everyone working for us and with us, as partners in
providing our services, has a personal responsibility
for implementing and promoting these policy
principles in their day-to-day transactions with
customers and our staff.

| @ Driver & Vehicle Licensing Agency

Managers are responsible for:

fostering a culture in which equality and diversity
issues are actively promoted and are integral
to the way we work with each other and our
customers

demonstrating how equiality, diversity and
inclusion are integral to local business plans
ensuring staff are encouraged, supported

and enabled to reach their full potential
developing and maintaining an environment that
is free from bullying, harassment, discrimination
and victimisation and resolving complaints

Individuals are responsible for:

creating an environment free of fear or
intimidation and which celebrates equality,
diversity and inclusion ensuring that their
behaviour and actions do not amount to bullying,
harassment, discrimination or victimisation in
any way

challenging unacceptable behaviour

recognising that customers will have many and
differing needs and work to reduce any barriers
they have in accessing and using our services

Delivery partners are responsible for:

ensuring they read these policy principles and
understand what this means for them and those
working with DVLA on their behalf, seeking
clarification where necessary

ensure that in providing services or acting

on our behalf they, or their staff, do not breach
this policy

ensure all those acting on their behalf
understand their responsibilities under this policy
and are aware of the action the delivery partner
will take to deal with any breaches
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Relevant legislation

We will implement this policy in accordance with
current legislation and codes of practice.

Further information can be found at:
Equality and Human Rights Commission (EHRC)
Government Equalities Office (GEO)

The policy will be reviewed every 3 years or
sooner, if required.

March 2021
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DVLA Invoicing Procedures



General

You should not provide goods or services without receipt of a valid Purchase Order.



The contract specification will set out the timing of invoices.

It is important that invoices contain the correct information or they will be returned to you.  Invoices should be submitted in a timely manner after the despatch of goods or provision of services.  Be aware that the following data must be included on every invoice: 

· The name of the invoicing party (e.g. DVLA business unit). 

· Valid unique Purchase Order (PO) number relevant to the goods/services being invoiced. The PO number must be in the format 8000XXXXXX or 450XXXXXX. This will be found on the Purchase Order you receive.

· Clear and detailed description of the goods, services or works supplied.

· The sum requested including quantities/prices (as applicable) consistent with those on the original PO. 

We would expect to contract with your legally registered company name (legal entity) but can incorporate a ‘trading as’ name in our finance system if required. Any communication received (such as invoices) from the ‘trading as’ entity will need to make clear reference to the legal entity or delays in payment may occur.

Do not undertake new work or supply goods or services in excess of the original Purchase Order Value.

All invoices or credit notes must be an original document.

If an incorrect Purchase Order number or no Purchase Order number is quoted, the invoice will be returned to you. You will be able to handwrite the correct Purchase Order numbers on the invoices that are returned, however it is preferable that you change it on your system and reissue to ensure any future invoices are referenced correctly. 

You must identify the business unit the invoice or credit note relates to e.g. DVLA.

E-invoices must not include profanities, as these will also be blocked by Unity Business Services (UBS) email security filters and may delay/stop the invoice being received.

If an invoice needs to be withdrawn for any reason, you will need to send a credit note. Credit notes should quote the Purchase Order number and your original invoice reference along with details of what the credit note applies to, particularly if it is not for the full value of the invoice.

Any correspondence or enquiry sent to the designated email address for invoices/credit notes which is not an original document will be deleted, with no action being taken.

Unless we specify otherwise, payment will be made by BACS no later than 30 days of receipt of a valid invoice. We will aim to pay you within 10 days.




Transmission of Invoices

All invoices and/or credit notes will either need to be sent electronically as an attachment to an email or as a hard copy document through the post to the designated address listed below:

Email: SSa.invoice@Ubusinessservices.co.uk

Postal Address: 

Unity Business Services (UBS)
5 Sandringham Park
Swansea Vale

SA7 0EA  

If an original invoice and/or credit note is sent electronically, then the same document must not be sent as a hard copy through the post and vice versa.

All e-invoices and/or credit notes must be sent in a PDF format. Any documents that are received and are not in a PDF format will be deleted with no action being taken.

A 10Mb maximum file size per email is applicable.

If the e-invoice is encrypted, this could result in the invoice being blocked by Unity Business Services (UBS) email security filters. 

Unity Business Services (UBS) cannot be responsible for any e-invoice until it has been received. Responsibility for ensuring the e-invoice is received by Unity Business Services (UBS) in a timely manner lies with the supplier.



How to Notify a Change

If you change important information, such as your organisation’s contact or bank details, you need to provide written official confirmation. Please notify Unity Business Services (UBS) as soon as possible:

Tel: 0344 892 0343

Email: support@Ubusinessservices.co.uk (Please do not email original                               invoices/credit notes to this email address)

Postal Address: 

Unity Business Service (UBS)
5 Sandringham Park
Swansea Vale SA7 0EA






Enquiring about progress of payments

All supplier invoices and payment enquiries must be directed to Unity Business Services (UBS). If you contact the relevant business unit directly, they will direct you to Unity Business Services (UBS).

For all payment and invoice queries you will need to contact the Unity Business Services (UBS) Support Desk directly on 0344 892 0343. When calling you should quote the Purchase Order number, your vendor account number (if known) and the business unit you are invoicing e.g. DVLA.

You should ask for your communication to be logged on a “service ticket” along with your contact details. This will allow all issues relating to your query to be logged under a unique reference number.

You should quote the service ticket number in any follow up conversations.

If Unity Business Services (UBS) has the invoice but cannot release it for payment, you are required to take appropriate action to ensure it can be paid.

If the invoice has not been received by Unity Business Services (UBS), the responsibility is on you to get the invoice to Unity Business Services (UBS). If you are sending invoices to anyone other than Unity Business Services (UBS), please change your customer invoicing address to Unity Business Services (UBS).

If a response from Unity Business Services (UBS) is required, one will be provided to you within 10 working days.

If you have any remittance queries, these should be discussed with Unity Business Services (UBS): 

Tel: 0344 892 0343

Email: support@unitybusinessservices.co.uk (Please do not email original                                     invoices/credit notes to this email address)

You must also ensure that a statement is sent to Unity Business Services (UBS) monthly to aid prompt payment of invoices (email and postal address as above).
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Armed Forces Covenant



1. The Armed Forces Covenant is a public sector pledge from Government, businesses, charities and organisations to demonstrate their support for the armed forces community. The Covenant was brought in under the Armed Forces Act 2011 to recognise that the whole nation has a moral obligation to redress the disadvantages the armed forces community face in comparison to other citizens, and recognise sacrifices made.



2. The Covenant’s 2 principles are that:

· the armed forces community should not face disadvantages when compared to other citizens in the provision of public and commercial services

· special consideration is appropriate in some cases, especially for those who have given most such as the injured and the bereaved.



The Authority encourages all Tenderers, and their suppliers, to sign the Corporate Covenant, declaring their support for the Armed Forces community by displaying the values and behaviours set out therein.



3. 	Guidance on the various ways you can demonstrate your support through the Corporate Covenant is at The Corporate Covenant below.



4. 	If you wish to register your support you can provide a point of contact for your company on this issue to the Armed Forces Covenant Team at the address below, so that the MOD can alert you to any events or initiatives in which you may wish to participate. The Covenant Team can also provide any information you require in addition to that included on the website.



Email address: covenant-mailbox@mod.uk

Address: Armed Forces Covenant Team

Zone D, 6th Floor, Ministry of Defence,

Main Building, Whitehall, London, SW1A 2HB



5. 	Paragraphs 1 – 4 above are not a condition of working with the Authority now or in the future, nor will this issue form any part of the tender evaluation, contract award procedure or any resulting contract. However, the Authority very much hopes you will want to provide your support.
























The Corporate Covenant:

Section 1: Principles of the Armed Forces Covenant



1.1 We Company XYZ will endeavour in our business dealings to uphold the key principles of the Armed Forces Covenant, which are:



· no member of the Armed Forces Community should face disadvantage in the provision of public and commercial services compared to any other citizen

· in some circumstances special treatment may be appropriate especially for the injured or bereaved.



Section 2: Demonstrating our Commitment



2.1	Company XYZ recognises the value serving personnel, reservists, veterans and military families bring to our business. We (Company XYZ) will seek to uphold the principles of the Armed Forces Covenant, by:



· promoting the fact that we are an armed forces-friendly organisation;

· seeking to support the employment of veterans young and old and working with the Career Transition Partnership (CTP), in order to establish a tailored employment pathway for Service Leavers;

· striving to support the employment of Service spouses and partners;

· endeavouring to offer a degree of flexibility in granting leave for Service spouses and partners before, during and after a partner’s deployment;

· seeking to support our employees who choose to be members of the Reserve forces, including by accommodating their training and deployment where possible;

· offering support to our local cadet units, either in our local community or in local schools, where possible;

· aiming to actively participate in Armed Forces Day;

· offering a discount to members of the Armed Forces Community;

· any additional commitments XYZ could make (based on local circumstances).

· [You are encouraged to sign up to as many of the above as appropriate to your business. Please amend to provide details of how you intend to meet each commitment.]



2.2 We will publicise these commitments through our literature and/or on our website, setting out how we will seek to honour them and inviting feedback from the Service community and our customers on how we are doing. [Amended as appropriate for your business].

October 2017
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Introduction

		Supplier Assurance Framework

		Statement of Assurance 

		This assessment has been designed to enable Government Departments to gain a level of assurance from their suppliers and service providers with regard to the security of our assets throughout the lifetime of your contract and potentially beyond.

The Security Policy Framework (SPF) describes the security controls to be applied to UK Government assets. It focuses on security outcomes that are necessary to achieve a proportionate and risk managed approach to security that enables government business to function effectively, safely and securely. As a supplier or service provider to Government you should be aware that there will be security controls listed in the SPF that you need to apply in order to provide us with the assurance we require to continue to share our assets with you. These will be spelt out in your contractual terms and conditions.




		In order to help you to align to and better understand the requirements of the SPF, a reference to the related section is assigned to relevant questions. Recognising that many of our private sector partners work to the security information management system requirements specified in ISO/IEC 27001:2013, the relevant section of ISO/IEC 27001:2013 (or version 2005) is also listed where applicable. In addition to the above suppliers and service providers are also expected to meet their legal responsibilities as defined in relevant Acts of Parliament, this includes but is not limited to the Data Protection Act.  Cyber Essentials defines a set of controls which, when properly implemented, will provide organisations with basic protection from the most prevalent forms of threat coming from the Internet. These controls are referenced where applicable.  See www.gov.uk/government/publications/cyber-essentials-scheme-overview.

		The assessment aims to be relevant to organisations of any size. It is anticipated that the majority of suppliers or service providers will complete the assessment at a contract or service level. The option to complete an assessment that is relevant for your entire organisation is available but should only be selected if the answers provided are the same for each of the services you supply to us.







Questionnaire

		Supplier Assurance Framework 

		Organisation:				Contract Name;				Enquiry Type:		RFI

		Department:				Date Completed:

		Name:				Position:				Contact Telephone Number:



		Questionnaire						Information and Guidance

		Question		Response		Response Comments		Question Guidance - These are examples of the types of controls  which maybe appropriate to manage the risks.  However this list is not exhaustive. The importance thing here is to ensure the risks are identified and managed at a level which is acceptable to the delivery of the service and aligned to HMG departments risk appetite.		Corresponding Framework		Risk
Score/Indicator		Critical

		1.0 Introductory Questions				

		1.1 To what part of your organisation does this self-assessment relate?		Please Select Answer 

		1.2 Which of the following most closely describes the service you provide to us?

		Professional Services		Please Select Answer

		Information and Communications Technology (ICT) Services		Please Select Answer

		Business Process Outsourcing		Please Select Answer

		Estates, Facilities Management (FM), Guarding and Support Services		Please Select Answer

		Transport/Mail		Please Select Answer

		Storage/Archive		Please Select Answer

		Operational Equipment and Office Supplies		Please Select Answer

		Other		Please Select Answer

		1.3 Please provide more detail about your organisation/the service/the contract:		[Mandatory free text]

		1.4 Who is responsible for the security aspects of the service you provide? (Please Specify Full Name and Role)		[Mandatory free text]

		2.0 Risk Analysis - Risk can be defined as the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to individuals and the organisation. The following section aims to help us determine which aspects of the service you provide increase the impact or likelihood of a compromise to the confidentiality, integrity or availability of our assets. The responses you provide here will determine the route you will take though the remainder of the self-assessment.

		2.1 Do you have access to, process or store any of
our assets (including data) in the delivery of your service?		Please Select Answer				An asset could be information, personnel or any object with value (eg, a computer system, money, a passport etc).
The Cabinet Office Security Policy Framework, and associated policy and guidance outlines the mandatory steps Government must take to protect our assets. Including those that are shared with suppliers and delivery partners. 				If the supplier does not handle any Departmental assets then consideration should be given as to whether or not they should be in scope of the assessment. Exit self-assessment.

		2.2 Do you have access to, process or store our data in the delivery of your service? 		Please Select Answer				Information is a key asset to Government and its correct handling is vital to the safe and effective delivery of public services. Some of the assessment focuses specifically on information assets. Your response to this question will impact on your route through the assessment.				Risk if the supplier Handles our Data. If the supplier does not handle any of our data then further investigation of the type of data they handle (sensitivity, number of records, where the data is held, type of access) is irrelevant. Skip: 2.3 - 2.11

		2.3 In the delivery of your service which of the following types of our data do you store/process?						If you are unsure of the classification of the assets that you process or store on our behalf you should consult your departmental contact before proceeding.
The Information Commissioner's Office publish an official definition of personal and sensitive personal data. Found here: http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx

		Personal data as defined by the Data Protection Act 		Please Select Answer

		Sensitive personal as defined as the Data Protection Act		Please Select Answer

		OFFICIAL		Please Select Answer

		SECRET 		Please Select Answer

		TOP SECRET		Please Select Answer

		2.4 What volume of personal data do you process?		Please Select Answer								Above 1000 records

		2.5 Where is our data held?		Please Select Answer								Data Held Offshore

		2.6 Where is our data accessed from?		Please Select Answer								Data Accessed Offshore

		2.7 Which of the following describe the type of access you have to our data?		Please Select Answer								Ability to Amend our data

		2.8 Approximately how many of your staff have access to our assets?		Please Select Answer								Large numbers of staff access our data

		2.9 Do you use sub-contractors in the delivery of your service?		Please Select Answer								Use of Sub-contractors
If the supplier does not use sub contractors in the delivery of their service then further probing with regards to the number of sub-contractors, or their compliance with our Security Policy, is unnecessary.

		2.10 How many of your subcontractors have access to our assets?		Please Select Answer								Sub-contractors have access to our assets

		2.11 Which of the following best describes how you use ICT systems to deliver your service?		Please Select Answer								Uses own systems, uses shared systems
If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 2 may not be relevant. Skip section 2

		2.12 In relation to the ICT systems used to deliver your service, which of the following is true?

		We permit the use of removable media		Please Select Answer								Allows use of removable media

		We permit remote working		Please Select Answer								Allows Remote working

		We allow staff to connect their own devices to our ICT systems		Please Select Answer								Allows BYOD

		2.13 Which of the following best describes the location from which you deliver your service?		Please Select Answer								If the supplier delivers from Departmental premises then section 2 may not be relevant. Skip section 2.

		2.14 Does any part of the service you deliver form part of the country's Critical National Infrastructure? 		Please Select Answer								Part of CNI

		3.0 Information Systems - This section seeks to determine your approach to securing ICT systems used in the delivery of your service, in particular those that are used to process our information assets. 

		3.1 Does your organisation hold any accreditations or certifications relating to ICT systems used in the delivery of your service?						All HMG activities attract risk. Risks need to be assessed by government organisations so that they can make informed, practical and effective business enabling decisions.
Government organisations will have: A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management; 		SPF - Risk Management

		a) Yes, ICT system/s have been formally accredited by a government Department/Agency [Please provide details]		Please Select Answer								5

		b) Yes, ICT system/s are ISO27001:2013/2005 certified [Insert certificate number]		Please Select Answer								5

		c) Yes, ICT system/s are compliant with ISO27001:2013/2005		Please Select Answer								3

		d) Yes, our system/s are compliant with a standard that is aligned to ISO27001:2013/2005 [Please provide details]		Please Select Answer								3

		e) Yes, Cyber Essentials Plus [Insert certificate number]		Please Select Answer								0

		f) Yes, Cyber Essentials		Please Select Answer

		g) Yes, ICT Systems are compliant with the latest version of PCI DSS		Please Select Answer				The Payment Card Industry Data Security Standard (PCI DSS) is a set of security standards designed to ensure that ALL companies that accept, process, store or transmit credit card information maintain a secure environment.  The PCI DSS applies to ANY organisation, regardless of size or number of transactions, that accepts transmits or stores any cardholder data				If an organisation accepts, processes, stores or transmits payment card data and is not PCI Compliant consideration should be given as to what compensatory controls are in place

		3.2 Has a technical risk assessment been performed to identify a set of proportionate risk treatment controls?		Please Select Answer				a. A mature understanding of the security risks throughout the organisation, where appropriate this will be informed by the National Technical Authorities;		SPF - Risk Management		5 - Yes with review
3 - Yes
0 - No		Critical

		3.3 Are security operating procedures in place governing the use of your ICT systems? Do these cover home and mobile working?		Please Select Answer				c. Mechanisms and trained specialists to analyse threats, vulnerabilities, and potential impacts which are associated with business activities
d. Arrangements to determine and apply cost-effective security controls to mitigate the identified risks within agreed appetites; 
e. Assurance processes to make sure that mitigations are, and remain effective. 		SPF - Culture Awareness
ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.1, A9.4		3 - Yes with signed acknowledgement
2 - Yes
0 - No

		3.4 Are access controls in place to ensure information is only available to system users who require access?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11
ISO27001:2013 - A.9, A.11
Cyber Essential:3 User Access Control		3 - Yes with Policy
2 - Yes
0 - No

		3.5 Are acceptable use policies in place which outline the rules for acceptable use of information and assets? 		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.7.1.3		3 - Yes
0 - No

		3.6 Are policies and controls in place to ensure the following?						a. Identified if technology and services are Critical National Infrastructure (CNI), and risk manage accordingly:
b. Risk-informed security controls which:
• Mitigate applicable threats;
• Are kept current and actively managed;
• Protect against, detect and correct malicious behaviour;
• Ensure that critical technology and services are resilient to disruptive challenges such as cyber attacks, and have the means to recover from these.
		SPF - Technology & Services

		 Boundary protection is in place on all systems with a connection to an un-trusted network.		Please Select Answer						ISO27001:2005 - A.10.6
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3

		Timely patching is applied against known vulnerabilities.		Please Select Answer						ISO27001:2005 - A.12.6.1, A12.4.1
ISO27001:2013 - A.12.5, A.6
Cyber Essentials:5 Patch Management		3

		Systems are protected from malicious and mobile code.		Please Select Answer						ISO27001:2005 - A.10.4
ISO27001:2013 - A.12.2
Cyber Essentials:4 Malware Protection		3

		Software and hardware is locked down to restrict unnecessary services.		Please Select Answer						ISO27001:2005 - A.11.2.2, A11.5.4
ISO27001:2013 - A.9.4.4
Cyber Essentials:2 Secure Configuration		3

		A protective monitoring regime is in place to oversee how ICT systems are used.		Please Select Answer						ISO27001:2005 - A.10.1
ISO27001:2013 - A.12.4
		3

		3.7 Are network security boundaries defined and enforced to group users, services and information that require different levels of protection?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.11.4.5
ISO27001:2013 - A.13.1
Cyber Essentials:1 Boundary Firewalls		3 - Yes
0 - No

		3.8 In relation to your use of electronic storage media (include removable media), which of the following area are covered by documented policies and procedures? 								SPF - Technology & Services
ISO27001:2005 - A.10.7
ISO27001:2013 - A.8.3
Cyber Essentials:2 Secure Configuration

		Control		Please Select Answer								1

		Protection		Please Select Answer								1

		Secure use		Please Select Answer								1

		Destruction		Please Select Answer								1

		3.9 Are policies and controls in place to manage the risks of working in non-secure environments?		Please Select Answer						SPF - Technology & Services
SPF - Culture Awareness
ISO27001:2005 - A.11.7
ISO27001:2013 - A.6.2		5 - No remote working
3 - Yes
0 - No

		3.10 Are back-up copies of information and software taken regularly?		Please Select Answer						SPF - Technology & Services
ISO27001:2005 - A.10.5
ISO27001:2013 - A.12.3		5 - Yes Policy tested
3 - Yes
0 - No

		3.11 Has the security of your ICT been evaluated through penetration testing?		Please Select Answer				This should take account of technical vulnerabilities, restrictions to software installation and audit controls to minimise disruptions to business operations.		SPF - Technology & Services
ISO27001:2013 - A.12.6		5 - CESG
4 - External Organisation
3 - Cyber Essentials
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		4.0 Physical & Environmental - This section seeks to determine your approach to physically securing sites used in the delivery of your service, in particular those sites at which our assets are processed or stored. Physical security describes a range of controls that are intended to protect individuals from violence; prevent unauthorised access to sites and / or protectively marked material (and other valuable assets); and reduce the risk of a range of physical threats and mitigate their impact to a level that is acceptable to the organisation. Security must be incorporated into the initial stages of planning, selecting, designing or modifying any building or facility, using appropriate methodologies; putting in place integrated and proportionate control measures to prevent, deter, detect and/or delay attempted physical attacks, and to trigger an appropriate response.

		4.1 Has a review of the security risk assessment been carried out at sites used to process or store our assets in the last 12 months?		Please Select Answer				Appropriate physical security measures will ensure a safe and secure working environment for staff, that can protect against a wide range of threats (including criminality: theft and terrorism or espionage). If the supplier has not completed a risk assessment then the following question which relates to this risk assessment may not need to be completed. Skip 4.2.		SPF - Physical Security Measures and Counter Terrorism
ISO27001:2005 - A.9.1
ISO27001:2013 - A.11		3 - Yes
5 - Yes - Annual review
0 - No		Critical

		4.2 What areas did the risk assessment cover?						a. Processes and plans in place, including those developed from the early stages of building design, to determine the appropriate physical security requirements through planning and risk assessment;
b. Mechanisms to implement internal and external security controls in a layered fashion that deters or prevents unauthorised access and protect assets, especially those that are critical or sensitive against forcible or surreptitious attack;
c. Substantial controls for controlling access and proximity to the most high risk sites and Critical National Infrastructure assets.		SPF - Physical Security Measures and Counter Terrorism

		Perimeter Security		Please Select Answer						ISO27001:2013 - A.11.1.1		1

		Access Control		Please Select Answer						ISO27001:2005 - A.9.1.6
ISO27001:2013 - A.11.1.2		1

		Manned Guarding		Please Select Answer						ISO27001:2005 - A.9.1.2		1

		Incoming mail and delivery screening		Please Select Answer						ISO27001:2005 - A.9.1.1
ISO27001:2013 - A.11.1.6		1

		Secure areas and/or cabinets for the storage of sensitive assets.		Please Select Answer						ISO27001:2013 - A.11.1.6		1

		4.3 Which of the following are in place to ensure the physical security controls you have in place are fit for purpose?		Please Select Answer						SPF - Physical Security Measures		3
3

		4.4 Are processes and controls in place to ensure that equipment and cabling is protected and maintained so as to preserve the confidentiality, integrity and availability of our assets?		Please Select Answer				For more information please see ISO/IEC 27001.  This includes the requirement for equipment to be maintained in accordance with manufacturers instructions. 		SPF - Physical Security Measures
ISO27001:2005 - A.9.2.1, A.9.2.2, A.9.2.3, A.9.2.4, A.9.2.5, A.9.2.6
ISO27001:2013 - A.11.2.1, A11.2.2, A.11.2.3, A.11.2.4, A.11.2.5, A.11.2.6		3 - Yes
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		5.0 Personnel & HR - This section seeks to determine your approach to personnel security, security training and awareness programmes and how individual responsibility for security is made clear to your staff. Security responsibilities should be addressed prior to employment in adequate job descriptions and in terms and conditions of employment. They should be maintained throughout a member of staff’s time in employment. Controls should be put in place to ensure that employees understand their personal responsibility to safeguard sensitive assets.  As well as to ensure they are adequately screened in order to addresses the risks associated with identity fraud, illegal working and deception generally. 

		5.1 Are background verification checks carried out on employees and contractors who have access to our assets?		Please Select Answer				People are an organisation’s most important asset, so personnel assurance is fundamental to good security.  Government organisations will deliver the appropriate combination of recruitment checks, vetting and on-going personnel security management to be assured, and to remain assured, about their people and to mitigate the risks from well-placed insiders.		SPF - Personnel Security and BPSS Document
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		5 - Yes BPSS
3 - Yes BS
3 - Yes neither standard
0 - No		Critical

		5.2 Has a risk assessment been undertaken to determine the need for National Security Vetting (NSV) in specific roles?		Please Select Answer				A risk management approach should be used to determine the appropriate levels of personnel security controls.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes no NVS needed
3 - Yes certain role need NVS
0 - No

		5.3 Do you keep full and up to date personnel security records on all employees in order to review clearance in advance of its expiration?		Please Select Answer				Full and up to date personnel security records on all employees that hold security clearances should be maintained. All National Security Vetting clearances should be formally reviewed according to agreed timescales for each level of clearance.		SPF - Personnel Security
ISO27001:2005 - A.8.1.2
ISO27001:2013 - A.7.1.1		3 - Yes 
0 - No

		5.4 Are organisational and individual responsibilities for information security clearly defined in the terms and conditions of employment contracts?		Please Select Answer				a. An appropriate security governance structure to support the Permanent Secretary, that are properly resourced with individuals who have been appropriately trained. These include:
• A Senior Information Risk Owner (SIRO);
• A Departmental Security Officer (DSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too (including List X accreditation for companies handling SECRET assets);		SPF - Good Governance
ISO27001:2005 - A.8.1.3
ISO27001:2013 - A.7.1.2		5 - Yes
0 - No		Critical

		5.5 Are non-disclosure agreements in place with all staff who have access to our assets? 		Please Select Answer						SPF - Information		5 - Yes
0 - No		Critical

		5.6 Is a mechanism in place to ensure your employees and contractors receive appropriate information security awareness training upon appointment, and regular updates to organisational policies and procedures, as relevant for their job function?		Please Select Answer				Everyday actions and the management of people, at all levels in the organisation, contribute to good security. A strong security culture with clear personal accountability and a mature understanding of managing risk, responsibility and reputation will allow the business to function most effectively. Government organisations will have: 
a. A security culture that supports business and security priorities and is aligned to HMG’s overarching priorities and the organisation’s own appreciation of risk;		SPF - Culture Awareness
ISO27001:2005 - A.8.1.2, A.8.2.2
ISO27001:2013 - A.7.2.1, A.7.2.2		5 - Yes
0 - No		Critical

		5.7 Regarding your organisations information security training programme, which of the following is accurate?						b. Encourages personal responsibility through the management of and delivery of appropriate security training;
c. Processes, systems and incentives to deliver this;
d. Mechanisms to drive continuous improvement; tackle poor and inappropriate behaviour; enforce sanctions; and encourage the sharing of best practice.
		SPF - Culture Awareness

		All staff are required to complete annual security awareness training.		Please Select Answer								1

		Training is incorporated as part of induction process.		Please Select Answer								1

		Training is integrated as a module into our organisations overarching training programme.		Please Select Answer								1

		Training needs analysis has been undertaken and bespoke training delivered to specific roles.		Please Select Answer								1

		All training includes a form of assessment, poor performance is recorded and followed up on.		Please Select Answer								1

		5.8 Is a disciplinary process in place for employees and contractors who have committed a security breach?		Please Select Answer				Well-tested plans, policies and procedures will reduce organisations’ vulnerability to security incidents (especially from the most serious threats of terrorism or cyber attack), but also leaks and other disruptive challenges.d. Effective management structures, policies and procedures for detecting, reporting, responding to and handling incidents, including disciplinary measures that are well communicated and understood by staff;  
e. Reporting mechanisms to the HMG organisation,  of incidents of unauthorised disclosure and breaches of official information, including incidents concerning classified information from foreign governments, agencies or organisations. And to the Information Commissioner’s Office, if a serious loss or breach of personal data occurs.
a. Business continuity arrangements aligned to Industry standards,  to maintain key business services, building resilience and security to facilitate a rapid and effective response to and recovering from incidents		SPF - Culture Awareness
ISO27001:2005 - A.8.2.3
ISO27001:2013 - A.7.2.3		3 - Yes
0 - No

		5.9 Upon termination of employment is there a process in place to ensure assets are returned and rights to assets revoked?		Please Select Answer						SPF - Personal Security
ISO27001:2005 - A.8..3.1, A.8.3.2, A.8.3.3
ISO27001:2013 - A.7.3.1, A.8.1.4, A.9.2.6		3 - Yes
0 - No		Critical is NO

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		6.0 Organisation - This section seeks to determine whether your approach to information assurance ensures that clear lines of responsibility and accountability are in operation at  all levels of your organisation. 

		6.1 Does your company have a senior individual responsible for the security of our information within your custody?		Please Select Answer		Contact Name:
Role:
Email Address:		Effective leadership is a critical component of good security and accountability. The Permanent Secretary (or equivalent) will own the organisation’s approach to security and ensure that these issues receive the attention and investment required.
		SPF - Good Governance
ISO27001:2005 - A.8.1.1
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No		Critical

		6.2 Are the security roles and responsibilities of your employees clearly defined and documented in accordance with your organisations information security policy?		Please Select Answer				a. Suppliers should ensure an appropriate security governance structure is in place to support the CEO/Director  that are properly resourced with individuals who have been appropriately trained. These could include:
• A Senior Information Risk Owner (SIRO); - Senior Responsible for information risks
• A Chief Security Officer Security Officer (CSO) who can manage day-to-day protective security;
• Information Asset Owners (IAOs) across distinct business units;
• Information risk assessment and risk management specialists;
• Other specialists relevant and specific to the organisation’s needs.
b. Board-level oversight of security compliance and auditing processes; 
c. Arrangements to determine and satisfy themselves that Delivery Partners, service providers and third party suppliers, apply proper security controls too 		SPF - Good Governance
ISO27001:2005 - A.6.1.3
ISO27001:2013 - A.6.1.1		3 - Yes
0 - No

		6.3 Is a process in place to ensure your organisation is kept up to date on relevant current and emerging; 						For more information please see ISO/IEC 27001		SPF - Good Governance
ISO27001:2005 - A.6.1.7
ISO27001:2013 - A.6.1.4

		Information security best practice
		Please Select Answer								1

		Government policy and legislation		Please Select Answer								1

		Threats and vulnerabilities		Please Select Answer								1

		Technologies		Please Select Answer								1

		6.4 Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers?		Please Select Answer						SPF - Risk Management		3 - Yes
0 - No

		6.5 Is a process in place to manage change to systems i.e. capacity management and separation of testing environments?		Please Select Answer				System performance should be maintained when considering changes to resources and capacity requirements. Development and testing environments should be separated from the operational environment.		SPF - Technology and Services
ISO27001:2013 - A.12.1.3, A.12.1.4

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		7.0 Security Policy - An information security policy should outline your organisation's overall approach to the management of information security. This section seeks to understand the depth of your security policy and your approach to review. 

		7.1 Is a security policy in place setting out your organisation’s overall approach to protecting valuable assets?		Please Select Answer				b. A clearly-communicated set of security policies and procedures, which reflect business objectives to support good risk management
If the supplier does not have a Security Policy, then the following question which probes the contents of the Security Policy, may not need to be responded to. Skip 7.2		SPF - Risk Management
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11		5 - Yes
0 - No		Critical

		7.2 Does the security policy reference:						For more information please see ISO/IEC 27001		SPF - Culture Awareness
ISO27001:2005 - A.5.11
ISO27001:2013 - A.5.11

		The importance of security to your organisation		Please Select Answer								1

		Legislation and regulation that your organisation is required to be compliant with		Please Select Answer								1

		Staff responsibilities for information		Please Select Answer								1

		Incident and breach management policies		Please Select Answer								1

		 Business continuity arrangements		Please Select Answer								1

		Staff training & awareness requirements.		Please Select Answer								1

		7.3 Has your security policy; 								SPF - Risk Management
SPF - Good Governance
SPF - Culture Awareness
ISO27001:2005 - A.5.12
ISO27001:2013 - A.5.12

		been reviewed in the last 12 months?		Please Select Answer								1

		been approved by the senior management?		Please Select Answer								1

		been made accessible to all staff?		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		8.0 Asset Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 

		8.1 Is a process in place to ensure assets are classified according to their value and in line with Government classification policy?		Please Select Answer				 Mechanisms and processes to ensure assets are properly classified and appropriately protected;		SPF - Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes Gov Classification
3 - Yes In house
3 - No, retain Gov markings
0 - No

		8.2 Has an owner been assigned to all information assets which require protection?		Please Select Answer				An Information Asset Owner should be identified for each of the information assets identified within your organisation's list of information assets and that person should take full and effective responsibility for managing the protection and exploitation of the information for which he/she is responsible.
Where the asset is owned by Government it will be valued according to the Government's classification policy. The responsibility for protection of Government assets in your custody should still be assigned to a named individual within your organisation.		SPF - Good Governance and Information
ISO27001:2005 - A.7.1.2
ISO27001:2013 - A.8.2		3 - Yes 
0 - No

		8.3 Is an asset register in place that identifies and records the value of sensitive assets which require protection?		Please Select Answer				Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. This includes not taking equipment off-site without authorisation.		SPF - Information
ISO27001:2005 - A.7.1.1
ISO27001:2013 - A.8.2		5 - Yes
0 - No		Critical

		8.4 Do you have policies in place which detail how our assets should be;						Policies, procedures and controls should be in place to ensure information assets are identified, valued, handled, stored, processed, transmitted (including use of electronic messaging), shared and destroyed in accordance with legal requirements and (in the case of Government assets) in line with the standards set out in the Government's classification policy. This should includes protection of assets when off-site and the need for clear desk policies.
All assets should be returned by employees on termination of employment.
If the supplier does not have policies that govern how Departmental assets should be managed then the following question, which relates to the communication of these policies, may not need to be responded to. Skip 8.5 if no option is selected.		SPF - Information
ISO27001:2005 - A.9.1.5, A.7.2.2, A.9.2.6
ISO27001:2015 - A.8.2, A.13.2, A.11.2.6, A.8.1.4

		handled		Please Select Answer								1		Critcial if No

		copied		Please Select Answer								1		Critical if No

		stored		Please Select Answer								1		Critical if No

		transmitted		Please Select Answer								1		Critical if No

		destroyed		Please Select Answer								1		Critical if No

		returned		Please Select Answer								1		Critical if No

		8.5 How are these procedures communicated to staff?		Please Select Answer						SPF - Culture and Awareness
ISO27001:2005 - A.5.1.1
ISO27001:2013 - A.5.1.1		1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		9.0 Incident Management - This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 

		9.1 Do you have policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed and who it should be escalated to?		Please Select Answer				Organisation should have clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents. Put in place a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies.
If the supplier does not have an Incident Management Policy, then the following question which probes the contents of this policy, may not need to be responded to. Skip 9.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1		5 - Yes
0 - No		Critical

		9.2 Do these policies make reference to the following?								SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.1
ISO27001:2013 - A.16.1

		Individual responsibilities for identifying and reporting security incidents and information security breaches		Please Select Answer								1

		A reporting matrix including escalation points		Please Select Answer								1

		An up to date list of relevant internal and external contact points		Please Select Answer								1

		A timeline detailing at which point the policy should be implemented		Please Select Answer								1

		9.3 In the event of a loss or breach to one of our assets which of the following actions would your organisation take first;		Please Select Answer						SPF - Preparing for and responding to Security Incidents
ISO27001:2013 - A.16.1		0 - Rectify breach
0 - Determine loss
5 - Report Incident

		9.4 Is a forensic readiness policy in place documenting your approach to managing digital evidence relating to ICT security incidents?		Please Select Answer				It is important for each organisation to develop a Forensic Readiness of sufficient capability and that it is matched to its business need. Readiness involves specification of a policy that lays down a consistent approach, detailed planning against typical (and actual) case scenarios that an organisation faces, identification of (internal or external) resources that can be deployed as part of those plans, identification of where and how the associated Digital Evidence can be gathered that will support case investigation and a process of continuous improvement that learns from experience.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.13.2.3
ISO27001:2013 - A.16.1.6		3 - Yes
5 - Yes specific reference
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		10.0 Business Continuity - This section seeks to determine whether or not effective Business Continuity Management (BCM) in place to plan how to maintain those parts of your organisation that you can't afford to lose if an incident occurs. 

		10.1 Does your organisation have business continuity and disaster recovery plans in place to maintain or quickly resume any services you provide to us?		Please Select Answer				A business continuity management system to enable you to maintain or else quickly resume provision of key services in the event of a disruption should be put in place. Business continuity management arrangements should follow industry best practice (BS25999 or equivalent standard). If the supplier does not have a BC plan then the following question which probes the testing and review of this plan, may not need to be responded to. Skip 10.2.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.1
ISO27001:2013 - A.17.1.1, A.17.1.2		5 - Yes comply BS
3 - Yes
0 - No		Critical

		10.2 Are processes in place to ensure business continuity management arrangements are tested and reviewed? 		Please Select Answer				BCM arrangements should be tested and reviewed at least annually or following significant organisational change.		SPF - Preparing for and responding to Security Incidents
ISO27001:2005 - A.14.1.5
ISO27001:2013 - A.17.1.3		5 - Yes tested & reviewed
3 - Yes not tested
3 - No formal process
0 - No

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]

		11.0 Compliance - This section seeks to determine your approach to ensuring both you and your subcontractors, are compliant with our security policy and associated legislation and regulation. 

		11.1 How does your organisation ensure that relevant legislation and regulation is understood?						For more information please see ISO/IEC 27001		SPF - Culture and Awareness
ISO27001:2005 - A.15.1.1
ISO27001:2013 - A.16.1

		Contact with relevant authorities is maintained		Please Select Answer								1

		All changes are reviewed to determine the impact for your business		Please Select Answer								1

		Relevant legislation and regulation is referenced in internal policies, plans and procedures.		Please Select Answer								1

		11.2 Does your company provide guidance to staff on handling our information with respect to?						All staff handling sensitive government assets should be briefed about how legislation (particularly the OSA, FOIA and DPA) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies. 		SPF - Culture and Awareness
ISO27001:2013 - A.7.2.2

		Data Protection Act		Please Select Answer								1

		Freedom of Information Act		Please Select Answer								1

		Official Secrets Act		Please Select Answer								1

		Environmental Information Act		Please Select Answer								1

		11.3 In the past 12 months has your organisation assessed its compliance with relevant legislation and regulation 
(for example the Data Protection Act)?		Please Select Answer						SPF - Technology and Services
ISO27001:2013 - A.18.2.2		5 - Yes no weakness
5 - Yes action plan
3 - Yes no plan
0 - No

		11.4 In the past 12 months have your organisation's information security controls, policies and procedures, been independently reviewed?		Please Select Answer				For more information please see ISO/IEC 27001		SPF - Risk Management & Technology and Services
ISO27001:2005 - A.6.1.8
ISO27001:2013 - A.18.2.1		5 - Yes  
3 - No Internal Review
0 - No

		11.5 Are processes in place to ensure that you assess the risks to assets that are shared with your delivery partners and third party suppliers?		Please Select Answer				Organisations should ensure that the security arrangements among their wider family of delivery partners and third party suppliers are appropriate to the information concerned and the level of risk . This must include appropriate governance and management arrangements to manage risk, monitor compliance and respond effectively to any incidents.		SPF - Risk Management  
ISO27001:2013 - A.15.1		5 - Yes
0 - No		Critical

		11.6 How does your company gain assurance that delivery partners and third party suppliers are compliant with your security policies?						Organisations should ensure that they seek assurance from their delivery partners and third party suppliers to ensure that they are managing their protective security and information risks to an appropriate level. This should include working closely with security, procurement and contract management teams to ensure that adequate security, information assurance and business continuity requirements are specified in contracts with third party suppliers. 
		SPF - Risk Management 
ISO27001:2013 - A.15.1

		Information security requirements are detailed in contracts		Please Select Answer								3		Critical

		Your right to audit is detailed in contracts and is exercised		Please Select Answer								3

		The need to meet recognised standards (such as ISO27001:2013) is stipulated		Please Select Answer								1

		The organisations compliance is measured through self-assessment		Please Select Answer								1

		Supplementary. Please use this field to add any additional information that is relevant to this section.		[Free text]
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Corporate environmental policy

| m Driver & Vehicle Licensing Agency

Policy statement

DVLA is committed to protecting the environment, preventing pollution
and continually improving our environmental performance.

Description

DVLA's operational activities and the individual activity of its staff affect
the environment. The aim of this policy is to tell our interested parties
including staff, contractors, suppliers and the public that DVLA is
committed to reducing any negative environmental impacts produced
by our activities, products, and services.

Our policy is to continually improve our environmental performance by:

working towards Net Zero by 2050 by reducing greenhouse gas
emissions from our estate and travel

reducing waste whilst maximising our recycling and re-use
opportunities

reducing how much paper we use

monitoring and reducing how much water we use

ensuring our procurement takes sustainability into account
protecting and enhancing our estate’s biodiversity and ecosystems

developing a climate change adaptation strategy to mitigate any
risks identified

ensuring an overall more sustainable approach to our use of IT
equipment and digital services





Corporate environmental policy

Delivery and monitoring
We will:
e fulfil our compliance obligations in relation to the environment

* meet or exceed the terms of the government’s policy on the
environment

e continually improve our environmental management system
to enhance our environmental performance

e work towards achieving our greening government commitments
to protect the local and wider environment

e collate, monitor, and analyse data to measure performance against
our targets and objectives

® prepare for policy changes and tighter targets

e encourage staff, contractors, and suppliers to reduce their impact
on the environment when providing services and products to us
and within their own organisations

® produce regular reports for the executive team and senior managers

e produce accurate interim reports on request which are easy
to understand

e make sure our emergency response plans for major incidents
consider all significant environmental impacts

Although, as Chief Executive, | am responsible for the environmental
performance of DVLA, | expect all staff, contractors and suppliers
involved in DVLA's business to share this responsibility.

Policy owner: Julie Lennard

Name of originator: Andrew Lees
Date of last review: November 2021

Date of next review: April 2025
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		Purpose  



		This policy explains how we in DVLA should manage energy to help reduce costs and support the government’s strategies to transform into a low-carbon economy, as detailed in the 2050 low-carbon roadmap. 

		This policy sets out how we intend to fulfil this responsibility and provides the overarching guidelines for our supply chain. 

		Description



		Our aims as an agency in managing our energy are to make sure that we: 

		•	minimise greenhouse gas emissions 

		•	reduce energy costs

		•	become more energy efficient. 

		Reducing emissions





		To ensure the most efficient use of energy on site we will: 

		•	monitor and measure the estate’s energy consumption by collecting data from suitably placed sub-meters 

		•	look to continuously improve the energy efficiency of the agency’s use of equipment and estate 

		•	maximise opportunities for onsite generation 

		•	regularly consider investment in renewable energy sources  

		•	consider adopting new technologies as they become available.

		Purchasing 

		Utilities 







		When we need to purchase energy from the national grid, we will make sure that we:

		•	source all our utilities from the Government Procurement Services Framework

		•	are aligned with the most current government policy on purchasing energy. 

		Equipment 





		When we need to procure electrical equipment we comply with or exceed the Government Buying Standards (GBS). 

		If the item is outside the GBS we will: 

		•	choose the most energy efficient option at best value, that meets our needs 

		•	make sure we include whole-life costs including energy use and disposal costs in our decision-making. 

		Delivery 





		We will deliver this policy through:

		•	the Private Finance Initiative (PFI) contract 

		•	Commercial Directorate processes 

		•	managers across the agency who will understand the requirements to become more energy efficient. 



		Estates Management Group (EMG) will be responsible for making sure staff and contractors are aware of this policy and its purpose. 

		Human Resources

		Corporate energy policy 
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Information to be provided by bidders



As part of your submission you must complete certain sections within the documentation and associated statements, for your response to be considered compliant. 



The table below sets out the information that must be completed and returned as part of your submission.



		Document

		Instruction



		Tender Response

		Complete and Return



		Social Value Guidance (embedded within section 6.1 of the Specification Document)

		For guidance only



		Pricing Schedule (Annex 2 within Specification Document)

		Complete and Return



		Health and Safety Policy (Annex 3 within Specification Document)

		Review and Acknowledge



		DfT Counter Fraud, Bribery, Corruption and Ethical Procurement Statement (Annex 4 within Specification Document)

		Review and Acknowledge



		Equality, Diversity and Inclusion Policy (Annex 5 within Specification Document)

		Review and Acknowledge



		Invoicing Procedures (Annex 6 within Specification Document)

		For guidance only (Winning Bidder)



		Armed Forces Covenant (Annex 7 within Specification Document)

		Complete and Return



		Schedule [X]: Schedule of Processing, Personal Data & Data Subjects (Annex 8 within Specification Document)

		Review and Agree by Winning Bidder (post-award)



		Statement of Assurance Questionnaire (Annex 9 within Specification Document)

		Complete and Return by Winning Bidder only



		DVLA Environmental Policy (Annex 10 within Specification Document)

		Review and Acknowledge



		Information to be provided by Tenderers (Annex 11 within Specification Document) *this document*

		Complete and Return
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PS/24/72 - SOCIAL VALUE CRITERIA



Please click here, where you can view the ‘Social Value Model’ and ‘Guide to using the Social Value Model’. 



WEIGHTING – 10% 



Theme 4 : Equal Opportunity 



Policy Outcome: Tackle workforce inequality

Menu of Model Award Criteria (MAC):



● MAC 6.2: Support in-work progression to help people, including those from disadvantaged or minority groups, to move into higher paid work by developing new skills relevant to the contract. 



Question SV1



Using a maximum of 2000 characters describe the commitment your organisation will make to ensure that opportunities under the contract deliver the Policy Outcome and Award Criteria. Please include:



● your ‘Method Statement’, stating how you will achieve this and how your commitment meets the Award Criteria, and 

● a timed project plan and process, including how you will implement your commitment and by when. Also, how you will monitor, measure and report on your commitments/the impact of your proposals. You should include but not be limited to:

· timed action plan

· use of metrics

· tools/processes used to gather data

· reporting

· feedback and improvement

· transparency

● how you will influence staff, suppliers, customers and communities through the delivery of the contract to support the Policy Outcome, e.g. engagement, co-design/creation, training and education, partnering/collaborating, volunteering.
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