Standard Selection Questionnaire

Potential Supplier Information and Exclusion Grounds: Part 1 and Part 2.
The standard Selection Questionnaire is a self-declaration, made by you (the potential supplier), that you do not meet any of the grounds for exclusion[footnoteRef:1]. If there are grounds for exclusion, there is an opportunity to explain the background and any measures you have taken to rectify the situation (we call this self-cleaning). [1:  For the list of exclusion please see https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/551130/List_of_Mandatory_and_Discretionary_Exclusions.pdf ] 

A completed declaration of Part 1 and Part 2 provides a formal statement that the organisation making the declaration has not breached any of the exclusions grounds. Consequently we require all the organisations that you will rely on to meet the selection criteria to provide a completed Part 1 and Part 2. For example these could be parent companies, affiliates, associates, or essential sub-contractors, if they are relied upon to meet the selection criteria. This means that where you are joining in a group of organisations, including joint ventures and partnerships, each organisation in that group must complete one of these self-declarations. Sub-contractors that you rely on to meet the selection criteria must also complete a self-declaration (although sub-contractors that are not relied upon do not need to complete the self-declaration).  
When completed, this form is to be sent back to the contact point given in the procurement documents along with the selection information requested in the procurement documentation. 
Supplier Selection Questions: Part 3
The procurement document will provide instructions on the selection questions you need to respond to and how to submit those responses. If you are bidding on behalf of a group (consortium) or you intend to use sub-contractors, you should complete all of the selection questions on behalf of the consortium and/or any sub-contractors.
If the relevant documentary evidence referred to in the Selection Questionnaire is not provided upon request and without delay we reserve the right to amend the contract award decision and award to the next compliant bidder.
Consequences of misrepresentation
If you seriously misrepresent any factual information in filling in the Selection Questionnaire, and so induce an authority to enter into a contract, there may be significant consequences.  You may be excluded from the procurement procedure, and from bidding for other contracts for three years. If a contract has been entered into you may be sued for damages and the contract may be rescinded. If fraud, or fraudulent intent, can be proved, you or your responsible officers may be prosecuted and convicted of the offence of fraud by false representation, and you must be excluded from further procurements for five years. 
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Notes for completion
1. The “authority” means the contracting authority, or anyone acting on behalf of the contracting authority, that is seeking to invite suitable candidates to participate in this procurement process.
2. “You” / “Your” refers to the potential supplier completing this standard Selection Questionnaire i.e. the legal entity responsible for the information provided. The term “potential supplier” is intended to cover any economic operator as defined by the Public Contracts Regulations 2015 (referred to as the “regulations”) and could be a registered company; the lead contact for a group of economic operators; charitable organisation; Voluntary Community and Social Enterprise (VCSE); Special Purpose Vehicle; or other form of entity.
3. Please ensure that all questions are completed in full, and in the format requested. If the question does not apply to you, please state ‘N/A’. Should you need to provide additional information in response to the questions, please submit a clearly identified annex.
4. The authority recognises that arrangements set out in section 1.2 of the standard Selection Questionnaire, in relation to a group of economic operators (for example, a consortium) and/or use of sub-contractors, may be subject to change and will, therefore, not be finalised until a later date.  The lead contact should notify the authority immediately of any change in the proposed arrangements and ensure a completed Part 1 and Part 2 is submitted for any new organisation relied on to meet the selection criteria. The authority will make a revised assessment of the submission based on the updated information.
5. For Part 1 and Part 2 every organisation that is being relied on to meet the selection must complete and submit the self-declaration. 
6. . All sub-contractors are required to complete Part 1 and Part 2[footnoteRef:2].  [2:  See PCR 2015 regulations 71 (8)-(9)] 

7. For answers to Part 3 - If you are bidding on behalf of a group, for example, a consortium, or you intend to use sub-contractors, you should complete all of the questions on behalf of the consortium and/ or any sub-contractors, providing one composite response and declaration.
8. For any questions that do not have space to input a response, please upload these as a separate document in question 3.2 on iSupplier portal, with the question number as the title of the document.
The authority confirms that it will keep confidential and will not disclose to any third parties any information obtained from a named customer contact, other than to the Cabinet Office and/or contracting authorities defined by the regulations, or pursuant to an order of the court or demand made by any competent authority or body where the authority is under a legal or regulatory obligation to make such a disclosure.

Part 1: Potential supplier Information
Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration. 

	Section 1
	Potential supplier information

	Question number
	Question
	Response

	1.1(a)
	Full name of the potential supplier submitting the information

	Click here to enter text.
	1.1(b) – (i)
	Registered office address (if applicable)
	Click here to enter text.
	1.1(b) – (ii)
	Registered website address (if applicable) 
	Click here to enter text.
	1.1(c)
	Trading status 
a) public limited company
b) limited company 
c) limited liability partnership 
d) other partnership 
e) sole trader 
f) third sector
g) other (please specify your trading status)
	Choose an item.

	
	
	Click here to enter text.
	1.1(d)
	Date of registration in country of origin
	Click here to enter text.
	1.1(e)
	Company registration number (if applicable)
	Click here to enter text.
	1.1(f)
	Charity registration number (if applicable)
	Click here to enter text.
	1.1(g)
	Head office DUNS number (if applicable)
	Click here to enter text.
	1.1(h)
	Registered VAT number 
	Click here to enter text.
	1.1(i) - (i)
	If applicable, is your organisation registered with the appropriate professional or trade register(s) in the member state where it is established?
	Choose an item.

	1.1(i) - (ii)
	If you responded yes to 1.1(i) - (i), please provide the relevant details, including the registration number(s).
	Click here to enter text.
	1.1(j) - (i)
	Is it a legal requirement in the state where you are established for you to possess a particular authorisation, or be a member of a particular organisation in order to provide the services specified in this procurement?
	Choose an item.

	1.1(j) - (ii)
	If you responded yes to 1.1(j) - (i), please provide additional details of what is required and confirmation that you have complied with this.
	Click here to enter text.
	1.1(k)
	Trading name(s) that will be used if successful in this procurement
	Click here to enter text.
	1.1(l)
	Relevant classifications (state whether you fall within one of these, and if so which one)
a) Voluntary Community Social Enterprise (VCSE)
b) Sheltered Workshop
c) Public service mutual
	Click here to enter text.
	1.1(m)
	Are you a Small, Medium or Micro Enterprise (SME)[footnoteRef:3]? [3:  See EU definition of SME: http://ec.europa.eu/enterprise/policies/sme/facts-figures-analysis/sme-definition/] 

	Choose an item.

	1.1(n)
	Details of Persons of Significant Control (PSC), where appropriate:  [footnoteRef:4]  [4:   UK companies, Societates European (SEs) and limited liability partnerships (LLPs) will be required to identify and record the people who own or control their company. Companies, SEs and LLPs will need to keep a PSC register, and must file the PSC information with the central public register at Companies House. See PSC guidance. ] 

- Name; 
- Date of birth; 
- Nationality; 
- Country, state or part of the UK where the PSC usually lives; 
- Service address; 
- The date he or she became a PSC in relation to the company (for existing companies the 6 April 2016 should be used); 
- Which conditions for being a PSC are met; 
 	- Over 25% up to (and including) 50%, 
	- More than 50% and less than 75%, 
	- 75% or more. [footnoteRef:5] [5:  Central Government contracting authorities should use this information to have the PSC information for the preferred supplier checked before award. ] 


(Please enter N/A if not applicable)
	Click here to enter text.
	1.1(o)
	Details of immediate parent company:
 
- Full name of the immediate parent company
- Registered office address (if applicable)
- Registration number (if applicable)
- Head office DUNS number (if applicable)
- Head office VAT number (if applicable)

(Please enter N/A if not applicable)
	Click here to enter text.
	1.1(p)
	Details of ultimate parent company:

- Full name of the ultimate parent company
- Registered office address (if applicable)
- Registration number (if applicable)
- Head office DUNS number (if applicable)
- Head office VAT number (if applicable)

(Please enter N/A if not applicable)
	Click here to enter text.


Please note: A criminal record check for relevant convictions may be undertaken for the preferred suppliers and the persons of significant in control of them.

Please provide the following information about your approach to this procurement:

	Section 1
	Bidding model

	Question number
	Question
	Response

	1.2(a) - (i)
	Are you bidding as the lead contact for a group of economic operators?
	Choose an item.
If yes, please provide details listed in questions 1.2(a) (ii), (a) (iii) and to 1.2(b) (i), (b) (ii), 1.3, Section 2 and 3.
If no, and you are a supporting bidder please provide the name of your group at 1.2(a) (ii) for reference purposes, and complete 1.3, Section 2 and 3.

	1.2(a) - (ii)
	Name of group of economic operators (if applicable)
	Click here to enter text.
	1.2(a) - (iii)
	Proposed legal structure if the group of economic operators intends to form a named single legal entity prior to signing a contract, if awarded. If you do not propose to form a single legal entity, please explain the legal structure.
	Click here to enter text.
	1.2(b) - (i)
	Are you or, if applicable, the group of economic operators proposing to use sub-contractors?
	Choose an item.

	1.2(b) - (ii)
	If you responded yes to 1.2(b)-(i) please provide additional details for each sub-contractor in the following table: we may ask them to complete this form as well.




















Contact details and declaration
I declare that to the best of my knowledge the answers submitted and information contained in this document are correct and accurate. 
I declare that, upon request and without delay I will provide the certificates or documentary evidence referred to in this document. 
I understand that the information will be used in the selection process to assess my organisation’s suitability to be invited to participate further in this procurement. 
I understand that the authority may reject this submission in its entirety if there is a failure to answer all the relevant questions fully, or if false/misleading information or content is provided in any section.
I am aware of the consequences of serious misrepresentation.

	Section 1
	Contact details and declaration

	Question number
	Question
	Response

	1.3(a)
	Contact name
	Click here to enter text.
	1.3(b)
	Name of organisation
	Click here to enter text.
	1.3(c)
	Role in organisation
	Click here to enter text.
	1.3(d)
	Phone number
	Click here to enter text.
	1.3(e)
	E-mail address 
	Click here to enter text.
	1.3(f)
	Postal address
	Click here to enter text.
	1.3(g)
	Signature (electronic is acceptable)
	Click here to enter text.
	1.3(h)
	Date
	Click here to enter text.




Part 2: Exclusion Grounds
Please answer the following questions in full. Note that every organisation that is being relied on to meet the selection must complete and submit the Part 1 and Part 2 self-declaration.

	Section 2
	Grounds for mandatory exclusion

	Evaluation criteria for this section:
You will be excluded from the procurement process if there is evidence of convictions relating to specific criminal offences including, but not limited to, bribery, corruption, conspiracy, terrorism, fraud and money laundering, or if you have been the subject of a binding legal decision which found a breach of legal obligations to pay tax or social security obligations (except where this is disproportionate e.g. only minor amounts involved). 

Self-Cleaning
Any supplier that answers ‘Yes’ to questions in this section should provide sufficient evidence, in a separate response, that provides a summary of the circumstances and any remedial action that has taken place subsequently and effectively “self-cleans” the situation referred to in that question. The supplier has to demonstrate it has taken such remedial action, to the satisfaction of the Authority in each case. 

If such evidence is considered by the Authority (whose decision will be final) as sufficient, the economic operator concerned shall be allowed to continue in the procurement process. In order for the evidence referred to above to be sufficient, the Supplier shall, as a minimum, demonstrate that it has:
· paid or undertaken to pay compensation in respect of any damage caused by the criminal offence or misconduct;
· clarified the facts and circumstances in a comprehensive manner by actively collaborating with the investigating authorities; and
· taken concrete technical, organisational and personnel measures that are appropriate to prevent further criminal offences or misconduct. 
The measures taken by the Supplier shall be evaluated taking into account the gravity and particular circumstances of the criminal offence or misconduct. Where the measures are considered by the Authority to be insufficient, the Supplier shall be given a statement of the reasons for that decision. 

Scoring Methodology for this section:
Pass or Fail (where ‘No’ or with satisfactory self-cleaning = Pass and ‘Yes’ with no satisfactory self-cleaning = Fail)

	Question number
	Question
	Response

	2.1(a)
	Regulations 57(1) and (2) 
The detailed grounds for mandatory exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past five years you, your organisation or any other person who has powers of representation, decision or control in the organisation been convicted anywhere in the world of any of the offences within the summary below and listed on the web page.

	
	Participation in a criminal organisation.  
	Choose an item.
If Yes please provide details at 2.1(b)

	
	Corruption.  
	Choose an item.
If Yes please provide details at 2.1(b)

	
	Fraud. 
	Choose an item.
If Yes please provide details at 2.1(b)

	
	Terrorist offences or offences linked to terrorist activities
	Choose an item.
If Yes please provide details at 2.1(b)

	
	Money laundering or terrorist financing
	Choose an item.
If Yes please provide details at 2.1(b)

	
	Child labour and other forms of trafficking in human beings
	Choose an item.
If Yes please provide details at 2.1(b)  

	2.1(b)
	If you have answered Yes to question 2.1(a), please provide further details.
Date of conviction, specify which of the grounds listed the conviction was for, and the reasons for conviction,
Identity of who has been convicted
If the relevant documentation is available electronically please provide the web address, issuing authority, precise reference of the documents.
	Click here to enter text.
	2.2
	If you have answered Yes to any of the points above have measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self-Cleaning)
	Choose an item.

	2.3(a)
	Regulation 57(3)
Has it been established, for your organisation by a judicial or administrative decision having final and binding effect in accordance with the legal provisions of any part of the United Kingdom or the legal provisions of the country in which the organisation is established (if outside the UK), that the organisation is in breach of obligations related to the payment of tax or social security contributions?

	Choose an item.

	2.3(b)
	If you have answered Yes to question 2.3(a), please provide further details. Please also confirm you have paid, or have entered into a binding arrangement with a view to paying, the outstanding sum including where applicable any accrued interest and/or fines.
	Click here to enter text.


Please Note: The authority reserves the right to use its discretion to exclude a potential supplier where it can demonstrate by any appropriate means that the potential supplier is in breach of its obligations relating to the non-payment of taxes or social security contributions.
	Section 3
	Grounds for discretionary exclusion 

	Evaluation criteria for this section:
The Authority may exclude any Supplier who answers ‘Yes’ in any of the following situations set out in this section. 

Conflicts of Interest
In accordance with question 3.1(g), the Authority may exclude the Supplier if there is a conflict of interest which cannot be effectively remedied. The concept of a conflict of interest includes any situation where relevant staff members have, directly, indirectly, a financial, economic or other personal interest which might be perceived to compromise their impartiality and independence on the context of this procurement procedure. Where there is any indication that a conflict of interest exists or may arise then it is the responsibility of the Supplier to inform the Authority, detailing the conflict in a separate response. Provided that it has been carried out in a transparent manner, routine pre-market engagement carried out by the Authority should not represent a conflict of interest for the Supplier. 

Taking account of Bidders’ Past Performance
In accordance with question 3.1(i), the Authority may assess the past performance of a Supplier (through a Certificate of Performance provided by a Customer or other means of evidence). The Authority may take into account any failure to discharge obligations under the previous principal relevant contracts of the Supplier completing this SSQ. The Authority may also assess whether specified minimum standards for reliability for such contracts are met. In addition, the Authority may re-assess reliability based on past performance at key stages in the procurement process (i.e. supplier selection, tender evaluation, contract award stage etc.). Suppliers may also be asked to update the evidence they provide in this section to reflect more recent performance on new or existing contracts (or to confirm that nothing has changed). 

Self-Cleaning
Any Supplier that answers ‘Yes’ to questions in this section should provide sufficient evidence, in a separate attachment, that provides a summary of the circumstances and any remedial action that has taken place subsequently and effectively “self-cleans” the situation referred to in the question. The supplier has to demonstrate it has taken such remedial action, to the satisfaction of the Authority in each case. If such evidence is considered by the Authority (whose decision will be final) as sufficient, the economic operator concerned shall be allowed to continue in the procurement process. 

In order for the evidence referred to above to be sufficient, the Supplier shall, as a minimum, demonstrate that it has:
· paid or undertaken to pay compensation in respect of any damage caused by the criminal offence or misconduct; 
· clarified the facts and circumstances in a comprehensive manner by actively collaborating with the investigating authorities; and
· taken concrete technical, organisational and personnel measures that are appropriate to prevent further criminal offences or misconduct. 
The measures taken by the Supplier shall be evaluated taking into account the gravity and particular circumstances of the criminal offence or misconduct. Where the measures are considered by the Authority to be insufficient, the Supplier shall be given a statement of the reasons for that decision. 

Scoring Methodology for this section:
Pass or Fail (where ‘No’ or with satisfactory self-cleaning = Pass and ‘Yes’ with not satisfactory self-cleaning = Fail)

	
	Question
	Response

	3.1
	Regulation 57 (8)
The detailed grounds for discretionary exclusion of an organisation are set out on this web page, which should be referred to before completing these questions. 
Please indicate if, within the past three years, anywhere in the world any of the following situations have applied to you, your organisation or any other person who has powers of representation, decision or control in the organisation.

	3.1(a)

	Breach of environmental obligations? 
	Choose an item.
If yes please provide details at 3.2

	3.1 (b)
	Breach of social obligations?  
	Choose an item.
If yes please provide details at 3.2

	3.1 (c)
	Breach of labour law obligations? 
	Choose an item.
If yes please provide details at 3.2

	3.1(d)
	Bankrupt or is the subject of insolvency or winding-up proceedings, where the organisation’s assets are being administered by a liquidator or by the court, where it is in an arrangement with creditors, where its business activities are suspended or it is in any analogous situation arising from a similar procedure under the laws and regulations of any State?
	Choose an item.
If yes please provide details at 3.2



	3.1(e)
	Guilty of grave professional misconduct?
	Choose an item.
If yes please provide details at 3.2

	3.1(f)
	Entered into agreements with other economic operators aimed at distorting competition?
	Choose an item.
If yes please provide details at 3.2

	3.1(g)
	Aware of any conflict of interest within the meaning of regulation 24 due to the participation in the procurement procedure?
	Choose an item.
If yes please provide details at 3.2

	3.1(h)
	Been involved in the preparation of the procurement procedure?
	Choose an item.
If yes please provide details at 3.2

	3.1(i)
	Shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions?
	Choose an item.
If yes please provide details at 3.2

	3.1(j)

3.1(j) - (i)





3.1(j) - (ii)



3.1(j) –(iii)




3.1(j)-(iv)





	Please answer the following statements

The organisation is guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the selection criteria.

The organisation has withheld such information.


 The organisation is not able to submit supporting documents required under regulation 59 of the Public Contracts Regulations 2015.

The organisation has influenced the decision-making process of the contracting authority to obtain confidential information that may confer upon the organisation undue advantages in the procurement procedure, or has negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.
	Choose an item.
If Yes please provide details at 3.2




Choose an item.
If Yes please provide details at 3.2

Choose an item.
If Yes please provide details at 3.2


Choose an item.
If Yes please provide details at 3.2





	3.2
	If you have answered Yes to any of the above, explain what measures been taken to demonstrate the reliability of the organisation despite the existence of a relevant ground for exclusion? (Self-Cleaning)
	Click here to enter text.

[bookmark: _37m2jsg]
[bookmark: _1mrcu09]


[bookmark: _46r0co2]Part 3: Selection Questions[footnoteRef:6]  [6:  See Action Note 8/16 Updated Standard Selection Questionnaire
] 


	Section 4
	Economic and Financial Standing 

The purpose of this section is to ascertain that bidders are able to provide relevant financial information where required by the Authority. The financial information required in this section is intended to gain a basic indication that the successful bidder is not a significant financial risk in relation to the particular procurement. 


	
	Question
	Response

	4.1
	Are you able to provide a copy of your accounts for the last two years, if requested? where legally applicable auditable accounts are to be provided if requested
If no, can you provide one of the following: answer with Y/N in the relevant box.

	Choose an item.

	4.2
	Bidders are to complete the attached Financial self-certification form, and re-attach against this question.  Details of how to complete the form are within the document and in the Bidders guidance document.



The Authority reserves the right to reject any bidder’s ITT submission where no formal guarantee can be provided by the bidder e.g. parent company guarantee, bank bond or performance bond when the organisation consolidated risk category is “high”.

	[bookmark: _GoBack]Please embed your completed Financial Self Certification Form here.



	Section 5
	If you have indicated in the Selection Questionnaire question 1.2 that you are part of a wider group, please provide further details below: 

	Name of organisation
	Click here to enter text.
	Relationship to the Supplier completing these questions
	Click here to enter text.





	5.1
	Are you able to provide parent company accounts if requested to at a later stage?
	Choose an item.

	5.2
	If yes, would the parent company be willing to provide a guarantee if necessary?
	Choose an item.

	5.3
	If no, would you be able to obtain a guarantee elsewhere (e.g. from a bank)? 
	Choose an item.



	Section 6
	Technical and Professional Ability 

	Evaluation criteria for this section:
The Evaluation criteria for each question in this section is shown within the questions below. 
Scoring methodology for this section:
Questions in this section will be evaluated on a Pass / Fail basis

	6.1
	Relevant experience and contract examples

Please provide details of up to three contracts, in any combination from either the public or private sector; voluntary, charity or social enterprise (VCSE) that are relevant to our requirement. VCSEs may include samples of grant-funded work. Contracts for supplies or services should have been performed during the past three years. Works contracts may be from the past five years.

The named contact provided should be able to provide written evidence to confirm the accuracy of the information provided below.

Consortia bids should provide relevant examples of where the consortium has delivered similar requirements. If this is not possible (e.g. the consortium is newly formed or a Special Purpose Vehicle is to be created for this contract) then three separate examples should be provided between the principal member(s) of the proposed consortium or Special Purpose Vehicle (three examples are not required from each member).

Where the Supplier is a Special Purpose Vehicle, or a managing agent not intending to be the main provider of the supplies or services, the information requested should be provided in respect of the main intended provider(s) or sub-contractor(s) who will deliver the contract.

If you cannot provide examples please respond to question 6.3 instead.

Evaluation criteria for this question:
Pass/Fail 
(Where the bidders response which clearly demonstrates suitable relevant experience, showing a track record in delivering similar services and provides confidence that the bidder would be able to successfully deliver ECC’s requirements = Pass; Conversely, a response which does not meet this criterion = fail).




	
	Contract 1
	Contract 2
	Contract 3

	Name of customer organisation
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Point of contact in the organisation
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Position in the organisation
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	E-mail address
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Description of contract (up to 500 words per contract example)
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Contract Start date
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Contract completion date
	Click here to enter text.	Click here to enter text.	Click here to enter text.
	Estimated contract value
	Click here to enter text.	Click here to enter text.	Click here to enter text.


	6.2


	Where you intend to sub-contract a proportion of the contract, please demonstrate how you have previously maintained healthy supply chains with your sub-contractor(s)

Evidence should include, but is not limited to, details of your supply chain management tracking systems to ensure performance of the contract and including prompt payment or membership of the UK Prompt Payment Code (or equivalent schemes in other countries)

Evaluation criteria for this question:
Bidder clearly demonstrates measures to maintain a healthy supply chain with their sub-contractor(s).

Pass/Fail 
(Where answers which provide sufficient evidence to demonstrate that your organisation manages its supply chain with your sub-contract(s) in a responsible, efficient and transparent manner, or that sub-contracting is not applicable to your service delivery model = Pass; Conversely, a response which does not meet this criterion = fail).


	
	Click here to enter text.


	6.3  
	If you cannot provide at least one example for questions 6.1, in no more than 500 words please provide an explanation for this e.g. your organisation is a new start-up or you have provided services in the past but not under a contract.

Evaluation criteria for this question:
Pass/Fail 
(Where the Bidder clearly demonstrates suitable relevant experience, showing a track record in delivering similar services and is able to justify the grounds for non-compliance to question 6.1 above adequately = pass; Conversely, answers which do not satisfy this selection criterion = fail).




	Section 7
	Modern Slavery Act 2015: Requirements under Modern Slavery Act 2015[footnoteRef:7] [7:  Procurement Policy Note 9/16 Modern Slavery Act 2015] 


	7.1
	Are you a relevant commercial organisation as defined by section 54 ("Transparency in supply chains etc.") of the Modern Slavery Act 2015 ("the Act")?

Further details concerning the Modern Slavery Act can be found on https://www.gov.uk/government/uploadTransparency_in_Supply_Chains_etc__A_practical_guide__final_.pdf

	Choose an item.

	7.2
	If you have answered Yes to question 1 are you compliant with the annual reporting requirements contained within Section 54 of the Act 2015?

If you have answered ‘No’ please provide an explanation

Evaluation criteria for this question:
 ‘Yes’ with a URL = PASS
‘No’ with an explanation that sufficiently demonstrates why the bidder isn’t compliant with Section 54 of the Act 2015= PASS
‘No’ without an explanation that sufficiently demonstrates why the bidder isn’t compliant with Section 54 of the Act 2015 = FAIL
	Choose an item. 

Please provide the relevant url; Click here to enter text.

 Choose an item.Click here to enter text.





8. Additional Questions

Suppliers who self-certify that they meet the requirements to these additional questions will be required to provide evidence of this if they are successful at contract award stage.

	Section 8
	Additional Questions 

	8.1
	Insurance

	Evaluation criteria for this section:
If you cannot answer ‘Yes’ or ‘Commit to obtain, prior to the commencement of the contract’, your response will not be accepted. 

Scoring methodology for this section:
Pass/Fail, where ‘Yes’ or ‘Commit to obtain prior to the commencement of the contract’ = Pass and ‘No’ = Fail

	a.
	Please self-certify whether you already have, or can commit to obtain, prior to the commencement of the contract, all of the levels of insurance cover indicated below:    

Employer’s (Compulsory) Liability Insurance = £10 million

Public Liability Insurance = £10 million

Professional Indemnity Insurance = £2 million

	





Choose an item. 


Choose an item.	

Choose an item.



	8.2
	Skills and Apprentices[footnoteRef:8] – (please refer to supplier selection guidance) [8:  Procurement Policy Note 14/15– Supporting Apprenticeships and Skills Through Public Procurement] 


	Not Used



	8.3
	Licensing and Registration

	Not Used 



	8.4
	Professional Capacity

	Not Used



	8.5
	Public Services (Social Value) Act 2012

	a.
	Not Used



	8.6
	Equality & Diversity

	If your organisation is working outside of the UK, please refer to equivalent legislation in the country that you are located. 

Evaluation criteria for this section:
If you answer ‘Yes’ or the evidence provided is insufficient your application will not be accepted. 

Scoring methodology for this section:
Pass/Fail, where ‘No’ or evidence provided is sufficient = Pass, and ‘Yes’ or the evidence is lacking detail = Fail

	a.
	In the last three years, has any finding of unlawful discrimination been made against your organisation by an Employment Tribunal, an Employment Appeal Tribunal or any other court (or in comparable proceedings in any jurisdiction other than the UK)?
	Choose an item.

	b.
	Please provide a summary of the nature of the investigation and an explanation of the outcome of the investigation to date. 

If the investigation upheld the complaint against your organisation, please explain what action (if any) you have taken to prevent unlawful discrimination from reoccurring. You may be excluded if you are unable to demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent similar unlawful discrimination reoccurring. 

Word Limit: 500


	c.
	In the last three years, has your organisation had a complaint upheld following an investigation by the Equality and Human Rights Commission or its predecessors (or a comparable body in any jurisdiction other than the UK), on grounds or alleged unlawful discrimination?
	Choose an item.

	d.
	Please provide a summary of the nature of the investigation and an explanation of the outcome of the investigation to date. 

If the investigation upheld the complaint against your organisation, please explain what action (if any) you have taken to prevent unlawful discrimination from reoccurring. You may be excluded if you are unable to demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent similar unlawful discrimination from reoccurring. 

Word Limit: 500

	e.
	If you use sub-contractors, do you have processes in place to check whether any of the above circumstances apply to these other organisations?

Evaluation criteria for this question: Pass or Fail

Scoring methodology for this question: ‘Yes’ or ‘Sub contractor(s) will not be used’ = Pass, ‘No’ = Fail
	Choose an item.



	8.7
	Environmental Management

	Not Used



	8.8
	Health & Safety

	Evaluation criteria for this section:
If you answer ‘Yes’ or ‘the evidence provided is insufficient your application will not be accepted. 

Scoring methodology for this section (question a):
Pass/Fail, where ‘Yes’ or ‘evidence provided is sufficient’ = Pass, and ‘No’ or the evidence is lacking detail = Fail

Scoring methodology for this section (questions b, c and d):
Pass/Fail, where ‘No’ or ‘evidence provided is sufficient’ = Pass, and ‘Yes’ or the evidence is lacking detail = Fail

	a.
	Please self-certify that your organisation has a Health and Safety Policy that complies with current legislative requirements.
	Choose an item.

	b.
	Has your organisation or any of its Directors or Executive Officers been in receipt of enforcement/remedial orders in relation to the Health and Safety Executive (or equivalent body) in the last 3 years?
	Choose an item.

	c. 
	Please provide details of any enforcement/remedial orders served and give details of any remedial action or changes to procedures you have made as a result. 

The Authority will exclude bidder(s) that have been in receipt of enforcement/remedial action orders unless the bidder(s) can demonstrate to the Authority’s satisfaction that appropriate remedial action has been taken to prevent future occurrences or breaches. 

Word Limit: 500

	d.
	If you use sub-contractors, do you have processes in place to check whether any of the above circumstances apply to these other organisations?

Evaluation criteria for this question: Pass or Fail

Scoring methodology for this question: ‘Yes’ or ‘Sub-contractor(s) not used’ = Pass, ‘No’ = Fail
	Choose an item.






	8.9
	E-Procurement

	The questions in this section represent the minimum E-Procurement requirements and your response may be rejected if you are unable to comply. It is only in exceptional circumstances that a bidder may be granted an exception if they are unable to meet these minimum basis requirements. If you are unable to answer ‘Yes’ to these questions, please contact us for further advice before submitting your response. 

Evaluation criteria for this section: The questions in this section will be evaluated on a Pass/Fail basis. 

Scoring Methodology for this section: Pass/Fail (where ‘Yes’ = Pass and ‘No’ = Fail

	a.
	Electronic ordering

As part of this contract, the Successful Bidder will be required to receive orders sent electronically (via Proactis:Marketplace) to a central e-mail address, from the contract start date. Please can you confirm that your organisation can fully meet with this requirement? 
	Choose an item.

	b. 
	Electronic invoicing

As part of this contract, the Successful Bidder will be required to submit invoices electronically (via Proactis:Marketplace) from the contract start date. Please can you confirm that as a minimum, your organisation will submit invoices electronically (via Proactis:Marketplace) by utilising the PO Flip method, from the contract start date?
	Choose an item.




	8.10
	Information Handling and Security

	a.
	Please provide your Information Commission Office Reference number:
https://ico.org.uk/about-the-ico/what-we-do/register-of-data-controllers/

If you are a bidder outside of the UK please state any independent authority’s reference which is responsible for upholding information rights in the public interest and state the name of the independent authority. 

If you are unable to state any reference please state the reason within the response text box provided for this question. 

Please note that this is for information only. 
	Click here to enter text.

	b.
	
To ensure that the Authority’s information is handled securely please complete the attached Information Risk Questionnaire – Self assessment




Scoring methodology: This is a Pass / Fail question. 
(Where the Bidder can self-certify they comply with all requirements in the questionnaire = Pass; The Authority reserves the right to reject any bid where the Bidder cannot self certify that they comply with all the requirements in this questionnaire). 

	Embed completed IS Questionnaire  here

	c.
	Please confirm you will be willing to sign up to the Authorities Information Sharing Protocol should you be successfully awarded this contract:
https://weisf.essex.gov.uk/Pages/Framework.aspx
Scoring methodology: This is a Pass / Fail question
(Where Yes = Pass; and No = Fail)
	Choose an item.



	8.11
	Safeguarding


	This requirement has been identified as having Safeguarding implications and includes the following mandatory Safeguarding requirements as part of the specification. Please note that Essex County Council (ECC) reserves the right to check all responses given can be validated.

	a.
	Safeguarding Responsibility

Please confirm that you have a named manager within your organisation, who has a demonstrable knowledge of safeguarding policy and who is responsible for safeguarding at the highest level?

The following (additional criteria) are applicable to that named manager:
· The responsibility is included in the named manager’s job description
· The name manager can show they have undertaken and maintain relevant training from a recognised body, and experience to fulfil the role
· The organisation can demonstrate that it supports this person in the role via training or other means
· There is a regular senior management discussion relating to safeguarding which has positively impacted upon organisational development and service delivery
· These discussions are recorded and evidence can be shown that actions are logged and carried out in a timely way
· Where applicable, elected representatives/board members are regularly made aware of safeguarding issues and risks affecting the organisation and that they demonstrate a commitment to safeguarding and can hold the organisation to account regarding safeguarding responsibilities. 

Evaluation criteria for this question: This question will be evaluated on a Pass/Fail basis. 

Scoring methodology for this question: 
‘Yes’ – we confirm that we have a named safeguarding manager and that where applicable the additional criteria are incorporated into that role and your organisation = Pass
‘Yes’ – will be in place by contract award = Pass
‘No’ – we do not have a named safeguarding manager and the additional criteria are not incorporated into this or any other role or your organisation = Fail

	Choose an item.






	b. 
	Safeguarding Manager

Please provide the name and contact details of the named safeguarding manager

Evaluation criteria for this question: Information only

Scoring methodology for this question: Information only
	Click here to enter text.
	c. 
	 Safeguarding Policy

Please confirm you have a current safeguarding policy. The policy must confirm that you have the following in place as a minimum standard:
· A strategic and/or corporate plan that references safeguarding vulnerable adults/children/
· Adequately apportioned resources to meet safeguarding responsibilities;
· Clear lines of accountability for staff through the organisation to named safeguarding person/s;
· Systems in place to embed safeguarding across all commissioned/contracted services;
· The organisation has a safeguarding adults/child policy and procedure in place that provides clear guidance on how to recognise and respond to abuse and is easily accessible and regularly updated;
· Details of when to report to social care/police and timelines involved;
· Guidance for staff, who work with your people or vulnerable adults with a disability (where applicable);
· Policies for transporting young people or vulnerable adults where required;
· Specifically for care of young people (residential/fostering), guidance for staff/carers regarding the management of the risk of sexual exploitation, young people missing from care, and how to manage bullying behaviour including social networking sites;
· E-safety policies and procedures are in place for adults/young people/children and staff;
· There is a complaints policy and procedure in place;
· ‘Whistle Blowing’ procedures for staff to raise safeguarding concerns against colleagues or managers are clearly understood and correctly followed where required;
· There is a procedure in place for managing abuse of vulnerable adults/child protection allegations made against staff. Including situations where the actions of an individual in their personal life may indicate that their behaviour could be a risk of harm to children they work with e.g. perpetrators of domestic violence, neglect or abuse of their own children;
· For those aged 16 and over the organisation can demonstrate that consideration of the Mental Capacity Act (MCA) is an integral part of relevant decision making and safeguarding processes;
· For those aged 18 and over the organisation can demonstrate that consideration of Deprivation of Liberty Safeguards (DoLS) is an integral part of relevant decision making and the safeguarding process.

Evaluation criteria for this question: The question will be evaluated on a Pass/Fail basis

Scoring methodology for this question: 
‘Yes’ – You have a safeguarding policy in place which includes all the areas listed above = Pass

‘Yes’ – will be in place by contract award = Pass

‘No’ – you have no safeguarding policy in place = Fail
	Choose an item.

	d.
	Safeguarding Policy Review

Please confirm the date your safeguarding policy was last reviewed and provide evidence to show this it has been checked by an appropriately trained individual in line with local and national developments. These individuals may include Independent Safeguarding Consultants and Health and Care Professions Council (HCPC) registered Social Workers, although they are not exclusive. 

Evaluation criteria for this question: The question will be evaluated on a Pass/Fail basis. 

Scoring methodology for this question: This is a Pass/Fail question, where ‘Yes’ – Date provided and evidence that it was checked by an appropriately trained individual relevant to the contract within the last two years = Pass and ‘No’ – Policy has not been reviewed in the last two years as a minimum or you do not have a safeguarding policy = Fail
	Click here to enter text.
	e. 
	Safe Recruitment Policy 

Please confirm that you have a current safe recruitment policy which includes:
· Evidence that the policy is up to date and covers how to recruit safely for staff who have contact with children/vulnerable adults and which follows ECC/LSCB/LSAB recruitment standards;
· Human Resources and recruiting staff follow safe recruitment practices that demonstrate appropriate checks are carried out before staff are employed and induction and appraisal systems are in place;
· Policies on when Disclosure and Barring Service checks are necessary;
· Adherence to the Disclosure and Barring Service Referral process;
· Requirement for job applications and interviews to be completed and recorded (face to face interviews). Verification of identify and qualifications, which can be evidenced by audit activity;
· Professional and character references are obtained (requirement for 2 references);
· Previous employment history is checked. Any anomalies or discrepancies are taken up;
· Induction and supervision procedures are in place. The organisation has procedures to manage and record positive disclosures on DBS (CRB) checks;
· The organisation has procedures in place state when cases should be referred to the DBS;
· The organisations audits/quality assures its recruitment practice;
· The organisation can demonstrate that agencies commissioned to provide services have safer recruitment in place;
· Safer recruitment standards are embedded in those contracts, and adherence to these standards is checked as part of the contract management process. 

Evaluation criteria for this question: This question will be evaluated on a Pass/Fail basis.

Scoring methodology for this question: 
‘Yes’ – You have a Safer Recruitment policy in place which includes all the areas listed above = Pass

‘Yes’ – Will be in place by contract commencement = Pass

‘No’ – You do not have a Safer Recruitment policy in place = Fail
	Choose an item.

	f. 
	Safeguarding Training, Learning and Staff Support

Please confirm that you have a safeguarding training programme in place and that training is accessed by all those who have a role in recruitment staff who will have contact with children/families/vulnerable adults. In addition, please confirm that training is systematically evaluated and reviewed and impact outcomes used to improve future training programmes. 

Your policy should include:
· Safeguarding is mandatory and covered effectively within inductions for all staff who will have contact with children/families/vulnerable adults. It should cover familiarisation with safeguarding responsibilities and how to recognise and respond to possible abuse or neglect;
· The induction includes the awareness of the complaints and “whistle blowing” procedures;
· Training includes temporary/agency staff;
· All members of staff who have contact with children/families/vulnerable adults have completed their safeguarding induction within the appropriate timescale;
· There is effective supervision and support for staff engaged in safeguarding children/families/vulnerable adults work;
· Safeguarding learning and development opportunities are provided to all staff at a level appropriate to their role;
· The organisation ensures that all safeguarding training is suitable quality assured;
· Learning from Serious Case Reviews (SCRs), Domestic Homicide Reviews (DHRs) and other safeguarding reviews and audits are disseminated and acted upon effectively;
· The organisation responds to and learns from national and local developments and guidance relating to safeguarding children/vulnerable adults. 

Evaluation criteria for this question: This question will be evaluated on a Pass/Fail basis. 

Scoring methodology for this question:
‘Yes’ – You have a policy in place which deals with areas listed above = Pass
‘Yes’ – Will be in place by contract award = Pass
‘No’ – You do not have a policy in place = Fail
	Choose an item.




	8.12
	TUPE implications


	Not Used 



	8.13
	Clinical Governance


	Not Used




Section 1. 1.2(b) (ii).docx
		Name

		Click here to enter text.



		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		Registered address

		Click here to enter text.

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		Trading status

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		Company registration number

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		Head Office DUNS number (if applicable)

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		Registered VAT number

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		Type of organisation

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		SME (Yes/No)

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		The role each sub-contractor will take in providing the works and /or supplies e.g. key deliverables

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.

		The approximate % of contractual obligations assigned to each sub-contractor

		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.		Click here to enter text.



[BUYER TO INSERT NAME OF TENDER]



Section 1 – 1.2(b) – (ii)



Bidder name: Click here to enter text.


image2.emf
Financial  Self-Certification Form 280217.xlsm


Financial Self-Certification Form 280217.xlsm
Guidance for Commercial Team

				Guidance for Commercial Team

				1. To enable macros on this spreadsheet, first click "Enable Content" in the yellow bar above the formula bar:



				2. A pop-up will appear, please click yes. This will enable macros:









				3. On the "Commercial Team Inputs" tab, please input the contract risk rating from the "Contract Risk Rating" tool in the first purple box.

				4. On the "Commercial Team Inputs" tab, please input the annual contract value to the nearest thousand in the second purple box. 

Where only the full contract value and the number of years of the contract is known (i.e. the annual contract value is not known), an estimate of the annual contract value should be determined by calculating (full contract value divided by total number of years of contract)

				5. Please click here to go to the "Commercial Team Inputs" tab.

				6. Once the contract risk rating and annual contract value have been input correctly, click the "Hide Sheets" button. This will hide this tab ("Guidance for Commercial Team") and the "Commercial Team Inputs" tab. 

PLEASE NOTE: once the "Hide Sheets" button has been pressed, it is NOT possible to unhide either of these tabs. Please contact Vikesh Barchha on vikesh.barchha@essex.gov.uk or Mick Smith on Mick.Smith@essex.gov.uk if the "Guidance for Commercial Team" or the "Commercial Team Inputs" need to be unhidden.

				If you have any questions on any of this, please contact: Vikesh Barchha on vikesh.barchha@essex.gov.uk or Mick Smith on Mick.Smith@essex.gov.uk.





Commercial Team Inputs

				Commercial Team Inputs



				Contract Risk Rating		Medium		Commercial team to enter contract risk rating from contract risk tool



				Annual contract value (£k)		36,000		Commercial team to enter annual contract value to nearest thousand

				Please click here to go back to the "Guidance for Commercial Team" tab.



Hide Sheets



Guidance for Bidders

				Background guidance for Bidders

				This Financial Self-Certification Form will be used to assess Candidate's Financial Standing reflecting Regulation 58 of the Public Contract Regulations 2015. It has been prepared with reference to the current Cabinet Office Guidance and the Office for Government Commerce Supplier Financial Evaluation Guidance.

				A bidder's Economic and Financial Standing is assessed on a risk basis and each organisation will be put into a risk category that fits the risks involved.

Each bidder must use this form (the "Financial Self-Certification Form") to assess their organisations Economic and Financial Standing. The financial risk rating that each organisation declares will be considered as part of the overall selection criteria. Each bidder will receive a risk rating according to the corresponding level of financial risk which they are adjudged to hold following the completion of this form.

The ratios that the Authority uses to calculate a bidder's financial risk rating are: 
1. Current ratio: a measure of whether current assets cover current liabilities
2. Liquid ratio: a measure of short term solvency but recognised as of limited use if the financial information is old.
3. Gearing: this shows the level of long term borrowing the organisation has compared to its non-current liabilities.
4. Interest cover: this shows whether the profits of the organisation are sufficient to cover its interest payments.
5. Contract value/turnover: the proportion of the annual contract value compared to turnover
The Authority also assesses whether has:
6. Increasing profits year on year: whether profits as a percentage of turnover is increasing year on year
7. Positive net assets (i.e. has more assets than liabilities). 

The Authority applies a weighting to the results of each of the 7 items listed above. The Financial Self-Certification Form calculates an overall weighted score by summing the weighted scores of the 7 items above.

				For further information on the inputs to the ratios, scores and weightings applied, please click here to go to the "Financial Risk Rating Ratios" tab.

				Before sending out the Financial Self-Certification Form, the Authority has assessed each contract and has determined a contract risk rating. The Authority conducts an assessment of the risk of each of its contract to determine the requisite threshold which will be utilised in respect of this form. This contract risk rating defines the thresholds that this tool will apply to the score calculated above in order to determine the financial risk rating. 

In determining a contract risk rating, the Authority examines the following aspects:
1. Spend: total contract value, split between: under £500k; £500k to £1m; £1m to £2.5m; £2.5m to £5m; £5m to £10m and over £10 m
2. Duration: months of the contract, split between: up to 11 months; 12 to 23 months; 24 to 35 months; 36 to 59 months; 60 to 119 months; over 119 months
3. Criticality: contract status, split between: strategic; specialist; core; non-core; ad-hoc
4. Supply risk: impact of supplier business failure, split between: critical; high; moderate; low
5. Profile: the degree of attention or public interest, split between: hot; warm; cold

				The thresholds applied to each type of contract requiring a financial risk rating are detailed in the "Contract Risk Rating" tab. Note that the Authority has determined that self certification process is only required for a contract that has been determined to be a high or medium contract risk rating.

Please click here to go to the "Contract Risk Rating" tab.

				The financial information provided in the "Bidder Template" tab must be as per the most recent set of financial statements. Where the bidder's financial statements are subject to an audit, the financial information provided must be as per the most recent set of audited financial statements. 

The Authority does not accept budgets, forecasts, management accounts or other forms of management information to calculate the financial risk rating.

				Note that any bidder who does not have 12 months financial information (i.e. has been operating less than one year) should declare a "very high" financial risk rating. Accordingly, the Authority will require the bidder to provide a formal guarantee e.g. parent company guarantee, bank bond, performance bond. 

Where a company achieves a financial risk rating of "high" or "very high" for any other reason, the Authority may request the bidder to provide a guarantee.

The Authority has the right to reject any bidder’s ITT submission where no formal guarantee can be provided by the bidder e.g. parent company guarantee, bank bond or performance bond when the organisation only achieves a financial risk rating of "high" or "very high".

				If a bidder has more liabilities than assets (i.e. an overall net liability or negative net assets), the bidder will receive "very high" financial risk rating.

				Completion guidance for Bidders

				1. Please complete all cells in purple on the "Bidder Template" tab using your most recent set of financial statements. For any bidder that has been operating for less than 2 years (i.e. where the bidder has only one year's worth of financial information), please enter £nil throughout the prior year column.

Please ensure that all purple cells have been completed within this tab as the ratios are calculated based on the information provided within these tabs.

				Please click here to go to the "Bidder Template" tab.

				2. Please ensure that all integrity checks have been passed in the "Data integrity checks" (i.e. all read "OK"). Where there is an error, please correct this error. This will ensure that the financial risk rating that has been calculated is accurate based on the financial information provided.

				Please click here to go to the "Data integrity checks" tab.

				3. The bidders financial risk (and each financial ratio) will be calculated and given in the "Results" tab. The organisations risk category (low, medium, high, very high) will be highlighted in row 12 of this tab to each bidder according to the overall perceived financial risk. 

				Please click here to go to the "Results" tab.

				Further guidance for Bidders

				Interest Payable/(Receivable): Interest receivable should be entered as a negative figure and interest payable should be entered as a positive figure. If a bidder has both interest receivable and interest payable, then please input the net interest figure.

Please click here to go back to the "Bidder Template" tab.

				(Profit)/Loss Before Interest & Tax: This figure should be profit before interest and tax. Profit before interest and tax should be entered as a negative figure and loss should be entered as a positive figure.

Please click here to go back to the "Bidder Template" tab.

				Current Assets: Examples of current assets include: cash, cash equivalents, short term investments, stock, inventory, debtors or receivables (e.g. trade debtors or receivables, VAT, amounts due from group companies, prepayments, accrued income, other debtors or receivables). This list is not exhaustive.

Please click here to go back to the "Bidder Template" tab.

				Current Liabilities: Current liabilities are liabilities that are:
- Expected to be settled in less than one year from the reporting date
- Held for the puposes of trading

Examples of current liabilities include: bank loans due within one year, overdrafts, mortgage payments due within one year, creditors or payables (e.g. trade creditors or payables, VAT, amounts due to group companies, accruals, deferred income, other creditors or payables), deferred tax, provisions payable within one year, lease obligations or hire purchase agreement obligations due within one year. This list is not exhaustive.

Please click here to go back to the "Bidder Template" tab.

				Non-current liabilities: Long term liabilities are liabilities that are expected to be settled after one year from the reporting date (i.e. are not short term).

Examples of non-current liabilities include: bank loans due after one year, mortgage payments due after one year, creditors or payables (trade creditors or payables, other creditors or payables, long term deferred income), pension liabilities, deferred tax, provisions payable after one year, lease obligations or hire purchase agreement obligations due after one year. This list is not exhaustive.

Please click here to go back to the "Bidder Template" tab.

				Total Funds/Equity: The total funds/equity figure include: profit and loss account, general fund or general reserve, revaluation reserve, restricted funds, unrestricted funds, share capital, share premium. This list is not exhaustive.

Where the bidder's assets are greater than liabilities (i.e. bidder is in a net asset position), please enter a positive number. Where the bidder's assets are less than liabilities (i.e. bidder is in a net liability positon), please enter a negative number.

Please click here to go back to the "Bidder Template" tab.







Contract Risk Rating

				HIGH RISK CONTRACT						MEDIUM RISK CONTRACT

				Financial Appraisal Score		Supplier Risk Category				Financial Appraisal Score		Supplier Risk Category

				0% - 79%		High Risk				0% - 59%		High Risk

				80% - 89%		Medium Risk				60% - 69%		Medium Risk

				90% - 100%		Low Risk				70% - 100%		Low Risk



		Please click here to go back to the "Guidance for Bidders" tab.

















Financial Risk Rating Ratios

		Ratio/Criteria		Formula Used		Score Availability/Methodology												Basic Score 		Weighting		Weighted Score

						0 pts		1 pt		2 pts		3 pts		4 pts		5 pts

		Current Ratio		(Current assets /current liabilities)		<0.5		>0.5		>0.6		>0.7		>0.8		>0.9				3		0

		Liquid Ratio		(current assets - stock)/current liabilities                        		<0.25		>0.25		>0.3		>0.35		>0.4		>0.5				3		0

		Gearing		Long term liabilities / shareholder funds/equity 		>2.3		<2.3		<2.0		<1.7		<1.4		<1.0				3		0

		Profit before interest and tax		Trend of profit before interest and tax/turnover over last 2 years		Only 1 Yr trading or decreasing trend		-		-		-		-		Profit and improving				3		0

		Interest Cover		Profit before interest and tax/Net interest		<0.2		>0.2		>0.4		>0.6		>0.8		>1.0				3		0

		*Shareholders' Funds/Equity In The Business 		Score of 5 pts is available for positive funds only		N/A		N/A		N/A		N/A		N/A		Positive				3		0

		Contract Value		Contract value / turnover - no more than half company turnover		>150% of annual turnover		<150% of annual turnover		<125% of annual turnover		<100% of annual turnover		< 75% of annual turnover		< 50% of annual turnover				3		0



		Please click here to go back to the "Guidance for Bidders" tab.

																						0







Bidder Template

		Self-certification template to be completed by bidders



		Name of bidder:



		Company number:



		Date form completed:



		What percentage of the contract will the bidder deliver?



		EVERY box MUST be completed to enable full ratio analysis and scoring to be completed.

		Figures must relate to the entity that would be contracting with Essex County Council - not a "Parent Company" or "Group of Companies"

		The spreadsheet must be completed by a qualified accountant.



				Latest Year				Prior Year		Link for completion guidance

		General information required:

		Enter Year Ending Date				0



		Are bidder accounts audited?



		If you answered "Yes" to the question above, what audit opinion did you receive?



		If you answered no, why are your accounts not audited? (please enter N/A if accounts are audited)



		Financial information required:

		Enter figures to the nearest thousand. Figures must be as per last available set of financial statements (i.e. not budgets, forecasts or management accounts)		£000				£000



		Turnover



		Interest Payable/(Receivable)								Interest Payable/(Receivable)



		(Profit)/Loss Before Interest & Tax								(Profit)/Loss Before Interest & Tax



		Current Assets (receivable within 12 months from the reporting date)								Current Assets



		Stock/Inventory included in Current Assets



		Current Liabilities (payable within 12 months from the reporting date)								Current Liabilities



		Long Term Liabilities (payable after 12 months from the reporting date)								Long Term Liabilities



		Total Funds/Equity								Total Funds/Equity



		Please enter the name, position and qualification of person supplying above information:









		Please click here to go back to the "Guidance for Bidders" tab.





























Data integrity checks

				Data integrity checks

				Checks on Bidder Template tab:		Latest Year		Prior Year

				Is financial information after date of completion?		Error		Error

				All purple cells completed?		Error		Error

				Has company completed row 9?		Error

				Has company completed row 17?		Error		Error

				Has company completed row 19?		Error		Error

				Has company completed row 21?		Error		Error

				Has company completed row 23?		Error		Error

				Has company completed row 28?		Error		Error

				Has company completed row 30?		Error		Error

				Has company completed row 32?		Error		Error

				Has company completed row 34?		Error		Error

				Has company completed row 36?		Error		Error

				Has company completed row 38?		Error		Error

				Has company completed row 40?		Error		Error

				Has company completed row 42?		Error		Error

				Please click here to go back to the "Guidance for Bidders" tab.





Results

				Results of self-certification

						Results		Score		Weighting		Total Score

				Current Ratio		0.00		0		3		0%

				Liquid Ratio		0.00		0		3		0%

				Gearing		0.00		5		3		14%

				Profit before interest and tax		0.00%		0		3		0%

				Interest Cover		1.00		5		3		14%

				Shareholders' Funds/Equity In The Business (£k)		0		0		3		0%

				Contract Value/turnover		0%		5		3		14%

				TOTAL:								42%



				FINANCIAL RISK RATING:								Very High Risk



				Please click here to go back to the "Guidance for Bidders" tab.





List

				Yes		Unqualified opinion		High

				No		Unqualified opinion - emphasis of matter		Medium

						Qualified opinion - except for (disagreement)

						Qualified opinion - except for (limitation of scope)

						Adverse opinion

						Disclaimer opinion

						N/A - accounts are not audited





Lookup tables

				Lookup table						Lookup table						Lookup table						Lookup table						Lookup table

				Current Ratio						Liquid Ratio						Interest Cover						Gearing						Contract Value



				Score		Value				Score		Value				Score		Value				Score		Value				Score		Value

				0.0		0				0.0		0				-400.0		0

				0.1		0				0.3		1				0.2		1				-1500.0		0				-100.00		0

				0.2		0				0.3		2				0.4		2				-2.3		1				-1.25		1

				0.3		0				0.4		3				0.6		3				-2.0		2				-1.00		2

				0.4		0				0.4		4				0.8		4				-1.7		3				-0.75		3

				0.5		1				0.5		5				1.0		5				-1.4		4				-0.50		4

				0.6		2																-1.0		5				-0.25		5

				0.7		3

				0.8		4

				0.9		5







Risk Rating Calculator

				HIGH RISK CONTRACT		RISK CATEGORY				MEDIUM RISK CONTRACT		RISK CATEGORY

				0%		High				0%		High

				1%		High				1%		High

				2%		High				2%		High

				3%		High				3%		High

				4%		High				4%		High

				5%		High				5%		High

				6%		High				6%		High

				7%		High				7%		High

				8%		High				8%		High

				9%		High				9%		High

				10%		High				10%		High

				11%		High				11%		High

				12%		High				12%		High

				13%		High				13%		High

				14%		High				14%		High

				15%		High				15%		High

				16%		High				16%		High

				17%		High				17%		High

				18%		High				18%		High

				19%		High				19%		High

				20%		High				20%		High

				21%		High				21%		High

				22%		High				22%		High

				23%		High				23%		High

				24%		High				24%		High

				25%		High				25%		High

				26%		High				26%		High

				27%		High				27%		High

				28%		High				28%		High

				29%		High				29%		High

				30%		High				30%		High

				31%		High				31%		High

				32%		High				32%		High

				33%		High				33%		High

				34%		High				34%		High

				35%		High				35%		High

				36%		High				36%		High

				37%		High				37%		High

				38%		High				38%		High

				39%		High				39%		High

				40%		High				40%		High

				41%		High				41%		High

				42%		High				42%		High

				43%		High				43%		High

				44%		High				44%		High

				45%		High				45%		High

				46%		High				46%		High

				47%		High				47%		High

				48%		High				48%		High

				49%		High				49%		High

				50%		High				50%		High

				51%		High				51%		High

				52%		High				52%		High

				53%		High				53%		High

				54%		High				54%		High

				55%		High				55%		High

				56%		High				56%		High

				57%		High				57%		High

				58%		High				58%		High

				59%		High				59%		High

				60%		High				60%		Medium

				61%		High				61%		Medium

				62%		High				62%		Medium

				63%		High				63%		Medium

				64%		High				64%		Medium

				65%		High				65%		Medium

				66%		High				66%		Medium

				67%		High				67%		Medium

				68%		High				68%		Medium

				69%		High				69%		Medium

				70%		High				70%		Low

				71%		High				71%		Low

				72%		High				72%		Low

				73%		High				73%		Low

				74%		High				74%		Low

				75%		High				75%		Low

				76%		High				76%		Low

				77%		High				77%		Low

				78%		High				78%		Low

				79%		High				79%		Low

				80%		Medium				80%		Low

				81%		Medium				81%		Low

				82%		Medium				82%		Low

				83%		Medium				83%		Low

				84%		Medium				84%		Low

				85%		Medium				85%		Low

				86%		Medium				86%		Low

				87%		Medium				87%		Low

				88%		Medium				88%		Low

				89%		Medium				89%		Low

				90%		Low				90%		Low

				91%		Low				91%		Low

				92%		Low				92%		Low

				93%		Low				93%		Low

				94%		Low				94%		Low

				95%		Low				95%		Low

				96%		Low				96%		Low

				97%		Low				97%		Low

				98%		Low				98%		Low

				99%		Low				99%		Low

				100%		Low				100%		Low
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Key Points

1. Essex County Council has a number of requirements that bidders proposing a solutions/service must meet.  These are based upon the UK government’s Cyber Essentials Plus scheme and ‘10 Steps To Cyber Security’ publication, along with the Information Commissioner’s Office ‘Guide to IT security for the small business’ and the Data Protection Act 1998.

2. The requirements are specified in a table starting on the next page.  The table also links to guidance and examples of the controls that must have been implemented, and actioned on an on-going basis, in order to comply with the requirement.  Please check against the Business Categories section in the guidance, to identify which set of requirements are relevant to the solution/service you propose to provide.  A full list of controls is not provided, but can be obtained by clicking on the links to the appropriate documents above. 

3. The bidder, their partners, and sub- contractors/third parties involved in providing the solution/service must be able to comply with the requirements.  This includes any parties that access, process, store or communicate information, or provide IT infrastructure components.  It is the bidder’s responsibility to respond on behalf of all parties involved, after checking their compliance with the requirements, and their ability to evidence they meet them.  (Throughout this document “the bidder” means the bidder and any partners, third parties and subcontractors).



4. Requirements 1 to 5 require medium and large organisations to have either gained Cyber Essentials Plus certification, or be able to provide ECC assurances and independent evidence that they meet the controls.  For smaller organisations, the assessment of controls said to be in place will be performed by ECC.  Guidance is provided later in this document for the two size categories.  Assurance is required annually.

5. The bidder’s response must:

a. Confirm whether or not the bidder (see key point 3) are able to fully meet the requirements specified (Yes or No)

b. Confirm whether or not the bidder (see key point 3) is willing and able to complete the attached Information Risk Questionnaire (which requires both detail and evidence to be provided, rather than just ‘Yes’ or ‘No’), should they be awarded the contract.

6. The Guidance provided must be reviewed before answering the questions.

7. ECC reserve the right to reject any bidder who cannot confirm compliance with all the requirements in this questionnaire.
Requirements table

		[bookmark: RT1]
Ref

		[bookmark: _Requirement:_Securely_configuration]Requirement: Securely configure and maintain ICT Systems

		Bidder’s Response



		1

		The ICT systems used in the proposed solution/service must be securely configured and maintained. 



Link: Further detail and control examples







		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?


[bookmark: Check1]|_| Yes



[bookmark: Check2]|_| No





		[bookmark: RT2]Ref

		[bookmark: _Requirement:_Protect_Networks]Requirement: Protecting networks from internal and external attack

		Bidder’s Response



		2

		The networks used in the proposed solution/service must be protected from external and internal attack.



Link: Further detail and control examples 





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?


|_| Yes



|_| No



		[bookmark: RT3]
Ref

		[bookmark: _Requirement:_Account_Provisioning]Requirement: Account provisioning and approval process

		Bidder’s Response



		3

		The proposed solution/service must include a user account provisioning process (account approval, creation, maintenance and deactivation), and a means of controlling privileged access.  


Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?


|_| Yes



|_| No



		[bookmark: RT4]Ref

		[bookmark: _Requirement:_Malware_Protection]Requirement: Malware Protection

		Bidder’s Response



		4

		The ICT systems used in the proposed solution/service must be protected from Malware.  



Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT5]Ref

		[bookmark: _Requirement:_Software_Updates]Requirement: Keep software up-to-date and secure

		Bidder’s Response



		5

		There must be a process in place to keep the software on the ICT systems in the proposed solution/service, up to date.  It must ensure the prompt installation of the latest software updates and security patches.  



Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT6]Ref

		[bookmark: _Requirement:_Logging_and]Requirement: Logging and Monitoring

		Bidder’s Response



		6

		The ICT Systems and Networks used in the proposed solution/service must have event logging enabled, and be monitored.  



Link: Further detail and control examples





		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No










		[bookmark: RT7]Ref

		[bookmark: _Requirement:_Risk_Management]Requirement: Information Risk Assessment and Management

		Bidder’s Response



		7

		The bidder must have a documented Information Risk Management process in place, showing how it manages risk throughout its organisation.  They must have undertaken a risk assessment on the solution/service being offered, and put measures in place to mitigate the risks found, to bring them to a low level.  


Link: Further detail and control examples



		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT8]Ref

		[bookmark: _Requirement:_Security_Awareness]Requirement: Security Awareness

		Bidder’s Response



		8

		The bidder must ensure Security Awareness throughout the organisation. 


Link: Further detail and control examples

 

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT9]Ref

		[bookmark: _Requirement:_Incident_Response]Requirement: Information Security Incident Response and Recovery

		Bidder’s Response



		9

		The bidder must define and implement an Information Security Incident Response and Disaster recovery capability,   produce and test information security Incident management response plans, and train the incident management team appropriately. 


Link: Further detail and control examples

 

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No










		[bookmark: RT10]Ref

		[bookmark: _Requirement:_Data_Protection]Requirement: Data Protection Compliance

		Bidder’s Response



		10

		The bidder must fully comply with the statutory obligations under the Data Protection Act, and confirm that they will manage ECC information in line with the Data Protection Act 1998 and any replacement legislation.  The bidder must cooperate with Data Protection Compliance Audits as and when requested, as per the Essex County Council information handling schedule.



Link: Further details

		Do you confirm that your company (and any 3rd parties used) comply with this requirement, and are able to evidence it?



|_| Yes



|_| No





		[bookmark: RT11]Ref

		[bookmark: _Requirement:_Information_Risk]Requirement: Information Risk Questionnaire (Winning Bidder)

		Bidder’s Response



		11

		If confirmed as the winning bidder, the bidder must complete the attached “Information Risk Questionnaire – ECC Assessment” within ten (10) days of Contract Award, and again annually within ten (10) days of Contract anniversary. 


Link: Further details



		Do you confirm that your company (and any 3rd parties used) will comply with this requirement?



|_| Yes



|_| No









[bookmark: _Guidance_and_Control][bookmark: GACE]
Guidance and control examples


ECC (and other organisations) are allowed to use a ‘third party’ data processor to process personal data on their behalf. The Data Protection Act of 1998 contains special provisions that apply in those circumstances. It says that, where a data processor is to be used:

· The organisation must choose a data processor that provides sufficient guarantees about its security measures to protect the processing it will perform;

· The organisation must take reasonable steps to check that those security measures are being put into practice; and

· There must be a written contract setting out what the data processor is allowed to do with the personal data. The contract must also require the data processor to take the same security measures that the organisation would have to take if it were processing the data.

For the purposes of this questionnaire, the bidder (and any partners and sub-contractors it uses to deliver the solution/service) is seen as the data processor.  

In order to assist the bidder in responding to the ECC requirements stated, guidance notes have been provided on the pages that follow.  The guidance starts with a section on the use of Third parties and the Cloud, which applies to requirements 1 to 10, if the cloud and / or third parties form part of the bidder’s solution/service. It then goes on to provide examples of the controls the bidder (and any partners and sub-contractors it uses) need to have in place to comply with each requirement.  Should the bidder be successful and be awarded the contract, they will need to provide details on these controls and how they have been implemented, along with evidence to support it.

As the size of companies submitting bids will vary, the guidance has been split in to two business categories to help the bidder understand the requirements, based on their own IT setup. Please identify which category your organisation falls under, and then read the guidance provided for that category.  

Where a bidder is successful and falls into the ‘Medium or Large’ category, they must either provide ECC with Cyber Essentials Plus certification evidence to review, or assurances and independent evidence that they meet the Cyber Essentials controls. It must include covering the controls that Cyber Essentials specifies as required (see the Cyber Essentials Common questionnaire), and equivalent assessment and testing (see the Cyber Essentials Common Test Specification).




Where a bidder is successful, falls into the ‘Small Business’ category, has no designated IT function, and has not had its controls independently assessed (like in Cyber Essentials Plus), ECC will assess the controls they state as in place in the “Information Risk questionnaire’ they return, and review the evidence provided.  The bidder should therefore be aware that they will need to be able to provide sufficient information, to make this possible.

The abbreviation ‘ICT’ stands for Information and Communications Technology, which covers any product that will store, retrieve, manipulate, transmit or receive information electronically in a digital form, e.g. Desktop computers, laptops and servers.

[bookmark: _Business_Categories][bookmark: BC]
Business Categories

		Small Business Category

		Corporate IT Category



		



		





		Possible scenarios may include:

· Self-employed or Micro business (0 to 9 employees)

· Small business (10 – 49 employees) with no designated IT function

· Simple IT configuration – maybe single device storing ECC data.

· Simple IT configuration plus use of cloud services such as webmail or cloud storage containing ECC data.

· Simple IT configuration plus a third party provider processing or storing ECC data.



		Possible scenarios may include:

· Medium business (50 to 249 employees)

· Large organisation (250 + employees)

· Any size organisation with a designated IT function

· Likely to include servers, networks, end user devices and firewalls.

· More complex IT configuration with central management of services.

· Private or corporately managed cloud services used to store ECC data.

· Third parties providing additional services and processing or storing ECC data.








Securing data in the Cloud and checking third parties

		[bookmark: _Requirement_1_-]Small Business Category

		Corporate IT Category



		A wide range of online services require users to transfer data to remote computing facilities – commonly known as the cloud.  Data being processed in the cloud represents a risk because the personal data you are responsible for leaves your network and be processed in systems managed by your cloud provider. It is therefore important to check that they have security measures in place:

· Make sure you know what data is stored in the cloud, as modern computing devices, especially those targeted at consumers, can have cloud backup or sync services switched on by default.

· Ensure you know in which country your cloud service provider hosts its data and whether the locations they use comply with the requirements of the Data Protection Act 1998. 

· Check whether your cloud service provider complies with the CESG Cloud Security Principles

· Consider the use of two factor authentication especially for remote access to your data in the cloud.

· Check that third parties are treating your data with at least the same level of security as you would.

· Ask for a security audit of the systems containing your data.

· Review copies of the security assessments of your IT provider.

· If appropriate, visit the premises of your IT provider to make sure they are as you would expect.

· Check the contracts you have in place. They must be in writing and must require your contractor to act only on your instructions and comply with certain obligations of the DPA

· If you use a contractor to erase data and dispose of or recycle your IT equipment, make sure they do it adequately / securely.

Source – A practical guide to IT security Ideal for the small business (Information Commissioner’s Office)

		Ensure that the CESG Cloud Security Principles are being adhered to.  The principles are:

· Data in transit protection

· Asset protection and resilience

· Separation between consumers

· Governance framework

· Operational security

· Personnel security

· Secure development

· Supply chain security

· Secure consumer management

· Identity and authentication

· External interface protection

· Secure service administration

· Audit information provision to consumers

· Secure use of the service by the consumer



Source – CESG Cloud Security Principles







[bookmark: _Requirement_1_-_1]
Requirement 1 - Securely configure and maintain ICT Systems (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Almost all hardware and software requires some level of set-up and configuration in order to provide effective protection.   Please read key point 3 on page 1 before considering the following:  

Examples

· Identify and remove software and services that are not required on the organisations computers, in order to reduce the number of potential vulnerabilities.

· Change the default passwords in all software and hardware used

· Remove software that is no longer supported (or where security updates are not provided) by manufacturers.

· Disable or remove any unnecessary user accounts.

· Use ‘standard’ user accounts for day-to-day work, rather than ‘administrator’ accounts that have higher privileges.

· Use Encryption software where required – This is a means of ensuring that data can only be accessed by authorised users and requires a (strong) password to ‘unlock’.   Example types are: 

· Full disk encryption – Encrypts all the data on the computer

· File encryption – a method of encrypting  individual files

· Use and promote the use of strong (complex) passwords

· Control the use of removable media (such as memory sticks)

· If available, setup a remote disable or wipe facility on mobile devices, to allow remote deletion, should a device be lost or stolen.

· Where possible, disable the ‘Auto-run’ feature on removable media (and network drives if used)

· Perform regular data backups to protect against threats such as ransomware


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Secure Configuration’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Create baseline security builds for workstations, servers, firewalls and routers. 

· Lock down operating systems and software and disable or remove default accounts and services, if no required.

· Remove or disable software and services not required on devices

· Strengthen passwords and remove software that is not required

· Implement controls to manage/control access to removable media 

· Implement hardware and software inventories, and provide a means to track all the organisations devices

· Perform regular vulnerability scans and promptly resolve any vulnerabilities found

· Perform regular backups

· Maintain security and event logs on servers, workstations and laptops


Based on:  Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice











[bookmark: _Requirement_1][bookmark: _Requirement_2][bookmark: _Requirement_2_-]Requirement 2 - Protect internal and external networks from attack (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement covers ‘Boundary firewalls and Internet gateways’, which are your first line of defence against an intrusion from the internet.  Please read key point 3 on page 1 before considering the following:    

Examples

· At the boundary of the public network (Internet) and the organisations private network, install a firewall(s) to protect the organisation, and change its default password.  Routers commonly have these built in to them.  A well configured firewall can stop breaches happening before they penetrate deep into the network.

· Disable or protect the firewalls administrative interface (configuration settings etc.) from being accessed remotely

· Install personal firewalls on your computers – These are software applications that control network traffic to and from a computer, permitting or denying communications based on a security policy.  These often come as part of anti-malware packages

· Implement a way of preventing users in the organisation from accessing websites or other online services that present a threat, or that you do not trust.  This can be done by installing an Internet Gateway, or using some software that is aware of potentially dangerous sites, and warns the user before they reach the site, or blocks their access to it.



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		This requirement requires appropriate network security controls (including ‘Boundary Firewalls and Internet Gateways’) to have implemented and be maintained on an on-going basis. Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Police the organisations network and implement multilayer defences

· Protect internal networks, including installing firewalls / equivalent network devices on boundaries

· Change the default password on the firewall(s) 

· Manage and control firewall rules and require justification and approval to open firewall ports

· Disable unapproved or vulnerable services at boundary firewall(s)

· Remove or disable firewall rules that are no longer required, in a timely manner.

· Disable or protect the firewall administrative interface from being accessed remotely. 

· Perform network monitoring 

· Install personal firewalls and configure them to block unapproved connections by default

· Undertake regular penetration tests

· Where there is no requirement for a system to have Internet access, implement a 'Default Deny' policy and ensure it is applied correctly, thus preventing the system from making connections to the Internet



Based upon: Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_3][bookmark: _Requirement_3_-]
Requirement 3 - Account provisioning and approval process (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement covers ‘Access Control’ which consists of restricting the access to your system(s) to only users and sources that you trust.
Please read key point 3 on page 1 before considering the following: 

Examples

· Create an Access Control Policy that states how the organisation controls access to its systems

· Assign users their own unique username and password, ensure these are not shared, and require them to be used to logon to the organisations computers and applications.

· Disable any user accounts that are no longer required

· Ensure each user’s account only has the access permissions their role requires, and these are regularly reviewed and documented.

· Only use administrator accounts when strictly necessary (eg for installing known and trusted software), and change their passwords at least every 60 days.

· Promote and enforce the use of strong passwords

· Limit the number of times a user can type in the wrong logon ID and password, before locking their account.  This helps in the prevention of brute force password attacks, where login attempts keep being made by a computer, until the correct one is generated.

· Force users to change their password on a regular basis

· Cancel passwords or other access immediately if a staff member leaves the organisation or is absent for long periods.


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme 

		This requirement requires appropriate ‘User Access Management ‘controls and controls to manage user privileges, to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples:

· Define and Implement a starters, movers and leavers processes which includes justification, provisioning, approval, and  assigning to named individuals 

· Ensure all users have and use their own username and password, and are only granted the minimum level of access their role requires

· Regularly monitor for / disable inactive accounts, and those no longer required

· Manage all account privileges, document and  regularly review

· Restrict the number of privileged accounts created / used, and ensure their passwords are changed at least every 60 days

· Enforce regular password changes

· Enforce the use of strong passwords

· Control the use of administration accounts

· Ensure adequate authentication is performed before granting users access to networks, systems, application and computers

· Monitor accounts with access to sensitive information / privileged access


Based on: – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice









[bookmark: _Requirement_4][bookmark: _Requirement_4_–]
Requirement 4 – Malware protection (Return to Requirement)

		Small Business Category

		Corporate IT Category



		This requirement requires you to protect your systems, computers and files from malicious code, known as malware (viruses, Trojans worms, ransomware etc.).  Please read key point 3 on page 1 before considering the following:

Examples

· Install malware protection software (also known as anti-virus) products on the organisations computers, and keep it up to date.  Anti-malware definitions (or signatures) tend to be updated frequently throughout the day, so setting your product to update automatically is the easiest option

· Ensure the malware protection remains switched on and is configured to scan for malware as files are accessed / downloaded

· Scan the organisations computers for malware daily, and if you are using a network, regularly scan it to detect and prevent threats

· Ensure that alerts issued by malware protection products, are reacted to.

· Scan removable media, such as memory sticks, CD’s and DVD’s for malware, before use. 

· Take action to deter (or preferably prevent) users from accessing information on potentially unsafe web sites.  As well as there being dedicated software to perform this function (black listing) and Internet Gateways, some malware protection software can perform these actions.  There are also web browser add-ons that grade the likely safety of sites shown in search results. e.g. Web of trust



Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Malware Protection’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Define and implement a policy on malware that helps manage the risks to business processes, and includes the process of re-acting to an alert / infection

· Implement malware protection defences and ensure they are kept up to date (engine and signatures), and configured to detect malware when files are accessed / downloaded.  This should form part of the malware policy

· Perform daily scans for malware

· Prevent users from making connections to malicious websites

· Control what executable code (including macros and scripts) users can run.

· Prevent malware infection from the use of removable media



Based on – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice







[bookmark: _Requirement_5][bookmark: _Requirement_5_–]Requirement 5 – Keeping software up-to-date and secure (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Perform regular maintenance on computer equipment and software, to keep it running smoothly and remove any security vulnerabilities.  Please read key point 3 on page 1 before considering the following: 

Examples

· Ensure all software installed on the organisations computers is licensed and supported

· Regularly update security software such as anti-virus and anti-malware.  This is required in order for it to continue to provide adequate protection.

· Keep the operating system and the application software on the organisations computers up-to-date by checking regularly for updates and applying them. Ensure all security updates are installed within 14 days of release.  Most software can be set to update automatically.  

· Perform regular reviews to ensure the protection in place on the organisations computers is still adequate.

· Keep mobile devices (used for mobile working) up to date with vendor updates and app patches


Based on: Information Commissioner and UK Government IT Security guides for Small business, and the Cyber Essentials Scheme

		This requirement requires appropriate ‘Patch Management’ controls to have implemented and be maintained on an on-going basis.  Please read key points 3 and 4 on page 1 before considering the following:

Examples

· Ensure software running on ICT Systems is licensed and supported (by the software vendor or supplier) to ensure security patches for known vulnerabilities are made available for install

· Define and implement a patching policy and process

· Install software updates, firmware updates and security patches within a timely manner – Ensure all Operating System and Application security patches are installed within 14 days of release (or automatically when they become available from vendors). 

· Define and implement a policy on removing out-of-date software that’s no longer supported

· Perform regular reviews to ensure the protection in place on the organisations computers is still adequate.

· Require mobile devices (including BYOD) to be kept up to date with vendor updates and app patches, as part of the mobile working policy


Source – Cyber Essentials Scheme  + 10 Steps to Cyber Security (HM Government) and best practice
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		Small Business Category

		Corporate IT Category



		Cyber criminals or malware can attack your systems and go unnoticed for a long time. Many people only find out they have been attacked when it is too late.  Monitoring the warning signs and acting on them assists with preventing this.  Please read key point 3 on page 1 before considering the following:  

Examples

· Check the security software messages, access control logs and other reporting systems the organisation has in place on a regular basis. A number of anti-malware products (sometimes known as Internet Security) provide notifications of threats in real time, and not just those relating to infected files – Attempts to illegally access your computer for instance from the internet.

· Act on any alerts that are issued by monitoring services.

· Make sure you know / are able to check what software and services are running on your network, so it can be seen if there is something there that should not be.

· Run regular vulnerability scans - Basic vulnerability scanners sometimes form part of anti-malware suits (as well as being available separately).  They scan your computer and tell you if any products are vulnerable and need updating. 


Based on: Information Commissioner and UK Government IT Security guides for Small business, plus best practice

		This requirement requires appropriate ‘Logging and Monitoring’ processes to have been implemented, actively taking place and maintained on an on-going basis.  Please read key point 3 on page 1 before considering the following:
Examples

· Define and implement a monitoring strategy that includes monitoring all networks and host systems, is based upon risk and takes into account any previous security incidents and attacks and aligns with the organisation's incident management policy

· Monitor inbound and outbound network traffic traversing network boundaries

· Monitor all user activity, but ensure it complies with legal and  regulatory constraints

· Fine-tune monitoring systems so they only collect relevant logs, events and alerts

· Define the logs that will be captured and how they will be protected

· Define log inspection frequency and the method of analysing logs for unexpected activity

· Ensure there is sufficient log storage

· Provide resilient and synchronised timing

· Provide adequate training on monitoring


Source – 10 Steps to Cyber Security (HM Government)
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[bookmark: _Requirement_7_–]Requirement 7 – Information Risk Assessment and Management (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Before you can establish what level of security is right for your business you will need to review the personal data you hold and assess the risks to that data. You should consider all processes involved that require you to collect, store, use and dispose of personal data.  Consider how valuable, sensitive or confidential the information is and what damage or distress could be caused to individuals if there was a security breach.  With a clear view of the risks you can begin to choose the security measures that are appropriate for your needs.  Please read key point 3 on page 1 before considering the following:

Examples

· Assess what risks there are in you providing the service (what may stop you, what may go wrong / how could information breaches occur), and then determine if there is any action you can take to minimise them.  Document your findings. 

· Document the severity of the risks the organisation has identified

· Take action to resolve the risks identified as achievable.  

· Where risks cannot be resolved, take action to reduce the impact they would have, should they occur

· Ensure security arrangements are in writing with any third parties the organisation works with, to deliver the service

· Take action to address the risks presented from ‘mobile working’ (including working from home/ remote/ another location), if it is performed.

· Ensure the location is physically secure and take action to resolve any issues found.  The physical security of equipment is important to consider as devices containing personal data could be stolen in a break-in or lost whilst away from the office.



Based on: Information Commissioner and UK Government IT Security guides for Small business, the CPNI Perimeters and Access Control guidance, and best practice.



		This requirement requires an information risk assessment of the service be undertaken, and risks to be managed and treated on an on-going basis. Please read key point 3 on page 1 before considering the following:  
Examples

· Define and implement the risk management policy, approach, responsibilities, process and appetite

· Perform a risk assessment of the service offered, covering the entire end-to-end process

· Ensure the risks found are documented, controlled, have ownership assigned and are tracked

· Treat the risks found, removing them or treating them so they become ‘low’ level risks

· Implement physical security controls to mitigate risks, including perimeter, physical entry, secure area, monitoring, visitor access and cable protection

· Implement third party access controls to mitigate risk, and formally agree these, plus define who has access to what information

· Where policy allows mobile working (including working from home/ remote/ another location), or the use of mobile equipment (Laptops for example), implement controls to mitigate the risks this presents.  

· Consider an increased level of monitoring on all remote connections and the corporate systems being accessed.

· Minimise the amount of information stored on mobile devices to only that which is needed to fulfil the business activity

· Install full disk encryption where possible on mobile devices, or where not, encrypt the data held on the device

· When working remotely and connecting back to a corporate network, protect the device and the information exchange by using an appropriately configured Virtual Private Network.

· Establish and agree Information security requirements with each third party involved in the service offered, to mitigate risk

· Ensure supplier agreements include the need to  address information security risks and protect the supply chain

· Review third party agreements (and controls) on a regular basis

· To mitigate risks resulting from administration, administrator access to any network component should only be carried out over dedicated network infrastructure and secure channels using communication protocols that support encryption.

· Mitigate the risk of issues caused from unplanned changes, by implementing a change control process, which provides all parties involved with advanced notice of service impacting changes



Source –10 Steps to Cyber Security (HM Government)
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Requirement 8 – Security Awareness and Training (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Your employees may have a limited knowledge of cyber security but they could be your final line of defence against an attack. Accidental disclosure or human error is also a leading cause of breaches of personal data. This can be caused by simply sending an email to the incorrect recipient or opening an email attachment containing malware. It’s therefore important to ensure a good level of Security Awareness.

Please read key point 3 on page 1 before considering the following:  

Examples

· Make employees at all levels aware of what their roles and responsibilities are. Train staff to recognise threats such as phishing emails and other malware or alerting them to the risks involved in posting information relating to your business activities on social networks.

· Encourage general security awareness within the organisation. A security aware culture is likely to identify security risks.

· Keep your knowledge of threats up-to-date by reading security bulletins or newsletters from organisations relevant to your business.

· Provide training to staff so they recognise threats such as phishing emails and other malware, and risks involved in posting information relating to business activities on social networks, and if so, how


Based on: Information Commissioner and UK Government IT Security guides for Small business, plus best practice

		This requirement requires appropriate security awareness processes to have been implemented and be maintained on an on-going basis. Please read key point 3 on page 1 before considering the following:

Examples:  

· Define, implement and communicate policies covering Information Security, including the acceptable and secure use of systems, and make complying with these a condition of employment 

· Establish a formal disciplinary process

· Define, implement and communicate security procedures for all ICT systems

· Define and implement a process on providing and maintaining security awareness

· Ensure all users are aware of their information security responsibilities

· Define and implement a staff induction processes 

· Provide staff training on Information Security and the responsibilities (including refresher training)

· Monitor the effectiveness of security training

· Define and implement a process that covers communicating new Cyber threats to the staff

· Encourage staff to formally assess and validate their Information Assurance skills.

· Promote an incident reporting culture



Source –10 Steps to Cyber Security (HM Government)
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[bookmark: _Requirement_9_–]Requirement 9 – Information Security Incident Response and Recovery (Return to Requirement)

		Small Business Category

		Corporate IT Category



		You should consider what actions you should put into place should you suffer a data breach. Good incident management can reduce the damage and distress caused to individuals.   Please read key point 3 on page 1 before considering the following:  

Examples

· Create an incident management plan, stating the actions to be taken in the event of an information security incident

· Review what personal data you currently have and the means of protection you have in place.  

· Make sure you are compliant with any industry guidance or other legal requirements.

· Document the controls you have in place and identify where you need to make improvements.  Monitor the controls and perform regular reviews

· Identify alternate locations where the organisation could perform the service from, in event of the usual location becoming unavailable

· Put arrangements / plans in place to repair, replace, or use alternate PC’s and systems, in the event of a failure 

· Analyse any security incidents that occur, in order to identify any  actions that can be taken to prevent them occurring again

· Ensure Information Security is maintained in the event of needing to provide the service from an alternate location, or use alternative PC’s and systems


Based upon: Information Commissioner’s Office guide on IT Security for Small business, plus best practice

		This requirement requires appropriate information security incident management controls to have been implemented and maintained on an on-going basis.  Please read key point 3 on page 1 before considering the following:

Examples:  

· Establish an incident management capability that can address the full range of incidents that may occur, and includes senior management backing

· Define, implement and communicate incident management policy, process and response plans, including  roles and responsibilities

· Regularly test incident management plans and supporting plans (Business Continuity Disaster Recovery)

· Provide training to the incident response team and ensure all criminal incidents are reported.

· End ensure Information Security is maintained when Business Continuity plans are invoked

· Define and implement a data recovery capability and educate users and maintain their awareness

· Collect and analyse post-incident evidence and conduct lessons learned reviews



Source –10 Steps to Cyber Security (HM Government)
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		Small Business Category

		Corporate IT Category



		This requirement asks bidders to confirm their compliance with the Data Protection Act where they act as Data Controllers for their own data, and how those practices would support Essex County Council’s compliance where they will act as a Data Processor on our behalf. In responding to this requirement bidders should consider their overall compliance but have particular regard for the following areas of compliance with the Act:

· Principle 1: Having in place a documented statutory power or a condition under the Act for processing data 

· Principle 2: Having in place relevant privacy notices and only processing data in line with data subjects expectations, limiting use to that which has been communicated to them

· Principle 3: Ensuring you have sufficient, but not excessive data to carry out the agreed processing 

· Principle 4: Ensuring data quality processes are in place to keep data up to date and accurate

· Principle 5: Ensuring data no longer necessary for the agreed purposes is securely destroyed in line with agreed retention periods

· Principle 6: Having a process to ensure that where Data subjects wish to exercise their rights, they are directed to the Data Controller

· Principle 7: Ensuring there are appropriate policies and procedures to assure the security of data both in transit and at rest 

· Principle 8: Ensuring data is not transferred outside of the European Economic Area (EEA) without explicit consent from the Data Controller

Please see key point 3 on page 1.  

		As per Small Business category
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[bookmark: _Requirement_11_-_1]Requirement 11 - Winning Bidder (Return to Requirement)

		Small Business Category

		Corporate IT Category



		Should the bidder be successful, and be awarded with the contract, they will need to complete an “Information Risk Questionnaire – ECC Assessment” (and annually from that point).  This specifies the same requirements as this questionnaire, but requires detail and evidence to be provided, to support the assurances provided, rather than a ‘Yes’ or ‘No’ response.  

Examples:

· Details of actions taken to securely configure computers

· Details of firewalls installed

· Details of encryption being used

· Details of how you control access to your computers and systems

· Details of your malware protection product and its configuration

· Logging and monitoring reports

· Details of the risks you have identified and what you have done about them

· Details of the Physical protection you have put in place

· Details of how the organisation ensures Security Awareness

· The plan of actions you take in the event of a security breach

· The security arrangements you have in writing with any third parties you will work with to deliver the service

· Screen shots (showing software and settings in place etc.)

· Policies, diagrams, designs, registers and reports (or screen shots / extracts from these). 




		Should the bidders be successful, and be awarded with the contract, they will need to complete an Information Risk questionnaire (and annually from that point).  This specifies the same requirements as this questionnaire, but requires detail and evidence to be provided, to support the assurances provided, rather than a ‘Yes’ or ‘No’ response.  
Examples:

· Cyber Essentials Plus certificate OR evidence of Independent Cyber Essentials controls assessment and testing

· Copies of Information Security policies  and copies of process and procedure documents 

· Risk management policies and assessments

· Secure baseline build/configuration details and Incident Management process and plans

· Staff induction, training and Security awareness processes, and security sections in suppler agreements

· Physical Security policy and monitoring and malware protection policies 

· Defined roles and responsibilities 

· Incident management and recovery processes

· Screen shots (showing software and settings in place etc.)

· Policies, diagrams, designs, registers and reports (or screen shots / extracts from these). 









Note: All evidence will need to be labelled and references to it added into the “Information Risk questionnaire - ECC Assessment” (e.g. Document, section, page number etc.)

Essex County Council – Information Risk Questionnaire (Self-Assessment)
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