Annex A 
RFI: PRIVATE CLOUD BASED SECURE RESEARCH ENVIRONMENT
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REQUEST FOR INFORMATION (RFI)
PRIVATE CLOUD BASED SECURE RESEARCH ENVIRONMENT
Section 1: Contract Title
Country: GB
Town: Salisbury
Title of notice: Private cloud based secure research environment. 
Section 2: Contracting Authority 
Name of institution: Ministry of Defence
MOD Organisation: DSTL
Integrated Project Team (IPT): DSTL 
Address: DSTL, Porton Down, Salisbury, SP4 0JQ
[bookmark: _GoBack]Email: CommsandSensingCommercial@dstl.gov.uk 
Main address: https://www.gov.uk/government/organisations/defence-science-and-technology-laboratory/about 
Section 3: Object of the Request for Information
Contract Authority’s reference number: PA0000002576
Short description of requirement: This RFI seeks information relating to companies that are able to offer a high security private cloud based research environment for use by Dstl and wider MOD which allows collaboration between a diverse range of organisations and countries at various classifications.
Time-limit: To be returned electronically to CommsandSensingCommercial@dstl.gov.uk by 12:00 on 9th Aug 2024.
Information requested: Please refer to section 11 below. Annex A to be completed and submitted to CommsandSensingCommercial@dstl.gov.uk. 
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REQUEST FOR INFORMATION (RFI)
PRIVATE CLOUD BASED SECURE RESEARCH ENVIRONMENT
REFERENCE NO: (PA0000002576)
Dated 17 July 2024

Customer: Defence Science and Technology Laboratory (Dstl)
Dear Potential Provider,

The Defence Science and Technology Laboratory (Dstl) works within UK defence and security.  Dstl is an executive agency of the Ministry of Defence (MOD) providing expertise and delivering cutting-edge science and technology for the benefit of the nation and allies.

This Request for Information (RFI)  is not a bidding opportunity but a means by which industry can provide information. No further discussions with industry are planned at this stage. However, any future procurement activity will be advertised in line with public procurement regulations on the Defence Sourcing Portal and Contracts Finder.

This RFI seeks information relating to companies that are able to offer a high security private cloud based research environment for use by Dstl and wider MOD which allows collaboration between a diverse range of organisations and countries at various classifications. Dstl are seeking that this is an onshore capability. 

Please note the following general conditions:
· We reserve the right not to proceed with this procurement.  Nothing shall constitute a commitment to instigating a formal procurement process.
· Any and all costs associated with the production of such a response either to an RFI or any resultant competition must be borne by the Provider. The Authority will not contribute in any way to meeting production costs of any response.
· Information contained within this document is confidential and must not be revealed to any third party without prior written consent from us.
· No down-selection of Potential Providers will take place as a consequence of any responses or interactions relating to this RFI.
· We expect that all responses to this RFI will be provided by Potential Providers in good faith to the best of their ability in the light of information available at the time of their response.
· No information provided by a Potential Provider in response to this RFI will be carried forward, used or acknowledged in any way for the purpose of evaluating the Potential Provider, in any subsequent formal procurement process that may take place.  
· Should a Potential Provider fail to respond to this Questionnaire, it will not affect any further participation in any possible future procurement for this capability.

WHAT WE WANT TO ACHIEVE

1. This RFI aims to inform future decisions within Dstl and wider MOD by evidencing whether there is a solution available that meets the authority’s requirement. If a suitable provider does exist, this RFI seeks to gather more information regarding the provider’s operations and how the service would be costed. 

CURRENT SITUATION

2. Dstl and wider MOD currently work collaboratively using OCTANE which provides a good personal service to its users within a safe working environment. The OCTANE environment is fully accredited meaning tasks that use its environment don’t need to undertake the usual accreditation process for each task. The system allows collaboration between MOD, Dstl, Academia and Industry in various countries around the world who are working on Dstl projects. The system currently runs at official but an above official offering is in the pipeline.

3. The collaborative element of OCTANE means that elements of the virtual environment can be shared between tasks leading to a more efficient and less wasteful system. The majority of the setup of new project areas within OCTANE is undertaken by the supplier meaning the setup process is fast and simple for projects who use it.

WHAT THE SERVICE WOULD LOOK LIKE

4. The intended impact of the service would be to provide a collaborative working environment for DSTL and wider MOD. 

5. The provider would be expected to:
a) Ensure the maximum security of the service so it is not able to be hacked  
b) Provide support to new Users on-boarding and continued support to ongoing users
c) Whilst maintaining security the service needs to be user friendly ensuring all members using it are able to gain access
d) The service needs to be agile and meet new demands of users

6. From a technical point of view the service would need to achieve the following:
a) Allow collaboration with partners in academia, industry and wider government.
b) Allow collaboration with other countries
c) Offer a secure way of accessing the system
d) Offer GPU support for both graphics intensive and AI related work
e) The initial offering will be at Official but an above Official would potentially be needed too.
f) For the supplier to maintain the systems accreditation
g) To provide fast support to users of the system
h) Offer a shared environment where code and resources can be shared and improved across tasks, developed and maintained via a collaborative and consensus-driven process. 
i) The system will need to be accessible via the Internet (subject to appropriate security controls)
j) Ability to add hardware in the loop.
k) To offer network manipulation through software such as CORE and EMANE.
l) Offer templates for regularly used virtual machines.
m) Offer a highly secure system using features such as: VPN, Secure IMPEX, Backups, Anti-Virus, Patching, Monitoring and fast response to any identified security issues.
n) Offer tools such as: Network and Radio emulation, iTrinergy and Network emulation.
o) For software development it should offer
i. GitLab Professional
ii. Task Agile Management 
iii. CI/CD
iv. Terraform 
v. Ansible
vi. Matteramost
vii. Task Chat
p) Ability to connect to the system by both VPN and a secure web portal.
q) Ability to upload files securely such as by IMPEX.
r) Ability to integrate speech and sound into the VMs
s) Each projects area would need to segregated from other projects unless projects choose to collaborate with each other.
t) To offer some form of migration capability for users of the current OCTANE facility to move their environment over to your system.

REQUEST FOR INFORMATION (RFI) PROCEDURE

7. Responses to this RFI will be reviewed by the Dstl Project Team; Project Manager, Technical Partner and Commercial. 

8. If upon review of your submission any clarifications or additional information is required, you will be contacted using the details provided in your RFI response. 

9. Any details provided in response to this RFI will be used for information purposes only and will not be used to determine the potential providers who will be invited to bid, should the Authority proceed to tender. 

10. The results and analysis of this RFI shall not constitute any form of pre-qualification exercise. Any formal procurement process will be undertaken in accordance with the relevant Procurement Law. Nothing in this RFI, or any other engagements with Industry prior to a formal procurement process, shall be construed as a representation as to the Authority’s ultimate decision in relation to the future requirement.

HOW TO SUBMIT RESPONSES TO THIS REQUEST FOR INFORMATION

11. Respondents should provide responses in accordance with the format provided in Annex A, quoting the RFI reference number on all documentation and emails. 
Innovative ideas are welcome, even if they do not meet all of the requirements above. We welcome all responses which provide helpful information against the above questions.  
Please limit your response to circa 500 words for each question and submit in English and type font Arial 11. 

Once completed, please return electronically to CommsandSensingCommercial@dstl.gov.uk
no later than 12:00 on 9th Aug 2024. 
Requests for clarification will also be accepted via DSP. All Responses and clarification will be acknowledged electronically by return e-mail or DSP.
Any responses received after the deadline has passed may not be reviewed.
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	Information Required
	Response

	Company Name
	 

	Company Address
	 

	Is the company a Small - Medium Enterprise (less than 250 employees)?
	

	Name of Company representative completing the RFI
	 

	Contact details (e-mail and telephone number)
	 

	Company website address
	 

	Description of main service provided by company
	 

	Main market sector
	 

	Number of years in this market sector
	 



QUESTIONS:
1. Do you have experience in providing the same or a similar service either in the Commercial or Military arena?
2. Can you provide an enduring solution that meets the above requirements
3. Have you identified any lessons, issues or risks associated with this potential future service?
4. How would you calculate the costs charged for this service?

	1. Do you have experience in providing the same or a similar service either within the Commercial or Military arena? If yes, please provide detail as to how this service operates. 
In addition, please give details if you have previously worked with MOD /Dstl 


	


	2. Can you provide an enduring solution that meets the above requirements? Please provide an indication of how you could meet the requirements.


	




	3. Have you identified any lessons, issues or risks associated with this potential future service?

	


















	4. How would you calculate the costs charged for this service?
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