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Business Continuity Policy Document

1. Introduction and Purpose

1.1  HMG Security Policy Framework (SPF outlines the mandatory security requirements and management arrangements
to which all Departments and their Agencies (defined as including all bodies directly responsible to them) must adhere.
Guidance published in April 2014 refers to the mandatory requirement for business continuity arrangements as follows:

Government organisations will have :
e Business continuity arrangements aligned to industry standards, to maintain key business services, building resilience and
security to facilitate a rapid and effective response to recover from incidents.

1.2  HMCTS Policy will align with the Business Continuity arrangements as defined within The British Standard for Business
Continuity Management: 1ISO 22301.

1.3  This policy document will be reviewed on an annual basis.

1.4  Business Continuity (Planning) is used to describe the plans that the business areas have to recover their key functions in
the event of an unexpected disruption to normal business. The Business Continuity Plan is owned by the Court or site. It
defines roles and responsibilities of personnel, in the event of a Crisis, identifying which resources are required, to ensure
that the safety of staff and all others on site is given priority, maintaining HMCTS Ciritical Business Priorities, and providing
supporting information to enable this to be effective.

1.5 ACCrisisis defined as

An abnormal situation, or perception that one is about to occur, which threatens the operation, staff, customers or
reputation of the organisation.
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HM C t & 1.6 HMCTS manages the wider impact of a crisis through Crisis Management Teams
) ourts _ sometimes referred to as Incident Management Teams, who provide the over-arching
Tribunals Service leadership and decision making. At local level Business Continuity Teams provide on site
leadership during an incident.
1.7  The Business Continuity Plan ensures that the teams focus on:
o safety of People (staff and others on site);
e protecting Assets (buildings, IT systems and data, paper records etc); and
e business priorities are met whenever practicable.
Safety of People is always the first priority.
1.8 This policy is supported by a detailed Business Continuity Plan template, which must be used by every location to devise
and define its business continuity procedures. These procedures
do not replace local incident control arrangements to deal with incidents that do not require an invocation of the Business
Continuity Plan. Nor are they intended for use with events that require a contingency plan, such as a postal dispute or
industrial action, as these are events requiring specific planning. Both the Business Continuity Plan template and the
HMCTS Crisis Management Plan document can be found on the HMCTS Intranet site.
2. Strateqy
2.1 HMCTS strategy is to make use of existing HMCTS sites in maintaining priority business functions pending resumption of

“business as usual” at the affected location(s).

3. Structure of Business Continuity Management in HMCTS

3.1

Operational Business Continuity Management in HMCTS is structured at three levels:

Strategic — typically National/Regional level;
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Tactical — typically Regional/Cluster level;
HM Courts & YRy S
Tribunals Service Business Continuity/Recovery — typically Court/site level
3.2  Operational business continuity management arrangements in HMCTS are supported by the HMCTS Business Continuity
Management Team: Frank Taylor (HMCTS Business Continuity Manager); Sarah Rose (HMCTS National Business
Continuity Officer).
3.3 In exceptional circumstances the impact of an incident may be such that normal business continuity arrangements are not

sufficient to manage the response. In such cases the incident will be managed in accordance with the Strategic Command
Protocol.

4. Response and Escalation

4.1

4.2

Business Continuity
The level of response to any incident will always be a matter of judgment according to an assessment of the nature and
severity of the incident. HMCTS has included an Impact Criteria Table in the Business Continuity Plan Template. The

Impact Criteria Table will assist team leaders in assessing the severity of an incident and in determining the level to which
the incident should be escalated.

The structure of business continuity in HMCTS and the escalation process is demonstrated in the diagrams on pages three
and four.

Contingency Planning

The invocation of HMCTS contingency plans, in response to known events, will be co-ordinated by the HMCTS Business
Continuity Management Team who will report directly to the Director of Operations
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HMCTS Major Incident Framework

Level 1 Event

Tactical &:' Regional CMT

Operational \- Cluster CMT

Exceptionally a serious incident, even at only one site, may lead to the immediate
invocation of the National Crisis Management Team (NCMT).
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HMCTS Major Incident Framework
HMCTS Incident Categories & Escalation Process

Level 3 Event Level 2 Event
— Regional CMT Informed — National CMT Informed

A <:| Cluster CMT
Tactlcal\<::' S"é?l_/court /Tactical\<::| Cluster CMT

Business - Site/Court
/Operatlonal \ Unit Teams* /Operatlonal \ BCT

ic <:| Regional CMT

*Local Recovery & Support Teams *Local Recovery & Support Teams May be
May be supplemented by support from supplemented by support from Cluster and/or Region
Cluster 5

Version 6 Reviewed Feb 2017



Business Continuity Policy

KON
HM Courts &

Tribunals Service

5. Policy Statement

5.1

5.2

The Business Continuity and Crisis Management teams are collectively responsible for the
recovery of the business to a predetermined level following a major incident affecting
premises or systems.

The Strategic and Tactical level teams will vary according to the nature/scale of the incident,
for example —

An incident at one location may be managed through the link between the Court/site level
team and Cluster team.

Incidents across a Cluster may result in the Regional team supporting the Cluster.
Incidents in more than one Cluster or Region may bring the National team into play.

Exceptionally a serious incident, even at only one site, may lead to the immediate
invocation of the National Crisis Management Team (NCMT).

At Strategic/Tactical Level the Crisis Management Team would typically include
e Delivery Director (DD) or

Cluster Manager (CM)

Business Continuity Officer (BCO)

Estates Representative

Regional Fire, Safety & Security Officer

Regional IT Representative

Regional Finance Representative

At Court level the Business Continuity Team would typically include
e Operations/Delivery Manager or equivalent — Team Leader

Deputy Operation/Delivery Manager Manager or equivalent

Fire and Incident Control Officer (FICO)

(Local) Accommodation Liaison Officer (ALO)

Local IT Representative

Note Taker (NT)

Representatives from each of the key business areas

It is important that deputies are in place to support these roles and are conversant with their
responsibilities.

Command and Co-ordination
Command and co-ordination arrangements should be based on:

Operations/Delivery Managers or their equivalent are responsible for activation of their
local plan,
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Cluster Managers (or their nominee) are responsible for

e providing support to co-ordinate incidents within their Cluster,
e receive status reports,

e responding to resource/support requests,

e briefing the Delivery Director and

e providing Cluster level guidance;

Delivery Directors (or their nominee) are responsible for

e providing support to co-ordinate incidents affecting more than one Cluster,
receiving status reports,

responding to resource/support requests,

briefing the National Business Continuity Team (HMCTS HQ) and
providing Regional level guidance.

The National Crisis Management Team is responsible for

e co-ordinating incidents affecting (or of concern to) more than one Region,
receiving status reports from Regional teams,

prioritising resource requests,

briefing the Chief Executive and Ministers,

and providing agency-wide guidance.

The National Crisis Management Team will designate a single point of contact to liaise with/attend
the MoJ Corporate Business Continuity Team, which will be convened for any incident affecting
more than one part of the MoJ family.

6 Business Continuity Team Responsibilities

Every site must have a Business Continuity Team Leader, who will be responsible for assessing the
severity of incidents and deciding whether to invoke the local and/or Cluster/Regional crisis
management function. They will also be responsible for co-ordinating immediate actions at site and
agreeing and issuing internal and external communication. This must include informing the HMCTS
Business Continuity Team about every incident where the plan is invoked. More details on the role
are contained in the Business Continuity Plan itself.

7 Communication

A key element of successful business continuity planning is communication. There is a staff
information line (0800 111 6776), which will be updated by regional co-ordinators while incidents are
being handled. Staff will be directed to the line for ongoing updates in relation to incidents relevant
to their location. It is therefore essential that all staff know how to access and use the staff
information line. Detailed contact lists for communication with stakeholders are contained within
business continuity plans.

8 Media Management

Inevitably incidents may generate media enquiries and it is essential that these are handled in the
correct manner. MOJ Press Office should be advised of all business continuity incidents and will
advise how media enquiries should be handled.
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The Business Continuity Plan contains more detailed information and guidance on handling media
contact/enquiries, including a Media Call Handling Form (which can be used to capture key points of
the enquiry when first made).

9 Assurance and Testing

Assurance and monitoring is provided via the Standard Operating Controls (SOC). The Business
Continuity Key Controls Check Sheet (KCCS) sets out the key controls that managers are required
to undertake in order to gain assurance over the process. This will provide assurance to the
HMCTS Business Continuity Team that all site plans are in place, in the correct format, up to date
and tested. Comments on Business Continuity Planning should be included within Regional and
Directorate, quarterly Risk & Assurance Statements and Risk Registers, as part of the quarterly
HMCTS Risk & Assurance submission process. As part of the assurance process Regions should

confirm that all site plans are tested at least annually. Testing guidance is available on the HMCTS
Intranet.
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