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HMCTS Security and Safety Operating Procedure  12b 

Fire and Incident Control  - Fire and Incident Control Plans 

 

Requirements To ensure that HMCTS assets protected from all threats whether internal or external, deliberate or accidental;  
 
To ensure that the appropriate fire and incident control measures in the form of a Fire and Incident Control Plan are in place and that 
staff are trained to implement these effectively 
 
FICOs must ensure that all staff are aware of these arrangements 
  

 Security, Health and Fire Safety 

What this 
means in 
Practice 

• Fire and Incident Control Plans (FICPs) are implemented to ensure that the FICO and their appointed team can respond 
proportionately and appropriately to a variety of emergency situations, whilst ensuring that members of staff are aware of their roles 
and responsibilities in the event of an incident. 

 

• There is no set format for a FICP, however a guide and checklist of areas to be considered and included is detailed below 
 

• The FICP should be tested every 6 months so that everyone is used to the procedures (actual real time incidents should not 
replace scheduled testing) 

 

• A meeting should be held after the practice to identify and resolve any issues following the practice and the outcomes 
communicated to all Staff and other Persons. Involving the fire team and providing a de-brief. 

 
Fire and Incident control operations and the Fire and Incident Control Plan 
 

• In order to successfully manage fire and incident control, consideration must be given by the FICO to identifying the following: 
 
Fire and Incident control room 
 

• The purpose of providing an Incident Control Room (ICR) is to provide the FICO with a central point to manage any incident. It 
should give a reasonable level of protection to incident control personnel but it is not a shelter and although it is expected that the 
FICO will be in occupation during the whole period of most alerts, it will have to be abandoned in, say, the event of a full evacuation 
of the building. 

 

• In the event of a fire, the use of an ICR would not be appropriate and details of the control point will be detailed in the FICP. 
 
Incident Control Room - Location 
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 • If possible, this room should be located centrally within the building, remote from the external perimeter. Often, it is desirable in 
existing buildings to locate the ICR so that it will be able to cover, for example, the monitoring of plant controls, or to utilise the 
existing public address (PA) system. 

 
Incident Control Room - Protection 
 

• Ideally the ICR should not contain windows or internal glazed screens and the access door should be minimum two inch hardwood 
for example oak with solid panels. The door should be outward opening thus offering greater resistance to external pressures. 

 
Incident Control Room - Communications 
 

• Each Incident Control room should be provided with at least one telephone line, ideally independent from any local exchange in the 
building, to allow the FICO to communicate with persons outside the building. Where capacity permits, one line from a building’s 
exchange might be reserved for emergency outgoing calls. 

 

• Most buildings will use a small internal communication system and, depending upon the size and complexity of the building, it may 
be necessary to locate more than one extension in the control room to avoid any delays. 

 

• In addition to the emergency 999 instructions, the telephone numbers of outside persons who will need to be contacted in an 
emergency should be clearly displayed adjacent to the external telephone in the ICR. 

 

• It is vital that the FICO sets out clearly in the FICP how communications within the FIC team will work. Some offices without vocal 
communications systems may have to use internal telephones, walkie-talkie radios, or a system of human ‘runners’ so that certain 
officers are designated to inform groups of colleagues what is happening. It is important that, whatever the system decided on, the 
communications channels are clear and well rehearsed. 

 

• Areas such as courtrooms may pose a particular problem in deciding the appropriate method of communication. 
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Incident Control Room - Vocal Communication Systems 
 

• In buildings with a voice alarm system (a limited number of pre-recorded messages) or a public address system (PA), the control 
should operate from the ICR. 

 

• It will be helpful to the FICO to write down model messages to broadcast over a PA, so that during any incident, instructions are 
clear. In buildings with a voice alarm system, the FICO should make sure that the recorded messages conform to the options that 
may be needed, so that, for example, the messages cover all alternative assembly points. 

 
Building Plans 
 

• In order that the FICP operates effectively, it should have attached up-to-date of plans of the building, setting out the various safe 
areas, evacuation routes and search areas, safe areas and first aid rooms. The FICO and all those involved in carrying out the 
FICP-deputies, wardens, marshals, and first-aiders, should be familiar with the plans. 

 
Maintaining and testing Fire and Incident Control Plans 
 

• The FICP needs to be tested on a regular basis, ensuring that all staff are aware of the relevant responses to an incident; the 
testing should be for both Fire incidents and Security incidents. The testing of the FICP can take various forms and can be 
progressive: 

 

• Practice of command and control only.  

• Practice as above but with the bomb or fire  warning being sounded and search procedure by room occupants and search 
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teams (with or without a dummy bomb) put into effect.  

• Practice as above but with a section of staff being moved into corridors or other safe areas.  

• Practice as above but with a complete evacuation of the building to an assembly area.  

• Only the last option above need cause any substantial disruption of work, but even here loss can be minimised by setting a time 
limit in advance. 

 

• Whichever method is used, the plan should be practised at least twice per year. 
 
Updating Fire and Incident Control Plans 
 

• Once FICPs have been developed, they must be reviewed for updating (and as a result of practice drills) at regular 
intervals. Names, telephone numbers and locations of staff involved with Incident Control for example search teams and marshals 
must be kept up to date and any amendments circulated immediately they become known. 

 
Fire and Incident Control Plans in shared buildings 
 

• Where accommodation is in a shared building, contingency plans should be compatible with those of the other occupiers. They 
should be practised together. There should be only one Incident Control Officer for the whole building. The other building occupiers 
should be informed about the court’s/office’s contingency plans.  

 

Comments •  

Legislation and 
Government 
Standards 

• Fire (Scotland) Act 2005 

• The Regulatory Reform (Fire Safety) Order 2005 

• The Fire and Rescue Services (Northern Ireland) Order 2006 

• Security Policy Framework – Mandatory Requirement 1 – Roles, accountability and responsibilities 

• Security Policy Framework – Mandatory Requirement 2 – Security Risk Management 

• Security Policy Framework – Mandatory Requirement 3 – Culture, Education and Awareness 
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• Security Policy Framework – Mandatory Requirement 4 – Managing and Recovering from Incidents 

• Security Policy Framework – Mandatory Requirement 5 – Assurance and Reporting 

• Security Policy Framework – Mandatory Requirement 16 – Security Risk Assessment 

• Security Policy Framework – Mandatory Requirement 17 – Internal Controls 

• Security Policy Framework – Mandatory Requirement 18 – Building and Perimeter Security 

• Security Policy Framework – Mandatory Requirement 19 – Preparing for Critical Incidents 

• Security Policy Framework – Mandatory Requirement 20 – Responding to Critical Incidents 
 

HMCTS Security 
and Safety 
Operating 
Procedures 

• HMCTS Security and Safety Operating Procedure 2 – Counter Terrorist Contingency Plans 

• HMCTS Security and Safety Operating Procedure 4 – Court Security Officers – All sections 

• HMCTS Security and Safety Operating Procedure 5 – Dealing with Confrontational Situations – HMCTS Staff 

• HMCTS Security and Safety Operating Procedure 6 – Dealing with Confrontational Situations – Judicial Office Holders 

• HMCTS Security and Safety Operating  Procedure 7 – Deployment of Armed Police in HMCTS 

• HMCTS Security and Safety Operating Procedure 12 – Fire and Incident Control – All Sections 

• HMCTS Security and Safety Operating Procedure 13 – First Aid – All Sections 

• HMCTS Security and Safety Operating Procedure 15 – Incident Reporting – All sections 

• HMCTS Security and Safety Operating Procedure 24a – Total Facilities Management – Overview of HMCTS Facilities 
Management 

• HMCTS Security and Safety Operating Procedure 27a – Working in HMCTS – Workplace Requirements 

• HMCTS Security and Safety Operating Procedure 27b – Working in HMCTS – Inspections of the Workplace 
 

HMCTS Security 
and Safety 
General Risk 
Assessments 

• HMCTS Security and Safety General Risk Assessment 01 First Aid Risk Assessment 

• HMCTS Security and Safety General Risk Assessment 02- Dealing with Emergencies – First Aid Personnel 

• HMCTS Security and Safety General Risk Assessment 05 – Dealing with the Disposal of Clinical Waste 

• HMCTS Security and Safety General Risk Assessment 06 – Dealing with Hazardous Substances 

• HMCTS Security and Safety General Risk Assessment 07 – Dealing with Emergency Situations and Events - attached 
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• HMCTS Security and Safety General Risk Assessment 11-02 Lone Working Within HMCTS Premises 
 

HMCTS Forms • Information and actions for FICO plan 

• Fire and Incident Control Plan – Checklist 
 

Third Party 
Information 

• TFM/ PFI Assignment Instructions and Operating/ Service Manuals 
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Information and actions for FICO plan 
 

 
Information / question 

 
Action 

Roles & Responsibilities of staff? 

 

 

List the names and roles of your key staff and 
contact numbers? i.e. 
FICO? 
Deputy? 
Assembly officer? (Where appropriate) 
Fire warden/s? 

What duties does each role undertake? Brief description of each individual’s duties in 
an emergency? 

What type of fire warning system is fitted? Brief description of your fire alarm & detection 
system? 
I.e. Manual only system with bells/sirens or 
with some detection only and bells/ sounders? 
Manual and full coverage with 
detection/bells/sirens? 
Voice fire warning/PA system? 

Staff Action on discovering a fire or suspect 
package 

List all the actions step by step, that staff are 
required to take on discovering a fire?  

How do people evacuate the premises? Identification of escape routes and exits 

Where do people assemble when they leave 
the premises? 

Identify the assembly points? 

Who carries out a floor search and how? Identified in fire warden’s role? 

How do you tackle a small fire and with what 
type extinguisher? 

Describe the action to take when trying to 
tackle a small fire and identify the fire 
extinguishers available and how to use them? 

Any special arrangements for evacuating any 
vulnerable persons from the premises? 

Describe any specific duties for those staff 
required to assist i.e. EVAC chairs, 
evacuation/fire-fighting lifts? 

A contingency plan for when any life safety 
system (i.e. fire alarm, evacuation lift, is out of 
order)?  

Describe all of the actions on being alerted, 
that require to be taken, by your key staff? 

Arrangements for lone workers/Judicial Office 
Holders. (e.g. Cleaning Custody Area)? 

Describe any special arrangements that may 
be required to ensure their safe evacuation? 

Arrangements for calling the Fire & Rescue 
Service and any liaison during fire, with them? 

Explain; who does what, when and how? 

 

Procedure for meeting the Fire & Rescue 
Service on their arrival and notifying them of 
any special risks or people unaccounted for? 

Brief description of individual actions? 
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What fire awareness training is carried out? By who, when and how? 

Information on general fire awareness & 
housekeeping for staff 

List of fire safety do’s and don’ts? 
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FIRE AND NCIDENT CONTROL OFFICERS CHECKLIST 
 

Organisation 

➢ Have you appointed Floor or Area Officers?  
➢ Are they aware of their duties especially for conducting searches and during the evacuation of the 

building?  
➢ Has provision been made to cover temporary absence on duty or on leave?  
➢ Is there a hand-over system to ensure continuity in event of transfer or retirement?  
➢ Do you periodically vet your local instructions to see that they are in all respects up to date?  
➢ Have you advised the Regional and Area Director’s Offices of any changes (especially of telephone 

numbers) affecting the Incident Control Officer and Deputies?  
➢ Do your detailed arrangements cater for your Floor or Area Officers to be informed once you have been 

advised of an alert?  
➢ Where are the water, gas and electricity points located?  

Searching 

➢ Have search parties been organised under the control of Floor Officers?  
➢ Do Floor Officers have a definite search plan prepared?  
➢ Do they need torches for searching badly lit areas?  
➢ Information to Staff  
➢ Do they know what method will be used to warn them to evacuate the building?  
➢ In order to open or shut windows/doors will they know the type of threat, i.e. bomb, fire or other hazard?  
➢ Is there a card "Action in the Event of a Bomb Threat" displayed in each room listing the name(s) and 

room number(s) of Incident Control Officer, Deputies and Floor or Area Officers?  
➢ Are all staff aware of your appointment and responsibilities?  
➢ Do they know the lifts will not be operating in the event of an alert [or of the existence and usage of ‘fire-

lifts’ if any]?  
➢ Have they been informed of the procedures for document security during alerts?  
➢ Have kitchen-staff, been instructed as to the action they should take?  

Communications 

➢ Is the means of communication and speed of reaction satisfactory?  
➢ Has provision been made for alternative systems of communication should the telephone systems fail, 

e.g. loud hailers and runners?  
➢ Do the door-keepers in your building know precisely what to do if (a) they are advised of a bomb 

threat (b) evacuation is ordered?  
➢ If there is a voice alarm system in the building, are there written messages available, designed to cope 

with a variety of situations?  

 Evacuation 

➢ In the event of a car bomb alert the evacuation order will almost certainly come from police advice.  In 
other circumstances Floor or Area Officers are responsible, acting in conjunction with the Incident 
Control Officer.   

➢ Are ICOs and evacuation teams all fully trained and briefed?  
➢ Are all fire exits, goods and transit etc entrances clearly marked, have the locks and doors been tested 

and oiled for freedom of movement, do they open outwards and can bolts be withdrawn with crowd 
pressure behind?  If there are locked gates behind the door is there a key available for these gates?  

➢ Have staff been detailed specifically to open all exits immediately the evacuation is ordered, and to 
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secure doors after evacuation to prevent occupants returning and unauthorised entry?  
➢ Do your arrangements cater for partial evacuation?  Are the Floor or Area Officers and staff aware of 

the difference between total and partial evacuation procedures?  
➢ Have assembly points been designated?  

Casualties 

➢ Are first aid kits available?  Are these sufficient?  
➢ Have sufficient first-aiders been appointed?  Have their duties been included in your instructions?  

Shared Buildings 

➢ In multiple user buildings has there been liaison with other occupiers to ensure compatibility of 
instructions and procedures?  
 

Responsibilities of Senior Persons on Sites and Heads of Sections 

➢ Are all managers and senior staff aware of their responsibilities?  
 

Reporting Procedures 

➢ Are next-of-kin records up to date and easily available?  Have arrangements been made for a member 
of staff to take these to the Assembly Point on evacuation of a building?  

➢ Regional and Area Director’s Offices to be notified of casualties, bomb threats to the building and 
evacuation.  

➢ HMCS Safety and Security Unit and Press Office to be notified as soon as practicable.  
 

Trade Union Side 

➢ Have you kept local Trade Union Side representatives informed of arrangements you have made in the 
interests of staff? 

 



 

 

HMCTS General risk assessment – SSRA 07 

 

Essential information  
Details 

Subject for assessment  Dealing with emergency situations and events 

Location for assessment   

Detailed location within above   

Date and time of assessment   

Name and job title of risk assessor  

Union rep/Employee/Other persons present   

 

Significant hazards Persons 
at risk 

Risk Risk control measures Residual risk 

H L RR H L RR 

1. A serious incident 
occurring requiring the 
full or partial 
evacuation of the 
premises on 
permanent or 
temporary basis. The 
nature of the incident 
causing potentially 
serious injuries at the 
outset, or during the 
evacuation phase. 

HMCTS 
Staff 

 
Other 
Court 
Users 

 
 

5 3 15 • Specific control measures are in place to minimise the possibility of 
Fire Incidents (such as system for controlling contractors carrying out 
hot works) and Security Incidents (such as Security personnel 
employed to carry out entrance searches). Refer to HMCTS Security 
Safe & Secure Policy and Fire Safety Policy for further information. 

 

• Each premise should have an emergency plan and Business 
Continuity Plan to deal with incidents, such as a Fire, Bomb Alert, 
Flooding, etc 

 

• Should an incident occur, the Appointed Fire Incident Control Officer 
(FICO)/Incident Control Officer (ICO) will take control of the premises, 
regardless of seniority, grade or position. 

 

5 2 10* 

2. Moving through areas 
where vehicular traffic 
is present, in an 
emergency situation, 
possibility of being 
struck by vehicles 

 

HMCTS 
Staff 

 
Other 
Court 
Users 

5 3 15 • FICO/ICO to ensure that emergency evacuation plan ensures that 
evacuation routes do not put individuals at risk of harm from moving 
vehicles by routing evacuees away from vehicle routes. 

 

• FICO/ICO to ensure that emergency evacuation plan ensures that 
evacuation routes do not put individuals at risk of harm from moving 
vehicles by using traffic marshals to control vehicle routes in the event 

5 2 10* 
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Significant hazards Persons 
at risk 

Risk Risk control measures Residual risk 

H L RR H L RR 

of an evacuation. 

3. Becoming a casualty 
by failing to take heed 
of the circumstances 
involved in the incident 
e.g. spillage of 
chemicals, exposure to 
articles or substances 
which might be 
hazardous to health, or 
entering an oxygen-
deficient atmosphere. 
Possibility of serious 
effect on the person’s 
health. 

HMCTS 
Staff 

 
Other 
Court 
Users 

 
 
 
 

5 3 10 • Senior Person on Site and FICO/ICO to ensure that sufficient 
fire/evacuation marshals are appointed to manage the evacuation in 
such an emergency. 

 

• That an emergency evacuation is carried out at least twice year to test 
whether the emergency evacuation plan is adequate and the 
evacuation is monitored, assessed and reviewed to consider if there 
are any weaknesses with the emergency evacuation plan. 

 
 

5 2 10* 

 

Risk rating 

Category Definition Rating 

Hazard (H) Very Low    Minor injuries – first aid treatment only 1 

(Potential severity) Low               Moderate injuries / illness – medical outpatients / or brief absence 2 

 Medium            RIDDOR reportable Injuries 3 

 High               Serious or severe injury   illness – Reportable major injury and / or long term absence 4 

 Very High    Fatal injuries – single or multiple 5 

Likelihood (L) Very Low    Minimal opportunity to occur – unlikely to occur 1 

(Potential exposure) Low               May occur in time – low expectation of occurrence 2 

 Medium    Likely to occur in time – occasional occurrence 3 

 High               Likely to occur imminently – possible regular occurrence 4 

 Very High    Very likely to occur – will occur on a regular basis 5 

Calculation Highest residual risk rating = H x L 10* 



 

Version 1.0 7-18 

Ratings 
1, 2, 3, 4 = Low;      5, 6, 8, 9, 10 = Medium;     12, 15 = High;     16, 20, 25 = Very High Medium 

 

Signature of risk assessor 

Name Signature Date 

   

 

Action points / notes / progress / review 

Details of action Initials Date 

   

   

   

   

   

   

   

   

 

Signature of line manager and other assessors 

Name Signature Date 

   

   

   

   

 

 


