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[bookmark: _3of9ejdldsj8][bookmark: _56kxac515ty5]Part A - Order Form 
	Digital Marketplace service ID number:
	944039267106965

	Call-Off Contract reference:
	ICT2017/046

	Call-Off Contract title:
	G-Cloud Lot 1 – Cloud Hosting

	Call-Off Contract description:
	Stone Cloud Managed Networking

	Start date: 
	10/07/17

	Expiry date:
	09/07/19

	Call-Off Contract value:
	500,000 GBP

	Charging method:
	BACS

	Purchase order number:
	TBC



This Order Form is issued under the G-Cloud 9 Framework Agreement (RM1557ix). 
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	Peter Dolman
07384 211076
Buyer’s address:
Department for Education
Piccadilly Gate, 
Store Street
Manchester
M1 2WD


	To: the Supplier



	Stone Computers Limited 
08448 22 11 22 
Supplier’s main address:
Granite One Hundred 
Acton Gate
Stafford
Staffordshire
ST18 9AA

Company number: 
02658501 


	Together: the ‘Parties’ 



Principle contact details 
	For the Buyer:


	Title: Contract Manager
Name: Peter Dolman
Email: pete.dolman@education.gov.uk
Phone: 07384 211076

	For the Supplier:
	Title: Corporate Account Manager
Name: Jake Smith
Email: Jake.smith@stonegroup.co.uk
Phone: DDI: 01785 786859 M: 07969 214716 T: 08448 22 11 22

Title: Contract Manager
Name: Paul Flack
Email: paul.flack@stonegroup.co.uk
Phone: DDI: 07920 655342



Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 10/07/17 and is valid for 24 months. 

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least 90 Working Days from the date of written notice for disputed sums or at least 30 days from the date of written notice for Ending without cause. 

	[bookmark: _1fob9te]Extension period:
	N/A



Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud lot:
	This Call-Off Contract is for the provision of Services under: 
Lot 1 - Cloud hosting  
 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below:
Lot 1 – Cloud Hosting
· Cloud Managed Wireless
· Cloud Managed Switching
· Cloud Managed Security

	Coventry
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Coventry Building, Comprising:
	 £         51,516.00 
	 £         51,516.00 
	 £         103,032.00 

	81 x MR42 Cloud Access Points
	
	
	

	5 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	10 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £         21,184.00 
	 
	 £           21,184.00 

	Install of 81 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £         124,216.00 

	
	
	
	

	
	
	
	

	Gateshead
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Gateshead Building, Comprising:
	 £         15,060.00 
	 £         15,060.00 
	 £           30,120.00 

	14 x MR42 Cloud Access Points
	
	
	

	1 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	2 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £            4,576.00 
	 
	 £              4,576.00 

	Install of 14 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           34,696.00 

	
	
	
	

	
	
	
	

	Leeds
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Leeds Building, Comprising:
	 £         11,796.00 
	 £         11,796.00 
	 £           23,592.00 

	6 x MR42 Cloud Access Points
	
	
	

	1 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	2 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £            2,200.00 
	 
	 £              2,200.00 

	Install of 6 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           25,792.00 

	
	
	
	

	
	
	
	

	Nottingham
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Nottingham Building, Comprising:
	 £         15,060.00 
	 £         15,060.00 
	 £           30,120.00 

	14 x MR42 Cloud Access Points
	
	
	

	1 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	2 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £         2,976.00 
	 
	 £              2,976.00 

	Install of 14 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           33,096.00 



	Watford
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Watford Building, Comprising:
	 £2,784.00 

	 £2,784.00 

	 £5,568.00 


	3 x MR42 Cloud Access Points
	
	
	

	1 x  MS220 -  8 Port Switch and Licence
	
	
	

	1 x MX64 Security Appliance
	
	
	

	
	
	
	

	Stone Professional Services, comprising;
	 £950.00 
	
	 £950.00 

	Install of 3 x MR42’s, MS220 Switch and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           6,518.00 




	Euston
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Euston Building, Comprising:
	 £3,192.00 

	 £3,192.00 

	 £6,384.00 


	4 x MR42 Cloud Access Points
	
	
	

	1 x  MS220 -  8 Port Switch and Licence
	
	
	

	1 x MX64 Security Appliance
	
	
	

	
	
	
	

	Stone Professional Services, comprising;
	 £950.00 
	
	 £950.00 

	Install of 4 x MR42’s, MS220 Switch and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           7,334.00 



[bookmark: _2et92p0]

	Additional services:
	Installation of Cloud managed services listed above


	Location:
	The Services will be delivered to:
Nottingham – The Agora Building, Cumberland Place, Nottingham, NG1 6HJ
Coventry - Cheylesmore House,Quinton Road,Coventry, CV1 2WT
Watford 34 Clarendon Road, Watford, WD17 1LR
Leeds –The Cube, 123 Albion Street, Leeds, LS2 8LY
Gateshead - St Georges House, Kingsway, Team Valley, Gateshead,NE11 0NA
Euston - 23rd Floor, Euston Tower, 286 Euston Road, London, NW1 3DP


	Quality standards:
	The Supplier will carry out the services with reasonable care and skill.  All services supplied shall exceed, or be fit for the particular purpose, for which they are supplied with reference to the Customer’s requirements - in line with quality standards detailed in the Supplier’s offering on G-Cloud 9 and the Supplier’s response to the Customer’s clarification questions.
Responsibilities shall include:
· The supplier will work in a responsible manor
· The supplier will work within the terms set out in the Risk Assessment and Method Statement .
· At the end of each shift the supplier will leave all work areas clean and clear of all tools and equipment.
· The supplier will demonstrate a guest login and access to the internet via the WAN link provided. 
· If requested, and on completion of the installation, the supplier will support the testing of network working with the DfE staff. (This is a chargeable activity, charged at £750 / day requested by the technical team)

	Technical standards: 
	The Supplier will carry out the services with reasonable care and skill.  All services supplied shall exceed, or be fit for the particular purpose, for which they are supplied with reference to the Customer’s requirements - in line with technical standards detailed in the Supplier’s offering on G-Cloud 9 and the Supplier’s response to the Customer’s clarification questions.




This design document defines the technical design and solution for the deployment of the defined infrastructure and aims to:
· Clearly articulate responsibility for each of the described components which contribute to the solution
· Provide detailed information enabling a smooth and effective deployment of the described infrastructure components
· Provide an effective record of design choices so it may be used as a point of reference for any further development phases



	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are as per the attached document





	Onboarding: 
	The onboarding plan for this Call-Off Contract will be defined using a project plan to be agreed with the DfE. The programme will be designed for each site required.


	Offboarding: 
	The offboarding plan for this Call-Off Contract is to be agreed with the DfE.


	Collaboration agreement:
	N/A

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed £1,000,000.   

The annual total liability for Buyer Data defaults will not exceed 50% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability for all other defaults will not exceed the greater of 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).


	Insurance:
	The insurance(s) required will be: 
· a minimum insurance period of six [6] years following the expiration or Ending of this Call-Off Contract
· Professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)]
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law]


	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 5 consecutive days.

	Audit:
	Twelve (12) Months after the expiry of the Call-Off Agreement Period or following termination of this Call-Off Agreement.


	Buyer’s responsibilities:
	The Buyer is responsible for tasks outlined in DfE detailed design document. Tasks include access to buildings, site storage and contacts for each site.


	[bookmark: _1t3h5sf]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract includes a suitable WAN appropriate to the size of the users on the network.




Supplier’s information
	Subcontractors or partners:
	The following is a list of the Supplier’s Subcontractors or Partners:
· Formula Networks
· Primary Technology



Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS

Charges will be payable following the successful sign off of the agreed user acceptance testing by the DfE. 
Charges payable by the Customer (including any applicable discount but excluding VAT), payment profile 
Installation Charges (payable following the successful sign off of the agreed user acceptance testing)
Coventry - £21,184 
Gateshead – £4,576 
Leeds – £2,200 
Nottingham – £2,976 
Watford - £950 
Euston – £950 
Monthly Costs (payable monthly in arrears following the successful sign off of the agreed user acceptance testing), 24 equal payments of;
Coventry - £4,293
Gateshead – £1,255
Leeds – £983
Nottingham – £1,255 
Watford - £232
Euston – £266
Off-Boarding and exit costs (including any decommissioning and removal of the installed infrastructure) 
£0.00 (Zero) 
Payment Method – BACS 

	Payment profile:
	The payment profile for this Call-Off Contract is monthly in arrears.

	Invoice details:
	The Supplier will issue electronic invoices monthly in arrears. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice, submitted in accordance with the preferred payment method, payment profile and the provisions of this Call-Off Agreement.

Invoices will be submitted in arrears and in accordance with the provisions of this Call-Off Agreement.  

	Who and where to send invoices to:
	Invoices will be sent to SSL.POINVOICEPAYMENTS@DWP.GSI.GOV.UK
and copied to the nominated DfE contracts manager

	Invoice information required – for example purchase order, project reference:
	All invoices must include:
•	be dated and have a unique invoice number;
•	quote a valid purchase order number;
•	include correct Supplier details;
•	specify the services supplied;
•	be for the correct sum – in accordance to costs agreed with the Customer;
•	be submitted to the payment profile set  out in paragraph 6.1; and provide contact details for queries.

	Invoice frequency:
	Invoice will be sent to the Buyer monthly

	Call-Off Contract value:
	The total value of this Call-Off Contract is up to the value of  £500,000 (this is a consumption services and over the duration of the Call-Off Contract the contract value may increase, for example, to cover any Machinery of Government Changes and site relocations)

	Call-Off Contract charges:
	The breakdown of the Charges is;

	Coventry
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Coventry Building, Comprising:
	 £         51,516.00 
	 £         51,516.00 
	 £         103,032.00 

	81 x MR42 Cloud Access Points
	
	
	

	5 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	10 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £         21,184.00 
	 
	 £           21,184.00 

	Install of 81 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £         124,216.00 

	
	
	
	

	
	
	
	

	Gateshead
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Gateshead Building, Comprising:
	 £         15,060.00 
	 £         15,060.00 
	 £           30,120.00 

	14 x MR42 Cloud Access Points
	
	
	

	1 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	2 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £            4,576.00 
	 
	 £              4,576.00 

	Install of 14 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           34,696.00 

	
	
	
	

	
	
	
	

	Leeds
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Leeds Building, Comprising:
	 £         11,796.00 
	 £         11,796.00 
	 £           23,592.00 

	6 x MR42 Cloud Access Points
	
	
	

	1 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	2 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £            2,200.00 
	 
	 £              2,200.00 

	Install of 6 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           25,792.00 

	
	
	
	

	
	
	
	

	Nottingham
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Nottingham Building, Comprising:
	 £         15,060.00 
	 £         15,060.00 
	 £           30,120.00 

	14 x MR42 Cloud Access Points
	
	
	

	1 x  MS225 - 24Port Switch and Licence
	
	
	

	1 x MX100 Security Appliance
	
	
	

	2 x Meraki 10G Base SR Multi-Mode (MA-SFP-10GB-SR)
	
	
	

	Stone Professional Services, comprising;
	 £            2,976.00 
	 
	 £              2,976.00 

	Install of 14 x MR42’s, MS225 Switches and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           33,096.00 



	Watford
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Watford Building, Comprising:
	 £2,784.00 

	 £2,784.00 

	 £5,568.00 


	3 x MR42 Cloud Access Points
	
	
	

	1 x  MS220 -  8 Port Switch and Licence
	
	
	

	1 x MX64 Security Appliance
	
	
	

	
	
	
	

	Stone Professional Services, comprising;
	 £950.00 
	
	 £950.00 

	Install of 3 x MR42’s, MS220 Switch and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           6,518.00 




	Euston
	Year 1
	Year 2
	Total

	Stone Infrastructure-as-a-Service for Euston Building, Comprising:
	 £3,192.00 

	 £3,192.00 

	 £6,384.00 


	4 x MR42 Cloud Access Points
	
	
	

	1 x  MS220 -  8 Port Switch and Licence
	
	
	

	1 x MX64 Security Appliance
	
	
	

	
	
	
	

	Stone Professional Services, comprising;
	 £950.00 
	
	 £950.00 

	Install of 4 x MR42’s, MS220 Switch and MX Security Appliance
Installation of new and modification of existing data outlets
Cabling, patch panels, access hire and out of hours labour
Patching and testing of outlets
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Total Project investment
	 £           7,334.00 





[bookmark: _5iohy2muxioh]
[bookmark: _c3yo7ilfh9o6]Additional buyer terms
	[bookmark: _17dp8vu]Performance of the service and deliverables: 
		[bookmark: _3rdcrjn][bookmark: _26in1rg]This Call-Off Contract will include the following implementation plan;


	Task Name
	Duration
	Start
	Finish

	DFE Multisite Installation Program
	16 days
	Mon 10/07/17
	Tue 01/08/17

	   Nottingham
	15 days
	Mon 10/07/17
	Mon 31/07/17

	      Equipment ordered
	1 day
	Mon 10/07/17
	Tue 11/07/17

	      Equipment delivery to Stone
	5 days
	Tue 11/07/17
	Tue 18/07/17

	      Installation
	2 days
	Fri 21/07/17
	Tue 25/07/17

	      DfE testing of the WiFi network
	1 day
	Fri 28/07/17
	Mon 31/07/17

	      Sign off
	0 days
	Mon 31/07/17
	Mon 31/07/17

	
	
	
	

	   Leeds
	12 days
	Mon 10/07/17
	Wed 26/07/17

	      Equipment ordered
	1 day
	Mon 10/07/17
	Tue 11/07/17

	      Equipment delivery to Stone
	5 days
	Tue 11/07/17
	Tue 18/07/17

	      Installation
	1 day
	Fri 21/07/17
	Mon 24/07/17

	      DfE testing of the WiFi network
	1 day
	Mon 24/07/17
	Tue 25/07/17

	      Sign off
	1 day
	Wed 26/07/17
	Thu 27/07/17

	
	
	
	

	   Gateshead
	12 days
	Mon 10/07/17
	Wed 26/07/17

	      Equipment ordered
	1 day
	Mon 10/07/17
	Tue 11/07/17

	      Equipment delivery to Stone
	5 days
	Tue 11/07/17
	Tue 18/07/17

	      Installation
	1 day
	Fri 21/07/17
	Mon 24/07/17

	      DfE testing of the WiFi network
	1 day
	Mon 24/07/17
	Tue 25/07/17

	      Sign off
	1 day
	Wed 26/07/17
	Wed 26/07/17

	
	
	
	

	   CH Coventry
	12 days
	Mon 10/07/17
	Wed 26/07/17

	      Equipment ordered
	1 day
	Mon 10/07/17
	Tue 11/07/17

	      Equipment delivery to Stone
	5 days
	Tue 11/07/17
	Tue 18/07/17

	      Install start date
	4 days
	Fri 21/07/17
	Thu 27/07/17

	      DfE testing of the WiFi network
	1 day
	Thu 27/07/17
	Fri 28/07/17

	      Sign off
	1 day
	Fri 28/07/17
	Mon 31/07/17

	
	
	
	

	   Euston
	14 days
	Mon 10/07/17
	Fri 28/07/17

	      Equipment ordered
	1 day
	Mon 10/07/17
	Tue 11/07/17

	      Equipment delivery to Stone
	5 days
	Tue 11/07/17
	Tue 18/07/17

	      Install start date
	1 day
	Mon 24/07/17
	Mon 24/07/17

	      DfE testing of the WiFi network
	1 day
	Mon 24/07/17
	Tue 25/07/17

	      Sign off
	1 day
	Wed 26/07/17
	Wed 26/07/17

	
	
	
	

	      Watford
	11 days
	Mon 10/07/17
	Tue 25/07/17

	         Equipment ordered
	1 day
	Fri 07/07/17
	Mon 10/07/17

	         Equipment delivery to Stone
	5 days
	Mon 10/07/17
	Mon 17/07/17

	         Install start date
	1 day
	Mon 24/07/17
	Mon 24/07/17

	         DfE testing of the WiFi network
	1 day
	Mon 24/07/17
	Tue 25/07/17

	         Sign off
	1 day
	Tue 25/07/17
	Tue 25/07/17








	Guarantee:
	N/A

	[bookmark: _1ksv4uv]Warranties, representations: 
	N/A

	Supplemental requirements in addition to the Call-Off terms:
	N/A

	Alternative clauses:
	These Alternative Clauses, which have been selected from Schedule 4, will apply:









	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	N/A – terms as per the G-Cloud 9 Agreement

	Public Services Network (PSN):
	N/A



1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557ix.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	Simon Pettit
	Simon Blamire

	Title:
	Commercial Director
	Head of IT Operations

	Signature:
	[image: cid:image001.jpg@01C94B06.67D02130][image: ]
	
[bookmark: _GoBack]

	Date:
	26/7/2017
	28/07/17



[bookmark: _cv1yk8c1mek8]Schedule 1 - Services

Lot 1 – Cloud Hosting
· Cloud Managed Wireless
· Cloud Managed Switching
· Cloud Managed Security


[bookmark: _mi4cqc22ysv]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:




[bookmark: _on10w3898fso]
Part B - Terms and conditions

1. Call-Off Contract start date and length
1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms
2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:
· [bookmark: _7ufvlylc57w][bookmark: _4qgmyaobct7l]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _zggo63kp7s7a]4.11 to 4.12 (IR35)
· [bookmark: _l0wad9mkk14m]5.4 to 5.5 (Force majeure)
· [bookmark: _t2msquoose3b][bookmark: _z5chnjhzaet0]5.8 (Continuing rights) 
· 5.9 to 5.11 (Change of control) 
· [bookmark: _xi3yu141afy3]5.12 (Fraud)
· [bookmark: _ata7ymz16ovs]5.13 (Notice of fraud)
· [bookmark: _fkyoint63nz9]7.1 to 7.2 (Transparency)
· [bookmark: _9iemmotrtveu]8.3 (Order of precedence)
· [bookmark: _tf0ykdt5ev]8.4 (Relationship)
· [bookmark: _naatyuhqkhsy]8.7 to 8.9 (Entire agreement)
· [bookmark: _xnkwn0kmcpb3]8.10 (Law and jurisdiction)
· [bookmark: _cpz8pmimqxjf]8.11 to 8.12 (Legislative change)
· [bookmark: _vxjr3igvbeu1]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _kszap48p7wt0]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _m9g4hob710e0]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _nep14ssihkdx]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _pfv9e4x6613e]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _6sdo70ih1iyh]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _y7s12y9u6ri2]8.49 to 8.51 (Publicity and branding)
· [bookmark: _jcyecnr8hxv0]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _7xyhk85tkatg]8.52 to 8.54 (Equality and diversity)
· [bookmark: _ssevvrz51zz4][bookmark: _339cc6spjks0]8.57 to 8.62 (Data protection and disclosure) 
· 8.66 to 8.67 (Severability)
· [bookmark: _wo0xnjlyfmiu]8.68 to 8.82 (Managing disputes) 
· [bookmark: _jl72q32rn20u][bookmark: _h1o9qz8mt2t2]8.83 to 8.91 (Confidentiality) 
· 8.92 to 8.93 (Waiver and cumulative remedies)
· [bookmark: _3aps8o6kcxyn][bookmark: _c6k4662biabv]paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form
2.2 [bookmark: _itt780udfb5v]The Framework Agreement provisions in clause 2.1 will be modified as follows:
· [bookmark: _kt588v8j7m1]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _qrz2iq8tz5in]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _70gqqitra65j]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _1p9gmbf49p16]The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.4 [bookmark: _r6hnjzux63jf]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.
3. Supply of services
3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
4. Supplier staff
4.1 The Supplier Staff must:
· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer
4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
5. Due diligence
5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _23ckvvd]6. Business continuity and disaster recovery
6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. Recovery of sums due and right of set-off
8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. Insurance
9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third­-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance
9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 
10. Confidentiality 
10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Act (DPA) or under incorporated Framework Agreement clauses 8.83 to 8.91. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
11. Intellectual Property Rights
11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
12. Protection of information
12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
13. Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.
13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
14. Standards and quality
14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.
15. Open source
15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.

16. Security
16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 
17. Guarantee
17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
18. Ending the Call-Off Contract
18.1 The Buyer can End this Call-Off Contract at any time by giving the notice to the Supplier specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
19. Consequences of suspension, ending and expiry
19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires
19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
20. Notices
20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by pdf to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
21. Exit plan
21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 
22. Handover to replacement supplier
22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure
23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more
than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.
24. Liability
24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form
25. Premises
25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
26. Equipment
26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999
27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. Environmental requirements
28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
29. The Employment Regulations (TUPE)
29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.

29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services
30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
31. Collaboration
31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date in the form set out in Schedule 3.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
32. Variation process
32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.

[bookmark: _sz1ppi95pvt0]Schedule 3 - Collaboration agreement
The Collaboration agreement is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _iz3oef672jgx]Schedule 4 - Alternative clauses
The Alternative clauses are available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _lkwoqmwlexpr]Schedule 5 - Guarantee
The Guarantee is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _3isya5h4h0ui]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Protection Legislation or DPA
	The Data Protection Act 1998, the EU Data Protection Directive 95/46/EC, the Regulation of Investigatory Powers Act 2000, the Telecommunications (Lawful Business Practice) (Interception of Communications) Regulations 2000 (SI 2000/2699), the Electronic Communications Data Protection Directive 2002/58/EC, the Privacy and Electronic Communications (EC Directive) Regulations 2003 and all applicable laws and regulations relating to processing of personal data and privacy, including if applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	Data Subject
	Will have the same meaning as set out in the Data Protection Act 1998.

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557ix together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government Guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance will take precedence.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	As described in the Data Protection Act 1998 (http://www.legislation.gov.uk/ukpga/1998/29/contents)

	Processing
	This has the meaning given to it under the Data Protection Act 1998 as amended but, for the purposes of this Call-Off Contract, it will include both manual and automatic processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services  provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.
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The Department for Education (DfE) is procuring a managed service from Stone to replace their legacy wireless infrastructure at sites located across England to support the rollout of new mobile devices as part of their business modernisation project, providing users with greater levels of flexible working. The proposed Stone Cloud Managed Wireless solution utilises the latest enterprise grade technology to deliver a robust and resilient user experience.



The new wireless infrastructure comprises wireless access points from Cisco Meraki utilising the current 802.11ac Wave 2 wireless standard and the Meraki Cloud Controller together with managed service provision from Stone. Deployments will be facilitated at each site utilising existing and new data cabling. Each site will be provided with coverage for DfE accommodation and sized appropriately to support the expected client density with additional capacity to provide resiliency. The new wireless infrastructure will support a broad range of devices and is backward compatible with legacy 802.11a,b,g and n devices.



Meraki products benefit from a unified cloud management platform delivering comprehensive configuration, management, monitoring and reporting tools to ensure the new infrastructure delivers optimal performance. Stone will perform the initial configuration and provide ongoing support for the solution for the duration of the contract.



The Stone Cloud Managed Wireless solution comprises the following components:

· Meraki Cloud Controller

· Meraki MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points

· Physical Deployment

· Managed Service – Helpdesk, Monitoring and Reporting



Optional Components

· Meraki MS225 8,24 & 48 port PoE+ Switches

· Meraki MS410 16 & 32 port PoE+ Switches

· Meraki MX Security Appliances




[bookmark: _Toc485725384]Intended Audience

This document is written for review by Stone and DfE appointed design authorities, their subcontractors and support providers. A reasonable understanding of the principal technologies enabling the solution is assumed.



Considering the scope of devices and services this infrastructure will support, this document is intended to provide detail expressly focussed upon the new components being delivered.
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· install
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Versions are maintained within SharePoint.



		Version

		Description

		Date



		0.0

		Internal Draft

		11/10/2016



		1.0

		First Issue

		12/10/2016



		1.1

		Updated Issue with new Hardware

		20/06/17
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Scope of Project



Stone will provide the Stone Cloud Managed Infrastructure solution to DfE sites at Coventry, Leeds, Gateshead, Nottingham, Watford and Euston subject to the procurement by DfE of the Installation and optional products/services as detailed in the site survey reports issued for each site.



Stone understands that the current wireless provision at each site is physically separated from DfE corporate networks with external connectivity provided by a dedicated WAN connection. As such, the replacement wireless solution will directly replace the existing equipment maintaining the current ‘air gapped’ topology. If the existing wireless equipment is found to share the same infrastructure as the corporate network at any site, Stone will seek clarification from DfE before commencing deployment.





The required equipment for each site is detailed below:



Coventry

81 x MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points distributed across the site to provide the required levels of coverage and density as identified by the wireless survey.

5 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MS410 16P PoE+ Switch

1 x Cisco Meraki MX100 Security Appliance

1 x Installation of hardware and data cabling to support the deployment of wireless as detailed in the site survey report.



Leeds

6 x MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points distributed across the site to provide the required levels of coverage and density as identified by the wireless survey.

1 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MX100 Security Appliance

1 x Installation of hardware and data cabling to support the deployment of wireless as detailed in the site survey report.



Nottingham

14 x MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points distributed across the site to provide the required levels of coverage and density as identified by the wireless survey.

1 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MX100 Security Appliance

2 x Cisco Meraki 10G Base SR Multi-Mode

1 x Installation of hardware and data cabling to support the deployment of wireless as detailed in the site survey report.



Gateshead

14 x MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points distributed across the site to provide the required levels of coverage and density as identified by the wireless survey.

1 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MX100 Security Appliance

2 x Cisco Meraki 10G Base SR Multi-Mode

1 x Installation of hardware and data cabling to support the deployment of wireless as detailed in the site survey report.



Watford

3 x MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points distributed across the site to provide the required levels of coverage and density as identified by the wireless survey.

1 x Cisco Meraki MS220 8P PoE+ Edge Switches

1 x Cisco Meraki MX64 Security Appliance

1 x Installation of hardware and data cabling to support the deployment of wireless as detailed in the site survey report.



Euston

4 x MR42 802.11ac Wave 2 3x3:3 MU-MIMO Indoor Wireless Access Points distributed across the site to provide the required levels of coverage and density as identified by the wireless survey.

1 x Cisco Meraki MS220 8P PoE+ Edge Switches

1 x Cisco Meraki MX64 Security Appliance

1 x Installation of hardware and data cabling to support the deployment of wireless as detailed in the site survey report.





Watford and Euston Sites are awaiting site survey and the document will be updated to reflect the requirements at each site



Please Note: This project requires significant change to the current wireless infrastructure and some service interruption is unavoidable to facilitate the deployment of the new hardware.


Configuration of the wireless for each site will provide the following user services:



Guest User Access – SSID ‘DfE_Guest’ enabled on all access points with Open Access secured by Captive Portal and token access managed by DfE Helpdesk through the Meraki controller Guest Administrator access level. Stone requires DfE to confirm/provide the SSID name required for this SSID. This SSID replaces the current guest wireless provision.



DfE User Access – SSID ‘DfE_User’ initially disabled on all access points with WPA2 authentication for VPN/Direct Access integration. DfE will be responsible for configuration of client devices to facilitate automatic authentication to the SSID provided. DfE to arrange wireless WAN connection upgrade for full rollout. Stone requires DfE to confirm/provide the SSID name and PSK required for this SSID.



Other Government User Access – SSID ‘user.wifi’ initially disabled on all access points with WPA2 authentication for VPN/Direct Access integration. DfE to arrange wireless WAN connection upgrade for full rollout.
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As a high level overview, this project comprises the following key objectives. This list provides the basis for project sign off. A list of all deliverables with measure of success can be found under the user acceptance testing section of this document.



Wireless Deployment

		Element

		Description



		W01

		Locate legacy WAP’s



		W02

		Identify new WAP positions



		W03

		Extend/Modify existing data points



		W04

		Install new data points



		W05

		Patch in WAP cabling at data cabinet



		W06

		Install Meraki WAP’s



		W07

		Record Meraki WAP details



		W08

		Remove legacy WAP’s and move to secure storage area



		W09

		Verify all Meraki AP’s are powered on



		W10

		Confirm configuration download from controller







Switching

		Element

		Description



		S01

		Un-patch legacy PoE switch



		S02

		Remove legacy PoE switch and move to secure storage area



		S03

		Install Meraki PoE switch



		S04

		Patch in WAP cabling to switch



		S05

		Power on switch



		S06

		Confirm configuration download from controller



		S07

		Verify switch function







Security Appliance

		Element

		Description



		A01

		Install Meraki Appliance



		A02

		Patch in Appliance to WAN & switch



		A03

		Power on Appliance



		A04

		Confirm configuration download from controller



		A05

		Verify Appliance function
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Stone will be responsible for the overall delivery of all items within the scope of works. To support these activities, the following items are requirements residing with DfE, iTgroup or PAMU.



Stone Responsibilities

		Element

		Description



		SR01

		The supplier will work in a responsible manner.



		SR02

		The supplier will work within the terms set out in the RAMS.



		SR03

		At the end of each shift the supplier will leave all work areas clean and clear of all tools and equipment.



		SR04

		The supplier will support the testing of DfE services over the wireless network with DfE staff if require - (This is a chargeable activity, charged at £750 / day)












DfE Responsibilities

		Element

		Description



		R01

		Provide Signed contract / Letter of intent.



		R02

		Provide the Stone project team with access to configuration and access information as required to complete the works. This will typically be Usernames and Passwords, IP address information and system documentation.



		R03

		Arrange for ISP to configure outbound firewall ports to allow correct operation of the Meraki Cloud Controller. IP and Port Details can be found at Appendix D.



		R04

		Complete site induction of site supervisors.



		R05

		Provide visibility of Asbestos register for install team at each site.



		R06

		Provide free and unhindered access each day from 18:30pm until 06:00am to all the site buildings, including but not limited to, comms rooms, comms risers, ceiling voids and offices where Wi-Fi is a requirement.



		R07

		Provide a representative from the iTgroup team on site at time of installation. This is likely to be required at the start and end of each working period.



		R08

		Provide installation engineers with access to drop off points (and parking where available on site) for the duration of the installation.



		R09

		Provide suitable, safe and secure on site storage area for installation equipment for the duration of the installation.



		R10

		Provide access to electrical supplies and lighting to assist in undertaking works for the duration of the installation.



		R11

		Provide an authorised iTgroup representative on site to work with the Stone project manager during user acceptance testing (UAT).



		R12

		Provide an authorised iTgroup representative on site to sign off each project subject to successful completion of UAT.



		R13

		Provide Stone personnel and subcontractors with access to welfare facilities for the duration of the installation.



		R14

		Provide approval for service interruptions in the areas notified at the start of each working period to facilitate installation works.



		R15

		To provide a suitable switching network to support the power requirements of the Access Points.



		R16

		Supply a suitable WAN that is capable of supporting the users on the network.
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Solution Compliance with Functional Requirements



FR01 Scope

Stone will deliver services at Coventry, Leeds, Gateshead, Nottingham, Watford and Euston DfE sites upon approval by DfE.





FR02 Security

Stone understands that the current wireless provision at each site is physically separated from DfE corporate networks with external connectivity provided by a dedicated WAN connection. The replacement wireless solution will directly replace the existing equipment maintaining the current ‘air gapped’ topology. If the existing wireless equipment is found to share the same infrastructure as the corporate network at any site, Stone will seek clarification from DfE before commencing deployment



FR03 Authentication (DfE)

Stone will provision the DfE_User SSID protected by WPA2 authentication to facilitate connection of DfE devices. DfE will be responsible for providing the device functionality to automate authentication to the Wi-Fi network at any DfE site without requiring any user intervention.



FR04 Authentication (non DfE)

Stone will provision the DfE_Guest SSID with open system authentication protected by a secure captive portal requiring token based authentication to gain access.



FR05 Administration

Stone will provide guest administrator access to the Meraki dashboard for the creation and management of network access tokens which can be distributed to authorised users. Tokens can be created to provide access by the hour, day, week or 30 day periods.



FR06 Administration

Guest administrator access is configured at the Meraki controller and is assigned to the DfE’s chosen authorised users. Each guest administrator account is tied to a user or group e-mail address. All data held within the Meraki dashboard is encrypted and all management traffic passed between on premise components and the Meraki dashboard is protected by AES 256-bit IPsec encryption. The Meraki dashboard provides the capability to manage access to the wireless by applying time based restrictions. Connected devices can be monitored in real time and network access can be revoked immediately if required.

The Meraki solution utilises a hosted cloud controller which provides full centralised administration and management for the Wi-Fi solution at all sites.



FR07

Security

Device concurrency is managed at SSID level. For networks with token based guest access this restriction is enforced as a mandatory requirement.



FR08

Technical Feature

The Meraki solution has the capability to advertise up to fifteen (15) separate SSIDs however it is good practice to limit SSID’s to three (3) per access point to enhance system performance. Each SSID can hold different attributes for availability and can be made available on all or only selected access points.



FR09

Security

The Meraki wireless solution includes basic Layer 3 and Layer 7 firewall features, separating the wireless solution form the internet. More advanced functionality is available through the addition of a Meraki MX security appliance if required.



FR10

Monitoring/Alerting

The Meraki solution provides real time system health monitoring and will be configured to provide e-mail alerts to network administrators in the event of an alert condition affecting the wireless service. This includes component failure, loss of external connectivity, IP conflicts, rogue detection etc.



FR11

Security

The Meraki wireless solution includes Layer 7 firewall features including stateful packet inspection and application bandwidth management.



FR12

Security

The Meraki wireless solution includes basic content inspection and filtering with the ability to block selected classes of content, HTTP hostnames, ports, remote IP ranges and ports. More advanced functionality is available through the addition of a Meraki MX security appliance if required.



FR13

Security

The Meraki wireless solution receives regular updates from Meraki which are automatically downloaded to the controller for administrators to schedule updates at a convenient time, minimising system disruption.



FR14

Reporting

The Meraki wireless solution provides detailed reporting for Traffic Analysis, network clients, system event logs, captive portal login attempts, dashboard login attempts, Network Access Control, security events, change logs and location analytics.



FR15

Security

The Meraki solution provides WIPS/WIDS through Air Marshall and provides rogue containment functionality.



FR16

Security

Meraki access points can be configured to provide secure access via username and password to local device configuration or the local device configuration page can be disabled. Any client device wired directly to the access point will have no access to the network.



FR17

Logging

The Meraki controller supports the configuration of a local or remote Syslog server and is configurable to capture logs from Air Marshall Events, Flows, URL’s, IDS Alerts, Wireless Event Log

Appliance Event log* and Switch Event Log*. Log data in transit is protected by AES 256-bit IPsec encryption and authenticate to the log repository through the Meraki controller.



FR18

Security (Encryption)

The Meraki solution provides WPA2 (minimum WPA2 AES) encryption based association for the DfE_User and user.wifi SSID’s detailed in the design. The token based access requested for the DfE_Guest SSID is not compatible with WPA2 association and instead uses Open association with a secure captive portal to prevent unauthorised access.





Solution Compliance with Non Functional Requirements



NFR01

Performance

User acceptance testing forms part of the deployment sign off process and includes agreed testing to demonstrate the performance of the wireless network from an end point at varying levels of device concurrency and network load.



NFR02

Capacity

The Meraki solution has been designed to support the number of users identified by DfE with additional capacity built in for resiliency. The Meraki solution is highly flexible and scalable and should future use change significantly at any of the DfE sites, additional access points can be added to support increased user density, subject to a validation survey.

Stone confirms that the solution design for each site has the capacity to support with the following number of users:

Leeds: 80 users

Gatehead: 100 users

Coventry: 1500 users

Nottingham: 250 users

Euston: 80 users

Watford: 80 users



NFR03

Quality

The managed service procured from Stone includes the supply and installation of all components required to deliver Wi-Fi access at each site including hosted controller, access points, physical installation, data cabling, configuration and remediation of any faults. Stone has provided a survey report for each site which details any additional equipment to be provided by DfE to facilitate deployment such as network PoE switches.



NFR04

Documentation

Stone will provide documentation to DfE detailing the steps required for local support to manage guest access. The wireless solution is provided as a managed service and therefore the responsibility for managing the wireless infrastructure lies with Stone. A handover of the guest management solution will be provided to the DfE support team.



NFR05

Scalability/Flexibility

The Meraki solution is highly flexible and scalable and should future use change significantly at any of the DfE sites, or additional sites need to be deployed, additional access points can be added. There is no limit to the number of access points supported by the Meraki solution. In order to activate new sites or increase user density at existing sites a new site survey will be required.



NFR06

Availability

Stone has designed the Meraki wireless solution to deliver a performant service throughout each building, including use within meeting rooms, breakout areas and canteens and has specified sufficient access points to achieve this.



NFR07

Security

Stone understands that the current wireless provision at each site is physically separated from DfE corporate networks with external connectivity provided by a dedicated WAN connection. The replacement wireless solution will directly replace the existing equipment maintaining the current ‘air gapped’ topology. If the existing wireless equipment is found to share the same infrastructure as the corporate network at any site, Stone will seek clarification from DfE before commencing deployment.



NFR08

Security

Meraki’s Cloud Controller runs out of three geographically distributed co-location facilities across the EU.  All customer configuration data and statistics are securely mirrored across three data centres for multi-layered redundancy. No DfE user data is transmitted to, or held by, the cloud controller.



NFR09

Performance

The Stone solution utilises the latest 802.11ac Wave 2 wireless access points operating on the 5Ghz UNII band. The solution is backward compatible with 802.11a,b,g & n devices on the 2.4GHz and 5GHz frequency ranges.

NFR10

Legal/Regulatory

The Meraki controller logs all administration access attempts for a period of twelve months and system configuration changes from creation of the dashboard organisation to present date.



NFR11

Performance/Stability

Meraki access points feature a separate radio dedicated to continuously and automatically monitoring surroundings to maximize Wi-Fi performance. By measuring channel utilization, signal strength, throughput, signals from non-Meraki APs, and non-Wi-Fi interference, Cisco Meraki APs automatically optimize Wi-Fi performance of individual APs. Real-time and historical metrics ensure maximum system-wide performance. Wireless channels, AP output power, and client connection settings are automatically adapted to changing performance and interference conditions. The Wi-Fi network at each site has the capability to adapt to interference to provide the best possible service to end users.



NFR12

Logging

Log data is stored by the Meraki cloud controller and log files will be sent to the configured Syslog server for all networks within the dashboard organisation.



NFR13

Performance

The Meraki solution provides the capability to apply bandwidth limits on a ‘per SSID’ and ‘per client’ basis. In addition, Layer 7 traffic shaping can be applied on a ‘per SSID’ basis limiting bandwidth for specific applications or prioritising QoS traffic such as VoIP.
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In each of the design detail sections the following information is provided:



· Stone Supplied Kit List

· Configuration Information

· Installation Information



Configuration information includes details for Hardware Name, Configuration to be applied, and Notes. 



Installers should populate the new edge switches in a logical order.



Installers should ensure each cable is correctly positioned in cable management where provided or tidied with cable ties as appropriate.



All hardware and patch cables should be identified and labelled as appropriate.








[bookmark: _Toc485725395]TBC [Site Name] Wireless



Stone Supplied Kit List

		Item No.

		Description

		Quantity



		01

		MR42-HW  802.11ac Wave 2 Indoor Wireless Access Point

		TBC



		02

		CAT5e/6 Data Point and Patch Cable*

		TBC







Configuration Information

		Item No.

		Hardware Name

		Configuration to be Applied

		Notes



		01

		XXX-AP-W000 to XXX-AP-W000

		AP-CFG-W001

		







Installation Information

		Item No.

		Hardware Name

		Accessories to be installed

		Cabinet Position

		Notes



		01

		XXX-AP-W000 to XXX-AP-W000

		Item 02:

CAT5e/6 Data Point and Patch Cable x 1

		N/A

		Record AP Serial Number, MAC Address and Exact Location







Patching Required

		Switch

		Ports





Patch to next free PoE switch port per location



*Item 02 is a new data point or modification to existing data point
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Organisation

		Organization settings

		

		



		Name

		DfE_Managed_Service

		



		Security

		Option

		Setting



		Password expiration

		Force users to change their password every 30 days

		Yes



		Used passwords

		Force users to choose passwords different from their past 12 passwords

		Yes



		Strong passwords

		Force users to choose strong passwords for their accounts

		Yes



		Account lockout

		Lock accounts after 3 consecutive failed login attempts

		Yes



		Idle timeout

		Logout users after 5 minutes of inactivity

		Yes



		Two-factor authentication

		Force users to set up and use two-factor authentication

		Yes (Requires SMS compatible telephone number)



		Login IP ranges

		Only allow access to Dashboard from IP addresses in the specified ranges

		Valid ranges

Stone Managed Service Helpdesk IP - 212.134.64.xx

DfE Helpdesk IP - [Range TBC by DfE iTgroup]



		DfE Guest Administrators

		Option

		Setting



		Name

		Email address

		Privilege



		TBC – DfE Helpdesk

		TBC

		Organisation – No Access

Network – Read Only



		TBC – DfE Guest Admin

		TBC

		Organisation – No Access

Network – Read Only



		Inventory

		

		



		Insert xls

		

		










Network-wide

		General

		Option

		Setting



		Network name

		Network name

		DBH, LSB, TBC



		Network Notes

		Network Notes

		



		Local time zone

		Local time zone

		Europe – London (UTC +1.0, DST)



		Traffic analysis

		Option

		Setting



		Traffic analysis

		Traffic analysis

		Detailed: Collect Destination Hostnames



		Custom pie chart

		Custom pie chart

		No slices specified



		CMX

		Option

		Setting



		Analytics

		Analytics

		Analytics Enabled



		CMX API

		CMX API

		CMX API Enabled



		Validator

		Validator

		TBC



		Post URLs

		Post URLs

		There are no Post URLs for this network



		Device configuration

		Option

		Setting



		Local device status pages (my.meraki.com, switch.meraki.com)

		Local device status pages (my.meraki.com, switch.meraki.com)

		Local Device Status Pages Disabled



		Remote device status pages (through device's LAN IP)

		Remote Device Status Pages Enabled

		Local credentials

Username:   TBC

Password:  TBC



		Default block message

		Default block message

		Network Access Blocked - Please Contact the System Administrator



		AP LED lights

		AP LED lights 

		On



		Clients wired directly to Meraki APs

		Clients wired directly to Meraki APs

		Have no Access



		Enabling this option will allow you to pass IPv6 traffic. Please note you will have to configure your SSID with bridge mode to pass IPv6 traffic.

		IPv6 Bridging

		Enabled



		Reporting

		Option

		Setting



		Syslog servers

		Configure local or remote Server IP and Port – Details to be provided by DfE

		Available Options:

Air Marshall Events

Flows

URL’s

Wireless Event Log

IDS Alerts

Appliance Event log*

Switch Event Log*

*(if fitted)



		SNMP access

		SNMP access

		Disabled



		Ekahau location services

		Ekahau location services

		Disabled: Do Not Forward Ekahau Blink Packets



		Aeroscout location services

		Aeroscout location services

		Disabled: Do Not Forward Aeroscout Blink Packets



		Firmware Upgrades

		Option

		Setting



		Try beta firmware

		Try beta firmware

		No



		Upgrade window

		Saturday

		4am



		Status & APIs

		Option

		Setting



		Public status page

		Public status page

		Disabled: Don’t Share Any Information About This Network







		Alerts & Administration

		Option

		Setting



		Organization admins

		

		



		User

		Account Status

		Privileges



		Stone Support (sisms@stonegroup.co.uk)

		Active

		Full



		n/a

		n/a

		n/a



		Network admins

		

		



		User

		Account Status

		Privileges



		n/a

		n/a

		n/a



		Port management privileges

		There are no port management privileges in the organization.

		



		Guest ambassadors

		This feature is unavailable because none of the enabled SSIDs in this network are configured with sign-on splash

		None



		Email alerts

		Option

		Setting



		Send alerts via email to

		Send alerts via email to

		sisms@stonegroup.co.uk



		Switch alerts

		A switch goes offline for more than 5 minutes

		Yes



		

		Any switch port goes down for more than 60 minutes

		Yes



		

		Any switch port detects a cable error

		Yes



		

		Any switch port changes link speed

		Yes



		

		A new DHCP server is seen on the network

		Yes



		Wireless alerts

		A gateway goes offline for more than 5 minutes

		Yes



		

		A repeater goes offline for more than 60  minutes

		Yes



		

		A gateway becomes a repeater

		Yes



		

		An access point detects a rogue SSID

		Yes



		Other alerts

		Configuration settings are changed

		Yes
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Stone Supplied Kit List

		Item No.

		Description

		Quantity



		01

		MS225-24P L2 Cloud Managed 24 Port GigE 370W PoE Switch

		TBC



		02

		CAT5e Patch Cable

		TBC







Configuration Information

		Item No.

		Hardware Name

		Configuration to be Applied

		Notes



		01

		XXX-SW-P001

		SW-CFG-P001

		



		01

		XXX-SW-P002

		SW-CFG-P001

		







Installation Information

		Item No.

		Hardware Name

		Accessories to be installed

		Cabinet Position

		Notes



		01

		XXX-SW-P001

		Item 02:

CAT5e Patch Cable x 1

		TBC

		Record Switch Serial Number, MAC Address and Exact Location



		01

		XXX-SW-P002

		Item 02:

CAT5e Patch Cable x 1

		TBC

		Record Switch Serial Number, MAC Address and Exact Location
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VLAN Port Allocation

		VLAN Name

		Port Distribution

		No. of Ports MSxxx-8

		No. of Ports MSxxx-24

		No. of Ports MSxxx-48



		Management (VLAN ID 1)

		All ports per Switch 100%

		8

		24

		48



		

		

		

		

		



		

		

		

		

		



		

		

		

		

		



		

		Total Edge Ports

		0

		0

		0












Profile Name: SW-CFG-P001 (MS220-24P PoE)

		Switch Name

		IP Address

		MAC Address



		XXX-SW-P001

		0.0.0.0

		



		Serial Number

		Tags

		Aggregation



		

		MS220-24P PoE

		N/A



		

		

		



		Switch Name

		IP Address

		MAC Address



		XXX-SW-P002

		0.0.0.0

		



		Serial Number

		Tags

		Aggregation



		

		MS220-24P PoE

		N/A



		

		

		



		Routing and DHCP

		OSPF Routing

		IPv4 Access Control List



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		Access Policies

		Port Schedules

		VLAN Configuration



		

		

		Management VLAN 1



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		STP Configuration

		Quality of Service

		MTU Configuration



		RSTP Enabled

		

		MTU Size - 9578



		Default Priority 32768

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		VLAN Name

		VLAN ID

		Applied to Port #



		Management

		1

		ALL



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		





Profile Name: SW-CFG-P002 (MS220-48FP PoE)

		Switch Name

		IP Address

		MAC Address



		XXX-SW-P001

		0.0.0.0

		



		Serial Number

		Tags

		Aggregation



		

		MS220-48FP PoE

		N/A



		

		

		



		Switch Name

		IP Address

		MAC Address



		XXX-SW-P002

		0.0.0.0

		



		Serial Number

		Tags

		Aggregation



		

		MS220-48FP PoE

		N/A



		

		

		



		Routing and DHCP

		OSPF Routing

		IPv4 Access Control List



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		Access Policies

		Port Schedules

		VLAN Configuration



		

		

		Management VLAN 1



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		STP Configuration

		Quality of Service

		MTU Configuration



		RSTP Enabled

		

		MTU Size - 9578



		Default Priority 32768

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		

		

		



		VLAN Name

		VLAN ID

		Applied to Port #



		Management

		1

		ALL
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Profile Name: AP-CFG-W001

		SSID

		Access Control

		IP Assignment



		DfE_Guest

		Open 

		Meraki NAT



		DfE_User

		WPA2 

		TBC by DfE



		user.wifi

		WPA2 

		TBC by DfE







		SSID

		VLAN Tagging

		Wireless Options



		DfE_Guest

		TBC by DfE

		*Bridge mode and layer 3 roaming only



		DfE_User

		TBC by DfE

		*Bridge mode and layer 3 roaming only



		user.wifi

		TBC by DfE

		*Bridge mode and layer 3 roaming only







		SSID

		Firewall

		Traffic Shaping



		DfE_Guest

		Deny access to local LAN

		TBC by DfE e.g.10Mb SSID - 1Mb Client 



		DfE_User

		Deny access to local LAN

		TBC by DfE e.g.10Mb SSID - 1Mb Client 



		user.wifi

		Deny access to local LAN

		TBC by DfE e.g.10Mb SSID - 1Mb Client 







		SSID

		Splash Page

		SSID Availability



		DfE_Guest

		Billing Captive Portal

		TBC by DfE e.g. Mon-Fri  7am – 7pm 



		DfE_User

		TBC by DfE

		TBC by DfE e.g. Mon-Fri  7am – 7pm 



		user.wifi

		TBC by DfE

		TBC by DfE e.g. Mon-Fri  7am – 7pm 
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		SSID

		Access Control

		Details

		Setting



		DfE_Guest

		Network Access

		Open Association

		None



		

		Splash Page

		Billing Captive Portal

		Enabled



		

		Network Access Control

		Enabled – check clients for antivirus software

		Enabled



		

		Remediation

		http://windows.microsoft.com/en-gb/windows/security-essentials-download

		Enabled



		

		Captive Portal Strength

		Block all access until sign-on is complete

		Enabled



		

		Simultaneous logins

		Limit users to one device at a time

		Enabled



		

		Controller disconnection behaviour

		Restricted: only currently associated clients and whitelisted devices will be able to use the network

		Enabled



		

		

		

		



		DfE_User

		Network Access

		Pre Shared Key with WPA2 (WPA2 Only)

		TBC by DfE



		

		Splash Page

		Click Through

		Enabled



		

		Splash Message

		TBC by DfE

		TBC



		

		Network Access Control

		Disabled

		N/A



		

		Captive Portal Strength

		Block access until sign-on is complete

		Enabled



		

		Simultaneous logins

		Limit users to one device at a time

		Enabled



		

		Controller disconnection behaviour

		Restricted: only currently associated clients and whitelisted devices will be able to use the network

		Enabled



		

		

		

		



		user.wifi

		Network Access

		Pre Shared Key with WPA2 (WPA2 Only)

		TBC by DfE



		

		Splash Page

		Click Through

		Enabled



		

		Splash Message

		TBC by DfE

		TBC



		

		Network Access Control

		Disabled

		N/A



		

		Captive Portal Strength

		Block access until sign-on is complete

		Enabled



		

		Simultaneous logins

		Limit users to one device at a time

		Enabled



		

		Controller disconnection behaviour

		Restricted: only currently associated clients and whitelisted devices will be able to use the network

		Enabled



		

		

		

		












		SSID

		Layer 3 Firewall Rules

		Protocol/Destination/Port

		Policy



		DfE_Guest

		Default Rule

		Any/Any/Any

		Allow



		

		Wireless Clients accessing LAN

		Any/Local LAN/Any

		Deny



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		DfE_User

		Default Rule

		Any/Any/Any

		Allow



		

		Wireless Clients accessing LAN

		Any/Local LAN/Any

		Deny



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		user.wifi

		Default Rule

		Any/Any/Any

		Allow



		

		Wireless Clients accessing LAN

		Any/Local LAN/Any

		Deny



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		












		SSID

		Layer 7 Firewall Rules

		Application/Sub Category/Action

		Policy



		DfE_Guest

		#1

		TBC by DfE

		Deny



		

		#2

		

		Deny



		

		#3

		

		Deny



		

		#4

		

		Deny



		

		#5

		

		Deny



		

		#6

		

		Deny



		

		#7

		

		Deny



		

		

		

		



		DfE_User

		#1

		TBC by DfE

		Deny



		

		#2

		

		Deny



		

		#3

		

		Deny



		

		#4

		

		Deny



		

		#5

		

		Deny



		

		#6

		

		Deny



		

		#7

		

		Deny



		

		

		

		



		user.wifi

		#1

		TBC by DfE

		Deny



		

		#2

		

		Deny



		

		#3

		

		Deny



		

		#4

		

		Deny



		

		#5

		

		Deny



		

		#6

		

		Deny



		

		#7

		

		Deny



		

		

		

		














		SSID

		Splash Page

		Details

		Settings



		DfE_Guest

		Message

		Welcome to the Meraki Guest Wireless Portal.



By clicking on the link below you agree to comply with the terms of our Acceptable Use Policy, a copy of which is available from Reception.

		TBC by DfE



		

		Splash Logo

		*Insert Logo

		TBC by DfE



		

		Splash Language

		English

		



		

		Splash Frequency

		Set between every half hour and every day

		TBC by DfE



		

		User redirection after Splash page

		The URL they were trying to fetch or a different URL

		TBC by DfE



		

		

		

		



		

		

		

		



		

		

		

		



		DfE_User

		Message

		Welcome to the Meraki Guest Wireless Portal.



By clicking on the link below you agree to comply with the terms of our Acceptable Use Policy, a copy of which is available from Reception.

		TBC by DfE



		

		Splash Logo

		*Insert Logo

		TBC by DfE



		

		Splash Language

		English

		



		

		Splash Frequency

		Set between every half hour and every day

		TBC by DfE



		

		User redirection after Splash page

		The URL they were trying to fetch or a different URL

		TBC by DfE



		

		

		

		



		

		

		

		



		

		

		

		



		user.wifi

		Message

		Welcome to the Meraki Guest Wireless Portal.



By clicking on the link below you agree to comply with the terms of our Acceptable Use Policy, a copy of which is available from Reception.

		TBC by DfE



		

		Splash Logo

		*Insert Logo

		TBC by DfE



		

		Splash Language

		English

		



		

		Splash Frequency

		Set between every half hour and every day

		TBC by DfE



		

		User redirection after Splash page

		The URL they were trying to fetch or a different URL

		TBC by DfE



		

		

		

		



		

		

		

		



		

		

		

		












		SSID

		SSID Availability

		Details

		Settings



		DfE_Guest

		Visibility

		Advertised/Hidden

		TBC by DfE



		

		Per-AP availability

		All/Selected AP’s

		TBC by DfE



		

		Scheduled availability

		Enabled/Disabled

		TBC by DfE



		

		Schedule templates

		Standard/Custom

		TBC by DfE



		

		Day (Sunday – Saturday)

		Availability (Time from-to)

		TBC by DfE



		

		

		

		



		

		Local time zone

		Europe - London

		n/a



		

		

		

		



		DfE_User

		Visibility

		Advertised/Hidden

		TBC by DfE



		

		Per-AP availability

		All/Selected AP’s

		TBC by DfE



		

		Scheduled availability

		Enabled/Disabled

		TBC by DfE



		

		Schedule templates

		Standard/Custom

		TBC by DfE



		

		Day (Sunday – Saturday)

		Availability (Time from-to)

		TBC by DfE



		

		

		

		



		

		Local time zone

		Europe - London

		n/a



		

		

		

		



		user.wifi

		Visibility

		Advertised/Hidden

		TBC by DfE



		

		Per-AP availability

		All/Selected AP’s

		TBC by DfE



		

		Scheduled availability

		Enabled/Disabled

		TBC by DfE



		

		Schedule templates

		Standard/Custom

		TBC by DfE



		

		Day (Sunday – Saturday)

		Availability (Time from-to)

		TBC by DfE



		

		

		

		



		

		Local time zone

		Europe - London

		n/a



		

		

		

		












		Radio Settings

		

		Details

		Settings



		Access Points

		Country

		UK

		n/a



		

		Regulatory Domain

		CE

		n/a



		

		Radio Power

		Enable Auto Power Reduction

		n/a



		

		Default 5GHz channel width

		20/40/80 MHz

		80 MHz



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		2.4GHz

		Channel

		Auto

		



		

		Power

		Auto

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		

		

		

		



		5GHz

		Channel

		Auto

		



		

		Power

		Auto

		



		

		Channel Width

		Auto
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The following list will be printed out, have each item checked then finally signed and imported back in to this document as proof of project completion and customer satisfaction that all requirements have been met.



Devices for UAT to be provided by DfE



		Reference

		Statement of Work Description

		Measure of Delivery

		Sign Off



		UAT001

		Modification of existing data cabling to support access points.

		Data cables tested and test reports issued. Data cables are patched in to suitable switch port at comms cabinet. Work areas left clean and tidy.

		



		UAT002

		Installation of new data cabling to support access points.

		Data cables tested and test reports issued. Data cables are patched in to suitable switch port at comms cabinet. Work areas left clean and tidy.

		



		UAT003

		Installation of Wireless Access Points.

		WAP’s installed in specified locations, data cables are connected and WAP’s are powered on. Work areas left clean and tidy.

		



		UAT004

		Configured SSID’s are available across the wireless network.

		Using a device, scan for available SSID’s in four locations on each floor of DfE accommodation.

		



		UAT005

		Connect to the DfE_Guest SSID.

		Using a device, connect to the DfE_Guest SSID and enter the token details at the splash screen to authenticate. Verify connection success.

		



		UAT006

		Connect to the internet.

		Using a device, open a web browser and navigate to and browse to Education and learning.

		



		UAT007

		Connect to the DfE_User SSID.

		Using a device, connect to the DfE_User SSID and enter the WPA2 key to authenticate. Verify connection success.

		



		UAT008

		Connect to the user.wifi SSID.

		Using a device, connect to the user.wifi SSID and enter the WPA2 key to authenticate. Verify connection success.

		



		UAT009

		Test support for device density with five devices accessing a web browser.

		Using five devices connected to the DfE_Guest SSID, On each device concurrently, open a web browser and navigate to https://www.gov.uk and browse to Education and learning. Test in four locations on each floor of DfE accommodation. Verify device performance.

		



		UAT010

		Test support for device density with ten devices accessing a web browser.

		Using ten devices connected to the DfE_Guest SSID, On each device concurrently, open a web browser and navigate to https://www.gov.uk and browse to Education and learning. Test in four locations on each floor of DfE accommodation. Verify device performance.

		



		UAT011

		Test support for device density with twenty devices accessing a web browser.

		Using twenty devices connected to the DfE_Guest SSID, On each device concurrently, open a web browser and navigate to https://www.gov.uk and browse to Education and learning. Test in four locations on each floor of DfE accommodation. Verify device performance.

		



		UAT012

		Test support for device density with five devices accessing a VPN connection.

		Using five devices connected to the DfE_User SSID, On each device concurrently, open a VPN connection to DfE corporate systems. Test in four locations on each floor of DfE accommodation. Verify device performance.

		



		UAT013

		Test support for device density with ten devices accessing a VPN connection.

		Using ten devices connected to the DfE_User SSID, On each device concurrently, open a VPN connection to DfE corporate systems. Test in four locations on each floor of DfE accommodation. Verify device performance.

		



		UAT014

		Test support for device density with twenty devices accessing a VPN connection.

		Using twenty devices connected to the DfE_User SSID, On each device concurrently, open a VPN connection to DfE corporate systems. Test in four locations on each floor of DfE accommodation. Verify device performance.

		



		UAT015

		Complete UAT.

		Document UAT results and sign off

		





[image: ]	





[image: ][image: ]	









Page 39 of 39



[bookmark: _Toc485725403]Appendices













[bookmark: _Toc485725404]Appendix A – Passwords



		Description

		Username

		Password



		Meraki Dashboard Login

		TBC

		TBC



		Remote device status pages

		TBC

		TBC
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		[bookmark: OLE_LINK1]Location

		Abbreviation



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		



		

		







		Hardware Identifier

		Abbreviation



		Switch

		SW



		Wireless Access Point

		AP







		Hardware Class

		Abbreviation



		Core Switch

		C



		Edge Switch

		E



		PoE Edge Switch

		P



		Wireless Access Point

		W







Example:

		Location

		Hardware Identifier

		Hardware Class

		Hardware Number

		Full Name



		DBH

		SW

		C

		001

		DBH-SW-C001



		Darlington

		Switch

		Core

		number

		DBH-SW-C001
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Source_IP Destination_IP PortsProtocolDirection Description Devices_using_this_rule


Your network(s)


185.92.120.0/25, 


185.17.255.128/25, 


108.161.147.0/24, 


199.231.78.0/24, 


50.115.86.96/27, 


217.89.128.0/24 7734TCP outbound


Backup 


firmware 


downloads


Access points, MX 


Security Appliance, 


Phones, Switches


Your network(s)


185.92.120.0/25, 


185.17.255.128/25, 


50.115.86.96/27, 


217.89.128.0/24 7752TCP outbound


Throughput 


tests live tool


Access points, MX 


Security Appliance, 


Phones, Switches


Your network(s)


185.92.120.0/25, 


185.17.255.128/25, 


50.115.86.96/27, 


217.89.128.0/24, 


108.161.147.0/24, 


199.231.78.0/24, 


64.62.142.2/32 7734TCP outbound


Backup 


configuration 


downloads


Access points, MX 


Security Appliance, 


Phones, Switches


Your network(s)


185.92.120.0/25, 


185.17.255.128/25, 


50.115.86.96/27, 


217.89.128.0/24, 


54.193.207.248/32 80TCP outbound


Backup Meraki 


cloud 


communication


Access points, MX 


Security Appliance, 


Phones, Switches


Your network(s)


185.92.120.0/25, 


185.17.255.128/25, 


50.115.86.96/27, 


217.89.128.0/24, 


199.231.78.0/24, 


207.254.3.240/28, 


108.161.147.0/24, 


64.62.142.12/32, 


54.193.207.248/32 7351UDP outbound


Meraki cloud 


communication


Access points, MX 


Security Appliance, 


Phones, Switches


Your network(s)Any 123UDP outbound


NTP time 


synchronization


Access points, MX 


Security Appliance, 


Switches




Microsoft_Excel_Worksheet.xlsx

download (6)


			Source_IP			Destination_IP			Ports			Protocol			Direction			Description			Devices_using_this_rule


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 108.161.147.0/24, 199.231.78.0/24, 50.115.86.96/27, 217.89.128.0/24			7734			TCP			outbound			Backup firmware downloads			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24			7752			TCP			outbound			Throughput tests live tool			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24, 108.161.147.0/24, 199.231.78.0/24, 64.62.142.2/32			7734			TCP			outbound			Backup configuration downloads			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24, 54.193.207.248/32			80			TCP			outbound			Backup Meraki cloud communication			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24, 199.231.78.0/24, 207.254.3.240/28, 108.161.147.0/24, 64.62.142.12/32, 54.193.207.248/32			7351			UDP			outbound			Meraki cloud communication			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			Any			123			UDP			outbound			NTP time synchronization			Access points, MX Security Appliance, Switches
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Cisco Meraki External Firewall Configuration.xlsx

download (6)


			Source_IP			Destination_IP			Ports			Protocol			Direction			Description			Devices_using_this_rule


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 108.161.147.0/24, 199.231.78.0/24, 50.115.86.96/27, 217.89.128.0/24			7734			TCP			outbound			Backup firmware downloads			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24			7752			TCP			outbound			Throughput tests live tool			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24, 108.161.147.0/24, 199.231.78.0/24, 64.62.142.2/32			7734			TCP			outbound			Backup configuration downloads			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24, 54.193.207.248/32			80			TCP			outbound			Backup Meraki cloud communication			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			185.92.120.0/25, 185.17.255.128/25, 50.115.86.96/27, 217.89.128.0/24, 199.231.78.0/24, 207.254.3.240/28, 108.161.147.0/24, 64.62.142.12/32, 54.193.207.248/32			7351			UDP			outbound			Meraki cloud communication			Access points, MX Security Appliance, Phones, Switches


			Your network(s)			Any			123			UDP			outbound			NTP time synchronization			Access points, MX Security Appliance, Switches
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DfE Multisite Deployment




























































Document Name: DfE Multisite RAMS





Stone Project Manager: Barry Porter





Safety Method Statement – 





This document sets out the safe system of work which must be adopted to ensure that the task is carried out safely and without risk to those directly or indirectly affected by the work – this must be communicated to all those involved.





NB: The information in this document does not replace or supersede any content within the STONE Health & Safety Policy.





Staff will attend any toolbox talks at the request of Willmott Dixon.





			Activity or Process











Location:	Multiple Sites








Site: DfE Multisite











Description of Activity:	


Installation of switches, Firewalls and Access Points.











Work Location:


Multiple Sites around the UK.






































			Sequence of Work











1. The installation engineer (or consultant) will agree with the site contact a parking place for their vehicle from where any equipment and tools can be safely unloaded and loaded. Where a team of engineer’s are allocated to the project the nominated Lead Engineer will be responsible for all agreements and the control of the on-site activities, unless the works are under the control of a Project Manager who will then undertake this role.





2. All engineers will attend a site induction supplied by the DfE.





3. The engineer and assistant will ask to be briefed on the sites fire evacuation procedures, fire escape routes and assembly points.





4. The installation engineer will agree with the site contact the rooms and times where restricted access will be applied.  





5. The installation engineer will agree with the site contact a route through which equipment, materials and tools can be safely transported through the site.





6. The STONE Network or STONE Infrastructure Installation engineer will perform a risk assessment with the site contact prior to the commencement of works. The resulting findings of this assessment will dictate if the project can progress.





7. The STONE Network Installation engineer will work on the Network installation. The STONE Infrastructure Installation engineer will work on the Infrastructure installation. 





8. Once installed and connected the equipment will be demonstrated to the nominated site contact and a sign off signature requested.





9. STONE engineers will work from a single room designated by The DfE as a secure working area. All PC’s will be unpackaged and built in this area.





10. All equipment will be distributed from this area.





11. When moving large objects engineers will work together to move equipment in a safe manner.





12. All trip hazards to be removed immediately.





13. The STONE Network or STONE Infrastructure Installation engineer will remove all installation equipment and tools from site.  STONE will not be responsible for the removal and disposal of packaging unless previously stated in the scope of the project.





14. In the event that access is required to restricted zone, (risers, DB rooms), permit to work will be gained before the task commences.



































			Tools & Equipment











Hand tools only


Battery operated screwdrivers


Battery operated Drill





			Protective Equipment











Hard Hats 		  


High Visibility Jacket 


Safety Shoes		  


Safety Gloves





			Possible Hazards











1. Driving to and from the customer site.


At risk: Installation engineers, establishment staff and other contractors.


2. Manual handling of items. E.g. file-servers/ UPS power sources.


At risk: Installation engineers, establishment staff and other contractors.


3. Un-boxing and placement of equipment


At risk: Installation engineers, establishment staff and other contractors.


4. Working in a confined space with high and low temperature extremes


At risk: Installation engineers, establishment staff and other contractors


5. Working in thoroughfares


At risk: Installation engineers, establishment staff and other contractors


6. Working at heights


At risk: Installation engineers, establishment staff and other contractors











			Precautions to Reduce Hazards














1. Driving to and from the customer site





Extreme care will be taken when entering and leaving a customer site.  STONE staff should be aware of the hazard to the establishment’s staff and students and cars, particularly when reversing.





Vehicles will only be parked in designated parking areas unless given the express permission of the site contact.  





Vehicles will be locked whenever they are left unattended.  .











2. Manual Handling of Awkward Items





When transporting awkward items at a client’s site (E.g. Switches / UPS power sources etc.), engineers will always proceed in an orderly manner, and obtain help from someone when accessing doors and stairs.  





Engineers will use the carrying handles provided on the packaging of large items, and never attempt to carry large or heavy items on their own.





For specific items that require a two-person lift, the engineer will request assistance appropriately from his colleague or the customer. 





For specific items that require a two-person lift, an agreement will have been made who will be assisting the Network Installation engineer between the STONE Project Coordinator and the customer, prior to the arrival of the Network Installation engineer.








3. Un-boxing and placement of equipment





The Installation engineer will only un-box and place into position appropriate equipment such as the Switches, UPS battery source. 





The Installation engineer will un-box equipment by the removal/separation of packaging tape to gain access to the equipment as required.





4. Working in a confined space with high and low temperature extremes





Where work is to be done within a confined space, such as a store room, the Installation engineer will always conduct the work with agreement and monitoring from the customer or a designated supervisor E.g. STONE colleague





5. Working in Thoroughfares





Items will not be left in thoroughfares where they may be blocking general access routes or fire escape routes, or be a potential hazard to people tripping over them.





Engineers will not allow mains cables for any devices, including extension leads etc. to trail across thoroughfares or any other areas where they may be a hazard.  Staff in the building will be warned of activities that are being carried out that may involve trailing cables.








6. Working at Heights





Engineers will have received training in the health and safety requirements for working at heights.





The DfE sites do not permit use of ladders except for very short spells of work. Stone will provide a pop-up to allow access to the location of the AP’s.





Engineers who have not undergone training in respect of health and safety requirements for working at heights (E.g. New employee, STONE Partner etc), will be directed not to perform any procedure requiring working at height. In such a case, engineers will escalate to both the client and the appropriate STONE contact reference any procedure requiring working at height, for an appropriate solution to be found.





Where the establishment is requested to provide steps, ladders or access platforms, the engineer will verify that these are safe before using them by performing a risk assessment.





7. Working in the vicinity of live services


Where connection or work is required in the vicinity of live services the Sites electrical connection method statement will be signed by all operatives.








			Permits Required











All STONE staff attending customer sites will be in possession of personal identification.


All STONE Staff will hold valid DBS certificate or equivalent. 


All staff will attend a site induction prior to commencement of work. S








			Disposal of Waste Materials











All waste material will be disposed of safely and legally in conjunction with the sites and STONE’s policy and procedures.





All waste to be removed by Stone off site.





			Review & Amendment Procedure











This Safety Method Statement is to be reviewed on a site-by-site basis following a proper risk assessment prior to each installation and any necessary amendments communicated to the main site contact and to the STONE Project Co-ordination team.





			Communication of Findings











A written copy of this Safety Method Statement will be issued to each STONE Installation Engineer and made available to the site contact on request.















































RISK ASSESSMENT 1 - Working at Height





LOCATION	DfE Multisites


DATE		25/10/16


TASK		Use of access mobile scissor lift towers equipment / Platform towers not more than 1.5m.


Method statement for scissor lift 





			HAZARD (Source of possible harm)





			


			


Slipping off towers/platform. Over reaching. Falling debris and tools from onto people below. 


Electrocution from overhead power cables.





			PERSONS WHO MAY BE AFFECTED





			


			STONE engineers


Clients personnel


Other contractors


Clients visitors





			EXISTING CONTROLS





			


			Equipment to be sited on firm ground


Damaged equipment to be withdrawn from use and damage reported


Platforms to be stationery when used


Working area to be isolated


Suitable footwear to be worn


Personnel not to work under towers / platforms


Regular maintenance checks on equipment


Non-metallic equipment to be used in vicinity of live cables/switchgear








			Are these controls adequate:		Yes








			ADDITIONAL RISK REDUCTION MEASURES TO BE TAKEN


(Identify application of regulatory controls i.e. COSHH, Display Screen etc.)





			


			Information/training given to reflect the above


Specific training on operation of scissor lift platforms (IPAF training to be completed)





			Confirmation of implementation:


Signed:					Date: 





			


OVERALL RISK RATING:			LOW





			SIGNED: 				ASSESSOR:  





			


RECOMMENDED REVIEW PERIOD:	12 MONTHS























RISK ASSESSMENT 2 – Power Tools





LOCATION	DfE Multisites


DATE		25/10/16


TASK		Use of electrical / battery power tools


			HAZARD (Source of possible harm)





			


			Electrocution, cuts, abrasions, dust particles in the eyes.





			PERSONS WHO MAY BE AFFECTED





			


			STONE engineers


Other contractors


Visiting clients representatives





			EXISTING CONTROLS





			


			PAT testing of all portable electrical appliances


Use of approved Personal Protective Equipment (PPE)


Goggles


Visual safety checks prior to use


Regular maintenance/equipment checks


Correct storage of equipment


Isolation after use


Damaged equipment to be withdrawn from use and reported to management


110 volt equipment to be used for external work and site work





			





Are these controls adequate:		Yes








			ADDITIONAL RISK REDUCTION MEASURES TO BE TAKEN


(Identify application of regulatory controls i.e. COSHH, Display Screen etc.)


Use of Residual Circuit Breakers (RCB’s)





			


			





			Confirmation of implementation:


Signed:					Date:








			OVERALL RISK RATING:			LOW





			SIGNED: 			ASSESSOR:  





			


RECOMMENDED REVIEW PERIOD:	12 MONTHS
































RISK ASSESSMENT 3 – Hand Tools





LOCATION	DfE Multisite


DATE		25/10/16	


TASK		Use of hand tools


			HAZARD (Source of possible harm)





			


			Cuts, abrasions, possible eye injury due to dust particles


Tripping hazards





			PERSONS WHO MAY BE AFFECTED





			


			STONE engineers


Other contractors


Visiting clients representatives





			EXISTING CONTROLS





			


			Instruction/training in the correct use of hand tools


Maintenance of hand tools, reporting or replacing damaged equipment


Good housekeeping techniques


Provision of suitable PPE


Provision of first aid equipment





			Are these controls adequate:		Yes











			ADDITIONAL RISK REDUCTION MEASURES TO BE TAKEN


(Identify application of regulatory controls i.e. COSHH, Display Screen etc.)





Confirmation of implementation:


Signed:					Date:





			OVERALL RISK RATING:			LOW





			SIGNED: 			ASSESSOR:  





			


RECOMMENDED REVIEW PERIOD:	12 MONTHS
























































RISK ASSESSMENT 4 – Manual Handling





LOCATION	 DfE Multisite


DATE		25/10/16


TASK		Lifting heavy / awkward loads


			HAZARD (Source of possible harm)





			


			Back injuries, cuts, abrasions, trapping injuries, broken bones





			PERSONS WHO MAY BE AFFECTED





			


			STONE engineers


Clients personnel


Other contractors


Clients visitors





			EXISTING CONTROLS





			


			Staff training and awareness of hazards associated with manual handling


Use of mechanical means to move and stack equipment/material wherever possible


No overloading of racks/stored materials, equipment, within storage area


Carry loads within your capability (not exceeding 20kg)


Carry loads close to the body – seek assistance for awkward loads/lifts


Good housekeeping techniques


Maintenance of equipment used to assist in manhandling materials/equipment





			Are these controls adequate:		Yes





			ADDITIONAL RISK REDUCTION MEASURES TO BE TAKEN


(Identify application of regulatory controls i.e. COSHH, Display Screen etc.)


Confirmation of implementation:


Signed:					Date:





			OVERALL RISK RATING:			LOW





			SIGNED				ASSESSOR:  





			


RECOMMENDED REVIEW PERIOD:	12 MONTHS



























































			Persons Carrying out the Work (RAMS Acceptance)





			Print Name


			 Signature 


			Date
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Contract Details



Stone Computers have included a Support contract with your solution to ensure peace of mind and prompt assistance in the event of a problem. This contract document details the support provision that you can expect as a customer and provides information on how to obtain help when you need it.



Overview of the support Provision:

· Maximize the availability of your solution equipment and systems

· Solve problems quickly

· Obtain hardware warranty service

· Get help over the telephone or using remote screen technology

· You may choose in the future optional regular engineer maintenance visits, which can be arranged on an agreed plan



Contract Number: DfE Cloud Managed Infrstructure – Andrew Sharrad

(Please quote this number when contacting support)



Contract Issued to: Department for Education



Contract Expiry Date: XXXXXXX




Systems Covered by this Agreement 



Your support contract covers the equipment and software below that was included in your solution.



		Meraki

		Equipment is located at various sites throughout the UK



		· MS225, MS410,  switches

		16, 24 and 48 port POE switches



		· MX100

		Security Appliance



		· AP MR42

		On all sites







Equipment list per site

Coventry

81 x MR42 802.11ac Wave 2 3x3:3 Access Point 

5 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MS410 16P PoE+ Switch

1 x Cisco Meraki MX100 Security Appliance



Leeds

6 x MR42 802.11ac Wave 2 3x3:3 Access Point

1 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MX100 Security Appliance



Nottingham

14 x MR42 802.11ac Wave 2 3x3:3 Access Point.

1 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MX100 Security Appliance

2 x Cisco Meraki 10G Base SR Multi-Mode



Gateshead

14 x MR42 802.11ac Wave 2 3x3:3 Access Point

1 x Cisco Meraki MS225 24P PoE+ Edge Switches

1 x Cisco Meraki MX100 Security Appliance

2 x Cisco Meraki 10G Base SR Multi-Mode



Watford

3 x MR42 802.11ac Wave 2 3x3:3 Access Point

1 x Cisco Meraki MS220 8P PoE+ Edge Switches

1 x Cisco Meraki MX64 Security Appliance



Euston

[bookmark: _GoBack]4 x MR42 802.11ac Wave 2 3x3:3 Access Point

1 x Cisco Meraki MS220 8P PoE+ Edge Switches

1 x Cisco Meraki MX64 Security Appliance






How to Contact Support





All support queries are handled through our Staffordshire based UK helpdesk facility. This provides an ISO compliant point of contact that emphasizes the human touch, rather than frustrating automated assistance. 



To Get Support by Phone: Call us on 0844 880 2366  



To Get Support by Email: support@stonegroup.co.uk



To request help through our website, use the link below.

https://www.stonegroup.co.uk/contact/raise-support-ticket/





Support Process



Your Meraki equipment will contact our support department to advise us of any network issues. This can also be done by the DfE IT support staff directly by contacting the support desk, a unique case reference number will be created for each incident. Please make a note of this case number and quote it on any further emails or calls to support.



Once a call is in progress the Stone support desk will contact the DfE support desk on 0300 1234 888, mailbox.firstline@education.gov.uk. On this call the DfE will give a site contact at the local site this will be recorded. Should access need to be arranged onsite this will be arranged by the DfE help desk. If an access point is needed to be changed out then the visiting engineer will arrive on site with ladders to get to the access point, spares are kept in central locations around the DfE.



Once the problem has been resolved the solution details will be recorded on the incident and then closed.






Change Process



Should you require a change to the configuration or deployment of the supplied systems, this managed by a change request process. All change request processes can be started by contacting Stone support for the latest Change Request Form. Once you have completed the change request form, Stone Support will respond with an estimated cost and timescales for completing the change. Should you wish to go ahead with the change a purchase order will be required. 






Service Level Agreement



Our service level agreement below shows you the service that you can expect from your support contract.



		Service

		Agreed Service Level

		Contact Method



		Call Logging Service:

Service available 

Monday – Thursday 09:00 – 17:30

Friday 09:00 – 17:00

		SLA - Telephone call answered within 30 seconds (90%) with emails and web requests acknowledged within 1 business hour (90%).



Telephone calls are always answered by a human being – we don’t use a scripted or automated system as this can lead to delays in processing calls.

		Service Desk Telephone

0844 8802366



Email: support@stonegroup.co.uk



Web:

https://www.stonegroup.co.uk/contact/raise-support-ticket/



		Response to logged Request

		Service call logged on Stone Helpdesk. Call transferred to Specialist Support Engineer for immediate response, or if this is not available the customer will receive a call by the Specialist Support Engineer within 60 minutes of the call being logged (90%).

		



		Hardware Failures

		If a hardware failure has been diagnosed by the Specialist Support Engineer. The response service level agreement for hardware replacements is a visit within 2 business days (95%) if a hardware fault log has been reported before 2pm.

		Through the Stone Service Desk










Examples of what Is Included



Your Support Contract is designed to provide technician to technician technical support. Below are some details of the types of work that are and are not included in the service.

 

		What Is Included

		What Is Not Included



		

		



		Hardware Support for supplied products for your IT Staff

		Direct End User Support



		

		



		Issuing of guest tokens for all sites

		Managing end user token deployment



		

		



		Support for your IT Staff should they encounter a problem with day to day Administration

		Day to Day Administration



		

		



		This service provides support within business hours

		Support outside business hours



		

		



		The supplied equipment and software remain the responsibility of Stone Group Ltd

		Responsibility for customer systems, attached devices, software or network



		

		



		Change out of any device that fails 

		Data recovery or Backups



		

		



		The Support package provides a key support resource. The support response is stipulated in the GCloud offering.

		Managed Service











Escalation Route



If you are unhappy with any element of your Support provision, an escalation route has been provided for you to contact in this unlikely event.

Escalation Contact:

		Barry Porter, Project Manager.

Email barry.porter@stonegroup.co.uk



Chris Hykin, Technical Services Director. Email Chris.Hykin@stonegroup.co.uk or Telephone 08448 22 11 22
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List of the Library Clauses

1. Not Used

2. Ownership of Drawings Specifications and Other Data


Any drawings, specifications or other data generated as the agreed deliverables in connection with this Contract shall become or, as the case may be, remain the property of the Department and be delivered up to the Department at the times shown in section 12. PERFORMANCE OF THE SERVICES AND DELIVERABLES or on completion or termination of the Contract.


Not Used

3. Not Used

4. Not Used 


5. Not Used 

6. Not Used 

7. Not Used 

8. Not Used 

9. Not Used 

10. Not Used 

11. Not Used 

12. Departmental Security Standards for Business Services and ICT Contracts


		“BPSS”


“Baseline Personnel Security Standard”

		a level of security clearance described as pre-employment checks in the National Vetting Policy.



		“CESG”

		is the UK government’s National Technical Authority for Information Assurance.  The website is http://www.cesg.gov.uk/Pages/homepage.aspx 



		“CESG IAP” 


“CESG Information Assurance Policy Portfolio” 




		means the CESG Information Assurance policy Portfolio containing HMG policy and guidance on the application of ‘security assurance’ for HMG systems.



		“CTAS”


”CESG Tailored Assurance”




		is an ‘information assurance scheme’ which provides assurance for a wide range of HMG, MOD, Critical National Infrastructure (CNI) and public sector customers procuring IT systems, products and services, ranging from simple software components to national infrastructure networks.



		“CPA”


“CESG Product Assurance”




		is an ‘information assurance scheme’ which evaluates commercial off the shelf (COTS) products and their developers against published security and development standards. These CPA certified products can be used by government, the wider public sector and industry.



		“CCSC”


“CESG Certified Cyber Security Consultancy”




		is CESG's approach to assessing the services provided by consultancies and confirming that they meet CESG's standards. This approach builds on the strength of CLAS and certifies the competence of suppliers to deliver a wide and complex range of cyber security consultancy services to both the public and private sectors.



		“CCP”


“CESG Certified Professional”




		is a CESG scheme in consultation with government, industry and academia to address the growing need for specialists in the cyber security profession and are building a community of recognised professionals in both the UK public and private sectors.



		“CC”


“Common Criteria”




		the Common Criteria scheme provides assurance that a developer’s claims about the security features of their product are valid and have been independently tested against recognised criteria. 



		“Cyber Essentials”


“Cyber Essentials Plus”

		Cyber Essentials is the government backed, industry supported scheme to help organisations protect themselves against common cyber-attacks. Cyber Essentials and Cyber Essentials Plus are levels within the scheme.



		“Data”


“Data Controller”


“Data Processor”


“Personal Data”


“Sensitive Personal Data” 

“Data Subject”, “Process” and “Processing”

		shall have the meanings given to those terms by the Data Protection Act 1998



		"Department’s Data"


“Department’s Information”

		is any data or information owned or retained in order to meet departmental business objectives and tasks, including:


(a) any data, text, drawings, diagrams, images or sounds (together with any repository or database made up of any of these components) which are embodied in any electronic, magnetic, optical or tangible media, and which are:


(i) supplied to the Contractor by or on behalf of the Department; or 


(ii) which the Contractor is required to generate, process, store or transmit pursuant to this Contract; or


(b) any Personal Data for which the Department is the Data Controller;



		“DfE”


“Department”

		means the Department for Education



		“Departmental Security Standards”

		means the Department’s security policy or any standards, procedures, process or specification for security that the Contractor is required to deliver.



		“Digital Marketplace / GCloud”

		the Digital Marketplace is the online framework for identifying and procuring cloud technology and people for digital projects. Cloud services (e.g. web hosting or IT health checks) are on the G-Cloud framework.



		“FIPS 140-2”

		this is the Federal Information Processing Standard (FIPS) Publication 140-2, (FIPS PUB 140-2), entitled ‘Security Requirements for Cryptographic Modules’.  This document is the de facto security standard used for the accreditation of cryptographic modules.



		“Good Industry Practice”


“Industry Good Practice”

		means the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“Good Industry Standard”


“Industry Good Standard”

		means the implementation of products and solutions, and the exercise of that degree of skill, care, prudence, efficiency, foresight and timeliness as would be expected from a leading company within the relevant industry or business sector.



		“GSC”


“GSCP”




		means the Government Security Classification Policy which establishes the rules for classifying HMG information. The policy is available at: https://www.gov.uk/government/publications/government-security-classifications



		“HMG”

		means Her Majesty’s Government



		“SPF”


“HMG Security Policy Framework”

		This is the definitive HMG Security Policy which describes the expectations of the Cabinet Secretary and Government’s Official Committee on Security on how HMG organisations and third parties handling HMG information and other assets will apply protective security to ensure HMG can function effectively, efficiently and securely.



		“ICT”

		means Information and communications technology (ICT) is used as an extended synonym for information technology (IT), used to describe the bringing together of enabling technologies used to deliver the end-to-end solution



		IS5

		this is HMG Information Assurance Standard No. 5 - Secure Sanitisation issued by CESG



		“ISO/IEC 27001” “ISO 27001”

		is the International Standard for Information Security Management Systems Requirements



		“ISO/IEC 27002” “ISO 27002”

		is the International Standard describing the Code of Practice for Information Security Controls.



		“ISO 22301”

		is the International Standard describing for Business Continuity



		“IT Security Health Check”


“Penetration Testing”

		means an assessment to identify risks and vulnerabilities in systems, applications and networks which may compromise the confidentiality, integrity or availability of information held on that IT system.



		“Need-to-Know”

		the Need-to-Know principle is employed within HMG to limit the distribution of classified information to those people with a clear ‘need to know’ in order to carry out their duties.



		“OFFICIAL”


“OFFICIAL-SENSITIVE” 

		the term ‘OFFICIAL’ is used to describe the baseline level of ‘security classification’ described within the Government Security Classification Policy (GSCP) which details the level of protection to be afforded to information by HMG, for all routine public sector business, operations and services. 


the ‘OFFICIAL–SENSITIVE’ caveat is used to identify a limited subset of OFFICIAL information that could have more damaging consequences (for individuals, an organisation or government generally) if it were lost, stolen or published in the media, as described in the Government Security Classification Policy.



		“Security and Information Risk Advisor” 


“CCP SIRA”


“SIRA”

		the Security and Information Risk Advisor (SIRA) is a role defined under the CESG CESG Certified Professional Scheme





1.1. The Contractor shall comply with Departmental Security Standards for Contractors which include but are not constrained to the following clauses. 


· (Guidance: Providers on the HMG Digital Marketplace / GCloud or Public Service Network (PSN) that have demonstrated compliance, as part of their scheme application, to the relevant scheme’s security framework, such as the HMG Cloud Security Principles for the HMG Digital Marketplace / GCloud, may on presentation of suitable evidence of compliance be excused from compliance to similar clauses within the DfE Security Clauses detailed in this section (Section 12).) 


1.2. Where the Contractor will provide ICT products or Services or otherwise handle information at OFFICIAL on behalf of the Department, the requirements under Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification - Action Note 09/14 25 September 2014, or any subsequent updated document, are mandated; that “contractors supplying products or services to HMG shall have achieved, and retain certification at the appropriate level, under the HMG Cyber Essentials Scheme”. The certification scope must be relevant to the services supplied to, or on behalf of, the Department.


· (Guidance: The Department’s expectation is that the certification scope will be relevant to the services supplied to, or on behalf of, the Department. However, where a contractor or (sub) contractor is able to evidence a valid exception or certification to an equivalent recognised scheme or standard, such as ISO 27001, then certification under the Cyber Essentials scheme could be waived and this clause may be removed. Changes to the Cabinet Office Procurement Policy Note – Use of Cyber Essentials Scheme certification - Action Note 09/14 25 September 2014 will be tracked by the DSU)


· (Guidance: The terms OFFICIAL and OFFICIAL-SENSITIVE are taken from the Government Security Classification Policy (GSCP). The Department’s expectations are that all contractors shall handle the Department’s information in a manner compliant with the GSCP – see 12.4 below. Details of the GSCP can be found on the GOV.UK website at: https://www.gov.uk/government/publications/government-security-classifications.) 


1.3. The Contractor shall have achieved, and be able to maintain, independent certification to ISO/IEC 27001 (Information Security Management Systems Requirements). The ISO/IEC 27001 certification must have a scope relevant to the services supplied to, or on behalf of, the Department. The scope of certification and the statement of applicability must be acceptable, following review, to the Department, including the application of controls from ISO/IEC 27002 (Code of Practice for Information Security Controls).

· (Guidance: The Department’s expectation is that suppliers claiming certification to ISO/IEC 27001 shall provide the Department with copies of their Scope of Certification, Statement of Applicability and a valid ISO/IEC 27001 Certificate issued by an authorised certification body. Where the provider is an SME that has a valid Cyber Essentials certification then certification under the ISO/IEC 27001 scheme could be waived and this clause may be removed.)   


1.4. The Contractor shall follow the UK Government Security Classification Policy (GSCP) in respect of any Departmental Data being handled in the course of providing this service, and will handle this data in accordance with its security classification. (In the event where the Contractor has an existing Protective Marking Scheme then the Contractor may continue to use this but must map the HMG security classifications against it to ensure the correct controls are applied to the Departmental Data). 


· (Guidance: The Department’s expectations are that all contractors shall handle the Department’s information in a manner compliant with the GSCP. Details of the GSCP can be found on the GOV.UK website at: https://www.gov.uk/government/publications/government-security-classifications.)  


1.5. Departmental Data being handled in the course of providing the ICT solution or service must be segregated from other data on the Contractor’s or sub-contractor’s own IT equipment to both protect the Departmental Data and enable it to be identified and securely deleted when required. In the event that it is not possible to segregate any Departmental Data then the Contractor and any sub-contractor shall be required to ensure that it is stored in such a way that it is possible to securely delete the data in line with Clause 12.14.


· (Guidance: Advice on HMG secure sanitisation policy and approved methods are described in HMG IS5.)


1.6. The Contractor shall have in place and maintain physical security and entry control mechanisms (e.g. door access) to premises and sensitive areas and separate logical access controls (e.g. identification and authentication) to ICT systems to ensure only authorised personnel have access to Departmental Data.


· (Guidance: Where the contractor’s and sub-contractor services are wholly carried out within Departmental premises and all access to buildings or ICT systems is managed directly by the Department as part of the service, the Department shall be responsible for meeting the requirements of this clause and it need not be included.) 


1.7. The Contractor shall have in place and shall maintain procedural, personnel, physical and technical safeguards to protect Departmental Data, including but not limited to: physical security controls; good industry standard policies and process; anti-virus and firewalls; security updates and up-to-date patching regimes for anti-virus solutions; operating systems, network devices, and application software, user access controls and the creation and retention of audit logs of system use.


· (Guidance: Where the contractor’s and sub-contractor services are wholly carried out using Departmental ICT resources or locations managed directly by the Department as part of the service, the Department shall be responsible for meeting the requirements of this clause and it need not be included.) 


1.8. Any electronic transfer methods across public space or cyberspace, including third party provider networks must be protected via encryption which has been certified to a minimum of FIPS 140-2 standard or a similar method approved by the Department prior to being used for the transfer of any Departmental Data.


· (Guidance: The terms “public space” and “cyberspace” are used to describe the internet and any commercially provided third party network used to transmit Departmental information. Even where the contractor’s and sub-contractor services are wholly carried out using Departmental ICT resources managed directly by the Department as part of the service, if there is still the possibility of emails being sent to external addresses, this clause should be included.)


1.9. Storage of Departmental Data on any portable devices or media shall be limited to the absolute minimum required to deliver the stated business requirement and shall be subject to Clause 12.10 and 12.11 below.


1.10. Any portable removable media (including but not constrained to pen drives, flash drives, memory sticks, CDs, DVDs, or other devices) which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or (sub-)contractors providing the service, shall be both necessary to deliver the service and shall be encrypted using a product which has been certified to a minimum of FIPS140-2 standard or use another encryption standard that is acceptable to the Department.


· (Guidance: Where the use of removable media as described at Clause 12.9 above is either prohibited or not required in order to deliver the service this clause shall be revised as follows: - ‘The use of removable media in any form is not permitted’.)


1.11. All portable ICT devices, including but not limited to laptops, tablets, smartphones or other devices, such as smart watches, which handle, store or process Departmental Data to deliver and support the service, shall be under the control and configuration management of the contractor or sub-contractors providing the service, and shall be necessary to deliver the service. These devices shall be full-disk encrypted using a product which has been certified to a minimum of FIPS140-2 standard or use another encryption standard that is acceptable to the Department.


· (Guidance: Where there is no suitable FIPS140-2 encryption product available to provide the necessary full-disk encryption, the Department shall agree a suitable alternative product that meets ‘industry good practice’ in this area with the contractor or sub-contractor. Where the contractor’s and sub-contractor services are wholly carried out using Departmental ICT resources managed directly by the Department as part of the service, the Department shall be responsible for meeting the requirements of this clause and it need not be included.) 


1.12. Whilst in the Contractor’s care all removable media and hardcopy paper documents containing Departmental Data must be handled securely and secured under lock and key when not in use and shall be securely destroyed when no longer required, using either a cross-cut shredder or a professional secure waste paper organisation.


· (Guidance: The term ‘lock and key’ is defined as: “securing information in a lockable desk drawer, cupboard or filing cabinet which is under the user’s sole control and to which they hold the keys”.)


1.13. When necessary to hand carry removable media and/or hardcopy paper documents containing Departmental Data, the media or documents being carried shall be kept under cover and transported in such a way as to ensure that no unauthorised person has access to the material being carried. This clause shall apply equally regardless of whether the material is being carried inside or outside of company premises.


· (Guidance: The term ‘under cover’ means that the information is carried within an opaque folder or envelope within official premises and buildings and within a closed briefcase or other similar bag or container when travelling outside of official premises or buildings).


1.14. At the end of the contract or in the event of equipment failure or obsolescence, all Departmental information and data, in either hardcopy or electronic format, that is physically held or logically stored on the Contractor’s ICT infrastructure must be securely sanitised or destroyed in accordance with the current HMG policy (HMG IS5) using a CESG approved product or method. Where sanitisation or destruction is not possible for legal, regulatory or technical reasons, such as a Storage Area Network (SAN) or shared backup tapes, then the Contractor or sub-contractor shall protect the Department’s information and data until the time, which may be long after the end of the contract, when it can be securely cleansed or destroyed.


· (Guidance: Where no departmental information or data shall be held by the Contractor or sub-contractor, in either physical or logical form this clause may be removed.)


· (Guidance: Where there is no acceptable secure sanitisation method available for a piece of equipment, or it is not possible to sanitise the equipment due to an irrecoverable technical defect, the storage media involved shall be destroyed using an approved method described in HMG IS5.)


1.15. Access by Contractor or sub-contractor staff to Departmental Data shall be confined to those individuals who have a “need-to-know” and the appropriate level of security clearance, as required by the Department for those individuals whose access is essential for the purpose of their duties. All employees with direct or indirect access to Departmental Data must be subject to pre-employment checks equivalent to or higher than the Baseline Personnel Security Standard (BPSS)


· (Guidance: Further details of the requirements for BPSS clearance are available on the website at: https://www.gov.uk/government/publications/security-policy-framework)


1.16. All Contractor or sub-contractor employees who handle Departmental Data must have annual awareness training in protecting information.


1.17. The Contractor shall, as a minimum, have in place robust and ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures to ensure that the delivery of the contract is not adversely affected in the event of an incident. An incident shall be defined as any situation that might be, or could lead to, a disruption, loss, emergency or crisis. When a certificate is not available it shall be necessary to verify the ongoing effectiveness of the ISO 22301 conformant Business Continuity arrangements and processes including IT disaster recovery plans and procedures, to the extent that the Contractor must have tested/exercised these plans within the last 12 months and produced a written report of the test/exercise, outcome and feedback, including required actions. 


· (Guidance: The creation of robust business continuity and disaster recovery plans are aligned with industry good practice and it is the Department’s expectation that all vendors providing services or infrastructure to the Department will have plans that are aligned to the ISO 22301 standard in place. Further information on the requirements of ISO 22301 may be found in the standard.)


1.18. Any non-compliance with these Departmental Security Standards for Contractors, or other Security Standards pertaining to the solution, or any suspected or actual breach of the confidentiality, integrity or availability of Departmental Data being handled in the course of providing this service, shall be investigated immediately and escalated to the Department by a method agreed by both parties.


· (Guidance: The Department’s expectation is that non-compliances, or any suspected or actual breach of the confidentiality, integrity or availability of the Department’s Data shall be reported as incidents and investigated by the vendor with outcomes being notified to the Department.)


1.19. The Contractor shall ensure that any IT systems and hosting environments that are used to hold Departmental Data being handled, stored or processed in the course of providing this service shall be subject to an independent IT Health Check (ITHC) using a CESG approved ITHC provider before go-live and periodically (at least annually) thereafter. The findings of the ITHC relevant to the service being provided are to be shared with the Department and all necessary remedial work carried out. In the event of significant security issues being identified, a follow up remediation test may be required.


· (Guidance: Further information on IT Health Checks and the CESG CHECK Scheme which enables penetration testing by CESG approved companies can be found on the CESG website at: https://www.cesg.gov.uk/scheme/penetration-testing.)

1.20. The Contractor or sub-contractors providing the service will provide the Department with full details of any actual storage outside of the UK or any future intention to host Departmental Data outside the UK or to perform any form of ICT management or support function from outside the UK. The Contractor or sub-contractor will not go ahead with any such proposal without the prior written agreement from the Department.


· (Guidance: The offshoring of HMG information outside of the UK is subject to approval by the Departmental SIRO and, in some cases, also by the Office of the Government Senior Information Risk Owner (OGSIRO). Further information on this process can be found at: https://ogsirooffshoring.zendesk.com/hc/en-us/articles/203107991-HMG-s-Offshoring-Policy)

1.21. The Department reserves the right to audit the Contractor or sub-contractors providing the service within a mutually agreed timeframe but always within seven days of notice of a request to audit being given. The audit shall cover the overall scope of the service being supplied and the Contractor’s, and any sub-contractors, compliance with the clauses contained in this Section.


1.22. The Contractor shall contractually enforce all these Departmental Security Standards for Contractors onto any third-party suppliers, sub-contractors or partners who could potentially access Departmental Data in the course of providing this service.


1.23. The Contractor shall deliver ICT solutions and services that are compliant with the HMG Security Policy Framework in conjunction with current CESG Information Assurance Policy Portfolio and Departmental Policy. The Contractor will provide the Department with evidence of compliance for the solutions and services to be delivered. The Department’s expectation is that the Contractor shall provide written evidence of:


· Existing security assurance for the services to be delivered, such as: PSN Compliance as a PSN Customer and/or as a PSN Service; CESG Tailored Assurance (CTAS); inclusion in the Common Criteria (CC) or CESG Product Assurance Schemes (CPA); ISO 27001 / 27002 or an equivalent industry level certification. Documented evidence of any existing security assurance or certification shall be required.


· Existing HMG security accreditations that are still valid including: details of the body awarding the accreditation; the scope of the accreditation; any caveats or restrictions to the accreditation; the date awarded, plus a copy of the residual risk statement. Documented evidence of any existing security accreditation shall be required. 


· Documented progress in achieving any security assurance or accreditation activities including whether documentation has been produced and submitted. The Contractor shall provide details of who the awarding body or organisation will be and date expected.


1.24. If no current security accreditation or assurance is held the Contractor and sub-contractors shall undergo appropriate security assurance activities as determined by the Department. Contractor and sub-contractors shall support the provision of appropriate evidence of assurance and the production of the necessary security documentation. This will include obtaining any necessary professional security resources required to support the Contractor’s and sub-contractor’s security assurance activities such as: a CESG Certified Cyber Security Consultancy (CCSC) or CESG Certified Professional (CCP) Security and Information Risk Advisor (SIRA)


· (Guidance: It is Departmental policy that all systems used to store or process Departmental information and data shall achieve an acceptable level of security assurance. Further advice and guidance on the Department’s Security Assurance Model can be supplied on request.)


· (Guidance: Further information on the CCSC and CCP roles described above can be found on the CESG Website at: http://www.cesg.gov.uk/awarenesstraining/certified-professionals/Pages/index.aspx)


11th  March 2016
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The Stone Networking as a Service proposition has been designed in conjunction with Cisco Meraki
to help our customers achieve successful infrastructure deployments at very competitive prices. Fast
and secure access to the internet is seen as necessity in today’s professional environment and is
deemed by a lot of organisations as a utility.

Stone recognises this and have therefore developed a fully managed cloud wireless solution which
provides guaranteed service with strict SLA’ which ensures your end users benefit from an enterprise
grade infrastructure solution. The Stone solution utilises Cisco Meraki technology to delivers all
completely cloud managed service, whilst resilient features enable the service to continue operation
even when connectivity to the cloud fails. For this reason amongst others Stone selected Cisco
Meraki as its technology partner to deliver this service.

The Stone Networking as a service solution provides the following standard features;

o Centralised control for all of your estate

¢ High Capacity 802.11ac with Automatic RF Optimization
e Application Visibility & Control

e Flexible Stacking

e Enterprise Security and Advanced Malware Protection

e Layer 7 Visibility and Layer 3 Scalability

o Identity-Based Firewall with Intrusion Prevention

e Auto VPN

e Guest and BYoD Management

e Fully supported and managed from the Stone Helpdesk

Stone guarantees that your data is never transferred to the cloud based management solution. The
management solution simply pulls information from the cloud network infrastructure which is specific
to the management and reporting functionality.

Stone is certified with ISO 27001 which ensures that we are aware and liable for the correct handling
of customers’ data. Therefore, our customers know that we handle their data in the correct manor
and ensures its integrity with all of our solutions. Stone chose Cisco Meraki as its infrastructure
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partner because we can guarantee that customer date and information will not traverse to the public
domain.

3.Solution Features

3.1 Management features

The Meraki solution proposed will provide you with an intuitive and easy to use management console.
We have provided an overview including screenshots below which will go some way to
demonstrating the solution.

Meraki Cloud Networking provides centralised management, visibility, and control without the cost
and complexity of controller appliances or overlay management software.

Cisco Meraki products are built from the ground up for cloud management, and come out of the box
with centralised management, layer 7 device and application visibility, real time web-based

diagnostics, monitoring,
reporting, and much, much | 200 2o oo
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more. Cisco Meraki deploys - e rr——
METaK! ENTERPRISE  Network | Saaniand Compuntr Scance | P ses oy

quickly and easily, without S T

.. . Overview anfor omputer

training or proprietary command ue " Science g . "

: ; Ciorts 272 clincty varstered 5944 0B i e last el g UL e A toals |

line interfaces. . - TR
::—::’ Map of clients per access point Mouse vee o clck o hom bemnasion

Meraki’'s founders invented
Cloud Networking while working
as graduate students at M.I.T.
Cisco Meraki now has a
complete line of cloud
networking products that power
over 25,000 customer networks,
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Cisco Meraki is simple to deploy and simple to manage, we have included screenshots below which
show the interface and capabilities of the management solution:

Rapid deployment, self-provisioning and self-optimising infrastructure that’'s viewable within the

management console, in a simple, understandable format.
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Also built in within the management package is the ability to manage multiple sites from one console.
We also have the ability to control applications, users and devices:
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This functionality ensures we meet your requirements around user/ device activity, WLAN uptime
statistics, network coverage, data throughput, and auditing of access. All of which are standard
functions included with the Cisco Meraki management console.

The management platform also provides monitoring of the entire Cisco Meraki solution and will be
setup to provide alerts to you as required.

Firmware updates are automatically deployed based on your input of time and date, new features
are delivered quarterly, where the customer will choose how, when and if these are deployed.

| e B jage moue s -

Meraki uses an out of band management architecture, meaning that only management data flows
through the Meraki cloud infrastructure.

No user traffic passes through Meraki's datacentres, and your data stays on your network at all times.
Cisco Meraki's out of band control plane separates network management data from user data.
Management data (e.g. configuration, statistics, monitoring, etc.) flows directly to the Cisco Meraki
cloud over a secure Internet connection. User data (web browsing, internal applications, etc.) does
not flow through the cloud, instead flowing directly to its destination on the LAN or across the WAN.

Advantages of an out of band control plane:

Scalability
e Unlimited throughput: no centralised controller bottlenecks
e Add devices or sites without MPLS tunnels
Reliability
e Redundant cloud service provides high availability
¢ Network functions even if management traffic is interrupted
Security
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No user traffic passes through Cisco Meraki’s data centres
Fully HIPAA/PCI compliant

If connection to the cloud is lost, for whatever reason, users can still operate thanks to the Meraki
architecture. Most end users are not affected if your infrastructure should lose connection with Meraki
cloud services (e.g., because of a temporary WAN failure):

Users can access the local network (printers, file shares, etc.)

If WAN connectivity is available, users can access the Internet
Network policies (firewall rules, QoS, etc.) continue to be enforced
Users can authenticate via 802.1X/RADIUS

Wireless users can roam

Users can initiate and renew DHCP leases

Established VPN tunnels continue to operate

Local configuration tools are available (e.g device IP configuration).

While the Cisco Meraki cloud is unreachable, management, monitoring, and hosted services are
temporarily unavailable:

Configuration and diagnostic tools are unavailable

Usage statistics are stored locally until the connection to the cloud is re-established, at
which time they are pushed to the cloud

Splash pages and related functionality are unavailable.

In summary the Meraki solution does not collect any data from the network and therefore no data
will be made available to 3rd parties.

The Cisco Meraki service is collocated in tier-1, SAS70 type Il /| SSAE16 certified datacentres. These
datacentres feature state of the art physical and cyber security and highly reliable designs. All Cisco
Meraki services are replicated across multiple independent datacentres, so that customer-facing
services fail over rapidly in the event of a catastrophic datacentre failure.

Availability Monitoring

99.99% uptime service level agreement (that's under one hour per year)

24x7 automated failure detection — all servers are tested every five minutes from
multiple locations

Rapid escalation procedures across multiple operations teams

Independent outage alert system with 3x redundancy

Call 08448 22 11 22 www.stonegroup.co.uk





Redundancy
e Globally distributed datacentres
o Every customer's data (network configuration and usage metrics) replicated across three
independent datacentres
o Real-time replication of data between datacentres (within 60 seconds)
e Nightly archival backups

Disaster Recovery
e Rapid failover to hot spare in event of hardware failure or natural disaster
e Out of band architecture preserves end-user network functionality, even if connectivity to
the Cisco Meraki cloud services is interrupted
e Failover procedures drilled weekly

Cloud Services Security
e 24x7 automated intrusion detection
e Protected via IP and port-based firewalls
e Remote access restricted by IP address and verified by public key (RSA)
e Systems are not accessible via password access
¢ Administrators automatically alerted on configuration changes

Out-of-Band Architecture
¢ Only network configuration and usage statistics are stored in the cloud
o End user data does not traverse through the datacentre
¢ All sensitive data (e.g., passwords) stored in encrypted format

Physical Security
e A high security card key system and biometric readers are utilized to control facility
access
o All entries, exits, and cabinets are monitored by video surveillance
e Security guards monitor all traffic into and out of the datacentres 24x7, ensuring that entry
processes are followed

Disaster Preparedness
o Datacentres feature sophisticated sprinkler systems with interlocks to prevent accidental
water discharge
o Diesel generators provide backup power in the event of power loss
e UPS systems condition power and ensure orderly shutdown in the event of a full power
outage
o Each datacentre has service from at least two top-tier carriers
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e Seismic bracing is provided for the raised floor, cabinets, and support systems
e In the event of a catastrophic datacentre failure, services fail over to another
geographically separate datacentre

Environmental Controls
e Over-provisioned HVAC systems provide cooling and humidity control
¢ Flooring systems are dedicated for air distribution

Regular Penetration Testing
e All Cisco Meraki datacentres undergo daily penetration testing by an independent third

party

Datacentre Certification
e Cisco Meraki datacentres are SSAE16 / SAS70 type Il certified

The design of the networking as a service consists of a remote survey based on location plans for
each area to be served. The initial design requires:

e Floor plans

e User type and expected use for each type

e Required services — installation on site

¢ Internet access details

¢ VPN termination capability

e Usage requirements e.g. data, voice and redundancy requirements
e Wall profile — building age

If acceptable, we will then proceed to a physical site survey to produce a detailed proposal for your
needs, including;

e Anticipated coverage and usage budget

e Implementation plan

e Service Features

¢ Cloud networking requirements — POE, VLAN etc.

o Connectivity requirements (VPN establishment and cabling requirements)
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Stone are committed to delivering solutions on-time, within budget and without compromising on
guality or specification. We will manage your project according to the principles of the PRINCE2
methodology, as we do with all major projects. Following this recognised project management
methodology ensures that your solution is delivered on time, within budget and to the required
guality. You will be assigned a Project Manager that is certified to PRINCE2 Practitioner, and he
will be dedicated to delivering your project from point of order through to user acceptance testing
and sign-off.

From this point all of the management tools and reporting will be accessible through your
administration portal and Stone will begin to manage the environment remotely from our head
office in Stafford. Our staff will be onsite for a go live session so we can support end users and
admin staff when getting to grips with the new system.

Stone has developed a reputation through its history for excelling in delivering targeted, and
personalised UK based service that is specific to the way you want it delivering. From the Stafford-
based Cloud help centre manned by engineers with no scripts, to the scores of field engineers
employed across the UK doing everything from services warranty claims for broken BYOD devices,
through to configuring Cloud platforms to provide hosted exchange on an iPad, Stone does it all.

Our support package for our networking as a service platform includes monitoring, fault diagnosis &
resolution, quarterly reports detailing usage and service requests.

The Stone dedicated helpdesk is here to answer calls from your administration and technical teams
but is not setup for end user support, we would still expect the customer to be responsible for their
support.

Strict SLA’s and KPI' are in place to guarantee uptime and ensure you receive the service we
promise to provide. This information can be found within our contract as part of the G-Cloud 9
proposition and will be provided as part of our handover documentation for those that take the

service.
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Iltem

‘ Cost (One off)

Site preparedness works (per site)

Site Survey and Technical Report

\ £1,000.00

Iltem

‘ Cost (Monthly)

Cloud managed wireless, 24 month contract

Cloud Managed Wireless Service

MR30H Cloud Managed Wireless Service, comprising:

Cisco Meraki MR30H 802.11ac Wave 2 Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£26.50

MR33 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR33 802.11ac Wave 2 Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£28.00

MR42 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR42 802.11ac Wave 2 Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£42.00

MR52 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR52 802.11ac Wave 2 Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£49.00

MR53 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR53 802.11ac Wave 2 Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£57.00

Cloud Managed Wireless Service with Outdoor Access Points

MR62 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR62 802.11n Cloud Managed Wireless

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£30.00

MR66 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR66 802.11n Cloud Managed Wireless

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£54.00

MR72 Cloud Managed Wireless Service, comprising:
Cisco Meraki MR72 802.11ac Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£60.00
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Setup and Remote Configuration

MR84 Cloud Managed Wireless Service, comprising:

Cisco Meraki MR72 802.11ac Wave 2 Cloud Managed Wireless
Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
Setup and Remote Configuration

£85.00

Meraki 5 GHz Sector Antenna, comprising:
Meraki MA-ANT-21 5 GHz Sector Antenna, 13 dBi, optional addition to
Outdoor Cloud Managed Wireless Service enabling additional features.

£12.00

Meraki 2.4 GHz Sector Antenna, comprising:
Meraki MA-ANT-23 2.4 GHz Sector Antenna, 11 dBi, optional addition to
Outdoor Cloud Managed Wireless Service enabling additional features.

£12.00

Meraki Dual-Band Patch Antenna, comprising:

to Outdoor Cloud Managed Wireless Service enabling additional features.

Meraki MA-ANT-25 Dual-Band Patch Antenna, 8 / 6.5 dBi, optional addition £12.00

ltem

| Cost (Monthly)

Cloud Managed Switching, 24 month contract

Enhanced Cloud Managed Infrastructure

MS220 - 8P HW licence, comprising:

MS220 — 8P, 8 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£55.00

MS220 - 24P + licence, comprising:

MS220 — 24P, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£119.00

MS225 - 24 + licence, comprising:

MS225 — 24, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£90.00

MS225 - 24P + licence, comprising:

MS225 — 24P, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£119.00

MS225 — 48LP + licence, comprising:

MS225 — 48LP, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£210.00

MS225 — 48FP + licence, comprising:

MS225 — 48FP, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£230.00

Call 08448 22 11 22

www.stonegroup.co.uk





MS250 - 24 + licence, comprising:
MS250 — 24, 24 port Cloud Managed Switching £189.00
Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS250 - 24P + licence, comprising:

MS250 — 24P, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS250 — 48LP + licence, comprising:

MS250 — 48LP, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS250 — 48FP + licence, comprising:

MS250 — 48FP, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS350 - 24 + licence, comprising:

MS350 — 24, 24 port Cloud Managed Switching £235.00
Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS350 - 24P + licence, comprising:

MS350 — 24P, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS350 — 48LP + licence, comprising:

MS350 — 48LP, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS350 — 48FP + licence, comprising:

MS350 — 48FP, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS410 - 16 + licence, comprising:

MS410 — 16, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS410 - 32 + licence, comprising:

MS410 — 32, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

£205.00

£310.00

£330.00

£260.00

£395.00

£425.00

£310.00

£495.00
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MS425 - 16 + licence, comprising:

MS425 — 16, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MS425 - 32 + licence, comprising:

MS425 — 32, 24 port Cloud Managed Switching

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours

£465.00

£705.00

ltem ‘ Cost (Monthly)
Cloud Managed Security, 24 month contract

Enhanced Cloud Managed Infrastructure
MX64 + Licence, comprising:

MX64+ Cloud Managed Security £75.00
Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MX65 + Licence, comprising:

MX65 Cloud Managed Security £95.00
Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MX84 + Licence, comprising:

MX84 Cloud Managed Security £245.00
Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)
MX100 + Licence, comprising:

MX100 Cloud Managed Security

Cloud Controller License £599.00

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

MX400 + Licence, comprising:

MX400 Cloud Maqaged Security £1.889.00

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

MX600 + Licence, comprising:

MX600 Cloud Man.aged Security £3.739.00

Cloud Controller License

Monitoring, Alerts and 4 Hour Response Helpdesk (Business hours)

|Item ‘ Cost (Monthly) ’
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Cloud Based Enterprise Mobility Management, 24 month contract

Mobile Device Management

Systems Manager £8.00
4 Hour Response Helpdesk (Business hours)

Standard Deliverables (No additional charge):

Consultation with customer to gather requirements

Configuration of Cloud Management Platform

Configuration of access points

Setup of SSIDs

Configuration of QoS policies

Configure service to use customer Radius/Active directory for authentication
24/7 System monitoring & Helpdesk

Excluded, but available at additional cost:

Configuration of Enhanced Cloud Infrastructure

Power over Ethernet or any provision of electricity to the site of a Cloud Managed Networking
service

Any other works, service or equipment not mentioned not mentioned herein
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