RM6100 Technology Services 3 Agreement 
Framework Schedule 4 - Annex 1
Lot 3b Order Form
Order Form

This Order Form is issued in accordance with the provisions of the Technology Services 3 Framework Agreement RM6100 dated 16 June 2021 between the Supplier (as defined below) and the Minister for the Cabinet Office (the "Framework Agreement") and should be used by Buyers after making a direct award or conducting a further competition under the Framework Agreement.
The Contract, referred to throughout this Order Form, means the contract between the Supplier and the Buyer (as defined below) (entered into pursuant to the terms of the Framework Agreement) consisting of this Order Form and the Call Off Terms. The Call-Off Terms are substantially the terms set out in Annex 2 to Schedule 4 to the Framework Agreement and copies of which are available from the Crown Commercial Service website RM6100 Technology Services 3.  The agreed Call-Off Terms for the Contract being set out as the Annex 1 to this Order Form.

The Supplier shall provide the Services and/or Goods specified in this Order Form (including any attachments to this Order Form) to the Buyer on and subject to the terms of the Contract for the duration of the Contract Period.

In this Order Form, capitalised expressions shall have the meanings set out in Schedule 1 (Definitions) of the Call-Off Terms 

This Order Form shall comprise:

1. This document headed “Order Form”; 
2. Attachment 1 – Services Specification;
3. Attachment 2 – Charges and Invoicing;
4. Attachment 3 – Implementation Plan; 
5. Attachment 4 – Service Levels and Service Credits; 
6. Attachment 5 – Key Supplier Personnel and Key Sub-Contractors; 
7. Attachment 6 – Software; 
8. Attachment 7 – Financial Distress;
9. Attachment 8 - Governance 
10. Attachment 9 – Schedule of Processing, Personal Data and Data Subjects;
11. Attachment 10 – Transparency Reports; 
12. Attachment 11 – Buyer Responsibilities; 
13. Attachment 12 – Call Off Tender Response; and 
14. Annex 1 – Call Off Terms and Additional/Alternative Schedules and Clauses. 

The Order of Precedence shall be (from first to last):

the Framework, except Framework Schedule 18 (Tender);
the Order Form, except Attachment 12 – Call Off Tender Response; 
the Call Off Terms; and 
Attachment 12 – Call Off Tender Response; and
Framework Schedule 18 (Tender).
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RM6100 Order Form – Lot 3 


Section A
General information

	Contract Details

	Contract Reference:
	CCIS24A03



	Contract Title:
	Provision of ICT Managed Services



	Contract Description:
	The Provision of ICT Managed Services to Sefton Council.



	Contract Anticipated Potential Value: this should set out the total potential value of the Contract
	£21,336,890. 00 (exc VAT)
It should be noted that volumes of schools and project services are not guaranteed





	Estimated Year 1 Charges:
	£4,267,378.00 (exc VAT)
It should be noted that volumes of schools and project services are not guaranteed





	Commencement Date: this should be the date of the last signature on Section E of this Order Form
	Commencement Date 9 May 2025.

Operational services will commence on 1 October 2025




	Buyer details

	Buyer organisation name
Sefton Metropolitan Borough Council



	Billing address
SEFTON MBC
PO BOX 315
RUNCORN
WA7 9BX
seftoninvoices@sefton.gov.uk



	Buyer representative name
REDACTED TEXT under FOIA Section 40, Personal Information



	Buyer representative contact details
Magdalen House, 30 Trinity Road, Bootle L20 3NJ
E-mail: REDACTED TEXT under FOIA Section 40, Personal Information 



	Buyer Project Reference
CCIS24A03




	Supplier details

	Supplier name
Agilisys Ltd



	Supplier address
REDACTED TEXT under FOIA Section 43 Commercial Interests.



	Supplier representative name
REDACTED TEXT under FOIA Section 40, Personal Information



	Supplier representative contact details
REDACTED TEXT under FOIA Section 40, Personal Information



	Order reference number or the Supplier’s Catalogue Service Offer Reference Number
A unique number provided by the supplier at the time of the Further Competition Procedure. Please provide the order reference number, this will be used in management information provided by suppliers to assist CCS with framework management.  If a Direct Award, please refer to the Supplier’s Catalogue Service Offer Reference Number.




	Guarantor details
Guidance Note: Where the additional clause in respect of the guarantee has been selected to apply to this Contract under Part C of this Order Form, include details of the Guarantor immediately below.  

	Guarantor Company Name
The guarantor organisation name 
Agilisys Holdings Limited



	Guarantor Company Number
Guarantor’s registered company number
03789926



	Guarantor Registered Address
Guarantor’s registered address
REDACTED TEXT under FOIA Section 43 Commercial Interests.




Section B
Part A – Framework Lot 

	Framework Lot under which this Order is being placed
Tick one box below as applicable (unless a cross-Lot Further Competition or Direct Award, which case, tick Lot 1 also where the buyer is procuring technology strategy & Services Design in addition to Lots 2, 3 and/or 5. Where Lot 1 is also selected then this Order Form and corresponding Call-Off Terms shall apply and the Buyer is not required to complete the Lot 1 Order Form. 


	1. TECHNOLOGY STRATEGY & SERVICES DESIGN
	N/A

	2. TRANSITION & TRANSFORMATION
	N/A

	3. OPERATIONAL SERVICES
	

	a: End User Services
	N/A

	b: Operational Services
	X

	c: Technical Management
	N/A

	d: Application and Data Management
	N/A

	5. SERVICE INTEGRATION AND MANAGEMENT
	N/A











Part B – The Services Requirement

	Commencement Date
See above in Section A
Services other than Implementation related services will commence on 1 October 2025



	Contract period



	Initial Term Months
48
	Extension Period (Optional) Months
12

	Minimum Notice Period for exercise of Termination Without Cause

	18 months



	Nature of Services:
As set out in Attachment 1 Services Description and Attachment 12 Call Off Tender Response

	Sites for the provision of the Services
Guidance Note - Insert details of the sites at which the Supplier will provide the Services, which shall include details of the Buyer Premises, Supplier premises and any third party premises. 

The Supplier shall provide the Services from the following Sites: 
Buyer Premises: 

The location of the Services will be carried out at multiple Buyer sites, including remotely, to deliver the Services, however, the main office base for provision of the Services will be at Magdalen House, 30 Trinity Road, Bootle, L20 3NJ.

Supplier Premises:
REDACTED TEXT under FOIA Section 43 Commercial Interests. 
Third Party Premises: 
Schools and third-party data centre locations as notified by the Buyer from time to time


[bookmark: _1ksv4uv][bookmark: _44sinio][bookmark: _3j2qqm3][bookmark: _4i7ojhp][bookmark: _3whwml4][bookmark: _1ci93xb][bookmark: _2xcytpi][bookmark: _2bn6wsx]
	Buyer Assets:
Guidance Note: see definition of Buyer Assets in Schedule 1 of the Call-Off Terms 

As set out in Attachment 1 Services Specification




	Additional Standards:
Guidance Note: see Clause 13 (Standards) and the definition of Standards in Schedule 1 of the Contract. Schedule 1 (Definitions). Specify any particular standards that should apply to the Contract over and above the Standards. 

The Supplier shall meet the standards set out in the following Paragraphs of the Services Specification:

Paragraphs 1.4, 1.5, 1.6, 1.7, 1.8, 1.9, 1.10.1.17, 9.1 and 10




	Buyer Security Policy:
Guidance Note: where the Supplier is required to comply with the Buyer’s Security Policy then append to this Order Form below. 
Please refer to Call Off Terms Additional Schedule S3



	Buyer ICT Policy 
Guidance Note: where the Supplier is required to comply with the Buyer’s ICT Policy then append to this Order Form below. 







	Insurance:
Guidance Note: if the Call Off Contract requires a higher level of insurance cover than the £1m default in Framework Agreement or the Buyer requires any additional insurances please specify the details below.

Third Party Public Liability Insurance (£) – £10 Million

Professional Indemnity Insurance (£) - £5 Million

The Supplier shall meet its insurance obligations under applicable Law in full, including, UK employers’ liability insurance and motor third party liability insurance provided always that in the case of Employers Liability Insurance the Supplier shall take out and maintain Employer’s Liability Insurance with a limit of indemnity of £10,000,000 in respect of any one occurrence the number of occurrences being unlimited in any annual period. 



	Buyer Responsibilities
Guidance note: list any applicable Buyer Responsibilities below

As set out in Attachment 11



	Goods
Guidance Note: list any Goods and their prices.  

Not Applicable




	Governance – Option Part A or Part B
Guidance Note: the Call-Off Terms has two options in respect of governance. Part A is the short form option and Part B is the long form option. The short form option should only be used where there is limited project governance required during the Contract Period. 

	Governance Schedule
	Tick as applicable

	Part A – Short Form Governance Schedule
	

	Part B – Long Form Governance Schedule 
	X



The Part selected above shall apply this Contract. 




	Change Control Procedure – Option Part A or Part B
Guidance Note: the Call-Off Terms has two options in respect of change control. Part A is the short form option and Part B is the long form option. The short form option should only be used where there is no requirement to include a complex change control procedure where operational and fast track changes will not be required.  

	Change Control Schedule
	Tick as applicable

	Part A – Short Form Change Control Schedule
	

	Part B – Long Form Change Control Schedule 
	X



The Part selected above shall apply this Contract. Where Part B is selected, the following information shall be incorporated into Part B of Schedule 5 (Change Control Procedure):

· for the purpose of Paragraph 3.1.2 (a), the figure shall be £1,300; and 
· for the purpose of Paragraph 8.2.2, the figure shall be £6,500.









Section C

Part A - Additional and Alternative Buyer Terms



	[bookmark: _Ref349213525]Additional Schedules and Clauses (see Annex 3  of Framework Schedule 4)
This Annex can be found on the RM6100 CCS webpage. The document is titled RM6100 Additional and Alternative Terms and Conditions Lots 2, 3 and 5.

Part A – Additional Schedules
Guidance Note: Tick any applicable boxes below

	Additional Schedules
	Tick as applicable

	S1: Implementation Plan
	Yes

	S2: Testing Procedures 
	Yes

	S3: Security Requirements (either Part A or Part B)
	Part A N/A or Part B Yes

	S4: Staff Transfer 
	Yes

	S5: Benchmarking 
	Yes

	S6: Business Continuity and Disaster Recovery
	Yes

	S7: Continuous Improvement 
	Yes

	S8: Guarantee
	Yes

	S9: MOD Terms
	N/A



Part B – Additional Clauses 
Guidance Note: Tick any applicable boxes below

	Additional Clauses
	Tick as applicable

	C1: Relevant Convictions
	Yes

	C2: Security Measures
	N/A

	C3: Collaboration agreement
	N/A



Where selected above the Additional Schedules and/or Clauses set out in document RM6100 Additional and Alternative Terms and Conditions Lots 2, 3 and 5 shall be incorporated into this Contract. 

Part C - Alternative Clauses
Guidance Note: Tick any applicable boxes below

The following Alternative Clauses will apply:

	Alternative Clauses
	Tick as applicable

	Scots Law
	N/A

	Northern Ireland Law
	N/A

	Joint Controller Clauses
	N/A



Where selected above the Alternative Clauses set out in document RM6100 Additional and Alternative Terms and Conditions Lots 2, 3 and 5 shall be incorporated into this Contract. 





Part B - Additional Information Required for Additional Schedules/Clauses Selected in Part A

	Additional Schedule S3 (Security Requirements)
Guidance Note: where Schedule S3 (Security Requirements) has been selected in Part A of Section C above, then for the purpose of the definition of “Security Management Plan” insert the Supplier’s draft security management plan below.  

REDACTED TEXT under FOIA Section 43 Commercial Interests.



	Additional Schedule S4 (Staff Transfer)
Guidance Note: where Schedule S4 (Staff Transfer) has been selected in Part A of Section C above, then for the purpose of the definition of “Fund” in Annex D2 (LGPS) of Part D (Pension) insert details of the applicable fund below. 

Merseyside Pension Fund
7th Floor Castle Chambers
43 Castle Street
Liverpool
L2 9SH




	Additional Clause C1 (Relevant Convictions)
Guidance Note: where Clause C1 (Relevant Convictions) has been selected in Part A of Section C above, then for the purpose of the definition of “Relevant Convictions” insert any relevant convictions which shall apply to this contract below. 

As the service involves provision of support to schools, any conviction which would prejudice working on or from a similar site as children



	Additional Clause C3 (Collaboration Agreement)
Guidance Note: where Clause C3 (Collaboration Agreement) has been selected in Part A of Section C above, include details of organisation(s) required to collaborate immediately below.  

Not Applicable

An executed Collaboration Agreement shall be delivered from the Supplier to the Buyer within the stated number of Working Days from the Commencement Date:

Not Applicable














Section D
Supplier Response


	Commercially Sensitive information
Any confidential information that the Supplier considers sensitive for the duration of an awarded Contract should be included here. Please refer to definition of Commercially Sensitive Information in the Contract – use specific references to sections rather than copying the relevant information here.
Pricing (except to the extent that this must be disclosed in the contract award notice or to comply with the Buyer's transparency requirements) especially the way in which the Supplier has arrived at the aggregate contract price, any information revealing the different constituent elements of the aggregate contract price, day rates. Information relating to the Supplier’s costs. Information as to the proposed level of discounts offered. The Supplier’s (or any member of the Supplier’s group’s) intellectual property. All information that is not in the public domain relating to the Supplier’s (or any member of the Supplier’s group’s) intellectual property rights, solution design and methodologies including all templates, method statements, workshop agendas, detailed implementation plans and resourcing profiles. Any product or service roadmaps relating to potential future developments. Information relating to vulnerabilities including security vulnerabilities. Any security test results. Information not in the public domain relating to the Supplier group’s business or investment/ divestment plans, financial standing Information not in the public domain relating to any litigation or disputes not involving the Buyer that the Supplier group is a party to. Details of the Supplier’s suppliers, partners and sub-contractors and technology used to provide the Services (except to the extent that this must be disclosed in the contract award notice or to comply with the Buyer's transparency requirements) Terms and conditions of employees. Details of the Supplier’s insurance arrangements












Section E
Contract Award

This Call Off Contract is awarded in accordance with the provisions of the Technology Services 3 Framework Agreement RM6100. IN WITNESS of which this Call Off Contract (including all of the Schedules which form part of it) has been executed by the Parties as a Deed and is intended to be and is delivered on the date first above written.

	SIGNATURES



For and on behalf of the Supplier
	Name
	REDACTED TEXT under FOIA Section 40, Personal Information

	Job role/title
	

	Signature
	REDACTED TEXT under FOIA Section 40, Personal Information

	Date
	




For and on behalf of the Buyer
	Name
	REDACTED TEXT under FOIA Section 40, Personal Information

	Job role/title
	

	Signature
	REDACTED TEXT under FOIA Section 40, Personal Information

	Date
	




Attachment 1 – Services Specification 


REDACTED TEXT under FOIA Section 43 Commercial Interests.

Attachment 2 – Charges and Invoicing 

Part A - Milestone Payments and Delay Payments
 
	#
	Milestone Description
	Milestone Payment amount (£GBP)
	Milestone Date
	Delay Payments (where Milestone) (£GBP per day)

	M3
	
HR - 
HR/TUPE Activities completed
	£0
	N/A
	N/A

	M6
	

Service Commencement - 
Completion of all tasks in transition plan.
	£0
	1st October 2025.
	£6,824 per calendar day (assuming 365 days in a calendar year) 

	M7 
	Service Delivery. All Service Management process deployment activities completed:
1. ICT Service status display in place in accordance with Paragraph 7.2(a) of the Service Specification.
2. IT Services Reports signed off by the Buyer in accordance with Paragraph 12 of the Service Specification.
3. Continual Service Improvement Plan in place agreed by the Buyer in accordance with Paragraph 1.3(a) of the Service Specification.
4. Security improvement plan in place agreed by the Buyer.
	£0
	1. 26th November 2025
2. 1st November 2025

3. 26th November 2025

4. 26th  November 2025

	




	For the avoidance of doubt, no implementation charges are payable




Part B – Service Charges 

[bookmark: _GoBack]REDACTED TEXT under FOIA Section 43 Commercial Interests.

Part C – Supplier Personnel Rate Card for Calculation of Time and Materials Charges

REDACTED TEXT under FOIA Section 40, Personal Information


Part D - Risk Register

Not Used 


[image: ]



Part E – Early Termination Fee(s)

[bookmark: _Ref141082986]Early Termination Fee
[bookmark: _9kMJI5YVtCIABCAEGFnfu7wu6E6z4w21ts894Ta][bookmark: _9kMK6K6ZWu9A679B]If this Contract is terminated by the Buyer pursuant to Clause 35.1.9 (Termination Without Cause), the Buyer shall pay the Supplier the following payments (which shall be the Supplier's sole remedy for the termination of this Contract):
the Termination Payment; and
[bookmark: _9kMPO5YVt4CCFHBeOt2uwpw517hdGBvs]the Compensation Payment, if the period from (but excluding) the date that the Termination Notice is by the Buyer pursuant to 35.1.9 (Termination Without Cause) to (and including) the date of termination (“Termination Date") is less than eighteen months,
in accordance with the payment terms set out in Schedule 2 (Charges and Invoicing). 
Termination Payment
The Termination Payment shall be an amount equal to the aggregate of the Breakage Costs Payment and the Unrecovered Payment. 
[bookmark: _Ref_ContractCompanion_9kb9Us25D][bookmark: _9kR3WTrAG96AAZJfifw5qDPMW26qxyv0x8PVWTC]Breakage Costs Payment
The Supplier may recover through the Breakage Costs Payment only those costs incurred by the Supplier directly as a result of the termination of this Contract which:
would not have been incurred had this Contract continued until expiry of the Initial Term, or in the event that the Term has been extended, the expiry of the Extension Period; 
are unavoidable, proven, reasonable, and not capable of recovery;
are incurred under arrangements or agreements that are directly associated with this Contract;
are not Contract Breakage Costs relating to contracts or Sub-contracts with Affiliates of the Supplier; and
relate directly to the termination of the Services. 
Limitation on Breakage Costs Payment
The Breakage Costs Payment shall not exceed the lower of:
the relevant limit set out in the table below; 
120% of the estimate for the Breakage Costs Payment set out in any relevant termination estimate which the Buyer may request at any time, the first of which shall be provided by the Supplier within 20 Working Days of the Commencement Date. Such estimate shall be an accurate written estimate of the Termination Payment and the Compensation Payment that would be payable by the Buyer based on a postulated termination date as provided by the Buyer (“Termination Estimate”); and
the value attributable to the Breakage Costs Payment had the Contract continued until its expiry.
Contract Breakage Costs
[bookmark: _9kR3WTr2AC7CHfPlwsRJsCKeP7DI0m6NJJywC]The Supplier shall be entitled to Contract Breakage Costs only in respect of any third party contracts or Sub-contracts which:
are not assigned or novated to a Replacement Supplier at the request of the Buyer in accordance with Schedule 10 (Exit Management); and
the Supplier can demonstrate:
are surplus to the Supplier’s requirements after the Termination Date, whether in relation to use internally within its business or in providing services to any of its other customers; and
have been entered into by it in the ordinary course of business. 
[bookmark: _9kMHG5YVt4CE9EJhRnyuTLuEMgR9FK2o8PLL0yE]The Supplier shall seek to negotiate termination of any third party contracts or Sub-contracts with the relevant third party or Sub-contractor (as the case may be) using all reasonable endeavours to minimise the cancellation or termination charges.
Except with the prior written agreement of the Buyer, the Buyer shall not be liable for any costs (including cancellation or termination charges) that the Supplier is obliged to pay in respect of:
the termination of any contractual arrangements for occupation of, support of and/or services provided for Supplier premises which may arise as a consequence of the termination of this Contract; and/or
Assets not yet installed at the Termination Date.
[bookmark: _Ref_ContractCompanion_9kb9Ur6FJ]Unrecovered Payment
The Unrecovered Payment shall not exceed the lowest of:
the relevant limit set out in Annex 1; 
120% of the estimate for the Unrecovered Payment set out in any relevant Termination Estimate; and
the Charges that but for the termination of this Contract would have been payable by the Buyer had the Contract continued until its expiry in accordance with Schedule 2 (Charges and Invoicing).
The Supplier agrees to use all reasonable endeavours to minimise and mitigate Contract Breakage Costs, Redundancy Costs and Unrecovered Costs 

[bookmark: _Ref_ContractCompanion_9kb9Us267][bookmark: _9kR3WTrAG96ADcJfifw5qDPPa0BD65K8AJFLNBL]Compensation Payment
[bookmark: _9kR3WTrAG96BIKFdRjFK13wvAy095BnVBO57NQ8][bookmark: _Ref_ContractCompanion_9kb9Us27C]The Compensation Payment shall be an amount equal to the total forecast Charges over the Shortfall Period multiplied by the Anticipated Contract Life Profit Margin.
[bookmark: _9kR3WTrAHA6AHKGQK390mvCFB9D45G4gW56wE98][bookmark: _9kR3WTrAG96AGJGQK390mvCFB9D45G4gW56wE98][bookmark: _Ref_ContractCompanion_9kb9Us26A][bookmark: _9kMHG5YVtCIB8DKMHfTlHM35yxC02B7DpXDQ79P][bookmark: _9kMHG5YVtCIB8EHIJhTlHM35yxC02B7DpXDQ79P]For the purposes of Paragraph 7.1, the “Shortfall Period” means a number of days equal to the number of days by which the notice given falls short of eighteen months; but in each case subject to the limit set out in Paragraph 7.2. 
[bookmark: _Ref_ContractCompanion_9kb9Us289][bookmark: _9kR3WTrAG96CFGHfRjFK13wvAy095BnVBO57NTI]The Compensation Payment shall be no greater than the lower of:
the relevant limit set out in in the table below; 
120% of the estimate for the Compensation Payment set out in the relevant Termination Estimate;
the value attributable to Compensation Payment had the Contract continued until its expiry.
Full and Final Settlement
Any Termination Payment and/or Compensation Payment paid under this Contract shall be in full and final settlement of any claim, demand and/or proceedings of the Supplier in relation to any termination by the Buyer pursuant to Clause 35.1.9 (Termination Without Cause) and the Supplier shall be excluded from all other rights and remedies it would otherwise have been entitled to in respect of any such termination.


Attachment 3 – Outline Implementation Plan
	#
	
Milestone
	Deliverables
(bulleted list showing all Deliverables (and associated tasks) required for each Milestone)
	Duration
(Working
Days)
	
Milestone
Date

	M1
	 Milestone 1 Planning
	Supplier delivery of the Detailed implementation plan for approval, which should include a detailed transition plan as appropriate.
	2
	

	M2
	 Milestone 2 Security
	Supplier delivery of the ISMS for approval by the Buyer.
	20
	

	
	
	Supplier delivery of the SMP for approval by the Buyer.
	40
	

	
	
	Supplier access to the ICT Environment.
	5
	

	
	
	Completion of all security activities.
	40
	

	M3 
	 Milestone 3 HR
	HR/TUPE Activities completed
	53
	

	M4
	 Milestone 4 Governance
	Completion of Governance establishment activities signed off by the Buyer.
	40
	

	M5
	 Milestone 5 Service Management
	Suppler Service Management system tool (including service desk) design and deployment activities completed.

Training completed for system users and signed off by the Buyer.

Test plan reviewed and acceptance tests completed by the Buyer.
	45
	

	
	
	Final data load into Service Management tool.
	2
	

	M6
	Operational Service Commencement Date
	Completion of all tasks in transition plan by 1st October 2025.

Operational Service Commencement Date: 1st October 2025.
	
	1st October 2025.

	M7
	Service Delivery
	All Service Management process deployment activities completed:
	
	

	
	
	ICT Service status display in place.
	
	26th November 2025

	
	
	Performance Monitoring Reports signed off by the Buyer.
	
	1st November 2025

	
	
	Service improvement plan in place agreed by the Buyer.
	
	26th November 2025

	
	
	Security improvement plan in place agreed by the Buyer.
	
	26th November 2025




[image: ]
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RM6100 Order Form – Lot 3


Attachment 4 – Service Levels and Service Credits


1. Service Levels 
1.1. This attachment 4 should be read in conjunction with Schedule 3 (Service Levels, Service Credits and Performance Monitoring)
2. Performance Table
2.1. The Service Level Performance Measures are set out within the Annex to this Attachment 4 below (“Performance Table”).  Such Service Level Performance Measures shall apply on and from the [Operational Service Commencement Date].
2.2. Any reference in the Performance Table to hours, minutes or other time period or timescale shall be deemed to be a reference to time that falls within Core Service Desk Hours only, unless the contrary is expressly stated. 
2.3. Performance against each Service Level shall be reviewed and measured individually, and Service Credits may arise in relation to more than one (1) Service Level in respect of the same Incident, Request or other matter, provided that:
2.3.1. where Service Credits accrue under this Contract in relation to both Service Level 1(a) and Service Level 1(b) (Service Availability) in respect of the same failure to meet a Service Level, Service Credits shall accrue only in respect of Service Level 1(b); and
2.3.2. where Service Credits accrue under this Contract in relation to either Service Level 1(a) or Service Level 1(b) (Service Availability) and Service Level Failure 10 (Core Enabling Technologies Availability) in respect of the same Service Level, Service Credits shall accrue only in respect of Service Level 1(a) or Service Level 1 (b) (as applicable).
2.4. Where multiple Incidents result in the Buyer System and/or a Core Enabling Technology not being available for use by the Buyer for a single continuous period, such Incidents shall be treated as a single period of non-Availability for the purposes of any relevant KPI set out below, such period running from the first Incident being notified to the Service Desk, and ending when Availability is restored.
3. Service Credits
3.1. The Service Credits shall be calculated on the basis of the following formula:
𝑆𝐶=(ARA/𝑇𝑆𝑃)×TPA
where:
SC is the total Service Credits for the relevant Service Period;
ARA is the Service Credit Cap
TSP is the maximum total Service Points that could accrue for the relevant Service Period prior to the application of Repeat Failure or ratchet mechanisms (being 110 as at the Effective Date);
TPA is the number of Service Points accrued in the relevant Service Period
3.2. If the level of performance of the Supplier during a Service Period does not achieve the Target Performance Level set out in the attached Service Level table in respect of a Service Level, the parties agree that 
3.2.1. Subject to paragraph (3.2) below, the number of Service Points that shall accrue to the Supplier in respect of a Service Level Failure shall be the applicable number as set out in column (H) of the table Service Levels and Service Credits, depending on whether the Service Level Failure is a Minor Service Level Failure, a Serious Service Level Failure, a Severe Service Level Failure, or a Service Level Failure that does not meet the Service Level Threshold; 
3.2.2. Where the Service Level Failure is a Repeat Service Level Failure, the provisions of paragraph 4 shall apply; and 
3.2.3. Where the Stop the Clock Principle applies the provisions of paragraph 4 shall apply.
4. Repeat KPI Failures and Related KPI Failures
4.1. Repeat KPI Failures
4.1.1. If a Service Level Failure occurs in respect of the same Service Level in any two (2) consecutive Measurement Periods, the second and any subsequent such Service Level Failure shall be a Repeat KPI Failure.
4.1.2. The number of Service Points that shall accrue to the Supplier in respect of a Service Level Failure that is a Repeat Service Level Failure shall be calculated as follows:
SP = P x 2 
where:
SP = the number of Service Points that shall accrue for the Repeat Service Level  Failure; and
P =	the applicable number of Service Points for that Service Level  Failure as set out in column (8) of Annex 1 depending on whether the Repeat Service Level  Failure is a Minor Service Level  Failure, a Serious Service Level  Failure, a Severe Service Level  Failure or a failure to meet the Service Level  Service Threshold.
5. Permitted Maintenance
5.1. The Supplier shall be allowed to book a maximum of sixteen (16) hours service downtime for Permitted Maintenance in any one (1) Service Period which shall take place between the hours and on the day specified in the Maintenance Schedule unless otherwise agreed in writing with the Buyer.
6. Stop the Clock
6.1. In respect of Service Levels 1, 5, 6, 9 and 10, in calculating the incidence of any Service Credits, (and in determining whether the supplier is in breach of its obligations to achieve the service levels) any time taken by a third party who is not the Supplier nor an Affiliate of the Supplier in the Resolution or Closing of the relevant Request or in ensuring Availability shall be disregarded, subject to:
6.1.1. the Supplier using all its reasonable endeavours to encourage such third party to assist in the resolution or closure of such 'Request’ or Incident’ referred to in the relevant Service Levels or to restore the availability within the timescales required by the Service Level (or, if later, as soon as practicable thereafter); and 
6.1.2. the Supplier otherwise proactively managing, reporting and recording on the progress of resolution of the matter.
6.2. [bookmark: _Ref519720316]Where the Supplier is unable to deal with any ‘Request’ because the relevant Council User is unavailable then, in calculating the incidence of Service Credits (and in determining whether the Supplier is in breach of its obligations to achieve the Service Levels), any time delay occurring by reason of the Council User being unavailable following the Supplier's first attempt to contact the relevant Council User, in accordance with paragraph 4.1.1, shall be disregarded and:
6.2.1. [bookmark: _Ref519720307]the Supplier has attempted to contact the relevant Council User on three (3) or more separate occasions; and 
6.2.2. the ‘Request’ cannot reasonably be Resolved or Closed without the Council User being available; and 
6.2.3. the Supplier has notified the Buyer in writing accordingly (the Delay Notice),
then, in calculating the incidence of Service Credits, any time delay occurring by reason of the Council User being unavailable following the Supplier's first attempt to contact the relevant Council User, in accordance with paragraph 4.1.1, shall be disregarded. 

7. Service Credit Cap 
Means 10% of Charges in the relevant Service Period

8. Critical Service Level Failure
Critical Service Level Failure means: 
0. the Supplier accruing in aggregate five-hundred (500)or more Service Points (in terms of the number of points allocated) in any period of four (4) months or

0. the Supplier accruing Service Credits which meet or exceed the Service Credit Cap



ANNEX TO ATTACHMENT 4: SLA TABLE





Attachment 5 – Key Supplier Personnel and Key Sub-Contractors

The Parties agree that they will update this Attachment 5 periodically to record any changes to Key Supplier Personnel and/or any Key Sub-Contractors appointed by the Supplier after the Commencement Date for the purposes of the delivery of the Services.
Part A – Key Supplier Personnel 

[Guidance Note: Insert details of Key Supplier Personnel, their Key Role(s) and Duration in the below table or delete the table in its entirety and insert Not Applicable if there is no Key Supplier Personnel] 

	Key Supplier Personnel
	Key Role(s)
	Duration

	REDACTED TEXT under FOIA Section 40, Personal Information
	
	Contract Term

	
	
	 

	
	
	 



Part B – Key Sub-Contractors 


Not Applicable
Attachment 6 – Software

0. The Software below is licensed to the Buyer in accordance with Clauses 20 (Intellectual Property Rights) and 21 (Licences Granted by the Supplier).
0. The Parties agree that they will update this Attachment 6 periodically to record any Supplier Software or Third Party Software subsequently licensed by the Supplier or third parties for the purposes of the delivery of the Services.
Part A – Supplier Software

The Supplier Software includes the following items:

	Software
	Supplier (if an Affiliate of the Supplier)
	Purpose
	Number of Licences
	Restrictions
	Number of Copies
	Type (COTS or NonCOTS)
	Term/
Expiry

	
	Not Applicable
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	







Part B – Third Party Software

The Third Party Software shall include the following items:

	Third Party Software
	Supplier
	Purpose
	Number of Licences
	Restrictions
	Number of Copies
	Type (COTS or NonCOTS)
	Term/
Expiry 

	REDACTED TEXT under FOIA Section 43 Commercial Interests.
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Attachment 7 – Financial Distress

For the purpose of Schedule 8 (Financial Distress) of the Call-Off Terms, the following shall apply:

PART A - CREDIT RATING THRESHOLD

	Entity
	Credit Rating (long term)
(insert credit rating issued for the entity at the Commencement Date)
	Credit Rating Threshold
(insert the actual rating (e.g. AA-) or the Credit Rating Level (e.g. Credit Rating Level 3)

	Supplier
	TBC

	Less than:
Viability rating 3; or
Failure score 50


	Guarantor
	TBC

	Less than:
Viability rating 3; or
Failure score 50


	[Key Sub-contractor 1]
	[etc.]
	[etc.]

	[Key Sub-contractor 2]
	[etc.]
	[etc.]





Attachment 8 – Governance


PART A – SHORT FORM GOVERNANCE 

For the purpose of Part A of Schedule 7 (Short Form Governance) of the Call-Off Terms, the following board shall apply:

	Operational Board

	Buyer Members for the Operational Board
	Not Applicable

	Supplier Members for the Operational Board
	Not Applicable

	Frequency of the Operational Board
	Not Applicable

	Location of the Operational Board
	Not Applicable




PART B – LONG FORM GOVERNANCE 

For the purpose of Part B of Schedule 7 (Long Form Governance) of the Call-Off Terms, the following boards shall apply:


	
Service Management Board 

	Buyer Members of Service Management Board (include details of chairperson)
	Senior Manager ICT and Digital (chair)
Service Delivery Lead
ICT Transformation Lead

	Supplier Members of Service Management Board
	Client Director 
Service Delivery Manager 
Head of Operations

	Start Date for Service Management Board meetings
	From Commencement Date
First 6 months following the Commencement Date to act as the implementation board.
From [1st October 2025] to act as the operational management board. 

	Frequency of Service Management Board meetings
	Monthly

	Location of Service Management Board meetings
	Virtual Via MS Teams




	Programme Board 

	Buyer members of Programme Board (include details of chairperson)
	 Executive Director of Corporate Resources and Customer Services (chair)
Cabinet Member - Regulatory, Compliance and Corporate Services
Snr Manager ICT and Digital 

	Supplier members of Programme Board
	Director, Agilisys Services 
Client Director 
Director of IT Services and Cyber Security

	Start date for Programme Board meetings
	From Commencement Date

	Frequency of Programme Board meetings
	Monthly FROM Commencement Date to 30th September 2025 and quarterly thereafter. 

	Location of Programme Board meetings
	Hybrid, via MS teams or in person at Council offices as required.




	Change Management Board 

	Buyer Members of Change Management Board (include details of chairperson)
	Service Delivery Lead – Chair
ICT Support Officer


	Supplier Members of Change Management Board
	Service Delivery Manager 
Change Manager

	Start Date for Change Management Board meetings
	1st October 2025

	Frequency of Change Management Board meetings
	Weekly

	Location of Change Management Board meetings
	Hybrid, via MS teams on site as required.



	Technical Board

	Buyer Members of Technical Board (include details of chairperson)
	Snr Manager ICT and Digital - Chair
Service Delivery Lead


	Supplier Members of Technical Board
	Service Delivery Manager 
Architect

	Start Date for Technical Board meetings
	1st October 2025

	Frequency of Technical Board meetings
	Monthly

	Location of Technical Board meetings
	Hybrid, via MS teams on site as required.



	Risk Management Board 

	Buyer Members for Risk Management Board (include details of chairperson)
	Snr Manager ICT and Digital - Chair
Service Delivery Lead
ICT Transformation Lead
ICT Contracts / Procurement Lead

	Supplier Members for Risk Management Board
	Client Director Information Security Manager

	Start Date for Risk Management Board meetings
	On Contract Award

	Frequency of Risk Management Board meetings
	Monthly

	Location of Risk Management Board meetings
	Hybrid, via MS teams on site as required.






Attachment 9 – Schedule of Processing, Personal Data and Data Subjects

This Attachment 9 shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Schedule shall be with the Buyer at its absolute discretion.  

The contact details of the Buyer’s Data Protection Officer are:
(Information Management and Governance Lead (REDACTED TEXT under FOIA Section 40, Personal Information)) Performance and Information | Commissioning Support and Business Intelligence, Sefton Council 1st Floor, Magdalen House, 30 Trinity Road, Bootle, Merseyside L20 3NJ, Tel:

The contact details of the Supplier’s Data Protection Officer are: REDACTED TEXT under FOIA Section 40, Personal Information 
The Processor shall comply with any further written instructions with respect to processing by the Controller.

Any such further instructions shall be incorporated into this Attachment 9.



	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Buyer is Controller, and the Supplier is Processor
Except for the limited circumstances in which the Parties operate as each indepednent Controllers (see below), the Parties acknowledge that in accordance with Clause 34.2 to 34.15 and for the purposes of the Data Protection Legislation, the Buyer is the Controller and the Supplier is the Processor in relation to Personal Data which may be processed for the effective delivery of the contract for Sefton Council, as further detailed in this Attachment 9.


	
	The Parties are Independent Controllers of Personal Data
The Parties acknowledge that they are Independent Controllers for the purposes of the Data Protection Legislation in respect of:
· Business contact details of Supplier Personnel; and
· Business contact details of any directors, officers, employees, agents, consultants and contractors of the Buyer (excluding the Supplier Personnel) engaged in the performance of the Buyer’s duties under this Contract,
to the extent that the Parties need to process this Personal Data in ordert to:
· maintain and develop the commercial relationship between the Parties; 
· billing and invoicing; 
· compliance with quality control and risk management procedures;
· security related processing (for example, automated scanning of incoming and outgoing emails for viruses); 
· complying with legal and regulatory obligations; and
· establishing, exercising and defending legal claims and no other purpose. 
 

	Duration of the processing
	For the term of the contract, Four years from the contract start date with the option of one further extension of 12 months.

	Nature and purposes of the processing
	In delivering the contract for Sefton Council, the Supplier may come into contact with and process Personal Data in carrying out the following activities on behalf of Sefton Council, which shall include without limitation:
· The delivery of Core Operational Services Management 
· Management of incidents and enquiries, including the support of Core Enabling Technologies and the resolution of issues. This may include access to sensitive, personal and confidential data collected and held within ICT Systems, to enable the Council to discharge its obligations.
· Liaison with third party providers to resolve incidents and problems.
· Management and administration of user accounts including personal details; name, email address, contact details, job title. location and department
· Administration of user licences and subscriptions 
· Additional support requirements 
· Management of user authentication methods including password management and audit functions 
· Upgrade and management of core enabling technologies and critical applications including User Acceptance Testing 
· To provide audit records in relation to the access to, reading, copying and modification, and removal of data from Sefton’s ICT technologies supported under the terms of this contract.
· Ad hoc Services:
· Upgrade and management of non-critical applications including User Acceptance Testing 
· Personal data as required to deliver of School ICT services as defined within this contract 


	Type of Personal Data
	Name, Occupation, Telephone Number, Email address, User, id, medical conditions (for additional support user only) 
Plus access to the data collated and stored by the Council in relation to members of the public and local businesses that may be sensitive, personal or confidential , such access being required to discharge contractual obligations including, but not limited to service desk call resolution, support for subject access requests, HR matters and similar.

	Categories of Data Subject
	Staff including volunteers, agency staff and temporary workers.
Councillors
Local Businesses
Members of the Public 


	Plan for return and destruction of the data once the processing is complete
	Unless otherwise required by Data Protection Laws, return or delete, at the Council's sole discretion, all Personal Data upon the termination of the processing activities carried out under this Agreement, and promptly provide the Council with a confirmation in writing that it has done so






Attachment 10 - Transparency Reports

	
Title

	
Content
	
Format
	
Frequency

	Performance
	Annual Assurance Statement that accurately sets out the supplier performance during the previous year starting from the Operational Service Commencement Date.
	Microsoft Word 
	Annual

	Charges
	Submit a profit report to the buyer for approval at the end of each financial year (31st March) 
	Microsoft Excel/Microsoft 
	Annual 

	
	
	
	

	
	
	
	

	
	
	
	




Attachment 11 – Buyer Responsibilities

[bookmark: BMK_Cover]Buyer Responsibilities
Introduction
The responsibilities of the Buyer set out in this section shall constitute the Buyer Responsibilities under this Contract. 
The responsibilities specified within this section shall be provided to the Supplier free of charge, unless otherwise specified or agreed between the parties.
General Obligations
The Buyer shall: 
use its reasonable endeavours to provide sufficient and suitably qualified staff to fulfil the Buyer’s roles and duties under this Contract as defined in the Implementation Plan; 
use its reasonable endeavours to provide such documentation, data and/or other information that the Supplier reasonably requests that is necessary to perform its obligations under the terms of this Contract provided that such documentation, data and/or information is available to the Buyer and is authorised for release by the Buyer; and
procure for the Supplier such agreed access and use of the Buyer Premises (as a licensee only) and facilities (including relevant ICT systems) as is reasonably required for the Supplier to comply with its obligations under this Agreement, such access to be provided during the Buyer's normal working hours on each Working Day or as otherwise agreed by the Buyer (such agreement not to be unreasonably withheld or delayed).
Specific Obligations

	Number
	Phase
	Obligation

	CR1
	Implementation

	The Buyer shall provide the following items to the Supplier in respect of implementation:
1) full list of Buyer Premises;
2) full list of Buyer Users including user id/ name/ telephone number/ email address/ department/base location, manager name/ manager email address/ manager contact number;
3) full list of third parties that provide services relevant to the Services, to be contacted where Escalation of an Incident is required; and
4) details of any key projects being managed by the current supplier 
In providing any item pursuant to this CR1 the Buyer shall use its reasonable endeavours to ensure the completeness and accuracy of such item. Where such item is provided by a third party the Buyer shall be entitled to presume such item is complete and accurate and any lack of completion or accuracy shall be deemed not to be a breach by the Buyer of this obligation. Where the Supplier relies upon any item provided pursuant to this CR1 it shall do so at its own risk and cost

	CR2
	Implementation

	The Buyer shall use reasonable endeavours to provide the Supplier with access to:
1) an appropriate member of the current supplier's personnel to deal with exit management issues and enquiries, to the extent provided for in the exit plan agreed between the Buyer and the current supplier; and
2) (where an exit management issue or enquiry is not dealt with by the current supplier) an appropriate member of Buyer personnel.

	CR3
	Implementation

	The Buyer shall use reasonable endeavours to provide the Supplier with reasonable access to the Transferring Former Supplier Employees, to the extent provided for in the exit plan agreed between the Buyer and the current supplier.

	CR4
	Implementation

	The Buyer shall not implement any significant change to the Buyer System during the ten (10) Working Days immediately preceding the expected Operational Service Commencement Date except where such change is required in order to ensure that the Buyer System remains available, secure, fully functional and fully accessible to Buyer Users.

	CR5
	Implementation

	By no later than the day falling two (2) days prior to the expected Operational Service Commencement Date the Buyer shall deliver (or procure the delivery of) details of all work in progress (such as open incidents)  that will be handed over to the Supplier by the current supplier on or prior to the Operational Service Commencement Date, to the extent provided for in the exit plan agreed between the Buyer and the current supplier. 

	CR6
	Service
	The Buyer shall use its reasonable endeavours to ensure that the Supplier is able to reasonably access relevant third-party support in respect of contracts which are held by the Buyer. 

	CR7
	Service
	The Buyer shall, where appropriate to do so and where requested by the Supplier, utilise internal communication channels (including global e-mail) to alert Buyer Users to material changes or additions to the Services.

	CR8
	Service
	The Buyer shall comply with the relevant obligations set out in paragraph 1.6A of the Service Description in respect of User Acceptance Testing.

	CR9
	Service
	The Buyer shall provide to appropriate members of Supplier Personnel (who are notified to the Buyer) reasonable access to the Buyer's communication channels (for example email, intranet) within a reasonable period of receiving such notice.

	CR10
	Service

	The Buyer shall, where appropriate and where necessary in respect of the provision of the Services, permit the Supplier to act as its representative in respect of dealings with relevant third parties with whom the Buyer has a contract connected to the Services, and the Buyer shall use its reasonable endeavours to provide the Supplier with the means to so act. The Supplier shall not act on behalf of the Buyer (unless notified in writing that is required to do so) on any matter regarding contract price, disputes, contractual change, termination or renewal.

	CR11
	Service

	The Buyer shall, within a reasonable period, notify the Supplier of any movements of Non-Portable End User Devices where such movements:
a) are within the knowledge of the Buyer’s ICT Team and
b) have not been performed by Supplier Personnel.
For the purposes of this CR11 the term "Non-Portable End User Devices" means any device which requires a constant mains supply in order to be used, and as such excludes laptops, mobile phones, tablets and other similar devices.

	CR12
	Service

	The Buyer shall, where reasonable to do so, permit the Supplier to utilise Buyer owned assets and software in its delivery of the Services.  The Supplier must however note that in some circumstances charges may apply for the provision of such services.

	CR13
	Service

	The Buyer shall ensure reasonably accurate data is maintained in respect of each Buyer User within the Buyer's HR database.

	CR14
	Service

	The Buyer shall, without prejudice to any requirement set out in this Agreement for the Supplier to secure the ICT Environment (including but not limited to the requirements set out in Schedule S3 Security Requirements), take reasonable measures to provide physical security for elements of the Buyer System which are located within Buyer Premises, but which are not under the direct day-to-day control of the Supplier.

	CR15
	Service

	The Buyer shall advise the Supplier of any changes to the persons classed as Buyer Users for the purposes of this Contract (including where such Buyer Users begin or end their employment with the Buyer) in line with the Buyer’s Starters, movers and Leavers Policy which can be made available from time to time.

	CR16
	Service
	The Buyer shall provide details to the Supplier of all Additional Support Buyer Users including the names, contact details, locations and specific support requirements in advance of the Operational Service Commencement Date, such details to be amended and/or updated from time to time.

	CR17
	Service
	The Buyer shall be responsible for the procurement of ICT goods and services as required by Buyer Officers.

	CR18
	Service 
	The Buyer shall be responsible for contract management of agreements with Third Party Providers, including renewals for ICT goods and services provided to the Buyer.








Attachment 12 – Call Off Tender Response
[bookmark: _This_is_Heading]REDACTED TEXT under FOIA Section 40, Personal Information 


Annex 1 – Call Off Terms and Additional/Alternative Schedules and Clauses

0. Call off terms and schedules:
1. See the attached documents titled as follows which may vary but not materially from the Call-Off Terms set out in Annex 2 to Schedule 4 to the Framework Agreement:
Call off Terms and Schedule 1 (Definitions);
Call Off Terms Schedule 2 (Charges);
Call Off Terms Schedule 3 Service Levels, Service Credits and Performance Management;
Call Off Terms Schedule 4 Dispute Resolution Procedure;
Call Off Terms Schedule 5 Change Control Procedure;
Call Off Terms Schedule 6 Transparency Reports;
Call Off Schedule 7 Governance;
Call Off Schedule 8 Financial Distress;
Call Off Schedule 9 Software; and
Call Off Schedule 10 Exit Management.

0. Additional/Alternative schedules/clauses:
2. See the attached documents titled as follows:
Call off Terms Additional Schedule S1 Implementation Plan;
Call off Terms Additional Schedule S2 Testing Procedure;
Call off Terms Additional Schedule S3 Security Requirements;
Call off Terms Additional Schedule S4 Staff Transfer;
Call off Terms Additional Schedule S5 Benchmarking;
Call off Terms Additional Schedule S6 Business Continuity and Disaster Recovery;
Call off Terms Additional Schedule S7 Continuous Improvement;
Call off Terms Additional Schedule S8 Guarantee;
2. The Parties acknowledge and agree that this contract shall come into force on the Commencement Date but as set out in paragraph 1 of Call Off Schedule, the operational services shall commence from the Operational Service Commencement Date.
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http://intranet.smbc.loc/our-council/data-protection-information-
handling/policies.aspx

Introduction

The purpose of this document is to ensure that all Users of Sefton Council’s ICT
(Information Communications Technology) Services feel confident in the use of ICT to
complete their work. The aim of this policy document is to describe in plain English
what is acceptable activity to ensure the security of Sefton’s ICT network, to protect
the disclosure of information and ensure we can prevent, as far as possible, cyber-
attack or cybercrime.

The increasing use of Information and Communication Technology and the
development of information strategies to support the process of providing effective
services make it necessary to take appropriate action to ensure that these systems
are developed, operated and maintained in a safe and secure manner.

Whilst the aim is to provide facilities for employees to use freely in pursuit of their job
there are, however, management and legal issues, which should be borne in mind to
ensure the effective and appropriate use of information technology.

Scope
This document applies to all authorised users of Sefton’s ICT systems; including

council employees, members, contractors, consultants, commissioned service
providers and organisations that connect to or support any part of the IT Infrastructure

Individual Responsibilities

e All Elected Members must accept responsibility for maintaining ICT standards
within the organisation.

e All Managers must accept responsibility for initiating, implementing and
maintaining ICT standards including those outlined in the Starters, Movers and
Leavers policy within the organisation.

e All non-managerial employees must accept responsibility for maintaining
standards by conforming to those controls, which are applicable to them.

e The ICT Client Team, supported by Agilisys, is responsible for implementation of
technical security solutions to protect the network.



http://intranet.smbc.loc/our-council/data-protection-information-handling/policies.aspx

http://intranet.smbc.loc/our-council/data-protection-information-handling/policies.aspx



How to use this document

This document outlines what Sefton deems to be acceptable and unacceptable use
of ICT, all colleagues as defined within the scope of this document must comply with
this policy failure to do so may lead to disciplinary action.

If you do not understand the definitions and guidance in this document please do not
hesitate to seek advice from either your manager, The ICT Client Team, or the IT
Helpdesk.

User Accounts and Passwords

Access to Sefton Council's ICT systems and Information must be adequately
protected. Whilst different business applications have varying security requirements,
these individual requirements must be identified through risk assessments that will
‘control the access' to the ICT systems and filing cabinets where the information is
held in paper form.

Management Responsibilities

e Managers must ensure that all staff within their team have access rights to systems
and IT services that are commensurate with the tasks they are expected to
perform.

e All staff must have a unique login that is not shared with or disclosed to any other
users along with an associated unique password that is requested at each new
login.

e Employees must not make copies of computer software owned by the Council for
private use.

e User's access rights must be reviewed at regular intervals by their manager to
ensure that the appropriate rights are still allocated. System administration
accounts must only be provided to users that are required to perform system
administration tasks.

e Managers must ensure that all computer software and hardware is purchased via
the ICT Client team, under no circumstances should any free of charge evaluation
software be installed without prior approval from the ICT client team.

e All authorised users are required to comply with the Starters, Movers and Leavers
Policy document found in Appendix A.

e Managers must ensure that all new employees must complete the Information
Management and Governance and ICT Acceptable Usage Policy training on
MeLearning within 7 days of their start date. Failure to complete the MelLearning
courses will result in limitations being placed on the ICT account.





1.

IT Device Management

As a principle, and to ensure value for money, there will be no more than one
workstation asset allocated per user (desktop/laptop) In exceptional cases staff
requiring multiple assets must provide a business case (signed by Head of Service) to
the ICT Client team before an additional device will be purchased.

How you should use your device (key principles)

All devices directly connected to the Sefton MBC Network (wired, wireless or
access via VPN) must be approved, deployed and supported by the ICT
Managed Service Provider

The installation of any software and any required local configuration is managed
and supported by the ICT Managed Service Provider, users should not install any
software themselves.

All devices are owned by Sefton MBC

All mobile end user devices must be assigned a named individual within a team.
If a person moves role within the organisation the device remains with the leavers
team for reallocation to the new postholder, in cases where there is no new
postholder it must be returned to the ICT Managed Service Provider

All fixed desktops must be assigned to the departmental manager for that area.
When a device is no longer in use then the device must be returned to the ICT
Managed Service provider

All devices must be listed within the team’s equipment inventory.

Things you must not do

Connect any corporate resources (e.g. Email or Teams) to personal devices or
connect personal devices to the corporate network — Bring your Own Device
(BYOD) is not permitted.

Do not take your council devices outside of the United Kingdom without prior
approval from the ICT Client Team

Do not move or install devices without the support of ICT, all requests for
installation, moves or changes to any device must be logged through the ICT
Service Desk

Do note dispose or reallocate any device without logging a call with the ICT
Service Desk, any disposals must comply with WEEE Regulations 2017

. User network and Applications Accounts

Always use your own personal Sefton Council account to carry out your work.
Only use your administration account to carry daily specific system administrator
duties assigned to you by your manager (if relevant)

All Sefton Council IT Accounts not accessed for longer than 30 days will be
disabled.

Always use CTRL ALT DEL/Windows Key + L to lock your machine when
unattended.





Follow the password policy in Appendix B, a summary of what you shouldn’t do is
described below.

Things you must not do

3.

Never write passwords down

Never send a password through email

Never save passwords in your browser/s

Never include a password in a non-encrypted stored document

Never tell anyone your password or hint at the format of your password

Never use your network password on an account over the internet which does
not have a secure login, Secure web pages have addresses that start with https://
Don’t use common acronyms as part of your password.

Don’t use spaces, common words or reverse spelling of words in part of your
password.

Don’t use names of people or places as part of your password.

Don’t use parts of your login name in your password.

Don’t use parts of numbers easily remembered such as phone numbers, NI
numbers or street address.

Never let someone see you type your password.

OneDrive and SharePoint

Access to OneDrive for Business is from a managed Sefton Council Windows 10
device or a managed mobile device only.

OneDrive for Business is your personal area on the cloud, confidential to you,
previously known as your H: Drive. OneDrive for Business requires an Office 365
license, once employment ends this data will be accessible to the user’'s manager and
will then be archived in line with the data retention policy, please refer to Appendix D

SharePoint is a web-based collaborative platform that integrates with MS Office, used
for sharing documents, this is where you will find all the documents migrated from your
old G: Drive or team drive or Microsoft Shares.

How you should use OneDrive for Business and SharePoint

All data stored in OneDrive for Business should be relevant to the user’s role.
All data that needs to be shared across teams/groups must be stored in
SharePoint.

Data should be stored in line with the retention schedule and deleted when no
longer required.

Managers are listed as SharePoint site owners, and they are responsible for
providing and revoking access to staff when required in line with the Starters,
Movers, and Leavers policy in Appendix A.

Employees can also be delegated Owner permissions to a SharePoint site if a
manager has granted that permission. Any owner of a SharePoint site is
responsible for the administration of permissions to that sites data.





e The sharing of files to trusted third parties is permitted however this should only
be done for valid business purposes, the basic configuration of this is supported
by the ICT Service Desk however the Site Owner is responsible for providing and
revoking access to the data within the site.

Things you must not do

Personally identifiable data must not be kept in OneDrive.

Personal/Copyright Pictures must not be stored in OneDrive or SharePoint

Personal/Copyright Videos must not be stored in OneDrive or SharePoint

Any pictures, music or videos that are stored will be deemed to be property of

Sefton Councll

e Do not save any documents/files which hold sensitive/personally identifiable data
on your desktop.

e Your OneDrive must only be accessed with your own user account and users
must not attempt to access another user’s OneDrive without their prior expressed
permission. Exemptions to this are;

o Where a colleague or manager requires access to the OneDrive folder of a
user who has left the organization or is on Long Term Absence

e |If a manager requires access to another user’'s OneDrive folder as part of an

investigation, then approval is required by HR in the first instance.

4. Internet Acceptable Use Policy

The Council recognises that it is not practical to define precise rules that cover the full
range of Internet activities available and in general, it is adherence to the spirit and
essence of the policy that will allow the Council as a whole, and employees in person,
to productively benefit from access to this powerful technology.

All personal usage must be in accordance with this policy. Your computer and any
data held on it are the property of Sefton Council and may be accessed at any time by
the Council to ensure compliance with all its statutory, regulatory and internal policy
requirements.

What you should use your Council Internet account for

Your Council Internet account should be used in accordance with this policy to access
anything in pursuance of your work including:

Access to and/or provision of information.

Research

Electronic commerce (e.g., purchasing equipment for the Council)

Supported council applications which are hosted externally by the supplier.
Personal use in your own time (i.e.: during your lunchbreak), any personal use
must not include any activity listed in the section below.





The Council is not however responsible for any personal transactions you enter, for
example in respect of the quality, delivery or loss of items ordered. You must accept
responsibility for, and keep the Council protected against, any claims, damages,
losses or the like which might arise from your transaction for example in relation to
payment for the items or any personal injury or damage to property they might cause.

The Council is not responsible for any losses or issues relating to personal use of the
Council's internet facility.

If you are in any doubt about how you may make personal use of the system you are
advised not to do so.

Things you must not do

e Browse non-work sites during working hours.

e Leave open live internet feeds to collect news, sports updates or to download
images, video or audio streams for none work purposes.

e Download any copyrighted material without the owner’s permission.

e Create, download, upload, display or access knowingly, sites that contain
pornography or other "unsuitable” material that might be deemed illegal,
obscene, or offensive.

e Subscribe to, enter or use peer-to-peer networks or install software that allows
sharing of music, video or image files.

e Subscribe to, enter or utilise real time chat facilities such as chat rooms, text
/image messenger or pager programs.

e Subscribe to, enter or use online gaming or betting sites.

e Subscribe to or enter "'money making" sites or enter or use "'money making"
programs.

e Subscribe to, enter or use Free PDF Conversion websites.

e Run a private business.

e Download any software used for hacking or cracking passwords.

e Make repeated attempts to access any sites automatically blocked by the
Council’s filtering software.

The above list gives examples of "unsuitable" usage but is neither exclusive nor
exhaustive.

5. Email Acceptable Use Policy

The email system is provided to allow electronic communication in pursuance of
Council business between Elected Members, Council employees, individual Council
service users and external organisations. All email sent and received via Sefton
Council is owned by the council and should not be deemed personal. The Council will
monitor your email account usage and may access your email content. Be aware that
Sefton MBC may be required to disclose your emails or responses to them, to third
parties for legal reasons, which may include requests made under the UK GDPR,
Freedom of Information Act or Environmental Information Regulations.





How you should use your email (key principles)

e Communication in connection with Sefton Council’s business

e Users must exercise due care when drafting an email to ensure that their
message maintains the standards of professionalism the Sefton Council expects
of their position.

e Council Officers should not make statements on their own behalf or on behalf of
the Sefton Council that do or may defame, libel or damage the reputation of
Sefton Council or any person *Elected Members should refer to the Members
Code of Conduct for further guidance.

e Limited personal use of emalil is allowed provided it is kept to a reasonable level,
does not interfere with a user’s performance in performing their duties, does not
have a negative impact on Sefton Council in any way, is lawful and adheres to
the principles contained within this email Policy.

e Sefton Council email / public folders and shared mailboxes not accessed (e.g.,
opened content) for longer than 30 days will be disabled.

e Sefton Council email / public folders and shared mailboxes not accessed for
longer than 90 days will be archived except where otherwise directed by the
relevant manager i.e.: for long term sickness, maternity or direct instruction from
HR, see Appendix A

e All Sefton Council email / public folders and shared mailboxes must have an
owner and if an owner leaves it must be reassigned or the mailbox will also be
removed in accordance with policies above.

e The Sefton Council ICT Division will hold archived leavers data for 7 years, this
data will only be accessed upon a formal request approved by a manager or HR.

e Sefton Council reserves the right to monitor and/or record individual email use for
lawful business purposes. Users should therefore have no expectation of privacy
whilst using Sefton Council equipment for the purposes of communicating via
email.

e The contents of all email attachments, inbound and outbound, are scanned
electronically to help implement this Mandatory Policy against the acceptable use
policy and to prevent malware.

e Individual users are responsible for the day-to-day housekeeping of their account
and must minimise their mailbox space.

Things you must not do

e Use the Council's email system to facilitate or operate any business/ commercial
activity, other than that of the Council.

e Send business related email to large distribution groups without the permission of
the ICT Client Team (over 250 recipients)

e Email confidential, sensitive or personally identifiable information to other
people (either internal or external) without ensuring that the data is secured
and that the authority has the legal power or explicit consent to do so.

e Send confidential or third-party personal information from your work email
account to your personal account for any reason.

e Provide your work email address as contact details to sites you have accessed
for non-work purposes.

e Use personal web-based email from your work equipment i.e.: Google Mail





e Send files with non-business-related attachments (i.e., compressed files, video
streams, executable code, video or audio streams or graphical images)

e Email must only be accessed via the user’s personal user account and users
must not attempt to access another user’s mailbox without their prior expressed
permission. Exemptions to this are;

o Where a colleague or manager requires access to the mailbox of a user
who has left the organization or is on Long Term Absence

e |If a manager requires access to another user’s mailbox as part of an
investigation, then approval is required by HR in the first instance.

e Except where it is strictly and necessarily required for your work (for example,
corporate advertising, IT audit activity or other investigation), you must not create,
download, access, display, transmit or engage in the following:

full videos or clips

photographic or cartoon images
chain letters

jokes or 'joke' chains
conversational email

harassing or bullying content
entertainment software

other non-work-related software
advertisements

global emails (see paragraph 13 below)
game

gambling

e Again, except where it is strictly necessary and required for your work (as defined
above) you must not create, download, access, display, transmit or engage in the
following

e material that is obscene, offensive, sexually explicit, pornographic, racist,
sexist, ageist, defamatory, hateful, or homophobic in nature, incites or
depicts violence, or describes techniques for criminal or terrorist acts.

e derogatory remarks or express derogatory opinions regarding the Council,
its Officers or Members or communicate extreme views that could be to
the detriment of the Council or its reputation or bring the Council into
disrepute.

If you receive an unsolicited "unsuitable” email please inform your manager and
notify the ICT Service Desk.

6. Telephones

For the purpose of this policy the term ‘Phones’ refers to Council 8x8 Cloud Telephony
System landlines and mobile telephony devices, including pool phones. Users are
expected to exercise due care when making telephone calls and using mobile
messaging, to ensure that they maintain the standards of professionalism the Council
expects of their position. Managers have the responsibility to inform the ICT Service
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Desk when a mobile phone is no longer required, e.g., a member of staff has left, and
the phone is not being passed on, so that the contract can be cancelled.

Sefton reserves the right to monitor and record/log individuals' use of the mobile device
systems for its lawful business purposes. Sefton's employees, secondees and workers
must not expect privacy whilst using Council equipment for the purposes of
communicating. Sefton MBC may be required to disclose voice recordings to third
parties for legal reasons, which may include requests made under the UK GDPR or
Freedom of Information Act.

How you should use your Telephone (key principles)

e In connection with normal business

e Use of personal mobile phones in work for short conversations/messages
provided it is kept to a reasonable level, does not interfere with a user’s
performance in carrying out their duties, does not have a negative impact on
Sefton Council in any way, is lawful and adheres to the principles contained
within this Policy.

Things you must not do

e Allow the use of Council Phones by unauthorised person(s)

e Use a Council phone for personal calls (this includes the use of SMS text
messages/internet use) except in an emergency.

e Use your Councils mobile data package (mobile phone or MiFi device) for non-
work purposes.

e Incur international roaming costs unless pre-authorised by your manager (or
Democratic Services Manager, for members)

e Use phones in a manner that could bring Sefton Council into disrepute.

e Send SMS or MMS messages that could contain discriminatory, abusive, racist,
pornographic, obscene, illegal, offensive, potentially libellous or defamatory
content.

e Send personal and/or sensitive data using SMS or MMS messages without
verifying that the Council has the legal powers or explicit consent to do so.

e Use a Sefton Council number to promote any external private business.
e Use a Sefton phone to contact premium rate numbers.

e Remove the Council SIM card for any purpose (unless explicitly told to do so by a
member of the ICT Service Desk as part of fault diagnosis/repair)

e Transfer the SIM Card to any other device.

e Use internet-based voice & chat applications such as WhatsApp on your council
phone without submitting an authorisation form found on the intranet (Appendix
C). Please note the ICT Client Team may suggest internal applications such as
Microsoft Teams instead of WhatsApp when these forms are submitted
depending on the use case.

If you receive any harassment via telephone, do not attempt to contact a person who
has left you an unpleasant, suspicious, or threatening message. Do not engage in
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conversation with a person making an unwanted call. Remain calm and try not to show
emotion.

Put the handset to one side for a few minutes then replace it. Record the date and
time of the call as well as the details even if they were unanswered or silent calls. Write
down and save any text messages and the time they were received. In the first
instance users should inform their line manager and contact HR for further advice.

7. Security
All computer equipment should be placed in suitable physical locations that

e Reduce risk from environmental hazards, for example, heat, fire, smoke, water,
dust and vibration.

e Reduce the risk of theft.

e Facilitates workstations handling personal data being positioned so that the
screen cannot be seen by unauthorised personnel.

e Allitems of equipment must be maintained on a departmental inventory.

e When working in an agile way, users are responsible for the security of device(s),
some key general guidance notes are provided below

o Ensure the device is logged out of the network when not in use and
correctly shutdown.
o Devices must not be left unattended in a public location.
o Conceal when transporting on leaving i.e.: in the boot of a vehicle instead
of the back seat.
o Do not leave devices in parked cars overnight, even if they are concealed.
o Place in a safe place if the device is to be stored at home/away from the
office e.g., away from windows
e All Council devices and accounts are protected by Microsoft Intune and thus the
Microsoft 365 Conditional Access policies apply, the conditional access policies
will prevent you from
o Logging into any device from a country other than the UK
o Logging into the Sefton network via a hon-council device (unless
previously authorised in line with member usage)
o Accessing Council resources until your device is security compliant.
e You must ensure any WiFi access point you connect your Council device to is
appropriately secured e.g., with a password. Public WiFi that you would find in a
Café, Hotel or Restaurant is unsecure and should not be used in any case.

Reporting Information Security Events and Weaknesses

Security events, for example a Data Security Breach or a virus infection could quickly
spread and cause data loss across the organisation. All users must be able to identify
that any unexpected or unusual behaviour on the workstation could potentially be a
software malfunction. If an event is detected users must:

e Note the symptoms and any error messages on screen.
12





e Disconnect the workstation from the network if an infection is suspected (with
assistance from IT Support Staff)

All security events should be reported immediately to the ICT Service Desk on ext.
4999.
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Appendix A — Starters, Movers, Leavers Policy

Introduction & Aims

This document defines Sefton Council Policy for starters, movers and leavers across
the Sefton Council IT estate. The integrity and performance of the IT environment is
maintained by keeping the underlying IT environments tidy. The principal drivers for
an effective Starters, Movers and Leavers (SML) policy and process are:

e Security: Ensuring the Council network and information resources can only
be accessed by authorised persons.

e Cost: Utility consumption-based pricing of IT services means costs are
controlled by timely removal of leavers and if a mover has reduced IT service
needs, they can be amended.

e Asset Management: Accurate knowledge of asset location and status is
essential for maximising the utilisation of those resources and ensures IT
support knows what assets an end user has and where they are normally
located. The process also means assets can be recovered and redeployed as
efficiently as possible.

Scope & Responsibilities

The scope of this policy is for a Council Officer with direct reports to handling ICT
accounts for new starters, movers and leavers requests. Please note this policy
relates to ICT aspects of new starters, movers and leavers, you must also ensure
you are following Personnel policies for any other aspects.

The manager of the new starter, mover or leaver is responsible to make sure the
correct forms are submitted in a timely manner to protect the ICT environment and
data. Managers are also responsible for making sure the correct level of permissions
are assigned to a new starter and permissions are revoked when an employee
moves to another role or leaves the organization.

Agilisys are responsible for facilitating the requests as they are the administrators of
our account directory.

Raising a New Starter Request

All requests for a new Sefton Council ICT account must be raised via the Self-
Service Portal to ensure appropriate data capture pre-authorised by the Client ICT
Team and Personnel.

The link to the form on the Self-Service Portal can be found here, alternatively you
can type ‘New Starter’ in the search box.

All Council Staff should have access to the Self-Service Portal and can log in with
their Network Username and Password, if you are having difficulty logging in please
contact the ICT Service Desk on 0151 934 4999.

The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the new starter request.

Considerations
e |If access to an application that is not managed by ICT is required, you must raise
a separate request with the application asset owner.
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e ‘Cloning’ of a current user account and/or permissions is forbidden.

e The line manager of the new starter is responsible for assigning any required
SharePoint permissions.

e A new starter will not automatically be assigned a laptop/mobile, if there isn’t a
laptop/mobile to repurpose from a leaver then you will need to request a laptop
through the Online Store via the Self-Service Portal. It is suggested that such
requests should be made at the same time appointment is confirmed to ensure
enough time for equipment to be ordered and built.

e Internet access will be limited to internal sites only until Personnel have received
a signed copy of the ICT Acceptable Usage Policy from the new starter.

e Managers are responsible for ensuring that user accounts and associated
permissions are requested for new staff at least 48 hours before they are due to
commence employment.

e Work experience and contractors will only be created based upon standard
departmental profiles.

e All temporary staff require an expiration date on their account, their account will
be disabled on that date unless informed by a user’'s manager or instructed
otherwise from HR .

Raising a Mover Request
If a Sefton Council employee is moving departments or moving to a role that requires
changes in permission levels, then the preceding manager must submit a mover

notification via the Self-Service Portal.

The link to the form on the Self-Service Portal can be found here, alternatively you
can type ‘Mover’ in the search box.

All Council Staff should have access to the Self-Service Portal and can log in with
their Network Username and Password, if you are having difficulty logging in please
contact the ICT Service Desk on 0151 934 4999.

The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the new starter request.

Considerations

e All Movers will be treated as a new starter (except for their mailbox) and the new
manager will need to ensure appropriate permissions are provided for the new
role.

e |CT will not provide a new mailbox so any historical email that may contain
sensitive data will remain. It is the responsibility of the preceding manager to
ensure data is cleansed.

e |If access to an application that is not managed by ICT is required, you must raise
a separate request with the application asset owner.

e Itis the Movers responsibility to update their Telephone Directory information.

Raising a Leaver Request
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All requests for the disabling of a Sefton Council ICT account must be raised via the
Self-Service Portal to ensure appropriate data capture pre-authorised by the Client
ICT Team and Personnel.

The link to the form on the Self-Service Portal can be found here, alternatively you
can type ‘Network Account Deactivation’ in the search box.

All Council Staff should have access to the Self-Service Portal and can log in with
their Network Username and Password, if you are having difficulty logging in please
contact the ICT Service Desk on 0151 934 4999.

The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the account deactivation request.

Considerations

e Managers are responsible for notifying the Service Desk to disable a leaver
account before the employee leaves the organization.

e Managers are responsible for retrieval of any corporate KIT (Laptop, Mobile
Phone etc.) and store securely until the devices can be wiped and reissued.

e |ICT will issue a wipe command to the employees’ corporate mobile phone as
soon as their end date has been reached. Managers are responsible for
retrieving the PIN code from the leaver and ensuring the device is turned on to
allow ICT to remotely reset the device. If the reset does not take place and the
mobile phone is not ready to start the configuration process, you must inform the
service desk immediately, as once the account is deleted, 30 days after the
employee leaves Sefton, the mobile phone can no longer be returned to factory
settings and will become locked/unusable. The cost of any replacement devices
must be met by the department in these cases.

e The leavers data (Mailbox and OneDrive) will be accessible for a maximum of 30
days after the account is disabled to allow the manager to retrieve any files
relevant to a project or service and store elsewhere (SharePoint). After the 30
days the account deletion process will take place, there are no exceptions to this
due to licensing agreements with Microsoft. (Note; data will still be retained for 90
days in line with the ICT Data Retention Policy).

e Revocation of access to an application that is not managed by ICT must be
raised as a separate request with the application asset owner.

Raising an Account Reactivation Request

If an account has not been used for over 30 days, then we will automatically disable
the account to protect the corporate network and data integrity. If an employee
requires access back to their account, then an Account Reactivation request will
need to be raised via the Self-Service Portal to ensure appropriate data capture pre-
authorised by the Client ICT Team and Personnel.

The link to the form on the Self-Service Portal can be found here, alternatively you
can type ‘Network Account Reactivation’ in the search box.

All PCs that have not had a user login to them in excess of 3 months, need to be
rebuilt by Agilisys ICT to ensure they have the latest Microsoft and Security updates.
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All requests for an employee's PC to be rebuilt after an absence in excess of 3
months, must be raised via the Self-Service Portal using the form, to ensure
appropriate data capture pre-authorised by the Client ICT Team and Personnel.

o Itis the responsibility of the absent employee's manager to ensure a call has
been logged on the self-service portal for the computer of the returning
employee to be reimaged

o Itis the responsibility of the employee who has been absent to make their
laptop available to Agilisys ICT for it to be rebuilt

o If a shared desktop PC has been used by another employee during the
extended absence, then the PC will not need to be reimaged, but the absent
user's profile will have been deleted from it

« Employees and managers need to be aware that the process of recreating
profiles on rebuilt or shared computers, will require more time to complete
than a normal login and some configuration for printing and signatures in
Outlook for example, will need to be completed by the user. Assistance with
this can be obtained from the Service Desk if necessary

All Council Staff should have access to the Self-Service Portal and can log in with
their Network Username and Password, if you are having difficulty logging in please
contact the ICT Service Desk on 0151 934 4999.

The Service Desk will ensure appropriate authorisation has been provided by a
manager/Personnel before completing the new starter request.

If an account has been fully processed as a leaver (usually after 90 days of
inactivity), managers must complete a new starter form via the Self-Service Portal
instead of an account extension request. The Service Desk will reject any requests
they receive from end users raised incorrectly.

Appendix B — Password Policy

Introduction & Aims
Passwords are an important aspect of Sefton’s ICT security. They are the front line
of protection for user accounts.

A poorly chosen password may result in the compromise of Sefton's entire network.
All employees, temporary workers, contractors, consultants and 3rd parties that have
access to the IT systems must adhere to the password Mandatory Principles defined
below to protect the security of the network, protect data integrity, and protect
computer systems.

Scope & Responsibilities

This policy applies to anyone with an account (or any form of access that requires a
password) on a Sefton Council computer device or system. This includes system
support staff and the use of privileged administrative passwords.
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Individual users are responsible for taking the appropriate steps, as outlined below,
to select and secure their passwords. Report any suspicions of your password
being compromised to the ICT Service Desk.

Password Selection

Passwords should be memorable enough not to have to write them down and long
enough to be unique and hard to guess.

Avoid choosing predictable passwords (such as “password”, “123”, names of family
members or dictionary words) as these can be easily guessed or cracked.

A 15+ character password has 12 quadrillion possible combination and would take a
supercomputer approximately 526 years to crack. We recommend that you move
away from a 15-character word, as there is only 5757 of them.

Everyone must choose strong passwords with a minimum standard of:

e Be at least fifteen characters in length

e Contains at least 4 characters from number, upper, lower, special characters

e Are more complex than a single word (such passwords are easier for hackers
to crack)

Recommendations for generating passwords include:

e |tis advised that you use 3 or more phrase or items that you can see in front
of you every day. For example, Necklace, Robe, Coffee as a password:
NecklacerObecoffEe would take roughly 2 months to crack.

e You can randomise passwords by replacing the A with @ or | with 1.

e You can also consider how you might use a known phrase to help you
remember a password.

For example using the phrase “The quick brown fox jumps over the lazy dog !” and
taking the first character of each word in the sentence becomes: Tgbfjotld! and by
substituting the o for 0 becomes a password of TgbfjOtld!

All default vendor-supplied passwords that come with any system or software should
be changed before deployment.

Protecting Passwords
e Avoid sharing your passwords with anyone
e Never use the remember password' function
Never store your passwords as plain text on your computer
Never write your passwords down or store them where they are open to theft
Never store your passwords in a computer system without encryption
Do not use any part of your username within the password
Do not use the same passwords for use inside and outside of work

Changing Your Password

All user-level passwords must be changed immediately if you believe the password
has been or may have been compromised. Users cannot reuse the same password
within 20 password changes.

All passwords will be set to a unique value for each user for first-time use and upon
reset. Each user will need to change their password immediately after the first use
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System Administration Standards

The password administration process for individual Sefton Council systems must be
well- documented and only available to designated people.

All Sefton Council ICT systems must be configured to enforce the following
(exceptions must be documented and agreed with the ICT Partnership Team):

e Authentication of individual users, not groups of users i.e. no generic accounts
Protection with regards to the retrieval of passwords and security details
System access monitoring and logging - at a user level
Role management so that functions can be performed without sharing
passwords
Password admin processes must be properly controlled, secure and auditable
No default administrator passwords should be used
Use of different passwords for administrative and non-administrative accounts
Administrator privileges should not be granted to standard users and should
only be granted to relevant users where strictly necessary.

Users will be allowed 6 login attempts before their account is locked out.

e If a session has been idle for more than 15 minutes, users will be required to
re-authenticate (for example, re-enter the password) to re-activate the
terminal or session.

Policy Enforcement

Failure to maintain secure passwords in accordance with this policy may result in
disciplinary action being taken against you. In the case of third-party suppliers or
consultants, non-conformance will result in the immediate removal of access to the
system. If damage or compromise of Sefton ICT systems results, Sefton Council will
consider legal action against the third party.

Advice and Policy Interpretation
If you are uncertain about any aspect of this policy, please contact the ICT Service
Desk on 0151 934 3393.

This policy will be reviewed regularly by the ICT Client Team and Agilisys ICT
security Officer.

You will be alerted to important changes and updates will be published on the Sefton
MBC Intranet site. Always refer to the Sefton MBC Intranet for the latest version of
this policy.

Appendix C — WhatsApp Policy

Scope & Responsibilities

This policy applies to anyone with a corporate mobile phone who wishes to use
WhatsApp on their corporate mobile phone for any communication.

Individual users are responsible for taking the appropriate steps, as outlined below,
to gain appropriate approval before they will be provided permission to install
WhatsApp on their mobile phone. Individual users are also responsible for ensuring
they adhere to our data protection guidelines.
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WhatsApp on Work Mobiles

At this time when many of us are working away from the office and meetings are
being held through a range of channels, you may want or need to use WhatsApp on
your work devices.

Please complete the below form and submit it to the service desk via the ICT Self
Help Portal. When on the portal please search for 'WhatsApp'

-

WhatsApp-Authorisat
ion-Form (1).docx

Prior to authorisation being provided for installing WhatsApp on a work device, you
as the user must agree that you understand and accept all the risks associated with
using WhatsApp by completing the form above.

Essential Information

Sefton have no corporate access/management of groups set up in WhatsApp and no
access to data sent or stored using these apps. Therefore, would not be able to
disclose this if requested as part of any request or investigation.

WhatsApp do not have any official recognised certification in terms of Data
Protection but claim to be GDPR compliant with an EU office in Ireland.

WhatsApp is owned by Facebook and is subject to their privacy policy.
https://www.whatsapp.com/legal/#privacy-policy

WhatsApp Disclaimer

The disclaimer from WhatsApp — terms and conditions specifically state the following
but we do not guarantee that WhatsApp will always function without disruptions,
delays, or imperfections. you use our services at your own risk and subject to the
following disclaimers. we are providing our services on an "as is" basis without any
express or implied warranties, including, but not limited to, warranties of
merchantability, fithess for a particular purpose, title, non-infringement, and freedom
from computer virus or other harmful code. we do not warrant that any information
provided by us is accurate, complete, or useful, that our services will be operational,
error free, secure, or safe, or that our services will function without disruptions,
delays, or imperfections.

WhatsApp must not be used to share personal data nor should user join any social
groups

No support can be offered by the ICT Client Team or the Agilisys Service Desk for
WhatsApp as this a third-party public application.

Appendix D - Data Retention (IT Systems)

This document does not replace the authorities Retention Schedule but outlines the
core principles of how data will be managed on the IT Infrastructure, this document
only relates to electronic files, paper files are not included in this policy.

e User data for confirmed leavers is to be archived after 90 days this includes data
and information stored in OneDrive and Email. The Sefton Council ICT Division
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hold a backup of the archive for 7 years, this data will only be accessed upon a
formal request approved by a manager or HR.

Managers are responsible for ensuring the removal of electronic information from
systems once retention periods are expired.

It is expected that business information required for regulatory purposes will be
stored in the relevant business document management systems. For example,
finance data must be stored in Oracle or finance server not in user’'s email.

Where an end user device is a desktop the saving of information will be restricted,
where the device is mobile then that device will have approved encryption methods
enabled and are not to be circumvented. Usage of approved and encrypted
devices for storage of information while conducting daily work activities is
permitted. Such devices include Council tablets and other smart devices; however,
users must upload content to the appropriate systems (e.g., planning photographs)
and remove it from the device.

Unauthorised use of any cloud storage or online file transfer sites e.g., drop box or

We Transfer is prohibited by the policy and using any cloud storage not authorised
may result in disciplinary action.
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Appendix E — Monitoring (IT Systems)

ICT and application usage/information is logged, this information may be subject to
FOIA, Subject Access Requests or HR/Legal investigations. A non-exhaustive list of
what is logged are listed below;

User login information, e.g., start and end time over VPN

User access to O365: e.g. accessing files, editing, adding or deleting further
information can be found here - Understanding the User activity logs report -
Microsoft Support

Email activity including full access to email if required in line with HR/Legal
procedures (named officers only)

Internet activity: sites accessed, any transactions.

Application specific usage: audit logs on most applications includes who,
what, when was access and edits made including deletions.

Number of Teams meetings attended, how many calls made/received, how
many minutes spent in calls, how many messages have been sent/received,
duration on status (i.e., Inactive, away, busy etc)

Mobile telephony: Number of calls made/received, number of text messages
sent/received as well as the phone numbers used.

Canon Printing: Name of documents/files that have been sent to print and
released by user, number of prints, scans and copies completed.

8x8: Login and log off times, number of calls made/received, number of minutes
spent on calls, phone numbers contacted. Call recordings are also captured for
some users based in the Contact Centre and Sefton Arc.
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