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Cyber Situational Awareness Fusion Architecture (CySAFA) 3 - 701577542 - Title of notice
Section 2: Identification Numbers:

MOD Contract Notice No: 701577542

ITT Number: 701577542

Section 3: Relevant Dates:

Proposed/Estimated ITT Issue Date: 17th December 2021

Proposed/Estimated ITT Return Date: 30" March 2022

Proposed Issue Date of Contract: 30" November 2022

Proposed Completion Date of Contract: 29" November 2026

Section 4: Issuing Branch / Organisation Details:

Name of Institution

‘ Ministry of Defence j

MOD Organisation

‘ Information Systems and Services - |

Integrated Project Team (IPT)

‘ Cyber and Crypto j
Other Integrated Project Team (IPT): UK Strategic Defence Digital

Official Name: UK Strategic Commercial Defence Digital

National ID: N/A

Address Line 1: Ministry of Defence



Address Line 2: Defence Digital Commercial, Sylnfra
Address Line 3: Spur F1, Building 405, MOD Corsham
Town: Corsham
Postcode: SN13 9NR
Country: England
Contact Person: Lisa Jones
For the attention of: Lisa Jones
Telephone Number: 0306 770 1848
Email: 1ISSComrcl-Sylnfra-Group@mod.gov.uk
Fax: N/A
Main Address (URL): N/A
Section 5: Summary of Requirements / Description of Work:

1. CySAFA is the primary platform for data ingest and advanced analytics. It is fundamental to
the Defensive Cyber Operations (DCO) effort to identify, protect, detect and respond to cyber
threats and is a mission-critical asset to Defence’s Cyber Security Operations Capability (CSOC).
Sustained iterative development and incremental delivery continues to successfully provide
significant improvements and enhancements to front-line functionality with the Agile delivery model
enabling DCO to rapidly and coherently respond to the Authority’s evolving cyber threat.

2. Subject to contract, the Supplier will transition service delivery from the current incumbent
and work in close collaboration with the Authority, suppliers and other stakeholders, to ensure that
the capability continues to meet operational priorities whilst evolving alongside the wider defensive
cyber enterprise and meeting increased demand. This is the scope for the CySAFA3 capability, which
is the third iteration of the supply contract for this requirement.

3. The Supplier will provide two delivery elements within the contract:

a. Service Integration (SI). Acting within the Technical Authority the Supplier is to
support delivery of end-to-end services to operational users through integration of outputs
(e.g. tools) from several suppliers to the data environment. The Supplier will also ensure the
coherent evolution of the design and implementation of the capability as well as its
compliance to relevant policies and standards. A responsive approach to service
management and support is needed to match the tempo of cyber operations.

b. Data as a Service (DaaS). The Supplier will deliver sufficient software development
resources to extend, integrate and enhance the functionality of the existing open-source big
data technologies for which the design pattern is owned by the Authority. A subset of these
resources is required to provide embedded support across identified Authority facilities and
locations should high priority changes need to be made quickly in the operational
environment.

Section 6: Contract Strategy:

Contract Strategy: N/AChoose an item.



Section 7: Contractors Invited to Bid:
Official Name: CGI IT UK Limited
National ID: N/A
Address Line 1: 14" Floor
Address Line 2: 20 Fenchurch Street
Address Line 3:

Town: London

Postcode: EC3M 3BY

Country: England

Contact Person: Andy Hill

For the attention of: Andy Hill
Telephone Number: 07595236545
Email: andy.hill@cgi.com

Fax: N/A

Is a contractor classed as a SME? No

Official Name: BAE Systems Applied Intelligence Limited
National ID: N/A

Address Line 1: Waterside House
Address Line 2: 170 Priestley Road
Address Line 3: Surrey Research Park
Town: Guildford, Surrey

Postcode: GU2 7RQ

Country: England

Contact Person: Sam Skinner

For the attention of: Sam Skinner
Telephone Number: 03301580379
Email: Sam.skinner3@baesystems.com
Fax: N/A

Is a contractor classed as a SME? No



Official Name: Entserv UK Limited
National ID: N/A

Address Line 1: Royal Pavillion
Address Line 2: Wellesley Road
Address Line 3:

Town: Aldershot, Hampshire
Postcode: GU11 1PZ

Country: England

Contact Person: Giles Ellis

For the attention of: Giles Ellis
Telephone Number: 07768553460
Email: giles.ellis@dxc.com

Fax: N/A

Is a contractor classed as a SME? No

Official Name: Leidos Innovations UK Group Limited
National ID: N/A

Address Line 1: Sky Park 1

Address Line 2: 8 Elliot Place
Address Line 3:

Town: Glasgow, North Lanarkshire
Postcode: G3 8EP

Country: Scotland

Contact Person: Lee O’Rourke

For the attention of: Lee O’Rourke
Telephone Number: 07980772522
Email: lee.ORourke@Ieidos.com
Fax: N/A

Is a contractor classed as a SME? No



Official Name: Raytheon Systems Limited
National ID: N/A

Address Line 1: Kao One

Address Line 2: Kao Park

Address Line 3:

Town: Harlow, Essex

Postcode: CM17 9NA

Country: England

Contact Person: Wendy Sweeney

For the attention of: Wendy Sweeney
Telephone Number: 07884667160
Email: Wendy.sweeney@ratheon.co.uk
Fax: N/A

Is a contractor classed as a SME? No



