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DEFINITIONS

In this Schedule, the following definitions shall apply:

	"THE AUTHORITY"



“THE SUPPLIER”



	means HM Revenue & Customs, the contracting authority and receiver of the services;

means the person, firm or company with whom The Authority enters into the Contract





1. [bookmark: _Toc54570268]
INTRODUCTION

1.1. The Authority is looking to identify a Supplier to take on and transform the existing services including; MFA SMS (OTP) and Voice Calling, outbound email and SMS capabilities (including multi device messaging), currently supported by multiple Suppliers. This new combined email and text service will be a part of a range of Communication Services that will support The Authority’s strategy of communicating with the right customer at the right time through the right channel.

1.2. It is critical that the service supports The Authority’s objectives and so, as well as the provision of core functionality and capability Service resilience, the maintenance of Customer confidentiality and building of customer trust will be critically important given that The Authority continues to be one of the most highly phished organisations in the UK.

1.3. The successful Supplier must deliver the new service in two phases:

1.3.1. Day 1: 
1.3.1.i Transition of the existing range of services to one service solution.
1.3.1.ii Have the capacity to deliver at least eighty (80) million SMS and eight (8) million Voice Calls each year in relation to the Multi Factor Authentication (MFA) service utilised by customers. 
1.3.1.iii Have the capacity deliver at least fourteen (14) million SMS messages associated with Campaigns with the current peak demand requirement of 1.5 million per day.
1.3.1.iv Have the capacity to deliver at least two hundred and twenty (220) million outbound email messages to customers over 1700 bulletins (separate from EOP used for internal Authority email communication)
1.3.1.v Have the capacity to create multiple contract groups (in excess of 25) which contain more than 150 numbers, in each.
1.3.1.vi It is very likely that our use of the service will fluctuate -perhaps significantly, through the proposed contract life cycle so flexibility of design and charging models will be critical.

1.3.2. Day 2: 
1.3.2.i We are looking to exploit the top quartile capabilities provided in the solution to develop new and innovative ways of communicating with our customers, whether that be on a 121 or 1 to many basis, in a way that work seamlessly and through standard interfaces where necessary with The Authority’s other Communication and Communication management services. 
1.3.2.ii We are seeking to explore the capability for customers to respond to our SMS campaign messages, for the Supplier to set out how the Supplier would respond to that challenge and provide a cost.

1.4. In addition, the service will have to be;
1.4.1. Safe – Customer confidentiality remains The Authority’s number one priority in the delivery of services. 
1.4.2. Trusted – The Authority is a prime target for criminal phishing activity. It is vital that The Authority’s customers are able to trust the emails and SMS’s it issues through this service.   
1.4.3. Flexible – The Authority seeks to encourage customers to use its increasingly rich range of digital services.  Email and SMS, as well as communication channels will be a key enabler of this objective. 
1.4.4. Value For Money (VFM) – The Authority believes that VFM is best achieved by being almost totally able to be run and configured by The Authority’s own people. The Authority is also looking for an innovative pricing solution that ensures VFM.
1.4.5. Innovative – The Authority is looking to work with a partner who is imaginative and experienced in the use of voice, email and SMS channels to achieve our Departmental objectives as well as support the day-to-day business of assessing and collecting tax.

2. [bookmark: _Toc54570269]BACKGROUND – THE AUTHORITY
2.1. The Authority is the UK’s tax, payments and customs authority, and we have a vital purpose: we collect the money that pays for the UK’s public services and help families and individuals with targeted financial support. 

2.2. We have three strategic objectives, and everything we do is focused on delivering these for the UK. They are to:
2.2.1. Maximise revenues due and bear down on avoidance and evasion;
2.2.2. Transform tax and payments for our customers; and
2.2.3. Design and deliver a professional, efficient and engaged organisation.

2.3. The Authority are designing new systems, products and processes around customers to make it as easy as possible for them to deal with us. Our aim is to become the world’s most digitally-advanced tax authority and we've taken great strides towards achieving this ambition. 

2.4. The expectations of our customers to be able to manage their affairs digitally is growing and The Authority has invested in new online services which are being used by millions, such as Personal and Business Tax Accounts and online tax credits renewal. Email and SMS services will be critical enablers of the journey to online services and the use of digital accounts. 

2.5. Effective communication with our customers is a critical enabler and the new Email and SMS services working alongside and integrated with The Authority’s other communication services will play a key role through the life time of the new contract in the delivery of those objectives.

2.6. The Authority subcontracts work to its wholly owned company Revenue & Customs Digital Technology Services Limited (RCDTS) and for the purposes of this agreement, services may be consumed or ordered by any authorised employee of RCDTS. 


3. [bookmark: _Toc54570270]BACKGROUND – Multi Factor Authentication (MFA)

3.1. MFA is used to authenticate individuals or organisations contacting The Authority to enquire about their tax matters. 

3.2. The Authority manages on behalf of the Government “the Government Gateway”. For those customers who choose to use these services then MFA is used to access the specific services accessed through the Gateway. All individual customers of the Government Gateway (not agents or businesses) must have an MFA SMS verification to allow the customer to proceed no matter which Government Gateway service they use. This could be any service – Tax Credits, Personal Tax Account etc. Some Agents and Business customers must use MFA (Self-Assessment, PAYE etc.), but this is not currently mandated for everyone.   
 
3.3. From Day 1, MFA must be provided in the following formats: 
3.3.1. SMS – to any mobile worldwide.
3.3.2. Voice Calling – to any landline and mobile worldwide.

3.4. This contract will allow The Authority to provide a managed service type arrangement for other Government bodies (“OGDs”) which allows The Authority to send out MFA (SMSs) on their behalf. The Authority currently has 13 other government services using this capability and this expected to increase over the coming months/years.

3.5. Under this managed service arrangement, The Authority will remain responsible for all payments to The Supplier. 

4. [bookmark: _Toc54570271]BACKGROUND – EMAILS AND SMS CAMPAIGNS
4.1. The Authority currently issues email and SMS campaigns to customers from separate aggregators.

5. [bookmark: _Toc54570272]BACKGROUND – MULTI DEVICE MESSAGING
5.1. The Authority currently issues text alerts for HPI/MI’s to senior Authority stakeholders. 
 
6. [bookmark: _Toc54570273]TYPES OF SMS CAMPAIGNS AND EMAILS ISSUED

6.1. Help and Support
6.1.1. The Authority issues emails and SMS to customers to provide help and support, to increase upstream compliance and assist customers with understanding their obligations to pay the right tax at the right time or claim the correct benefits at the right time, by providing guidance and/or signposting to digital support products such as webinars, online guides, and The Authority’s You Tube channel.

6.1.2. Examples include:
6.1.2.i c. 34 million Help and support emails sent between March and August 2020 for the Coronavirus Job Retention Scheme containing information about the scheme, including from announcements made by the Chancellor of the Exchequer;
6.1.2.ii Help and support emails sent for the Eat Out to Help Out campaign. 33,000 registered businesses were contacted on separate occasions to:
6.1.2.iii Encourage them to register for the scheme;
6.1.2.iv Thank them for registering for the scheme and advise of next steps; and
6.1.2.v Signpost them to sources of support, including webinars and You Tube videos.
6.1.3. Approximately 1.3 million SMS sent annually every May to advise customers of increased rates of National Minimum Wage effective from 1 April.

6.2. Nudges and Prompts 
6.2.1. Nudge/prompt/remind customers to act, either to self-serve or contact us if they need help – either digitally or by telephone. Examples of this include:
6.2.1.i The annual Self-Assessment (SA) campaign, where 4 rounds of tailored, targeted Email and SMS reminders are issued every year to approximately 5.2 million customers.  The aim is to smooth customer demand in the run-up to the Self-Assessment deadline on 31 January, by encouraging customers to act early and contact The Authority early if they need to do so. Analysis shows to expect up to 5% increase in customer contact rates following sending; 
6.2.1.ii The annual Tax Credits campaign, where in 19/20, 2.3 million SMS were sent to customers to remind them to complete their tax credits renewal form or contact The Authority if they needed help to do this.  SMS were sent in carefully timed and staggered batches, so as to manage potential demand.  

6.3. Provide reassurance and prevent progress chasing
6.3.1. An SMS being sent upon receipt of a form submitted by the customer, to advise it has been received and indicate expected timeframes for next contact. Current volumes are approximately 2,000 per month, with potential to increase. 

6.4. Seek customer feedback to help improve our services 
6.4.1. Between 160,000 to 300,000 SMS are sent every month to customers who have contacted The Authority’s helplines, with a hyperlink inviting them to complete an online survey to provide feedback on their telephone call experience.
6.5. Email campaigns and SMS campaigns functionality will never be used to inform customers of a repayment or to ask for payment as part of Customer Service Campaigns.

7. [bookmark: _Toc54570274]MFA – CURRENT SCOPE

7.1. The current scope for the MFA Service is:
7.1.1. To send a unique six (6) digit access code to a customer. The Authority will be responsible for the creation and duration of the validity of any access code e.g. 15 minutes.;
7.1.2. The code must be sent to a landline or mobile via SMS (“transactional route”) or Voice; 
7.1.3. The user could be in the UK or abroad (anywhere in the world);
7.1.4. The SMS is sent using a single unique short code / unique Sender ID associated with The Authority – this must be provided by the Supplier; 
7.1.5. [bookmark: _Hlk44337669]New short codes / Sender ID (registered worldwide) may be required and the Supplier must provide any such numbers at cost;
7.1.6. The voice call must use a unique Calling Line Identification (“CLI”) associated with The Authority – this must be provided by the Supplier; 
7.1.7. New CLI numbers may be required and the Supplier must provide any such numbers at cost;
7.1.8. If the customer wishes to call the CLI used for the voice call, this will result in an automated message being played to the customer that The Authority specifies. This call will be free to the customer and The Authority will be charged for this. This must be a 03 (local rate) number; and
7.1.9. Customers must be able to repeat the voice call (i.e. press 1 to repeat), but The Authority must be able to control/configure how many times they can repeat the voice message (currently this is a maximum of two (2) repeats).

7.2. The Supplier must be able to: 
7.2.1. Block (for both SMS and Voice) specific numbers, ranges/blocks of numbers, countries, networks (including Mobile Virtual Network Operators) at The Authority’s request within two (2) hours, twenty-four (24) hours a day at no additional cost;
7.2.2. Put restrictions/filters on the requests The Authority sends at no additional cost and within two (2) hours; and 
7.2.3. Restrict the number of Voice Calls the same number outside the UK can receive in a twenty-four (24)-hour period to a configurable number, currently this is a maximum of five (5), regardless of how many requests are made – this could be to both UK and non-UK traffic.

8. [bookmark: _Toc54570275]EMAIL AND SMS CAMPAIGNS – CURRENT SCOPE

8.1. Email campaigns
8.1.1. Emails are currently sent from the secure email address no.reply@advice.hmrc.gov.uk.
8.1.2. Email servers are programmed so that all inbound gov.uk emails are TLS encrypted, this is to ensure courtesy copies and test copies are allowed into The Authority’s email network.
8.1.3. DMARC/DKIM/SPF is also applied as additional security control.
With logs sent through to Splunk SIEM for analysis.
8.1.4. Use of hyperlinks in emails
8.1.4.i Hyperlinks are regularly used in emails.
8.1.4.ii Standard header and footer templates contain ‘social’ icons containing hyperlinks to sites of interest to customers, e.g. GOV.UK.
8.1.4.iii An SSL certificate is purchased by The Authority for a one (1) year period In line with industry standards to allow the use of hyperlinks in emails.
8.1.4.iv All characters after the tracking domain in the hyperlink are encrypted
8.1.5. Use of macros
8.1.5.i Macros are regularly used in emails, especially to personalize the salutation e.g. Dear (customer name). 
8.1.6. Email Address Suppression/Bounceback Management
8.1.6.i Email Address Suppression is a mechanism that protects the reputation of The Authority’s email domains and ensures messages are not delivered to known problematic addresses and thus affect The Authority’s ability to keep sending messages.
8.1.6.ii Email addresses are screened against the suppression list and undeliverable emails are not attempted. This reduces costs and safeguards The Authority’s email reputation. Suppressions can be managed through a management interface.
8.1.6.iii Email addresses that are undeliverable need to be reported. Digital services send single emails and need to report on deliverability of each message.

8.2. SMS campaigns
8.2.1. SMS campaigns are currently sent from a dedicated short code, this will be different to the code used by the MFA service (see 7.1 above).
8.2.2. Multiple different SMS campaigns are frequently sent simultaneously.  
8.2.3. In compliance with UK Law, no SMS are sent between the hours of 9pm and 8am (GMT) inclusive for this service. For the avoidance of doubt the MFA service (see 7.1 above) SMS and the multi device alert SMS are to be sent 24/7.  
8.2.4. Use of robotics and APIs:
8.2.4.i Currently there is one SMS campaign that is automated via API and robotics.  
8.2.5. Use of hyperlinks:
8.2.5.i There is one campaign where a hyperlink is contained in the body of the SMS. Tracking on the number of clicks on the links is available and is reportable.
8.2.6. Use of dynamic content:
8.2.6.i Trials have been done previously and successfully to include dynamic field content; however no current SMS campaigns contain dynamic field content.
8.2.7. Home Locator Response facility:
8.2.7.i A Home Locator Response (HLR) check is performed as standard on the majority of SMS campaigns.  The purpose of the HLR is to check if a number is live or dead before SMS is sent. The exceptions to this are when the data is known to have come recently from the customer.  This is at a significantly lower cost than the sending of an SMS.  If the check fails, this does not prevent the SMS from being sent. Currently this is set as a 2 hour time window. Dead numbers are then screened against for future campaigns and removed as necessary. This is at nil cost, thus reducing the need to perform and pay for a further HLR (Home Locator Response) check on these numbers. Reporting is available on this in line with SMS reporting requirements. 

9. [bookmark: _Toc54570276]REQUIREMENTS

9.1. The platform must:
9.1.1. Be a single hosted platform;
9.1.2. An enterprise grade technical platform;
9.1.3. Provide always-on availability with hot failover of key components;
9.1.4. Provide an open and adaptive integration layer supporting all common data transfer protocols (including but not limited to Secure File Transfer (SFTP/SSH), FTPS/HTTPS, Representational state transfer (REST) etc.) For the avoidance of doubt FTPS is The Authority’s preferred method;
9.1.5. De-risk exposure and reduce time to value through with fewer partner solution components and more ‘native’ solutions across the platform supply chain;
9.1.6. Demonstrate and ensure operational agility through streamlined end to end process (less fragmentation/handovers);
9.1.7. Be in receipt of continuous platform investment/updates; 
9.1.8. Provide a design and orchestration layer to allow easy creation and maintenance of communications journeys, allowing automated and manual A/B testing when appropriate;
9.1.9. Provide The Authority with the tools and capabilities that demonstrate how emails will render on target email clients, webmail clients and apps (responsive capabilities) in advance of sending them to The Authorities customers (testing);
9.1.10. Be visually configurable (canvas based) and maintainable administratively without requiring deep technical expertise;
9.1.11. Provide a data mastering layer to allow easy and constant cleansing of customer data (The Authorities preference would be for Artificial Intelligence (AI) / Machine Learning (ML) technologies to deliver this requirement);
9.1.12. Allow The Authority to establish and maintain a customer record across all relevant customer data sources to ensure quality of communications journeys with full cross referencing and audit;
9.1.13. Provide a portal capability, capable of capturing communication preferences with integrated content management;
9.1.14. Have a proven scalability track record with linear and elastic scaling;
9.1.15. Provide the capability for a native cross solution analytical function to allow outcome-based measurement of communication strategies, campaigns and journeys, linking with email analytics;
9.1.16. Allow The Authority to scale to more engagement rich digital channels vs lower engagement printed communications and provide broader service options;
9.1.17. Allow the creation of modular content, leveraging a design system or similar solution;
9.1.18. Allow the creation of accessible content, to a minimum of WCAG 2.1 AA;
9.1.19. Be able to send out communications in both English and Welsh languages; 
9.1.20. Allow email messages to be sent from multiple domains (e.g. hmrc.gov.uk, tax.service.gov.uk);
9.1.21. Allow SMS multiple user logins for the alert system and ensure there is an audit trail on who has issued the alert;
9.1.22. Allow the creation of name/header/from for each alert issued;
9.1.23. Allow nominated users of the alert system to create/edit/delete: 
9.1.23.i multiple contact groups; and
9.1.23.ii templates.
9.1.24. For the text alert system: 
9.1.24.i interface with The Authority’s ITSM ServiceNow toolset;
9.1.24.ii allow import of contacts via .csv file; and
9.1.24.iii confirm who received / read issues SMS or equivalent.

9.2. The Supplier must: 
9.2.1. Provide a communication platform that can deliver triggered & time sensitive communications (MFA) in a secure and robust method in the appropriate format in a real time or scheduled/pre-planned intervals;
9.2.2. Provide the capability for The Authority to consolidate their existing digital outbound messages (SMS/Email/Push) incorporating journey management that can be edited easily, automating next best actions based on data analysis and customer behaviors, removing or making redundant manual processes;
9.2.3. Allow for omnichannel communications including (but not restricted to) SMS (single and bi-directional), Rich Content SMS (RCS), Email (plain text and responsive HTML), PushIO (for integration of communications into mobile apps);
9.2.4. Allow communications strategies to be incorporated into campaigns and those campaigns to be incorporated into multichannel journeys;
9.2.5. Allow Send-Time optimisation to ensure engagement;
9.2.6. Allow profile-based content inclusion to ensure relevance;
9.2.7. Allow real-time journey switching based on explicit (e.g. change of circumstance) or implicit (observed behaviour / response e.g. opening an email, selecting a link, selecting a button);
9.2.8. Allow sender and subject line prediction/optimisation approaches; 
9.2.9. Allow for Artificial Intelligence / Machine Learning (AI/ML) approaches to reduce testing time cycles;
9.2.10.  Enable continuous optimisation of communications, campaigns and journeys to ensure best engagement and outcomes;
9.2.11.  Allow for the phasing / batching of outbound communications to ensure optimum delivery outcomes;
9.2.12.  Provide the ability to set up a dispatch profile for a campaign to allow the user to dispatch x number comms on specific or subsequent days;
9.2.13.  Provide a management interface to support this functionality to accommodate short notice changes in the phasing/batching plan;
9.2.14.  Provide reporting of suppressions, undelivered messages and bouncebacks to allow transactional services to optimise user communications;
9.2.15.  Provide mailbox detection services, including disposable mailbox detection, mailbox verification and group/role-based email checking (to distinguish between individual and organisations);
9.2.16.  Allow lists of domains to ensure optimal deliverability of The Authority’s emails; and
9.2.17.  Provide the ability to differentiate between statutory and non-statutory notifications.
9.2.18.  Provide a platform that is capable of supporting innovation – allowing The Authority to take advantage of new ways of working / communication techniques or tools ‘at pace’.
9.2.19.  Respond to The Authority’s change requests within 15 days or sooner;


9.3. The solution must:
9.3.1. Allow The Authority to meet both immediate (DAY 1) requirements but allow business driven expansion towards an innovative engagement/journey-based approach in Day 2 without needing to migrate to additional or alternative technologies;
9.3.2. Allow granular and configurable preference management and permissioning (and re-permissioning) via a single-entry point (a portal) as well as via integration APIs; 
9.3.3. Allow The Authority to configure their own strategies, campaigns and journeys without need for hands-on technical support;
9.3.4. Provide both operational and strategic analytics;
9.3.5. Provide a native cross solution analytical function to allow outcome-based measurement of communication strategies, campaigns and journeys to ensure maximum engagement;

9.3.6. Provide email analytics function combining Google Analytics with email service provider (ESP) tracking and Litmus tracking to fully inform email design and development strategy; and 
9.3.7. Provide optimised data for every step of the marketing journey - right audience, channel, time, content, frequency.
9.3.8. Enable adaptive outreach - leveraging adaptive orchestration as opposed to linear journeys to build individualised experiences and journeys which are executed at scale;
9.3.9. Allow The Authority to create:
9.3.9.i one Customer Experience.
9.3.9.ii flexible Customer Journey Management.
9.3.9.iii flexible Content Creation & Management.
9.3.9.iv data as a strategic asset.
9.3.10. Allow The Authority to look to extend the platform’s capabilities to be utilised by The Authority’s call handler Agents, enabling the ability for Agents to issues Emails/SMS to customers on a 1-2-1 basis. Taking into account audit requirements, templates and/or mechanism for messages to be approved before sending.

10. [bookmark: _Toc54570277]VOLUMES

10.1. MFA Volumes
10.1.1.   The Authority has historically sent over eighty (80) million SMS and eight (8) million Voice Calls each year, this includes a Self-Assessment Peak of over eleven (11) million SMS in one (1) month, January. In addition, the COVID-19 pandemic activities created a peak of fifteen (15) million SMS and six hundred and fifty thousand (650,000) Voice Calls in one (1) month. 

10.2. The Supplier must: 
10.2.1. Have the capability to send as many SMS or Voice Calls that are requested (see volumes at 10.1.1) without any limitations on volumes and at no additional charge to The Authority, other than the agreed unit charges.   
10.2.2. Ensure that should volumes reduce, The Authority does not incur any additional charges, other than the agreed unit charge per SMS or Voice Call. 



10.3. Email campaign volumes
10.3.1. In 2018/19 financial year, 1738 email bulletins were issued to customers, totalling 167.7 million emails with a 98.1% delivery rate, an above-industry standard 29% open rate and a 1.5% click rate.
10.3.2. In 19/20 financial year, 799 email bulletins were issued to customers, totalling 220 million emails, with a 96.66% delivery rate, an again above-industry standard average 28.61% open rate and 1.99% click rate.
10.3.3. Between April to July 2020, the impact of COVID-19 increased volumes, and customer engagement, substantially.  305 email bulletins were issued, totalling 96 million emails, with a 38.14% open rate and 3.34% click rate.




10.4. SMS campaign volumes

10.4.1.  In 2018/19 financial year, The Authority issued 14 million campaign SMS to customers.  These can be categorized into 6 broad campaign areas, with 23 individual sub-campaigns.  This includes a Self-Assessment Peak in January each year of over 2 million SMS sent over 2 days on at least 2 occasions.  

10.4.2.  In addition, 11 million Home Locator Response (HLR) checks were performed during 19/20, to identify dead numbers and remove these from the campaign prior to sending.

11. [bookmark: _Toc54570278]DATA SOURCES/DATA CATEGORISATION/REACH

11.1. Email campaigns (currently)
11.1.1. Maximum number of email addresses sent to from one email bulletin is c.5 million. 
11.1.2. Over 8 million customer email addresses are held on the email delivery platform.  
11.1.3. 411 topic lists, 17 of which are ‘listed’ (visible to the customer).
11.1.4. 22 Categories.
11.1.5. Data has historically been sourced from The Authority’s systems, manually extracted and uploaded to the email platform. 
11.1.6. Customers can self-subscribe via online portal.
11.1.7. Customers can ‘self-serve’ to manage their email preferences or unsubscribe from certain, but not all, communications.

11.2. SMS campaigns (currently)
11.2.1. Current maximum number of telephone numbers sent to from one SMS campaign is c.2 million.
11.2.2. No telephone number data is currently held on the SMS platform.
11.2.3. Data is source from The Authority systems, manually extracted.
11.2.4. Data is uploaded per SMS campaign.
11.2.5. 25 sub accounts are in place from which to send individual business area SMS campaigns, linked to a central master account. 
11.2.6. No opt-out facility (STOP functionality not implemented).

11.3. Email and SMS campaigns (Day 1 Requirement)
11.3.1. New data to continue to be manually uploaded/deleted as required via the shared portal.
11.3.2. New topic lists and categories can be created/deleted as required via the shared portal. 
11.3.3. Current levels of reach to be accommodated.
11.3.4. Manage preferences and unsubscribe features for customers to self-serve.
11.3.5. For SMS: There is not a requirement to replicate the sub-account structure, but individual campaigns must be individually identifiable and reportable from within the platform.

11.4. Email and SMS campaigns (Day 2 requirement):
11.4.1. To work with the Supplier to enable a more integrated solution where data sources feed into the platform and data is fed back to source.
11.4.2. To accommodate future increases to reach as we obtain more email addresses and phone numbers for customers.
11.4.3. To have the ability for customers to choose to opt out of communications they are not obliged to received (i.e. communications more likely to be perceived as marketing) but not be able to opt out of certain communications the Authority is obliged to send where:
11.4.3.i The Authority needs to comply with a legal obligation;
11.4.3.ii It’s necessary for the performance of a task carried out in the public interest or in the exercise of our official authority as a government department
11.4.3.iii It’s necessary for the purposes of the prevention, investigation, detection or prosecution of criminal offences.
12. [bookmark: _Toc54570279]LANGUAGE

12.1. The platform must be capable of sending both voice messages, emails and SMS in both English and Welsh. 


13. [bookmark: _Toc54570280]USER INTERFACE

13.1. The Authority requires: 
13.1.1. An industry leading, interactive user interface to be used by The Authority’s employees to schedule email and/or SMS campaigns, both at the current time and up to a minimum of 1 calendar month in advance; 
13.1.2. The capability to amend/cancel an issue up to the scheduled time of issue and select specific dates/times for issue, over extended periods if necessary, e.g. between 10am and 3pm, and provide reporting on this in line with reporting requirements;
13.1.3. The ability for more than one user to be able to schedule email/SMS campaigns simultaneously, and from the same sub-account (if a sub-account structure is applied);
13.1.4. To undertake UAT and adhere to WCAG standards
13.1.5. The solution must have: 
13.1.5.i User interfaces that are easy and familiar to use and are compliant with HTML 5 UI standards;
13.1.5.ii device agnostic UI support (Desktop, Tablet, Laptop, Notebook, Mobile);
13.1.5.iii UI compatibility with all standard Authority browsers (Chrome /Edge/Mobile Safari) and should not require the install of plugins; and
13.1.5.iv Compliance with current accessibility standards including WCAG 2.1AA. 

13.2. For email creation:
13.2.1. As a minimum, Industry standard HTML5 and above with CSS capabilities; and
13.2.2. A simple ‘content creator’ interface, giving an ‘easy to use’, ‘drag and drop’ style functionality to build email content and easily undo any changes made whilst at draft stage.

13.3. For SMS campaigns creation:
13.3.1. A simple interface to enter SMS characters and any dynamic /personalised content, hyperlinks.

14. [bookmark: _Toc54570281]TEMPLATES (Day1) 

14.1. For both email and SMS campaigns the ability to:
14.1.1. Easily create new, amend and manage unlimited pre-definable stock templates.
14.1.2. Content Manager: all published templates should be under source control with the ability to roll back to previous versions and provide version history;
14.1.3. Global Resource Handling:  Provide central repository where global CSS styles and resources such as logos/images can be content managed and used for designing templates.  Allow global control over common resources and styles;
14.1.4. Conditional Formatting/Rules (Design Functionality): tools to design targeted comms through variable objects such as text, hyperlinks or images based on data variables; and
14.1.5. Approval Cycle: provide governance for newly created content or templates.

14.2. Specifically, for email the ability to:
14.2.1. use ‘email responsive templates’ i.e. responds to the device it is viewed on, e.g. mobile, desktop etc;
14.2.2. create email templates to include changeable banners/images, e.g. the standard ‘Agent’ banner is changed to Agent Updates when we need to use it; and 
14.2.3. copy existing draft and sent emails for reuse.

14.3. Specifically, for SMS campaigns the ability to:
14.3.1. See how many SMS characters has been used when creating a message.


15. [bookmark: _Toc54570282]TEMPLATES (Day 2) 

15.1. APIs to allow the upload of templates into the system. 

16. [bookmark: _Toc54570283]DESIGN FUNCTIONALITY 

16.1. Email
16.1.1. The ability to include images and signature images; and
16.1.2. Full text edit functions, placement of text, text size, banners, the ability to format text, headings.

16.2. SMS campaigns
16.2.1. The ability to know the number of characters that has been used in an SMS message.

17. [bookmark: _Toc54570284]PERSONALISATION
17.1. For both email and SMS campaigns, the ability to support macros/dynamic content to include personalised content, including but not limited to:
17.1.1. Customer names;
17.1.2. Business names; 
17.1.3. Reference numbers;
17.1.4. Topic unsubscribes; and
17.1.5. ‘One-click’ unsubscribes.

17.2. If none of the above-named fields are available to The Authority, to use a default entry agreed with The Authority.

18. [bookmark: _Toc54570285]OTHER FEATURES MUST INCLUDE THE ABILITY TO:

18.1. Insert hyperlinks to GOV.UK and elsewhere, webinar platform, mailbox addresses etc, that need to be hosted in a secure way. 

18.2. Access Reports, including pre prepared reports in real time and to commission further regular and or one reports as required.  As outlined in Section 24 - Reporting.

18.3. Set up email/SMS drip campaigns.

18.4. Complete A/B testing functionality.

18.5. Conduct searches to show all emails/SMS a customer has received, by entering email address and/or telephone number.

18.6. Send test emails and/or SMS to users before sending the campaign (e.g. to check if a campaign has been set up correctly, the message looks correctly formatted etc.).

18.7. Send a series of test runs and report on these before the campaign is sent.

18.8. Include pre-send campaign summary of volumes, wording, cost for SMS (similar to a summary message on your banking app before you transfer money to a recipient). This is to enable The Authority to check expected volumes and costs before sending.  Longer term it is expected this requirement will become redundant as the solution is automated.

18.9. Receive courtesy copies of all emails/SMS issued once sent.

18.10. Use hyperlinks in emails.

18.11. Have SSL certificate included in the package, or purchased via the Supplier as necessary.

18.12. Have standard header and footer templates containing ‘social’ icons containing hyperlinks to sites of interest to customers, e.g. GOV.UK.

18.13. Have encryption on all characters after the tracking domain in the hyperlink.

18.14. Use macros in emails, especially to personalize the salutation e.g. Dear (customer name).

18.15. ‘Share’ email bulletins using standard share features and apps, for example, via Facebook, Twitter, Gmail.

18.16. Send SMS campaigns from a dedicated short code for campaigns.

18.17. Sent multiple different SMS campaigns simultaneously.  

18.18. In compliance with UK Law, no SMS to be sent between the hours of 9pm and 8am (GMT) inclusive as part of The Authority’s campaign service. For the avoidance of doubt the MFA service (see 7.1 above) SMS are to be sent 24/7. 

18.19. Use robotics and APIs to send SMS.

18.20. Interlink SMS campaigns (current and future) operated via robotics with an API to send the SMS.

18.21. Use hyperlinks in SMS – SMS to contain the hyperlink in the body of the SMS. Track on the number of clicks on the links is available and be reportable (also mentioned in Section 24 - Reporting).

18.22. Use dynamic content to include dynamic field content in SMS (no existing campaigns to migrate but needed from Day 1).

18.23. Have a Home Locator Response facility, that users can opt to be performed as required on SMS campaigns, both before SMS is sent and on datasets where no campaign is scheduled. This is to be at a significantly lower cost than the sending of an SMS.  If the check fails, this does not prevent the SMS from being sent, with a 2-hour time window to keep trying the HLR before the campaign is sent by default. Screen for identified dead numbers and remove these from campaigns.  Day 1 required is for these numbers to be added to a list to be automatically screened against and removed from future campaigns. This is to be at nil cost, thus reducing the need to perform and pay for a further HLR (Home Locator Response) check on these numbers. Reporting to be available on this in line with SMS reporting requirements (see Section 24 – Reporting). Day 2 requirement is for identified dead numbers to be fed back into The Authority’s systems so they can be removed at source.

18.24. The Authority would consider more cost-effective ways of completing this check. 


19. [bookmark: _Toc54570286]SECURE EMAIL ADDRESS

19.1. The Authority’s email address must:
19.1.1. Be definable ‘from’ address to issue emails and must be ‘no reply’/have no reply functionality i.e. The Authority’s help and support no.reply@advice.hmrc.gov.uk;
19.1.2. Have the ability for the display name and email address to be amended and additional display names and or email addresses to be added;
19.1.3. Allow email servers to be programmed so that all inbound gov.uk emails are TLS encrypted, this is to ensure courtesy copies and test copies are allowed into The Authority’s email network;
19.1.4. Courtesy copies and test copies to be programmed so they can pass through The Authority’s system filters, security and spam prevention shields etc. and are allowed into The Authority’s email network;
19.1.5. Support multiple domains and multiple from addresses to support different channels (Digital Service emails vs The Authority’s ‘Marketing’ emails); and 
19.1.6. If a new domain is being used and it is sending as The Authority then there is the need to add the domain to The Authority’s SPF record, then the domain would need adding to The Authority’s O365 TLS configuration and then potentially the domain would need to be added to the “allow list” to prevent it being blocked.

20. [bookmark: _Toc54570287]EMAIL ADDRESS DATABASE
20.1. From Day 1 the Supplier must: 
20.1.1. [bookmark: _Hlk47366994]Securely store and hold email addresses in specific distribution (topic) lists and those lists to be stored within named categories – topics/categories;  
20.1.2. Manipulate email addresses i.e. add, delete and insert into topics in a user-friendly manner;
20.1.3. Be able to import/upload email addresses, up to 5 million;
20.1.4. Be able to migrate existing email address database into new platform and be able to use from Day 1.

20.2. From Day 2 the Supplier must:
20.2.1. Work with The Authority to both innovate and automate the email address database, linking in with The Authority’s systems, customer preference tools and automatically identifying and responding to trends in customer behaviour.

21. [bookmark: _Toc54570288]EMAIL DISTRIBUTION
21.1. From Day 1 the Supplier must:
21.1.1. Have the capability to allow The Authority to control distribution, ensuring appropriate levels of customer contact with preferably unlimited ‘send criteria’ using logic statements (or similar) e.g. to send emails to customer groups, but exclude all those who may have received previous emails within that day and/or distribution list.  

21.2. From Day 2 the Supplier must: 
21.2.1. Develop, in conjunction with The Authority, an automated, intelligent system for email distribution integrating with existing Authority systems to understand customer behaviour and target the next communication via the method that is the most effective for that customer/customer group using insight gained from customer behaviour.

22. [bookmark: _Toc54570289]CUSTOMER PORTAL 

22.1. From Day 1 the Supplier must:
22.1.1. Provide a customer portal to allow customers to: 
22.1.1.i Self-subscribe to and self-unsubscribe from email/SMS topics/categories that The Authority is willing to allow customers to opt in/out of; 
22.1.1.ii Manage their subscription; 
22.1.1.iii Update their name;
22.1.1.iv Answer customisable questions; and
22.1.1.v Password protect their accounts (optional – not mandatory).

22.2. From Day 2 the Supplier must: 
22.2.1. Consider the requirement for the platform to be linked into central customer portal operated by The Authority. 
22.2.2. Implement functionality for customers not to be able to opt out of certain communications the Authority is entitled to send.

23. [bookmark: _Toc54570290]MANAGEMENT INFORMATION (MI) REPORTING and DATA ANALYSIS
23.1. The Authority requires available industry leading, accessible, accurate real-time, daily and on occasions ad-hoc MI covering core data all facets of the Service. 
23.2. The Supplier shall make available accurate daily and on occasions ad-hoc MI covering all facets of the Service offering to The Authority. For example:
23.2.1. If fraudulent behaviour was observed, The Authority might ask for MI on the numbers used, which countries, how many times, duration of voice call (if applicable), which networks are used; and 
23.2.2. How many international SMS The Authority have sent over a given period of time, broken down by country.

23.3. Specifically, for email and SMS campaigns:
23.3.1. Using industry leading standard tools, core data must be able to be available via a shared portal, easily accessed and extracted by The Authority and be able to be configured and fed into analytic tools for analysis; and
23.3.2. There is a future requirement for the Supplier to work with The Authority to automate and integrate MI data (including both delivery tracking data and next action tracking data) with Authority systems in the future, for both email and SMS. Option to configure and sending logging into SIEM.  This will be a Day 2 activity.


24. [bookmark: _Toc54570291]REPORTING 

24.1. The Authority must have access on Day 1 to the following reports in both PDF and CSV format and with the facility for these to be generated by the user via the platform interface. 

24.2. From Day 2, MI and tracking will be automated, and different analytics/reporting frequency with/without the ability to pull manual reports will be required, the Supplier will work with The Authority to develop this requirement.

24.3. MFA REPORTS
24.3.1. The Supplier must provide callback notifications to provide The Authority with the success or otherwise of the delivery of the MFA SMS or voice request. Appendix – 1
24.3.2. The Supplier shall make available accurate daily and on occasions ad-hoc MI covering all facets of the Service. For example:
24.3.2.i If fraudulent behaviour was observed, The Authority might ask for MI on the numbers used, which countries, how many times, duration of voice call (if applicable), which networks are used; and 
24.3.2.ii How many international SMS The Authority have sent over a given period of time, broken down by country.

24.4. EMAIL REPORTS  
24.4.1. Email Analytics - with the ability to be able to select any of the following:
24.4.1.i Delivery Reports, including:
24.4.1.i.a Sent Date 
24.4.1.i.b Bulletin Subject
24.4.1.i.c To 
24.4.1.i.d Sender
24.4.1.i.e Delivery Status 
24.4.1.i.f Total Recipients
24.4.1.i.g Total Delivered 
24.4.1.i.h Total Failed
24.4.1.i.i Percent Delivered 
24.4.1.i.j Bulletin Links Included
24.4.1.ii Next action tracking, including:
24.4.1.ii.a Unique Email Opens 
24.4.1.ii.b Unique Email Open Rate 
24.4.1.ii.c Total Email Opens 
24.4.1.ii.d Click Rate on hyperlinks included in emails
24.4.1.ii.e Unique Bulletin Link Clicks
24.4.1.ii.f Total Bulletin Link Clicks 
24.4.1.ii.g Shared Bulletin Page Views 
24.4.2. Recipient detail reports, with overview analytics of:
24.4.2.i.a Total emails sent
24.4.2.i.b Delivered
24.4.2.i.c Pending
24.4.2.i.d Bounced 
24.4.2.i.e Unsubscribed
24.4.3. Subscriber Reports - with the ability to be able to select any of the following:
24.4.3.i.a Date 
24.4.3.i.b Total Subscribers
24.4.3.i.c New Subscribers
24.4.3.i.d Deleted Subscribers
24.4.3.i.e Total Subscriptions
24.4.3.i.f New Subscriptions
24.4.3.i.g Deleted Subscriptions 
24.4.3.i.h Subscriber Change
24.4.3.i.i Subscription Change 
24.4.4. Topic Reports – with the ability to be able to select any of the following: 
24.4.4.i.a Topic Name 
24.4.4.i.b Topic ID Code 
24.4.4.i.c Visibility
24.4.4.i.d Total
24.4.4.i.e Subscriptions to Date
24.4.4.i.f New Subscriptions to Date
24.4.4.i.g New Subscriptions this Period 
24.4.4.i.h Deleted Subscriptions to Date 
24.4.4.i.i Deleted Subscriptions this Period
24.4.4.i.j Bulletins Sent this Period
24.4.4.i.k Total Bulletins Sent to Date 
24.4.4.i.l Date of Last Send 
24.4.4.i.m Engagement Rate 
24.4.4.i.n Sent Bulletins Clicks 
24.4.5. Category Reports - with the ability to be able to select all of the following: 
24.4.5.i.a Category Name 
24.4.5.i.b New Subscriptions to Date 
24.4.5.i.c New Subscriptions this Period 
24.4.5.i.d Deleted Subscriptions to Date 
24.4.5.i.e Deleted Subscriptions this Period 
24.4.5.i.f Total Subscriptions to Date 

24.5. SMS REPORTS - the ability to be able to select any of the following:
24.5.1. Delivery data (including):
24.5.1.i Date SMS was sent
24.5.1.ii Time SMS was sent
24.5.1.iii Phone number SMS sent to 
24.5.1.iv Sent Yes/No
24.5.1.v Delivered Yes/No
24.5.1.vi Message Content/wording
24.5.1.vii Delivery Receipts
24.5.1.viii Cost
24.5.2. Next action tracking data:
24.5.2.i Clicks on hyperlinks included in SMS sent
24.5.3. HLR (or alternative) dead number reports:
24.5.3.i Date HLR check performed
24.5.3.ii Time HLR check performed
24.5.3.iii HLR check result Live/Dead
24.5.3.iv Cost

24.6. Data encryption/retention
24.6.1. Currently for SMS campaigns the telephone number is encrypted and shows as such on reports after 60 days (with the option to change to 30 days, 60 days, 90 days, 120 days if The Authority wishes). No encryption process in place currently for email. Data encryption/retention terms to be agreed between the Authority and the Supplier (see Section 37 – Data Storage).
24.7. FOR BOTH EMAIL and SMS:
24.7.1. The Authority must be able to: 
24.7.1.i Report by date or selected date range as selected by the user, on all of the above reporting parameters outlined, both per individual campaign and across all email/SMS campaigns/HLR checks;
24.7.1.ii Where campaigns have been ‘phased’ or issued as ‘batches’ there must be an option for the reports from each ‘phase’ or ‘batch’ to be combined and displayed as a single report, so as to avoid manual intervention to do so;
24.7.1.iii Retain: 
24.7.1.iii.a copies of the emails/SMS sent; 
24.7.1.iii.b recipient list; and 
24.7.1.iii.c all analytical data as detailed above for a minimum of 12 months. 
24.7.1.iv Request all data is securely deleted/encrypted from the Supplier’s platform after a prescribed period.  
				
24.7.2. The Authority must also have access via shared portal to:
24.7.2.i Account Reports – Account performance; and 
24.7.2.ii User admin details, clearly showing individuals and their allocated roles/accesses

24.8. The Supplier must report on all currently deployed patch and operating system versions against ALL relevant software/hardware (operational, support and administrative), along with current published versions and vendor support dates.  The report should also include details of any security vulnerabilities against the versions deployed along with associated risks to the current deployment and linking to any relevant remediation plans.

25. [bookmark: _Toc54570292]TRACKING
25.1. The Authority requires the ability to utilise ‘tracking pixels’ in emails, to provide additional detailed analytics, including but not limited to:
25.1.1. Delivery status;
25.1.2. Email opens – unique and total; and
25.1.3. Email link clicks – unique and total.

26. [bookmark: _Toc54570293]TRAINING AND GUIDANCE
26.1. The Authority requires the solution to be designed as intuitive and user-friendly to use and navigate as possible, thus avoiding the need for lengthy detailed technical training for users.

26.2. The Supplier must provide: 
26.2.1. On-site or virtual face to face training on the full end to end operation of all elements which will be operated by The Authority. This must be carried out in a controlled environment, before moving to the live testing phase; 
26.2.2. Programme of continuous training (and accreditations, where possible) for key users throughout the lifecycle of the contract;
26.2.3. End to end training manuals, help cards, flowcharts etc;
26.2.4. Updated guidance on any updates to System, Hardware and/or Software etc., when required; and
26.2.5. Built in Contextual help from Day 1 (help buttons containing relevant information for that function/task) for every aspect of the software functionality.  


27. [bookmark: _Toc54570294]DATA ANALYSIS / PREVENT RISK OF FRAUD

27.1. The Supplier must: 
27.1.1. Use Data Analysis to detect and prevent fraud/bad behaviour where SMS is being exploited; 
27.1.2. Allow The Authority to conduct its own data analysis, the Supplier must provide:
27.1.2.i An Online Dashboard Service, showing delivery rates per country/network of both Voice Calls and SMS to a minimum fifteen (15) minute period;
27.1.2.ii The ability to receive delivery information of SMS and Voice Call messages by API, to include Status codes/delivery failure/delivery confirmation: and
27.1.2.iii Tools/analytics to detect and prevent fraud/bad behaviour where SMS and Voice Calls could be getting exploited for example (but not limited to) notification of any.
27.1.3. Report a spike in requests to countries that either never request MFA or normally request very low volumes; and
27.1.4. Report ‘ranges/blocks’ of numbers requesting MFA codes be sent to them.

28. [bookmark: _Toc54570295]INFRASTRUCTURE 

28.1. The Authority requires a system infrastructure consisting of a minimum of two (2) locations, based in the UK, which must be accredited with UKAS ISO-27001, ISO14001, ISO-9001, ISO18001. Each location will be accessed by a discrete internet addressable domain. There must not be one domain balanced across all locations. Two is the preferred number of locations.

28.2. The Supplier will ensure that:
28.2.1. All locations are run in an active – active mode to give The Authority surety that in the event of a failure of one location the service will continue to run seamlessly: and 
28.2.2. Each System Architecture has built in redundancies within the infrastructure for email, SMS and Voice Calls and therefore provide a 24/7, 365/366-day service without an unscheduled outage. Evidence of this to be supplied in the architecture diagrams supplied in the response.

28.3. Where appropriate, The Authority will fully outsource particular services using Software as a Service (SaaS) to avoid infrastructure considerations entirely. All SaaS services will be subject to standardised security assessments as part of the on-boarding process. There should be alignment with The Authority’s security standards. Data should be uniquely encrypted, and The Authority would prefer to bring its own keys. Supplier staff should either have no access to The Authority’s data or be SC cleared.

28.4. The solution must:
28.4.1. Be hosted in the UK; 
28.4.2. Meet the required SLAs and NFRs, including HA and fault tolerance (see Section 44.1 – Fault Response);
28.4.3. Be accessible and controllable in a programmatic fashion;
28.4.4. Support utilisation based charging;
28.4.5. Support the open telemetry standards to enable monitoring;
28.4.6. Have appropriate protections against external attacks (DDoS, SQL Injection, etc.); and
28.4.7. Support VPN connectivity for integration.

28.5. Data must be: 
28.5.1. logically separated between customers; and
28.5.2. be uniquely encrypted per customer.

28.6. Security logs must be searchable, actionable and exportable to external systems.

28.7. Any VPN IPSEC connectivity should support the NCSC PRIME standards.

28.8. Service interactions within the solution Platform will be traceable and should be monitored end to end.

29. [bookmark: _Toc54570296]INTEGRATION
29.1. The solution should support out of the box integrations with relevant systems (e.g. Service Desk, ServiceNow, Splunk, AzureAD, SAP, Pega, Office 365).

29.2. The solution should integrate with Secure Data Exchange Services if required.

29.3. The aim is to build on existing capability previously introduced through other digital services. The service can be adapted and enhanced to accept email, paper and SMS preferences depending on the Regimes/Services requirement to provide a contact service. 

29.4. The first iteration of the solution design details the IT components required for:
29.4.1. Capture an Individual email Preference;
29.4.2. Customers to set a digital or paper preference; 
29.4.3. The solution design will outline what needs to be implemented, enhanced and the building blocks that move The Authority towards the Strategic Preference Service Solution; and
29.4.4. Project backlog requirement.

29.5. Future contact preference work packages: 
29.5.1. Organisation Preferences. 
29.5.2. SMS.
29.5.3. Braille.
29.5.4. Mobile App. 
29.5.5. Welsh (TBC).
29.5.6. Large Print. 
29.5.7. 3rd Party APIs.

29.6. There is a requirement that the provider aligns to these strategic Coms channels.  The Authority will store SMS preferences and data which could support its Campaigns etc.  This is potentially a day 2 requirement, but the provider must have ability to perform a Pre-Check the number resides in the UK and is valid. 

29.7. Open API integration with 3rd party CRM applications.

29.8. Current DES API’s – uplift to IF or waivers. 

29.9. Integration with Tel Com provider - Advisor UI, SMS service should have open APIs to integrate with any native or CRM application – via IF.


30. [bookmark: _Toc54570297]INTEGRATION WITH QUADIENT (Day 2 requirement)

30.1. The Authority will be seeking in the future to integrate services with its Output Orchestration Service hosted on Quadient and therefore will require the Supplier to provide:
30.1.1. Back-end RESTful API capability to allow external systems to submit requests of a prescribed format.
30.1.2. API to include element for HTML content for email body and accompanying metadata created by external systems.
30.1.3. API to include element text content for SMS messages created by external systems
30.1.4. failure and success HTTP responses for 100% integrity.

31. [bookmark: _Toc54570298]EXISTING ARCHITECTURE

31.1. The email and SMS communication platform will form part of a wider engagement ecosystem and must be capable of integrating with other systems, such as the telephony system, as per the Architecture diagrams below.


[image: ]

31.2. Customer Engagement Platform
31.2.1. The email and SMS service that are the focus of this proposal are positioned within a broader omni-channel architecture vision that seeks to transform outcomes for The Authority and its customers. Key to this vision is a central architecture service concept referred to as the Customer Engagement Platform;
31.2.2. Whilst the view of the technology service mix that The Authority will use to implement the Customer Engagement Platform is still forming, and indeed, is expected to continually evolve over the lifetime of the service; the mission of platform is clear. It will deliver the services required to maximise relevance in every customer contact and ensure consistent, context-aware interactions that deliver good, and ever-improving outcomes, for The Authority and its customers;
31.2.3. The architecture components encapsulated within the Customer Engagement Platform are characterised by customer event logging, customer behavioural data, customer outcome data, predictive and adaptive analytics, rules engines and machine learning models driving intelligent automation across channels;  
31.2.4. It is expected that telephony and voice services set out in this proposal will be delivered ahead of the Customer Engagement Platform, so whilst suppliers cannot rely on integrating with its capabilities on Day 1, they should design their offerings in anticipation of a range of intelligent personalisation, and cognitive decisioning services emerging within the lifetime of the service, Day 2; and
31.2.5. Note that Authority has adopted Pega Customer Service as the basis for its primary adviser user interface and requires that Supplier solutions integrate with this Adviser UI service. Looking forward, Pega may also be used to provide some aspects of the Customer Engagement Platform so it would be helpful if suppliers were to highlight any experience, they have of integrating with Pega.

31.3. Digital Engagement Platform
31.3.1. The Digital Engagement Platform provides webchat, asynchronous messaging, and virtual assistant and intent classification services for customer interacting online. 

31.4. Telephony Platform
4. The Telephony Platform consists of a Core Telephony Service, Voice Automation Service and Call Recording & Speech Analytics Service; the platform provides automated customer voice journeys, self-serve applications, agent desktop, intent classification and intelligent call routing. Our Voice Automation Service also can channel shift customers to Web Chat via an SMS. On our telephony roadmap we aim to; offer customers informational SMS messages from appropriate IVR Journeys, we want to investigate the possibility of allowing our agents to issue SMS messages from the Agent Desktop likely using templates, and we may want to issue automated conversational SMS surveys to our telephony customers.
4. Our Telephony Platform will require the Representational state transfer (REST) data transfer protocol to be made available in order to integrate with you to send SMS messages.

31.5. Advisor UI
31.5.1. This service is being supplied by Pegasystems Inc (Pega) and is the Pega Customer; 
31.5.2. Service (Version 8.4), also known as Pega Adviser UI. It will be deployed to around 30,000 agents;
31.5.3. The Advisor User Interface (UI) will be used by agents to answer calls from the public and service their requests. The telephony solution will be required to integrate with Pega Adviser UI via the Pega Call Adapter. As a customer is routed to an agent via the telephony platform, critical information is populated from telephony integration and interactive voice responses into the Adviser UI (using Pega Call integration). IVR details collated (such as intent, authentication outcome, transcription of dialog with speech automation) will be passed to the Adviser UI Platform, along with references to the recording and/or the transcriptions of the adviser dialog, to ensure these can be easily linked to from the contact record;
31.5.4. Telephony Integration with Pega is via Pega Call which supports both local and remote CTI links. With Open CTI Support, Pega Call supports three types of connectivity;
31.5.5. Open CTI Server: allowing support for full or simple telephony with agent state management from within a Pega application;
31.5.6. Open CTI Client: CTI integration at the desktop. Other integration options; and
31.5.7. Native web call controls: Pega supports the ability to embed web call controls directly into the Pega Interaction portal.

31.6. Application Access




31.6.1. The document scope covers:
31.6.1.i Overview of background knowledge required to better understand the content;
31.6.1.ii A high-level view of the current Authority internal networks and their disposition;
31.6.1.iii A high-level view of the challenges presented by allowing external access to internal applications; and
31.6.1.iv A discussion of how third-party users could access the services and applications using SSO to authentication and authorisation.

31.7. Management Information & Business Insight
31.7.1. The Authority is creating an omni-channel Management Information and Business Insight Service. The Supplier solutions should be capable of exporting operational and customer experience data for consumption by this service.

31.8. Workforce Management
31.8.1. The Authority is currently reviewing its requirements and ongoing need for Workforce Management services – Aspect provide and host the current capability. Suppliers should be prepared to integrate with industry standard historic and real-time interfaces with the The Authority’s Workforce Management platform.

31.9. Integration View

31.9.1. The diagram below illustrates the primary interface anticipated between the Email and SMS service in scope for this procurement.  Adjacent Authority services are shown in yellow shaded rectangle. 
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	Voice recording / transcription archive

	

	(Pega)CTI event to drive screen pop

	

	Batch load of campaign to dialler

	

	Voice Verification for a digital user

	

	Intra-day and end of day files for WFM

	

	Dialler published CTI event

	

	Inbound telephony published CTI event

	

	Write to Contact History (Pega)


	

	Personalisation request (Voice automation API call to Pega, multiple scenarios)

	

	PCI compliant card payment details

	

	Identity: Request for Knowledge Based Challenge data set

	

	Identity: Identity Verification result

	

	Automated SMS to SMS Gateway




32. [bookmark: _Toc54570299]IDENTITY
32.1. For the avoidance of doubt this section does not apply to the MFA service.

32.2. The Authority’s staff should authenticate to services via their primary identity provided by The Authority’s Azure Active Directory instance. This should preferably use OAuth 2.0 and OpenID Connect. SAML is acceptable as an alternative should OAuth 2.0 not be supported or meet the requirements.

32.3. Services should externalise authorisation, preferably through the use of AzureAD groups. Alternative patterns for externalising authorisation to The Authority’s role-based access control systems may be acceptable to The Authority but must be agreed in writing by The Authority.

32.4. Identities authorised to use the services that are not part of The Authority’s identity domains may require additional controls such as multi-factor authentication and must be agreed with The Authority in writing.

32.5. The product should support externalisation of role allocation e.g. through use of SCIM.

32.6. The product should support a method of provisioning user data.


33. [bookmark: _Toc54570300]CONNECTIVITY

33.1. Data will be exchanged between The Authority and The Supplier using a secure electronic link of a type approved by The Authority. The Authority's current connectivity standard is via encrypted internet traffic (HTTPS, minimum of TLS 1.2. Other connectivity technologies may be acceptable to The Authority but must be agreed in writing by The Authority.

33.2. The Supplier must: 
33.2.1. Provide any hardware and/or software that it may need in order to implement the agreed electronic link to The Authority, and such hardware and/or software must be compatible with The Authority’s system;
33.2.2. Configure such hardware and/or software for the electronic link in order to be fully compatible with The Authority’s system;
33.2.3. Exchange digitised content between The Authority and the Supplier via a secure link in the prescribed format using RESTful APIs with JSON payloads (see Appendix - 1);
33.2.4. Provide a test service. The test service will require separate credentials, to enable The Authority to confirm the integration works and to assure itself that SMS and Voice Calls have been delivered;
33.2.5. Ensure that the maximum response time for outgoing (from The Authority to the Supplier) requests does not exceed two (2) seconds. The preferred response time is less than 1 second. The notification requests from the Supplier to The Authority are asynchronous and are not subject to maximum response time; 
33.2.6. For the MFA service, ensure a minimum transfer rate of sixty (60) Transaction per second (“TPS”) for SMS and one (1) TPS for Voice Calls and a current maximum of one hundred and fifty (150) TPS for SMS and five (5) TPS for Voice Calls; and 
33.2.7. Detail the connectivity requirements of the solution, the protocols used and the ports utilised.

34. [bookmark: _Toc54570301]CUSTOMER ACCESS
34.1. Customer access to user interfaces should be browser based, without the need for plugins. 
34.2. The service should work on mobile as well as desktop/laptop/tablet and supports. 
34.3. User interfaces need to be Web Content Accessibility Guidelines (WCAG) 2.1 compliant for accessibility standards.

35. [bookmark: _Toc54570302]SECURITY

35.1. The Authority is a prime target for criminal phishing activity. It is vital that The Authority’s customers can trust the emails and SMS’s it issues through this service.  It is critical for the service to maintain Customer confidentiality.  

35.2. The Supplier must: 
35.2.1. Have the ability to protect and report against phishing /smishing /vishing and work with the CST Customer protection team.  Supplier to provide evidence to support this. For example, ability to check if mobile number is valid and not spoofed;
35.2.2. Ensure that they comply with these relevant essential requirements throughout the term of the contract: 
35.2.2.i UKAS ISO-27001 Certification; 
35.2.2.ii Cyber Essentials Plus Certification;
35.2.2.iii CHECK approved Pen Testers on an annual basis or such time as both Parties agree, for both internal and external system IP’s.  Tested to OWASP latest guidelines; and
35.2.2.iv Cyber Risk Insurance.
35.2.3. Have a Security Patch Management System;
35.2.4. Ensure there are security controls in place to monitor, detect and prevent anomalous or unauthorised activity within their premises or environment. In the event of breach, The Supplier will take all reasonable measures to remediate the position whilst informing The Authority within a maximum of twenty-four (24) hours of detecting such anomalous or unauthorised activity within their premises or environment; 
35.2.5. Ensure they have a Privacy and Security Incident Response Plan, which undergoes six (6) monthly reviews and testing. This plan must always be kept current;
35.2.6. Provide cyber security protection including but not limited to DDoS protection; 
35.2.7. Ensure their Data Centre’s are based in the UK with no data leaving the UK and should be situated in different locations to protect against service outage should anything happen to a Data Centre based in one location;
35.2.8. Ensure that Data is be encrypted at rest. Ideally this will be AES256 or equivalent;
35.2.9. Ensure that Data is encrypted in transit. This will be to at least TLS 1.2; and
35.2.10. Ensure all user actions and automated system actions are logged to ensure security is not compromised.

35.3. The Authority should be able to bring its own encryption keys.

35.4. From a fraud protection/investigation side it is critical that the audit events/any delivery messaging available from the Supplier’s API continue to be ingested into Transaction Monitoring (as they are for the current Supplier). The specification of any audit events will be provided by the Supplier by The Authority and any changes to specification/format will need to be checked and fed into The Authority’s Transaction monitoring teams to ensure the correct events remain captured and surfaced.


35.5. Continue not to use ‘alpha tags’ in SMS messages without prior contact/discussion with The Authority, whilst we can protect c90% of The Authority branded tags, The Authority are still steering away from their use – this to make the Supplier aware of the work in this space.

35.6. The Supplier to provide visibility of details of authorised deliverers used to help The Authority with investigations into fraudulent activity.


36. [bookmark: _Toc54570303]SYSTEM ACCESSES AND CONTROLS

36.1. The Supplier must provide:
36.1.1. User friendly facility to set, control and manage user access to the platform, potentially through integration and single sign-on;
36.1.2. Unlimited platform users; and
36.1.3. Definable ‘administrator’ levels. 

37. [bookmark: _Toc54570304]DATA STORAGE

37.1. Data held on the platform must be securely stored with access to only a limited number of individuals. 

37.2. Supplier staff should have no access to customer data, other than telephone numbers used as part of the service, for investigative purposes only.

37.3. Data should be encrypted at Rest  with Certificates and encryption conforming to the level of data being processed and current Authority, government and NCSC standards.

37.4. Information Lifecycle Management policies should be implementable for all data retained within this product.  Data must be available to The Authority to manage to ensure it is kept for no longer than is necessary in accordance with Data Protection Act and GDPR.

37.5. The solution should support a mechanism for mass export of data via an industry standard format (JSON, MYSQL, etc.).

38. [bookmark: _Toc54570305]AUTHENTICATION

38.1. The Supplier must:
38.1.1. Ensure that BASIC authentication, as a minimum, is provided on the requests from The Authority; and 
38.1.2. Be prepared to use static IP addresses that can be added to the “allow list” by The Authority to enable notifications to be sent back to The Authority. The Authority will supply the delivery or notification URL to use for the call-backs on each message sent to the Supplier. No authentication is required on the delivery/notification calls. The request is made over TLS 1.2 or higher to The Authority’s endpoints from “allow-list” IP addresses.

39. [bookmark: _Toc54570306][bookmark: _Hlk45363538]SOFTWARE UPDATES AND SOFTWARE MAINTENANCE

39.1. The Supplier must ensure that: 
39.1.1. Any routine maintenance takes place outside of The Authority’s standard operating hours and must not incur any downtime whatsoever of the service i.e. must be non-disruptive; 

39.1.2. All software updates take place outside of peak periods, especially January, and as outlined in Section 10 - Volumes, unless critical in nature when any deployment must be agreed in advance with The Authority, who will not unreasonably withhold their permission; 

39.1.3. Any software updates must be planned in advance, tested and signed off by The Authority before going live, such permission will not be unreasonably withheld;

39.1.4. There is an option to regress if an update fails in the live environment;

39.1.5. In the event of an unsuccessful update, they consult with The Authority within 1 working hour and agree remediation activities to restore service; and

39.1.6. Security patches are applied as soon as possible but no later than N-1. 

40. [bookmark: _Toc54570307]SERVICE RESILIENCE 
40.1. The service must: 
40.1.1. Be designed to be resilient enough to cope with Business Continuity (BC)/ Disaster Recovery (DR) type scenarios; 
40.1.2. Robust service resilience must be designed into the service both technically and within the Supplier’s support models; and 
40.1.3. Be supported by an agreed BCDR Plan, which undergoes 6 monthly reviews and testing. 

40.2. The Authority must be satisfied that the Supplier can manage a BC/DR situation, however the requirement is for the solution to be designed to be resilient, thus avoiding the need for the BR/DR plans having to be invoked at all.

41. [bookmark: _Toc54570308]IMPLEMENTATION PLAN/MIGRATION
41.1. [bookmark: _Hlk45360891]The Supplier must:
41.1.1. provide an implementation time line plan as part of its bid response (assuming migration to commence 1st Feb 2021); and
41.1.2. Include a phased approach in its implementation plan and consider as a minimum the full integration of the Service with The Authority’s IT infrastructure, including supplying and building the infrastructure for outbound connectivity.

41.2. The Supplier must work with The Authority to migrate:
41.2.1. The existing database of c. 8 million email addresses, split into their relevant categories and topics, and ensure similar configuration on the new platform;
41.2.2. Existing templates for email and SMS, if required by The Authority (to be decided at a later date); and
41.2.3. Existing campaigns currently operating via API connections, including:
41.2.3.i CAMPAIGN A: one robotics campaigns for SMS (that also includes a hyperlink)
41.2.3.ii CAMPAIGN B: an SMS campaign integrated with The Authority’s telephony system via API, see Appendix 2 for detail, additionally for Campaign B, the following controls would be applied on the platform:







	Control 
	Value

	Mobile number Restriction
	UK only

	SMS limit per day to the same number
	10

	Sender ID
	The Authority’s Campaign ID



(Note: no APIs are currently used and need to be migrated for uploading email data)

41.3. Any change to the proposed operational go-live date must be subject to formal written agreement by both Parties.


42. [bookmark: _Toc54570309][bookmark: _Hlk45361007][bookmark: _Hlk45361341]SUPPORT SERVICE REQUIREMENTS
42.1. SUPPORT SERVICE OPERATING HOURS
42.1.1. For MFA and Multi Device Messaging: The Authority requires the platform to be available for messaging, self-service applications and configuration changes 24 hours per day, 365 days a year (366 days in a leap year); and
42.1.2. For email and SMS campaigns: The Authority requires the platform to be available 7am to 9pm Monday to Friday (and occasionally at other time by agreement at no additional charge, giving 12-hours’ notice).
42.2. The Supplier must provide:
42.2.1. A dedicated Helpdesk (telephone) and specific contact points (email)/escalation routes for The Authority to contact in order to resolve customer issues such as, but not limited to the following:
42.2.1.i Non-receipt of SMS / Voice calls
42.2.1.ii Non-receipt of email;
42.2.1.iii Networks blocking traffic; and 
42.2.1.iv Any outages that disrupt the service
42.2.2. Real time response to any instances where the service is unavailable and dedicated contact person(s) to manage this through to resolution; and
42.2.3. A support function (Service Desk) must be available Monday to Friday to investigate MFA issues that customers raise with The Authority and which The Authority have raised with the Supplier. The Supplier must respond to The Authority’s Service Desk within 24 hours, Monday to Friday.

42.3. The Authority’s Help Desk standard operating hours for enquiries for a normal working day are outlined in the below table. 


	[bookmark: _Hlk44668337]Monday
	Tuesday
	Wednesday
	Thursday
	Friday
	Saturday
	Sunday

	08:00 to 17:00
	08:00 to 17:00
	08:00 to 17:00
	08:00 to 17:00
	08:00 to 17:00
	Closed
	Closed



42.4. The Authority’s Service Desk standard operating hours for enquiries for a normal working day are outlined in the below table. 

	Monday
	Tuesday
	Wednesday
	Thursday
	Friday
	Saturday
	Sunday

	08:00 to 18:00
	08:00 to 18:00
	08:00 to 18:00
	08:00 to 18:00
	08:00 to 18:00
	Closed
	Closed



42.5. Out of hours support is 18:00 – 08:00 for  P1 and P2 Events out of business hours 24 hours per day, 365 days a year (366 days in a leap year).

43. [bookmark: _Toc54570310]PRIORITY LEVELS  
43.1. Problems reported by The Authority will be allocated a priority level in accordance with the severity of the problem. 

43.2. A priority one (P1) problem consists of a fault which renders the whole or an important part of the service unavailable. This applies to the total outage of the Service or rejection of more than twenty percent (20%) of incoming order from The Authority’s interface due to service failure. 

43.3. A priority two (P2) problem consists of a fault causing acute operational problems creating significant business impact (e.g. considerable service restriction like the rejection of less than twenty percent (20%) but more than five percent (5%) of incoming orders).

43.4. A priority three (P3) problem consists of a fault which causes non-acute operational problem (e.g. delays in sending the SMS to the Mobile Operator or unavailability of the Service Details-Extranet). 

43.5. A priority four (P4) problem consists of a fault causing Service Details-Extranet’s information to be partially inaccurate. 

44. [bookmark: _Toc54570311]FAULT RESPONSE
44.1. The Supplier must inform The Authority about any fault and to fix any reproducible fault within the following time frame. 

	Stage/ Priority
	P1
	P2
	P3
	P4

	Initial response time 
	15 minutes
	1 hour
	24 hours
	48 hours

	Target Resolution (work around)
	30 minutes
	2 hours
	2 working days
	Reasonable time

	Target Resolution 
	1 working day
	2 working days
	Next release
	Next release




45. [bookmark: _Toc54570312][bookmark: _Hlk45361056]INVOICING 
45.1. The Supplier must provide monthly invoices to clearly show volumes within 7 working days from the end of the billable month end. The Authority is willing to discuss a flexible payment profile that might be monthly or quarterly in arrears.
45.2. [bookmark: _GoBack]The Authority requires unit charges against each element of the service, please refer to Pricing Table in Tender Documents.
45.3. The Authority requires separate monthly invoice breakdowns for:
45.3.1. MFA
45.3.1.i API connections
45.3.1.ii SMSs
45.3.1.ii.a UK
45.3.1.ii.b Outside UK
45.3.1.iii Voice Calls
45.3.1.iii.a UK
45.3.1.iii.b Outside UK
45.3.2. Email campaigns
45.3.3. SMS campaigns
Detailing usage and cost per campaign
45.3.4. SMS alerts
45.3.5. SMS:

	Campaign name
	SMS volume
	HLR volume
	SMS rate
	HLR rate
	SMS cost
	HLR cost
	Total

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	

	
	
	
	
	
	
	Sub Total
	

	
	
	
	
	
	
	VAT at 20%
	

	
	
	
	
	
	
	Grand Total
	


45.3.6. Email:

	Campaign name
	Email volume
	Email 
Rate
	Total

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	Sub Total
	

	
	
	Grand Total
	



45.4. The format detailed above (see clause 45.3) will prevail unless other terms are agreed between The Authority and the Supplier.

45.5. Invoices to be accessible to limited number of specified users with access rights via the User Interface for Campaign Management.

45.6. Invoices must include:
45.6.1. Invoice number
45.6.2. Invoice date
45.6.3. Payment due date
45.6.4. PO Number (to be supplied by The Authority)
45.6.5. The Authority’s name and address
45.6.6. Supplier’s name and address and contact telephone number
45.6.7. Month usage billed for
45.6.8. VAT registration number
45.6.9. Company number
45.6.10. Bank details:
45.6.11. Bank name
45.6.12. Bank Account name
45.6.13. Bank Account number
45.6.14. Bank Sort code

46. [bookmark: _Toc54570313]SERVICE & CONTRACT MANAGEMENT TEAM

46.1. The Supplier must always provide a Representative / Service Manager / Contract Manager / Contract Management team to facilitate the business as usual activities associated with the Service, a named deputy should also be provided.

46.2. The Service Manager will liaise with The Authority’s Service Manager’s as applicable to ensure the smooth and efficient running of the Service.

46.3. The Contract Manager will liaise with The Authority’s representative/contract manager/contract management team as may be applicable given the nature and the extent of services required.

46.4. The primary contract management activity from both Parties will be to monitor, maintain and improve the service performance as detailed in Schedule 2.2.

46.5. To effectively manage the contract, both parties will contribute to, and agree, a formal contract management plan, as part of the implementation phase.

46.6. Contract Management will form part of the overall governance process. as referred to in Schedule 8.1. 

46.7. As part of regular service reviews, the Supplier must provide at least 24 hours in advance: 
46.7.1. Performance data in respect of the required Service Level Agreements (SLAs) and Key Performance Indicators;
46.7.2. Advice on new products that might be of interest to enhance our service or to protect against fraud attacks; 
46.7.3. Patching and updates as part of their regular service review; and 
46.7.4. Innovative options which would continuously improve the service and provide efficiencies in the processes, including the need to make improvements to accommodate any changes in legislation.

47. [bookmark: _Toc54570314]FUTURE DEVELOPMENT

47.1. The Supplier must: 
47.1.1. Provide an outline of how much custom development/changes will cost and timescales and procedures for initiating and implementing;
47.1.2. Be willing to work with The Authority in any future developments to feed email delivery information into The Authority’s systems; 
47.1.3. Have an exception process to respond more timeously if needed in times of peak demand, or for example in exceptional unpredictable circumstances i.e. COVID-19 pandemic. 

47.2. The product should provide Development Services and API Gateways that can be utilised by external development tools and services.

47.3. The solution should provide configurable options for Release Management out of the box.

47.4. If Release Management functions are provided the Solution should provide Packaging and Versioning Options out of the box.

47.5. If Release Management functions are provided, the product should provide integration with Continuous Integration and Continuous Deployment Tools (such as Jenkins) out of the box.

47.6. If Release Management functions are provided, the Solution should integrate with source code management tools (such as GitHub) out of the box for Package and Version Management.




48. [bookmark: _Toc54570315]APPENDIX 1

The following are examples of the expected JSON messages that will be sent to either The Authority or the Sender:

Appendix x
These are example SMS messages sent to The Authority’s two providers. The key parts are the phone number to send to, the message and the delivery callback
{
   "reqType":"BULK",
   "MSISDN":"+447890123456",
   "msg":"Your Government Gateway access code is 123456. Your code expires in 15 minutes",
   "sender":"60886",
   "delurl":"https://api.local.basgov.uk/delivery-details/supplier1",
   "multi":true
}


{
  "destinations":[
	 {
		"to":"+447890123456"
	 }
  ],
  "text":"Your Government Gateway access code is 123456. Your code expires in 15 minutes",
  "notifyContentType":"application/json",
  "notifyUrl":"https://api.local.basgov.uk/delivery-details/supplier2",
  "from":"60886"
}

In both scenarios the response will have a unique reference that enables the callback to reference this request i.e. delivery notification

---------------------
This is an example of the voice request made. The key parts are the phone number to send to, the message, the language and the delivery callback
{
  "destinations":[
	 {
		"to":"+447890123456"
	 }
  ],
  "text":"Your Government Gateway access code is 123456. Your code expires in 15 minutes",
  "language":"en-gb",
  "callTimeout":52,
  "notifyContentType":"application/json",
  "notifyUrl":"https://api.local.basgov.uk/delivery-details/supplier2",
  "from":"60886",
  "repeatDtmf":"1",
  "dtmfTimeout":10
}

The response will have a unique reference that enables the callback to reference this request i.e. delivery notification

------------------------------------------
Supplier 1's example callback response
{
   "reference":"32435543",
   "MSISDN":"+448790123456",
   "status":3,
   "deliverytime":"2020-29-06 14:05:41"
}

Supplier 2's example callback response
{
   "results":[
      {
         "bulkId":"80664c0c-e1ca-414d-806a-5caf146463df",
         "messageId":"bcfb828b-7df9-4e7b-8715-f34f5c61271a",
         "to":"+447890123456",
         "sentAt":"2020-02-12T09:51:43.123+0100",
         "doneAt":"2020-02-12T09:51:43.127+0100",
         "smsCount":1,
         "price":{
            "pricePerMessage":0.01,
            "currency":"EUR"
         },
         "callbackData":"User defined data.",
         "status":{
            "groupId":3,
            "groupName":"DELIVERED",
            "id":5,
            "name":"DELIVERED_TO_HANDSET",
            "description":"Message delivered to handset"
         },
         "error":{
            "groupId":0,
            "groupName":"OK",
            "id":0,
            "name":"NO_ERROR",
            "description":"No Error",
            "permanent":false
         }
      },
      {
         "bulkId":"08fe4407-c48f-4d4b-a2f4-9ff583c985b8",
         "messageId":"12db39c3-7822-4e72-a3ec-c87442c0ffc5",
         "to":"+447890123456",
         "sentAt":"2015-02-12T09:50:22.221+0100",
         "doneAt":"2018-12-13T13:35:47.819+0000",
         "smsCount":1,
         "price":{
            "pricePerMessage":0.01,
            "currency":"EUR"
         },
         "callbackData":"reset_password",
         "status":{
            "groupId":3,
            "groupName":"DELIVERED",
            "id":5,
            "name":"DELIVERED_TO_HANDSET",
            "description":"Message delivered to handset"
         },
         "error":{
            "id":10,
            "groupId":3,
            "name":"EC_BEARER_SERVICE_NOT_PROVISIONED",
            "groupName":"OPERATOR_ERRORS",
            "description":"Bearer Service Not Provisioned",
            "permanent":true
         }
      }
   ]
}



















49. [bookmark: _Toc54570316]APPENDIX 2



SMS Sent - June 19 to June 20

SMS Sent	
43617	43647	43678	43709	43739	43770	43800	43831	43862	43891	43922	43952	43983	6836248	8767648	6276831	6454945	6663369	4274539	5490487	10716605	6544859	6234859	9582139	13934050	9744414	


Total Delivered

2017-18	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Jan	Feb	Mar	9303677	12329447	10540968	10096251	12023191	12587670	16691557	13542702	9609705	11259308	11428293	15594575	2018-19	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Jan	Feb	Mar	12508146	14635631	12043206	15826338	9675628	12792653	15039676	17688480	10109195	9299896	16519351	18399933	2019-20	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Jan	Feb	Mar	19122608	12302601	16890456	19600899	11921318	21058272	21521798	22549781	18582003	23564203	15632092	15606311	2020-21	Apr	May	Jun	Jul	Aug	Sep	Oct	Nov	Dec	Jan	Feb	Mar	24576665	29596009	20725200	18615641	0	0	0	0	0	0	0	0	
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[bookmark: _Toc44249416]Introduction and Scope

[bookmark: _Toc44249417]Introduction

HMRC have adopted cloud technologies to allow them to deliver a more streamlined and agile service to the core business. These cloud technologies allow for a more flexible approach to delivering services and sharing data but require a different mindset when it comes to identity and how identity has now become the new boundary for the security of resources and data.

The concept of identity being the new perimeter for data security is based on the need for organisations to allow their users to work from anywhere and at any time in a modern business environment. Historically, an organisations’ data would be enclosed within a hardened network with many layers of control around it, physical, operational and management.

[image: ]

In a cloud environment, an organisations data is no longer located only within the corporate network and data centres. Now data can be located within the systems of cloud service providers and identity can sometime be the only control that you have to ensure that confidentiality, integrity and availability are maintained.

With a few exceptions, HMRC have been moving to the use of two distinct cloud models over the last few years:

· Software as a Service (SaaS)

· Infrastructure as a Service (IaaS)

The HMRC use of SaaS services such as Office 365, SharePoint, OneDrive etc. has resulting in HMRC users being able to access collaboration tools and data from their client devices with relative ease. However, this freedom of access has always been tempered with controls and processes to maintain a secure and compliant security posture.

HMRC have extended their datacentres into the cloud with the user of private clouds which house a large number of services and applications built on an IaaS\VM model (see the diagram in section 2.1.2). The private clouds are hosted on Microsoft Azure and AWS cloud infrastructure and are only accessible from within the HMRC internal network. The term internal network includes users who are accessing the network via the HMRC VPN in this instance. HMRC users who have iPhones are unable to access these applications at present as the iPhone does not have a suitable VPN client to allow this to happen.

HMRC have now reached a juncture where allowing access to these currently internal-only applications and services, would be useful to extend the reach of the HMRC core business services to both HMRC iPhone users working externally and also to users from third-party organisations who might have a business requirement to access them.

[bookmark: _Toc44249418]Purpose

This document will detail the suggested patterns for allowing access to these “internal-only” applications and services to two distinct sets of users: HMRC users who are not using a Stride client and are not connected to the HMRC internal network, and users from other organisations who might require access to those same services and applications.

[bookmark: _Toc44249419]Scope

[bookmark: _Toc44249420]In Scope

· Overview of background knowledge required to better understand the content

· A high-level view of the current HMRC internal networks and their disposition

· A high-level view of the challenges presented by allowing external access to internal applications

· A discussion of how third-party users could access the services and applications using SSO to authentication and authorisation

· An example scenario involving the HMRC Intranet

[bookmark: _Toc10818816][bookmark: _Toc44249421]Out of Scope

· Specific configurations for every possible scenario




[bookmark: _Toc44249422]Background Knowledge

Before the integration options are discussed, it is useful to have some background information to hand, in order to understand the choices that are open to HMRC to deliver this functionality. The HMRC network has historically been a “trusted” network, where traffic travelling between applications and services was able to do so with relatively few security controls to hinder the data flows. With Identity becoming the new security boundary, HMRC are moving to a Zero Trust model for all future solutions which are being deployed, both on-premises and in the cloud.

[bookmark: _Toc44249423]The Zero Trust Model

The analyst firm Forrester Research introduced the Zero Trust model, which states that you should never assume trust but instead continually validate trust. When users, devices, and data all resided inside the organisations firewall, they were assumed to be trusted. This assumed trust allowed for easy lateral movement after a malicious actor has compromised an endpoint device.

Instead of assuming everything behind the corporate firewall is safe, the Zero Trust model assumes breach and verifies each request as though it originates from an open network. Regardless of where the request originates or what resource it accesses. Zero Trust teaches us to “never trust, always verify”. Every access request is fully authenticated, authorised, and encrypted before granting access. Micro-segmentation and least privileged access principles are applied to minimise lateral movement. Rich intelligence and analytics are utilised to detect and respond to anomalies in real time.

With most users now accessing applications and data from the internet, many of the components of the transactions – that is, the users, network, and devices – are no longer under organisational control.

The Zero Trust model relies on verifiable user and device trust claims to grant access to organisational resources. No longer is trust assumed based on the location inside an organisation’s perimeter.

[bookmark: _Toc44249424]Modern Authentication

Historically, HMRC internal applications and services have been integrated with the HMRC internal Active Directory for authentication and authorisation. Applications deployed on Microsoft Windows servers would have a direct integration with the internal AD and would use the Kerberos authentication process to authorise users to access the application. Applications deployed on Unix\Linux based servers would use Service Principal Negotiation (SPNego) at achieve the same functionality. While these technologies could be considered as Single Sign-On (SSO) protocols, they are now considered as legacy as they do cannot function in the modern cloud-centric models that HMRC are moving to.

Therefore, modern authentication using Security Assertion Mark-Up Language (SAML), Open Authorisation (OAuth) or OpenID Connect are strategic for HMRC.

		Integration Note: In order to control and protect authentication and authorisation for an internal application which is being exposed to external access, the application MUST be updated to utilise one of the Modern Authentication protocols discussed below. This should be factored into any project plan if the application currently uses a legacy authentication protocol\model.





[bookmark: _Toc44249425]Security Assertion Mark-up Language v2 (SAML 2.0)

SAML is an open standard for exchanging authentication and authorisation data between parties. HMRC use the Active Directory Federation Services (AD FS) server role on their internal network to produce SAML tokens for authenticated users which are used to authorise those users to Service Providers (SPs).

A service provider is any application or service which HMRC users have a business requirement to access. Most Service Providers that HMRC users will access will be on the Internet, but others reside on the HMRC-owned cloud environments in both Microsoft Azure and AWS.

The Microsoft Azure SSO service can also produce SAML tokens to authorise HMRC users who have authenticated to the Azure AD. This use of Azure AD for authentication and Azure SSO-produced tokens for authorisation to applications and services is the strategic direction for HMRC.

[bookmark: _Toc44249426]Open Standard for Authorisation v2 (OAuth 2.0)

OAuth 2.0 is a more secure and slightly more complex authorisation protocol which is fast becoming the de facto standard for user authorisation. The Azure SSO service can also produce OAuth 2.0 tokens to authorisation HMRC users to applications and services who have authenticated to Azure AD.

For further details of the HMRC SSO integration standards please refer to the SSO Integration Patterns [Ref 1] document.

HMRC use their internal Active Directory Federation Services (AD FS) function to authorise users to Azure AD. Once the user is authorised to Azure AD, they can access both third-party services which rely on Azure SSO and to core Azure services such as SharePoint, Office 365 and OneDrive, without having to re-authorise to Azure AD. However, external users will not have a presence in the HMRC internal AD and therefore will not be able to authorise to Azure AD using this method. Therefore, the use of guest accounts to allow this access will be a requirement. Details of Azure guest accounts are included in a later section of this document.
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Both SAML 2.0 and OAuth 2.0 are classed as Modern Authentication protocols, and Microsoft have done a great deal of work to ensure the integration libraries are available to developers to allow applications and services to use them for user authorisation.

[bookmark: _Toc44249427]OpenID Connect

OpenID Connect is a simple identity layer on top of the OAuth 2.0 protocol. It allows clients to verify the identity of the end-user, based on the authentication performed by an authorisation server. As well as to obtain basic profile information about the end-user in an interoperable and REST-like manner.

[bookmark: _Toc44249428]HMRC Internal Applications and Services

Although HMRC have been deploying and consuming applications into the cloud for a number of years now, their networking security model is still based on a hard perimeter, with new solutions deployed within that perimeter. This is evidenced by the use of private cloud environments which host a number of solutions onto Virtual Machines (VMs) using an IaaS model. 

[bookmark: _Toc44249429]As-Is View

The diagram below is a simplified view of the HMRC network which incorporates the new private clouds into the security boundary. At the present time, unless a user is operating within this boundary, they cannot access and authenticate to applications hosted on  the HMRC internal network.
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[bookmark: _Toc44249430]To-Be View

The business requirement for HMRC is to allow third-party users and HMRC iPhone users to access applications which are currently only accessible from within the HMRC security boundary.

The diagram below shows external users and HMRC iPhone users able to access an internally hosted application from the Internet. The primary network security control being used to publish the application to the internet is the existing HMRC F5 appliances. In order to enable the security functionality required to safely publish the internal applications and services a new software module will need to be installed on the F5’s called the Access Policy Manager (APM). The details of this module and how it can be used to protect internal applications will be discussed in the following sections.
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In the example shown above, the internal application is hosted in the HMRC AWS private cloud. The external users will connect to the outside of the F5 appliances and will then route through the network, via Crown Hosting and the Direct Connect link to connect to the target application.

[bookmark: _Toc44249431]Internal Application Access

[bookmark: _Toc44249432]Publishing the Internal Application

HMRC have decided to extend the capabilities of their existing F5 service to allow internal applications to become accessible from the Internet. The primary means of extending the service is to install and configure the Access Policy Manager (APM) module on the F5s and use this to “publish” the application externally. The F5 service is already utilised by HMRC to allow access to SAP and some other external services. The service is load balanced across both on-premises data centres and is sized to deal with high client traffic workloads. The service can be expanded if required by adding additional hardware appliances to the data centres. The existing service also has Distributed Denial of Service (DDoS) protection which is provide by Akamai appliances. The service will inspect incoming IP address information for inbound connections, but this is primarily focused on enabling the DDoS protection.

HMRC also deploy additional hardware as part of their F5 security controls in the form of the F5 Local Traffic Manager (LTM). This is also used to route traffic securely into and out of the HMRC network and will be discussed briefly in the following sections.

In order to fully evaluate the means by which applications could be securely published to the internet, this document will discuss the following items:

· Secure Publication

· Single Sign-On options

· Device Inspection

· SSL\TLS Inspections

· Access Control Lists

· Local Traffic Manager

[bookmark: _Toc44249433]Secure Publication

HMRC have purchased but not deployed, the F5 BigIP Access Policy Manager (APM).

Enabling and configuring the APM module would allow the following security controls to be applied to inbound connections from the Internet:

· Single Sign-On (SSO) for inbound users

· Client Endpoint Security
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[bookmark: _Toc44249434]Single Sign-On Options

For HMRC’s intended purpose, the BIG-IP APM would be configured as both a SAML Identity Provider (IdP) and a SAML Service Provider (SP). This would enable the following flow for applications on the internal network which support the SAML 2.0 protocol for authorisation.

The token flows would look as below. For simplicity, the user shown is a guest user in the HMRC Azure AD who will authenticate directly against the Azure AD domain. For most guest users, this will not be the case, but this premise allows the removal of several steps in the process.
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In this diagram, the BIG-IP APM has been configured as both an Identity Provider (IdP) and also as a Service Provider (SP). This means that the APM is registered in the HMRC Azure AD as an application Service Provider so that the Azure AD will generate SAML tokens which allow requesting users to authorise to it. The internal application is configured to use the APM as it’s Identity Provider (IdP), which means it will redirect all incoming access requests to the APM to request a SAML token. The BIG-IP term for this configuration is the SP-Initiated Inline SAML SSO model.

The end-result shown in the diagram is that the user is authorised to the APM using a SAML token generated from the Azure AD and the user is then authorised to the internal application using a SAML token generated by the APM.

Further investigation and testing of the above would need to be undertaken to ensure that the proposed solution is possible. The above was taken from vendor documents and is not based on any actual proof-of-concept work.

There are several different ways in which the F5 APM could be utilised as part of the overall HMRC SSO solution, to allow SSO access to internal applications from outside of the HMRC networks. The final design used will depend on several factors, including the view of HMRC security around where and when SSO should be controlled. These options would ideally need to be explored as a separate exercise and if possible backed by some PoC work to understand the pros and cons of each approach.

[bookmark: _Toc44249435]Device Inspection

Options for client endpoint security are limited as many of the intended users will not be using HMRC owned or managed devices. The APM requires an agent to be running on the client device in order to perform most of its device inspection functions. Therefore, client inspection options are severely limited.

HMRC iPhones are registered in the HMRC Azure AD and can be used as an authentication factor when users present to authorise to the Azure domain. Therefore, a degree of device control is possible for HMRC iPhone users via Conditional Access and EMS policies which are already in use.

[bookmark: _Toc44249436]SSL\TLS Inspection

Most of the F5 features concerned with inspecting SSL\TLS traffic (F5 refer to this as SSL Visibility) are to do with checking outbound traffic from internal clients to services and applications on the Internet. Therefore, they are not applicable to this requirement as the roles are reversed, with clients on the internet connecting to applications and services on the HMRC internal network.

However, the BIG-IP SSL Orchestrator module does allow the inspection of both outbound and inbound SSL\TLS connections, so could be used to check inbound traffic from Internet-based clients before connections to the internal applications are allowed. At the present time, we are unclear as to whether HMRC have the SSL Orchestrator module deployed in their BIG-IP solution.

[bookmark: _Toc44249437]Access Control Lists

Dynamic Access Control Lists are a feature of the F5 APM module which allow access to an application to be restricted per URL path, with restrictions on client IP address, time, day and other parameters. Layer 3 to layer 7 protocol inspection is also applied to reduce the chance of malicious client connections. However, as the client inspection options are limited by the unmanaged client type, the benefit of these ACLs is reduced.

[bookmark: _Toc44249438]Local Traffic Manager

The F5 Local Traffic Manager (LTM) is an appliance which provides further enhancement to enhanced security on inbound and outbound traffic.

[bookmark: _Toc43284312]Security Provisions

BIG-IP LTM delivers industry-leading SSL performance and visibility for inbound and outbound traffic, so you can cost-effectively protect your entire user experience by encrypting everything from the client to the server. It also defends against potentially crippling DDoS attacks and provides ICAP services for integration with data loss protection (DLP) and virus protection.

[bookmark: _Toc43284313]Local Traffic Policies

BIG-IP® local traffic policies are a structured, data-driven collection of rules created by populating tables in a web UI. The policy tables are filled using readable English; no programming skills are required. These policies allow you to inspect, analyse, modify, route, re-direct, discard, or manipulate traffic, and solve common use cases previously covered by simple iRules. For example, you might create a policy that determines whether a client is using a mobile device, and then redirect requests from mobile devices to the applicable mobile web site URL.

[bookmark: _Toc44249439]Public Certificates

All certificates used to protect client connections to the internal applications will need to be signed by a public Certification Authority (CA). This is to ensure that the client device will “trust” the certificate and the users will be able to establish a secure browser session. As the client devices are not HMRC owned and managed, internal PKI generated certificates cannot be used for this purpose.

[bookmark: _Toc44249440]Name Resolution

If the target application is to be accessed by both HMRC users and external users, then both internal and external DNS records will be required. The internal DNS record will resolve the application name to the internal IP of the application servers\load balancers. The external DNS record will resolve to a public IP address on the outside of the BIG-IP APM appliance.

[bookmark: _Toc44249441]User Authentication\Authorisation

HMRC policy is that all access to applications and data must be authenticated and authorised. In the scenarios described by this document, the authentication will happen at one of three possible locations.

HMRC Internal Users

HMRC internal users currently authenticate against the HMRC internal AD domain. Access to any service reliant on the Azure AD is subject to authorisation via a SAML token which is generated by the internal Federation Service (FS).

Third-Party Guest Users with B2B

Third-party users can be assigned Guest accounts in the HMRC Azure AD. These guest accounts can be permitted limited access to certain applications and services. Guest accounts can use a mechanism called Business-2-Business (B2B), to allow authentication to be delegated to the users’ home organisation directory service.

Third-Party Guest Users without B2B

If a third-party user does not have a home organisation directory to authenticate against, then the HMRC Azure AD can be used to manage that users’ credentials and facilitate access to the target application.

For further details of the options for external users and their authentication and authorisation options, please see the External Identities pattern document 

[bookmark: _Toc44249442]Conditional Access

HMRC internal identity blueprint is now to use Azure AD Identity with is public facing cloud service accessible from anywhere. Azure AD conditional access is another layer behind the single authentication to Azure AD that can assess many different factors of that identity and the devices they are coming from before providing the Authentication Token.

HMRC are already using conditional access to apply rules such as MFA on admin services as well as assess devices state when allowing HMRC staff using iPhones access to cloud services such as 365.

However, there are certain aspects that Conditional Access cannot cover:

1. Conditional Access applies to resources when those resources prompt for it. If an application using Conditional Access becomes external and no protection is applied to an area or a different (less secure) form of auth is used this leaves a security exposure.

2. Without a layer in between the application and the internet the authentication and access attempt could be used as a DDOS attack.

3. When it comes to GUEST account and access, the conditional assessment (as documented in the SIRO policy) is limited to identity only, the guest's device will not be registered to the HMRC tenant, and therefore cannot be assessed.




[bookmark: _Toc44249443]Sample Scenario – Ocelot Web

The Ocelot web application is currently hosted in the same AWS private cloud zone as the HMRC intranet servers. The application is currently performing user authentication using delegated authentication against the HMRC internal AD domain. The application is believed to be stateless, which means that users do not have to have a pre-existing identity within the application in order to authenticate and authorise to it. Therefore, no user provisioning options have been considered for this application.

[bookmark: _Toc44249444]Application Updates Required

[bookmark: _Toc44249445]Authentication\Authorisation Protocol Change

The application would need to be updated to support modern authentication protocols such as SAML or OAuth 2.0 (see section 2.2 above). The suggested protocol to use to authorise users to Ocelot is the SAML 2.0 protocol. This protocol does not require the application server(s) to be able to call out to the internet in order to complete SSO. This flow is a feature of the OAuth 2.0 authorisation token flow which HMRC user for OAuth integrations.

[bookmark: _Toc44249446]DNS Namespace Change

If the application currently uses a DNS namespace which is internally resolvable only, then this will need to be changed. The requirement it to use a public namespace such as “corp.hmrc.gov.uk” to allow DNS records for the application to be created in both the HMRC internal DNS service and on the public DNS service on the internet.

[bookmark: _Toc44249447]SSL\TLS Certificate Change

Any certificates currently used to enable HTTPS protection of traffic between the client and the servers may need to be updated to those signed by a public Certification Authority (CA). This requirement is partly dependent on how any SSL\TLS inspection will be implemented on the HMRC BIG-IP service. If inbound SSL\TLS inspection is enabled, then it may be possible to have public CA certificates on the F5s and HMRC PKI Certificates on the application servers. This requirement can be baselined once all the F5 security capabilities are understood.

[bookmark: _Toc44249448]DNS Zone Requirements

At present the Ocelot application is only DNS addressable from within the HMRC network. The application URL is registered in the HMRC internal DNS in order to allow clients to resolve the application name to an IP address.

In order to make the application DNS resolvable on the Internet, two DNS A records will need to be created: one on the HMRC internal DNS and one in a public DNS zone. HMRC have designated the “corp.hmrc.gov.uk” DNS namespace for this purpose as this has DNS zones both internal to HMRC and also on the Internet.

[bookmark: _Toc44249449]Enabling External Access

External access to the application will be via the F5 BIG-IP service, using the APM features to provide SSO integration and a degree of device control.

[bookmark: _Toc44249450]Application Publishing

The application will be exposed as a published endpoint on the Internet side of the HMRC F5 service. The application will have a public IP address assigned which will be resolved on the from the application public DNS name. Client connections will force an SSO process to start (see the next section).

The standard BIG-IP functionality will allow Layer 7 and below protocol protection to the Ocelot application, with only HTTP methods such as GET being allowed to minimise the ability of an attacker to perform malicious activities against the web application using HTTP commands.

The application will be protected by HTTPS, with enforcement of TLS 1.2 for all data packets. The certificate used on the BIG-IP will be signed by the Digicert public certification authority as this is the HMRC approved CA.

[bookmark: _Toc44249451]SSO Integration

SSO integration will be achieve by configuring the application to trusted SAML assertions issued by the F5 APM. Any inbound client connection will be redirected to the HMRC Azure AD for authentication and authorisation. A SAML token issues by the HMRC Azure AD will then be used to authorise the user to the APM before the user is permitted to make a connection to the Ocelot application. Upon connection to Ocelot, the user will be redirected to the APM to obtain a SAML assertion from the APM. As the user has already been authenticated and authorised, this issuance will be automatic and transparent. The authorised user will then be issued a SAML token from the APM which can be used to authorise their access to the Ocelot application. Forcing the inbound users to authenticate before access is a strong security control to protect the Ocelot application.

The diagram below illustrates this possible integration model*:

[image: ]

*It should be noted that this is not the only model that could be used to integrate Ocelot with SSO. Further research is required around the SSO options available with the F5 APM in order to confirm that this model is the best one for this application.






[bookmark: _Toc44249452]Terms & Abbreviations

		Term

		Explanation\Expansion



		AADC

		Azure AD Connect



		ACL

		Access Control List



		ACS

		Assertion Consuming Service



		AD

		Active Directory



		AD DS 

		Active Directory Domain Services



		AD FS 

		Active Directory Federation Services



		API

		Application Programming Interface



		Azure

		Microsoft Cloud Service



		CSP

		Cloud Service Provider



		CTO

		Cloud Technology Office



		DG

		Delivery Group



		GCDS

		Google Cloud Directory Sync



		GID

		Global Identifier



		HMRC

		HM Revenue & Customs



		HTTP

		Hyper-Text Transfer Protocol



		HTTPS

		Hyper-Text Transfer Protocol Secure



		IdP

		Identity Provider



		JSON

		Java Script Object Notation



		JWT

		JSON Web Token



		LAN

		Local Area Network



		LDAP

		Lightweight Directory Access Protocol



		LDAPS

		Lightweight Directory Access Protocol - Secure



		LDS

		Lightweight Directory Service



		NTLM

		New Technology LAN Manager



		OAuth 2.0

		Open Authorisation version 2



		OIDC

		OpenID Connect



		PrD

		Process Document



		RFC

		Request for Change



		RP

		Resource Provider



		SAML

		Security Assertion Mark-up Language



		SCIM

		System for Cross-domain Identity Management



		SID

		Security Identifier



		SQL

		Structured Query Language



		SRS

		Service Request System



		SSO

		Single Sign-On



		ST

		Service Ticket



		STS

		Security Token Service



		TeN

		Technical Note



		TGT

		Ticket Granting Ticket



		TSC

		Token Signing Certificate



		URL

		Universal Resource Locator



		WAP

		Web Application Proxy



		XML

		eXtensible Mark-up Language







External Users currently access SharePoint and this has made HMRC Security nervous.
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Executive Summary of Change

Due to the unprecedented outbreak of COVID-19 and announced economic government measures there is a risk that HMRC may see an increase in customer contact, whilst operating with a potentially reduced resource.



This coupled with the Government advice to ensure that where possible, people should work from home, there is a desire to enable HMRC Employees to operate existing processes underpinned by existing IT services whilst operating a different way of working.



There is an urgent need to enable this to allow HMRC to continue supporting its customers using existing channels and work has already been undertaken to propose a solution to allow HMRC Contact Centre Advisers to be able to handle phone calls, using the existing KCOM platform with remote access.



This paper builds on that activity to look at how to deflect customers away from the telephony channel, where appropriate, to webchat to enable more efficient handling of calls, to improve both the service and the availability of advisers.



The proposed change would see customers offered the option to take up a digital route where there is availability of enabled advisers or space in a queue for the appropriate adviser skills groups. If the offer is taken up, customers will be provided a URL via SMS to their mobile device which will direct them to a webchat session.



The following process flow defines the proposed journey for the deflection from telephony to webchat which takes place just when the caller dials in and prior any Identification and Verification (ID&V).

[image: ]







Solution 



Description

This solution re-uses the existing Nuance ITA component on the KCOM platform, Nuance Cloud platform, and HMRC’s MMG supplier to send SMS messages.



A new script configuration will be deployed on the ITA component hosted within KCOM to check suitability for a shift to the Digital channel.  This check will ensure that calls are only considered for channel shift when callers phoned from a UK mobile, are trying to access a Line of Business that is on Webchat and that the intent can be served via Webchat.



When all those conditions are met, then an additional background check is performed whereby the ITA component will API query the relevant Nuance Cloud webchat queue for availability.  This is to avoid diverting callers to webchat when the channel is busy.  

So, it is only when the API query returns availability that the caller will be played a message by ITA asking if they wish to receive a link via SMS to make it a one-click action to start a webchat session.

If the caller says no, they remain in the queue as they would under the current journey.

If the caller says yes then they receive a SMS to the number they are calling from as seen by the telephony platform.  

This solicitated SMS message will contain a URL link matching the caller to the webchat queue to join upon look up into a simple table (see ref. decision log on Invitation API) and trigged through a second API also from the ITA component. 

This SMS will be sent by MMG with the priority delivery flag to ensure the SMS text is received within seconds of the caller accepting the offer.

The ITA will then pause for a short duration of about 5 seconds to encourage people to hang up the call but the telephony platform will at no point terminate the call.



The deflection solution will not attempt to factor in the amount of time spent in the Telephony channel to jump webchat queues (ref. decision log).



Call drop reporting will become skewed as a result of customers switching service.  A manual process will be required unless a new microservice is built within the MDTP platform to provide unique and limited lifespan links to customer so that the correlation can take place automatically.  This would essentially recreate the Nuance Invitation API which is not meeting government policy. 








Changes

This solution will require Nuance to deliver changes on both the KCOM platform and its Cloud platform to enable the REST API calls from KCOM.



KCOM have confirmed Internet connectivity is already in place to access the MDTP API platform as part of the telephony service and the volumetric discussion suggested that this change would introduce an indicative 5% of extra traffic as currently seen on the Internet link at KCOM’s datacentres. 

Figures used were:  150K-200K voice call average peak and 325K during SA, diluted through circa 70% of mobile callers, 5-8% typical service take up seen on other accounts.



A series of security mitigations will need to be put in place to secure the REST API connectivity between KCOM infrastructure and the Nuance platform.



The mitigations are:

		API

		Mitigations



		Availability check

		Whitelisting of Source and destination via Domain Name where possible and IPs

Encryption using min. of TLS1.2



		Invitation API

		Whitelisting of Source and destination via Domain Name where possible and IPs

Encryption using min. of TLS1.2

Use of OAuth2 token



		SMS posting

		Whitelisting of Source and destination via Domain Name where possible and IPs

Encryption using min. of TLS1.2

Use of basic authentication (username/password) as per existing HMRC use.







The solution re-uses the MMG provider to benefit from mitigating controls previously deployed to reduce the risk of HMRC impersonation by re-using the currently used HMRC sender ID which cannot be used by other organisation with the security put in place.



Additionally, the following controls would be applied on the MMG SMS platform:



		Control 

		Value



		Mobile number Restriction

		UK only



		SMS limit per day to the same number

		10



		Sender ID

		Same as current HMRC ID














IT Changes Required



An overview of the IT changes required, separated by system and/or delivery group:



· ITA (KCOM - Nuance)



Input Channels

· [No change] Call received from customer

· [No change] Intent of call provided by customer

· Availability of webchat advisers

· Acceptance or rejection of offer for digital deflection

· Receipt of unique URL for webchat session

System Processing

· [No change] Initiate ITA conversation with customer 

· Check user suitability for deflection to digital

· Decision on whether to offer digital deflection

· Script change to provide customer the option of digital deflection

· Initiate IVR to digital experience 

· Handling and forwarding of URL to SMS gateway

· Agree authentication with MMG

Interfaces With Other Systems

· NDEP

· SMS Gateway

· MDTP microservice 

Output Channels

· [No change] Confirmation of intent

· API to NDEP to request availability of available webchat advisers to allow use of digital channel (Customer Engagement API)

· Offer to customer for digital experience

· Table look up of intent to webchat group | or | API to MDTP to request generation of a unique URL for customer to access from their mobile device (Invitation API replica in MDTP)

· API to SMS Gateway to initiate generation of SMS message with URL embedded

Infrastructure

· Whitelisting and firewall changes to support the traffic flow related to ITA/Nuance fetching the Webchat adviser availability status (REST API) from Nuance Cloud and to support the traffic flow to MMG to send SMSs (REST API)

Other Impacts

· Change to existing journeys to allow the offer and potential take up of digital alternative to telephony



· NDEP (Nuance)



Input Channels

· API from ITA to request availability of available webchat advisers to allow use of digital channel (Customer Engagement API)

· API from ITA to request generation of a unique URL for customer to access from their mobile device (Invitation API)

System Processing

· Calculate the availability of advisers and potential wait time (as part of Customer Engagement API)

· Generation of a unique URL for customer to access from their mobile device (Invitation API)

Interfaces With Other Systems

· ITA

Output Channels

· API response for availability of available webchat advisers to allow use of digital channel (Customer Engagement API)

· API response with generated of a unique URL for customer to access from their mobile device (Invitation API)

Infrastructure

· None

Other Impacts

· Increase to the number of HMRC enabled webchat advisers 

· MMG SMS Gateway



Input Channels

· API from ITA triggering SMS generation with URL as part of the message

System Processing

· New SMS template to populate with unique URL

· Population of template and delivery to customer

· Agree authentication with KCOM

· Allow internet connectivity from ITA

Interfaces With Other Systems

· ITA

Output Channels

· SMS to HMRC customer populated with URL for access to digital session

Infrastructure

· None

Other Impacts

· None

· HMRC

NETWORK

· No change required given connectivity is direct between suppliers.

API platform

· New microservice to generate a time-expiring and unique URL for customer to access from their mobile device (Invitation API replica)

CISR

· Solution approval



Analytics

· MI/BI – Review reports and manually or automatically factor-in the call drops related to channel shifts.



Impacted Delivery Groups

		Delivery Group

		Impacted Yes/No

		System



		Nuance

		Yes

		NDEP



		KCOM

		Yes

		ITA (Nuance)



		MMG

		Yes

		SMS Gateway



		HMRC – CSG

		Yes

		Delivery



		HMRC – Security

		Yes

		All in scope



		HMRC – API platform

		???

		New microservice 









Other considerations

Additional to the above IT changes, there will be an uplift in the number of HRMC advisers who will be enabled to undertake digital interactions with customers.



Once successfully deflected to webchat, the journey for both customers and HMRC advisers will be fully aligned to the existing webchat solution and this document proposes no change to that service. This is to provide and alternative access to the webchat channel.





Overview Component/Logical Diagram 

		Component / Logical Diagram Key:



		Blue = Re-Use

		Red = New



		Amber = Enhance

		Grey = Decommission













A breakdown of the above steps are detailed below –

1. Customer makes a call to HMRC – this makes IVR invokes ITA.

2. ITA calls NDEP to confirm availability of adviser.

If the Webchat channel returns availibity, the ITA script offers customer the opportunity to move to digital channel and upon the customer accepting the offer through responding YES. 

3. ITA prepares the SMS from a template and adds a link pointing to the correct webchat group prior to sending to the MMG SMS gateway via an API call. 

4. MMG receive the information and send SMS to customer’s mobile with a priority delivery flag.

5. Customer accesses the URL within the SMS and initiates webchat session. At this point the customer journey aligns and continues with the existing, approved webchat solution (including authentication).

6. Adviser will access webchat to engage with customer digitally. At this point the adviser journey aligns and continues with the existing, approved webchat solution.











[bookmark: _Toc516570565]Solution Design Risks and Assumptions

Specific aspects which may impact the IT solution design are shown below:


[bookmark: _Toc415667764][bookmark: _Toc415671161][bookmark: _Toc417398088][bookmark: _Toc417398221][bookmark: _Toc417398355][bookmark: _Toc422924767][bookmark: _Toc516570567]Risks

The following risks may impact the solution design (Probability & Impact assessed as High, Medium or Low):

		#

		Risk

		Description 

		Owner

		P

		I



		1

		Customer device preference

		Customers may opt in for digital contact, but not wish to use their mobile device. 

		

		

		



		2

		Customer may not access link immediately

		A customer may receive a webchat link and not immediately access the link. At the point they access the webchat session the channel may be significantly busier.

		

		

		



		3

		Customer reuses a link to “queue jump”

		The customer may store the link delivered by SMS and utilise it on multiple occasions to queue jump.

		

		

		



		4

		Customer shares link to allow other to “queue jump”

		As above, but rather than a customer using the same link multiple times, they could share with others to allow them to “queue jump”.

Nuance also advised that expiry on the short URL not on the endpoint

even with Invitation API there is a risk the queue jump could be shared on website.

		

		

		



		5

		The use of URLs in SMS could create opportunity for malicious smishing campaigns.

		This could potentially provide an opportunity for fraudulent individuals / groups to create malicious smishing campaigns that may leave customers vulnerable.

		

		

		



		6

		Lack of control in queue factors

		Without the ability to adjust queue threshold, the variance in available advisers could mean disparate queuing times for customers.

		

		

		



		7

		Availability of adviser or queue changes

		Between the check for availability and the customer attempting to access the URL, availability of advisers and queues may change and mean webchat session may is no longer available.

		

		

		



		8

		Timeframe may not allow delivery of ICM Switch

		Due to the timelines that are being worked to, it may not be possible to deliver an ICM Switch to allow HMRC to be able to turn the service on and off, without service disruption, or only overnight.

		

		

		



		9

		Deflection success

		There is a risk that the number of deflected calls is low as a result of a percentage of percentage effect (70% of users use mobile of which a proportion is not on Webchat yet, of which Nuance know the typical displacement is a single figure percentage)

		

		

		



		10

		Customer behaviour driving utilisation on two channels



		There is a risk that customer who click on the webchat queue stay on the telephony channel too causing artificial demand on agents.



		

		

		







[bookmark: _Toc516570568]Assumptions

The following assumptions has been made:

		#

		Assumption

		Description

		Owner



		1

		Use of existing SMS gateway will provide greater security and trust

		Customers would receive the URL from the same sender that we currently undertake MFA SMS and campaigns from.

		



		2

		URL Content

		URL will be generated by NDEP and will direct a customer to a webchat queue specific to the intent displayed within the telephony channel. 

		



		3

		Queue prioritisation impact

		If prioritisation is given to the webchat channel for customers are deflected from telephony, customers already in that queue will move down the list, but will not be disconnected.

		



		4

		

		

		









Decisions



		#

		Decision

		Description

		Source



		1

		Not to use the Nuance invitation API.



		The Nuance invitation API uses shortened URL from a non Gov.uk website which breaks government policy and therefore it will not be possible to use those.  A side effect is that the proposed Nuance based correlation of dropped calls being switched calls will not be available.

		CISR driven / Through policy shared by Mike Felt



		2

		Queue jumping/

queue saving

		OE colleagues concerned with user experience were keen to include a priority queue / queue saving but concerns were raised around adding effort and complexity to work around the potential leakage of SMS on consumer group sites to jump queueing text therefore no jump queuing is planned in at this stage.  Also, customer may have barely waited so it may not be desirable to allow them to jump queue over others already in webchat queue. This may be revisited in a follow-on improvement delivery.

		CSG Architecture / Nuance



		3

		KCOM to Nuance Cloud connectivity 

		A series of mitigations will be put in place to secure the REST API connectivity which CISR has been agreed to take place over the Internet directly between KCOM infrastructure and the Nuance platform.

		CISR/Mike Budden. / Andrew Ball



		4

		Caller intent to Webchat group affinity

		By lack of Invitation API the option is a static table hosted within ITA for efficiency and future: new API platform microservice

		















Appendix A: Glossary

		Abbreviation / Acronym

		Description



		ITA

		Intelligent Telephony Automation



		IVR

		Interactive Voice Response
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