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[bookmark: _3of9ejdldsj8][bookmark: _Toc509486706]Part A - Order Form 
	Digital Marketplace service ID number:
	258024001448268

	Call-Off Contract reference:
	TIS03OO

	Call-Off Contract title:
	Cloud Hosting

	Call-Off Contract description:
	Provision of Cloud Hosting Services 

	Start date: 
	03/03/2019

	Expiry date:
	02/03/2021

	Call-Off Contract value:
	REDACTED

	Charging method:
	Purchase Order – The Insolvency Service will pay on a monthly basis for resources that are consumed.

	Purchase order number:
	To be advised by the Buyer.



This Order Form is issued under the G-Cloud 10 Framework Agreement (RM1557.10). 
Buyers can use this order form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	The Insolvency Service 
Buyer’s main address:
3rd Floor Cannon House
18 Priory Queensway
Birmingham
B4 6FD

	To: the Supplier



	UKCloud Ltd
01252 303300
Supplier’s address:
A8 Cody Technology Park
Ively Road, Farnborough
Hampshire
GU14 0LX
UK
Company number: 
07619797

	Together: the ‘Parties’



Principle contact details 
	For the Buyer:


	Title: IT Director
Name: Paul Shipley
Email: Paul.Shipley@insolvency.gov.uk
Phone:07971 351 835

	For the Supplier:
	Title: Account Director
Name: Rebecca Walls
Email: rwalls@ukcloud.com
Phone: 01252303300



Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 03/03/2019 and is valid for Two years. 

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least 90 Working Days from the date of written notice for disputed sums or at least 30 days from the date of written notice for Ending without cause. 

	[bookmark: _1fob9te]Extension period:
	This Call-Off Contract can be extended by the Buyer for 2 period(s) of up to12 months each, by giving the Supplier 1month’s written notice before its expiry subject to commercial negotiation.
Extensions which extend the Term beyond 24 months are only permitted if the Supplier complies with the additional exit plan requirements at clauses 21.3 to 21.8.
[bookmark: _sbn2nptjxz3z]The extension period after 24 months should not exceed the maximum permitted under the Framework Agreement which is 2 periods of up to 12 months each. 
[bookmark: _28s54ympxac]Under the Spend Controls process, prior approval must be obtained from the Government Digital Service (GDS) if the:
· [bookmark: _y8hcyfvgb0zt]Buyer is a central government department 
· contract Term is intended to exceed 24 months



Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud Lot:
	This Call-Off Contract is for the provision of Services under: 
Lot 1 - Cloud hosting
 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Framework Section 2 and outlined below 
· [bookmark: _2et92p0]UKCloud for VMware Assured



	Additional services:
	N/A

	Location:
	The Services will be delivered over the internet.

	Quality standards:
	The quality standards required for this Call-Off Contract are as set out in the applicable Service Definition. 

	Technical standards: 
	The technical standards required for this Call-Off Contract are as set out in the applicable Service Definition.

	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are as set out in the applicable Service Definition.

	Onboarding: 
	The onboarding plan for this Call-Off Contract is as set out in the applicable Service Definition.

	Offboarding: 
	The offboarding plan for this Call-Off Contract is as set out in the applicable Service Definition.

	Collaboration agreement:
	N/A

	Limit on Parties’ liability:
	The annual total liability of either Party for all Property defaults will not exceed £1,000,000.00 (one million pounds GBP).      
The annual total liability for Buyer Data defaults will not exceed 50% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater).
The annual total liability for all other defaults will not exceed 100% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term. 

	Insurance:
	The insurance(s) required will be: 
· a minimum insurance period of [6 years] following the expiration or Ending of this Call-Off Contract
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law

	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 10 consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits.  



	Buyer’s responsibilities:
	The Buyers responsibilities are set out within Schedule 1 of the call off contract. Additional responsibilities may arise during the term will be agreed between both parties through a change request. The UKCloud Service Definition Guide is provided below in the embedded document.  

The Buyer is responsible for complying with the UKCloud System Interconnect Security Policy (SISP).





	[bookmark: _1t3h5sf]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract includes N/A




Supplier’s information

	Subcontractors or partners:
	The following is a list of the Supplier’s Subcontractors or Partners 
· REDACTED



Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS.

	Payment profile:
	REDACTED

	Invoice details:
	REDACTED

	Who and where to send invoices to:
	REDACTED

	Invoice information required – for example purchase order, project reference:
	REDACTED

	Invoice frequency:
	[bookmark: _GoBack]REDACTED

	Call-Off Contract value:
	The total value of this Call-Off Contract is REDACTED

	Call-Off Contract charges:
	The call off contract value has been calculated by reviewing past invoices, taking the highest (as the trajectory makes this appropriate) and adding a 20% contingency. 
Base amount REDACTED
Charges are calculated based on usage of the UKCloud for VMware Assured platform, the pricing of which can be found in the UKCloud Pricing Guide.
https://assets.digitalmarketplace.service.gov.uk/g-cloud-10/documents/92406/258024001448268-pricing-document-2018-11-14-1423.pdf


[bookmark: _5iohy2muxioh]
[bookmark: _c3yo7ilfh9o6]Additional buyer terms
	[bookmark: _17dp8vu]Performance of the service and deliverables: 
	[bookmark: _3rdcrjn]All services and deliverables must be performed in accordance with all parts of this call-off contract.

	Guarantee:
	NOT USED


	[bookmark: _1ksv4uv]Warranties, representations: 
	NOT USED


	Supplemental requirements in addition to the Call-Off terms:
	Within the scope of the Call-Off Contract, the Supplier will N/A

	Alternative clauses:
	NOT USED


	Buyer specific amendments to/refinements of the Call-Off Contract terms:
	Within the scope of the Call-Off Contract, the Supplier will N/A


	Public Services Network (PSN):
	The Public Services Network (PSN) is the Government’s secure network.
N/A

	Personal Data and Data Subjects:
	Will Schedule 7 – Processing, Personal Data and Data Subjects be used Yes



1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.10.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	REDACTED
	REDACTED

	Title:
	REDACTED
	REDACTED

	Signature:
	[image: ]
	[image: ]

	Date:
	
	



[bookmark: _Toc509486707]Schedule 1 - Services
	Service name
	Digital Marketplace link
	ID

	UKCloud for VMware Assured
	https://www.digitalmarketplace.service.gov.uk/g-cloud/services/258024001448268
	2580 2400 1448 268




[bookmark: _Toc509486708]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

· As per the UKCloud pricing guide
· https://assets.digitalmarketplace.service.gov.uk/g-cloud-10/documents/92406/258024001448268-pricing-document-2018-11-14-1423.pdf


[bookmark: _Toc509486709]Part B - Terms and conditions

1. Call-Off Contract start date and length
1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.
2. Incorporation of terms
2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _7ufvlylc57w][bookmark: _4qgmyaobct7l]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _zggo63kp7s7a]4.11 to 4.12 (IR35)
· [bookmark: _l0wad9mkk14m]5.2 to 5.3 (Force majeure)
· [bookmark: _t2msquoose3b][bookmark: _z5chnjhzaet0]5.6 (Continuing rights) 
· 5.7 to 5.9 (Change of control) 
· [bookmark: _xi3yu141afy3]5.10 (Fraud)
· [bookmark: _ata7ymz16ovs]5.11 (Notice of fraud)
· [bookmark: _fkyoint63nz9]7.1 to 7.2 (Transparency)
· [bookmark: _9iemmotrtveu]8.3 (Order of precedence)
· [bookmark: _tf0ykdt5ev]8.4 (Relationship)
· [bookmark: _naatyuhqkhsy]8.7 to 8.9 (Entire agreement)
· [bookmark: _xnkwn0kmcpb3]8.10 (Law and jurisdiction)
· [bookmark: _cpz8pmimqxjf]8.11 to 8.12 (Legislative change)
· [bookmark: _vxjr3igvbeu1]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _kszap48p7wt0]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _m9g4hob710e0]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _nep14ssihkdx]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _pfv9e4x6613e]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _6sdo70ih1iyh]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _y7s12y9u6ri2]8.49 to 8.51 (Publicity and branding
· [bookmark: _jcyecnr8hxv0]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _7xyhk85tkatg]8.52 to 8.54 (Equality and diversity)
· [bookmark: _ssevvrz51zz4]8.66 to 8.67 (Severability)
· [bookmark: _wo0xnjlyfmiu]8.68 to 8.82 (Managing disputes) 
· [bookmark: _jl72q32rn20u][bookmark: _h1o9qz8mt2t2]8.83 to 8.91 (Confidentiality) 
· 8.92 to 8.93 (Waiver and cumulative remedies)
· [bookmark: _3aps8o6kcxyn][bookmark: _c6k4662biabv]paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form
2.2 [bookmark: _itt780udfb5v]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _kt588v8j7m1]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _qrz2iq8tz5in]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _70gqqitra65j]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _1p9gmbf49p16]The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.4 [bookmark: _r6hnjzux63jf]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

3. Supply of services
3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.
4. Supplier staff
4.1 The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.
5. Due diligence
5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _23ckvvd]6. Business continuity and disaster recovery
6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.
7. Payment, VAT and Call-Off Contract charges
7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.
8. Recovery of sums due and right of set-off
8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.
9. Insurance
9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 
10. Confidentiality 
10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.83 to 8.91. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
11. Intellectual Property Rights
11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
12. Protection of information
12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.
13. Buyer data
The Supplier must not remove any proprietary notices in the Buyer Data.

13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Accreditation of Information Systems at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/guidance/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.
14. Standards and quality
14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.
15. Open source
15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.
16. Security
16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 
17. Guarantee
17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee
18. Ending the Call-Off Contract
18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.
19. Consequences of suspension, ending and expiry
19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.92 to 8.93 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires
19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.
20. Notices
20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by PDF to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).
21. Exit plan
21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 
22. Handover to replacement supplier
22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
23. Force majeure
23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.
24. Liability
24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form
25. Premises
25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.
26. Equipment
26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.
27. The Contracts (Rights of Third Parties) Act 1999
27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.
28. Environmental requirements
28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.
29. The Employment Regulations (TUPE)
29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.
30. Additional G-Cloud services
30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.
31. Collaboration
31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services
32. Variation process
32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.
33. Data Protection Legislation (GDPR)
33.1	The Parties will comply with the Data Protection Legislation and agree that the Buyer is the Controller and the Supplier is the Processor. The only Processing the Supplier is authorised to do is listed at Schedule 7 unless Law requires otherwise (in which case the Supplier will promptly notify the Buyer of any additional Processing if permitted by Law). 	

33.2	The Supplier will assist the Buyer with the preparation of any Data Protection Impact Assessment required by the Data Protection Legislation before commencing any Processing (including provision of detailed information and assessments in relation to Processing operations, risks and measures) and must notify the Buyer immediately if it considers that the Buyer’s instructions infringe the Data Protection Legislation.

33.3	The Supplier must have in place Protective Measures, details of which shall be provided to the Buyer on request, to guard against a Data Loss Event, which take into account the nature of the data, the harm that might result, the state of technology and the cost of implementing the measures.

33.4	The Supplier will ensure that the Supplier Staff only process Personal Data in accordance with this Call-Off Contract and take all reasonable steps to ensure the reliability and integrity of Supplier staff with access to Personal Data, including by ensuring they: 	
i) are aware of and comply with the Supplier’s obligations under this Clause; 	
ii) are subject to appropriate confidentiality undertakings with the Supplier 

iii) are informed of the confidential nature of the Personal Data and don’t publish, disclose or divulge it to any third party unless directed by the Buyer or in accordance with this Call-Off Contract 	
iv) are given training in the use, protection and handling of Personal Data.	

33.5	The Supplier will not transfer Personal Data outside of the European Union unless the prior written consent of the Buyer has been obtained, which shall be dependent on such a transfer satisfying relevant Data Protection Legislation requirements.
33.6	The Supplier will delete or return Buyer’s Personal Data (including copies) if requested in writing by the Buyer at the End or Expiry of this Call-Off Contract, unless required to retain the Personal Data by Law.
33.7	The Supplier will notify the Buyer without undue delay if it receives any communication from a third party relating to the Parties’ obligations under the Data Protection Legislation, or it becomes aware of a Data Loss Event, and will provide the Buyer with full and ongoing assistance in relation to each Party’s obligations under the Data Protection Legislation, and insofar as this is possible, in accordance with any timescales reasonably required by the Buyer
33.8	The Supplier will maintain complete and accurate records and information to demonstrate its compliance with this clause. This requirement does not apply where the Supplier employs fewer than 250 staff, unless: 	
i) the Buyer determines that the Processing is not occasional; 	
ii) the Buyer determines the Processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and 	
iii) the Buyer determines that the Processing is likely to result in a risk to the rights and freedoms of Data Subjects.
33.9	Before allowing any Sub-processor to Process any Personal Data related to this Call-Off Contract, the Supplier must:
i. notify the Buyer in writing of the proposed Sub-processor(s) and obtain its written consent;
ii. ensure that it has entered into a written agreement with the Sub-processor(s) which gives effect to obligations set out in this Clause 33 such that they apply to the Sub-processor(s); and
iii. inform the Buyer of any additions to, or replacements of the notified Sub-processors and the Buyer shall either i) provide its written consent or ii) object.
33.10	The Buyer may at any time put forward a Variation request to amend this Call-Off Contract to ensure that it complies with any guidance issued by the Information Commissioner’s Office.

[bookmark: _Toc509486710]Schedule 3 - Collaboration agreement
The Collaboration agreement is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _Toc509486711]Schedule 4 - Alternative clauses
The Alternative clauses are available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _Toc509486712]Schedule 5 - Guarantee
The Guarantee is available at https://www.gov.uk/guidance/g-cloud-templates-and-legal-documents 

[bookmark: _Toc509486713]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Application
	The response submitted by the Supplier to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:
· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the Data Protection Legislation.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event  
	Means a breach of security leading to the accidental or
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, Personal Data transmitted, stored or otherwise processed

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged processing by the Processor under this Call-Off Contract on the protection of Personal Data.

	Data Protection Legislation
	Data Protection Legislation means:	

i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time 
ii) the DPA 2018 to the extent that it relates to processing of personal data and privacy;
iii) all applicable Law about the processing of personal data and privacy, including if applicable legally binding guidance and codes of practice issued by the Information Commissioner.

	Data Subject
	Takes the meaning given in the Data Protection Legislation.

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:
· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:
· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.10 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FOIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government guidance and the Crown Commercial Service guidance, current UK Government guidance will take precedence.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	A claim as set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the Data Protection Legislation.

	Personal Data Breach 
	Takes the meaning given in the Data Protection Legislation.

	Processing
	Takes the meaning given in the Data Protection Legislation but, for the purposes of this Call-Off Contract, it will include both manual and automatic Processing. ‘Process’ and ‘processed’ will be interpreted accordingly.

	Processor
	Takes the meaning given in the Data Protection Legislation.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.






[bookmark: _Toc509486714]
Schedule 7 - Processing, Personal Data and Data Subjects

Subject matter of the processing: 

Cloud hosting for unique INSS provision of digital services…. REDACTED
Duration of the processing: 

Length of contract duration.	
Nature and purposes of the Processing: 
REDACTED

Type of Personal Data: 
REDACTED
Categories of Data Subject: 
REDACTED
Plan for return or destruction of the data once the Processing is complete UNLESS requirement under union or member state law to preserve that type of data: 

6 years or length of contract whichever is lesser.
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G-Cloud service ID numbers 


Assured: 2580 2400 1448 268 


Elevated: 8652 3948 2528 840 


 


 


  


UKCloud for 
VMware 


Making transformation happen. 


Service Definition 


IaaS 


Version 10.1 



https://www.digitalmarketplace.service.gov.uk/g-cloud/services/258024001448268

https://www.digitalmarketplace.service.gov.uk/g-cloud/services/865239482528840
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Service assessment guide 


What the service provides 


• Unlike cloud-native applications, enterprise applications were designed in the age of 
virtualisation and traditional hosting. These workloads support a wide variety of 
business processes: from back-office systems (such as payroll) to line-of-business 
applications (such as case management). Some enterprise applications have 
particular requirements in relation to virtual machines (VMs), storage, resilience, 
assurance, and network connectivity to legacy systems and secure communities of 
users 


• UKCloud for VMware provides you with the trusted, connected and flexible Assured 
OFFICIAL and non-internet connected Elevated OFFICIAL cloud platforms you need 
to deliver your critical enterprise applications in the cloud 


• Our platform can help you achieve the business goals at the centre of your strategy, 
without risking your operational ability to execute 


• Given that we also provide other compute solutions, including UKCloud for 
OpenStack and UKCloud for Oracle, we can deliver a suite of services to meet all 
your needs 


What the service can help you achieve 


• Reduce costs by increasing operational efficiency 


• Add operational resilience to existing facilities or extend your estate to cope with 
growing workloads with hybrid cloud solutions 


• Prolong the life of existing applications by removing the tight coupling with ageing 
hardware 


• Deliver digital transition projects that require high levels of security and assurance 


• Transition legacy services into a public cloud environment by facilitating test and 
proof-of-concept exercises 


• Leverage a platform that increases the scalability and resilience of your enterprise 
applications 


Key service capabilities 


• Use the power of known and trusted enterprise technologies (for example, VMware, 
Dell EMC and Cisco) to de-risk your transition to cloud computing 


• Deliver the right environment and performance for your applications by taking 
advantage of broad options, including dedicated physical hosts, multiple storage 
options and a variety of on-platform data protection technologies  


• Mix and match VM sizes and service levels to suit the requirements of your 
enterprise workloads 


• Create simple or complex solutions spanning the DDoS-protected internet-facing 
Assured domain and the trusted Elevated domain using UKCloud’s pioneering Cross 
Domain Security Zone 


• Optional advanced distributed networking features, Distributed Firewalls, Distributed 
Logical Routers and L2 VPN 
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Why UKCloud 


• Our multi-cloud platform offers choice, scalability and flexibility for our public sector 
customers, without locking them into a single proprietary technology stack 


• We are UK sovereign, with secure and resilient government-grade UK data centres 
separated by over 100 kilometres, located in Crown Campus. We give 2% of our pre-
tax profits to charity, and our values, beliefs and behaviours are aligned to the needs 
of the UK Public Sector 


• Secure cloud platforms optimised for public sector workloads, fully aligned to the 
NCSC 14 Cloud Security Principles and subject to regular technical CHECK tests - 
information security and data governance comes as standard. We’re compliant with 
GDPR/UK DPA 2018 (CISPE certified), the Network and Information Security 
Directive (NIS) and the new NHS Data Security and Protection Toolkit. These are 
supported by our wide portfolio of industry and public sector accreditations and 
certifications 


• UK-based telephone service desk providing 24/7 support for P1 critical incidents, and 
a dedicated UK 24/7 Network Operations Centre (NOC) using industry-leading 
monitoring solutions on our platform. Access to UKCloud’s technical experts 
including Technical Account Managers, Cloud Delivery Managers, and Customer 
Success Managers to help customers through the onboarding and ongoing delivery 
of their solutions – all at no extra cost 


• We work with a community of over 240 partners, including Independent Software 
Vendors, System Integrators and Managed Service Providers, to deliver end-to-end 
solutions specifically for the UK Public Sector 


Cloud characteristics delivered 


• Elasticity — genuine public cloud platform that can scale to support the most 
complex UK public sector workloads and enables dynamic auto-scaling  


• Self-service — complete autonomy to provision, change and manage your virtual 
data centre (VDC) via the UKCloud Portal or using our fully documented API 


• Measured usage — true consumption-based pricing from just 1p per VM per hour 


• Broad networking — connect via DDoS-protected internet; a government community 
network such as PSN, N3/HSCN, Janet or RLI; or HybridConnect, using your own 
dedicated circuits  


• Resource pooling — shared with a trusted community of UK public sector users 
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Key characteristics of our service 


We understand that each enterprise application has its own set of technical and service 
requirements that must be addressed on an individual basis. Many cloud platforms force you 
to compromise, but UKCloud for VMware is highly configurable, and gives you the flexibility 
to use different service levels, VM sizes, security domains, connectivity and data protection 
options. 


To help you choose the right combination of options for your solution, consider the following: 


• What are your workload characteristics? Tailor the compute characteristics of the 
VM to support the requirements of your workload. Some workloads require the 
highest levels of resilience and performance, some are sensitive to changing 
conditions, whereas others merely require access to on-demand infrastructure 
resources.  


• What type of storage do you need? Does your workload require high-performance 
or longer-term retention storage? Choose from a variety of options and even deploy 
mixed environments to deliver exactly what you need. 


• What type of data protection does your application require? Whether you're 
driven by recovery point or recovery time, you can choose the right level of 
automated, on-platform protection for your environments. 


As a guide to what’s achievable, the table below provides a high-level overview of some of 
the more common deployment combinations on the UKCloud platform. 
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Common deployment combinations 


Your workload 
characteristics 


UKCloud recommends 


Workload type Storage option Protection option 


Lower-priority 
workloads, such as 
temporary 
applications, data 
processing or system 
modelling tasks 


ESSENTIAL Tier 2 block storage Catalogue and 
template-based 
recovery 


Automated 
rebalancing is enabled 
to ensure the workload 
receives the requested 
performance. 


VMs can have 
contended resource 
allocation. 


 


General all-purpose 
storage providing a 
balance between 
performance and cost. 


Configuration 
management solution 
can re-provision 
stateless servers to a 
new VM when 
required, using 
standard, and 
catalogue-based VM 
templates. 


Key workloads that are 
resource intensive 
such as web and 
application workloads 
mid-sized databases, 
and caching services 


POWER Tier 2 block storage Snapshot protection 


VMs have an 
uncontended compute 
(CPU/GiB) resource 
allocation. 


Automated 
rebalancing is enabled 
to pre-emptively 
optimise performance 
and availability. 


General all-purpose 
storage providing a 
balance between 
performance and cost. 


Automated daily 
backup solution of the 
entire VM. 


Simple backup 
protection for data that 
has an RPO of 24 
hours. 


Critical workloads 
handling important 
business processes 
that benefit from a 
steady state of 
operation with reduced 
workload rebalancing, 
VM mobility and 
contended resources 


PRIORITY Tier 1 block storage Journaling-based 
protection 


VMs have an 
uncontended compute 
(CPU/GiB) resource 
allocation. 


Automated 
rebalancing is 
configured to reduce 
workload movement 
around the platform, 
reducing workload 
disruption. 


Fast SSD storage 
optimised for data 
warehouses, busy 
transactional 
databases and other 
high IO workloads. 


A non-invasive 
disaster recovery 
solution with 
configurable recovery 
points, providing near 
real-time data 
protection. 


Ideal for protecting 
important data with a 
high rate of change. 


You can build completely tailored solutions by mixing and matching service options as 
outlined in the following diagram. The choice doesn’t lock you to one service or size and you 
can always change it later on. 
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Security Domain 
Choose the security domain in which you want to run your application 


Assured OFFICIAL Elevated OFFICIAL 


 


Workload type 
Choose the service type that is the best fit to power your application 


ESSENTIAL 
SLA: 99.95% 


POWER 
SLA: 99.99% 


PRIORITY 
SLA: 99.95% 


 


VM size 
Define the VM size needed to power your application 


Micro 


(1vCPU, 


0.5GiB) 


Tiny 


(1vCPU, 


2GiB) 


Small 


(2vCPU, 


4GiB) 


Medium 


(4vCPU, 


8 GiB) 


Medium 


High 


Memory 


(4vCPU 


16 GiB) 


Large 


(8vCPU, 


16 GiB) 


Large 


High 


Memory 


(8vCPU 


32 GiB) 


Tier 1 


Apps 


Small 


(8vCPU, 


48 GiB) 


Tier 1 


Apps 


Medium 


(8vCPU, 


64 GiB) 


Tier 1 


Apps 


Large 


(8vCPU, 


96 GiB) 


Tier 1 


Apps 


Extra 


Large 


(12vCPU, 


128 GiB) 


 


Storage 
Define the storage required to deliver your application. 


All workloads (except micro) include 60GiB of Tier 2 storage for free, all storage is persistent and resilient to local hardware 


failures. Workloads can use multiple storage profiles. 


Tier 1  
High I/O database applications 


Tier 2  
Seldom-accessed media 


 


Protection 
Choose the protection required for your application.  All customers can use the catalogue and template-based recovery. 


Catalogue and 


template-based 


recovery 


Snapshot based 


recovery, 14 or 28 


days 


Journaling 


2, 7,14 or 28 days 


Synchronous 


Protection 


 


Advanced Distributed Networking 
Choose optional additional networking bundle  


Advanced Networking Bundle 
 


Distributed Firewall (DFW) 
Distributed Logical Router (DLR) 


Enterprise Networking Bundle 
 


Distributed Firewall (DFW) 
Distributed Logical Router (DLR) 


L2 VPN 
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All enterprise workloads deployed using UKCloud for VMware benefit from the following 


great features as standard: 


• Proven compatibility. Powered by leading enterprise technologies from VMware 
(including vSphere ESX), EMC and Cisco, UKCloud for VMware provides a familiar 
and proven technology platform that de-risks running your applications in the cloud 
(compared to other non-enterprise cloud platforms, which are often based on less 
mature open-source or proprietary technology). 


• Comprehensive and personalised support. Enterprise workloads are often mission 
critical and require immediate interactive support when issues arise. We are ready to 
stand shoulder-to-shoulder with you at times of crisis and there are no hidden 
charges with UKCloud support. As standard we include: 


o Award Winning 24x7 support available backed by industry leading SLAs 


o Support on technical design questions from our experienced Cloud Architects 
who are there to provide advice and guidance 


o Cloud Deployment focuses on ensuring your onboarding to UKCloud is not 
only a seamless experience, but is informative and builds a partnership from 
day one 


o A Cloud Delivery team focused on managing your relationship on an ongoing 
basis through our Technical Account Managers and Cloud Delivery Managers 


o A Dedicated Service Improvement team looking at how we can make the 
UKCloud service easy to consume and focused based on our customers’ 
needs 


• Choice of location. We provide a variety of options that enable you to build resilience 
into your applications. 


o UKCloud for VMware is offered from two geographically distinct sites, both 
located in the UK and separated by over 100 km for excellent geo-diversity 
and resilience 


o In addition, each region offers multiple physically separated availability zones, 
providing you with various options to build the resilience you require into your 
solution 


• Protective Monitoring. Both our Assured and Elevated OFFICIAL security domains 


feature enhanced Protective Monitoring (security information and event 


management) at the hypervisor layer and below, to provide the highest levels of 


assurance aligned with NCSC good practice guidance. 


Enterprise projects are often large and complex. Our platform is tailored to enterprise 
application needs, but we appreciate that may be just part of the overall solution. We have a 
broad partner ecosystem that understands the UK Public Sector and has expertise in 
supporting and managing enterprise infrastructure projects into the cloud. Our partners 
include: 


• Managed service providers (MSPs). Specialists in the design, management and 
support of environments built on UKCloud’s cloud platform, or that span multiple 
cloud and on-premises environments, MSPs help to reduce the complexities of 
platform management. 
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• Systems integrators (SIs). Understand UKCloud’s cloud portfolio and are experts at 
bringing together individual components to deliver entire cloud transformation 
projects, efficiency drives or complex, multi-faceted cloud solutions. 


• Developers and independent software vendors (ISVs). Able to provide fully packaged 
applications or SaaS solutions that leverage UKCloud’s secure cloud capabilities. 


• Strategic advisors and consultants. Specialists who can help define strategy, develop 
action plans and create solutions, if you require additional advice about delivering 
solutions in the cloud. 


Pricing and packaging 


UKCloud for VMware VMs are priced per hour. Your bills are based on actual consumption, 
so if you’re not using it, you can turn it off so you don’t need to pay for it. 


In addition, our flexible VM sizes enable you to map neatly to your existing specifications, 
and scale resources up or down based on changing requirements. You’re not constrained to 
the resources identified in a design phase. 


UKCloud for VMware includes as standard: 


• Virtual firewalls. Allows you to manage connectivity into and out of your environment 
— self-service and free of charge. 


• IPsec and SSL VPN/SDN. Create secure connections between users and other 
environments using a variety of included tunnelling technologies. 


• Basic load balancing. Configure active/active solutions that are resilient to outages 
and can handle large levels of activity using our on-platform out-of-the-box load 
balancers. 


• VMware HA (High Availability) protection. On-platform protection that ensures that, in 
the event of a hardware failure or increased platform contention, your workload is 
seamlessly moved — along with any associated storage — no need for manual 
restarts! 


• Persistent storage. Your data remains, even when a VM is turned off. Our persistent 
storage ensures that your application data remains consistent and available. 


• Free DDoS-protected internet access. Out-of-the-box protection against distributed 
denial of service attacks. 


• Personalised support via customer success managers, TAMs and telephone support 
desk. Speak to people who understand your success criteria and what you're trying 
to achieve, to maximise the benefits you can gain from the UKCloud platform. 


UKCloud for VMware additionally offers the following optional advanced networking features: 


• Distributed Firewall (DFW) this is an advanced security feature, DFW allows you to 
create security groups based on VM names, IP addresses and groups, which in 
turn allow the creation of firewall rules that are pinned to the VM. This makes firewall 
rules portable, and simplifies the configuration and application.  
 


• Distributed Logical Router (DLR) -  provides an efficient, optimized and scalable way 
of routing East – West traffic within your vDC. East – West traffic is the 
communication between virtual machines within the vDC. DLR mitigates the 
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requirement to ‘hairpin’ back through the Edge by providing hypervisor level routing 
functionality.  
 


• L2 VPN enables the ability to stretch a L2 subnet between UKCloud Zones, 
between UKCloud and on Premise vSphere with NSX, and between UKCloud and 
remote branch with vSphere/ESXi but no NSX.  


 


Our transparent pricing lets you understand all the components of your solution and assess 


the value it offers. Follow these steps to define your solution and calculate the costs. 


1. Choose the security domain your workload needs to use — the DDoS-protected 
internet-connected Assured OFFICIAL domain or the non-internet facing Elevated 
OFFICIAL domain. 


2. Choose the workload type and VM size that best suits your application, for example, 
a medium VM of the POWER type. 


3. [Optional] Choose any additional storage needed to support your application. You 
can add as many storage options as you need for the different aspects of your 
application, for example, Tier 1 for the high I/O database application and Tier 2 to 
store seldom-accessed media. 


4. [Optional] Choose the VM protection and Block Storage protection needed for your 
solution, this could be either snapshot or Journaling, or both. However, you must 
match your VM protection and Block Storage protection in each case. For example, if 
you choose Journaling protection for your VM you must select Journaling protection 
for your block storage; i.e. Journaling protection will apply to both. 


5. [Optional] Choose your distributed networking requirements, Distributed Firewall, 
Distributed Logical Router, and L2 VPN. 


6. [Optional] Choose your OS licensing, such as Windows or Red Hat Enterprise 
Linux. 


7. Add up the options you’ve chosen: 


• VM total/hour = VM + Protection Cost + Licensing 


• Storage GiB/month = Storage + Protection Cost 


8. To understand your likely monthly cost: 


• VM = VM total/hour multiplied by hours in operation 


• Storage = Storage cost multiplied by GiB allocated 


9. To model a total cost of ownership, you may also want to consider additional 
elements such as connectivity; and service options such as cloud enablement and 
cross domain services. 


 


  







UKCloud  


A8, Cody Technology 


Park Ively Road, 


Farnborough, 


Hampshire, GU14 0LX 


Telephone 


01252 303 300 


Visit the website 
www.ukcloud.com 


Email 
info@ukcloud.com 


Follow us on Twitter 
@ukcloudltd 


Service Definition 
 


 


 
 


Pricing — Assured OFFICIAL domain 


COMPUTE - VM (per hour) 
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Micro[1] 1[1] 0.5 £0.01 £0.02 £0.030 


Tiny 1 2 £0.03 £0.09 £0.135 


Small 2 4 £0.04 £0.12 £0.180 


Medium 4 8 £0.06 £0.22 £0.330 


Medium High Memory 4 16 £0.14 £0.35 £0.520 


Large 8 16 £0.18 £0.45 £0.675 


Large High Memory 8 32 £0.35 £0.55 £1.125 


Tier 1 Apps Small 8 48 £0.50 £0.60 £1.575 


Tier 1 Apps Medium 8 64 £0.70 £0.99 £2.085 


Tier 1 Apps Large 8 96 £0.95 £1.45 £2.675 


Tier 1 Apps Extra Large 12 128 £1.30 £2.30 N/A 
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VM PROTECTION (per hour)[2] 


 


1
4
-d


a
y
 


S
n


a
p


s
h


o
t 


2
8
-d


a
y
 


S
n


a
p


s
h


o
t 


 2
-d


a
y
 


J
o


u
rn


a
li
n


g
 


 7
-d


a
y
 


J
o


u
rn


a
li
n


g
 


 1
4
-d


a
y
 


J
o


u
rn


a
li
n


g
 


2
8
-d


a
y
 


J
o


u
rn


a
li
n


g
 


S
y
n


c
h


ro
n


o
u


s
 


[5
]  


Micro[1] £0.02 £0.02 


£0.10 £0.10 £0.10 £0.10 


£0.22 


Tiny £0.04 £0.04 £0.18 


Small £0.06 £0.06 £0.20 


Medium £0.08 £0.08 £0.19 


Medium High Memory £0.08 £0.08 £0.30 


Large £0.18 £0.18 


£0.20 £0.20 £0.20 £0.20 


£0.40 


Large High Memory £0.25 £0.25 £0.80 


Tier 1 Apps Small £0.35 £0.35 £1.05 


Tier 1 Apps Medium £0.41 £0.41 £1.26 


Tier 1 Apps Large £0.70 £0.70 £1.90 


Tier 1 Apps Extra Large £0.75 £0.75 N/A 
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BLOCK STORAGE (per GiB/per month) 


Tier 1 £0.25 


Tier 2 [4] £0.10 


Geo-resilient [6] £1.10 


+ 
BLOCK STORAGE PROTECTION  (per GiB/per month) 
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]  


Tier 1 £0.20 £0.30 £0.28 £0.33 £0.40 £0.54 N/A 
Tier 2 [4] £0.10 £0.20 £0.12 £0.15 £0.18 £0.25 N/A 
Geo-resilient [5] Inc. £0.15 N/A N/A N/A N/A Inc. 


+ 
Distributed Networking (per VM/per hour) 


 
 


Option 1 - Advanced Networking Bundle 


• Distributed Firewall (DFW) 


• Distributed Logical Router (DLR) 


Option 2 - Enterprise Networking Bundle 


• Distributed Firewall (DFW) 


• Distributed Logical Router (DLR) 


• L2 VPN 


  


 Essential Power Priority Essential Power Priority   


Micro[1] 
£0.001 £0.001 £0.001 £0.001 £0.001 £0.002   


Tiny 
£0.002 £0.002 £0.003 £0.004 £0.004 £0.008 


  


Small 
£0.003 £0.003 £0.006 £0.008 £0.008 £0.015 


  


Medium 
£0.006 £0.006 £0.012 £0.015 £0.015 £0.029 


  


Medium High 


Memory £0.012 £0.012 £0.024 £0.029 £0.029 £0.058   


Large 
£0.012 £0.012 £0.024 £0.029 £0.029 £0.058   


Large High Memory 
£0.024 £0.024 £0.035 £0.058 £0.058 £0.087   


Tier 1 Apps Small 
£0.035 £0.035 £0.035 £0.087 £0.087 £0.087   


Tier 1 Apps Medium 
£0.035 £0.035 £0.035 £0.087 £0.087 £0.087   


Tier 1 Apps Large 
£0.035 £0.035 £0.035 £0.087 £0.087 £0.087 


  


Tier 1 Apps Extra 


Large £0.035 £0.035 £0.035 £0.087 £0.087 £0.087 
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[1] Micro VM pricing has 500MHz, 10GiB of Tier 2 storage; all other VMs include 60GiB of Tier 2 storage.  
[2] You must choose the same protection option for both VMs and storage. 
[3] SQL Enterprise is bought on a monthly basis. You must report the quantity of SQL Standard and Enterprise licences you need 
each month to UKCloud. 
[4] 60GiB of Tier 2 storage is included in the pricing for all VMs whilst they are powered on, except for Micro. For VMs in powered-off 
state, consumed storage will be charged at the prevailing rate. 
[5] Geo-resilient storage and synchronous protection must be purchased together. 
[6] Consumed storage includes VM catalogue images and snapshots. 
[7] VMs with additional allocated storage will be charged at the prevailing storage rate regardless of their powered-on/off state. 
[8] If you wish to host Oracle solutions on our platform, please consult our Cloud Architects, or consider our Dedicated Compute or 
UKCloud for Oracle Software services to avoid licensing issues.  
[9] For user-defined VMs, the highest resource closest to the VM size will dictate the cost. For example 2 vCPU and 16GiB will be 
charged at the Medium High Memory cost 
 
 


For all services above, billing is per unit.   


      + 
 


Licensing                           


VM Size 


Microsoft 


Windows Server 


OS 


Microsoft SQL 


Standard [3] 


Microsoft SQL 


Enterprise [3] 
Microsoft RDS 


Red Hat 
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Micro, Tiny VM £0.012 £0.002 


£0.310 £0.054 £825.00 £195 
£4.19 £0.44 


£0.04 
No 


charge 


Small VM £0.023 £0.003 
Medium VM £0.046 £0.007 
Medium High 


Memory 
£0.046 £0.007 


Large VM, Large High 


Memory, Tier 1Apps 
£0.135 £0.020 £0.580 £0.15 £1650.00 £390 £0.09 
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Pricing — Elevated OFFICIAL domain 


 


COMPUTE - VM (per hour) 
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Micro[1] 1[1] 0.5 £0.02 £0.04 £0.060 


Tiny 1 2 £0.05 £0.12 £0.180 


Small 2 4 £0.06 £0.15 £0.225 


Medium 4 8 £0.10 £0.26 £0.390 


Medium High Memory 4 16 £0.18 £0.40 £0.600 


Large 8 16 £0.22 £0.50 £0.825 


Large High Memory 8 32 £0.35 £0.75 £1.350 


Tier 1 Apps Small 8 48 £0.60 £1.05 £1.800 


Tier 1 Apps Medium 8 64 £0.80 £1.39 £2.375 


Tier 1 Apps Large 8 96 £1.10 £1.85 £3.300 


Tier 1 Apps Extra 


Large 
12 128 £1.45 £2.65 N/A 


+ 
VM PROTECTION (per hour)[2] 
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Micro[1] £0.02 £0.02 


£0.10 £0.10 £0.10 £0.10 


£0.28 


Tiny £0.07 £0.07 £0.31 


Small £0.12 £0.12 £0.36 


Medium £0.19 £0.19 £0.41 


Medium High Memory £0.25 £0.25 £0.65 


Large £0.35 £0.35 


£0.20 £0.20 £0.20 £0.20 


£0.85 


Large High Memory £0.60 £0.60 £1.40 


Tier 1 Apps Small £0.85 £0.85 £1.90 


Tier 1 Apps Medium £1.05 £1.05 £2.40 


Tier 1 Apps Large £1.55 £1.55 £3.50 


Tier 1 Apps Extra 


Large 
£1.60 £1.60 N/A 
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BLOCK STORAGE (per GiB/per month) 


Tier 1 £0.25 


Tier 2 [4] £0.10 


Geo-resilient [6] £1.10 


+ 
BLOCK STORAGE PROTECTION  (per GiB/per month) 
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]  


Tier 1 £0.20 £0.30 £0.28 £0.33 £0.40 £0.54 N/A 
Tier 2 [4] £0.10 £0.20 £0.12 £0.15 £0.18 £0.25 N/A 
Geo-resilient [5] Inc. £0.15 N/A N/A N/A N/A Inc. 


+ 


Distributed Networking (per VM/per hour) 


 
 


Option 1 - Advanced Networking Bundle 


• Distributed Firewall (DFW) 


• Distributed Logical Router (DLR) 


Option 2 - Enterprise Networking Bundle 


• Distributed Firewall (DFW) 


• Distributed Logical Router (DLR) 


• L2 VPN 


  


 
Essential Power Priority Essential Power Priority   


Micro[1] 
£0.001 £0.001 £0.001 £0.001 £0.001 £0.002 


  


Tiny 
£0.002 £0.002 £0.003 £0.004 £0.004 £0.008 


  


Small 
£0.003 £0.003 £0.006 £0.008 £0.008 £0.015 


  


Medium 
£0.006 £0.006 £0.012 £0.015 £0.015 £0.029 


  


Medium High 


Memory £0.012 £0.012 £0.024 £0.029 £0.029 £0.058 
  


Large 
£0.012 £0.012 £0.024 £0.029 £0.029 £0.058 


  


Large High Memory 
£0.024 £0.024 £0.035 £0.058 £0.058 £0.087 


  


Tier 1 Apps Small 
£0.035 £0.035 £0.035 £0.087 £0.087 £0.087 


  


Tier 1 Apps Medium 
£0.035 £0.035 £0.035 £0.087 £0.087 £0.087 


  


Tier 1 Apps Large 
£0.035 £0.035 £0.035 £0.087 £0.087 £0.087 


  


Tier 1 Apps Extra 


Large  £0.035 £0.035 £0.035 £0.087 £0.087 £0.087 
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[1] Micro VM pricing has 500MHz, 10GiB of Tier 2 storage; all other VMs include 60GiB of Tier 2 storage.  
[2] You must choose the same protection option for both VMs and storage. 
[3] SQL Enterprise is bought on a monthly basis. You must report the quantity of SQL Standard and Enterprise licences you 


need each month to UKCloud 


[4] 60GiB of Tier 2 storage is included in the pricing for all VMs whilst they are powered on, except for Micro. For VMs in 
powered off state, consumed storage will be charged at the prevailing rate. 
[5] Geo-resilient storage and synchronous protection must be purchased together. 
[6] Consumed storage includes VM catalogue images and snapshots. 
[7] VMs with additional allocated storage will be charged at the prevailing storage rate regardless of their powered-on/off state. 
[8] If you wish to host Oracle solutions on our platform, please consult our Cloud Architects, or consider our Dedicated Compute 


or UKCloud for Oracle Software services to avoid licensing issues. 
[9] For user-defined VMs, the highest resource closest to the VM size will dictate the cost. For example 2 vCPU and 16GiB will 


be charged at the Medium High Memory cost 
 


For all services above, billing is per unit. 
 


Licensing 


The standard terms and conditions from Microsoft state that if you want to run a Windows 
Server operating system in the cloud, you must license it via the Service Provider Licence 
Agreement (SPLA), which must be provided by UKCloud. Microsoft Developer Network 
(MSDN) and Windows desktop operating system licences are generally not permitted by 
Microsoft’s terms and conditions. UKCloud offers the option for you to bring your own Red 
Hat licensing, or certain Microsoft application licensing under Microsoft Mobility using 
software assurance. 


If you're licensing Microsoft Windows Server OS, Microsoft SQL Server, Microsoft RDS or 
Red Hat Enterprise Linux, licensing charges apply. See the pricing guide for details. 


 


 


 


 


       + 
 


Licensing 


VM Size 


Microsoft 


Windows Server 


OS 


Microsoft SQL 


Standard [3] 


Microsoft SQL 


Enterprise [3] 
Microsoft RDS 
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Micro, Tiny VM £0.012 £0.002 


£0.310 £0.054 £825.00 £195 
£4.19 £0.44 


£0.04 
No 


charge 


Small VM £0.023 £0.003 
Medium VM £0.046 £0.007 
Medium High 


Memory 
£0.046 £0.007 


Large VM, Large High 


Memory, Tier 1Apps 
£0.135 £0.020 £0.580 £0.15 £1650.00 £390 £0.09 







UKCloud  


A8, Cody Technology 


Park Ively Road, 


Farnborough, 


Hampshire, GU14 0LX 


Telephone 


01252 303 300 


Visit the website 
www.ukcloud.com 


Email 
info@ukcloud.com 


Follow us on Twitter 
@ukcloudltd 


Service Definition 
 


 


 
 


Connectivity options 


UKCloud provides one of the best connected cloud platforms for the UK Public Sector. We 
offer a range of flexible connectivity options that enables access to our secure platform by 
virtually any government user community or system. The variety of government, public and 
private networks is shown in the following diagram: 


 


 


Please refer to the pricing guide for all options and details. 


 


 


PSN Assured: The general-purpose unencrypted Public 
Services Network. Connected to most central, local and 
devolved government organisations. 
 
PSN Protected: Encrypted higher-security Public Services 
Network. Connected to legacy IL3 networks including GSI, 
PNN, CJX, GSE, GSX and others. 


Janet: The UK’s research and education network. Connected 
to all education organisations and research councils. 


CloudConnect: Enables customers to establish connectivity 
to UKCloud-approved public cloud providers through peering 
exchanges or via private connections. 


N3/HSCN: The NHS National Network and its replacement, the 
Health and Social Care Network. This enables you to connect 
to all health and social care organisations nationwide. 


HybridConnect/CrownConnect: Supports a variety of flexible 
private connectivity options. Enables connection to Crown 
Hosting (CHDC) and other third-party facilities. 


RLI: A high-security network for defence and industry partners. 
Connection to RLI is subject to extensive vetting and approval 
from the MoD. 
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Service options 


Delivering your enterprise solution from a cloud environment may be complex. To help you 
meet your goals, UKCloud provides a selection of tools and services designed to optimise 
the process. You can find pricing for all service options in our pricing guide. 


 


Cross Domain Security Zone: If you want to 
develop solutions that span both UKCloud platforms 
(Assured OFFICIAL and Elevated OFFICIAL), there 
are two service options: 


• UKCloud Guard. We provide a secure, 
scalable managed Guard that supports 
structured and inspectable HTTP-based data 
flows. This provides an immediately available 
multi-tenant Guard to support simple use cases. 


• Walled Garden. We provide self-service 
access to the Cross Domain Security Zone so 
that you can create your own solution using 
technology and application services of your 
choice. We provide an assurance wrap by 
managing firewalls between the security zones 
and ensuring that you use appropriate risk 
management to understand and mitigate 
identified risks. 


Secure Remote Access (SRA): If you're not 
connected directly to the PSN-P but you want to 
manage solutions on the Elevated OFFICIAL 
platform (or if you have remote workers), SRA allows 
encrypted access over the internet. 


Dedicated Compute: Use defined resources on 
dedicated physical hosts, so that you can: 


• Licence applications that need dedicated 
physical hardware such as Oracle or Windows 
Desktop 


• Deploy custom VM sizes using the resources 
available in the resource pool 


• Choose the resource contention between VMs 
to enable greater flexibility between VM 
capacity and performance. 


Limited support for shared disk configurations: 
We recommend that you implement application 
architectures that avoid the use of shared disks, 
which are a single-point-of-failure and limit many of 
the benefits of cloud platforms. 


If you have applications or designs that need a 
shared disk configuration, we can provide a limited 
service to meet this requirement. 


Cloud access service: Host devices such as 
Hardware Security Modules (HSM), CPA 
Foundation-Grade security gateways and WAN 
acceleration devices to enhance the security and 
performance of your cloud solution. 


UKCloud’s data centre interconnect: Enable self-
designed and managed disaster recovery solutions, 
or increase connectivity resilience, by using our 
assured connections between UKCloud's data 
centres. 


Global Load Balancing: Provide application 
resilience by directing DDoS-protected internet 
traffic across multiple endpoints. 


UKCloud subcontracts this service to Neustar, 
global leaders in network and security services. 


This service requires a 12-month minimum term 
commitment. 


Application-tuned DDoS protection: Enhance 
your resilience to DDoS attacks by complementing 
UKCloud’s platform-level DDoS protection with a 
domain-based service that can be more finely tuned 
to the profile of specific applications and workloads.  


UKCloud subcontracts this service to Neustar, 
global leaders in network and security services. 


This service requires a 12-month minimum term 
commitment. 


Data Transfer and Mass Transfer Facilities: 
UKCloud’s data transfer facilities help you to move 
large data sets into or out of the UKCloud cloud that 
would take a long time over remote links. 


You can do this by visiting our site, or through a 
remote data upload facility delivered by UKCloud on 
your behalf. 


Support for performance testing and security 
testing of customers' solutions: UKCloud can 
provide support to enable you to check the 
performance, security and resilience of your 
platform. 


This could include disaster recovery failover tests, IT 
security health checks or vulnerability assessments. 
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Discount and purchase schemes 


We offer four discount or purchase schemes — see below. You can find full details in our 
pricing guide. 


 


An SLA you can trust 


We understand that enterprise workloads usually need a dependable service that underpins 
the reliability of the application to users and other systems, which is why we offer one of the 
best SLAs on G-Cloud. 


What's more, we back our SLA with Service Credits. If we fall short of our agreement, we'll 
compensate you with Service Credits. 


The table below outlines the SLA and Service Credit details. For more information, see the 
terms and conditions. 
 


 


 


 


 


 


 


 


 


 


 


 


Option 1: Commitment discount 


Commit to spending a specific minimum amount each 
month for a minimum of 12 months and receive a 
discount based on the total spend committed. 


Option 2: Annual subscription discount 


Gain a discount off standard rates by subscribing to pay 
for VMs for a minimum 12-month period. 


Option 3: Large-scale High-Performance Compute 
cluster discount 


For Tier 1 Apps Large VMs we can offer a significantly 
higher discount if you have a persistent requirement for 
very large-scale deployments (especially suitable for 
workloads such as High-Performance Compute (HPC) 
clusters). 


Option 4: Cloud Credits 


Purchase Cloud Credits upfront and redeem them 
against UKCloud services over a maximum two-year 
period. This enables you to effectively commit your 
CAPEX or budget spend in advance, with monthly 
usage deducted from the balance until depleted. 
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 ESSENTIAL POWER PRIORITY 


Service level agreement 99.95% 99.99% 99.95% 


Portal level agreement 99.90% 


Availability calculation Availability is calculated based on the number of hours in the billing 
month (for example, 744 hours for months with 31 days), excluding any 
emergency maintenance. 


Planned maintenance Included in 
calculations 


Included in 
calculations 


Excluded from 
calculations 


Measurement of SLA Unavailability applies to existing VMs that become unresponsive due to a 
fault recognised at the IaaS layer or below, that is, the fault is within 
UKCloud-controlled components, such as the physical host availability, 
storage, power and internal networking such as physical firewalls and 
routers. 


Key exclusions The following are examples of what is not covered by the SLA: 


• Faults within your control, such as client application issues 


• Faults within external connectivity providers (for example DDoS- 
protected internet, PSN, Janet or N3/HSCN) and components 
colocated at UKCloud  


Service Credit 3% of monthly spend 
per 5% below service 
level target or part 
thereof for affected 
compute platform. 


5% of monthly spend 
per 5% below service 
level target or part 
thereof for affected 
compute platform. 


5% of monthly spend 
per 5% below service 
level target or part 
thereof for affected 
compute platform. 


1% of monthly spend per 1% below service level target or part thereof for 
the UKCloud API and Portal. 


Protection-improved 
Service Credits* 


Combination of Snapshot Protection with the POWER service type 
increases Service Credits to 10% of monthly spend per 5% below 
service level target or part thereof for affected compute platform. 


Inclusion of Synchronous Protection increases Service Credits to 15% of 
monthly spend per 5% below service level target or part thereof for 
affected compute platform. 


* You will not be eligible to receive a Service Credit if your account has any undisputed payments outstanding beyond their due 
date or you are in violation of UKCloud’s Terms and Conditions including the UKCloud System Interconnect Security Policy 
(SISP).    


Supporting documents and resources 


This service definition aims to give you enough information about the service, options and 
pricing to support your G-Cloud procurement process. The following documents, available 
on request or from the UKCloud Portal, should provide any additional information you need: 


• Service scopes provide more details about our services; they also cover service 
options, such as the Mass Transfer Facility, Cloud Enablement and Smart Hands 


• FAQs for each service aim to answer the most commonly asked questions 


• Factsheets provide a high-level description of each service 


• Blueprints provide examples and instructions for completing a specific task 


• How to guides provide step-by-step instructions for specific actions and tasks on the 
platform, including the use of the Portal and interacting with UKCloud support teams 


• Getting started guides help you get up and running quickly using the UKCloud 
platform, our Portal and our API 
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In addition, we have:  


• Cloud Architects who can help you understand how this service can address your 
requirements 


• Over 240 partners who can provide professional and managed services 


Jumpstart service 


Not all customers need a full transition service consultancy package. Sometimes getting 
value from cloud just requires a few days with a subject matter expert to get the building 
blocks in place that helps your organisation understand and start consuming cloud services. 
The UKCloud jumpstart service provides a 4 day package of work to help you get going with 
whichever UKCloud technology you are planning to use. This is provided at a fixed price of 
£3,500. 


Try before you buy 


We appreciate you might have various concerns about the suitability of our service to run 
your specific workloads. As we're confident that our service will exceed your expectations, 
we offer a 30-day free trial so that you can test and evaluate our service without 
commitment. Your trial provides you with a live environment on the UKCloud platform to test 
our services and verify whether they are suited to your needs. 


Prior to your trial, you will be engaged by a Cloud Architect to identify the goals you are 
working towards, and to ensure that your trial will meet them. 


Throughout the trial period, we will assign you a Customer Success Manager (CSM), who 
will provide support for any issues you may encounter or questions you may have. 


At the end of your free trial, you can seamlessly move to a billed service, leveraging any of 
the work you have already completed in the live environment. 


Free trials are: 


• Available to both new and existing customers 


• Available for 30 days from first use; any longer will be at our discretion 


• Available only for products or services that you haven't previously purchased or 
trialled 


• Not available for any products and services you are already consuming, unless you 
are testing a significantly different use case or, if you are a partner, testing a solution 
for a different customer 


• Trials are excluded from any SLA credits 


Requesting a trial 


• Request a trial via the UKCloud website: https://www.UKCloud.com/free-trial-sign-up  
and accept the trial terms and conditions 


• Your environment is set up and you will receive instructions on how to access it 


• You are given trial credits to the equivalent of £500 



https://www.ukcloud.com/free-trial-sign-up
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During your trial 


• Use your credits for any eligible service within your environment within 30 days 


• Contact your CSM with any issues or questions 


Ending your trial 


• You will be contacted by your Cloud Architect or CSM when your trial is due to end, 
either because you have run out of credits or reached 30 days (whichever is sooner) 


• At the end of your free trial, you can seamlessly move to a billed service, leveraging 
any of the work you’ve already completed in the live environment 


The small print 


The appendix to this service definition provides a summary of the service terms. For full 
terms and conditions, refer to the Terms and Conditions document, available from the Digital 
Marketplace.
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Appendix 


Ordering and invoicing  


The service can be ordered via the G-Cloud 
Framework and must be supported by a valid 
purchase order. 


UKCloud will issue invoices as follows: 


• At point of order for upfront fees and service 
options 


• Annually in advance for pre-payment fees 


• Monthly in arrears for monthly fees 


Payment can be made by direct bank transfer 
(BACS/CHAPS).  


Onboarding 


Within 4 hours of accepting an order (shorter 
deployment times are typically achieved and can be 
prioritised upon request), UKCloud will create the 
customer’s Primary Administrator account and send 
a Welcome Pack which includes the URL for the 
UKCloud Customer Portal, and the getting started 
guide. Customers can self-provision UKCloud for 
VMware services via the UKCloud Portal or the 
Portal API. 


The customer’s Primary Administrator can set 
policies, create additional user accounts and 
allocate roles and privileges for users within their 
project or organisation. Each user can then simply 
log on and begin using the service. 


UKCloud has created a number of videos, help 
guides, manuals and FAQs to help train and instruct 
users so that they are up and running quickly and 
easily. These are available within the Knowledge 
Centre, accessed via the UKCloud Portal. 


In addition, you will be assigned a Customer 
Success Manager (CSM) to provide any assistance 
required during the first 90 days of the service. 


UKCloud also has a large ecosystem of partners 
who can deliver additional services such as  
support and professional services. UKCloud would 
be pleased to introduce you to the right partner to 
suit your needs. 


Distributed Networking features, Distributed 
Firewall, Distributed Logical Router, and L2 VPN is 
subject to availability and lead times may vary. 


Data migration 


In many circumstances, UKCloud can help facilitate 
a bulk migration to the platform using local data 
import. This is priced on a time-and-materials basis 
from the UKCloud SFIA rate card.   


UKCloud can also help facilitate a bulk migration to 
the platform using offline data ingest and extraction 
— please ask UKCloud for details.  


Service management  


As a true cloud service aligned to the NIST 
definition of IaaS, the service is designed to be self-
managed via the UKCloud API and secure online 
Portal, which provide common service management 
functionality and address standard requirements. 


UKCloud will allocate a Technical Account Manager 
(TAM) to provide you with an assigned point of 
contact. The TAM will provide additional assistance 
with reporting and incident escalation, at all times 
following UKCloud’s ISO20000-certified ITIL-based 
process framework. 


For organisations that require a managed service, 
UKCloud has a mature and active partner 
ecosystem that can provide value-added services 
such as consultancy, training and on-going custom 
managed services. UKCloud will be pleased to 
make an introduction on request. 


Service constraints 


UKCloud will adhere to the following in terms of 
maintenance windows: 


“Planned Maintenance” means any pre-planned 
disruptive maintenance to any of the infrastructure 
relating to the service. Planned Maintenance 
activity may result in periods of degradation or loss 
of availability depending on the nature of the activity 
required. In such cases, UKCloud shall provide 
affected customers with at least fourteen (14) days' 
advance notice of the Planned Maintenance. 


If during Planned Maintenance there is a loss of 
availability outside the scope described in the 
planned maintenance notification to the service, an 
SLA event will be triggered. For ESSENTIAL and 
POWER services this event will count in SLA 
calculations. For VMs running as a PRIORITY 
configuration, this time will be excluded from the 
availability calculation but will be included in 
monthly service reporting related to the service. 


“Emergency Maintenance” means any urgent 
maintenance required to prevent or mitigate against 
any event compromising the infrastructure relating 
to the service. Whenever possible, UKCloud shall: 
a) provide affected customers with at least six (6) 
hours’ advance notice and b) carry out the 
emergency maintenance between the hours of 
00:00 and 06:00 (UK local time) Monday to Friday 
or between the hours of Saturday 00:00 to 06:00 
(UK local time) on Monday, (including bank 
holidays) unless there is an identified and 
demonstrable immediate risk to customer 
environment(s). Emergency Maintenance may 
result in periods of degradation or loss of availability 
depending on the nature of the activity required. 


If during Emergency Maintenance there is a loss of 
availability to the service, an SLA event will be 
triggered. This time will be excluded from the 
availability calculation but will be included in 
monthly service reporting related to the service. 
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Technical requirements 


Customers will require appropriate network 
connectivity such as DDoS-protected internet 
access or accredited connectivity such as a 
government secure network to our platforms. 
Connectivity via the DDoS-protected internet, a 
government secure network (PSN, Janet, N3/HSCN 
or RLI) or private leased line is available but may 
incur additional charges if the hosting of CPE 
routers is required — see the pricing section for 
more details. Where they are required, customers 
are responsible for procuring and managing 
appropriate devices or software to meet the 
requirement for data security over the various forms 
of connectivity.  


Customer responsibilities 


The control and management of access and 
responsibilities for end users including appropriate 
connectivity, security and accreditation if required. If 
access is required over government secure 
networks such as N3/HSCN, Janet, RLI or PSN 
(including legacy networks), the customer is 
responsible for adhering to the relevant Code of 
Connection (CoCo) and for providing evidence of 
their CoCo to UKCloud upon request. UKCloud is 
unable to provide access to secure networks where 
such evidence has not been provided by the 
customer. 


Management and administration of layers above the 
hypervisor (OS patching, application performance 
monitoring, user administration).  


As a core benefit of the cloud platform, customers 
are able to self-manage their environment including 
provisioning, stopping/starting virtual machines, 
antivirus and patching which UKCloud support with 
the availability of update repositories for key 
operating systems. 


Customers must be aware of the variable nature of 
the billing based on usage.  


The customer is also responsible for ensuring only 
lawful data that supports the UK Public Sector is 
stored and processed by applications on this 
environment, and that they fully comply with the 
UKCloud Security Operating Procedures (SyOPs) 
and other information assurance requirements as 
specified in the UKCloud System Interconnect and 
Security Policy (SISP) and associated accreditation 
documentation sets. 


Offboarding 


Terms  


Customer can terminate this service by providing 
UKCloud with not less than 30 days' advance notice 
in writing. 


Customers using dedicated compute are required to 
provide 90 days’ advance notice of termination. 


Customers using the Global Load Balancing or 
Application-tuned DDoS Protection additional 
services have a minimum term of 12 months for 
these specific services. 


At the point of termination, you are responsible for 
removing all Content by 23:59:59 on the Effective 
Date of termination. If Content is not removed by 
this time We reserve the right to charge for any 
Content not removed, or for retrieving and returning 
your content, and may destroy or otherwise 
securely dispose of any of Your Content in Our 
possession. 


Costs 


There are no termination costs for this service. 
Customers are responsible for extracting their own 
data from the UKCloud for VMware service if 
required. 


UKCloud may make an additional charge for 
transferring data out of the service, and reserves 
the right to pass through third party price rises that 
are not within its direct control. 


Data 


Customers are expected to maintain a master copy 
or backup copy of the data used in the UKCloud for 
VMware prior to leaving the UKCloud platform. So 
there is no requirement for the customer to transfer 
their data out of the solution at the end of the 
contract. Rather, the customer simply has to 
securely delete the data prior to the termination of 
the contract. 
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System Interconnect Security Policy (“SISP”) 


1. Overview 
 


UKCloud provides an infrastructure to enable clients to host data and applications in a secure and 


resilient manner. The UKCloud platforms are designed to host data within environments suitable for both 


OFFICIAL and OFFICIAL SENSITIVE data (as per the Government Security Classification Policy) and 


will meet the accreditation and assurance requirements associated with data at these levels. 


 


The nature of cloud services is such that there are distinct separations of ownership of the overall 


environment. Essentially, UKCloud provides and owns the infrastructure that supports the applications 


and data, whilst the clients themselves own and have responsibility for their individual applications, 


system configurations and their associated data. 


 


This separation of ownership also includes a separation of security ownership, accountability and 


responsibility. The UKCloud environment will meet the specifications of the Baseline Control Set (BCS) 


and the recommendations of the current Security Policy Framework (SPF) as well as achieving 


applicable accreditations, certifications and supporting assurance validations. To meet these criteria, it 


is necessary to identify the overall security requirement and then to agree the ownership, accountability 


and responsibility boundaries between UKCloud and its clients. 


 


This System Interconnect Security Policy (“SISP”) is the formal top-level security document that 


identifies those aspects that are within the remit of the UKCloud Security Officer and those that are 


within the remit of the data-owning client’s Security Officer or SIRO. More specific information can be 


found within the SyOPs sections of the appropriate RMADS issued for each individual UKCloud service.  


 


Acceptance of this SISP is agreement to and compliance with the separation of security requirements 


and responsibilities. 


2. Security Policy   
 


2.1 The SISP, while being the overarching security policy for the UKCloud environment, does not 


address individual security requirements in detail. UKCloud shall provide corresponding security 


documentation for the infrastructure and the client shall provide similar documentation for their 


individual applications and data.   


 


2.2 UKCloud has communicated the detailed security requirements of its IT services within the 


RMADS documentation of each service. The RMADS documentation is made available to the 


client prior to their deployment and consumption of the UKCloud service, and the client remains 


at all times responsible for full compliance with the requirements of the SyOPs contained within 


the corresponding RMADS documentation.   


 


2.3  Each party (UKCloud and the end client) shall make the other party aware of any salient 


 aspects of their own security policy. 


 


2.4 The SISP and UKCloud Security Policy shall be reviewed annually as a minimum, and in the 


event of any security incident. Changes, if required, shall be informed to the client. It is expected 


that the client shall also review their security policy at least annually and any relevant changes 


will be informed to UKCloud promptly.   
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3. Organisation of Information Security   
 


3.1 UKCloud shall have designated Risk Owners and Security Officers with an overall Responsible 


Individual designated to own the security regime of each. The client shall have their own 


designated personnel in the relevant roles to own and co-ordinate their own security activities.  


 


3.2  Formal processes shall exist between UKCloud and its partners to co-ordinate their 


 security activities. The client shall ensure that relevant co-ordination exists with their areas of 


 responsibility. Liaison and co-ordination between the client and UKCloud shall be agreed as 


 part of the formal contract using this System Interconnect Security Policy.  


 


3.3 The initial configuration and composition of the overall system shall be agreed between 


UKCloud and the client. Any subsequent changes or additions to the system will be addressed 


through a formal Change Management Process and agreed with the applicable accreditation 


authority, as applicable. UKCloud shall not make any changes to technology that it has 


responsibility for other than those that are known, approved and scheduled, or those considered 


necessary to complete emergency maintenance or address a serious security incident. The 


client shall ensure that any changes to their existing applications or data processing 


arrangements will be subject to the documented requirements of their own approved change 


management process.   


 


3.4 The protective monitoring of the UKCloud Management Platform environments shall be 


implemented to identify and manage security incidents. UKCloud shall contact the relevant 


authorities (e.g. GovCERT, Information Commissioner’s Office) in the event of any such incident 


as well as invoking the defined Incident Management Process. Clients shall be informed in the 


event of any such incidents in accordance with the agreed Incident Management Process, and 


using the client contacts notified within the Security Incident Reporting Matrix (UKC-GEN-56).   


 


3.5 The client shall be responsible for complying with all applicable reporting requirements with 


respect  to their applications and data.   


 


3.6 The client shall promptly inform UKCloud when they detect any Security Incidents in accordance 


with the Incident Management Process. This shall include proactive notifications of current 


ongoing security incidents, and reactive notifications for previous security incidents. 


 


3.7 UKCloud and the client shall agree with the relevant accreditation and certification bodies the 


frequency of review of any accreditation or certification status (if applicable).  


   


3.8 UKCloud services have been assessed for risk using HMG IS1 and an asset-based risk 


methodology which supports its ISO27001:2013 certification. Risk assessments shall be 


reviewed annually to ensure that the risk situation is current and valid. There shall be additional 


assessments in the event of any major security incident. Any changes to the risk profile shall be 


informed to the client. The client shall conduct their own IS1/ISO27001 risk assessments and 


shall review these at least annually, informing UKCloud of any identified changes to their own 


risk profile.   


 


3.9 UKCloud has responsibility for ensuring that the cloud infrastructure provides the relevant level 


of security, including protective monitoring (for the UKCloud Management Platform) and Incident 


Management. UKCloud shall also ensure that all personnel who have access to the 


infrastructure have obtained and retain the relevant levels of security clearance. 
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3.10 The client shall have responsibility for ensuring that their applications and data are provided 


with the relevant level of security and that access to those applications and their data is 


restricted to those who require such access and who have the relevant security clearance. 


4. Asset Management   
 


4.1 The UKCloud infrastructure comprises a number of separate environments, each designed for 


different sectors and employing different security controls. All elements of each environment 


shall be inventoried and classified to meet the stated requirements of the sector and data 


classification. All environments shall be assessed for security control effectiveness in relation to 


data Confidentiality, Integrity and Availability.   


 


4.2 The client shall identify all of their assets to be used within and to access the UKCloud 


environment and will assess them to ensure their suitability with regards to data Confidentiality, 


Integrity and Availability.   


 


4.3  UKCloud shall label and handle all management information assets that they have control of 


 and responsibility for, in accordance with the sensitivity and/or protective marking of each 


 asset.   


 


4.4 The client shall have sole responsibility for the labelling and handling of their information assets, 


and any other assets associated with their applications, and for the formal communication of 


protective marking and/or data classification information to UKCloud. The client shall also be 


responsible for assessing and complying with their own data aggregation requirements, and for 


advising UKCloud if this aggregation affects their defined security levels.   


 


4.5 UKCloud shall be responsible for assessing the overall implications of aggregation of data 


across its cloud infrastructure.  


5. Physical & Environmental Security 
 


5.1 UKCloud shall have responsibility for ensuring that all physical and environmental controls are 


in place in those areas where the infrastructure, or management access to that infrastructure, 


is made. They are also responsible for ensuring that the relevant level of physical access 


controls to such areas is in place.  


 


5.2  The client shall have responsibility for ensuring that the relevant security and physical access 


 controls are in place at all locations where access to their data is made from. 


   


5.3 UKCloud shall provide appropriate training, guidance and security controls to its personnel who 


are to undertake their duties within secure areas. The client shall be responsible for providing 


any training, guidance or security controls needed for its personnel working in secure areas 


where access to their applications and data is made from.  


 


5.4 UKCloud shall be responsible for the siting and protection of equipment within the data centre 


environment. The client shall be responsible for the siting and protection of equipment within 


their own environment(s) which is used to provide access to their applications and data.  


 


5.5 UKCloud shall maintain all equipment within their control. Such maintenance shall be conducted 


in a secure manner by suitably security cleared personnel. The client shall be responsible for 
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the maintenance of the equipment they use to access the UKCloud cloud environment, and for 


the suitability and security clearance of personnel who conduct maintenance on their equipment.   


 


5.6 UKCloud shall ensure the security of off-site infrastructure (such as laptop computers and 


mobile devices) and the information that may be contained on them. Client data stored on 


UKCloud services shall not be stored on off-site equipment. Appropriate protection will be 


provided for any transportable media. 


 


5.7  The client shall be responsible for ensuring that any remote working or use of transportable 


media carrying their data is secure.  


 


5.8 UKCloud shall ensure the secure disposal of any equipment within their control that requires 


replacement. The client shall be responsible for the secure disposal or re-use of any equipment 


within their control that is used to hold or access secure data. 


 


5.9 UKCloud shall ensure that the appropriate physical security is applied to prevent the removal of 


equipment or assets within their control. The client shall be responsible for the physical security 


of their equipment and information assets.   


6. Communication & Operations Management 
  


6.1 UKCloud shall produce specific procedures for their function of the Management Platforms. 


These shall be combined into documented UKCloud operational procedures.   


 


6.2 The client shall be responsible for the production of operating procedures for their use of the 


applications and data. These procedures shall be made available as part of the accreditation 


documentation. The client shall be responsible for ensuring that such documentation is 


compliant with the SyOPs detailed within the RMADS of the UKCloud service which is to be 


consumed.  


 


6.3 UKCloud shall ensure that only its personnel have access according to their role within the 


Management Platforms and that no potential conflict exists in the allocation of these roles. The 


client shall be responsible for ensuring that, where appropriate, the relevant segregation of 


duties is enforced within their own environment.  


 


6.4 The client shall be responsible for correctly procuring and configuring their systems, such that 


any test or development environments they have associated with their applications or data are 


suitably separated from their live operational environment.  


 


6.5 UKCloud shall continually manage and monitor the services provided by their business partners 


to the UKCloud Management Platforms through a protective monitoring system. The client shall 


be responsible for ensuring that any services (including the protective monitoring thereof) 


provided by their third parties are regularly managed, audited and assessed. 


   


6.6  The services provided by UKCloud third parties shall be contractually defined. Any subsequent 


changes to these services shall be via Change Management and shall be informed to the client. 


Significant changes shall be notified to and authorised by the appropriate accreditor or 


certification body, if applicable. The client shall be responsible for managing changes to the 


services provided by their third-parties and ensuring that UKCloud and, where relevant, their 


accreditor or certification body is informed.   
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6.7 UKCloud shall monitor and manage the capacity of the UKCloud Management Platforms. The 


client shall be responsible for monitoring and managing the specific capacity requirements of 


their own systems hosted on UKCloud infrastructure.   


 


6.8 UKCloud shall ensure that the relevant controls against the introduction of viruses and malicious 


code are in place for its Platforms. The client shall be responsible for ensuring that they have 


appropriate and relevant controls to protect their environments and data from viruses and 


malware in place to prevent malicious code being introduced to their data.  


 


 UKCloud shall ensure that a GPG13 aligned protective Monitoring service is in operation to 


provide protection to the UKCloud Management Platforms. Clients shall ensure that their 


“Elevated” (formerly IL3) environments are similarly protected by a protective monitoring service 


which aligns with the protective monitoring controls contained within the former NCSC document 


GPG13. Whilst this shall not be a mandatory requirement for client “Assured” (formerly IL0-IL2) 


environments, it is nonetheless recommended that it should be in place. 


 


6.9 UKCloud shall ensure that a data backup service and appropriate infrastructure is made 


available and supported so that clients can back up their data if required. The client shall be 


responsible for the selection and configuration of the data backup tools which are required to 


address their specific data backup requirements.   


 


6.10  UKCloud shall ensure that the relevant security controls are in place on the UKCloud 


Management Platform networks. The client shall be responsible for ensuring that their network, 


up to the point of accessing the UKCloud managed networks, has the relevant security controls 


(a) as identified by their own IS1 risk assessment activities, and (b) which align with the client 


requirements documented within the SyOPs of the RMADS for the UKCloud service which is to 


be consumed. Additionally, the client’s use of an assured security gateway to access the 


UKCloud environment shall be managed and operated strictly in accordance with the 


corresponding latest set of “Security Procedures” issued by NCSC. 


 


6.11  UKCloud shall ensure that appropriate security controls are in place to protect any 


 media within its control, including the disposal of media that is no longer serviceable or which 


 is no longer required, and the secure cleansing or destruction of any data on such media. The 


 client shall be responsible for the proper management and secure deletion of their data which 


is located within the UKCloud hosted environment.   


 


6.12 UKCloud shall ensure that appropriate information exchange policies, agreements and 


procedures are in place within the Management Platforms. The client shall be responsible for 


establishing and implementing information exchange policies, agreements and procedures with 


respect to their own applications and data, which align with the client requirements documented 


within the SyOPs of the RMADS for the UKCloud service which is to be consumed.  


 


6.13 UKCloud shall ensure that all user activity within the Management Platforms are audited and 


logged. Any anomalous behaviour shall be investigated. The client shall be responsible for the 


audit of  user activity of their applications and data.   


 


6.14 UKCloud shall monitor system use of the Management Platforms as part of any incident 


response or investigation. The client shall be responsible for monitoring system use as part of 


an incident response or investigation into the applications and data.   


 


6.15 UKCloud shall be responsible for the protection of audit logs. The client shall be responsible for 


the protection of audit logs under their control relating to access to and use of their data. 
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6.16 UKCloud shall be responsible for the audit logs of users within the Management Platforms. The 


client shall be responsible for audit logs under their control which record activities relating to 


users of the data.   


 


6.17 Any system faults shall be logged and, depending on the category of faults, reviewed at defined 


intervals by UKCloud. The client shall be responsible for logging and reviewing faults associated 


with their applications. 


7. Access Control   
 


7.1 UKCloud shall not access client data or applications, unless specifically requested to do so by 


the client, and having received prior formal written approval for this access from the client. 


Access to the Management Platforms shall be defined according to the function of the individual 


UKCloud employee. The client shall be responsible for managing and controlling access to their 


data.   


 


7.2 UKCloud shall be responsible for implementing a user registration procedure for personnel who 


access the Management Platforms, and for undertaking reviews of the privileges and access 


rights of personnel who have such access. The client shall be responsible for implementing a 


user registration procedure for personnel who are to access their data and applications, and for 


undertaking regular reviews of the privileges and access rights of personnel who are to access 


them.   


 


7.3 UKCloud shall be responsible for ensuring (a) the security of unattended user equipment, (b) 


the security of Personal Electronic Devices (PEDs) and (c) the implementation of a clear desk 


and clear screen policy within UKCloud environments. The client shall be responsible for 


ensuring (a) the security of unattended user equipment, (b) the security of Personal Electronic 


Devices (PEDs) and (c) the implementation of a clear desk and  clear screen policy within 


their own environment.  


 


7.4 UKCloud shall not access client data or applications, unless specifically requested to do so by 


the client, and having received prior formal written approval for this access from the client. The 


client’s protective monitoring system shall identify any specific access to “Elevated” client data 


or applications that it has been requested to report. The client shall be responsible for identifying 


such activities which are to be monitored and reported.   


 


7.5 UKCloud shall be responsible for ensuring that its personnel working remotely will only be able 


to do so in accordance with relevant controls. The client shall be responsible for identifying any 


remote  working function it may have and producing the relevant security procedures.   


 


7.6 UKCloud shall be responsible for ensuring that its personnel access its Management Platforms 


using only accredited and/or approved technologies which are required by the classification of 


the data concerned. The client shall be responsible for ensuring that external connectivity into 


their services(s) is undertaken using only accredited and/or approved technologies which are 


required by the classification of their data, and as specifically noted within the SyOPs of the 


RMADS which supports the service being consumed. 
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8. Information Security Incident Management  
 


8.1      UKCloud shall operate an Information Security Incident Management Policy which details the 


management, investigation and reporting of potential or actual breaches of the confidentiality, 


integrity or availability of a company information asset (or a client data asset where the company 


is engaged in a contractual agreement to protect the client data) or of a supporting asset (upon 


which the security of information assets depend). 


 


8.2 The client shall be responsible for the management and reporting of potential or actual 


information security breaches to their data and applications to their own relevant external 


bodies. The client shall be required to immediately notify UKCloud of all such incidents. 


  


8.3 The client shall be responsible for ensuring that their personnel details recorded within the 


Security Incident Reporting Matrix (UKC-GEN-56) are regularly checked for accuracy, and for 


the prompt reporting to UKCloud of any personnel changes that need to be made. 


 


8.4 UKCloud shall operate an Information Security Incident Management Policy which details the 


requirement to identify report and act upon any known or suspected weaknesses to information 


or supporting assets within the UKCloud Management Platforms. Such weaknesses may also 


be identified by periodic security assessments, including technical checks, penetration tests etc.   


 


8.5 The client shall be responsible for the identification and reporting of known or suspected 


weaknesses within their applications, and for promptly reporting these to UKCloud. 


 


8.6 UKCloud shall operate an Information Security Incident Management Policy which details the 


roles, responsibilities and procedures required for managing, reporting and resolving 


information security incidents. The client shall be responsible for defining roles and 


responsibilities  and implementing procedures for the reporting, management and resolution of 


information security incidents arising within their applications and/or data. 


 


8.7 UKCloud shall maintain overall responsibility for the management and operation of the UKCloud 


Management Platforms. It shall be fully monitored and protected by a protective monitoring 


service, which includes the collection and retention of log files and user activity data which can 


be used within any subsequent forensic investigation. The client shall be responsible for the 


identification of information relating to their applications and data which needs to be retained 


and made available for any subsequent forensic investigation. 


9. Business Continuity Management   
 


9.1 UKCloud shall operate Business Continuity policies and procedures which ensure that the 


Management Platforms will continue to operate in the event of an unplanned business 


interruption. These shall be validated either by the design of the Platforms, or in some cases by 


focussed testing activities. The client shall be responsible for implementing business continuity 


arrangements to address any unplanned business interruptions which are directly and solely 


attributable to a failure of their applications, and any consequential unavailability of their data. 
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10. Compliance   
 


10.1 UKCloud shall identify all applicable legislation, regulation and guidance relevant to its 


operations, including CESG Good Practice Guides, and is committed to full compliance with 


these. The client shall be responsible for identifying and complying with all applicable legislation 


and regulations that are appropriate for their own business.   


 


10.2  UKCloud shall identify and implement controls to protect its intellectual property rights, 


 including, but not limited to its systems, software, designs, configurations and documentation. 


 The client shall be responsible the appropriate protection of the intellectual property rights 


 associated with their applications and data.   


 


10.3 UKCloud shall operate a Data Protection Policy and related procedures to ensure that personal 


information and personally identifiable information is at all times protected in accordance with 


the UK Data Protection Act 1998 (up to and including 24th May 2018) and the EU General Data 


Protection Regulation “GDPR” (2016/679) from the 25th May 2018 onwards. The client shall be 


responsible for full compliance with the prevailing data protection legislation in respect of 


personal data introduced into the UKCloud environment.   


 


10.4  The client shall remain responsible for undertaking a Privacy Impact Assessment or Data 


Protection Impact Assessment of their data which is to be processed by or stored within the 


UKCloud environment.   


 


10.5 UKCloud shall operate an Acceptable Use Policy, provides training to its personnel on the 


acceptable use of information systems, and shall retain log files and user activity data to ensure 


that such systems are only used for authorised purposes in an acceptable way. The client shall 


be responsible for ensuring that their authorised users do not misuse information processing 


facilities.   


 


10.6 UKCloud shall be responsible for ensuring that network access to its Management Platforms is 


protected by the use of appropriate encryption technologies, determined by the classification of 


the data concerned. The client shall be responsible for ensuring that external connectivity into 


their services(s) is undertaken using appropriate encryption technologies, determined by the 


classification of their data, and as specifically noted within the SyOPs of the RMADS which 


supports the service(s) being consumed.  
 


10.7 UKCloud shall have periodic (no less than annual) reviews of compliance with their security 


policies, processes and procedures. The client shall be responsible for assessing compliance 


with their own policies and for informing UKCloud and the accreditor of the results.  
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11.0 Document Control 
 


This policy should be reviewed annually, as a minimum, or if amendments are required to address a 


change in UKCloud business activities or external guidance which effects the management and/or 


operation of this policy. 


 


The current version of this document, and its recorded changes, should be recorded below. 


11.1 Document Management 


 


Document Title System Interconnect Security Policy 


Document Reference No: UKC-POL-27 


Originating Author: John Godwin 


Original Publication Date: 13.02.2012 


Frequency of Review: 12m 


Document Reviewers: John Godwin and/or Nicky Stewart 


Document Approver: Simon Hansford (v.3.0 onwards) 


11.2 Revision History 


 


New Version Number 2.0 


Date of Version Release 14.02.2012 


Release Notes Clarifications to security segments, data aggregation, sections 


3.4/3.8  


Reviewer Signature John Godwin 


Approver Signature Phil Dawson 


 


New Version Number 3.0 


Date of Version Release 14.03.2012 


Release Notes Refinements to Sections 9 and 10 from BCS alignment work  


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 


 


New Version Number 4.0 


Date of Version Release 16.04.2012 


Release Notes Updated 10.3.1, 10.4.x and 10.6.2 (BCS Alignment) 


Updated 6.10 to clarify media and data disposal responsibilities 


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 


 


New Version Number 5.0 


Date of Version Release 20.09.2012 


Release Notes Updated 3.4. and 8.3 (Reference to the UKC-GEN-56) 


Updated 3.3 to clarify change management process 


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 
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New Version Number 6.0 


Date of Version Release 09.10.2012 


Release Notes Clarification to monitoring within 3.4, 3.9, 6.5, 6.8 and 6.10 


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 


 


New Version Number 7.0 


Date of Version Release 14.05.2013 


Release Notes New section 2.2 (existing 2.2 and 2.3 renumbered accordingly) 


Updated sections 6.2, 6.10 and 6.12 


New section 7.6 


New section 10.6 (existing 10.6 renumbered accordingly) 


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 


 


New Version Number 8.0 


Date of Version Release 30.05.2013 


Release Notes Updated section 6.10, to reinforce client obligations when using 


security gateways to access the UKCloud environment. 


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 


 


New Version Number 9.0 


Date of Version Release 30.05.2014 


Release Notes Annual review – no changes made 


Reviewer Signature John Godwin  


Approver Signature Simon Hansford 


 


New Version Number 10.0 


Date of Version Release 10.03.2015 


Release Notes 1. Updated to reflect transition from GPMS to GSCP. 


2. Clarification on client responsibilities for Pro Mon, AV & Malware. 


3. Additional review by UKCloud Commercial Director. 


Reviewer Signature John Godwin and Nicky Stewart  


Approver Signature Simon Hansford 


 


New Version Number 11.0 


Date of Version Release 09.10.2015 


Release Notes General review for G7, and changing guidance from CESG/GDS.  


Reviewer Signature John Godwin and Nicky Stewart  


Approver Signature Simon Hansford 


 


New Version Number 12.0 


Date of Version Release 27.07.2016 


Release Notes General review for G8  


Reviewer Signature John Godwin and Nicky Stewart  


Approver Signature Simon Hansford 
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New Version Number 13.0 


Date of Version Release 27.07.2017 


Release Notes Annual review – no changes  


Reviewer Signature John Godwin and Nicky Stewart  


Approver Signature Simon Hansford 


 


New Version Number 14.0 


Date of Version Release 12/01/2018 


Release Notes Minor updates made to section 6.8, 6.10, 10.1, 10.3, 10.4 


Reviewer Signature John Godwin and Nicky Stewart  


Approver Signature Simon Hansford 
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