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Annex D
Non-Disclosure Confidentiality Agreement 
Between

(Parliamentary and Health Service Ombudsman)

And

(Tenderer’s name)

Date: ​​​​​​​​​​​​​​​​​​​​​​…………………………..
The effective date of this Agreement is (add date) of December 2018.   

BETWEEN:

1. Parliamentary and Health Service Ombudsman (PHSO) whose registered address is situated at: Millbank Tower, Millbank, London, SW1P 4QP; and
2. (Add details) whose registered address is situated at: (Add Details).
Each individual company will be referred to as a “Party” or collectively as “Parties” throughout this document. 
1.
PURPOSE
The purpose of this Agreement is that The Parties (and Associated Parties/Companies) wish to enter into a mutual agreement to regulate the handling and processing of personal/sensitive and confidential information as part of this Service/Contract.
2.
DEFINITIONS

“Associated Company”:
Shall mean any company which is in relation to a company or a subsidiary undertaking or a subsidiary of its parent undertaking. (Subsidiary undertaking and parent undertaking shall the same meaning as given by the amended Companies Act 2006). 

“Confidential Information”
Shall mean:

A) Any information of any nature which is obtained after receiving it to fulfil part of a contract either orally or in written form or any other permanent form.

B) This includes analyses, compilations, agreements, reports and any other documentation that may have been prepared by either party which contains or otherwise reflects or are generated from any information specified in paragraph A above; and

C) The terms of this Agreement and the interest of the disclosing party, the disclosing party group or any of their related persons in connection with the purpose of this transaction and Agreement.

“Data Protection Legislation”

Shall mean: 
From 25th May 2018 onwards, all applicable data protection and privacy legislation including Regulation (EU) 2016/679 (the “General Data Protection Regulation” or “GDPR”) and the Privacy and Electronic Communications (EC Directive) Regulations 2003 including any law based on seeking to enact any provision in the United Kingdom to the GDPR and any applicable guidance on codes of practice issued by any regulator from time to time (all as amended, updated or re-enacted from time to time).

“Disclosing Party”


Shall mean the Party disclosing the confidential information.

“Intellectual Property”


Shall mean all rights, without limitation, including all patents, 

know how, registered trademarks, registered design rights and applications for any registered rights wherever subsisting and any unregistered trademarks, unregistered designs, database rights, copyrights, copyrights in software and all other rights of a like nature wherever subsisting and any applications for protection of any of these subject rights. 
“Know How”



Shall mean all technical know-how and information including 






without limitation, information comprised in or relating to 

inventions, discoveries, business methods, improvements, concepts, ideas, modifications, techniques, processes, methods, procedures, prototypes models, computer programs, formulae, raw and secondary data, designs, experiments, equipment specification, experimental results, test and trial results, records and reports, manufacturing processes and quality control. 
“Person”
Includes any individuals, firm, partnership, association or company and any other 
incorporated body.

“Receiving Party”
Shall mean any party receiving Confidential Information.
“Related Persons”
Shall mean in respect of the relevant group or company that groups the company’s directors, officers, employees, advisor, agents, consultants or contractors and includes any person who, at the time, they or any member of the relevant group or company perform an act under this Agreement, occupy any of these positions in relation to any member of that group or company.

3.
MANAGEMENT OF THE CONTRACT

3.1
Each Party will appoint a representative to be the first point of contact for the administration of this Agreement as set out in Appendix A. Each Party may appoint new representatives upon notice to the other Party.
4.
TERM OF AGREEMENT


This agreement shall be effective from the date hereof and shall expire if:
4.1
The Agreement has reached its natural conclusion;

4.2
The information ceases to be confidential;

5.
DATA PROTECTION NOTIFICATION
5.1
All parties shall comply with their legal data protection notifications with the Information Commissioner’s Office to legally undertake the proposed processing work.

6.
UNDERTAKING AND USE OF CONFIDENTIAL INFORMATION
In consideration of the provision of all confidential information all Parties shall:

6.1
Hold such Confidential Information in the strictest of confidence;

6.2
Keep the information in safe custody;
6.3
Not disclose, copy, reproduce publish or distribute the whole or any part of the information; 

6.4
Ensure information is not disclosed to any third Party, unless authorised by the disclosing 

Party;

6.5
Take all reasonable security precautions, so as to prevent any third party from accessing the 


Data; 
6.6
Permit access to such Confidential Information, only to those of its personnel or Associated Companies and Related Persons who have a legitimate need to know, for carrying out the Purpose, and procure such Persons having access to the Confidential Information are contractually bound by obligations of confidentiality, at least as onerous as those set out herein;
6.7
Not take copies of such Confidential Information, other than is strictly necessary pursuant to perform a role; 
Upon expiry or termination of the contract this Agreement or at any time on written request shall: 
6.8
Return to the Disclosing Party all such Confidential Information (including all copies held by the Receiving Party or its Associated Companies or Related Persons) and;
6.9
Destroy all copies of information of any analysis, compilation, studies, reports and other documents prepared by for its use containing or reflecting or generated in whole or in part from any Confidential Information; 

6.10
Destroy any Confidential Information from any computer, word processor or any other device in its possession containing information; and

6.11
If so requested, confirm in writing to the Disclosing Party that the provisions of this clause have `been complied with. 
7.
EXCEPTIONS AND STATUTORY REQUIREMENTS
No obligations of confidentiality shall apply to any Confidential Information where the Receiving Party can demonstrate:

7.1
They were already in the lawful possession of the Confidential Information, before it was disclosed by the Disclosing Party;

7.2
The Information has been independently developed by any agent, employee or person of the Receiving Party, without access to or use or knowledge of the Confidential Information disclosed by the Disclosing Party;

7.3
It is received by the Third Party without restriction on disclosure or use from a third party, where such a third party has a lawful right to make such a disclosure;
7.4
Subsequently comes into the public domain, or is available in the public domain without 


breaching this Agreement;
7.5
The Receiving Party is obligated to disclose the Confidential Information by law, a Court Order, by Statute or Regulatory Body, including, but not limited to the Freedom of Information Act, other instruments, regulations, directives and common law, which permit access to information held by government or public bodies; 
 
7.6
All receiving Parties are required to retain information that is applicable to law, rule, or regulation, or to satisfy the requirements of a competent judicial, governmental, supervisory or regulatory authority, or the rules of any listing authority, which it is subject, or for reasonable internal audit compliance. The provisions shall continue to apply to any documents and materials retained by the Recipient in respect of this Agreement. 
8.
SECURITY
The security of the data provided under this Agreement will be paramount:
8.1
All Receiving Parties of this Agreement will process personal data within the remit of the Data Protection Act 2018, the General Data Protection Regulations (effective 25 May 2018) and the Information Security Standard 27001/27002;
8.2
The Receiving Party (and any Associated Company) will ensure all staff, contractors and advisers have been appropriately trained and security vetted, before access is given to any   confidential data relating to PHSO;   

8.3
The Receiving Party will agree that no processing, or transfers of personal data will be undertaken outside of the UK or the EEA, without first approval of PHSO’s Senior Information Risk Officer (SIRO) and the Head of Information Assurance, with clear assurance given that the recipient company and country has an adequate level of protection in place for the protection of the data. This is likely to involve the completion of an assessment prior to approval; 

8.4
All Receiving Parties will ensure that all personal data sent electronically is done securely. The Receiving Party will agree that all employees, including contractors, will not transfer data via their own email accounts, computers, servers or memory sticks, unless the data or device is encrypted and password protected to Government standards; 

8.5
The Receiving Party agrees that no equipment and software, containing personal or commercially-sensitive data relating to PHSO, will be disclosed to a third party during testing or maintenance repairs. In these circumstances, the information will be required to be wiped before being sent off, unless a different process has been formally approved, in writing, before the repair is undertaken. 
9.
SUBCONTRACTING

9.1
The Receiving Party agrees not to sub-contract or re-assign any rights or obligations to this Agreement to another Party, without first the written permission of PHSO. If formally approved, all sub-contractors will observe the security standards as set out in this Agreement, and will be required to be risk-assessed to provide adequate assurance to PHSO that they have adequate technical security safeguards in place. 

10.
ACCURACY AND COMPLETENESS

10.1
All Parties will make a representation or warranty under this Agreement, either expressed or implied, that the accuracy or completeness of the Confidential Information is appropriate.

11.
DATA BREACHES

11.1
The Receiving Party acknowledges and agrees to be responsible for any data breach, under the terms and conditions, as set out in this Agreement, whether it be by Personnel, any Associated Company, or Related Person. 

11.2
The Receiving Party acknowledges and agrees that damages may not be an adequate remedy for any breach of this Agreement, and the affected Party shall be entitled to see equitable relief, including, but not limited to the remedies of injunction, specific performance and other equitable relief for any threatened or actual breach of this Agreement. 

11.3
The Receiving Party agrees to have an escalation process in place, and an action for problem resolving, relating to any data breaches, and to report all serious data breaches to PHSO, within 24 hours of the event. 

12.
AUDITING

12.1
PHSO reserves the right to audit the Receiving Party’s data security arrangements, and contractual responsibilities, and to have audits carried out by a third party. 

13.
WAIVER

13.1
No failure by any Party in exercising any right, power or privilege, hereunder, shall constitute a waiver by such Party, of any such right, power or privilege, nor shall any single or partial exercise thereof, preclude any further exercise of any such right, power or privilege.
13.2
Waiver by a Party of a breach of any of the provisions of this Agreement, shall not be considered as a waiver of any subsequent breach of the same or any other provisions.


14.
VARIATION

14.1
The term of this Agreement can only be varied in writing, once signed by both Parties. 

15.
INTELLECTUAL PROPERTY

15.1
Each Party acknowledges that neither Party, by reason of this Agreement, obtains any rights in relation to intellectual property of the other. 

15.2
Any Confidential Information disclosed hereunder, shall remain the property of the Disclosing Party. Disclosure of any Confidential Information to the Receiving Party, or its Related Persons or Associated Companies, does not imply or confer any licence or permission on the Receiving Party, or its related Persons or Associated Companies, to use the relevant information for any purpose, other than for this Agreement. 

16.
JURISDICTION AND GOVERNING LAW
16.1
This Agreement and its rights and obligations of all Parties, is governed and construed under English Law, and each Party will agree to irrevocably submit exclusively to the jurisdiction of the English Courts, to settle any disputes which may arise in connection with this Agreement. 

 16.2
If any provision of this Agreement is illegal, prohibited or unenforceable in any jurisdiction, such illegality, prohibition, or unenforceability will not validate the remaining provisions, or affect the legality, validity or enforceability of the provisions in relation to any other jurisdiction. 
17.
WITHDRAWAL AND NOTICE

17.1
Either Party may terminate this Agreement on notice where:

i) They wish to withdraw from the service;

ii) There has been a major lapse, and the Receiving Party is held to be in breach of the terms and provisions of the Agreement and is, therefore, subject to any potential financial penalties;

iii) The Receiving Party has failed to take appropriate action to remedy a breach, within a specified set period of time. 

Any notice, claim or demand in connection with this Agreement, shall be given in writing to the relevant Party at the address stated below (or any such address, as is known or notified previously at the time), to the other Party. Any notice sent by email (subject to confirmation that the transmission was uninterrupted), and any notice by first class post, sent within the United Kingdom, shall be deemed appropriate if received 48 hours after posting. The relevant address or email address for each Party is highlighted in Appendix A of this Agreement. 
18.
MISCELLANEOUS
18.1
Force Majeure: Neither party shall be held liable for any failure to perform its obligations under this Agreement, where such performance is rendered impossible, due to circumstances beyond their control, e.g. such events as floods, war, Acts of God, etc. 

18.2
Accrued Rights and Remedy: Neither the expiration, nor termination of this Agreement shall prejudice or affect any right or action or remedy, which shall have accrued to either party. 

18.3
Severability: If any provision of this Agreement becomes illegal, void or invalid, it shall not affect the legality and validity of its other provisions. 

19.
EXECUTION

19.1
This Agreement may be executed in any number of counterparts, each of which, when executed and delivered, shall constitute a duplicate original, but all the counterparts shall, together, constitute as one Agreement. Transmission of an executed counterpart of this Agreement (but for the avoidance of doubt, not just a signature page), by e-mail (in PDF, JPEG or other agreed format), shall take effect as delivery of an executed counterpart of this Agreement. No counterpart shall be effective until each Party has executed at least one counterpart.
19.2
This Agreement shall commence from the Effective Date, as detailed at the top of this Agreement. The Parties have shown their acceptance of the terms of this Agreement in executing it, by their authorised signatories below. 
20.
SIGNATORIES (Appendix A)
A. Parliamentary and Health Service Ombudsman (PHSO)

	Name:


	

	Job Title:


	

	Address:


	

	Email Address:
	

	Signature:

	

	Date:

	


B. (Add Name of Party)
	Name:


	

	Job Title:


	

	Address:


	

	Email Address:
	

	Signature:


	

	Date:
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