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This Schedule 11 (Information Management), and its Annexes and Appendices (as applicable) will be interpreted in accordance with Schedule 1 (Definitions and Acronyms).
1 Finance Records {S11.1}
1.1 The Contractor shall (and where appropriate to procure that the Key Sub-Contractors shall), at all times and in accordance with Good Industry Practice, maintain information, documents, records and the like in the possession of the Contractor relating to the Contract including information, documents, and records of the costs of carrying out the Services, including those relation to the design, development, maintenance, operation and financing of the Contract including all books of account kept in accordance with IFRS showing in detail:
1.1.1 administrative overheads;
1.1.2 payments made or received from Subcontractors or Subcontractors;
1.1.3 capital and revenue expenditure;
1.1.4 the Contractor’s underlying cost centre and any related analysis and documentation in support of any calculations;
1.1.5 such other items as the Authority may reasonably require from time to time to conduct cost audits for verification of cost expenditure or estimated expenditure, for the purpose of the Contract;
1.1.6 the means by which the Contractor is financing the performance of its obligations under this Contract and the terms of any agreements for raising financing or financing the acquisition of the Specified Assets included but not limited to shareholder or their party loads, finance leases or hire purchase agreements; and
1.1.7 all such information as may be necessary to evidence to the Authority’s satisfaction for the purpose of its review under Annex D to Schedule 5 (Governance and Contract Management), and any operating model and associated actual cash flows.
1.2 The Contractor shall at all times upon request by the Authority provide any of the Financial Records, including details of any funds held by the Contractor specifically to cover such costs, in such other forms and detail as the Authority may reasonably require, to enable the Authority to monitor the performance by the Contractor of its obligation under this Contract. 
2 Personal Data {S11.2}

2.1	Where Personal Data is processed under this Contract for the purposes of Training the obligations of DEFCON 532B - Protection of Personal Data (Where Personal Data is being processed on behalf of the Authority) shall apply.

2.2	The Contractor shall process, safeguard and dispose of Personal Data in accordance with DEFCON 532B. The Authority remains the Data Controller in respect of the personal data under Data Protection Act 2018 and the General Data Protection Regulation (GDPR) .

2.3	The Authority shall respond within twenty (20) Business Days (or other period as agreed in the contract) to a request from the Contractor in respect of subcontracting and disposal of Personal Data. 

2.4	The Personal Data to be processed by the Contractor on behalf of the Authority under the Contract is set out in the completed DEFFORM 532, Annex A to this Schedule. 

3	Information Communications Technology (ICT) {S11.3}

The Parties agree and acknowledge that the Contractor’s responsibility in relation to ICT shall be only to the extent that the IT capability is solely for the Contractor to perform the Services in accordance with the Contract and for the Authority to monitor the performance of the Contractor and for Authority personnel to carry out their duties pursuant to the Services.

3.1	ICT Constraints

3.1.1	The Contractor shall provide a Single Point of Contact, via voice telephony contactable worldwide using a freephone number, for all Authority incidents relating to the ICT during Business Hours worldwide to be answered within thirty (30) seconds except in relation to the locations in the Ascension Island and the Falklands where there will be no voice contact but email contact provided during Business Hours in accordance with the timelines set out in paragraph 3.1.2 below.

3.1.2	The Contractor shall provide a Single Point of Contact, via electronic means, for all Authority enquiries and incidents relating to the ICT during Business Hours, worldwide. All e-mails shall be responded to within one (1) hour of receipt. Acknowledgement of receipt and planned action for resolution shall be made within one (1) hour of receipt, if received no later than 16:00 on a Business Day or within one (1) hour from the start of the next Business Day. 

3.1.3	The Contractor shall ensure that, in the event of failure, the ICT is restored within the specified times. ''''''''' '''''''''''''''''''' '''''''''''' '''''''''' ''''' ''''''''''''''' '''''''''''''''' ''''''''' ''''''''''''''' '''''''''' ''''''' '''''''''''''' '''''''''''' ''''''''''''''''''''''' ''''''''' '''''''''''''''' ''''''''' '''''''''''''''''''''' '''''''''''''' ''''''''''''''''''''''' ''''''''''' '''''' ''''''''''''' ''''''''' ''''''' ''''''''''''' '''''''''' ''''''' '''''''''''' '''''''''''' ''''''''' ''''''' '''''''''''''''

3.1.4	The Contractor shall ensure that the ICT is accessible from RLI connected computers. This includes the Internet available via DII(F) or any subsequent Authority system and shall include all current and future hardware and software or replacement for the Authority RLI in accordance with Schedule 3 (Codes, Standards, DEFCONs and Defence Policies).

3.1.5	The Contractor shall ensure that the ICT is compatible with Authority approved browsers which are no older than Microsoft Internet Explorer 8 operated within the Authority estate for all current and future programmes. The Contractor shall ensure that the ICT is compliant with the browser setup as detailed in the DII(F) Application Development Guide (ADG) and the DII(F) Roadmap.

3.1.6	The Contractor shall ensure that the ICT is integrated and trialled on the user IT in each country adopting the Services. This includes high population, high importance or high risk countries as agreed with the Authority and by exception on failure of integration in lower importance areas.

3.1.7	The Contractor shall ensure that the ICT is accessible from an Internet connected computer subject to the security classification (to the levels set out in paragraph 3.1.9 below) of the data involved.

3.1.8	Not Used.

3.1.9	The Contractor confirms that the ICT will be able to hold data at an OFFICIAL level appropriate with CPA and application permissions to restrict the availability of any OFFICIAL-SENSITIVE data on a Need to Know basis.

3.1.10	The Contractor shall ensure that the Contractor-provided components of the ICT follows the design constraints specified in the ADG insofar as they are relevant and applicable to the Services.

3.1.11	The Contractor shall ensure that the ICT holds Authority Data for the life of the contract. The Authority Data must be readily available to nominated Authority personnel for reporting, review and monitoring purposes, as set out in the Contract.

3.1.12	The Authority shall retain ownership and nominated personnel will have full access to all data. Authority Data shall be available in an agreed format which can be used by nominated applications controlled by the Authority. The Contractor shall provide the Authority Data to the Authority upon expiry or in the event of termination (including partial termination) of the Contract.

3.1.13	The Contractor shall ensure that the ICT has a system security policy, accredited by the Authority's security accreditation organisation in accordance with Schedule 3 (Codes, Standards, DEFCONs and Defence Policies).

3.1.14	The Contractor shall ensure that the ICT is compatible with the Accessibility Needs Software available via the DII(F) Services Catalogue or all applicable software that becomes available through subsequent arrangements.

3.1.15.	The Contractor shall ensure that the ICT is compliant with the Government Digital Service (GDS) Digital Service Standard insofar as it is relevant and applicable to the Services.

3.1.16.	The Contractor shall ensure that the ICT is compliant with the GDS Technology Code of Practice insofar as it is relevant and applicable to the Services. 

3.2	Contract Management Data

3.2.1	The Contractor shall ensure that the data held within the ICT is accurate and timely. All relevant data shall be collected and collated to provide the necessary information to support management decision, accounting and planning.

3.2.2	The Contractor shall ensure that Authority Users with appropriate rights are presented with a Dashboard - summarising relevant information in graphical form design as agreed by the Authority as set out in the Contract. The Dashboard shall allow quick and simple monitoring of frequently utilised data. The Contractor shall ensure that Authority Users shall have access to the Dashboard data for analysis as required.

3.2.3	The Contractor shall implement an annual independent customer satisfaction survey with Authority Representatives (TLB desk officers and HoEs) (research company to be pre-authorised with Authority). All responses shall be reported to ascertain satisfaction of contract performance and to guide future development. The question set shall be agreed with Authority at stakeholder level, to include both qualitative and quantitative questions. A full report of responses received shall be presented to the Authority management board in an agreed format.

3.3	User Account Management

3.3.1	The Contractor shall create, amend, suspend and close user accounts authorised by the Authority Representatives. Account action shall be within twenty-four (24) hours of notification and no later than forty-eight (48) hours of notification. 

3.3.2	The Contractor shall ensure that access to ICT data is restricted to specific Users, according to their post, as specified by the Authority.

3.3.3	The Contractor shall ensure Users access ICT using a unique username. Username shall be their DII(F) PUID. Those without a DII(F) PUID should have a pseudo PUID issued which shall be of a form where it could not appear as a DII(F) PUID. 

3.4	Data Privacy

3.4.1	The Contractor shall ensure storage of data regarding Locally Employed Civilians (LEC) outside of the UK shall comply with local data legislation. 

3.5	Manage Data

3.5.1	The Contractor shall ensure that data processing error rectification activity does not disrupt the processing of valid transactions.

3.5.2	The Contractor shall ensure that validation testing is performed on the ICT to confirm data integrity and application performance following restoration from backup, 100% validation shall be based on a Recovery Point Objective of four (4) hours.

3.6	Security Controls

3.6.1	The Contractor shall ensure that all changes to ICT controlled infrastructure, applications and databases follow a documented process and receive appropriate approval in accordance with Schedule 10 (Change Management).

3.7	Manage Change

3.7.1	The Contractor shall produce, implement and comply with ICT emergency change procedures as set out in Schedule 10 (Change Procedure). 

3.7.2	The Contractor shall ensure that all changes to ICT are developed and managed in an environment separate from production.

3.7.3	The Contractor shall ensure that test plans are developed, executed and results confirmed for all changes to ICT. 

3.7.4	The Contractor shall ensure that test plans are developed, executed and results confirmed for all changes to any ICT control infrastructure.

3.7.5	The Contractor shall ensure that ICT change management responsibilities are segregated. 

3.8 Backup

3.8.1	The Contractor shall implement a documented back-up strategy that is periodically reviewed and complied with for all business-significant data held.

3.8.2	The Contractor shall ensure that all ICT supports full and incremental backups in accordance with the back-up strategy schedule.

3.8.3	The Contractor shall ensure that the ICT solution provides a backup and restore facility for all software, configuration, and data.

3.8.4	The Contractor shall ensure that the ICT is able to schedule backups to occur daily, weekly or monthly without operator intervention.

3.8.5	The Contractor shall ensure that the usability of backups is verified at least every six (6) months. Archived material shall not be overwritten and shall be kept for life of the Contract.

3.8.6	The Contractor shall inform Users when data is lost. All Users shall be notified immediately that data is lost and notified when system is restored.

3.8.7	The Contractor shall ensure that back-ups are run during periods of low ICT usage. 

3.8.8	The Contractor shall ensure that the ICT does not suffer an interruption, and shall suffer less than 10% performance degradation, as a result of backup operations.

3.9	Monitoring

3.9.1	The Contractor shall ensure that ICT applications are capable of accepting monitoring (passive scanning of network activity) without impacting performance. Logging must be in place to allow security-related events to be monitored.

3.10	ICT Maintenance & Administration 

3.10.1	NOT USED

3.10.2	The Contractor shall ensure that no ICT transactions or data are lost as a result of a planned maintenance, including where there is shut down and restart of hardware. A transaction log shall be maintained to allow the system to be recovered in the event of an unscheduled closedown. Users shall be advised of planned maintenance and periods when they are prevented from using ICT functionality.

3.10.3	The Contractor shall ensure that diagnostic tests can be performed on the ICT without a service interruption, and with less than 10% performance degradation.	

3.10.4	The Contractor shall ensure that Contractor-provided application servers are able to perform a controlled shutdown when the Parties agree it is required.  The Contractor shall carry out any agreed controlled shutdown between 21:00 and 06:00 local time (unless otherwise is agreed between the Parties). The Contractor shall provide a minimum of one (1) hour notice of a controlled shutdown and Users shall be advised of anticipated restoration time.

3.10.5	The Contractor shall ensure that all Contractor-provided components used within the ICT solution are capable of being upgraded as new releases of the product become available.  The Contractor shall agree with DII(F)’s operations the upgrades that are required which shall then be added to the upgrade schedule.

3.10.6	The Contractor shall ensure that it is possible to "back out" an upgraded software component within the ICT solution to an earlier version, without an unplanned Services interruption.

3.10.7	The Contractor shall ensure that all software used in the ICT solution has agreements in place to allow full access across all jurisdictions and domains subject to the legislation in place within each country in order for the Contractor to deliver the Services in accordance with the Contract and where necessary a flexible licence will be in place across all geographical boundaries to minimise the cost to the Authority. 

3.10.8	The Contractor shall ensure that any software, firmware or hardware licences required for the ICT solution shall be transferable to newer versions and releases of the software, firmware or hardware, subject to the underlying platform. 

3.10.9	The Contractor shall ensure that any software, firmware or hardware licences required for the ICT solution shall be flexible and enterprise wide, allowing the licence pool to be increased and decreased when necessary. 

3.10.10 	NOT USED

3.10.11 	NOT USED

3.11	Scalability

3.11.1	The Contractor shall ensure that any interactive ICT solution provided by the Contractor continues to meet the stated performance requirements whilst servicing two hundred (200) concurrent user sessions.

3.11.2	The Contractor shall ensure that the ICT solution provided by the Contractor continues to meet the stated performance requirements whilst servicing two hundred (200) concurrent user sessions.	

3.11.3	The Contractor shall ensure that the ICT solution provided by the Contractor is scalable and able to meet the performance requirements with additional users.

3.12	NOT USED


3.13	Data Migration

3.13.1	The Contractor shall ensure that the migration of data from the current provider is compliant with the MMT Management  Plans at Schedule 14 (Management Plans).

3.13.2	The Contractor shall ensure that any errors which are encountered during the ICT migration process shall be logged. The information written to the log shall be sufficient for the cause of the error to be determined, and the error rectified. Data migration shall be fully tested and a cut-over scheduled to ensure 100% Data migrated accurately reflects original source data.

Annex A to Schedule 11  {S11AA}

DEFFORM 532 – Personal Data Particulars

This DEFFORM can be uploaded from the link to the Acquisition System Guidance Commercial Toolkit below:
http://aof.uwh.diif.r.mil.uk/aofcontent/tactical/toolkit/downloads/defforms/word/532.doc..\DEFFORM 532_0518.doc
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