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PartA-OrderForm

This Order Form is issued under the G-Cloud 11 Framework Agreement (RM1557.11).

Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.

The Order Form cannot be used to alter existing te¡ms or add any extra terms that materially change the

Deliverables offered by the Supplier and defined in the Application.

There are terïns in the Calt-Off Contract that may be defined in the Order Form. These are identified in
the contract with square brackets.

Digital Marketplace service ID nr¡mber: 43128787 0003 466

Call-Off Contract reference: DN437158

Call-OffGonnact title: Project Planning Software

Call-Off Contact description: The Supplier will provide the Buyer with software

to automate the production of plan-on-a-page

(POAP) views for the project delivery team within
the Department for lnternational Trade-

Start date: 1 October 2019

E:rpiry date: 31 March 2020

Call-Off Gontract r¡alue : Ten thousand five hundred pounds (€10,500.00)

ChargÍngmethod: BACS payment

Purchase order number: To be prouided after contract signature.

From: the Buyer Departmenr for International Trade

Buyer's main address:

Windsor House

50 Victoria Street

London

S\I/'lH OTL
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To: the Supplier Traçlan Ltd.

Supplier's address:

First Floor Brailsford House

Knapp Lane

Cheltenham

Gloucestershire

England

GL50 3qA

Companynumber:

rtt69162

Togethen the'Pa¡ties'

Principle contact details

Call-OffCoDtract term

Fo¡the Buyen Title:

Name:J

For the Supplier: ride!
N

Start date: This Call-Off Contract Scarts on 1 October 2019 and is valid for six (6)

months.

Endiog

(tsm¡u¡tlon)

The notice period needed for Ending the Call-Off Contract is at least ninety

(90) Working Days from the date of written notice for undisputçd sums or at

least thirty (30) days from che date of written notice for Ending without

cause-
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Extension perid This Call-Off Contract can be extended by the Buyer for one (1) period of up

to [welve (12) months, by giving the Supplier thirty (30) days written notice

before its expiry.

Extensions which extend the Term beyond 24 months are only permitted if
the Supplier complies with the additional exit plan requirements at clauses

21.3 to 21,8.

Buyer contnctual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume

of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.

G-Cloudlot: This Call-Off Contract is for the provision of Services under:

Lot2-Cloudsoftware

G-Cloud sen¡ices

required:

The quality standards required for this Call-Off Contract are speciffed in the

Supplier's service offering on G-Cloud (Service ID 4312 8787 OO03 466),

available via the link below:

htçs://lvwv¡. di gitalmarketplace,service. gov.uV$=

ctoud/sdUceY¿¡ t 292tr20003466

Specifically, the Supplier will provide the Buyer with:

a Centralised portfolio timelines, risks and resource charts.

a Entire project timelines represented in a plan-on-a-page (POAP).

a The abiliry to import programme timelines and resource charts

from Microsoft Project.

Location: The Services will be delivered to the Department for International Trade at
the following addresses:

Windsor House

50 Victoria Street

London

Slü/lH OTL
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And:

3lMhirehall Place

London

SW1A 2AW

Quality standards: The quality standards required for this Call-Off Contract are specified in the

Supplier's service offering on G-Cloud (Service ID 4312 8787 0003 466),

available via the link below:

htq¡g://wwrv. digiÊalma¡ketplacê.serviêe. gov. uk/g-

cloud/services/43 1 287870003466

Tecùnical standards: The quality standards required for this Call-Otr Contract are specified in the

Supplier's seruice offering on G-Cloud (Service ID 4312 8787 0003 466),

available via the link below:

hmns : //www- di sitalmerkerolace.sen¡ice. sov.uk/s-

cloud/sen¡icesl43 I 287870003466

Service level
agreerrent:

The quality standards required for this Call-Off Contract are specified in the

Supplier's service offeqing on G-Cloud (Seruice ID 43128787 0003 466),

available via the link below:

httos://www.disitalmilketolace.service. sov.u-l/s-

cloud/servicesl43 1 287870003466

Onboarding: The quality standards required for this Call-Off Contract are specified in the

Supplier's service offering on G-Cloud (Service ID 43128787 0003 466),

available via the link below:

https://www. di gitalmarketplace.sewice. gov.ulc/&

cloudlservices/43 I 287870003466

Offboarding: The quality standards required for this Call-Off Contract are specified in the

Supplier's service offering on G-Cloud (Service ID 4312 8787 0003 466),

available via the link below:

https ://www. digitalma¡ketplace.sen'ice. gov. uk/g-
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clouüservices/43 1 28787000346ó

Limi¡ on Parties'

liability:

The annual total liabiliry of either Parryr for all Property defaults will not

exceed 1250/o of the Charges payable by the Buyer to the Supplier during the

Call-Otr Contract Term.

The annual total liability for Buyer Data defaults will not exceed 1250lo of the

Charges payable by the Buyer to the Supplier during the Call-Off Contract

Term.

The annual total liability for all other defaults will not exceed 125olo of the

Charges payable by the Buyer to the Supplier during the Call-Off Contract

Term.

In¡n¡¡ance: The insurance(s) required will be:

o A minimum insurance period of 6 years following the expiration or
Ending of this Call-OffContract.

o Professional indemnity insurance côver to be held by the Supplier and

by any agent, Subcontractor or consultant involved in the supply of
the G-Cloud Services. Ttris professional indemnity insurance cover
will have a minimum limit of indemnity of Ê1,000,000 for each

individual claim or any higher limit the Buyer requires (and as

.required by Law).
o Employers' liability insurance with a minimum limit of [5,000,000 or

any higher minimum limit required by Law.

Force majeure: A Parry may End this Call-Off Contract if the Other Party is affected by a
Force Majeure Event that lasts for more than thirty (30) consecutive days.

Audit: The following Framework Agreement audit provisions will be incorporated
under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out
audits: clauses 7.4 to7.I3 of the Framework Agreement.

Buyer's responsibilities: The Buyer is responsible for providing the Supplier with access to any
relevant sites, and any relevant software platforms and data, necessary for
the Supplier to fulfil their obligations ûnder this contract.

Supplier's ínfomation
Subcont¡actors or
paftnen¡:

Not applicable.
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Call-Otr Contract charges and payment

The Call-Off Contract charges and payment details are in the table below. See Sèhedule 2 for a frrll

breakdown.

Pa¡rmentmethod: The payment method for this Call-Otr Contract is BACS payment.

Pa¡rment proñle: The payment profile for this Call-OffContract is monthly.in alrears.

Invoice details: The Supplier will issue electronic invoices monthly in arrears. The Buyer
will pay the Supplier within 30 days of receipt of a valid invoice.

T/ho andwhereto send

invoices to:
Invoices will be sent to:

Department for International Trade c/o UK SBS

Q,reensway House

West Precinct

Billingham

TS23 2NF

E-"ilI

Telephone:II

Invoice information
required - for exaàple
purchase order, project
reference:

All invoices must include a valid Purchase Order (PO) number,

Invoice frequency: Invoice will be sent to the Buyer on a monthly basis.

CaIl-Off Conract r¡alue : The total value of this Call-Off Contract is ten thousand five hundred pounds
(€10,500.00).

Call-OffGontnct
charges:

The applicable Call-Off Contract Charges are defined in the Supplier's

Digital Marketplace pricing document, available here:

hrrys:/'' "sets. digitalmarketplace.service.gov.uldg-cloud-

1 I /documentVTl I 154/43128787000346Gpricing-document-2019-05-20-

2007.pdÐ and can't be amended during the term of the Call-Off Contract.
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The detailed Charges breakdown for the provision of Services during the

Term will include:

Initiâl Period:

E:rtension Period:

Up to 60 user l¡censes Up to .00 per month

5 training days Up to [6000.00

Extension Period Total Up to [73,500.00

[1500.00 per month10 user licenses

Ê1500.001 support day

Ê10,500.00lnitial Period Total

Item Cost (exc VAT)

Iterrr Cc¡st

Additional Buyer tenns

10
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Subjects:

1. Formation of cont¡act

1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Calt-Otr

Contract with the Buyer.

1.2 The Parties agree that they have read the Order Form (Part A) and the Catl-Off Contract terms

and by signing below agree to be bound by this Call-Off Conrracr.

1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the sþed copy of
the Order Form from the Supplier

I.4 In cases of any ambiguicy or conflict the terms and conötions of the Call-Otr Contract and Order
Form will supersede those of the Supplier Terms and Conditions.

2. Bacþrond to the agreement

(A) The Su¡íplier is a provider of G-Cloud Services and agreed to provide the Services under the terms

of Framework Agreement number RM1557.11.

(B) The Buyer provided an'Order Form for Services to the Supplier.

Schedule 1 - Sen¡ices

The quality standards required for this Catl-Otr Contract are specified in the Supplier's service offering on

G-Cloud (Service ID 4312 8787 00b3 466), available via the link below:

Signed: Supplier Buyer

Name:

Title:

Signature:

I
Date: ;

I't

https://www.digitalmarketplace.service.gov.tlVg.cloud/services/431287870003466
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Schedule 2 - Call-Off Contract charges

The applicabte Call-Off Contract Charges are defined in the Suppliey's Digital Marketplace pricing

document, available here: https:#assee.djgitalmarketolace.service.goY.uVE-cloud-

1t/documents/7l1154/431287870003466?ricing-docu¡nent:2019-05-20-2007.pdÐ and can't be amended

during the term of the Catl-Off Contract. The detailed Charges breakdown for the provision of Services

during the Term will include: '

Initial Period:

Extmsion Period:

10 user licenses Ê1500.00 per month

I support day Ê1500.00

lnitial Period Total Ê10,500.00

Cost (exc VAT)Item

Up to t5625.00 per monthUp to 60 user licenses

Ê6000.005 training days

CostItem
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Extension Period Total Up to Ê73,500.00

1.1

1.2

Pa¡t B - Tems and conditions

1; Gall-OffContract start date and length

1.3

The Supplier must start providing the Services on the date specified in the Order Form.

This Call-Off Contract will orpire on the E r¡l-y Date in the Order Foim. It will be for up to 24

months from ihe Start Date unless Ended earlier under clause 18 or exended.by the Buyer und.er

clause 1.3.

The Buyer can extend this CalI-OffContract, with written notice to the Supplier, by the period in
the Order Form, as long as this is within the maximum permitted und.e¡ the Framework

Agreement of 2 periods of up to 12 months each.

1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves

the right in the Order Form to extend the contract beyond 24 rnonths.

2. [ncorporation of terms

2.1 The following Framework Agreemênt clauses (including clauses and de.fined terms referenced by

them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and

a ' 4.1(Warranties and representations)

o 4.2to 4.7 (tiability)
o  .It to 4.12 (IR35)

o 5,.4to 5.5 (Force majeure)

. 5.8 (Continuing rights)
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o 5.9 ro 5.11 (Change of control)

o 5.12 (Fraud)

o 5.13 (Notice of fraud)

c 7.1to 7.2 (Transparency)

¡ 8.3 (Order of precedence)

¡ 8.4 (Relationship)

o 8.7 to 8.9 (Entire agreement)

o 8.10 (Law and jurisdiction)

r 8.11 to 8.12 (Legislative change)

r 8.13 to 8.17 (Bribery and comrption)

| 8.18 to 8.27 (Freedom of Information Act)

o 8.28 to 8.29 (Promoting ta:< compliance)

¡ 8.30 to 8.31 (Official Secrets Act)

. 8.32 to 8.35 (Transfer and subcontracting)

o 8.38 to 8.41 (Complaints handling and resolution)

t 8.42 to 8,48 (Conf.licts of interest and ethical walls)

¡ 8.49 to 8,51 (Publicity and branding)

o 8.52 to 8.54 (Equaliry and diversity)

. 8.57 to 8.58 (data protection)

r 8.62 to 8.63 (Severabiü.y)

? 8.64 to 8.77 (Managing disputes and Mediation)

r 8.78 to 8.86 (Confidentiality)

r 8,87 to 8,88 (Waiver and cumulative remedies)

¡ 8.89 to 8.99 (Corporate Social Responsibility)

. pangraph¡ I to 10 of the Framework Agreement glossary and interpretations

. any audit provisions from the Framework Agreement set otrt by the luyer in the Order

t'orm

2.2 The Framework Agreement provisions in clause 2.1 will be modified as follows

¡ a reference to the 'Framework Agreement' will be a reference to the 'Call-Off Contract'

o a reference to 'CCS'will be a reference to 'the Buyer'

o a reference to the 'Parties' and a 'Party' will be a reférence to the Buyer and Supplier as

Parties under this Call-Off Contract

The Parties acknowledge that they are required to complete the applicable Annexes contained in

schedule 4 (Processing Data) of the Framework Agreement for the purposes of this Call-Off

Contract- The applicable Annexes being reproduced at schedule 7 of this Cafl-Otr Contract.

2.3
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2.4

2.5

The Framework Agreement incorporated clauses will be refered to as 'incorporated Framework

clause )O(', where ïO(' is the Framework Agreement clause number.

When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this

Call-Off Contract.

3. Supply of services

3.1 ïhe Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of
the Call-Off Contract and the Supplier's Application

3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer's acceptance criteria, as

defined in the Order Form.

4. Supplier staff

4.I The Supplier Staffmust:

. be appropriately experienced, qualified and trained to supply the Services

r apply all due skill, care and diligence in faithfully performing those duties

¡ obef alt lawful instructions and reasonable directions of the Buyer and provide the Services

to the reasonable satisfaction of the Buyer

r respond to any enquiries about the Services as soon as reasonably possible

. complete any necessary Supplier Staffvetting as specified by the Buyer

The Supplier must retain overall control of the Supplier Staff so that they are not considered to be

employees, workers, agents or contractors of the Buyer.

The Supplier rnay substitute any Supplier Staff as long as they have the equivalent experience and

qualifications to the substiruted staffmember.

The Buyer ma¡r conduct IR35 Assessments using the ESI tool to assess whether che Supplier's

engagement under the Call-Off Contract is Inside or Outside IR35.

The Buyer ma¡r End this CalI-Off Contract for Material Breach if the Supplier is delivering the

Services Inside IR35.

The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start

15
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Date or at any time during the provision of Services to provide a preliminary view of whether the

Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative

Test, it must downloa¿l and provide a copy of the PDF with the l4-digit ESI reference number

from the summary outcome screen and promptly provide a copy to the Buyer.

4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the

Supplier must provide the Buyer with all relevant information needed to enable the Buyer to

conduct its own IR35 Assessment.

4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI

reference number and a copy of the PDF to the Supplier

5. Due diligence

5.1 Both Parties agree that when entering into a CaIl-Otr Contract they:

r have made their own enquiries and are satisfied by thu accuracy of any information

supplied by the other Parry

. are confident that they can fulfii their obligations according to the CaIl-Off Concract terms

. have raised all due diligence questions before signing the Call-Off Contract

.. have entered into the Call-Off Contract reþing on its own due diligence

6. Business cont¡nuity and disaster recovery

6.1 The Supplier will have a clear business continuiry and disaster recovery plan in their serrrìce

descriptions.

The Supplier's business contiildry and disaster recovery services are part of the Services and will
be performed by the Supplier when required.

6.3 If requested by the Buyer prior to entering into this Call-Otr Contract, the Supplier must ensure

that its business continuity and disaster recovery plan is consistent with the Buyer's own plans.

7. Pa)¡ment, VAT and Call-OffContract charges

The Buyer must pay the Charges following clauses 7 .2 to 7 .11 for the Supplier's delivery of the

Services.

6.2

7.1
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7.2

/-s

The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt

of a valid invoice.

The Call-Off Contract Charges include all Charges for payment Processing. All invoices submitted

to the Buyer for the Serrrices will be exclusive of any Management Charge.

If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the

Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied

for using the GPC and must not recover this charge from the Buyer.

7.4

7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Serwices

supplied. The Buyer may request the Supplier provides further documentation to substantiate the
invoice.

7.6 If the Supplier enters into a Subcontract it must ensure thac a provision is included in each

Subcontract which specifies that paltment must be made to the Subcontractor within 30 days of
receipt of a valid invoice-

7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate

7.8 The Supplier must add VAT to the Chargçs at the appropriate rate with visibility of the amount as

a separate line item.

7.9 The Supplier will indemnify the Buyer on demand against any liability arising ftom the Supplier's

failure to accoun! for or to pay anyVAT on payments made to the Supplier under this Call-Off

Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on

which the tax or other tiability is payable by the Buyer.

7.I0 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled.

to End this Call-Off Cqntract under clause 18.6 for Buyer's failwe to pay undisputed sums of
money. Interest will be payable by the Buyer on the late payment of any undisputçd sums of
mgney properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998.

7.11 If there's an invoice dispute, the Buyer must pây the undisputed amount and return the invoice

within 10 Working Days of the invoice date. The Buyer will provide a covering statement with

q¡ithin 10'Working Days of receipt of the returned invoice if it accepts the amendments. If it does

then the Supplier must provide a replacement valid invoice with the rèsponse.

7.L2 Due to the nature of G-Cloud Services it isn't possible in a static Order Form to exactly define the

consumption of senrices over the du¡ation of the Call.-Off Contract. The Supplier agrees that the
Buyer's volumes in{icated in the Order Form are indicative only.
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8. Recovery of zums due andright of set-off

8.1 If a Supplier owes mone'y to the Buyer, the Buyer may deduct that sum from the Call-Off Contract

Charges.

9.Insr¡rance

9.1 The Supplier will maintain the insurances required.by the Buyer including those in this clause.

9.2 The Supplier will ensure that:

r¡ during this Call-Off Contract, Subcontractors hold third--party public and products

liability insurance of the same amounts that the Supplier would be legally liable to pay as

damages, including the claimant's costs and expenses, for accidental death or bodily rnjuty

and loss of or darnage to Property, to a minimum of f,l,000,000

¡ the third-party public and products liability insurance contains an 'indemnity to principals'

clause for the Buyer's benefit

o all agents and professional consultants involved in the Serrrices hold professional indemnity

insurance to a minimum i¡idemnity of €1,000,000 for each individual claim during the Call-

OffContract, and for 6 years after the End or Expiry Date

o all agents and professional consultants involved in the Services hold employers liability

insurance (except where exempt under Law) to a minimum indemnity of €5,000,000 for

each ind.ividual claim during the Call-Off Contract, and for 6 years after the End or Expiry

Date

If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing

policies bought under the Framework Agreement.

9.3

9.4 If requested by the Buyer, the Supplier will provide the following to shour compliance with this

clause:

. a broker's verification of insurance

o receipts for the insurance premium

o evidence of payment of the latest premiums due

Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this

Call-Off Contract and the Supplier will:
9.5
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9.6

. take all risk control measures using Good Industry Practice, including the investigation

and reports of claims.to insurers

. promptly notifli the insurers in writing of any relevant material fact urder any insurances

. hotd all insurance policies and require any broker aranging the insurance to hold. any

insurance slips and other evidence of insurance

The Supplier will not do or omit to do anything, which would destroy or impair the legal validity

of the insurance.

9.7 The Supplier will notift CCS and the Buyer as soon as possible if any insurance policies have been,

or are due to be, cancelled, suspended, Ended or not renewed.

The Supplier will be liable for the payment of any:

premiums, which it will pay promptly

. excess or deductibles arid will not be entitled to recover this from the Buyer

9.8

10. Confidmtiality

10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully
indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees)

arising from any breach of the Supplier's obligations under the Data Protection Legislation or

under incorporated Framework Agreement clauses 8.78 to 8.86. The indemnity doesn't apply to
. the extent that the Supplier breach is due to a Buyer's instruction.

11. Intellectuåt Property Rights

11.1 ' 
Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or

interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensols.

Ll.2 The Supplier grants the Buyer a non-exclusive, transferable, peryetual, irevocable, royalty-free

licence to use the Project Specific IPRs and any Background IPRs embedded within the Project

Specific IPRs for the Buyer's ordinary business activities.

I 1.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can

enjoy fulluse of the Project Specific IPRs, including the Buyer's right to publish.the IPR as open

source

I1..4 The Supplier must promptly inform the Buyer if it can't comply with the clause above and the

Supplier must not use thiid-party IPRs or Background IPRs in relation to the Project Specific IPRs
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if it can't obtain the grant of a licence acceptable to the Buyer.

11.5 The Supplier will, on written d.emand, fully indemnífy the Buyer and the Crown for all Losses

which it mây incur at any time from any claim of infringement or alleged infringement of a third
païty's IPRs because of the:

. rights granted to the Buyer under this Call-Off Contract

. Supplier's performance of the Senrices

o use by the Buyer of the Serr¡ices

11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately no,'tify the Buyer in
writing and múst at its own expense after written approval from the Buyer, either: . 

.

. modift tfie relevant part of the Services without reducing its functionality or performance

. substitute Services of equivalent functionality and performance, to avoid the infüngement

or the alleged infringement, as long as there is no additional cost or burden to the Buyer

. buy a licence to use and supply the Services which are the subject of the alleged

infringement, on terdrs acceptable to the Buyer

ll.7 Clause 11.5 ïrill not apply if the IPR Claim is from:

o the use of data supplied by the Buyer which the Supplier isn't required to verify under this

Call-OffContract

. other material provided by the Buyer necessar'¿ for the Services

11.8 If the Supplier does not comply with clauses ll.2 to 11,6, the Buyer may End this Call-Off
Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid

for the affected Services.

12. Protection of infotuation

l2.l The Supplier must:

r comply with the Buyer's written instructions and this Call-Off Contract when Processing

Buyer Personal Data

only Process the Buyer Personal Data as necessary for the provision of the G-Cloud

Services or as required by Law oi any Regulatory Body

a

. take reasonable steps to ensure that any Supplier Staffwho have access to Buyer Personal

Data act in compliance with Supplier's r".*ity processes
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L2.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:

e providing the Buyer with fuIl details of the complainr or request

. complying lr¡ith a data access request \,\rithin the timescales in the Data Protection

Legislation and following the Buyer's instructions

r providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within

the timescales required by the Buyer)

r providing the Buyer with any information requested by the Data Subject

12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data'to any

other person (including any Subcontractors) for the provision of the G-Cloud Services.

13. Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data.

13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.

I3.2 If Buyer D4ta is processed.by the Supplier, the Supplier will supply the data to the Buyer as

requested.

13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secu1e system

that complies with the Supplier's and Buyer's security policy and all Buyer requirements in the

Order Form-

13.4 The Suppiier will preserve the integrity of Buyer Data processed by the Supplier and prevent its

corruption and loss.

13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer

Data or other government data will comply with:

o the principles in the Securiry Policy Framework at

https:1lw¡¡lw.&ov.ul/governm ent/pqblicaçions/security-ælicï-framewotk and the

Government Securiry Classification policy at

https://www.gov.ul/governmentlpublic{tions/government-securisy-class,ifiçaiioni

guidance issued by the Centre for Protection of National Infrastruccure on Risk

Management at https://www.cpni.sov.uk/content/adopt-risk-manasement-anoroach and

Protection of Sensitive Information and Assets at https;//www.cpni.gov.uk/protection-

sensitive-information-and -ássets
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¡ the National Cyber Security Centre's (NCSC) information risk management guidance,

available at https:/lwww.ncsc.sov.uVcollecrion/risk-manaeemenr-cpllection

o government best practice in the design and implementation of system components,

including network principles, security design principles for digital services and the secure

email bluenrint. available at httns:1/www.sov.uklcovernment/oublicarions/technoloev-.
code-of- o ractice/technologv:code-of-o ractice

o the security requirements of cloud seryices using the NCSC Cloud Security Principles and

accompanying guidance at https:/lwww.qcsc.gov.uk/guidance/implementing-cloud-

securitv-orincioles

13.6 The Buyer will specify any security requirements for this project in the Order Form.

L3.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or

significantly degraded in any way for any reason, then the Supplier will notify the Buyer

immediately and will (at its own cost if corruptiod, loss, breach or degradation of the Buyer Data

, was caused by the action or omission of the Supplier) comply with any remedial action reasonably

proposed by the Buyer.

13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes

to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.

13.9 The provisions of this clause 13 will apply during the term of this Catl-Off Contract and for as long

as the Supplier holds the Buyer's Data.

14. Standards and quality

l4.I The Supplier will comply with any standards in this Catt-Off Contract, the Order Form and the

Framework Agreement.

14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its

obligations under the Technology Code of Practice, which is available at

httns;//www.sov.uk/sovernment/uubLications,/techno[ocv-code-of-oractice/technolosv-code-of-

practice

14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services

comply with the requirements in the PSN Code of Practice.

L4.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services

have the relevant PSN compliance certification.
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14.5 The Supplier must immediately disconnect its G-Cloud Seruices from the PSN if the PSN

Authoriry considers there is a risk to the PSN's security and the Supplier agrees that the Buyer and

the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier

liabilíties which may arise.

15. Open source

15.1 All software created for the Buyer must be suitable for publication as open source, unless

otherwise agreed by the Buyer.

I5.2 If software needs to be converted before publication as open source, the Supplier must also provide

the converted format unless otherwise agreed by the Buyer.

16. Security

16.1 If requested to do so by the Buyer, before entering into this Call-Off Contrâct the Supplier will,
within 15 Working Days of the date of this Call-Off Contract, develôp (and obtain the Buyer's

written approval of) a Security Management Plan and an Information Security Management

System. After Buyer approval the Security Management Plan.and Informaùion Security

Management System will apply during the Term of this Call-Otr Contract. Both plans will comply

with the Buyer's security poliry and protect all aspects and processes associated with the delivery

of the Seryices.

16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus

definitions available from an industry-accepted antirrirus software seller to minimise the impact of
Malicious Software.

16.3 If Malicious Software causes loss of operational effíciency or loss or cornrption of Service Data, the

Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency

as soon as possible.

16.4 Responsibiliry for costs will be at the:

r S-upplier's expense if the Malicious Software originates from the Supplier software or the

Service Data while the Service Data was under the cóntrol of the Supplier, unless the

Supplier can demonstmte that it was alread.y present, not quarantined. or identified by.the

Buyer when provided

. Buyer's expense if the Malicious Software originates from the Buyer software or the Service
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Data, while the Service Data was under the Buyer's control

16.5 The Supplierwill immediateþ notit/ CCS of any breach of security of CCS's Confi.dential

Information (and the Buyer of any Buyer Confidential Information breach). 'Where the breach

occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential

Information however it may be recorded

16.6 Any system development by the Supplier should also comply with the government's '10 Steps to

Cvber Securitv' flridance. available at httns://www.ncsc.sov.uVsuidance/l0-steos-cvber-securitv

1,6.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the

Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required

fur the Se¡vices before the Start Date.

17. Gr¡a¡antee

17.l If this Call-Off Contract is conditional on'receipt of a Guarantee that is acceptable to the Buyer,

the Supplier must give the Buyer on or before the Start Date:

o an executed Guarantee in the form at Schedule 5

. a certified copy of the passed resolution or board minutes of the guarantor approving the
' execution of the Guarantee

18. Ending the Call-OffContract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days'written notice to the

Supplier, unless a shorter period is specified in the Order Form. The Supplier's obligation to

provide the Services will end on the date in the notice.

18.2 The Parties agree that the:

o Buyer's right to End the Call-Otr Contract under clause 18.1 is reasonable considering the

type of cloud Service being provided

¡ Call-OffContract Charges paid during the notice period is reasonable compensation and

covers all the Supplier's avoidable costs or Losses

18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-OffContractunder clause 18.1, it will
indemnífy the Supplier against any commitments, liabilities or expenditure which result in any.
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unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate

the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any

insurance sums available. The Supplierwill submit a fully itemised and costed list of the

unavoidable Loss with supporting evidence.

18.4 The Buyer will haúe the right to End this Call-Off Contract at any time with immediate effect by

written notice to the Supplier if either the Supplier commits:

. a Supplier Default and if the Supplier Default carnot, in the reasonable opinion of the

Buyer, be remedied

. any fraud

18.5 A Party can End this Call-Off Contract at any time with immediate.effect by written notice if:

¡ the other Party commits a Material Breach of any term of this Call-Off Contract (other

than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it
within 15'Working Days of beíng notified in writing to do sci

. an Insolvency Event of the other Party happens

the other Party ceases or thieatens to cease to calry on the whole or any material part of its

business

18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must

notify the Buyer and allow the Buyer 5 W'orking Days to pay. If the Buyer doesn't paywithin 5

Working Days, the Supplier may End this Call-Off Contract by giving the length of nodce in the

Order Form.

I8.7 A Party who isn't reþing on a Force Majeure event will have the right to End this Call-Off

Contract if clause 23.1 applies.

19, Consequences'of suspension, epding and eryiry

19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract

or any part ofit.

19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must

continue to provide the Ordered G-Cloud Services until the d.ates set out in the notice.

19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever

applies) of this Calt-Off Contract, except those continuing provisions described in clause 19.4,
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19.4 Ending or erçiry of this Call-OffContract will not affect:

. any rights, remed.ies or obligacions accrued before its Ending or errpiration

r the right of either Parry to recover any amount outstanding at the time of Ending or expiry

r the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7

(Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-

off); 9 (Insurance); 10 (Confid.entíality); l1 (Intelectual properry rights); 12 (Protection of

information); 13 (Buyer data);l9 (Consequences of suspension, ending and expiry); 24

(Liability); incorporated Framework Agreement clau$es: 4.2 to 4.7 (Liability); 8.42 to 8.48

(Conflicts of interest and ethical walls) and 8.87 to 8.88 (Waiver and cumulative remedies)

any other provision of the lramework Agreement or this Cali-Off Contract which

expressly or by implication is in force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:

. return all Buyer Data including all copies of Buyer software, code and any other software

licensed by the Buyer to the Supplier under it

o return any materials created by the Supplier under this Call-Off Contract if the IPRs are

owned by the Buyer

¡ stop using the Buyer Data ãnd, at the direction of the Buyer, provide the Buyer with a

complete and uncomrpted version in electronic form in'the formats and on media agreed

with the Buyer

. destroy all copies of the Buyer Data when they receive the Buyer's written instructions to

do go or 12 calendar months after the End or Eryrty Dale, and provide written

confirmation to the Buyer that the data has been securely destroyed, except if the retention

of Buyer Þata is required by Law

r work with the Buyer on any ongoing work

. return any sums prepaid for Services which have not been delivered to the Buyer, within

10 Working Days of the End or Expiry Date

19.6 Each Party will return all of the other Party's Confidential Information and confirm this has been

done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.

I9.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of
the Call-Off Contract Term without the need for the Buyer to serve notice except if this CaIl-Off

Contract states otherwise.
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20. Notices

20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being

'in writing'.

Man¡erof delivery Deenedtimeof delivery Proof of serrrice

Email 9am on the first'Working Day
after sending

Sent by pdf to the correct .

email address without getting

an erïor message

20.2 This clause does not apply to any legal action or other method of dispute resoltrtion which should

be sent to the addresses in the Order Form (other than a dispute notice under this CaIl-Off

Contract).

21. E:cit plan

2t.t The Supplier must provide an exit plan in its Applícation which ensures continuity of service and

the Supplier will follow it.

21,.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement

supplier in line with the exit plan. This will be at the Supplier's oliln expense if the Call-Off

Contract Ended before the Expiry Date due to Supplier cause.

21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term

beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval

by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date.

21.4 The Supplier must ensure that the additional exit plan clearly sEts out the Supplier's methodology

for achieving an orderly cransition of the Services from the Supplier to the Buyer or its

replacement Supplier at the expiry'of the proposed extension period or if the contract Ends during

that period.

2t.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with
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the Buyer to ensure that the additional exit plan is aligned with the Buyer's own exit plan and

strategy.

2L.6 The Supplier acknowledges that the Buyer's right to extend the Term beyond 24 months is subject

to the Buyer's o\irrl' governance process. 
'Where 

the Buyer is a central government department, this

includes the need to obtain approval from GDS under the Spend Controls process. The approval to

extend will only be given if the Buyer can clearly demonstrate that the Supplier's additional exit

plan ensures that:

. the Buyer will be able to transfer the Services to a replacement supplier before the expiry

or Ending of the extension period on terms that are commercially reasonable and

acceptable to the Buyei

. there will be no adverse impact on service continu9

. there is no vendor lock-in to the Supplie/s Service at exit

. it enables the Buyer to meet its obligations undgr the Technology Code Of Practice

21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its

obligations in the additional exit plan.

21.8 The additional exit plan must set out fulI details of timescales, activities and roles and

responsibilities of the Parties for:

. the transfer to the Buyer of any technical information, instructions, manuals and code

. reasonably required by the Buyer to enable a smooth migration from the Supplier

r the strategy for exportation and migration of Buyer Data from the Suppliei system to the

Buyer or a replacement supplier, including conversion to open standards or other standards

equired by the Buyer

. the transfer of Project Specific IPR items and other Buyer customisations, configurations

and databases to the Buyer or a replacemenc supplier

. the testing and assurance strategy for exported Buyer Data

. if relevant, TUPE-related activity to comply *ith th" TUPE regulations

. any other activities and information which is reasonabiy required to ensure continuity of
Service during the exit period and an orderly transition

22. Handover to replacement $upplier
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22.1 At least 10 Workjng Days before the Expiry Date or End Date, the Supplier must provide any:

. data (including Buyer Data), Buyer Personal Data and Buyer Confidential lnformation in
the Supplier's possession, power or control

. other information reasonably requested by the Buyer

22.2 On reasonable notice at any point during the Term, the Supplier will provide any ihformation and

data about the G-Cloud Serwices reasonably requested. by the Buyer (including information on

volumes, usage, technical aspects, service performance and staffing).fhis will help the Buyer

únderstand how the Services have been provided and to run a fair competition for a new supplier.

22.3 This information must be accurate and complete in all material respects and the level of detail

mrrst be sufficient to reasonably enable a third party to prepare an informed offer for replacement

services and not be unfairþ disadvantaged compared to the Supplier in the buying process.

23. Force maieure

23.1 If a Force Majeure event prevents a Parry from performing its obligations under this Call-Off

Contract for more than the number of consecutive days set out in the Order Form, the other Party

may End this Calt-OffContract with immediate effect by written notice.

24. tiability

24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liatility
for defaults under or in connection with this CalI-Off Contract (whether e¡pressed as an

indemnity or otherwise) wili be set as follows:

. Property: for all defaults resulting in direct loss to the property (including technical

infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of

the other Parry, will not exceed the amount in the Order Form

I Buyer Data: for all defaults resulting in direct loss, destruction, cormption, degradation or

d.amage to any Buyer Data caused. by the Supplier's default will not exceed. the amount in
the Order Form

o Other defaults: for all other defaults, claims, Losses or damages, whether arising from

breach of contïact, misrepresentation (whether und.er common law or statute), tort
(including negligence), breach of statutory duty or otherwise will not exceed the amount in
the Order Form
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25. Premises

25.1 If either Party uses the other Party's premises, that Party is liable for all loss or damage it causes to

the premises. It is responsible for repairing any damage to the premises or any objects on the

premises, other than fair wear and tear.

25.2 The Supplier will usè the Buyer's premises solely for the performance of its obligations under this

Call-Off Contract.

25.3

25.4

25.5

25.6

The Supplier will vacate the Buyer',s premises when the Call-Off Contract Ends or e.xpires.

This clause does not create a tenancy or exclusive right of occupatio¡r.

'lVlrile 
on the Buyer's premises, the Supplier will:

. compty with any security requirements at the premises and. not d.o anything to weaken the

securiry of the premises

. comply with Buyer requirements for the conduct of personnel

. comply with any health *d ,rf"ry rr,easures implemented by the Buyer

. immediately notify the Buyer of any incident on the premises that causes any damage to

Property which could cause personal injury

The Supplier will ensure that its health and safety policy statement (as required by the Health and

Safety at'W-ork etc Act lg74) ismade available to the Buyer on request.

26. Equipment

26.1 The Supplier is responsible for providing any Equipment which the Suppfier requites to provide

the Services

26-2 Any Equipment brought onto the premises will be at.the Supplier's owir risk and the Buyer will
have no liability for any loss of, or damage to, any Equipment.

26.3 'When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any

other materials leaving the premises in a safe and clean condition.

30



27;T\e Cont¡acæ (Rights of Third Panies) Act 1999

27.1 Except as specified in clause 29.8, a person who isn't Party to this Call-Off Contract has no right

under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not
affect any right or remedy of any person which exists or is available otherwise.

28. Environnental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the

Supplier will comply with.

28.2 The Supplier must provide reasonable suppoft to enable Buyers to work in an environmentally

friendly way, for example by helping them recycle or lower their carbon footprint.

29. The Emplo¡rment Regulatíons FlpE)

29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the

Start Date then it must comply with its obligations under the Employment Regulations and (if
applicable) New Fair Deal (including entering into an Admission Agreement) and will indemniff
the Buyer or any Former Supplier for any loss arising from any failure to comply.

29.2 Twelye months before this Call-Off Contract ex¡rires, or after thê Buyer has given notice to End it,
and within 28 days of the Buyer's request, the Supplier will fully and accurately disclose to the

Buyer all siaff information including, but not limited to, the total number of staff assigned. for the

purposes of TUPE to the Services. For each person identified the Supplier must provide detaíls of:

o the activities they perform

. age

. start date

. place of work

¡ notice period

redundancy payment entitlement

o salary, benefrts and pension entitlements
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¡ employment status

. identity of employer

o working arrangements

o outstanding liabilities

r sickness absence

r copies of all relevant employment contracts and related documents

o all information required under regulation 11 of TUPE or as reasonably rqquested by the

Buyer

29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will
notiff the Buyer of any changes to the amended information as soon as reasonably possible. The

Supplier will permit the Buyer to use and disclose the infofmation to any prospective-Replacement

Supplier.

29.4 In the 12 months before the expiry of this Call-Otr Contract, the Supplier will not change the

identity and number of staffassigned to the Services (unless reasonably requested by the Buyer) or

their terms and conditions, other than in the ordinary course of business.

29.5 The Supplier will co-operate with the re-rendering of this CâlI-Off Cont¡act by allowing the

Replacement Supplier to communicate with and meet the affected employees or their

iepresentatives.

29.6 The Supplier will indemnrfy the Buyer or any Replacement Supplier for all Loss arising from both:

its failure to comply with the provisions of this clause

. any claim by any employee or person claiming to be an employee (or their employee

representative) of the Supplier which arises or is alleged to arise from any act or omission

by the Supplier on or before the date of che Relevant Transfer

29.7 The provisions of this clause apply during the Term of this Call-OffContract and indefidtely after

it Ends or expires.

29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause

but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.

30. Additional G-Cloud sen¡ices
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30.1 The Buyer may require the Supþlier to provide Additional Services. The Buyer doesn't have to buy

any Additional Services from the Supplier and can buy services that are the same as or similar to

the Additional Services from any. third party.

30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and

monitor performance of the Additional Seryices using an Implementation Plan.

31. Collaboration

31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a

Collaboration Agreement, the Supplier mu¡¡t give the Buyer an executed Collaboration Agreement

before the Start Date.

31,2 In addition to any obligations undei the Collaboration Agreement, the Supplier must:

. work proactively and in good faith with each of the Buyer's contractors

. co-operate and share information with the Buyer's contractoïs to enable the efficient

operation of the Buyer's ICT services and G-Cloud Services

32. Variation process

32.1 The Buyer cari request in writing a change to this Call-Off Contract if it isn't a material change to

the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.

32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-

Cloud Services or their delivery by submitting a Variation request. This includes any changes in
the Supplier's supply chain.

32.3 If Either Party can't agree to or prcivide the Variation, tþe Buyer may agree to continue

performing its obligations under this Call-Off Contract without the Variarion, or End chis Call-Off

Conffact by giving 30 days notice to the Supplier.

33. Data Protection Legislation (GDPR)

33.1 Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.57 and 8.58 of the Framework

Agreement are incorporated into this CalI-OffContract. For reference, the àppropriate GDPR
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templates which are required to be completed in accordance witl clauses 8.57 and 8.58 are

reproduced in this Call-Offêonûact document at schedule 7

Schedule 3 - Collaboration etreement

Not applicable - this Schedule is not active for the purposes of this Gall-Off Gono¡ct.
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Schedule 4 - Alternative clauses

Not applicable - this Schedule is not active for the püq,os€xr of this Call-Off Coneact.

Schedule 5 - Gua¡anæe

Not appHcable - this Schedule is not actÍve for the purpqss qf thie Call-Ofr Gsntract.

Schedule 6 - Glossary and inteqpretations

In this Call-ôff Contract the following expressions mean:

Expression Meaning

.{.dditional Sen'ices Any services ancillary to the G-CIoud Services that are in the scope of F¡amework
Agreement Section 2 (Services Offered) which a Buyer may request.

Admission Âgreement The agreement to be entered into to enable the Supplier to participate in the
relevant Civil Service pension scheme(s).

Âpplication The response submirted by the Supplier to the Invitation to Tender (known as the

Invitatíon to Apply on the Digital Markeçlace).

Audit An audit carried sut under the incorporated Framework Agreement clauses

specified by the Buyer in the Order (if any).

Bacþroud IPRs For each Þarty, IPRs

I owned by that Parry before the date of this Call-Off Contract (as may be

enhanced and/or modified but not as a consequence of the Services)

including IPRs contained in any of the Parqr's Know-How;
documentaEion and processes

I created by the Parry independently ofthis Cail-OffConrract, or

For the Buyer, Crown Copyrighc which isn'r available to the Supplier otherwise
than under this Call-Off Contract, but excluding IPRs owned by that Parry in
Buyer software or Supplier software.

Buyer The contracting authoriry ordering serr¡ices as sèt out in the Order Form.

BuyerData All data supplied by the Buyer to the Supplier including Personal Data and Service

Data that is owned and managed by the Buyer.

Buyer Personal Dæa The personal data supplied by the Buyer to the Supplier for purposes of, or in
connection with, this Call-Off Contract.
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Buyer Reprerentative The representative appointed by the Buyer under this Call-Off Contract.

Buyer Sofl:ware Software owned by or licensed to the Buyer (other than under this Agreement),

wÏich is or will be used by the Supplier to provide rhe Services.

Call-OffConUact Ttris call-off contract entered into following the provisions of the Framework

Agreemeut for the provision of Services made berween the Buyer and the Sqpplier

comprising the Order Form, the Call-Off terms and conditions, the Call-Off
schedules and che Collaborarion Agreement.

Cbarges The prices (excìuding any applicable VAT), payable to the Supplier by the Buyer

under this Call-Off Contract.

Collaboration Agreement An agreement, substantially in the form set out at Schedule 3, berween the Buyer

and any combination ofthe Supplier and contractors, ro ensure collaborative

working in rheir delivery of the Buyer's Services and to ensure that the Buyer

receives end-to-end services across its IT estate.

Commercidly Se¡¡itÍve Informådon Information, which the Buyer has been notified about by the Supplier in writing
before the Start Date with futl details of why the Information is deemed to be

commercially sensitive.

Co¡fidential f¡S¡u¡Ëon Data, personal data and any information, which may ínclude (but isn't limited to)
any:

r information about business, affairs, developments, trade secrets, know-
how, personnel, and third parties, including all intellectual Property
Rights (IPRs), together with all information derived from dny of the above

r other information clearly designated as being confidential or which ought

reasonably be considered to be confidential (whether or not it is marked

'confidential').

Contol 'Conrrol' as defined in section ll24 and 450 of the Corporation Tax

Act 2010. 'Controls' and 'Concrolled'will be ínterpreted accordingly

Cotrt¡oller Takes the meaning given in che GDPR.

Crowu The government of the United Kingdom (including the Northern lreland Assembly

and Execulive Committee, the Scottish Executive and the National Assembly for
W'ales), including, but not limited to, government ministers and government

departments and particular bodies, persons, commissions or agencies carrying ont
functions on its behalf.

Dat¿ Loss Event even[ rhat results, or may result, in unauthorised access to Personal Data held by
the Processor under this Eramework Agreement and/or actual or potential loss

and/or destruction of Personal Data in breach of this Agreement, including any

Personai Data Breach

Data Protectio[ Impact Assessment An assessment by rhe Controller of ¡he impact of the envisaged Processing on the

p¡otection of Personal Data.

Data Protectioa Legislation (DPL) Data Protection Legislation means:

Ð

iÐ

(i) che GDPR, che LED and any applicable nacional implementing
Laws as amended from time to time
(ii) the DPA 2018 [subiect to Royal Assent] to the extenr that it relates

to Processing of personal data and privacy;

36



iiÐ (iii) all applicable Law abouc the Processing of personal data and

privacy including if applicable legally binding guidance and codes of
practice issued by the Information Commissioner .

Data Subject Takes the meaning given in the GDPR

Deftult Default is any:

r breach of the obligations of the Supplier (inctuding any fundamental

breach or breach of a fundamental cerm)

. other default, negligence or negligent statement of the Supplier, of its
Subcontractors or any Supplier Staff (whether by act or omission), in
connection with or in relation to this Call-Off Contracr

Unless otherwise specified in the Framework Agreement the Supplier is liable to

CCS for a Default of the Framework Agreement and in relation to a Default of the

Call-OffContract, the Supplier is liable to rhe Buyer.

Deliverable(s) The G-CIoud ServÍces the Buyer contrac* the Supplier to provide under this Call-
OffConuact.

DÍgtd Markeçlace The government marketplace where Services are available for Buyers to buy
(https¡//wwwdi gitdmarlceÐlace.sewice. gov.uk/)

DPÀ2018 Data Protection Act 2018.

Emplqrmeut Regulations The Transfer of Undertakings (Protectíon of Employmenr) Regularions 2006 (SI

2006/246) CTUPE) which implemens theAcquired Rights Direclive.

EDd Means to terminate; and Ended and Ending are cbnstrued accoidingly

Envi¡o¡nent¡l Inform¿tion
Regulatione or EIR

The Environmental Info¡marion Regulations 2004 together with any guidance or
codes.of practice issued by the Information Commissioner or relevant Government
department about the regulations.

Equipment The Supplier's hardware, computer and telecoms devices, plant, materials and sueh

other items supplied and used by the Supplier (but not hired, leased or loaned from
CCS or the Buyer) in the performance of its obligations under this Call-Off
Contract,

ESI Reference Number The 14 digit ESI reference number from the summary of outqome screen of the ESI

tool.

Emplo¡zment Sanrc Indicator te¡t tool
or ESI tool

The HMRC Employment Status Indicator test rool. The most up-to-date version
must be used. At the tíme of drafting the tool may be found here:

htr¡¡://tools. hmrc.Sov.uVesi

bcpiri Date The expiry date of this Call-OffContract in the Order Forrn.

Force Majzure A Force Maþure event means anything affecring either Party's performance of
their obligations arising from any:

e acts, events or omissions beyond the reasonable cqntrol ofthe affected

Party
. riots, war or armed conflict, acts of terrorism, nuclear, biologicaÌ or

chemical warfare
I acts ofgovernment, local government or Regulatory Bodies
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¡ fire, fiood or disaster and a¡y failure or shortage of power or fuel
¡ industrial dispuce affecting a third party for which a substitute third parry

isn't reasonably available

The following do not constitute a Force Majeure event:

o any industrial dispute about the Supplier, its staff, or failure in the

Supplier's (or a Subcontractor's) supply chain
. any event which is attributable to the wilful act, neglect or failure to take

reascinable precautions by the Parry seeking lo rely on Force Majeure
o tlie event wÍ¡s foreseeable by the Party seeking to rely on Force Majeure at

the tíme this Call-Off Cortract v/as entered into
. any event which is attributable to the Party seeking to rely on Force

Majeure and its faiiure to comply with ie own business continLliry and '

disaster recovery plans

Former Supplier A supplier supplying services to the Buyer before the Start Ðate that are the same

as or substanlially similar to the Services. This also inciudes any Subcoilractor or
the Supplier (or any subcontractor ofthe Subcontractor).

Frrmework Agreement The clauses of framework ågreelnent RM1557.11 together with the Framework
Schedules.

Fraud Any offence under Laws creating offences in respect of fiaudulent acts (including

the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in
relation to this Calt-Off Contract or defrauding or artempting to defraud or
conspiring to defraud the Crown.

Freedom of Informodon Act or FoIA The Freedom of Information Act 2000 and any subordinate legislation made under
the Act together with any guidance or codes of practice issued by rhe Information
Commissioner or relevant Government department in relalion to the legislation.

GClor¡d Sewices The cloud services described in Framework Agreement Section 2 (Services

Offered) as defined by the Service Definition, the Supplier Terms and any related

Application documentation, which the Supplier must make available ro CCS and

Buyers and those services which are deliverable by the Supplier under the

Collaboration Agreement.

GDPR The General Data Protection Regulation (Regulation (Eü) 2Aß/679).

Good Induruy Practice Standards, practices, methods and process confbrming to the Law and the exercise

of that degree of skill and care, diligence, prudence and foresighr which would
reasonably and ordinariiy be exþected from a skilled and experienced person or
body engaged in a similar undertaking in the same or simila¡ circu¡ristances.

eroverÈme¡rt P¡ocurement Card The Government's preferred method of purchasing and payment for low value

goods or services htçs://www.gov.uk/governmenVpublications/government-
procurement-card--2,

Gu¡¡a¡tee The guarantee described in Schedule 5

Guid¡¡ce Any current UK Government Guidance on the Public Contracts Regulations 2015.

In the event of a conflicc between, any current UK Government Guidance and the

Crown Commercial Service Guidance, current UK Government Cuidance will take

precedence.
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InplemeatadonPlaa The plan with an outline of processes (including data standards for migration),

costs (for example) of implementing the services which may be required as pan of
Onboarding.

Indicative Te¡t ESI tool complered by contractors on their own behalf at thç request of CCS or the
Buyer (as applicable) under clause 4.6.

Information Has the meaning given under section 84 of the Freedom of Information Act 2000.

Information Security Management

Syotem

The information sècuriry management system and process developed by the
Supplier in accordance with clause 16.1.

I¡side IRÍ15 Contractual engagements which would be determined to be within the scope of
the IR35 Intermediaries legiclarion if assessed using the ESI tool-

Insohrenq¡ Event Can be:

a voluntary arrangement

a winding-up petition
the appointment of a receiver or administrator
an unresolved statutory demand
a Schedule,A.l moratorium.

a

a

a

a

a

Intellectual Property RigÞrr or IPR Intellectual Property Rights are:

o copyright, rights related to or affording protection similar to copyright,
righrs in databases, patents and rights in inventions, semi-conductor
topography rights, trade marks, rights in internet domain names and

website addresses and other rights in trade names, designs, Know-How,
trade secrets and other rights in Confidential Informarion

r applications for registration, and the right to apply for registration, for any

of the rights listed at (a) that are capable ofbeing registered in any

country or jurisdiction
¡ all othei rights having equivalent or simílar effect in any country or

jurisdiction

fntermedia¡y For the purposes of the IR35 rules an intermediary can be:

. o the supplier's own limited company
o a service or a personal service company
. a PartnershiP

It does not apply if you work for a client through a Managed Service Company
(MSC) or agency (for example, an employment agency).

IPROaim As set out in clause 11.5.

TR35 IR35 is.also known as 'Intermediaries legislation'. It's ¿ set of rules that affect tax

a¡d National Insurance where a Supplier is contracted to work for a client through
an lncermediary.

IRiÍì5 Â¡ees¡ment Assessment of employment status using the ESI Èool to determine if engagement is

Inside òr Outside IR35.

Kriov-How All ideas, concepts, schemes, information, knowledge, rechniques, methodology,
and anything else in the nature of know-how relating to the G-Cloud Services but
exclud.ing know-how alreaily in the Supplier's or CCS's possession before the Start
Date.
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IÂñr Any applicable Act of Parlíament, subordinate legislation within the meaning of
Section 21(l) ofthe Interpretation Act 1978, exercise ofthe royal prerogative,

enforceable communiry right within the meaning of Section 2 of the European

Communities Ãct l972,judgment of a relevanr court of law, or direcLives or
requirements of any Regulatory Body.

LED Law Enforcement Direccive (EU) 2016/680

I¡sc
All losses, liabiliries, damages, costs, expenses (including legal fees), dísbursements,

costs of ínvestigation, litigation, Eettlement, judgment, interest and penafties

whether arisíng in confract, tort (includiry negligence), breach of statutory dury,

misrepresentation or otherwise and'Losses' will be interpreted accordingly.

Lot Any of the 3 Lots specified in che ITT and Lots will be construed acèordingly.

Msliciol¡s Softwo¡e Àny softwarc program or codc iutcndcd to destroy, interfere with, comrpt, or

c¿use undesired effects on progrirm files, data or other informat"ion, execu[able

code or application soÍtware macros, whether or not its operation is immediate or

delayed, and whether the malicious software is introduced wilfully, negligently or
withour knowledge of its exiscence

Management Charge The sum paid by the Supplier ro CCS being an amount of up to 1olo but currently
set at 0.75olo of all Charges for the Services invoiced to Buyers (net of VAT) in each

month throughout the duration of the Framework Agreement and thereafter, unûl
the expiry or End of any Call-Off Contract.

Management Infomation The management information specified in Framework Agreement section ó (Whac

you report co CCS).

Material Breach Those breaches which have been expressly set out as a material breach and any

ocher single serious breach or persistent failure to perform as required under this

Call-Off Contract.

Minietry of [ustÍce Code The Ministry of fustice's Code of Practice on lhe Discharge of the Functions of
Public Au¡horities under Pan I of the F¡eedom of Information Act 2000.

Nelv Fatu Deal The revised Fair Deal posirion in the HM Treasury guidance: "Fair Ðeal for staff
pensíons: stafftransfer from cenral government" issued in October 2013 as

amended.

Order An order for G-CIoud Services placed by a Contracting Body with the Supplier in
accordance with the Ordering Processes.

Order Fo¡m The order form se! oul in Parr A of the Call-Off Contract to be used by a Buyer to

ordet G-Cloud Services.

Ordered GCloud Sen¡icee G-Cloud Services which are the subject of an Order by the Buyer.

Ouuide IR35 Contraccuai engagements which would be determined to not be within the scope

of the lR35 intermediaries legislation if assessed using the ESI rool.

Party The Buyer or the Supplier and 'Parties'will be ínterpreted accordingly

Penoual Dat¡ Takes the meaning given in the GDPR.

Per¡onal Daa Breach Takes che meaning given in che GDPR.
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Processirg Takes the meaning given in the GDPR

Processor Takes the meaning given in the GDPR.

ProbibitedAct To direcrþ or indirectly offer, promise or give any person working
for or enfaged by a Buyer or CCS a ñnancial or other advantage

to:
r induce that person to perform improperly a relevant function or activiry
r reward that person for improper performance of a relevant function or

activÍty
r commit any offence:

o under the Bribery Act 2010
o under legislation creaËing offencês concerning Fraud

o at common Law concçrning Fraud

o committing or attempting or conspiring to commit Fràud

ProiectSpecific IPRs Any intellectual property rights in items crea[ed or arising out of the performance

by the Supplier (or by a third party on behalf of the Supplier) specifically for the

purposes of this CaIl-Off Contracc including databases, configurations, code,

instructions, technical docunientatíon and schema but not including the Supplier's

Background IPRs.

Property Assets and properry including technical infrastructure, IPRs and equipment.

Protective Mea$¡¡eg Appropriate technical and organisational measures which may include:
pseudonymising and encrypting Personal Data, ensuriirg conñdentialiry, integrity,
availabiliry and resilience of systerns and services, ensuring that availabilicy of and

access to Personál Data can be restored in a timely manner after an íncident, and

regularly assessing and evaluatiirg the effectiveness of such measures adopted by it.

PSN orRrblic Sen¡ices Nen¡¡prk The Public Services Nerwork (PSN) is the Government's high-performance
network which helps public sector organisations work together, reduce duplication
a¡d share resources.

Regulæory Body or Bodieg Government departments and other bodies which, whether under statute, codps of
pracLice or otherwise, are entitled ro investigate or influence the matters dealt with
in this Call-Off Contract.

Releva¡t Person Any employee, agent, servarrt, or representative of the Buyer, any other public

body or person employed by or on behalf of the Buyer, or any other public body.

Relev¿¡t T¡a¡sfer A transfer of employment to which the Employment Regulations applies

Replacement Senrices Àny services which are.the same as or substantially similar to any of rhe Services

and which the Buyèr receives in substitution for any of the Services after the

expiry or Ending or partial Ending of the Call-Off Contract, whether those servicés

are provided by the Buyer or a third party.

Replacement SuBplier Àny third-parcy service provider of Replacement Services appointed by the Buyer

(or where the Buyer is providing replacernenc Services for its own account' the
Buyer).

Security Managenent Plan The Supplier's securiry managemeÍt plan developed by the Supplier in accordance

wich clause 16.1.

Service¡ The services ordèred by the Buyer as set out in the Order Form.
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Service Dat¿ Data that is owned or managed by the Buyer and used for the G-Cloud Services,

including backup'daca.

Sen¡ice Definitiou(c) The deñnítion of the Supplier's G-Cloud Services provided as part of their
Appiication that includes, but isn'c limited to, those items listed in Section 2

(Services Offered) of the Framework Agreement,

Service Description The descriprion of the Supplier serrrìce offering as published on the Digital
Marketplace. r

Service PersoD¡l Dst& The Personal Data supplied by a Buyer to the Supplier in the course bfthe use of
the G-Cloud Services for purposes of or in connectiorl with this Call-Off Contract.

Spend Controls The approval process used by a centrâl government Buyer ifit needs to spend

money. on certain digital or technology services, see h¡tps:/1www.gov.uV¡eryice-
rna¡uaUagile-deliveryy'qpend-controls-check:if-J¡ou-¡eed-apg¡oval-to-spend-

monel¡-on-a-serwice

St¡¡t Daæ The start date of this Call-Off Contract a¡¡ set out in the Order Form,

Subcontract Any contract or agreement or proposed ágreement berween the Supplier and a

'Subcontractorin which the Subcontractor agrees co þrovide to the Supplier the G-
Cloud Services or any pârt thereof or facilities or goods and services necessary for
the provision of the G-Cloud Services or any part thereof.

Subcontractor Any third party engaged by the Supplier under a Subcontract (permitted under rhe

Framework,A.greement and the CaIl-Off Contract) and its servants or agents in
connection r¡(.ith the provision of G-Cloud Services.

Subprocerror Any third party appointed !o process Persor¡al Da[a un beha]f of the Supplier under
chis Ca]1-Off ConLract.

Supplier The person, firm or company identified in the Order Form.

Supplier Represeutrtir¡e The representative âppointed by the Surpplier Í?om time to time in relation ro the
Call:Off Contracc.

Supplier Staff All persons employed by the Supplier togetheÌ with the Supplier's servanrs, agents,

suppliers and Subcontractors used in the performance ofits obligations urider this
Call-Off Contract.

SupplierTerus The relevant G-CIoud Service rerms and conditions as set orlt in the Terms and

Conditions document supplied as part of the Supplier's Applicatiôn.

Te¡m The term of this CaIl-Off Contract as set.out in ¡he Order Form.

Variation This has the meaning given to it in clause 32 (Variation process).

Working Days Any day other than a Saturday, Sunday or public holiday ín England and V/ales.

Yea¡ A contract year..
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Schedule 7 - GDPR Information

This schedule reproduces the annexes to the GDPR schedule contained within the Framework

Agreement and incorporated into ¡¡¡s Ç¿l!-off Contract.

A¡nex I - ProcessingPensonalDat¿

This Annex shatl be completed by the Controller, who may take account of the view of the Processors,

however the final decision as to the content of this Annoc shall be with the Buyer at îts absolute

rliscretion.

1.1 The contact details of the Buyer's Data Protection OfÊcer are:

1.2

1.3

7.4

The contact details of t}íe Supplieris Data Protection Officer are:

-

The Processor shall comply with any further written instructions with respect to Processing by the
Controller.
Any such further instructions shall be incoþorated into this Annex.

Identity of '

Controller for each

Category of
Personal Data

lbe Buyer is Gontroller and the Supplíeris Processor

The Parties acknowledge thàt in accordance with paragraph 2-15

Framework Agreement Schedule 4 (W'here the Paity is a Controller

and. the other Partyis Processor) and for the purposes of the Data

Protection Legislation, the Buyer is the Controller and the Supplier is

the Processor of the following Personal Data:

. Employee names and email addresses only. This information is

needed to enable the application to allow users to login to the
system and access functionality they are authorised to use.
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Duration of the

Processing

01 October 2019 - 01 May 2021 (Assuming contract is extended and .

allowing for an additional 30 days following contract extension end on

01 Aprit 2021).

NaNre and

pur?oses of the

Processing

The information collected by the Supplier and sent by the Buyer will
be the name and email address of each user for whom a, software

licence is purchased.

The information is provided by the Buyer.

The information is recorded in the software system to enable the user

to login to the system and access features they are authorised to use-

The information will also be stored in the Supplier's filing system

which will be an access-controlled area with only approved,

appropriately cleared members of staffable to access it. This

information, recoided below, is held against the employee name and is

used ftr¡ billing ptuposes and for controlling the Supplier's data

retention policy.

¡ The date the software licence was assignèd and expiry date;

¡ The type of licence assigned.

Thg personal data should not be adapted or altered ever unless at the

request ofthe Buyer.

This data should be made available to the Buyer on written request.

The purpose of the information held is to enable the delivery of the

contract to deliver access to the software system.

Tlpe of Personal

Data

Names and email addresses
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Categories of Data

Subject

Staffand contractors whom the Buyer wishes to have access to the

software.

Plan for return and

destruction of the

data once the

Processing is

complete

UNLESS

requirement under

Union or Member

State law to

preserve that type

of data

On the closure of a user's account the personal information should only

be retåined for à minimum of 14 days and a maximum of 30 days. All
personal dat4 shall be deleted no later than 30 days after the eryiry of
this Call-Off Contract.
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