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BUSINESS CONTINUITY

4.

Definitions

For business continuity definitions, please refer to Clause 1 (Definitions) of the
Agreement.

Purpose of this Schedule

This Schedule 5 (Business Continuity) sets out the Council's requirements for
ensuring continuity of the delivery of the Service in the event of a disruption or
failure of the Service. It also includes a requirement on the Provider to
develop, exercise, review/change/maintain a Business Continuity Plan (‘the
BC Plan’).

Related Subcontractors

The Provider will ensure that its related subcontractors have written business
continuity plans of at least an equivalent standard to those required hereunder
and so far as practicable mirroring those applicable hereunder and that the
Council will have rights in respect of the related subcontractors in relation to
business continuity and disaster recovery and related planning and exercising
equivalent to its rights in respect of the supplier under this schedule, and in
particular with regard to (a) integration, exercising, inspection and audit with
the equivalent plans of related service suppliers and (b) the supply of audit
reports.

General Principles and Requirement

4.1 The Provider will demonstrate to the reasonable satisfaction of the Council the

specific elements of the following that relate to the services provided to the
Council:

4.1.1 A Business Continuity Policy and Strategy which:

4.1.1.1 Contains an obligation upon the Provider to liaise with the Council

and (at the Council's request) any related service supplier with
respect to issues concerning business continuity where applicable.

4.1.1.2 Provides details of how the invocation of any element of the BC Plan

may impact upon the operation of the Service and any Services
provided to the Council by a related service supplier.

4.1.1.3 Provides for the provision of technical advice and assistance to key

contacts at the Council as notified by the Council from time to time to
inform decisions in support of the Council’s business continuity
plans.
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4.1.2 A Business Impact Analysis.

4.1.3 A Risk Assessment, including:

4.2

5.1

5.2

5.3

5.4

5.5

5.6

5.7

4.1.3.1 Failure or disruption scenarios and assessments and estimates of

frequency of occurrence (including in particular pandemic flu).

4.1.3.2 Identification of any single points of failure within the Service and

processes for managing the risks arising thereof.

4.1.3.3 Identification of risks arising from the interaction of the Service with

the Services provided by a related service supplier.

The Provider will not be entitled to any change in or relief from its obligations
under this Contract or to any increase in the amounts payable under this
Contract to the extent that a failure or disruption occurs.

Business Continuity Plan

The BC Plan will address the various possible levels of failure of or disruption
to the Service and the steps to be taken to remedy the different levels of
failure and disruption.

Set out how the BC Plan links to any Staff loss or IT disaster recovery plan of
the Provider together with the circumstances in which and the procedures by
which each may be brought into operation.

Detail how the BC Plan links and interoperates with any overarching and/or
connected BC plan of the Council and any of its other related service
suppliers as notified to the Provider by the Council from time to time (and in
particular any prepared in connection with the Civil Contingencies Act 2004).

Identify the responsibilities (if any) that the Council has agreed it will assume
in the event of the invocation of the BC Plan.

Set out key contact details (including roles and responsibilities) for the
Provider (and any related subcontractors) and for the Council.

Contain a communication strategy to cover communications during an
incident:

(a) Between the Council and the Provider.
(b)  To and from the media.
(c) To and from the general public.

The BC Plan will also set out how the Provider will communicate to the
Council early warning of any problem(s) that may impact on the Service
delivery.
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5.8

5.9

5.10

6.1

Where the Provider is responsible for data input, set out method(s) of
recovering or updating data collected (or which ought to have been collected)
during an incident to minimise data loss and preserve data integrity. Where
the Council is responsible for data input, the Council accepts that it may lose
the data input beyond the Recovery Point Objective.

The BC Plan will be designed so as to ensure that the adverse impact of any
Service failure or disruption on the operations of the Council and on Service
Users is minimised as far as reasonably possible.

The BC Plan will be kept current and will be sufficiently flexible to support any
changes to the Service or to the business processes facilitated by and the
business operations supported by the Service.

Exercising

The Provider will exercise the BC Plan on a regular basis and in any event not
less than once in each 12 month period starting on the Commencement Date
or any anniversary thereof. The Provider shall:

6.1.1 Provide to the Council upon request the schedule of exercising that will
take place in the following 12 months. Once requested, any variance to
this will be identified to the Council ASAP in sufficient time so that the
Council can participate in the exercise if it so chooses.

6.1.2 Include in the schedule of exercising above such number of Council
run exercises as the Council may reasonably require.

6.1.3 Undertake and manage exercising of the BC Plan in full consultation
with the Council (where requested to do so by the Council), and will
liaise with the Council in respect of the planning, performance, and
review of each exercise, and will comply with the reasonable
requirements of the Council in this regard. If the Council has requested
the Provider to consult with them a set of success criteria will be
agreed for each exercise. The Council will have the right to observe
each exercise but takes no responsibility for the management or
outcome of the exercise.

6.1.4 Furnish the Council with copies of the relevant exercise plans, exercise
scripts and exercise data at least 10 working days before the exercise
if requested to do so.

6.1.5 Afford the Council every opportunity to be present at such exercise, to
observe the same if requested to do so.

6.1.6 Within ten working days of the conclusion of each exercise, if
requested to do so send to the Council a written report setting out:

6.1.6.1 The outcome of the exercise.
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6.2

6.3

7.1

6.1.6.2 Any failures in the BC Plan revealed by the exercise.

6.1.6.3 The Provider's initial proposals for remedying any such
failures.

6.1.7 Following each exercise, the Provider will take all measures reasonably
requested by the Council, (including requests for the re-exercising of
the BC Plan) to remedy any failures in the BC Plan and such remedial
activity and re-exercise will be completed by the Provider, at no
additional cost to the Council, by the date reasonably required by the
Council and set out in such notice. Re-exercising will continue until the
Provider has shown to the reasonable satisfaction of the Council that
the remedial measures have been successful.

6.1.8 Subject to paragraph 6.1.9, the Council may require the Provider to
conduct additional exercising of some or all aspects of the BC Plan at
any time where the Council considers it necessary, including where
there has been any change to the Service or any underlying business
processes, or on the occurrence of any event which may increase the
likelihood of the need to invoke the BC Plan.

6.1.9 If the Council requires an additional exercise of the BC Plan it will give
the Provider written notice and the Provider will conduct the exercise in
accordance with the Council's requirements and the relevant provisions
of the BC Plan. The Provider’s costs of the additional exercise will be
borne by the Council unless the BC Plan fails the additional exercise in
which case the Provider’s costs of that failed exercise will be borne by
the Provider.

The Provider will ensure that any use by it or any Subcontractor of "live" data
is agreed in line with the Council’s Data Sharing Protocol. The Provider will
within three working days of completion of the relevant exercise return all live
data used in such exercising to the Council, procure the destruction of all
copies thereof and certify in writing signed by a director of the Provider that all
such data has been returned and all such copies have been destroyed.

For the avoidance of doubt, the carrying out of an exercise of the BC Plan
(including an exercise of the BC Plan’s procedures) will not relieve the
Provider of any of its obligations under this Contract.

Maintenance

The Provider will review the BC Plan (and the risk analysis and business
impact analysis on which it is based):

7.1.1 On a regular basis and as a minimum once every six calendar months
or whenever there is a major business change in the Council (or in the
Provider where it affects the Service provided).
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7.2

7.3

8.1

8.2

7.1.2 Within two weeks of the BC Plan (or any part) having been invoked in
an event of a failure or disruption.

7.1.3 In the event of any change altering either the likelihood of the BC Plan
being invoked or its efficacy on being invoked.

7.1.4 Where the Council requests any additional reviews (over and above
those provided for above) by notifying the Provider to such effect in
writing, whereupon the Provider will conduct such reviews in
accordance with the Council's written requirements. The costs of both
Parties for any such additional reviews will be met by the Council.

If requested to do so by the Council, the Provider shall, within 20 working
days of the conclusion of each such review of the BC Plan, provide to the
Council a report setting out:

7.2.1 The findings of the review.
7.2.2 Any changes in the risk associated with the operation of the Service.

7.2.3 The Provider’s proposals for addressing any changes in the operational
risk profile and its proposals for amendments to the BC Plan following
the review.

The Provider will as soon as is reasonably practicable after receiving the
Council's approval of the Provider's Proposals (having regard to the
significance of any risks highlighted in the Review Report) effect at its own
expense any change in its practices or procedures necessary so as to give
effect to the Provider’s Proposals.

Audit

The Provider will at all reasonable times allow any auditor conducting an
internal or external audit on the Council access to any records, information
and data (“the Documentation”) in the possession or control of the Provider
which in any way relate to or are or have been used in connection with the
performance of the Provider’s obligations under this Schedule including (but
without limitation) Council data and information stored on a computer system
operated by any subcontractor/ supplier and will permit such auditor (a) to
copy such Documentation and to retain such copies (but not to process the
same within the meaning of the Data Protection Legislation save for audit
purposes hereunder) and (b) to remove for a period not exceeding five
working days the originals of such Documentation. Where such
Documentation may form part of the evidence in criminal proceedings, the
auditor may retain (and make available to the police and crown prosecution
services) such Documentation until such proceedings are concluded or
abandoned.

The Provider will forward to the Council within ten working days of publication
any report by the internal or external auditors of the Provider or of any Related
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9.1

10.

10.1

10.2

10.3

Subcontractor relating to activities of or factors in connection with the Supplier
or Related Subcontractor which might reasonably be considered to relate to
matters the subject of the BC Plan or to any actual or potential effect on the
capability of the Provider or Related Subcontractor to comply with the BC Plan
or to deliver the Service or any activities supporting such delivery.

Invocation of the Business Continuity Plan

In the event of a partial or complete cessation of delivery of the Service, the
Provider will immediately investigate and if appropriate invoke the BC Plan.
The Council will be informed promptly (and in any event within one hour) of
such invocation. In all other instances the Provider will only invoke or
exercise the BC Plan in consultation with the Council.

Nominated Contacts

The Provider will ensure that named staff are assigned to all agreed roles and
maintain their contact details.

The Council will ensure that named staff are assigned to all agreed roles and
maintain their contact details.

Each party will use all reasonable endeavours to ensure that each named
person whom it assigns as aforesaid is fully competent to perform the role to
which that person is assigned.
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