Framework Schedule 6 (Order Form Template and Call-Off
Schedules)

Order Form
CALL-OFF REFERENCE: C241782-Provision of Network Infrastructure Hardware and
Associated License (MFT23-0040)
THE BUYER: Manchester University NHS Foundation Trust
BUYER ADDRESS Cobbett House
Manchester University NHS Foundation Trust
Oxford Road
Manchester M13 9WL
THE SUPPLIER: CDW Limited
SUPPLIER ADDRESS: One New Change, London, EC4M 9AF
REGISTRATION NUMBER: 02465350
DUNS NUMBER: 504971730
SID4GOV ID: Not used

APPLICABLE FRAMEWORK CONTRACT

This Order Form is for the provision of the Call-Off Deliverables and dated 14/02/2024
It's issued under the Framework Contract with the reference number RM6098 for the provision of
Technology Products & Associated Service.

CALL-OFF LOT(S):
Lot 1 Hardware and Software and Associated Services

CALL-OFF INCORPORATED TERMS

The following documents are incorporated into this Call-Off Contract. Where numbers are missing
we are not using those schedules. If the documents conflict, the following order of precedence
applies:

This Order Form including the Call-Off Special Terms and Call-Off Special Schedules.
Joint Schedule 1 (Definitions and Interpretation) RM6098

Framework Special Terms

The following Schedules in equal order of precedence:

A

e Joint Schedules for RM6098
o Joint Schedule 2 (Variation Form)



o Joint Schedule 3 (Insurance Requirements)
o Joint Schedule 10 (Rectification Plan)

o Joint Schedule 11 (Processing Data)

O

e Call-Off Schedules for RM6098

o Call-Off Schedule 5 (Pricing Details)
o Call-Off Schedule 6 (ICT Services) including Annexes A to E
o Call-Off Schedule 9 (Security)

5. CCS Core Terms (version 3.0.11) as amended by the Framework Award Form
6. Joint Schedule 5 (Corporate Social Responsibility) RM6098

No other Supplier terms are part of the Call-Off Contract. That includes any terms written on the
back of, added to this Order Form, or presented at the time of delivery.

CALL-OFF SPECIAL TERMS

None

CALL-OFF START DATE: 29/03/2024
CALL-OFF EXPIRY DATE: 28/03/2025
CALL-OFF INITIAL PERIOD: 12 months

CALL-OFF DELIVERABLES
Cisco equipment, as per Supplier quotation in Call-Off Schedule 5 — Pricing Details

LOCATION FOR DELIVERY
(Please arrange time before delivery)
Nick Everton House, 78 Grafton Street,
Manchester M13 9LR

DATES FOR DELIVERY
Delivery shall follow receipt of Buyer’'s Purchase Order.

TESTING OF DELIVERABLES
None

WARRANTY PERIOD
The warranty period for the purposes of Clause 3.1.2 of the Core Terms shall be as per
Manufacturer Warranty.

MAXIMUM LIABILITY
The limitation of liability for this Call-Off Contract is stated in Clause 11.2 of the Core Terms.

The Estimated Year 1 Charges used to calculate liability in the first Contract Year is
£2,274,934.23 Estimated Charges in the first 12 months of the Contract.

CALL-OFF CHARGES
See details in Call-Off Schedule 5 (Pricing Details)



REIMBURSABLE EXPENSES
Not applicable

PAYMENT METHOD
BACS — 30 days from receipt of Supplier’s valid and undisputed invoice.

BUYER’S INVOICE ADDRESS:

Accounts Payable - Central Invoices

Finance and Procurement Business Unit
Trafford General Hospital Davyhulme

M41 5SL

Email Invoices to: accounts.payable@mft.nhs.uk

BUYER'S AUTHORISED REPRESENTATIVE

Karen Flintoft

Deputy Director of Informatics Commercial Services
Trafford General Hospital,

Davyhulme, Manchester,M41 5SL
Karen.Flintoft@mft.nhs.uk

BUYER’S ENVIRONMENTAL POLICY
Not applicable

BUYER’S SECURITY POLICY
Not applicable

SUPPLIER’S AUTHORISED REPRESENTATIVE
Penny Williams

VP of Sales

Enablement@uk.cdw.com

SUPPLIER’'S CONTRACT MANAGER
Shamraz Khan

Account Director

s.khan@uk.cdw.com

PROGRESS REPORT FREQUENCY
Not applicable

PROGRESS MEETING FREQUENCY
Not applicable

KEY STAFF
Not applicable

KEY SUBCONTRACTOR(S)
Not applicable


mailto:accounts.payable@mft.nhs.uk
mailto:Karen.Flintoft@mft.nhs.uk
mailto:Enablement@uk.cdw.com
mailto:s.khan@uk.cdw.com

COMMERCIALLY SENSITIVE INFORMATION

All the supplier's submitted technical response and commercial pricing excluding the Total
Contract Value. Reason: Commercial Sensitivity (Section 43).

SERVICE CREDITS
Not applicable

ADDITIONAL INSURANCES
Not applicable

GUARANTEE
Not applicable

SOCIAL VALUE COMMITMENT
Not applicable

For and on behalf of the Supplier: For and on behalf of the Buyer:

Signature: Signature: ﬂ, ) CAQMKL@\\Q&Q\I

Name: Penny Williams Name: Jenny Ehrhardt

Group Chief Finance Officer
Role: VP of Sales Role:

Date: 16/02/2024 Date: 19.2.2024




The following Joint and Call-Off Schedules and the information contained within, shall be incorporated and
form the Call-Off Contract alongside the Call-Off Order Form. Where there are no amendments to the
Schedules, these shall not be incorporated and copies of these can be found on the RM6098 Framework
landing page as published by Crown Commercial Service (CCS): Technology Products & Associated Services 2 -
CCS (crowncommercial.gov.uk)

Joint Schedule 11 (Processing Data)

Definitions
1. In this Schedule, the following words shall have the following meanings and they shall
supplement Joint Schedule 1 (Definitions):
“Processor all directors, officers, employees, agents, consultants and
Personnel” suppliers of the Processor and/or of any Subprocessor
engaged in the performance of its obligations under a
Contract;

Status of the Controller
2. The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature
of the activity carried out by each of them in relation to their respective obligations under a
Contract dictates the status of each party under the DPA 2018. A Party may act as:
(@) “Controller” in respect of the other Party who is “Processor”;
(b) “Processor” in respect of the other Party who is “Controller”;
(c) “Joint Controller” with the other Party;

(d) “Independent Controller” of the Personal Data where the other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1
(Processing Personal Data) which scenario they think shall apply in each situation.

Where one Party is Controller and the other Party its Processor

3. Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex
1 (Processing Personal Data) by the Controller and may not otherwise be determined by the
Processor.

4, The Processor shall notify the Controller immediately if it considers that any of the Controller's

instructions infringe the Data Protection Legislation.

5. The Processor shall provide all reasonable assistance to the Controller in the preparation of
any Data Protection Impact Assessment prior to commencing any Processing. Such
assistance may, at the discretion of the Controller, include:

(@) a systematic description of the envisaged Processing and the purpose of the Processing;

(b) an assessment of the necessity and proportionality of the Processing in relation to the
Deliverables;
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(c)
(d)

(@)

(b)

(c)

(d)

an assessment of the risks to the rights and freedoms of Data Subjects; and

the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection with its
obligations under the Contract:

Process that Personal Data only in accordance with Annex 1 (Processing Personal Data)
and shall not Process the Personal Data for any other purpose, unless the Processor is
required to do otherwise by Law. If it is so required the Processor shall notify the Controller
before Processing the Personal Data unless prohibited by Law;

ensure that it has in place Protective Measures, which are appropriate to protect against a
Data Loss Event, including in the case of the Supplier the measures set out in Clause 14.3
of the Core Terms, which the Controller may reasonably reject. In the event of the Controller
reasonably rejecting Protection Measures put in place by the Processor, the Processor must
propose alternative Protective Measures to the satisfaction of the Controller. Failure to reject
shall not amount to approval by the Controller of the adequacy of the Protective Measures.
Protective Measures must take account of the:

0) nature of the data to be protected;
(i) harm that might result from a Data Loss Event;
(i)  state of technological development; and
(iv)  cost of implementing any measures;
ensure that:

0] the Processor Personnel do not Process Personal Data except in accordance
with the Contract (and in particular Annex 1 (Processing Personal Data));

(ii) it takes all reasonable steps to ensure the reliability and integrity of any
Processor Personnel who have access to the Personal Data and ensure that
they:

A are aware of and comply with the Processor’s duties under this Joint
Schedule 11, Clauses 14 (Data protection), 15 (What you must keep
confidential) and 16 (When you can share information) of the Core
Terms;

B are subject to appropriate confidentiality undertakings with the Processor
or any Subprocessor;

© are informed of the confidential nature of the Personal Data and do not
publish, disclose or divulge any of the Personal Data to any third party
unless directed in writing to do so by the Controller or as otherwise
permitted by the Contract; and

(D) have undergone adequate training in the use, care, protection and
handling of Personal Data;

not transfer, Process, or otherwise make available for Processing, Personal Data outside of
the UK unless the prior written consent of the Controller has been obtained (such consent
may be withheld or subject to such conditions as the Customer considers fit at the
Customer's absolute discretion) and the following conditions are fulfilled:

(i) the destination country has been recognised as adequate by the UK
Government in accordance with Article 45 UK GDPR or section 74 of the DPA
2018;



(e)

(@)
(b)
(c)

(d)

(€)

(f)

(@)
(b)

(i) Controller or the Processor has provided appropriate safeguards in relation to
the transfer (whether in accordance with UK GDPR Atrticle 46 or section 75 DPA
2018) as determined by the Controller;

(i)  the Data Subject has enforceable rights and effective legal remedies;

(iv)  the Processor complies with its obligations under the Data Protection Legislation
by providing an adequate level of protection to any Personal Data that is
transferred (or, if it is not so bound, uses its best endeavours to assist the
Controller in meeting its obligations); and

(v) the Processor complies with any reasonable instructions notified to it in advance
by the Controller with respect to the Processing of the Personal Data;

if any of the mechanisms relied on under paragraph 6(d) in respect of any
transfers of Personal Data by the Processor at any time ceases to be valid, the
Processor shall, if possible, implement an alternative mechanism to ensure
compliance with the Data Protection Legislation. If no alternative mechanism is
available, the Controller and the Processor shall work together in good faith to
determine the appropriate measures to be taken, taking into account any
relevant guidance and accepted good industry practice. The Controller reserves
the right to require the Processor to cease any affected transfers if no alternative
mechanism to ensure compliance with Data Protection Legislation is reasonably
available; and

at the written direction, and absolute discretion, of the Controller, delete or return Personal
Data (and any copies of it) to the Controller on termination of the Contract unless the
Processor is required by Law to retain the Personal Data.

Subject to paragraph 8 of this Joint Schedule 11, the Processor shall notify the Controller
immediately if in relation to Processing Personal Data under or in connection with the Contract
it:
receives a Data Subject Access Request (or purported Data Subject Access Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's obligations
under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other regulatory
authority in connection with Personal Data Processed under the Contract;

receives a request from any third Party for disclosure of Personal Data where compliance
with such request is required or purported to be required by Law; or

becomes aware of a Data Loss Event.

The Processor’s obligation to notify under paragraph 7 of this Joint Schedule 11 shall include
the provision of further information to the Controller, as details become available.

Taking into account the nature of the Processing, the Processor shall provide the Controller
with full assistance in relation to either Party's obligations under Data Protection Legislation
and any complaint, communication or request made under paragraph 7 of this Joint Schedule
11 (and insofar as possible within the timescales reasonably required by the Controller)
including by immediately providing:

the Controller with full details and copies of the complaint, communication or request;

such assistance as is requested by the Controller to enable the Controller to comply with a
Data Subject Access Request within the relevant timescales set out in the Data Protection
Legislation;



(c)
(d)
(€)

10.

(@)
(b)

(c)

11.

12.

13.

(@)

(b)

(c)

(d)

14.

15.

16.

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;
assistance as requested by the Controller following any Data Loss Event; and/or

assistance as requested by the Controller with respect to any request from the Information
Commissioner’s Office, or any consultation by the Controller with the Information
Commissioner's Office.

The Processor shall maintain complete and accurate records and information to demonstrate
its compliance with this Joint Schedule 11. This requirement does not apply where the
Processor employs fewer than 250 staff, unless:

the Controller determines that the Processing is not occasional,

the Controller determines the Processing includes special categories of data as referred to
in Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences
referred to in Article 10 of the UK GDPR; or

the Controller determines that the Processing is likely to result in a risk to the rights and
freedoms of Data Subjects.

The Processor shall allow for audits of its Data Processing activity by the Controller or the
Controller’s designated auditor.

The Parties shall designate a Data Protection Officer if required by the Data Protection
Legislation.

Before allowing any Subprocessor to Process any Personal Data related to the Contract, the
Processor must:

notify the Controller in writing of the intended Subprocessor and Processing that will be
undertaken by the Subprocessor;

obtain the written consent of the Controller (such consent may be withheld or subject to such
conditions as the Controller considers fit at the Controller’s absolute discretion);

enter into a written legally binding agreement with the Subprocessor which give effect to the
terms set out in this Joint Schedule 11 such that they apply to the Subprocessor, prior to any
Personal Data being transferred to or accessed by the Subprocessor; and

provide the Controller with such information regarding the Subprocessor as the Controller
may reasonably require.

Any Processing by a Subprocessor or transfer of Personal Data to a Subprocessor permitted
by the Controller shall not relieve the Processor from any of its liabilities, responsibilities and
obligations to the Controller under this Joint Schedule 11, and the Processor shall remain fully
liable for all acts or omissions of any of its Subprocessors.

The Relevant Authority may, at any time on not less than thirty (30) Working Days’ notice,
revise this Joint Schedule 11 by replacing it with any applicable controller to processor
standard clauses or similar terms forming part of an applicable certification scheme (which
shall apply when incorporated by attachment to the Contract).

The Parties agree to take account of any guidance issued by the Information Commissioner’s
Office. The Relevant Authority may on not less than thirty (30) Working Days’ notice to the
Supplier amend the Contract to ensure that it complies with any guidance issued by the
Information Commissioner’s Office.



Where the Parties are Joint Controllers of Personal Data

17.

In the event that the Parties are Joint Controllers in respect of Personal Data under the
Contract, the Parties shall implement paragraphs that are necessary to comply with UK GDPR
Article 26 based on the terms set out in Annex 3 to this Joint Schedule 11.

Independent Controllers of Personal Data

18.

19.

20.

21.

22.
(@)
(b)

(c)

23.

24.

25.

(@)

With respect to Personal Data provided by one Party to another Party for which each Party
acts as Controller but which is not under the Joint Control of the Parties, each Party
undertakes to comply with the applicable Data Protection Legislation in respect of their
Processing of such Personal Data as Controller.

Each Party shall Process the Personal Data in compliance with its obligations under the Data
Protection Legislation and not do anything to cause the other Party to be in breach of it.

Where a Party has provided Personal Data to the other Party in accordance with paragraph
18 of this Joint Schedule 11 above, the recipient of the Personal Data will provide all such
relevant documents and information relating to its data protection policies and procedures as
the other Party may reasonably require.

The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR
in respect of the Processing of Personal Data for the purposes of the Contract.

The Parties shall only provide Personal Data to each other:
to the extent necessary to perform their respective obligations under the Contract;

in compliance with the Data Protection Legislation (including by ensuring all required data
privacy information has been given to affected Data Subjects to meet the requirements of
Articles 13 and 14 of the UK GDPR); and

where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the nature, scope,
context and purposes of Processing as well as the risk of varying likelihood and severity for
the rights and freedoms of natural persons, each Party shall, with respect to its Processing of
Personal Data as Independent Controller, implement and maintain appropriate technical and
organisational measures to ensure a level of security appropriate to that risk, including, as
appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK GDPR, and
the measures shall, at a minimum, comply with the requirements of the Data Protection
Legislation, including Article 32 of the UK GDPR.

A Party Processing Personal Data for the purposes of the Contract shall maintain a record of
its Processing activities in accordance with Article 30 UK GDPR and shall make the record
available to the other Party upon reasonable request.

Where a Party receives a request by any Data Subject to exercise any of their rights under
the Data Protection Legislation in relation to the Personal Data provided to it by the other
Party pursuant to the Contract (“Request Recipient”):

the other Party shall provide any information and/or assistance as reasonably requested by
the Request Recipient to help it respond to the request or correspondence, at the cost of the
Request Recipient; or



(b)

26.

(@)

(b)

(c)

(d)

27.

28.

29.

where the request or correspondence is directed to the other Party and/or relates to that
other Party's Processing of the Personal Data, the Request Recipient will:

(i) promptly, and in any event within five (5) Working Days of receipt of the request
or correspondence, inform the other Party that it has received the same and
shall forward such request or correspondence to the other Party; and

(ii) provide any information and/or assistance as reasonably requested by the other
Party to help it respond to the request or correspondence in the timeframes
specified by Data Protection Legislation.

Each Party shall promptly notify the other Party upon it becoming aware of any Data Loss
Event relating to Personal Data provided by the other Party pursuant to the Contract and
shall:

do all such things as reasonably necessary to assist the other Party in mitigating the effects
of the Data Loss Event;

implement any measures necessary to restore the security of any compromised Personal
Data;

work with the other Party to make any required notifications to the Information
Commissioner’s Office and affected Data Subjects in accordance with the Data Protection
Legislation (including the timeframes set out therein); and

not do anything which may damage the reputation of the other Party or that Party's
relationship with the relevant Data Subjects, save as required by Law.

Personal Data provided by one Party to the other Party may be used exclusively to exercise
rights and obligations under the Contract as specified in Annex 1 (Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary to perform each
Party’s respective obligations under the Contract which is specified in Annex 1 (Processing
Personal Data).

Notwithstanding the general application of paragraphs 2 to 16 of this Joint Schedule 11 to
Personal Data, where the Supplier is required to exercise its regulatory and/or legal
obligations in respect of Personal Data, it shall act as an Independent Controller of Personal
Data in accordance with paragraphs 18 to 28 of this Joint Schedule 11.



Annex 1 - Processing Personal Data

This Annex shall be completed by the Controller, who may take account of the view of the
Processors, however the final decision as to the content of this Annex shall be with the Relevant
Authority at its absolute discretion.

1.1  The contact details of the Relevant Authority’s Data Protection Officer are:
Lois Critchley, Head of Governance Group Informatics, dpo@mft.nhs.uk

1.2 The contact details of the Supplier's Data Protection Officer are: Tola Sobitan, Senior
Privacy Counsel, tola.sobitan@cdw.com

1.3  The Processor shall comply with any further written instructions with respect to Processing
by the Controller.

1.4 Any such further instructions shall be incorporated into this Annex.

Description Details

Identity of The Parties are Independent Controllers of Personal Data
Controller for each

Category of The Parties acknowledge that they are Independent Controllers for
Personal Data the purposes of the Data Protection Legislation and in accordance

with paragraph 18 in respect of:

e Business contact details of Supplier Personnel for which the
Supplier is the Controller,

e Business contact details of any directors, officers, employees,
agents, consultants and contractors of Relevant Authority
(excluding the Supplier Personnel) engaged in the
performance of the Relevant Authority’s duties under the
Contract) for which the Relevant Authority is the Controller,

Subject matter of The processing is needed in order to ensure that the

the Processing Parties can effectively administer and deliver the contract.
Duration of the For the duration of the contract.

Processing

Nature and Personal Contact details to allow administration and delivery of
purposes of the contract.

Processing

Type of Personal Name, address, email address and telephone numbers.
Data being
Processed
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Categories of Data | Relevant Authorities and Suppliers.

Subject

International [Explain where geographically personal data may be stored or
transfers and legal | accessed from. Explain the legal gateway you are relying on to
gateway export the data e.g. adequacy decision, EU SCCs, UK IDTA.

Annex any SCCs or IDTA to this contract]

Plan for return and | Data retained for the duration of the contract unless required for
destruction of the | legislative, audit or compliance purposes..

data once the
Processing is
complete
UNLESS
requirement under
Union or Member
State law to
preserve that type
of data

Annex 2 — Security

The technical security requirements set out below provide an indication of the types of security
measures that might be considered, in order to protect Personal Data. More, or less, measures
may be appropriate depending on the subject matter of the contract, but the overall approach must
be proportionate. The technical requirements must also be compliant with legislative and
regulatory obligations for content and data, such as UK GDPR. The example technical security
requirements set out here are intended to supplement, not replace, security schedules that will
detail the total contractual security obligations and requirements that the Processor (i.e. a supplier)
will be held to account to deliver under contract. Processors are also required to ensure sufficient
‘flow-down’ of legislative and regulatory obligations to any third party Sub-processors.

External Certifications e.g. Buyers should ensure that Suppliers hold at least Cyber
Essentials certification and ISO 27001:2013 certification if proportionate to the service being
procured.

Risk Assessment e.g. Supplier should perform a technical information risk assessment on the
service supplied and be able to demonstrate what controls are in place to address those risks.

Security Classification of Information e.g. If the provision of the Services requires the Supplier
to Process Authority/Buyer Data which is classified as OFFICIAL,OFFICIAL-SENSITIVE or
Personal Data, the Supplier shall implement such additional measures as agreed with the
Authority/Buyer from time to time in order to ensure that such information is safeguarded in
accordance with the applicable legislative and regulatory obligations.

End User Devices e.g.

e The Supplier shall ensure that any Authority/Buyer Data which resides on a mobile,
removable or physically uncontrolled device is stored encrypted using a product or system
component which has been formally assured through a recognised certification process
agreed with the Authority/Buyer except where the Authority/Buyer has given its prior written
consent to an alternative arrangement.



e The Supplier shall ensure that any device which is used to Process Authority/Buyer Data
meets all of the security requirements set out in the NCSC End User Devices Platform
Security Guidance, a copy of which can be found at: https://www.ncsc.gov.uk/quidance/end-
user-device-security.

Testing e.g. The Supplier shall at their own cost and expense, procure a CHECK or CREST
Certified Supplier to perform an ITHC or Penetration Test prior to any live Authority/Buyer data
being transferred into their systems. The ITHC scope must be agreed with the Authority/Buyer to
ensure it covers all the relevant parts of the system that processes, stores or hosts Authority/Buyer
data.

Networking e.g. The Supplier shall ensure that any Authority/Buyer Data which it causes to be
transmitted over any public network (including the Internet, mobile networks or un-protected
enterprise network) or to a mobile device shall be encrypted when transmitted.

Personnel Security e.g. All Supplier Personnel shall be subject to a pre-employment check
before they may participate in the provision and or management of the Services. Such pre-
employment checks must include all pre-employment checks which are required by the HMG
Baseline Personnel Security Standard or equivalent including: verification of the individual's
identity; verification of the individual's nationality and immigration status; and,

verification of the individual's employment history; verification of the individual's criminal record.
The Supplier maybe required to implement additional security vetting for some roles.

Identity, Authentication and Access Control e.g. The Supplier must operate an appropriate
access control regime to ensure that users and administrators of the service are uniquely
identified. The Supplier must retain records of access to the physical sites and to the service.

Data Destruction/Deletion e.g. The Supplier must be able to demonstrate they can supply a copy
of all data on request or at termination of the service, and must be able to securely erase or
destroy all data and media that the Authority/Buyer data has been stored and processed on.

Audit and Protective Monitoring e.g. The Supplier shall collect audit records which relate to
security events in delivery of the service or that would support the analysis of potential and actual
compromises. In order to facilitate effective monitoring and forensic readiness such Supplier audit
records should (as a minimum) include regular reports and alerts setting out details of access by
users of the service, to enable the identification of (without limitation) changing access trends, any
unusual patterns of usage and/or accounts accessing higher than average amounts of
Authority/Buyer Data. The retention periods for audit records and event logs must be agreed with
the Authority/Buyer and documented.

Location of Authority/Buyer Data e.g. The Supplier shall not, and shall procure that none of its
Sub-contractors, process Authority/Buyer Data outside the EEA without the prior written consent of
the Authority/Buyer and the Supplier shall not change where it or any of its Sub-contractors
process Authority/Buyer Data without the Authority/Buyer's prior written consent which may be
subject to conditions.

Vulnerabilities and Corrective Action e.g. Suppliers shall procure and implement security
patches to vulnerabilities in accordance with the timescales specified in the NCSC Cloud Security
Principle 5.

Suppliers must ensure that all COTS Software and Third Party COTS Software be kept up to date
such that all Supplier COTS Software and Third Party COTS Software are always in mainstream
support.

Secure Architecture e.g. Suppliers should design the service in accordance with:
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e NCSC "Security Design Principles for Digital Services"
e NCSC "Bulk Data Principles™”
e NSCS "Cloud Security Principles”
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Call-Off Schedule 6 (ICT Services)
1 Definitions

1.1 In this Schedule, the following words shall have the following meanings and
they shall supplement Joint Schedule 1 (Definitions):

"Buyer Property" the property, other than real property and IPR, including the
Buyer System, any equipment issued or made available to the Supplier by the Buyer
in connection with this Contract;

"Buyer Software" any software which is owned by or licensed to the Buyer and
which is or will be used by the Supplier for the purposes of providing the
Deliverables;

"Buyer System" the Buyer's computing environment (consisting of hardware,
software and/or telecommunications networks or equipment) used by the Buyer or
the Supplier in connection with this Contract which is owned by or licensed to the
Buyer by a third party and which interfaces with the Supplier System or which is
necessary for the Buyer to receive the Deliverables

"Defect" any of the following:
(@) any error, damage or defect in the manufacturing of a Deliverable; or

(b) any error or failure of code within the Software which causes a Deliverable to
malfunction or to produce unintelligible or incorrect results; or

(c) any failure of any Deliverable to provide the performance, features and
functionality specified in the requirements of the Buyer or the Documentation
(including any adverse effect on response times) regardless of whether or not
it prevents the relevant Deliverable from passing any Test required under this
Call Off Contract; or

(d) any failure of any Deliverable to operate in conjunction with or interface with
any other Deliverable in order to provide the performance, features and
functionality specified in the requirements of the Buyer or the Documentation
(including any adverse effect on response times) regardless of whether or not
it prevents the relevant Deliverable from passing any Test required under this
Contract;

"Emergency Maintenance” ad hoc and unplanned maintenance provided by the
Supplier where either Party reasonably suspects that the ICT Environment or the
Services, or any part of the ICT Environment or the Services, has or may have
developed a fault;

"ICT Environment" the Buyer System and the Supplier System;

"Licensed Software" all and any Software licensed by or through the Supplier, its
Sub-Contractors or any third party to the Buyer for the purposes of or pursuant to
this Call Off Contract, including any COTS Software;

"Maintenance Schedule" has the meaning given to it in paragraph 8 of this
Schedule;

Framework Ref: RM6098
Project Version: v2.0 1
Model Version: v3.8
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"Malicious Software" any software program or code intended to destroy, interfere
with, corrupt, or cause undesired effects on program files, data or other information,
executable code or application software macros, whether or not its operation is
immediate or delayed, and whether the malicious software is introduced wilfully,
negligently or without knowledge of its existence;

"New Release" an item produced primarily to extend, alter or improve the Software
and/or any Deliverable by providing additional functionality or performance
enhancement (whether or not defects in the Software and/or Deliverable are also
corrected) while still retaining the original designated purpose of that item;

"Open Source Software" computer software that has its source code made
available subject to an open-source licence under which the owner of the copyright
and other IPR in such software provides the rights to use, study, change and
distribute the software to any and all persons and for any and all purposes free of
charge;

"Operating Environment" means the Buyer System and any premises (including
the Buyer Premises, the Supplier’s premises or third party premises) from, to or at
which:

(a) the Deliverables are (or are to be) provided; or

(b) the Supplier manages, organises or otherwise directs the provision or the use
of the Deliverables; or

(c) where any part of the Supplier System is situated

"Permitted Maintenance" has the meaning given to it in paragraph 8.2 of this
Schedule;

"Quality Plans" has the meaning given to it in paragraph 6.1 of this Schedule;

"Sites" has the meaning given to it in Joint Schedule 1(Definitions), and for the
purposes of this Call Off Schedule shall also include any premises from, to or at
which physical interface with the Buyer System takes place;

"Software" Specially Written Software, COTS Software and non-COTS Supplier and
third party Software;

"Software Supporting Materials" has the meaning given to it in paragraph 9.1 of
this Schedule;

"Source Code" computer programs and/or data in eye-readable form and in such
form that it can be compiled or interpreted into equivalent binary code together with
all related design comments, flow charts, technical information and documentation
necessary for the use, reproduction, maintenance, modification and enhancement of
such software;

"Specially Written Software" any software (including database software, linking
instructions, test scripts, compilation instructions and test instructions) created by the
Supplier (or by a Sub-Contractor or other third party on behalf of the Supplier)
specifically for the purposes of this Contract, including any modifications or
enhancements to COTS Software. For the avoidance of doubt Specially Written
Software does not constitute New IPR;

"Supplier System" the information and communications technology system used by
the Supplier in supplying the Deliverables, including the COTS Software, the
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Supplier Equipment, configuration and management utilities, calibration and testing
tools and related cabling (but excluding the Buyer System);

2 When this Schedule should be used

2.1 This Schedule is designed to provide additional provisions necessary to
facilitate the provision of ICT services which are part of the Deliverables.

3 Buyer due diligence requirements

3.1 This paragraph 3 applies where the Buyer has conducted a Further
Competition. The Supplier shall satisfy itself of all relevant details, including but
not limited to, details relating to the following;

3.1.1 suitability of the existing and (to the extent that it is defined or reasonably
foreseeable at the Start Date) future Operating Environment;

3.1.2 operating processes and procedures and the working methods of the Buyer;

3.1.3 ownership, functionality, capacity, condition and suitability for use in the
provision of the Deliverables of the Buyer Assets; and

3.1.4 existing contracts (including any licences, support, maintenance and other
contracts relating to the Operating Environment) referred to in the Due
Diligence Information which may be novated to, assigned to or managed by
the Supplier under this Contract and/or which the Supplier will require the
benefit of for the provision of the Deliverables.

3.2 The Supplier confirms that it has advised the Buyer in writing of:

3.2.1 each aspect, if any, of the Operating Environment that is not suitable for the
provision of the Deliverables;

3.2.2 the actions needed to remedy each such unsuitable aspect; and
3.2.3 atimetable for and the costs of those actions.

4 Software warranty

4.1 The Supplier represents and warrants that:

4.1.1 it has and shall continue to have all necessary rights in and to the Licensed
Software made available by the Supplier (and/or any Sub-Contractor) to the
Buyer which are necessary for the performance of the Supplier’s obligations
under this Contract including the receipt of the Deliverables by the Buyer;

4.1.2 all components of the Specially Written Software shall:
4.1.2.1 be free from material design and programming errors;

4.1.2.2 perform in all material respects in accordance with the relevant
specifications and Documentation; and

4.1.2.3 notinfringe any IPR.
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5 Provision of ICT Services

5.1
5.1.1

5.1.2

5.1.3
514

5.15

The Supplier shall:

ensure that the release of any new COTS Software in which the Supplier
owns the IPR, or upgrade to any Software in which the Supplier owns the IPR
complies with any interface requirements of the Buyer specified in this
Contract and (except in relation to new Software or upgrades which are
released to address Malicious Software) shall notify the Buyer three (3)
Months before the release of any new COTS Software or Upgrade,;

ensure that all Software including upgrades, updates and New Releases used
by or on behalf of the Supplier are currently supported versions of that
Software and perform in all material respects in accordance with the relevant
specification;

ensure that the Supplier System will be free of all encumbrances;

ensure that the Deliverables are fully compatible with any Buyer Software,
Buyer System, or otherwise used by the Supplier in connection with this
Contract;

minimise any disruption to the Services and the ICT Environment and/or the
Buyer's operations when providing the Deliverables;

6 Standards and Quality Requirements

6.1

6.2

6.3

6.4

6.4.1

6.4.2

6.4.3

The Supplier shall, where specified by the Buyer as part of their Further
Competition, and in accordance with agreed timescales, develop quality plans
that ensure that all aspects of the Deliverables are the subject of quality
management systems and are consistent with BS EN ISO 9001 or any
equivalent standard which is generally recognised as having replaced it
("Quality Plans™).

The Supplier shall seek Approval from the Buyer (not be unreasonably withheld
or delayed) of the Quality Plans before implementing them. Approval shall not
act as an endorsement of the Quality Plans and shall not relieve the Supplier of
its responsibility for ensuring that the Deliverables are provided to the standard
required by this Contract.

Following the approval of the Quality Plans, the Supplier shall provide all
Deliverables in accordance with the Quality Plans.

The Supplier shall ensure that the Supplier Personnel shall at all times during
the Call Off Contract Period:

be appropriately experienced, qualified and trained to supply the Deliverables
in accordance with this Contract;

apply all due skill, care, diligence in faithfully performing those duties and
exercising such powers as necessary in connection with the provision of the
Deliverables; and

obey all lawful instructions and reasonable directions of the Buyer (including,
if so required by the Buyer, the ICT Policy) and provide the Deliverables to the
reasonable satisfaction of the Buyer.
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7 ICT Audit

7.1 The Supplier shall allow any auditor access to the Supplier premises to:

7.1.1 inspect the ICT Environment and the wider service delivery environment (or
any part of them);

7.1.2 review any records created during the design and development of the
Supplier System and pre-operational environment such as information relating
to Testing;

7.1.3 review the Supplier's quality management systems including all relevant
Quiality Plans.

8 Maintenance of the ICT Environment

8.1 If specified by the Buyer undertaking a Further Competition, the Supplier shall
create and maintain a rolling schedule of planned maintenance to the ICT
Environment ("Maintenance Schedule") and make it available to the Buyer for
Approval in accordance with the timetable and instructions specified by the
Buyer.

8.2 Once the Maintenance Schedule has been Approved, the Supplier shall only
undertake such planned maintenance (which shall be known as "Permitted
Maintenance") in accordance with the Maintenance Schedule.

8.3 The Supplier shall give as much notice as is reasonably practicable to the
Buyer prior to carrying out any Emergency Maintenance.

8.4 The Supplier shall carry out any necessary maintenance (whether Permitted
Maintenance or Emergency Maintenance) where it reasonably suspects that
the ICT Environment and/or the Services or any part thereof has or may have
developed a fault. Any such maintenance shall be carried out in such amanner
and at such times so as to avoid (or where this is not possible so as to
minimise) disruption to the ICT Environment and the provision of the
Deliverables.

9 Intellectual Property Rights in ICT

9.1 Assignments granted by the Supplier: Specially Written Software

9.1.1 The Supplier assigns (by present assignment of future rights to take effect
immediately on it coming into existence) to the Buyer with full guarantee (or
shall procure assignment to the Buyer), title to and all rights and interest in the
Specially Written Software together with and including:

9.1.1.1 the Documentation, Source Code and the Object Code of the Specially
Written Software; and

9.1.1.2 all build instructions, test instructions, test scripts, test data, operating
instructions and other documents and tools necessary for maintaining and
supporting the Specially Written Software and the New IPR (together the
"Software Supporting Materials™).

9.1.2 The Supplier shall:
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9.1.2.1 inform the Buyer of all Specially Written Software or New IPRs that are a
modification, customisation, configuration or enhancement to any COTS
Software;

9.1.2.2 deliver to the Buyer the Specially Written Software and any computer
program elements of the New IPRs in both Source Code and Object Code
forms together with relevant Documentation and all related Software
Supporting Materials within seven days of completion or, if a relevant
Milestone has been identified in an Implementation Plan, Achievement of
that Milestone and shall provide updates of them promptly following each
new release of the Specially Written Software, in each case on media that is
reasonably acceptable to the Buyer and the Buyer shall become the owner
of such media upon receipt; and

9.1.2.3 without prejudice to paragraph 9.1.2.2, provide full details to the Buyer of
any of the Supplier’s Existing IPRs or Third Party IPRs which are embedded
or which are an integral part of the Specially Written Software or New IPR
and the Supplier hereby grants to the Buyer and shall procure that any
relevant third party licensor shall grant to the Buyer a perpetual, irrevocable,
non-exclusive, assignable, royalty-free licence to use, sub-license and/or
commercially exploit such Supplier’s Existing IPRs and Third Party IPRs to
the extent that it is necessary to enable the Buyer to obtain the full benefits
of ownership of the Specially Written Software and New IPRs.

9.1.3 The Supplier shall promptly execute all such assignments as are required to
ensure that any rights in the Specially Written Software and New IPRs are
properly transferred to the Buyer.

9.2 Licences for non-COTS IPR from the Supplier and third parties to the
Buyer

9.2.1 Unless the Buyer gives its Approval the Supplier must not use any:
(a) of its own Existing IPR that is not COTS Software;
(b) third party software that is not COTS Software

9.2.2 Where the Buyer Approves the use of the Supplier’s Existing IPR that is not
COTS Software the Supplier shall grant to the Buyer a perpetual, royalty-free
and non-exclusive licence to use adapt, and sub-license the same for any
purpose relating to the Deliverables (or substantially equivalent deliverables)
or for any purpose relating to the exercise of the Buyer’s (or, if the Buyer is a
Central Government Body, any other Central Government Body’s) business or
function including the right to load, execute, store, transmit, display and copy
(for the purposes of archiving, backing-up, loading, execution, storage,
transmission or display) for the Call Off Contract Period and after expiry of the
Contract to the extent necessary to ensure continuity of service and an
effective transition of Services to a Replacement Supplier.

9.2.3 Where the Buyer Approves the use of third party Software that is not COTS
Software the Supplier shall procure that the owners or the authorised
licensors of any such Software grant a direct licence to the Buyer on terms at
least equivalent to those set out in Paragraph 9.2.2. If the Supplier cannot
obtain such a licence for the Buyer it shall:
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9.2.3.1 notify the Buyer in writing giving details of what licence terms can be
obtained and whether there are alternative software providers which the
Supplier could seek to use; and

9.2.3.2 only use such third party IPR as referred to at paragraph 9.2.3.1 if the Buyer
Approves the terms of the licence from the relevant third party.

9.2.4 Where the Supplier is unable to provide a license to the Supplier’s Existing
IPR in accordance with Paragraph 9.2.2 above, it must meet the requirement
by making use of COTS Software or Specially Written Software.

9.2.5 The Supplier may terminate a licence granted under paragraph 9.2.2 by giving
at least thirty (30) days’ notice in writing if there is an Authority Cause which
constitutes a material Default which, if capable of remedy, is not remedied
within twenty (20) Working Days after the Supplier gives the Buyer written
notice specifying the breach and requiring its remedy.

9.3 Licenses for COTS Software by the Supplier and third parties to the Buyer

9.3.1 The Supplier shall either grant, or procure that the owners or the authorised
licensors of any COTS Software grant, a direct licence to the Buyer on terms
no less favourable than those standard commercial terms on which such
software is usually made commercially available.

9.3.2 Where the Supplier owns the COTS Software it shall make available the
COTS software to a Replacement Supplier at a price and on terms no less
favourable than those standard commercial terms on which such software is
usually made commercially available.

9.3.3 Where a third party is the owner of COTS Software licensed in accordance
with this Paragraph 9.3 the Supplier shall support the Replacement Supplier
to make arrangements with the owner or authorised licencee to renew the
license at a price and on terms no less favourable than those standard
commercial terms on which such software is usually made commercially
available.

9.3.4 The Supplier shall notify the Buyer within seven (7) days of becoming aware
of any COTS Software which in the next thirty-six (36) months:

9.3.4.1 will no longer be maintained or supported by the developer; or

9.3.4.2 will no longer be made commercially available

9.4 Buyer’s right to assign/novate licences

9.4.1 The Buyer may assign, novate or otherwise transfer its rights and obligations
under the licences granted pursuant to paragraph 9.2 (to:

9.4.1.1 a Central Government Body; or

9.4.1.2 to any body (including any private sector body) which performs or carries on
any of the functions and/or activities that previously had been performed
and/or carried on by the Buyer.

9.4.2 If the Buyer ceases to be a Central Government Body, the successor body to
the Buyer shall still be entitled to the benefit of the licences granted in
paragraph 9.2.

Framework Ref: RM6098
Project Version: v2.0 7
Model Version: v3.8



RM6098 Framework Schedule 6 (Order Form Template and Call-Off Schedules)
Crown Copyright 2018

9.5 Licence granted by the Buyer

9.5.1 The Buyer grants to the Supplier a royalty-free, non-exclusive, non-
transferable licence during the Contract Period to use the Buyer Software and
the Specially Written Software solely to the extent necessary for providing the
Deliverables in accordance with this Contract, including the right to grant sub-
licences to Sub-Contractors provided that any relevant Sub-Contractor has
entered into a confidentiality undertaking with the Supplier on the same terms
as set out in Clause 15 (Confidentiality).

9.6 Open Source Publication

9.6.1 Unless the Buyer otherwise agrees in advance in writing (and subject to
paragraph 9.6.3) all Specially Written Software and computer program
elements of New IPR shall be created in a format, or able to be converted (in
which case the Supplier shall also provide the converted format to the Buyer)
into a format, which is:

9.6.1.1 suitable for publication by the Buyer as Open Source; and
9.6.1.2 based on Open Standards (where applicable),
and the Buyer may, at its sole discretion, publish the same as Open Source.

9.6.2 The Supplier hereby warrants that the Specially Written Software and the New
IPR:

9.6.2.1 are suitable for release as Open Source and that the Supplier has used
reasonable endeavours when developing the same to ensure that
publication by the Buyer will not enable a third party to use them in any way
which could reasonably be foreseen to compromise the operation, running or
security of the Specially Written Software, New IPRs or the Buyer System;

9.6.2.2 have been developed using reasonable endeavours to ensure that their
publication by the Buyer shall not cause any harm or damage to any party
using them;

9.6.2.3 do not contain any material which would bring the Buyer into disrepute;

9.6.2.4 can be published as Open Source without breaching the rights of any third
party;

9.6.2.5 will be supplied in a format suitable for publication as Open Source (“the
Open Source Publication Material") no later than the date notified by the
Buyer to the Supplier; and

9.6.2.6 do not contain any Malicious Software.

9.6.3 Where the Buyer has Approved a request by the Supplier for any part of the
Specially Written Software or New IPRs to be excluded from the requirement
to be in an Open Source format due to the intention to embed or integrate
Supplier Existing IPRs and/or Third Party IPRs (and where the Parties agree
that such IPRs are not intended to be published as Open Source), the
Supplier shall:

9.6.3.1 as soon as reasonably practicable, provide written details of the nature of
the IPRs and items or Deliverables based on IPRs which are to be excluded
from Open Source publication; and
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9.6.3.2 include in the written details and information about the impact that inclusion
of such IPRs or Deliverables based on such IPRs, will have on any other
Specially Written Software and/or New IPRs and the Buyer’s ability to
publish such other items or Deliverables as Open Source.

9.7 Malicious Software

9.7.1 The Supplier shall, throughout the Contract Period, use the latest versions of
anti-virus definitions and software available from an industry accepted anti-
virus software vendor to check for, contain the spread of, and minimise the
impact of Malicious Software.

9.7.2 If Malicious Software is found, the Parties shall co-operate to reduce the effect
of the Malicious Software and, particularly if Malicious Software causes loss of
operational efficiency or loss or corruption of Government Data, assist each
other to mitigate any losses and to restore the provision of the Deliverables to
its desired operating efficiency.

9.7.3 Any cost arising out of the actions of the Parties taken in compliance with the
provisions of paragraph 9.7.2 shall be borne by the Parties as follows:

9.7.3.1 by the Supplier, where the Malicious Software originates from the Supplier
Software, the third party Software supplied by the Supplier or the
Government Data (whilst the Government Data was under the control of the
Supplier) unless the Supplier can demonstrate that such Malicious Software
was present and not quarantined or otherwise identified by the Buyer when
provided to the Supplier; and

9.7.3.2 by the Buyer, if the Malicious Software originates from the Buyer Software or
the Buyer Data (whilst the Buyer Data was under the control of the Buyer).

10 Supplier-Furnished Terms

10.1 Software Licence Terms

10.1.1.1Terms for licensing of non-COTS third party software in accordance with

Paragraph 9.2.3 are detailed in Annex A of this Call-Off Schedule 6.

10.1.1.2 Terms for licensing of COTS software in accordance with Paragraph
9.3 are detailed in Annex B of this Call-Off Schedule 6.

10.2 Software Support & Maintenance Terms

10.2.1.1 Additional terms for provision of Software Support & Maintenance
Services are detailed in Annex C of this Call-Off Schedule 6.

10.3 Software as a Service Terms

10.3.1.1 Additional terms for provision of a Software as a Service solution are
detailed in Annex D of this Call-Off Schedule 6.

10.4 Device as a Service Terms

10.4.1.1 Additional terms for provision of a Device as a Service solution are
detailed in Annex E to this Call-Off Schedule 6;
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10.4.1.2Where Annex E is used the following Clauses of the Core Terms shall not
apply to the provision of the Device as a Service solution:

Clause 8.7
Clause 10.2
Clause 10.3.2]

11 CUSTOMER PREMISES

11.1 Licence to occupy Customer Premises

11.1.1 Any Customer Premises shall be made available to the Supplier on a non-
exclusive licence basis free of charge and shall be used by the Supplier solely
for the purpose of performing its obligations under this Call- Off Contract. The
Supplier shall have the use of such Customer Premises as licensee and shall
vacate the same immediately upon completion, termination, expiry or
abandonment of this Call-Off Contract [ and in accordance with Call-Off
Schedule 10 (Exit Management)].

11.1.2 The Supplier shall limit access to the Buyer Premises to such Supplier Staff
as is necessary to enable it to perform its obligations under this Call-Off
Contract and the Supplier shall co-operate (and ensure that the Supplier Staff
co-operate) with such other persons working concurrently on such Buyer
Premises as the Buyer may reasonably request.

11.1.3 Save in relation to such actions identified by the Supplier in accordance with
paragraph 3.2 of this Call-Off Schedule 6 and set out in the Order Form (or
elsewhere in this Call Off Contract), should the Supplier require modifications
to the Buyer Premises, such modifications shall be subject to Approval and
shall be carried out by the Buyer at the Supplier's expense. The Buyer shall
undertake any modification work which it approves pursuant to this paragraph
11.1.3 without undue delay. Ownership of such modifications shall rest with
the Buyer.

11.1.4 The Supplier shall observe and comply with such rules and regulations as
may be in force at any time for the use of such Buyer Premises and conduct
of personnel at the Buyer Premises as determined by the Buyer, and the
Supplier shall pay for the full cost of making good any damage caused by the
Supplier Staff other than fair wear and tear. For the avoidance of doubt,
damage includes without limitation damage to the fabric of the buildings,
plant, fixed equipment or fittings therein.

11.1.5 The Parties agree that there is no intention on the part of the Buyer to create
a tenancy of any nature whatsoever in favour of the Supplier or the Supplier
Staff and that no such tenancy has or shall come into being and,
notwithstanding any rights granted pursuant to this Call-Off Contract, the
Buyer retains the right at any time to use any Buyer Premises in any manner it
sees fit.

11.2 Security of Buyer Premises

11.2.1 The Buyer shall be responsible for maintaining the security of the Buyer
Premises. The Supplier shall comply with the reasonable security
requirements of the Buyer while on the Buyer Premises.
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11.2.2 The Buyer shall afford the Supplier upon Approval (the decision to Approve or
not will not be unreasonably withheld or delayed) an opportunity to inspect its
physical security arrangements.

12 Buyer Property

12.1 Where the Buyer issues Buyer Property free of charge to the Supplier such
Buyer Property shall be and remain the property of the Buyer and the Supplier
irrevocably licences the Buyer and its agents to enter upon any premises of the
Supplier during normal business hours on reasonable notice to recover any
such Buyer Property.

12.2 The Supplier shall not in any circumstances have a lien or any other interest on
the Buyer Property and at all times the Supplier shall possess the Buyer
Property as fiduciary agent and bailee of the Buyer.

12.3 The Supplier shall take all reasonable steps to ensure that the title of the Buyer
to the Buyer Property and the exclusion of any such lien or other interest are
brought to the notice of all Sub-Contractors and other appropriate persons and
shall, at the Buyer's request, store the Buyer Property separately and securely
and ensure that it is clearly identifiable as belonging to the Buyer.

12.4 The Buyer Property shall be deemed to be in good condition when received by
or on behalf of the Supplier unless the Supplier notifies the Buyer otherwise
within five (5) Working Days of receipt.

12.5 The Supplier shall maintain the Buyer Property in good order and condition
(excluding fair wear and tear) and shall use the Buyer Property solely in
connection with this Call-Off Contract and for no other purpose without
Approval.

12.6 The Supplier shall ensure the security of all the Buyer Property whilst in its
possession, either on the Sites or elsewhere during the supply of the Services,
in accordance with Call- Off Schedule 9 (Security) and the Buyer’'s reasonable
security requirements from time to time.

12.7 The Supplier shall be liable for all loss of, or damage to the Buyer Property,
(excluding fair wear and tear), unless such loss or damage was solely caused
by a Buyer Cause. The Supplier shall inform the Buyer immediately of
becoming aware of any defects appearing in or losses or damage occurring to
the Buyer Property.

13 Supplier EQuipment

13.1 Unless otherwise stated in this Call Off Contract, the Supplier shall provide all
the Supplier Equipment necessary for the provision of the Services.

13.2 The Supplier shall not deliver any Supplier Equipment nor begin any work on
the Buyer Premises without obtaining Approval.

13.3 The Supplier shall be solely responsible for the cost of carriage of the Supplier
Equipment to the Sites and/or any Buyer Premises, including its off-loading,
removal of all packaging and all other associated costs. Likewise on the Call-
Off Expiry Date the Supplier shall be responsible for the removal of all relevant
Supplier Equipment from the Sites and/or any Buyer Premises, including the
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13.4

135

13.6

13.7

cost of packing, carriage and making good the Sites and/or the Buyer Premises
following removal.

All the Supplier's property, including Supplier Equipment, shall remain at the
sole risk and responsibility of the Supplier, except that the Buyer shall be liable
for loss of or damage to any of the Supplier's property located on Buyer
Premises which is due to the negligent act or omission of the Buyer.

Subject to any express provision of the BCDR Plan (if applicable) to the
contrary, the loss or destruction for any reason of any Supplier Equipment shall
not relieve the Supplier of its obligation to supply the Services in accordance
with this Call Off Contract, including the Service Levels.

The Supplier shall maintain all Supplier Equipment within the Sites and/or the
Buyer Premises in a safe, serviceable and clean condition.

The Supplier shall, at the Buyer’s written request, at its own expense and as
soon as reasonably practicable:

13.7.1 remove from the Buyer Premises any Supplier Equipment or any component

part of Supplier Equipment which in the reasonable opinion of the Buyer is
either hazardous, noxious or not in accordance with this Call-Off Contract;
and

13.7.2 replace such Supplier Equipment or component part of Supplier Equipment

with a suitable substitute item of Supplier Equipment.
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ANNEX A

Non-COTS Third Party Software Licensing Terms
NOT USED

ANNEX B

COTS Licensing Terms

The Cisco End User Licence Agreement (EULA) is a binding Agreement between
the Buyer and the third-party Software provider a copy of which can be found below
and a link to the EULA found here. This Agreement governs the use of the Software
purchased under this Call-Off Contract. By signing this Call-Off Contract, the Buyer
understands and accepts the third-party terms as they apply.
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General Terms

1. Scope and applicability

1.1

1.2

These terms (the “General Terms”) govern Your access to, and use of, Cisco Offers and incorporate any
Supplemental Terms and Offer Descriptions applicable to Your Order. Capitalized terms are defined in section 14
(Definitions).

You agree to these terms by accessing or using a Cisco Offer, finalizing Your Qrder or through Your express
agreement, whichever happens first. These terms apply independently of any contract You may have with a Cisco
Partner.

2. Use Rights

2.1

2.2

2.3

2.4

25

2.6

27

2.8

29

License and right to use. Cisco grants You, for Your direct benefit, a non-exclusive:

(a) license to use Software and Cisco Content; and

(b) right to use Subscription Offers, including Cloud Services,

in accordance with Your Order or as otherwise agreed in writing (collectively, the “Use Rights”). Your Use Rights

are non-transferable (except Software as permitted under the Transfer Policies).

Limits on usage. You may not:

(a) transfer, sell, sublicense, monetize or provide the functionality of any Cisco Offer to any third party, except
as authorized by Cisco;

(b) use the Software on second hand or refurbished Cisco devices or use Software licensed for a specific
device on a different device unless authorized by Cisco or permitted under the Transfer Policies;

(e) remove, change, or conceal any product identification, copyright, proprietary, intellectual property
notices or other marks from any Cisco Offer;

(d) reverse engineer, decompile, decrypt, disassemble, modify, or make derivative works of Cisco Offers; or

(e) use Cisco Content other than as reasonably needed to exercise Your Use Rights.

Acceptable use. You will ensure Your access or use of Software or Subscription Offers does not:

(a) violate applicable laws or the rights of any third party; or

(b) impede or interfere with the security, stability, availability or performance of any Cloud Service, or any
other network or service (e.g., denial-of-service attacks, penetration testing or distribution of malware).

Suspension. Cisco may suspend Your access to Software or Subscription Offers if it reasonably believes that You

or an Authorized User have materially breached sections 2.2 (Limits on usage) or 2.3 (Acceptable use).

Use by third parties. If You permit Authorized Users to access Cisco Offers on Your behalf:

(a) You will make sure all Authorized Users follow these terms; and

(b) You are liable for any breach of these terms by an Authorized User.

Interoperability requirements. If required by law, Cisco will promptly provide the information You request to

achieve interoperability between applicable Cisco Offers and another independently created program on terms
that reasonably protect Cisco’s proprietary interests.

Use with third party products. Cisco does not support or guarantee integration with third party technologies or
services unless they are included as part of a Cisco Offer or agreed in writing.

Changes to Subscription Offers. Cisco may change its Subscription Offers, typically to enhance them or add
features. These changes will not materially reduce the core functionality of the affected Subscription Offers
during the Use Term.

Maintaining Subscription Offers. Cisco may occasionally perform maintenance of its Subscription Offers which
may disrupt the performance or availability of affected Subscription Offers. Cisco will provide advanced notice
of planned maintenance when reasonably possible. If Cisco performs emergency maintenance without notice, it
will take reasonable steps to reduce any disruption of affected Subscription Offers.

Open-source technology. Separate license terms apply to third party open-source technology used in Cisco
Offers. Open-source terms are found at Cisco's Open Source webpage. As long as You use Cisco Offers according
to these General Terms, Cisco's use of open-source technology in Cisco Offers will not impede Your exercise of
Use Rights or cause Your software to become subject to an open-source license.
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General Terms

Scope and applicability

11

1.2

These terms (the “General Terms”) govern Your access to, and use of, Cisco Offers and incorporate any
Supplemental Terms and Offer Descriptions applicable to Your Order. Capitalized terms are defined in section 14
(Definitions).

You agree to these terms by accessing or using a Cisco Offer, finalizing Your Order or through Your express
agreement, whichever happens first. These terms apply independently of any contract You may have with a Cisco
Partner.

2. Use Rights

21

22

23

24

25

2.6

2.7

2.8

29

License and right to use. Cisco grants You, for Your direct benefit, a non-exclusive:
(a) license to use Software and Cisco Content; and
(b) right to use Subscription Offers, including Cloud Services,

in accordance with Your Order or as otherwise agreed in writing (collectively, the “Use Rights”). Your Use Rights
are non-transferable (except Software as permitted under the Transfer Policies).

Limits on usage. You may not:

(a) transfer, sell, sublicense, monetize or provide the functionality of any Cisco Offer to any third party, except
as authorized by Cisco;

(b) use the Software on second hand or refurbished Cisco devices or use Software licensed for a specific
device on a different device unless authorized by Cisco or permitted under the Transfer Policies;

(c) remove, change, or conceal any product identification, copyright, proprietary, intellectual property
notices or other marks from any Cisco Offer;

(d) reverse engineer, decompile, decrypt, disassemble, modify, or make derivative works of Cisco Offers; or

(e) use Cisco Content other than as reasonably needed to exercise Your Use Rights.

Acceptable use. You will ensure Your access or use of Software or Subscription Offers does not:

(a) violate applicable laws or the rights of any third party; or

(b) impede or interfere with the security, stability, availability or performance of any Cloud Service, or any
other network or service (e.g., denial-of-service attacks, penetration testing or distribution of malware).

Suspension. Cisco may suspend Your access to Software or Subscription Offers if it reasonably believes that You

or an Authorized User have materially breached sections 2.2 (Limits on usage) or 2.3 (Acceptable use).

Use by third parties. If You permit Authorized Users to access Cisco Offers on Your behalf:

(a) You will make sure all Authorized Users follow these terms; and

(b)  You are liable for any breach of these terms by an Authorized User.

Interoperability requirements. If required by law, Cisco will promptly provide the information You request to

achieve interoperability between applicable Cisco Offers and another independently created program on terms
that reasonably protect Cisco’s proprietary interests.

Use with third party products. Cisco does not support or guarantee integration with third party technologies or
services unless they are included as part of a Cisco Offer or agreed in writing.

Changes to Subscription Offers. Cisco may change its Subscription Offers, typically to enhance them or add
features. These changes will not materially reduce the core functionality of the affected Subscription Offers
during the Use Term.

Maintaining Subscription Offers. Cisco may occasionally perform maintenance of its Subscription Offers which
may disrupt the performance or availability of affected Subscription Offers. Cisco will provide advanced notice
of planned maintenance when reasonably possible. If Cisco performs emergency maintenance without notice, it
will take reasonable steps to reduce any disruption of affected Subscription Offers.

Open-source technology. Separate license terms apply to third party open-source technology used in Cisco
Offers. Open-source terms are found at Cisco's Open Source webpage. As long as You use Cisco Offers according
to these General Terms, Cisco’s use of open-source technology in Cisco Offers will not impede Your exercise of
Use Rights or cause Your software to become subject to an open-source license.
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Free trials

3.1 Accessing Free Trials. Your Approved Source may let You access or use Cisco Offers on a trial, evaluation, beta
or other free-of-charge basis (“Free Trial”). You may only access or use the Free Trial for the period specified
(“Free Trial Period”) and under any additional terms specified by Your Approved Source in writing. If no Free Trial
Period is specified, You may only access or use the Free Trial for 60 days after the Free Trial is available to You.
Free Trials may not come with support and may be incomplete or have errors. Unless agreed in writing by Cisco,
You will not use the Free Trial in a production environment.

3.2 Ending Free Trials. At the end of a Free Trial, You will promptly Return the Cisco Offers as described in the Free
Trial terms. Your Approved Source may change or terminate a Free Trial at its discretion with reasonable notice.

33 Continued use and disclaimer.

(a) If You continue accessing a Cisco Offer after a Free Trial Period or fail to Return a Cisco Offer, You will pay
any applicable fees reasonably charged by Your Approved Source.

(b) Unless agreed by Cisco in writing or required by law, Free Trials are provided “AS-IS” without any
express or implied warranties.

End of life
4.1  Notification. Cisco may end the life of Cisco Offers by providing notice at the End-of-Sale and End-of-Life Products
webpage.

4.2 Pre-paid Cloud Service. If Your Approved Source is prepaid a fee for Your use of a Cloud Service that is end of life
before Your then-current Use Term ends, Cisco will either (a) provide You with a generally available alternative
offer, or (b) if Cisco cannot reasonably provide an alternative offer, it will credit the unused balance of fees paid
for the relevant Cloud Service to Your Approved Source or You (if Cisco is the Approved Source) once You Return
the Cloud Service.

43  Credit. Credits issued under section 4.2 (Pre-paid Cloud Service) are calculated from the last date the applicable
Cloud Service is available to the end of the applicable Use Term and may be applied only towards the future
purchase of Cisco Offers.

Paying Your Approved Source

You will pay Your Approved Source all amounts due under Your Orders, including fees for additional consumption of a

Subscription Offer or under a Buying Program.

Confidentiality

6.1  General obligation. A recipient of Confidential Information will protect that Confidential Information using the
same standard of care it uses to protect its own confidential information of a similar nature, but no less than a
reasonable standard of care. This section 6 (Confidentiality) will not apply to information which:

(a) is known by the recipient without confidentiality obligations;
(b) is or has become public knowledge through no fault of the recipient; or
(c) is independently developed by, or for, the recipient.

6.2 Permitted recipients. A recipient of Confidential Information will not disclose Confidential Information to any
third party, except to its employees, Affiliates and contractors who need to know. The recipient is liable for a
breach of this section 6 by its permitted recipients and must ensure each of those permitted recipients have
written confidentiality obligations at least as restrictive as the recipient’s obligations under these terms.

6.3 Required disclosures. The recipient may reveal Confidential Information if required by law (including under a
court order) but only after it notifies the discloser in writing (if legally permissible). A recipient will reasonably
cooperate with a discloser’s reasonably requested protective actions, at the discloser’s expense.

6.4 Returning, destroying and retaining Confidential Information. The recipient will return, delete or destroy all
Confidential Information and confirm in writing it has done so within 30 days of the discloser’s written request
unless retention is required by law or Confidential Information has been stored in a backup systemin the ordinary
course of business. Retained Confidential Information will continue to be subject to this section 6 for five years,
or until the Confidential Information is no longer a trade secret under applicable law.

Privacy and security

7.1 Cisco respects Your Data and will access and use Data in accordance with the Data Briefs.

7.2 In addition, if Cisco processes Personal Data or Customer Content, Cisco will process such data according to:

(a) the Data Processing Terms for Personal Data (which are incorporated by reference);
(b) the security measures described in Cisco’s Information Security Exhibit;
(c) the Privacy Data Sheets applicable to the relevant Cisco Offer; and
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73

(d) privacy and data protection laws applicable to Cisco Offers.

You will ensure Your use of Cisco Offers (including collection, processing and use of Customer Content with Cisco
Offers) complies with privacy and data protection laws applicable to Your Cisco Offers, including industry-specific
requirements. You are also responsible for providing notice to, and getting consents from individuals whose data
may be collected, processed, transferred and stored through Your use of Cisco Offers.

Ownership of intellectual property

8.1

8.2

Unless agreed in writing, nothing in these terms transfers ownership in any intellectual property rights. You keep
ownership of Customer Content and Cisco keeps ownership of Cisco Offers and Cisco Content.

Cisco may use any feedback You provide in connection with Your use of Cisco Offers.

Intellectual property indemnity

9.1

9.2

93

9.4

Claims. Cisco will defend any third-party claim against You asserting that Your valid use of a Cisco Offer infringes
a third party’s patent, copyright or registered trademark (the “IP Claim”). Cisco will indemnify You against the
final judgment entered by a court of competent jurisdiction or any settlements arising out of an IP Claim, if You:

(a) promptly notify Cisco in writing of the IP Claim (but failure to promptly notify Cisco only limits Cisco’s
obligations to the extent it is prejudiced by the delay);

(b) fully cooperate with Cisco in the defense of the IP Claim; and

(c) grant Cisco the right to exclusively control the defense and settlement of the IP Claim, and any appeal.

Cisco does not have to reimburse You for attorney fees and costs incurred before Cisco receives notification of
the IP Claim. You may retain Your own legal representation at Your own expense.

Additional remedies. If an IP Claim prevents or is likely to prevent You from accessing or using the applicable
Cisco Offer, Cisco will either get the right for You to continue using the Cisco Offer or replace or modify the
applicable Cisco Offer with non-infringing functionality that is at least equivalent. If Cisco determines those
options are not reasonably available, then Cisco will provide a prorated refund for the impacted Cisco Offer.

Exclusions. Cisco has no duty regarding any IP Claim to the extent based on:

(a) any designs, specifications or requirements provided by You, or on Your behalf;

(b) modification of a Cisco Offer by You, or on Your behalf;

(c) the amount or duration of use made of a Cisco Offer, revenue You earned, or services You offered;

(d) combination, operation, or use of the Cisco Offer with non-Cisco products, software, content or business
processes; or

(e) Your failure to change or replace the Cisco Offer as required by Cisco.

To the extent allowed by law, this section 9 states Your only remedy regarding an IP Claim against You.

Performance standards

10.1

10.2

10.3

Service Level Agreement. Cisco Offers will comply with applicable Service Level Agreements, as set out in the
corresponding Offer Description.

Warranties. Cisco provides these warranties for Cisco Offers:

Hardware | Software | Subscription
Offers

Cisco warrants that the Cisco Offer substantially complies with the Documentation as follows:
(a) if the Cisco Offer is a Subscription Offer, starting from commencement of the service, for @ @ @
the duration of the services; and

(b) if the Cisco Offer is Hardware or Software, for 90 days from shipment or longer as stated
in Documentation, or as set out in Product Warranties webpage.

Cisco warrants it will use commercially reasonable efforts and methods to deliver the Cisco
Offer free from Malicious Code. @ @

Cisco warrants that the Cisco Offer is free from defects in material and workmanship for 90
days from shipment or longer as stated in Documentation or as set out in Product Warranties @
webpage.

To make a claim for breach of these warranties, promptly notify both Cisco and Cisco Partner (if they are Your
Approved Source) within any specified warranty period.
Qualifications
(a) You may have legal rights in Your country that prohibit or restrict the limitations set out in this section 10.
This section 10 applies only to the extent permitted under applicable law.
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(b) Section 10.2 does not apply if Your breach of the General Terms contributes to the breach of warranty, or
if the Cisco Offer:

(1) has not been used according to its Documentation;

(2) has been altered, except by Cisco or its authorized representative;

(3) has been subjected to abnormal or improper environmental conditions, accident or negligence, or
installation or use inconsistent with Cisco’s instructions or the terms on which it is supplied by
Cisco;

(4) is provided under a Free Trial; or

(5) has not been provided by an Approved Source.

(c) Your sole remedy for breach of a warranty under section 10.2 is, at Cisco’s option, either:

(1) repair or replacement of the applicable Cisco Offer; or

(2) a refund of either:
(A)  the fees paid for Use Rights in the non-conforming Software;

(B)  the fees paid for the period in which the Subscription Offer did not conform less any
amounts paid or owed under a Service Level Agreement; or
(C)  the fees paid for the non-conforming Hardware.

(d) Except as provided in Section 10.2 above, and to the extent allowed by law, Cisco makes no express or
implied warranties of any kind regarding the Cisco Offers. This disclaimer includes any warranty,
condition or other term as to merchantability, merchantable quality, fitness for purpose or use, course
of dealing, usage of trade, or non-infringement. Cisco does not warrant that Cisco Offers will be secure,
uninterrupted or error-free.

Liability
11.1  Excluded liability. Neither party is liable for:
(a) indirect, incidental, reliance, consequential, special or exemplary damages; or
(b) loss of actual or anticipated revenue, profit, business, savings, data, goodwill or use, business interruption,

damaged data, wasted expenditure or delay in delivery (in all cases, whether direct or indirect).

11.2  Liability cap. Each party’s entire liability for all claims relating to these terms will not exceed the greater of: (a)
the fees paid to Cisco for the specific Cisco Offer that is the subject of the claim in the 12 months before the first
incident giving rise to such liability; or (b) $100,000 USD. This cap is cumulative for all claims (not per incident)
and applies collectively to each party and its Affiliates (not per Affiliate).

11.3  Unlimited liability. Nothing in this section 11 limits or excludes liabilities that cannot be excluded or limited under
applicable law, or for:

(a) bodily injury or death resulting directly from the other party’s negligence;

(b) fraudulent misrepresentation or wilful misconduct;

(c) breach of confidentiality obligations, unless the breach relates to section 7 (Privacy and security);
(d) failure to pay for Cisco Offers;

(e) misuse or misappropriation by a party of the other party’s intellectual property rights; or

(f) failure to comply with export control obligations.

Termination

12.1  Material breach. Either party may provide written notice to the other party if the other party materially breaches
these terms or any written terms otherwise agreed under an affected Order. If the breach remains uncured after
30 days of the date of that notice, the non-breaching party may immediately terminate the affected Orders, in
whole or in part.

12.2  Termination for Compliance with Laws. Cisco may terminate these terms and affected Orders immediately upon
written notice if continued provision of the Cisco Offers will result in a violation of section 13.7 (Compliance with
Laws).

12.3  Effect of termination or expiration. You will Return applicable Cisco Offers (except any Cisco Offer in which title
has transferred to You) at the end of Your Use Term or upon termination of an Order.

General provisions

13.1  Survival. Sections 5 (Paying Your Approved Source), 6 (Confidentiality), 7 (Privacy and security), 8 (Ownership of
intellectual property), 9 (IP Indemnity), 10 (Performance standards), 11 (Liability), 12 (Termination) and 13
(General provisions) survive termination of these terms.
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13.2
133

134
135

No agency. These terms do not create any agency, partnership, joint venture, or franchise relationship.
Assignment and subcontracting.

(a) Except as set out below, neither party may assign or novate these terms in whole or in part without the
other party’s written consent which will not be unreasonably withheld. Cisco may assign these terms in
connection with the sale of a part of its business, or to its Affiliates if it provides prior written notice to
You.

(b) Cisco may subcontract any performance associated with any Cisco Offer to third parties if such
subcontract is consistent with these terms and does not relieve Cisco of any of its obligations under these
terms.

Third party beneficiaries. These terms do not grant any right or cause of action to any third party.

Use records. You will keep reasonable records of your use of the Cisco Offers. You will let Cisco and its auditors
who are under a written obligation of confidentiality access records of Your use of the Cisco Offers (including
books, systems, and accounts) within 30 days’ notice from Cisco. Cisco may not give this notice more than once
in any 12-month period and will conduct any audit during Your normal business hours. If the verification process
reveals underpayment of fees, You will pay these fees within 30 days.

Changes to these terms. The version of the General Terms applicable to Your Order is the version published at
the Cisco General Terms webpage when the Order is placed. If Cisco changes these terms or any of its parts,
these changes will be published at the Cisco General Terms webpage. These changes will only apply to Cisco
Offers Ordered or renewed after the date of the change.

Compliance with laws

(a) General. Cisco will comply with all applicable laws relating to providing Cisco Offers under these terms.
You will comply with all applicable laws relating to Your receipt and use of Cisco Offers, including sector-
specific requirements and obtaining required licenses or permits (if any).

(b) Trade Compliance. Cisco Offers are subject to US and other export control and sanctions laws around the
world. These laws govern the use, transfer, export and re-export of Cisco Offers. Each party will comply
with such laws and obtain all licenses or authorizations it is required to maintain. Please refer to Cisco’s
trade compliance policies at the General Export Compliance webpage.

Governing law and venue. These terms, and any disputes arising from them, are subject to the governing law
and exclusive jurisdiction and venue listed below, based on Your primary place of business. Each party consents
and submits to the exclusive jurisdiction of the courts in the listed venue. These laws apply despite conflicts of
laws rules or the United Nations Convention on Contracts for the International Sale of Goods. Despite the below,
either party may seek interim injunctive relief in any court of appropriate jurisdiction regarding any alleged
breach of confidentiality obligations or intellectual property or proprietary rights.

Your Primary Place of Business Governing Law Jurisdiction and Venue

United States, Latin America or the Caribbean, or  State of California, United  Superior Court of California, County of Santa Clara and
a location not specified below States Federal Courts of the Northern District of California

Africa, Asia*, Europe*, Middle East, Oceania* England English Courts

Australia State of New South Wales, State and Federal Courts in New South Wales
Australia

Canada Province of  Ontario, Courts of the Province of Ontario
Canada

Mainland China People’s Republic of China Hong Kong International Arbitration Center

Italy Italy Court of Milan

Japan Japan Tokyo District Court of Japan

* Excluding locations listed separately in this table.

If You are a US State, Local and Education (“SLED”) Government end user, these terms, and any disputes arising

from them, are subject to the laws of the primary jurisdiction in which You are located.

If You are a US Federal Government end user, these terms, and any disputes arising from them, are subject to

the laws of the United States.

US Government end users

(a) US SLED Government. These terms govern all access to Software, Subscription Offers and Documentation
by US SLED Government end users. No other rights are granted by Cisco.

(b) US Federal Government. The Software, Subscription Offers and Documentation are considered

“commercial computer software” and “commercial computer software documentation” under FAR
12.212 and DFARS 227.7202. These terms govern all access to Software, Subscription Offers and
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13.10

13.11

13.12
13.13

13.14

13.15

13.16

13.17

Documentation by US Federal Government end users. No other rights are granted by Cisco, but any
inconsistency in these terms with federal procurement regulations is not enforceable against the US
Federal Government.
Notice. Unless provided in these terms, applicable Offer Description, or an Order, notices to Cisco (a) should be
sent to Cisco Systems, Legal Department, 170 West Tasman Drive, San Jose, CA 95134 or by email to contract-
notice@cisco.com, and (b) are considered effective (i) upon delivery, if personally delivered, (ii) the next day, if
sent by overnight mail, (iii) 3 business days after deposit, postage prepaid, if mailed, or (iv) the same day receipt
is acknowledged, if sent by e-mail. Cisco may deliver notice to You under these terms via email or regular mail,
but it may provide notices of a general nature applicable to multiple customers on cisco.com.
Force majeure. Neither party is responsible for delay or failure to perform its obligations to the extent caused by
events beyond a party’s reasonable control including severe weather events, acts of God, supply shortages, labor
strikes, epidemic, pandemic, acts of government, war, acts of terrorism or the stability or availability of utilities
(including electricity and telecommunications). The affected party must make commercially reasonable efforts
to mitigate the impact of the force majeure event.
No waiver. Failure by either party to enforce any right under these terms will not waive that right.

Severability. If any term in these terms is invalid or unenforceable, then the rest of these terms will continue
with full force and effect to the extent possible.
Entire agreement. These terms are the complete agreement between the parties regarding the subject of these
terms and replace all previous communications, understandings or agreements (whether written or oral).
Translations. Cisco may provide local language translations of these terms in some locations. Those translations
are provided for informational purposes only. If there is any inconsistency in those translations, the English
version of these terms will prevail.
No publicity. Neither party will issue any press release or other publications regarding Your use of Cisco Offers
without the other party’s advance written permission.
Order of precedence.
(a) If there is any conflict between these General Terms, Supplemental Terms or any Offer Descriptions, the

order of precedence (from highest to lowest) is:

(1) Regional terms;

(2) Data Processing Terms;

(3) Offer Descriptions;

(4) Supplemental Terms (other than Regional Terms);

(5) these General Terms; then

(6) any applicable Cisco policy referenced in these General Terms.
(b) As between You and Cisco, these terms prevail over any inconsistencies with Your contract with any Cisco

Partner.
14. Definitions
erm Meaning
Affiliate Any corporation or company that directly or indirectly controls, or is controlled by, or is under common control with the
relevant party, where “control” means to: (a) own over 50% of the relevant party; or (b) be able to direct the affairs of the
relevant party through voting rights or other lawful means (e.g., a contract that allows control).
Approved Source Cisco, a Cisco Partner, or a fulfillment agent (e.g., public cloud marketplaces) as may be appointed by Cisco from time to

time.

Authorized Users

Your users including Affiliates, Your third-party service providers, and each of their respective Users.

Buying Program

Cisco’s consumption-based programs for buying Cisco Offers such as the Cisco Enterprise Agreement.

Cisco, we, our or us

Cisco Systems, Inc. or its applicable Affiliates.

Cisco Content Systems Information and data, materials or other content provided by Cisco directly or through Your Approved Source to
You as part of Your access to Cisco Offers.

Cisco Offer Cisco-branded (a) Hardware, (b) Use Rights in Software or Cloud Services, (c) technical support included in a Subscription
Offer and (d) incidental technology and resources.

Cisco Partner A Cisco authorized reseller, distributor, systems integrator or other third party authorized by Cisco to sell Cisco Offers.

Cloud Service An on-demand service provided by Cisco accessible via the internet and provides software, platform, infrastructure and

network products and services on an ‘as-a-service’ basis as described in the applicable Offer Description.
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Meaning

Confidential Information Non-public proprietary information of the discloser obtained by the recipient in connection with these terms, which:

(a) is conspicuously marked as confidential if written or clearly stating the information is confidential when (or promptly
after) it is verbally disclosed; or

(b) is information which by its nature should reasonably be considered confidential whether disclosed in writing or orally.

Customer Content As defined in the Data Brief at the Customer Content - Data Brief webpage.
Data Personal Data, Customer Content and Systems Information.
Data Briefs Documents describing each type of Data (e.g., Personal Data, Customer Content and Systems Information) that Cisco

Offers collect, how it is collected, and when it is used, available at the Trust Portal webpage.

Data Processing Terms

Cisco’s data processing terms in the Data Protection Agreement, or terms agreed between You and Cisco covering the
same scope.

Documentation The technical specifications and use materials officially published by Cisco specifying the functionalities and capabilities of
the applicable Cisco Offer as updated from time to time.

Free Trial As defined in section 3.1 (Accessing free trials).

Free Trial Period As defined in Section 3.1 (Accessing free trials).

Hardware Tangible Cisco-branded hardware products as generally available on the Price List. Hardware does not include any
tangible product listed on the Price List in the name of a third party.

Information Security A document describing the security measures that Cisco implements to secure Personal Data and Customer Content,

Exhibit available at the Information Security Exhibit webpage.

Malicious Code Code designed or intended to disable or impede the normal operation of, or provide unauthorized access to, networks,
systems, Software or Cloud Services other than as intended by the Cisco Offer (e.g., as part of Cisco’s security products).

Offer Description A document published by Cisco as an ‘Offer Description’ that has more information or related terms specific to a Cisco
Offer or Buying Program, available at the Product Specific Terms webpage.

Order The transaction through which You acquire a Cisco Offer from an Approved Source, including through buying and ordering

documents, signing an agreement or statement of work, or transacting through an online ordering tool or marketplace.

Personal Data

Any information about, or relating to, an identifiable individual. It includes any information that can be linked to an
individual or used to, directly or indirectly, identify an individual, natural person. Further information regarding Personal
Data is on the Personal Data - Data Brief webpage.

Price List The price lists published at Cisco.com corresponding to the Cisco entity that sells the applicable Cisco Offer.
Privacy Data Sheet The privacy data sheet applicable to a Cisco Offer available on the Trust Portal - Privacy Data Sheet webpage.
Return Stopping all use of, destroying or returning applicable Cisco Offers to Your Approved Source, as directed by Cisco or Your

Approved Source.

Service Level Agreement The service level agreement applicable to a Subscription Offer (if applicable) as set out in the applicable Offer Description.

Software

Cisco-branded computer programs, including Upgrades and firmware.

Subscription Offer

Cisco Offers provided on a term, or subscription, basis under Your Order.

Supplemental Terms

Any additional terms applicable to Your Order (including those applying to a specific region or Buying Program).

Infor

As defi

d in the Systems Information — Data Brief webpage.

Transfer Policies

Cisco policies for movement of Use Rights as set out in the Cisco Software Transfer and Re-licensing Policy and the
Software License Portability Policy.

Upgrades All updates, upgrades, bug fixes, error corrections, enhancements and other modifications to the Software.
Use Term The period You may exercise Use Rights in the Cisco Offer under Your Order.

Use Rights As set out in section 2.1.

You, Your The individual or legal entity acquiring access to Cisco Offers.
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