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ESSEX COUNTY COUNCIL

Checkpoint Encryption Support and Maintenance Services
STATEMENT OF REQUIREMENTS

Issued 30 June 2016
to be returned by

12 noon on 28 July 2016
INTRODUCTION
Essex County Council (ECC) is seeking a Supplier to support and maintain its Disk and Media encryption service for a one year period with an option to extend by one year period with an option to extend by a further one year at the discretion of ECC.  Please note our current Checkpoint Support expires on 31st October 2016.  
Suppliers will need to complete the Tender return document to submit a response.  The document consists of the following sections to allow the Supplier to provide a Tender response:

· Quality

· Price

An Evaluation Matrix is provided as part of the Tender pack, which shows the questions asked, a breakdown of the scoring and the evaluation parameters to assist Suppliers with answering the tender questions.

BACKGROUND
ECC uses a mix of Desktop Computers, Laptops and Tablets. All devices require media encryption solutions. All laptops and tablets require full hard disk encryption.

A phased rolling hardware refresh is underway all replacements are currently manufactured by Dell.

There is currently an estate of approximately 9,150 devices, 6,628 of which are notebooks (including laptops, tablets and other mobile devices). 

Support and Maintenance is required for the entire estate as follows:

· 3,000 Total Endpoint Security perpetual licences

· 3,000 Media Encryption/Port Protection perpetual licences

· 3,628 Total Endpoint Security annual subscription licences

· 9000 Containers
The subscription licence support for the existing perpetual endpoint estate is within scope for this tender.

Product licence position

ECC has updated its licence arrangements to reflect the end state of the hardware refresh programme.

ECC will hold licences to cover full disk encryption for all laptops and media encryption for all devices. The licence will cover the Checkpoint E80.x version and bidders should base their proposals on this being in place.
ADDITIONAL INFORMATION
	Checkpoint Account ID
	0006340832

	Management Platform
	Currently deployed over two Media Encryption Servers

	Checkpoint FDE/ME Client Server
	Media Encryption Server E80.40

	Checkpoint End-Point Version
	endpoint version (FDE / MEC)  8.2.933

	Software Deployment Tool
	System Centre Configuration Manager

	Anti-Virus Solution
	System Centre Endpoint Protection


REQUIREMENTS
The bidder will be expected to conduct an initial review of the installed system, update as necessary and then provide on-going proactive and reactive support and maintenance. A breakdown of these requirements is included in the following tables.
Bidders should use their knowledge and experience of the product in an enterprise environment to outline additional tasks that may be required, or services that can be offered, to ensure ECC has a robust, fit for purpose and fully supported encryption solution.

	Reference
	R001

	Requirement
	Health check, upgrade and optimisation

	Specifics
	a. Review the overall environment from a service management perspective, implementing the necessary changes to bring the service in line with best practice
b. Review and update all existing technical support documentation (circa 20 documents) 
c. Assess the resilience of the system and make recommendations on improvement, including removal of any single points of failure
d. Maintain a role based access to the platform to ensure that only authorised ECC staff can see the logs and make system changes.
e. Develop and test a full formal recovery process
f. Review master decryption keys/codes

g. Optimise system logs and audit data
h. Optimise all other system configurations for the ECC environment

i. Advise ECC of the best course of action and progress with an upgrade of the system upon confirmation of ECC to proceed  (bidders should recommend the most appropriate version)




	Reference
	R002

	Requirement
	Proactive Support

	Specifics
	a. Define and conduct regular housekeeping (at least monthly) on the backend system in line with product best practice.  ECC and the Successful Bidder will have joint responsibility for conducting housekeeping activities.
b. Review patches, hotfixes and upgrades as released by the manufacturer as part of their release cycle
c. Advise ECC on updates (patches, hotfixes, service packs)
d. Provide resource to assist in the preparation, testing and release of upgrades

e. Advise ECC of the best course of action and conduct full software upgrades upon confirmation of ECC to proceed, as required during the life of the contract 

f. Provide resource to prepare, test and deploy client updates – including post implementation support in line with ITIL best practice


	Reference
	R003

	Requirement
	Reactive Support

	Specifics
	a. Provide a Service Desk function that ECC Information Services staff can use to raise Incidents and Problems.  The Service Desk should be available between 8am and 6pm Monday to Friday.
b. Log all calls raised by ECC Service Desk, providing a unique reference and a mechanism by which ECC can track logged tickets.
c. Provide resources onsite and ECC locations as necessary to expedite resolution of Major Incidents.  Major Incidents (MI) will be classified as follows:
I. Priority 1 – service is unavailable.  An MI classified as Priority 1 must be resolved within a maximum of 5 hours.

II. Priority 2 – significant proportion of the service is affected.  An MI classified as Priority 2 must be resolved within a maximum of 12 hours.

III. Priority 3 – partial failure of a service, affecting multiple users, which may have a workaround in place. This is not classed as an MI and should be resolved within 3 days
IV. Priority 4 – minor problem affecting single users. This is not classed as an MI and should be resolved in 5 days
d. Provide a clear functional and management escalation route as well as a mechanism for ECC to receive quarterly reporting on SLA performance.
e. Advise on the Service Level Agreement offered under the bid, including details of any other optional levels of service which will support and deliver on Service Availability target of 95%


TIMELINE
The timeline for the project is given below. 

	Contract Award
	By 15/08/2016

	Contract Commence
	01/11/2016

	Checkpoint Support & Maintenance
	01/11/2016 – 31/10/2017

	Health check, upgrade and optimisation
	By 11/01/2017


The reactive support element of the contract must be in place from the start of the contract
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