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[bookmark: date][bookmark: Title][bookmark: _Toc447527456][bookmark: _Toc455047617]Form of Agreement
This Agreement is made between the Commissioners for Her Majesty’s Revenue and Customs (the “Authority”) of 100 Parliament Street, Westminster, London, SW1A 2BQ and Tecknuovo Ltd (the “Supplier”) whose company number is 09611416 and whose main or registered office is at 20-22 Wenlock Road, London, N1 7GU 
This Agreement is effective from and including 16th January 2019 (“Effective Date”) and shall expire on 31st March 2019 (“Expiry Date”).
It is agreed that:
This Form of Agreement together with the Terms and Conditions and Schedules are the documents that form the Agreement.
The Agreement effected by the signing of this Form of Agreement constitutes the entire agreement between the Parties relating to the subject matter of the Agreement and supersedes all prior negotiations, representations or understandings whether written or oral.
Signed for and on behalf of:
	
	The Commissioners for HM Revenue & Customs:
	
	Tecknuovo

	Signature:
	Redacted
	Signature:
	Redacted

	Name:
	Redacted
	Name:
	Redacted

	Capacity:
	Redacted
	Capacity:
	Redacted

	Date:
	Redacted
	Date:
	Redacted

	Address:
	Redacted
	Address:
	Redacted

	Telephone:
	Redacted
	Telephone:
	Redacted

	email:
	Redacted
	email:
	Redacted




Terms and Conditions
[bookmark: _Ref524697278]Interpretation
In this Agreement, unless otherwise provided or the context otherwise requires the following expressions shall have the meanings set out below:
	“Agreement” 
	the contract between (i) the Authority acting as part of the Crown and (ii) the Supplier;

	“Authority”
	has the meaning given in the Form of Agreement;

	“Authority Data”
	(a) 	the data, text, drawings, diagrams, images or sounds (together with any database made up of any of these) which are embodied in any electronic, magnetic, optical or tangible media, and which are:
(i) supplied to the Supplier by or on behalf of the Authority; and/or 
(ii) which the Supplier is required to generate, process, store or transmit pursuant to this Agreement; or
(b) any Personal Data for which the Authority is the Controller, or any data derived from such Personal Data which has had any designatory data identifiers removed so that an individual cannot be identified.

	“BPSS” 
	the HMG Baseline Personnel Security Standard staff vetting procedures, issued by the Cabinet Office Security Policy Division and Corporate Development Group;

	“Central Government Body”
	a body listed in one of the following sub-categories of the Central Government classification of the Public Sector Classification Guide, as published and amended from time to time by the Office for National Statistics:
(a) Government Department;
(b) Non-Departmental Public Body or Assembly Sponsored Public Body (advisory, executive, or tribunal);
(c) Non-Ministerial Department; or
(d) Executive Agency;

	“Charges”
	the charges for the Services as specified in Paragraph A5 of Schedule 1 (Service Order); 

	“Confidential Information”
	all information, whether written or oral (however recorded), provided by the disclosing Party to the receiving Party and which (i) is known by the receiving Party to be confidential; (ii) is marked as or stated to be confidential; or (iii) ought reasonably to be considered by the receiving Party to be confidential;

	“Default”
	any breach of the obligations of the relevant Party (including abandonment of this Agreement in breach of its terms, repudiatory breach or breach of a fundamental term) or any other default, act, omission, negligence or statement:
(a) in the case of the Authority, of its employees, servants, agents; or
(b) in the case of the Supplier, of its sub-contractors or any Supplier Personnel,
in connection with or in relation to the subject-matter of this Agreement and in respect of which such Party is liable to the other;

	“Effective Date”
	has the meaning given in the Form of Agreement;  

	“Expiry Date”
	has the meaning given in the Form of Agreement;  

	“FOIA”
	the Freedom of Information Act 2000;

	“GDPR”
	the General Data Protection Regulation (Regulation (EU) 2016/679);

	“Information”
	has the meaning given under section 84 of the FOIA; 

	“Intellectual Property Rights”
	patents, inventions, trademarks, service marks, logos, design rights (whether registerable or otherwise), applications for any of the foregoing, copyright, database rights, domain names, trade or business names, moral rights and other similar rights or obligations whether registrable or not in any country (including but not limited to the United Kingdom) and the right to sue for passing off;

	“Law”
	any applicable Act of Parliament, subordinate legislation within the meaning of section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of section 2 of the European Communities Act 1972, regulatory policy, guidance or industry code, judgment of a relevant court of law, or directives or requirements of any regulatory body with which the Supplier is bound to comply; 

	“Losses”	
	losses, liabilities, damages, costs and expenses (including legal fees on a solicitor/client basis) and disbursements and costs of investigation, litigation, settlement, judgment interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty or otherwise;

	“Key Personnel” 
	any Supplier Personnel specified as such in Paragraph 4 (Contract Management Roles and Dispute Escalation Points) of Schedule 3 (Contract Management Plan and Management Information) or otherwise notified as such by the Authority to the Supplier in writing;  

	“Occasion of Tax Non-Compliance”
	(a) any Tax return of the Supplier and/or its subcontractor and/or any  non-submission of a Tax return (whether deliberate or by omission) by the Supplier and/or its subcontractor to the Relevant Tax Authority on or after 1 October 2012 is found to be incorrect as a result of:
(iii) a Relevant Tax Authority successfully challenging the Supplier or relevant sub-contractor under the General Anti Abuse Rule or the Halifax Abuse Principle or TAAR or under any Tax rules or legislation in any jurisdiction that have an effect equivalent or similar to the General Anti Abuse Rule or the Halifax Abuse Principle or TAAR; 
(iv) the failure of an avoidance scheme which the Supplier or relevant sub-contractor was involved in, and which was, or should have been, notified to a Relevant Tax Authority under the DOTAS or any equivalent or similar regime in any jurisdiction; and/or
(b) the Tax affairs of the Supplier or any of its sub-contractors have given rise to a criminal conviction in any jurisdiction for Tax related offences within the last five (5) years which is not spent at the Effective Date or to a civil penalty for fraud or evasion within the last three (3) years; 
(c) For these purposes :
(i) a return is "submitted" when it is first submitted to the Relevant Tax Authority and any subsequent amendments or re-submissions are to be ignored; and
(ii) a Relevant Tax Authority will not be deemed to have "successfully challenged" the Supplier or a sub-contractor until an appeal against such challenge is no longer possible.

	“Party”
	the Supplier or the Authority (as appropriate) and “Parties” shall mean both of them; 

	“Personal Data”
	has the meaning given in the GDPR;  

	“Purchase Order Number”
	the Authority’s unique number relating to the supply of the Services; 

	“Request for Information”
	has the meaning set out in the FOIA or the Environmental Information Regulations 2004 as relevant (where the meaning set out for the term “request” shall apply); 

	“Reimbursable Expenses”	
	reasonable out of pocket travel and subsistence (for example, hotel and food) expenses, properly and necessarily incurred in the performance of the Services, calculated at the rates and in accordance with the Authority's expenses policy current from time to time, but not including:
(a) travel expenses incurred as a result of Supplier Personnel travelling to and from their usual place of work, or to and from the premises at which the Services are principally to be performed, unless the Authority otherwise agrees in advance in writing; and
(b) subsistence expenses incurred by Supplier Personnel whilst performing the Services at their usual place of work, or to and from the premises at which the Services are principally to be performed;

	“Relevant Tax Authority”	
	HMRC, or, if applicable, a tax authority in the jurisdiction in which the Supplier is established, resident or liable to any Tax;

	“Services”
	the services to be supplied by the Supplier to the Authority under the Agreement, including the provision of any Goods;  

	“Services Start Date”
	the services start date set out in Paragraph A4 of Schedule 1 (Service Order);

	“Specification”
	the specification for the Services (including as to quantity, description and quality) as specified in Paragraph A6 of Schedule 1 (Service Order); 

	“Supplier Personnel”
	all directors, officers, employees, agents, consultants and contractors of the Supplier and/or of any sub-contractor of the Supplier engaged in the performance of the Supplier’s obligations under the Agreement; 

	“Supplier”
	has the meaning given in the Form of Agreement;

	“Tax”
	means:
(a) all forms of tax whether direct or indirect;
(b) national insurance contributions in the United Kingdom and similar contributions or obligations in any other jurisdiction;
(c) all statutory, governmental, state, federal, provincial, local government or municipal charges, duties, imports, contributions. levies or liabilities (other than in return  for goods or services supplied or performed or to be performed) and withholdings; and
(d) any penalty, fine, surcharge, interest, charges or costs relating to any of the above,
in each case wherever chargeable and whether of the United Kingdom and any other jurisdiction;

	“Term”
	the period from the Effective Date to the Expiry Date as such period may be extended in accordance with Clause 5.2 or terminated in accordance with the terms and conditions of the Agreement; 

	“VAT”
	value added tax in accordance with the provisions of the Value Added Tax Act 1994; and

	“Working Day”
	a day (other than a Saturday or Sunday) on which banks are open for business in the City of London.


In these terms and conditions, unless the context otherwise requires:
references to numbered clauses are references to the relevant clause in these terms and conditions;
any obligation on any Party not to do or omit to do anything shall include an obligation not to allow that thing to be done or omitted to be done;
the headings to the clauses of these terms and conditions are for information only and do not affect the interpretation of the Agreement;
any reference to an enactment includes reference to that enactment as amended or replaced from time to time and to any subordinate legislation or byelaw made under that enactment; and
the word ‘including’ shall be understood as meaning ‘including without limitation’.
In the event of any conflict between the terms of Schedule 1 (Service Order) and any other term of this Agreement, the terms of Schedule 1 shall prevail.
Supply of Services
In consideration of the Authority’s agreement to pay the Charges, the Supplier shall supply the Services to the Authority from the Services Start Date until the end of the Term subject to and in accordance with the terms and conditions of the Agreement. 
[bookmark: _Ref377050437]In supplying the Services, the Supplier shall:
co-operate with the Authority in all matters relating to the Services and comply with all the Authority’s instructions;
perform the Services with all reasonable care, skill and diligence in accordance with good industry practice in the Supplier’s industry, profession or trade;
use Supplier Personnel who are suitably skilled and experienced to perform tasks assigned to them, and in sufficient number to ensure that the Supplier’s obligations are fulfilled in accordance with the Agreement;
ensure that the Services shall conform with all descriptions and specifications set out in the Specification;
comply with all applicable Laws; and
[bookmark: _Ref360039773]provide all equipment, tools and vehicles and other items as are required to provide the Services.
If the Authority informs the Supplier in writing that the Authority reasonably believes that any part of the Services does not meet the requirements of the Agreement or differs in any way from those requirements, and this is other than as a result of a Default by the Authority, the Supplier shall at its own expense re-schedule and carry out the Services in accordance with the requirements of the Agreement within such reasonable time as may be specified by the Authority.
Supply of Goods
Where, as part of the Services, the Supplier is to sell goods or equipment (“Goods”) to the Authority: 
the relevant Goods and their prices shall be as set out in Schedule 1 (Service Order); 
the Supplier shall supply and, where relevant, install the Goods in accordance with the relevant specification;
the Supplier shall ensure that the Goods are free from material defects in design, materials and workmanship and remain so for twelve (12) months after delivery;
if following inspection or testing the Authority considers that the Goods do not conform with the relevant specification, the Authority shall inform the Supplier and the Supplier shall immediately take such remedial action as is necessary to ensure compliance; and
without prejudice to any other rights or remedies of the Authority the risk and title in the Goods shall pass to the Authority at the time of delivery or such earlier time as required at the Authority’s sole discretion.
Warranties
The Supplier represents and warrants that:
[bookmark: _Ref521076921][bookmark: _Ref440515708]in the three years prior to the Effective Date, it has been in full compliance with all applicable securities and Tax Laws and regulations in the United Kingdom and in the jurisdiction in which it is established;
[bookmark: _Ref521076929]it has notified the Authority in writing of any Occasions of Tax Non‑Compliance  and any litigation, enquiry or investigation in which it or its Subcontractors is/are (as appropriate) involved that is in connection with, or which may lead to any Occasion of Tax Non‑Compliance; 
no profit warnings, proceedings or other steps have been taken and not discharged (nor, to the best of its knowledge, are threatened) for the winding up of the Supplier or for its dissolution or for the appointment of a receiver, administrative receiver, liquidator, manager, administrator or similar officer in relation to any of the Supplier’s assets or revenue; and
If at any time a Party becomes aware that a representation or warranty given by it under Clause 4.1.1 or 4.1.2 has been breached, is untrue, or is misleading, it shall immediately notify the other Party of the relevant occurrence in sufficient detail to enable the other Party to make an accurate assessment of the situation.  
Term
The Agreement shall take effect on the Effective Date and shall expire on the Expiry Date, unless it is otherwise extended in accordance with Clause 5.2 or terminated in accordance with the terms and conditions of the Agreement.  
[bookmark: _Ref266710570][bookmark: _Ref359607345]The Authority may extend the Agreement for a period of up to 12 months by giving not less than 10 Working Days’ notice in writing to the Supplier prior to the Expiry Date.  The terms and conditions of the Agreement shall apply throughout any such extended period. 
[bookmark: _Ref523496245]Charges, Payment and Recovery of Sums Due
[bookmark: _Ref521074495]The Charges for the Services shall be as set out in Schedule 1 (Service Order) and shall be the full and exclusive remuneration of the Supplier in respect of the supply of the Services.  Unless otherwise agreed in writing by the Authority, the Charges shall include every cost and expense of the Supplier directly or indirectly incurred in connection with the performance of the Services. 
The Supplier shall invoice the Authority as specified in the Agreement.  Each invoice shall include such supporting information required by the Authority to verify the accuracy of the invoice (“Supporting Documentation”), including the relevant Purchase Order Number (and CD Reference) and a breakdown of the Services supplied in the invoice period.  
To facilitate payment, the Supplier shall use an electronic transaction system chosen by the Authority and shall:
register for the electronic transaction system in accordance with the instructions of the Authority;
allow the electronic transmission of purchase orders and submitting of electronic invoices via the electronic transaction system; 
designate a Supplier representative as the first point of contact with the Authority for system issues; and
provide such data to the Authority as the Authority reasonably deems necessary for the operation of the system including, but not limited to, electronic catalogue information.
The Authority is in the process of implementing its electronic transaction system. Each invoice and any Supporting Documentation required to be submitted in accordance with this Clause 6 shall be submitted by the Supplier, as directed by the Authority from time to time, either:
via the Authority’s electronic transaction system; or
to the HMRC Work Manager detailed in Paragraph A1 of Schedule 1 (Service Order) (or such other person notified to the Supplier in writing by the Authority) by email in pdf format or, if agreed with the Authority, in hard copy by post. 
The Supplier acknowledges and agrees that should it commence Services without a Purchase Order Number: 
the Supplier does so at its own risk; and
the Authority shall not be obliged to pay the Charges without a valid Purchase Order Number having been provided to the Supplier.
[bookmark: _Ref523496442]The Authority shall regard an invoice as valid only if it complies with the provisions of this Clause 6. The Authority shall promptly return any non-compliant invoice to the Supplier and the Supplier shall promptly issue a replacement, compliant invoice.
[bookmark: _Ref523496484]In consideration of the supply of the Services by the Supplier, the Authority shall pay the Supplier the invoiced amounts no later than 30 days after receipt of a valid invoice which includes a valid Purchase Order Number.
If there is a dispute between the Parties as to the amount invoiced, the Authority shall pay the undisputed amount. The Supplier shall not suspend the supply of the Services unless the Supplier is entitled to terminate the Agreement for a failure to pay undisputed sums in accordance with Clause 20.4.  Any disputed amounts shall be resolved through the dispute resolution procedure detailed in Clause 23. 
If a payment of an undisputed amount is not made by the Authority by the due date, then the Authority shall pay the Supplier interest at the interest rate specified in the Late Payment of Commercial Debts (Interest) Act 1998.  
If any sum of money is recoverable from or payable by the Supplier under the Agreement (including any sum which the Supplier is liable to pay to the Authority in respect of any breach of the Agreement), that sum may be deducted unilaterally by the Authority from any sum then due, or which may come due, to the Supplier under the Agreement or under any other agreement or contract with the Authority.  The Supplier shall not be entitled to assert any credit, set-off or counterclaim against the Authority in order to justify withholding payment of any such amount in whole or in part. 
Expenses
Where the Authority expressly agrees in writing, the Supplier shall be entitled to be reimbursed by the Authority for Reimbursable Expenses (in addition to being paid the relevant Charges), provided that such Reimbursable Expenses are supported by Supporting Documentation.
The Authority shall provide a copy of its current expenses policy to the Supplier upon request.
Promoting Tax Compliance
[bookmark: _Ref456623957][bookmark: _Ref450741359][bookmark: _Ref440515722]All amounts stated are exclusive of VAT which shall be charged at the prevailing rate.  The Customer shall, following the receipt of a valid VAT invoice, pay to the Supplier a sum equal to the VAT chargeable in respect of the Services. 
[bookmark: _Ref456277668]The Supplier shall at all times comply with all other Laws and regulations relating to Tax.
[bookmark: _Ref456277708]The Supplier shall provide to the Customer the name and, as applicable, the Value Added Tax registration number, PAYE collection number and either the Corporation Tax or self-assessment reference of any agent, supplier or sub-contractor of the Supplier prior to the commencement of any work under this Agreement by that agent, supplier or sub-contractor.  Upon a request by the Authority, the Supplier shall not employ or will cease to employ any agent, supplier or sub-contractor or sub-contractor.
[bookmark: _Ref450892830]Where an amount of Tax, including any assessed amount, is due from the Supplier an equivalent amount may be deducted by the Authority from the amount of any sum due to the Supplier under this Agreement.
[bookmark: _Ref450740031]If, at any point during the Term, an Occasion of Tax Non‑Compliance occurs and or any litigation, enquiry or investigation in which it or its sub-contractors is/are (as appropriate) involved that is in connection with, or which may lead to, any Occasion of Tax Non-Compliance, the Supplier shall:
notify the Authority in writing of such fact within five (5) Working Days of its occurrence; and
promptly provide to the Authority:
details of the steps which the Supplier is taking to address the Occasion of Tax Non‑Compliance and to prevent the same from recurring, together with any mitigating factors that it considers relevant; and 
such other information in relation to the Occasion of Tax Non‑Compliance as the Authority may reasonably require.
[bookmark: _Ref456276817][bookmark: _Ref454350391]The Supplier shall indemnify the Authority on a continuing basis against any liability, including any interest, penalties or costs incurred, that is levied, demanded or assessed on the Authority at any time in respect of the Supplier's failure to account for or to pay any Tax relating to payments made to the Supplier under this Agreement.  Any amounts due under this Clause 6.18 shall be paid in cleared funds by the Supplier to the Authority not less than five (5) Working Days before the date upon which the Tax or other liability is payable by the Authority.  
[bookmark: _Ref456277675]The Supplier shall provide (promptly or within such other period notified by the Authority) information which demonstrates how the Supplier complies with its Tax obligations.
[bookmark: _Ref519588273]If the Supplier fails to comply (or if the Authority receives information which demonstrates that the Supplier has failed to comply) with any of the provisions in Clauses 6.14 to 6.19 (inclusive) then this shall allow the Authority to terminate the Agreement pursuant to Clause 20.2.1.
[bookmark: _Ref456278268]The Authority may internally share any information which it receives under Clauses 6.15 to 6.17 (inclusive) and 6.19. 
Income Tax and National Insurance Contributions
[bookmark: _Ref440513696]Where the Supplier or any Supplier Personnel are liable to Tax in the UK or to pay national insurance contributions in respect of consideration received under this Agreement, the Supplier shall:
[bookmark: _Ref449628689]at all times comply with the Income Tax (Earnings and Pensions) Act 2003 and all other Laws and regulations relating to income tax, and the Social Security Contributions and Benefits Act 1992 and all other Laws and regulations relating to national insurance contributions, in respect of that consideration;
[bookmark: _Ref449628697]indemnify the Authority against any income tax, national insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made in connection with the provision of the Services by the Supplier or any Supplier Personnel for which the Supplier is not primarily liable to account to the Authority under the relevant Laws and regulations; and
[bookmark: _Ref449629150][bookmark: _Ref449629483]provide (promptly or within such other period notified by the Authority) information which demonstrates how the Supplier complies with Clause 6.22.1 or why Clause 6.22.1 does not apply to the Supplier (including such specific information as the Authority may request),
and if the Supplier fails to comply (or if the Authority receives information which demonstrates that the Supplier has failed to comply) with any of the provisions above in this Clause 6.22 then this shall allow the Authority to terminate the Agreement pursuant to Clause 20.2.1.
The Authority may internally share any information which it receives under Clause 6.22.3.  
Premises and equipment
[bookmark: _Ref377050453]If agreed between the Parties, and subject always to Clause 8, the Authority shall provide the Supplier with reasonable access at reasonable times to its premises for the purpose of supplying the Services.  All equipment, tools and vehicles brought onto the Authority’s premises by the Supplier or the Supplier Personnel shall be at the Supplier’s risk.  
[bookmark: _Ref377050463]If the Supplier supplies all or any of the Services at or from the Authority’s premises, on completion of the Services or termination or expiry of the Agreement (whichever is the earlier) the Supplier shall vacate the Authority’s premises, remove the Supplier’s plant, equipment and unused materials and all rubbish arising out of the provision of the Services and leave the Authority’s premises in a clean, safe and tidy condition.  The Supplier shall be solely responsible for making good any damage to the Authority’s premises or any objects contained on the Authority’s premises which is caused by the Supplier or any Supplier Personnel, other than fair wear and tear.   
If the Supplier supplies all or any of the Services at or from its premises or the premises of a third party, the Authority may, during normal business hours and on reasonable notice, inspect and examine the manner in which the relevant Services are supplied at or from the relevant premises. 
The Authority shall be responsible for maintaining the security of its premises in accordance with its standard security requirements.  While on the Authority’s premises the Supplier shall, and shall procure that all Supplier Personnel shall, comply with all the Authority’s security requirements.
Where all or any of the Services are supplied from the Supplier’s premises, the Supplier shall, at its own cost, comply with all security requirements specified by the Authority in writing.
[bookmark: _Ref377050472]Without prejudice to Clause 2.2.6, any equipment provided by the Authority for the purposes of the Agreement shall remain the property of the Authority and shall be used by the Supplier and the Supplier Personnel only for the purpose of carrying out the Agreement.  Such equipment shall be returned promptly to the Authority on expiry or termination of the Agreement.  
[bookmark: _Ref377050478]The Supplier shall reimburse the Authority for any loss or damage to the equipment (other than deterioration resulting from normal and proper use) caused by the Supplier or any Supplier Personnel.  Equipment supplied by the Authority shall be deemed to be in a good condition when received by the Supplier or relevant Supplier Personnel unless the Authority is notified otherwise in writing within 5 Working Days.  
[bookmark: _Ref377050486]Supplier Personnel and Key Personnel
If the Authority reasonably believes that any of the Supplier Personnel are unsuitable to undertake work in respect of the Agreement, it may, by giving written notice to the Supplier:
refuse admission to the relevant person(s) to the Authority’s premises; 
direct the Supplier to end the involvement in the provision of the Services of the relevant person(s); and/or
require that the Supplier replace any person removed under this clause with another suitably qualified person and procure that any security pass issued by the Authority to the person removed is surrendered,
[bookmark: _Ref260825729]and the Supplier shall comply with any such notice. 
[bookmark: _Ref377050375]The Supplier shall: 
ensure that all Supplier Personnel are vetted in accordance with good industry practice, BPSS and any security requirements set out in Schedule 1 (Service Order);
if requested, provide the Authority with a list of the names and addresses (and any other relevant information, including the capacities in which they are concerned with the Agreement) of all persons who may require admission to the Authority’s premises in connection with the Agreement; and
procure that all Supplier Personnel comply with any rules, regulations and requirements reasonably specified by the Authority.
[bookmark: _Ref523832658]Any Key Personnel shall not be released from supplying the Services without the agreement of the Authority, except by reason of long-term sickness, maternity leave, paternity leave, termination of employment or other extenuating circumstances.  
[bookmark: _Ref523832660]Any replacements to the Key Personnel shall be subject to the prior written agreement of the Authority (not to be unreasonably withheld).  Such replacements shall be of at least equal status or of equivalent experience and skills to the Key Personnel being replaced and be suitable for the responsibilities of that person in relation to the Services. The Supplier shall use all reasonable endeavours to minimise any adverse impact on the Agreement which could be caused by a change in Key Personnel.
Where Supplier Personnel are required to have a pass for admission to the Authority’s premises, the Authority’s representative shall, subject to satisfactory completion of approval procedures, arrange for passes to be issued.
Assignment and sub-contracting
[bookmark: _Ref521062197][bookmark: _Ref521062092]The Supplier shall not without the prior written consent of the Authority assign, novate or in any way dispose of the benefit and/ or the burden of the Agreement or any part of the Agreement.  
[bookmark: _Ref521062199]The Supplier shall not sub-contract any of its obligations under the Agreement without the prior written consent of the Authority, not to be unreasonably withheld of delayed. At the Authority’s discretion, it may require the Supplier to provide information on the sub-contractor’s identity, the services it is proposed to it will provide and any further information reasonably required to inform its decision, including a copy of the proposed sub-contract. The Supplier shall be responsible for the acts and omissions of its sub-contractors as though they are its own and shall include in each sub-contract provisions which will enable the Supplier to meet its obligations under the Agreement
The Authority may, in the granting of any consent pursuant to Clause 9.1 or 9.2, provide for additional terms and conditions relating to such assignment, sub-contract, novation or disposal.  The Supplier shall be responsible for the acts and omissions of its sub-contractors as though those acts and omissions were its own.  
Where the Supplier enters into a sub-contract for the purpose of performing its obligations under the Agreement, it shall ensure that a provision is included in such sub-contract which requires payment to be made of all sums due by the Supplier to the sub-contractor within a specified period not exceeding 30 days from the receipt of a valid invoice.
Where the Authority has consented to the placing of sub-contracts, the Supplier shall, at the request of the Authority, send copies of each sub-contract, to the Authority as soon as is reasonably practicable.  
The Authority may assign, novate, or otherwise dispose of its rights and obligations under the Agreement without the consent of the Supplier provided that such assignment, novation or disposal shall not increase the burden of the Supplier’s obligations under the Agreement. 
[bookmark: _Ref377050494]Intellectual Property Rights 
All Intellectual Property Rights in any materials provided by the Authority to the Supplier for the purposes of this Agreement shall remain the property of the Authority but the Authority hereby grants the Supplier a royalty-free, non-exclusive and non-transferable licence to use such materials as required until termination or expiry of the Agreement for the sole purpose of enabling the Supplier to perform its obligations under the Agreement.
All Intellectual Property Rights in any materials created or developed by the Supplier pursuant to the Agreement or arising as a result of the provision of the Services shall vest in the Authority.  
[bookmark: _Ref335833704]The Supplier hereby grants the Authority:
a perpetual, royalty-free, irrevocable, non-exclusive licence (with a right to sub-license) to use all Intellectual Property Rights in the materials created or developed pursuant to the Agreement and any Intellectual Property Rights arising as a result of the provision of the Services; and
a perpetual, royalty-free, irrevocable and non-exclusive licence (with a right to sub-license) to use:
any Intellectual Property Rights vested in or licensed to the Supplier on the date of the Agreement; and
any Intellectual Property Rights created during the Term but which are neither created or developed pursuant to the Agreement nor arise as a result of the provision of the Services,
including any modifications to or derivative versions of any such Intellectual Property Rights, which the Authority reasonably requires in order to exercise its rights and take the benefit of the Agreement including the Services provided.
[bookmark: _Ref359607763]The Supplier shall indemnify, and keep indemnified, the Authority in full against all costs, expenses, damages and losses (whether direct or indirect), including any interest, penalties, and reasonable legal and other professional fees awarded against or incurred or paid by the Authority as a result of or in connection with any claim made against the Authority for actual or alleged infringement of a third party’s intellectual property arising out of, or in connection with, the supply or use of the Services, to the extent that the claim is attributable to the acts or omission of the Supplier or any Supplier Personnel. 
Remedies in the Event of Inadequate Performance
Where a complaint is received about the standard of service or about the way any Services have been delivered or work has been performed or about the Agreement or procedures used or about any other matter connected with the performance of this Agreement, then the Authority’s contract manager shall take all reasonable steps to ascertain whether the complaint is valid.  
In the event that the Authority considers there has been a breach of this Agreement by the Supplier, or the Supplier’s performance of its duties under the Agreement has failed to meet the Authority’s requirements, as set out in the Specification or otherwise in the Agreement, without prejudice to any other rights and remedies under the Agreement,  the Authority may:
make such deduction from the payment to be made to the Supplier as the Authority shall reasonably determine to reflect sums paid or sums which would otherwise be payable in respect of such of the Services as the Supplier shall have either failed to provide or have provided inadequately or which the Supplier is not obliged to provide pursuant to Clause 11.2.2;
[bookmark: _Ref521058513]without terminating the Agreement, provide or procure the provision of part of the Services (and the Supplier shall not be obliged to provide such Services) until such time as the Supplier shall have demonstrated to the reasonable satisfaction of the Authority that the Supplier will once more be able to perform such part of the Services to the required standard;
without terminating the whole of the Agreement, terminate the Agreement in respect of part of the Services only (whereupon a corresponding reduction in the Charges shall be made)  and thereafter itself provide or procure a third party to provide such part of the Services; and/or
terminate, in accordance with Clause 20, the whole of the Agreement.
[bookmark: _Ref243716101]Governance and Records
The Supplier shall:
attend progress meetings with the Authority at the frequency and times specified by the Authority and shall ensure that its representatives are suitably qualified to attend such meetings; and
[bookmark: _DV_M163][bookmark: _DV_M164][bookmark: _DV_M974]submit progress reports to the Authority at the times and in the format specified by the Authority.
[bookmark: _Ref377050504]The Supplier shall keep and maintain until 6 years after the end of the Agreement, or as long a period as may be agreed between the Parties, full and accurate records of the Agreement including the Services supplied under it and all payments made by the Authority.  The Supplier shall on request afford the Authority or the Authority’s representatives such access to those records as may be reasonably requested by the Authority in connection with the Agreement.
[bookmark: _Ref377050387]Confidentiality, Transparency and Publicity
[bookmark: _Ref359607666]Subject to Clause 13.2, each Party shall:
treat all Confidential Information it receives as confidential, safeguard it accordingly and not disclose it to any other person without the prior written permission of the disclosing Party; and
not use or exploit the disclosing Party’s Confidential Information in any way except for the purposes anticipated under the Agreement.
[bookmark: _Ref359607640]Notwithstanding Clause 13.1, a Party may disclose Confidential Information which it receives from the other Party:
where disclosure is required by applicable law or by a court of competent jurisdiction; 
to its auditors or for the purposes of regulatory requirements; 
on a confidential basis, to its professional advisers; 
to the Serious Fraud Office where the Party has reasonable grounds to believe that the other Party is involved in activity that may constitute a criminal offence under the Bribery Act 2010; 
[bookmark: _Ref377110989]where the receiving Party is the Supplier, to the Supplier Personnel on a need to know basis to enable performance of the Supplier’s obligations under the Agreement provided that the Supplier shall procure that any Supplier Personnel to whom it discloses Confidential Information pursuant to this Clause 13.2.5 shall observe the Supplier’s confidentiality obligations under the Agreement; and
where the receiving Party is the Authority:
on a confidential basis to the employees, agents, consultants and contractors of the Authority;
on a confidential basis to any other Central Government Body, any successor body to a Central Government Body or any company to which the Authority transfers or proposes to transfer all or any part of its business;
to the extent that the Authority (acting reasonably) deems disclosure necessary or appropriate in the course of carrying out its public functions; or
in accordance with Clause 15.  
and for the purposes of the foregoing, references to disclosure on a confidential basis shall mean disclosure subject to a confidentiality agreement or arrangement containing terms no less stringent than those placed on the Authority under this Clause 13.
[bookmark: _Ref360043449]The Parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of the Agreement is not Confidential Information and the Supplier hereby gives its consent for the Authority to publish this Agreement in its entirety to the general public (but with any information that is exempt from disclosure in accordance with the FOIA redacted) including any changes to the Agreement agreed from time to time.  The Authority may consult with the Supplier to inform its decision regarding any redactions but shall have the final decision in its absolute discretion whether any of the content of the Agreement is exempt from disclosure in accordance with the provisions of the FOIA.  
[bookmark: _Ref260825584]The Supplier shall not, and shall take reasonable steps to ensure that the Supplier Personnel shall not:
 make any press announcement or publicise the Agreement or any part of the Agreement in any way; or
use the Authority’s name or brand in any promotion or marketing or announcement of orders,
except with the prior written consent of the Authority.  
Each Party acknowledges to the other that nothing in this Agreement either expressly or by implication constitutes an endorsement of any products or services of the other Party and each Party agrees not to conduct itself in such a way as to imply or express any such approval or endorsement.
The Parties acknowledge that, except for any information which is Agreement from disclosure in accordance with the provisions of the FOIA, the content of this Agreement is not Confidential Information.  The Authority shall be responsible for determining in its absolute discretion whether any of the content of the Agreement is exempt from disclosure in accordance with the provisions of the FOIA.  Notwithstanding any other term of this Agreement, the Supplier hereby gives his consent for the Authority to publish the Agreement in its entirety, (but with any information which is exempt from disclosure in accordance with the provisions of the FOIA redacted) including from time to time agreed changes to the Agreement, to the general public. The Authority may consult with the Supplier to inform its decision regarding any redactions but the Authority shall have the final decision at its absolute discretion.
The Supplier shall assist and cooperate with the Authority to enable the Authority to publish this Agreement.
Official Secrets Acts and related Legislation
[bookmark: _Ref521064181]The Supplier shall comply with, and shall ensure that it’s Supplier Personnel comply with: 
the provisions of the Official Secrets Acts 1911 to 1989; 
the obligations set out in Section 182 of the Finance Act 1989 and Section 18 of the Commissioners for Revenue and Customs Act 2005 to maintain the confidentiality of Authority Data.  Further, the Supplier acknowledges that (without prejudice to any other rights and remedies of the Authority) a breach of the aforesaid obligations may lead to a prosecution under Section 182 of the Finance Act 1989 and/or Section 19 of the Commissioners for Revenue and Customs Act 2005; and
Section 123 of the Social Security Administration Act 1992, which may apply to the fulfilment of some or all of the Services.  The Supplier acknowledges that (without prejudice to any other rights and remedies of the Authority) a breach of the Supplier’s obligations under Section 123 of the Social Security Administration Act 1992 may lead to a prosecution under that Act.
The Supplier shall regularly (not less than once every six (6) months) remind all Supplier Personnel in writing of the obligations upon Supplier Personnel set out in Clause 14.1 above.  The Supplier shall monitor the compliance by Supplier Personnel with such obligations.
The Supplier shall ensure that all Supplier Personnel who will have access to, or are provided with, Authority Data sign (or have previously signed) a declaration, in a form acceptable to the Authority, acknowledging that they understand and have been informed about the application and effect of Section 18 and 19 of the Commissioners for Revenue and Customs Act 2005.  The Supplier shall provide a copy of each such signed declaration to the Authority upon demand.
In the event that the Supplier or the Supplier Personnel fail to comply with this clause, the Authority reserves the right to terminate the Agreement under Clause 20.2.1 with immediate effect.
[bookmark: _Ref261004389]Freedom of Information 
The Supplier acknowledges that the Authority is subject to the requirements of the FOIA and the Environmental Information Regulations 2004 and shall:
provide all necessary assistance and cooperation as reasonably requested by the Authority to enable the Authority to comply with its obligations under the FOIA and the Environmental Information Regulations 2004;
transfer to the Authority all Requests for Information relating to this Agreement that it receives as soon as practicable and in any event within 2 Working Days of receipt; 
provide the Authority with a copy of all Information belonging to the Authority requested in the Request for Information which is in its possession  or control in the form that the Authority requires within 5 Working Days (or such other period as the Authority may reasonably specify) of the Authority's request for such Information; and
not respond directly to a Request for Information unless authorised in writing to do so by the Authority.
The Supplier acknowledges that the Authority may be required under the FOIA and the Environmental Information Regulations 2004 to disclose Information concerning the Supplier or the Services (including commercially sensitive information) without consulting or obtaining consent from the Supplier. In these circumstances the Authority shall, in accordance with any relevant guidance issued under the FOIA, take reasonable steps, where appropriate, to give the Supplier advance notice, or failing that, to draw the disclosure to the Supplier’s attention after any such disclosure. 
Notwithstanding any other provision in the Agreement, the Authority shall be responsible for determining in its absolute discretion whether any Information relating to the Supplier or the Services is exempt from disclosure in accordance with the FOIA and/or the Environmental Information Regulations 2004.
[bookmark: _Ref448833608][bookmark: _Toc519596526][bookmark: _Ref260838253][bookmark: _Ref378336429]Authority Data and Security Requirements
[bookmark: _Ref458425961][bookmark: _Toc139080258]When handling Authority data (whether or not Personal Data), the Supplier shall ensure the security of the data is maintained in line with the security requirements of the Authority as notified to the Supplier from time to time, including any requirements set out in Schedule 6 (Security Requirements). 
[bookmark: _Ref523818146]Where the Authority is required to provide by e-mail to the Supplier or Supplier Personnel, any departmental or customer data or any other information with a security marking of “OFFICIAL-SENSITIVE”, to enable it to deliver the Services, the Supplier shall not (and shall procure that the Supplier Personnel do not) store that information on its personal computer or any form of removable media. 
Any breach of this Clause 16 may result in termination of the Agreement under Clause 20.2.
[bookmark: _Ref377050536]Liability 
The Supplier shall not be responsible for any injury, loss, damage, cost or expense suffered by the Authority if and to the extent that it is caused by the negligence or wilful misconduct of the Authority or by breach by the Authority of its obligations under the Agreement. 
[bookmark: _Ref370389250]Subject always to Clauses 17.3 and 17.3.2:
[bookmark: _Ref377110477]the Supplier's aggregate liability in respect of loss of or damage to the Authority premises or other property or assets of the Authority (including technical infrastructure, assets or equipment but excluding any loss or damage to the Authority's Data or any other data) that is caused by Defaults of the Supplier shall in no event exceed 1 million pounds;
the aggregate liability of the Supplier in respect of all other Losses howsoever caused, whether arising from breach of the Agreement, the supply or failure to supply of the Services, misrepresentation (whether tortuous or statutory), tort (including negligence), breach of statutory duty or otherwise shall in no event exceed a sum equal 125% of the Charges paid or payable to the Supplier; and
[bookmark: _Ref521068991]except in the case of claims arising under Clauses 10.4 and 22.3, and subject to Clause 17.4, in no event shall the Supplier be liable to the Authority for any: 
loss of profits;
loss of business; 
loss of revenue; 
loss of or damage to goodwill;
loss of savings (whether anticipated or otherwise); and/or
any indirect, special or consequential loss or damage.
[bookmark: _Ref521069026][bookmark: _Ref359607720]Nothing in the Agreement shall be construed to limit or exclude:
 either Party's liability for:
death or personal injury caused by its negligence or that of the Supplier Personnel;
fraud or fraudulent misrepresentation by it or that of the Supplier Personnel; or
any other matter which, by law, may not be excluded or limited; or
[bookmark: _Ref359607729]the Supplier’s liability under the indemnity in Clause 10.4 (Intellectual Property Rights) and 22.3 (Prevention of Fraud and Corruption); or
the Supplier's liability for any regulatory losses, fines and/or expenses incurred by the Authority and any further costs incurred by the Authority in order to meet any additional requirements imposed by a relevant regulatory body as a result of the relevant breach.
[bookmark: _Ref521068967]Notwithstanding Clause 17.2.3 but subject to Clause 17.2, the Supplier acknowledges that the Authority may, amongst other things, recover from the Supplier the following Losses incurred by the Authority to the extent that they arise as a result of a Default by the Supplier which are deemed to be a non exhaustive list of direct and recoverable Losses:
the total amount of Tax Revenue which would have been collected and/or the total amount of any benefit or tax credit overpayment which would not have been made by or on behalf of the Authority had the Default not occurred;
notwithstanding Clauses 17.4.3 and 17.4.8, any operational and/or administrative costs and expenses incurred by the Authority in connection with dealing with a loss of Tax Revenue and/or any overpayment of any benefit or tax credit made as a result of a Default;
[bookmark: _Ref521069221]any additional operational and/or administrative costs and expenses incurred by the Authority, including costs relating to time spent by or on behalf of the Authority in dealing with the consequences of the Default;
any wasted expenditure or charges; 
the additional cost of procuring Replacement Services for the remainder of the Term and/or replacement Deliverables, which shall include any incremental costs associated with such Replacement Services and/or replacement Deliverables above those which would have been payable under this Agreement;
any compensation or interest paid to a third party by the Authority; 
any fine or penalty incurred by the Authority pursuant to Law and any costs incurred by the Authority in defending any proceedings which result in such fine or penalty; and
[bookmark: _Ref521069239]without prejudice to Clause 16 (Authority Data and Security Requirements), any losses associated with corruption, loss or degradation to Authority Data.
Insurance
The Supplier shall effect and maintain with a reputable insurance company a policy or policies of insurance providing an adequate level of cover in respect of all risks which may be incurred by the Supplier, arising out of the Supplier’s performance of its obligations under the Agreement, including in respect of death or personal injury, loss of or damage to property or any other loss.  Such policies shall include cover in respect of any financial loss arising from any advice given or omitted to be given by the Supplier and shall be maintained for the Term. 
The Supplier shall hold employer’s liability insurance to a minimum of £5,000,000 in respect of Supplier Personnel in accordance with any legal requirement from time to time in force.
The Supplier shall give the Authority, on request, copies of all insurance policies referred to in this clause or a broker’s verification of insurance to demonstrate that the appropriate cover is in place, together with receipts or other evidence of payment of the latest premiums due under those policies.
The Supplier shall hold and maintain professional indemnity insurance cover and shall ensure that all professional contractors involved in the provision of the project hold and maintain appropriate cover.  Such insurance to be held by the Supplier or by any agent or sub-contractor involved in the provision of the project may be limited in respect of any one claim (but shall not be limited in any other respect), provided that any such limit shall in any event be not less than £1,000,000 (one million pounds).  Such insurance shall be maintained for a minimum of six years following expiration or earlier termination of this Agreement.
[bookmark: _Ref360044784]Force Majeure
Neither Party shall have any liability under or be deemed to be in breach of the Agreement for any delays or failures in performance of the Agreement which result from circumstances beyond the reasonable control of the Party affected. Each Party shall promptly notify the other Party in writing when such circumstances cause a delay or failure in performance and when they cease to do so. If such circumstances continue for a continuous period of more than two months, either Party may terminate the Agreement by written notice to the other Party.
[bookmark: _Ref359655944][bookmark: _Ref245529290]Termination
The Authority may terminate the Agreement at any time by notice in writing to the Supplier to take effect on any date falling at least 1 month (or, if the Agreement is less than 3 months in duration, at least 10 Working Days) later than the date of service of the relevant notice.
[bookmark: _Ref521062554]Without prejudice to any other right or remedy it might have, the Authority may terminate the Agreement by written notice to the Supplier with immediate effect if the Supplier:
[bookmark: _Ref521060479](without prejudice to Clause 20.2.5), is in material breach of any obligation under the Agreement which is not capable of remedy; 
repeatedly breaches any of the terms and conditions of the Agreement in such a manner as to reasonably justify the opinion that its conduct is inconsistent with it having the intention or ability to give effect to the terms and conditions of the Agreement; 
[bookmark: _Ref260924378]is in material breach of any obligation which is capable of remedy, and that breach is not remedied within 30 days of the Supplier receiving notice specifying the breach and requiring it to be remedied; 
[bookmark: _Ref359859809]undergoes a change of control within the meaning of section 416 of the Income and Corporation Taxes Act 1988; 
[bookmark: _Ref359607792]breaches any of the provisions of Clauses 8.2, 13, 15, 16 and 21; or
[bookmark: _Ref260924394]becomes insolvent, or if an order is made or a resolution is passed for the winding up of the Supplier (other than voluntarily for the purpose of solvent amalgamation or reconstruction), or if an administrator or administrative receiver is appointed in respect of the whole or any part of the Supplier’s assets or business, or if the Supplier makes any composition with its creditors or takes or suffers any similar or analogous action (to any of the actions detailed in this Clause 20.2.6) in consequence of debt in any jurisdiction.
[bookmark: _Ref264467643]The Supplier shall notify the Authority as soon as practicable of any change of control as referred to in Clause 20.2.4 or any potential such change of control.
[bookmark: _Ref377110965]The Supplier may terminate this Agreement by providing at least twenty (20) Working Days’ written notice to the Authority if the Authority fails to pay an undisputed sum due to the Supplier under this Agreement and such amount remains outstanding forty (40) Working Days after the receipt by the Authority of a notice of non- payment from the Supplier.
The Supplier may terminate the Agreement by written notice to the Authority if the Authority fails to pay an undisputed sum due to the Supplier under this Agreement and such amount remains outstanding 40 Working Days after the receipt by the Authority of a notice of non-payment from the Supplier.
if the Authority has not paid any undisputed amounts within 90 days of them falling due.  If the Authority fails to pay such undisputed sums within 90 Working Days of the date of such written notice, the Supplier may terminate the Agreement in writing with immediate effect.
Termination or expiry of the Agreement shall be without prejudice to the rights of either Party accrued prior to termination or expiry and shall not affect the continuing rights of the Parties under this clause and Clauses 1, 2.2, 7.1, 7.2, 7.6, 7.7, 8, 10, 12.2, 13, 15, 16, 17, 20.8, 21.5, 22.3, 23 and 24.7 or any other provision of the Agreement that either expressly or by implication has effect after termination.
[bookmark: _Ref377050546]Upon termination or expiry of the Agreement, the Supplier shall:
give all reasonable assistance to the Authority and any incoming supplier of the Services; and
return all requested documents, information and data to the Authority as soon as reasonably practicable. 
[bookmark: _Ref377050416]Compliance
The Supplier shall comply with the requirements of the Health and Safety at Work etc. Act 1974 and any other acts, orders, regulations and codes of practice relating to health and safety, which may apply to Supplier Personnel and other persons working on the Authority’s premises in the performance of its obligations under the Agreement.
The Supplier shall promptly notify the Authority of any health and safety hazards which may arise in connection with the performance of its obligations under the Agreement.  The Authority shall promptly notify the Supplier of any health and safety hazards which may exist or arise at the Authority’s premises and which may affect the Supplier in the performance of its obligations under the Agreement.
The Supplier shall:
comply with all the Authority’s health and safety measures while on the Authority’s premises; and
notify the Authority immediately in the event of any incident occurring in the performance of its obligations under the Agreement on the Authority’s premises where that incident causes any personal injury or damage to property which could give rise to personal injury.
[bookmark: _Ref261013166]The Supplier shall:
[bookmark: _Ref359656204]perform its obligations under the Agreement in accordance with all applicable equality Law and the Authority’s equality and diversity policy as provided to the Supplier from time to time; and
take all reasonable steps to secure the observance of Clause 21.4.1 by all Supplier Personnel.
[bookmark: _Ref377050556]The Supplier shall supply the Services in accordance with the Authority’s environmental policy as provided to the Supplier from time to time. 
[bookmark: _Ref508639660][bookmark: _Ref508284750]In performing its obligations under the Agreement, the Supplier shall;
(a) [bookmark: _Ref524696809]comply with all applicable anti-slavery and human trafficking laws, statutes, regulations from time to time in force including the Modern Slavery Act 2015;
(b) [bookmark: _Ref524696782]not engage in any activity, practice or conduct that would constitute an offence under sections 1, 2 or 4, of the Modern Slavery Act 2015; and
(c) notify the Authority as soon as it becomes aware, and in any event within five (5) working days, of any actual or suspected breach of its obligations under Clause 21.6(a) and/ or (b) including details of the breach and the mitigation action it has taken or intends to take in order to:
(i) remedy the breach; and 
(ii) ensure future compliance with Clause 21.6(a) and (b).
If the Supplier fails to comply (or if the Authority receives information which demonstrates that the Supplier has failed to comply) with any of the provisions in Clause 21.6 then this shall allow the Authority to terminate the Agreement pursuant to Clause 20.2.1.
Prevention of Fraud and Corruption
[bookmark: _Ref359607864][bookmark: _Ref260824497]The Supplier shall not offer, give, or agree to give anything, to any person an inducement or reward for doing, refraining from doing, or for having done or refrained from doing, any act in relation to the obtaining or execution of the Agreement or for showing or refraining from showing favour or disfavour to any person in relation to the Agreement.
The Supplier shall take all reasonable steps, in accordance with good industry practice, to prevent fraud by the Supplier Personnel and the Supplier (including its shareholders, members and directors) in connection with the Agreement and shall notify the Authority immediately if it has reason to suspect that any fraud has occurred or is occurring or is likely to occur.
[bookmark: _Ref370389344]If the Supplier or the Supplier Personnel engages in conduct prohibited by Clause 22.1 or commits fraud in relation to the Agreement or any other contract with the Crown (including the Authority) the Authority may:
terminate the Agreement and recover from the Supplier the amount of any loss suffered by the Authority resulting from the termination, including the cost reasonably incurred by the Authority of making other arrangements for the supply of the Services and any additional expenditure incurred by the Authority throughout the remainder of the Agreement; or 
recover in full from the Supplier any other loss sustained by the Authority in consequence of any breach of this Clause.
[bookmark: a324896][bookmark: a754740][bookmark: a771580][bookmark: d4695e134][bookmark: a688721][bookmark: a797188][bookmark: a424610][bookmark: a247073][bookmark: a57863][bookmark: d4695e160][bookmark: a836145][bookmark: a1017728][bookmark: d4695e202][bookmark: a555840][bookmark: d4695e232][bookmark: a825464][bookmark: a1049772][bookmark: a111270][bookmark: a395620][bookmark: a107224][bookmark: a673334][bookmark: a975002][bookmark: a207401][bookmark: _Ref359607573]Dispute Resolution
[bookmark: _Ref523824327][bookmark: _Ref522040031][bookmark: _Ref359607911]The Parties shall attempt in good faith to negotiate a settlement to any dispute between them arising out of or in connection with the Agreement and such efforts shall involve the escalation of the dispute to the following sets of representatives consecutively: 
first to the personnel listed as level 1 escalation point in Paragraph 4 (Contract Management Roles and Dispute Escalation Points) of Schedule 3 (Contract Management Plan and Management Information);
second to the personnel listed as level 2 escalation point in Paragraph 4 of Schedule 3;
thirdly to the personnel listed as level 3 escalation point in Paragraph 4 of Schedule 3;
finally to the Authority’s Chief Executive Officer and an appropriately senior representative of the Supplier,
provided that each set of representatives listed above shall consider the dispute for at least 10 Working Days before escalating the dispute to the next set of representatives listed above if the dispute remains unresolved and the Parties consider the matter sufficiently urgent to escalate.
[bookmark: _Ref521070241]If the dispute is not resolved by the Parties in accordance with Clause 23.1, the dispute may by agreement between the Parties be referred to a neutral adviser or mediator (the “Mediator”) chosen by agreement between the Parties.  All negotiations connected with the dispute shall be conducted in confidence and without prejudice to the rights of the Parties in any further proceedings.  
[bookmark: _Ref521070298]If the Parties fail to appoint a Mediator within one month, or fail to enter into a written agreement resolving the dispute within one month of the Mediator being appointed, either Party may exercise any remedy it has under applicable law. 
Notwithstanding Clauses 23.1 to 23.3, either Party may at any time take proceedings or seek remedies before any court or tribunal of competent jurisdiction:
for interim or interlocutory remedies in relation to this Agreement or infringement by the other Party of that Party’s Intellectual Property Rights; and/or
where compliance with Clause 23.1 to 23.3 may leave insufficient time for that Party to commence proceedings before the expiry of the limitation period.
General
Each of the Parties represents and warrants to the other that it has full capacity and authority, and all necessary consents, licences and permissions to enter into and perform its obligations under the Agreement, and that the Agreement is executed by its duly authorised representative.  
A person who is not a party to the Agreement shall have no right to enforce any of its provisions which, expressly or by implication, confer a benefit on him, without the prior written agreement of the Parties. 
The Agreement cannot be varied except in writing signed by a duly authorised representative of both the Parties. 
The Agreement contains the whole agreement between the Parties and supersedes and replaces any prior written or oral agreements, representations or understandings between them. The Parties confirm that they have not entered into the Agreement on the basis of any representation that is not expressly incorporated into the Agreement. Nothing in this clause shall exclude liability for fraud or fraudulent misrepresentation.
Any waiver or relaxation either partly, or wholly of any of the terms and conditions of the Agreement shall be valid only if it is communicated to the other Party in writing and expressly stated to be a waiver.  A waiver of any right or remedy arising from a breach of contract shall not constitute a waiver of any right or remedy arising from any other breach of the Agreement.
The Agreement shall not constitute or imply any partnership, joint venture, agency, fiduciary relationship or other relationship between the Parties other than the contractual relationship expressly provided for in the Agreement. Neither Party shall have, nor represent that it has, any authority to make any commitments on the other Party’s behalf.
[bookmark: _Ref377050579]Except as otherwise expressly provided by the Agreement, all remedies available to either Party for breach of the Agreement (whether under the Agreement, statute or common law) are cumulative and may be exercised concurrently or separately, and the exercise of one remedy shall not be deemed an election of such remedy to the exclusion of other remedies. 
If any provision of the Agreement is prohibited by law or judged by a court to be unlawful, void or unenforceable, the provision shall, to the extent required, be severed from the Agreement and rendered ineffective as far as possible without modifying the remaining provisions of the Agreement, and shall not in any way affect any other circumstances of or the validity or enforcement of the Agreement.
Notices
[bookmark: _Ref360044665]Any notice to be given under the Agreement shall be in writing and may be served by personal delivery, first class recorded or, subject to Clause 25.3, e-mail to the address of the relevant Party set out in Paragraph 5 (Address for Notices) of Schedule 3 (Contract Management Plan and Management Information), or such other address as that Party may from time to time notify to the other Party in accordance with this clause.
[bookmark: _Ref360044643]Notices served as above shall be deemed served on the Working Day of delivery provided delivery is before 5.00pm on a Working Day.  Otherwise delivery shall be deemed to occur on the next Working Day. An email shall be deemed delivered when sent unless an error message is received.
[bookmark: _Ref360044325]Notices under Clauses 19 (Force Majeure) and 20 (Termination) may be served by email only if the original notice is then sent to the recipient by personal delivery or recorded delivery in the manner set out in Clause 25.1.
Governing Law and Jurisdiction
The validity, construction and performance of the Agreement, and all contractual and non contractual matters arising out of it, shall be governed by English law and shall be subject to the exclusive jurisdiction of the English courts to which the Parties submit.
[bookmark: _Toc447527501][bookmark: _Toc455047662]
Schedule 1	Service Order
	HM REVENUE & CUSTOMS SERVICE ORDER

	A1.
	HMRC Information
Purchase Order to be issued under separate cover

	CD Reference:
	SR192600047

	Purchase / Limit Order No
	To be confirmed

	Material Group:
For HMRC use only
	

99999396


	HMRC Commercial Contact

	Name:
	Redacted

	Contact Telephone No.:
	Redacted

	email:
	Redacted

	HMRC Work Manager

	Name:
	Redacted

	Contact Telephone No.:
	Redacted

	Contact Address:
	Alexander House
21 Victoria Avenue
Southend on Sea
Essex
SS99 1AA

	email:
	Redacted

	HMRC Authorised Officer:
(Sponsor/Budget Approver/Invoicing & timesheets)
	Redacted

	
	

	A2.
	Supplier Information

	Supplier:
	Tecknuovo

	Contact:
	Redacted

	Contact Tel No:
	Redacted

	Contact Address:
	Tecknuovo, 201 Borough High Street, London, SE1 1JA

	email:
	Redacted

	
	

	A3.
	Contractual Detail

	Special Terms and Conditions:
e.g. overtime, expenses, travel & subsistence, notice period.
	A3.1 

Resource may be required to help cover operational support and offer 24x 7 x 365 days a year with standard times of 0800 to 1800 hours, Mon-Fri and 1801 to 0759 ‘on call’. 

A3.2 
Expenses paid in line with HMRC policy:
1. Travel to and from the Primary Location will be met from the day rate.
 
2. Expenses are payable where travel to other locations is required as part of the assignment forming part of this agreement. Where an overnight stay is required HMRC will pay for actual bed and breakfast costs within the current maximum limits detailed below. Any other subsistence or incidental expenses are not payable. Receipts must be provided.
  
3. All other expenses will be payable at the discretion of HMRC. The Contractor shall not incur such expenses without the prior approval of the HMRC Work Manager. Any expense incurred by the Contractor without prior approval shall not be reimbursed.

	Short-term Night Subsistence Allowances
Bed and Breakfast Capped Rates
Effective from 01/05/08

	Location
	Maximum nightly rate

	London / within M25
	£120 per night

	Bristol
	£100 per night

	Gatwick, Oxford
	£90 per night

	Portsmouth, Fareham, Southampton, Leeds
	£85 per night

	Elsewhere
	£80 per night

	Travel

	Mileage allowance
	25 pence per mile

	Rail Travel
	Standard Class

	Air Travel
	Economy Class



A3.3
Notice period will be applied as follows:
For the first month of the call off period as per the service order, the notice period required by both parties for change to resources will be 5 working days.  For the remaining 2 months of the call off period and any extension period, the notice period required by both parties for changes to resource will be 10 working days. HMRC may request immediate removal of resource, with no notice period, due to the poor performance or behaviour issues.  

A3.4
HMRC consider this engagement to fall within the IR35 legislation and therefore a determination will need to be sought prior to any contractor commencing work under this contract where the contractor provided does not operate under a umbrella company for 100% of their earnings from this contract.

A3.5
All personnel engaged under this contract must comply with satisfactory BPSS checks as a minimum.  Where SC level is required HMRC will support and fund the process.  
Where appropriate, HMRC will issue a waiver to allow contractors to commence work whilst carrying out the SC clearance process.  The decision around the waiver will be at the sole discretion of HMRC and they reserve the right to refuse a waiver where business requirements dictate.

A3.6
(1) The following clauses in the Form of Agreement shall not apply to the Services delivered pursuant to this Schedule 1 (Service Order):
· Clause 2.3
· Clause 11.2
· Clause 17.4
· Clause 20.5 and Clause 20.6

(2) Clause 2.2 of Schedule 4 is hereby replaced as follows: 
“2.2 Following an Impact Assessment, if:
2.2.1 the Supplier reasonably believes that any proposed Contract Change which is requested by the Authority would:
(a) materially and adversely affect the risks to the health and safety of any person; and/or
(b) require the Services to be performed in a way that infringes any Law; and/or
(c) significantly affects the pricing of the Services set out in Schedule 1 (Service Order); and/or”

(3) Clause 22.3 of the Agreement is hereby replaced as follows:
“22.3 If the Supplier or the Supplier Personnel engages in conduct prohibited by Clause 22.1 or commits fraud in relation to the Agreement or any other contract with the Crown (including the Authority) the Authority:
22.3.1 may terminate the Agreement and recover from the Supplier such additional costs reasonably incurred by the Authority in having to make other arrangements for the supply of the Services from another supplier; and/or
22.3.2 recover from the Supplier Losses incurred by the Authority arising from such breach.”

(4) Reference to Clause 22.3 is hereby removed from Clause 17.2.3 of the Agreement.





	A4.
	Project Information

	Project Title
	C&IT Legacy Resource

	Primary Location:
(including full address)
	Reading and
Alexander House
21 Victoria Avenue
Southend on Sea
Essex
SS99 1AA

	Services Start Date:
	          16th January 2019

	End Date:
	31st March 2019 
This contract will be operated on a time and materials basis and will expire on the end date in the service order or on reaching a maximum value of £300,000, whichever is earlier.
(There is provision for an extension until 15th July 2019 and a maximum total value of £500,000.  The implementation of this extension is solely at the discretion of HMRC.)

	
	

	A5.
	Commercial Detail

	Level 
	Day Rate 

	Grade 9
	Redacted

	Grade 8
	Redacted

	Grade 7
	Redacted

	Grade 6
	Redacted

	Grade 5
	Redacted

	Grade 4
	Redacted

	Grade 3
	Redacted

	Grade 2
	Redacted

	Grade 1
	Redacted

	Grade 0 
	Redacted

	This contract will be operated on a time and materials basis and will expire on the end date in the service order or on reaching a maximum value of £300,000, whichever is earlier.

	Grand Total (£)
exclusive of VAT:
	£300,000

	

	





	A6.
	Specification

	The section below should be used to provide clear details relating to the requirements for delivery of the project/assignment.  It should include, where appropriate, milestones / key deliverables with dates, and proposals for skills transfer.

	[bookmark: _Toc500426735][bookmark: _Toc501376453]A6.1 Introduction

[bookmark: _Toc500426736][bookmark: _Toc501376454]C&IT Legacy estate Overview
[bookmark: _Toc500426737]Customs and International Delivery Group is an internal HMRC IT functional area responsible for the support of approximately 100 legacy services supporting HMRC’s Customs and International Trade business processes.   The current internal team needs to increase its capability and the organisation needs to increase its capacity to support four existing services during the current turbulent and pressurised environments surrounding EU Exit.  

[bookmark: _Toc501376455]C&IT Structure
C&IT operates both as an IT delivery and service support organisation covering agile and waterfall delivery and utilising technology from COBOL and IDMSX to Java 1.9 and Mongo and all points in between. This proposal concentrates on the legacy services using COBOL.
Each functional area within C&IT has an existing support team, with access to reasonable documentation, most of whom are already largely committed to existing planned activity. This service support contract is looking to increase the capacity of those teams.

[bookmark: _Toc501376456]A6.2 Required Outcomes
[bookmark: _Toc501376457]Overview
This requirement is for individuals to help develop, deliver and support each of the nominated legacy services including the impacting of those services against new business requirements.  
The service will develop in line with stakeholder’s requirements which will be changing regularly as business process, team capacity, work load and working practice change.  Whilst access to the existing support teams will be initially limited due to their commitment to existing development activity, the individuals will be expected to integrate into those teams over the 6 months call off period to become fully productive staff capable of supporting the legacy services.
The individuals will be required to take on roles within the team which will cover analysis, development and testing. The individuals will be expected to integrate seamlessly with the existing teams and will operate under the instruction of C&IT team leads.
[bookmark: _Toc501376458]
Timetable

Key dates and deliverables:
Initial resourcing to be productive before March 2019 including, where appropriate, understanding of the business flows and user journeys key to the service, the current documentation the existing system architecture and data dictionary, the operation of the existing test and user acceptance scripts. 

[bookmark: _Toc500426741][bookmark: _Toc501376462]Approach 
The appointed service provider will be required to provide resource which can integrate with the existing support teams and work in collaboration with those resources and with associated business users, who can undertake knowledge transfer to gain an understanding of what the Services are they support and their various interfaces. 
The existing teams are located in Reading and Southend and so it will be essential for the supplied resources to be located in those locations unless otherwise agreed in writing.

[bookmark: _Toc500426743][bookmark: _Toc501376463]A6.3 Resourcing and Service Attributes 

The requirement is expected to be delivered by a mix of resources with the following skills/knowledge:
· IDMSX
· VME
· COBOL
· VME C
· SCL
· TPMS
· Application Master
· MS Office
· VADOS
· Jira / Confluence
· Strong experience of Software Testing across the Software Development Lifecycle
· Experience of a mainframe and windows environments
· Experience of a range of appropriate mainframe Testing tools
· Knowledge and experience of test automation including TDD and BDD
· In-depth experience of Test Automation tooling and processes 
· Excellent environment management, automation and scripting skills 

Ability to produce High/Low Level Designs to include:
· Environment Requirements
· Network topology, TCP/IP, HTTP, SSL encryption, etc.
· Operating Systems (Linux, SUNOS)
· Hardware/Virtual Machines
· Software
· Databases
· Support tools e.g. logging, monitoring, backup, patching
· Sign-On and authentication
· Interfaces and interactions between COTS/Legacy and SOA services
· Non-functional requirements including volume/sizing models

A6.4 Deliverables required: 

A suitable number of skilled resources to support the identified legacy services. This number of resources to be sized flexibly depending on workload and to be sufficiently adjustable and reactive to allow for both increase in demand and the reduction of existing capacity. 
The initial deliverables from the supplied resources will vary according to skill set but the intention is for those resources to help generate a complete set of baselined documents which will facilitate greater understanding of the service and more rapid change impacting.
The resource will be expected to be able to help cover operational support and offer 24x 7 x 365 days a year with standard times of 0800 to 1800 hours, Mon-Fri and 1801 to 0759 ‘on call’. 

A6.5 Nominated Services:
CHIEF:
CHIEF is the Department’s core declaration processing system and manages all HMRC processes for the international movement of goods. CHIEF is comprised of two parts, the Import Export service (IES) and the Management Support System (MSS). 
CHIEF IES facilitates the movement of imports and exports to and from countries outside the European Union.
CHIEF MSS (Management Support System) is CHIEF’s on-line information retrieval and archive system.
The service was built in the early 1990’s and consists of over 1 million lines of code written in SCL, COBOL and VME C in a VME environment. It uses both IDMSX and Oracle databases (the later for MSS). The support team would be envisaged at approximately 10 staff. Documentation is largely of its time with narrative descriptions and design notices.
Located in Reading.

Trade Statistics:

Trade Statistics/TS93 is an online transaction processing system. It contributes to each month’s Trade Statistics which are forwarded to the Office for National Statistics (ONS) for incorporation into the Balance of Payments.
The service was built in the early 1990’s and consists over half a million lines of code written in SCL, COBOL and Application Master in a VME environment. Its uses an IDMSX database and largely flat file transfer. The support team would be sized at approximately 6 staff. Documentation is largely narrative with flowcharts and narrative descriptions of functions.
Located in Southend-on-Sea.

Duty Deferment:

The purpose of the national duty deferment system is to record, collect and account for, revenue from deferred customs duties, excise duties and VAT on imported, warehoused and specific home-produced goods. It Accumulates accounts for deferment Traders on a daily basis and provides then with a printed period statement 4 (max 7) times a month. BACS debit files (Customs, EC REDS (Beer) and Excise deferment schemes) are produced for automatic debit of Traders accounts 3 times a month. It is a mainframe system with no direct user interface. Inputs are made via CHIEF and DDIS. There is a separate manual process for getting data from Duty Deferment to CECAS i.e. a report is produced, the business draft manual ledgers, send them to Finance who then key them into SAFE.
The service was built circa 1990 and consists of several thousand lines of code written in SCL and COBOL. It has no fixed database but operates a series of flat files. The support team would be expected to cover the full development life cycle. 
Located in Southend-on-Sea.

VAT Mainframe:

The VAT Mainframe supports the UK’s VAT system. It is currently being integrated with more HMRC’s more modern Enterprise Tax Management Platform (ETMP). 
The service was originally built in the 1980’s and has been amended and updated since that point. It consists of over 1 million lines of code written primarily in SCL and COBOL. It has an IDMSX database and interfaces with more than a dozen similar Heads of Duty services. The support team would be expected to cover the full development cycle.
Located in Southend-on-Sea.

A6.6 Performance Review Process

Meetings and Touchpoint

The supplier/resource is required to attend regular review meetings with HMRC project leads to monitor progression against project delivery.  These meetings will address at least the following areas:
Performance against KPIs/SLAs
Project progression
Performance issues and escalations
Forecast requirements
Supplier innovation and cost efficiency proposals

This list is not exhaustive and will be flexed to support delivery throughout the life of the contract.

Time recording

Supplier resource will be required to complete the HMRC Clarity timesheet system by Friday of each week.




[bookmark: _Toc447527502][bookmark: _Toc455047663]Schedule 2	Service levels and KPIs
1. SERVICE LEVELS AND KPI’S
The service levels and KPI’s are as follows:
	Service Title
	Supplier Key Tasks
	Required Supplier Response Time
	Performance Target
	Actual Target

	CV Provision
	Supplier to provide a selection of suitable CVs to HMRC
	Within 2 days of request being accepted by the supplier
	95%
	95%

	Interview availability
	Potential resource to be available for interview
	Within 5 days of CV provision
	95%
	95%

	Roles filled
	Resource identified and in post
	Within 10 days of original request being accepted by the supplier
	90%
	90%



The Supplier shall implement all measurement and monitoring tools and procedures necessary to measure and report on the Supplier's performance of the Services against the applicable service levels and KPIs at a level of detail sufficient to verify compliance with the service levels and KPIs. 
[bookmark: _Toc447527503][bookmark: _Toc455047664]
Schedule 3	Contract Management Plan and Management Information
1. MANAGEMENT OF THE SERVICES
Both Parties shall ensure that appropriate resource is made available on a regular basis such that the aims, objectives and specific provisions of this Agreement can be fully realised.
Both Parties shall pro-actively manage risks attributed to them under the terms of this Agreement and the Supplier shall develop, operate, maintain and (as appropriate) amend processes for the identification and management of risks and issues.
The Supplier shall provide to the Authority’s representatives access to all relevant documentation and/or any part of the Supplier’s (or its sub-contractor’s) premises as may be reasonably requested by the Authority’s representatives, including for the purpose of commercial assurance, risk assessment, security assurance, familiarisation on procedures, audit of the Supplier’s compliance with this Agreement and/or site audits. Full details of the Authority’s requirement and timescales for the provision of management information reports are set out in Paragraph 3. 
The Authority reserves the right to attend meetings between the Supplier and any subcontractors it utilises to provide the service to ensure proper oversight, management, delivery and performance of the Services and the Suppler shall procure that the Authority has access to such meetings. 
1. EFFICIENCY SAVINGS
As part of routine contract management activities the Supplier will be required to work with the Authority to realise any possible efficiency savings during the Term. Possible efficiency savings will be reviewed during review meetings pursuant to Paragraph 3 and any savings realised annually will be distributed between the Supplier and the Authority as agreed in advance.
1. [bookmark: _Ref523233052]REVIEWS
The Parties shall attend annual performance review meetings, on a date to be agreed between the Parties or, in the absence of such agreement, within 30 Working Days of each anniversary of the Effective Date, to consider the progress of the Agreement, discuss the management information reports and to review any operational issues that have arisen in the preceding review meetings on the following basis.
The Parties shall agree the format of the review meetings (for example, face to face or telephone conference) in advance.  
The Supplier must provide the Authority with the most up to date management information relating to the period under review at least 5 Working Days before any review meeting. 
Each Party shall procure that those of its contract management team representatives whose attendance is reasonably required to achieve the aims and objectives of the meeting, and any other persons considered by the Authority to be necessary for the review, make all reasonable efforts to attend review meetings.
In respect of the period under review, the Authority will take into account any matters it considers necessary, including:
the Supplier’s performance in respect of the service levels and KPI’s as detailed at Schedule 2 (including any relevant service level trends analysis and whether the service levels reflect improvements in the Services over the Term and any efficiency gains made by the Supplier);
consideration of any changes which may need to be made to the Services; and
a review of future requirements in relation to the Services.
The Authority shall prepare a report containing its findings from the annual review and discuss with the Supplier how any proposed changes to the Agreement and/or to the Services shall be addressed.  Any Contract Changes to be implemented in accordance with this Paragraph shall be implemented in accordance with Schedule 4 (Change Control Procedure).
1. [bookmark: _Ref523487755]CONTRACT MANAGEMENT ROLES AND DISPUTE ESCALATION POINTS 
[bookmark: _Ref523832357]The Parties shall assign personnel with the appropriate skills and experience to perform the roles and responsibilities listed in the table below.
	 Role
	Key
Personnel
	Responsibilities
	Contact Name, Title & Contact Details

	
	
	
	Authority
	Supplier

	Senior Responsible Owner
	No
	Overall responsibility for delivery of the Agreement.   
Level 3 escalation point
	Redacted
	Redacted

	Commercial Director
	No
	Overall responsibility for the commercial integrity of the Agreement.
Level 2 escalation point
	Redacted
	Redacted

	Commercial Lead
	No
	Responsible for overseeing the contract review process. 
Level 1 escalation point
	Redacted
	Redacted

	Commercial Manager
	Yes
	Responsible for monitoring the performance of the Agreement and managing the change control process. 
	Redacted
	Redacted

	Contract Manager
	Yes
	Responsible for the day to day management of the Agreement. 
	Redacted
	Redacted



Subject to Clause 8.3 and 8.4 (Supplier Personnel and Key Personnel), in the event that the Supplier wishes to replace any of its representatives in the roles listed in Paragraph 4.1, the Supplier shall notify the Authority in writing of the proposed change for the Authority’s agreement (such agreement not to be unreasonably withheld or delayed).  Notwithstanding the foregoing it is intended that each Authority representative has at all times a counterpart representative of equivalent seniority and expertise.
The Authority may, by written notice to the Supplier, revoke or amend the authority of any of its representatives in the roles listed in Paragraph 4.1 or appoint a new representative into the role. 
1. ADDRESS FOR NOTICES
The address for notices of the Parties are:
	Authority
	Supplier

	HM Revenue and Customs
Ralli Quays, 3 Stanley Street, Salford
M60 9LA
Attention: Redacted
Email:  Redacted
	Tecknuovo Ltd
201 Borough High Street, London 
Se1 1JA
Attention: Redacted 
[bookmark: _GoBack]Email:  Redacted





Schedule 4	Change Control Procedure
1. [bookmark: _Ref523237182][bookmark: _Ref523486852]CHANGE CONTROL PROCEDURE 
Either Party may propose a change to this Agreement (“Contract Change”) in accordance with the procedure for changing the Agreement set out in this Schedule (“Change Control Procedure”).  
[bookmark: _Ref523485143]If either Party wishes to propose a Contract Change it shall submit to the other Party a written request substantially in the form set out in Annex 1 detailing the proposed Contract Change ("Change Request") specifying, in as much detail as is reasonably practicable, the nature of the proposed Contract Change.  As soon as reasonably practicable but in any event within ten (10) Working Days of receipt or issue of a Change Request (as the case may be) the Supplier shall submit to the Authority a written assessment of the Change Request ("Impact Assessment").
[bookmark: _Ref523238675]Each Impact Assessment shall be completed in good faith and shall include the following information (except where such information is not relevant to the proposed Contract Change):
details of the proposed Contract Change including the reason for the Contract Change;
details of the impact of the proposed Contract Change on the Services and the Supplier's ability to meet its other obligations under this Agreement;
any variations to the terms of this Agreement that will be required as a result of that impact, including proposed changes to the service levels or KPIs or any timetable previously agreed by the Parties;
details of the cost of implementing the proposed Contract Change;
details of the ongoing costs required by the proposed Contract Change when implemented, including any increase or decrease in the Charges, any alteration in the resources and/or expenditure required by either Party and any alteration to the working practices of either Party;
a timetable and high level plan for the mobilisation of the proposed Contract Change;
details of how the proposed Contract Change will ensure compliance with any applicable Change in Law;
an assessment of the possible risks of introducing the proposed Contract Change;  and
such other information as the Authority may reasonably request in (or in response to) the Change Request
Within fifteen (15) Working Days of receipt of the Impact Assessment, the Authority shall evaluate the Change Request and Impact Assessment and shall notify the Supplier whether it approves or rejects the proposed Contract Change or whether it requires the Supplier to make any changes to the Impact Assessment. If the Authority requires the Supplier to make such changes, the Supplier shall make such modifications within five (5) Working Days of request.  
[bookmark: _Ref523824570]If the Authority notifies the Supplier that it accepts the proposed Contract Change, then the Supplier shall prepare two (2) copies of a change authorisation note substantially in the form set out in Annex 2 (“Change Authorisation Note”) which it shall sign and deliver to the Authority for its signature.  Following receipt by the Authority of the Change Authorisation Note, it shall sign both copies and return one copy to the Supplier.  
Until a Change Authorisation Note has been signed and issued by the Authority in accordance with Paragraph 1.5, then:
unless the Authority expressly agrees (or requires) otherwise in writing, the Supplier shall continue to supply the Services in accordance with the existing terms of this Agreement as if the proposed Contract Change did not apply; and
any discussions, negotiations or other communications which may take place between the Authority and the Supplier in connection with any proposed Contract Change shall be without prejudice to each Party’s other rights under this Agreement.
1. [bookmark: _Ref523486863]SUPPLIER’S RIGHT OF REJECTION
The Supplier shall have the right to reject a Change Request solely in the manner set out in Paragraph 2.2.
[bookmark: _Ref523485308]Following an Impact Assessment, if:
the Supplier reasonably believes that any proposed Contract Change which is requested by the Authority would:
materially and adversely affect the risks to the health and safety of any person; and/or
require the Services to be performed in a way that infringes any Law; and/or
the Supplier demonstrates to the Authority's reasonable satisfaction that the proposed Contract Change is technically impossible to implement and neither the Supplier Solution nor the Services Description state that the Supplier does have the technical capacity and flexibility required to implement the proposed Contract Change,
then the Supplier shall be entitled to reject the proposed Contract Change and shall notify the Authority of its reasons for doing so within five (5) Working Days after the date on which it is obliged to deliver the Impact Assessment pursuant to Paragraph 1.2.
1. [bookmark: _Ref523487082]FAST TRACK CHANGES 
The parties acknowledge to ensure operational efficiency that there may be circumstances where it is desirable to expedite the processes set out above.
[bookmark: _Ref523301941]If :
the total number of Contract Changes in relation to which the expedited procedure in this Paragraph 3 (“Fast-track Change Procedure”) has been applied does not exceed four (4) in any twelve (12) month period; and 
both Parties agree the value of the proposed Contract Change over the remaining Term does not exceed £5,000 and the proposed Contract Change is not significant (as determined by the Authority acting reasonably),
then the parties shall confirm to each other in writing that they shall use the process set out in paragraphs 1 and 2 above but with reduced timescales, such that any period of fifteen (15) Working Days is reduced to five (5) Working Days, any period of ten (10) Working Days is reduced to two (2) Working Days and any period of five (5) Working Days is reduced to one (1) Working Day. 
The Parties may agree in writing to revise the parameters set out in Paragraph ‎3.2 from time to time or that the Fast-track Change Procedure shall be used in relation to a particular Contract Change notwithstanding that the total number of Contract Changes to which such procedure is applied will then exceed four (4) in a twelve (12) month period.
1. [bookmark: _Ref523486026]OPERATIONAL CHANGE PROCEDURE
Any change in the Supplier's operational procedures which the Parties agree in all respects, when implemented:
will not affect the Charges and will not result in any other costs to the Authority; 
may change the way in which the Services are delivered but will not adversely affect the output of the Services or increase the risks in performing or receiving the Services; 
will not adversely affect the interfaces or interoperability of the Services with any of the Authority's IT infrastructure; and
will not require a change to this Agreement,
(an “Operational Change”) shall be processed in accordance with this Paragraph 4.
Any Operational Changes identified by the Supplier to improve operational efficiency of the Services may be implemented by the Supplier without following the Change Control Procedure for proposed Contract Changes provided they do not:
have an impact on the business of the Authority;
require a change to this Agreement;
have a direct impact on use of the Services; or
involve the Authority in paying any additional Charges or other costs.
The Authority may request an Operational Change by submitting a written request for Operational Change (“RFOC”) to the Supplier’s contract manager (whose details are set out in Paragraph 4 of Schedule 3).
The RFOC shall include the following details:
the proposed Operational Change; and
the timescale for completion of the Operational Change.
The Supplier shall inform the Authority of any impact on the Services that may arise from the proposed Operational Change.
The Supplier shall complete the Operational Change by the timescale specified for completion of the Operational Change in the RFOC, and shall promptly notify the Authority when the Operational Change is completed.
1. IMPLEMENTATION OF CONTRACT CHANGES
The Parties shall meet as required and on request by either Party to discuss the order in which agreed Contract Changes are implemented and to monitor the implementation of such Contract Changes.
1. CHARGES FOR CONTRACT CHANGES 
Each Party will be responsible for any costs they incur as a result of preparing a Change Request or Impact Assessment.
Both Parties must take all reasonable steps to avoid or minimise additional Charges arising from the implementation of any Contract Change, including where possible using resources already deployed in providing the Services at no additional cost.  If additional resources or costs will be required then the Parties must calculate the cost of the Contract Change in accordance with Schedule 1, Paragraph A5.
1. INDEXATION
For the avoidance of doubt, the Supplier may not vary Charges to take account of Indexation at any time.

 ANNEX 1:  CHANGE REQUEST FORM
	CR NO.:
	TITLE:
	TYPE OF CHANGE (e.g. FAST TRACK): 

	CONTRACT:
	REQUIRED BY DATE:

	ACTION: 
	NAME:
	DATE:

	RAISED BY: 

	AREA(S) IMPACTED (OPTIONAL FIELD): 

	ASSIGNED FOR IMPACT ASSESSMENT BY: 

	ASSIGNED FOR IMPACT ASSESSMENT TO: 

	SUPPLIER REFERENCE NO.: 

	FULL DESCRIPTION OF REQUESTED CONTRACT CHANGE (INCLUDING PROPOSED CHANGES TO THE WORDING OF THE AGREEMENT): 

	DETAILS OF ANY PROPOSED ALTERNATIVE SCENARIOS:

	REASONS FOR AND BENEFITS AND DISADVANTAGES OF REQUESTED CONTRACT CHANGE:

	SIGNATURE OF REQUESTING CHANGE OWNER:

	DATE OF REQUEST:



[bookmark: sch8point2annex2]
ANNEX 2: CHANGE AUTHORISATION NOTE
	CR NO.:
	TITLE:
	DATE RAISED: 

	CONTRACT:
	TYPE OF CHANGE:
	REQUIRED BY DATE: 

	REASON FOR THE CHANGE:


	DETAILED DESCRIPTION OF CONTRACT CHANGE (GIVING FULL DETAILS, INCLUDING ANY SPECIFICATIONS): AND WORDING OF RELATED CHANGES TO THE AGREEMENT: 

	COST OF THE CHANGE:

	TIMETABLE:




	IMPACT ON THE AGREEMENT:

	SIGNED ON BEHALF OF THE AUTHORITY:

	SIGNED ON BEHALF OF THE SUPPLIER:

	Signature:_____________________

	Signature:_____________________

	Name:________________________

	Name:________________________

	Position:______________________

	Position:______________________

	Date:________________________

	Date:_________________________




[bookmark: _Toc447527504][bookmark: _Toc455047665]
Schedule 5:	Exit Management Plan
1. EXIT MANAGEMENT 
The Supplier shall be required to perform the Services until the end of the Term, including during any notice period given if the Agreement terminates under Clause 20.
On reasonable notice at any point(s) during the Term, the Supplier shall provide to the Authority such assistance and information as the Authority may reasonably require to assist the Authority and/or its replacement supplier with the orderly transition of the Services from the Supplier to the replacement supplier (or the Authority, as applicable):
[bookmark: _Ref127952817]No later than 10 Working Days before the Agreement terminates, the Supplier shall provide the Authority and/or the Replacement Supplier with a complete and uncorrupted version of the Authority Data in electronic form (or such other format as reasonably required by the Authority).
Upon termination (or earlier if this does not adversely affect the Supplier's performance of the Services and its compliance with the other provisions of this Schedule), the Supplier shall immediately:
cease to use the Authority Data;
erase from any computers, storage devices and storage media that are to be retained by the Supplier after the end of the Term all Authority Data and promptly certify to the Authority that it has completed such deletion. The Supplier shall also delete all copies of any Personal Data unless it is required to be retained by EU or member state laws; and
vacate any Authority premises.
[bookmark: _DV_M565]



Schedule 6	Security Management

1. DEFINITIONS
The following definitions apply in this Schedule:
	“Malicious Software”
	any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence;

	“Software”
	any software which is proprietary to the Supplier or to a third party (or an affiliate of the Supplier) or any open source software which, in any case, is or will be used by the Supplier for the purposes of providing the Services.



1. AUTHORITY DATA
The Supplier shall not delete or remove any proprietary notices contained within or relating to the Authority Data.
[bookmark: _Toc139080259]The Supplier shall not store, copy, disclose, or use the Authority Data except as necessary for the performance by the Supplier of its obligations under this Agreement or as otherwise expressly authorised in writing by the Authority.
[bookmark: _Toc139080260]To the extent that Authority Data is held and/or processed by the Supplier, the Supplier shall supply that Authority Data to the Authority as requested by the Authority in the format specified by the Authority.
[bookmark: _Toc139080261]The Supplier shall preserve the integrity, confidentiality and accessibility of Authority Data and prevent the unauthorised access, interception, corruption or loss of Authority Data at all times that the relevant Authority Data is under its control or the control of any sub-contractor.
[bookmark: _Toc139080262]The Supplier shall perform and maintain secure back‑ups of all Authority Data and shall ensure that up‑to‑date back‑ups are stored off‑site in accordance with the security requirements in this Agreement and any business continuity and disaster recovery plan.  The Supplier shall ensure that such back‑ups are available to the Authority (or to such other person as the Authority may direct) at no additional cost to the Authority, and that the data contained in the back‑ups are available at all times upon request and are delivered to the Authority at no less than six (6) monthly intervals (or such other intervals as may be agreed in writing between the Parties).
[bookmark: _Toc139080263]The Supplier shall ensure that any system on which the Supplier holds any Authority Data, including back‑up data, is a secure system that complies with the security requirements in this Agreement.
[bookmark: _Toc139080264][bookmark: _Ref440512741][bookmark: _Ref451208541]If the Authority Data is corrupted, lost or sufficiently degraded as a result of the Supplier's Default so as to be unusable, the Authority may:
[bookmark: _Toc139080265]require the Supplier (at the Supplier's expense) to restore or procure the restoration of Authority Data to the extent and in accordance with the requirements specified in any business continuity and disaster capability plan and the Supplier shall do so as soon as practicable but not later than five (5) Working Days from the date of receipt of the Authority’s notice; and/or
[bookmark: _Toc139080266]itself restore or procure the restoration of Authority Data, and shall be repaid by the Supplier any reasonable expenses incurred in doing so to the extent and in accordance with the requirements specified in any business continuity and disaster capability plan.
[bookmark: _Toc139080267]If at any time the Supplier suspects or has reason to believe that Authority Data has or may become corrupted, lost or sufficiently degraded in any way for any reason, then the Supplier shall notify the Authority immediately and inform the Authority of the remedial action the Supplier proposes to take.
1. SECURITY REQUIREMENTS
The Supplier shall comply with the security management plan set out at Annex 1 (“Security Management Plan”) and the security policy identified as such within the Security Management Plan (“Security Policy”).
The Authority shall notify the Supplier of any changes or proposed changes to the Security Policy.
If the Supplier believes that a change or proposed change to the Security Policy will have a material and unavoidable cost implication to the Services it may submit a Change Request (as defined in Schedule 4). In doing so, the Supplier must support its request by providing evidence of the cause of any increased costs and the steps that it has taken to mitigate those costs.  Any change to the Charges shall then be agreed in accordance with the Change Control Procedure in Schedule 4.
Until and/or unless a change to the Charges is agreed by the Authority pursuant to the Change Control Procedure in Schedule 4 the Supplier shall continue to perform the Services in accordance with its existing obligations.
1. MALICIOUS SOFTWARE
[bookmark: _Ref72400550][bookmark: _Ref87962629][bookmark: _Toc139080389][bookmark: _Ref440474167]The Supplier shall, as an enduring obligation throughout the Term, use the latest versions of anti‑virus definitions and software available from an industry accepted anti‑virus software vendor to check for, contain the spread of, and minimise the impact of Malicious Software.
[bookmark: _Ref72400648][bookmark: _Toc139080390]If Malicious Software is found, the Parties shall co‑operate to reduce the effect of the Malicious Software and, particularly if Malicious Software causes loss of operational efficiency or loss or corruption of Authority Data, assist each other to mitigate any Losses and to restore the Services to their desired operating efficiency.  
[bookmark: _Ref87962651][bookmark: _Toc139080391]Any cost arising out of the actions of the Parties taken in compliance with the provisions of Paragraph 4.2 shall be borne by the Parties as follows:
[bookmark: _Toc139080392]by the Supplier where the Malicious Software originates from the Software or the Authority Data (whilst the Authority Data was under the control of the Supplier) unless the Supplier can demonstrate that such Malicious Software was present and not quarantined or otherwise identified by the Authority when provided to the Supplier; and 
[bookmark: _Toc139080393]otherwise by the Authority.  
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ANNEX 1: SECURITY MANAGEMENT PLAN



 

Schedule 7	Data Protection

1. [bookmark: _Ref521066791]DATA PROTECTION
The following definitions apply in this Schedule:
	“Data Protection Legislation”
	(i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time (ii) the DPA 2018 to the extent that it relates to processing of personal data and privacy; (iiii) all applicable Law about the processing of personal data and privacy;

	“Data Protection Impact Assessment​”
	an assessment by the Controller of the impact of the envisaged processing on the protection of Personal Data;  

	“Controller”, “Processor”, “Data Subject”, “Personal Data Breach”, “Data          Protection Officer”
	take the meaning given in the GDPR;  

	“Data Loss Event”
	any event that results, or may result, in unauthorised access to Personal               Data held by the Processor under this Agreement, and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach;

	“Data Subject Request”
	a request made by, or on behalf of, a Data Subject in accordance with rights granted pursuant to the Data Protection Legislation to access their Personal Data;

	“DPA 2018”
	Data Protection Act 2018;

	“LED”
	Law Enforcement Directive ​(Directive (EU) 2016/680);

	“Protective Measures”
	appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of the such measures adopted by it including those outlined in Clause 16 (Authority Data and Security Requirements and Schedule 1 (Service Order);

	“Sub-processor”
	any third Party appointed to process Personal Data on behalf of that Processor related to this Agreement.


​ 
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Authority is the Controller and the Supplier is the Processor. The only processing that the Processor is authorised to do is listed in Annex 1 by the Controller and may not be determined by the Processor.
The Processor shall notify the Controller immediately if it considers that any of the Controller's instructions infringe the Data Protection Legislation. 
The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protection Impact Assessment prior to commencing any processing.  Such assistance may, at the discretion of the Controller, include:
a systematic description of the envisaged processing operations and the purpose of the processing;
an assessment of the necessity and proportionality of the processing operations in relation to the Services;
an assessment of the risks to the rights and freedoms of Data Subjects; and
the measures envisaged to address the risks, including safeguards, security measures and mechanisms to ensure the protection of Personal Data. 
The Processor shall, in relation to any Personal Data processed in connection with its obligations under this Agreement: 
process that Personal Data only in accordance with Annex 1, unless the Processor is required to do otherwise by Law. If it is so required the Processor shall promptly notify the Controller before processing the Personal Data unless prohibited by Law;
ensure that it has in place Protective Measures, which are appropriate to protect against a Data Loss Event, which the Controller may reasonably reject (but failure to reject shall not amount to approval by the Controller of the adequacy of the Protective Measures), having taken account of the: 
nature of the data to be protected;
harm that might result from a Data Loss Event; 
state of technological development; and 
cost of implementing any measures;
ensure that:
the Processor Personnel do not process Personal Data except in accordance with this Agreement (and in particular Annex 1);
it takes all reasonable steps to ensure the reliability and integrity of any Processor Personnel who have access to the Personal Data and ensure that they:
are aware of and comply with the Processor’s duties under this Paragraph 1;
are subject to appropriate confidentiality undertakings with the Processor or any Sub-processor;
are informed of the confidential nature of the Personal Data and do not publish, disclose or divulge any of the Personal Data to any third Party unless directed in writing to do so by the Controller or as otherwise permitted by this Agreement; and 
have undergone adequate training in the use, care, protection and handling of Personal Data; and
not transfer Personal Data outside of the UK unless the prior written consent of the Controller has been obtained and the following conditions are fulfilled:
the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Controller;
the Data Subject has enforceable rights and effective legal remedies;
the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and
the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data;
at the written direction of the Controller, delete or return Personal Data (and any copies of it) to the Controller on termination of the Agreement unless the Processor is required by Law to retain the Personal Data. 
[bookmark: _Ref521066674]Subject to Paragraph 1.6, the Processor shall notify the Controller immediately if it:
receives a Data Subject Request (or purported Data Subject Request);
receives a request to rectify, block or erase any Personal Data;
receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;  
receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Agreement;
receives a request from any third Party for disclosure of Personal Data where compliance with such request is required or purported to be required by Law; or
becomes aware of a Data Loss Event. 
[bookmark: _Ref521066736]The Processor’s obligation to notify under Paragraph 1.5 shall include the provision of further information to the Controller in phases, as details become available.  
Taking into account the nature of the processing, the Processor shall provide the Controller with full assistance in relation to either Party's obligations under Data Protection Legislation and any complaint, communication or request made under  Paragraph 1.5 (and insofar as possible within the timescales reasonably required by the Controller) including by promptly providing:
the Controller with full details and copies of the complaint, communication or request;
such assistance as is reasonably requested by the Controller to enable the Controller to comply with a Data Subject Request within the relevant timescales set out in the Data Protection Legislation;
the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;
assistance as requested by the Controller following any Data Loss Event; 
assistance as requested by the Controller with respect to any request from the Information Commissioner’s Office, or any consultation by the Controller with the Information Commissioner's Office. 
The Processor shall maintain complete and accurate records and information to demonstrate its compliance with this Paragraph 1. This requirement does not apply where the Processor employs fewer than 250 staff, unless:
the Controller determines that the processing is not occasional;
the Controller determines the processing includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; or
the Controller determines that the processing is likely to result in a risk to the rights and freedoms of Data Subjects. 
The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s designated auditor.
Each Party shall designate its own data protection officer ​if ​required by the Data Protection Legislation​.  
Before allowing any Sub-processor to process any Personal Data related to this Agreement, the Processor must:
notify the Controller in writing of the intended Sub-processor and processing;
obtain the written consent of the Controller;
enter into a written agreement with the Sub-processor which give effect to the terms set out in this Paragraph 1 such that they apply to the Sub-processor; and
provide the Controller with such information regarding the Sub-processor as the Controller may reasonably require. 
The Processor shall remain fully liable for all acts or omissions of any of its Sub-processors. 
The Controller may, at any time on not less than 30 Working Days’ notice, revise this Paragraph 1 by replacing it with any applicable controller to processor standard clauses or similar terms forming part of an applicable certification scheme (which shall apply when incorporated by attachment to this Agreement). 
The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Controller may on not less than 30 Working Days’ notice to the Processor amend this agreement to ensure that it complies with any guidance issued by the Information Commissioner’s Office.




ANNEX 1	 PROCESSING, PERSONAL DATA AND DATA SUBJECTS

This Annex shall be completed by the Controller, who may take account of the view of the Processor, however the final decision as to the content of this Schedule shall be with the Controller at its absolute discretion.  

2. The contact details of the Controller’s Data Protection Officer are: to be confirmed
3. The contact details of the Processor’s Data Protection Officer are: Sarah Short Sarah.Short@tecknuovo.com  
4. The Processor shall comply with any further written instructions with respect to processing by the Controller. 
5. Any such further instructions shall be incorporated into this Schedule. 
	Description
	Details

	Subject matter of the processing
	The processing is needed in order to ensure that the Processor can effectively deliver the contract to provide a service to members of the public.

	Duration of the processing
	16th January 2019 to 31st March 2019 (or 15th July 2019 if the permitted extension is utilised)

	Nature and purposes of the processing
	The data will be accessed/viewed on HMRC hardware on HMRC sites, but not extracted or amended in any way.  
The purpose of the access is to enable testing of the completed works.
 

	Type of Personal Data being Processed 
	Names, addresses, phone numbers

	Categories of Data Subject
	Trade data

	Plan for return and destruction of the data once the processing is complete UNLESS requirement under union or member state law to preserve that type of data
	The supplier will access/view data on HMRC hardware.  They will not store data at all so will not be required to return or dispose of it following expiration of the contract. 
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HMRC Supplier Security Questionnaire

Background

HMRC is required to conduct annual assessments of the security provisions of its suppliers. Please could you complete the following
questionnaire as fully as possible, providing copies of documentation where requested.

You may have provided similar information previously, for example at contract award, but we need to ensure that our records are up to date.

1 Policy & Standards
1a Please can you provide any information about your supply chain (if applicable), and how contractors in your supply chain meet government
security standards:

Tecknuovo sub-contracts third-party suppliers and contractors as part of its supply chain in order to provide certain specialist
expertise.

Tecknuovo’s has its own company IT Security Policy, which is designed for and issued to all suppliers, their staff and contractors
(collective as “"Suppliers”) when delivering services to and/or on behalf of Tecknuovo to our customers (“Customers”). The aim
of our policy is to protect computer systems, devices, infrastructure, computing environment and any and all other relevant
equipment (collectively, “IT Systems”) and any information/data ("Data”) stored within and/or access from the IT Systems
from damage and threats whether internal, external, deliberate, or accidental within Tecknuovo’s supply chain (i.e. our
Suppliers, Tecknuovo and our Customers). In addition, Tecknuovo has our own GDPR Policy and relevant procedures and
processes are in place for compliance.

Our Security Policy sets out the minimum requirements of the Supplier, but the Supplier shall at all times comply with any
additional information assurance and security policies of Tecknuovo and its Customer as applicable. Tecknuovo will provide the
Supplier with details of all Customers’ policies and procedures relating to access to and protection of their IT Systems and Data
stored within and/or access from them.

When signing a contract agreement with Tecknuovo, our Suppliers also agree to comply with all Tecknuovo’s and its Customers’
policies and standards where applicable. Our Suppliers are issued with our IT Security Policy, our Customers Security Policy and
Standards if applicable. As part of compliance, Tecknuovo and our Suppliers carry out risk assessments as required and take
actions to ensure controls are in place.
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As part of our onboarding process on any HMRC assignments, Teckuovo issues HMRC CSIR Policy, Change & Risk - version 2.1 -
19/05/2017 which is A Good Practice Guide for Trusted Third Party Access to HMRC systems and data using HMRC & externally
owned devices. Within which, there are links to following:

Various HMRC intranet guidance:
e Security Vetting
Government Security Classifications
Dispensations
HMRC Acceptable Use Policy
Google Academy
S&ID Shared Workspace
General Guidance on the Use of Online Digital Tools
HMRC Records Management & Retention & Disposal Policy
HMRC Offshoring Policy
HR22011 Conduct: HMRC and using social media
Incident Reporting
Clear Desk, Clear Screen
End of Day Procedures
Travel Abroad
Working off departmental premises and portable equipment
Password Management & User Authentication

Publicly available guidance on GOV.UK:
¢ HMG personnel security controls
Security requirements for List X contractors
International classified information: personnel security clearance
Government Security Classifications
Shared Workspace
Cabinet Office Social media guidance for civil servants
The Civil Service Code
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1b Please provide information on the service you supply to HMRC.

Provision of specialist expertise to support the delivery of the Customs Declaration Service (CDS).

1c Please provide copies of any information security management accreditation you hold such as ISO 27001 and Cyber Essentials:

N/A. Such an accreditation is not part of the requirements for our current service provision. However, we review the need
quarterly.

2 Physical Security

2a What HMRC data do you process and store?

Tecknuovo and its Suppliers do not store any HMRC data.

We do process the following HMRC data:

HMRC secure Emails

Data on HMRC CDS Confluence

Data on HMRC CDS JIRA

Data on HMRC Non-Production AWS VPC

Deployment artefacts and test data on HMRC Artifactory

Data on HMRC GitLab - code as part of "configuration management” and "infrastructure as code” code bases
Test data on payload

Test data on product features provided by Product Owners

Make Reservation and SPS XML Request and Response test samples
Get Party Guarantees SPS XML Request and Response test samples
Trader information to submit declarations

At Tecknuovo office, no HMRC data are processed and stored. The only documents containing HMRC information issued to us as
part of contract and onboarding are stored remotely on Tecknuovo’s designated secure MS 365 One Drive, which can only be

Page 3 of 12






| HM Revenue & Customs
HMRC Supplier Security Questionnaire

access by authorised users with their own usernames and passwords. They are as follows:

Call-off contract between HMRC and Tecknuovo
HMRC CSIR Policy, Change & Risk

HMRC Health and Safety Policy

HMRC Diversity & Equality Policy

2b Please provide a list of all the locations where you process or store HMRC data:

All HMRC data are processed on HMRC issued assets (i.e. desktops or laptops) and stored on the relevant HMRC secure systems
onsite at HMRC:

= Alexander House, 21 Victoria Avenue, Southend on Sea, Essex SS99 1AA

= Durrington Bridge House, Barrington Road, Worthing BN12 4SE

Occasionally, our Suppliers may work off site using HMRC issued laptops and access secure emails remotely at the following
locations:
= 7, Chelmsford Road, Southend-on-sea, SS2 61G
3 Stanwyck Gardens, Romford, Essex, RM3 7JU
34 Collier Row Lane, Romford, Essex, RM53BH
3, 1 Bendish RD, London, E6 1BB
21 Sheppard Drive, Chelmsford, CM2 6QE
76 Grange Road, Hunslet, Leeds, LS10 1SZ
4, Beauport Gardens, St. Leonards-on-sea, East Sussex, TN37 7PQ
12 Fitzwilliam Road, Colchester, CO3 3RZ
35 Karina Close, Chigwell, Essex, IG7 4EN
4A Tanners Lane , Barkingside, London IG6 1QJ
6 Maiden Lane, London, SE1 9HG
29 Amid Road, Canvey Island, Essex, SS8 S8EB

2c When did you last carry out an Information Assurance Review on your supply chain ?
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We carried out the last Review in August 2018 and we will carry out our Review in a six-months interval. In addition, we carry
out a Review at the start of new assignment/contract for HMRC and other Public Sector organisations.

2d For the locations where HMRC assets are held please provide details of any procedures and security in place designed to control access to
the site perimeter.

Detail measures such as fencing, CCTV, guarding, and procedures and controls in place to handle staff and visitors requesting access to the
site.

Please also provide details of the maintenance schedule of your security controls:

HMRC offices have security guards at reception. Only authorised personnel with an appropriate ID access pass can enter the
buildings through automatic gates. Any visitors must be reported to security guards at the reception desk by authorised
personnel (HMRC permanent staff). All visitors must be provided photo ID as proof of identity and be escorted into and around
the building by the authorised personnel. Maintenance schedule of the security controls is set out by HMRC.

HMRC issued mobile devices such as laptops are used in other locations occasionally such as working from home. At these
locations that are private homes of the authorised users, appropriate security controls are in place to provide secure access
control at entrance to the premises. Multiple locks at front doors, alarms are fitted to detect intruders, and where possible
motion detectors and external IP cameras are fitted. The HMRC issued mobile devices are stored in a locked room with locked
windows. In circumstances where such mobile devices are to be left unattended within these premises, they are placed inside a
locked case, locked drawer or other suitable secured container.

Furthermore, all mobile devices are always transported securely and handled with care. Tecknuovo and its Suppliers make all
reasonable efforts to avoid such mobile devices from being left unattended at any locations other than their secure office
premises or private homes of the authorised users. If any such mobile device is to be left in a vehicle it must be stored out of
sight and, where possible, in a locked compartment.

Tecknuovo office is located on the fifth floor of a secured building operated by The Office Group. Access to the building can only
be gained via a electronic swipe card issued to authorised personnel who works within the building. Visitors must press a buzzer
for the reception to open the main building door. There are two people stationed at the reception from Zam-7pm. All visitors
must report to the reception and have their name, email, names of their hosts and their photo taken as part of the signing in
process. They must then wait for their hosts to collect them at reception. The lifts cannot be operated without an electronic
swipe card issued only to each individual authorised personnel. Therefore, visitors or other unauthorised persons cannot gain
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access to the floors above the ground where Tecknuovo office is located. In addition, once on the fifth floor, there are two sets
of doors that require electronic swipe cards to open. The final door to Tecknuovo’s office can only be opened with an access card
issued to the individual Tecknuovo’s staff. Security control is checked regularly by the building maintenance.

3 IT Security

3a Please provide details of the controls and processes you have in place covering patching, malware (anti-virus), boundary/network security
(intruder detection), content checking/blocking (filters), lockdown (prevention), and when these controls were last tested and updated:

On HMRC issued assets, users shall be permitted to transfer files using cloud storage systems only with the approval of by IT
System Administrator of HMRC, and only with the express written permission having been given by the relevant party.

Tecknuovo has installed the most up-to-date version of Norton as our anti-virus software on its IT systems. All IT Systems
protected by anti-virus software are subject to a full system scan at weekly intervals.

All software in use on the Tecknuovo’s and Supplier’'s IT Systems (including, but not limited to, operating systems, individual
software applications, and firmware) are kept up-to-date and any and all relevant software updates, patches, fixes, and other
intermediate releases will be applied. Updates are installed automatically when they become available.

Tecknuovo and its Suppliers will ensure no users may install any software of their own, whether that software is supplied on
physical media or whether it is downloaded, to their IT Systems without the approval of Tecknuovo’s or its Supplier’'s IT
Department. Permissions must be given from the IT System Administrator(s) from Tecknuovo’s or its Suppliers IT Department.
All software will be installed onto the IT Systems by the relevant IT Department only. All files downloaded from any cloud
storage system must be scanned for viruses during the download process. Tecknuovo and its Suppliers check and review our IT
assets once a month to ensure our controls and processes are followed.

Any files being received from or sent by Tecknuovo and/or its Suppliers, whether by email, on portable media, or by other
means (e.g. shared cloud storage) must be scanned for viruses before being opened, sent or as part of the sending process, as
appropriate. All email attachments are scanned automatically upon sending and receipt.
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3b Please provide details of the controls and processes (including level of encryption and controlled access procedures) you have in place for
the use any portable media and storage devices exceptionally loaded with HMRC data:

Tecknuovo and its Suppliers do not use any portable media and storage devices that are not issued by HMRC to store or load any
HMRC data. There are no requirements for loading HMRC data on any portable media and storages devices as HMRC data are
access at HMRC offices from a HMRC desktops or remotely via HMRC issued laptops using HMRC secure network.

Data above the security marking of OFFICIAL - SENSITIVE will never be stored on portable media.

Access to any specific HMRC data on HMRC'’s laptops and/or remote cloud storage is controlled through a secure log-in system
(e.g. username and password or passcode) set up by HMRC for the authorised users only. Passwords are changed regularly and
never shared with anyone else in compliance with HMRC password policy.

If in exceptional circumstances, it is required to store or load HMRC data as requested by HMRC on other portable media and
storage devices, Tecknuovo and its Supplier will insist the data and files that contain such data are encrypted and only transfer
to HMRC approved and protected devices. All portable media or storage devices (e.g. USB memory sticks or disks of any kind)
used for transferring files must be virus-scanned before any files may be transferred.

No personal and/or unprotected devices will be offered and any such requests will be declined. Tecknuovo and its Suppliers will
not allow the use of such portable media or storage devices to access Tecknuovo’'s and/or HMRC’s IT Systems to transfer files.

All Tecknuovo’s and its Suppliers’ IT Systems including laptops and smartphones are protected with username and passwords.
Passwords are changed regularly and never shared with anyone else.

3c Please provide details of how all equipment (e.g. hardware, portable media) that holds or has held data will be destroyed or
decommissioned, and how all data will be rendered unreadable and irretrievable in line with the Security Policy Framework.

Please also explain how any other data or assets relating to HMRC will be disposed of when no longer required:
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Tecknuovo and its Suppliers do not use any portable media and storage devices that are not issued by HMRC to store or load any
HMRC data. There are no requirements for loading HMRC data on any portable media and storages devices as HMRC data are
access at HMRC offices from a HMRC desktops or remotely via HMRC issued laptops using HMRC secure network.

At Off-boarding, all HMRC assets and HMRC data held on them are returned by Tecknuovo and/or its Suppliers to the HMRC
Resourcing Management Team.

4 Personnel Security

4a Have all staff who will have access to, or come in to contact with, HMRC data or assets undergone Baseline Personnel Security Standard
checks (See www.gov.uk):

Yes. All staff including those of our Suppliers who will have access to, or come in to contact with, HMRC data or assets have
undergone Baseline Personnel Security Standard checks. All BPSS records are stored remotely on Tecknuovo’s designated
secure MS 365 One Drive, which can only be access by authorised users with their own usernames and passwords.

5 Process Security

5a Is any HMRC data processed or stored outside the UK. If yes — please provide details on how and where the data will be stored:

No HMRC data is processed or stored outside of the UK.

5b In order to protect against loss, destruction, damage, alteration or disclosure of HMRC data, and to ensure it is not stored, copied or
generated except as necessary and authorised, please provide details of the technical and organisational measures you have in place (including
segregation of duties and areas of responsibility) to protect against accident or malicious intent:
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All HMRC data used are stored on HMRC secure network and IT Systems and on HMRC issued assets (desktops and laptops). All
of which have appropriate technical measures put in place by HMRC to protect accidental and/or unauthorised access and to
prevent unauthorised or unnecessary data transfers and/or copying.

In addition, HMRC issued assets are assigned to a specific authorised user through HMRC's secure log-in system (i.e. username
and password/passcode issued to the authorised designated user only). Users must not share their log-in details with anyone
else. Users should not write down passwords if it is possible to remember them. If a user cannot remember a password, it
should be stored securely (e.g. in a secure password database) and under no circumstances should passwords be left on display
for others to see (e.g. by attaching a note to a computer display). Any attempts or actual of unauthorised access, copying,
change to HMRC data can be tracked and traced.

If any HMRC issued device becomes lost or stolen, Suppliers must follow the relevant procedure and report to HMRC and
Tecknuovo immediately in order that the incident may be reported to the police and for HMRC to take steps to remotely lock and
or wipe the device to ensure the safety of the contents of the device (where possible).

Tecknuovo and its Suppliers do not access any HMRC data via our own IT systems. However, for our own security and
protection, we have put the necessary measures in place.

IT systems, Compliance and Security are managed separately. Therefore, checks and assurance review can be carried out by
different personnel to those responsible for administration and management of the IT Systems. Access privileges for all IT
Systems are determined on the basis of users’ levels of authority within the Supplier, Tecknuovo, the Customer and the
requirements of their roles. Users shall not be granted access to any IT Systems or data which are not reasonably required for
the fulfilment of their roles.

Users may not use any software, which may allow outside parties to access the IT Systems without the express consent of the
IT Department. Any such software must be reasonably required by the user for the performance of their job role and must be
fully inspected and cleared by the IT Department and, where such access renders personal data accessible by the outside party,
the Data Protection Officer.

All IT Systems with displays and user input devices (e.g. mouse, keyboard, touchscreen etc.) shall be protected with a password
protected screensaver that is automatically activated after 5 minutes of inactivity. This time period and the screensaver
activation is set by Tecknuovo’s IT and cannot be changed or disable by any users. Activation of the screensaver will not
interrupt or disrupt any other activities taking place on the computer.
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Users may connect their own devices (including, but not limited to, laptops, tablets, and smartphones) to Tecknuovo’s network
subject to the approval of the IT Department. Any and all instructions and requirements provided by the IT Department
governing the use of users’ own devices when connected to Tecknuovo’s network must be followed at all times. Users’ use of
their own devices shall be subject to, and governed by, all relevant Tecknuovo’s Policies (including, but not limited to, IT
Security Policy) while those devices are connected to Tecknuovo’s network or to any other part of the IT Systems. The IT
Department shall reserve the right to request the immediate disconnection of any such devices without notice.

Where any user deliberately introduces any malicious software or virus to the IT Systems of Tecknuovo and/or its Customers,
this will constitute a criminal offence under the Computer Misuse Act 1990 and will be handled as appropriate under the
Supplier’s disciplinary procedures.

5¢ What method do you use to transfer HMRC data internally, within your supply chain, or to HMRC:

Currently there are no requirements to transfer HMRC data within Tecknuovo’s supply chain or between HMRC and Tecknuovo
and/or its Suppliers.

HMRC data are stored and processed on HMRC issued assets, and any transfer of HMRC data are carried out within the HMRC
secure IT systems and networks.

5d Please provide details of any security incidents or near misses involving HMRC data within the last 12 months:

None.

5e How are your supply chain security incidents managed and reported to you ?

When Suppliers enter a contract agreement with Tecknuovo, they must comply with the following procedures:
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Users of Suppliers must immediately inform their IT Department (and, where such concerns relate to personal data, their Data
Protection Officer) of any and all security breaches or concerns relating to the IT Systems. Where such concerns relate to
Tecknuovo’s or the Customer’s IT Systems, the Supplier shall in turn report the same immediately to Tecknuovo’s management
and Data Protection Officer.

Where any security flaw is identified in any software that flaw will be either fixed immediately or the software may be
withdrawn from the Supplier’s IT Systems until such time as the security flaw can be effectively remedied. If the security flaw
affects, is likely to affect, or is suspected to affect any personal data, the Data Protection Officer shall be informed immediately.

Users of Suppliers must immediately report to their relevant IT Department of any other technical problems that could cause a
security breach (including, but not limited to, hardware failures and software errors) which may occur on the IT Systems.
Incident reports should be submitted to Tecknuovo’s management for assessment to ensure no further security risks and no
impact on service level and quality.

Where any virus is detected by a user this must be reported immediately to the relevant IT Department (this rule shall apply
even where the anti-virus software automatically fixes the problem). The IT Department shall promptly take any and all
necessary action to remedy the problem. In limited circumstances, this may involve the temporary removal of the affected
computer or device. Where such virus may or could affect the IT Systems of Tecknuovo and or the Customer, the Supplier shall
notify Tecknuovo’s management immediately

If any virus or other malware affects, is likely to affect, or is suspected to affect any personal data of Tecknuovo and or the
Customer, in addition to the above, the issue must be reported immediately to the Data Protection Officer of Tecknuovo.

The Supplier must ensure that all such instances involving the deliberate introduction of any malicious software or virus to the
IT Systems, which affect or may affect Tecknuovo and/or the Customers or their IT Systems are reported immediately to
Tecknuovo’'s management.

If any HMRC issued device becomes lost or stolen, Suppliers must report to HMRC and Tecknuovo immediately in order that the
incident may be reported to the police and for HMRC to take steps to remotely lock and or wipe the device to ensure the safety
of the contents of the device (where possible).

All Suppliers must report all security incidents that affect or may affect Tecknuovo’s and/or HMRC’s IT Systems to our
Teckmuovo’s management and HMRC, following the appropriate HMRC security incident reporting procedure.
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6 Business Continuity

6a Please can you confirm when you last tested your Business Continuity and Disaster Recovery plans, and outline any remedial action(s)
taken as a result:

We last tested Business Continuity and Disaster Recovery plans in October 2018. The key remedial actions are:

e Wifi network is unavailable:
All staff should use mobile phones with sufficient data to enable our laptops to continue to access the Internet and our Cloud
server until wifi network is fixed.

e Power failure in our office building:
All staff are issued with laptops at start of employment, therefore Tecknuovo’s operation can continue for a sufficient time
period to get to an alternative office site if there is a power failure.

e Increase security and confidentiality:
Create a Tecknuovo’s private meeting room within our office which can only be access and used by Tecknuovo’s staff.

e Improve GDPR compliance:
Change of documents and data storage from our designated DropBox shared drive to MS 365 One Drive and set permission
according to authority and needs

7 Contact details

7 Please can you provide contact details should we need to refer on to another member of your organisation for further clarification or follow up
questions:

Sarah Short - Compliance Administrator - Sarah.Short@Tecknuovo.com
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