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MOD Conditions for the Provision of Services: 
Contract No: CB/BFG/0134 

A General Contract Provisions 

A1. Interpretation 

a. The defined terms in the Contract shall be as set out in Schedule 1. 

b. Unless the context otherwise requires: 

(1) The singular includes the plural and vice versa, and the masculine includes the 
feminine and vice versa. 

(2) The words "include", "includes", "including" and "included" are to be construed as if 
they were immediately followed by the words "without limitation", except where explicitly 
stated otherwise. 

(3) The expression "person" means any individual, firm, body corporate, 
unincorporated association or partnership, government, state or agency of a state or joint 
venture. 

(4) References to any statute, enactment, order, regulation, or other similar instrument 
shall be construed as a reference to th.e statute, enactment, order, regulation, or 
instrument as amended, supplemented, replaced or consolidated by any subsequent 
statute, enactment, order, regulation, or instrument. 

(5) The heading to any Contract provision shall not affect the interpretation of that 
provision. 

(6) Any decision, act or thing which the Authority is required or authorised to take or do 
under the Contract may be taken or done only by the person (or their nominated deputy) 
authorised in Schedule 3 (Contract Data Sheet) to take or do that decision, act, or thing 
on behalf of the Authority. 

(7) Unless excluded within the terms of the Contract or required by law, references to 
submission of documents in writing shall include electronic submission. 

A2. Amendments to Contract 

a. All amendments to this Contract shall be serially numbered, in writing, issued only by the 
Authority's Representative (Commercial), and agreed by both Parties. 

b. Where the Authority or the Contractor wishes to introduce a change which is not Minor or 
which is likely to involve a change to the Contract Price, the provisions of Schedule 4 (Change 
Process) shall apply. The Contractor shall not carry out any work until any necessary change to 
the Contract Price has been agreed and a written amendment in accordance with clause A2.a 
above has b•3en issued. 

A3. Variations to Specification 

a. The Authority's Representative may, by Notice (following consultation with the Contractor 
as necessary), alter the Specification as from a date agreed by both Parties and to the extent 

· specified by the Authority, provided that any such variations shall be limited to the extent that 
they do not alter the fit, form, function or characteristics of the Contractor Deliverables to be 
supplied under the Contract. The Contractor shall ensure that the Contractor Deliverables take 
account of any such variations. Such variations shall not require formal amendment of the 
Contract in accordance with the process set out in condition A2 (Amendments to Contract) and 
shall be implemented upon receipt, or at the date specified in the Authority's Notice, unless 
otherwise specified. 

b. Any variations that cause a change to: 

(1) fit, form, function or characteristics of the Contractor Deliverables; 

(2) the cost; 

(3) Delivery Dates; 

(4) the period required for the production or completion; or 

(5) other work caused by the alteration, 



shall be the subject to condition A2 (Amendments to Contract). Each amendment under 
condition A2 shall be classed as a formal change. 

A4. Precedence 

a. If there is any inconsistency between the different provisions of the Contract the 
inconsistency shall be resolved according to the following descending order of precedence: 

(1) Sections A- H (and J - L, if sections J - L are included in this Contract) of the 
Conditions of the Contract shall be given equal precedence with Schedule 1 (Definitions 
of Contract) and Schedule 3 (Contract Data Sheet); 

(2) Schedule 2 (Schedule of Requirements) and, where included, Schedule 8 
(Acceptance Procedure); 

(3) the remaining Schedules; and 

(4) any other documents expressly referred to in the Contract. 

b. If either Party becomes aware of any inconsistency, within or between the documents 
referred to in clause A4.a such Party shal! notify the other Party forthwith and the Parties will 
seek to resolve that inconsistency on the basis of the order of precedence set out in clause 
A4.a. Where the Parties fail to reach agreement, and if either Party considers the inconsistency 
to be material to its rights and obligations :under the Contract, then the matter will be referred to 
the dispute resolution procedure in accor1ance with condition A21 (Dispute Resolution). 

AS. Severability 

If any provision of the Contract is held to be invalid, illegal or unenforceable to any extent then: 

a. such provision shall (to the extent that it is invalid, illegal or unenforceable) be given no 
effect and shall be deemed not to be included in the Contract but without invalidating any of the 
remaining provisions of the Contract; and 

b. the Parties shall use all reasonable endeavours to replace the invalid, illegal or 
unenforceable provision by a valid, legal and enforceable substitute provision the effect of which 
is as close as possible to the intended effect of the invalid, illegal or unenf xceable pro.vision. 

A6. Assignment of Contract 

Neither Party shall be entitled to assign the Contract (or any part thereof) without the prior 
written consent of the other Party. 

A7. Waiver 

a. No act or omission of either Party shall by itself amount to a waiver of any right or remedy 
unless expressly stated by that Party in writing. In particular, no reasonable delay in exercising 
any right or remedy shall by itself constitute a waiver of that right or remedy. 

b. No waiver in respect of any right or remedy shall operate as a waiver in respect of any 
other right or remedy. 

AS. Third Party Rights 

Notwithstanding anything to the contrary elsewhere in the Contract, no right is granted to any 
person who is not a Party to the Contract to enforce any term of the Contract in its own right and 
the Parties to the Contract declare that th~y have no intention to grant any such right. 

A9. Governing Law I 

a. Subject to clause A9.d, the Contract shall be considered as a contract made in England 
and subject to English Law. · 

b. Subject to clause A9.d and A21 (Dispute Resolution) and without prejudice to the dispute 
resolution process set out therein, each Party submits and agrees to the exclusive jurisdiction of 
the Courts of England to resolve, and the laws of England to govern, any actions proceedings, 
controversy or claim of whatever nature arising out of or relating to the Contract or breach 
thereof. 

c. Subject to clause A.9.d any dispute arising out of or in connection vvith the Contract shall 
be determined within the English jurisdiction and to the exclusion of all other jurisdictions save 
that other jurisdictions may apply solely for the purpose of giving effect to ':his clause A9 and for 
the enforcement of any judgment, order or award given under English juri~diction. 

d. If the Parties agree pursuant to the Contract that Scots Law should apply then the 
fnllnwinn HmFmdments shall aoolv to the Contract: 



(1) Clause A9.a, A9.b and A9.c shall be amended to read: 

"a. The Contract shall be considered as a contract made in Scotland and 
subject to Scots Law. 

b. Subject to clause A21 (Dispute Resolution) and without prejudice to the 
dispute resolution process set out therein, each Party submits and agrees to the 
exclusive jurisdiction of the Courts of Scotland to resolve, and the laws of Scotland 
to govern, any actions, proceedings, controversy or claim of whatever nature 
arising out of or relating to the Contract or breach thereof. 

c. Any dispute arising out of or in connection with the Contract shall be 
determined within the Scottish jurisdiction and to the exclusion of all other 
jurisdictions save that other jurisdictions may apply solely for the purpose of giving 
effect to this clause A9 and for the enforcement of any judgment, order or award 
given under Scottish jurisdiction." 

(2) Clause A21.b shall be amended to read: 

"In the event that the dispute or ~laim is not resolved pursuant to clause A21.a the 
dispute shall be referred to arbitration. Unless otherwise agreed in writing by the 
Parties, the arbitration and this clause A21.b shall be governed by the Arbitration 
(Scotland) Act 2010. The seat of the arbitration shall be Scotland. For the 
avoidance of doubt, for the purpose of arbitration the tribunal shall have the power 
to make provisional awards pursuant to Rule 53 of the Scottish Arbitration Rules, 
as set out in Schedule 1 to the Arbitration (Scotland) Act 201 0." 

e. Each Party warrants to each other that entry into the Contract does not, and the 
performance of the Contract will not, in any W,ay violate or conflict with any provision of law, 
statute, rule, regulation, judgement, writ, injunction, decree or order applicable to it. Each Party 
also warrants that the Contract does not conflict with or result in a breach or termination of any 
provision of, or constitute a default under, any mortgage, contract or other liability, charge or 
encumbrance upon any of its properties or other assets. 

f. Each Party agrees with each other Party that the provisions of this clause A9 shall 
survive any termination of the Contract for any reason whatsoever and shall remain fully 
enforceable as between the Parties notwithstanding such a termination. 

g. Where the Contractor's place of business is not in England or Wales (or Scotland where 
the Parties agree pursuant to this Contract that Scots Law should apply), the Contractor 
irrevocably appoints the solicitors or other persons in England and Wales (or Scotland where 
the Parties agree pursuant to the Contract that Scots Law should apply) detailed in Schedule 3 
(Contract Data Sheet) as its agents to accept on its behalf service of all process and other 
documents of whatever description to be served on the Contractor in connection with any 
litigation or arbitration within the English jurisdiction (or Scottish jurisdiction where the Parties 
agree pursuant to this Contract that Scots Law should apply) arising out of or relating to the 
Contract or any issue connected therewith. 

A 1 0. Entire Agreement 

This Contract constitutes the entire agreement between the Parties relating to the subject 
matter of the Contract. The Contract supersedes, and neither Party has relied upon, any prior 
negotiations, representations and undertakings, whether written or oral, except that this 
condition shall not exclude liability in respect 'of any fraudulent misrepresentation. 

A 11. Disclosure of Information 

a. Subject to clauses A 11.d, A 11.e, A 11.h and A 14 each Party: 

( 1) shall treat in confidence all Information it receives from the other; 

(2) shall not disclose any of that Information to any third party without the prior written 
consent of the other Party, which consent shall not unreasonably be withheld, except that 
the Contractor may disclose Information in confidence, without prior consent, to such 
persons and to such extent as may be: necessary for the performance of the Contract; 

(3) shall not use any of that Information otherwise than for the purpose of 
the Contract; and 

(4) shall not copy any of that Information except to the extent necessary for the 
purpose of exercising its rights of use and disclosure under the Contract. 



b. The Contractor shall take all reasonable precautions necessary to ensure that all 
Information disclosed to the Contractor by or on behalf of the Authority under or in connection 
with the Contract: 

(1) is disclosed to its employees and Subcontractors, only to the extent necessary for 
the performance of the Contract; and 

(2) is treated in confidence by them and not disclosed except with the prior written 
consent of the Authority or used otherwise than for the purpose of performing work or 
having work performed for the Authority under the Contract or any subcontract. 

c. The Contractor shall ensure that its employees are aware of the Contractor's 
arrangements for discharging the obligations at clauses A 11.a and A 11. b before receiving 
Information and shall take such steps as may be reasonably practical to enforce such 
arrangements. 

d. Clauses A 11.a and A 11.b shall not apply to any Information to the extent that either 
Party: 

(1) exercises rights of use or disclosure granted otherwise than in consequence of, or 
under, the Contract; 

(2) has the right to use or disclose the Information in accordance with other Conditions 
of the Contract; or 

(3) can show: 

(a) that the Information was or has become published or publicly available for 
use otherwise than in breach of any provision of the Contract or any other 
agreement between the Parties; 

(b) that the Information was already known to it (without restrictions on 
disclosure or use) prior to receiving the Information under or in connection with the 
Contract; 

(c) that the Information was received without restriction on further disclosure 
from a third party which lawfully acquired the Information without any restriction on 
disclosure; or 

(d) from its records that the same Information was derived independently of that 
received under or in connection with the Contract; 

provided that the relationship to any other Information is not revealed. 

e. Neither Party shall be in breach of this condition where it can show that any disclosure of 
Information was made solely and to the extent necessary to comply with a statutory, judicial or 
parliamentary obligation. Where such a disclosure is made, the Party making the disclosure 
shall ensure that the recipient of the Information is made aware of and asked to respect its 
confidentiality. Such disclosure shall in no way diminish the obligations of the Parties under this 
condition. 

f. The Authority may disclose the Information: 

(1) on a confidential basis to any central government body for any proper purpose of 
the Authority or of the relevant central government body, which shall include: disclosure 
to the Cabinet Office and I or HM Treasury for the purpose of ensuring effective cross­
Government procurement processes, including value for money and related purposes; 

(2) to Parliament and Parliamentary Committees or if required by any Parliamentary 
reporting requirement; 

(3) to the extent that the Authority (acting reasonably) deems disclosure necessary cr 
appropriate in the course of carrying out its public functions; 

(4) on a confidential basis to a ~rofessional adviser, consultant or other person 
engaged by any of the entities defined in Schedule 1 (including benchmarking 
organisations) for any purpose relating to or connected with this Contract; 

(5) on a confidential basis for the purpose of the exercise of its rights under the 
Contract; or 

(6) on a confidential basis to a proposed body in connection with any assignment, 
novation or disposal of any of its rights, obligations or liabilities under the Contract; 



and for the purposes of the foregoing, references to disclosure on a confidential basis shall 
mean disclosure subject to a confidentiality agreement or arrangement containing terms no less 
stringent than those placed on the Authority under this conditiOfl. 

g. Before sharing any Information in accordance with sub-clause A 11.f above, the Authority 
may redact the Information. Any decision to (edact Information made by the Authority shall be 
final. I 

h. The Authority shall not be in breach of :the Contract where disclosure of Information is 
made solely and to the extent necessary to comply with the Freedom of Information Act 2000 
(the "Act") or the Environmental Information Regulations 2004 (the "Regulations"). To the 
extent permitted by the time for compliance under the Act or the Regulations, the Authority shall 
consult the Contractor where the Authority is considering the disclosure of Information under the 
Act or the Regulations and, in any event, shall provide prior notification to the Contractor of any 
decision to disclose the Information. The Contractor acknowledges and accepts that its 
representations on disclosure during consultation may not be determinative and that the 
decision whether to disclose Information in order to comply with the Act or the Regulations is a 
matter in which the Authority shall exercise its own discretion, subject always to the provisions 
of the Act or the Regulations. 

i. Nothing in this condition shall affect the Parties' obligations of confidentiality where 
Information is disclosed orally in confidence. 

A 12. Publicity and Communications with the Media 

The Contractor shall not, and shall ensure that any employee or Subcontractor shall not, 
communicate with representatives of the press, television, radio or other media on any matter 
concerning tt1e Contract unless the Authority has given its prior written consent. 

A 13. Protection of Personal Data 
I 

In the performance of the Contract, both Parties shall comply with their obligations as a data 
controller, as defined in the Data Protection Act 1998. 

A 14. Transparency 

a. Subject to clause A 14.b but notwithstanding condition A 11, the Contractor understands 
that the Authority may publish the Transparency Information to the general public. The 
Contractor shall assist and cooperate with the Authority to enable the Authority to publish the 
Transparency Information. 

b. Before publishing the Transparency Information to the general public in accordance with 
clause A 14.a, the Authority shall redact any Information that would be exempt from disclosure if 
it was the subject of a request for Information under the Freedom of Information Act 2000 or the 
Environmental Information Regulations 2004, and any Information which has been 
acknowledged by the Authority at Schedule 6 (Contractor's Commercially Sensitive 
Information). 

c. The Authority may consult with the Contractor before redacting any Information from the 
Transparency Information in accordance with clause A 14.b. The Contractor acknowledges and 
accepts that its representations on redactions during consultation may not be determinative and 
that the decision whether to redact Information is a matter in which the Authority shall exercise 
its own discretion, subject always to the provisions of the Freedom of Information Act 2000 or 
the Environmental Information Regulations 2004. 

d. For the avoidance of doubt, nothing in this condition A 14 shall affect the Contractor's 
rights at law. 

A15. Equality 

a. The Contractor shall not unlawfully discriminate either directly or indirectly on the grounds 
of age, disability, gender (including re-assignment), sex or sexual orientation, marital status 
(including civil partnerships), pregnancy and maternity, race, or religion or belief. 

b. Without prejudice to the generality of the obligation in clause A 15.a, the Contractor shall 
not unlawfully discriminate within the meaning and scope of the Equality Act 2010 (or any 
statutory modification or re-enactment thereof) or other relevant or equivalent Legislation in the 
country where the Contract is being performed. 

c. The Contractor agrees to take reasonable efforts to secure the observance of the 
provisions of this condition A 15 by any of its employees, agents, or other persons acting under 
its direction or Control who are engaged in the performance of the Contract. 



d. The Contractor agrees to take reasonable efforts to reflect this condition A 15 in any 
subcontract that it enters into to satisfy the requirements of the Contract and to require its 
Subcontractors to reflect this condition A 15 in their subcontracts that they enter into to satisfy 
the requirements of the Contract. 

A16. Child Labour and Employment Law 

a. In performing the Contract, the Contractor shall comply in all material respects with Child 
Labour Legislation and applicable employment legislation of those jurisdiction(s) where the 
Contract is being performed. 

b. The Contractor agrees to use reas6nable efforts to reflect this Condition in any 
subcontract that it enters into to satisfy the requirements of the Contract and to require its 
Subcontractors to reflect this Condition in their subcontracts that they enter into to satisfy the 
requirements of the Contract. 

A17. Subcontracting and Prompt Payment 

a. Subcontracting any part of the Contract shall not relieve the Contractor of any obligation, 
duty or liability attributable to the Contractor under the Contract. 

b. The Contractor shall ensure, to the extent that they are applicable, that the Conditions of 
the Contract are reflected in any subcontracts for any part of the Contractor Deliverables. 

c. In all circumstances the Contractor shall ensure that all subcontracts in relation to this 
Contract include: 

(1) a requirement that either party to the subcontract may release to the Authority any 
of those parts of the subcontract 

1
documentation as are necessary to demonstrate the 

Contractor's compliance with the provisions of the Contract and that any such release 
shall not amount to a breach of any provision of confidentiality contained within the 
subcontract; and 

(2) a term which requires payment to be made to the Subcontractor within a specified 
period not exceeding thirty (30) calendar days from receipt of a valid and undisputed 
invoice as defined by the subcontract requirements. 

d. Where the Contractor places any subcontract with a value of more than £50,000 in 
connection with this Contract, it shall ensure that it has the right to terminate that subcontract for 
convenience giving twenty (20) Business Days' notice (or such other notice period as the 
Authority shall give under this Contract). 

e. When placing subcontracts, the Contractor is asked to give consideration, as far as 
possible, to placing work on a competitive basis with Subcontractors that are Supported 
Businesses. The Contractor can find details of Supported Businesses in the United Kingdom on 
the Supported Business Directory that is British Association for Supported Employment at Unit 
4, 200 Bury Road, Tottington, Lancashire BL8 3DX (Telephone: 01204 880733) or 
http://business.base-uk.org/procurement. 

f. Where the Contractor subcontracts work under the Contract, which is likely to be subject 
to foreign export control, the Contractor shall use reasonable endeavours to incorporate in each 
subcontract the terms set out in Schedule 5 to this Contract. Where it is not practicable to 
include the terms set out in Schedule 5, the Contractor shall report that fact and the 
circumstances to the Authority. · 

A 18. Change of Control of Contractor 

a. The Contractor shall inform the Mergers & Acquisitions section, Supplier Relations Team, 
Poplar Level 1 # 2119, MOD Abbey Wooq South, Bristol BS34 8JH as soon as practicable of 
any intended, planned or actual change of Control. The Contractor shall not be required to 
submit any notice which is unlawful or is in breach of either any pre-existing non-disclosure 
agreement or any regulations governing the change of Control of the Contractor in the UK or 
other jurisdictions. The Authority's Representative shall consider the potential change of 
Control and advise the Contractor in writing of any concerns that the Authority may have. Such 
concerns may include but are not limited to potential threats to national security, the ability of 
the Authority to comply with its statutory obligations or matters covered by the declarations 
made by the Contractor prior to Contract Award. 

b. Each notice of change of Control shall be taken to apply to all contracts with the 
Authority. 



c. The Authority may, acting reasonably, terminate the Contract by giving written notice to the 
Contractor W1thin six (6) months of the Authority being notified or becoming aware that the 
Contractor has undergone a change of Control where the Contractor has failed to address the 
Authority's concerns to the Authority's satisfaction in accordance with clause A 18.a, or has 
failed to supply or withheld the Information required under clause A 18.a. 

d. If the Authority exercises its right to terminate in accordance with clause F1.a.(4) the 
Contractor shall be entitled to request the Authority to consider making a payment to represent 
any commitments, liabilities or expenditure which are reasonable and properly chargeable by 
the Contractor in connection with the Contract and which would otherwise represent an 
unavoidable loss by the Contractor by reason of the termination of the Contract. Any request 
for payment under this clause A 18.d must be, fully supported by documentary evidence. The 
decision whether to make such a payment shall be at the Authority's sole discretion. 

A19. Termination for Insolvency or Corrupt Gifts 

The Authority may terminate the Contract with immediate effect, without compensation, by 
giving written Notice to the Contractor at any time after any of the following events: 

Insolvency: 

a. where the Contractor is an indivi~ual: 

( 1) the application by the Contractor for an interim order pursuant to Section 252 of the 
Insolvency Act 1986 (the "lA 86") or the court making an interim order pursuant to Section 
253 of the lA 86; 

(2) any composition, compromise, assignment, assignation or arrangement is made 
with any of the Contractor's creditors (including, without limitation, an individual voluntary 
arrangement under lA 86 and a trust deed for the benefit of any of the Contractor's 
creditors) or a moratorium on any of the Contractor's indebtedness comes into force; 

(3) a debt payment programme under the Debt Arrangement and Attachment 
(Scotland) Act 2002 (the "DAAS Acf') is approved in respect of a Contractor, an 
application is made by a Contractor to ~he Debt Arrangement Scheme (DAS) 
Administrator under the DAAS Act for approval of a debt payment programme or a 
Contri.1ctor gives written intimation to the DAS Administrator of their intention to make 
such an application; 

(4) the presentation of a petition or other application for the appointment of any 
liquidator (whether provisional, interim or otherwise), administrator, receiver, 
administrative receiver, compulsory manager, trustee (in sequestration or otherwise), 
insolvency official or other similar officer in respect of the Contractor or any of its assets, 
unless it is withdrawn within three (3) Business Days from the date on which the 
Contractor is notified of it; 

(5) the appointment of any liquidator (whether provisional, interim or otherwise) 
administrator, receiver, administrative receiver, compulsory manager, trustee (in 
sequestration or otherwise), insolvency official or other similar officer in respect of the 
Contractor or any of its assets; 

(6) where the Contractor is either umable to pay its debts as they fall due or has no 
reasonable prospect of being able to pay debts which are not immediately payable. The 
Authority shall regard the Contractor as being unable to pay its debts if: 

(a) it has failed to comply with or to set aside a statutory demand under section 
268 of the Insolvency Act 1986 or section 7 of the Bankruptcy (Scotland) Act 1985 
within twenty-one (21) Business Days of service of the statutory demand on it; 

(b) an execution or other process to enforce a debt due under a judgment or 
:order of the court has been returned unsatisfied in whole or in part; 

(c) a charge for payment of a debt has been served on the Contractor and has 
not been satisfied, returned or avoided within fourteen (14) Business Days of 
service; or 

(d) it is apparently insolvent within the meaning of the Bankruptcy (Scotland) Act 
1985; or 

(7) any analogous procedure or step is taken in any jurisdiction; 



b. where the Contractor is a firm: 

(1) the Contractor preparing and submitting documents to a nominee or filing or 
lodging documents in court, in each case in respect of a moratorium on creditor action 
under schedule A 1 of lA 86 in respect of the Contractor; 

(2) any composition, compromise, assignment, assignation or arrangement is made 
with any of the Contractor's creditors (including, without limitation, an individual voluntary 
arrangement under lA 86 and a trust deed for the benefit of any of the Contractor's 
creditors) or a moratorium on any df the Contractor's indebtedness ~;omes into force; 

(3) any event listed in clause A 19.a occurs in respect of any partner of the Contractor 
who is an individual in connection with a liability or debt of the Contractor; 

( 4) any event listed in clause A 19.c occurs in respect of any partner of the Contractor 
which is a company or limited liability partnership registered in England and Wales or 
Scotland in connection with a liability or debt of the Contractor; 

(5) an event listed in clause A 19.e in respect of any partner of the Contractor which is 
a company or similar entity (includimg any incorporated entity) registered other than in 
England and Wales or Scotland in connection with a liability or debt of the Contractor; 

(6) any event listed in this clause A 19.b occurs in respect of any partner of the 
Contractor which is itself a firm in connection with a liability or debt of the Contractor; 

I 

(7) the presentation of a petition1or other application for the appointment of any 
liquidator (whether provisional, interim or otherwise), administrator, receiver, 
administrative receiver, compulsory, manager, trustee (in sequestration or otherwise), 
insolvency official or other similar o~icer in respect of the Contractor or any of its assets, 
unless it is withdrawn within three (3) Business Days from the date on which the 
Contractor is notified of it; 

(8) the appointment of any liquidator (whether provisional, interim or otherwise) 
administrator, receiver, administrative receiver, compulsory manager, trustee (in 
sequestration or otherwise), insolvency official or other similar officer in respect of the 
Contractor or any of its assets; 

(9) any resolution is passed or order made for the winding up, dissolution, 
administration or reorganisation of (or the institution of any other insolvency proceedings 
or procedure in relation to) the Contractor; 

( 1 0) where the Contractor is either unable to pay its debts as they fall due or has no 
reasonable prospect of being able to pay debts which are not immediately payable. The 
Authority shall regard the Contractor as being unable to pay its debts if: 

i 
(a) it is apparently insolvent within the meaning of the Bankruptcy (Scotland) Act 
1985; or 

(b) it is unable to pay its debts in terms of section 221 of lA 86; or 

(11) any analogous procedure or step is taken in any jurisdiction; 

c. where the Contractor is a company or limited liability partnership registered in England 
and Wales or Scotland: 

(1) the Contractor preparing and submitting documents to a nominee or filing or 
lodging documents in court in each case in respect of a moratorium on creditor action 
under schedule A 1 of lA 86; 

(2) any composition, compromise, assignment, assignation or arrangement is made 
with any of its creditors (including, without limitation, a company voluntary arrangement 
under lA 86) or a moratorium on any of the Contractors indebtedness comes into force; 

(3) the presentation of a petition or other application for the appointment of any 
liquidator (whether provisional, interim or otherwise), administrator, receiver, 
administrative receiver, compulsory manager, trustee (in sequestration or otherwise), 
insolvency official or other similar officer in respect of the Contractor or any of its assets, 
unless it is withdrawn within three (3) Business Days from the date on which the 
Contractor is notified of it; 

(4) the appointment of any liquidator (whether provisional, interim or otherwise) 
administrator, receiver, administrative receiver, compulsory manager, trustee (in 
sequestration or otherwise), insolvency official or other similar officer in respect of the 
Contractor or any of its assets; 



(5) any resolution is passed or order made for the winding up, dissolution, 
administration or reorganisation of (or the institution of any other insolvency proceedings 
or procedure in relation to) the Contractor; 

(6) where the Contractor is either u~able to pay its debts as they fall due or has no 
reasonable prospect of being able to p~y debts which are not immediately payable. The 
Authority shall regard the Contractor as being unable to pay its debts if the Contractor is 
unable to pay its debts in terms of section 123 of lA 86; or 

(7) any analogous procedure or step is taken in any jurisdiction; 

d. where'the Contractor is unable or admits inability to pay its debts as they fall due or is 
deemed to be or declared to be unable to pay its debts, suspends or threatens to suspend 
making payments or any of its debts or, by reason of actual or anticipated financial difficulties, 
or commences negotiations with one or more of its creditors with a view to rescheduling any of 
its indebtedness; 

e. where the Contractor is a company or similar entity (including any incorporated entity) 
registered other than in England and Wales dr Scotland, events occur or are carried out which, 
within the jurisdiction to which it is subject, ar~ similar in nature or effect to those specified 
above; 

Corrupt Gifts 
I 

f. where the Authority becomes aware that the Contractor, its employees, agents or any 
Subcontractor (or anyone acting on its behalf. or any of its or their employees): · 

( 1) has offered, promised or given to any Crown servant any gift or financial or other 
advantage of any kind as an inducement or reward: 

(a) for doing or not doing (or for having done or not having done) any act in 
relation to the obtaining or exect,Jtion of this Contract or any other contract with the 
Crown; or · · 

(b) for showing or not showing favour or disfavour to any person in relation to 
this Contract or any other contract with the Crown; · 

(2) commits or has committed any prohibited act or any offence under the Prevention 
of Corruption Acts 1889- 1916, under sub sections 108 - 1 09 of the Anti-Terrorism or 
Crime and Security Act 2001 before these Acts or sub sections are revoked or an offence 
under the Bribery Act 2010 with or without the knowledge or authority of the Contractor in 
relation to this Contract or any other contract with the Crown; 

(3) has entered into this Contract or any other contract with the Crown in connection 
with which commission has been paid or has been agreed to be paid by it or on its behalf, 
or to its knowledge, unless before the Contract is made particulars of any such 
commJssion and of the conditions of any such agreement for the payment thereof have 
been disclosed in writing to the Authority. 

g. In exercising its rights or remedies to terminate the Contract under A 19 f. the Authority 
shall: 

(1) act in a reasonable and proportionate manner having regard to such matters as the 
gravity of, and the identity of the person committing the prohibited act; 

(2) give due consideration, where appropriate, to action other than termination of the 
Contract, including (without being limited to): 

(a) requiring the Contractor to procure the termination of a subcontract where 
the prohibited act is that of a Subcontractor or anyone acting on its or their behalf; 

(b) requiring the Contractor tq procure the dismissal of an employee (whether its 
own or that of a Subcontractor qr anyone acting on its behalf) where the prohibited 
act is that of such employee. 1 

h. Where the Contract has been terminated under clause A 19 f. of this Condition, the 
Authority shall be entitled to purchase substitute Contractor Deliverables from elsewhere and 
recover from the Contractor any costs and expenses incurred by the Authority in obtaining the 
Contractor Deliverables in substitution from another supplier. 



A20. Consequences of Termination 

The termination of the Contract, however arising, shall be without prejudice to the rights and 
duties of either Party accrued prior to termination. The Conditions that expressly or by 
implication have effect after termination shall continue to be enforceable even after termination. 

A21. Dispute Resolution 

a. The Parties will attempt in good faith to resolve any dispute or claim arising out of or 
relating to the Contract through negotiations between the respective representatives of the 
Parties having authority to settle the matter, which attempts may include the use of any 
alternative dispute resolution procedure on which the Parties may agree. 

b. In the event that the dispute or claim is not resolved pursuant to clause A21.a the dispute 
shall be referred to arbitration. Unless otherwise agreed in writing by the Parties, the arbitration 
and this clause A21.b shall be governed by the Arbitration Act 1996. For the purposes ot the 
arbitration, the arbitrator shall have the power to make provisional awards pursuant to Se::tion 
39 of the Arbitration Act 1996. 

c. For the avoidance of doubt, anything said, done or produced in or in relation to the 
arbitration process (including any awards} shall be confidential between the Parties, except as 
may be la'0ully required in judicial proceedings relating to the arbitration or otherwise. 

A22. Termination for Convenience 

a. The Authority shall have the right at any time to terminate the Contract in whole or in part 
by giving the Contractor written Notice to expire at the end of the period specified in Schedule 3 
(Contract Data Sheet) or if no such period is specified at the end of twenty (20) Business Days. 

b. In the event that the Authority exercises its rights in accordance with clause A22.a, the 
Authority shall indemnify the Contractor against any commitments, liabilities or expenditure 
which are reasonably and properly chargeable by the Contractor in connection with the Contract 
and which would otherwise represent an unavoidable loss by the Contractor by reason of 
termination of the Contract or the relevant part thereof. 

c. The Authority's total liability under clause A22.b shall be limited to the total price of the 
Contractor Deliverables payable under the Contract or the relevant part th9reof, including any 
sums paid, due or becoming due to the Contractor at the date of termination. 

A23. Contractor's Records 

The Contractor shall maintain all records in connection with the Contract (expressly or 
otherwise), and without prejudice to condition A 11 (Disclosure of Information), make them 
available to be examined or copied, by or on behalf of the Authority, as the Authority may 
require. These records shall be retained for a period of at least seven (7) years from: 

(1) the end of the Contract term; 

(2) termination of the Contract; or 

(3) the final payment, 

whichever occurs latest. 

A24. Duration of Contract 

This Contract comes into effect on the Effective Date of Contract and will expire automatically 
on the date identified in Schedule 3 (Con~ract Data Sheet) unless it is otherwise terminated in 
accordance with the provisions of the Contract, or otherwise lawfully terminated. 

A25. Contractor's Warranties 

a. The Contractor warrants and represents, that: 
i 

(1) it has the full capacity and at:Jthority to enter into, and to exercise its rights and 
perform its obligations under, the Contract; 

(2) from the Effective Date of Cqntract and for so long as the Contract remains in force 
it shall give the Authority Notice of any litigation, arbitration (unless expressly prohibited 
from doing so in accordance with the terms of the arbitration), administrative or 
adjudication or mediation proceedings before any court, tribunal, arbitrator, administrator 
or adjudicator or mediator or relevant authority against itself or a Subcontractor which 
would adversely affect the Contractor's ability to perform its obligati,Jns under the 
Contract; 



(3) as at the Effective Date of Contract no proceedings or other steps have been taken 
and not discharged (nor, to the best of the knowledge of the Contractor, threatened) for 
its winding-up or dissolution or for the appointment of a receiver, administrative receiver, 
administrator, liquidator, trustee or similar officer in relation to any of its assets or 
revenues; 

(4) .tor so long as the Contract remains in force it shall give the Authority Notice of any 
proceedings or other steps that have been taken but not discharged (nor to the best of 
the knowledge of the Contractor, threatened) for its winding-up or dissolution or for the 
appointment of a receiver, administrator, liquidator, trustee or similar officer in relation to 
any of its assets or revenues. 

8 The Contractor Deliverables 

81. Supply of Contractor Deliverables and Quality Assurance 

a. The Contractor shall provide the Contractor Deliverables to the Authority, in accordance 
with the Sch1Jdule of Requirements and the Specification, and shall allocate sufficient resource 
to the provision of the Contractor Deliverables to enable it to comply with this obligation. 

' 
b. The Contractor shall: 

(1) comply with any applicable quality assurance requirements specified in Schedule 3 
(Cont~act Data Sheet) in providing the Contractor Deliverables; 

(2) comply with all applicable Legislation; and 

(3) discharge its obligations under the Contract with all due skill, care, diligence and 
operating practice by appropriately experienced, qualified and trained personnel. 

I 
c. The provisions of clause 81.b. shall survive any performance, acceptance or payment 
pursuant to the Contract and shall extend to any remedial services provided by the Contractor. 

d. The Contractor shall: 

(1) observe, and ensure that the Contractor's Team observe, all health and safety 
rules and regulations and any other security requirements that apply at any of the 
Authority's premises; 

(2) notify the Authority as soon as it becomes aware of any health and safety hazards 
or issues which arise in relation to the Contractor Deliverables; and 

(3) before the date on which the Contractor Deliverables are to start, obtain, and at all 
times maintain, all necessary licences and consents in relation to the Contractor 
Deliverables. 

82. Environmental Requirements 

The Contractor shall in all its operations to perform the Contract, adopt a sound proactive 
environmental approach that identifies, considers, and where possible, mitigates the 
environmental impacts of its supply chain. The Contractor shall provide evidence of so doing to 
the Authority on demand. 

83. Disruption 

a. The Contractor shall take reasonable care to ensure that in the performance of its 
obligations under this Contract it does not disrupt the operations of the Authority, its employees 
or any other contractor employed by the Authority. 

b. The Contractor shall inform the Authority of any actual or potential industrial action which 
affects or might affect its ability at any time to perform its obligations under the Contract as soon 
as it becomes aware of the actual or potential industrial action and certainly no later than seven 
(7) Business Days before the action is due to take place, whether such action be by its own 
employees or others. 

c. The Contractor shall have robust contii1gency plans in place to ensure that, in the event 
of industrial action by the Contractor's Team,: provision of the Contractor Deliverables is 
maintained and such contingency plans shall be available for the Authority to inspect and I or 
comment on at any reasonable time and shall be updated and revised as necessary by the 
Contractor throughout the contract period. 



C Price 

C1. Contract Price 

a. The Contractor shall provide the Contractor Deliverables to the Authority at the Contract 
Price. The Contract Price shall be a Firm Price unless otherwise stated in Schedule 3 (Contract 
Data Sheet). 

b. Subject to condition G2 the Contract Price shall be inclusive of any UK custom and 
excise or other duty payable. The Contractor shall not make any claim for drawback of UK 
import duty on any part of the Contract Deliverables supplied which may be for shipment 
outside of the UK. 

0 Intellectual Property 

01. Third Party Intellectual Property- Rights and Restrictions 

a. The Contractor and, where applicable any Subcontractor, shall promptly notify the 
Authority as soon as they become aware of: 

(1) any invention or design the subj&ct of patent or registered Design Rights (or 
application thereof) owned by a third party which appears to be relevant to the 
performance of the Contract or to use by the Authority of anything required to be done or 
delivered under the Contract; 

'(2) any restriction as to disclosure or use, or obligation to make payments in respect of 
any other intellectual property (including technical Information) required for the purposes 
of the Contract or subsequent use by the Authority of anything Delivered under the 
Contract and, where appropriate, the notification shall include such Information as is 
required by Section 2 of the Defence Contracts Act 1958; · 

(3) any allegation of infringement of intellectual property rights made against the 
Contractor and which pertains to the performance of the Contract or subsequent use by 
the Authority of anything required to be done or delivered under the Contract. 

Clause D1.a does not apply in respect of Contractor Deliverables normally available from the 
Contractor as a commercial off the shelf (COTS) item or service. 

b. If the Information required under clause D1.a has been notified previously, the Contractor 
may meet its obligations by giving details of the previous notification. 

c. For COTS Contractor Deliverables patents and registered designs in the UK, in respect 
of any question arising (by way of an allegation made to the Authority or Contractor, or 
otherwise) that the manufacture or provision under the Contract of Contractor Deliverables 
normally available from the Contractor as.a COTS item or service is an infringement of auK 
patent or registered design not owned or controlled by the Contractor or the Authority, the 
Contractor shall, subject to the agreement of the third party owning such patent or registered 
design, be given exclusive conduct of any and all negotiations for the settlement of any claim or 
the conduct of any litigation arising out of such question. The Contractor shall indemnify the 
Authority, its officers, agents and employees against any liability and cost arising from such 
allegation. This clause shall not apply if: 

(1) the Authority has made or makes an admission of any sort relevant to such 
question; 

(2) the Authority has entered or enters into any discussions on such question with any 
third party without the prior written agreement of the Contractor; 

(3) the Authority has entered or enters into negotiations in respect of any relevant 
claim for compensation in respect of Crown Use under Section 55 of the Patents Act 
1977 or Section 12 of the Registered Designs Act 1977; 

(4) legal proceedings have been commenced against the Authority or the Contractor in 
respect of Crown Use, but only to the extent of such Crown Use tha,t has been properly 
authorised. 

d. The indemnity in clause D1.c does not extend to use by the Authority of anything supplied 
under the Contract where that use was not reasonably foreseeable at the time of the Contract 

e. In the event that the Authority has entered into negotiation in respect of a claim for 
compensation, or legal proceedings in respect of the Crown Use have commenced, the 
Authority shall forthwith authorise the Contractor for the purposes of performing the Contract 
(but not otherwise) to utilise a relevant invention or design in accordance with Sections 55 and 
&:;,~ nf th.o. 0-::ltontC!- ,A,..+ 1077 nr C!al"'tinn 1") nf tho Oani~+.o.r.o.rl n.o.~inn~ Al"'t 10AO ~nrl +n IIL"'.O. ~r"Hl 



model, document or information relating to any such invention or design which may be required 
for that purpose. 1 

I 
f. For all other Contractor Deliverables patents and registered designs in the UK, if a 
relevant invention or design has been notifieq to the Authority by the Contractor prior to the 
Effective Date of the Contract, then unless it has been otherwise agreed, under the provisions 
of Sections 55 and 56 of the Patents Act 1977 or Section 12 of the Registered Designs Act 
1949, the Contractor is hereby authorised to utilise that invention or design, notwithstanding the 
fact that it is the subject of a UK Patent or UK Registered Design, for the purpose of performing 
the Contract. 

g. If, under clause D .1 a, a relevant invention or design is notified to the Authority by the 
Contractor after the Effective Date of Contract, then: 

(1) if the owner (or its exclusive licensee) takes or threatens in writing to take any 
relevant action against the Contractor, the Authority shaU issue to the Contractor a written 
authorisation in accordance with the provisions of Sections 55 and 56 of the Patents Act 
1977 or Section 12 of the Registered Designs Act 1949, and 

(2) in any event, unless the Contractor and the Authority can agree an alternative 
course of action, the Authority shall not unreasonablydelay the issue of a written 
authorisation in accordance with the provisions of Sections 55 and 56 of the Patents Act 
1977 or Section 12 o~ the Registered Designs Act 1949. 

h. The Authority shall assume all liability and shall indemnify the Contractor, its officers, 
agents and employees against liability, including the Contractor's costs, as a result of 
infringement· by the Contractor or their suppliers of any patent, utility model, registered design or 
like protection outside the United Kingdom in the performance of the Contract when such 
infringement arises from or is incurred by reason of the Contractor following any specification, 
statement of work or instruction in the Contract or using, keeping or disposing of any item given 
by the Authority for the purpose of the Contract in accordance with the Contract. 

i. The Contractor shall assume all liability and shall indemnify the Authority, its officers, 
agents and employees against liability, including the Authority's costs, as a result of 
infringement by the Contractor or their suppliers of any patent, utility model, registered design or 
like protection outside the UK in the performance of the Contract when such infringement arises 
from or is incurred otherwise than by reason of the Contractor following any specification, 
statement of work or instruction in the Contract or using, keeping or disposing of any item given 
by the Authority for the purpose of the Contract in accordance with the Contract. 

j. The Contractor shall not be entitled to any reimbursement of any royalty, licence fee or 
similar expense incurred in respect of anything to be done under the Contract, where: 

(1) a relevant discharge has been given under Section 2 of the Defence Contracts Act 
1958, or relevant authorisation in accordance with Sections 55 or 57 of the Patents Act 
1977, Section 12 of the Registered Designs Act 1949 or Section 240 of the Copyright, 
Designs and Patents Act 1988 in respect of any intellectual property; or 

(2) any obligation to make payments for intellectual property has not been promptly 
notified to the Authority under clause D1.a. 

k. Where authorisation is given by the Authority under clause D1.e, D1.f or D1.g, to the 
extent permitted by Section 57 of the Patents Act 1977, Section 12 of the Registered Designs 
Act 1949 or Section 240 of the Copyright, Designs and Patents Act 1988, the Contractor shall 
also be: 

(1) released from payment whether by way of royalties, licence fees or similar 
expenses in respect of the Contractor's use of the relevant invention or design, or the use 
of any relevant model, document or information for the purpose of performing the 
Contract; and 

(2) 'authorised to use any model, document or information relating to any such 
invention or design which may be required for that purpose. 

I. The Contractor shall assume all liability and indemnify the Authority and its officers, 
agents and employees against liability, including costs as a result of: 

(1) infringement or alleged infringement by the Contractor or their suppliers of any 
copyright, database right, Design Right or the like protection in any part of the world in 
respect of any item to be supplied under the Contract or otherwise in the performance of 
the Contract; 



(2) misuse of any confidential information, trade secret or the like by the Contractor in 
performing the Contract; 

(3) provision to the Authority of any information or material which the Contractor does 
not have the right to provide for the purpose of the Contract. 

m. The Authority shall assume all liability and indemnify the Contractor, its officers, agents 
and employees against liability, including costs as a result of: 

(1) infringement or alleged infringement by the Contractor or their suppliers of any 
copyright, database right, Design Right or the like protection in any part of the world in 
respect of any item provided by the Authority for the purpose of the Contract but only to 
the extent that the item is used for the purpose of the Contract; 

(2) alleged misuse of any confidential Information, trade secret or the like by the 
Contractor as a result of use of information provided by the Authority for the purposes of 
the Contract, but only to the extent that Contractor's use of that Information is for the 
purposes intended when it was disclosed by the Authority. 

n. The general authorisation and indemnity is: 

(1) Clauses D1.a- D.1.m represents the total liability of each Party to the other under 
the Contract in respect of any infringement or alleged infringement of patent or other 
Intellectual Property Right (IPR) owned by a third party; 

(2) Neither Party shall be liable, one to the other, for any consequential loss or 
damage arising as a result, directly or indirectly, of a claim for infringement or alleged 
infringement of any patent or other IPR owned by a third party; 

(3) A Party against whom a claim is made or action brought, shall promptly notify the 
other Party in writing if such claim or action appears to relate to an infringement which is 
the subject of an indemnity or authorisation given under this Condition by such other 
Party. The notification shall include particulars of the demands, damages and liabilities 
claimed or made of which the notifying Party has notice; 

(4) The Party benefiting from the indemnity or authorisation shall allow the other Party, 
at its own expense, to conduct any negotiations for the settlement of the same, and any 
litigation that may arise therefrom and shall provide such information as the other Party 
may reasonably require; 

(5) Following a notification under clause D1.n.(3), the Party notified shall advise the 
other Party in writing within thirty (30) Business Days whether or not it is assuming 
conduct of the negotiations or litigation. In that case the Party against whom a claim is 
made or action brought shall not make any statement which might be prejudicial to the 
settlement or defence of such a claim without the written consent of the other Party; 

(6) The Party conducting negotiations for the settlement of a claim or any related 
litigation shall, if requested, keep the other Party fully informed of the conduct and 
progress of such negotiations. 

o. If at any time a claim or allegation of infringement arises in respect of copyright, database 
right, Design Right or breach of confidence as a result of the provision of any Contractor 
Deliverable by the Contractor to the Authority, the Contractor may at its ovm expense replace 
the item with an item of equivalent functionality and performance so as to avoid infringement or 
breach. The Parties will co-operate with one another to mitigate any claim or damage which 
may arise from use of third party IPR. 

p. Nothing in condition D1 shall be taken as an authorisation or promise of an authorisation 
under Section 240 of the Copyright, Designs and Patents Act 1988. 

E Facilities And Assets 

E1. Access to Contractor's Premises 

The Contractor shall provide to the Authority's Representatives following reasonable notice, 
relevant accommodation I facilities, at no direct cost to the Authority, and all reasonable access 
to its premises for the purpose of monitoring the Contractor's progress and quality standards in 
performing the Contract. 



F Delivery 

F1. Authority's Remedies for Breach of Contract 
a. If the Contractor: 1 

( 1) fails to provide the Contractor Deliverables (or any part thereof) by the relevant 
date specified in Schedule of Require~ents and I or the Specification; 

(2) provides Contractor Deliverables (or any part thereof) that are not in accordance 
with, or the Contractor fails to comply vyith, any terms of the Contract; 

(3} supplies Contractor Deliverables that do not comply with clause B1.b; 

(4} fails to address the Authority's concerns to the Authority's satisfaction in 
accordance with condition A 18, or fails to supply or withholds the Information required 
under clause A 18.a; 

(5} commits a persistent failure by f<;tiling to meet either: 

(a) a single Key Performance Indicator (KPI} on 2 or more occasions in a rolling 
3 month period; or 

(b) 3 or more KPis on a rolling 1 month period, 

where this Contract includes Core+ condition "Key Performance Indicators and 
I 

Performance Management"; or 

(6) otherwise commits a material breach of its obligations under the Contract, 

the Authority shall have the right to exercise one or more of the following remedies: 

(7) where the Contractor commits a persistent failure in accordance with clause 
F1.a.(5) or where the breach is material in accordance with clause F1.a.(6), to terminate 
the Contract or the relevant part thereof, with immediate effect and without liability to the 
Authority, by giving written Notice to the Contractor; 

(8} refuse to accept the provision of any further Contractor Deliverables by the 
Contrc:ctor and the Contractor shall refund to the Authority any sums paid in respect of 
the Contractor Deliverables that fail to comply with the terms of the Contract; 

(9} give the Contractor the opportunity at the Contractor's expense to carry out such 
remedial services as is necessary to correct the Contractor's failure or otherwise to rectify 
the breach within the Authority-specified time limits; 

(1 0) purchase substitute services from elsewhere; 

(11) claim such damages as may have been sustained as a result of the Contractor's 
breach or breaches of the Contract, including but not limited to any costs and expenses 
incurred by the Authority in: i 

(a) carrying out any work that may be required to make the Contractor 
Deliverables comply with the Contract; or 

(b) obtaining the Contractor Deliverables in substitution from another supplier. 

b. In addition to the Authority's rights in clause F1.a., if the Authority reasonably believes at 
any time before the Contract Implementation Date that the Contractor will not be able to achieve 
Full Service Provision by the Contract Implementation Date then the Authority shall be entitled 
to terminate the Contract in whole or in part with immediate effect and without liability by giving 
written Notice to the Contractor. 

c. In the event that the Authority terminates the Contract in whole or in part pursuant to 
clause F1.a.(7) or F1.b. or for any other lawful reason, the Authority shall also have the right to 
require the Contractor to transfer any or all of the Assets to the Authority, wherever they are 
located, upon the payment of a sum represe,ting the market value of those Assets which the 
Contractor has purchased but not recovered the cost of from the Authority. 

d. This condition F1 shall also apply to any remedial services carried out by the Contractor 
in accordance with clause F1.a.(9). 

e. The Authority's rights and remedies under this condition F1 are in addition to its rights 
and remedies implied by statute and common law. 

' 



G Payment And Receipts 

G1. Payment and Recovery of Sums Due 

a. Payment for Contractor Deliverables under the Contract shall be made via the 
Contracting, Purchasing & Finance (CP&F) electronic procurement tool. 

b. The Authority shall pay all valid and undisputed claims for payment submitted by the 
Contractor to DBS Finance on or before the day which is thirty (30) days after the later of: 

(1) the day upon which a valid request for approval of payment i~ received by the 
Authority; and 

(2) the date of completion ofthe part of the Contract to which the request for approval 
of payment relates. 

c. The approval for payment of a valid and undisputed invoice by the Authority shall not be 
construed as acceptance by the Authority of the performance of the Contractor's obligations nor 
as a waiver of its rights and remedies under this Contract. 

d. Without prejudice to any other right or remedy, the Authority reserves the right to set off 
any amount owing at any time from the Contractor to the Authority against any amount payable 
by the Authority to the Contractor under the Contract or under any other contract with the 
Authority, or with any other Government Department. 

i 

G2. Value Added Tax 

a. The Contract Price excludes any UK output Value Added Tax (VAT) and any similar EU 
(or non-EU) taxes chargeable on the provision of any Contractor Deliverables by the Contractor 
to the Authority. 

b. lf the Contractor is required by UK VAT law to be registered for UK VAT (or has 
registered voluntarily) in respect of its business activities at the time of any supply, the 
Contractor shall include separately in any claim for payment a sum equal to any VAT 
chargeable at the prevailing rate on the Contract Price claimed and the Authority shall pay it. In 
the event of any doubt about the applicability of the tax in such cases, the Authority may require 
the Contractor to obtain and pass to the Authority a formal ruling from HM Revenue and 
Customs (HMRC). 

c. The Contractor is responsible for the determination of VAT liability. In cases of doubt, the 
Contractor shall consult HMRC and not the Authority's Representative. The Contractor shall 
notify the Authority's Representative (Commercial) of the Authority's VAT liability under this 
Contract, when the liability is other than at the standard rate of VAT, and any changes to it. 

d. Where the provision of any Contractor Deliverables comes within the scope of UK VAT, 
but the Contractor is not required by UK VAT law to be registered for UK \tAT (and has not 
registered voluntarily), the Authority shall be responsible for assessing and paying over directly 
to HMRC any UK output VAT due in respect of the Contractor Deliverables. 

e. Where Contractor Deliverables are deemed to be supplied to the Authority outside the 
UK, the Contractor may be required by the laws of the country where the supply takes place to 
register there for EU (or non-EU) turnover or similar tax. In that event, the Authority shall pay to 
the Contractor in addition to the Contract Price (and any other sum due to the Contractor under 
the Contract) a sum equal to the tax the Contractor is liable to pay to the tax authorities of the 
country in question in relation to the Contractor Deliverables. 

G3. Debt Factoring 

a. Subject to the Contractor obtaining the prior written consent of the Authority in 
accordance with condition A6 (Assignment of Contract), the Contractor may assign to a third 
Party ("the Assignee") the right to receive payment of the Contract Price or any part thereof due 
to the Contractor under the Contract (including interest which the Authority incurred through late 
payment under the Late Payment of Commercial Debts (Interest) Act 1998 ('the Act')). Any 
assignment of the right to receive payment of the Contract Price (or any part thereof) under this 
condition G3 shall be subject to: 

(1) reduction of any sums in respect of which the Authority exercises its right of 
recovery under clause G1.d; 

(2) all related rights of the Authority under the Contract in relation to the recovery of 
sums due but unpaid; and 

(3) the Authority receiving notification under both clauses G3.b and G3.c.(2). 



b. In the event that the Contractor obtains from the Authority the consent to assign the right 
to receive the Contract Price (or any part thereof) under clause G3.a, the Contractor shall notify 
the Authority in writing of the assignment and the date upon which the assignment becomes 
effective. 

c. The Contractor shall ensure that the Assignee: 

(1) is made aware of the Authority's continuing rights under clauses G3.a.1 and 
G3.a.2; and 

(2) notifies the Authority of the Assignee's contact information and bank account 
details to which the Authority shall make payment, subject to any reduction made by the 
Autho1:ity in accordance with sub-claus~s G3.a.(1) and G3.a.(2). 

' ' 

d. The provisions of condition G1 (Payment) shall continue to apply in all other respects 
after the assignment and shall not be amended without the prior approval of the Authority. 

H Contract Administration 

H1. Progress Monitoring, Meetings and Reports 

a. The Contractor shall attend progress meetings at the frequency or times (if any) specified 
in Schedule 3 (Contract Data Sheet) and shall ensure that its Contractor's Representatives are 
suitably qualified to attend such meetings. 1 

b. The Contractor shall submit progress reports to the Authority's Representatives at the 
times and in the format (if any) specified in Schedule 3 (Contract Data Sheet). The reports shall 
detail as a minimum: · 

(1) performance/Delivery of the Contractor Deliverables; 

(2) risks and opportunities; 

(3) any other information specified in Schedule 3 (Contract Data Sheet); and 

(4) any other information reasonably requested by the Authority. 

H2. Authority Representatives 

a. Any reference to the Authority in respect of: 
I 

( 1) the giving of consent; 

(2) the delivering of any Notices; or 

(3) the doing of any other thing that may reasonably be undertaken by an individual 
acting on behalf of the Authority, 

shall be deemed to be references to the Aut~ority's Representatives in accordance with this 
condition H2. 

b. The Authority's Representatives detailed in Schedule 3 (Contract Data Sheet) (or their 
nominated deputy) shall have full authority to act on behalf of the Authority for all purposes of 
the Contract. Unless notified in writing before such act or instruction, the Contractor shall be 
entitled to treat any act of the Authoritys Representatives which is authorised by the Contract 
as being expressly authorised by the Authority and the Contractor shall not be required to 
determine whether authority has in fact been given. 

c. In the event of any change to the identity of the Authority's Representatives, the Authority 
shall provide written confirmation to the Contractor, and shall update Schedule 3 (Contract Data 
Sheet) in accordance with condition A2 (Amendments to Contract). 

H3. Notices 

a. A Notice served under the Contract shall be: 

( 1) in writing in the English Language; 

(2) authenticated by signature or such other method as may be agreed between the 
Parties; 

(3) sent for the attention of the other Party's representative, and to the address set out 
in Schedule 3 (Contract Data Sheet); 

( 4) marked with the number of the Contract; and 

(5) delivered by hand, prepaid post (or airmail), facsimile transmission or, if agreed in 
Schedule 3 (Contract Data Sheet), by electronic mail. 



b. Notices shall be deemed to have been received: 

(1) if delivered by hand, on the day of delivery if it is a Business Day in the place of 
receipt, and otherwise on the first Business Day in the place of receipt following the day 
of delivery; 

(2) if sent by prepaid post, on the fourth Business Day (or the tenth Business Day in 
the case of airmail) after the day of posting; 

(3) if sent by facsimile or electronic means: 

(a) if transmitted between'09:00 and 17:00 hours on a Business Day (recipient's 
time) on completion of receipt by the sender of verification of the transmission from 
the receiving instrument; or 

(b) if transmitted at any other time, at 09:00 on the first Business Day 
(recipient's time) following the completion of receipt by the sender of verification of 
transmission from the receiving instrument. 

J. The project specific DEFCONS and DEFCON SC variants that apply to this 
Contract are: 

DEFCON 76 (SC3) (Edn 12/14)- Contractor's Personnel at Government 
Establishments 

Definitions 
1 . Reference in this Condition to: 

a) 'Government Establishment' or 'site' shall be deemed to include any of Her Majesty's Ships or 
Vessels and Service Stations; 

b) 'Officer in Charge' shall be deemed to include Officers Commanding Service Stations, Ships' 
Masters or Senior Officers, and Heads of Government Establishments; and · 

c) 'Contractor's Representative(s)' shall be deemed to include the Contractor's employees, 
agents and subcontractors. 

General 
2. The following general provisions apply: 

a) The Officer in Charge shall provide such available administrative and technical facilities for 
the Contractor's Representatives employed at Government Establishments for the purpose of 
the Contract as may be necessary for the effective and economical discharge of work under the 
Contract. These facilities will be provided free of charge unless otherwise stated in the Contract. 
The status to be accorded to the Contractor's Representatives for messing purposes will be at 
the discretion of the Officer in Charge. 

b) Any land or premises (including temporary buildings) made available to the Contractor by the 
Authority in connection with the Contract shall be made available to the Contractor free o' 
charge, unless otherwise stated in the Contract, and shall be used by the Contractor solely for 
the purposes of performing the Contract. The Contractor shall have the use of such land or 
premises as licensee and shall vacate the same upon completion of the Contract. Any utilities 
required by the Contractor shall be subject to the charges set out in the Contract. 

c) The Contractor shall have no claim against the Authority for any additional cost or delay 
occasioned by the closure for holidays of Government Establishments, where this is made 
known to him prior to entering into the Contract. 

Liability In Respect Of Damage To Government Property 
3. Without prejudice to the provisions of DEFCON 611 (Issued Property) and of DEFCON 612 
(Loss of or Damage to the Articles), where those conditions form part of the Contract, the Contractor 
shall, except as otherwise provided for in the Contract, make good or, at the option of the Authority, 
pay compensation for all damage occurring to any Government Property, which includes land or 
buildings, occasioned by the Contractor, or by any of his Representatives, arising from his or their 
presence on a Government Establishment in connection with the Contract, provided that this Condition 
shall not apply to the extent that the Contractor is able to show that any such damage was not caused 
or contributed to by any circumstances within his or their reasonable control. 

4. The total liability of the Contractor under Clause 3 herein shall be subject to any limitation 
specified in the Contract. 



Contractor's Property 

5. All property of the Contractor and his Representatives shall be at the risk of the Contractor 
whilst it is on any Government Establishment, and the Authority shall accept no liability for any loss or 
damage howsoever occurring thereto or caused thereby, except as follows: 

a) where any such loss or damage was caused or contributed to by any act, neglect or default 
of any Government Servant, agent or contractor then the Authority shall accept liability therefor 
to the extent to which such loss or damage is so caused or contributed to as aforesaid; and 

b) where any property of the Contractor has been taken on charge by the Officer in Charge, and 
a proper receipt has been given therefor, then the Authority shall be liable for any loss or 
damage occurring to that property while held on such charge as aforesaid. 

i 

Contractor's Representatives 

6. The Contractor shall submit in writing to the Authority for approval, initially and as necessary 
from time to time, c list of those of his Representatives who may need to enter a Government 
Establishment for tne purpose of, or in connection with, work under the Contract, giving such 
particulars as the Authority may require, including fUll details of birthplace and parentage of any such 
Representative wh•): i 

a) was not born in the United Kingdom; or 

b) if he was born in the United Kingdom, was' born of parents either or both of whom were not 
born in the United Kingdom. 

7. The Authority shall issue passes for those Representatives who are approved by it in accordance 
with Clause 6 herein for admission to a Government Establishment and a Representative shall not be 
admitted unless in possession of such a pass. Passes shall remain the property of the Authority and 
shall be surrendered on demand or on completion of the work. 

8. Notwithstanding the provisions of Clauses 6 and 7 hereof if, in the opinion of the Authority, any 
Representative of the Contractor shall misconduct himself, or it shall not be in the public interest for 
any person to be employed or engaged by the Contractor, the Contractor shall remove such person 
without delay on being required to do so and shall cause the work to be performed by such other 
per~;on as may be necessary. 

9. The decision of the Authority upon any matter arising under Clauses 6 to 8 inclusive shall be final 
and conclusive. 

Observance Of Regulations 

10. The following provisions apply: 

a) The Contractor shall ensure that his Representatives have the necessary probity (by 
undertaking the Government's Baseline Personnel Security Standard) and, where applicable, 
are cleared to the appropriate level of security when employed within the boundaries of a 
Government Establishment. 

b) Where tM Contractor requires information on the Government's Baseline Personnel Security 
Standard (the Standard) or security clearance for his Representatives or is not in possession of 
the relevant rules, regulations or requires guidance on them, he shall apply in the first instance 
to the Project Manager/Equipment Support Man~ger. 

c) On request, the Contractor shall be able to demonstrate to the Authority that the Contractor's 
processes to assure compliance with the standard have been carried out satisfactorily. Where 
that assurance is not already in place, the Contractor shall permit the Authority to inspect the 
processes being applied by the Contractor to comply with the Standard. 

d) The Contractor shall comply and shall ensure that his Representatives comply with the rules, 
regulations and requirements that are in force whilst at that Establishment which shall be 
provided by the Authority on request. 

e) When on board ship, compliance with the rules, regulations, and requirements shall be in 
accordance with the Ship's Regulations as interpreted by the Officer in Charge. Details of those 
rules, regulations and requirements shall be provided on request by the Officer in Charge. 



Transport Overseas 

11. Where the Contractor's Representatives are required by the Contract to join or visit a 
Government Establishment overseas, transport between the United Kingdom and the place of duty 
(but excluding transport within the United Kingdom) shall be provided free of charge by the Autf,ority 
whenever possible, normally by Royal Air Force or by MOD chartered aircraft. The Contractor sl1all 
make such arrangements through the Project Manager/Equipment Support Manager named for this 
purpose in the Contract. When such transport is not available within a reasonable time, or in 
circumstances where the Contractor wishes his Representatives to accompany materiel for installation 
which he is to arrange to be delivered, the Contractor shall make his own transport arrangements. +Re 
Authority shall reimburse the Contractor's costs for such transport of his Representatives on 
presentation of evidence supporting the use of alternative transport and ef the costs involved. 
Transport of the Contractor's Representatives locally overseas which is necessary for the purposes of 
the Contract shall be provided wherever possible by the Authority and, where .so provided, will be free 
of charge. 

Medical Treatment Overseas 

12. Out-patient medical treatment given to the Contractor's Representatives by a Service Medical 
Officer or other Government Medical Officer at a Government Establishment overseas shall be free of 
charge. Treatment in a Service hospital or medical centre, dental treatment, the provision of dentures 
or spectacles, conveyance to and from a hospital, medical centre or surgery not within the 
Establishment, and transportation of the Contractor's Representatives back to th.3 United Kingdom, or 
elsewhere, for medical reasons, shall be charged to the Contractor at the appropriate local rate. 

Injuries, Disease And Dangerous Occurrences 

13. The Contractor shall report any injury, disease or dangerous occurrence at any Government 
Establishment arising out of the performance of this Contract, which is required to be reported under 
the Reporting of Injuries, Diseases and Dangerous Occurrences Regulations 1995 (RIDDOR) to the 
Officer in Charge of the relevant Government Establishment. This would be in addition to any report, 
which the Contractor may be required to submit under RIDDOR to the relevant enforcing authority 
(e.g. Health and Safety Executive or Local Authority). 

Dependants Of Contractor's Representatives 

14. No assistance from public funds, and no messing facilities, accommodation or transport 
overseas shall be provided for dependants or m.embers of the families of the Contractor's 
Representatives. Medical or necessary dental treatment may, however, be provided for dependants or 
members of families on repayment at current MOD rates. 

Provision Of Funds Overseas 

15. The Contractor shall, wherever possible, arrange for funds to be provided to his 
Representatives overseas through normal banking channels (e.g. by travellers cheques). If banking or 
other suitable facilities are not available, the Authority shall, upon request by the Contractor and 
subject to any reasonable limitation required by the Contractor, make arrangements for payments, 
converted at the prevailing rate of exchange (where applicable), to be made by the Establishment to 
which the Contractor's Representatives are attached. All such advances made by the Authority shall 
be recovered from the Contractor. 

Health And Safety Hazard Control 

16. Where the Contractor enters a Government Establishment for the purpose o1 performing work 
under the Contract: 

a) The Contractor shall notify the Officer in Charge or the site project liaison officer or 
overseeing officer nominated in the Contract of: 

i. any health and safety hazards associated with the work to be performed by him or any of 
his Representatives; 

ii. any foreseeable risks to the health and safety of all persons associated with such hazards; 
and iii. any precautions to be taken by him as well as any precautions which, in his opinion, 
ought to be taken by the Authority, in order to control such risks. 



b) The Authority shall notify the Contractor of: 
I 

i. any health and safety hazards which may be encountered by the Contractor or any of his 
Representatives on the Government Establishment; 

ii. any foreseeable risks to the health and safety of the Contractor or any of his 
Representatives, associated with such hazards; and 

iii. any precautions to be taken by the Authority as well as any precautions which, in its 
opinion, ought to be taken by the Contractor, in order to control such risks. 

c) The Contractor shall notify his Representatives of and, where appropriate, provide adequate 
instruction in relation to: 

i. the hazards, risks and precautions notified by him to the Authority under sub-Clause 16.a); 

ii. the hazards, risks and precautions notified by the Authority to the Contractor under sub­
Clause 16.b); and 

iii. the precautions which, in his opinion, ought to be taken by his Representatives in order to 
control those risks. 

d) The Contractor shall provide the Officer in iCharge or the site project liaison officer or 
overseeing cJficer nominated in the Contract with: 

i. copies of those sections of his own and, where appropriate, his Representatives' Safety 
Policies which are relevant to the risks notified under sub-Clause 16.a); 

ii. copies of any related risk assessments; 

and 

iii. copies of any notifications and instructions issued by him to his Representatives under 
sub-Clause 16.c). 

e) The Authority shall provide the Contractor with: 

i. copies of those sections of its own Safety Policies which are relevant to the risks notified 
under sub-Clause 16.b); 

ii. copies of any related risk assessments; 

and 

iii. copies of any notifications and instructions issued by it to its employees similar to those 
called for from the Contractor under sub-Clause 16.c). 

DEFCON 90 (Edn 11/06)- Copyright 

1. This Condition shall apply to all copyright works generated under the Contract, or delivered to 
the Authority under the provisions of the Contract, except that it shall not apply to copyright 
works covered by DEFCON 91 or such other software clause as may appear in the Contract or 
for which the Authority is otherwise licensed, or to any work deliverable under the Contract and 
subject to the terms of DEFCON 15/15A, DEFCON 16 and/ or DEFCON 21. 

2. The Contria.ctor shall use all reasonable endeavours to ensure that copyright in any work 
generated under the Contract shall be the property of and vest in the Contractor, subject to the 
rights of thircl parties in pre-existing works. 

3. The Contractor agrees not to publish any copyright work generated under the Contract 
without the consent in writing of the Authority. The Authority will not normally raise objection to 
publication unless delay or limited publication only is considered necessary in the national 
interest. The Authority will review, upon request by the Contractor, any such restriction on 
publication. 



4. The' Authority shall have, in respect of any copyright work to which this Condition applies, a 
free licence; 

a) to copy the work and to circulate and use the work or any copy thereof within any 
United Kingdom Government Department (which term includes the United Kingdom 
Armed Forces) provided that no paM: of the work nor any copy thereof shall, except with 
the prior written permission of the Contractor or pursuant to sub-clause b or c of this 
Clause, be made available to any third party; 

b) to issue the work or any part of the work or any copy of the work or any part thereof to 
another supplier or potential supplier to the United Kingdom Government for the purpose 
of use only under a contract, or tendering for a proposed contract, for a United Kingdom 
Government purpose, provided that the supplier or potential supplier is placed under an 
obligation which restricts disclosure and use of such work to the said purposes; 

c) to issue the work or any part of tlhe work or any copy of the work pr any part thereof to 
the government(s) of the nation(s) prescribed in the Contract, for infprmation only, in 
pursuance of information exchange arrangements for defence purposes, provided that 
the recipient government is placed under an obligation not to use such work for other 
than information purposes or disclose it to a third party; 

provided that, subject to any pre-existing rights of the Authority, sub-Clauses 4.b) and c).above 
only apply to the work or any part of the work or any copy of the work or any part thereof if such 
work or part thereof is generated under the Contract. Sub-Clauses 4.b) and c) shall apply to all 
works or parts thereof unless otherwise marked by the Contractor in accordance with Clause 5 
below. 
5. As soon as he becomes aware that any copyright work or part thereof delivered or proposed 
to be delivered is a work subject to special conditions or any third party rights known to the 
Contractor, or is a work or part thereof not generated under the Contract, the Contractor ~;hall 
inform the Authority and upon delivery shall appropriately mark such work or part thereof ·to 
identify the same and indicate the relevant conditions or rights. 

6. The Contractor may mark or include in any copyright work to which this Condition applies a 
copyright notice provided that such copyright notice acknowledges the Authority's rights under 
this Condition. Any such notice shall be perpetuated in any copies of such work made by the 
Authority or any other United Kingdom Government Department or its agents or contractors. 

7. This Condition shall constitute an 'agre~ment to the contrary' for the purposes of Section 48 
of the Copyright, Design and Patents Act ·1988. 

8. In this Condition 'copyright work' shall be understood to include any works, data or other 
materials in which a database right subsists. 

Note: Notwithstanding the provisions of DEFCON 90, the contractor hereby grants the Authority 
a licence under each of clauses 4.a, b., and c., to copy, use or have used, all deliverables 
related to training and teaching materials as specified at Schedule 7 - peliverables. 

r 
DEFCON 703 (Edn 08/13) Intellectual Property Rights -Vesting in the Authority. 

1. All intellectual property rights of any nature in the results generated in the performance of 
work under the Contract and recorded in any written or other tangible form (the 'Results'), 
including rights in inventions, designs, computer software, databases, copyright works and 
information shall vest in and be the property of the Authority. The Contractor shall take all 
necessary measures to secure that vesting. On request, the Contractor shall demonstrate to the 
Authority's satisfaction that, where it has sub-contracted work under the Contract, it has secured 
that vesting in the work performed by its sub-contractors. 

2. The Authority may use, have used, copy and disclose the Results by itself or through 
third parties for any purpose whatsoever subject to the Contractor's patents and design rights 
(registered or unregistered) and to the rights of third parties not employed in the performance of 
work under the Contract. 

3. The Authority shall determine whether any of the Results should be protected by patent 
or other protection. The costs of patent or like protection shall be borne by the Authority. The 
Contractor shall assist the Authority in filing and executing documents necessary to secure that 



protection. The Contractor shall use all commercially reasonable endeavours to secure similar 
assistance from subcontractors as appropriate. The costs of such patent or other protection 
shall be borne by the Authority. ' 

4. The Contractor shall mark any copyright work comprising Results with the legend:'© 
Crown-owned copyright [insert the year of generation of the work]'. 

5. Apart from intellectual property rights vested in the Authority by virtue of Clause 1, 
ownership of, or rights in, all other intellectual property are not transferred to the Authority by 
this Condition. 

6. Unless otherwise agreed with the Authority, the Contractor shall retain a copy of the 
Results together with records of all work done for the purposes of the Contract for six years 
after the completion of the Contract. · 

7. The Authority shall have the. right to require the Contractor to furnish to the Authority 
copies of any and all of the Results and such records for so long as they are retained by the 
Contractor. A reasonable charge for this service based on the cost of providing it will be borne 
by the Authority unless already included in the price of the Contract. 

8. The Contractor shall treat the Results as if received in confidence from the Authority and: 

a. shall not copy, use or disclose to a third party any of the Results without the prior 
written consent of the Authority, except that the Contractor may without prior consent, 
copy and use the Results, and disclose the Results in confidence to its officers, 
employees and sub-contractors, to such extent as may be necessary for the performance 
of the Contract or any sub-contract under it or in the exercise of any right granted 
pursuant to Clause 12 of this Condition; and 
b. shall take all reasonable precautions necessary to ensure that the Results are 
treated in confidence by those of its officers, employees and sub-contractors who receive 
them and are not further disclosed or used otherwise than for the purpose of performing 
work or having work performed for the Authority under the Contract or any sub-contract 
under it. 

9. The C:mtractor shall ensure that his employees are aware of his arrangements for 
discharging the obligations at Clause 8 and take such steps as may be reasonably practical to 
enforce such arrangements. 

10. The confidentiality provisions of Clause 8 shall not apply to the Results or any part 
thereof to the extent that the Contractor can show that they were or have become published or 
publicly available for use otherwise than in breach of any provision of the Contract or any other 
agreement between the parties. 

11. The Contractor shall not be in breach of the confidentiality obligations contained in this 
Condition where it can show that any disclosure of the Results was made solely and to the extent 
necessary to comply with a statutory, judicial or parliamentary obligation-. Where such a disclosure 
is made, the Contractor shall ensure that the recipient of the Results is made aware of and asked 
to respect its confidentiality and, wherever possible and permitted by law, shall notify the Authority 
as soon as practicable after becoming aware that such disclosure is required. Such disclosure 
shall in no way diminish the obligations of the Contractor under this Condition. 

12. The Contractor shall be entitled to request consent from the Authority to re-use (under 
licence or otherwise) the Results and intellectual property rights vested in the Authority by virtue of 
Clause 1 for other purposes including, but not limited to, tendering for other work for the Authority 
or work for another UK Government department. Such consent shall be properly considered by 
the Authority taking into account matters such as national security and the rights of third parties. 

DEFCON 658 (Edn 04/17)- Cyber 

1. Definitions 

1.1. In this Condition the following words and expressions shall have the meanings given to 
them, except where the context requires a different meaning: 

"Associated Company'' means: 



(a) any associated company of the Contractor from time to time within the meaning of 
Section 449 of the Corporate Tax Act 2010 or any subordinate legislation; and 

(b) any parent undertaking or subsidiary undertaking of the Contractor from time to time 
within the meaning of section 1162 Companies Act 2006 and it is further agreed that where 
the ownership of shares in any such undertaking have been pledged or transferred to a 
third party by way of security, the original parent shall still be considered a member of the 
subsidiary undertaking; 

"Contractor Deliverables" shall have the meaning set out in DEFCON 501; 

"Cyber Risk Level" means the level of Cyber Risk relating to this Contract assessed in 
accordance with the Cyber Security Model; 

"Cyber Security Implementation Plan" means the plan referred to in Clause 3 of this 
Condition including but not limited to any risk-balance case and mitigation measures 
required by the Authority; 

"Cyber Security Incident" means an event, act or omission which gives rise or may give 
rise to: 

' 
(a) unauthorized access to an information system or electronic communicatic)ns 

network; 

(b) disruption or change of the operation (including but not limited to takeover of 
control) of an information system or electronic communications network; 

(c) destruction, damage, deletion or the change of MOD Identifiable Information 
residing in an information system or electronic communications network; 

(d) removal or limiting the possibility to use MOD Identifiable Information residing in 
an information system or eleftronic communications network; or 

(e) the appropriation, publication, dissemination or any other use of non-public 
MOD Identifiable Information by persons unauthorised to do so. 

"Cyber Security Instructions" means DEFST AN 05-138, together with any relevant ISN 
and specific security instructions relating to this Contract issued by the Authority to the 
Contractor; 

"Cyber Security Model" and "CSM" mean the process by which the Authority ensures that 
MOD Identifiable Information is adequately protected from Cyber Incident and includes the 
CSM Risk Assessment Process, DEFSTAN 05-138 and the CSM Supplier Assurance 
Questionnaire; 

"CSM Risk Assessment Process" means the risk assessment process which forms part 
of the Cyber Security Model and is used to measure the Cyber Risk Level for this Contract 
and any Sub-contract; · 

"CSM Supplier Assurance Questionnaire" means the supplier assessment questionnaire 
which forms part of the Cyber Security Model and is to be used by the Contractor to 
demonstrate compliance with this Condition; 

"Data" means any data, text, drawings, diagrams, images or sounds (together with any 
database made up of any of these) which are embodied in any electronic, magnetic, optical 
or tangible media. 

"DEFSTAN 05-138" means the Defence Standard 05-138 as amended or replaced from 
time to time; 

"Electronic Information" means all information generated, processed, transferred or 
otherwise dealt with under or in connection with the Contract, including but not limited to 
Data, recorded or preserved on any Information system or electronic communications 
network; 



"Good hrdustry Practice" means in reiC3tion to any undertaking and any circumstances, 
the exercise of skill, diligence, prudence; foresight and judgment and the making of any 
expenditure that would reasonably be expected from a skilled person in the same type of 
undertaking under the same or similar circumstances; 

"ISN" means Industry Security Notices issued by the Authority to the Contractor whether 
directly or by issue on the gov.uk website at: 
https://VIrww.gov.uklgovernmenVpublications/industry-security-notices-isns; 

"JSyCC WARP" means the Joint Security Co-ordination Centre MOD Defence Industry 
Warning, Advice and Reporting Point or any successor body notified by way of ISN; 

"MOD Identifiable Information" means all Electronic Information which is attributed to or 
could identify an existing or proposed MOD capability, defence activities or personnel and 
which the MOD requires to be protected·against loss, misuse, corruption, alteration and 
unauthorised disclosure. 

"NSAIDSA" means, as appropriate, the National or Designated Security Authority of the 
Contractor that is responsible for the oversight of the security requirements to be applied 
by the Contractor and for ensuring compliance with applicable national security regulations; 

"Sites" means any premises from which Contractor Deliverables are provided in 
connection with this Contract or from which the Contractor or any relevant Sub-contractor 
manages, organises or otherwise directs the provision or the use of the Contractor 
Deliverables and/or any sites from which the Contractor or any relevant Sub-contractor 
generates, processes, stores or transmits MOD Identifiable Information in relation to this 
Contract; 

"Sub-contractor" means a sub-contractor of the Contractor or any Associated Company 
whether a direct Sub-contractor or at any lower level of the supply chain who provides any 
Contractor Deliverables in connection with this Contract; 

I 

"Supplier Cyber Protection Service" rrieans the CSM Risk Assessment Process and 
CSM Supplier Assurance Questionnaire. 

2. Authority Obligations 

2.1. The Authority shall: 

2.1.1. determine the Cyber Risk Level appropriate to this Contract and, where the 
Contr<!ctor has not already been notified of the Cyber Risk level prior to the date of this 
Contract, shall provide notification of the relevant Cyber Risk level and the appropriate 
Cyber Security Instructions to the Contractor as soon as is reasonably practicable; and 

2.1.2. notify the Contractor as soon as reasonably practicable where the Authority 
reassesses the Cyber Risk Level relating to this Contract. 

' 

3. Contractor Obligations 

3.1. The Contractor shall: 

3.1.1. comply with DEFSTAN 05-138; 

3.1.2. complete the CSM Risk Assessment Process in accordance with the Authority's 
instructions and complete a further CSM Risk Assessment or CSM Supplier Assurance 
Questionnaire where a change is proposed to the Contractor's supply chain which has or 
may have an impact on the Cyber Risk Level of this Contract or on receipt of any 
reasonable request by the Authority; 

3.1 .3. carry out the CSM Supplier Assurance Questionnaire no less than once in each 
year of this Contract commencing on the first anniversary of completion of the CSM 
Supplier Assurance Questionnaire; 

3.1.4. having regard to the state of technological development, implement and maintain 
all appropriate technical and organisational security measures to discharge its obligations 
under this Condition in accordance with Good Industry Practice provided always that 



where there is a conflict between the Contractor's obligations under 3.1.1 above and this 
3.1.4 the Contractor shall notify the Authority in accordance with the notification 
provisions in DEFSTAN 05-138 as soon as it becomes aware of the conflict and the 
Authority shall determine which standard or measure shall take precedence; 

3.1.5. comply with all Cyber Security Instructions notified to it by the Authority as soon as 
reasonably practicable; 
3.1.6. notify the JSyCC WARP in accordance with ISN 2014/02 as amended or updated 
from time to time and the Contractors NSA/DSA immediately in writing as soon as they 
know or believe that a Cyber Security Incident has or may have taken place providing full 
details of the circumstances of the incident and any mitigation measures already taken or 
intended to be taken; 

3.1.7. in coordination with its NSAIDSA, investigate any Cyber Security Incidents fully and 
promptly and co-operate with the Authority and its agents and representatives and ;its 
NSA/DSA to take all steps to mitigate the impact of the Cyber Security Incident and 
minimise the likelihood of any further similar Cyber Security Incidents. For the avoidance 
of doubt, this shall include complying with any reasonable technical or organisational 
security measures deemed appropriate by the Contractors NSA/DSA in the 
circumstances and taking into account the Cyber Risk Level; and 

3.1.8. consent to the Authority recording and using information obtained in relation to the 
Contract for the purposes of the Cyber Security Model whether on the Supplier Cyber 
Protection Service or elsewhere. For the avoidance of doubt such information shall 
include the cyber security accreditation of the Contractor 

PROVIDED ALWAYS THAT where the Contractor has notified the Authority that it cannot 
comply with 3.1.1 to 3.1.8 above the Authority and Contractor will seek to agree a Cyber 
Security Implementation Plan and where the Authority has agreed c. Cyber Security 
Implementation Plan with the Contractor, the Contractor shall comply with such Cyber 
Security Implementation Plan until implementation is agreed to havn been achieved 
whereupon 3.1.1 to 3.1.9 above shall apply in full. In the event that a Cyber Security 
Implementation Plan cannot be agreed the provisions of DEFCON 530 or any agreed 
alternative dispute resolution procedure shall apply. 

4. Records 

4.1. The Contractor shall keep and maintain until 7 years after termination or expiry of this 
Contract, or as long a period as may be agreed between the Parties, full and accurate 
records including but not limited to: 

4.1.1. details of all MOD Identifiable Information relating to the Contractor 
Deliverables provided under this Contract; and 

4.1.2. copies of all documents required to demonstrate compliance with DEFST AN 
05-138 and this Condition, including but not limited to any information used to 
inform the CSM Risk Assessment Process and to carry out the CSM Supplier 
Assurance Questionnaire, together with any certificates issued to the Contr2ctor. 

4.2. The Contractor shall on request provide the Authority, the Authority's representatives 
and/or the Contractors NSA/DSA such access to those records as may be required in 
connection with this Contract. 

5. Audit 

5.1. Except where an audit is imposed on the Authority by a regulatory body or there is a 
Cyber Security Incident in which case the Contractor agrees that the Authority and its 
representatives, in coordination witi-t the Contractors NSA/DSA or the NSA/DSA on behalf 
of the Authority, may conduct such audits as it considers in its absolute opinion 
necessary, the Authority, its representatives and/or the Contractors NSA/DSA may, not 
more than twice in any calendar year and for a period of 6 years following the termination 
or expiry of this Contract, whichever is the later, conduct an audit for the following 
purposes: 

5.1.1. to review and verify the integrity, confidentiality and security of any MOD 
Identifiable Information; 

5.1.2. to review the Contractor's compliance with its obligations under this 
Condition; and 

5.1 .3. to review any records created during the provision of tt1e Contractor 
Deliverables, including but not limited to any documents, reports and minutes 



which refer or relate to the Contractor Deliverables for the purposes of 5.1.1 and 
5.1.2 above. 

5.2. The Authority shall use its reasonable endeavours to ensure that the conduct of each 
audit does not unreasonably disrupt the Contractor or delay the provision of the 
Contractor Deliverables and supplier information received by the Authority in connection 
with the audit shall be treated as confidential information. 

5.3. The Contractor shall on demand provide the Authority and any relevant regulatory 
body, including the Contractor's NSA/OSA, (and/or their agents or representatives), 
together "the Auditors", with all reasonable co-operation and assistance in relation to 
each audit, including but not limited to: 

5.3.1. all information requested by the Authority within the permitted scope of the 
audit; 

5.3.2. reasonable access to any Sites controlled by the Contractor or any 
Associated Company and any Sub-contractor and to any equipment used (whether 
exclusively or non-exclusively) in the performance of the Contract and, where such 
Sites and/or equipment are outwith the control of the Contractor, shall secure 
sufficient rights of access for the Auditors as shall be necessary to allow audits to 
take place; and 

5.3.3. access to any relevant staff. 

5.4. The Authority shall endeavour to (but is not obliged to) provide at least 15 calendar 
days notice of its intention to conduct an audit. 

5.5, The Parties agree that they shall bear their own respective costs and expenses 
incurred in respect of compliance with their obligations under this Condition, unless the 
audit identifies a material breach of the terms of this Condition by the Contractor in which 
case the Contractor shall reimburse the Authority for all the Authority's reasonable costs 
incurred in the course of the audit. 

6. Breach of Obligations 

6.1. In exercising its rights or remedies under this Condition, the Authority shall: 

6.1.1 . act in a reasonable and proportionate manner having regard to such matters 
as the gravity of any breach or potential breach and the Cyber Risk Level of this 
Contract; and 

6.1.2 give all due consideration, where appropriate, to action other than termination 
of the Contract, including but not limited to a remedial period if this is appropriate in 
all the circumstances. · 

6.2. Where the Cyber Risk Level of this Contract is assessed to be a moderate or high, 
and the Contractor breaches the terms of this Condition, the Authority shall be entitled: 

6.2.1 to terminate the Contract (whether in whole or in part) and to claim damages 
:in accordance with DEFCON 514 as though such breach is a material breach; and 

6.2.2 where the Contract has not been terminated, to recover from the Contractor 
any other loss sustained in consequence of any breach of this Condition, subject to 
any provision which is agreed elsewhere in this Contract. 

6.3. Where the Cyber Risk Level of this Contract is assessed to be very low or low, and 
the Contractor breaches the terms of this Condition, the Authority shall be entitled: 

6.3.1. to recover from the Contractor the amount of any loss sustained in 
consequence of any breach of this Condition, subject to any provision which is 
agreed elsewhere in this Contract; and 

6.3.2. where the Contractor does not comply with any reasonable instructions 
issued by the Authority or the Contractors NSA/DSA within the time period 
specified to remedy such breach or prevent further breaches, the Authority shall be 
entitled to terminate this Contract (whether in whole or in part) and to claim 


