	
Joint Schedule 11 (Processing Data)

1. Only the Relevant Authority can decide what processing of Personal Data a Supplier can do under a Contract and must specify it for each Contract using the template in Annex 1 (Authorised Processing) to this Schedule.
2. The Supplier must only process Personal Data if authorised to do so in Annex 1 (Authorised Processing) by the Relevant Authority. Any further written instructions relating to the processing of Personal Data are incorporated into Annex 1 to this Schedule. 
3. The Supplier must give all reasonable assistance to the Relevant Authority in the preparation of any Data Protection Impact Assessment before starting any processing, including:
· a systematic description of the expected processing and its purpose;
· the necessity and proportionality of the processing operations;
· the risks to the rights and freedoms of Data Subjects; and
· the intended measures to address the risks, including safeguards, security measures and mechanisms to protect Personal Data.
4. The Supplier must notify the Relevant Authority immediately if it thinks the Relevant Authority's instructions breach the Data Protection Legislation.
5. The Supplier must put in place appropriate Protective Measures to protect against a Data Loss Event which must be approved by the Relevant Authority.
6. If lawful to notify the Relevant Authority, the Supplier must notify it if the Supplier is required to process Personal Data by Law promptly and before processing it. 
7. The Supplier must take all reasonable steps to ensure the reliability and integrity of any Supplier Staff who have access to the Personal Data and ensure that they:
· are aware of and comply with the Supplier’s duties under this Schedule;
· are subject to appropriate confidentiality undertakings with the Supplier or any Subprocessor;
· are informed of the confidential nature of the Personal Data and do not provide any of the Personal Data to any third Party unless directed in writing to do so by the Relevant Authority or as otherwise allowed by a Contract; and
· have undergone adequate training in the use, care, protection and handling of Personal Data. 
8. The Supplier must not transfer Personal Data outside of the EU unless all of the following are true:
· it has obtained prior written consent of the Relevant Authority;
· the Relevant Authority has decided that there are Appropriate Safeguards;
· the Data Subject has enforceable rights and effective legal remedies when transferred;
· the Supplier meets its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred;
· where the Supplier is not bound by Data Protection Legislation it must use its best endeavours to help the Relevant Authority meet its own obligations under Data Protection Legislation; and
· the Supplier complies with the Relevant Authority’s reasonable prior instructions about the processing of the Personal Data. 
9. The Supplier must notify the Relevant Authority immediately if it:
· receives a Data Subject Access Request (or purported Data Subject Access Request);
· receives a request to rectify, block or erase any Personal Data;
· receives any other request, complaint or communication relating to either Party's obligations under the Data Protection Legislation;
· receives any communication from the Information Commissioner or any other regulatory authority in connection with Personal Data processed under this Contract;
· receives a request from any third Party for disclosure of Personal Data where compliance with the request is required or claims to be required by Law; and
· becomes aware of a Data Loss Event.
10. Any requirement to notify under Paragraph 9 includes the provision of further information to the Relevant Authority in stages as details become available.
11. The Supplier must promptly provide the Relevant Authority with full assistance in relation to any Party's obligations under Data Protection Legislation and any complaint, communication or request made under Paragraph 9. This includes giving the Relevant Authority:
· full details and copies of the complaint, communication or request;
· reasonably requested assistance so that it can comply with a Data Subject Access Request within the relevant timescales in the Data Protection Legislation; 
· any Personal Data it holds in relation to a Data Subject on request; 
· assistance that it requests following any Data Loss Event; and
· assistance that it requests relating to a consultation with, or request from, the Information Commissioner’s Office. 
12.  The Supplier must maintain full, accurate records and information to show it complies with this Schedule. This requirement does not apply where the Supplier employs fewer than 250 staff, unless either the Relevant Authority determines that the processing:
· is not occasional;
· includes special categories of data as referred to in Article 9(1) of the GDPR or Personal Data relating to criminal convictions and offences referred to in Article 10 of the GDPR; and
· is likely to result in a risk to the rights and freedoms of Data Subjects.
13. The Supplier must appoint a Data Protection Officer responsible for observing its obligations in this Schedule and give CCS and each Buyer their contact details.
14. Before allowing any Subprocessor to process any Personal Data, the Supplier must:
· notify the Relevant Authority in writing of the intended Subprocessor and processing;
· obtain the written consent of the Relevant Authority;
· enter into a written contract with the Subprocessor so that this Schedule applies to the Subprocessor; and
· provide the Relevant Authority with any information about the Subprocessor that the Relevant Authority reasonably requires.
15.  The Supplier remains fully liable for all acts or omissions of any Subprocessor.
16.  At any time the Relevant Authority can, with 30 Working Days’ notice to the Supplier, change this Schedule to:
· replace it with any applicable standard clauses (between the controller and processor) or similar terms forming part of an applicable certification scheme under GDPR Article 42; and
· ensure it complies with guidance issued by the Information Commissioner’s Office.
17.  The Parties agree to take account of any non-mandatory guidance issued by the Information Commissioner’s Office.


Annex 1 – Authorised Processing Template
	[Framework][Call-Off] Contract:
	RM [XXXX]

	Date: 
	

	Description Of Authorised Processing
	Details

	Subject matter of the processing
	

	Duration of the processing
	

	Nature and purposes of the processing
	

	Type of Personal Data
	

	Categories of Data Subject
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