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[bookmark: _Toc13659115]Part A - Order Form 

	Digital Marketplace service ID number:
	195856166377116

	Call-Off Contract reference:
	SR194014244

	Call-Off Contract title:
	Online Learning Technology Licences

	Call-Off Contract description:
	Access Skillsoft’s ‘Percipio’ learning platform for an Authorized Audience of 400 over a 2 year period. 

	Start date: 
	30/07/2019

	Expiry date:
	29/07/2021

	Call-Off Contract value:
	£150,000

	Charging method:
	BACS

	Purchase order number:
	Awaiting



This Order Form is issued under the G-Cloud 11 Framework Agreement (RM1557.11). 
Buyers can use this Order Form to specify their G-Cloud service requirements when placing an Order.
The Order Form cannot be used to alter existing terms or add any extra terms that materially change the Deliverables offered by the Supplier and defined in the Application.
There are terms in the Call-Off Contract that may be defined in the Order Form. These are identified in the contract with square brackets.
	From: the Buyer
	HMRC
REDACTED
Buyer’s main address:
HMRC Commercial Directorate
5th Floor West, Ralli Quays
3 Stanley Street
Salford
Greater Manchester
M60 9LA

	To: the Supplier



	Skillsoft UK Limited
REDACTED
Supplier’s registered address:
35 Great St Helen’s
London
EC3A 6AP
United Kingdom

Supplier’s principal office address:
[bookmark: _GoBack]5 Arlington Square
Bracknell
RG12 1WA
United Kingdom



	Together: the ‘Parties’



[bookmark: _Toc13659116]Principle contact details 
	For the Buyer:


	REDACTED


	For the Supplier:
	REDACTED



[bookmark: _Toc13659117]Call-Off Contract term
	Start date:

	This Call-Off Contract Starts on 30/07/2019 and is valid for 24 months. 

	Ending (termination): 
	The notice period needed for Ending the Call-Off Contract is at least 30 Working Days from the date of written notice for undisputed sums or at least 90 days from the date of written notice for Ending without cause. 

	[bookmark: _17dp8vu]Extension period:
	Not applicable
[bookmark: _3rdcrjn]






[bookmark: _Toc13659118]Buyer contractual details
This Order is for the G-Cloud Services outlined below. It is acknowledged by the Parties that the volume of the G-Cloud Services used by the Buyer may vary during this Call-Off Contract.
	G-Cloud lot:
	This Call-Off Contract is for the provision of Services under: 
 Lot 2 - Cloud software 

	G-Cloud services required:
	The Services to be provided by the Supplier under the above Lot are listed in Schedule 1 - Services and outlined below:
· Access to the ‘Percipio Technology & Developer Expert’ product package for an Authorized Audience of 400 as described at https://www.digitalmarketplace.service.gov.uk/g-cloud/services/195856166377116
[bookmark: _1ksv4uv]

	Location:
	The Services will be delivered via the world wide web to any sites of the Buyer from which the Buyer wishes to access the Services, including the Buyer’s main premises (address given  above), which will be deemed the delivery address. 

	Quality standards:
	The quality standards required for this Call-Off Contract are as per published Service Definition document.



	Technical standards: 
	The technical standards required for this Call-Off Contract are as per published Service Definition document.




	Service level agreement:
	The service level and availability criteria required for this Call-Off Contract are located in the Service Definition document and Terms and Conditions.



Skillsoft T&Cs


	Limit on Parties’ liability:
	The annual total liability of either party for all Property defaults will not exceed the charges payable by the Buyer to the supplier during the call-off contract term. 

The annual total liability for Buyer Data defaults will not exceed the charges payable by the buyer to the supplier during the Call off contract term.
The annual total liability for all other defaults will not exceed 125% of the Charges payable by the Buyer to the Supplier during the Call-Off Contract Term (whichever is the greater). 

	Insurance:
	The insurance(s) required will be: 
· a minimum insurance period of 6 years following the expiration or Ending of this Call-Off Contract
· professional indemnity insurance cover to be held by the Supplier and by any agent, Subcontractor or consultant involved in the supply of the G-Cloud Services. This professional indemnity insurance cover will have a minimum limit of indemnity of £1,000,000 for each individual claim or any higher limit the Buyer requires (and as required by Law)
· employers' liability insurance with a minimum limit of £5,000,000 or any higher minimum limit required by Law

	Force majeure:
	A Party may End this Call-Off Contract if the Other Party is affected by a Force Majeure Event that lasts for more than 60 consecutive days.

	Audit:
	The following Framework Agreement audit provisions will be incorporated under clause 2.1 of this Call-Off Contract to enable the Buyer to carry out audits as detailed in clauses 7.4 to 7.13 of the Framework Agreement.



	Buyer’s responsibilities:
	The Buyer is responsible for ensuring:
All personnel involved in the use of the service act in line with HMRC values and behaviours. 

	[bookmark: _44sinio]Buyer’s equipment:
	The Buyer’s equipment to be used with this Call-Off Contract includes Buyer provisioned laptop, desktop and mobile computers to access the instance of the Supplier’s Service. The Service instance will be hosted by the supplier separately. 





[bookmark: _Toc13659119]Call-Off Contract charges and payment
The Call-Off Contract charges and payment details are in the table below. See Schedule 2 for a full breakdown.
	Payment method:
	The payment method for this Call-Off Contract is BACS.

	Payment profile:
	The payment profile for this Call-Off Contract is annually in advance.

	Invoice details:
	The Supplier will issue electronic invoices annually in advance. The Buyer will pay the Supplier within 30 days of receipt of a valid invoice.

	Who and where to send invoices to:
	Invoices will be sent to:
Payments.team@hmrc.gsi.gov.uk

Should hard copy invoices be required these will be sent to:
Financial Shared Services
Account Payable
B Spur South Block
Barrington Road
Worthing
West Sussex
BN12 4XH

	Invoice information required – for example purchase order, project reference:
	All invoices must include:

• PO Reference Number 
• Call off Contract Title and Reference 
• Date issued 
• Date that the amount on the invoice covers (i.e. duration of licenses) 
• Itemised list of what the invoice is for (i.e. licenses, etc.) supplied.

	Invoice frequency:
	Invoices will be sent to the Buyer annually in advance.

	Call-Off Contract value:
	The total value of this Call-Off Contract is £150,000 exclusive of VAT.

	Call-Off Contract charges:
	The breakdown of the Charges is a licence for the ‘Percipio Technology & Developer Expert’ product package for an Authorized Audience of 400 at a price of £187.50 per member of the Authorized Audience per annum, as shown in the pricing document.
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	[bookmark: _4i7ojhp]Performance of the service and deliverables: 
	[bookmark: _2xcytpi][bookmark: _1ci93xb]Within the scope of the Call-Off Contract, the Supplier will adhere to the following additional terms:
Charges, Payment and Recovery of Sums Due
1.1	The Supplier shall invoice the Buyer as specified in “Call-Off Contract charges and payment”.  Each invoice shall include such supporting information required by the Buyer to verify the accuracy of the invoice (“Supporting Documentation”), including the relevant Purchase Order Number (and CD Reference) and a breakdown of the Services supplied in the invoice period.  
1.2	To facilitate payment, the Supplier shall use an electronic transaction system chosen by the Buyer (acting reasonably) and shall:
1.2.1	register for the electronic transaction system in accordance with the reasonable instructions of the Buyer;
1.2.2	allow the electronic transmission of purchase orders and submitting of electronic invoices via the electronic transaction system; 
1.2.3	designate a Supplier representative as the first point of contact with the Buyer for system issues; and
1.2.4	provide such data to the Buyer as the Buyer reasonably deems necessary for the operation of the system including, but not limited to, electronic catalogue information.
1.3	The Buyer is in the process of implementing its electronic transaction system. Each invoice and any Supporting Documentation required to be submitted in accordance with this Clause 1 shall be submitted by the Supplier, as directed by the Buyer from time to time, either:
1.3.1	via the Buyer’s electronic transaction system; or
1.3.2	to the payments.team@hmrc.gsi.gov.uk email address (or such other person notified to the Supplier in writing by the Buyer) by email in pdf format or, if agreed with the Buyer, in hard copy by post. 
1.4	The Supplier acknowledges and agrees that should it commence Services without a Purchase Order Number: 
1.4.1	the Supplier does so at its own risk; and
1.4.2	the Buyer shall not be obliged to pay the Charges without a valid Purchase Order Number having been provided to the Supplier.
1.5	The Buyer shall regard an invoice as valid only if it complies with the provisions of this Clause 1. The Buyer shall promptly return any non-compliant invoice to the Supplier and the Supplier shall promptly issue a replacement, compliant invoice.
1.6	In consideration of the supply of the Services by the Supplier, the Buyer shall pay the Supplier the invoiced amounts no later than 30 days after receipt of a valid invoice which includes a valid Purchase Order Number.
1.7	If a payment of an undisputed amount is not made by the Buyer by the due date, then the Buyer shall pay the Supplier interest at the interest rate specified in the Late Payment of Commercial Debts (Interest) Act 1998.  
1.8	If any sum of money is recoverable from or payable by the Supplier under this Call-Off Contract (including any sum which the Supplier is liable to pay to the Buyer in respect of any breach of this Call-Off Contract), that sum may be deducted unilaterally by the Buyer from any sum then due, or which may come due, to the Supplier under this Call-Off Contract or under any other agreement or contract with the Buyer.  The Supplier shall not be entitled to assert any credit, set-off or counterclaim against the Buyer in order to justify withholding payment of any such amount in whole or in part.
Promoting Tax Compliance
2.1 All amounts stated are exclusive of VAT which shall be charged at the prevailing rate.  The Customer shall, following the receipt of a valid VAT invoice, pay to the Supplier a sum equal to the VAT chargeable in respect of the Services. 
2.2 The Supplier shall at all times comply with all other Laws and regulations relating to Tax.
2.3 The Supplier shall upon request provide to the Customer the name and, as applicable, the Value Added Tax registration number, PAYE collection number and either the Corporation Tax or self-assessment reference of any agent, supplier or sub-contractor located in the UK of the Supplier engaged to perform work specifically in connection with this Call-Off Contract prior to the commencement of any work under this Call-Off Contract by that agent, supplier or sub-contractor.  Upon a request by the Buyer, the Supplier shall not employ any such agent, supplier or sub-contractor or sub-contractor. Further, upon a request by the Buyer, the Supplier will cease to employ any such agent, supplier or sub-contractor which has committed or Buyer has reasonable grounds to believe has committed an Occasion of Tax Non Compliance.
2.4 Where an amount of Tax, including any assessed amount, is due from the Supplier an equivalent amount may be deducted by the Buyer from the amount of any sum due to the Supplier under this Call-Off Contract.
2.5 If, at any point during the Term, an Occasion of Tax Non Compliance occurs and or any litigation, enquiry or investigation in which it or its sub-contractors engaged to perform work specifically in connection with this Call-Off Contract  is/are (as appropriate) involved that is in connection with, or which may lead to, any Occasion of Tax Non-Compliance, the Supplier shall:
2.5.1	notify the Buyer in writing of such fact without undue delay after Supplier becoming aware of its occurrence; and
2.5.2	promptly provide to the Buyer:
(a)	details of the steps which the Supplier is taking to address the Occasion of Tax Non Compliance and to prevent the same from recurring, together with any mitigating factors that it considers relevant; and 
(b)	such other information in relation to the Occasion of Tax Non Compliance as the Buyer may reasonably require.
2.6 The Supplier shall indemnify the Buyer on a continuing basis against any interest or penalties incurred, that is levied, demanded or assessed on the Buyer at any time in respect of the Supplier's failure to account for or to pay any Tax relating to payments made to the Supplier under this Call-Off Contract.  Any amounts due under this Clause 2.6 shall be paid in cleared funds by the Supplier to the Buyer upon receipt of documentation evidencing the payment of interest and/or penalties by the Buyer.  
2.7 The Supplier shall provide (as soon as commercially practicable) information which demonstrates how the Supplier complies with its Tax obligations.
2.8 If the Supplier fails to comply (or if the Buyer receives information which demonstrates that the Supplier has failed to comply) with any of the provisions in Clauses 2.2 to 2.7 (inclusive) then this shall allow the Buyer to terminate this Call-Off Contract pursuant to Clause 10 in Schedule 3.
2.9 The Buyer may internally share any information which it receives under Clauses 2.3 to 2.5 (inclusive) and 2.7.
Use of Off-shore Tax Structures
3.1	Subject to the principles of non-discrimination against undertakings based either in member countries of the European Union or in signatory countries of the World Trade Organisation Agreement on Government Procurement, the Supplier shall not, and shall ensure that its Connected Companies, Key Sub-contractors engaged to perform work specifically in connection with this Call-Off Contract  (and their respective Connected Companies) shall not, have or put in place (unless otherwise agreed with the Buyer) any arrangements involving the use of off-shore companies or other off-shore entities the main purpose, or one of the main purposes, of which is to achieve a reduction in United Kingdom Tax of any description which would otherwise be payable by it or them on or in connection with the payments made by or on behalf of the Buyer under or pursuant to this Call-Off Contract or (in the case of any such Key Sub-contractor and its Connected Companies) United Kingdom Tax which would be payable by it or them on or in connection with payments made by or on behalf of the Supplier under or pursuant to the applicable Key Sub-contract (“Prohibited Transactions”). Prohibited Transactions shall not include transactions made between the Supplier and its Connected Companies or a Key Sub-contractor and its Connected Companies on terms which are at arms-length and are entered into in the ordinary course of the transacting parties’ business.

3.2	The Supplier shall notify the Buyer in writing (with reasonable supporting detail) of any proposal for the Supplier or any of its Connected Companies, or for a Key Sub-contractor engaged to perform work specifically in connection with this Call-Off Contract  (or any of its Connected Companies), to enter into any Prohibited Transaction. The Supplier shall notify the Buyer within a reasonable time to allow the Buyer to consider the proposed Prohibited Transaction before it is due to be put in place.
3.3	In the event of a Prohibited Transaction being entered into in breach of Clause 3.1 above, or in the event that circumstances arise which may result in such a breach, the Supplier and/or the Key Sub-contractor (as applicable) shall discuss the situation with the Buyer and, in order to ensure future compliance with the requirements of Clauses 3.1 and 3.2, the Parties (and the Supplier shall procure that the Key Sub-contractor, where applicable) shall agree (at no cost to the Buyer) timely and appropriate changes to any such arrangements by the undertakings concerned, resolving the matter (if required) through the Escalation Process.
3.4	Failure by the Supplier (or a Key Sub-contractor) to comply with the obligations set out in Clauses 3.2 and 3.3 shall allow the Buyer to terminate this Call-Off Contract pursuant to Clause 10 of Schedule 3.

Income Tax and National Insurance Contributions
4.1 Where the Supplier or any Supplier Personnel are liable to Tax in the UK or to pay national insurance contributions in respect of consideration received under this Call-Off Contract, the Supplier shall:
4.1.1 at all times comply with the Income Tax (Earnings and Pensions) Act 2003 and all other Laws and regulations relating to income tax, and the Social Security Contributions and Benefits Act 1992 and all other Laws and regulations relating to national insurance contributions, in respect of that consideration;
4.1.2 indemnify the Buyer against any income tax, national insurance and social security contributions and any other liability, deduction, contribution, assessment or claim arising from or made in connection with the provision of the Services by the Supplier or any Supplier Personnel for which the Supplier is not primarily liable to account to the Buyer under the relevant Laws and regulations; and
4.1.3 provide as soon as commercially practicable after Buyer’s request information which demonstrates how the Supplier complies with Clause 4.1.1 or why Clause 4.1.1 does not apply to the Supplier (including such specific information as the Buyer may request),
and if the Supplier fails to comply (or if the Buyer receives information which demonstrates that the Supplier has failed to comply) with any of the provisions above in this Clause 4.1 then this shall allow the Buyer to terminate this Call-Off Contract pursuant to Clause 10 of Schedule 3.
4.2. The Buyer may internally share any information which it receives under Clause 4.1.3.  
Data Protection and off-shoring
5.1	The Processor (Supplier)shall, in relation to any Personal Data processed in connection with its obligations under this Call-Off Contract:
5.1.1	not transfer Personal Data outside of the UK unless the prior written consent of the Controller (Buyer) has been obtained and the following conditions are fulfilled:
(a)	the Controller or the Processor has provided appropriate safeguards in relation to the transfer (whether in accordance with GDPR Article 46 or LED Article 37) as determined by the Controller;
(b)	the Data Subject has enforceable rights and effective legal remedies;
(c)	the Processor complies with its obligations under the Data Protection Legislation by providing an adequate level of protection to any Personal Data that is transferred (or, if it is not so bound, uses its best endeavours to assist the Controller in meeting its obligations); and
(d)	the Processor complies with any reasonable instructions notified to it in advance by the Controller with respect to the processing of the Personal Data;
5.2.  “Model Clauses” as used in this Clause 5 shall mean the standard contractual clauses for the transfer of Personal Data from Controllers to Processors established in third countries, as adopted by the European Commission by its Decision C(2010) 593 of 5 February 2010 (as amended or replaced from time to time) and set out in the European Commission’s relevant website (as amended or replaced from time to time) available at: http://ec.europa.eu/justice/data-protection/international-transfers/transfer/index_en.htm.
The terms of the Model Clauses, together with Appendices 1 and 2 thereto (Schedule 7 to this Call-Off Contract contains the details required by Appendix 1, and the Supplier’s Cloud  Operations Services documentation referenced in Supplier’s G-Cloud 11 Service Definition Document available at the Digital Marketplace contains the details required by Appendix 2) are incorporated in this Call-off contract by reference. Execution of this Call-off contract includes execution of the Model Clauses between (a) Buyer (as data exporter) and (b) Skillsoft Corporation and Skillsoft Software Services India Private Limited, each an affiliated company of Supplier and Subprocessor as detailed below, (together as data importer) with respect to the processing of Personal Data.
5.3   Controller hereby gives its consent to the following, each of which constitutes a transfer of Personal Data outside of the UK:
(i) Processing of Persona Data on computer equipment located in a data center located in Germany by personnel of Supplier and its affiliated companies identified as Subprocessors below.
(ii) Processing of Personal Data by the following affiliated company of Supplier, which will act as a Subprocessor -

Skillsoft Canada Limited (CA) - activities include participation in the maintenance and operation of servers, participation in the set-up of web-sites and delivery of customer support services, all utilitsed for the performance of this Call-off Contract.

Location: 20 Knowledge Park Drive, New Brunswick E3C 2P5, Canada

The Parties acknowledge that Canada is subject to an adequacy decision by the European Commission in accordance with GDPR Article 45 (3).

(iii) Processing of Personal Data by the following affiliated company of Supplier, which may act as a Subprocessor –
Skillsoft Corporation (US) - activities include participation in the maintenance and operation of servers and participation in the set-up of web-sites, all utilitsed for the performance of this Call-off Contract. Skillsoft Corporation has self-certified pursuant to the EU-US Privacy Shield framework.
Location: 300 Innovative Way, Nashua, NH 03062, USA 

(iv) Processing of Personal Data by the following affiliated company of Supplier, which may act as a Subprocessor -

Skillsoft Software Services India Private Limited (IN) - activities include participation in the maintenance and operation of servers and participation in the set-up of web-sites, all utilitsed for the performance of this Call-off Contract .

Location: #20, 2nd Floor, Uniworth Plaza, Sankey Road, Bangalore, 560 066, India

(v) Processing of Personal Data by the following third party, which may act as a Subprocessor:

Salesforce.com, Inc. (US) – activities include provision of Live Agent chat functionality used where “mentoring” is enabled and in delivery of customer support services, all utilitsed for the performance of this Call-off Contract . Salesforce.com, inclusive of this service, has self-certified pursuant to the EU-US Privacy Shield framework.
Location: Salesforce Tower, 415 Mission Street, 3rd Floor, San Francisco, California 94105, U.S.A.
Official Secrets Acts, Commissioners for Revenue and Customs Act 2005 and related Legislation
6.1	The Supplier shall comply with, and shall ensure that it’s Supplier Personnel comply with: 
6.1.1	the provisions of the Official Secrets Acts 1911 to 1989; 
6.1.2	the obligations set out in Section 182 of the Finance Act 1989 and Section 18 of the Commissioners for Revenue and Customs Act 2005 to maintain the confidentiality of Buyer Data.  Further, the Supplier acknowledges that (without prejudice to any other rights and remedies of the Buyer) a breach of the aforesaid obligations may lead to a prosecution under Section 182 of the Finance Act 1989 and/or Section 19 of the Commissioners for Revenue and Customs Act 2005; and
6.1.3	Section 123 of the Social Security Administration Act 1992, which may apply to the fulfilment of some or all of the Services.  The Supplier acknowledges that (without prejudice to any other rights and remedies of the Buyer) a breach of the Supplier’s obligations under Section 123 of the Social Security Administration Act 1992 may lead to a prosecution under that Act.
6.2	The Supplier shall regularly (not less than once every six (6) months) remind all Supplier Personnel in writing of the obligations upon Supplier Personnel set out in Clause 6.1 above.  The Supplier shall monitor the compliance by Supplier Personnel with such obligations.
6.3	In the event that the Supplier or the Supplier Personnel fail to comply with this clause, the Buyer reserves the right to terminate this Call-Off Contract under Clause 10 of Schedule 3 with immediate effect.
Confidentiality, Transparency and Publicity
7.1	The Supplier shall not, and shall take reasonable steps to ensure that the Supplier Personnel shall not:
7.1.1	 make any press announcement or publicise this Call-Off Contract or any part of this Call-Off Contract in any way; or
7.1.2	use the Buyer’s name or brand in any promotion or marketing or announcement of orders,
except with the prior written consent of the Buyer.  
7.2	Each Party acknowledges to the other that nothing in this Call-Off Contract either expressly or by implication constitutes an endorsement of any products or services of the other Party and each Party agrees not to conduct itself in such a way as to imply or express any such approval or endorsement.
7.3	The Parties acknowledge that, except for any information which is exempt from disclosure in accordance with the provisions of the FOIA, the content of this Call-Off Contract is not Confidential Information.  The Buyer shall be responsible for determining in its absolute discretion whether any of the content of this Call-Off Contract is exempt from disclosure in accordance with the provisions of the FOIA.  Notwithstanding any other term of this Call-Off Contract, the Supplier hereby gives his consent for the Buyer to publish this Call-Off Contract in its entirety, (but with any information which is exempt from disclosure in accordance with the provisions of the FOIA redacted) including from time to time agreed changes to this Call-Off Contract, to the general public. The Buyer may consult with the Supplier to inform its decision regarding any redactions but the Buyer shall have the final decision at its absolute discretion.
7.4	The Supplier shall assist and cooperate with the Buyer to enable the Buyer to publish this Call-Off Contract.
Compliance
8.1	The Supplier shall:
8.1.1	perform its obligations under this Call-Off Contract in accordance with all applicable equality Law and the Buyer’s equality and diversity policy as provided to the Supplier from time to time; and
8.1.2	take all reasonable steps to secure the observance of Clause 8.1.1 by all Supplier Personnel.
8.2	In performing its obligations under this Call-Off Contract, the Supplier shall;
(a)	comply with all applicable anti-slavery and human trafficking laws, statutes, regulations from time to time in force including the Modern Slavery Act 2015;
(b)	not engage in any activity, practice or conduct that would constitute an offence under sections 1, 2 or 4, of the Modern Slavery Act 2015; and
(c)	notify the Buyer as soon as it becomes aware, and in any event within five (5) working days, of any actual or suspected breach of its obligations under Clause 8.3(a) and/ or (b) including details of the breach and the mitigation action it has taken or intends to take in order to:
(i)	remedy the breach; and 
(ii)	ensure future compliance with Clause 8.3(a) and (b).
8.3	If the Supplier fails to comply (or if the Buyer receives information which demonstrates that the Supplier has failed to comply) with any of the provisions in Clause 8.3 then this shall allow the Buyer to terminate this Call-Off Contract pursuant to Clause 10 of Schedule 3.
Expenses
9.1	Where the Buyer expressly agrees in writing, the Supplier shall be entitled to be reimbursed by the Buyer for Reimbursable Expenses (in addition to being paid the relevant Charges), provided that such Reimbursable Expenses are supported by Supporting Documentation.
9.2	The Buyer shall provide a copy of its current expenses policy to the Supplier upon request.


[bookmark: _2bn6wsx]
1. Formation of contract 
1.1 By signing and returning this Order Form (Part A), the Supplier agrees to enter into a Call-Off Contract with the Buyer.
1.2 The Parties agree that they have read the Order Form (Part A) and the Call-Off Contract terms and by signing below agree to be bound by this Call-Off Contract.
1.3 This Call-Off Contract will be formed when the Buyer acknowledges receipt of the signed copy of the Order Form from the Supplier.
1.4 In cases of any ambiguity or conflict the terms and conditions of the Call-Off Contract and Order Form will supersede those of the Supplier Terms and Conditions.
2. Background to the agreement 
(A) The Supplier is a provider of G-Cloud Services and agreed to provide the Services under the terms of Framework Agreement number RM1557.11.
(B) The Buyer provided an Order Form for Services to the Supplier.
	Signed:
	Supplier
	Buyer

	Name:
	
	

	Title:
	
	

	Signature:
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	[image: ]

	Date:
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The Supplier must provide access to a variety of online training courses through the Percipio learning platform. 

Available courses must include (but not limited to);
· DevOps tools and techniques
· Risk Management
· Agile
· Agile Testing 
· Agile Project Management
· Selenium
· Test Automation
· Scrum Master Training
· Mysql
· Test Automation
· Virtualisation
· Java (Beginner to advance)
· Security
· Linux
· HTML5
· Javascript


In addition to the training course provision, the Buyer will also require;
· The capacity for individuals to gain IT certification to validate skills learnt and evidence personal development
· Individual skill measurement to benchmark existing knowledge and map future learning requirements
· Technical assistance providing technical help within 2 working days
Accessibility
Access to the on-line training should be accessible via a browser, mobile and tablet

The Buyer requires the online training system to be accessible to 400 concurrent users/logins. 

Volumes
The initial requirement is for 400 licences for 2 years.


[bookmark: _Toc13659122]Schedule 2 - Call-Off Contract charges
For each individual Service, the applicable Call-Off Contract Charges (in accordance with the Supplier’s Digital Marketplace pricing document) can’t be amended during the term of the Call-Off Contract. The detailed Charges breakdown for the provision of Services during the Term will include:

· Access to the ‘Percipio Technology & Developer Expert’ product package for an audience of 400 users, priced at £187.50 per user, totalling £75,000 per annum.
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[bookmark: _Toc13659124]1. Call-Off Contract start date and length

1.1 The Supplier must start providing the Services on the date specified in the Order Form.
1.2 This Call-Off Contract will expire on the Expiry Date in the Order Form. It will be for up to 24 months from the Start Date unless Ended earlier under clause 18 or extended by the Buyer under clause 1.3.
1.3 The Buyer can extend this Call-Off Contract, with written notice to the Supplier, by the period in the Order Form, as long as this is within the maximum permitted under the Framework Agreement of 2 periods of up to 12 months each.
1.4 The Parties must comply with the requirements under clauses 21.3 to 21.8 if the Buyer reserves the right in the Order Form to extend the contract beyond 24 months.

[bookmark: _Toc13659125]2. Incorporation of terms

2.1 The following Framework Agreement clauses (including clauses and defined terms referenced by them) as modified under clause 2.2 are incorporated as separate Call-Off Contract obligations and apply between the Supplier and the Buyer:

· [bookmark: _147n2zr]4.1 (Warranties and representations) 
· 4.2 to 4.7 (Liability) 
· [bookmark: _3o7alnk]4.11 to 4.12 (IR35)
· [bookmark: _23ckvvd]5.4 to 5.5 (Force majeure)
· [bookmark: _ihv636]5.8 (Continuing rights) 
· 5.9 to 5.11 (Change of control) 
· [bookmark: _32hioqz]5.12 (Fraud)
· [bookmark: _1hmsyys]5.13 (Notice of fraud)
· [bookmark: _41mghml]7.1 to 7.2 (Transparency)
· [bookmark: _2grqrue]8.3 (Order of precedence)
· [bookmark: _vx1227]8.4 (Relationship)
· [bookmark: _3fwokq0]8.7 to 8.9 (Entire agreement)
· [bookmark: _1v1yuxt]8.10 (Law and jurisdiction)
· [bookmark: _4f1mdlm]8.11 to 8.12 (Legislative change)
· [bookmark: _2u6wntf]8.13 to 8.17 (Bribery and corruption)
· [bookmark: _19c6y18]8.18 to 8.27 (Freedom of Information Act)
· [bookmark: _3tbugp1]8.28 to 8.29 (Promoting tax compliance) 
· [bookmark: _28h4qwu]8.30 to 8.31 (Official Secrets Act)
· [bookmark: _nmf14n]8.32 to 8.35 (Transfer and subcontracting)
· [bookmark: _37m2jsg]8.38 to 8.41 (Complaints handling and resolution)
· [bookmark: _1mrcu09]8.42 to 8.48 (Conflicts of interest and ethical walls)
· [bookmark: _46r0co2]8.49 to 8.51 (Publicity and branding)
· [bookmark: _2lwamvv]8.52 to 8.54 (Equality and diversity)
· 8.57 to 8.58 (data protection)
· [bookmark: _111kx3o]8.62 to 8.63 (Severability)
· [bookmark: _3l18frh]8.64 to 8.77 (Managing disputes and Mediation) 
· [bookmark: _206ipza]8.78 to 8.86 (Confidentiality) 
· 8.87 to 8.88 (Waiver and cumulative remedies)
· 8.89 to 8.99 (Corporate Social Responsibility)
· paragraphs 1 to 10 of the Framework Agreement glossary and interpretations
· any audit provisions from the Framework Agreement set out by the Buyer in the Order Form

2.2 [bookmark: _4k668n3]The Framework Agreement provisions in clause 2.1 will be modified as follows:

· [bookmark: _2zbgiuw]a reference to the ‘Framework Agreement’ will be a reference to the ‘Call-Off Contract’
· [bookmark: _1egqt2p]a reference to ‘CCS’ will be a reference to ‘the Buyer’
· [bookmark: _3ygebqi]a reference to the ‘Parties’ and a ‘Party’ will be a reference to the Buyer and Supplier as Parties under this Call-Off Contract
2.3 [bookmark: _2dlolyb]The Parties acknowledge that they are required to complete the applicable Annexes contained in schedule 4 (Processing Data) of the Framework Agreement for the purposes of this Call-Off Contract.  The applicable Annexes being reproduced at schedule 7 of this Call-Off Contract.
2.4 The Framework Agreement incorporated clauses will be referred to as ‘incorporated Framework clause XX’, where ‘XX’ is the Framework Agreement clause number.
2.5 [bookmark: _sqyw64]When an Order Form is signed, the terms and conditions agreed in it will be incorporated into this Call-Off Contract.

[bookmark: _Toc13659126]3. Supply of services

3.1 The Supplier agrees to supply the G-Cloud Services and any Additional Services under the terms of the Call-Off Contract and the Supplier’s Application.
3.2 The Supplier undertakes that each G-Cloud Service will meet the Buyer’s acceptance criteria, as defined in the Order Form.



[bookmark: _Toc13659127]4. Supplier staff

4.1 The Supplier Staff must:

· be appropriately experienced, qualified and trained to supply the Services
· apply all due skill, care and diligence in faithfully performing those duties
· obey all lawful instructions and reasonable directions of the Buyer and provide the Services to the reasonable satisfaction of the Buyer
· respond to any enquiries about the Services as soon as reasonably possible
· complete any necessary Supplier Staff vetting as specified by the Buyer

4.2 The Supplier must retain overall control of the Supplier Staff so that they are not considered to be employees, workers, agents or contractors of the Buyer.
4.3 The Supplier may substitute any Supplier Staff as long as they have the equivalent experience and qualifications to the substituted staff member.
4.4 The Buyer may conduct IR35 Assessments using the ESI tool to assess whether the Supplier’s engagement under the Call-Off Contract is Inside or Outside IR35.
4.5 The Buyer may End this Call-Off Contract for Material Breach if the Supplier is delivering the Services Inside IR35.
4.6 The Buyer may need the Supplier to complete an Indicative Test using the ESI tool before the Start Date or at any time during the provision of Services to provide a preliminary view of whether the Services are being delivered Inside or Outside IR35. If the Supplier has completed the Indicative Test, it must download and provide a copy of the PDF with the 14-digit ESI reference number from the summary outcome screen and promptly provide a copy to the Buyer.
4.7 If the Indicative Test indicates the delivery of the Services could potentially be Inside IR35, the Supplier must provide the Buyer with all relevant information needed to enable the Buyer to conduct its own IR35 Assessment. 
4.8 If it is determined by the Buyer that the Supplier is Outside IR35, the Buyer will provide the ESI reference number and a copy of the PDF to the Supplier.

[bookmark: _Toc13659128]5. Due diligence

5.1 Both Parties agree that when entering into a Call-Off Contract they:
· have made their own enquiries and are satisfied by the accuracy of any information supplied by the other Party
· are confident that they can fulfil their obligations according to the Call-Off Contract terms
· have raised all due diligence questions before signing the Call-Off Contract
· have entered into the Call-Off Contract relying on its own due diligence

[bookmark: _Toc13659129]6. Business continuity and disaster recovery

6.1 The Supplier will have a clear business continuity and disaster recovery plan in their service descriptions.
6.2 The Supplier’s business continuity and disaster recovery services are part of the Services and will be performed by the Supplier when required.
6.3 If requested by the Buyer prior to entering into this Call-Off Contract, the Supplier must ensure that its business continuity and disaster recovery plan is consistent with the Buyer’s own plans.

[bookmark: _Toc13659130]7. Payment, VAT and Call-Off Contract charges

7.1 The Buyer must pay the Charges following clauses 7.2 to 7.11 for the Supplier’s delivery of the Services.
7.2 The Buyer will pay the Supplier within the number of days specified in the Order Form on receipt of a valid invoice.
7.3 The Call-Off Contract Charges include all Charges for payment Processing. All invoices submitted to the Buyer for the Services will be exclusive of any Management Charge.
7.4 If specified in the Order Form, the Supplier will accept payment for G-Cloud Services by the Government Procurement Card (GPC). The Supplier will be liable to pay any merchant fee levied for using the GPC and must not recover this charge from the Buyer. 
7.5 The Supplier must ensure that each invoice contains a detailed breakdown of the G-Cloud Services supplied. The Buyer may request the Supplier provides further documentation to substantiate the invoice. 
7.6 If the Supplier enters into a Subcontract it must ensure that a provision is included in each Subcontract which specifies that payment must be made to the Subcontractor within 30 days of receipt of a valid invoice.
7.7 All Charges payable by the Buyer to the Supplier will include VAT at the appropriate rate.
7.8 The Supplier must add VAT to the Charges at the appropriate rate with visibility of the amount as a separate line item. 
7.9 The Supplier will indemnify the Buyer on demand against any liability arising from the Supplier's failure to account for or to pay any VAT on payments made to the Supplier under this Call-Off Contract. The Supplier must pay all sums to the Buyer at least 5 Working Days before the date on which the tax or other liability is payable by the Buyer.  
7.10 The Supplier must not suspend the supply of the G-Cloud Services unless the Supplier is entitled to End this Call-Off Contract under clause 18.6 for Buyer’s failure to pay undisputed sums of money. Interest will be payable by the Buyer on the late payment of any undisputed sums of money properly invoiced under the Late Payment of Commercial Debts (Interest) Act 1998. 
7.11 If there’s an invoice dispute, the Buyer must pay the undisputed amount and return the invoice within 10 Working Days of the invoice date. The Buyer will provide a covering statement with proposed amendments and the reason for any non-payment. The Supplier must notify the Buyer within 10 Working Days of receipt of the returned invoice if it accepts the amendments. If it does then the Supplier must provide a replacement valid invoice with the response.
7.12 Due to the nature of G-Cloud Services it isn’t possible in a static Order Form to exactly define the consumption of services over the duration of the Call-Off Contract. The Supplier agrees that the Buyer’s volumes indicated in the Order Form are indicative only.

[bookmark: _Toc13659131]8. Recovery of sums due and right of set-off

8.1 If a Supplier owes money to the Buyer, the Buyer may deduct that sum from the Call-Off Contract Charges.

[bookmark: _Toc13659132]9. Insurance

9.1 The Supplier will maintain the insurances required by the Buyer including those in this clause.
9.2 The Supplier will ensure that:
· during this Call-Off Contract, Subcontractors hold third­-party public and products liability insurance of the same amounts that the Supplier would be legally liable to pay as damages, including the claimant's costs and expenses, for accidental death or bodily injury and loss of or damage to Property, to a minimum of £1,000,000
· the third-party public and products liability insurance contains an ‘indemnity to principals’ clause for the Buyer’s benefit 
· all agents and professional consultants involved in the Services hold professional indemnity insurance to a minimum indemnity of £1,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
· all agents and professional consultants involved in the Services hold employers liability insurance (except where exempt under Law) to a minimum indemnity of £5,000,000 for each individual claim during the Call-Off Contract, and for 6 years after the End or Expiry Date
9.3 If requested by the Buyer, the Supplier will obtain additional insurance policies, or extend existing policies bought under the Framework Agreement.
9.4 If requested by the Buyer, the Supplier will provide the following to show compliance with this clause:
· a broker's verification of insurance
· receipts for the insurance premium
· evidence of payment of the latest premiums due
9.5 Insurance will not relieve the Supplier of any liabilities under the Framework Agreement or this Call-Off Contract and the Supplier will:
· take all risk control measures using Good Industry Practice, including the investigation and reports of claims to insurers
· promptly notify the insurers in writing of any relevant material fact under any insurances 
· hold all insurance policies and require any broker arranging the insurance to hold any insurance slips and other evidence of insurance

9.6 The Supplier will not do or omit to do anything, which would destroy or impair the legal validity of the insurance.
9.7 The Supplier will notify CCS and the Buyer as soon as possible if any insurance policies have been, or are due to be, cancelled, suspended, Ended or not renewed.
9.8 The Supplier will be liable for the payment of any:
· premiums, which it will pay promptly
· excess or deductibles and will not be entitled to recover this from the Buyer 

[bookmark: _Toc13659133]10. Confidentiality 

10.1 Subject to clause 24.1 the Supplier must during and after the Term keep the Buyer fully indemnified against all Losses, damages, costs or expenses and other liabilities (including legal fees) arising from any breach of the Supplier's obligations under the Data Protection Legislation or under incorporated Framework Agreement clauses 8.78 to 8.86. The indemnity doesn’t apply to the extent that the Supplier breach is due to a Buyer’s instruction.
[bookmark: _Toc13659134]11. Intellectual Property Rights

11.1 Unless otherwise specified in this Call-Off Contract, a Party will not acquire any right, title or interest in or to the Intellectual Property Rights (IPRs) of the other Party or its licensors.
11.2 The Supplier grants the Buyer a non-exclusive, transferable, perpetual, irrevocable, royalty-free licence to use the Project Specific IPRs and any Background IPRs embedded within the Project Specific IPRs for the Buyer’s ordinary business activities.
11.3 The Supplier must obtain the grant of any third-party IPRs and Background IPRs so the Buyer can enjoy full use of the Project Specific IPRs, including the Buyer’s right to publish the IPR as open source. 
11.4 The Supplier must promptly inform the Buyer if it can’t comply with the clause above and the Supplier must not use third-party IPRs or Background IPRs in relation to the Project Specific IPRs if it can’t obtain the grant of a licence acceptable to the Buyer.
11.5 The Supplier will, on written demand, fully indemnify the Buyer and the Crown for all Losses which it may incur at any time from any claim of infringement or alleged infringement of a third party’s IPRs because of the:
· rights granted to the Buyer under this Call-Off Contract
· Supplier’s performance of the Services 
· use by the Buyer of the Services 
11.6 If an IPR Claim is made, or is likely to be made, the Supplier will immediately notify the Buyer in writing and must at its own expense after written approval from the Buyer, either:
· modify the relevant part of the Services without reducing its functionality or performance
· substitute Services of equivalent functionality and performance, to avoid the infringement or the alleged infringement, as long as there is no additional cost or burden to the Buyer
· buy a licence to use and supply the Services which are the subject of the alleged infringement, on terms acceptable to the Buyer
11.7 Clause 11.5 will not apply if the IPR Claim is from:
· the use of data supplied by the Buyer which the Supplier isn’t required to verify under this Call-Off Contract
· other material provided by the Buyer necessary for the Services
11.8 If the Supplier does not comply with clauses 11.2 to 11.6, the Buyer may End this Call-Off Contract for Material Breach. The Supplier will, on demand, refund the Buyer all the money paid for the affected Services.
[bookmark: _Toc13659135]12. Protection of information

12.1 The Supplier must:
· comply with the Buyer’s written instructions and this Call-Off Contract when Processing Buyer Personal Data
· only Process the Buyer Personal Data as necessary for the provision of the G-Cloud Services or as required by Law or any Regulatory Body
· take reasonable steps to ensure that any Supplier Staff who have access to Buyer Personal Data act in compliance with Supplier's security processes
12.2 The Supplier must fully assist with any complaint or request for Buyer Personal Data including by:
· providing the Buyer with full details of the complaint or request
· complying with a data access request within the timescales in the Data Protection Legislation and following the Buyer’s instructions
· providing the Buyer with any Buyer Personal Data it holds about a Data Subject (within the timescales required by the Buyer)
· providing the Buyer with any information requested by the Data Subject
12.3 The Supplier must get prior written consent from the Buyer to transfer Buyer Personal Data to any other person (including any Subcontractors) for the provision of the G-Cloud Services.

[bookmark: _Toc13659136]13. Buyer data

The Supplier must not remove any proprietary notices in the Buyer Data.
13.1 The Supplier will not store or use Buyer Data except if necessary to fulfil its obligations.
13.2 If Buyer Data is processed by the Supplier, the Supplier will supply the data to the Buyer as requested.
13.3 The Supplier must ensure that any Supplier system that holds any Buyer Data is a secure system that complies with the Supplier’s and Buyer’s security policy and all Buyer requirements in the Order Form. 
13.4 The Supplier will preserve the integrity of Buyer Data processed by the Supplier and prevent its corruption and loss.
13.5 The Supplier will ensure that any Supplier system which holds any protectively marked Buyer Data or other government data will comply with:
· the principles in the Security Policy Framework at https://www.gov.uk/government/publications/security-policy-framework and the Government Security Classification policy at https://www.gov.uk/government/publications/government-security-classifications
· guidance issued by the Centre for Protection of National Infrastructure on Risk Management at https://www.cpni.gov.uk/content/adopt-risk-management-approach and Protection of Sensitive Information and Assets at https://www.cpni.gov.uk/protection-sensitive-information-and-assets 
· [bookmark: _43ky6rz]the National Cyber Security Centre’s (NCSC) information risk management guidance, available at https://www.ncsc.gov.uk/collection/risk-management-collection
· government best practice in the design and implementation of system components, including network principles, security design principles for digital services and the secure email blueprint, available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
· the security requirements of cloud services using the NCSC Cloud Security Principles and accompanying guidance at https://www.ncsc.gov.uk/guidance/implementing-cloud-security-principles 
13.6 The Buyer will specify any security requirements for this project in the Order Form.
13.7 If the Supplier suspects that the Buyer Data has or may become corrupted, lost, breached or significantly degraded in any way for any reason, then the Supplier will notify the Buyer immediately and will (at its own cost if corruption, loss, breach or degradation of the Buyer Data was caused by the action or omission of the Supplier) comply with any remedial action reasonably proposed by the Buyer.
13.8 The Supplier agrees to use the appropriate organisational, operational and technological processes to keep the Buyer Data safe from unauthorised use or access, loss, destruction, theft or disclosure.
13.9 The provisions of this clause 13 will apply during the term of this Call-Off Contract and for as long as the Supplier holds the Buyer’s Data.

[bookmark: _Toc13659137]14. Standards and quality

14.1 The Supplier will comply with any standards in this Call-Off Contract, the Order Form and the Framework Agreement.
14.2 The Supplier will deliver the Services in a way that enables the Buyer to comply with its obligations under the Technology Code of Practice, which is available at https://www.gov.uk/government/publications/technology-code-of-practice/technology-code-of-practice
14.3 If requested by the Buyer, the Supplier must, at its own cost, ensure that the G-Cloud Services comply with the requirements in the PSN Code of Practice.
14.4 If any PSN Services are Subcontracted by the Supplier, the Supplier must ensure that the services have the relevant PSN compliance certification.
14.5 The Supplier must immediately disconnect its G-Cloud Services from the PSN if the PSN Authority considers there is a risk to the PSN’s security and the Supplier agrees that the Buyer and the PSN Authority will not be liable for any actions, damages, costs, and any other Supplier liabilities which may arise.

[bookmark: _Toc13659138]15. Open source

15.1 All software created for the Buyer must be suitable for publication as open source, unless otherwise agreed by the Buyer.
15.2 If software needs to be converted before publication as open source, the Supplier must also provide the converted format unless otherwise agreed by the Buyer.

[bookmark: _Toc13659139]16. Security

16.1 If requested to do so by the Buyer, before entering into this Call-Off Contract the Supplier will, within 15 Working Days of the date of this Call-Off Contract, develop (and obtain the Buyer’s written approval of) a Security Management Plan and an Information Security Management System. After Buyer approval the Security Management Plan and Information Security Management System will apply during the Term of this Call-Off Contract. Both plans will comply with the Buyer’s security policy and protect all aspects and processes associated with the delivery of the Services.
16.2 The Supplier will use all reasonable endeavours, software and the most up-to-date antivirus definitions available from an industry-accepted antivirus software seller to minimise the impact of Malicious Software.
16.3 If Malicious Software causes loss of operational efficiency or loss or corruption of Service Data, the Supplier will help the Buyer to mitigate any losses and restore the Services to operating efficiency as soon as possible.
16.4 Responsibility for costs will be at the:
· Supplier’s expense if the Malicious Software originates from the Supplier software or the Service Data while the Service Data was under the control of the Supplier, unless the Supplier can demonstrate that it was already present, not quarantined or identified by the Buyer when provided
· Buyer’s expense if the Malicious Software originates from the Buyer software or the Service Data, while the Service Data was under the Buyer’s control
16.5 The Supplier will immediately notify CCS of any breach of security of CCS’s Confidential Information (and the Buyer of any Buyer Confidential Information breach). Where the breach occurred because of a Supplier Default, the Supplier will recover the CCS and Buyer Confidential Information however it may be recorded.
16.6 Any system development by the Supplier should also comply with the government’s ‘10 Steps to Cyber Security’ guidance, available at https://www.ncsc.gov.uk/guidance/10-steps-cyber-security
16.7 If a Buyer has requested in the Order Form that the Supplier has a Cyber Essentials certificate, the Supplier must provide the Buyer with a valid Cyber Essentials certificate (or equivalent) required for the Services before the Start Date. 

[bookmark: _Toc13659140]17. Guarantee

17.1 If this Call-Off Contract is conditional on receipt of a Guarantee that is acceptable to the Buyer, the Supplier must give the Buyer on or before the Start Date:
· an executed Guarantee in the form at Schedule 5 
· a certified copy of the passed resolution or board minutes of the guarantor approving the execution of the Guarantee

[bookmark: _Toc13659141]18. Ending the Call-Off Contract

18.1 The Buyer can End this Call-Off Contract at any time by giving 30 days’ written notice to the Supplier, unless a shorter period is specified in the Order Form. The Supplier’s obligation to provide the Services will end on the date in the notice.
18.2 The Parties agree that the:
· Buyer’s right to End the Call-Off Contract under clause 18.1 is reasonable considering the type of cloud Service being provided
· Call-Off Contract Charges paid during the notice period is reasonable compensation and covers all the Supplier’s avoidable costs or Losses
18.3 Subject to clause 24 (Liability), if the Buyer Ends this Call-Off Contract under clause 18.1, it will indemnify the Supplier against any commitments, liabilities or expenditure which result in any unavoidable Loss by the Supplier, provided that the Supplier takes all reasonable steps to mitigate the Loss. If the Supplier has insurance, the Supplier will reduce its unavoidable costs by any insurance sums available. The Supplier will submit a fully itemised and costed list of the unavoidable Loss with supporting evidence. 
18.4 The Buyer will have the right to End this Call-Off Contract at any time with immediate effect by written notice to the Supplier if either the Supplier commits:
· a Supplier Default and if the Supplier Default cannot, in the reasonable opinion of the Buyer, be remedied
· any fraud
18.5 A Party can End this Call-Off Contract at any time with immediate effect by written notice if:
· the other Party commits a Material Breach of any term of this Call-Off Contract (other than failure to pay any amounts due) and, if that breach is remediable, fails to remedy it within 15 Working Days of being notified in writing to do so
· an Insolvency Event of the other Party happens
· the other Party ceases or threatens to cease to carry on the whole or any material part of its business
18.6 If the Buyer fails to pay the Supplier undisputed sums of money when due, the Supplier must notify the Buyer and allow the Buyer 5 Working Days to pay. If the Buyer doesn’t pay within 5 Working Days, the Supplier may End this Call-Off Contract by giving the length of notice in the Order Form.
18.7 A Party who isn’t relying on a Force Majeure event will have the right to End this Call-Off Contract if clause 23.1 applies.

[bookmark: _Toc13659142]19. Consequences of suspension, ending and expiry

19.1 If a Buyer has the right to End a Call-Off Contract, it may elect to suspend this Call-Off Contract or any part of it.
19.2 Even if a notice has been served to End this Call-Off Contract or any part of it, the Supplier must continue to provide the Ordered G-Cloud Services until the dates set out in the notice.
19.3 The rights and obligations of the Parties will cease on the Expiry Date or End Date (whichever applies) of this Call-Off Contract, except those continuing provisions described in clause 19.4.
19.4 Ending or expiry of this Call-Off Contract will not affect:
· any rights, remedies or obligations accrued before its Ending or expiration
· the right of either Party to recover any amount outstanding at the time of Ending or expiry
· the continuing rights, remedies or obligations of the Buyer or the Supplier under clauses 7 (Payment, VAT and Call-Off Contract charges); 8 (Recovery of sums due and right of set-off); 9 (Insurance); 10 (Confidentiality); 11 (Intellectual property rights); 12 (Protection of information); 13 (Buyer data);19 (Consequences of suspension, ending and expiry); 24 (Liability); incorporated Framework Agreement clauses: 4.2 to 4.7 (Liability); 8.42 to 8.48 (Conflicts of interest and ethical walls) and 8.87 to 8.88 (Waiver and cumulative remedies)
· any other provision of the Framework Agreement or this Call-Off Contract which expressly or by implication is in force even if it Ends or expires

19.5 At the end of the Call-Off Contract Term, the Supplier must promptly:
· return all Buyer Data including all copies of Buyer software, code and any other software licensed by the Buyer to the Supplier under it
· return any materials created by the Supplier under this Call-Off Contract if the IPRs are owned by the Buyer
· stop using the Buyer Data and, at the direction of the Buyer, provide the Buyer with a complete and uncorrupted version in electronic form in the formats and on media agreed with the Buyer
· destroy all copies of the Buyer Data when they receive the Buyer’s written instructions to do so or 12 calendar months after the End or Expiry Date, and provide written confirmation to the Buyer that the data has been securely destroyed, except if the retention of Buyer Data is required by Law
· work with the Buyer on any ongoing work 
· return any sums prepaid for Services which have not been delivered to the Buyer, within 10 Working Days of the End or Expiry Date
19.6 Each Party will return all of the other Party’s Confidential Information and confirm this has been done, unless there is a legal requirement to keep it or this Call-Off Contract states otherwise.
19.7 All licences, leases and authorisations granted by the Buyer to the Supplier will cease at the end of the Call-Off Contract Term without the need for the Buyer to serve notice except if this Call-Off Contract states otherwise.




[bookmark: _Toc13659143]20. Notices

20.1 Any notices sent must be in writing. For the purpose of this clause, an email is accepted as being 'in writing'.
	Manner of delivery
	Deemed time of delivery
	Proof of service

	Email
	9am on the first Working Day after sending
	Sent by pdf to the correct email address without getting an error message



20.2 This clause does not apply to any legal action or other method of dispute resolution which should be sent to the addresses in the Order Form (other than a dispute notice under this Call-Off Contract).

[bookmark: _Toc13659144]21. Exit plan

21.1 The Supplier must provide an exit plan in its Application which ensures continuity of service and the Supplier will follow it.
21.2 When requested, the Supplier will help the Buyer to migrate the Services to a replacement supplier in line with the exit plan. This will be at the Supplier’s own expense if the Call-Off Contract Ended before the Expiry Date due to Supplier cause.
21.3 If the Buyer has reserved the right in the Order Form to extend the Call-Off Contract Term beyond 24 months the Supplier must provide the Buyer with an additional exit plan for approval by the Buyer at least 8 weeks before the 18 month anniversary of the Start Date. 
21.4 The Supplier must ensure that the additional exit plan clearly sets out the Supplier’s methodology for achieving an orderly transition of the Services from the Supplier to the Buyer or its replacement Supplier at the expiry of the proposed extension period or if the contract Ends during that period.
21.5 Before submitting the additional exit plan to the Buyer for approval, the Supplier will work with the Buyer to ensure that the additional exit plan is aligned with the Buyer’s own exit plan and strategy.
21.6 The Supplier acknowledges that the Buyer’s right to extend the Term beyond 24 months is subject to the Buyer’s own governance process. Where the Buyer is a central government department, this includes the need to obtain approval from GDS under the Spend Controls process.  The approval to extend will only be given if the Buyer can clearly demonstrate that the Supplier’s additional exit plan ensures that:
· the Buyer will be able to transfer the Services to a replacement supplier before the expiry or Ending of the extension period on terms that are commercially reasonable and acceptable to the Buyer
· there will be no adverse impact on service continuity
· there is no vendor lock-in to the Supplier’s Service at exit
· it enables the Buyer to meet its obligations under the Technology Code Of Practice
21.7 If approval is obtained by the Buyer to extend the Term, then the Supplier will comply with its obligations in the additional exit plan.
21.8 The additional exit plan must set out full details of timescales, activities and roles and responsibilities of the Parties for:
· the transfer to the Buyer of any technical information, instructions, manuals and code reasonably required by the Buyer to enable a smooth migration from the Supplier
· the strategy for exportation and migration of Buyer Data from the Supplier system to the Buyer or a replacement supplier, including conversion to open standards or other standards required by the Buyer
· the transfer of Project Specific IPR items and other Buyer customisations, configurations and databases to the Buyer or a replacement supplier
· the testing and assurance strategy for exported Buyer Data
· if relevant, TUPE-related activity to comply with the TUPE regulations
· any other activities and information which is reasonably required to ensure continuity of Service during the exit period and an orderly transition 

[bookmark: _Toc13659145]22. Handover to replacement supplier

22.1 At least 10 Working Days before the Expiry Date or End Date, the Supplier must provide any:
· data (including Buyer Data), Buyer Personal Data and Buyer Confidential Information in the Supplier’s possession, power or control
· other information reasonably requested by the Buyer
22.2 On reasonable notice at any point during the Term, the Supplier will provide any information and data about the G-Cloud Services reasonably requested by the Buyer (including information on volumes, usage, technical aspects, service performance and staffing). This will help the Buyer understand how the Services have been provided and to run a fair competition for a new supplier.
22.3 This information must be accurate and complete in all material respects and the level of detail must be sufficient to reasonably enable a third party to prepare an informed offer for replacement services and not be unfairly disadvantaged compared to the Supplier in the buying process.
[bookmark: _Toc13659146]23. Force majeure

23.1 If a Force Majeure event prevents a Party from performing its obligations under this Call-Off Contract for more than the number of consecutive days set out in the Order Form, the other Party may End this Call-Off Contract with immediate effect by written notice.

[bookmark: _Toc13659147]24. Liability

24.1 Subject to incorporated Framework Agreement clauses 4.2 to 4.7, each Party's Yearly total liability for defaults under or in connection with this Call-Off Contract (whether expressed as an indemnity or otherwise) will be set as follows: 
· Property: for all defaults resulting in direct loss to the property (including technical infrastructure, assets, IPR or equipment but excluding any loss or damage to Buyer Data) of the other Party, will not exceed the amount in the Order Form
· Buyer Data: for all defaults resulting in direct loss, destruction, corruption, degradation or damage to any Buyer Data caused by the Supplier's default will not exceed the amount in the Order Form
· Other defaults: for all other defaults, claims, Losses or damages, whether arising from breach of contract, misrepresentation (whether under common law or statute), tort (including negligence), breach of statutory duty or otherwise will not exceed the amount in the Order Form

[bookmark: _Toc13659148]25. Premises

25.1 If either Party uses the other Party’s premises, that Party is liable for all loss or damage it causes to the premises. It is responsible for repairing any damage to the premises or any objects on the premises, other than fair wear and tear.
25.2 The Supplier will use the Buyer’s premises solely for the performance of its obligations under this Call-Off Contract.
25.3 The Supplier will vacate the Buyer’s premises when the Call-Off Contract Ends or expires.
25.4 This clause does not create a tenancy or exclusive right of occupation.
25.5 While on the Buyer’s premises, the Supplier will:
· comply with any security requirements at the premises and not do anything to weaken the security of the premises
· comply with Buyer requirements for the conduct of personnel
· comply with any health and safety measures implemented by the Buyer
· immediately notify the Buyer of any incident on the premises that causes any damage to Property which could cause personal injury
25.6 The Supplier will ensure that its health and safety policy statement (as required by the Health and Safety at Work etc Act 1974) is made available to the Buyer on request.

[bookmark: _Toc13659149]26. Equipment

26.1 The Supplier is responsible for providing any Equipment which the Supplier requires to provide the Services. 
26.2 Any Equipment brought onto the premises will be at the Supplier's own risk and the Buyer will have no liability for any loss of, or damage to, any Equipment.
26.3 When the Call-Off Contract Ends or expires, the Supplier will remove the Equipment and any other materials leaving the premises in a safe and clean condition.

[bookmark: _Toc13659150]27. The Contracts (Rights of Third Parties) Act 1999

27.1 Except as specified in clause 29.8, a person who isn’t Party to this Call-Off Contract has no right under the Contracts (Rights of Third Parties) Act 1999 to enforce any of its terms. This does not affect any right or remedy of any person which exists or is available otherwise.

[bookmark: _Toc13659151]28. Environmental requirements

28.1 The Buyer will provide a copy of its environmental policy to the Supplier on request, which the Supplier will comply with.
28.2 The Supplier must provide reasonable support to enable Buyers to work in an environmentally friendly way, for example by helping them recycle or lower their carbon footprint.

[bookmark: _Toc13659152]29. The Employment Regulations (TUPE)

29.1 The Supplier agrees that if the Employment Regulations apply to this Call-Off Contract on the Start Date then it must comply with its obligations under the Employment Regulations and (if applicable) New Fair Deal (including entering into an Admission Agreement) and will indemnify the Buyer or any Former Supplier for any loss arising from any failure to comply.
29.2 Twelve months before this Call-Off Contract expires, or after the Buyer has given notice to End it, and within 28 days of the Buyer’s request, the Supplier will fully and accurately disclose to the Buyer all staff information including, but not limited to, the total number of staff assigned for the purposes of TUPE to the Services. For each person identified the Supplier must provide details of: 
· the activities they perform
· age
· start date 
· place of work
· notice period
· redundancy payment entitlement
· salary, benefits and pension entitlements
· employment status
· identity of employer
· working arrangements
· outstanding liabilities
· sickness absence
· copies of all relevant employment contracts and related documents
· all information required under regulation 11 of TUPE or as reasonably requested by the Buyer 
29.3 The Supplier warrants the accuracy of the information provided under this TUPE clause and will notify the Buyer of any changes to the amended information as soon as reasonably possible. The Supplier will permit the Buyer to use and disclose the information to any prospective Replacement Supplier.
29.4 In the 12 months before the expiry of this Call-Off Contract, the Supplier will not change the identity and number of staff assigned to the Services (unless reasonably requested by the Buyer) or their terms and conditions, other than in the ordinary course of business.
29.5 The Supplier will co-operate with the re-tendering of this Call-Off Contract by allowing the Replacement Supplier to communicate with and meet the affected employees or their representatives.
29.6 The Supplier will indemnify the Buyer or any Replacement Supplier for all Loss arising from both:
· its failure to comply with the provisions of this clause
· any claim by any employee or person claiming to be an employee (or their employee representative) of the Supplier which arises or is alleged to arise from any act or omission by the Supplier on or before the date of the Relevant Transfer
29.7 The provisions of this clause apply during the Term of this Call-Off Contract and indefinitely after it Ends or expires.
29.8 For these TUPE clauses, the relevant third party will be able to enforce its rights under this clause but their consent will not be required to vary these clauses as the Buyer and Supplier may agree.

[bookmark: _Toc13659153]30. Additional G-Cloud services

30.1 The Buyer may require the Supplier to provide Additional Services. The Buyer doesn’t have to buy any Additional Services from the Supplier and can buy services that are the same as or similar to the Additional Services from any third party. 
30.2 If reasonably requested to do so by the Buyer in the Order Form, the Supplier must provide and monitor performance of the Additional Services using an Implementation Plan.

[bookmark: _Toc13659154]31. Collaboration

31.1 If the Buyer has specified in the Order Form that it requires the Supplier to enter into a Collaboration Agreement, the Supplier must give the Buyer an executed Collaboration Agreement before the Start Date.
31.2 In addition to any obligations under the Collaboration Agreement, the Supplier must:
· work proactively and in good faith with each of the Buyer’s contractors
· co-operate and share information with the Buyer’s contractors to enable the efficient operation of the Buyer’s ICT services and G-Cloud Services

[bookmark: _Toc13659155]32. Variation process

32.1 The Buyer can request in writing a change to this Call-Off Contract if it isn’t a material change to the Framework Agreement/or this Call-Off Contract. Once implemented, it is called a Variation.
32.2 The Supplier must notify the Buyer immediately in writing of any proposed changes to their G-Cloud Services or their delivery by submitting a Variation request. This includes any changes in the Supplier’s supply chain.
32.3 If Either Party can’t agree to or provide the Variation, the Buyer may agree to continue performing its obligations under this Call-Off Contract without the Variation, or End this Call-Off Contract by giving 30 days notice to the Supplier.

[bookmark: _Toc13659156]33. Data Protection Legislation (GDPR)

33.1    Pursuant to clause 2.1 and for the avoidance of doubt, clauses 8.57 and 8.58 of the Framework Agreement are incorporated into this Call-Off Contract.  For reference, the appropriate GDPR templates which are required to be completed in accordance with clauses 8.57 and 8.58 are reproduced in this Call-Off Contract document at schedule 7 


















[bookmark: _Toc13659157]Schedule 3 - Collaboration agreement
[bookmark: _2fk6b3p]This agreement is made on [enter date] 
between:
1) [Buyer name] of [Buyer address] (the Buyer)
2) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
3) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
4) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
5) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
6) [Company name] a company incorporated in [company address] under [registration number], whose registered office is at [registered address]
together (the Collaboration Suppliers and each of them a Collaboration Supplier).  
Whereas the:
· Buyer and the Collaboration Suppliers have entered into the Call-Off Contracts (defined below) for the provision of various IT and telecommunications (ICT) services
· Collaboration Suppliers now wish to provide for the ongoing cooperation of the Collaboration Suppliers in the provision of services under their respective Call-Off Contract to the Buyer
In consideration of the mutual covenants contained in the Call-Off Contracts and this Agreement and intending to be legally bound, the parties agree as follows: 

[bookmark: _Toc13659158]1. Definitions and interpretation
1.1 As used in this Agreement, the capitalised expressions will have the following meanings unless the context requires otherwise:
· “Agreement” means this collaboration agreement, containing the Clauses and Schedules
· “Call-Off Contract” means each contract that is let by the Buyer to one of the Collaboration Suppliers
· “Contractor’s Confidential Information” has the meaning set out in the Call-Off Contracts
· “Confidential Information” means the Buyer Confidential Information or any Collaboration Supplier's Confidential Information
· “Collaboration Activities” means the activities set out in this Agreement
· “Buyer Confidential Information” has the meaning set out in the Call-Off Contract
· “Default” means any breach of the obligations of any Collaboration Supplier or any default, act, omission, negligence or statement of any Collaboration Supplier, its employees, servants, agents or subcontractors in connection with or in relation to the subject matter of this Agreement and in respect of which such Collaboration Supplier is liable (by way of indemnity or otherwise) to the other parties
· “Detailed Collaboration Plan” has the meaning given in clause 3.2
· “Dispute Resolution Process” means the process described in clause 9
· “Effective Date” means 15/07/2019
· “Force Majeure Event” has the meaning given in clause 11.1.1
· “Mediator” has the meaning given to it in clause 9.3.1
· “Outline Collaboration Plan” has the meaning given to it in clause 3.1
· “Term” has the meaning given to it in clause 2.1
· "Working Day" means any day other than a Saturday, Sunday or public holiday in England and Wales
1.2 General
1.2.1 As used in this Agreement the:
1.2.1.1 masculine includes the feminine and the neuter
1.2.1.2 singular includes the plural and the other way round
1.2.1.3 A reference to any statute, enactment, order, regulation or other similar instrument will  be viewed as a reference to the statute, enactment, order, regulation or instrument as amended by any subsequent statute, enactment, order, regulation or instrument or as contained in any subsequent re-enactment.
1.2.2 Headings are included in this Agreement for ease of reference only and will not affect the interpretation or construction of this Agreement.
1.2.3 References to Clauses and Schedules are, unless otherwise provided, references to clauses of and schedules to this Agreement.
1.2.4 Except as otherwise expressly provided in this Agreement, all remedies available to any party under this Agreement are cumulative and may be exercised concurrently or separately and the exercise of any one remedy will not exclude the exercise of any other remedy.
1.2.5 The party receiving the benefit of an indemnity under this Agreement will use its reasonable endeavours to mitigate its loss covered by the indemnity.
[bookmark: _Toc13659159]2. Term of the agreement
2.1 This Agreement will come into force on the Effective Date and, unless earlier terminated in accordance with clause 10, will expire 6 months after the expiry or termination (however arising) of the exit period of the last Call-Off Contract (the “Term”). 
2.2 A Collaboration Supplier’s duty to perform the Collaboration Activities will continue until the end of the exit period of its last relevant Call-Off Contract.
[bookmark: _Toc13659160]3. Provision of the collaboration plan 
3.1 The Collaboration Suppliers will, within 2 weeks (or any longer period as notified by the Buyer in writing) of the Effective Date, provide to the Buyer detailed proposals for the Collaboration Activities they require from each other (the “Outline Collaboration Plan”). 
3.2 Within 10 Working Days (or any other period as agreed in writing by the Buyer and the Collaboration Suppliers) of [receipt of the proposals] or [the Effective Date], the Buyer will prepare a plan for the Collaboration Activities (the “Detailed Collaboration Plan”). The Detailed Collaboration Plan will include full details of the activities and interfaces that involve all of the Collaboration Suppliers to ensure the receipt of the services under each Collaboration Supplier’s respective [contract] [Call-Off Contract], by the Buyer. The Detailed Collaboration Plan will be based on the Outline Collaboration Plan and will be submitted to the Collaboration Suppliers for approval.
3.3 The Collaboration Suppliers will provide the help the Buyer needs to prepare the Detailed Collaboration Plan.
3.4 The Collaboration Suppliers will, within 10 Working Days of receipt of the Detailed Collaboration Plan, either:
3.4.1 approve the Detailed Collaboration Plan
3.4.2 reject the Detailed Collaboration Plan, giving reasons for the rejection
3.5 The Collaboration Suppliers may reject the Detailed Collaboration Plan under clause 3.4.2 only if it is not consistent with their Outline Collaboration Plan in that it imposes additional, more onerous, obligations on them.
3.6 If the parties fail to agree the Detailed Collaboration Plan under clause 3.4, the dispute will be resolved using the Dispute Resolution Process.
[bookmark: _Toc13659161]4. Collaboration activities
4.1 The Collaboration Suppliers will perform the Collaboration Activities and all other obligations of this Agreement in accordance with the Detailed Collaboration Plan.  
4.2 The Collaboration Suppliers will provide all additional cooperation and assistance as is reasonably required by the Buyer to ensure the continuous delivery of the services under the Call-Off Contract.
4.3 The Collaboration Suppliers will ensure that their respective subcontractors provide all co-operation and assistance as set out in the Detailed Collaboration Plan.
[bookmark: _Toc13659162]5. Invoicing
5.1 If any sums are due under this Agreement, the Collaboration Supplier responsible for paying the sum will pay within 30 Working Days of receipt of a valid invoice.
5.2 Interest will be payable on any late payments under this Agreement under the Late Payment of Commercial Debts (Interest) Act 1998, as amended.
[bookmark: _Toc13659163]6. Confidentiality
6.1 Without prejudice to the application of the Official Secrets Acts 1911 to 1989 to any Confidential Information, the Collaboration Suppliers acknowledge that any Confidential Information obtained from or relating to the Crown, its servants or agents is the property of the Crown.
6.2 Each Collaboration Supplier warrants that:
6.2.1 any person employed or engaged by it (in connection with this Agreement in the course of such employment or engagement) will only use Confidential Information for the purposes of this Agreement
6.2.2 any person employed or engaged by it (in connection with this Agreement) will not disclose any Confidential Information to any third party without the prior written consent of the other party
6.2.3 it will take all necessary precautions to ensure that all Confidential Information is treated as confidential and not disclosed (except as agreed) or used other than for the purposes of this Agreement by its employees, servants, agents or subcontractors
6.2.4 neither it nor any person engaged by it, whether as a servant or a consultant or otherwise, will use the Confidential Information for the solicitation of business from the other or from the other party's servants or consultants or otherwise
6.3 The provisions of clauses 6.1 and 6.2 will not apply to any information which is:
6.3.1 or becomes public knowledge other than by breach of this clause 6
6.3.2 in the possession of the receiving party without restriction in relation to disclosure before the 	date of receipt from the disclosing party
6.3.3 received from a third party who lawfully acquired it and who is under no obligation restricting its 	disclosure
6.3.4 independently developed without access to the Confidential Information
6.3.5 required to be disclosed by law or by any judicial, arbitral, regulatory or other authority of 	competent jurisdiction
6.4 The Buyer’s right, obligations and liabilities in relation to using and disclosing any Collaboration Supplier’s Confidential Information provided under this Agreement and the Collaboration Supplier’s right, obligations and liabilities in relation to using and disclosing any of the Buyer’s Confidential Information provided under this Agreement, will be as set out in the [relevant contract] [Call-Off Contract].
[bookmark: _Toc13659164]7. Warranties 
7.1 Each Collaboration Supplier warrant and represent that:
7.1.1 it has full capacity and authority and all necessary consents (including but not limited to, if its 	processes require, the consent of its parent company) to enter into and to perform this 	Agreement and that this Agreement is executed by an authorised representative of the 	Collaboration Supplier
7.1.2 its obligations will be performed by appropriately experienced, qualified and trained personnel 	with all due skill, care and diligence including but not limited to good industry practice and 	(without limiting the generality of this clause 7) in accordance with its own established internal 	processes
7.2 Except as expressly stated in this Agreement, all warranties and conditions, whether express or implied by statute, common law or otherwise (including but not limited to fitness for purpose) are excluded to the extent permitted by law.
[bookmark: _Toc13659165]8. Limitation of liability 
8.1 None of the parties exclude or limit their liability for death or personal injury resulting from negligence, or for any breach of any obligations implied by Section 2 of the Supply of Goods and Services Act 1982.
8.2 Nothing in this Agreement will exclude or limit the liability of any party for fraud or fraudulent misrepresentation.
8.3 Subject always to clauses 8.1 and 8.2, the liability of the Buyer to any Collaboration Suppliers for all claims (by way of indemnity or otherwise) arising whether in contract, tort (including negligence), misrepresentation (other than if made fraudulently), breach of statutory duty or otherwise under this Agreement (excluding Clause 6.4, which will be subject to the limitations of liability set out in the relevant Contract) will be limited to (£75,000).
8.4 Subject always to clauses 8.1 and 8.2, the liability of each Collaboration Supplier for all claims (by way of indemnity or otherwise) arising whether in contract, tort (including negligence), misrepresentation (other than if made fraudulently), breach of statutory duty or otherwise under this Agreement will be limited to [Buyer to specify].
8.5 Subject always to clauses 8.1, 8.2 and 8.6 and except in respect of liability under clause 6 (excluding clause 6.4, which will be subject to the limitations of liability set out in the [relevant contract] [Call-Off Contract]), in no event will any party be liable to any other for:
8.5.1 indirect loss or damage
8.5.2 special loss or damage
8.5.3 consequential loss or damage
8.5.4 loss of profits (whether direct or indirect)
8.5.5 loss of turnover (whether direct or indirect)
8.5.6 loss of business opportunities (whether direct or indirect)
8.5.7 damage to goodwill (whether direct or indirect)
8.6 Subject always to clauses 8.1 and 8.2, the provisions of clause 8.5 will not be taken as limiting the right of the Buyer to among other things, recover as a direct loss any:
8.6.1 additional operational or administrative costs and expenses arising from a Collaboration 	Supplier’s Default
8.6.2 wasted expenditure or charges rendered unnecessary or incurred by the Buyer arising from a 	Collaboration Supplier's Default
[bookmark: _Toc13659166]9. Dispute resolution process
9.1 All disputes between any of the parties arising out of or relating to this Agreement will be referred, by any party involved in the dispute, to the representatives of the parties specified in the Detailed Collaboration Plan.
9.2 If the dispute cannot be resolved by the parties' representatives nominated under clause 9.1 within a maximum of 5 Working Days (or any other time agreed in writing by the parties) after it has been referred to them under clause 9.1, then except if a party seeks urgent injunctive relief, the parties will refer it to mediation under the process set out in clause 9.3 unless the Buyer considers (acting reasonably and considering any objections to mediation raised by the other parties) that the dispute is not suitable for resolution by mediation. 
9.3 The process for mediation and consequential provisions for mediation are:
9.3.1 a neutral adviser or mediator will be chosen by agreement between the parties or, if they are	 unable to agree upon a Mediator within 10 Working Days after a request by one party to the 	other parties to appoint a Mediator or if the Mediator agreed upon is unable or unwilling to act, 	any party will within 10 Working Days from the date of the proposal to appoint a Mediator or 	within 10 Working Days of notice to the parties that he is unable or unwilling to act, apply to the 	Chairman of the Law Society to appoint a Mediator
9.3.2 the parties will within 10 Working Days of the appointment of the Mediator meet to agree a 	programme for the exchange of all relevant information and the structure of the negotiations 
9.3.3 unless otherwise agreed by the parties in writing, all negotiations connected with the dispute 	and any settlement agreement relating to it will be conducted in confidence and without 	prejudice to the rights of the parties in any future proceedings
9.3.4 if the parties reach agreement on the resolution of the dispute, the agreement will be put in 	writing and will be binding on the parties once it is signed by their authorised representatives
9.3.5 failing agreement, any of the parties may invite the Mediator to provide a non-binding but 		informative opinion in writing. The opinion will be provided on a without prejudice basis and will 	not be used in evidence in any proceedings relating to this Agreement without the prior written 	consent of all the parties
9.3.6 if the parties fail to reach agreement in the structured negotiations within 20 Working Days of 	the Mediator being appointed, or any longer period the parties agree on, then any dispute or 	difference between them may be referred to the courts
9.4 The parties must continue to perform their respective obligations under this Agreement and under their respective Contracts pending the resolution of a dispute. 
[bookmark: _Toc13659167]10. Termination and consequences of termination 
10.1 [bookmark: _Toc13659168]Termination
10.1.1 The Buyer has the right to terminate this Agreement at any time by notice in writing to the		 Collaboration Suppliers whenever the Buyer has the right to terminate a Collaboration 	Supplier’s [respective contract] [Call-Off Contract].
10.1.2 Failure by any of the Collaboration Suppliers to comply with their obligations under this 	Agreement will constitute a Default under their [relevant contract] [Call-Off Contract]. In this 	case, the Buyer also has the right to terminate by notice in writing the participation of any 	Collaboration Supplier to this Agreement and sever its name from the list of Collaboration 	Suppliers, so that this Agreement will continue to operate between the Buyer and the remaining 	Collaboration Suppliers.
10.2 [bookmark: _Toc13659169]Consequences of termination
10.2.1 Subject to any other right or remedy of the parties, the Collaboration Suppliers and the Buyer 	will continue to comply with their respective obligations under the [contracts] [Call-Off Contracts] 	following the termination (however arising) of this Agreement.
10.2.2 Except as expressly provided in this Agreement, termination of this Agreement will be without 	prejudice to any accrued rights and obligations under this Agreement.
[bookmark: _Toc13659170]11. General provisions 
11.1 [bookmark: _Toc13659171]Force majeure
11.1.1 For the purposes of this Agreement, the expression “Force Majeure Event” will mean any cause 	affecting the performance by a party of its obligations under this Agreement arising from acts, 	events, omissions, happenings or non-happenings beyond its reasonable control, including acts 	of God, riots, war or armed conflict, acts of terrorism, acts of government, local government or 	Regulatory Bodies, fire, flood, storm or earthquake, or disaster but excluding any industrial 	dispute relating to any party, the party's personnel or any other failure of a Subcontractor.
11.1.2 Subject to the remaining provisions of this clause 11.1, any party to this Agreement may claim 	relief from liability for non-performance of its obligations to the extent this is due to a Force 	Majeure Event.
11.1.3 A party cannot claim relief if the Force Majeure Event or its level of exposure to the event is 	attributable to its wilful act, neglect or failure to take reasonable precautions against the relevant 	Force Majeure Event.
11.1.4 The affected party will immediately give the other parties written notice of the Force Majeure 	Event. The notification will include details of the Force Majeure Event together with evidence of 	its effect on the obligations of the affected party, and any action the affected party proposes to 	take to mitigate its effect.
11.1.5 The affected party will notify the other parties in writing as soon as practicable after the Force 	Majeure Event ceases or no longer causes the affected party to be unable to comply with its 	obligations under this Agreement. Following the notification, this Agreement will continue to be	performed on the terms existing immediately before the Force Majeure Event unless agreed 	otherwise in writing by the parties.
11.2 [bookmark: _Toc13659172]Assignment and subcontracting
11.2.1 Subject to clause 11.2.2, the Collaboration Suppliers will not assign, transfer, novate, sub-	license or declare a trust in respect of its rights under all or a part of this Agreement or the 	benefit or advantage without the prior written consent of the Buyer.
11.2.2 Any subcontractors identified in the Detailed Collaboration Plan can perform those elements 	identified in the Detailed Collaboration Plan to be performed by the subcontractors.
11.3 [bookmark: _Toc13659173]Notices
11.3.1 Any notices given under or in relation to this Agreement will be deemed to have been properly 	delivered if sent by recorded or registered post or by fax and will be deemed for the purposes of 	this Agreement to have been given or made at the time the letter would, in the ordinary course 	of post, be delivered or at the time shown on the sender's fax transmission report.
11.3.2 For the purposes of clause 11.3.1, the address of each of the parties are those in the Detailed 	Collaboration Plan.
11.4 [bookmark: _Toc13659174]Entire agreement
11.4.1 This Agreement, together with the documents and agreements referred to in it, constitutes the 	entire agreement and understanding between the parties in respect of the matters dealt with in 	it and supersedes any previous agreement between the Parties about this.
11.4.2 Each of the parties agrees that in entering into this Agreement and the documents and 	agreements referred to in it does not rely on, and will have no remedy in respect of, any 	statement, representation, warranty or undertaking (whether negligently or innocently made) 	other than as expressly set out in this Agreement. The only remedy available to each party in 	respect of any statements, representation, warranty or understanding will be for breach of 	contract under the terms of this Agreement.
11.4.3 Nothing in this clause 11.4 will exclude any liability for fraud.
11.5 [bookmark: _Toc13659175]Rights of third parties
11.5.1 Nothing in this Agreement will grant any right or benefit to any person other than the parties or 	their respective successors in title or assignees, or entitle a third party to enforce any provision 	and the parties do not intend that any term of this Agreement should be enforceable by a third 	party by virtue of the Contracts (Rights of Third Parties) Act 1999.
11.6 [bookmark: _Toc13659176]Severability
If any provision of this Agreement is held invalid, illegal or unenforceable for any reason by any court of competent jurisdiction, that provision will be severed without effect to the remaining provisions. If a provision of this Agreement that is fundamental to the accomplishment of the purpose of this Agreement is held to any extent to be invalid, the parties will immediately commence good faith negotiations to remedy that invalidity.
11.7 [bookmark: _Toc13659177]Variations
No purported amendment or variation of this Agreement or any provision of this Agreement will be effective unless it is made in writing by the parties. 
11.8 [bookmark: _Toc13659178]No waiver
The failure to exercise, or delay in exercising, a right, power or remedy provided by this Agreement or by law will not constitute a waiver of that right, power or remedy. If a party waives a breach of any provision of this Agreement this will not operate as a waiver of a subsequent breach of that provision, or as a waiver of a breach of any other provision.
11.9 [bookmark: _Toc13659179]Governing law and jurisdiction
This Agreement will be governed by and construed in accordance with English law and without prejudice to the Dispute Resolution Process, each party agrees to submit to the exclusive jurisdiction of the courts of England and Wales. 
Executed and delivered as an agreement by the parties or their duly authorised attorneys the day and year first above written.

For and on behalf of the Buyer
Signed by:
Full name (capitals): 
Position: Senior 
Date:

For and on behalf of Skillsoft
Signed by: 
Full name (capitals): 
Position: 
Date: 

[bookmark: _Toc13659180]Schedule 4 - Alternative clauses
[bookmark: _Toc13659181]1. Introduction
1.1 This Schedule specifies the alternative clauses that may be requested in the Order Form and, if requested in the Order Form, will apply to this Call-Off Contract.
[bookmark: _Toc13659182]2. Clauses selected
2.1 The Customer may, in the Order Form, request the following alternative clauses:
2.1.1 Scots Law (see paragraph 2.1.2 of this Schedule)
2.1.2 Scots Law
Law and Jurisdiction
References to England and Wales in incorporated Framework Agreement clause 8.10 (Law and Jurisdiction) of this Call-Off Contract will be replaced with Scotland and the wording of the Framework Agreement and Call-Off Contract will be interpreted as closely as possible to the original English and Welsh Law intention despite Scots Law applying.  
Reference to England and Wales in Working Days definition within the Glossary and interpretations section will be replaced with Scotland.
References to the Contracts (Rights of Third Parties) Act 1999 will be removed in clause 27.1
Reference to the Freedom of Information Act 2000 within the defined terms for ‘FoIA/Freedom of Information Act’ to be replaced with Freedom of Information (Scotland) Act 2002.
Reference to the Supply of Goods and Services Act 1982 will be removed in incorporated Framework Agreement clause 4.2.
References to “tort” will be replaced with “delict” throughout.

2.2  The Customer may, in the Order Form, request the following Alternative Clauses:
2.7.1 Northern Ireland Law (see paragraph 2.3, 2.4, 2.5, 2.6 and 2.7 of this Schedule)
2.3 [bookmark: _Toc13659183]Discrimination
2.3.1 The Supplier will comply with all applicable fair employment, equality of treatment and anti-	discrimination legislation, including, in particular, the Employment (Northern Ireland) Order 	2002, the Fair Employment and Treatment  (Northern Ireland) ) Order 1998, the Sex 	Discrimination (Northern Ireland) Order 1976 and 1988, the Employment Equality (Sexual 	Orientation) Regulations (Northern Ireland) 2003, the Equal Pay Act (Northern Ireland) 1970, 	the Disability Discrimination Act 1995, the Race Relations (Northern Ireland) Order 1997, the 	Employment Relations (Northern Ireland) Order 1999 and Employment Rights (Northern Ireland 	) Order 1996 Employment Equality (Age) Regulations (Northern Ireland) 2006; Part-time 	Workers (Prevention of less Favourable Treatment) Regulation 2000; Fixed-term Employees 	(Prevention of Less Favourable Treatment) Regulations 2002, The Disability Discrimination 	(Northern Ireland) Order 2006, The Employment Relations (Northern Ireland) Order 2004, The 	Equality Act (Sexual Orientation) Regulations (Northern Ireland) 2006, The Employment 	Relations (Northern Ireland) Order 2004 and The Work and Families (Northern Ireland) Order 	2006; and will use his best endeavours to ensure that in his employment policies and practices 	and in the delivery of the services required of the Supplier under this Call-Off Contract he 	promotes equality of treatment and opportunity between:
a. persons of different religious beliefs or political opinions
b. men and women or married and unmarried persons
c. persons with and without dependants (including women who are pregnant or on 	maternity leave and men on paternity leave)
d. persons of different racial groups (within the meaning of the Race Relations (Northern 	Ireland) Order 1997)
e. persons with and without a disability (within the meaning of the Disability Discrimination 	Act 1995)
f. persons of different ages
g. persons of differing sexual orientation

2.3.2 The Supplier will take all reasonable steps to secure the observance of clause 2.3.1 of this 	Schedule by all Supplier Staff. 

2.4 [bookmark: _Toc13659184]Equality policies and practices
2.4.1 The Supplier will introduce and will procure that any Subcontractor will also introduce and 	implement an equal opportunities policy in accordance with guidance from and to the 	satisfaction of the Equality Commission. The Supplier will review these policies on a regular 	basis (and will procure that its Subcontractors do likewise) and the Customer will be entitled to 	receive upon request a copy of the policy.
2.4.2 The Supplier will take all reasonable steps to ensure that all of the Supplier Staff comply with its 	equal opportunities policies (referred to in clause 2.3 above). These steps will include:
a. the issue of written instructions to staff and other relevant persons
b. the appointment or designation of a senior manager with responsibility for equal 	opportunities
c. training of all staff and other relevant persons in equal opportunities and harassment 	matters
d. the inclusion of the topic of equality as an agenda item at team, management  and staff 	meetings
The Supplier will procure that its Subcontractors do likewise with their equal opportunities 	policies.
2.4.3 The Supplier will inform the Customer as soon as possible in the event of: 
a. the Equality Commission notifying the Supplier of an alleged breach by it or any Subcontractor (or any of their shareholders or directors) of the Fair Employment and Treatment (Northern Ireland) Order 1998 or
b. any finding of unlawful discrimination (or any offence under the Legislation mentioned in clause 2.3 above) being made against the Supplier or its Subcontractors during the Call-Off Contract Period by any Industrial or Fair Employment Tribunal or Court,
The Supplier will take any necessary steps (including the dismissal or replacement of any 	relevant staff or Subcontractor(s)) as the Customer directs and will seek the advice of the 	Equality Commission in order to prevent any offence or repetition of the unlawful discrimination 	as the case may be.
2.4.4 The Supplier will monitor (in accordance with guidance issued by the Equality Commission) the 	composition of its workforce and applicants for employment and will provide an annual report on 	the composition of the workforce and applicants to the Customer. If the monitoring reveals 	under-representation or lack of fair participation of particular groups, the Supplier will review the 	operation of its relevant policies and take positive action if appropriate. The Supplier will impose 	on its Subcontractors obligations similar to those undertaken by it in this clause 2.4 and will 	procure that those Subcontractors comply with their obligations. 
2.4.5 The Supplier will provide any information the Customer requests (including information 	requested to be provided by any Subcontractors) for the purpose of assessing the Supplier’s 	compliance with its obligations under clauses 2.4.1 to 2.4.5 of this Schedule.
2.5 [bookmark: _Toc13659185]Equality 

2.5.1 The Supplier will, and will procure that each Subcontractor will, in performing its/their 	obligations under this Call-Off Contract (and other relevant agreements), comply with the 	provisions of Section 75 of the Northern Ireland Act 1998, as if they were a public authority 	within the meaning of that section.
2.5.2 The Supplier acknowledges that the Customer must, in carrying out its functions, have due 	regard to the need to promote equality of opportunity as contemplated by the Northern Ireland 	Act 1998 and the Supplier will use all reasonable endeavours to assist (and to ensure that 	relevant Subcontractor helps) the Customer in relation to same.
2.6 [bookmark: _Toc13659186]Health and safety
2.6.1 The Supplier will promptly notify the Customer of any health and safety hazards which may 	arise in connection with the performance of its obligations under the Call-Off Contract. The 	Customer will promptly notify the Supplier of any health and safety hazards which may exist or 	arise at the Customer premises and which may affect the Supplier in the performance of its 	obligations under the Call-Off Contract.
2.6.2 While on the Customer premises, the Supplier will comply with any health and safety measures 	implemented by the Customer in respect of Supplier Staff and other persons working there.
2.6.3 The Supplier will notify the Customer immediately in the event of any incident occurring in the 	performance of its obligations under the Call-Off Contract on the Customer premises if that 	incident causes any personal injury or damage to property which could give rise to personal 	injury.
2.6.4 The Supplier will comply with the requirements of the Health and Safety at Work (Northern 	Ireland) Order 1978 and any other acts, orders, regulations and codes of practice relating to 	health and safety, which may apply to Supplier Staff and other persons working on the 	Customer premises in the performance of its obligations under the Call-Off Contract.
2.6.5 The Supplier will ensure that its health and safety policy statement (as required by the Health 	and Safety at Work (Northern Ireland) Order 1978) is made available to the Customer on 	request.
2.7 [bookmark: _Toc13659187]Criminal damage 
2.7.1 The Supplier will maintain standards of vigilance and will take all precautions as advised by the 	Criminal Damage (Compensation) (Northern Ireland) Order 1977 or as may be recommended 	by the police or the Northern Ireland Office (or, if replaced, their successors) and will 	compensate the Customer for any loss arising directly from a breach of this obligation (including 	any diminution of monies received by the Customer under any insurance policy).
2.7.2 If during the Call-Off Contract Period any assets (or any part thereof) is or are damaged or 	destroyed by any circumstance giving rise to a claim for compensation under the provisions of 	the Compensation Order the following provisions of this clause 2.7 will apply.
2.7.3 The Supplier will make (or will procure that the appropriate organisation make) all appropriate 	claims under the Compensation Order as soon as possible after the CDO Event and will pursue 	any claim diligently and at its cost. If appropriate, the Customer will also make and pursue a 	claim diligently under the Compensation Order. Any appeal against a refusal to meet any claim 	or against the amount of the award will be at the Customer’s cost and the Supplier will (at no 	additional cost to the Customer) provide any help the Customer reasonably requires with the 	appeal.
2.7.4 The Supplier will apply any compensation paid under the Compensation Order in respect of 	damage to the relevant assets towards the repair, reinstatement or replacement of the assets	 affected.














[bookmark: _Toc13659188]Schedule 6 - Glossary and interpretations
In this Call-Off Contract the following expressions mean:
	Expression
	Meaning

	Additional Services
	Any services ancillary to the G-Cloud Services that are in the scope of Framework Agreement Section 2 (Services Offered) which a Buyer may request.

	Admission Agreement
	The agreement to be entered into to enable the Supplier to participate in the relevant Civil Service pension scheme(s).

	Agreement
	the contract between (i) the Buyer acting as part of the Crown and (ii) the Supplier

	Application
	The response submitted by the Buyer to the Invitation to Tender (known as the Invitation to Apply on the Digital Marketplace).

	Audit
	An audit carried out under the incorporated Framework Agreement clauses specified by the Buyer in the Order (if any).

	Background IPRs
	For each Party, IPRs:

· owned by that Party before the date of this Call-Off Contract (as may be enhanced and/or modified but not as a consequence of the Services) including IPRs contained in any of the Party's Know-How, documentation and processes 
· created by the Party independently of this Call-Off Contract, or

For the Buyer, Crown Copyright which isn’t available to the Supplier otherwise than under this Call-Off Contract, but excluding IPRs owned by that Party in Buyer software or Supplier software.

	Buyer
	The contracting authority ordering services as set out in the Order Form.

	Buyer Data
	All data supplied by the Buyer to the Supplier including Personal Data and Service Data that is owned and managed by the Buyer.

	Buyer Personal Data
	The personal data supplied by the Buyer to the Supplier for purposes of, or in connection with, this Call-Off Contract. 

	Buyer Representative
	The representative appointed by the Buyer under this Call-Off Contract.

	Buyer Software
	Software owned by or licensed to the Buyer (other than under this Agreement), which is or will be used by the Supplier to provide the Services.

	Call-Off Contract
	This call-off contract entered into following the provisions of the Framework Agreement for the provision of Services made between the Buyer and the Supplier comprising the Order Form, the Call-Off terms and conditions, the Call-Off schedules and the Collaboration Agreement.

	Charges
	The prices (excluding any applicable VAT), payable to the Supplier by the Buyer under this Call-Off Contract.

	Collaboration Agreement
	An agreement, substantially in the form set out at Schedule 3, between the Buyer and any combination of the Supplier and contractors, to ensure collaborative working in their delivery of the Buyer’s Services and to ensure that the Buyer receives end-to-end services across its IT estate.

	Commercially Sensitive Information
	Information, which the Buyer has been notified about by the Supplier in writing before the Start Date with full details of why the Information is deemed to be commercially sensitive.

	Confidential Information
	Data, personal data and any information, which may include (but isn’t limited to) any:
· information about business, affairs, developments, trade secrets, know-how, personnel, and third parties, including all Intellectual Property Rights (IPRs), together with all information derived from any of the above
· other information clearly designated as being confidential or which ought reasonably be considered to be confidential (whether or not it is marked 'confidential').

	Connected Company
	Means, in relation to a company, entity or other person, the Affiliates of that company, entity or other person or any other person associated with such company, entity or other person

	Control
	‘Control’ as defined in section 1124 and 450 of the Corporation Tax
Act 2010. 'Controls' and 'Controlled' will be interpreted accordingly.

	Controller
	Takes the meaning given in the GDPR.

	Crown

	The government of the United Kingdom (including the Northern Ireland Assembly and Executive Committee, the Scottish Executive and the National Assembly for Wales), including, but not limited to, government ministers and government departments and particular bodies, persons, commissions or agencies carrying out functions on its behalf.

	Data Loss Event
	event that results, or may result, in unauthorised access to Personal Data held by the Processor under this Framework Agreement and/or actual or potential loss and/or destruction of Personal Data in breach of this Agreement, including any Personal Data Breach

	Data Protection Impact Assessment
	An assessment by the Controller of the impact of the envisaged Processing on the protection of Personal Data.

	Data Protection Legislation (DPL)
	Data Protection Legislation means:	

i) (i) the GDPR, the LED and any applicable national implementing Laws as amended from time to time 
ii) (ii) the DPA 2018 [subject to Royal Assent] to the extent that it relates to Processing of personal data and privacy;
iii)  (iii) all applicable Law about the Processing of personal data and privacy including if applicable legally binding guidance and codes of practice issued by the Information Commissioner .   

	Data Subject
	Takes the meaning given in the GDPR

	Default
	Default is any:
· breach of the obligations of the Supplier (including any fundamental breach or breach of a fundamental term)
· other default, negligence or negligent statement of the Supplier, of its Subcontractors or any Supplier Staff (whether by act or omission), in connection with or in relation to this Call-Off Contract

Unless otherwise specified in the Framework Agreement the Supplier is liable to CCS for a Default of the Framework Agreement and in relation to a Default of the Call-Off Contract, the Supplier is liable to the Buyer.

	Deliverable(s)
	The G-Cloud Services the Buyer contracts the Supplier to provide under this Call-Off Contract.

	Digital Marketplace
	The government marketplace where Services are available for Buyers to buy. (https://www.digitalmarketplace.service.gov.uk/)

	DOTAS
	the Disclosure of Tax Avoidance Schemes rules which require a promoter of tax schemes or those who use them to tell HMRC of any notifiable arrangements or proposals and to provide prescribed information on those arrangements or proposals within set time limits as contained in Part 7 of the Finance Act 2004 and in secondary legislation made under vires contained in Part 7 of the Finance Act 2004 and as extended to national insurance contributions by the National Insurance Contributions (Application of Part 7 of the Finance Act 2004) Regulations 2012, SI 2012/1868) made under section 132A of the Social Security Administration Act 1992 and in Schedule 11A to the Value Added Tax Act 1994 (as amended by Schedule 1 to the Finance (no. 2) Act 2005.

	DPA 2018
	Data Protection Act 2018.

	Employment Regulations
	The Transfer of Undertakings (Protection of Employment) Regulations 2006 (SI 2006/246) (‘TUPE’) which implements the Acquired Rights Directive.

	End
	Means to terminate; and Ended and Ending are construed accordingly.

	Environmental Information Regulations or EIR
	The Environmental Information Regulations 2004 together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department about the regulations.

	Equipment
	The Supplier’s hardware, computer and telecoms devices, plant, materials and such other items supplied and used by the Supplier (but not hired, leased or loaned from CCS or the Buyer) in the performance of its obligations under this Call-Off Contract.

	ESI Reference Number
	The 14 digit ESI reference number from the summary of outcome screen of the ESI tool.

	Employment Status Indicator test tool or ESI tool
	The HMRC Employment Status Indicator test tool. The most up-to-date version must be used. At the time of drafting the tool may be found here:
http://tools.hmrc.gov.uk/esi

	Expiry Date
	The expiry date of this Call-Off Contract in the Order Form.

	Force Majeure
	A Force Majeure event means anything affecting either Party's performance of their obligations arising from any:

· acts, events or omissions beyond the reasonable control of the affected Party
· riots, war or armed conflict, acts of terrorism, nuclear, biological or chemical warfare
· acts of government, local government or Regulatory Bodies
· fire, flood or disaster and any failure or shortage of power or fuel
· industrial dispute affecting a third party for which a substitute third party isn’t reasonably available

The following do not constitute a Force Majeure event:

· any industrial dispute about the Supplier, its staff, or failure in the Supplier’s (or a Subcontractor's) supply chain
· any event which is attributable to the wilful act, neglect or failure to take reasonable precautions by the Party seeking to rely on Force Majeure
· the event was foreseeable by the Party seeking to rely on Force Majeure at the time this Call-Off Contract was entered into
· any event which is attributable to the Party seeking to rely on Force Majeure and its failure to comply with its own business continuity and disaster recovery plans

	Former Supplier
	A supplier supplying services to the Buyer before the Start Date that are the same as or substantially similar to the Services. This also includes any Subcontractor or the Supplier (or any subcontractor of the Subcontractor).

	Framework Agreement
	The clauses of framework agreement RM1557.11 together with the Framework Schedules.

	Fraud
	Any offence under Laws creating offences in respect of fraudulent acts (including the Misrepresentation Act 1967) or at common law in respect of fraudulent acts in relation to this Call-Off Contract or defrauding or attempting to defraud or conspiring to defraud the Crown.

	Freedom of Information Act or FoIA
	The Freedom of Information Act 2000 and any subordinate legislation made under the Act together with any guidance or codes of practice issued by the Information Commissioner or relevant Government department in relation to the legislation.

	G-Cloud Services
	The cloud services described in Framework Agreement Section 2 (Services Offered) as defined by the Service Definition, the Supplier Terms and any related Application documentation, which the Supplier must make available to CCS and Buyers and those services which are deliverable by the Supplier under the Collaboration Agreement.

	GDPR
	The General Data Protection Regulation (Regulation (EU) 2016/679).

	General Anti Abuse Rule
	means
(a)	the legislation in Part 5 of the Finance Act 2013; 
(b)	the legislation in sections 10 and 11 of the National Insurance Contributions Act 2014; and
(c)	any future legislation introduced into Parliament to counteract tax advantages arising from abusive arrangements to avoid any Tax;

	Good Industry Practice
	Standards, practices, methods and process conforming to the Law and the exercise of that degree of skill and care, diligence, prudence and foresight which would reasonably and ordinarily be expected from a skilled and experienced person or body engaged in a similar undertaking in the same or similar circumstances.

	Government Procurement Card
	The Government’s preferred method of purchasing and payment for low value goods or services https://www.gov.uk/government/publications/government-procurement-card--2.

	Guarantee
	The guarantee described in Schedule 5.

	Guidance
	Any current UK Government Guidance on the Public Contracts Regulations 2015. In the event of a conflict between any current UK Government Guidance and the Crown Commercial Service Guidance, current UK Government Guidance will take precedence.

	Halifax Abuse Principle
	The principle explained in the CJEU Case C 255/02 Halifax and others;

	Implementation Plan
	The plan with an outline of processes (including data standards for migration), costs (for example) of implementing the services which may be required as part of Onboarding.

	Indicative Test
	ESI tool completed by contractors on their own behalf at the request of CCS or the Buyer (as applicable) under clause 4.6.

	Information
	Has the meaning given under section 84 of the Freedom of Information Act 2000.

	Information Security Management System
	The information security management system and process developed by the Supplier in accordance with clause 16.1.

	Inside IR35
	Contractual engagements which would be determined to be within the scope of the IR35 Intermediaries legislation if assessed using the ESI tool.

	Insolvency Event
	Can be:
· a voluntary arrangement
· a winding-up petition
· the appointment of a receiver or administrator
· an unresolved statutory demand 
· a Schedule A1 moratorium.

	Intellectual Property Rights or IPR
	Intellectual Property Rights are:
· copyright, rights related to or affording protection similar to copyright, rights in databases, patents and rights in inventions, semi-conductor topography rights, trade marks, rights in internet domain names and website addresses and other rights in trade names, designs, Know-How, trade secrets and other rights in Confidential Information
· applications for registration, and the right to apply for registration, for any of the rights listed at (a) that are capable of being registered in any country or jurisdiction
· all other rights having equivalent or similar effect in any country or jurisdiction

	Intermediary
	For the purposes of the IR35 rules an intermediary can be:
· the supplier's own limited company
· a service or a personal service company
· a partnership

It does not apply if you work for a client through a Managed Service Company (MSC) or agency (for example, an employment agency).

	IPR Claim
	As set out in clause 11.5.

	IR35
	IR35 is also known as ‘Intermediaries legislation’. It’s a set of rules that affect tax and National Insurance where a Supplier is contracted to work for a client through an Intermediary.

	IR35 Assessment
	Assessment of employment status using the ESI tool to determine if engagement is Inside or Outside IR35.

	Key Subcontractor
	Any Subcontractor:
(a)	which, in the opinion of the Buyer, performs (or would perform if appointed) a critical role in the provision of all or any part of the Services; and/or
(b)	with a Subcontract with a contract value which at the time of appointment exceeds (or would exceed if appointed) ten per cent (10%) of the aggregate Charges forecast to be payable under this Call-Off Contract;

	Know-How
	All ideas, concepts, schemes, information, knowledge, techniques, methodology, and anything else in the nature of know-how relating to the G-Cloud Services but excluding know-how already in the Supplier’s or CCS’s possession before the Start Date.

	Law
	Any applicable Act of Parliament, subordinate legislation within the meaning of Section 21(1) of the Interpretation Act 1978, exercise of the royal prerogative, enforceable community right within the meaning of Section 2 of the European Communities Act 1972, judgment of a relevant court of law, or directives or requirements of any Regulatory Body.

	LED
	Law Enforcement Directive (EU) 2016/680.

	
Loss


	All losses, liabilities, damages, costs, expenses (including legal fees), disbursements, costs of investigation, litigation, settlement, judgment, interest and penalties whether arising in contract, tort (including negligence), breach of statutory duty, misrepresentation or otherwise and 'Losses' will be interpreted accordingly.

	Lot
	Any of the 3 Lots specified in the ITT and Lots will be construed accordingly.

	Malicious Software
	Any software program or code intended to destroy, interfere with, corrupt, or cause undesired effects on program files, data or other information, executable code or application software macros, whether or not its operation is immediate or delayed, and whether the malicious software is introduced wilfully, negligently or without knowledge of its existence.

	Management Charge
	The sum paid by the Supplier to CCS being an amount of up to 1% but currently set at 0.75% of all Charges for the Services invoiced to Buyers (net of VAT) in each month throughout the duration of the Framework Agreement and thereafter, until the expiry or End of any Call-Off Contract.

	Management Information
	The management information specified in Framework Agreement section 6 (What you report to CCS).

	Material Breach 
	Those breaches which have been expressly set out as a material breach and any other single serious breach or persistent failure to perform as required under this Call-Off Contract.

	Ministry of Justice Code
	The Ministry of Justice’s Code of Practice on the Discharge of the Functions of Public Authorities under Part 1 of the Freedom of Information Act 2000.

	New Fair Deal
	The revised Fair Deal position in the HM Treasury guidance: “Fair Deal for staff pensions: staff transfer from central government” issued in October 2013 as amended.

	Occasion of Tax Non-Compliance
	(a)	any Tax return of the Supplier and/or its Subcontractor and/or any  non-submission of a Tax return (whether deliberate or by omission) by the Supplier and/or its Subcontractor to the Relevant Tax Authority on or after 1 October 2012 is found to be incorrect as a result of:
(i)	a Relevant Tax Authority successfully challenging the Supplier or relevant Subcontractor under the General Anti Abuse Rule or the Halifax Abuse Principle or TAAR or under any Tax rules or legislation in any jurisdiction that have an effect equivalent or similar to the General Anti Abuse Rule or the Halifax Abuse Principle or TAAR; 
(ii)	the failure of an avoidance scheme which the Supplier or relevant Subcontractor was involved in, and which was, or should have been, notified to a Relevant Tax Authority under the DOTAS or any equivalent or similar regime in any jurisdiction; and/or
(b)	the Tax affairs of the Supplier or any of its Subcontractors have given rise to a criminal conviction in any jurisdiction for Tax related offences within the last five (5) years which is not spent at the date the Call-Off Contract is entered into or to a civil penalty for fraud or evasion within the last three (3) years; 
(c)	For these purposes :
(i)	a return is "submitted" when it is first submitted to the Relevant Tax Authority and any subsequent amendments or re-submissions are to be ignored; and
(ii)	a Relevant Tax Authority will not be deemed to have "successfully challenged" the Supplier or a Subcontractor until an appeal against such challenge is no longer possible.

	Order
	An order for G-Cloud Services placed by a Contracting Body with the Supplier in accordance with the Ordering Processes.

	Order Form
	The order form set out in Part A of the Call-Off Contract to be used by a Buyer to order G-Cloud Services.

	Ordered G-Cloud Services
	G-Cloud Services which are the subject of an Order by the Buyer.

	Outside IR35
	Contractual engagements which would be determined to not be within the scope of the IR35 intermediaries legislation if assessed using the ESI tool.

	Party
	The Buyer or the Supplier and ‘Parties’ will be interpreted accordingly.

	Personal Data
	Takes the meaning given in the GDPR.

	Personal Data Breach 
	Takes the meaning given in the GDPR.

	Processing
	Takes the meaning given in the GDPR

	Processor
	Takes the meaning given in the GDPR.

	Prohibited Act
	To directly or indirectly offer, promise or give any person working
for or engaged by a Buyer or CCS a financial or other advantage
to:
· induce that person to perform improperly a relevant function or activity
· reward that person for improper performance of a relevant function or activity
· commit any offence:
· under the Bribery Act 2010
· under legislation creating offences concerning Fraud
· at common Law concerning Fraud
· committing or attempting or conspiring to commit Fraud

	Project Specific IPRs
	Any intellectual property rights in items created or arising out of the performance by the Supplier (or by a third party on behalf of the Supplier) specifically for the purposes of this Call-Off Contract including databases, configurations, code, instructions, technical documentation and schema but not including the Supplier’s Background IPRs.

	Property
	Assets and property including technical infrastructure, IPRs and equipment. 

	Protective Measures
	Appropriate technical and organisational measures which may include: pseudonymising and encrypting Personal Data, ensuring confidentiality, integrity, availability and resilience of systems and services, ensuring that availability of and access to Personal Data can be restored in a timely manner after an incident, and regularly assessing and evaluating the effectiveness of such measures adopted by it.

	PSN or Public Services Network
	The Public Services Network (PSN) is the Government’s high-performance network which helps public sector organisations work together, reduce duplication and share resources.

	Purchase Order Number
	the Buyer’s unique number relating to the supply of the Services

	Regulatory Body or Bodies
	Government departments and other bodies which, whether under statute, codes of practice or otherwise, are entitled to investigate or influence the matters dealt with in this Call-Off Contract.

	Reimbursable Expenses
	Reasonable out of pocket travel and subsistence (for example, hotel and food) expenses, properly and necessarily incurred in the performance of the Services, calculated at the rates and in accordance with the Buyer’s expenses policy current from time to time, but not including:
(a)	travel expenses incurred as a result of Supplier Personnel travelling to and from their usual place of work, or to and from the premises at which the Services are principally to be performed, unless the Buyer otherwise agrees in advance in writing; and
(b)	subsistence expenses incurred by Supplier Personnel whilst performing the Services at their usual place of work, or to and from the premises at which the Services are principally to be performed;

	Relevant Person
	Any employee, agent, servant, or representative of the Buyer, any other public body or person employed by or on behalf of the Buyer, or any other public body.

	Relevant Tax Authority
	HMRC, or, if applicable, a tax authority in the jurisdiction in which the Supplier is established, resident or liable to any Tax;

	Relevant Transfer
	A transfer of employment to which the Employment Regulations applies.

	Replacement Services
	Any services which are the same as or substantially similar to any of the Services and which the Buyer receives in substitution for any of the Services after the expiry or Ending or partial Ending of the Call-Off Contract, whether those services are provided by the Buyer or a third party.

	Replacement Supplier
	Any third-party service provider of Replacement Services appointed by the Buyer (or where the Buyer is providing replacement Services for its own account, the Buyer).

	Security Management Plan
	The Supplier's security management plan developed by the Supplier in accordance with clause 16.1.

	Services
	The services ordered by the Buyer as set out in the Order Form.

	Service Data
	Data that is owned or managed by the Buyer and used for the G-Cloud Services, including backup data.

	Service Definition(s)
	The definition of the Supplier's G-Cloud Services  provided as part of their Application that includes, but isn’t limited to, those items listed in Section 2 (Services Offered) of the Framework Agreement.

	Service Description
	The description of the Supplier service offering as published on the Digital Marketplace.

	Service Personal Data
	The Personal Data supplied by a Buyer to the Supplier in the course of the use of the G-Cloud Services for purposes of or in connection with this Call-Off Contract.

	Spend Controls
	The approval process used by a central government Buyer if it needs to spend money on certain digital or technology services, see https://www.gov.uk/service-manual/agile-delivery/spend-controls-check-if-you-need-approval-to-spend-money-on-a-service

	Start Date
	The start date of this Call-Off Contract as set out in the Order Form.

	Subcontract
	Any contract or agreement or proposed agreement between the Supplier and a Subcontractor in which the Subcontractor agrees to provide to the Supplier the G-Cloud Services or any part thereof or facilities or goods and services necessary for the provision of the G-Cloud Services or any part thereof.

	Subcontractor
	Any third party engaged by the Supplier under a Subcontract (permitted under the Framework Agreement and the Call-Off Contract) and its servants or agents in connection with the provision of G-Cloud Services.

	Subprocessor
	Any third party appointed to process Personal Data on behalf of the Supplier under this Call-Off Contract.

	Supplier
	The person, firm or company identified in the Order Form.

	Supplier Personnel
	All directors, officers, employees, agents, consultants and contractors of the Supplier and/or of any sub-contractor of the Supplier engaged in the performance of the Supplier’s obligations under the Agreement;

	Supplier Representative
	The representative appointed by the Supplier from time to time in relation to the Call-Off Contract.

	Supplier Staff
	All persons employed by the Supplier together with the Supplier’s servants, agents, suppliers and Subcontractors used in the performance of its obligations under this Call-Off Contract.

	Supplier Terms
	The relevant G-Cloud Service terms and conditions as set out in the Terms and Conditions document supplied as part of the Supplier’s Application.

	Supporting Documentation
	Each invoice shall include such supporting information required by the Buyer to verify the accuracy of the invoice), including the relevant Purchase Order Number (and CD Reference) and a breakdown of the Services supplied in the invoice period.  

	“TAAR” or “Targeted Anti-Avoidance Rule”
	Means provision(s) in any legislation which seeks to prevent avoidance of any Tax;

	Tax
	Means:
(a)	all forms of tax whether direct or indirect;
(b)	national insurance contributions in the United Kingdom and similar contributions or obligations in any other jurisdiction;
(c)	all statutory, governmental, state, federal, provincial, local government or municipal charges, duties, imports, contributions, levies or liabilities (other than in return  for goods or services supplied or performed or to be performed) and withholdings; and
(d)	any penalty, fine, surcharge, interest, charges or costs relating to any of the above,
in each case wherever chargeable and whether of the United Kingdom and any other jurisdiction;

	Term
	The term of this Call-Off Contract as set out in the Order Form. 

	Variation
	This has the meaning given to it in clause 32 (Variation process).

	VAT
	Value added tax as provided for in the Value Added Tax Act 1994.

	Working Days
	Any day other than a Saturday, Sunday or public holiday in England and Wales.

	Year
	A contract year.
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Schedule 7 - GDPR Information  
[bookmark: _20xfydz]This schedule reproduces the annexes to the GDPR schedule contained within the Framework Agreement and incorporated into this Call-off Contract.  
[bookmark: _Toc13659190]Annex 1 - Processing Personal Data
This Annex shall be completed by the Controller, who may take account of the view of the Processors, however the final decision as to the content of this Annex shall be with the Buyer at its absolute discretion.  
1.1 The contact details of the Buyer’s Data Protection Officer are: 
(a) advice.dpa@hmrc.gsi.gov.uk or write to:
(b) The Data Protection Officer 
HM Revenue and Customs 
7th Floor 
10 South Colonnade 
Canary Wharf 
London 
E14 4PU
1.2 The contact details of the Supplier’s Data Protection Officer are: 
(a) Erik.Zilinek@skillsoft.com or:
(b) ContactDPO@skillsoft.com
1.3 The Processor shall comply with any further written instructions with respect to Processing by the Controller.
1.4 Any such further instructions shall be incorporated into this Annex.

	Description
	Details

	Identity of Controller for each Category of Personal Data
	The Buyer is Controller and the Supplier is Processor
The Parties acknowledge that in accordance with paragraph 2-15 Framework Agreement Schedule 4 (Where the Party is a Controller and the other Party is Processor) and for the purposes of the Data Protection Legislation, the Buyer is the Controller and the Supplier is the Processor of the following Personal Data:
· Names and associated email addresses for HMRC staff members that will require a user licence for the service.

The Supplier is Controller and the Buyer is Processor
The Parties acknowledge that for the purposes of the Data Protection Legislation, the Supplier is the Controller and the Buyer is the Processor in accordance with paragraph 2 to paragraph 15 of the following Personal Data:
· Not applicable


The Parties are Joint Controllers
The Parties acknowledge that they are Joint Controllers for the purposes of the Data Protection Legislation in respect of:
· Not applicable
 
The Parties are Independent Controllers of Personal Data
The Parties acknowledge that they are Independent Controllers for the purposes of the Data Protection Legislation in respect of:
· Business contact details of Supplier Personnel for which the Supplier is the Controller,
· Business contact details of any directors, officers, employees, agents, consultants and contractors of Buyer (excluding the Supplier Personnel) engaged in the performance of the Buyer’s duties under the Contract) for which the Buyer is the Controller,


	Duration of the Processing
	For 24 months from 30/07/2019 to 29/07/2021.

	Nature and purposes of the Processing
	Email addresses and names of intended users of the service will be provided to the supplier by the buyer in order to distribute the licences.
Users of the service will use their email address to log in to the service provided by the supplier, via the web client. The supplier stores these details to enable users to benefit from the service. 


	Type of Personal Data
	Email addresses
Names

	Categories of Data Subject
	HMRC staff that have been specifically allocated a user licence based on their need to access the learning material.

	Plan for return and destruction of the data once the Processing is complete
UNLESS requirement under Union or Member State law to preserve that type of data
	The data shall be kept for no longer than is needed for the fulfilment of this service. Once this contract or any renewal of this service expires it is expected that the data be erased. Upon written request by Buyer to delete or return the data, Supplier shall, after a recovery period of up to thirty (30) days following such request, comply with Buyer’s instructions as soon as reasonably practicable. Notwithstanding the foregoing, absent instructions from Buyer, Supplier shall delete all data within a hundred and eighty (180) days following the aforementioned expiry.
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Name of Product Package Subject Area(s) 
Percipio Business Expert business skills 
Percipio Technology & Developer Expert technology & software  development 
Percipio Productivity & Collaboration Tools Expert desktop computing 
Percipio Skillsoft Expert business skills, technology & software 


development, desktop computing 
Percipio Digital Transformation digital transformation 
Percipio Skillsoft Leadership Development 
Programme 


leadership 


Percipio Engineering engineering 
Percipio Legal Compliance legal compliance 
Percipio Compliance E,S&H workplace safety, the environment 
Percipio Compliance Complete legal compliance,  workplace safety, the 


environment 


All product packages listed in the above table contain a selection of online courses on the 
corresponding subject matter indicated.  Many product packages contain selections of other types of 
online learning assets, which may include but are not limited to books, audio books, videos, books 
summaries, mentoring services, test preparations, and virtual practice labs.  Supplier reserves the 
right to modify, restrict or update any content contained in any product package at any time.  Detail 
of the then-current contents of any specific product package is available from Supplier upon request 
at any time. 


All product packages will be deployed from Supplier’s Percipio platform hosted in a data centre 
located in the European Union. 


The document titled ‘Skillsoft UK Limited Service Levels and Support For G-Cloud 11 Buyers’ 
appended hereto as Exhibit A (including the two documents referenced therein and appended 
thereto as Annex 1 and Annex 2) describe the service levels and support provided by Skillsoft in 
connection with provision of its product packages deployed from Percipio.  Detail includes a monthly 
availability target, service credits for failure to meet that target, maintenance windows, data back-up 
processes and disaster recovery, as well as technical support available to individual users and 
support for the Buyer in the strategic implementation of learning using Skillsoft products. There are 
no additional Charges levied by Supplier in connection with such service levels and support. 


Technical requirements for hardware and software required to access the Percipio platform and 
learning assets deployed therefrom can be found at https://documentation.skillsoft.com/ 


Exit plan – Due to the proprietary nature of Supplier’s Cloud Software, exit planning is restricted to 
providing to the Buyer (upon Buyer’s request within 30 days of the end of the applicable Call-Off 
Contract) a copy in an industry-standard format of a copy of the Buyer's data (including data of 
usage of the Supplier products by individuals) held on the Percipio platform. 



https://documentation.skillsoft.com/





Exhibit A 
 


Skillsoft UK Limited  
Service Levels and Support  


For G-Cloud 11 Buyers 
 


This document applies solely to the specification, service levels and support of Percipio and other Skillsoft Products deployed therefrom provided to Buyers by Supplier 
under Call-Off Contracts, and Supplier’s support processes.   
 
1. Definitions.  Capitalized terms used but not defined in this document shall have the same meaning as in Supplier’s service-specific terms and 
conditions or the applicable Call-Off Contract. 
 
1.1 “Downtime” shall mean sustained loss of access to Percipio and/or other Skillsoft Products delivered to Buyer therefrom for five (5) minutes or 
longer due to a failure of Supplier to provide service for such period. Downtime shall not include any network unavailability during Supplier’s scheduled 
maintenance or issues not attributable to Supplier such as, 1) speed of the modem or connection by which the end user is accessing the server; 2) memory, 
configuration and web browsers of the end user workstations from which the end user is accessing the server; 3) security, firewall/proxy servers that end 
users need to pass through from Buyer to the Supplier servers; and (4) performance level of the internet service provider that services Buyer and its users. 
 
1.2 “Percipio” shall mean a method for the delivery of and access to certain Skillsoft Products whereby Supplier shall host the Skillsoft Products on 
Supplier servers and Buyer may obtain access to the Skillsoft Products. Supplier shall provide installation of any maintenance releases and/or new version 
releases to the Percipio platform at no extra charge to Buyer. The timing of such installations will be at Supplier’s discretion.   
 
1.3 “Scheduled Maintenance” means periods during which Percipio and/or other Skillsoft Products delivered therefrom are unavailable due to planned 
maintenance activities scheduled by Supplier in accordance with its normal policies and procedures as described in the applicable Cloud Operations 
Services document referenced in section 3 below. 
 
1.4 “Uptime” shall be calculated on a monthly basis and is expressed as a percentage equal to 
 (number of minutes in the month minus number of minutes of Scheduled Maintenance during the month minus number of minutes Downtime in the month) 
divided (total number of minutes in the month - number of minutes of Scheduled Maintenance during the month).  
 
 
2. Percipio Availability. 


 
2.1 Buyer shall report downtime to Supplier’s Technical Support Department, through its toll free number.  Supplier agrees that in the event that 
Supplier discovers or is notified by Buyer that Buyer is experiencing downtime, Supplier will take all actions necessary, to determine the source of the 
downtime and correct the problem, disruption, or outage if the problem is within Supplier’s control. 
 
2.2 Within two (2) hours of discovering or receiving notice of the downtime, Supplier will determine whether the source of the downtime is limited to 
Supplier (or its subcontractors’ or agents’) equipment and software providing service to the Buyer.  If Supplier determines that the Supplier (or its 
subcontractors’ or agents’) equipment and software are not the source of the downtime, Supplier will determine the source of the downtime within an 
additional two (2) hour period.  In any event, Supplier will notify Buyer of the source of the downtime as soon as a problem has been identified, and provide 
an estimated time for resolution of the problem for problems related to Supplier equipment and software.   If the source of and remedy to the downtime reside 
outside of the Supplier (or its subcontractors’ or agents’) server, Supplier will use commercially reasonable efforts to notify the party(ies) responsible for the 
source of the downtime and cooperate with it (them) to resolve such problem as soon as possible. 
 
2.3  Supplier will use all reasonable endeavours to ensure an Uptime measured on a monthly basis that is equal to or greater than 99%. 
 
2.4  Upon request from Buyer Supplier will grant to Buyer a pro rata temporis credit of Charges paid under the applicable Order Form(s) for (i) any 
incident of Downtime of duration in excess of two (2) hours duration and/or (ii) any delta between actual Uptime and the Uptime standard set forth in section 
2.3 above.  For the avoidance of doubt, Buyer agrees that any incident of Downtime shall only result in a single credit pursuant to the immediately foregoing 
sentence.  
 
 
 
3. Percipio Technology, Policies and Processes. 
 
Detail of the technology of and policies and processes followed by Supplier in connection with Percipio are set forth in the applicable Cloud Operations 
Services documentation, accessible via https://documentation.skillsoft.com/.  A copy of the applicable document as at the date of Supplier’s application to G-
Cloud 11 is appended hereto as Annex 1. Supplier reserves the right to vary the technology, policies and processes so long as any such change maintains or 
enhances the functionality, performance and security of Percipio.  A copy of the then-current applicable version of the Cloud Operations Services 
documentation will be provided by Supplier to Buyer upon Buyer’s request from time to time.   
 



https://documentation.skillsoft.com/
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4. Technical Support.


Supplier agrees to make available to Buyer throughout the term of the Agreement in accordance with its normal policies and procedures technical support 
services for and in response to reported software problems with licensed Skillsoft Products.  Such policies and procedures as at the date of Supplier’s 
application to G-Cloud 11 are set forth in Supplier’s Customer Support Operational Guide dated February 2018, a copy of which is appended hereto as 
Annex 2. Supplier reserves the right to vary the policies and procedures set forth in the aforementioned document so long as any such change maintains or 
enhances the quality and quantity of technical support services available to Buyer. A copy of the then-current applicable version of Supplier’s Customer 
Support Operational Guide will be provided by Supplier to Buyer upon Buyer’s request from time to time.   


5. Customer Success Group Support


The services of one or more members of the Supplier Customer Success group will be made available to Buyer to offer assistance from time to time in 
relation to the strategic implementation process (including program design; alignment; internal marketing strategy; and measuring ongoing success) in 
connection with the Skillsoft Products licensed under this Order Form, all in accordance with Supplier’s then-current policies and procedures. 
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Annex 1
Skillsoft Cloud Operations (CO) Services 


Percipio Hosted in the E.U 


Revision History 


Date Version Description Author 


3/27/2019 1.0 Description of the Cloud Operations and the Private Cloud in the E.U. Cloud Ops. 


Revision History 1 


Introduction 6 


Privacy Shield / GDPR 6 


Percipio Application Description 7 


PII and other user data 7 


Load Balancing 8 


Data Center and Co-Location Services 8 


Network Device Control 9 


Description of the network, routers, switches, firewalls 9 


Control Program Management 9 


Restart and recovery procedures 9 


Restriction on system access 10 
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Introduction 


Skillsoft offers Percipio via the Software as a Service (SaaS) Model. Percipio is accessible via the web alleviating 
the complexities involved in managing a web application that has to be accessible over the Internet worldwide, 
24/7/365.  


The SaaS model our customers’ IT Management no longer needs to worry about: 


• Hardware costs


• Software Licensing costs


• Application monitoring


• Creation of in-house expertise to support the eLearning solution


• Dealing with application and content upgrades


• Allocation of IT staffing to perform recurring maintenance


• Security management for the application


• Backup/Restore management


• Augmentation of helpdesk staffing


Skillsoft Cloud Operations (CO) have developed policies and processes to ensure application performance while 
maintaining the highest security standards. Following, is the description of these processes and the overall CO 
services provided by Skillsoft. For companies that are restricting the IP addresses that can be accessed from within 
the company, Skillsoft will provide a range of IP addresses that will have to be open for the Percipio application to 
work properly. More information on the IP ranges can be provided by the Account Team that supports the customer 
account. 


Privacy Shield / GDPR 
Skillsoft is committed to data privacy and is compliant with the existing EU Data Protection Directive as enshrined in 
applicable local EU member state law, such as the UK Data Protection Act 1998. Skillsoft implemented data 
protection measures and processes to ensure compliance with the General Data Protection Regulation (GDPR). 


Skillsoft rolled out a tool from TrustArc to inventory all applications that store E.U. users’ Personal Identifiable 
information. Skillsoft also developed tools that enable its customers to exercise the right to be forgotten for a user. 
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In addition, Skillsoft pursues Privacy Shield certification this year.  We engaged external privacy counsel to perform 
a comprehensive assessment of Skillsoft’s relevant business processes, EU personal data collection and use 
practices, and personal data flows from the EU to the US to evaluate our privacy policies and practices against the 
Privacy Shield Framework requirements.  Once this process is complete and any necessary modifications have 
been made to our policies and procedures, Skillsoft will seek Privacy Shield Self-Certification with the US 
Department of Commerce. 


 


We are committed to completing this review and self-certification process as soon as reasonably practicable so that 
we can use Privacy Shield as a transfer mechanism to comply with EU data protection requirements.  In the 
meantime, Skillsoft is happy to enter Standard Contractual Clauses to govern such transfers. A Model Clause 
agreement is available for Skillsoft E.U. customers. 


 


 


  


Percipio Application Description 


Percipio is a web application developed on Micro Services architecture. The application uses RedHat’s Open Shift 
platform, Docker containers, Kubernetes, Kafka, PostgressSQL databases, Casandra database for reporting and 
analytics and other technologies that are best-of-breed in the Micro Services Architecture. The Percipio application 
uses Java and Ruby at its core. The application uses the SQL database to store various configuration parameters 
as well as student credentials and student progress records. Customers are segregated in the SQL database by an 
organizaion key unique to each organizaion.  


Percipio application uses Multi-tenancy by unique identifier. All Customers use the same database and schema, 
but the rows of the table have a unique OrgID which is used in retrieving data for an Organization. Within an 
Organization there is a unique UserID which is used (in certain cases) to further filter the data to a single user.) 
  
The unique identifiers are generated using the UUID v4 format 
(https://en.wikipedia.org/wiki/Universally_unique_identifier) – These identifier are randomly generated by 
software libraries complying with RFC4122 (https://tools.ietf.org/html/rfc4122#section-4.1.3).  
The chances of guessing one of them is next to zero (https://stackoverflow.com/questions/4878359/what-is-
the-probability-of-guessing-matching-a-guid)  


 


 


PII and other user data 


The application stores in its SQL database user data: 


• First Name,  


• Last Name and  


• email address.  



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://tools.ietf.org/html/rfc4122#section-4.1.3

https://stackoverflow.com/questions/4878359/what-is-the-probability-of-guessing-matching-a-guid

https://stackoverflow.com/questions/4878359/what-is-the-probability-of-guessing-matching-a-guid
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• Activity, such as access to courses, books, audiobooks


• Time spent on Channel and Course Pages


• Collection level consumption


• Assignment status


For users/learners, the application is accessible via a Web browser on port 443. Courses launch via the HTML5 
JWPlayer.   


Load Balancing 


All current generation products achieve maximum scalability and service availability through a classic hardware 
load-balanced architecture. All real-time application level components provide both horizontal and vertical scalability 
options and are constantly monitored against key performance criteria and are appropriately scaled on demand. 
Core infrastructure components are implemented in either an active-active, or active-passive failover model. 


Data Center and Co-Location Services 


Skillsoft contracts data center and co-location services with Tier 3+ service provider, British Telecom (BT). The 
location of the data center is in Frankfurt, Germany. BT data centers provide redundant high-bandwidth connectivity 
and scalability enabling Skillsoft to develop its hosting service rapidly and effectively. Security access includes 
multiple levels of physical and digital access controls. BT delivers highly reliable network connectivity and state-of-
the-art collocation facilities providing the best possible operating environment to Skillsoft and its customers. 


The BT data center includes VESDA fire detection and FM-200 fire surppression. A 2N redundant power supply 
provides dual power feeds and backup batteries, water coolant systems, and generators.  An N + 1 redundant 
climate control system provides primary and backup chiller units, cooling towers, and water storage. Additionally, a 
local network operations center (NOC) monitors the data center’s operations continuously. BT achieved a Power 
Effectiveness Wert (PUE) of 1.3. Physical access to BT data center is kept secure by 24x7 guards with interior and 
exterior closed-circuit television surveillance, electronic access at all data center entrances, including electronic key 
management systems and individually keyed cabinets and cages. The facility has a perimeter fence with a entrance 
gate remotely controlled and monitored via CCTV by BT security personnel. 


BT data centers have the follwing certifications: 


ISO 9001 – Quality Management 


ISO 20000 – IT Process, ITIL 


ISO 27001 – Security Management 


ISO 14001 – Green IT 
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Additional information about BT centers and co-location services can be obtained from BT directly.  


 


 


 


Network Device Control 
 


Description of the network, routers, switches, firewalls 


Recognizing the critical nature of network and security infrastructures Skillsoft has made strategic investments in 
best-of-breed devices from vendors such as Cisco and F5 Networks  reflecting our ongoing commitment to world-
class service provision.  Network infrastructures are built for scalability and fault resilience following many of the 
guidances used by Internet Service providers. 


 


Perimeter security is provided through a robust Firewall and Intrusion Detection and Prevention system.  This multi-
vendor, multi-layer system affords customers the greatest degree of protection from Denial of Service attacks and 
intrusion attempts while positioning Skillsoft to respond with agility to emergent threats. 


 


All systems are built from standardized, pre-hardened images employing industry best-practices.  System images 
are routinely reviewed to ensure responsiveness to a changing technology and threat landscape. 


 


As a final measure Skillsoft conducts an annual, third-party security audit of our CO Environment.  Skillsoft has 
enjoyed a very favorable asessment history with no high-risk vulnerabilities found during any assessments.  


 


Control Program Management 
 


Restart and recovery procedures 


A comprehensive monitoring infrastructure ensures that Skillsoft CO personnel are alerted at the earliest opportunity 
of service affecting conditions.  Clearly articulated governances inform the assigned CO Engineer what actions are 
permitted without escalation and specific details on how prescribed actions should be undertaken.  In the event that 
a conditions arises for which there is no defined procedure, the issue is escalated to a manger immediately. 
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Restriction on system access 


Respecting the confidential nature of the data entrusted to Skillsoft by our customers and in an effort to provide the 
most stable CO environment possible, privileged access to all Private Cloud systems is restricted to CO personnel 
only.  Under no condition is system access granted to any party outside of CO with the exception of service 
providers under a direct support or professional services contract with Skillsoft. No Third Party Service providers 
have access to customers’ data. 


 


System documentation 


Extensive documentation has been created covering all aspects of system construction, application installation and 
product configuration and management.  These documents are constantly updated to reflect the most current 
policies and procedures.  All documents remain under strict version control and any changes are subject to multi-
party review and approval. 


 


Protection from unauthorized access 


Privileged access to all Skillsoft CO entity is strictly controlled and available only to CO personnel.  Under no 
circumstance is access granted to non-CO personnel to any system.  Strict and consistently enforced protocols 
ensure that all access is immediately suspended following any job action affecting CO personnel. 


Data Protection Procedures 
 


Overall backup strategy 


System backups are not meant for the following purposes:  


• Data Archival 
• To safeguard against scenarios not directly related to the loss of data 


 


The data backup is accomplished using CommVault Simpana, consists of two stages: 


 
• Disk backup – Utilizing disk-based storage array to store backups at the hosting facility, making them available for quick 


restore if necessary. The backups will be the recent data backups 
• Tape Backup – Utilizing backup LTO6 media. The tapes are encrypted using FIPS 140-2 compliant software encryption option 


within the backup platform, which allows for a 256-bit AES pass phrase that must be at least 16 characters. Skillsoft will utilize 
a randomly generated 64-character string.  
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Backup Schedule 


Systems will be backed up according to the schedule below: 


Information Class Frequency/Type On Disk Retention Offsite Retention Comment 


Percipio Relational Databases Daily 90 Days N/A  Predominantly customer 
application data 


Weekly 90 Days 90 Days 


Network Attached Storage Daily 90 Days N/A 
 Includes administrative, 
repositories and 
application data sets 


Weekly 90 Days 90 Days 
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Backup Media Retirement 


Media will be retired and disposed of as described in the Skillsoft Digital Asset Destruction Policy. 


Prior to retirement and disposal, Global Cloud Operations will ensure that: 


• The media no longer contains active backup images
• The media’s current or former contents cannot be read or recovered by an unauthorized party.


Backup Verification 


On a daily basis, logged information generated from each backup job will be reviewed by the backup administrator for the following 
purposes: 


• To check for and correct errors.
• To monitor the duration of the backup job.
• To optimize backup performance where possible.
• IT will identify problems and take corrective action to reduce any risks associated with failed backups.
• Random test restores will be done once a week in or der to verify that backups have been successful


Hosting will maintain records demonstrating the review of logs and test restores so as to demonstrate compliance with this policy for 
auditing purposes. 


Data Recovery 


In the event of a catastrophic system failure, off-site backed up data will be made available to users within 3 working days if the 
destroyed equipment has been replaced by that time.  


In the event of a non-catastrophic system failure or user error, on-site backed up data will be made available to users within 1 working 
day.  


Restoration Requests 


In the event of accidental deletion or corruption of information, requests for restoration will be made via Skillsoft Tech Support. A ticket 
will be opened by Skillsoft Tech Support assigning the restoration request to Global Cloud Operations - Hosting Support.  
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Incident Management 


All Private Cloud Systems are broadly monitored for availability from multiple physical locations.  Visual and auditory 
alerts are generated within 1 minute of a service fault and email alerts generated within 2 minutes.  Immediate 
action is undertaken to restore impaired services.  All service affecting events are logged and analyzed by both SW 
Engineering and CO resources to ensure that the event is fully understood and steps are taken to mitigate future 
exposure to the event. 


Slowness in Applications Performance 


In addition to tracking the availability of the Private Cloud services, comprehensive measures are in place to protect 
against subtle or transient application latency.  A redundant and geographically dispersed monitoring infrastructure 
provides visual, auditory and email notification for any monitoring event that surpasses the allowable time limit.  The 
transactional monitors emulate user activity and provide a reliable indicator of general end-user system 
performance. 


Security Breach Management 


In the event that the Private Cloud systems or services are compromised Skillsoft CO would immediately implement 
an environment lock-down blocking all inbound and outbound communication from the datacenter environment.  
Privileged remote connectivity would be maintained for CO Security and Network Personnel to ensure the timeliest 
resolution of the issue.  Every effort would be taken to close the breach, re-stabilize the systems and limit exposure 
of customer data.  A detailed post-mortem of the events would be conducted at the earliest opportunity and shared 
with our customers as appropriate.  


Process for communicating back to customers 


Communications to the customer are effected through Skillsoft Tech Support and Learning Consultants with root 
cause analyses available to customers upon request. 


Systems Recovery from a Service Affecting Event 


Hardware Failure 


Many systems in the Private Cloud Environment are hardware load balanced and the loss of a system is not service 
affecting.  In cases where hardware redundancy is not provided, fully configured, hot-standby systems are available 
for immediate use. Recovery policies and procedures are documented to enable quick response to such incidents 
restroing services quickly and efficiently. 
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Application Malfunction 


Application faults are detected through continuous system monitoring and mean time to resolution in generally less 
than 10 minutes.  Procedures for corrective actions are documented and all application faults are escalated to SW 
Engineering for investigation. 


Network Loss 


A fully redundant network infrastructure enables Skillsoft to provide the most highly available infrastructure possible.  
Redundancy is provided at all levels including the Internet connection. Failover tests are conducted on a regular 
basis to ensure that configuration modifications and patch installations do not effect the reliability of our fault 
tolerance. 


Impaired Application Performance (i.e latency) 


Application latency is detected through continuous system monitoring and mean time to resolution is generally less 
than 10 minutes.  Procedures for corrective actions are documented and all application latency events are escalated 
to SW Engineering for investigation. 


Trusted Recovery 


In the unlikely event that a third party needs to be involved in a system recovery, the third-party engagement will be 
subject to formal contract terms which are reviewed and refined by the Skillsoft legal team before engagement.  
Third-parties directly handling sensitive information are subject to and bound by Non-Disclosure Agreements.  


Disaster Recovery 
To facilitate the most rapid recovery possible, Skillsoft Hosting Services has a documented Disaster Recovery Plan 
that details the responsible parties, the communication protocol and the steps that will be taken in the event of a 
disaster.  Skillsoft has a redundant hosting site located in the U.S. in Northborough, MA. The Disaster Recovery 
data center is managed by Iron Mountain. The redundant site is at a distance of, over 5000 miles from the primary 
hosting site, located in Frankfurt, Germany. In the event of a disaster, customers will be given the option to redeploy 
the Skillsoft SaaS products in the U.S. Customers sites will be redeployed after obtaining written approval from our 
customers. Skillsoft is currently developing a Disaster Recovery Plan that will keep the data in the E.U. The plan is 
to have the D.R. plan completed by the end of 2019. 


Compliance with Standard Architecture 
All production systems are deployed using best of breed security practices. All systems are in essence replicas of a 
master Image making the deployment process efficient and speeding recovery time following an unrecoverable 
system fault.   
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All operating systems are loaded with the most current updates from the OEM. This is done using a suite of 
externally and internally developed tools. 


All systems are hardened to limit unauthorized Admin or Super User access using industry and vendor best 
practices including:  


• Complex naming and password standards


• User access control settings


• Redirection to disabled accounts.


All systems are checked to ensure that any unnecessary or potentially exploitable services are set to be disabled at 
power on.  


Change Management - Roles and Responsibilities 


Technology managers have defined approval boundaries and act as an approving authority for adjustments that are 
contained to their area of purview.  Changes that have a wider impact are submitted for multiparty consideration of 
all stakeholders.  Stakeholders considering change requests are as follows: 


o Network and Security Manager


o Application Services Manager


o Database Manager


o Storage and SANS Manager


o Cloud Operations, Director


o Global Cloud  Operations – S.V.P.


The Cloud Operations Director and Global Cloud Operations S.V.P. have final veto authority on all change requests. 


System Configuration - Management 


Adjustments to system images or configurations are strictly controlled through a multi-party review and approval 
process involving Management, Network and Security, System Analysts and System Engineering resources.  
Documentation is immediately adjusted in response to system reconfiguration. 
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Change Process, Testing and Approval Process 


Change requests are submitted by the initiating party to the appropriate technology manager for initial consideration.  
The area manager will then invoke guidance of the CO Director to determine the scope of the change and establish 
an approval roster.  Whenever possible changes are vetted through advanced implementation in a staging 
environment and in some cases warrant and receive load testing by a dedicated automation team. 


To ensure the quality of work, changes to the environment are verified by CO Supervisors on an ongoing basis. The 
CO Architects conduct physical audits quarterly to ensure that the environment meets the defined standards. 


Configuration and Security Specification 


Skillsoft employs a “most-restrictive” policy in regards to all network device policies and access controls.  Firewall, 
IDP and IDS rules are continually reviewed and monitored for suspicious events.  Device configuration is 
standardized and heavily documented.  Adjustments to configurations and policies are reflected in the associated 
system or device documentation. 


Configuration Control 


Adjustments to any device by a network engineer require the approval of the Network Manager and in some cases 
will additionally require the CO Director’s approval.  An adjustment to any aspect of host system configuration 
requires the review and approval of the Senior System Architect and in some cases the CO Director.  All 
configuration adjustments or changes are reflected in the associated system or device documentation. 


Security, Accounts and Password Management 


Password Management 


Generic Usernames and Passwords use are forbiden.  Administrators are granted individualized logins and 
empowered to manage their own passwords according to the domain enforced password policy. 


Password Expiry 


All user account passwords are scheduled to expire every 30 days.  Passwords must meet strict complexity 
requirements and cannot be reused. Password expiry are enforced via GPOs. 
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Password Length and Complexity 


Passwords must meet a minimum character and complexity requirements including a minimum character restriction 
as well as requiring non-alphanumeric characters and characters of mixed case. Password length and complexity 
are managed via GPOs. 


Password Protection 


Efforts are made to limit the communication of passwords to verbal channels and passwords are provided on a 
need-to-know basis.  When verbal communication of passwords is not possible, username and password 
combinations are communicated in separate correspondences and only to the target audience.  Sharing of user 
account passwords is strictly prohibited. 


Physical Security Description 


All Skillsoft Private Cloud systems are located in a third-party ISO 27001 compliant facility providing 7/24 access 
control to a defined access control roster.  The facility employs multilayered access control governances including 
mantrap doors, CCTV, card-only access and 7/24 guards.  Premises are unmarked. 


Environment - Security Description 


A multi-tiered perimeter defense infrastructure ensures the greatest possible protection from unauthorized access or 
malicious activities.  Measures include a most-restrictive firewall policy, network and pattern-matching intrusion 
detection and prevention systems as well as an extensive and current anti-virus infrastructure. 


Systems - Security Description 


All systems are constructed from standardized, pre-hardened images using industry best practices in accordance 
with Skillsoft specific system and software requirements.  Routine and ongoing patch management is controlled via 
centralized patch management software ensuring a consistent and current posture. 


Personnel - Security Management 


Employee actions (hiring, terminations, suspensions, etc.) are fully coordinated with Human Resources and 
corporate IT providing immediate and coordinated responses to all CO personnel status changes.  Additionally, CO 
management is apprised of all Skillsoft staff terminations should special measures be require to protect against 
actions of ex-employees with privileged knowledge or understanding of Skillsoft proprietary software. 







 


 


 


18 


 


 


Employee Laptops and Mobile devices encryption 


Skillsoft utilizes file-level encryption strategy leveraging software that seamlessly encrypts files at rest and in transit 
based on risk-levels, as defined in the information policy. The risk factor is determined as a combination of content, 
context and type of data. All customer data is defined as sensitive information and treated accordingly.  For data that 
can potentially be copied via auxiliary devices such as USB thumb drives, CD and DVD, The IT department rolled 
out an Enterprise Information Protection software that will detect and prevent Skillsoft’s employees from transferring 
customer sensitive information via mobile devices (i.e., CD-RW/DVD-RW, USB, flash drives, PDAs, cameras, 
mobile phones). 


  


Access to the Private Cloud Environment 


All privileged access and communication to the Private Cloud environment is secured through either client or site-to-
site encryption.  Site-to-site tunnels providing privileged port or service access are restricted to Skillsoft Private 
Cloud-Only subnets.  Remote access authentication is tightly integrated with existing domain security and provides 
for a single point of administration.  Remote access is restricted to CO personnel.  This policy is universal and 
comprehensive to include administration, backups, etc. Under no circumstances is privileged access afforded to SW 
developers, Learning Consultants, Application Engineers, corporate IT or Account Executives. 


 


Remote Access to the Private Cloud Environment 


The Private Cloud systems can be accessed only by the CO Engineers. Access to the various subsystems is 
segregated based on duties and responsibilities. Each engineer has a unique user ID and password that is 
managed via an ACL that grants access only to the systems that are under the engineer’s area of responsibility. 
Since most CO engineers need access to the Private Cloud environment 24/7, they have laptops however the 
laptops have only the operating system and VPN software on it. To access the Private Cloud environment the CO 
engineers, connect remotely from their laptop to their desktop machine on Skillsoft premises, which has the VPN 
software that provides connectivity to the Private Cloud environment. The access is authenticated via a two-factor 
authentication from RSA Security. Application passwords are changed every 30 days or when an individual in CO 
leaves their job role. 


 


Third Party Annual Penetration Test 


In a continuing effort to improve the security of the Private Cloud environment, Skillsoft contracts third-party security 
organizations to conduct annually, full penetration and vulnerability assessment of the Private Cloud Environment.  
Thess assessments review Firewall policies, Intrusion Detection and Prevention policies, System patch levels, 
vulnerability to known software exploits and brute force attacks.  Assesment results are available to customers upon 
request. 
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Vendor, Technology and Platform Disclosure 


As a countermeasure to intelligence gathering, Skillsoft will not release to customers under any condition the make, 
model or manufacturer of any network or security device in use within the Private Cloud environment.  This includes 
release of information related to: 


 
• Firewall related hardware/software/settings 
• Intrusion Detection System related hardware/software/settings 
• Network penetration testing 
• Vulnerability scanning 
• Network topology 
• Internal IP scheme 
• Operating Systems configuration and security settings 
• Software vendors and version used. 


 


 


Planned System Maintenance 


Description of planned system maintenance schedule 


 


Routine maintenance window operations (when service-impacting)  are restricted to two hours per week.  Special 
maintenance windows of longer duration may be requested from time-to-time for which 14 days advanced notice will 
be provided. 


Activities conducted in these maintenance windows may include, but is not restricted to, hardware maintenance and 
replacement, system patching, infrastructure enhancements and Skillsoft software releases. 


 


Emergency Maintenance 


Skillsoft reserves the right to conduct unplanned maintenance activities when a delay of said maintenance is seen to 
pose a significant risk to the availability and or security of the services provided.  Every effort is made to coordinate 
these unscheduled maintenance activities with clients in advance and to conduct these activities at the least 
impactful time as circumstances allow for.  


 


Maintenance Schedule  


All scheduled maintenance window activities are coordinated and planned in advance with established cut-off 
windows.  All activities are critically examined to ensure timing and that all activities are non-overlapping. 
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Security Management 


Maintenance activities are restricted exclusively to CO personnel and access is strictly governed through multipart 
security measures. 


 


Wireless in the office 


Skillsoft provides to its employees wireless access within Skillsoft premises. The wireless service uses WPA2 
Enterprise encryption for access to Skillsoft network environments. All wireless access requires unique 
authentication and is logged to a central location, which is reviewed for failed access attempts. Rogue wireless 
detection is performed continuously to prevent malicious activity. 


Access points are configured to utilize Radius Authentication. A unique secure SSID is configured. Wireless traffic is 
secured and managed via firewall Policies. Allowed ports are limited to HTTP (80), HTTPS (443) and VPN Ports 
(TCP/UDP). 


Wireless access is segregated via its own Ethernet interface on Skillsoft’s Firewall with no access to internal 
corporate resources. VPN must be utilized to gain access to corporate resources. 


 


 


Production Code – Change Control 


Product Development 


Product related software development is done by Skillsoft SW Engineering staff, which consists of Scrum Masters, 
DevOps Managers, Squad Architect, SW Engineers and Database Developers. The SW Engineering department is 
divided into Squads by the various areas of expertise required by the various products and their respective software 
development life cycle. 


 


QA Processes 


A dedicated Quality Control team ensures all software made available to customers is of the highest quality and 
performance.  This team has final veto authority for all software packages moving to production systems. 


 


Qualification Processes 


An extensive and comprehensive testing matrix is applied to Percipio sprints testing functionality and support for all 
technologies listed in the product compatibility matrix.  New functionality is tested extensively and existing 
functionality is additionally tested to safeguard against regressions. 
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Software Rollout into Production  


Following a formal release to Skillsoft CO Services the software release package is reviewed by CO Services and a 
deployment strategy is assessed.  Software then enters a controlled release cycle initially deployed to a staging 
environment.  Following qualification in the staging environment, the software package is deployed in production. 
The Micro Services architecture enables SW deployment quickly and seamlesly. 


 


Patch Management and Version Management 


Continuous improvements to software occasionally result in patches being available to Skillsoft software product 
lines.  All major and minor software releases including patches are uniquely versioned and this version in 
transparent to all operators.  The release strategy for Patch deployments models that of the general software 
release process described above. 


 


SW Engineering – Change Control 
 


SW Engineering Process 


Following the finalization of functional specifications, general software architecture is determined by the product 
software Architect and a CO DevOps Architect assigned to each squad.  In some cases architectural considerations 
may result in changes to functional specifications.  These adjustments are communicated back to the respective 
stakeholders and a final functional specification and architecture is determined.  This architecture is documented 
and released to the DevOps manager for review, project scoping and resource assignment. 


 


Access to Source Code 


All software access and versioning is strictly controlled through Github, a software source control package.  Access 
to source code is provded on an as-needed basis and is exclusively restricted to Skillsoft SW Engineering. 


 


Software Release Process 


Authority to release software from SW Engineering to QA is restricted to the DevOps manager responsible for the 
product line.  Authority to release software from QA systems to final qualification systems is restricted to the 
assigned Quality Control Engineer provided the software has meet the pre-defined acceptance criteria for release. 
Authority to release software from final qualification to Skillsoft CO Services is restricted to the assigned Quality 
Control Engineer (with QA Manager assent) provided the software has meet the pre-defined acceptance criteria for 
general release. 
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Patch Management – Process Description 
 


Software 


A centralized patch management software suite ensures a consistent security posture across all managed systems 
and empowers Skillsoft CO services to aggressively respond to emergent threats.  All available software patches 
are considered by CO Architects and deployed on a schedule in accordance with the associated risk. 


 


Security and Network Devices 


A dedicated team of network and security professionals continuously consider newly available patches and 
enhancements to network and security devices.  Signature bundles for IDP and IDS devices are downloaded daily 
and considered for implementation on a continuous basis. 


 


Account Controls 
 


Access to Systems 


Access to all Private Cloud Systems is restricted to Skillsoft CO Services personnel.  In select cases vendor-
authorized technicians are afforded access to the systems in conjunction with hardware failure events or 
professional services engagements. 


 


Access Management 


System and Facility access control is governed by a select body of Skillsoft CO Services personnel.  System access 
is granted at a level commensurating with job function.  Access to security and network devices is restricted to the 
Network Management team, the CO Director and the Senior CO Architect.  The Private Cloud Facility access is 
managed in conjunction with the colocation service provider through a formal ACL.  Governance of this ACL is 
restricted to CO Managers. 


 


 


 


Boundary Defenses 
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Firewalls 


Skillsoft has selected best-of-breed hardware and software solutions from established industry leaders.  Firewalls 
utilize a most-restrictive policy providing only for known traffic and require port access.  Access to firewalling 
systems is strictly controlled and adjustments to any firewall policies is subject to managerial approval prior to 
implementation 


 


Intrusion Detection Prevention (IDP) 


Through granular pattern matching and event correlation Skillsoft provides comprehensive protection against known 
vulnerabilities and zero-day defense against emergent threats.  IDP signatures are considered and updated on a 
continuous basis. 


 


Intrusion Prevention System (IPS) 


A redundant, active IPS implementation provides effective and proven protection against brute force and denial of 
service attacks.  Adjustments to the IPS configuration are considered on a continuous basis. 


 


 


Connection to the Public Internet 


Percipio SaaS application is available through the public Internet however measures exist to ensure unauthorized 
access to the SaaS applicaiton do not occur.  This includes username/password-only access to your Percipio site 
and empowering customers to perform their own application account management in accordance with their own 
policies via the Learning Administrator interface. Customer can elect to implement Single Sign On (SSO) ensuring 
better protection and ease of use for its users. 


 


 


Audit Trail Protection 


 


Logs Management 


Aggressive system logging captures all events relating to system access including privileged user right use, service 
stops/starts, logins, and logouts.  Firewall and network intelligence logs capture all failed access events and 
suspicious activities as defined by our IDP/IDS infrastructure.  Comprehensive sysloging and SANS/Storage 
management logging capture all non-standard events.  Detailed application logs trap all unusual application events 
in addition to verbose web server logs. All system, security and access logs are retained by Skillsoft CO Services for 
an indefinite period. All event logs are archived daily to centralized disk storage for convenient access.  This 
centralized repository is then committed to tape and retained according to our tape retention policies as defined in 







 


 


 


24 


 


 


this document. Access to logs is restricted to CO personnel with the exception of application error and web logs 
which are shared with Skillsoft SW Engineering on an as-needed basis. 


 


Report to customers regarding a security violation incident 


Skillsoft follows a strict Incident Management process approved by its DoD and Federal customers. If a security 
incident occurs.  Information related to the incident will be provided via Skillsoft’s Tech Support team to the 
customer’s primary contact.  The first phase of the contact will acknowledge that a problem occurred and the status 
of the remediation. Subsequent updates will be sent during the remediation process. Once the incident was 
addressed CO will conduct a root cause analysis and the results will be provided to customers upon the customers’ 
request. 


 


 


Data Retention and Protection 


Customers’ Data - Storage 


All customer data is stored on an enterprise storage array providing the maximum degree of data protection and 
integrity available.  Customer data is stored exclusively in relational databases with no data present on Internet-
facing web systems.  Access to this data is restricted to CO personnel. Customer data is duplicated to the Private 
Cloud Disaster Recovery site, which is also strictly managed by CO team. Customer data is backed up daily and 
transferred securely on encrypted tapes to an offiste facility managed by Iron Mountain.  In some cases customer 
data is duplicated into a secured and controlled lab environment for the purposes of issue resolution or capacity 
planning exercises directly relating to the customer.  Duplicated data used in the lab environment is subject to 
database scrubbing, which removes all customer Personal Identifiable Information (PII)  from the data prior to its use 
in the lab. To ensure the data security and privacy, the scrubbing process occurs within the Private Cloud 
environment prior to exporting the data into the lab. 


 


Customers’ Data - Protection 


Access to database systems and customer databases is restricted to CO personnel only.  Privileged remote access 
is exclusively conducted over a secure, encrypted channel.  Tape backups are entrusted to a leading authority (Iron 
Mountain) in data and tape storage with the media stored at a remote, secured facility and accessible only to a 
restricted group within the CO Services organization. 


 


Password Storage 


Customers’ user account password are hashed (and salted) securely using bcrypt 
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End- User Access Methods 


All data access occurs through publicly accessible, password protected web systems.  Direct data access is never 
allowed. 


 


 


 


 


Personnel management 
 


Roles and Responsibilities 


Skillsoft has assembled a world-class team of IT professionals around an organizational structure that provides clear 
lines of accountability, oversight and ownership without sacrificing agility and responsiveness to customers.  The CO 
Services team is generally divided into the following teams: 


 


• Networking and Security 


• System Architects 


• Application and Systems Administrators 


• Database and Data Storage Administrators 


• Product Support and Customer Provisioning 


• Program Management 


 


Employee Background Checks  


Skillsoft recognizes the sensitivity of the data handled by the CO employees. To ensure the best security 
awarness and due dilligence, Skillsoft performs background checks (subject to applicable local laws) with 
respect to pre-determined positions that require access to customer data. Skillsoft also checks references 
provided by candidates generally as part of the application process. Additionally, all CO employees are 
required to review and sign a Security and Privacy Policy that details roles and responsibilities, escalation 
procedures and overall code of conduct within the CO organization. All CO employees are required to sign 
the policy annually, acknowledging their understanding and commitment to its guidelines.  
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Dedicated CO Team 


Skillsoft recognizes the unique challenges facing Service Providers and the specialized skill sets required to 
effectively manage and grow Cloud infrastructures.  In direct response to this, Skillsoft has heavily invested in a 
dedicated CO Services team whose sole mandate is to ensure the best possible experience for our customers. 


Expertise Description 


Skillsoft CO Services boasts a seasoned and skilled team of technology professionals.  In addition to years of 
industry tenure, many CO Services personnel also carry industry certifications including certifications from the 
following authorities; 


• Cisco


• RedHat


• DevOps


• CheckPoint


• EMC


• GIAC


• VMWare


• CommVault


• AWS Cloud Practitioner


Personnel Training 


In an ever changing and evolving technology landscape, Skillsoft recognizes the critical role training plays in the 
successful delivery of services.  To ensure that Skillsoft has the best possible resources available to its customers, 
Skillsoft aggressively pursues training for all products resident in the Private Cloud Infrastructure.  This included a 
formal training agenda for proprietary products developed by Skillsoft and generic security / privacy courses 
assigned to employees annually. 


Capacity Management 


Skillsoft takes project management very seriously to ensure that capacity is available for new products, new 
customers, customers’ upgrades and systems replacement.   The Percipio application is subject to load testing 
validating the hardware requirements and the deployment configuration is meeting our customers’ demand.  


The Percipio application is deployed based on a pre-defined deployment plan that maps out exactly how the 
Percipio application shares the hardware and, how will the hardware be configured. The required infrastructure is 
pre-built and configured based on build sheets and pre-configured images that were created by the system 
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architects. The existing Private Cloud environment is continuously monitored for resource utilization. Since 
emergency situations may arise, the CO team has redundant capacity ready to be deployed via configuration, to 
address any capacity issues that may arise.  


 


 


Third Party Service Providers 


Fastly 


Skillsoft uses Fastly services to stream videos on Percipio.  


https://www.fastly.com 


 


Iron Mountain Offsite Storage 


Skillsoft uses iron Mountain for its offiste backups storage. Iron Mountain is responsible for the secure transport and 
storage of the backup media. The Iron Mountain facility is located in Frankfurt, Germany. 


 


 


  



https://www.fastly.com/
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Introduction 


Skillsoft Customer Support has as its primary focus the support of Skillsoft customers in their use of all Skillsoft products, services 
and solutions.  Support service requests are received via telephone, Live Help (one-on-one chat), e-mail, and web form. 


Skillsoft solutions supported 


 


 Skillport 


 Percipio 


 Skillsoft Content (Installation / launch / or content quality issues) 


 SkillStudio 


 KnowledgeCenter Editor 


 Vodeclic 


Roles and Responsibilities 


Skillsoft Customer Support 


 


 Initial receipt of all service requests from Skillsoft Customers (except partner accounts) 


 All level 1, 2 and 3 troubleshooting requirements 


 Knowledge of a customer’s specific support handling instructions (Reference Notes) if these have been provided.  Note: 
Company Specific Reference Notes are accessed at the time of customer contact. 


 Interaction with the end user when required to test and confirm issue resolution 


 Escalation of issues to Engineering, Operations, Hosting or Account Teams where appropriate. 


 Logging and tracking all service requests. 


 Creation of reports for customer/company user contacts to support upon request. 


Customer 


 


 Compliance with all Skillsoft product requirements 


 Submission of appropriate issue details to begin troubleshooting process. 


 Ability to provide feedback on troubleshooting steps. 
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 Provide Skillsoft support representative(s) with generated case numbers for all contacts regarding reported user issues. 
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Issue Management 


This section describes the problem management processes between the customer and Skillsoft.  Technical escalation 
procedures are described along with management escalation procedures should an issue not be handled in a timely manner. 


Phone 


Skillsoft provides telephone support to all eligible customers on any of the products developed or distributed by Skillsoft.  This 
option is best for company-specific issues, high-priority issues requiring an immediate response, and for complex issues. 


The following flowchart shows the process of handling support requests via telephone. 
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ACD (Automatic Call Distribution) 


The caller to Skillsoft Customer Support is presented with a menu of choices using an ACD system. This system allows calls to 
be routed to individuals with the highest skill sets for that caller's particular question or problem. 


 The average call time delay response goal:  90 seconds 


Voice Mails 


If customers call during a period where all representatives are already engaged with customers and do not wish to wait in the 
queue, they have the option of leaving a voicemail in the Skillsoft Customer Support mailbox. These voicemails are regularly 
checked throughout the day. 


 The average voicemail response goal: 2 hours 


Email  


 
Customers may e-mail Customer Support at support@Skillsoft.com.  All e-mail queries to this address will receive an automated 


response to their submission which will include their “Thread ID” for that particular issue. Subsequently, a Skillsoft representative 
will provide an initial response to the customer e-mail within 24 hours of receipt of said message.   


 The average email turnaround goal: 12 hrs 


The following flowchart displays the process of handling support requests via e-mail: 
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E-mail escalations 


All issues deemed too complex to be resolved efficiently by e-mail correspondence or issues that require handling by an external 
Skillsoft support entity (i.e. Application Engineers, Development, Operations, Hosting etc.) will be moved to a Salesforce case for 
appropriate tracking and escalation (See the ESCALATIONS section of this document for additional details). 


Additionally, e-mail requests will be moved to telephone support (with an accompanying Salesforce case) under the following 
circumstances: 


1. Following a response from a customer indicating that no resolution to their issue was realized after receiving and 
attempting any of our “broad spectrum” troubleshooting e-mails. 


2. When the issue has not been resolved after three correspondences with the customer. 


The e-mail sent to the customer requesting to move the issue to telephone support will contain all of support’s contact numbers in 
addition to an offer for a call back if that is deemed more convenient to the individual.  


In the event that the customer fails to make contact with support within one business day, a second attempted e-mail contact will 
be initiated. If the customer still fails to make contact with support within one additional business day a final contact will be 
attempted. This final contact will apprise the customer that we hope their lack of response is due to their issue being resolved, but 
that we are ready to assist if required. They will be instructed to contact support quoting their existing case number so that their 
issue can be reopened if the issue persists. At this point the Salesforce case will be moved to a CLOSED – NO RESPONSE 
status. 


Live Help 


The Live Help feature allows users with navigational, usage and technical questions to connect with a Customer Support 
Representative in a live forum. In this forum they will receive one-on-one support.  Live Help can be accessed by a few 
different avenues including a shortcut within the site itself called Technical Support, or by going to 
http://support.Skillsoft.com/livehelp/  


Live Help support is available on a 24/7 basis to customers that opt to allow access to that support feature, and carries an 
average delay response goal of 60 seconds. When customers enter the chat queue, they will be brought to this page 
requesting some information: 



http://support.skillsoft.com/livehelp/
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Customer will then be picked up by the next available Support Customer Representative to engage in one-on-one support. 


 


The following flowchart displays the process of handling support requests via Live Help. 
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Escalations 


Escalation Processes within Support 


If the Support Representative finds that they have exhausted all normal troubleshooting options and have not resolved the issue 
he/she will escalate the case to the Customer Service Team Leader group who will route the escalation to the appropriate Level II 
resource within Customer Support: 


Level II Support personnel will follow-up with the customer before 5:00PM EST the following business day (average response 
time 4 hours). Troubleshooting will continue with the customer until such time as the issue is resolved or until an escalation to an 
external Skillsoft support resource is required (i.e. Application Engineers, Development, Operations, Hosting etc.) for further 
troubleshooting and final resolution. 


In the event that our Level II support team is unable to make contact with the customer on first attempt, a voice mail will be 
left (where possible) which will contain instructions on how to make contact for additional support. If the customer fails to 
make contact with support within one business day, a second attempted contact will be initiated. If the customer still fails to 
make contact with support within one additional business day a final contact will be attempted by phone and followed 
immediately by e-mail. This final contact will apprise the customer that we hope their lack of response is due to their issue 
being resolved, but that we are ready to assist if required. They will be instructed to contact support quoting their existing 
case number so that their issue can be reopened if the issue persists. At this point the Salesforce case will be moved to a 
CLOSED – NO RESPONSE status. 


Content Issues - Skillsoft 


Content issues should be documented in as much detail as possible and sent to support@Skillsoft.com, entered via the web form 
or reported by phone. Content issues are fully resolved, on average, in less than 20-days from the point of initial trouble report 
from a customer. Skillsoft Customer Support does have the ability to escalate content issues deemed critical/sensitive in nature to 
ensure the promptest possible resolution time.  


1. 1
st
 level Customer Support Representative replicates the issue. 


2. The Representative gathers the information (Screen shots, location of error, course title and number, etc.)  


3. Once isolated, the issue is labelled with a priority, and assigned a case number. The Customer Support Representative 
escalates the issue to the content review group. 


4. The Skillsoft Quality Assurance team informs Customer Support of the content issue resolution and, subsequently, when 
the updated content has been re-released. 


5. Throughout this process Customer Support continually contacts the client with updates and closes the case once 
resolved. 



mailto:support@smartforce.com
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Incident Classification Schema 


Customer Support will be classifying each service request using two qualifiers: Severity and Priority. This classification 
schema will become the cornerstone around which all support processes will flow. The Business Rules on which they 
are built will be monitored by the CRM to ensure service levels are enforced and that Management is aware of 
concerns before they escalate. 


Severity 


The Severity of a Service Request refers to the impact to the customer of the issue on our customer base. It categorizes 
the technical issue in terms of the effect it has on the application’s operation. The Severity is based on objective 
observations, its value remains the same throughout the life of the support case, unless circumstances dictate otherwise 
(such as an issue propagating to a larger customer base, or affecting other components of the application not discovered 
at time of reporting the issue). 


Severity Level Definition Can be set by 


S1- Critical Critical Service Impact 


 One or more organisations cannot access or navigate the site. 


 One or more organisations cannot access e-Learning Paths. 


 One or more organisations cannot use any Skillsoft Products. 


 One or more organisations can access no content. 


Team Leader + 


S2- High Major Service Impact 


 One or more organisations cannot access part of the site 


 One or more organisations cannot launch a subset of content 


 One or more organisations cannot use one or more Skillsoft 
Products. 


 A number of students cannot access/navigate the site. 


 A number of students can access no content. 


 Core Admin functionality not working e.g. cannot run a report, 
cannot assign content, cannot register students. 


 A piece of content cannot be accessed by anyone or is 
crashing when accessed by anyone. 


 Any other issue that results in a material degradation in the 
usability, quality or availability of any of the Skillsoft Products.   


Team Leader + 


S3- Medium Minor Service Impact 


 An Admin report is incorrect/inaccurate. 


 A single student cannot access the site. 


 A single student cannot access any content. 


 A single student's progress is incorrect. 


 A piece of content is not tracking progress correctly. 


All 
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S4- Low Minor Service Impact – Workaround available 


 Issue where there's a ready workaround. 


 Typos, grammar in content 


All 


S5 – Request / Customer 
Education 


No Impact Design or usability query 


 Enhancement request 


 Username / Password requests 


 Navigation or functional query 


All 


 


Priority 


The Priority of a Service Request is a subjective value that refers to the degree of urgency in which the issue must be 
resolved. This value drives our internal escalation management process. The Priority changes to appropriately reflect the 
status of the issue.  


Every Severity level has a corresponding default priority level, but priority allows for some input from human and 
business needs. Problems with low severity can easily get assigned a higher priority should the need arise. For example, if 
we have a simple typo on a customer’s page, that's Severity 4 because of its low scope -- but if that page is their home 
page and the typo is in their company name, you can bet that it may be a Priority 1 problem. 


The default priority levels for the various Severity levels are shown below: 


Severity level Default priority level 


S1 P1 


S2 P2 


S3 P3 


S4 P4 


S5 P5 


 


In order to change a priority level from its default level, a business case must be presented and approved through 
appropriate channels. 


The table below provides definitions for the various Priority levels. 


Priority level Definition Can be set by 


P1 – Critical Priority is so high that issue needs to be addressed immediately. 


Examples: 


 Issues where effect may cascade and down an application 


 Issues where contracts may be at risk 


Team Leaders+ 
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P2 – High Give High Attention 


       Examples: 


 Sensitive customers 


Team Leaders+ 


P3 – 
Medium 


Normal Queue 


      Examples: 


 Day to day issues 


All 


P4 – Low Low Priority 


 Can be addressed at a later time 


 Moderate problems can usually wait until the more important problems are 
cleaned up 


All 


P5 – 
Waiting / No 
priority  


Waiting / No Priority  


 Not in scope of Support 


 Not significant enough to prioritise 


All 


 


Customer Notification - Skillport 


Hosted Skillport Scheduled Maintenance 


Maintenance (downtime) is scheduled for regular upgrades, repairs, patches, etc, on the following days / times each 


week:    


 
for all *.com sites: 
 
•         Sunday from 1 PM – 3 PM (ET) 
 
•         Wednesday from 1 AM – 2 AM (ET) 
 
•         Wednesday from 1 PM – 2 PM (ET) For APAC customers only  
 
For all *.eu sites: 
 
•         Wednesday from 9 PM – 12 AM (CET) 


If the maintenance window needs to be longer, or if the hours are longer than the scheduled time, hosting will send an email to 
the Server Down distribution list. This list is comprised of clients who have requested (through their Account Consultant) that they 
be notified when the site is down for any abnormal length of time. The support team is also on this list so that they may be 
equipped to handle customer inquiries regarding these unscheduled downtimes. 


If it is known in advance that a scheduled maintenance will run longer than scheduled, the extranet team will make that known to 
the Server Down Distribution list. 


Customer Alert notification 


When an alert is received, the monitoring service will alert the on-call technician. 


1. The technician will confirm the reason for the alert. 
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2. Once the alert has been confirmed, the technician will alert Skillsoft Customer Support on-call personnel. 


A) If ALL sites are down on the Extranet: 


I. The on-call technician immediately notifies the Hosting Manager. 


II. The Hosting Manager will contact Customer Support. 


III. The technician will send an email within 15 minutes of diagnosis to the Professional Services, Sales 
Technical Support and the Server Down Distribution List. The email will contain the following: 


 When the service went down 


 When it is expected to return to service (if unknown then follow-up email will be sent 
when service is returned) 


 Cause of issue (if  known) 


IV. Once service is restored, an email is to be sent identifying the root cause, how it was resolved, total 
downtime, and measures, if any, put in place to prevent future occurrence. 


 


B) If  a server down is affecting specific customers: 


I. The technician will send an email within 15 minutes of diagnosis to Professional Services, Sales, 
Technical Support and the Server Down Distribution List of customers that are affected. The email will 
contain the following: 


 When the service went down 


 When it is expected to return to service (if unknown then follow-up email will be sent 
when service is returned) 


 Cause of issue (if  known) 


II. Once service is restored, an email is to be sent identifying the root cause, how it was resolved, total 
downtime, and measures, if any, put in place to prevent future occurrence. 
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Additional Customer Support Topics 


Reporting 


 


Skillsoft Customer Support can provide access to reporting on all phone, e-mail and chat requests. You should work with 
your Account Consultant to obtain this information. 
 


 Company Name 


 Customer Name (individual submitting support case) 


 Case Number 


 Summary of Issue 


 Error Category 


 Case Status 


 Case Type 


 Case Severity 


 Case Priority 


 Date Created 


 Date of Last Update 


 Solution of issue (upon case closure) 
 
 


Detailed reporting can also be obtained using the Skillsoft Support Community for individuals that have been designated 
as ‘administrators’ for their organization.  Administrative documentation for the portal is available at this location - 
http://support.skillsoft.com/admin/login/helpguide/Skillsoft%20Support%20Community%20Help%20Guide.pdf 
 
 


Customer Specific Information 


 


In the absence of specific customer handling instructions Skillsoft Support will make the following assumptions:  Client’s 
deployment takes on generic/vanilla functionality and meets standards as documented in product manuals and Technical 
Requirements documentation. Customers who may require non-standard support processes should work directly with their 
Skillsoft Account Representative to create "Company Specific Reference Notes".  A link to these Reference notes will be 
automatically presented to the Skillsoft support agent once the Company name has been populated within the relevant case.  
Please bear in mind that this support process should be a relatively simple deviation, or addition, to standard Skillsoft procedures, 
otherwise it may not prove feasible to implement. 



http://support.skillsoft.com/admin/login/helpguide/Skillsoft%20Support%20Community%20Help%20Guide.pdf
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Skillsoft Service Definition Document.pdf


Skillsoft UK Limited 
G-Cloud 11 Service Definition Document


Name of Product Package Subject Area(s) 
Percipio Business Expert business skills 
Percipio Technology & Developer Expert technology & software  development 
Percipio Productivity & Collaboration Tools Expert desktop computing 
Percipio Skillsoft Expert business skills, technology & software 


development, desktop computing 
Percipio Digital Transformation digital transformation 
Percipio Skillsoft Leadership Development 
Programme 


leadership 


Percipio Engineering engineering 
Percipio Legal Compliance legal compliance 
Percipio Compliance E,S&H workplace safety, the environment 
Percipio Compliance Complete legal compliance,  workplace safety, the 


environment 


All product packages listed in the above table contain a selection of online courses on the 
corresponding subject matter indicated.  Many product packages contain selections of other types of 
online learning assets, which may include but are not limited to books, audio books, videos, books 
summaries, mentoring services, test preparations, and virtual practice labs.  Supplier reserves the 
right to modify, restrict or update any content contained in any product package at any time.  Detail 
of the then-current contents of any specific product package is available from Supplier upon request 
at any time. 


All product packages will be deployed from Supplier’s Percipio platform hosted in a data centre 
located in the European Union. 


The document titled ‘Skillsoft UK Limited Service Levels and Support For G-Cloud 11 Buyers’ 
appended hereto as Exhibit A (including the two documents referenced therein and appended 
thereto as Annex 1 and Annex 2) describe the service levels and support provided by Skillsoft in 
connection with provision of its product packages deployed from Percipio.  Detail includes a monthly 
availability target, service credits for failure to meet that target, maintenance windows, data back-up 
processes and disaster recovery, as well as technical support available to individual users and 
support for the Buyer in the strategic implementation of learning using Skillsoft products. There are 
no additional Charges levied by Supplier in connection with such service levels and support. 


Technical requirements for hardware and software required to access the Percipio platform and 
learning assets deployed therefrom can be found at https://documentation.skillsoft.com/ 


Exit plan – Due to the proprietary nature of Supplier’s Cloud Software, exit planning is restricted to 
providing to the Buyer (upon Buyer’s request within 30 days of the end of the applicable Call-Off 
Contract) a copy in an industry-standard format of a copy of the Buyer's data (including data of 
usage of the Supplier products by individuals) held on the Percipio platform. 



https://documentation.skillsoft.com/





Exhibit A 
 


Skillsoft UK Limited  
Service Levels and Support  


For G-Cloud 11 Buyers 
 


This document applies solely to the specification, service levels and support of Percipio and other Skillsoft Products deployed therefrom provided to Buyers by Supplier 
under Call-Off Contracts, and Supplier’s support processes.   
 
1. Definitions.  Capitalized terms used but not defined in this document shall have the same meaning as in Supplier’s service-specific terms and 
conditions or the applicable Call-Off Contract. 
 
1.1 “Downtime” shall mean sustained loss of access to Percipio and/or other Skillsoft Products delivered to Buyer therefrom for five (5) minutes or 
longer due to a failure of Supplier to provide service for such period. Downtime shall not include any network unavailability during Supplier’s scheduled 
maintenance or issues not attributable to Supplier such as, 1) speed of the modem or connection by which the end user is accessing the server; 2) memory, 
configuration and web browsers of the end user workstations from which the end user is accessing the server; 3) security, firewall/proxy servers that end 
users need to pass through from Buyer to the Supplier servers; and (4) performance level of the internet service provider that services Buyer and its users. 
 
1.2 “Percipio” shall mean a method for the delivery of and access to certain Skillsoft Products whereby Supplier shall host the Skillsoft Products on 
Supplier servers and Buyer may obtain access to the Skillsoft Products. Supplier shall provide installation of any maintenance releases and/or new version 
releases to the Percipio platform at no extra charge to Buyer. The timing of such installations will be at Supplier’s discretion.   
 
1.3 “Scheduled Maintenance” means periods during which Percipio and/or other Skillsoft Products delivered therefrom are unavailable due to planned 
maintenance activities scheduled by Supplier in accordance with its normal policies and procedures as described in the applicable Cloud Operations 
Services document referenced in section 3 below. 
 
1.4 “Uptime” shall be calculated on a monthly basis and is expressed as a percentage equal to 
 (number of minutes in the month minus number of minutes of Scheduled Maintenance during the month minus number of minutes Downtime in the month) 
divided (total number of minutes in the month - number of minutes of Scheduled Maintenance during the month).  
 
 
2. Percipio Availability. 


 
2.1 Buyer shall report downtime to Supplier’s Technical Support Department, through its toll free number.  Supplier agrees that in the event that 
Supplier discovers or is notified by Buyer that Buyer is experiencing downtime, Supplier will take all actions necessary, to determine the source of the 
downtime and correct the problem, disruption, or outage if the problem is within Supplier’s control. 
 
2.2 Within two (2) hours of discovering or receiving notice of the downtime, Supplier will determine whether the source of the downtime is limited to 
Supplier (or its subcontractors’ or agents’) equipment and software providing service to the Buyer.  If Supplier determines that the Supplier (or its 
subcontractors’ or agents’) equipment and software are not the source of the downtime, Supplier will determine the source of the downtime within an 
additional two (2) hour period.  In any event, Supplier will notify Buyer of the source of the downtime as soon as a problem has been identified, and provide 
an estimated time for resolution of the problem for problems related to Supplier equipment and software.   If the source of and remedy to the downtime reside 
outside of the Supplier (or its subcontractors’ or agents’) server, Supplier will use commercially reasonable efforts to notify the party(ies) responsible for the 
source of the downtime and cooperate with it (them) to resolve such problem as soon as possible. 
 
2.3  Supplier will use all reasonable endeavours to ensure an Uptime measured on a monthly basis that is equal to or greater than 99%. 
 
2.4  Upon request from Buyer Supplier will grant to Buyer a pro rata temporis credit of Charges paid under the applicable Order Form(s) for (i) any 
incident of Downtime of duration in excess of two (2) hours duration and/or (ii) any delta between actual Uptime and the Uptime standard set forth in section 
2.3 above.  For the avoidance of doubt, Buyer agrees that any incident of Downtime shall only result in a single credit pursuant to the immediately foregoing 
sentence.  
 
 
 
3. Percipio Technology, Policies and Processes. 
 
Detail of the technology of and policies and processes followed by Supplier in connection with Percipio are set forth in the applicable Cloud Operations 
Services documentation, accessible via https://documentation.skillsoft.com/.  A copy of the applicable document as at the date of Supplier’s application to G-
Cloud 11 is appended hereto as Annex 1. Supplier reserves the right to vary the technology, policies and processes so long as any such change maintains or 
enhances the functionality, performance and security of Percipio.  A copy of the then-current applicable version of the Cloud Operations Services 
documentation will be provided by Supplier to Buyer upon Buyer’s request from time to time.   
 



https://documentation.skillsoft.com/
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4. Technical Support.


Supplier agrees to make available to Buyer throughout the term of the Agreement in accordance with its normal policies and procedures technical support 
services for and in response to reported software problems with licensed Skillsoft Products.  Such policies and procedures as at the date of Supplier’s 
application to G-Cloud 11 are set forth in Supplier’s Customer Support Operational Guide dated February 2018, a copy of which is appended hereto as 
Annex 2. Supplier reserves the right to vary the policies and procedures set forth in the aforementioned document so long as any such change maintains or 
enhances the quality and quantity of technical support services available to Buyer. A copy of the then-current applicable version of Supplier’s Customer 
Support Operational Guide will be provided by Supplier to Buyer upon Buyer’s request from time to time.   


5. Customer Success Group Support


The services of one or more members of the Supplier Customer Success group will be made available to Buyer to offer assistance from time to time in 
relation to the strategic implementation process (including program design; alignment; internal marketing strategy; and measuring ongoing success) in 
connection with the Skillsoft Products licensed under this Order Form, all in accordance with Supplier’s then-current policies and procedures. 
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Annex 1
Skillsoft Cloud Operations (CO) Services 


Percipio Hosted in the E.U 


Revision History 


Date Version Description Author 


3/27/2019 1.0 Description of the Cloud Operations and the Private Cloud in the E.U. Cloud Ops. 
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Introduction 


Skillsoft offers Percipio via the Software as a Service (SaaS) Model. Percipio is accessible via the web alleviating 
the complexities involved in managing a web application that has to be accessible over the Internet worldwide, 
24/7/365.  


The SaaS model our customers’ IT Management no longer needs to worry about: 


• Hardware costs


• Software Licensing costs


• Application monitoring


• Creation of in-house expertise to support the eLearning solution


• Dealing with application and content upgrades


• Allocation of IT staffing to perform recurring maintenance


• Security management for the application


• Backup/Restore management


• Augmentation of helpdesk staffing


Skillsoft Cloud Operations (CO) have developed policies and processes to ensure application performance while 
maintaining the highest security standards. Following, is the description of these processes and the overall CO 
services provided by Skillsoft. For companies that are restricting the IP addresses that can be accessed from within 
the company, Skillsoft will provide a range of IP addresses that will have to be open for the Percipio application to 
work properly. More information on the IP ranges can be provided by the Account Team that supports the customer 
account. 


Privacy Shield / GDPR 
Skillsoft is committed to data privacy and is compliant with the existing EU Data Protection Directive as enshrined in 
applicable local EU member state law, such as the UK Data Protection Act 1998. Skillsoft implemented data 
protection measures and processes to ensure compliance with the General Data Protection Regulation (GDPR). 


Skillsoft rolled out a tool from TrustArc to inventory all applications that store E.U. users’ Personal Identifiable 
information. Skillsoft also developed tools that enable its customers to exercise the right to be forgotten for a user. 
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In addition, Skillsoft pursues Privacy Shield certification this year.  We engaged external privacy counsel to perform 
a comprehensive assessment of Skillsoft’s relevant business processes, EU personal data collection and use 
practices, and personal data flows from the EU to the US to evaluate our privacy policies and practices against the 
Privacy Shield Framework requirements.  Once this process is complete and any necessary modifications have 
been made to our policies and procedures, Skillsoft will seek Privacy Shield Self-Certification with the US 
Department of Commerce. 


 


We are committed to completing this review and self-certification process as soon as reasonably practicable so that 
we can use Privacy Shield as a transfer mechanism to comply with EU data protection requirements.  In the 
meantime, Skillsoft is happy to enter Standard Contractual Clauses to govern such transfers. A Model Clause 
agreement is available for Skillsoft E.U. customers. 


 


 


  


Percipio Application Description 


Percipio is a web application developed on Micro Services architecture. The application uses RedHat’s Open Shift 
platform, Docker containers, Kubernetes, Kafka, PostgressSQL databases, Casandra database for reporting and 
analytics and other technologies that are best-of-breed in the Micro Services Architecture. The Percipio application 
uses Java and Ruby at its core. The application uses the SQL database to store various configuration parameters 
as well as student credentials and student progress records. Customers are segregated in the SQL database by an 
organizaion key unique to each organizaion.  


Percipio application uses Multi-tenancy by unique identifier. All Customers use the same database and schema, 
but the rows of the table have a unique OrgID which is used in retrieving data for an Organization. Within an 
Organization there is a unique UserID which is used (in certain cases) to further filter the data to a single user.) 
  
The unique identifiers are generated using the UUID v4 format 
(https://en.wikipedia.org/wiki/Universally_unique_identifier) – These identifier are randomly generated by 
software libraries complying with RFC4122 (https://tools.ietf.org/html/rfc4122#section-4.1.3).  
The chances of guessing one of them is next to zero (https://stackoverflow.com/questions/4878359/what-is-
the-probability-of-guessing-matching-a-guid)  


 


 


PII and other user data 


The application stores in its SQL database user data: 


• First Name,  


• Last Name and  


• email address.  



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://tools.ietf.org/html/rfc4122#section-4.1.3

https://stackoverflow.com/questions/4878359/what-is-the-probability-of-guessing-matching-a-guid

https://stackoverflow.com/questions/4878359/what-is-the-probability-of-guessing-matching-a-guid
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• Activity, such as access to courses, books, audiobooks


• Time spent on Channel and Course Pages


• Collection level consumption


• Assignment status


For users/learners, the application is accessible via a Web browser on port 443. Courses launch via the HTML5 
JWPlayer.   


Load Balancing 


All current generation products achieve maximum scalability and service availability through a classic hardware 
load-balanced architecture. All real-time application level components provide both horizontal and vertical scalability 
options and are constantly monitored against key performance criteria and are appropriately scaled on demand. 
Core infrastructure components are implemented in either an active-active, or active-passive failover model. 


Data Center and Co-Location Services 


Skillsoft contracts data center and co-location services with Tier 3+ service provider, British Telecom (BT). The 
location of the data center is in Frankfurt, Germany. BT data centers provide redundant high-bandwidth connectivity 
and scalability enabling Skillsoft to develop its hosting service rapidly and effectively. Security access includes 
multiple levels of physical and digital access controls. BT delivers highly reliable network connectivity and state-of-
the-art collocation facilities providing the best possible operating environment to Skillsoft and its customers. 


The BT data center includes VESDA fire detection and FM-200 fire surppression. A 2N redundant power supply 
provides dual power feeds and backup batteries, water coolant systems, and generators.  An N + 1 redundant 
climate control system provides primary and backup chiller units, cooling towers, and water storage. Additionally, a 
local network operations center (NOC) monitors the data center’s operations continuously. BT achieved a Power 
Effectiveness Wert (PUE) of 1.3. Physical access to BT data center is kept secure by 24x7 guards with interior and 
exterior closed-circuit television surveillance, electronic access at all data center entrances, including electronic key 
management systems and individually keyed cabinets and cages. The facility has a perimeter fence with a entrance 
gate remotely controlled and monitored via CCTV by BT security personnel. 


BT data centers have the follwing certifications: 


ISO 9001 – Quality Management 


ISO 20000 – IT Process, ITIL 


ISO 27001 – Security Management 


ISO 14001 – Green IT 
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Additional information about BT centers and co-location services can be obtained from BT directly.  


 


 


 


Network Device Control 
 


Description of the network, routers, switches, firewalls 


Recognizing the critical nature of network and security infrastructures Skillsoft has made strategic investments in 
best-of-breed devices from vendors such as Cisco and F5 Networks  reflecting our ongoing commitment to world-
class service provision.  Network infrastructures are built for scalability and fault resilience following many of the 
guidances used by Internet Service providers. 


 


Perimeter security is provided through a robust Firewall and Intrusion Detection and Prevention system.  This multi-
vendor, multi-layer system affords customers the greatest degree of protection from Denial of Service attacks and 
intrusion attempts while positioning Skillsoft to respond with agility to emergent threats. 


 


All systems are built from standardized, pre-hardened images employing industry best-practices.  System images 
are routinely reviewed to ensure responsiveness to a changing technology and threat landscape. 


 


As a final measure Skillsoft conducts an annual, third-party security audit of our CO Environment.  Skillsoft has 
enjoyed a very favorable asessment history with no high-risk vulnerabilities found during any assessments.  


 


Control Program Management 
 


Restart and recovery procedures 


A comprehensive monitoring infrastructure ensures that Skillsoft CO personnel are alerted at the earliest opportunity 
of service affecting conditions.  Clearly articulated governances inform the assigned CO Engineer what actions are 
permitted without escalation and specific details on how prescribed actions should be undertaken.  In the event that 
a conditions arises for which there is no defined procedure, the issue is escalated to a manger immediately. 
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Restriction on system access 


Respecting the confidential nature of the data entrusted to Skillsoft by our customers and in an effort to provide the 
most stable CO environment possible, privileged access to all Private Cloud systems is restricted to CO personnel 
only.  Under no condition is system access granted to any party outside of CO with the exception of service 
providers under a direct support or professional services contract with Skillsoft. No Third Party Service providers 
have access to customers’ data. 


 


System documentation 


Extensive documentation has been created covering all aspects of system construction, application installation and 
product configuration and management.  These documents are constantly updated to reflect the most current 
policies and procedures.  All documents remain under strict version control and any changes are subject to multi-
party review and approval. 


 


Protection from unauthorized access 


Privileged access to all Skillsoft CO entity is strictly controlled and available only to CO personnel.  Under no 
circumstance is access granted to non-CO personnel to any system.  Strict and consistently enforced protocols 
ensure that all access is immediately suspended following any job action affecting CO personnel. 


Data Protection Procedures 
 


Overall backup strategy 


System backups are not meant for the following purposes:  


• Data Archival 
• To safeguard against scenarios not directly related to the loss of data 


 


The data backup is accomplished using CommVault Simpana, consists of two stages: 


 
• Disk backup – Utilizing disk-based storage array to store backups at the hosting facility, making them available for quick 


restore if necessary. The backups will be the recent data backups 
• Tape Backup – Utilizing backup LTO6 media. The tapes are encrypted using FIPS 140-2 compliant software encryption option 


within the backup platform, which allows for a 256-bit AES pass phrase that must be at least 16 characters. Skillsoft will utilize 
a randomly generated 64-character string.  
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Backup Schedule 


Systems will be backed up according to the schedule below: 


Information Class Frequency/Type On Disk Retention Offsite Retention Comment 


Percipio Relational Databases Daily 90 Days N/A  Predominantly customer 
application data 


Weekly 90 Days 90 Days 


Network Attached Storage Daily 90 Days N/A 
 Includes administrative, 
repositories and 
application data sets 


Weekly 90 Days 90 Days 
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Backup Media Retirement 


Media will be retired and disposed of as described in the Skillsoft Digital Asset Destruction Policy. 


Prior to retirement and disposal, Global Cloud Operations will ensure that: 


• The media no longer contains active backup images
• The media’s current or former contents cannot be read or recovered by an unauthorized party.


Backup Verification 


On a daily basis, logged information generated from each backup job will be reviewed by the backup administrator for the following 
purposes: 


• To check for and correct errors.
• To monitor the duration of the backup job.
• To optimize backup performance where possible.
• IT will identify problems and take corrective action to reduce any risks associated with failed backups.
• Random test restores will be done once a week in or der to verify that backups have been successful


Hosting will maintain records demonstrating the review of logs and test restores so as to demonstrate compliance with this policy for 
auditing purposes. 


Data Recovery 


In the event of a catastrophic system failure, off-site backed up data will be made available to users within 3 working days if the 
destroyed equipment has been replaced by that time.  


In the event of a non-catastrophic system failure or user error, on-site backed up data will be made available to users within 1 working 
day.  


Restoration Requests 


In the event of accidental deletion or corruption of information, requests for restoration will be made via Skillsoft Tech Support. A ticket 
will be opened by Skillsoft Tech Support assigning the restoration request to Global Cloud Operations - Hosting Support.  
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Incident Management 


All Private Cloud Systems are broadly monitored for availability from multiple physical locations.  Visual and auditory 
alerts are generated within 1 minute of a service fault and email alerts generated within 2 minutes.  Immediate 
action is undertaken to restore impaired services.  All service affecting events are logged and analyzed by both SW 
Engineering and CO resources to ensure that the event is fully understood and steps are taken to mitigate future 
exposure to the event. 


Slowness in Applications Performance 


In addition to tracking the availability of the Private Cloud services, comprehensive measures are in place to protect 
against subtle or transient application latency.  A redundant and geographically dispersed monitoring infrastructure 
provides visual, auditory and email notification for any monitoring event that surpasses the allowable time limit.  The 
transactional monitors emulate user activity and provide a reliable indicator of general end-user system 
performance. 


Security Breach Management 


In the event that the Private Cloud systems or services are compromised Skillsoft CO would immediately implement 
an environment lock-down blocking all inbound and outbound communication from the datacenter environment.  
Privileged remote connectivity would be maintained for CO Security and Network Personnel to ensure the timeliest 
resolution of the issue.  Every effort would be taken to close the breach, re-stabilize the systems and limit exposure 
of customer data.  A detailed post-mortem of the events would be conducted at the earliest opportunity and shared 
with our customers as appropriate.  


Process for communicating back to customers 


Communications to the customer are effected through Skillsoft Tech Support and Learning Consultants with root 
cause analyses available to customers upon request. 


Systems Recovery from a Service Affecting Event 


Hardware Failure 


Many systems in the Private Cloud Environment are hardware load balanced and the loss of a system is not service 
affecting.  In cases where hardware redundancy is not provided, fully configured, hot-standby systems are available 
for immediate use. Recovery policies and procedures are documented to enable quick response to such incidents 
restroing services quickly and efficiently. 
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Application Malfunction 


Application faults are detected through continuous system monitoring and mean time to resolution in generally less 
than 10 minutes.  Procedures for corrective actions are documented and all application faults are escalated to SW 
Engineering for investigation. 


Network Loss 


A fully redundant network infrastructure enables Skillsoft to provide the most highly available infrastructure possible.  
Redundancy is provided at all levels including the Internet connection. Failover tests are conducted on a regular 
basis to ensure that configuration modifications and patch installations do not effect the reliability of our fault 
tolerance. 


Impaired Application Performance (i.e latency) 


Application latency is detected through continuous system monitoring and mean time to resolution is generally less 
than 10 minutes.  Procedures for corrective actions are documented and all application latency events are escalated 
to SW Engineering for investigation. 


Trusted Recovery 


In the unlikely event that a third party needs to be involved in a system recovery, the third-party engagement will be 
subject to formal contract terms which are reviewed and refined by the Skillsoft legal team before engagement.  
Third-parties directly handling sensitive information are subject to and bound by Non-Disclosure Agreements.  


Disaster Recovery 
To facilitate the most rapid recovery possible, Skillsoft Hosting Services has a documented Disaster Recovery Plan 
that details the responsible parties, the communication protocol and the steps that will be taken in the event of a 
disaster.  Skillsoft has a redundant hosting site located in the U.S. in Northborough, MA. The Disaster Recovery 
data center is managed by Iron Mountain. The redundant site is at a distance of, over 5000 miles from the primary 
hosting site, located in Frankfurt, Germany. In the event of a disaster, customers will be given the option to redeploy 
the Skillsoft SaaS products in the U.S. Customers sites will be redeployed after obtaining written approval from our 
customers. Skillsoft is currently developing a Disaster Recovery Plan that will keep the data in the E.U. The plan is 
to have the D.R. plan completed by the end of 2019. 


Compliance with Standard Architecture 
All production systems are deployed using best of breed security practices. All systems are in essence replicas of a 
master Image making the deployment process efficient and speeding recovery time following an unrecoverable 
system fault.   
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All operating systems are loaded with the most current updates from the OEM. This is done using a suite of 
externally and internally developed tools. 


All systems are hardened to limit unauthorized Admin or Super User access using industry and vendor best 
practices including:  


• Complex naming and password standards


• User access control settings


• Redirection to disabled accounts.


All systems are checked to ensure that any unnecessary or potentially exploitable services are set to be disabled at 
power on.  


Change Management - Roles and Responsibilities 


Technology managers have defined approval boundaries and act as an approving authority for adjustments that are 
contained to their area of purview.  Changes that have a wider impact are submitted for multiparty consideration of 
all stakeholders.  Stakeholders considering change requests are as follows: 


o Network and Security Manager


o Application Services Manager


o Database Manager


o Storage and SANS Manager


o Cloud Operations, Director


o Global Cloud  Operations – S.V.P.


The Cloud Operations Director and Global Cloud Operations S.V.P. have final veto authority on all change requests. 


System Configuration - Management 


Adjustments to system images or configurations are strictly controlled through a multi-party review and approval 
process involving Management, Network and Security, System Analysts and System Engineering resources.  
Documentation is immediately adjusted in response to system reconfiguration. 
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Change Process, Testing and Approval Process 


Change requests are submitted by the initiating party to the appropriate technology manager for initial consideration.  
The area manager will then invoke guidance of the CO Director to determine the scope of the change and establish 
an approval roster.  Whenever possible changes are vetted through advanced implementation in a staging 
environment and in some cases warrant and receive load testing by a dedicated automation team. 


To ensure the quality of work, changes to the environment are verified by CO Supervisors on an ongoing basis. The 
CO Architects conduct physical audits quarterly to ensure that the environment meets the defined standards. 


Configuration and Security Specification 


Skillsoft employs a “most-restrictive” policy in regards to all network device policies and access controls.  Firewall, 
IDP and IDS rules are continually reviewed and monitored for suspicious events.  Device configuration is 
standardized and heavily documented.  Adjustments to configurations and policies are reflected in the associated 
system or device documentation. 


Configuration Control 


Adjustments to any device by a network engineer require the approval of the Network Manager and in some cases 
will additionally require the CO Director’s approval.  An adjustment to any aspect of host system configuration 
requires the review and approval of the Senior System Architect and in some cases the CO Director.  All 
configuration adjustments or changes are reflected in the associated system or device documentation. 


Security, Accounts and Password Management 


Password Management 


Generic Usernames and Passwords use are forbiden.  Administrators are granted individualized logins and 
empowered to manage their own passwords according to the domain enforced password policy. 


Password Expiry 


All user account passwords are scheduled to expire every 30 days.  Passwords must meet strict complexity 
requirements and cannot be reused. Password expiry are enforced via GPOs. 
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Password Length and Complexity 


Passwords must meet a minimum character and complexity requirements including a minimum character restriction 
as well as requiring non-alphanumeric characters and characters of mixed case. Password length and complexity 
are managed via GPOs. 


Password Protection 


Efforts are made to limit the communication of passwords to verbal channels and passwords are provided on a 
need-to-know basis.  When verbal communication of passwords is not possible, username and password 
combinations are communicated in separate correspondences and only to the target audience.  Sharing of user 
account passwords is strictly prohibited. 


Physical Security Description 


All Skillsoft Private Cloud systems are located in a third-party ISO 27001 compliant facility providing 7/24 access 
control to a defined access control roster.  The facility employs multilayered access control governances including 
mantrap doors, CCTV, card-only access and 7/24 guards.  Premises are unmarked. 


Environment - Security Description 


A multi-tiered perimeter defense infrastructure ensures the greatest possible protection from unauthorized access or 
malicious activities.  Measures include a most-restrictive firewall policy, network and pattern-matching intrusion 
detection and prevention systems as well as an extensive and current anti-virus infrastructure. 


Systems - Security Description 


All systems are constructed from standardized, pre-hardened images using industry best practices in accordance 
with Skillsoft specific system and software requirements.  Routine and ongoing patch management is controlled via 
centralized patch management software ensuring a consistent and current posture. 


Personnel - Security Management 


Employee actions (hiring, terminations, suspensions, etc.) are fully coordinated with Human Resources and 
corporate IT providing immediate and coordinated responses to all CO personnel status changes.  Additionally, CO 
management is apprised of all Skillsoft staff terminations should special measures be require to protect against 
actions of ex-employees with privileged knowledge or understanding of Skillsoft proprietary software. 
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Employee Laptops and Mobile devices encryption 


Skillsoft utilizes file-level encryption strategy leveraging software that seamlessly encrypts files at rest and in transit 
based on risk-levels, as defined in the information policy. The risk factor is determined as a combination of content, 
context and type of data. All customer data is defined as sensitive information and treated accordingly.  For data that 
can potentially be copied via auxiliary devices such as USB thumb drives, CD and DVD, The IT department rolled 
out an Enterprise Information Protection software that will detect and prevent Skillsoft’s employees from transferring 
customer sensitive information via mobile devices (i.e., CD-RW/DVD-RW, USB, flash drives, PDAs, cameras, 
mobile phones). 


  


Access to the Private Cloud Environment 


All privileged access and communication to the Private Cloud environment is secured through either client or site-to-
site encryption.  Site-to-site tunnels providing privileged port or service access are restricted to Skillsoft Private 
Cloud-Only subnets.  Remote access authentication is tightly integrated with existing domain security and provides 
for a single point of administration.  Remote access is restricted to CO personnel.  This policy is universal and 
comprehensive to include administration, backups, etc. Under no circumstances is privileged access afforded to SW 
developers, Learning Consultants, Application Engineers, corporate IT or Account Executives. 


 


Remote Access to the Private Cloud Environment 


The Private Cloud systems can be accessed only by the CO Engineers. Access to the various subsystems is 
segregated based on duties and responsibilities. Each engineer has a unique user ID and password that is 
managed via an ACL that grants access only to the systems that are under the engineer’s area of responsibility. 
Since most CO engineers need access to the Private Cloud environment 24/7, they have laptops however the 
laptops have only the operating system and VPN software on it. To access the Private Cloud environment the CO 
engineers, connect remotely from their laptop to their desktop machine on Skillsoft premises, which has the VPN 
software that provides connectivity to the Private Cloud environment. The access is authenticated via a two-factor 
authentication from RSA Security. Application passwords are changed every 30 days or when an individual in CO 
leaves their job role. 


 


Third Party Annual Penetration Test 


In a continuing effort to improve the security of the Private Cloud environment, Skillsoft contracts third-party security 
organizations to conduct annually, full penetration and vulnerability assessment of the Private Cloud Environment.  
Thess assessments review Firewall policies, Intrusion Detection and Prevention policies, System patch levels, 
vulnerability to known software exploits and brute force attacks.  Assesment results are available to customers upon 
request. 
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Vendor, Technology and Platform Disclosure 


As a countermeasure to intelligence gathering, Skillsoft will not release to customers under any condition the make, 
model or manufacturer of any network or security device in use within the Private Cloud environment.  This includes 
release of information related to: 


 
• Firewall related hardware/software/settings 
• Intrusion Detection System related hardware/software/settings 
• Network penetration testing 
• Vulnerability scanning 
• Network topology 
• Internal IP scheme 
• Operating Systems configuration and security settings 
• Software vendors and version used. 


 


 


Planned System Maintenance 


Description of planned system maintenance schedule 


 


Routine maintenance window operations (when service-impacting)  are restricted to two hours per week.  Special 
maintenance windows of longer duration may be requested from time-to-time for which 14 days advanced notice will 
be provided. 


Activities conducted in these maintenance windows may include, but is not restricted to, hardware maintenance and 
replacement, system patching, infrastructure enhancements and Skillsoft software releases. 


 


Emergency Maintenance 


Skillsoft reserves the right to conduct unplanned maintenance activities when a delay of said maintenance is seen to 
pose a significant risk to the availability and or security of the services provided.  Every effort is made to coordinate 
these unscheduled maintenance activities with clients in advance and to conduct these activities at the least 
impactful time as circumstances allow for.  


 


Maintenance Schedule  


All scheduled maintenance window activities are coordinated and planned in advance with established cut-off 
windows.  All activities are critically examined to ensure timing and that all activities are non-overlapping. 
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Security Management 


Maintenance activities are restricted exclusively to CO personnel and access is strictly governed through multipart 
security measures. 


 


Wireless in the office 


Skillsoft provides to its employees wireless access within Skillsoft premises. The wireless service uses WPA2 
Enterprise encryption for access to Skillsoft network environments. All wireless access requires unique 
authentication and is logged to a central location, which is reviewed for failed access attempts. Rogue wireless 
detection is performed continuously to prevent malicious activity. 


Access points are configured to utilize Radius Authentication. A unique secure SSID is configured. Wireless traffic is 
secured and managed via firewall Policies. Allowed ports are limited to HTTP (80), HTTPS (443) and VPN Ports 
(TCP/UDP). 


Wireless access is segregated via its own Ethernet interface on Skillsoft’s Firewall with no access to internal 
corporate resources. VPN must be utilized to gain access to corporate resources. 


 


 


Production Code – Change Control 


Product Development 


Product related software development is done by Skillsoft SW Engineering staff, which consists of Scrum Masters, 
DevOps Managers, Squad Architect, SW Engineers and Database Developers. The SW Engineering department is 
divided into Squads by the various areas of expertise required by the various products and their respective software 
development life cycle. 


 


QA Processes 


A dedicated Quality Control team ensures all software made available to customers is of the highest quality and 
performance.  This team has final veto authority for all software packages moving to production systems. 


 


Qualification Processes 


An extensive and comprehensive testing matrix is applied to Percipio sprints testing functionality and support for all 
technologies listed in the product compatibility matrix.  New functionality is tested extensively and existing 
functionality is additionally tested to safeguard against regressions. 
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Software Rollout into Production  


Following a formal release to Skillsoft CO Services the software release package is reviewed by CO Services and a 
deployment strategy is assessed.  Software then enters a controlled release cycle initially deployed to a staging 
environment.  Following qualification in the staging environment, the software package is deployed in production. 
The Micro Services architecture enables SW deployment quickly and seamlesly. 


 


Patch Management and Version Management 


Continuous improvements to software occasionally result in patches being available to Skillsoft software product 
lines.  All major and minor software releases including patches are uniquely versioned and this version in 
transparent to all operators.  The release strategy for Patch deployments models that of the general software 
release process described above. 


 


SW Engineering – Change Control 
 


SW Engineering Process 


Following the finalization of functional specifications, general software architecture is determined by the product 
software Architect and a CO DevOps Architect assigned to each squad.  In some cases architectural considerations 
may result in changes to functional specifications.  These adjustments are communicated back to the respective 
stakeholders and a final functional specification and architecture is determined.  This architecture is documented 
and released to the DevOps manager for review, project scoping and resource assignment. 


 


Access to Source Code 


All software access and versioning is strictly controlled through Github, a software source control package.  Access 
to source code is provded on an as-needed basis and is exclusively restricted to Skillsoft SW Engineering. 


 


Software Release Process 


Authority to release software from SW Engineering to QA is restricted to the DevOps manager responsible for the 
product line.  Authority to release software from QA systems to final qualification systems is restricted to the 
assigned Quality Control Engineer provided the software has meet the pre-defined acceptance criteria for release. 
Authority to release software from final qualification to Skillsoft CO Services is restricted to the assigned Quality 
Control Engineer (with QA Manager assent) provided the software has meet the pre-defined acceptance criteria for 
general release. 







 


 


 


22 


 


 


 


Patch Management – Process Description 
 


Software 


A centralized patch management software suite ensures a consistent security posture across all managed systems 
and empowers Skillsoft CO services to aggressively respond to emergent threats.  All available software patches 
are considered by CO Architects and deployed on a schedule in accordance with the associated risk. 


 


Security and Network Devices 


A dedicated team of network and security professionals continuously consider newly available patches and 
enhancements to network and security devices.  Signature bundles for IDP and IDS devices are downloaded daily 
and considered for implementation on a continuous basis. 


 


Account Controls 
 


Access to Systems 


Access to all Private Cloud Systems is restricted to Skillsoft CO Services personnel.  In select cases vendor-
authorized technicians are afforded access to the systems in conjunction with hardware failure events or 
professional services engagements. 


 


Access Management 


System and Facility access control is governed by a select body of Skillsoft CO Services personnel.  System access 
is granted at a level commensurating with job function.  Access to security and network devices is restricted to the 
Network Management team, the CO Director and the Senior CO Architect.  The Private Cloud Facility access is 
managed in conjunction with the colocation service provider through a formal ACL.  Governance of this ACL is 
restricted to CO Managers. 


 


 


 


Boundary Defenses 
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Firewalls 


Skillsoft has selected best-of-breed hardware and software solutions from established industry leaders.  Firewalls 
utilize a most-restrictive policy providing only for known traffic and require port access.  Access to firewalling 
systems is strictly controlled and adjustments to any firewall policies is subject to managerial approval prior to 
implementation 


 


Intrusion Detection Prevention (IDP) 


Through granular pattern matching and event correlation Skillsoft provides comprehensive protection against known 
vulnerabilities and zero-day defense against emergent threats.  IDP signatures are considered and updated on a 
continuous basis. 


 


Intrusion Prevention System (IPS) 


A redundant, active IPS implementation provides effective and proven protection against brute force and denial of 
service attacks.  Adjustments to the IPS configuration are considered on a continuous basis. 


 


 


Connection to the Public Internet 


Percipio SaaS application is available through the public Internet however measures exist to ensure unauthorized 
access to the SaaS applicaiton do not occur.  This includes username/password-only access to your Percipio site 
and empowering customers to perform their own application account management in accordance with their own 
policies via the Learning Administrator interface. Customer can elect to implement Single Sign On (SSO) ensuring 
better protection and ease of use for its users. 


 


 


Audit Trail Protection 


 


Logs Management 


Aggressive system logging captures all events relating to system access including privileged user right use, service 
stops/starts, logins, and logouts.  Firewall and network intelligence logs capture all failed access events and 
suspicious activities as defined by our IDP/IDS infrastructure.  Comprehensive sysloging and SANS/Storage 
management logging capture all non-standard events.  Detailed application logs trap all unusual application events 
in addition to verbose web server logs. All system, security and access logs are retained by Skillsoft CO Services for 
an indefinite period. All event logs are archived daily to centralized disk storage for convenient access.  This 
centralized repository is then committed to tape and retained according to our tape retention policies as defined in 
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this document. Access to logs is restricted to CO personnel with the exception of application error and web logs 
which are shared with Skillsoft SW Engineering on an as-needed basis. 


 


Report to customers regarding a security violation incident 


Skillsoft follows a strict Incident Management process approved by its DoD and Federal customers. If a security 
incident occurs.  Information related to the incident will be provided via Skillsoft’s Tech Support team to the 
customer’s primary contact.  The first phase of the contact will acknowledge that a problem occurred and the status 
of the remediation. Subsequent updates will be sent during the remediation process. Once the incident was 
addressed CO will conduct a root cause analysis and the results will be provided to customers upon the customers’ 
request. 


 


 


Data Retention and Protection 


Customers’ Data - Storage 


All customer data is stored on an enterprise storage array providing the maximum degree of data protection and 
integrity available.  Customer data is stored exclusively in relational databases with no data present on Internet-
facing web systems.  Access to this data is restricted to CO personnel. Customer data is duplicated to the Private 
Cloud Disaster Recovery site, which is also strictly managed by CO team. Customer data is backed up daily and 
transferred securely on encrypted tapes to an offiste facility managed by Iron Mountain.  In some cases customer 
data is duplicated into a secured and controlled lab environment for the purposes of issue resolution or capacity 
planning exercises directly relating to the customer.  Duplicated data used in the lab environment is subject to 
database scrubbing, which removes all customer Personal Identifiable Information (PII)  from the data prior to its use 
in the lab. To ensure the data security and privacy, the scrubbing process occurs within the Private Cloud 
environment prior to exporting the data into the lab. 


 


Customers’ Data - Protection 


Access to database systems and customer databases is restricted to CO personnel only.  Privileged remote access 
is exclusively conducted over a secure, encrypted channel.  Tape backups are entrusted to a leading authority (Iron 
Mountain) in data and tape storage with the media stored at a remote, secured facility and accessible only to a 
restricted group within the CO Services organization. 


 


Password Storage 


Customers’ user account password are hashed (and salted) securely using bcrypt 
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End- User Access Methods 


All data access occurs through publicly accessible, password protected web systems.  Direct data access is never 
allowed. 


 


 


 


 


Personnel management 
 


Roles and Responsibilities 


Skillsoft has assembled a world-class team of IT professionals around an organizational structure that provides clear 
lines of accountability, oversight and ownership without sacrificing agility and responsiveness to customers.  The CO 
Services team is generally divided into the following teams: 


 


• Networking and Security 


• System Architects 


• Application and Systems Administrators 


• Database and Data Storage Administrators 


• Product Support and Customer Provisioning 


• Program Management 


 


Employee Background Checks  


Skillsoft recognizes the sensitivity of the data handled by the CO employees. To ensure the best security 
awarness and due dilligence, Skillsoft performs background checks (subject to applicable local laws) with 
respect to pre-determined positions that require access to customer data. Skillsoft also checks references 
provided by candidates generally as part of the application process. Additionally, all CO employees are 
required to review and sign a Security and Privacy Policy that details roles and responsibilities, escalation 
procedures and overall code of conduct within the CO organization. All CO employees are required to sign 
the policy annually, acknowledging their understanding and commitment to its guidelines.  
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Dedicated CO Team 


Skillsoft recognizes the unique challenges facing Service Providers and the specialized skill sets required to 
effectively manage and grow Cloud infrastructures.  In direct response to this, Skillsoft has heavily invested in a 
dedicated CO Services team whose sole mandate is to ensure the best possible experience for our customers. 


Expertise Description 


Skillsoft CO Services boasts a seasoned and skilled team of technology professionals.  In addition to years of 
industry tenure, many CO Services personnel also carry industry certifications including certifications from the 
following authorities; 


• Cisco


• RedHat


• DevOps


• CheckPoint


• EMC


• GIAC


• VMWare


• CommVault


• AWS Cloud Practitioner


Personnel Training 


In an ever changing and evolving technology landscape, Skillsoft recognizes the critical role training plays in the 
successful delivery of services.  To ensure that Skillsoft has the best possible resources available to its customers, 
Skillsoft aggressively pursues training for all products resident in the Private Cloud Infrastructure.  This included a 
formal training agenda for proprietary products developed by Skillsoft and generic security / privacy courses 
assigned to employees annually. 


Capacity Management 


Skillsoft takes project management very seriously to ensure that capacity is available for new products, new 
customers, customers’ upgrades and systems replacement.   The Percipio application is subject to load testing 
validating the hardware requirements and the deployment configuration is meeting our customers’ demand.  


The Percipio application is deployed based on a pre-defined deployment plan that maps out exactly how the 
Percipio application shares the hardware and, how will the hardware be configured. The required infrastructure is 
pre-built and configured based on build sheets and pre-configured images that were created by the system 
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architects. The existing Private Cloud environment is continuously monitored for resource utilization. Since 
emergency situations may arise, the CO team has redundant capacity ready to be deployed via configuration, to 
address any capacity issues that may arise.  


 


 


Third Party Service Providers 


Fastly 


Skillsoft uses Fastly services to stream videos on Percipio.  


https://www.fastly.com 


 


Iron Mountain Offsite Storage 


Skillsoft uses iron Mountain for its offiste backups storage. Iron Mountain is responsible for the secure transport and 
storage of the backup media. The Iron Mountain facility is located in Frankfurt, Germany. 


 


 


  



https://www.fastly.com/
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Introduction 


Skillsoft Customer Support has as its primary focus the support of Skillsoft customers in their use of all Skillsoft products, services 
and solutions.  Support service requests are received via telephone, Live Help (one-on-one chat), e-mail, and web form. 


Skillsoft solutions supported 


 


 Skillport 


 Percipio 


 Skillsoft Content (Installation / launch / or content quality issues) 


 SkillStudio 


 KnowledgeCenter Editor 


 Vodeclic 


Roles and Responsibilities 


Skillsoft Customer Support 


 


 Initial receipt of all service requests from Skillsoft Customers (except partner accounts) 


 All level 1, 2 and 3 troubleshooting requirements 


 Knowledge of a customer’s specific support handling instructions (Reference Notes) if these have been provided.  Note: 
Company Specific Reference Notes are accessed at the time of customer contact. 


 Interaction with the end user when required to test and confirm issue resolution 


 Escalation of issues to Engineering, Operations, Hosting or Account Teams where appropriate. 


 Logging and tracking all service requests. 


 Creation of reports for customer/company user contacts to support upon request. 


Customer 


 


 Compliance with all Skillsoft product requirements 


 Submission of appropriate issue details to begin troubleshooting process. 


 Ability to provide feedback on troubleshooting steps. 
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 Provide Skillsoft support representative(s) with generated case numbers for all contacts regarding reported user issues. 
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Issue Management 


This section describes the problem management processes between the customer and Skillsoft.  Technical escalation 
procedures are described along with management escalation procedures should an issue not be handled in a timely manner. 


Phone 


Skillsoft provides telephone support to all eligible customers on any of the products developed or distributed by Skillsoft.  This 
option is best for company-specific issues, high-priority issues requiring an immediate response, and for complex issues. 


The following flowchart shows the process of handling support requests via telephone. 


 
Customer
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Chooses
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Menu Option
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Wait in ACD


Queue
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New Case


Created, or


Existing Case


Updated


Escalation


Process if


Necessary


Press 1


No


Yes


Wait 20 Seconds
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ACD (Automatic Call Distribution) 


The caller to Skillsoft Customer Support is presented with a menu of choices using an ACD system. This system allows calls to 
be routed to individuals with the highest skill sets for that caller's particular question or problem. 


 The average call time delay response goal:  90 seconds 


Voice Mails 


If customers call during a period where all representatives are already engaged with customers and do not wish to wait in the 
queue, they have the option of leaving a voicemail in the Skillsoft Customer Support mailbox. These voicemails are regularly 
checked throughout the day. 


 The average voicemail response goal: 2 hours 


Email  


 
Customers may e-mail Customer Support at support@Skillsoft.com.  All e-mail queries to this address will receive an automated 


response to their submission which will include their “Thread ID” for that particular issue. Subsequently, a Skillsoft representative 
will provide an initial response to the customer e-mail within 24 hours of receipt of said message.   


 The average email turnaround goal: 12 hrs 


The following flowchart displays the process of handling support requests via e-mail: 


 


 
Customer 


Support@skillsoft.com Auto response to 
customer with 


Ticket # 


Email assigned to 
an appropriate 
Support Rep 


Support Rep 
responds to 


customer 


If Necessary ticket  


will be Escalated 


email email 


< 30min 


24 hours 
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E-mail escalations 


All issues deemed too complex to be resolved efficiently by e-mail correspondence or issues that require handling by an external 
Skillsoft support entity (i.e. Application Engineers, Development, Operations, Hosting etc.) will be moved to a Salesforce case for 
appropriate tracking and escalation (See the ESCALATIONS section of this document for additional details). 


Additionally, e-mail requests will be moved to telephone support (with an accompanying Salesforce case) under the following 
circumstances: 


1. Following a response from a customer indicating that no resolution to their issue was realized after receiving and 
attempting any of our “broad spectrum” troubleshooting e-mails. 


2. When the issue has not been resolved after three correspondences with the customer. 


The e-mail sent to the customer requesting to move the issue to telephone support will contain all of support’s contact numbers in 
addition to an offer for a call back if that is deemed more convenient to the individual.  


In the event that the customer fails to make contact with support within one business day, a second attempted e-mail contact will 
be initiated. If the customer still fails to make contact with support within one additional business day a final contact will be 
attempted. This final contact will apprise the customer that we hope their lack of response is due to their issue being resolved, but 
that we are ready to assist if required. They will be instructed to contact support quoting their existing case number so that their 
issue can be reopened if the issue persists. At this point the Salesforce case will be moved to a CLOSED – NO RESPONSE 
status. 


Live Help 


The Live Help feature allows users with navigational, usage and technical questions to connect with a Customer Support 
Representative in a live forum. In this forum they will receive one-on-one support.  Live Help can be accessed by a few 
different avenues including a shortcut within the site itself called Technical Support, or by going to 
http://support.Skillsoft.com/livehelp/  


Live Help support is available on a 24/7 basis to customers that opt to allow access to that support feature, and carries an 
average delay response goal of 60 seconds. When customers enter the chat queue, they will be brought to this page 
requesting some information: 



http://support.skillsoft.com/livehelp/
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Customer will then be picked up by the next available Support Customer Representative to engage in one-on-one support. 


 


The following flowchart displays the process of handling support requests via Live Help. 
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Escalations 


Escalation Processes within Support 


If the Support Representative finds that they have exhausted all normal troubleshooting options and have not resolved the issue 
he/she will escalate the case to the Customer Service Team Leader group who will route the escalation to the appropriate Level II 
resource within Customer Support: 


Level II Support personnel will follow-up with the customer before 5:00PM EST the following business day (average response 
time 4 hours). Troubleshooting will continue with the customer until such time as the issue is resolved or until an escalation to an 
external Skillsoft support resource is required (i.e. Application Engineers, Development, Operations, Hosting etc.) for further 
troubleshooting and final resolution. 


In the event that our Level II support team is unable to make contact with the customer on first attempt, a voice mail will be 
left (where possible) which will contain instructions on how to make contact for additional support. If the customer fails to 
make contact with support within one business day, a second attempted contact will be initiated. If the customer still fails to 
make contact with support within one additional business day a final contact will be attempted by phone and followed 
immediately by e-mail. This final contact will apprise the customer that we hope their lack of response is due to their issue 
being resolved, but that we are ready to assist if required. They will be instructed to contact support quoting their existing 
case number so that their issue can be reopened if the issue persists. At this point the Salesforce case will be moved to a 
CLOSED – NO RESPONSE status. 


Content Issues - Skillsoft 


Content issues should be documented in as much detail as possible and sent to support@Skillsoft.com, entered via the web form 
or reported by phone. Content issues are fully resolved, on average, in less than 20-days from the point of initial trouble report 
from a customer. Skillsoft Customer Support does have the ability to escalate content issues deemed critical/sensitive in nature to 
ensure the promptest possible resolution time.  


1. 1
st
 level Customer Support Representative replicates the issue. 


2. The Representative gathers the information (Screen shots, location of error, course title and number, etc.)  


3. Once isolated, the issue is labelled with a priority, and assigned a case number. The Customer Support Representative 
escalates the issue to the content review group. 


4. The Skillsoft Quality Assurance team informs Customer Support of the content issue resolution and, subsequently, when 
the updated content has been re-released. 


5. Throughout this process Customer Support continually contacts the client with updates and closes the case once 
resolved. 



mailto:support@smartforce.com
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Incident Classification Schema 


Customer Support will be classifying each service request using two qualifiers: Severity and Priority. This classification 
schema will become the cornerstone around which all support processes will flow. The Business Rules on which they 
are built will be monitored by the CRM to ensure service levels are enforced and that Management is aware of 
concerns before they escalate. 


Severity 


The Severity of a Service Request refers to the impact to the customer of the issue on our customer base. It categorizes 
the technical issue in terms of the effect it has on the application’s operation. The Severity is based on objective 
observations, its value remains the same throughout the life of the support case, unless circumstances dictate otherwise 
(such as an issue propagating to a larger customer base, or affecting other components of the application not discovered 
at time of reporting the issue). 


Severity Level Definition Can be set by 


S1- Critical Critical Service Impact 


 One or more organisations cannot access or navigate the site. 


 One or more organisations cannot access e-Learning Paths. 


 One or more organisations cannot use any Skillsoft Products. 


 One or more organisations can access no content. 


Team Leader + 


S2- High Major Service Impact 


 One or more organisations cannot access part of the site 


 One or more organisations cannot launch a subset of content 


 One or more organisations cannot use one or more Skillsoft 
Products. 


 A number of students cannot access/navigate the site. 


 A number of students can access no content. 


 Core Admin functionality not working e.g. cannot run a report, 
cannot assign content, cannot register students. 


 A piece of content cannot be accessed by anyone or is 
crashing when accessed by anyone. 


 Any other issue that results in a material degradation in the 
usability, quality or availability of any of the Skillsoft Products.   


Team Leader + 


S3- Medium Minor Service Impact 


 An Admin report is incorrect/inaccurate. 


 A single student cannot access the site. 


 A single student cannot access any content. 


 A single student's progress is incorrect. 


 A piece of content is not tracking progress correctly. 


All 
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S4- Low Minor Service Impact – Workaround available 


 Issue where there's a ready workaround. 


 Typos, grammar in content 


All 


S5 – Request / Customer 
Education 


No Impact Design or usability query 


 Enhancement request 


 Username / Password requests 


 Navigation or functional query 


All 


 


Priority 


The Priority of a Service Request is a subjective value that refers to the degree of urgency in which the issue must be 
resolved. This value drives our internal escalation management process. The Priority changes to appropriately reflect the 
status of the issue.  


Every Severity level has a corresponding default priority level, but priority allows for some input from human and 
business needs. Problems with low severity can easily get assigned a higher priority should the need arise. For example, if 
we have a simple typo on a customer’s page, that's Severity 4 because of its low scope -- but if that page is their home 
page and the typo is in their company name, you can bet that it may be a Priority 1 problem. 


The default priority levels for the various Severity levels are shown below: 


Severity level Default priority level 


S1 P1 


S2 P2 


S3 P3 


S4 P4 


S5 P5 


 


In order to change a priority level from its default level, a business case must be presented and approved through 
appropriate channels. 


The table below provides definitions for the various Priority levels. 


Priority level Definition Can be set by 


P1 – Critical Priority is so high that issue needs to be addressed immediately. 


Examples: 


 Issues where effect may cascade and down an application 


 Issues where contracts may be at risk 


Team Leaders+ 
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P2 – High Give High Attention 


       Examples: 


 Sensitive customers 


Team Leaders+ 


P3 – 
Medium 


Normal Queue 


      Examples: 


 Day to day issues 


All 


P4 – Low Low Priority 


 Can be addressed at a later time 


 Moderate problems can usually wait until the more important problems are 
cleaned up 


All 


P5 – 
Waiting / No 
priority  


Waiting / No Priority  


 Not in scope of Support 


 Not significant enough to prioritise 


All 


 


Customer Notification - Skillport 


Hosted Skillport Scheduled Maintenance 


Maintenance (downtime) is scheduled for regular upgrades, repairs, patches, etc, on the following days / times each 


week:    


 
for all *.com sites: 
 
•         Sunday from 1 PM – 3 PM (ET) 
 
•         Wednesday from 1 AM – 2 AM (ET) 
 
•         Wednesday from 1 PM – 2 PM (ET) For APAC customers only  
 
For all *.eu sites: 
 
•         Wednesday from 9 PM – 12 AM (CET) 


If the maintenance window needs to be longer, or if the hours are longer than the scheduled time, hosting will send an email to 
the Server Down distribution list. This list is comprised of clients who have requested (through their Account Consultant) that they 
be notified when the site is down for any abnormal length of time. The support team is also on this list so that they may be 
equipped to handle customer inquiries regarding these unscheduled downtimes. 


If it is known in advance that a scheduled maintenance will run longer than scheduled, the extranet team will make that known to 
the Server Down Distribution list. 


Customer Alert notification 


When an alert is received, the monitoring service will alert the on-call technician. 


1. The technician will confirm the reason for the alert. 
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2. Once the alert has been confirmed, the technician will alert Skillsoft Customer Support on-call personnel. 


A) If ALL sites are down on the Extranet: 


I. The on-call technician immediately notifies the Hosting Manager. 


II. The Hosting Manager will contact Customer Support. 


III. The technician will send an email within 15 minutes of diagnosis to the Professional Services, Sales 
Technical Support and the Server Down Distribution List. The email will contain the following: 


 When the service went down 


 When it is expected to return to service (if unknown then follow-up email will be sent 
when service is returned) 


 Cause of issue (if  known) 


IV. Once service is restored, an email is to be sent identifying the root cause, how it was resolved, total 
downtime, and measures, if any, put in place to prevent future occurrence. 


 


B) If  a server down is affecting specific customers: 


I. The technician will send an email within 15 minutes of diagnosis to Professional Services, Sales, 
Technical Support and the Server Down Distribution List of customers that are affected. The email will 
contain the following: 


 When the service went down 


 When it is expected to return to service (if unknown then follow-up email will be sent 
when service is returned) 


 Cause of issue (if  known) 


II. Once service is restored, an email is to be sent identifying the root cause, how it was resolved, total 
downtime, and measures, if any, put in place to prevent future occurrence. 
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Additional Customer Support Topics 


Reporting 


 


Skillsoft Customer Support can provide access to reporting on all phone, e-mail and chat requests. You should work with 
your Account Consultant to obtain this information. 
 


 Company Name 


 Customer Name (individual submitting support case) 


 Case Number 


 Summary of Issue 


 Error Category 


 Case Status 


 Case Type 


 Case Severity 


 Case Priority 


 Date Created 


 Date of Last Update 


 Solution of issue (upon case closure) 
 
 


Detailed reporting can also be obtained using the Skillsoft Support Community for individuals that have been designated 
as ‘administrators’ for their organization.  Administrative documentation for the portal is available at this location - 
http://support.skillsoft.com/admin/login/helpguide/Skillsoft%20Support%20Community%20Help%20Guide.pdf 
 
 


Customer Specific Information 


 


In the absence of specific customer handling instructions Skillsoft Support will make the following assumptions:  Client’s 
deployment takes on generic/vanilla functionality and meets standards as documented in product manuals and Technical 
Requirements documentation. Customers who may require non-standard support processes should work directly with their 
Skillsoft Account Representative to create "Company Specific Reference Notes".  A link to these Reference notes will be 
automatically presented to the Skillsoft support agent once the Company name has been populated within the relevant case.  
Please bear in mind that this support process should be a relatively simple deviation, or addition, to standard Skillsoft procedures, 
otherwise it may not prove feasible to implement. 



http://support.skillsoft.com/admin/login/helpguide/Skillsoft%20Support%20Community%20Help%20Guide.pdf
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Skillsoft Service Definition Document.pdf


Skillsoft UK Limited 
G-Cloud 11 Service Definition Document


Name of Product Package Subject Area(s) 
Percipio Business Expert business skills 
Percipio Technology & Developer Expert technology & software  development 
Percipio Productivity & Collaboration Tools Expert desktop computing 
Percipio Skillsoft Expert business skills, technology & software 


development, desktop computing 
Percipio Digital Transformation digital transformation 
Percipio Skillsoft Leadership Development 
Programme 


leadership 


Percipio Engineering engineering 
Percipio Legal Compliance legal compliance 
Percipio Compliance E,S&H workplace safety, the environment 
Percipio Compliance Complete legal compliance,  workplace safety, the 


environment 


All product packages listed in the above table contain a selection of online courses on the 
corresponding subject matter indicated.  Many product packages contain selections of other types of 
online learning assets, which may include but are not limited to books, audio books, videos, books 
summaries, mentoring services, test preparations, and virtual practice labs.  Supplier reserves the 
right to modify, restrict or update any content contained in any product package at any time.  Detail 
of the then-current contents of any specific product package is available from Supplier upon request 
at any time. 


All product packages will be deployed from Supplier’s Percipio platform hosted in a data centre 
located in the European Union. 


The document titled ‘Skillsoft UK Limited Service Levels and Support For G-Cloud 11 Buyers’ 
appended hereto as Exhibit A (including the two documents referenced therein and appended 
thereto as Annex 1 and Annex 2) describe the service levels and support provided by Skillsoft in 
connection with provision of its product packages deployed from Percipio.  Detail includes a monthly 
availability target, service credits for failure to meet that target, maintenance windows, data back-up 
processes and disaster recovery, as well as technical support available to individual users and 
support for the Buyer in the strategic implementation of learning using Skillsoft products. There are 
no additional Charges levied by Supplier in connection with such service levels and support. 


Technical requirements for hardware and software required to access the Percipio platform and 
learning assets deployed therefrom can be found at https://documentation.skillsoft.com/ 


Exit plan – Due to the proprietary nature of Supplier’s Cloud Software, exit planning is restricted to 
providing to the Buyer (upon Buyer’s request within 30 days of the end of the applicable Call-Off 
Contract) a copy in an industry-standard format of a copy of the Buyer's data (including data of 
usage of the Supplier products by individuals) held on the Percipio platform. 



https://documentation.skillsoft.com/





Exhibit A 
 


Skillsoft UK Limited  
Service Levels and Support  


For G-Cloud 11 Buyers 
 


This document applies solely to the specification, service levels and support of Percipio and other Skillsoft Products deployed therefrom provided to Buyers by Supplier 
under Call-Off Contracts, and Supplier’s support processes.   
 
1. Definitions.  Capitalized terms used but not defined in this document shall have the same meaning as in Supplier’s service-specific terms and 
conditions or the applicable Call-Off Contract. 
 
1.1 “Downtime” shall mean sustained loss of access to Percipio and/or other Skillsoft Products delivered to Buyer therefrom for five (5) minutes or 
longer due to a failure of Supplier to provide service for such period. Downtime shall not include any network unavailability during Supplier’s scheduled 
maintenance or issues not attributable to Supplier such as, 1) speed of the modem or connection by which the end user is accessing the server; 2) memory, 
configuration and web browsers of the end user workstations from which the end user is accessing the server; 3) security, firewall/proxy servers that end 
users need to pass through from Buyer to the Supplier servers; and (4) performance level of the internet service provider that services Buyer and its users. 
 
1.2 “Percipio” shall mean a method for the delivery of and access to certain Skillsoft Products whereby Supplier shall host the Skillsoft Products on 
Supplier servers and Buyer may obtain access to the Skillsoft Products. Supplier shall provide installation of any maintenance releases and/or new version 
releases to the Percipio platform at no extra charge to Buyer. The timing of such installations will be at Supplier’s discretion.   
 
1.3 “Scheduled Maintenance” means periods during which Percipio and/or other Skillsoft Products delivered therefrom are unavailable due to planned 
maintenance activities scheduled by Supplier in accordance with its normal policies and procedures as described in the applicable Cloud Operations 
Services document referenced in section 3 below. 
 
1.4 “Uptime” shall be calculated on a monthly basis and is expressed as a percentage equal to 
 (number of minutes in the month minus number of minutes of Scheduled Maintenance during the month minus number of minutes Downtime in the month) 
divided (total number of minutes in the month - number of minutes of Scheduled Maintenance during the month).  
 
 
2. Percipio Availability. 


 
2.1 Buyer shall report downtime to Supplier’s Technical Support Department, through its toll free number.  Supplier agrees that in the event that 
Supplier discovers or is notified by Buyer that Buyer is experiencing downtime, Supplier will take all actions necessary, to determine the source of the 
downtime and correct the problem, disruption, or outage if the problem is within Supplier’s control. 
 
2.2 Within two (2) hours of discovering or receiving notice of the downtime, Supplier will determine whether the source of the downtime is limited to 
Supplier (or its subcontractors’ or agents’) equipment and software providing service to the Buyer.  If Supplier determines that the Supplier (or its 
subcontractors’ or agents’) equipment and software are not the source of the downtime, Supplier will determine the source of the downtime within an 
additional two (2) hour period.  In any event, Supplier will notify Buyer of the source of the downtime as soon as a problem has been identified, and provide 
an estimated time for resolution of the problem for problems related to Supplier equipment and software.   If the source of and remedy to the downtime reside 
outside of the Supplier (or its subcontractors’ or agents’) server, Supplier will use commercially reasonable efforts to notify the party(ies) responsible for the 
source of the downtime and cooperate with it (them) to resolve such problem as soon as possible. 
 
2.3  Supplier will use all reasonable endeavours to ensure an Uptime measured on a monthly basis that is equal to or greater than 99%. 
 
2.4  Upon request from Buyer Supplier will grant to Buyer a pro rata temporis credit of Charges paid under the applicable Order Form(s) for (i) any 
incident of Downtime of duration in excess of two (2) hours duration and/or (ii) any delta between actual Uptime and the Uptime standard set forth in section 
2.3 above.  For the avoidance of doubt, Buyer agrees that any incident of Downtime shall only result in a single credit pursuant to the immediately foregoing 
sentence.  
 
 
 
3. Percipio Technology, Policies and Processes. 
 
Detail of the technology of and policies and processes followed by Supplier in connection with Percipio are set forth in the applicable Cloud Operations 
Services documentation, accessible via https://documentation.skillsoft.com/.  A copy of the applicable document as at the date of Supplier’s application to G-
Cloud 11 is appended hereto as Annex 1. Supplier reserves the right to vary the technology, policies and processes so long as any such change maintains or 
enhances the functionality, performance and security of Percipio.  A copy of the then-current applicable version of the Cloud Operations Services 
documentation will be provided by Supplier to Buyer upon Buyer’s request from time to time.   
 



https://documentation.skillsoft.com/
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4. Technical Support.


Supplier agrees to make available to Buyer throughout the term of the Agreement in accordance with its normal policies and procedures technical support 
services for and in response to reported software problems with licensed Skillsoft Products.  Such policies and procedures as at the date of Supplier’s 
application to G-Cloud 11 are set forth in Supplier’s Customer Support Operational Guide dated February 2018, a copy of which is appended hereto as 
Annex 2. Supplier reserves the right to vary the policies and procedures set forth in the aforementioned document so long as any such change maintains or 
enhances the quality and quantity of technical support services available to Buyer. A copy of the then-current applicable version of Supplier’s Customer 
Support Operational Guide will be provided by Supplier to Buyer upon Buyer’s request from time to time.   


5. Customer Success Group Support


The services of one or more members of the Supplier Customer Success group will be made available to Buyer to offer assistance from time to time in 
relation to the strategic implementation process (including program design; alignment; internal marketing strategy; and measuring ongoing success) in 
connection with the Skillsoft Products licensed under this Order Form, all in accordance with Supplier’s then-current policies and procedures. 
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Introduction 


Skillsoft offers Percipio via the Software as a Service (SaaS) Model. Percipio is accessible via the web alleviating 
the complexities involved in managing a web application that has to be accessible over the Internet worldwide, 
24/7/365.  


The SaaS model our customers’ IT Management no longer needs to worry about: 


• Hardware costs


• Software Licensing costs


• Application monitoring


• Creation of in-house expertise to support the eLearning solution


• Dealing with application and content upgrades


• Allocation of IT staffing to perform recurring maintenance


• Security management for the application


• Backup/Restore management


• Augmentation of helpdesk staffing


Skillsoft Cloud Operations (CO) have developed policies and processes to ensure application performance while 
maintaining the highest security standards. Following, is the description of these processes and the overall CO 
services provided by Skillsoft. For companies that are restricting the IP addresses that can be accessed from within 
the company, Skillsoft will provide a range of IP addresses that will have to be open for the Percipio application to 
work properly. More information on the IP ranges can be provided by the Account Team that supports the customer 
account. 


Privacy Shield / GDPR 
Skillsoft is committed to data privacy and is compliant with the existing EU Data Protection Directive as enshrined in 
applicable local EU member state law, such as the UK Data Protection Act 1998. Skillsoft implemented data 
protection measures and processes to ensure compliance with the General Data Protection Regulation (GDPR). 


Skillsoft rolled out a tool from TrustArc to inventory all applications that store E.U. users’ Personal Identifiable 
information. Skillsoft also developed tools that enable its customers to exercise the right to be forgotten for a user. 
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In addition, Skillsoft pursues Privacy Shield certification this year.  We engaged external privacy counsel to perform 
a comprehensive assessment of Skillsoft’s relevant business processes, EU personal data collection and use 
practices, and personal data flows from the EU to the US to evaluate our privacy policies and practices against the 
Privacy Shield Framework requirements.  Once this process is complete and any necessary modifications have 
been made to our policies and procedures, Skillsoft will seek Privacy Shield Self-Certification with the US 
Department of Commerce. 


 


We are committed to completing this review and self-certification process as soon as reasonably practicable so that 
we can use Privacy Shield as a transfer mechanism to comply with EU data protection requirements.  In the 
meantime, Skillsoft is happy to enter Standard Contractual Clauses to govern such transfers. A Model Clause 
agreement is available for Skillsoft E.U. customers. 


 


 


  


Percipio Application Description 


Percipio is a web application developed on Micro Services architecture. The application uses RedHat’s Open Shift 
platform, Docker containers, Kubernetes, Kafka, PostgressSQL databases, Casandra database for reporting and 
analytics and other technologies that are best-of-breed in the Micro Services Architecture. The Percipio application 
uses Java and Ruby at its core. The application uses the SQL database to store various configuration parameters 
as well as student credentials and student progress records. Customers are segregated in the SQL database by an 
organizaion key unique to each organizaion.  


Percipio application uses Multi-tenancy by unique identifier. All Customers use the same database and schema, 
but the rows of the table have a unique OrgID which is used in retrieving data for an Organization. Within an 
Organization there is a unique UserID which is used (in certain cases) to further filter the data to a single user.) 
  
The unique identifiers are generated using the UUID v4 format 
(https://en.wikipedia.org/wiki/Universally_unique_identifier) – These identifier are randomly generated by 
software libraries complying with RFC4122 (https://tools.ietf.org/html/rfc4122#section-4.1.3).  
The chances of guessing one of them is next to zero (https://stackoverflow.com/questions/4878359/what-is-
the-probability-of-guessing-matching-a-guid)  


 


 


PII and other user data 


The application stores in its SQL database user data: 


• First Name,  


• Last Name and  


• email address.  



https://en.wikipedia.org/wiki/Universally_unique_identifier

https://tools.ietf.org/html/rfc4122#section-4.1.3

https://stackoverflow.com/questions/4878359/what-is-the-probability-of-guessing-matching-a-guid

https://stackoverflow.com/questions/4878359/what-is-the-probability-of-guessing-matching-a-guid
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• Activity, such as access to courses, books, audiobooks


• Time spent on Channel and Course Pages


• Collection level consumption


• Assignment status


For users/learners, the application is accessible via a Web browser on port 443. Courses launch via the HTML5 
JWPlayer.   


Load Balancing 


All current generation products achieve maximum scalability and service availability through a classic hardware 
load-balanced architecture. All real-time application level components provide both horizontal and vertical scalability 
options and are constantly monitored against key performance criteria and are appropriately scaled on demand. 
Core infrastructure components are implemented in either an active-active, or active-passive failover model. 


Data Center and Co-Location Services 


Skillsoft contracts data center and co-location services with Tier 3+ service provider, British Telecom (BT). The 
location of the data center is in Frankfurt, Germany. BT data centers provide redundant high-bandwidth connectivity 
and scalability enabling Skillsoft to develop its hosting service rapidly and effectively. Security access includes 
multiple levels of physical and digital access controls. BT delivers highly reliable network connectivity and state-of-
the-art collocation facilities providing the best possible operating environment to Skillsoft and its customers. 


The BT data center includes VESDA fire detection and FM-200 fire surppression. A 2N redundant power supply 
provides dual power feeds and backup batteries, water coolant systems, and generators.  An N + 1 redundant 
climate control system provides primary and backup chiller units, cooling towers, and water storage. Additionally, a 
local network operations center (NOC) monitors the data center’s operations continuously. BT achieved a Power 
Effectiveness Wert (PUE) of 1.3. Physical access to BT data center is kept secure by 24x7 guards with interior and 
exterior closed-circuit television surveillance, electronic access at all data center entrances, including electronic key 
management systems and individually keyed cabinets and cages. The facility has a perimeter fence with a entrance 
gate remotely controlled and monitored via CCTV by BT security personnel. 


BT data centers have the follwing certifications: 


ISO 9001 – Quality Management 


ISO 20000 – IT Process, ITIL 


ISO 27001 – Security Management 


ISO 14001 – Green IT 
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Additional information about BT centers and co-location services can be obtained from BT directly.  


 


 


 


Network Device Control 
 


Description of the network, routers, switches, firewalls 


Recognizing the critical nature of network and security infrastructures Skillsoft has made strategic investments in 
best-of-breed devices from vendors such as Cisco and F5 Networks  reflecting our ongoing commitment to world-
class service provision.  Network infrastructures are built for scalability and fault resilience following many of the 
guidances used by Internet Service providers. 


 


Perimeter security is provided through a robust Firewall and Intrusion Detection and Prevention system.  This multi-
vendor, multi-layer system affords customers the greatest degree of protection from Denial of Service attacks and 
intrusion attempts while positioning Skillsoft to respond with agility to emergent threats. 


 


All systems are built from standardized, pre-hardened images employing industry best-practices.  System images 
are routinely reviewed to ensure responsiveness to a changing technology and threat landscape. 


 


As a final measure Skillsoft conducts an annual, third-party security audit of our CO Environment.  Skillsoft has 
enjoyed a very favorable asessment history with no high-risk vulnerabilities found during any assessments.  


 


Control Program Management 
 


Restart and recovery procedures 


A comprehensive monitoring infrastructure ensures that Skillsoft CO personnel are alerted at the earliest opportunity 
of service affecting conditions.  Clearly articulated governances inform the assigned CO Engineer what actions are 
permitted without escalation and specific details on how prescribed actions should be undertaken.  In the event that 
a conditions arises for which there is no defined procedure, the issue is escalated to a manger immediately. 


 







 


 


 


10 


 


 


Restriction on system access 


Respecting the confidential nature of the data entrusted to Skillsoft by our customers and in an effort to provide the 
most stable CO environment possible, privileged access to all Private Cloud systems is restricted to CO personnel 
only.  Under no condition is system access granted to any party outside of CO with the exception of service 
providers under a direct support or professional services contract with Skillsoft. No Third Party Service providers 
have access to customers’ data. 


 


System documentation 


Extensive documentation has been created covering all aspects of system construction, application installation and 
product configuration and management.  These documents are constantly updated to reflect the most current 
policies and procedures.  All documents remain under strict version control and any changes are subject to multi-
party review and approval. 


 


Protection from unauthorized access 


Privileged access to all Skillsoft CO entity is strictly controlled and available only to CO personnel.  Under no 
circumstance is access granted to non-CO personnel to any system.  Strict and consistently enforced protocols 
ensure that all access is immediately suspended following any job action affecting CO personnel. 


Data Protection Procedures 
 


Overall backup strategy 


System backups are not meant for the following purposes:  


• Data Archival 
• To safeguard against scenarios not directly related to the loss of data 


 


The data backup is accomplished using CommVault Simpana, consists of two stages: 


 
• Disk backup – Utilizing disk-based storage array to store backups at the hosting facility, making them available for quick 


restore if necessary. The backups will be the recent data backups 
• Tape Backup – Utilizing backup LTO6 media. The tapes are encrypted using FIPS 140-2 compliant software encryption option 


within the backup platform, which allows for a 256-bit AES pass phrase that must be at least 16 characters. Skillsoft will utilize 
a randomly generated 64-character string.  
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Backup Schedule 


Systems will be backed up according to the schedule below: 


Information Class Frequency/Type On Disk Retention Offsite Retention Comment 


Percipio Relational Databases Daily 90 Days N/A  Predominantly customer 
application data 


Weekly 90 Days 90 Days 


Network Attached Storage Daily 90 Days N/A 
 Includes administrative, 
repositories and 
application data sets 


Weekly 90 Days 90 Days 
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Backup Media Retirement 


Media will be retired and disposed of as described in the Skillsoft Digital Asset Destruction Policy. 


Prior to retirement and disposal, Global Cloud Operations will ensure that: 


• The media no longer contains active backup images
• The media’s current or former contents cannot be read or recovered by an unauthorized party.


Backup Verification 


On a daily basis, logged information generated from each backup job will be reviewed by the backup administrator for the following 
purposes: 


• To check for and correct errors.
• To monitor the duration of the backup job.
• To optimize backup performance where possible.
• IT will identify problems and take corrective action to reduce any risks associated with failed backups.
• Random test restores will be done once a week in or der to verify that backups have been successful


Hosting will maintain records demonstrating the review of logs and test restores so as to demonstrate compliance with this policy for 
auditing purposes. 


Data Recovery 


In the event of a catastrophic system failure, off-site backed up data will be made available to users within 3 working days if the 
destroyed equipment has been replaced by that time.  


In the event of a non-catastrophic system failure or user error, on-site backed up data will be made available to users within 1 working 
day.  


Restoration Requests 


In the event of accidental deletion or corruption of information, requests for restoration will be made via Skillsoft Tech Support. A ticket 
will be opened by Skillsoft Tech Support assigning the restoration request to Global Cloud Operations - Hosting Support.  
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Incident Management 


All Private Cloud Systems are broadly monitored for availability from multiple physical locations.  Visual and auditory 
alerts are generated within 1 minute of a service fault and email alerts generated within 2 minutes.  Immediate 
action is undertaken to restore impaired services.  All service affecting events are logged and analyzed by both SW 
Engineering and CO resources to ensure that the event is fully understood and steps are taken to mitigate future 
exposure to the event. 


Slowness in Applications Performance 


In addition to tracking the availability of the Private Cloud services, comprehensive measures are in place to protect 
against subtle or transient application latency.  A redundant and geographically dispersed monitoring infrastructure 
provides visual, auditory and email notification for any monitoring event that surpasses the allowable time limit.  The 
transactional monitors emulate user activity and provide a reliable indicator of general end-user system 
performance. 


Security Breach Management 


In the event that the Private Cloud systems or services are compromised Skillsoft CO would immediately implement 
an environment lock-down blocking all inbound and outbound communication from the datacenter environment.  
Privileged remote connectivity would be maintained for CO Security and Network Personnel to ensure the timeliest 
resolution of the issue.  Every effort would be taken to close the breach, re-stabilize the systems and limit exposure 
of customer data.  A detailed post-mortem of the events would be conducted at the earliest opportunity and shared 
with our customers as appropriate.  


Process for communicating back to customers 


Communications to the customer are effected through Skillsoft Tech Support and Learning Consultants with root 
cause analyses available to customers upon request. 


Systems Recovery from a Service Affecting Event 


Hardware Failure 


Many systems in the Private Cloud Environment are hardware load balanced and the loss of a system is not service 
affecting.  In cases where hardware redundancy is not provided, fully configured, hot-standby systems are available 
for immediate use. Recovery policies and procedures are documented to enable quick response to such incidents 
restroing services quickly and efficiently. 
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Application Malfunction 


Application faults are detected through continuous system monitoring and mean time to resolution in generally less 
than 10 minutes.  Procedures for corrective actions are documented and all application faults are escalated to SW 
Engineering for investigation. 


Network Loss 


A fully redundant network infrastructure enables Skillsoft to provide the most highly available infrastructure possible.  
Redundancy is provided at all levels including the Internet connection. Failover tests are conducted on a regular 
basis to ensure that configuration modifications and patch installations do not effect the reliability of our fault 
tolerance. 


Impaired Application Performance (i.e latency) 


Application latency is detected through continuous system monitoring and mean time to resolution is generally less 
than 10 minutes.  Procedures for corrective actions are documented and all application latency events are escalated 
to SW Engineering for investigation. 


Trusted Recovery 


In the unlikely event that a third party needs to be involved in a system recovery, the third-party engagement will be 
subject to formal contract terms which are reviewed and refined by the Skillsoft legal team before engagement.  
Third-parties directly handling sensitive information are subject to and bound by Non-Disclosure Agreements.  


Disaster Recovery 
To facilitate the most rapid recovery possible, Skillsoft Hosting Services has a documented Disaster Recovery Plan 
that details the responsible parties, the communication protocol and the steps that will be taken in the event of a 
disaster.  Skillsoft has a redundant hosting site located in the U.S. in Northborough, MA. The Disaster Recovery 
data center is managed by Iron Mountain. The redundant site is at a distance of, over 5000 miles from the primary 
hosting site, located in Frankfurt, Germany. In the event of a disaster, customers will be given the option to redeploy 
the Skillsoft SaaS products in the U.S. Customers sites will be redeployed after obtaining written approval from our 
customers. Skillsoft is currently developing a Disaster Recovery Plan that will keep the data in the E.U. The plan is 
to have the D.R. plan completed by the end of 2019. 


Compliance with Standard Architecture 
All production systems are deployed using best of breed security practices. All systems are in essence replicas of a 
master Image making the deployment process efficient and speeding recovery time following an unrecoverable 
system fault.   
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All operating systems are loaded with the most current updates from the OEM. This is done using a suite of 
externally and internally developed tools. 


All systems are hardened to limit unauthorized Admin or Super User access using industry and vendor best 
practices including:  


• Complex naming and password standards


• User access control settings


• Redirection to disabled accounts.


All systems are checked to ensure that any unnecessary or potentially exploitable services are set to be disabled at 
power on.  


Change Management - Roles and Responsibilities 


Technology managers have defined approval boundaries and act as an approving authority for adjustments that are 
contained to their area of purview.  Changes that have a wider impact are submitted for multiparty consideration of 
all stakeholders.  Stakeholders considering change requests are as follows: 


o Network and Security Manager


o Application Services Manager


o Database Manager


o Storage and SANS Manager


o Cloud Operations, Director


o Global Cloud  Operations – S.V.P.


The Cloud Operations Director and Global Cloud Operations S.V.P. have final veto authority on all change requests. 


System Configuration - Management 


Adjustments to system images or configurations are strictly controlled through a multi-party review and approval 
process involving Management, Network and Security, System Analysts and System Engineering resources.  
Documentation is immediately adjusted in response to system reconfiguration. 
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Change Process, Testing and Approval Process 


Change requests are submitted by the initiating party to the appropriate technology manager for initial consideration.  
The area manager will then invoke guidance of the CO Director to determine the scope of the change and establish 
an approval roster.  Whenever possible changes are vetted through advanced implementation in a staging 
environment and in some cases warrant and receive load testing by a dedicated automation team. 


To ensure the quality of work, changes to the environment are verified by CO Supervisors on an ongoing basis. The 
CO Architects conduct physical audits quarterly to ensure that the environment meets the defined standards. 


Configuration and Security Specification 


Skillsoft employs a “most-restrictive” policy in regards to all network device policies and access controls.  Firewall, 
IDP and IDS rules are continually reviewed and monitored for suspicious events.  Device configuration is 
standardized and heavily documented.  Adjustments to configurations and policies are reflected in the associated 
system or device documentation. 


Configuration Control 


Adjustments to any device by a network engineer require the approval of the Network Manager and in some cases 
will additionally require the CO Director’s approval.  An adjustment to any aspect of host system configuration 
requires the review and approval of the Senior System Architect and in some cases the CO Director.  All 
configuration adjustments or changes are reflected in the associated system or device documentation. 


Security, Accounts and Password Management 


Password Management 


Generic Usernames and Passwords use are forbiden.  Administrators are granted individualized logins and 
empowered to manage their own passwords according to the domain enforced password policy. 


Password Expiry 


All user account passwords are scheduled to expire every 30 days.  Passwords must meet strict complexity 
requirements and cannot be reused. Password expiry are enforced via GPOs. 
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Password Length and Complexity 


Passwords must meet a minimum character and complexity requirements including a minimum character restriction 
as well as requiring non-alphanumeric characters and characters of mixed case. Password length and complexity 
are managed via GPOs. 


Password Protection 


Efforts are made to limit the communication of passwords to verbal channels and passwords are provided on a 
need-to-know basis.  When verbal communication of passwords is not possible, username and password 
combinations are communicated in separate correspondences and only to the target audience.  Sharing of user 
account passwords is strictly prohibited. 


Physical Security Description 


All Skillsoft Private Cloud systems are located in a third-party ISO 27001 compliant facility providing 7/24 access 
control to a defined access control roster.  The facility employs multilayered access control governances including 
mantrap doors, CCTV, card-only access and 7/24 guards.  Premises are unmarked. 


Environment - Security Description 


A multi-tiered perimeter defense infrastructure ensures the greatest possible protection from unauthorized access or 
malicious activities.  Measures include a most-restrictive firewall policy, network and pattern-matching intrusion 
detection and prevention systems as well as an extensive and current anti-virus infrastructure. 


Systems - Security Description 


All systems are constructed from standardized, pre-hardened images using industry best practices in accordance 
with Skillsoft specific system and software requirements.  Routine and ongoing patch management is controlled via 
centralized patch management software ensuring a consistent and current posture. 


Personnel - Security Management 


Employee actions (hiring, terminations, suspensions, etc.) are fully coordinated with Human Resources and 
corporate IT providing immediate and coordinated responses to all CO personnel status changes.  Additionally, CO 
management is apprised of all Skillsoft staff terminations should special measures be require to protect against 
actions of ex-employees with privileged knowledge or understanding of Skillsoft proprietary software. 
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Employee Laptops and Mobile devices encryption 


Skillsoft utilizes file-level encryption strategy leveraging software that seamlessly encrypts files at rest and in transit 
based on risk-levels, as defined in the information policy. The risk factor is determined as a combination of content, 
context and type of data. All customer data is defined as sensitive information and treated accordingly.  For data that 
can potentially be copied via auxiliary devices such as USB thumb drives, CD and DVD, The IT department rolled 
out an Enterprise Information Protection software that will detect and prevent Skillsoft’s employees from transferring 
customer sensitive information via mobile devices (i.e., CD-RW/DVD-RW, USB, flash drives, PDAs, cameras, 
mobile phones). 


  


Access to the Private Cloud Environment 


All privileged access and communication to the Private Cloud environment is secured through either client or site-to-
site encryption.  Site-to-site tunnels providing privileged port or service access are restricted to Skillsoft Private 
Cloud-Only subnets.  Remote access authentication is tightly integrated with existing domain security and provides 
for a single point of administration.  Remote access is restricted to CO personnel.  This policy is universal and 
comprehensive to include administration, backups, etc. Under no circumstances is privileged access afforded to SW 
developers, Learning Consultants, Application Engineers, corporate IT or Account Executives. 


 


Remote Access to the Private Cloud Environment 


The Private Cloud systems can be accessed only by the CO Engineers. Access to the various subsystems is 
segregated based on duties and responsibilities. Each engineer has a unique user ID and password that is 
managed via an ACL that grants access only to the systems that are under the engineer’s area of responsibility. 
Since most CO engineers need access to the Private Cloud environment 24/7, they have laptops however the 
laptops have only the operating system and VPN software on it. To access the Private Cloud environment the CO 
engineers, connect remotely from their laptop to their desktop machine on Skillsoft premises, which has the VPN 
software that provides connectivity to the Private Cloud environment. The access is authenticated via a two-factor 
authentication from RSA Security. Application passwords are changed every 30 days or when an individual in CO 
leaves their job role. 


 


Third Party Annual Penetration Test 


In a continuing effort to improve the security of the Private Cloud environment, Skillsoft contracts third-party security 
organizations to conduct annually, full penetration and vulnerability assessment of the Private Cloud Environment.  
Thess assessments review Firewall policies, Intrusion Detection and Prevention policies, System patch levels, 
vulnerability to known software exploits and brute force attacks.  Assesment results are available to customers upon 
request. 
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Vendor, Technology and Platform Disclosure 


As a countermeasure to intelligence gathering, Skillsoft will not release to customers under any condition the make, 
model or manufacturer of any network or security device in use within the Private Cloud environment.  This includes 
release of information related to: 


 
• Firewall related hardware/software/settings 
• Intrusion Detection System related hardware/software/settings 
• Network penetration testing 
• Vulnerability scanning 
• Network topology 
• Internal IP scheme 
• Operating Systems configuration and security settings 
• Software vendors and version used. 


 


 


Planned System Maintenance 


Description of planned system maintenance schedule 


 


Routine maintenance window operations (when service-impacting)  are restricted to two hours per week.  Special 
maintenance windows of longer duration may be requested from time-to-time for which 14 days advanced notice will 
be provided. 


Activities conducted in these maintenance windows may include, but is not restricted to, hardware maintenance and 
replacement, system patching, infrastructure enhancements and Skillsoft software releases. 


 


Emergency Maintenance 


Skillsoft reserves the right to conduct unplanned maintenance activities when a delay of said maintenance is seen to 
pose a significant risk to the availability and or security of the services provided.  Every effort is made to coordinate 
these unscheduled maintenance activities with clients in advance and to conduct these activities at the least 
impactful time as circumstances allow for.  


 


Maintenance Schedule  


All scheduled maintenance window activities are coordinated and planned in advance with established cut-off 
windows.  All activities are critically examined to ensure timing and that all activities are non-overlapping. 
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Security Management 


Maintenance activities are restricted exclusively to CO personnel and access is strictly governed through multipart 
security measures. 


 


Wireless in the office 


Skillsoft provides to its employees wireless access within Skillsoft premises. The wireless service uses WPA2 
Enterprise encryption for access to Skillsoft network environments. All wireless access requires unique 
authentication and is logged to a central location, which is reviewed for failed access attempts. Rogue wireless 
detection is performed continuously to prevent malicious activity. 


Access points are configured to utilize Radius Authentication. A unique secure SSID is configured. Wireless traffic is 
secured and managed via firewall Policies. Allowed ports are limited to HTTP (80), HTTPS (443) and VPN Ports 
(TCP/UDP). 


Wireless access is segregated via its own Ethernet interface on Skillsoft’s Firewall with no access to internal 
corporate resources. VPN must be utilized to gain access to corporate resources. 


 


 


Production Code – Change Control 


Product Development 


Product related software development is done by Skillsoft SW Engineering staff, which consists of Scrum Masters, 
DevOps Managers, Squad Architect, SW Engineers and Database Developers. The SW Engineering department is 
divided into Squads by the various areas of expertise required by the various products and their respective software 
development life cycle. 


 


QA Processes 


A dedicated Quality Control team ensures all software made available to customers is of the highest quality and 
performance.  This team has final veto authority for all software packages moving to production systems. 


 


Qualification Processes 


An extensive and comprehensive testing matrix is applied to Percipio sprints testing functionality and support for all 
technologies listed in the product compatibility matrix.  New functionality is tested extensively and existing 
functionality is additionally tested to safeguard against regressions. 
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Software Rollout into Production  


Following a formal release to Skillsoft CO Services the software release package is reviewed by CO Services and a 
deployment strategy is assessed.  Software then enters a controlled release cycle initially deployed to a staging 
environment.  Following qualification in the staging environment, the software package is deployed in production. 
The Micro Services architecture enables SW deployment quickly and seamlesly. 


 


Patch Management and Version Management 


Continuous improvements to software occasionally result in patches being available to Skillsoft software product 
lines.  All major and minor software releases including patches are uniquely versioned and this version in 
transparent to all operators.  The release strategy for Patch deployments models that of the general software 
release process described above. 


 


SW Engineering – Change Control 
 


SW Engineering Process 


Following the finalization of functional specifications, general software architecture is determined by the product 
software Architect and a CO DevOps Architect assigned to each squad.  In some cases architectural considerations 
may result in changes to functional specifications.  These adjustments are communicated back to the respective 
stakeholders and a final functional specification and architecture is determined.  This architecture is documented 
and released to the DevOps manager for review, project scoping and resource assignment. 


 


Access to Source Code 


All software access and versioning is strictly controlled through Github, a software source control package.  Access 
to source code is provded on an as-needed basis and is exclusively restricted to Skillsoft SW Engineering. 


 


Software Release Process 


Authority to release software from SW Engineering to QA is restricted to the DevOps manager responsible for the 
product line.  Authority to release software from QA systems to final qualification systems is restricted to the 
assigned Quality Control Engineer provided the software has meet the pre-defined acceptance criteria for release. 
Authority to release software from final qualification to Skillsoft CO Services is restricted to the assigned Quality 
Control Engineer (with QA Manager assent) provided the software has meet the pre-defined acceptance criteria for 
general release. 
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Patch Management – Process Description 
 


Software 


A centralized patch management software suite ensures a consistent security posture across all managed systems 
and empowers Skillsoft CO services to aggressively respond to emergent threats.  All available software patches 
are considered by CO Architects and deployed on a schedule in accordance with the associated risk. 


 


Security and Network Devices 


A dedicated team of network and security professionals continuously consider newly available patches and 
enhancements to network and security devices.  Signature bundles for IDP and IDS devices are downloaded daily 
and considered for implementation on a continuous basis. 


 


Account Controls 
 


Access to Systems 


Access to all Private Cloud Systems is restricted to Skillsoft CO Services personnel.  In select cases vendor-
authorized technicians are afforded access to the systems in conjunction with hardware failure events or 
professional services engagements. 


 


Access Management 


System and Facility access control is governed by a select body of Skillsoft CO Services personnel.  System access 
is granted at a level commensurating with job function.  Access to security and network devices is restricted to the 
Network Management team, the CO Director and the Senior CO Architect.  The Private Cloud Facility access is 
managed in conjunction with the colocation service provider through a formal ACL.  Governance of this ACL is 
restricted to CO Managers. 


 


 


 


Boundary Defenses 
 







 


 


 


23 


 


 


Firewalls 


Skillsoft has selected best-of-breed hardware and software solutions from established industry leaders.  Firewalls 
utilize a most-restrictive policy providing only for known traffic and require port access.  Access to firewalling 
systems is strictly controlled and adjustments to any firewall policies is subject to managerial approval prior to 
implementation 


 


Intrusion Detection Prevention (IDP) 


Through granular pattern matching and event correlation Skillsoft provides comprehensive protection against known 
vulnerabilities and zero-day defense against emergent threats.  IDP signatures are considered and updated on a 
continuous basis. 


 


Intrusion Prevention System (IPS) 


A redundant, active IPS implementation provides effective and proven protection against brute force and denial of 
service attacks.  Adjustments to the IPS configuration are considered on a continuous basis. 


 


 


Connection to the Public Internet 


Percipio SaaS application is available through the public Internet however measures exist to ensure unauthorized 
access to the SaaS applicaiton do not occur.  This includes username/password-only access to your Percipio site 
and empowering customers to perform their own application account management in accordance with their own 
policies via the Learning Administrator interface. Customer can elect to implement Single Sign On (SSO) ensuring 
better protection and ease of use for its users. 


 


 


Audit Trail Protection 


 


Logs Management 


Aggressive system logging captures all events relating to system access including privileged user right use, service 
stops/starts, logins, and logouts.  Firewall and network intelligence logs capture all failed access events and 
suspicious activities as defined by our IDP/IDS infrastructure.  Comprehensive sysloging and SANS/Storage 
management logging capture all non-standard events.  Detailed application logs trap all unusual application events 
in addition to verbose web server logs. All system, security and access logs are retained by Skillsoft CO Services for 
an indefinite period. All event logs are archived daily to centralized disk storage for convenient access.  This 
centralized repository is then committed to tape and retained according to our tape retention policies as defined in 
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this document. Access to logs is restricted to CO personnel with the exception of application error and web logs 
which are shared with Skillsoft SW Engineering on an as-needed basis. 


 


Report to customers regarding a security violation incident 


Skillsoft follows a strict Incident Management process approved by its DoD and Federal customers. If a security 
incident occurs.  Information related to the incident will be provided via Skillsoft’s Tech Support team to the 
customer’s primary contact.  The first phase of the contact will acknowledge that a problem occurred and the status 
of the remediation. Subsequent updates will be sent during the remediation process. Once the incident was 
addressed CO will conduct a root cause analysis and the results will be provided to customers upon the customers’ 
request. 


 


 


Data Retention and Protection 


Customers’ Data - Storage 


All customer data is stored on an enterprise storage array providing the maximum degree of data protection and 
integrity available.  Customer data is stored exclusively in relational databases with no data present on Internet-
facing web systems.  Access to this data is restricted to CO personnel. Customer data is duplicated to the Private 
Cloud Disaster Recovery site, which is also strictly managed by CO team. Customer data is backed up daily and 
transferred securely on encrypted tapes to an offiste facility managed by Iron Mountain.  In some cases customer 
data is duplicated into a secured and controlled lab environment for the purposes of issue resolution or capacity 
planning exercises directly relating to the customer.  Duplicated data used in the lab environment is subject to 
database scrubbing, which removes all customer Personal Identifiable Information (PII)  from the data prior to its use 
in the lab. To ensure the data security and privacy, the scrubbing process occurs within the Private Cloud 
environment prior to exporting the data into the lab. 


 


Customers’ Data - Protection 


Access to database systems and customer databases is restricted to CO personnel only.  Privileged remote access 
is exclusively conducted over a secure, encrypted channel.  Tape backups are entrusted to a leading authority (Iron 
Mountain) in data and tape storage with the media stored at a remote, secured facility and accessible only to a 
restricted group within the CO Services organization. 


 


Password Storage 


Customers’ user account password are hashed (and salted) securely using bcrypt 
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End- User Access Methods 


All data access occurs through publicly accessible, password protected web systems.  Direct data access is never 
allowed. 


 


 


 


 


Personnel management 
 


Roles and Responsibilities 


Skillsoft has assembled a world-class team of IT professionals around an organizational structure that provides clear 
lines of accountability, oversight and ownership without sacrificing agility and responsiveness to customers.  The CO 
Services team is generally divided into the following teams: 


 


• Networking and Security 


• System Architects 


• Application and Systems Administrators 


• Database and Data Storage Administrators 


• Product Support and Customer Provisioning 


• Program Management 


 


Employee Background Checks  


Skillsoft recognizes the sensitivity of the data handled by the CO employees. To ensure the best security 
awarness and due dilligence, Skillsoft performs background checks (subject to applicable local laws) with 
respect to pre-determined positions that require access to customer data. Skillsoft also checks references 
provided by candidates generally as part of the application process. Additionally, all CO employees are 
required to review and sign a Security and Privacy Policy that details roles and responsibilities, escalation 
procedures and overall code of conduct within the CO organization. All CO employees are required to sign 
the policy annually, acknowledging their understanding and commitment to its guidelines.  
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Dedicated CO Team 


Skillsoft recognizes the unique challenges facing Service Providers and the specialized skill sets required to 
effectively manage and grow Cloud infrastructures.  In direct response to this, Skillsoft has heavily invested in a 
dedicated CO Services team whose sole mandate is to ensure the best possible experience for our customers. 


Expertise Description 


Skillsoft CO Services boasts a seasoned and skilled team of technology professionals.  In addition to years of 
industry tenure, many CO Services personnel also carry industry certifications including certifications from the 
following authorities; 


• Cisco


• RedHat


• DevOps


• CheckPoint


• EMC


• GIAC


• VMWare


• CommVault


• AWS Cloud Practitioner


Personnel Training 


In an ever changing and evolving technology landscape, Skillsoft recognizes the critical role training plays in the 
successful delivery of services.  To ensure that Skillsoft has the best possible resources available to its customers, 
Skillsoft aggressively pursues training for all products resident in the Private Cloud Infrastructure.  This included a 
formal training agenda for proprietary products developed by Skillsoft and generic security / privacy courses 
assigned to employees annually. 


Capacity Management 


Skillsoft takes project management very seriously to ensure that capacity is available for new products, new 
customers, customers’ upgrades and systems replacement.   The Percipio application is subject to load testing 
validating the hardware requirements and the deployment configuration is meeting our customers’ demand.  


The Percipio application is deployed based on a pre-defined deployment plan that maps out exactly how the 
Percipio application shares the hardware and, how will the hardware be configured. The required infrastructure is 
pre-built and configured based on build sheets and pre-configured images that were created by the system 
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architects. The existing Private Cloud environment is continuously monitored for resource utilization. Since 
emergency situations may arise, the CO team has redundant capacity ready to be deployed via configuration, to 
address any capacity issues that may arise.  


 


 


Third Party Service Providers 


Fastly 


Skillsoft uses Fastly services to stream videos on Percipio.  


https://www.fastly.com 


 


Iron Mountain Offsite Storage 


Skillsoft uses iron Mountain for its offiste backups storage. Iron Mountain is responsible for the secure transport and 
storage of the backup media. The Iron Mountain facility is located in Frankfurt, Germany. 


 


 


  



https://www.fastly.com/
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Introduction 


Skillsoft Customer Support has as its primary focus the support of Skillsoft customers in their use of all Skillsoft products, services 
and solutions.  Support service requests are received via telephone, Live Help (one-on-one chat), e-mail, and web form. 


Skillsoft solutions supported 


 


 Skillport 


 Percipio 


 Skillsoft Content (Installation / launch / or content quality issues) 


 SkillStudio 


 KnowledgeCenter Editor 


 Vodeclic 


Roles and Responsibilities 


Skillsoft Customer Support 


 


 Initial receipt of all service requests from Skillsoft Customers (except partner accounts) 


 All level 1, 2 and 3 troubleshooting requirements 


 Knowledge of a customer’s specific support handling instructions (Reference Notes) if these have been provided.  Note: 
Company Specific Reference Notes are accessed at the time of customer contact. 


 Interaction with the end user when required to test and confirm issue resolution 


 Escalation of issues to Engineering, Operations, Hosting or Account Teams where appropriate. 


 Logging and tracking all service requests. 


 Creation of reports for customer/company user contacts to support upon request. 


Customer 


 


 Compliance with all Skillsoft product requirements 


 Submission of appropriate issue details to begin troubleshooting process. 


 Ability to provide feedback on troubleshooting steps. 
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 Provide Skillsoft support representative(s) with generated case numbers for all contacts regarding reported user issues. 
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Issue Management 


This section describes the problem management processes between the customer and Skillsoft.  Technical escalation 
procedures are described along with management escalation procedures should an issue not be handled in a timely manner. 


Phone 


Skillsoft provides telephone support to all eligible customers on any of the products developed or distributed by Skillsoft.  This 
option is best for company-specific issues, high-priority issues requiring an immediate response, and for complex issues. 


The following flowchart shows the process of handling support requests via telephone. 


 
Customer
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Support Toll Free


Number


Chooses
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No
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ACD (Automatic Call Distribution) 


The caller to Skillsoft Customer Support is presented with a menu of choices using an ACD system. This system allows calls to 
be routed to individuals with the highest skill sets for that caller's particular question or problem. 


 The average call time delay response goal:  90 seconds 


Voice Mails 


If customers call during a period where all representatives are already engaged with customers and do not wish to wait in the 
queue, they have the option of leaving a voicemail in the Skillsoft Customer Support mailbox. These voicemails are regularly 
checked throughout the day. 


 The average voicemail response goal: 2 hours 


Email  


 
Customers may e-mail Customer Support at support@Skillsoft.com.  All e-mail queries to this address will receive an automated 


response to their submission which will include their “Thread ID” for that particular issue. Subsequently, a Skillsoft representative 
will provide an initial response to the customer e-mail within 24 hours of receipt of said message.   


 The average email turnaround goal: 12 hrs 


The following flowchart displays the process of handling support requests via e-mail: 


 


 
Customer 


Support@skillsoft.com Auto response to 
customer with 


Ticket # 


Email assigned to 
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E-mail escalations 


All issues deemed too complex to be resolved efficiently by e-mail correspondence or issues that require handling by an external 
Skillsoft support entity (i.e. Application Engineers, Development, Operations, Hosting etc.) will be moved to a Salesforce case for 
appropriate tracking and escalation (See the ESCALATIONS section of this document for additional details). 


Additionally, e-mail requests will be moved to telephone support (with an accompanying Salesforce case) under the following 
circumstances: 


1. Following a response from a customer indicating that no resolution to their issue was realized after receiving and 
attempting any of our “broad spectrum” troubleshooting e-mails. 


2. When the issue has not been resolved after three correspondences with the customer. 


The e-mail sent to the customer requesting to move the issue to telephone support will contain all of support’s contact numbers in 
addition to an offer for a call back if that is deemed more convenient to the individual.  


In the event that the customer fails to make contact with support within one business day, a second attempted e-mail contact will 
be initiated. If the customer still fails to make contact with support within one additional business day a final contact will be 
attempted. This final contact will apprise the customer that we hope their lack of response is due to their issue being resolved, but 
that we are ready to assist if required. They will be instructed to contact support quoting their existing case number so that their 
issue can be reopened if the issue persists. At this point the Salesforce case will be moved to a CLOSED – NO RESPONSE 
status. 


Live Help 


The Live Help feature allows users with navigational, usage and technical questions to connect with a Customer Support 
Representative in a live forum. In this forum they will receive one-on-one support.  Live Help can be accessed by a few 
different avenues including a shortcut within the site itself called Technical Support, or by going to 
http://support.Skillsoft.com/livehelp/  


Live Help support is available on a 24/7 basis to customers that opt to allow access to that support feature, and carries an 
average delay response goal of 60 seconds. When customers enter the chat queue, they will be brought to this page 
requesting some information: 



http://support.skillsoft.com/livehelp/
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Customer will then be picked up by the next available Support Customer Representative to engage in one-on-one support. 


 


The following flowchart displays the process of handling support requests via Live Help. 
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Escalations 


Escalation Processes within Support 


If the Support Representative finds that they have exhausted all normal troubleshooting options and have not resolved the issue 
he/she will escalate the case to the Customer Service Team Leader group who will route the escalation to the appropriate Level II 
resource within Customer Support: 


Level II Support personnel will follow-up with the customer before 5:00PM EST the following business day (average response 
time 4 hours). Troubleshooting will continue with the customer until such time as the issue is resolved or until an escalation to an 
external Skillsoft support resource is required (i.e. Application Engineers, Development, Operations, Hosting etc.) for further 
troubleshooting and final resolution. 


In the event that our Level II support team is unable to make contact with the customer on first attempt, a voice mail will be 
left (where possible) which will contain instructions on how to make contact for additional support. If the customer fails to 
make contact with support within one business day, a second attempted contact will be initiated. If the customer still fails to 
make contact with support within one additional business day a final contact will be attempted by phone and followed 
immediately by e-mail. This final contact will apprise the customer that we hope their lack of response is due to their issue 
being resolved, but that we are ready to assist if required. They will be instructed to contact support quoting their existing 
case number so that their issue can be reopened if the issue persists. At this point the Salesforce case will be moved to a 
CLOSED – NO RESPONSE status. 


Content Issues - Skillsoft 


Content issues should be documented in as much detail as possible and sent to support@Skillsoft.com, entered via the web form 
or reported by phone. Content issues are fully resolved, on average, in less than 20-days from the point of initial trouble report 
from a customer. Skillsoft Customer Support does have the ability to escalate content issues deemed critical/sensitive in nature to 
ensure the promptest possible resolution time.  


1. 1
st
 level Customer Support Representative replicates the issue. 


2. The Representative gathers the information (Screen shots, location of error, course title and number, etc.)  


3. Once isolated, the issue is labelled with a priority, and assigned a case number. The Customer Support Representative 
escalates the issue to the content review group. 


4. The Skillsoft Quality Assurance team informs Customer Support of the content issue resolution and, subsequently, when 
the updated content has been re-released. 


5. Throughout this process Customer Support continually contacts the client with updates and closes the case once 
resolved. 



mailto:support@smartforce.com
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Incident Classification Schema 


Customer Support will be classifying each service request using two qualifiers: Severity and Priority. This classification 
schema will become the cornerstone around which all support processes will flow. The Business Rules on which they 
are built will be monitored by the CRM to ensure service levels are enforced and that Management is aware of 
concerns before they escalate. 


Severity 


The Severity of a Service Request refers to the impact to the customer of the issue on our customer base. It categorizes 
the technical issue in terms of the effect it has on the application’s operation. The Severity is based on objective 
observations, its value remains the same throughout the life of the support case, unless circumstances dictate otherwise 
(such as an issue propagating to a larger customer base, or affecting other components of the application not discovered 
at time of reporting the issue). 


Severity Level Definition Can be set by 


S1- Critical Critical Service Impact 


 One or more organisations cannot access or navigate the site. 


 One or more organisations cannot access e-Learning Paths. 


 One or more organisations cannot use any Skillsoft Products. 


 One or more organisations can access no content. 


Team Leader + 


S2- High Major Service Impact 


 One or more organisations cannot access part of the site 


 One or more organisations cannot launch a subset of content 


 One or more organisations cannot use one or more Skillsoft 
Products. 


 A number of students cannot access/navigate the site. 


 A number of students can access no content. 


 Core Admin functionality not working e.g. cannot run a report, 
cannot assign content, cannot register students. 


 A piece of content cannot be accessed by anyone or is 
crashing when accessed by anyone. 


 Any other issue that results in a material degradation in the 
usability, quality or availability of any of the Skillsoft Products.   


Team Leader + 


S3- Medium Minor Service Impact 


 An Admin report is incorrect/inaccurate. 


 A single student cannot access the site. 


 A single student cannot access any content. 


 A single student's progress is incorrect. 


 A piece of content is not tracking progress correctly. 


All 
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S4- Low Minor Service Impact – Workaround available 


 Issue where there's a ready workaround. 


 Typos, grammar in content 


All 


S5 – Request / Customer 
Education 


No Impact Design or usability query 


 Enhancement request 


 Username / Password requests 


 Navigation or functional query 


All 


 


Priority 


The Priority of a Service Request is a subjective value that refers to the degree of urgency in which the issue must be 
resolved. This value drives our internal escalation management process. The Priority changes to appropriately reflect the 
status of the issue.  


Every Severity level has a corresponding default priority level, but priority allows for some input from human and 
business needs. Problems with low severity can easily get assigned a higher priority should the need arise. For example, if 
we have a simple typo on a customer’s page, that's Severity 4 because of its low scope -- but if that page is their home 
page and the typo is in their company name, you can bet that it may be a Priority 1 problem. 


The default priority levels for the various Severity levels are shown below: 


Severity level Default priority level 


S1 P1 


S2 P2 


S3 P3 


S4 P4 


S5 P5 


 


In order to change a priority level from its default level, a business case must be presented and approved through 
appropriate channels. 


The table below provides definitions for the various Priority levels. 


Priority level Definition Can be set by 


P1 – Critical Priority is so high that issue needs to be addressed immediately. 


Examples: 


 Issues where effect may cascade and down an application 


 Issues where contracts may be at risk 


Team Leaders+ 
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P2 – High Give High Attention 


       Examples: 


 Sensitive customers 


Team Leaders+ 


P3 – 
Medium 


Normal Queue 


      Examples: 


 Day to day issues 


All 


P4 – Low Low Priority 


 Can be addressed at a later time 


 Moderate problems can usually wait until the more important problems are 
cleaned up 


All 


P5 – 
Waiting / No 
priority  


Waiting / No Priority  


 Not in scope of Support 


 Not significant enough to prioritise 


All 


 


Customer Notification - Skillport 


Hosted Skillport Scheduled Maintenance 


Maintenance (downtime) is scheduled for regular upgrades, repairs, patches, etc, on the following days / times each 


week:    


 
for all *.com sites: 
 
•         Sunday from 1 PM – 3 PM (ET) 
 
•         Wednesday from 1 AM – 2 AM (ET) 
 
•         Wednesday from 1 PM – 2 PM (ET) For APAC customers only  
 
For all *.eu sites: 
 
•         Wednesday from 9 PM – 12 AM (CET) 


If the maintenance window needs to be longer, or if the hours are longer than the scheduled time, hosting will send an email to 
the Server Down distribution list. This list is comprised of clients who have requested (through their Account Consultant) that they 
be notified when the site is down for any abnormal length of time. The support team is also on this list so that they may be 
equipped to handle customer inquiries regarding these unscheduled downtimes. 


If it is known in advance that a scheduled maintenance will run longer than scheduled, the extranet team will make that known to 
the Server Down Distribution list. 


Customer Alert notification 


When an alert is received, the monitoring service will alert the on-call technician. 


1. The technician will confirm the reason for the alert. 
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2. Once the alert has been confirmed, the technician will alert Skillsoft Customer Support on-call personnel. 


A) If ALL sites are down on the Extranet: 


I. The on-call technician immediately notifies the Hosting Manager. 


II. The Hosting Manager will contact Customer Support. 


III. The technician will send an email within 15 minutes of diagnosis to the Professional Services, Sales 
Technical Support and the Server Down Distribution List. The email will contain the following: 


 When the service went down 


 When it is expected to return to service (if unknown then follow-up email will be sent 
when service is returned) 


 Cause of issue (if  known) 


IV. Once service is restored, an email is to be sent identifying the root cause, how it was resolved, total 
downtime, and measures, if any, put in place to prevent future occurrence. 


 


B) If  a server down is affecting specific customers: 


I. The technician will send an email within 15 minutes of diagnosis to Professional Services, Sales, 
Technical Support and the Server Down Distribution List of customers that are affected. The email will 
contain the following: 


 When the service went down 


 When it is expected to return to service (if unknown then follow-up email will be sent 
when service is returned) 


 Cause of issue (if  known) 


II. Once service is restored, an email is to be sent identifying the root cause, how it was resolved, total 
downtime, and measures, if any, put in place to prevent future occurrence. 
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Additional Customer Support Topics 


Reporting 


 


Skillsoft Customer Support can provide access to reporting on all phone, e-mail and chat requests. You should work with 
your Account Consultant to obtain this information. 
 


 Company Name 


 Customer Name (individual submitting support case) 


 Case Number 


 Summary of Issue 


 Error Category 


 Case Status 


 Case Type 


 Case Severity 


 Case Priority 


 Date Created 


 Date of Last Update 


 Solution of issue (upon case closure) 
 
 


Detailed reporting can also be obtained using the Skillsoft Support Community for individuals that have been designated 
as ‘administrators’ for their organization.  Administrative documentation for the portal is available at this location - 
http://support.skillsoft.com/admin/login/helpguide/Skillsoft%20Support%20Community%20Help%20Guide.pdf 
 
 


Customer Specific Information 


 


In the absence of specific customer handling instructions Skillsoft Support will make the following assumptions:  Client’s 
deployment takes on generic/vanilla functionality and meets standards as documented in product manuals and Technical 
Requirements documentation. Customers who may require non-standard support processes should work directly with their 
Skillsoft Account Representative to create "Company Specific Reference Notes".  A link to these Reference notes will be 
automatically presented to the Skillsoft support agent once the Company name has been populated within the relevant case.  
Please bear in mind that this support process should be a relatively simple deviation, or addition, to standard Skillsoft procedures, 
otherwise it may not prove feasible to implement. 



http://support.skillsoft.com/admin/login/helpguide/Skillsoft%20Support%20Community%20Help%20Guide.pdf
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Skillsoft T&Cs.pdf


Terms & Conditions specific to the Service 


1. Definitions 
 
Capitalised terms used but not defined herein shall have the meaning given to them in the applicable Call-Off 
Contract. 


 
1.1 “Authorized Audience” shall mean the aggregate number of employees of Buyer located in the United 


Kingdom that are authorized to access and use the applicable Skillsoft Product(s) [as licensed by means of an 


Order Form.  Buyer shall limit the use of the Skillsoft Product(s) to the number of Licensed Users for whom Buyer 


has paid the required license fees. 


1.2 “Documentation” shall mean all technical documentation, manuals and specifications with respect to the 


Skillsoft Product(s) that are generally made available by Supplier with the Skillsoft Product(s).  Supplier reserves 


the right to revise the Documentation from time to time, in its sole discretion. 


1.3 "License Consumption" occurs when a member of the Authorized Audience has accessed the Percipio 


platform (each such person, a “Licensed User”).   Once a member of the Authorized Audience has accessed the 


Percipio platform, that individual is considered to have consumed a license for all Skillsoft Product(s) that have 


been assigned to that individual and shall be entitled to access such Skillsoft Product(s) as much as he or she 


wishes during the remainder of the then-current year of the License Term.  The licence rights of that individual 


cannot be transferred to another individual during such period except as otherwise set forth in Section 2.8 below.  


At the commencement of each year of the License Term after the first year (if any) the count of License 


Consumption re-sets to zero. 


1.4 “License Term” shall mean the period from the commencement date of a Skillsoft Product license until 


the expiry date of that license. 


1.5 “Percipio” shall mean a method for the delivery of and access to the Skillsoft Products whereby Supplier 


shall host the Skillsoft Products on Skillsoft servers and Buyer may obtain access to the Skillsoft Products. 


Supplier shall provide installation of any maintenance releases and/or new version releases to the Percipio 


platform at no extra charge to Buyer. The timing of such installations will be at Supplier’s discretion.  


1.6 “Skillsoft Product(s)” shall mean the Supplier’s standard software products (including modifications or 
updates to such products) consisting of online learning courseware and other learning resources (including 
platform software from which other resources are deployed) set forth in an Order Form. The Parties acknowledge 
that modifications or updates to Skillsoft Products may be made by Supplier at the suggestion or request of Buyer 
(as well as at the suggestion or request of other customers of Supplier or unprompted by any suggestion or 
request of a customer), and Buyer agrees that in no event shall any Skillsoft Product or part thereof be deemed a 
Project Specific IPR. 
 
1.5 “Skillsoft Property” shall mean the Skillsoft Product(s) and Supplier’s web site architecture and content 
thereof including, but not limited to, the Intellectual Property Rights inherent therein and/or appurtenant thereto 
and any copies made as authorized under the applicable Call-Off Contract. 
 


2. License Terms 
 
2.1 Subject to the restrictions stated in this Section 2 and an Order Form, Supplier grants to Buyer and 
Buyer accepts, a nonexclusive, non-transferable license (without the right to sublicense) for the License Term set 
forth in the applicable Order Form, to use and to allow the applicable Authorized Audience to access and use the 
Skillsoft Product(s) set forth therein for internal training purposes only. 
 


2.2 All Skillsoft Products are the property of Supplier and/or its third party publishers and/or licensors and is 
protected by copyright and other laws relating to proprietary rights. Except for the limited licenses granted 
pursuant to this Section 2, the terms of this Section 2 or the applicable Call-Off Contract do not convey any 
ownership or other rights of any kind to Buyer in or to Skillsoft Property.  Supplier and its publishers and licensors 
have and shall retain all right, title and interest in and to the Skillsoft Property.  Supplier reserves all rights not 
expressly granted to Buyer herein.  Buyer shall have the right to receive any corrections, enhancements or other 
modifications as commercially available to all Supplier customers licensing the same Skillsoft Products. Further, 
Buyer shall keep the Skillsoft Property free and clear of all claims, security interests, liens and encumbrances. 
 


2.3 Except as may otherwise be permitted in this Section 2, Buyer shall not (a) reproduce publish, display, 
distribute, sell, sublicense, transfer, rent, lease, broadcast, timeshare, loan, disclose, or otherwise make available 
the Skillsoft Property, or any part thereof, to any third party; (b) reverse engineer, disassemble, decompile or 
otherwise attempt to derive source code from the Skillsoft Property, or any part thereof; (c) modify, translate, 
adapt, alter or create derivative works (as defined under the United States copyright laws) based upon the 







Skillsoft Property or any part thereof; (d) remove any proprietary notices, labels, or trademarks or service marks 
on any Skillsoft Property; (e) merge the Skillsoft Property, or any component thereof with another program 
(unless otherwise authorized herein); (f) use the Skillsoft Property, or any component thereof, for any purposes 
other than those explicitly stated in the applicable Call-Off Contract; (g) have any right to any source code for the 
Skillsoft Property (h) permit any party not specifically licensed herein to use the Skillsoft Property; (i) use 
download functionality enhancement tools; or (j) make unauthorized uses of Supplier Intellectual Property Rights.  
Buyer further agrees that Buyer is solely responsible for the content of all visual, written, or audible 
communications made by the Authorized Audience using the Skillsoft Product(s).  Although Supplier is not 
responsible for any such communications, Supplier may suspend at any time any such communications by 
individual members of the Authorized Audience whom it is made aware have made any such communication that 
is unlawful, would constitute a criminal offense or give rise to civil liability.  In the event of the foregoing, Supplier 
will provide prompt notice of suspension to Buyer. 
 


2.4 Provided that Buyer reproduces all copyright and other proprietary notices, Buyer may make copies of the 
Skillsoft Product(s) available and licensed by Buyer in CD-ROM format for deployment and backup purposes as 
reasonably necessary to carry out the rights expressly granted by the applicable Call-Off Contract.  Buyer shall 
take all reasonable security precautions to ensure that only the Authorized Audience accesses the Skillsoft 
Property. 
 


2.5 Buyer agrees to maintain during the applicable License Term and for one (1) year after termination of the 
applicable Call-Off Contract, records of all use and copying of the Skillsoft Product(s) (if applicable) and 
assignment of all login identifications used to access the Skillsoft Product(s) if distributed by Buyer.  Buyer shall 
upon Supplier’s request not more than once per year provide Supplier with electronic copies of such records to 
enable Supplier to verify Buyer’s compliance with the applicable licence restrictions.   


 
2.6 Upon expiration or termination of the applicable Call-Off Contract or any exchange or update of the 
Skillsoft Product(s), Buyer will delete any copies of the Skillsoft Property from its computer(s) or server(s) and 
destroy or return to Supplier all hard copies of the same.  Buyer agrees to provide Supplier with a written 
statement, signed by an authorized Buyer representative, which certifies its compliance with the foregoing 
obligations.   
 


2.7 Buyer acknowledges that all of the restrictions on access to and use of the Skillsoft Property contained in 
this Section 2 apply to all persons to whom Buyer enables access to the Skillsoft Products hereunder, including 
the Authorised Audience.  Buyer will take all necessary steps to ensure compliance of such persons therewith, 
and Buyer will be liable to Supplier for any violations of this Section 2 by such persons. 
 


2.8 Buyer will track the License Consumption for each Skillsoft Product licensed within each year of the 
Licence Term, as set forth in the applicable Order, to ensure that the Authorised Audience level has not been 
exceeded.  Consumed Licences cannot be exchanged or swapped during each year of the Licence Term except 
as except as set forth below or otherwise agreed in writing between Supplier and Buyer; de-activated and deleted 
users will still be counted as Licensed Users until the annual renewal date.  Buyer may within any year of the 
Licence Term transfer to another individual the licence rights of any Licensed User of a Skillsoft Product whose 
employment by Customer has terminated. The immediately foregoing shall be subject to the total number of 
Licensed Users whose rights are so transferred during any year of the Licence Term not exceeding 10% of the 
applicable Authorised Audience. Buyer shall: (a) not swap or share the login identifications or passwords 
(Logins) used to access the Skillsoft Products and associated with any Authorized Audience member under any 
circumstance; (b) notify Supplier immediately of any unauthorized use of any Logins used to access the Skillsoft 
Products or any other known or suspected breach of security; and (c) report to Supplier immediately and use 
reasonable efforts to stop immediately any copying or distribution of content that is known or suspected by Buyer 
to be infringing or unlawful.   
 


2.9 If the Skillsoft Products licensed herein are deployed outside of Supplier’s learner management systems, 
Buyer agrees to submit a report to Supplier at the end of each calendar quarter (“Quarterly Usage Report”). The 
Quarterly Usage Report shall include details of all users of the Skillsoft Products. The purpose of the Quarterly 
Usage Report shall be to show the number of Licensed Users that accessed the Skillsoft Products in the 
preceding 3-month period. 


 
2.10 Buyer agrees to comply with all applicable export control laws and regulations, including those of the 
United Kingdom, European Union and USA, in connection with its use of the Skillsoft Products. 


 
2.11 Nothing elsewhere in the Call-Off Contract shall prevent a party from seeking injunctive or other 
emergency or interim relief in the English courts in order to protect its Intellectual Property Rights or Confidential 
Information. 
 


2.12 If an IPR Claim is made against the Buyer, (i) Supplier shall be notified promptly in writing by Buyer of 


such IPR Claim;  (ii) Supplier shall have the sole control of the defence of such IPR Claim and of all negotiations 


for its settlement or compromise, provided that such settlement or compromise does not require the admission of 







liability, fault, or wrongful act or conduct on the part of Buyer, and (iii) Buyer shall cooperate reasonably with 


Supplier in the defence, settlement or compromise such IPR Claim at Supplier's expense. 


3. Skillsoft Product Warranty 


3.1 During the term of an applicable Order Form, Skillsoft Product(s) will substantially conform to the 


Documentation.  In the event that during such period any material defect is identified and documented by Buyer 


and confirmed by Supplier, Supplier, at its sole option and expense, shall (i) correct the material defects in the 


Skillsoft Product(s), or (ii) replace the defective Skillsoft Product(s), or, if Supplier deems neither of the foregoing 


are commercially practicable, (iii) terminate the license granted herein with respect to the defective Skillsoft 


Product(s), accept return of the Skillsoft Product(s) and refund to Buyer the applicable license fees calculated on 


a pro rata basis in relation to both the proportion of Skillsoft Products which are defective and the proportion of 


the pre-paid License Term remaining.  Supplier’s obligation of liability hereunder shall be to replace or to take 


corrective action with regards to such defect or to grant a refund with regards to those copies of the defective 


Skillsoft Product(s) provided by Supplier; Supplier shall have no obligation to correct or replace copies of or grant 


a refund for any Skillsoft Product(s) that Buyer has made. The remedy stated in this paragraph shall be Supplier’s 


entire obligation and Buyer’s sole and exclusive remedy for breach of the warranty set forth in this paragraph and 


shall be in lieu of any other remedy available to Buyer at law or in equity.  This warranty shall not apply if the 


Skillsoft product(s) have been (a) altered, modified, or enhanced; (b) subjected to misuse, negligence, computer 


or electrical malfunction; or (c) used, adjusted, installed or operated other than in accordance with the 


Documentation, or as authorized in writing by Supplier.  Furthermore, no warranties shall apply in the event of an 


uncured Material Breach by Buyer of these service-specific terms and conditions or the applicable Call-Off 


Contract for which notice of breach has been given.  


3.2 Notwithstanding anything to the contrary in the preceding paragraph, in no event shall Supplier provide 
any warranties or technical support to Buyer for any Buyer Data that has been created by or with any Skillsoft 
Product, or hosted on any Supplier platform software. 
 


3.3 Except as expressly stated in this Section 3 or the applicable Call-Off Contract, all warranties and 
conditions concerning the supply or purported supply of, or failure or delay in supplying, the Skillsoft Products 
whether express or implied by statute, common law, or otherwise are hereby excluded to the extent permitted by 
law. Specifically, and not in limitation of the foregoing, Supplier does not warrant  that any Skillsoft Product(s) will 
meet specific customer needs or requirements, that the operation of any Skillsoft Product(s) will be uninterrupted 
or free from  minor errors not materially affecting performance, or that any defects in the Skillsoft Product(s) will 
be corrected.   


 
4. Additional Commercial Provisions 


4.1 If at any time the number of Licensed Users during the then-current  year within the License Term of a 


Skillsoft Product licence exceeds the corresponding Authorized Audience set forth in the applicable Order Form, 


then, except as otherwise set forth in the applicable Order Form, Supplier shall invoice and Buyer shall pay 


additional Charges relating to such Skillsoft Product licence calculated as follows and the Authorized Audience 


shall, upon Buyer’s payment, automatically increase to equal the number of Licensed Users: (number of actual 


Licensed Users minus Authorized Audience specified in Order Form) multiplied by (Charges per annum payable 


for the Skillsoft Product licence specified in Order Form divided by Authorized Audience specified in Order Form).  


4.2  If, at the end of a year within the License Term of a Skillsoft Product licence, the number of Licensed 


Users during that year is less than the corresponding Authorized Audience set forth in the applicable Order Form, 


then the unconsumed ‘licence slots’ shall be forfeit by Buyer and no credit or refund by Supplier of Charges paid 


by Buyer shall be due in connection with such unconsumed ‘licence slots’. 


4.3 If the Buyer Ends a Call-Off Contract under clause 18.1, then (a) any Charges in connection with the 


then-current year of the term of the Call-Off Contract which are invoiced but not paid will remain payable in full 


and any such Charges already paid will not be subject to any credit or refund by Supplier, and (b) Buyer shall 


have no financial liability to Supplier in connection with any then-future year of the term of the Call-Off Contract.  


The Parties agree that the foregoing represents a reasonable quantification of unavoidable Loss by the Supplier 


resulting from the Buyer Ending a Call-Off Contract under clause 18.1. 






image4.emf
Skillsoft Pricing  Document.pdf


Skillsoft Pricing Document.pdf


Name of Product Package Authorized Audience Annual Cost for the license


Price per member of the 


Authorized Audience
100 £15,958.93 £159.59


200 £29,664.25 £148.32


400 £51,428.45 £128.57


800 £82,731.17 £103.41


1600 £128,422.98 £80.26


3200 £200,134.93 £62.54


100 £23,273.70 £232.74


200 £43,260.54 £216.30


400 £75,000.00 £187.50


800 £120,649.80 £150.81


1600 £187,283.69 £117.05


3200 £291,863.60 £91.21


100 £3,457.80 £34.58


200 £6,427.01 £32.14


400 £11,142.59 £27.86


800 £17,924.84 £22.41


1600 £27,824.74 £17.39


3200 £43,362.32 £13.55


100 £24,603.78 £246.04


200 £45,732.39 £228.66


400 £79,285.53 £198.21


800 £127,543.89 £159.43


1600 £197,985.43 £123.74


3200 £308,541.34 £96.42


100 £3,989.56 £39.90


200 £7,415.89 £37.08


400 £12,856.94 £32.14


800 £20,682.62 £25.85


1600 £32,105.57 £20.07


3200 £50,033.56 £15.64


Percipio Business Expert


Percipio Productivity & Collaboration 


Tools Expert


Percipio Skillsoft Expert 


Percipio Digital Transformation


Percipio Technology & Developer 


Expert







100 £6,649.73 £66.50


200 £12,360.10 £61.80


400 £21,428.52 £53.57


800 £34,471.32 £43.09


1600 £53,509.58 £33.44


3200 £83,389.55 £26.06


100 £5,319.65 £53.20


200 £9,888.26 £49.44


400 £17,142.99 £42.86


800 £27,577.23 £34.47


1600 £42,807.84 £26.75


3200 £66,711.82 £20.85


100 £2,146.34 £21.46


200 £4,289.10 £21.45


400 £7,649.52 £19.12


800 £13,516.81 £16.90


1600 £23,530.78 £14.71


3200 £37,990.17 £11.87


100 £2,146.34 £21.46


200 £4,289.10 £21.45


400 £7,649.52 £19.12


800 £13,516.81 £16.90


1600 £23,530.78 £14.71


3200 £37,990.17 £11.87


100 £3,270.61 £32.71


200 £6,535.77 £32.68


400 £11,655.36 £29.14


800 £20,593.93 £25.74


1600 £35,849.14 £22.41


3200 £57,867.97 £18.08


Percipio Skillsoft Leadership 


Development Programe


Percipio Engineering 


Percipio Legal Compliance


Percipio Compliance E,S&H


Percipio Compliance Complete







Notes


All pricing is for a committed purchase of a licence for use of the specified product package by a number of Licensed Users up to the specified 


Authorized Audience. Please refer to Supplier's document titled 'Terms & Conditions specific to the Service' for the definitions of Authorized 


Audience and Licensed User, and for associated additional terms.


All charges for committed licence purchases will be invoiced annually in advance.


If one or more prospective Buyers so request, Supplier may add pricing which provides additional discount for committed licence purchases of 


higher volumes (i.e. an Authorized Audience in excess of 3200) for one or more specific  product packages.


All pricing includes service and support as described in Supplier's document titled ‘Skillsoft UK Limited Service Levels and Support For G-Cloud 11 


Buyers’.
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