DocuSign Envelope ID: 30808A0D-245E-4A66-8A30-4E6F750CE029

Crown Copyright 2022

10.2.4

10.2.5

capable of paying a bulk transfer payment to the Replacement Supplier’s Broadly Comparable pen-
sion scheme (or the relevant Statutory Scheme if applicable) (unless otherwise instructed by the
Buyer); and

maintained until such bulk transfer payments have been received or paid (unless otherwise in-
structed by the Buyer).

10.3 Where the Supplier has provided a Broadly Comparable pension pursuant to the provisions of this Paragraph
10, the Supplier shall (and shall procure that any of its Subcontractors shall):

10.3.1

10.3.2

10.3.3

10.3.4

supply to the Buyer details of its (or its Subcontractor’s) Broadly Comparable pension scheme and
provide a full copy of the valid certificate of broad comparability (which remains valid as at the Rele-
vant Transfer Date) covering all relevant Fair Deal Employees, as soon as it is able to do so before the
Relevant Transfer Date (where possible) and in any event no later than seven (7) days after receipt of
the certificate;

be fully responsible for all costs, contributions, payments and other amounts relating to the setting
up, certification of, ongoing participation in and/or withdrawal and exit from the Broadly Compara-
ble pension scheme, including for the avoidance of doubt any debts arising under section 75 or 75A
of the Pensions Act 1995;

instruct any such Broadly Comparable pension scheme’s Actuary to provide all such co-operation
and assistance in agreeing bulk transfer process with the Actuary to the Former Supplier’s Broadly
Comparable pension scheme or the Actuary to the relevant Statutory Scheme (as appropriate) and
to provide all such co-operation and assistance with any other Actuary appointed by the Buyer
(where applicable). This will be with a view to the bulk transfer terms providing day for day and/or
pound for pound (as applicable) (or actuarially equivalent where there are benefit differences be-
tween the two schemes) credits in the Broadly Comparable pension scheme in respect of any Fair
Deal Eligible Employee who consents to such a transfer; and

provide a replacement Broadly Comparable pension scheme in accordance with this Paragraph 10
with immediate effect for those Fair Deal Eligible Employees who are still employed by the Supplier
and/or relevant Subcontractor and are still eligible for New Fair Deal protection in the event that the
Supplier and/or Subcontractor's Broadly Comparable pension scheme is closed to future accrual
and/or terminated. The relevant Fair Deal Eligible Employees must be given the option to transfer
their accrued benefits from the previous Broadly Comparable pension scheme to the new Broadly
Comparable pension scheme on day for day and/or pound for pound terms (as applicable) (or actu-
arially equivalent where there are benefit differences between the two schemes).

10.4 Where the Supplier has provided a Broadly Comparable pension scheme pursuant to the provisions of this
Paragraph 10, the Supplier shall (and shall procure that any of its Subcontractors shall) prior to the termina-
tion of this Contract:

10.4.1

allow and make all necessary arrangements to effect, in respect of any Fair Deal Eligible Employee
that remains eligible for New Fair Deal protection, following a Service Transfer, the bulk transfer of
past service from any such Broadly Comparable pension scheme into the Replacement Supplier’s
Broadly Comparable pension scheme (or the relevant Statutory Scheme if applicable). The bulk
transfer terms provided shall be on a past service reserve basis which should be calculated allowing
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10.4.2

for projected final salary at the assumed date of retirement, leaving service or death (in the case of
final salary benefits). The actuarial basis for this past service reserve basis should be aligned to the
funding requirements of the Broadly Comparable pension scheme in place at the time the bulk trans-
fer terms are offered. The bulk transfer terms shall be subject to an underpin in relation to any ser-
vice credits awarded in the Broadly Comparable pension scheme in accordance with Paragraph
10.3c) such that the element of the past service reserve amount which relates to such service credits
shall be no lower than that required by the bulk transfer terms that were agreed in accordance with
Paragraph 10.3c) but using the last day of the Fair Deal Eligible Employees’ employment with the
Supplier or Subcontractor (as appropriate) as the date used to determine the actuarial assumptions;
and

if the transfer payment paid by the trustees of the Broadly Comparable pension scheme is less (in
the opinion of the Actuary to the Replacement Supplier’s Broadly Comparable pension scheme (or to
the relevant Statutory Scheme if applicable)) than the transfer payment which would have been paid
had Paragraph a) been complied with, the Supplier shall (or shall procure that the Subcontractor
shall) pay the amount of the difference to the Replacement Supplier’s Broadly Comparable pension
scheme (or relevant Statutory Scheme if applicable) or as the Buyer shall otherwise direct. The Sup-
plier shall indemnify the Buyer or the Replacement Supplier’s Broadly Comparable pension scheme
(or the relevant Statutory Scheme if applicable) (as the Buyer directs) for any failure to pay the dif-
ference as required under this Paragraph.

11.BROADLY COMPARABLE PENSION SCHEMES IN OTHER CIRCUMSTANCES

11.1 If the terms of any of Paragraphs 2.2 of Annex D1: CSPS, 5.2 of Annex D2: NHSPS and/or 3.2 of Annex D3: LGPS
apply, the Supplier must (and must, where relevant, procure that each of its Subcontractors will) ensure that,
with effect from the cessation of participation in the Statutory Scheme, until the day before the Service Trans-
fer Date, the relevant Fair Deal Eligible Employees will be eligible for membership of a pension scheme under
which the benefits are Broadly Comparable to those provided under the relevant Statutory Scheme at the
date of cessation of participation in the relevant Statutory Scheme, and then on such terms as may be decided
by the Buyer.

11.2 Such Broadly Comparable pension scheme must be:

11.2.1
11.2.2
11.2.3

11.2.4

11.2.5

established by the date of cessation of participation in the Statutory Scheme;
a registered pension scheme for the purposes of Part 4 of the Finance Act 2004;

capable of receiving a bulk transfer payment from the relevant Statutory Scheme (where instructed
to do so by the Buyer);

capable of paying a bulk transfer payment to the Replacement Supplier’s Broadly Comparable pen-
sion scheme (or the relevant Statutory Scheme if applicable) (unless otherwise instructed by the
Buyer); and

maintained until such bulk transfer payments have been received or paid (unless otherwise in-
structed by the Buyer).
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11.3 Where the Supplier has provided a Broadly Comparable pension scheme pursuant to the provisions of this
Paragraph 11, the Supplier shall (and shall procure that any of its Subcontractors shall):

11.3.1 supply to the Buyer details of its (or its Subcontractor’s) Broadly Comparable pension scheme and
provide a full copy of the valid certificate of broad comparability (which remains valid as at the date
of cessation of participation in the Statutory Scheme) covering all relevant Fair Deal Eligible Employ-
ees, as soon as it is able to do so before the cessation of participation in the Statutory Scheme
(where possible) and in any event no later than seven (7) days after receipt of the certificate;

11.3.2 be fully responsible for all costs, contributions, payments and other amounts relating to the setting
up, certification of, ongoing participation in and/or withdrawal and exit from the Broadly Compara-
ble pension scheme, including for the avoidance of doubt any debts arising under section 75 or 75A
of the Pensions Act 1995; and

11.3.3 where required to do so by the Buyer, instruct any such Broadly Comparable pension scheme’s Actu-
ary to provide all such co-operation and assistance in agreeing a bulk transfer process with the Actu-
ary to the relevant Statutory Scheme and to provide all such co-operation and assistance with any
other Actuary appointed by the Buyer (where applicable). The Supplier must ensure that day for day
and/or pound for pound (as applicable) (or actuarially equivalent where there are benefit differences
between the two schemes) credits in the Broadly Comparable pension scheme are provided in re-
spect of any Fair Deal Employee who consents to such a transfer from the Statutory Scheme and the
Supplier shall be fully responsible for any costs of providing those credits in excess of the bulk trans-
fer payment received by the Broadly Comparable pension scheme; and

11.3.4 provide a replacement Broadly Comparable pension scheme in accordance with this Paragraph 11
with immediate effect for those Fair Deal Eligible Employees who are still employed by the Supplier
and/or relevant Subcontractor and are still eligible for New Fair Deal protection in the event that the
Supplier and/or Subcontractor's Broadly Comparable pension scheme is closed to future accrual
and/or terminated. The relevant Fair Deal Eligible Employees must be given the option to transfer
their accrued benefits from the previous Broadly Comparable pension scheme to the new Broadly
Comparable pension scheme on day for day and/or pound for pound terms (as applicable) (or actu-
arially equivalent where there are benefit differences between the two schemes).

11.4 Where the Supplier has provided a Broadly Comparable pension scheme pursuant to the provisions of this
Paragraph 11, the Supplier shall (and shall procure that any of its Subcontractors shall) prior to the termina-
tion of this Contract allow and make all necessary arrangements to effect, in respect of any Fair Deal Eligible
Employee that remains eligible for New Fair Deal protection, following a Service Transfer, the bulk transfer of
past service from any such Broadly Comparable pension scheme into the Replacement Supplier’s Broadly
Comparable pension scheme (or relevant Statutory Scheme if applicable). The bulk transfer terms provided
shall be sufficient to secure day for day and/or pound for pound credits (as applicable) (or actuarially equiva-
lent where there are benefit differences between the two schemes) in the Replacement Supplier’s Broadly
Comparable pension scheme (or relevant Statutory Scheme if applicable). For the avoidance of doubt, should
the amount offered by the Broadly Comparable pension scheme be less than the amount required by the Re-
placement Supplier’s Broadly Comparable pension scheme (or the relevant Statutory Scheme if applicable) to
fund the required credits (“the Shortfall”), the Supplier or the Subcontractor (as agreed between them)
must pay the Replacement Supplier’s Broadly Comparable pension scheme (or relevant Statutory Scheme if




DocuSign Envelope ID: 30808A0D-245E-4A66-8A30-4E6F750CE029

Crown Copyright 2022

applicable) the Shortfall as required, provided that in the absence of any agreement between the Supplier and
any Subcontractor, the Shortfall shall be paid by the Supplier. The Supplier shall indemnify the Buyer or the
Replacement Supplier’s Broadly Comparable pension scheme (or the relevant Statutory Scheme if applicable)
(as the Buyer directs) for any failure to pay the Shortfall under this Paragraph.

12.RIGHT OF SET-OFF

12.1 The Buyer shall have a right to set off against any payments due to the Supplier under this Contract an amount
equal to:

12.1.1 any unpaid employer’s contributions or employee’s contributions or any other financial obligations
under the CSPS or any CSPS Admission Agreement in respect of the CSPS Eligible Employees whether
due from the Supplier or from any relevant Subcontractor or due from any third party under any in-
demnity, bond or guarantee;

12.1.2 any unpaid employer’s contributions or employee’s contributions or any other financial obligations
under the NHSPS or any Direction Letter/Determination in respect of the NHSPS Eligible Employees
whether due from the Supplier or from any relevant Subcontractor or due from any third party un-
der any indemnity, bond or guarantee; or

12.1.3 any unpaid employer’s contributions or employee’s contributions or any other financial obligations
under the LGPS or any LGPS Admission Agreement in respect of the LGPS Eligible Employees whether
due from the Supplier or from any relevant Subcontractor or due from any third party under any in-
demnity, bond or guarantee;

and shall pay such set off amount to the relevant Statutory Scheme.

12.2 The Buyer shall also have a right to set off against any payments due to the Supplier under this Contract all
reasonable costs and expenses incurred by the Buyer as result of Paragraphs 12.1 above.
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Part E: Staff Transfer on Exit

1. OBLIGATIONS BEFORE A STAFF TRANSFER

1.1 The Supplier agrees that within 20 Working Days of the earliest of:
1.1.1  receipt of a notification from the Buyer of a Service Transfer or intended Service Transfer;

1.1.2  receipt of the giving of notice of early termination or any Partial Termination of the relevant Con-
tract;

1.1.3  the date which is 12 Months before the end of the Term; and

1.1.4  receipt of a written request of the Buyer at any time (provided that the Buyer shall only be entitled
to make one such request in any 6 Month period),

it shall provide in a suitably anonymised format so as to comply with the Data Protection Legislation, the
Supplier's Provisional Supplier Staff List, together with the Staffing Information in relation to the
Supplier's Provisional Supplier Staff List and it shall provide an updated Supplier's Provisional Supplier
Staff List at such intervals as are reasonably requested by the Buyer.

1.2 At least 20 Working Days prior to the Service Transfer Date, the Supplier shall provide to the Buyer or at the
direction of the Buyer to any Replacement Supplier and/or any Replacement Subcontractor

1.2.1  the Supplier's Final Supplier Staff List, which shall identify the basis upon which they are Transferring
Supplier Employees and

1.2.2  the Staffing Information in relation to the Supplier’s Final Supplier Staff List (insofar as such infor-
mation has not previously been provided).

1.3 The Buyer shall be permitted to use and disclose information provided by the Supplier under Paragraphs 1.1
and 1.2 for the purpose of informing any prospective Replacement Supplier and/or Replacement Subcontrac-
tor.

1.4 The Supplier warrants, for the benefit of The Buyer, any Replacement Supplier, and any Replacement Subcon-
tractor that all information provided pursuant to Paragraphs 1.1 and 1.2 shall be true and accurate in all mate-
rial respects at the time of providing the information.
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1.5 From the date of the earliest event referred to in Paragraphs 1.1.1 1.1.2 and 1.1.3, the Supplier agrees that it
shall not assign any person to the provision of the Services who is not listed on the Supplier’s Provisional Sup-
plier Staff List and shall, unless otherwise instructed by the Buyer (acting reasonably):

1.5.1

1.5.2

1.5.3

1.5.4

1.5.5

1.5.6

1.5.7

1.5.8

1.5.9

1.5.10

1.5.11

not replace or re-deploy any Supplier Staff listed on the Supplier Provisional Supplier Staff List other
than where any replacement is of equivalent grade, skills, experience and expertise and is employed
on the same terms and conditions of employment as the person he/she replaces

not make, promise, propose, permit or implement any material changes to the terms and conditions
of (i) employment and/or (ii) pensions, retirement and death benefits (including not to make pen-
sionable any category of earnings which were not previously pensionable or reduce the pension con-
tributions payable) of the Supplier Staff (including any payments connected with the termination of
employment);

not increase the proportion of working time spent on the Services (or the relevant part of the Ser-
vices) by any of the Supplier Staff save for fulfilling assignments and projects previously scheduled
and agreed;

not introduce any new contractual or customary practice concerning the making of any lump sum
payment on the termination of employment of any employees listed on the Supplier's Provisional
Supplier Staff List;

not increase or reduce the total number of employees so engaged, or deploy any other person to
perform the Services (or the relevant part of the Services);

not terminate or give notice to terminate the employment or contracts of any persons on the Suppli-
er's Provisional Supplier Staff List save by due disciplinary process;

not dissuade or discourage any employees engaged in the provision of the Services from transferring
their employment to the Buyer and/or the Replacement Supplier and/or Replacement Subcontrac-
tor;

give the Buyer and/or the Replacement Supplier and/or Replacement Subcontractor reasonable ac-
cess to Supplier Staff and/or their consultation representatives to inform them of the intended trans-
fer and consult any measures envisaged by the Buyer, Replacement Supplier and/or Replacement
Subcontractor in respect of persons expected to be Transferring Supplier Employees;

co-operate with the Buyer and the Replacement Supplier to ensure an effective consultation process
and smooth transfer in respect of Transferring Supplier Employees in line with good employee rela-
tions and the effective continuity of the Services, and to allow for participation in any pension ar-
rangements to be put in place to comply with New Fair Deal;

promptly notify the Buyer or, at the direction of the Buyer, any Replacement Supplier and any Re-
placement Subcontractor of any notice to terminate employment given by the Supplier or received
from any persons listed on the Supplier's Provisional Supplier Staff List regardless of when such no-
tice takes effect;

not for a period of 12 Months from the Service Transfer Date re-employ or re-engage or entice any
employees, suppliers or Subcontractors whose employment or engagement is transferred to the
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1.6

1.7

Buyer and/or the Replacement Supplier (unless otherwise instructed by the Buyer (acting reasona-
bly));

1.5.12 not to adversely affect pension rights accrued by all and any Fair Deal Employees in the period end-
ing on the Service Transfer Date;

1.5.13 fully fund any Broadly Comparable pension schemes set up by the Supplier;

1.5.14 maintain such documents and information as will be reasonably required to manage the pension
aspects of any onward transfer of any person engaged or employed by the Supplier or any Subcon-
tractor in the provision of the Services on the expiry or termination of this Contract (including identi-
fication of the Fair Deal Employees);

1.5.15 promptly provide to the Buyer such documents and information mentioned in Paragraph 3.1.1 of
Part D: Pensions which the Buyer may reasonably request in advance of the expiry or termination of
this Contract; and

1.5.16 fully co-operate (and procure that the trustees of any Broadly Comparable pension scheme shall fully
co-operate) with the reasonable requests of the Supplier relating to any administrative tasks neces-
sary to deal with the pension aspects of any onward transfer of any person engaged or employed by
the Supplier or any Subcontractor in the provision of the Services on the expiry or termination of this
Contract.

On or around each anniversary of the Start Date and up to four times during the last 12 Months of the Term,
the Buyer may make written requests to the Supplier for information relating to the manner in which the Ser-
vices are organised. Within 20 Working Days of receipt of a written request the Supplier shall provide such
information as the Buyer may reasonably require which shall include:

1.6.1  the numbers of employees engaged in providing the Services;
1.6.2 the percentage of time spent by each employee engaged in providing the Services;

1.6.3  the extent to which each employee qualifies for membership of any of the Fair Deal Schemes (as de-
fined in Part D: Pensions); and

1.6.4  adescription of the nature of the work undertaken by each employee by location.

The Supplier shall provide all reasonable cooperation and assistance to the Buyer, any Replacement Supplier
and/or any Replacement Subcontractor to ensure the smooth transfer of the Transferring Supplier Employees
on the Service Transfer Date including providing sufficient information in advance of the Service Transfer Date
to ensure that all necessary payroll arrangements can be made to enable the Transferring Supplier Employees
to be paid as appropriate. Without prejudice to the generality of the foregoing, within 5 Working Days follow-
ing the Service Transfer Date, the Supplier shall provide to the Buyer or, at the direction of the Buyer, to any
Replacement Supplier and/or any Replacement Subcontractor (as appropriate), in respect of each person on
the Supplier's Final Supplier Staff List who is a Transferring Supplier Employee:

1.7.1  the most recent month's copy pay slip data;
1.7.2  details of cumulative pay for tax and pension purposes;

1.7.3  details of cumulative tax paid;
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1.7.4 tax code;
1.7.5 details of any voluntary deductions from pay; and

1.7.6  bank/building society account details for payroll purposes.

2. STAFF TRANSFER WHEN THE CONTRACT ENDS

2.1

2.2

2.3

The Buyer and the Supplier acknowledge that subsequent to the commencement of the provision of the Ser-
vices, the identity of the provider of the Services (or any part of the Services) may change (whether as a result
of termination or Partial Termination of this Contract or otherwise) resulting in the Services being undertaken
by a Replacement Supplier and/or a Replacement Subcontractor. Such change in the identity of the supplier
of such services may constitute a Relevant Transfer to which the Employment Regulations will apply. The
Buyer and the Supplier further agree that, as a result of the operation of the Employment Regulations, where
a Relevant Transfer occurs, the contracts of employment between the Supplier and the Transferring Supplier
Employees (except in relation to any contract terms disapplied through operation of regulation 10(2) of the
Employment Regulations) will have effect on and from the Service Transfer Date as if originally made between
the Replacement Supplier and/or a Replacement Subcontractor (as the case may be) and each such Transfer-
ring Supplier Employee

The Supplier shall, and shall procure that each Subcontractor shall, comply with all its obligations in respect of
the Transferring Supplier Employees arising under the Employment Regulations in respect of the period up to
(and including) the Service Transfer Date and shall perform and discharge, and procure that each Subcontrac-
tor shall perform and discharge, all its obligations in respect of all the Transferring Supplier Employees arising
in respect of the period up to (and including) the Service Transfer Date (including the payment of all remuner-
ation, benefits, entitlements and outgoings, all wages, accrued but untaken holiday pay, bonuses, commis-
sions, payments of PAYE, national insurance contributions and pension contributions and all such sums due as
a result of any Fair Deal Employees' participation in the Schemes which in any case are attributable in whole
or in part to the period ending on (and including) the Service Transfer Date) and any necessary apportion-
ments in respect of any periodic payments shall be made between: (i) the Supplier and/or the Subcontractor
(as appropriate); and (ii) the Replacement Supplier and/or Replacement Subcontractor.

Subject to Paragraph 2.4, the Supplier shall indemnify the Buyer and/or the Replacement Supplier and/or any
Replacement Subcontractor against any Employee Liabilities arising from or as a result of:

2.3.1 any act or omission of the Supplier or any Subcontractor in respect of any Transferring Supplier Em-
ployee or any appropriate employee representative (as defined in the Employment Regulations) of
any Transferring Supplier Employee whether occurring before, on or after the Service Transfer Date.

2.3.2 the breach or non-observance by the Supplier or any Subcontractor occurring on or before the Ser-
vice Transfer Date of:

a) any collective agreement applicable to the Transferring Supplier Employees; and/or

b) any other custom or practice with a trade union or staff association in respect of any
Transferring Supplier Employees which the Supplier or any Subcontractor is contractually
bound to honour;
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2.4

2.3.3

234

2.3.5

2.3.6

2.3.7

any claim by any trade union or other body or person representing any Transferring Supplier Employ-
ees arising from or connected with any failure by the Supplier or a Subcontractor to comply with any
legal obligation to such trade union, body or person arising on or before the Service Transfer Date;

any proceeding, claim or demand by HMRC or other statutory authority in respect of any financial
obligation including, but not limited to, PAYE and primary and secondary national insurance contri-
butions:

a) in relation to any Transferring Supplier Employee, to the extent that the proceeding,
claim or demand by HMRC or other statutory authority relates to financial obligations aris-
ing on and before the Service Transfer Date; and

b) in relation to any employee who is not identified in the Supplier’s Final Supplier Staff List,
and in respect of whom it is later alleged or determined that the Employment Regulations
applied so as to transfer his/her employment from the Supplier to the Buyer and/or Re-
placement Supplier and/or any Replacement Subcontractor, to the extent that the pro-
ceeding, claim or demand by HMRC or other statutory authority relates to financial obliga-
tions arising on or before the Service Transfer Date;

a failure of the Supplier or any Subcontractor to discharge or procure the discharge of all wages, sal-
aries and all other benefits and all PAYE tax deductions and national insurance contributions relating
to the Transferring Supplier Employees in respect of the period up to (and including) the Service
Transfer Date);

any claim made by or in respect of any person employed or formerly employed by the Supplier or
any Subcontractor other than a Transferring Supplier Employee identified in the Supplier’s Final Sup-
plier Staff List for whom it is alleged the Buyer and/or the Replacement Supplier and/or any Replace-
ment Subcontractor may be liable by virtue of this Contract and/or the Employment Regulations;
and

any claim made by or in respect of a Transferring Supplier Employee or any appropriate employee
representative (as defined in the Employment Regulations) of any Transferring Supplier Employee
relating to any act or omission of the Supplier or any Subcontractor in relation to its obligations un-
der regulation 13 of the Employment Regulations, except to the extent that the liability arises from
the failure by the Buyer and/or Replacement Supplier to comply with regulation 13(4) of the Employ-
ment Regulations.

The indemnity in Paragraph 2.3 shall not apply to the extent that the Employee Liabilities arise or are attribut-
able to an act or omission of the Replacement Supplier and/or any Replacement Subcontractor whether oc-
curring or having its origin before, on or after the Service Transfer Date, Including any Employee Liabilities

2.4.1

arising out of the resignation of any Transferring Supplier Employee before the Service Transfer Date
on account of substantial detrimental changes to his/her working conditions proposed by the Re-
placement Supplier and/or any Replacement Subcontractor to occur in the period on or after the
Service Transfer Date); or
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2.4.2 arising from the Replacement Supplier’s failure, and/or Replacement Subcontractor’s failure, to com-
ply with its obligations under the Employment Regulations.

2.5 Subject to Paragraphs 2.6 and 2.7, if any employee of the Supplier who is not identified in the Supplier's Final
Transferring Supplier Employee List claims, or it is determined in relation to any employees of the Supplier,
that his/her contract of employment has been transferred from the Supplier to the Replacement Supplier
and/or Replacement Subcontractor pursuant to the Employment Regulations then:

2.5.1  the Replacement Supplier and/or Replacement Subcontractor will, within 5 Working Days of becom-
ing aware of that fact, notify the Buyer and the Supplier in writing;

2.5.2  the Supplier may offer employment to such person, or take such other steps as it considered appro-
priate to resolve the matter, within 15 Working Days of receipt of notice from the Replacement Sup-
plier and/or Replacement Subcontractor or take such other reasonable steps as it considers appro-
priate to deal with the matter provided always that such steps are in compliance with Law;

2.5.3  if such offer of employment is accepted, or if the situation has otherwise been resolved by the Sup-
plier or a Subcontractor, the Replacement Supplier and/or Replacement Subcontractor shall immedi-
ately release the person from its employment or alleged employment;

2.5.4 if after the period referred to in Paragraph 2.5.2 no such offer has been made, or such offer has been
made but not accepted, or the situation has not otherwise been resolved, the Replacement Supplier
and/or Replacement Subcontractor may within 5 Working Days give notice to terminate the employ-
ment of such person;

40.1.1 and subject to the Replacement Supplier's and/or Replacement Subcontractor's
compliance with Paragraphs 2.5.1 to 2.5.4 the Supplier will indemnify the Replacement
Supplier and/or Replacement Subcontractor against all Employee Liabilities arising out
of the termination of the employment of any of the Supplier's employees referred to
in Paragraph 2.5 provided that the Replacement Supplier takes, or shall procure that
the Replacement Subcontractor takes, all reasonable steps to minimise any such
Employee Liabilities.

2.6 The indemnity in Paragraph 2.5 shall not apply to:
2.6.1  anyclaim for:

a) discrimination, including on the grounds of sex, race, disability, age, gender reassignment,
marriage or civil partnership, pregnancy and maternity or sexual orientation, religion or
belief; or

b) equal pay or compensation for less favourable treatment of part-time workers or fixed-

term employees,

arising as a result of any alleged act or omission of the Replacement Supplier and/or Replacement
Subcontractor; or
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2.7

2.8

2.9

2.6.2  any claim that the termination of employment was unfair because the Replacement Supplier and/or
Replacement Subcontractor neglected to follow a fair dismissal procedure.

The indemnity in Paragraph 2.5 shall not apply to any termination of employment occurring later than
6 Months from the Service Transfer Date.

If at any point the Replacement Supplier and/or Replacement Subcontract accepts the employment of any
such person as is described in Paragraph 2.5, such person shall be treated as a Transferring Supplier Employee
and Paragraph 2.5 shall cease to apply to such person.

The Supplier shall comply, and shall procure that each Subcontractor shall comply, with all its obligations un-
der the Employment Regulations and shall perform and discharge, and shall procure that each Subcontractor
shall perform and discharge, all its obligations in respect of any person identified in the Supplier’s Final Sup-
plier Staff list before and on the Service Transfer Date (including the payment of all remuneration, benefits,
entitlements and outgoings, all wages, accrued but untaken holiday pay, bonuses, commissions, payments of
PAYE, national insurance contributions and pension contributions and such sums due as a result of any Fair
Deal Employees' participation in the Schemes and any requirement to set up a broadly comparable pension
scheme which in any case are attributable in whole or in part in respect of the period up to (and including) the
Service Transfer Date) and any necessary apportionments in respect of any periodic payments shall be made
between:

2.9.1  the Supplier and/or any Subcontractor; and

2.9.2  the Replacement Supplier and/or the Replacement Subcontractor.

2.10 The Supplier shall promptly provide the Buyer and any Replacement Supplier and/or Replacement Subcontrac-

2.1

tor, in writing such information as is necessary to enable the Buyer, the Replacement Supplier and/or Replace-
ment Subcontractor to carry out their respective duties under regulation 13 of the Employment Regulations.
The Buyer shall procure that the Replacement Supplier and/or Replacement Subcontractor, shall promptly
provide to the Supplier and each Subcontractor in writing such information as is necessary to enable the Sup-
plier and each Subcontractor to carry out their respective duties under regulation 13 of the Employment Regu-
lations.

Subject to Paragraph 2.9, the Buyer shall procure that the Replacement Supplier indemnifies the Supplier on
its own behalf and on behalf of any Replacement Subcontractor and its Subcontractors against any Employee
Liabilities arising from or as a result of:

2.11.1 any act or omission, whether occurring before, on or after the Service Transfer Date, of the Replace-
ment Supplier and/or Replacement Subcontractor in respect of any Transferring Supplier Employee
or any appropriate employee representative (as defined in the Employment Regulations) of any such
Transferring Supplier Employee.

2.11.2 the breach or non-observance by the Replacement Supplier and/or Replacement Subcontractor on
or after the Service Transfer Date of:

a) any collective agreement applicable to the Transferring Supplier Employees identified in
the Supplier’s Final Supplier Staff List; and/or
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2.11.3

211.4

2.11.5

2.11.6

2.11.7

2.11.8

b) any custom or practice in respect of any Transferring Supplier Employees identified in the
Supplier’s Final Supplier Staff List which the Replacement Supplier and/or Replacement
Subcontractor is contractually bound to honour;

any claim by any trade union or other body or person representing any Transferring Supplier Employ-
ees identified in the Supplier’s Final Supplier Staff List arising from or connected with any failure by
the Replacement Supplier and/or Replacement Subcontractor to comply with any legal obligation to
such trade union, body or person arising on or after the Service Transfer Date;

any proposal by the Replacement Supplier and/or Replacement Subcontractor to change the terms
and conditions of employment or working conditions of any Transferring Supplier Employees identi-
fied in the Supplier’s Final Supplier Staff List on or after their transfer to the Replacement Supplier or
Replacement Subcontractor (as the case may be) on the Service Transfer Date, or to change the
terms and conditions of employment or working conditions of any person identified in the Supplier’s
Final Supplier Staff List who would have been a Transferring Supplier Employee but for their resigna-
tion (or decision to treat their employment as terminated under regulation 4(9) of the Employment
Regulations) before the Service Transfer Date as a result of or for a reason connected to such pro-
posed changes;

any statement communicated to or action undertaken by the Replacement Supplier or Replacement
Subcontractor to, or in respect of, any Transferring Supplier Employee identified in the Supplier’s
Final Supplier Staff List on or before the Service Transfer Date regarding the Relevant Transfer which
has not been agreed in advance with the Supplier in writing;

any proceeding, claim or demand by HMRC or other statutory authority in respect of any financial
obligation including, but not limited to, PAYE and primary and secondary national insurance contri-
butions:

a) in relation to any Transferring Supplier Employee identified in the Supplier’s Final Supplier
Staff List, to the extent that the proceeding, claim or demand by HMRC or other statutory
authority relates to financial obligations arising after the Service Transfer Date; and

b) in relation to any employee who is not a Transferring Supplier Employee identified in the
Supplier’s Final Supplier Staff List, and in respect of whom it is later alleged or determined
that the Employment Regulations applied so as to transfer his/her employment from the
Supplier or Subcontractor, to the Replacement Supplier or Replacement Subcontractor to
the extent that the proceeding, claim or demand by HMRC or other statutory authority re-
lates to financial obligations arising after the Service Transfer Date;

a failure of the Replacement Supplier or Replacement Subcontractor to discharge or procure the dis-
charge of all wages, salaries and all other benefits and all PAYE tax deductions and national insurance
contributions relating to the Transferring Supplier Employees identified in the Supplier’s Final Sup-
plier Staff List in respect of the period from (and including) the Service Transfer Date; and

any claim made by or in respect of a Transferring Supplier Employee identified in the Supplier’s Final
Supplier Staff List or any appropriate employee representative (as defined in the Employment Regu-
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lations) of any such Transferring Supplier Employee relating to any act or omission of the Replace-
ment Supplier or Replacement Subcontractor in relation to obligations under regulation 13 of the
Employment Regulations.

2.12 The indemnity in Paragraph 2.10 shall not apply to the extent that the Employee Liabilities arise or are at-
tributable to an act or omission of the Supplier and/or any Subcontractor (as applicable) whether occurring or
having its origin before, on or after the Service Transfer Date, including any Employee Liabilities arising from
the failure by the Supplier and/or any Subcontractor (as applicable) to comply with its obligations under the
Employment Regulations, or to the extent the Employee Liabilities arise out of the termination of employment
of any person who is not identified in the Supplier’s Final Supplier Staff List in accordance with Paragraph 2.5
(and subject to the limitations set out in Paragraphs 2.6 and 2.7 above).
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ANNEX E1: LIST OF NOTIFIED SUBCONTRACTORS
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ANNEX E2: STAFFING INFORMATION
EMPLOYEE INFORMATION (ANONYMISED)
Name of Transferor:

Number of Employees in-scope to transfer:
Completion notes

1 If you have any Key Subcontractors, please complete all the above information for any staff
employed by such Key Subcontractor(s) in a separate spreadsheet.

2 This spreadsheet is used to collect information from the current employer (transferor) about
employees performing the relevant services to help plan for a potential TUPE transfer. Some
or all of this information may be disclosed to bidders as part of a procurement process. The in-
formation should not reveal the employees' identities.

3 If the information cannot be included on this form, attach the additional information, such as
relevant policies, and cross reference to the item number and employee number where appro-
priate.
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EMPLOYEE DETAILS & KEY TERMS

Details

Job
Title

Grade /
band

Work
Location

Age

Employment status (for example,
employee, fixed-term employee, self-
employed, agency worker)?

Continuous
service date
(dd/mmlyy)

D
e

Emp No 1

Emp No 2

Emp No

Emp No

Emp No

Emp No

Emp No

Emp No
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EMPLOYEE DETAILS & KEY TERMS

Contract end Reaular Previously TUPE
date (if fixed Contractual Contractual ovg rtime Mobility or | organisation? If

Details | term contract notice period weekly hours er flexibility clause | specify (i) date c
or temporary P hours week P in contract? name of transfe
contract) whether ex public ¢

Emp

No 1

Emp

No 2

Emp

No

Emp

No

Emp

No

Emp

No

Emp

No
ASSIGNMENT CONTRACTUAL PAY AND BENEFITS

. . Payment .
0,
Yo _of working time Salary (or | interval Bonus payment for previous Pay Frec
. dedicated to the 12 months (please specify .

Details g . hourly rate | (weekly / review of
provision of services of pay) fortniahtly / whether contractual or method revi
under the contract pay montr?ly)y discretionary entitlement)

Emp

No 1

Emp

No 2
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Emp
No

Emp
No

Emp
No

Emp
No

Emp
No

CONTRACTUAL PAY AND BENEFITS

Details

Any existing or
future
commitment to
training that
has a time-off
or financial
implication

Car
allowance
(£ per year)

Lease or
company
car details

Any
allowances
(e.g.
allowance,
standby
allowance,
allowance)

other
paid
shift

travel

Private  medical
insurance (please
specify whether
single or family
cover)

Life
assurance
(xSalary)

Emp No 1

Emp No 2

Emp No

Emp No

Emp No

Emp No

Emp No
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CONTRACTUAL PAY AND BENEFITS

Details Annual leave | Bank Method of calculating holiday pay | Maternity or paternity or
entitlement holiday (i.e. based on fixed salary only or | shared parental leave
(excluding entittement |incl. entitlements to variable | entitlement and pay
bank remuneration such as bonuses,
holidays) allowances, commission or overtime
pay?)
Emp No 1
Emp No 2
Emp No
Emp No
Emp No
Emp No

Emp No
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PENSIONS
Is the scheme
an . Type
Please provide the | occupational If the sc_heme Is not_an bene
Employee Employer . : occupational pension
- . name of the pension | pension whet
Details Egztsrlicl’)ztion Egztsrli(l,)l:ltion scheme and a link to | scheme as :g::m:’ vivshatitgypeEof CSP
rate rate the pension scheme | defined in the ersonal -ensi;)gr; com|
website Pension P P cont
scheme?
Schemes Act enro
1993?
Emp No 1
Emp No 2
Emp No
Emp No
Emp No
Emp No

Emp No




DocuSign Envelope ID: 30808A0D-245E-4A66-8A30-4E6F750CE029

[Subject to Contract]
Crown Copyright 2022

PENSIONS
If the Did Fair Deal or any

If the Employee | Employee is If the pension protection
is in the Local [in the Civil ._ | If the Employee is in a | sector employees
Government Service anlﬁleo}r\,l?-leSPISs broadly comparable | employee when
Pension Pension lease ’ | pension scheme, | transferred into your e

Details Scheme, please | Scheme, provi de please supply a copy | so, what was the 1
supply details of | please prov of the GAD certificate | protection (e.g. right t
Fund and | provide g?:ea::ltsi‘ozf the of Broad | a public sector pensio
Administering details of the Letter Comparability. broadly comparable
Authority. Admission ' bulk transfer past p

Agreement. into their current sche

Emp No 1

Emp No 2

Emp No

Emp No

Emp No

Emp No

Emp No

OTHER
Details Security Check Level Security Clearance | Additional info or comments
Expiry date

Emp No 1

Emp No 2

Emp No

Emp No

Emp No

Emp No
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Emp No
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Schedule 8 (Delivery Plan)

Part A - Delivery

1. DEFINITIONS

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Schedule 1

(Definitions):

n Delayll

"Deliverable Item"

"Milestone Payment"

Delivery Period"

a delay in the Achievement of a Milestone by
its Milestone Date; or

a delay in the design, development, testing or
implementation of a Deliverable by the rele-
vant date set out in the Delivery Plan;

an item or feature in the supply of the Deliver-
ables delivered or to be delivered by the Sup-
plier at or before a Milestone Date listed in the
Delivery Plan;

a payment identified in the Delivery Plan to be
made following the issue of a Satisfaction Cer-
tificate in respect of Achievement of the rele-
vant Milestone;

has the meaning given to it in Paragraph 6.1;

2. AGREEING AND FOLLOWING THE IMPLEMENTATION PLAN

2.1 Adraft of the Delivery Plan is set out in the Annex to this Schedule. The Supplier shall provide a further draft

Delivery Plan 90 days after the Start Date.
2.2 The draft Delivery Plan:

2.2.1 must contain information at the level of detail necessary to manage the implementation stage effec-

tively and as the Buyer may otherwise require; and
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2.3

2.4

2.5

2.2.2 it shall take account of all dependencies known to, or which should reasonably be known to, the Sup-
plier.

Following receipt of the draft Delivery Plan from the Supplier, the Parties shall use reasonable endeavours to
agree the contents of the Delivery Plan. If the Parties are unable to agree the contents of the Delivery Plan
within twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the
Dispute Resolution Procedure.

The Supplier shall provide each of the Deliverable Items identified in the Delivery Plan by the date assigned to
that Deliverable Item in the Delivery Plan so as to ensure that each Milestone identified in the Delivery Plan is
Achieved on or before its Milestone Date.

The Supplier shall monitor its performance against the Delivery Plan and Milestones (if any) and report to the
Buyer on such performance.

3. REVIEWING AND CHANGING THE DELIVERY PLAN

3.1

3.2

3.3

3.4

Subject to Paragraph 4.3, the Supplier shall keep the Delivery Plan under review in accordance with the
Buyer’s instructions and ensure that it is updated on a regular basis.

The Buyer shall have the right to require the Supplier to include any reasonable changes or provisions in each
version of the Delivery Plan.

Changes to any Milestones, Milestone Payments and Delay Payments shall only be made in accordance with
the Variation Procedure.

Time in relation to compliance with the Delivery Plan shall be of the essence and failure of the Supplier to
comply with the Delivery Plan shall be a material Default.

4. SECURITY REQUIREMENTS BEFORE THE START DATE

4.1

4.2

4.3

4.4

4.5

4.6

The Supplier shall note that it is incumbent upon them to understand the lead-in period for security clearances
and ensure that all Supplier Staff have the necessary security clearance in place before the Start Date. The
Supplier shall ensure that this is reflected in their Delivery Plan.

The Supplier shall ensure that all Supplier Staff and Subcontractors do not access the Buyer's IT systems, or
any IT systems linked to the Buyer, unless they have satisfied the Buyer's security requirements.

The Supplier shall be responsible for providing all necessary information to the Buyer to facilitate security
clearances for Supplier Staff and Subcontractors in accordance with the Buyer's requirements.

The Supplier shall provide the names of all Supplier Staff and Subcontractors and inform the Buyer of any al-
terations and additions as they take place throughout the Contract Period.

The Supplier shall ensure that all Supplier Staff and Subcontractors requiring access to the Buyer Premises
have the appropriate security clearance. It is the Supplier's responsibility to establish whether or not the level
of clearance will be sufficient for access. Unless prior approval has been received from the Buyer, the Supplier
shall be responsible for meeting the costs associated with the provision of security cleared escort services.

If a property requires Supplier Staff or Subcontractors to be accompanied by the Buyer’s Authorised Repre-
sentative, the Buyer must be given reasonable notice of such a requirement, except in the case of emergency
access.
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5. WHAT TO DO IF THERE IS A DELAY

5.1

If the Supplier becomes aware that there is, or there is reasonably likely to be, a Delay under this Contract it

shall:
5.1.1

5.1.2
5.1.3

514

notify the Buyer as soon as practically possible and no later than within two (2) Working Days from
becoming aware of the Delay or anticipated Delay;

include in its notification an explanation of the actual or anticipated impact of the Delay;

comply with the Buyer’s instructions in order to address the impact of the Delay or anticipated De-
lay; and

use all reasonable endeavours to eliminate or mitigate the consequences of any Delay or anticipated
Delay.

6. DELIVERY PLAN

6.1
6.2

6.3

The Delivery Period will be the Contract Period.

In accordance with the Delivery Plan, the Supplier shall:

6.2.1

6.2.2

6.2.3

work cooperatively and in partnership with the Buyer, where applicable, to understand the scope of
Services to ensure a mutually beneficial handover of the Services;

work with the Buyer to assess the scope of the Services and prepare a plan which demonstrates how
they will mobilise the Services;

produce a Delivery Plan, to be agreed by the Buyer, for carrying out the requirements within the De-
livery Period including, key Milestones and dependencies.

In addition, the Supplier shall:

6.3.1

6.3.2
6.3.3
6.3.4

6.3.5

appoint a Supplier Authorised Representative who shall be responsible for the management of the
Delivery Period, to ensure that the Delivery Period is planned and resourced adequately, and who
will act as a point of contact for the Buyer;

mobilise all the Services specified in the Specification within the Contract;
manage and report progress against the Delivery Plan;

construct and maintain an Delivery risk and issue register in conjunction with the Buyer detailing
how risks and issues will be effectively communicated to the Buyer in order to mitigate them;

attend progress meetings (frequency of such meetings shall be as set out in the Award Form) in ac-
cordance with the Buyer's requirements during the Delivery Period. Delivery meetings shall be
chaired by the Buyer and all meeting minutes shall be kept and published by the Supplier; and
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Annex 1: Delivery Plan

The Delivery Plan is set out below and the Milestones to be Achieved are identified below:

facility.

Milestone | Deliverable Items Duration Milestone Date | Buyer Milestone Payments
Responsibilities
1 Draft survey design & | 2 months | 15/11/2023 N/A £273.,352.50
recruitment plan (all
sectors)
2 UjiEsnyepoTLon 5months | 14/02/2024 | N/A £273,352.50
proposed approach
for data update
methodology and
accessible data
sampling
methodology.
: Survey summary 8 months | 15/05/2024 N/A £546,705.00
results (interim
overview of results +
interim presentation)
4 Draft stock database. | 14 months | 14/08/2024 | Facilitate £546,705.00
database
transfer to
DESNZ secure
computing
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S All surveys 13 months | 31/10/2024 N/A £273,352.50
completed and
reported (from WM &
Verco)

6 DESNZ Analyst 16 months | 22/01/2025 | Identify DESNZ | £273,352.50
Training Session + analysts to
documentation and attend and host
guidance drafts training session.

7 Final stock database | 17 yonths | 26/02/2025 | Facilitate £273,352.50
and user guidance database
documentation and transfer to
methods for update DESNZ secure
and data sampling computing

facility.

8 Final report, 18 months | 28/03/2025 | N/A £273,352.50
executive summary,
slide pack
(dissemination
presentation).

The Milestones will be Achieved in accordance with this Schedule 8: (Delivery Plan)
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Schedule 13 (Contract Management)

1. DEFINITIONS

In this Schedule, the following words shall have the following meanings and they shall supplement Schedule 1
(Definitions):
"Operational Board" the board established in accordance with Paragraph 4.1 of
this Schedule;

the manager appointed in accordance with Paragraph 2.1 of
this Schedule;

"Project Manager"

2. PROJECT MANAGEMENT
2.1 The Supplier and the Buyer shall each appoint a Project Manager for the purposes of this Contract through
whom the provision of the Services and the Deliverables shall be managed day-to-day.

2.2 The Parties shall ensure that appropriate resource is made available on a regular basis such that the aims, ob-
jectives and specific provisions of this Contract can be fully realised.

2.3 Without prejudice to Paragraph 4 below, the Parties agree to operate the boards specified as set out in the
Annex to this Schedule.

3. ROLE OF THE SUPPLIER PROJECT MANAGER

3.1 The Supplier Project Manager shall be:

3.1.1  the primary point of contact to receive communication from the Buyer and will also be the person
primarily responsible for providing information to the Buyer;

3.1.2 able to delegate his position to another person at the Supplier but must inform the Buyer before
proceeding with the delegation and it will be delegated person's responsibility to fulfil the Project
Manager's responsibilities and obligations;

3.1.3  able to cancel any delegation and recommence the position himself; and
3.1.4 replaced only after the Buyer has received notification of the proposed change.

3.2 The Buyer may provide revised instructions to the Supplier's Project Manager in regards to the Contract and it
will be the Supplier Project Manager's responsibility to ensure the information is provided to the Supplier and
the actions implemented.

3.3 Receipt of communication from the Supplier Project Manager by the Buyer does not absolve the Supplier from
its responsibilities, obligations or liabilities under the Contract.

4. ROLE OF THE OPERATIONAL BOARD

4.1 The Operational Board shall be established by the Buyer for the purposes of this Contract on which the Sup-
plier and the Buyer shall be represented.
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4.2

43

44

45

The Operational Board members, frequency and location of board meetings and planned start date by which
the board shall be established are set out in Annex A to the Schedule.

In the event that either Party wishes to replace any of its appointed board members, that Party shall notify the
other in writing for approval by the other Party (such approval not to be unreasonably withheld or delayed).
Each Buyer board member shall have at all times a counterpart Supplier board member of equivalent seniority
and expertise.

Each Party shall ensure that its board members shall make all reasonable efforts to attend board meetings at
which that board member’s attendance is required. If any board member is not able to attend a board meet-
ing, that person shall use all reasonable endeavours to ensure that a delegate attends the Operational Board
meeting in his/her place (wherever possible) and that the delegate is properly briefed and prepared and that
he/she is debriefed by such delegate after the board meeting.

The purpose of the Operational Board meetings will be to review the Supplier’s performance under this Con-
tract. The agenda for each meeting shall be set by the Buyer and communicated to the Supplier in advance of
that meeting.

5. CONTRACT RISK MANAGEMENT

5.1
5.2

53

54

Both Parties shall pro-actively manage risks attributed to them under the terms of this Contract.
The Supplier shall develop, operate, maintain and amend, as agreed with the Buyer, processes for:
5.2.1 the identification and management of risks;

5.2.2 the identification and management of issues; and

5.2.3 monitoring and controlling project plans.

The Supplier allows the Buyer to inspect at any time within working hours the accounts and records which the
Supplier is required to keep.

The Supplier will maintain a risk register of the risks relating to the Contract which the Buyer and the Supplier
have identified.
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Annex: Operational Boards

The Parties agree to operate the following boards at the locations and at the frequencies set out below:

DESNZ Steering Group Meeting will be convened at a minimum every 6 months throughout the project
with meetings to be arranged by the Buyer’s Authorised Representative and held virtual or as a hybrid
meeting hosted at the Buyer’s offices.

The Contractor’s External Steering Group will be convened at a minimum every 6 months and be hosted by
the contractor either in-person, hybrid, or virtually with the Buyer’s Authorised Representative in
attendance.
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Schedule 14 (Business Continuity and Disaster Recovery)

1. DEFINITIONS

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Schedule 1
(Definitions):

-:DR Plan" -the meaning given to it in Paragraph 2.1 of this
Schedule;

1siness Continuity Plan" the meaning given to it in Paragraph 2.2.2 of this
Schedule;

saster Recovery Plan" the meaning given to it in Paragraph 2.2.3 of this
Schedule;

rlated Supplier" ' person who provides Deliverables to the Buyer
which are related to the Deliverables from time
to time;
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wiew Report" .the meaning given to it in Paragraph 6.3 of this
Schedule; and

ipplier's Proposals" the meaning given to it in Paragraph 6.3 of this
Schedule;

2. BCDR PLAN

2.1

2.2

2.3

At least ninety (90) Working Days prior to the Start Date the Supplier shall prepare and deliver to the Buyer for
the Buyer’s written approval a plan (a "BCDR Plan"), which shall detail the processes and arrangements that
the Supplier shall follow to:

2.1.1 ensure continuity of the business processes and operations supported by the Services following any
failure or disruption of any element of the Deliverables; and

2.1.2 the recovery of the Deliverables in the event of a Disaster

The BCDR Plan shall be divided into three sections:

2.2.1 Section 1 which shall set out general principles applicable to the BCDR Plan;

2.2.2 Section 2 which shall relate to business continuity (the "Business Continuity Plan"); and
2.2.3 Section 3 which shall relate to disaster recovery (the "Disaster Recovery Plan").

Following receipt of the draft BCDR Plan from the Supplier, the Parties shall use reasonable endeavours to
agree the contents of the BCDR Plan. If the Parties are unable to agree the contents of the BCDR Plan within
twenty (20) Working Days of its submission, then such Dispute shall be resolved in accordance with the Dis-
pute Resolution Procedure.

3. GENERAL PRINCIPLES OF THE BCDR PLAN (SECTION 1)

3.1

Section 1 of the BCDR Plan shall:

3.11 set out how the business continuity and disaster recovery elements of the BCDR Plan link to each
other;

3.1.2 provide details of how the invocation of any element of the BCDR Plan may impact upon the provi-
sion of the Deliverables and any goods and/or services provided to the Buyer by a Related Supplier;

3.1.3 contain an obligation upon the Supplier to liaise with the Buyer and any Related Suppliers with re-
spect to business continuity and disaster recovery;

3.14 detail how the BCDR Plan interoperates with any overarching disaster recovery or business continu-
ity plan of the Buyer and any of its other Related Supplier in each case as notified to the Supplier by
the Buyer from time to time;
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3.2

3.3

3.4

3.1.5

3.1.6

3.1.7
3.1.8
3.1.9
3.1.10

3.111

3.1.12

contain a communication strategy including details of an incident and problem management service
and advice and help desk facility which can be accessed via multiple channels;

contain a risk analysis, including:
a) failure or disruption scenarios and assessments of likely frequency of occurrence;

b) identification of any single points of failure within the provision of Deliverables and pro-
cesses for managing those risks;

C) identification of risks arising from an Insolvency Event of the Supplier, any Key Subcontrac-
tors and/or Supplier Group member;

d) identification of risks arising from the interaction of the provision of Deliverables with the
goods and/or services provided by a Related Supplier; and

e) a business impact analysis of different anticipated failures or disruptions;
provide for documentation of processes, including business processes, and procedures;
set out key contact details for the Supplier (and any Subcontractors) and for the Buyer;
identify the procedures for reverting to "normal service";

set out method(s) of recovering or updating data collected (or which ought to have been collected)
during a failure or disruption to minimise data loss;

identify the responsibilities (if any) that the Buyer has agreed it will assume in the event of the invo-
cation of the BCDR Plan; and

provide for the provision of technical assistance to key contacts at the Buyer as required by the
Buyer to inform decisions in support of the Buyer’s business continuity plans.

The BCDR Plan shall be designed so as to ensure that:

3.21

3.2.2
3.2.3

3.24

the Deliverables are provided in accordance with this Contract at all times during and after the invo-
cation of the BCDR Plan;

the adverse impact of any Disaster is minimised as far as reasonably possible;

it complies with the relevant provisions of ISO/IEC 27002; 1S022301/1S022313 and all other industry
standards from time to time in force; and

it details a process for the management of disaster recovery testing.

The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes to the Deliverables and
the business operations supported by the provision of Deliverables.

The Supplier shall not be entitled to any relief from its obligations under the Service Levels, or to any increase
in the Charges to the extent that a Disaster occurs as a consequence of any breach by the Supplier of this Con-

tract.

4. BUSINESS CONTINUITY (SECTION 2)

4.1

The Business Continuity Plan shall set out the arrangements that are to be invoked to ensure that the business
processes facilitated by the provision of Deliverables remain supported and to ensure continuity of the busi-
ness operations supported by the Services including:

4.1.1

the alternative processes, options and responsibilities that may be adopted in the event of a failure
in or disruption to the provision of Deliverables; and
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4.1.2

the steps to be taken by the Supplier upon resumption of the provision of Deliverables in order to
address the effect of the failure or disruption.

4.2 The Business Continuity Plan shall:

42.1
4.2.2

4.2.3

424

address the various possible levels of failures of or disruptions to the provision of Deliverables;

set out the goods and/or services to be provided and the steps to be taken to remedy the different
levels of failures of and disruption to the Deliverables;

specify any applicable Service Levels with respect to the provision of the Business Continuity Services
and details of any agreed relaxation to the Service Levels in respect of the provision of other Deliver-
ables during any period of invocation of the Business Continuity Plan; and

set out the circumstances in which the Business Continuity Plan is invoked.

5. DISASTER RECOVERY (SECTION 3)

5.1 The Disaster Recovery Plan (which shall be invoked only upon the occurrence of a Disaster) shall be designed
to ensure that upon the occurrence of a Disaster the Supplier ensures continuity of the business operations of
the Buyer supported by the Services following any Disaster or during any period of service failure or disruption
with, as far as reasonably possible, minimal adverse impact.

5.2 The Supplier's BCDR Plan shall include an approach to business continuity and disaster recovery that addresses
the following:

521
5.2.2
523
5.2.4
5.25
5.2.6
5.2.7
5.2.8
5.2.9
5.2.10

5.2.11

5.2.12

5.2.13

loss of access to the Buyer Premises;

loss of utilities to the Buyer Premises;

loss of the Supplier's helpdesk or CAFM system;
loss of a Subcontractor;

emergency notification and escalation process;
contact lists;

staff training and awareness;

BCDR Plan testing;

post implementation review process;

any applicable Service Levels with respect to the provision of the disaster recovery services and de-
tails of any agreed relaxation to the Service Levels in respect of the provision of other Deliverables
during any period of invocation of the Disaster Recovery Plan;

details of how the Supplier shall ensure compliance with security standards ensuring that compliance
is maintained for any period during which the Disaster Recovery Plan is invoked;

access controls to any disaster recovery sites used by the Supplier in relation to its obligations pursu-
ant to this Schedule; and

testing and management arrangements.

6. REVIEW AND CHANGING THE BCDR PLAN

6.1 The Supplier shall review the BCDR Plan:

6.1.1

on a regular basis and as a minimum once every six (6) Months;
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6.2

6.3

6.4

6.5

6.1.2 within three (3) calendar Months of the BCDR Plan (or any part) having been invoked pursuant to
Paragraph 7; and

6.1.3 where the Buyer requests in writing any additional reviews (over and above those provided for in
Paragraphs 6.1.1 and 6.1.2 of this Schedule) whereupon the Supplier shall conduct such reviews in
accordance with the Buyer’s written requirements. Prior to starting its review, the Supplier shall pro-
vide an accurate written estimate of the total costs payable by the Buyer for the Buyer’s approval.
The costs of both Parties of any such additional reviews shall be met by the Buyer except that the
Supplier shall not be entitled to charge the Buyer for any costs that it may incur above any estimate
without the Buyer’s prior written approval.

Each review of the BCDR Plan pursuant to Paragraph 6.1 shall assess its suitability having regard to any change
to the Deliverables or any underlying business processes and operations facilitated by or supported by the
Services which have taken place since the later of the original approval of the BCDR Plan or the last review of
the BCDR Plan, and shall also have regard to any occurrence of any event since that date (or the likelihood of
any such event taking place in the foreseeable future) which may increase the likelihood of the need to invoke
the BCDR Plan. The review shall be completed by the Supplier within such period as the Buyer shall reasonably
require.

The Supplier shall, within twenty (20) Working Days of the conclusion of each such review of the BCDR Plan,
provide to the Buyer a report (a "Review Report") setting out the Supplier's proposals (the "Supplier's Pro-
posals") for addressing any changes in the risk profile and its proposals for amendments to the BCDR Plan.

Following receipt of the Review Report and the Supplier’s Proposals, the Parties shall use reasonable endeav-
ours to agree the Review Report and the Supplier's Proposals. If the Parties are unable to agree Review Report
and the Supplier's Proposals within twenty (20) Working Days of its submission, then such Dispute shall be
resolved in accordance with the Dispute Resolution Procedure.

The Supplier shall as soon as is reasonably practicable after receiving the approval of the Supplier's Proposals
effect any change in its practices or procedures necessary so as to give effect to the Supplier's Proposals. Any
such change shall be at the Supplier’s expense unless it can be reasonably shown that the changes are re-
quired because of a material change to the risk profile of the Deliverables.

7. TESTING THE BCDR PLAN

7.1

7.2

7.3

7.4

The Supplier shall test the BCDR Plan:

7.1.1 regularly and in any event not less than once in every Contract Year;

7.1.2 in the event of any major reconfiguration of the Deliverables

7.1.3 at any time where the Buyer considers it necessary (acting in its sole discretion).

If the Buyer requires an additional test of the BCDR Plan, it shall give the Supplier written notice and the Sup-
plier shall conduct the test in accordance with the Buyer’s requirements and the relevant provisions of the
BCDR Plan. The Supplier's costs of the additional test shall be borne by the Buyer unless the BCDR Plan fails
the additional test in which case the Supplier's costs of that failed test shall be borne by the Supplier.

The Supplier shall undertake and manage testing of the BCDR Plan in full consultation with and under the su-
pervision of the Buyer and shall liaise with the Buyer in respect of the planning, performance, and review, of
each test, and shall comply with the reasonable requirements of the Buyer.

The Supplier shall ensure that any use by it or any Subcontractor of "live" data in such testing is first approved
with the Buyer. Copies of live test data used in any such testing shall be (if so required by the Buyer) destroyed
or returned to the Buyer on completion of the test.
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7.5 The Supplier shall, within twenty (20) Working Days of the conclusion of each test, provide to the Buyer a re-
port setting out:

7.5.1 the outcome of the test;

7.5.2 any failures in the BCDR Plan (including the BCDR Plan's procedures) revealed by the test; and
7.5.3 the Supplier's proposals for remedying any such failures.

7.6 Following each test, the Supplier shall take all measures requested by the Buyer to remedy any failures in the
BCDR Plan and such remedial activity and re-testing shall be completed by the Supplier, at its own cost, by the
date reasonably required by the Buyer.

8. INVOKING THE BCDR PLAN

8.1 Inthe event of a complete loss of service or in the event of a Disaster, the Supplier shall immediately invoke
the BCDR Plan (and shall inform the Buyer promptly of such invocation). In all other instances the Supplier
shall invoke or test the BCDR Plan only with the prior consent of the Buyer.

9. CIRCUMSTANCES BEYOND YOUR CONTROL

9.1 The Supplier shall not be entitled to relief under Clause 24 (Circumstances beyond your control) if it would not
have been impacted by the Force Majeure Event had it not failed to comply with its obligations under this
Schedule.
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Schedule 16 (Security)
Part A: Short Form Security Requirements

4 Definitions

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Schedule 1
(Definitions):

"Breach of Security” the occurrence of:

a) any unauthorised access to or use of the De-
liverables, the Sites and/or any Information
and Communication Technology ("ICT"), in-
formation or data (including the Confidential
Information and the Government Data) used
by the Buyer and/or the Supplier in connec-
tion with this Contract; and/or

b) the loss and/or unauthorised disclosure of
any information or data (including the Confi-
dential Information and the Government
Data), including any copies of such infor-
mation or data, used by the Buyer and/or the
Supplier in connection with this Contract,

in either case as more particularly set out in the
Security Policy where the Buyer has required
compliance there with in accordance with
Paragraph 2.1,

"Security the Supplier's security management plan prepared

Management Plan" pursuant to this Schedule, a draft of which has
been provided by the Supplier to the Buyer and as
updated from time to time.

2. COMPLYING WITH SECURITY REQUIREMENTS AND UPDATES TO THEM

2.1 The Supplier shall comply with the requirements in this Schedule in respect of the Security Management Plan.
Where specified by a Buyer it shall also comply with the Security Policy and shall ensure that the Security Man-
agement Plan produced by the Supplier fully complies with the Security Policy.

2.2 Where the Security Policy applies the Buyer shall notify the Supplier of any changes or proposed changes to
the Security Policy.

2.3 If the Supplier believes that a change or proposed change to the Security Policy will have a material and una-
voidable cost implication to the provision of the Deliverables it may propose a Variation to the Buyer. In doing
so, the Supplier must support its request by providing evidence of the cause of any increased costs and the
steps that it has taken to mitigate those costs. Any change to the Charges shall be subject to the Variation Pro-
cedure.
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2.4 Until and/or unless a change to the Charges is agreed by the Buyer pursuant to the Variation Procedure the
Supplier shall continue to provide the Deliverables in accordance with its existing obligations.

3. SECURITY STANDARDS

3.1 The Supplier acknowledges that the Buyer places great emphasis on the reliability of the performance of the
Deliverables, confidentiality, integrity and availability of information and consequently on security.

3.2 The Supplier shall be responsible for the effective performance of its security obligations and shall at all times
provide a level of security which:

3.21 is in accordance with the Law and this Contract;
3.2.2 as a minimum demonstrates Good Industry Practice;

3.2.3 meets any specific security threats of immediate relevance to the Deliverables and/or the Govern-
ment Data; and

324 where specified by the Buyer in accordance with Paragraph 2.1 complies with the Security Policy
and the ICT Policy.

3.3 The references to standards, guidance and policies contained or set out in Paragraph 3.2 shall be deemed to
be references to such items as developed and updated and to any successor to or replacement for such stand-
ards, guidance and policies, as notified to the Supplier from time to time.

3.4 Inthe event of any inconsistency in the provisions of the above standards, guidance and policies, the Supplier
should notify the Buyer's Representative of such inconsistency immediately upon becoming aware of the
same, and the Buyer's Representative shall, as soon as practicable, advise the Supplier which provision the
Supplier shall be required to comply with.

4. SECURITY MANAGEMENT PLAN

4.1 Introduction

41.1 The Supplier shall develop and maintain a Security Management Plan in accordance with this Sched-
ule. The Supplier shall thereafter comply with its obligations set out in the Security Management
Plan.

4.2 Content of the Security Management Plan
42.1 The Security Management Plan shall:

(a) comply with the principles of security set out in Paragraph 3 and any other provisions of
this Contract relevant to security;

(b) identify the necessary delegated organisational roles for those responsible for ensuring it is
complied with by the Supplier;

(c) detail the process for managing any security risks from Subcontractors and third parties
authorised by the Buyer with access to the Deliverables, processes associated with the pro-
vision of the Deliverables, the Buyer Premises, the Sites and any ICT, Information and data
(including the Buyer’s Confidential Information and the Government Data) and any system
that could directly or indirectly have an impact on that Information, data and/or the Deliv-
erables;
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(d) be developed to protect all aspects of the Deliverables and all processes associated with
the provision of the Deliverables, including the Buyer Premises, the Sites, and any ICT, In-
formation and data (including the Buyer’s Confidential Information and the Government
Data) to the extent used by the Buyer or the Supplier in connection with this Contract or in
connection with any system that could directly or indirectly have an impact on that Infor-
mation, data and/or the Deliverables;

(e) set out the security measures to be implemented and maintained by the Supplier in rela-
tion to all aspects of the Deliverables and all processes associated with the provision of the
Goods and/or Services and shall at all times comply with and specify security measures and
procedures which are sufficient to ensure that the Deliverables comply with the provisions
of this Contract;

(f) set out the plans for transitioning all security arrangements and responsibilities for the Sup-
plier to meet the full obligations of the security requirements set out in this Contract and,
where necessary in accordance with the Security Policy as set out in Paragraph 2.1 ; and

(g) be written in plain English in language which is readily comprehensible to the staff of the
Supplier and the Buyer engaged in the provision of the Deliverables and shall only refer-
ence documents which are in the possession of the Parties or whose location is otherwise
specified in this Schedule.

4.3 Development of the Security Management Plan

43.1

43.2

4.3.3

434

Within twenty (20) Working Days after the Start Date and in accordance with Paragraph 4.4, the Sup-
plier shall prepare and deliver to the Buyer for Approval a fully complete and up to date Security
Management Plan which will be based on the draft Security Management Plan.

If the Security Management Plan submitted to the Buyer in accordance with Paragraph 4.3.1, or any
subsequent revision to it in accordance with Paragraph 4.4, is Approved it will be adopted immedi-
ately and will replace the previous version of the Security Management Plan and thereafter operated
and maintained in accordance with this Schedule. If the Security Management Plan is not Approved,
the Supplier shall amend it within ten (10) Working Days of a notice of non-approval from the Buyer
and re-submit to the Buyer for Approval. The Parties will use all reasonable endeavours to ensure
that the approval process takes as little time as possible and in any event no longer than fifteen (15)
Working Days from the date of its first submission to the Buyer. If the Buyer does not approve the
Security Management Plan following its resubmission, the matter will be resolved in accordance with
the Dispute Resolution Procedure.

The Buyer shall not unreasonably withhold or delay its decision to Approve or not the Security Man-
agement Plan pursuant to Paragraph 4.3.2. However, a refusal by the Buyer to Approve the Security
Management Plan on the grounds that it does not comply with the requirements set out in Para-
graph 4.2 shall be deemed to be reasonable.

Approval by the Buyer of the Security Management Plan pursuant to Paragraph 4.3.2 or of any
change to the Security Management Plan in accordance with Paragraph 4.4 shall not relieve the Sup-
plier of its obligations under this Schedule.

4.4 Amendment of the Security Management Plan

44.1

The Security Management Plan shall be fully reviewed and updated by the Supplier at least annually
to reflect:

(a) emerging changes in Good Industry Practice;
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442

4.4.3

4.4.4

(b) any change or proposed change to the Deliverables and/or associated processes;

(c) where necessary in accordance with Paragraph 2.2, any change to the Security Policy;
(d) any new perceived or changed security threats; and

(e) any reasonable change in requirements requested by the Buyer.

The Supplier shall provide the Buyer with the results of such reviews as soon as reasonably practica-
ble after their completion and amendment of the Security Management Plan at no additional cost to
the Buyer. The results of the review shall include:

(a) suggested improvements to the effectiveness of the Security Management Plan;
(b) updates to the risk assessments; and
(c) suggested improvements in measuring the effectiveness of controls.

Subject to Paragraph 4.4.4, any change or amendment which the Supplier proposes to make to the
Security Management Plan (as a result of a review carried out in accordance with Paragraph 4.4.1, a
request by the Buyer or otherwise) shall be subject to the Variation Procedure.

The Buyer may, acting reasonably, Approve and require changes or amendments to the Security
Management Plan to be implemented on timescales faster than set out in the Variation Procedure
but, without prejudice to their effectiveness, all such changes and amendments shall thereafter be
subject to the Variation Procedure for the purposes of formalising and documenting the relevant
change or amendment.

5. SECURITY BREACH

5.1

5.2

5.3

Either Party shall notify the other in accordance with the agreed security incident management process (as
detailed in the Security Management Plan) upon becoming aware of any Breach of Security or any potential or
attempted Breach of Security.

Without prejudice to the security incident management process, upon becoming aware of any of the circum-
stances referred to in Paragraph 5.1, the Supplier shall:

521

immediately use all reasonable endeavours (which shall include any action or changes reasonably
required by the Buyer) necessary to:

(a) minimise the extent of actual or potential harm caused by any Breach of Security;

(b) remedy such Breach of Security to the extent possible and protect the integrity of the
Buyer and the provision of the Goods and/or Services to the extent within its control
against any such Breach of Security or attempted Breach of Security;

(c) prevent an equivalent breach in the future exploiting the same cause failure; and

(d) as soon as reasonably practicable provide to the Buyer, where the Buyer so requests, full
details (using the reporting mechanism defined by the Security Management Plan) of the
Breach of Security or attempted Breach of Security, including a cause analysis where re-
quired by the Buyer.

In the event that any action is taken in response to a Breach of Security or potential or attempted Breach of
Security that demonstrates non-compliance of the Security Management Plan with the Security Policy (where
relevant in accordance with Paragraph 2.1 ) or the requirements of this Schedule, then any required change to
the Security Management Plan shall be at no cost to the Buyer.
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Schedule 19 (Cyber Essentials Scheme)

1. DEFINITIONS

1.1 In this Schedule, the following words shall have the following meanings and they shall supplement Schedule 1
(Definitions):

"Cyber Essentials the Cyber Essentials Scheme developed
Scheme” by the Government which provides a

clear statement of the basic controls
all organisations should implement to
mitigate the risk from common
internet based threats (as may be
amended from time to time). Details of
the Cyber Essentials Scheme can be
found at:
https://www.gov.uk/government/public

ations/cyber-essentials-scheme-
overview

"Cyber Essentials the certificate awarded on the basis of

Basic Certificate™ self-assessment, verified by an
independent certification body, under
the Cyber Essentials Scheme and is
the basic level of assurance;

"Cyber Essentials Cyber Essentials Basic Certificate or the
Certificate" Cyber Essentials Plus Certificate to
be provided by the Supplier as set out
in the Award Form
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"Cyber Essential sensitive and personal information and
Scheme Data" other relevant information as referred
to in the Cyber Essentials Scheme

"Cyber Essentials the certification awarded on the basis of
Plus Certificate" external testing by an independent
certification body of the Supplier's
cyber security approach under the
Cyber Essentials Scheme and is a
more advanced level of assurance.

2. WHAT CERTIFICATION DO YOU NEED

2.1 Where the Award Form requires that the Supplier provide a Cyber Essentials Certificate prior to 60 days after
Start Date the Supplier shall provide a valid Cyber Essentials Certificate to the Buyer. Where the Supplier fails
to comply with this Paragraph 2.1 it shall be prohibited from commencing the provision of Deliverables under
the Contract until such time as the Supplier has evidenced to the Buyer its compliance with this Paragraph 2.1.

2.2 Where the Supplier continues to Process Cyber Essentials Scheme Data during the Contract Period of the Con-
tract the Supplier shall deliver to the Buyer evidence of renewal of the Cyber Essentials Certificate on each
anniversary of the first applicable certificate obtained by the Supplier under Paragraph 2.1.

2.3 Where the Supplier is due to Process Cyber Essentials Scheme Data after the Start date of the Contract but
before the end of the Contact Period, the Supplier shall deliver to the Buyer evidence of:

2.3.1 avalid and current Cyber Essentials Certificate before the Supplier Processes any such Cyber Essen-
tials Scheme Data; and

2.3.2 renewal of the valid Cyber Essentials Certificate on each anniversary of the first Cyber Essentials
Scheme certificate obtained by the Supplier under Paragraph 2.1.

2.4 Inthe event that the Supplier fails to comply with Paragraphs 2.2 or 2.3 (as applicable), the Buyer reserves the
right to terminate this Contract for material Default.
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2.5 The Supplier shall ensure that all Sub-Contracts with Subcontractors who Process Cyber Essentials Data con-
tain provisions no less onerous on the Subcontractors than those imposed on the Supplier under this Contract
in respect of the Cyber Essentials Scheme under Paragraph 2.1 of this Schedule.

2.6 This Schedule shall survive termination or expiry of this Contract.

Schedule 20 (Processing Data)
1. Status of the Controller
1.1 The Parties acknowledge that for the purposes of the Data Protection Legislation, the nature of the activity

carried out by each of them in relation to their respective obligations under a Contract dictates the status of
each party under the DPA 2018. A Party may act as:

1.1.1  “Controller” in respect of the other Party who is “Processor”;
1.1.2  “Processor” in respect of the other Party who is “Controller”;
1.1.3  “Joint Controller” with the other Party;

1.1.4 “Independent Controller” of the Personal Data where the other Party is also “Controller”,

in respect of certain Personal Data under a Contract and shall specify in Annex 1 (Processing
Personal Data) which scenario they think shall apply in each situation.

2. Where one Party is Controller and the other Party its Processor

2.1 Where a Party is a Processor, the only Processing that it is authorised to do is listed in Annex 1 (Processing Per-
sonal Data) by the Controller.

2.2 The Processor shall notify the Controllerimmediately if it considers that any of the Controller’s instructions
infringe the Data Protection Legislation.
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2.3

2.4

The Processor shall provide all reasonable assistance to the Controller in the preparation of any Data Protec-
tion Impact Assessment prior to commencing any Processing. Such assistance may, at the discretion of the
Controller, include:

2.3.1 asystematic description of the envisaged Processing and the purpose of the Processing;

2.3.2 an assessment of the necessity and proportionality of the Processing in relation to the Ser-
vices;

2.3.3 an assessment of the risks to the rights and freedoms of Data Subjects; and

2.3.4 the measures envisaged to address the risks, including safeguards, security measures and
mechanisms to ensure the protection of Personal Data.

The Processor shall, in relation to any Personal Data Processed in connection with its obligations under the
Contract:

2.4.1 Process that Personal Data only in accordance with Annex 1 (Processing Personal Data), un-
less the Processor is required to do otherwise by Law. If it is so required the Processor shall
notify the Controller before Processing the Personal Data unless prohibited by Law;

2.4.2 ensure that it has in place Protective Measures, including in the case of the Supplier the
measures set out in Clause 18.4 of the Core Terms, which the Controller may reasonably re-
ject (but failure to reject shall not amount to approval by the Controller of the adequacy of the
Protective Measures) having taken account of the:

a) nature of the data to be protected;

b) harm that might result from a Personal Data Breach;
c) state of technological development; and

d) cost of implementing any measures;

2.4.3 ensure that:

a) the Processor Personnel do not Process Personal Data except in accordance with the
Contract (and in particular Annex 1 (Processing Personal Data));

b) it uses all reasonable endeavours to ensure the reliability and integrity of any Proces-
sor Personnel who have access to the Personal Data and ensure that they:

(1) are aware of and comply with the Processor’s duties under this Schedule 20,
Clauses 18 (Data protection), 19 (What you must keep confidential) and 20
(When you can share information);

(i)  are subject to appropriate confidentiality undertakings with the Processor or
any Subprocessor;

(iii))  are informed of the confidential nature of the Personal Data and do not pub-
lish, disclose or divulge any of the Personal Data to any third party unless
directed in writing to do so by the Controller or as otherwise permitted by the
Contract; and

(iv)  have undergone adequate training in the use, care, protection and handling of
Personal Data;
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244

24.5

246

not transfer Personal Data outside of the UK unless the prior written consent of the Controller
has been obtained and the following conditions are fulfilled:

a)

b)

e)

the transfer is in accordance with Article 45 of the UK GDPR (or section 73 of DPA
2018); or

the Controller or the Processor has provided appropriate safeguards in relation to the
transfer (whether in accordance with UK GDPR Article 46 or section 75 of the DPA
2018) as determined by the Controller which could include relevant parties entering
into the International Data Transfer Agreement (the “IDTA™), or International Data
Transfer Agreement Addendum to the European Commission’s SCCs (the “Adden-
dum”), as published by the Information Commissioner’s Office from time to time,
as well as any additional measures determined by the Controller;

the Data Subject has enforceable rights and effective legal remedies;

the Processor complies with its obligations under the Data Protection Legislation by
providing an adequate level of protection to any Personal Data that is transferred (or,
if it is not so bound, uses its best endeavours to assist the Controller in meeting its
obligations); and

the Processor complies with any reasonable instructions notified to it in advance by
the Controller with respect to the Processing of the Personal Data;

where the Personal Data is subject to EU GDPR, not transfer Personal Data outside of the EU
unless the prior written consent of the Controller has been obtained and the following condi-
tions are fulfilled:

a)
b)

the transfer is in accordance with Article 45 of the EU GDPR; or

the transferring Party has provided appropriate safeguards in relation to the transfer
in accordance with Article 46 of the EU GDPR as determined by the non-transfer-
ring Party which could include relevant parties entering into Standard Contractual
Clauses in the European Commission’s decision 2021/914/EU or such updated ver-
sion of such Standard Contractual Clauses as are published by the European Com-
mission from time to time as well as any additional measures determined by the non-
transferring Party;

the Data Subject has enforceable rights and effective legal remedies;

the transferring Party complies with its obligations under the Data Protection Legis-
lation by providing an adequate level of protection to any Personal Data that is trans-
ferred (or, if it is not so bound, uses its best endeavours to assist the non-transferring
Party in meeting its obligations); and

the transferring Party complies with any reasonable instructions notified to it in ad-
vance by the non-transferring Party with respect to the processing of the Personal
Data; and

at the written direction of the Controller, delete or return Personal Data (and any copies of it)
to the Controller on termination of the Contract unless the Processor is required by Law to
retain the Personal Data.
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2.5 Subject to Paragraph 2.6 of this Schedule 20, the Processor shall notify the Controller immediately if in relation
to it Processing Personal Data under or in connection with the Contract it:

2.5.1
252
2.5.3

254

2.5.5

2.5.6

receives a Data Subject Access Request (or purported Data Subject Access Request);
receives a request to rectify, block or erase any Personal Data;

receives any other request, complaint or communication relating to either Party's obligations
under the Data Protection Legislation;

receives any communication from the Information Commissioner or any other regulatory au-
thority in connection with Personal Data Processed under the Contract;

receives a request from any third Party for disclosure of Personal Data where compliance
with such request is required or purported to be required by Law; or

becomes aware of a Personal Data Breach.

2.6 The Processor’s obligation to notify under Paragraph 2.5 of this Schedule 20 shall include the provision of fur-
ther information to the Controller, as details become available.

2.7 Taking into account the nature of the Processing, the Processor shall provide the Controller with assistance in
relation to either Party's obligations under Data Protection Legislation and any complaint, communication or
request made under Paragraph 2.5 of this Schedule 20 (and insofar as possible within the timescales reasona-
bly required by the Controller) including by immediately providing:

2.7.1
2.7.2

2.7.3
2.7.4
2.7.5

the Controller with full details and copies of the complaint, communication or request;

such assistance as is reasonably requested by the Controller to enable it to comply with a Data
Subject Access Request within the relevant timescales set out in the Data Protection Legisla-
tion;

the Controller, at its request, with any Personal Data it holds in relation to a Data Subject;
assistance as requested by the Controller following any Personal Data Breach; and/or

assistance as requested by the Controller with respect to any request from the Information
Commissioner’s Office or any other regulatory authority, or any consultation by the Control-
ler with the Information Commissioner's Office or any other regulatory authority.

2.8 The Processor shall maintain complete and accurate records and information to demonstrate its compliance
with this Schedule 20. This requirement does not apply where the Processor employs fewer than 250 staff,

unless:
2.8.1
2.8.2

2.8.3

the Controller determines that the Processing is not occasional;

the Controller determines the Processing includes special categories of data as referred to in
Article 9(1) of the UK GDPR or Personal Data relating to criminal convictions and offences
referred to in Article 10 of the UK GDPR; or

the Controller determines that the Processing is likely to result in a risk to the rights and free-
doms of Data Subjects.

2.9 The Processor shall allow for audits of its Data Processing activity by the Controller or the Controller’s desig-
nated auditor.

2.10 The Parties shall designate a Data Protection Officer if required by the Data Protection Legislation.
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3.

2.11 Before allowing any Subprocessor to Process any Personal Data related to the Contract, the Processor must:
2.11.1 notify the Controller in writing of the intended Subprocessor and Processing;
2.11.2 obtain the written consent of the Controller;

2.11.3 enter into a written agreement with the Subprocessor which give effect to the terms set out in
this Schedule 20 such that they apply to the Subprocessor; and

2.11.4 provide the Controller with such information regarding the Subprocessor as the Controller
may reasonably require.

2.12 The Processor shall remain fully liable for all acts or omissions of any of its Subprocessors.

2.13 The Buyer may, at any time on not less than 30 Working Days’ notice, revise this Schedule 20 by replacing it
with any applicable controller to processor standard clauses or similar terms forming part of an applicable cer-
tification scheme (which shall apply when incorporated by attachment to the Contract).

2.14 The Parties agree to take account of any guidance issued by the Information Commissioner’s Office. The Buyer
may on not less than 30 Working Days’ notice to the Supplier amend the Contract to ensure that it complies
with any guidance issued by the Information Commissioner’s Office.

Where the Parties are Joint Controllers of Personal Data
3.1 Inthe event that the Parties are Joint Controllers in respect of Personal Data under the Contract, the Parties

shall implement Paragraphs that are necessary to comply with UK GDPR Article 26 based on the terms set out
in Annex 2 to this Schedule 20 (Processing Data).

Independent Controllers of Personal Data

3.2 With respect to Personal Data provided by one Party to another Party for which each Party acts as Controller
but which is not under the Joint Control of the Parties, each Party undertakes to comply with the applicable
Data Protection Legislation in respect of their Processing of such Personal Data as Controller.

3.3 Each Party shall Process the Personal Data in compliance with its obligations under the Data Protection Legis-
lation and not do anything to cause the other Party to be in breach of it.

3.4 Where a Party has provided Personal Data to the other Party in accordance with Paragraph 3.2 of this Sched-
ule 20 above, the recipient of the Personal Data will provide all such relevant documents and information re-
lating to its data protection policies and procedures as the other Party may reasonably require.

3.5 The Parties shall be responsible for their own compliance with Articles 13 and 14 UK GDPR in respect of the
Processing of Personal Data for the purposes of the Contract.

3.6 The Parties shall only provide Personal Data to each other:
3.6.1 to the extent necessary to perform their respective obligations under the Contract;

3.6.2 in compliance with the Data Protection Legislation (including by ensuring all required data
privacy information has been given to affected Data Subjects to meet the requirements of Ar-
ticles 13 and 14 of the UK GDPR); and
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3.7

3.8

3.9

3.6.3  where it has recorded it in Annex 1 (Processing Personal Data).

Taking into account the state of the art, the costs of implementation and the nature, scope, context and pur-
poses of Processing as well as the risk of varying likelihood and severity for the rights and freedoms of natural
persons, each Party shall, with respect to its Processing of Personal Data as Independent Controller, imple-
ment and maintain appropriate technical and organisational measures to ensure a level of security appropri-
ate to that risk, including, as appropriate, the measures referred to in Article 32(1)(a), (b), (c) and (d) of the UK
GDPR, and the measures shall, at a minimum, comply with the requirements of the Data Protection Legisla-
tion, including Article 32 of the UK GDPR.

A Party Processing Personal Data for the purposes of the Contract shall maintain a record of its Processing ac-
tivities in accordance with Article 30 UK GDPR and shall make the record available to the other Party upon rea-
sonable request.

Where a Party receives a request by any Data Subject to exercise any of their rights under the Data Protection
Legislation in relation to the Personal Data provided to it by the other Party pursuant to the Contract (“Re-
quest Recipient”):

3.9.1  the other Party shall provide any information and/or assistance as reasonably requested by the
Request Recipient to help it respond to the request or correspondence, at the cost of the Re-
quest Recipient; or

3.9.2  where the request or correspondence is directed to the other Party and/or relates to that other
Party's Processing of the Personal Data, the Request Recipient will:

a) promptly, and in any event within five (5) Working Days of receipt of the request or
correspondence, inform the other Party that it has received the same and shall for-
ward such request or correspondence to the other Party; and

b) provide any information and/or assistance as reasonably requested by the other Party
to help it respond to the request or correspondence in the timeframes specified by
Data Protection Legislation.

3.10 Each Party shall promptly notify the other Party upon it becoming aware of any Personal Data Breach relating

to Personal Data provided by the other Party pursuant to the Contract and shall:

3.10.1 do all such things as reasonably necessary to assist the other Party in mitigating the effects of
the Personal Data Breach;

3.10.2 implement any measures necessary to restore the security of any compromised Personal Data;

3.10.3 work with the other Party to make any required notifications to the Information Commis-
sioner’s Office or any other regulatory authority and affected Data Subjects in accordance
with the Data Protection Legislation (including the timeframes set out therein); and

3.10.4 not do anything which may damage the reputation of the other Party or that Party's relation-
ship with the relevant Data Subjects, save as required by Law.

3.11 Personal Data provided by one Party to the other Party may be used exclusively to exercise rights and obliga-

3.12

tions under the Contract as specified in Annex 1 (Processing Personal Data).

Personal Data shall not be retained or processed for longer than is necessary to perform each Party’s
respective obligations under the Contract which is specified in Annex 1 (Processing Personal Data).

3.13 Notwithstanding the general application of Paragraphs 2.1 to 2.14 of this Schedule 20 to Personal Data, where

the Supplier is required to exercise its regulatory and/or legal obligations in respect of Personal Data, it shall
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act as an Independent Controller of Personal Data in accordance with Paragraphs 3.2 to 3.12 of this Schedule
20.
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Annex 1 - Processing Personal Data

1. This Annex shall be completed by the Controller, who may take account of the view of the Processor, how-
ever the final decision as to the content of this Annex shall be with the Buyer at its absolute discretion.

1.1 The contact details of the Buyer’s Data Protection Officer are: DESNZ Data Protection Officer at: DESNZ Data
Protection Officer, Department for Business, Energy and Industrial Strategy, 1 Victoria Street, London
SW1H OET. Email: dataprotection@beis.gov.uk.

1.2 The contact details of the Supplier’s Data Protection Officer are: UCLC Data Protection Representative, UCL
Consultants Ltd, 90 Tottenham Court Road, London, W1T 4TJ. Email: dataprotection@uclconsultants.comThe
Processor shall comply with any further written instructions with respect to Processing by the Controller.

1.3 Any such further instructions shall be incorporated into this Annex.

Description Details

Identity of The Parties are Independent Controllers of Personal Data
Controller The Parties acknowledge that they are Independent Controllers
for each for the purposes of the Data Protection Legislation in
Category of respect of:
Personal
Data

e Business contact details of Supplier Personnel for which the
Supplier is the Controller,

e Business contact details of any directors, officers, employees,
agents, consultants and contractors of Buyer (excluding the
Supplier Personnel) engaged in the performance of the
Buyer's duties under the Contract) for which the Buyer is the
Controller,

e Survey respondent contact details will also held and pro-
cessed for the purpose of administering the survey roll out and
will not feature in any final deliverables.

Duration of the Processing will take place from 28th August 2023 for the
Processing duration of the Contract (18 months) plus a 6-month
retention period. The Contract will end on 3rd March 2025.

Nature and The nature of the processing will include collection, recording,
purposes of organisation, structuring, storage, adaptation or alteration,
the retrieval, consultation, use, dissemination or otherwise
Processing making available, alignment or combination, restriction,

erasure or destruction of data etc.
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