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Thls agreement is made the 27 day of January 2020

Between:

(1)

(2)

(3)

Secretary of Slate for Business, Energy and lndustrlal Strategy, acting as part of
the Crown (Authority)

TRASYS lnternatlonal EEIG, incorporated and reglstered in Belgium with company
number 0667692570 whose registered office is al Rue d'Arlon p3-7, 1040 Brussels,
Belglum ( Lead Supplier)

Unl Systems lnformation Technology Systems Commerclal S.M.S.A.,
incorporated and registered in Greece with company number 12183'1201000 whose
registered oflice is at 19-23, Al. Pantou Str. 176 71, Kalllthea, Greece (Gonsortium
Supplier)

(together the Lead Supplier and Consortium Supplier, constitute the "Supplier".)

+l

I

(A)

Background:

(B)

The United Kingdom requires a new Permitting, Monitoring, Reporting and
Verificatlon system as part of a suite of tools used by Greenhouse Gas emitting
organisations wlthin the UK to monitor and report emissions, necessary to comply
with the EU ETS compliance cycle set out in the EU Monitoring and Reporting .

Regulation (MRR) and Accreditation and Verifichtion Regulation (AVR) under both
the current European Union Emissions Trading Scheme (EU ETS), and th6 future UK
Emlssions Trading Scheme (UK ETS).

The Authority placed a contrac{ notice, reference number SntZn-Zatg, on 28h
October2019 in the Official Journal of the European Union seeking expressions of
interest from potential providers for the provigion of a UK PMRV system-and related
services.

(c) The Authority has, through a competitive processi seleoted thg Supplier to provide
such a system and related services and the Supplier is willlng and able to provide the
system and services in accordance with the terms and conditions of this Contract.

(D) The Lead Supplier and the Consortium Supplier have agreed and eniered into a
consortium agreement as betwoen themselves ("Cohsortium Agreement") which
shall remain in force for the Term (as defined below) and for as long as all rights and
obligations specified in the Contract (including all clauses that survlve expiry or
terminaiion of the Contract) cease.

It is agreed as follows:

I Deflnitions and lnterpretation

1.1 The following definitions and rqles of interpretation in this Clause apply in this
Contract:
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Achieve

Acquired Rights
Directive

Additional Servlces

Affiliate

Aglle Acceptance Tests

means in respect of a Test, to successfully pass
such Test without any Test issues and in respect
of a Milestone, the issue of a Milestone
Achievement Certiflcate in respect of that
Milestone and'Achieved", "Achieving" and
"Achievement" shall bb construed accordingly;

ihe European Council Directive 771187|EEC on
the approximation of laws of European member
states relating to the safeguarding of employees'
rights in the event of transfers of undertakings,
businesses or parts of undertaklngs or
businesses, as amended or re-enacted from time
to time:

means the adhoc consultancy, configuration and
development services as may be requested and
required by the Authority in accordance with
Clause 5.4;

means ln relalion to a body corporate, any other
entity which directly or indirectly Controls, is
Controlled by, or is under direct or indirect
common Control of that body corporate from time
to time;

means the test plan as developed for any
particular User Story, to determine whether it
complies with the relevant Agile Acceptance
Criteria;

Agile Acceptance Grlteria means the acceptance criteria set out in or
otherwise relating to a particular User Story or
Agile Deliverable, and by reference to which it wlll
be determlned whether the,relevant User Story
has been Agile Delivered or Aglle Deliverable is' accepted;

Aglle Dellverable means the Software and any and all other
products, the User Stories, the Documentation,
materials, items and outputs (in whatever format
or medium) developed p.roduced or created
pursuaht to the provision of, or othenvise in
relation to or connectdd wiih work undertaken by
(or on behalf of) the Supplier in providing the
Services;

means cofformity of a particular Result with the
Usgr :

Agile Delivery

{c
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Aglle Process

Approval

Authorlty Background
IPR

Authorlty Data

Story (including in particular its Agile Acceptance
Criteria having passed the applicable Agile
Acceptance Tests), and'Aglle Dellver" and
'Agile Dellvered" shall be construed
accordlngly;

means as defined in Clause 5.2,7;

means the prior written conseni of the Aulhority,
and the terin Approve and Approved shall be
construed accordingly;

means:

(a) lPRs owned by the Authority before the
Commencement Date, lncluding lPRs
contained in any of the Authority's Know-
How, documentation, processes and J

procedures; A

(b) lPRs created by the Authority
indopendently of this Contract; and/or

(c) Crown copyrlght whlch is nol available lo
the Supplier otherwise than under this
Contract;

but excluding lPRs owned by the Authority
subsisting in the Authority $oftware;

means:

(a) the data, text, drawings, diagrams,
imageg or sounds (together with any
database made up of any of these) which
are embodied in any electronic, magnetic,
oplical or tanglble media, including any
Authority's Confidential lnformation, and

"which:

(i) are supplied to the Supplier by or
on behalf of the Authority; or

the Supplier is required to
generate, Process, store or
transmit pursuant to this Contract;
or

(b) any Personal Data for which the Authority
is the Data Controller;

(ii)

p
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Authority Representative means the representative of the Supplier
nominated pursuanl to Clause 3;,

Authority SoftwarE

Authority Premlses

Authoriiy Property

Authorlty System

Avallabllity

Buslness Gontinuity
Services

BCDR Plan

Ghange of Gontrol

Commencement Date 27 January 2020

means land or bulldings owned or occupied by
the Authority;

means the property, other than real property and
lPR, including the Authority System issued or
made available to the Supplier by the Authority in
connection with this Contract;

means any boftware identified in the Service
Requirements (or as may be agreed by me
Parties) along with all other software; which is
owned by or licensed to the Authority and which
is or will be used by the Supplier for the purposes
of provldlng the Services;

ineans the Authority's computlng environment
(conslsting of hardware, softwaie andlor
tslecommunications networks or equipment)
used by the Authority or the Supplier in
connection with this Contract which is owned by
or licensed to the Authority by a third Party and
which int6rfaces with the Suppller System or
which is necessqry.for the Authority to receive

^ the Services;

means as defined in paragraph 2.1, section 2 of
Appendix A to Schedule 3;

means the description of how a User Story does
not conform wlth the Agile Acceptance Tesls;

has the meaning given to it in paragraph 5.2.2 ol
Schedule 5 (Busine$s Continuity and Disaster
Recovery);

means the plan prepared pursuant to paragraph
2 of Schedule 5 (Business Continuity and
Disaster Recovery) (as may be amended from
time to time);

means a change of controlwithin the meaning of
Section 450 of the Corporation Tax Act 2010;,

Bug
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Gonf idential lnf ormation

Gontract

Contract Gharges

Contract Year

Contracts Finder

Controls

Core Support Hours

Grltlcal Service Level
Fallure

means:

(a) all information obtained by the Supplier
from the Authority or any other
department or office o{ l=ldr Mafesty's
Government relating to and connected
with the Contract and lhe Services; but

(b) does not include the Contract itself and
the provisions of the Contract where, or to
the extent that, the Authorlty publishes

them by virtue of Clause 41;

means thls contract betwodn lh6 Authority and
the Supplier including allSchedules and
Appendices to it;

means lhe prices (excluslve of any applicable
VAT) set out in Schedule 2 payable to the
Supplier by the Authority under thls Contract for
the fulland proper performance by the Supplier
of its obligalioni under this Contract;

means a period of 12 consecutive months
starting on the Commencement Date and each
anniversary lhereafter;

means the Government's publishing portalfor
public sector procurement opportunitles;

means control as defined in section 1124 and
450 Corporation Tax Act 2010 and "Controls" and
"Controlled" shall be interpreted accordingly;

means as defined in paragraph 1.4 of Annex A to
Schedule 3;

any of the following events:

(a) the Supplier performs al a standard below
the applicable threshold for any Service
Level for two,consecutive'months in

. respeit of any Service l-evel rdlating to
Availability or resolution of lncidents;

(b) the Supplier performs at a standard below
the applicable thieshold for 3 rnonths in
any 6 month period in respect of any
Service Level relating to Availabillty or the
resblution of lncidents;

7 $ k
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Compensation for
Critlcal Servlce Level
Fallure

Core Requlrement I

Grown

Data Contioller

Data Loss Event

Data Protection
Leglslatlon

Dala Processor

Data Protection Officer

Data Subject

Data Subject Request

has the meaning given to it in Clause 8.2;

means as defined in Clause 5.1;

means the government of the United Kingdom
(including the Northem lreland Assembly and
Executive Committee, the Scottish Executive and
the NationalAssembly for Wales), including, but
not limited to, government ministers and
government departments and particular bodies,
persions, commissions or agencies from time to
time carrying out fun9tions on its behalf;

shall have the same meaning as given in the
Data Prqtection Legislation;

means any event that results, or may result, in
unauthorised acbess to Personal Data held by
the Supplier under this Contract andlor actual or
potentlal loss and/or alteration andlor destruction
ol Personal Data in breach of this Contract,
including any Personal Dala Breach;

means (i) the General Data Protection Regulation
' (GDPR)(Regulation (EU) 2016/679), the Law

Enforcemeni Directive (LED) (Directive (EU)
2016/680) and any applicable national
implementing Laws as amended from time to
time; (ii) the Data Prolecllon Act 2018 to the
extent that it relates to processing of Personal
Data and privacy; (iii) all applicable Law about
the Processing of Personal Data and privacy;

shall have the same meaning as given in the
Data Protection Legislation;

shall have the same meaning as given in the
Data Protection Legislation;

shall have the sams meanlng as given in the
Data Protection Legislation;

means a request made by, or on behalf of, a
Data Subject in accordance with rights granted
pursuant to the Data Protection Legislation to
access their Personal Data;

{e
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Default

Delay

Deliverable

Delivery

Development Services

Dovelopment Seniides
End Date'

Disaster

means any breach of the obligations of the
Supplier (including but not llmited to includlng
abandonment of this Contract ln breach of its
terms) or any other default (including material
default), act, omission, negligence or statement
of the Supplier, of its Sub-Contractors or any
Supplier Personnel howsoever arising ln
connection with or in relation to the subject-
matter of this Gontract and ln respect of which
the Supplier is liable to the Authority including
any Delay;

meanS:

(a) a delay in the Achlevement of a Milestone
by its Milestono Date; or

(b) a delay in the design, development,
testing or implementatlon of a Deliverable
by the relevant date set out in the'
lmplementation Plan;

means an item or feature ln the supply of the
Services and/or'Solution delivered orto be.
delivered by the Supplier at or before a Milestone
Date listed in the lmplementation Plan or at any'
other stage during the performance of lhis
Contract;

means, in respect of the Services, the time at
which the Services have been provided or
performed by the Suppller as conlirmed by the
issue by the Authority of'a Milestone
Achievement Certificate in re.spect of the relevant
Milestone thereof (if any) or otherwise in
accordance wlth thls Contract and accepted by
the Authority and Deliver and Delivered shall be
construed accordingly;

means the software development and
implementation services delivered by the
Supplier as described more particularly in
Appendlx A to Schedule 1;

means as descriPed in Clause 5.2.2;

)
rheans the occunence of one or more unplanned
events which, eithef separately or cumulatlvely,
mean that the Services, or a malerial partthereof

+ 'tI

7ru



Disaster Recovery
Services

Documentation

Due Dlligence
lnformation

Employee Liabilities

will be (or could reasonably be anticipated to be)
interrupted, unavailable and/or impaired;

means the services embodied in the processes
and procedures for restoring the provision of
Services following the occurrence of a Disaster,
as detailed further in Schedule 5 (Business
Continuity and Disaster Recovery);

means all documentation as

(a) is required to be supplied by the Supplier
to the Authority under this Contract;

(b) would reasonably be required by a
competent thhd Pafiy capbble of Good

_ lndustry Practice contracted by the
Authority to develop, configure, build,
deploy, run, maintain, upgrade and test
the individual systems that provide the
Services;

(c) is required by the Supplier in order to
provide the Services; and/or

has been or shall be generated for the purpose of
providing the Servicqs;

means any information supplied to the Supplier
by or on behalf of the Authority prior to the
Commencement Date;

all claims, actions, proceedings, orders,
demands, complaints, investigations and any
award, compensation, damages, tribunal awards,
fine, loss, order, penalty, disbursement, payment
made by way of settlement and costs, expenses
and legal costs reasonably incurred in connection
with a claim or investlgation related to
employment including in relation to the following:

(a) redundancy payments including
contractual or enhanced redundancy
costs, termination costs and notice
payments;

(b) unfair, wrongful or constructive dismissal
cornpensatlon;

(c) compensation for discrimination on
grounds of sex, race, disability, age,
religion or bellef, gender reassignment,

t
/
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maniage or civil parlnership, pregnancy
and maternity or sexual origntation or
claims for equal pay;

(d) compensation for less favourable
.treatment of part time workers or fixed
term employees;

(e) outstanding employment debts and
unlawful deduction ol wages including any
PAYE and national insurance
contributions;

(f) employment clalms whether in tort,
contract or statute or othe-rwise;

any investigation relating to employment matters
by the Equality and Human Rlghts Commlsslon
or other enforcsmenl, regulatory or supervisory
body and of implementing any requirements.
which may arise from such investigatlon;

Employment Rogulations the Transfer of Undertakings (Protec-tion of

:ilil"JJ:"*'),$?:.11''ff i'n!:'fi,Tl',fi?'""'
lmplementing the Acquired Rights Directive;

EU ETS means the European Union's'Cap and Trade'
polloy almed at reducing carbon emissions.
Further detail can be found here:

hlUnIe$.ewapp.su/sll$rilpt$eisr-gblq .e rl

Explry Date means:

(a) the date immediately prior to the date that'. is the sixth Contract Year anniversary of
the Commencement Date; or

(b) if thls Contract is terminated in
accordance with its terms before the date
speoified in (a) above, the earlier date of
termination of thls Contract;

Go-Live Mllestone means the Milestone identified as such in the
lmplementation Plan;

Gobd lndustry Practice means standads; practices, methods and
procedur€s conforming to the Law and the
exerclse of the degree of skill and care, diligence,
prudence and foresight which would reasonably
and ordinarily be expected from a skilled and

q1
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Government Property

ICT Envlronment

lmplementatlon Plan

lncident

lnsolvency Event

experiencod person or body engaged within the
relevant industry or: business sector;

means anything issued or otherwise furnished in
connection with the Contract by or on behalf of
the Authori$, including but not limited to
documenls, papers, ddta issued in electrbnlc
form and other materials;

means the Authority System and the Supplier
System and any third party system that hosts or
supports the Authority $ystem and/orthe
Supplier System;

means the full implementation plan to be
developed by the Suppliel in accordance with
Schedule 6 (lmplementation and Testing);

ineans an incident relating to a Service Level
specified in Table 1 in the Appendix lo Schedule
3;

m€ans, in respect of the Supplier:

(a) a proposal is made for a voluntary
arrangement within Part I of the
lnsolvency Act 1986 or of any olher
composition scheme or anangement with,
or assignment for the benefit of, its
creditors:or

(b) a shareholders'meeting is convened for
the purpose of considering a resolution
that it be wound up or a resolution for its
winding-up is passed (other than as part
of, and exclusively for the purpose of, a
bona lide reconstruction or
amalgamation); or

(c) a petition is presented for its winding up
(which is not dlsmissed within fourteen
(14) Working Days of its servioe) or an
application is made for the appointment of
a provisional liquidator or a creditors'
meeting is convened pursuant to section
98 of the lnsolvency Act 1986; or

(d) a receivei administrative ieceiver or
slmilar officer is appointed over the whole
or any parl of its business or assets; or

t^<
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lnlellectual Property
Rlghts (lPRs)

IPR Glalm

Key Sub-Gontract

(e) an application order is made either for the
appointment of an administrator or for an
administration order, an admi4istrator is
appointed, or nolice oJ intention to appoint
an adminlstrator is given; or

(l) it is or bocomes insolvent within the
meanihg of section 123 of the lnsolvendy
Act 1986; or

(g) being a "small company" within lhe
meaning of sectlon 382(3) of the

. Companies Act 2006, a moratorium
comes lnto force pursuant to Schedule A1
of the lnsolvency Act 1986; or

(h) where the Sr/ppller is an indlvidual or
pirtnership, qny event analogous to those

, llsted in limbs (a)to (9) (inclusive) occurs
in relation to that individual or partnership;
or

any event analogous to those listed in limbs (a)tcl
(h) (inolusive) occurs under the law of any other ,
jurisdiction;

means patents; trade marks, servlce marks,
deslgn rlghts (whether.registrable or not),
applicatlons for any of those rights, copyright,
database rights, trade or business names and
other similar rights or obligations, whether
registrable or not, in any country, including but
not limiled to, the Unlted Kingdom;

has the meaning given to lt in Clause 18.9;

means each Sub-Contract wlth a Key Sub-
Contractor;

(a) listed in Schedule 9 (Software and Kay
Sub-Contractors);

(b) whlch, in the opinion of the Authority,
performs (or would perform if appointed) a
critical role in the provision of all or any
part of the ,Services; and/or'

(c) wlth a Sub-Contracl with a contract value
which at the time of appgintment exc€eds
(or would exceed ll appointed) 10% of the

Key Sub-Gontractor means any Sub-Cgntractor:

PLt3
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Know-How

Lar,t,

Loss

Maintenance and
Support Services

Maintenance Start Date

Maintenance Servicee
lnltlalTerm

Malntenance Services
Term

Maliclous Software

aggregate Contract Charges foreoast to
be payable underthis Qontract;

means all ideas, concepts, schemes, information,
knowledge, techniques, methodology, and
anything else in the nature of know-how relating
to the Services but excluding know-how already
in the other Party's possession before the
Commencernent Date;

mea'ns any law, subordinate legislation Within the
meaning of Section 21(1) of the lnterpretation Act
1978, bye-law, enforceable right within the
meaning of Section 2 of the European
Communities Acl 1972, regulation, order,
regulatory policyr mandatory guidance or code of
practlce, judgment of a relevant court of law, or
directives or requirements with which the
Supplier is bound to comply;

means any loss, damage, payment, cost
(including reasonable legal costs and expenses),
expensei award, charge, fine and/or other liability
(as the case may be) and "Loss€s" shall be
construed accordingly

means the maintenance and support servlces
described more particularly in Appendix B to
Schedule 1;

means the date the Authority lssues a Milestone
Achievement Certificate for the Go-Live
Milestone;

meand as defined in Clause 5.3.2;

means as defined in ilause 5.3.3;

means any software pfogram or code intended to
destroy, interfere wlth, corrupt, or oause
undesired effects on program filEs, data or: other
lnformation, executable code or application
software macros, whether or riot its operation is
immediate or delayed, and whether the malicious
software is introduced wilfully, negligenJly or
without knowledge of its existence;

P
/
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Man Day

Man Hours

Mllestone

Milestone Achlevement
Gertificate

Milestone Date

Month

New Release

Open Source Software

Operating Environment

Other Suppller

means 8 Man Hours, whether or not such hours
are worked consecutively and whether or doi
they are worked on the same day;

means the hours spent bJ the Supplier Personnel
properly working on thd provision of ,the Services
including time spent travelling (other than to and
from the Suirplie/s offices, or to and fiom the
Sites) but excluding lunch breaks;

means an event or task described in the
lmplementation Plan which, if applicable, must be
completed by the relevant Milestone Dale;

means the ceftificate materially in the form of the
document contained in Appendlx A to Schedule 6
(lmplementatlon and Testing) granted by the
Authority when the Supplier has Achieved a
Milestone or a Test;

means the target date set out against the
relevant Milestone in the lmplemenlation Plan by
whlch the Mllestone must be Achieved;

means a calendar month and 'Monthly" shall be
interpreted accordingly;

means an item produced primarily to extend, 6lter
or improve the Software and/or ariy Deliverable
by providing additional tunctionality or
performance enhancement (whether or ngt
defects in the Softr,vare andlor Deliverable are
also conecled) while still retalning the original
deslgnated purpose of that item;

means computer software that has its source
code made available subject to an open-source
licence under which the owner of the. copyright
and olher IPR in such softruare provides the
rights to use, study, change and distribute the
software to any and all persons and for any and
all purposes;

means the Authority Sysiem and the Sites;

means any suppller to the Authority (othertfan
the Supplier) which is notified to the Supplier
from time to time and/or ol which the Supplier
should have been aware;

_ln
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Outlln lmplementalion
Plan

Party

PMRV

Personal Data

Personal Data Breach

Process

Proiect Speciflc IPR means:

Prot6ctive Measures

Quality Plans

means the implementatlon plan provided by the
Supplier as part of its Tender, attached at
Appendix A of Schedule 6;

means a party to this Contract, and Parties shall
mean both of them;

Means as defined in recital(A);

shall have the same meaning as given in the
Data Protection Legislation;

shall have the same meaning as given in the
Data Protection Legislation;

shall have the same meaning as given in the
Data Protection Legislation, and Processed and
Processing shall be construed accordingly;

(a) lntellectual Property Rights in items
created by the Supplier (or by a third party
on bdhalf of the Supplier) specifically for
the purposes of ihls Contract and updates
and amendments of these items including
(but not limite! to) database schema;
and/or

(b) IPR in or arising as a result of the
performance of the Supplier's obligations
under this Contract and all updates and
amendments to the same;

but shall not include the Supplier Background
IPR orthe Specially Written Software;

means any appropriate technical and
organisational measures which may include:
pseudonymising and encrypting Persenal Data,
ensuring confidentiality, integrity, availability a nd
resilience of systems and services, ensuring that
availability of and access lo Personal Data can
be restored in a timely manner after an incident,
and regularly assessing and evaluating the
effect-iveness of the such measures adopted by it;

shall have the meaning given in Glause 6.2
(Standards and Quality);

Aqf16
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Regulations

,Relevant Transfer

Relevant Transfer Date

Replacement Suppller

Replaccment
Subcontractor

Result

Retall Prices lndex

Schedule

Security Pollcy

Servlce Credit Gap

Service Level

Service Level Fallure

means the Public Contracts Regulations 2015 as
amended from time to tlme;

a transfer of employmen! to which the
Employment Regulations applles ;

in relation to a Relevant Transfer,'the date upon
which the Relevant TranSfer takes place;

means any thlrd party provider of any services
which are substantially similar to any of tt-re
Services and which the Authority receives in
substitutioh for any of the Services appointed by
or at the direetlon of the Authority frbm time to
time including where. the Authority is providing
Services for its own account;

a sub:contractor of the Replacement Supplier to
wfiom Transfering Supplier Employoes will
transfer on a Service Transfer Date (or any sub-
contractor of any suoh sub-contractor);

the Agile Deliverables developed by the Supplier
as part of a Sprint;

means the Retall Prioes lndex (RPl)(all
items)(United Kingdom);

means a schedule to this Contract;

means the Authority's security policy (if any) in
force as at the Commencement Date (a copy of
which has been supplied to the Supplier), as
updated from tlme to time and notified to the
Supplier;

means 100% of the Maintenance and Support
monthly Contract Charges;

meahs any service levels applicable to the
provlslon of the Services under this Contract
specified in Schedule 3 (Service Levels and
Performance);

means a failure by the Supplier to meet a Service
Level;

-P { (17
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Service Perlod

Service Credlts

'Serviie Requlrements

Seryices

SErvice Transfer

SME

Service Transfer Date thd date of a Servlce Transfer;

SItes

means a recurrent period of one (1) Month during
the Term;

means credits payable by the Supplier to the
Authority due to the occunence of 1 or more
Service Level Failures, calculated in accordance
with Part A (Service Levels and Service Credits)
of Schedule 3 (Service Levels and Performance);

means ihe reqrlirements of the Authority in
respect of the Services as set out in Schedule 1

(Service Requirements);

means the sorvices to be supplied under the
Contract;

any lransfer of the Services (or any part of the
Services), for whatever reason, from the Suppller
or any S_ubcontractor to a Replacement Supplier
or a Replacement Sub-contractor;

means:

(a) any premises (including the Authority
Prcmises, the Supplier's premises or third
party premises):

(i) from, to or at whlch:

(1) the Services are (or are to be)
provided; or

(2) lhe Supplier manages, organlses
or otherwise directs the piovision
or the use of the Services; or

(ii) where any part of tho Supplier
System is situated; or

(b) any physical interface with the Authority
System takes place;

means arl enterprise falling within the category of
micro, small and medium-sized enterprises
delined by the Commisslon Recommendation of
6 May 2003 concerning the definition of micro,
small-.and medlum-sized enterprlses;

AL
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Software

Software Supportlng
Materials

Solutlon

Source Code

Specially Wrltten
Software

Sprint

Sprint Aulhorisation
Notlce

Stafllng lnformatlon

means Specially Written Softwaro, Supplier
Software, Open Source Software and Thlrd Party
Software;

has the meaning given to it in Clause 18.2.1(b);

means the Supplie/s solution incorporating the
Soflware as described in Schedule 4;

means computer programs andlor dala in eye-
readable form and in such lorm that lt can be
compiled or interpreted. into equivaleht binary
code together with all related design comments,
flow charts, technical information and
documentation necessary for the use,
reproduc-tlo n, maintenance, modificatio n a nd
enhancement of such software;

means any software (including database
software, linking instructlons, test soripti,
configuration data, proflles, compilation
lnstructions and test instrqctlons) created by the
Supplier (or by a Sub-Contractor or other third
party on behalf of the Supplier) specifically for the
purposes of this Contract, includlng any '

modifications or enhancements to Supplier
Software or Third Party Software created
specifically for the purposes of this Contract;

means a period of time,. confirmed in the relevant
Sprint Authorisatibn Notice, during which the.
User Stories identified in the Sprint Authorisation
Notice are to be developed, tested and Agile
Delivered in accordancerwith the provisions of
this Contract;

mean$ tlie Authority's express wrlften
confirmation of the requirements that are to be
developed during the relevant Sprint;

in relation to all persons ldentified on the .

Supplie/s Provisiondrl Supplier Personnel List or
Supplier's Final Supplier Personnel List, as the
case may be, such informatidn as the Authority
may reasonably request (subJect to all applicable
provisioris of the Data Protection Act 2018), bul
including in an anonymiseh format (identifoing
each member of Supplier Personnel by a unique
reference number or code which shall remain the I19

/ lil
$a



(0

same each time the Stafling lnformation is
provided):

(a) their ages, dateo of commencement of
employment or engagement and gender;

(b) details of whether they are employed, self
employed contractors or consultants,
agency workers or othenrvise;

(c) the identity of the employer or relevant
contracting party and details of any
relevant organised grouping of employees
to which they are assigned;

(d) their relevant contractual notice periods
and any other terms relating to
termination ol employment, including
redundancy procedures, and redundancy
payments;

(e) their wages, salaries and profit sharing
arrangements as applicable;

details of other employme nt-related
benefits, including (without limitation)
medical ihsurance, life assurance,
pension or other retirement benelit
schemes, share option schemes and
company car schedules applicable to
them;

(S) any outstanding or potentialcontractual,
' statutory or other liabilities in respect of

such individuals (including in respect of
personal injury claims);

(h) details of any such individuals on long
term sickness absence, parental leave,
maternity leave or other authorised long
term absence;

copies of all relevant documents and
materials relating to such information,
including copies of relevan! contracts of
employment (or relevant standard
contracts if applied generally ifi respect of
such employees); and

(i) any other employee liability information as
such term is defined in regulation 11 of
the Employment Regulations;

(l)
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Standards

Sub4ontract

Sub.Contractor

Sub-Processor

Supplier Equlpment

means anyr,

(a) sfandards published by BSI British
Standards, the National Standards Body, of the United Kingttom, the lnter4ational
Organisation for Standardisation or other
reputable or equivalent bodies (and their
successor bodies) that a skilled and
experienced operator in the same type of
industry or buslness sector as the
Supplier would reasonably and ordinarily
be expected to comply with;

(b) Standards detailed in the spocification in
Schedule 1 (Service Requirements) and-
Schedule 3 (Servlce Lovels and
Performance);

(c) standards detailed by the Authority in' 
Schedule 7 (Standards); 

.

any relevant Government'oodes of practlce and
guidance appllcable frcim time to tlme as the
Supplier would reasonably and ordinarily be
expected to comply with

means any contract or agreement or proposed
contract or agreentent between the Supplier and
any third party whereby that third party agrees to
provide:

(a) the Servlces or any part thereof; or

(b) facilities and/or, services necessary for
the provision of the Services or any. part' thereof; or

(c) is responsible for the management,
direction or control of the provision of the
Services or any part thereof;

means any person other thah the Supplier, who
is a party to a Sub-Contract and the servants or
agents ofthatperson; I

means any third party appointed to Process
Personal Data on behalf of the Supplier related to
this Contract;

means the Supplier's hardware, computer and
telecoms devic€s, equipment, plant, materials
and such other items supplied and used by the

$
7

21

1//,(

A \



Supplier Assels

Supplier Background IPR means

Supplier's Final Supplier
Personnel Llst

Suppller Personnel

Supplier (but not hired, leased or loaned from the
Authority) in the performance of its obllgations
under this Contract;

means all assets and rights used by the Supplier
to provide the Services in accordance with this
Contract;

(a) Intellectual Property Rights owned by the
Supplier before the Commencement Date,
for example those subsisting in the
Supplier's standard development tools,
program components or standard code
used'in computer programming or in
physical or electronic media containing
the Supplier's Know-How or generic
business methodologies; and/or

(b) lntellectual Property Rights created by the
Supplier independently of this Contract,

but excluding lntellectual Property Rights owned by lhe
Supplier subsisting in the Suppller Software;

a list provided by the Supplier of all Supplier
Personnelwho will transfer under the
Employment Regulations on the Relevant
Transfer Date, identifying each member of
Supplier Personnel by a unique reference
number or coda which shall remain the same
each time the Supplier provides infolmation
about them;

means all directors, officers, employees, agents,
consultants and contractors of the Supplier
and/or of any sub-cirntractor engaged in the
perbrmance of its obligations under this
Contract;

means any software which is proprietary to the
Suppller (oran Affiliate of the Supplier) and
iddntified as such in Schedule 10 togeth6r with
allother such software which is not identified in
Schedule 10 but which is or will be used by the
Supplier or any SuFOontractor for the purposes
of providlng the Services or is embedded in anci

s u pp rrer Re presentative 
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Supplier System

Tender

Term

Third Party IPR

Third Party Software

Transferring Suppller
Employees

UK ETS

Update

Upgrade

in respect of suoh other software as required to
be licensed in order for the Authorlty to receive
the beneflt of and/or make use of the Services;

means the information and comrnunications
technology system used by the Supplier in
supplying ihe Services, including the Supplier
Soflware, the Supplier Equlpment, configuration
and management utilities, calibration and testing
tools and related cabling (but excluding the
Authority System);

means the tendbr submitted by the Supplier to
the Authorlty set out in Part B of Schedule 4;

means as the period ftom the Commencement
Date 0p to and including the Expiry Date;

means lntellectuat Property Rights owned by a
thhd party but excluding lntellectual Property
Rights owned by the third party subsisting ln any
Third Party Softrrvare;

means any softrarare identified as such ih
Schedule 10, together with all other software
which is not listed ln the Schedule 10 which is
proprietary to any third party (other than an
Affiliate of the Supplier) or any Open Source
Soflware which is or wlll be used by the Suppiier
for the purposes of providing the Servlces;

those employees of the Supplier and/or the
Suppller's Subcontractors to whom the
Employment Regulations will apply on the
Service Transfer Date;

means the proposed UK'Cap and Trade'
Emissions Trading Scheme;

means in relation to any Software and/or any
Deliverable means a version of sudh ltem which
has been produced prlmarily to overcome defects
ln, or to lmprove the operation of, that item;

means any patch, New Release or upgrade bf
Software and/or a Deliverable, including standard
upgrades, product enhancemenls, and any
modifications, but excluding any Update which
the Supplier or a third party software supplier (or

Nh<-r
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user Story means the Authority's requirement, dEscribing the
intended operations, functions, performance
and/or other cheiracteristics of the Agile
Deliverables or part of it and its associated Agile
Acceptance Criteria, as set out in a Sprint
Authorisation Notice Mthin the Supplier's
software environment and made available to the
Authority for that purpose;

Valid lnvoice means an invoice issued by the Supplier to the
Authority that complies with the lnvoicing
procedure in Schedule 2;

Variation Procedure means the procedure for varialions and
amendments to this Contract (including to the
Contract Gharges) set out in Clause 23;

VCSE mqans a non-governmentalorganisation that is
vglue-driven and which principally reinvests its
surpluses to further social, environmental or
cultural objectlves; and

Worklng Day means any Day other than a Saturday or Sunday
or public holiday in England and Wales (or,
where agreed in writing by the Authority, another
country or countries)

1.2 The interpretation and construc-tion of the Contract shall be subject to the following
provisions:

1.2.1 a reference to any statute, €nactment, order, regulation or slmilar
instrument shall be construed as a reference to lhe slatute, enactment,
order, regulation or instrdment as subsequently amended or re-bnacted;

the headings in this Contract are for ease of reference only and shall not
affect the interpretation oi construction of the Contract;

1.2.3 references to person, where the context allows, includes a corporation or
an unincorporated association;

the words inctudlng, ottrer, in partlcular, for example and similar words
shall not limit the generality of the preceding words and shall be construed
as if they were immediately followed by the words "wilhout limitation"; and

'1.2.4

User Acceptance Testing
(uAr)

1..2.2

any Affiliate of the Supplier or any third party)
releases during the Term;

means the software environment managed and
used by the Authority to test the Agile
Deliverables;

t
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1.2.5 references to writing include typing, printing, tithography, photography,
display on a soreen, electronic and facsimile transmission and other
modes of representing or reproducing words in a visible form, and
expressions referring to writing shall be cdnstrued accordingly.

1.3 This Contract is made up of the main body of this Contract and the Schedules to lt. lf'
there is any conflict between the terms of the maln body of this Contract and the
Schedules to lt the terms of the main body of this Conkact shall lake precedence. lf
there is any conflict between a term of the Tender document aftaohed at Schedule 4
Part B and a term of another Schedule, the term of the other Schedule shall take
precedence.

2 Due Dillgence

2.1 The Supplier acknowlodges that:

2.1.1 the Authorlty has delivered ol made available to the Supplier all of the
information and documents that the Supplier considers necessary or
relevant fqr the performance of its obligations under this Contract;

2.1.2 it has made its own enquiries to satisfy itself as to lhe accuracy and
adequacy of the Due Diligence lnformation and that lt has entered into
this Contract in reliance on its own due diligence alone;

2.1.g it has satlslied itself (whether by lnspection or having raised all relevant
due diligence questions with the Authority in before the Commencement
Date) of all relevant details (including those which could affect Service
implementation, implementation, delivery, performance and price); and

2.,1.4 it has advised the Authority in writing of:

(a) eagh aspect, if any, of the Operating Environment that is not suitable for

. the provision of the Services;

(b) the actions needed to remedy each such unsuitable aspect; and

(c) a tlmetable for and the costs of those actions,

2.2 The Supplier shall not be excus6d from the performance of any of its obligations
under this Conlract on the grounds of, nor shall the Supplier be entitled to recover
any additional costs or charges, arising as a result of any:

(a) unsuilable qspects of the Operating Environment;

(b) misinterpretation of the requirements of the Authority in Schedule 1 or
elsewhere in ihis Contract; and/or

(c) failure by tlte Supplier to satisff itself as to the accuracy and/or adequacy
of the Due Diligence lnformation.

2.3 Each of the Lead Supplier and the.Consortium Supplier jointly and severally warrant
that:

2.9.1 They have entered into the Consortium Agreement as at the. Commencement Date;

7
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2.3.2 The Consoriium Agreemont is valid and binding on both of the Lead
Supplier and the Consortium Supplier; and

2.3.3 The Consortium Agreement shall remaln in force for the Term and for as
long as all rights and obligatlons specifled in the Contract (including all
clauses that survive expiry or termination of the Contract) cease.

3 Representatives

Each Party shall have a representative for the duration of this Contract who shafi
have the authority to act on behalf of their respective Party on the matters set out in,
or in connection with, this Contract,

3.1

3.2 The Authority shall notify the Supplier ol lhe identity of its initial representative within
5 Woiking Days of the Commencement Date.

3.3 The Authority may, by written notice to the Supplier, revoke or amend the authority of
the Authority's representative or appoint a new representative.

3.4 Any change to the Supplier's representative shall be agreed in advance and only with
the written approval of the Authority.

4 Gontract Term

4.1 This Contract shall commence on the.Commencement Date and, unless terminated
earlier in accordance with its terms, shall continue until the Expiry Date, on which
date it shall automatically expire.

Services

5.1 The $upplier is engaged to and shall provide a core requirement of Services
consisting of: (i) of 12 months of Development Services from and including the
Commencement Date, including proportional Maintenance and Support Services
from Milestone I to Milestone 1 1 as detailed in Schedule 1; and (ii) 12 Months of
Maintenance and Support Services (the provision of such Services being, together,
"Core Requlrement 1"),

Development Services

5.2.1 The Supplier shall provide the Development Services. described in

Appendix A (Development Sewices) to Schedule 1.

5.2.2 The provision of the Development.Services by the Supplier shall
commence on the Commencement Date and shall continue until the
earlier of: (i) the Expiry Date; or (ii) subJect to Clause 5.1, the date that the
Go-l=ive Mileslone is Achieved (the "Development Services End Date").

5.2.g lf at any point during the Term following the Development Services End
Date the Authority requires additional development and/or implementation
services to be provided by the Supplier, the Parties shall apply the' Variation Procedure to determine the te?ms applicable to the provision of
such furthei development and/or implementation services (which shall be
treated either as Development Seruices or as Additional Services at the
dlscretion of the Authority).

5.2
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5.2.4

5.2.5

5.2.6

5.2.7

5,2.8

5.2.9

(a)

(b)

The Supplier provided an Outline lmplementation Plan as part of its
Tenderwhich is'attached at Schedule 6 (lmplemantation and Testing) and
is required under that Schedule to develop the Outline lmplementation
Plan into the final lmplementation Plan.

The Supplier shallcomply with the implementation requirements set out at
Schedule 6 (lmplementation and Testing) in respect of the Development
Services.

The Supplier shall provide the Development Services in accordance with
the Milestone Dates.

Agile Process .

Where the Authorig requlres development to the functionality of the
Solution uslng an aglle metho.dology (whether forming part of the
Development Services or an Additional Service), the Supplier agrees to
use ari agite methodology to configure the Software and provlde
configuration and development services in accordance with the principle-s
set out in the specific-ation set oul in Schedule 1 (or such other
specification as m.ay be agreed between the Parties ln wrlting) in
accordance with Clauses 5.2.7 lo 5.2.9 inclusive (Agile Process). The
Agile Process is an iterative process whereby a system evolves to reflect
changing requirements for integration and build, as opposed !o more
traditional methodg of system development in which all requirements are
collected up front and then developed all at once.

Within 10 Working Days of the end of each Sprint, the Authority will have
completed testlng within UAT and shall determine which of the Results
meet their respective Agile Acceptance Criterla and may be deployed
(and when) to the Authority's llve production and/or technical
environments,

Once each part of the Software has been accqpted by the Authority the
Software as a whole shall be subject to the Agile Acceptance Tests as set
out ih the Aglle Acceptance Criteria and tho Parties agree:

Agile Acceptance Tests shalltake place from when the Agile Dellverable
enters UAT lesting. ln developing Agile Acceptance Tests the Authority
shall validate and test any Agile Deliverable in UAT through tesl User

, Stories to validate thelr compliance against the corresponding original 
.

User Story. Where the Agile Deliverable satisfies the requirements set out
ih the original User Story it shall have passed the relevant Agile
Acceptance Test

if allAgile Deliverables achieve all the applicable Agile Acceptanco
Criteria as demonstrated by the Agile Acceptance Tests, the Authority will
issue the Supplier with an Agile Aqceptance Certificate stating that all the
Agile Acceptance Criteria have been met in line with the Agile Prccess;
and

if an Agile Deliverable fails the Agile Acceptanoe Tests, the Authority will
raise the software lssue as a Bug within the software application made

p{(27
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5.3

5.4

2S

available for such purposes by the Supplier. Where the Agile Acceptance
Criteria have nol been rnet the Agile Deliverable shall be moved into the
next Sprint as a User Story,

Maintenance and Support Services

5,3.1 The Supplier shall provide ih" Muint"nunce and Support Services
described in Appendix B (Maintenance and Support Services) to
Schedule 1.

5.3.2 The Supplier shall provide Maintenance and Support Services during the
Term from and including the Maintenance Start Date for a period of a 12. consecutive Months (the "Malntenance Services lnitial Term").

5.3.3 Prior to the expiry of the Maintenance Services lnitial Term the Authority
riray provide written notice of its requirement of the Supplier to supply a
further 12 consecutive Months of Mainlenance Services, which the
Supplier shall provide from the date immediately following the last day of
the Maintenance Services lnitialTerm (or such other date as may be
agreed between the Parties in writing) (the Maintenance Services lnitial
Term and the further 12 consecutive Month perlod being, together, the- trMaintenance Services Term").

5.3.4 The Maintenance Services Term may be extended forfurlher 12 t

consecutive Month periods where required ln writing by the Authority prior
to the expiry of the then+urrent 12 Month period of provision of

. Maintenance and Support Services.

5.3.5 The provision of the Maintenance and Support Services shall continue
until the earlier of: (i) the date of the expiry of the Maintenance Services
Term; or (ii) the Expiry Date.

5.9.6 The Suppliei shall ensure that:

(a) the reiease of any new Supplier Software or upgrade to any Supplier

. Software forming part of the Maintenance and Support Services complies
with the interface requirements of the Authority and (except in relation to

, new Software or upgrades which are released to address Malicious,
Software, security concerns or legislative requirements) shall notifi the
Authority three (3) Months before the release of any new Supplier
Software or Upgrade; and

(b) all Software including Upgrades, Updates and New Releases used by or
on behalf of the Supplier are currently supported versions of that Software
and perform in all material respects in accordance with the relevant
specification. '

Additional Servioes

5.4.1 From time to time the Authority may request the provision of Additional
Services by the Supplier in relation to the Sqlution. The costs associated

{<
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5.5

(a)

(b)

(c)

(d)

(e)

(f)

(s)

(h)

5.5.3

(a)

with any Additional Seruice requested by the Authority shall be calculbted
in abcordance with the day rates set out in Appeqdix A of Schedule 2.

5.4.2 Subject to Clause 7.6, the Parties agree lhat the day rates set out ln
Appendix A of Schedule 2 are fixed for the duration of the Term. Save that
the Suppller shall be entitled to provlde Additional Services to the

' Authority at a reduced rate but shall in no circumstances be entitled to
increase the day rate charges set out in Schedule 2,

5.4.3 The provision of such Additional Services is subject to the Parties
discussing and agreeing the terms of the provision of such services and
applying the Variation Procedure to adopt the provision of them.

Provlsion of the Services

5.5,1 The Supplier acknowledges and agrees that the Authority rblies on the
skill and judgement of the Supplier in the provision of the Services and the
performance of its obligations under this Contract.

The Supplier shall perform its obligations under this Contract in
accordance with:

all due skill, care and diligencei

allapplicable Law;

Good lndustry Practice;

the Standards;

the requirements of Schedule I (Security);

the Security Policy;

the Quality Plans; and

the Supplier's own established procedures and practices to the exlent the
same do not conflict wlth the requirements of Clauses 5.5.2(a) to (h).'

The Supplier shall:

at all times allocate sufficient rosources wlth the approprlate technical
expertise to supply the Deliverables and to provide the Services in
accordanbe with this Contract;

5.5.2

(b) obtain, and mainlain throughout the Term, all the consents, approvals, ,

licences and peimissions (statutory, regulatory contractual or otherwise) it
may require and which are necessary for the provision of the Services;

'I

ensure that

(i) any products or services recommended or otherwise speclfied by
the Supplier for use by the Authority in conjunction with the
Deliverables and/or the Servioes shall enable the Deliverables
and/or Servlces to meet the requirements of the Authority;

(c)

$t
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(f)

(d)

(e)

(g)

(h)

(il) the Supplier System and Supplier Assets will be free of all
encumbrances (except as agreed in writing with the Authority);
and

(iii) the Services are fully compatible wilh any Authority Soflware,
Authority System and Authority Property and as otherwise used by
the Supplier in connectio4 with this Contract;

minimise any disruption to the ICT Environment and/or the Authority's
operations when providing the Services;

ensure that any Documentation and training provided by the Supplier to
the Authority are comprehensive, accurate and prepared in accordance
with Good lndustry Practice;

co-operate and require its Sub-Contractors to co-operate with the Other
Suppliers and provide reasonable information (including any
Documentration), advice and asqistance in connection with the Services to
any Other Supplier to enable such Other Supplier to create and maintain
technical or organisational interfaces with the Services or for any other
r€ason;

on the Expiry Date, to enable the timely transition of the supply of the
Services (or any of them) to the Authority and/or to any Replacement
Supplier, co-operate with and require its Sub-Contractors to co-operate
with the Replacement Supplier and provide reasonable information
'(including any Documentation), advice and assistance in connection with
the Services to the Replacement Supplier;

assign to the Authority, or if lt is unable to do so, shall (to the extent it is
legally able to do so) hold on trust for the sole benefit of the Authority, all
wananties and indemnities provided by third parties or any Sub-
Contractor in respect of any Deliverables and/or the Services. Where any
such warranties are held on trust, the Supplier shall enforce such
wananties in accordance with any reasonable directions that the Authority
may nolify from time to time to the Supplier;

provide the Authority with such assistance as the Authority may
reasonably require during the Term in respect of the supply of the
Services;

deliver the Services in a proportionate and efficient manner;

ensure that neither it, nor any of its Affiliates, embarrasses the Authority
, or othenrvise brings the Authority into disrepute by engaging ln any act or

omission whioh is reasonably likely to diminish the trust that the public
places in the Authority, regardless of whether or not such act or omission
is related to the Supplier's obligations under this Contract; and

galher, collate and provide such information and co-operation as the
Authority may reasonably request for the purposes of ascertaining the
Supplier's compliance with its obligations under this Contraot.

(i)

0)

(k)

(t)
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5.6

5.8

5.7

An obligation on the Supplier to do, or to refraln from dolng, any act or thing shall
include an obligation upon the Supplier to procure that all Sub-Contractors and
Supplier Personnel also do, or refrain from doing, such act or thing.

The Authorlty shall have lhe power to inspect and examine the performance of the
Services at the Authority's Premises at any reasonable time or, provided that the
Authority gives reasonable notice to the Supplier, bt any other premises where any
part of the Services is being performed,

Location and Manner of Delivery of the Services

5.8,1 Except where otherwise provided in this Contract, the Supplier shall
provide the Services to the Authority through the Supplier Personnel at
the Sites.

5.8.2 The Authority may inspect and examlne the manner in which the Supplier
provides the Services at the Sites and, if the Sites are not the Authority
Premises, the Authority may carry out such inspection and examination
during normal business hours and on reasonable notice.

5.9 lf the Author'rty informs the Supplier that the Authority considers ariy part of the
Services.to be inadequate or in any way differlng from the Conlract, and this is other, than as a result of default or negligence on the part of the Authority, the Supplier
shall at his own expense re-schedule and perform ihe work conectly within such
reasonable time as may be specified by the Authority.

5.10 UndeliveredServices

. 5.10.1 ln the event that any of the Services are not detivered in accordance with
- Clauses 5.5 (Provision of the Services) and 5.8 (Location and Manner of

Delivery of the Services) ("Undelivered Services"), the Authority, without
prejudice to any other rights and remedies of the Authority howsodver
arising, shall be entitled to withhold payment of or require reimbursement
within 30 Working Days of the applicable Conbact Charges for the
Services lhat were not so Delivered until such time as the Undelivered
Sorvices are Delivered.

5.10.2 The Authority m?v, at its discretion and without prejudice to any olher
rights and remedies of the Authority howsoever arising, deem the failure
to comply with Clauses 5.5 (Provlslon of the Services), and 5.8 (Location
and Manner of Delivery of the Services) and meet the relevant Milestone
Date (if any) to be a material Default.

5.11 SupplierEquipment

5.11.1 The Supplier shall be solely responsible for the cost of carriage of
Supplier Equipment to the Sites and to the Authority Premises, including
its off-loading, removal of all packaging and all other associated costs.
Likewise on termination or explry of this Contrapt the Supplier shall be
responsible for the removdl and safe disposal of all relevant Supplier
Equipment from the Sites and the Authority Premises, including the cost
of packing, carriage and maklng good the Sites and/or thi Authority
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;

5.12

5.11.2

s.11.3

Obligation

5,12,1

Premises following removal, and taking account of any sustainability
requirements, including safe removal of data and recycling requirements.

Allthe Supplier's property, including Supplier Equipment, shall remain at
the sole risk and responsibility of the Supplier, except that the Authority
shall be liable for loss of or damage to any of the Supplier'i property
located on Authority Premises which is due to the negligent act or
omission of the Authority.

Subjeet to any express provision of the BCDR Plan to the contrary, the
loss or destructiqn for any reason of any Supplier Equipment shall not
relieve the Supplier of its obligation to supply the Services in accordance
with this Contract, includihg the Service Levels.

to Remedy of Default in the Supply of the Services

Subject to Clauses 18.9.2 and 18.9.3 (lPR lndemnity) and without
prejudice to any other rights and remedies of the Authority howsobver .

arising (including under Clauses 5.9 (Undelivered Services)) the Suppller
shall, where practicable:

(a) remedy any breach of lls obligations within three (3) Working Days of
becoming aware of the relevant Default or being notified of lhe Default by
the Authority or within such other time period as may be agreed with the
Authority (taklng into account the nature of the breach that has occurred);
and

(b) meet all the costs of, and incidental to, the performance of such remedial
work.

5.13 Continuing Obligation to Provide the Services

5.13.1 The Supplier shall continue to perform all of its obligations under this
Contract and shall not suspend the provision of the Services,
notwithstanding:

(a) any withholding or deduction by the Authority of any sum due to the
Supplier pursuant to the exercise of a righi of the Authority to such
withholding or deduction under this Contracf

5.14

6
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(b) the existence of an unresolved dispute; andior

(c) any failure by the Authority to pay any Contract Chargjes,

unless tha Supplier is entitled to terminate this Contract fcir fallure by the
Authorlty to pay undisputed Contract Charges.

Business Conlinuity and Disaster Recovery

5.14.1 The Parties shall comply with the provisions of Schedule 4 {Business
Continuity and Disaster Recovery).

Standards, Quality,and Ghange ln Law

r(
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6.1 The Supplier shall at alltimes during the Term comply with the Standards and
, maintain, where applicable, accreditation with the relevant Standardsiauthorisation

body.

6.2 lf so required by the Authority the Supplier shall develop, withln 6 weeks of the
Commencement Date, quality plans that ensur€ that all aspects of the Services are
the subject of quality management sysiems and are consistent with BS EN ISO 9001

or any equivalent standard which is generally recognised as having replaced it
(Quality Plans).

6.3 The Supplier shall seek Approval (the decision of the Authority to Approve or not
shall not be unreasonably wlthheld or delayed) of tho Quality Plans before
implementing them. The Suppller acknowledges and accepts that Approval shall not
act as an endorsement of the Quality Plans and shall not relieve the Supplier of its
responsibility for ensuring that the Services are provided to the standard required by
this Contract

6,4 Throughout the Term, the Parties shall notify each other of any new or emergent
standards which could affect the Supplier's provision, or the receipt by the Authority,
of the Servlces. The adoption of any such new or emergent standard or changes to
existing Standards shall be agreed in accordance with the Variation Piocedure. Any
change to an existing Standard which is included in Schedule I (Standards) shall, in
addition, require the written consent of the Authorlty.

Where a new or emergent standard is to be developed or introduced by the Authority,
the Suppller shall be responsible for ensuring that the potential impact on the
Supplier's provision, or the Authority's receipt of the Setvices is explained to the
Authority (within a reasonable timeframe), prior to the implementation of the new or
emergent Standard.

6.6 Where Standards referenced conflict with each other or with best professional or
industry practice adopted after the Commencement Date, then the later Standard or
best practice shall be adopted by the Supplier. Any such alteration to any Standard
or Standards shall require Approval (and the written consent of the Authority) where
the releVant Standard or Standards is/are included in Schedule I (Standards) and
shall be implemented wlthln an agreed limescale,

Following the approval by the Authonty of the Quality Plans:

6.5

6.7

6.8

6.7.1

6.7.2

the Supplier shall intplement all Deliverables in accordance with the
Quality Plans;and

any variation to the Quality Plans shall be agreed in accordance with the
Variation Procedure,

The Authority requires that the Services and the Solution implemeni a Permitting,
Moriitoring, Reporting and Verification system that is compliant with lhe standards
and applicable Laws'in respect of EU ETS and the future UK ETS duflng the Term.
The Authority and the Supplier acknowledge that UK emissions trading and PMRV
systsm standards and applicable Laws in respect of emissions tradlng and
obligations to meet the EU ETS compliance cycle will change in the future as a result
of the UKs exit from the European Union. During the Term, the UK Government
intends to consult on the UK ETS standards, options for a future carbon pricing
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scheme and implement new applicable dmissions trading Laws and the necessary
legislation will be implemented in due course.

6,9 Where there is a change to applicable Laws and/or Standards in respect of
emissions trading and MRR in accordance with Clause 6.8 which may directly affect
the Contract, ServiceS, Solution, Contract Charges, the Authority's.requirements
and/or the ability forthe Supplier and the Services or Solution to be compliant with
applicable Laws and/or Standards, the Parties shall agree any such changes in
accordance with the Variation Procedure. The Supplier shall minimise any increase
in costs oi maximise any reduction in costs and provide the Authority with evidence
of it doing so.

7 Service Levels for Maintenance Servlces and Servica Credils

7.'l The Parties shall comply with the provisions of Part A (Service Levels and Service

. Credits) of Schedule 3 (Service Levels and Performance).

7.2 The Supplier shall at all times during the Maintenance Services Term provide the
Maintenance and Support Services to meet or exceed lhe Service Levels,.

7.3 The Supplier acknowledges that any Service Level Failure may have a material
adverse impact on the business and operations of the Authority and that it shall
entitle the Authority to the rights set out in the provisions of Part A of Schedule 3
(S.ervice Levels and Performance), including the right to any Service Credits.

7.4 The Supplier acknowledges and agrees that dny Service Credit is a price adjustment
and not an estimate of the Loss that may be suffered by the Authority as a'result of
the Supplier's failure to meet any Service Levels.

7.5 Subject to Clause 7.6, not more than once in each Contract Year the Authority may,
on giving the Supplier at least three (3) Months' notice, change the categorisation of
the Service Levels and the Supplier shall not be entitled to object to, or increase the
Contract Charges as a result of such changes, provided that:

7.5.1 the totat number of Service Levels for which the categorisation is to be
changed does not exceed the number set out atthe Commencement

. Date of thls Gontract; and

7.5.2 the principal purpose of the change is to reflect changes in the Authority's
business requirernents andlor priorities or to reflect changihg industry
standards.

7.6 The Supplier may adjust the Contract Charges applicable to certain Services with
effect from 1 January of each year to reflect any percentage increase in the Retail
Prices lndex during the prevlous year by providing the Authority not less than one
Month's prior notice ln writing of such proposed changes, subject to the followlng:

7.6.1 the Conhact Gharges applicable to Additional Services may be increased
with effect from and including 1 January 2021;

7.6.2 the Contract Charges applicable to Maintenance and Support Services may
be increasbd with effect from and including 1 January 2O22; and

Compensation for failure to meet Service LevelsI
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8.1 The Parties agree that the failure of the Supplier to carry out the Maintenance and
Support Services resulting ln a Service Level Failure shall entitle the Authority to
receive Service Credits in accordance with Schedule 3.

8.2 On the occurence of a Critical Service Level Failure the Authority shall at its
discretion be entitled to either withhold and retain or require the payment of by the
Supplier within 30 Working Days of written demand compensation for the Gritical
Servioe Level Failure a sum equal to any Contract Charges which would othenrvise

have been due to the Suppller in respect of that Service Period (Compensatlon for
Grltlcal Service Level Failure), provided that the operation of this Glause 8.2 shall
be without prejudice to the right of the Authority to terminate this Contract and/or to
claim damages from the Supplier for material Default as a result of such Critical
Service LevelFailure

I Disruption

The Supplier shall take reasonable care to ensure that in the performance of its
obligations under this Gontract it does not disrupt the operations of the Authority, the
Crown, their employees or any other contractor employed by the Authority or the
Grown or any other third party system that hosts or supports the Authority System
and/or the Supplier System.

The Supplier shall immediately inform the Authority of any actual or potential

industrial aetion, whether such action be by the Supplier Personnel or others, which
affects or might affect the Supplie/s ability at any timo to perform its obligations
under this Contract.

9.1

ln the event of industrial action by the Supptier Personnel, the Supplier,shall seek
Apiroval to its proposals for the continuanoe of the supply of the Services.in
accordance with its obligations under this Contract.

lf the Supplier's proposals refered to in Clause 9.3 are considered insufficient or
unacceptable by the Authority acting reasonably then the Authority may terminate
this Contract for material Default.

Delay and susirenslon of Services

Suspension of the Services by the Authority

f 0.1 The Authority may at any time demand that the Supplier suspend the provision of the
Services for a period of time to be determined by the Authority in its sole discretion.

10.2 Subject to Clause 10.1, if the Authority exercises the right to suspend the provision of
the Services or any part of them, or lf the Supplier is otherwise delayed in proceeding

wlth the provision of the Services by the Authority (otherwlse than as a consequence
of a breach of the Contract, or a breach of duty or fault or negligence on the part of
the Supplier), the Authority shall be responsible for loss incurred by the Supplier as a

' result of such suspension or delay. Subject'to the Supplier taking reasonabte stsps to
mitigate its loss, the Supplier will be able to recover from the Authori$ under this
Clause only for those losses Which:

10.2.1 were reasonably foreseeable by the Authority as arising as a direct result
of the suspension or delay; and

9.2

9.3

9,4

10
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10.2.2 relate to the cost of any comlnitments entered into by the Supplier which
cannot be met as a result of the suspension or delay and in respect of
which the Supplier cannot obtain a refund (where the Supplier has alieady
paid in relation to the oommitment) or is obliged to pay (where the
Supplier has nol already paid in relation to the commitment)

The provisions of this Clause 10.2 shall not apply where the reason for the
suspension of the Services arises from circumstances beyond the control of the
Authority.

10.3 lf the performance of the Contract by the Supplier is delayed by reason of any act on
the part of the Authority which the Supplier could not have ilrevented then the
Supplier shall be allowed a reasonable extension of time for completion. For the
purposes of this Clause, the Supplier shall be deemed to have been able to prevent
causes of delay that are within the reasonable control of the Supplier's staff, agents
and sub-contractors.

Delay of the provision of the Services

"10.4 Timely provision of the Services shall be of the essence of the Contract, including in
relation to commencing the provision of the Services within the time agreed or on a
specified date.

10.5

106

11

11.1

The Supplier undertakes to perform lts obligations under this Contract in accordance
wlth its ierms and in accordance with the lmplementation Plan and undertakes to
complete each obligation by the date specified in the lmplementation Plan, and in
fulfilling those obligations time shall be of the essence.

Wthout prejudibe to Clause 31,1, the Supplier shall reimburse the Authority for all
reasonable cosls incurred by the Authorlty which have arisen as a direct
consequence of the Supplier's delay in the performance of the Contract which the
Supplier had faibd to remedy after being given reasonable notice by the Authcirity.

Progress Report

Where formal progress reports are required by the Gontract, the Supplier shall render
such reports at such time and in such form as may be specified by the Authority, or
as othen /ise agreed between the Supplier and the Authority.

11.2 The submission and acceptance of progress reports shall not prejudice any rights of
the Authority under the Cgntract.

12 Suppller's Personnel

12.1 The Authority reserves the right to refuse to admit to the Authority's Premises any
person employed by the Supplier or its Sub-Contractors whose adrnission would be
undesirable in the opinion of the Authority.

12.2 lf and whon requested by the Authority, the Supplier shall provide a list of the names
and addresses of all persons who may at any time require admission in connection
with the performance of th6 Services to the Authority's Premises, specifying the role
in which each such person is concerned wlth the Supplier and giving such other,
particulars as the Authority may require.

$a.
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12.3 lf and when requested by the Authority, the Supplier shall procure frcjm each person
identified by the request, a signed statement that he understands that the Official
Secrets Acts 1 91 1 to 1989 applies to him both during the carrying out and affer
expiry or lermination of the Contracl and that he will comply with the provisions of' lhose Acts ln so far as they apply to the work he is performing under the Contract.

12.4 lf and when requested by the Authority the Supplior agrees that it will submit any
person employed by the Supplier or its Sub-Conlractors to the Authority's security
velting procedure. The Supplier furlher agrees that any individual who refuses to
submit to such vetting procedure or does not attain the clearance it aftoids will not
carry out any work on the Contract whicfl the Authority certifies as suitable only for
people who have passed lts security vetting procedure.

12.5

13

(a)

(b)

lf tlp Supplier fails to comply with Clause 12.2, 12.3 or 12.4 and the Authority
decides that such failure is prejudicial to lts interests, the Authori$ may immediately
lerminate the Gontract by notice in writing to the Supplier, provided that such
termination shall be without prejudice to any accrued rlghts of, or to any rights that
shall accrue thereafter to, the Authority.

Supply Chain Rights and Protections

13.1 Appointmentof Sub-Contractors

13.1.1 The Supplier shall exercise due skill and care,in the selection of any Sub-
Contractors to ensure that the Supplier is able to:

(c)

manage any Sub-Contractors in accordance with Good lndustry Practice;

comply with its obllgations under this Contract ln the Delivery of the
Services; and

assign, novate or otherwise transfer to the Authority or any Replacement
Supplier any of its rights and/or obligations under each Sub-Contract that
relates exclusively to this Contract.

Prior to sub-conlacting any of its obligations under this Contract, the
Supplier shall notify the Authority and provide the Authority with:

the proposed Sub-Contractor's name, registered office and company
registration number;

the scope of any Services to be provided by the proposed Sub-
Contractor;arid

where the proposed SubContractor is an Afflllate of the Supplier,
evidence that demonstrates to the redsonablg satisfaction of the Authority
that the proposed Sub-Contract has been agreed on "arm's-length" terms.

lf requested by the Authority within ten (10) Working Days of receipt of the
Supplie/s notice issued pursuant to Clause 13.1.2, the Supplier shall also
provide:

a copy ofthe proposed Sub-Contract; and

any further information reasonably requested by the Authority. 
hf
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(b)

(c)

13.1.2

(a)

(b)

13.1.3
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13.1.4 The Authority may, within ten (10) Working Days ol receipt of the
Suppller'i notice issued pursuanl to Clause 13.1,2 (or, if later, recelpt of
any further information requested pursuant to Clause 1 3.1 .3), object to the
appointment of the relevantSub-Contiactor they consider that:

the appointment of a proposed Sub-Contractor may prejudice the
provlsion of the Services (including in respect of data protection and
security) or may be contrary to the interests respectively of the Authority
under this Contract;

(a)

(b) the proposed Sub-Contractor is unreliable and/or has not provided
reasonable services to other Public Bodies and/or

(c) the proposed Sub-Contractor employs unfit persons,

in which case, the Supplier shall not proceed with the proposed
appointment.

13.2 Appointment of Key Sub-Contractors

13.2.1 The Authority has consented to the engagement of the Key Sub-
Contractors listed in Schedulg 9.

13.2.2

13.2.3

(a)

(b)

(c)

(d)

(e)

Where the Supplier wishes to enter into a new Key Sub-Contract or
replace a Key Sub-Contiactor, it must obtain the prior written consent of
the Authority (the decision to cons€nt not to be unreasonably wlthheld or
delayed). The Authority may reasonably withhold its consent to the
appointment of a Key Sub-Contractor if Clauses 13.1.4(a) to 13.1.4(c)
apply.

Except where the Aulhority has given its priorwritten consent otherwise,
the Supplier shall ensure that each Key Sub.Contract shall include:

provisions whlch will enable the Supplier to discharge its obligations under
this Contractl r

a right under CRTPA for'the Authority to enforce any provisions under the
Key Sub.Contr€ict which confer a benefit upon the Authority;

a provision enabling the Authority to enforce the Key Sub-Contract as if it
were the Supplier;

a provision enabling the Supplior to assign, novate or otherwise transfer
any of its rights and/or obligations under the Key Sub-Contract lo the
Authority or any Replacement Supplier;

obligations no less oherous on the Key Sub-Contractor than those
imposed on the Supplier under this Contract in respect of:

dala protection requirements set out under this Contract;

FOIA (Freedom of lnformatlon) requirements set out under this
Contract;

(i)

(ii)

9^'3a
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13.3

(iii) the obligation not to embarrass the Authorlty or otherwise bring the
Authority into disrepute set out in Clause 5.5.3(k) (Provision of
Services);

(iv) the keeping of records ln respect of the Services being provided
under the Key Sub-Contract; and

(v) the conduct of audits as may be specified in this Contract or
otherwise in writing by the Authority;

(f) proirisionq enabling the Supplier to terminate the Key Sub-Contract on
notice on terms no more onerous on the Supplier than those imposed on
the Authority under this Cpntracti

(g) a provision restricting the ability of the Key Sub-Contractor to Sub-
Contract all or any part of the provision of the Services provided to the
Supplier under the Sub-Contrad without filst seeking the written consent' 
of the Authority;

Supply Chain Protection

13.3.1 Except where the Authority has gfuen its prior written consent othenarise,
the Supplier shall ensure that all Sub-Contracts contain a provision:

requiring that any invoices submitted by a Sub-Contractor shall be
considered and verified by the Supplier in a timely fashion and that undue
delay ln doing so shall not be sufficient justification for failing to regard an
invoice as valld and undisputed; ! .

a right for the Authority to publish the Supplie/s compliance with its
obligation to pay undisputed invoices within the speclfied payment period;
and

(a)

(b)

(c)

13.3.2

(a)

(b)

13.3.3

requiring the Sub-Contractor to include in any Sub-Contract which it in
turn awards suitable provisions to impose, as belween the Parties to th6t
Sub-Contract, requirements to the same effect as those requlred by sub-
clauses (a)arid (b) directly above.

;;usnl|:l."ol'l1li sums which are due rrom it to a sub-contracror wirhin
thirty (30) days from the receipt of a Valid lnvoice;

include within the monthly performance reports required under Schedule
11 (Reports and Records Provision) a summary of its compliance with this
Clause 13.3.2, such data to be certified each quarter by a directoi. of the
Supplier as being accurate,and not misleading.

lf the Supplier notifies the Authorlty that the Suppller has failed to pay an
undisputed Sub-Contractor's invoice withln thirty (30) days of receipt, or
the Authorlty otherwisq discovers the same, the Authority shall be entitled
to publish the details of the late or non-payment (including on goverrtment
websites and in the press),
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13.4 Termination of Sub.Contracts

13.4.1 The Authority may require the Supplier to terminate:

(a) a Sub-Contract wh6re:

(D the acts or omissions of the relevant Sub-Contractor have caused
or materially contributed to the Authority's right of termination
pursuant to any of the termination events in Glause 33 (Authority
Termination Rights)except Clause 33.6 (Termination of the
Development.Services Without Cause); and/or

(ii) the relevant Sub-Contractor or its Affiliales embarrassed the
Authority or othenarise brought the Authority into disrepute by
engaging in any act or omission which is reasonably likely to
diminish the trust that the public places in the Authority, regardless

s:tll:Hl::ffi i:ffi ltii:i,ff Hi:il:liffil:""ff ,iJ,T,.",
and/or

(b) a Key Sub-Cpntract w-here there is a Change of Control of the relevant
Key Sub-Contractor, unless:

(i) the Authority has given its prior written consent to the particular
Change of Control, which subsequently takes place as proposed;
or

(ii) the Authority has not served its notice of objection within six (6)
months of the later of the date the Change of eontrol took place or
the date on which the Authority was given notice of the Change of
Control;

13.5 Notwithstanding the Supplie/s right to Sub-Contract pu/suant to this Clause 13
(Supply Chain Rights and Protection), the Supplier shall remain responsible for all
acts and omissions of its Sub-Contractors and the acts and omissions of those
employed or engaged by the Sub-Contractors as if they were its own.

13.6 The Supplier shall not:use the services of self-employed individuals ln connection
with the Contract without the previous agreement in. writing of the Authority.

14 lndemnities

14.1 The Supplier shall hold harmless and indemnify the Authority on demand from and
against all claims, demands; proceedings, actions, damages, costs (including legal
costs), expenses and any other liabilities arising from claims made by the Authority's
staff or agents, or by third parties, in respect of any death or personal injury, or loss
or destruction of or damage to property, or any other loss, destruction or damage,
including but not limited to financial losses which are caused, whether directly or
indirectly, by the breach of contract or breach of duty (whether in negligence, tort,
statute oi otherwise) of the Supplier, its employees, agents.or sub-contractors.

14.2 The Supplier shall be.liable to the Authority for'any loss, damage, destruction, injury
or expense, whether direct or indirect, (and including but not limited to loss or
destruction of or damage to the Authority's property, which includes data) arisipg
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14.3

14.4

14.5

14.6

ftom the Supplie/s breach of contract or du$ (whether arising in negligence, tort,

statute or otherwise).

Nothing in these Clauses nor in any part of the Contract shall impose any liability on
any member of thb staff of the Authorlty or its representatives in their personal
capacity.

The Si.rpplier shall indemnifu the Authority against all proceedings, actions, claims,
demands, costs (including legal costs), charges, expenses and any other liabilities
arising from or incurred by reason of any infringement or alleged infringement of any
third Party's lntellectual Prqpertv Rights used by or on behalf of the Supplier br the
purpose of the Contract, providing that any such infringement or alleged'inftingement
is not knowingly caused by, or contributed to, by any act of the Authority.

The Authority shall indemnifi the Supplier against all proceedings, actions, claims,
demands, costs (including legal costs), charges, expenses and any other liabilities
arising from or inburred by reason of any infringement or alleged infringement of any
third Party's lntellectual Property Rights used at the request of the Authority by the
Supplier in the course of prroviding the Services, providing that any such infringement
or alleged Infringement is not knowingly caused by, or contributed to by, any act of
the Supplier.

Except in relation to:

14.6.1 Death or personal injury as referred to in clause 14,1;

14.6:2 The Supplier's indemni$ for third party lP dghts iq Clause 14.4; and

14.6.3 The Supplie/s indemnity for Data Protection'and GDPR purposes in

. 28.15,

The Supplie/s liability under this Agreement shall be limited to a sum of €10,000,000
(ten million pounds) per claim (or claims relating to the same subject matter) for a
breach of its obligations under this Agreement.

15.1.2

15.1.3

product liability insurance with a limit of at least C5,000,000.00 for claims
arising from a single event or series of related events in a single calendar
year;

t

professional indemnity insurance with a limit of at least 83,000,000.00 for
claims arising from a single event or series of related events in a single
calendar year; and

15 lnsurance

15.1 During this Contract and for a period of one year afterwards the Supplier shall
. maintain in force the. fcillowing insurance policies with reputable insurance

companies:

15.1.1 public liabili$ insurance with a limit of at least €5,000,000.00.a claim;

P
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15.1,4 employer's liability insurance with a limit of at least t5,000,000.00 for
claims arising from a single event or series of related events in a single

. calendar year.

15.2 The Supplier shall ensure that the Authority's interest is noted on each insurance
policy or that a generic interest clause has been included.

15.3 On taking out and on renewing each policy, the Supplier shall promptly send a copy
of the receipt for the premium to the Authority. On the Authorityls written requesl, the
Supplier shall provide the Customer with copies of the insurance policy certificates
and details of the cover provided.

15.4 The Supplier shall ensure that any Sub-Contractors also maintain adequate.
insurance having regard to their obligations under this Contract.

15.5 The Supplier shall notify the Authority if any policy is (or will be) cancelled or its terms
are (or will be) subject to any material change.

15.6 The Supplier's liabilities under this Contract shalt not be deemed to be released or
limited by the Supplier taking out the insurance policies relerred to ih Clause 1 5.1 .

16

16.1

Dispute Resolution

The Parties shall attempt in good faith to negotiate a settlement to any dispute
between them arising out of or in connection with the Contract. Prior to either Party
being entitled to any rights under Dispute Resolulion or any court action being taken
by either Party the Parlies ailree to formally request internal escalation, Within 10
Working Days of such a request for internal escalation either, both Parties will
summarise their position in writing and both summaries will be sent to a senior
Director of the Supplier and to the Director General Corporate Services, BEIS and
within a further 5 Working Days each Party will issue a written direction on settling
any dispute. lf a formal and lasting settlement is not agreed in writing by both Parties
within a further 10 Working Days then the Parties may follow the further process
permitted below.

16.2 lf the Parties cannol resolve the dispute pursuant to Clause 16.1 of, the dispute may,
by agreement of the Parties, ba referred to mediation pursuant to Clause 16.4.

16.3 The performance of the Services shall not cease or be delayed by the reference of a
dispute to mediation-

16,4 lf the Parties agree to refer the dispute to mediation:

16.4.1 in order to determine the person who shall mediate the dispute (the
Mediator) the Parties shall by agreement choose a neutral adviser or
mediator from one of the dispute resolution providers listed by the
Government Procurement Service on its website or in its printed guidance

on dispute resolution within 30 days after agreeing to refer the digpute to
mediation;

16.4.2 the Parties shallwithin 14 days of the appointment of the Mediator meet
with him ln order to agree a programme for the exchange of all relevant
informatlon and the structure to be adopted for negotiations to be held. lf
considered appropriate, the Parties may at any stage seek assistance
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16.5

l7

17.1

from the Govemment Procurement Service to provide guidance on a
suitable procedure;

16.4.3 unless othen /ise agreed, all negotiations connected with the dispute and
any settlement agreement relating to it shall be conducted in confidence
and without prejudice to the rights of the Parties in any future
proceedings;

16.4.4 if the Parties reach agreement on the resolution of the dispute within 60
days of the Mediator being appointed, or such longer period as may be

. agreed between the PartieS, the agreement shall be reduced to writing
. and shall be binding on the Parties once it is signed by both the Authority

and the Supplier;

16.4.5 failing agreement within 60 days of the Mediator being appointed, or such
longer. period as may be agreed between the Parties, either of the parties
may invite the Mediator to provide a non-binding but informative opinion in
writing. Such an opinion shall be provided on a without prejudice basis
and shall not be used in evidence in any proceedings rela{ng to the
Contract witho.ut the pdor written consent of both Parties,

lf the Parties do not agree to refer the dispute to mediation, or if the Parties fail to
reaoh agreement as to who shall mediate the dispute pursuant to Clause 16.4.1 or: if
they lail to reach agreement in the structured negotiatlons within 60 days of the
Mediator being appointed or such longer period as may be agreed by the Parties,'
then any dispute or difference between them may be referred to the courts.

Bribery and corruptlon

The Supplier shall not, and shall ensure thai its staff, Sub-Contraotors and agents do
not:

17.1.1 offer or promlse, to any person employed by or on behalf of the Authority
any financlal or other advantage as an inducement or reward for the
improper performance of a function or activity, or for showlng oi not
showing fdvour or disfavour to any person in relation to this Contract or
any other contract with the Authority; -

agree'to receive or'accept any financial or other advantage as an
inducement or reward for any improper performancei of a function or
activity in relation to this Contract or any other contract with the Authority;
or

17.1.2

17.1.3 enter into the Contract or any other contract with the Authority or any
other departmeni or office ol Her Majesty's Govemment in connection
with which commission has been paid, or agreed to be paid by him or on
his behall or to his knowledge, unless, before the Contract is made,
particulars of any such commission and the terms and condlflons of any
agreement for the payment thereof, have been dlsclosed in writing to any
person duly authorised by the Authority to act as its representative for the
purpose of this Clause.
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. Nothing contained in this Clause shall prevent the Supplier paying such commission
or bonuses to his own staff in accordance with thbir agreed contracts of employment.

17.2 Any breach of this Clause by the Supplier, or by any person employed or engaged by
him or acting on his behalf (whether with or without his knowledge), or any act or
omission by the Supplier, or by such other person, in contravention of the Bribery
Act 2010 or any other anti-corruption law, in relation to this Contract or any other
contract with the Authority, shall entitle the Authority to terminate the eontract with
immediate effect by notice in writing and to recover from the Supplier the amount of
any loss resulting from such termination and the amount of the value of any such gifi,
consideration or commisslon as the Authorlty shall thlnk fit. 

:

17.3 Where the Contract has been terminated under Clause 17,2 there shall be deemed
to be a failure to commence the provision of the Services, enabling the Authority to
terminate the Contract with immediate effect, and the Authority will not be obliged to
pay the Contract Charges.

17.4 ln any disp0te, difference or question arising in respect of:

17 .4.1 the interpretation of this Clause (except so far as the same may relate to
the amount recovera.ble from the Supplier under Clause .17.2 in respect of
any loss resulting from such determination of the Contract); or

. 17.4.2 the iight of the Authority to determine the Contract; or

17.4.3 the amount or value of any gifi, consideratlon or commission,

and the decision of the Authority shall be final and conclusive.

18 lntellectual Property Rights

18.1 Allocation of title to IPR

18.1.1 Save as expressly granted elsewhere underthis Contract:

(a) the Authority shall not acquire any right, tille or interest in or to the
lntellectual Property Rights of the Supplier or its licensors, including:

(i) in the Supplier Software;

(ii) the Supplier Background IPR;

(iii) in the Third Party Software;

(iv) the Third Party IPR;

(v) in the Specially Wr:itten Software: and

(vi) the Project Specific lPR.

(b) the Supplier shall not acquire any right, title or interest in or tb the
lntellectual Property Rights of the Authority or its licensors, including the:

(i) Authority Software;

(ii) Authority Background IPR; and

trb 6.
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18.1.2

(iii) Authority Data,

Where either Party acquires, by operation of Law, tltle to lntellectual
Property Rights that is inconslstent with the allocation of title set out in
Clause 18.1, it shall assign in writing such lntellectual Property Rights as
it has acquired to thq other Party on the request of the other Party
(whenever made).

18.1.3 Neither Party shall have any right to use any of the other Party's names,
logos or trade marks on any of its products or services without the other
Parly's prior iaritten consent.

18.2 Licences granted by the Supplier: Specially Written Soflware and Project Specific
IPR

18.2.1 The Supplier hereby grants to the Authority, or shall procure the direct
grant to the Authority of, a perpetual, royalty-free, irrevocable, non-
exclusive licence to use:

(a) the Documentation, Source Code and the object code,of the Specially
Written Software (including any Supplier Background IPR or Third Party
IPR that are embedded in or which are an.lntegral part of the Specially
Written Software) whlch shail include the right to load, execute, interpret,
store, transmit, display, copy (for the purposes of loading, execution,
interpretation, storage, transmission or display), modify, adapt, enhance,
reverse compile, decode and translate such Specially Written Software;

all build instructions, lest instructions, test scripts, test data, operating
instructions and other documents and tools necessary for maintaining and
supporting the Specially Written Software (together the Soflware
Supportlng Materiils); and

the ProJect Specific IPR including but not limited to the right to copy,
adapt, pirblish (including on the ICT Envirgnment) and distribute such
Project Specific lPR.

The Supplier shall:

inform the Authority of all Specially Written Software that constitutes a
modlficatlon or erthancement to Supplier Software or Third Farty
Software; and

deliver to the Authority the Specially Written Software in both Source
Code and object code forms together with relevant Documentation and all
related Software Supporting Materials within seven days of completion or,
if a relevant Milestone has been identified in ah lmplementation Plan,
Achievement of that Milestone and shall provide updates of the Source
Code and of the Software Supporting Materials promptly following each
new release of the Specially Wriften Software, in each iase on media that
is reasonably acceptable to the Authority.

The Supplier acknowledges and agrees that the ownershlp of the media
refened to in Clause 18.2.2(b) shall vest in the Authority upon their receipt
by the Authority.

(b)

(c)

18,2.2

(a)

(b)

18.2.3
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18.3 Licences granted by the Supplier: Supplier Softwarg and Supplier Background IPR

18,3.1 The Supplier hereby grants to the Authority a perpetual, royalty-free and
non-exclusive licence tci use:

(a) the Supplier Software for any purpose relating to the Services (or
substantially equivalent services) or for any purpose relating to the
exercise of the Authority's (or, if the Authority is a Central Government
Body, any other Central Government Body's) business or function
including but not limited to the right to load, execute, store, transmit,
display and copy (for the purposeS of archiving, backing-up, loading,
execution, storage, transmission or display); and

(b) the Supplier Background IPR for any purpose relating to the Services (or
substantially equivalent serviqes) or for any purpose relating to as part of' the exercise of the Authority's (or, if the Authority is a Central Government
Body, any other Centpl Government Body's) business or function.

18.3.2 At any time during the Term or following the Expiry Date, the Supplier
may terminate a licence granted in respect of the Supplier Software or the
Supplier Background IPR under Clause 18.3.'l by giving thirty (30) days'
notice in writing (or such olher period as agreed by the Parties) if the
Authority materially breaches Clauses 1 8.3.1 (a) or 1 8.3.1(b) (as the case

. may be) which, if the breach is capable of remedy, is not remedied within
twenty (20) Working Days after the Supplier gives the Authority written
notice speciffing ihe breach and requiring its remedy.

18.3.3 In the event the licence of the Supplier Software or the Supplier
Background IFR ts terminated pursuant to Clause 18.3.2), t'he Authority
shall:

(a) immediately cease all use of the Supplier Software or the Supplier
Background IPR (as the case may be);

(b) at the discretion of the Supplier, return or destroy docume4ts and other
tangible materials that cbntain any of the Supplier Software and/or the
Supplier Background lPR, provlded that if the Supplier has not made an
election within six (6) months of the termination of the licence, the
Authority may destroy the documents and other tangible materials that
contain any of the Supplier Software and/or the Supplier Background IPR
(as the case may be); and

(c) ensure, so far as reasonably practlcable, that any Supplier Software
and/or Supplier Background IPR lhat are held in electronic, digital or other
machine-readable form ceases to be readily accessible (other than by the
information technology staff of the Authority) from any computer, word
processor, voicemail system or any other device containing such Suppliei
Software and/or Supplier Background lPR.

18:4 Authority's right to sub-license
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18.5

18.4.1 The Authorlty shall be lreely entitled to sub-license the rights granted to it
pursuant to Clause 18.2.1 (Licences granted by the Supplier: Specially
Written Software and Project Specific IPR).

The Authority may sub{icense:18.4.2

(a) the rights granted under Clause 18.3.1 (Licences granted by the Supplier:
Supplier Software and Supplier Background IPR)to a third Party
(lncludlng lor the avoidance of doubt, any Replacement Supplier)
provided that:

(i) the sub-ticence is,on terms no broader than those granted to the
Authority;and

(ii) the sub-llcence only authorises the thlrd Party to use the rights
licensed in Clause 18.3.1 (Licences granted by the Supplier:
Supplier Software and Supplier Background IPR) for purposes
relating to the Services (or substantially equivalent services) or lor

. any purpose relating to the exercise of the Authority's (or, if the
Aulhority ls a Centr'alGovernment Body, any other Central
Government Body's) business or function.

Authority's right to assign/novate licences

18.5.1 The Authority:

(a) shall be freely entltled to assign, novate or otherwise transfer its rights
and obliQations under the licence granted to it pursuant to Clause 18.2.1

' (Licences granted by the Supplier: Specially Wriften Software and Project
Specific IPR);and

(b) may assign, novate or otherwise transfer its rights and obligations under
the licence granted pursuant to Clause 18.3.1 (Licences granted by the
Supplier: Supplier Sofirruare and Supplier Background IPR)to:

(i) a Central Government Body; or

(ii) to any body (including any private sector body)which performs or
carries on any of the functions and/or activilies that previously had
been performed and/or canied on by the Authority

(c) Where the Authority is a Cenlral Government Body, any change in the
legal status of the Authority which means that it ceases to be a Central
Government Body shall not affect the validity of any lic'ence granted in
Clause 1 8.2.1 (Licences granted by the Supplier: Specially Written
Software and ProjectSpecific IPR) and/or Clause 18.3.1 (Licences
granted by the Supplier: Supplier Sofiware and Supplier Background
IPR). lf ihe Authority ceases to be a Central Government Body, the
successor body to the Authority shall still be entitled to the benefit of the
licences granted in Glause 18.2.1 (Licences granted by lhe Supplier:
Specially Written Softrvare and Project Specific IPR) and Clause 18.3.1
(Licences granted by the Supplier: Supplier Software and Supplier
Background IPR),
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(d) lf a licence granted in Clause 1 8.2.1 (Licences granted by the Supplier:
Specially Written Software and Project Specific IPR) and/or Clause 18,3.1
(Licences granted by the Supplier: Supplier Software and Supplier
Background IPR) is novated under Clause 18.5.1(b)orthere is a change

. of the Authority's status pursuant to Clause 1 S.5.1 (c) (both such bodies' 
being referred to as the Transferee), the rights acquired by the
Transferee shall not extend beyond those previously enjoyed by the
Authority.

18.6 Third Party IPR and Third Party Soflware

18.6.1 The Supplier shall procure that the owners or the authorised licensors of
any Third Party IPR and any Third Party Software which.is not
commercial off-the-shelf software grant a direct licence to the Authority on
terms at least equivalont to those set out in Clause 18.3,1 (Licences
granted by the Supplier: Supplier Software and Supplier Background IPR)
and Clause 1 8.5.1(b) (Authority's right to assign/novate licences). lf the
Supplier cannot obtain for the Authorlty a licence materially in accordance
with the licence terms set out in Clause 18.3.1 (Licences granted by the
Supplier: Supplier Software and Supplier Background IPR) and
Clause 18,5.1(b) (Authority's right to assign/novate licences) in respect of
any such Third Party IPR and/or Third Party Software, the Supplier shall:

(a) notify the Authority in writing giving details of what licence terms can be
obtained frorn the relevant ihird party and whether there are alternative
software providers which the Supplier could seek to use; ahd

(b) only use such Third Party IPR and/or Third Party Software if the Authority
Approves the terms of the licence from the relevant third pariy.

18.6.2 The Supplier shall procure that the owners or the authorised licensors of
any Third Party Software which is coftmercial off-the-shelf software
grants a direct licence to the Authorlty on terms no less favourable that
such software is usually made ayailable.

18,7 Licence granted by the Authority

18'.7.1 The Authority hereby grants to the Supplier a royalty-free, non-exclusive,
non-transferable licence during the Term to use the Authority Software,
the Authority Background IPR and the Authority Data solely to the extent
necessary for providing the Services in accordance with this Contract,
including (but not limited to) the right to grant subJicences to Sub-
Contractors provided that:

(a) any relevant Sub-Contractor has entered into a confidentiality undertaking
with the Supplier; and

(b) the Supplier shall not without Approval use the licensed materials for any
othBr purpose or for the benefit of ahy person other than the Authority.

18.8 Termination of licenses

18.8.1 Subject to Clauses 18.3.2 and/or 18.3.3 (Licences granted by lhe
Supplier:: Supplier Sofiware and Supplier Background IPR), all licences
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18.8.2

18.8.3

(b)

(c)

18.9 IPR lndemnity

18.9.1

18.9.2

(a)

(a)

granted pursuant to this Clause 18 (lntellectual Property Rlghts) (other
than those granted pursuant to Clause 18.6.2 (Third Party IPR and Third
Party Software) and 18.7.1 (Licence granted by the Authority)) shall
survive the Expiry Date.

The Supplier shall, if requested by the Authority, grant (or procure the
grant) to the Replacement Supplier of a licence to use any Supplier
Soflware, Supplier Background lPR, Third Party IPR and/or Third Party
Software on terms equivalent to those set out ln Clause 18,3.1 (Licences
granted by the Supplier: Supplier Software and Supplier Background tPR)
subject to the Replacement Supplier entering into reasonable
confidentiality undertakings with the Supplier.

The licence granted pursuant lo Clause 18.7.1 (Licence granted'by the
Authority ) and any sub-licence granted by the Supplier ln accordance
with Clause '18,7.1 (Licence'granted by the Authority) shall terminate
automalically on'the Explry Date and the Supplier shall:

immediately cease all use of the Authority Soffware, the Authorlty
Background IPR and the Authority Data (qs the case may be);

at the discretion of the Authorlty, return or deskoy documents and other
tanglble materials that contain any of the Authority Software, the Authority
Background IPR and the Authority Data, provided that if the Authority has
not made an election within six monlhs of the termination of the licence,
the Supplier may destroy the documents and othertangible materials that
contain any of the Authorlty Software, lhe Authority Background IPR and
the Authority Data (as the case may be); and

ensure, so lar as reasonably practicable, that any Authority Software,
Authority Background IPR and Authority Data that are held in electronic,
digital or other machine-readable form ceaseS to be readily accessible
from any computer, word processor, voicemail system or any other device
of the Supplier containing such Authority Software, Authority Background
IPR and/or Authority Data.

The Supplier shall during and after the Term, on written demand
indemnifu the Authority against all Losses incurred by, awarded against or
agreed to be paid by the Authority (whether before.or after the making of
the demand pursuant to the indemnity hereunder) arising from any claim
for, or allegations of, infringement which may give rise to a claim (lPR
Glaim).

lf an IPR Clalm is made, or the Supplier anticipates that an IPR Claim
might be made, the Supplier may, at its own e.xpenge and sole option,
either:

procure for the Authority the r:ight to continue using the relevant ltem
which is subject to the IPR Glaim; or

J)
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(b) replace or modify the relevant item with non-infringing substitutes
provided that:

(i)

(ii)

the performance and functionality of the replaced or modified item
is at least equivalent to the performance and functionality of the
originalitem;

the replaced or modifiod item does not have an adverse effect on
any other Services or the ICT Environment;

(iii)

(iv)

there is no additional cost to the Authority; and

the terms and conditions of this Contract shall apply to the
.replaced or modified Services.

lf lhe Supplier elects to procure a licence in accordance with Clause
18.9.2(a) or to modify or replace an item pursuant to Clause 18.9.2(b), but
this has not avoided or resolved the IPR Glaim, then:

the Authority may terminate this Contract by written notice with immediate
effect; and

without prejudice to the indemnity set oui in Clause 18.9.1, the Supplier
shall be liable for all reasonable and unavoidable costs of the substitute
services including the additional costs of procuring, implementing and
maintaining the substitute items.

The provisions of Clauses 18.9.1 to 1 8.9.3 (inclusive) shall not apply to
the extent that any IPR Claim is caused by any use by or on behatf of the
Authority of the Software, or the use of the Authorlty Software by or on
behalf of the Supplier, in either case in combination with any item not
supplled or recommended by the Supplier pursuant to this 6ontract or in a
manner not reasonably to be inferred from the description of the Services
or the provisions of this Gontract.

The Authority agrees that 
,

it will notifu the Supplier in writing of any IPR Claim;

it will allow the Supplier to conduct all negotiations and proceedings and
will provide the Suppller with such reasonable asslstance required by the -

Supplier, each at the Supplier's cost, regarding the IPR Claim; and

it will not, without first consulting with the Supplier, agree to make any
payment or make an admission relating to the IPR Claim.

The Supplier shall consider and defend the IPR Claim diligently using 
-

competent counsel and in such a way as not to bring the reputaticin of lhe
Authority into disrepute, The Supplier shall not settle or compromise any
IPR Claim wlthout the Authority's Approval (not to be unreasonably
withheld or delayed).

18.9.3

(b)

1B,9.4

18.9,5

(a)

(b)

(c)

18.9.6

19 Acts by the Authority

(a)
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20

Any decision, act or thing which the Authority is required or authorlsed to take or do
under the Contract may be taken or done by any person authorised, either expressly
or impliedly, by the Authority to take or do that decision, act or thing.

Service of Notices and Gommunlcations

Any notice.or other co4munication that either Party gives under the Contract shall be
made in writing and given either by hand, fir6t class recorded postal delivery or
facsintile transrttissiurr. Nutice given by hand shall be effectlve lmmedlately, notice '

given by recorded postaldelivery shall be effective two Worklng Days after the date
of posting, notice given by facsimile transmisslon shall be effective the Working Day
after receipt by the notifying Party of a transmission sllp showing that the
transmission has succeeded.

21 OfficialSecrets

22

22.1

22.2

The Supplie/s attention is drawn to the piovisions of the Official Secrets Acts 1911 to
1989. The Supplier shall take all reasonable steps by display of notices or by other
appropriate means to ensure that all persons employed in connection with the
Contract have notice that these statutory provisions apply to them and will continue
so to apply after the expiry or earlier termination of the bbntract.

Conflict of lnterest

The Supplier shall ensure that there is no conflict of interest as to be likely to
preJudice his lndependence and objectivity in performing the Contract and
undertakes that upon becoming aware of any such conflict of interest during the
performance of the Cbnhact (whether the conflict existed before the award of the
Contract or arises during its performance) he shall immediately notify the Authority in
writing of the same, giving particulars of ils nature and the circumstances in which it
exists or arises and shall furnish such further information as the Authority may
reasonably require,

Where the Authority is of the opinion thatthe conflict of interest notified to it under
Clause 22.1 above is capable of being avoided or removed, the Authority may
require the Supplier to take such steps as will, in its opinion, avoid, or as the case
may be, remove the confllct and:

22.2.1 if the Supplier fails to comply with the Authority's requirements in this
respect; or

22.2.2 if, in the opinion of the Authority, it is not possible to remove the confliot,

the Authority may terminate the Gontract immediately and recover from the Supplier
the amounl of any loss resulting from such termination.

22.g . Notwiihstanding Clause 22.2, wherethe Authority i3 of the opinion that the conflict of
interest which existed at the timd of the award of the Contract could have been
discovered wlth the application by the Supplier of due diligence and ought to have
been dlsclosed as required by the tender documents pertaining to it, the Authority
may terminate the Contract immediately for breach of a fundamental condition and,
without prejudice to any other rlghts, recover from the Supplier the amount of any '

loss resulting from such terrlination.

{, 
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23

23.1

23.2

23.3

23.4

23,5

23.6

23,.7

2s,8

23.9

23,10

Amendments and Variaiions

'No amendmentor variatioh to the terms of this Con'tract shall be valid unless
previously agreed in wdting between the Authority and the Supplier in accordance
with this Clause 23.

lf at any time the Authority wishes to alter all or any part of the services and/or
Deliverables then the Authority shall provide the Supplier with written particulars of
such alterations and with such further inforrnation as the supplier may reasonably
require in connection with such proposed alterations.

The Supplier shall without delay submit to the Authorlty a full written qi.rotation for
such alteralions specif,ing what alteratioirs (if any) will be required to be made the
contract charges and/or tho information set out in the schedules. The supplier
shall not be entitled to make any charges related to the preparation of quotations,

Upon receipt of such quotation the Authority may elect either:

23'4.1 to accept such quotation, in which case this Contract shall be arnerided in
accordance therewith; or

23.4.2 to withdraw the proposed alterations in which case the benchmarking
process sel out in Clause 24 shall apply. lf the benchmarking process set
out at Clause 24 has been applied but the quotation is nevertheless not

, accepted by the Authority this Contract shall continue in force unchanged,

lf the Authority's request'for such alterations is subsequently withdrawn but results in
a delay in the performance of the Services then the Supplier shall not be liable for
such delay and shall be entitled to an extension of time for performing its obllgations
equal to the period of the delay.

The Supplier shall not be obliged to consider or make any afterations to the Services
and/or Deliverables save in accordance with the proceduie set out in Clauses 23.21o
23:4. Pending aoceptance of the quotation or withdrawal of the proposed alterations,
both Parties shall remain bound to comply with their obligations under the latest
agreed version of this Contract..

lf any alterations are made to the services and/or Deliverables pursuant to this
clause 23 then the supplier shall make appropriate modifications to the relevant
information set out in the Schedules. Tho provisions of this Contract shall then apply
to the relevant information set out in the schedules as so modified, The cost of such
modifications shall be included in the quotation given under this Clause 23.

Any variation to the terms of this Contract must be recorded in writing and executed
by an authorised signatory of the Supplier and an authorised signatory of the
Authority. Such record of the variation in question,must address all consequential
amendments required to be made to this contracl as a rbsult of such variation.

Any variation in the Contract charges payable under this contract shall be made
subject to Clause 24 (Benchmarking).

Each record of variation must be dated and sequentially numbered. Each of the
Authority and the Supplier will be entitled to an original executed counterpart of th6
record of variation, Varlations will take effect as from the date specified in the signed

+
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record of variation and shall not hava retrospective effect unless expressly provided
for in such record.

23.11 Save as provided in any such record of variation, this Contract will continue in full
force and effect.

24

24.1

24,2

24.3

24.4

24.5

24.6

Benchmarking

Upon receipt of a quotation pursuant to Clause 23.3 the Parties shall discuss such
quotation and seek to agre'e variations to the terms of this Contract to accommodate
such quotation and shall apply the provisions of this Clause 24.

lf the Parties fail to reach agreement of a variation to the terms of this Contract within
10 Working Days of receipt of a quotation pursuant to Clause 23.3 the Parties each
agree to independently benchmark the Contract Charges and level of performance

by the Supplier of the supply of the Servlces against other suppliers providing

services substantially the same as the Services during the Term.

Both Parties shall use reasonable endeavours and act in good faith to supply
information to the other Party In order to undertake the benchmarking. The nature of
such informatlon requirements shall be determined at the discretion of the Authority,

Following completion of the benchmarking process within a period of time determined
by the Authority both Parties will summarise their independent benchmarking posltlon
in writing and boih summaries Will be sent to a senior Director of the Supplier and to
the Director Genbral Corporate Services, BEIS, following which wlthin 5 Working
Days each Party will issue a wrltten direction on settling any dispute.

ff, havirng applied the prooess set out ln Clause 24.4,1he Parties failto settle a

dispute the Parties shall apply the mediation process set out'in Clause 16.4 to
resolve such dispute.

Where, as a consequgnce of any benchmarking carried out by the Authority, the
Authority and the Supplier decide improvements to the Servlces should be

implemented, such improvements shall be implemented by way of the Variation
Procedure at no additional cost to the Authority.

Assignment25

25.1 , The Supplier shall not give, bargain, sell, assign, sub-contract or otherwise dispose
of the Contract or any part thereof without the prwious agreemeni in writing of the '

Authority.

25.2 The Authorlty shall be entitled to assign any or all of its rights under the Contract to
any contracting authority as defined in the Regulations, provided that such
assignment shall not materially increase the burden of the Supplie/s obligations
under the Gontract.

2s.3 Where the Authority notifies the Supplier lhat it estimates the Contract Charges
payable under this bontract are due to exceed €4 million in ono or more Gontract
Years the Supplier shall:

25.3.1 subject to Clause 25.6, advertise on Contracts Finder all iubcontract
, opportunities arising from or in connection with the provision of the

P
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25.4

25.5

25.6

Services above a minimum threshold of €25,000 that arise during the
Term;

25.g.2 within 90 days of awarding a subcontract to a subcontractor, update the
notice on Contracts Finder with details of the successful subcontractor;

25.3.3 monilor the number, type and value of the subcontracl opportunities
placed on Contracts Finder advertised and awarded in its supply chain
during the Term;

25.3.4 provide reports on the information in Clause 25.3.3 to the Authority in the' format and frequency as reasonably specified by the Authority; and

25.3.5 promote Contracts Finder to its Suppliers and encourage those
organisations to register on Contl,acts Finder.

Each advert referred to in Glause 25.3.1 above shall provide a full and detailed
description of the subcontract opportunlty wlth each of the mandatory fields being
completed on Contracts Finder by the Supplier.

The obligation in Clause 25,3.1 shall only apply in respect of.subcontract
opportunities arising after the contract award date.

Notwithstanding clause 25.3, the Authority may, by giving its prior written approval,
agree that a subcontract qpportunity is not required to be advertised on Contracts
Finder.

26 Rlghts of Thlrd Parties

It is not intended that the Contract, either expressly or by implication, shalt confer any

. benefit on any person who is not a party to the Contract and accordlngly thil
Contracts (Rights of Third Parties) Act 1999 shall not apply.

27 Government Property

27.1 All Government Property shall remaln the property of the Authority and shall be used
in the execution of the Contract bnd for no other purpose whatsoever except with the
prior agreement ln writing of the Authority.

27.2 All Government Property shall be deemed to be in good condition when received by
or on behalf of the Supplier unless he notifies tfie Authority to the conhary within 14
days or such other time as is specified in the Contract.

27.3 The Supplier undertakes to return any and all Government Property on completion of
the Contract or on any earlier request by the Authority.

27.4 The Supplier shall, except as otherwise provided for in the Contract, repair or replace
or, at the option of the Authority, pay compensation for all loss, destruction or
damage occurring to any.Government Property caused or sustained by the Supplier,
or by hls servants, agents or sub-contractors, whether or not arlsing from his or their
performance of the Contract and wherever occurring, provided that if the loss,
destruction or damage occurs at the Authority's Premises or any other Government
premises, this Clause shall not apply to the extent that the Supplier is able to show
thal any such loss, destruction or damage was not caused or contributed to by his
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27.6

27.7

27.8

27.5

27,9

27.10

negligence or default or the neglect or default of his servants, agents, or sub-
contractors.

Where the Government Properly comprises data issued in electronic form to the
Supplier (including Personal Data) the Supplier shall not store, copy, disclose or use
such electronic data except as necessary for the performance by the Supplier of its
obligations under the Contract (including its obligation to back up electronic data as
provided in Clause 27.6 below) or as otherwise expressly authorised in writing by the
Authority,

The Supplier shall perform secure backups of all such eleclronic data ln its
possession and shall ensure that an up to date back up copy is securely stored at a
site other thbn lhat where any origindl copies of such electronic data are being
stored.

The Supplier shall, and shall procure that its sub-contractors, agents and personnel,
shall observe best practice when handling br in possession of any such electronic
data. By way ol example if the Supplier removes any such data or lnformation from a
Government,establishment, or is sent such data or inlormation by the Authority it
shall ensure that the data and any equipment on which it is stored or is otherwise
being processed is kept secure at alltimes. The Supplier shall impress on any of lts
Sub-Contractors, agents and personnel who are required to handle or have
possession of such electronic data that they must safeguard it alllimes, and shall not
place it ln jeopardy for example by leaving it unattended in a vehicle or on public

transport or by transmitting or posting it by insecure means.

lf at any time the Supplier suspects or has reason to believe that such electronic data
has or may become conupted, lost, destroyed, altered (other than io the extent that
the Supplier alters it by lawful processing in accordance wlth its obligations under this
contract) or so degraded as a result of the Supplier's default so as to be unusable
then the Supplier shall notify the Author'rty immediately and lnform the Authority of the
remedial action the Supplier proposes to take.

The Supplier shall indemnify the Authority against all claims and proceedings, and all
costs and expenses incurred in connection therewith arising from the corruption, loss,
destruction, alteralion (other than by lav'rful processing permitted by this Contract) or
degradation of electronic data which claims would not have arisen but for some act,

omission, misrepresentation or negligence on lhe part of the Supplier or sub-
contractors, agents and persirnnel and hold it harmless against allcosts, losses and
liability whatsoever incurred by it arising out of any action or inaction on its part. in
relation to any of its obligations as set out in this Contract which results in such
corruption, logs or degradation.

Maliclous Software

27.1A.1 The Supplier shall, as an enduring obligation throughout the Term use the
latest versions of anti-virus definitions and software available from an
industry accepted anti-virus software vendor (unless otherwise agreed in
writing between the Parties)to check for, contaln the spread of, and
minlmise the impact of Mallclous Software (or as otherwise agreed
between the Parties).
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27.10.2 The Suppliershall, as an enduring obligation throughout the Term, ensure
that the Software (including Upgrades, Updates 

"nd 
N"* Releases), is

free from any and all Malicious Software.

27 .10.3 Any cost arising out of the actions of the Parties taken to mitigate and
reduce the effect of any Malicious Software and to rest6re provisionpl the
Services shall be borne by the Parties as follows:

(a) by the Supplier, where lhe Malicious Software originates from the Supplier
Software, the Third Party Software supplied by the Supplier (except where
the Aulhority has waived the obligation setout in Glause 27,10,1)orthe
Authority Data (whilst the Authority Data was under the control of the. Supplier) unless the Supplier can demonstrate that such Malicious
Sofiware was present and not quarantined or othenvise identified by the
Authority when provided to the Supplier; and

(b) by the Authority if the Malicious Softwaie originates from the Authority
Soflware (in respect of which the Authority has waived its obligation set
out in Clause 27.10.1),or the Authority Data (whilst the Authority Data was
under the control of the Authority).

27.10.4 The Supplier shall indemnifrT the Authority against ail proceedings,
actions, claims, demands, Costs (including legal costs), charges,
expenses and any other llabilities arising from or incurred by reason of
any infringement or alleged infringement of the Supplier's obligations

. pursuant to Clause 27.10.2, provided that any such infringement or
alleged infringement is not knowingly caused by, or contributed to, by any
act of the Authority.

27.11 Protection.of Authority Data

27.11.1 The Supplier shall not delete or remove any proprietary notices contained
within or relating to the Authority Data.

27.11.2 fhe Supplier shall not store, copy, disclose, or use the Authority Data
except as necossary for the performance by the Supplier of its obligations
under this Contract or as othenruise Approved by the Authority.

27.11.3 To the extent that the Authority Data is held and/or Processed by the
Supplier, the Supplier shall supply that Authority Data to the Authority as .

requested by the Authority and in the format (if any) specified in this
Contract and in any event as specified by the Authority from time to time
in writing.

27 .11.4 The Supplier shall take respo4sibility for preserving the integrity of
Authority Data and preventing the corruption or loss bf Authority Data.

27.11.5 The Supplier shall perform secure back-ups of all Authority Data and shall
ensure that up{o-date back-ups are stored off-site at an Approved
location in accordance with any BCDR Plan or otherwise, The Supplier
shall ensure that such back-ups are avallable to the Authority (or to such
otherperson as the Authority may direct) at alltimes upon request and
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27.11.6

27.11.7

27.11.8

(a)

(b)

are delivered to the Authority at no less than six (6) Monthly intervals (or
such other lntervals as may be agreed in writing between the Parties). '

The Supplier shall ensure that any system on which the Supplier holds
any Authority Data, including back-up data, is a secure system ihat
complies with the Security Policy and any security managemenl plan in
place from time to time.

lf at any time the Supplier suspectS or has reason to believe that the
Authority Data.is conupted, lost or sufficiently degraded in any way for
any reason, then the Supplier shall notifu the Authority immediately and
inform ihe Authority of ihe remedial action the Supplier proposes to take.

lf the Authority Data is corrupted, lost or sufficiently degraded as a result
of a Default so as to be unusable, the Supplier may:

require the Supplier (at the Supplie/s expense) to restore or procure the
restoration of Authority Data to the extent and in accordance with the
requirements specified in Schedule 5 (BusinessContinulty and Disaster
Recovery)wherd used, or as otherwise required by the Authority, and the
Supplier shall do so as soon as practicable but not later than five (5)
Working Days from the date of receipt of the Authority's notice; and/or

itself restore or procure the restoration of Authorily Data, and shall be
repaid by the Supplier any reasonable expenses incurred in doing so to
the extent and in accorilance with the requirements specified in Schedule
5 (Business Contihuity and Disaster Recovery) where lrsed, or as
otherwise required by the Authority.

28 Data Protectlon

28.1 The Parties acknowledge that for the purposes of the Ddta Protection Legislation, the
Authority is the Data Controller and the Supplier is the Data Processor.

The Supplier shall nolifi the Authority immediately if it conJiders that any of the
Authority's instrucllons infringe the Data Protection Legislation.

The Supplier shall provide all reasonable assistance to the Authority in the
preparation of any Data Protection impact assessment prior to commencing any
Processing. Such assistance may, at.the discretion of the Authority, include;

28.2

28.3

28.3.1 a systematic description of the envisaged Processlng operations and the
purpose of the Processing;

28.3.2 an assesSiment of the necessity and proportionality of the Processirlg
operations in rolation to the Services;

28.3.3 an assessment of the risks to the rights and freedoms of Data Subjects;
and

28.3.4 the measures envisaged to address lhe risks, including safeguards,
securlty measules and mechanlsms to ensure the protection of Personal
Data.

I
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28.4 The Supplier shall, in relation to any Personal Data Processed in connection with its
obligations under this Contract:

28.4.1 Process that Personal Data only in accordance with Data Protection
Legislation, unless the Supplier is required to db othenrvise by Law. lf it.is
so required the Supplier shall promptly notifr/ the Authority before
Processing the Personal Data unless prohibited by Law;

ensur€ that it has in place Protective Measures, which have been
reviewed and approved by the Authority as appropriate to protectagainst
a Data Loss Event having taken account of the:

nature of the data to be protected;

harm that might result ftom a Data Loss Event;

28.4.2

(a)

(b)

(c)

(d)

28.4.s

(a)

(b)

28.4.4

state of technological development; and

cost of implementing any measures;

The review and approval of tho Protective Measures by the Authority shall
not relieve the Supplier of its obligations under Data Protection
Legislation, and the Suppliet acknowledges that it is solely responsible for
determining whether such Protective Measures are sufficient for it to have
met its obligations under the Data Protection Legislation.

ensure that:

the Supplier Personneldo not Process Personal Data except in
accordance with this Contract;

it takes all reasonable steps to ensure the reliabilify and integrity of any
Supplier Personnel who have access to the Personal Data and ensure
that they:

(i) are aware of and comply with the Supplier's duties under this
Clause;

(ii) are subject to appropriate confidentiality undertakings wilh the
Supplier or any Sub-Processor;

(iii) are informed of the confidential nature of the Personal Data and
do not publish, disclose or divulge any ol the Personal Data to any
thlrd party unless dhected in writing to do so by the Authority or as
othenruise permitted by this Contract; and

(iv) have undergone adeguate training ln the use, care, protection and
handling of Personal Data.

do not transfer Personal Data outside of the European Union unless the
prior written oonsent of the Authority has been obtained and provided the
following conditions are fulfilled:

4 \
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(a)

(b)

t"l

(d)

the Authority or the Supplier has provided appropriate safeguards in

relation to the transfer (whether in accordance with GDPR Article 46 or
LED Article 37) as determined by the Authority;

the Data Subject ha5 enforceablb rights and effectlve legal remedies;

the Supplier complies with its obligations under the Data Protection
Legislatibn by providing an adequate level of protection to any Personal
Data that is transferred (or, if it is not so bound, uses its best endeavours
to assist the Authority in meeting its obligations); and

the Supplier opmplies wlth any reasonable lnstruclions notiliad to it in
advance by the Authority with respect to the Processing of the Personal
Data.

Subject to Clause 28.6, the Supplier shall notify the Authority immediately if lt:

28.5.1 recelves a Data SubJect Request (oi purported Data Subiect Request);

28.5.2 receives a request to rectifo, block or erase any Personal Data;

28,5.3 receives.any other request, complalnt or communication relating to either
Party's obligations 0nder the Data Protection Legislation;

28.5.4 receives any communication from the lnformatlon Commissioner or any
other regulatory authority in connection with Personal Data Processed
under this Contract;

28.5.5 receives a request from any ihird party for disclosure of Personal Data
where compliance with such request is required or purported to be
required by Law;. or

28.5.6 becomes aware of a Data Loss Event.

The Supplier's obligation to notify under Clause 28.5 shall include the provision of
further information to the Authority in phases, as details become available.

Taking into account the naiure of the Processing, tho Supplier shall provide the

Authority with lull assistance in relation to either Party's obligations under Data
Protection Legislatlon aM any complaint, communication or request made under
Clause 28.5 (and insofar as possible within the timescales reasonably required by
the Authority) including by promptly providing:

28.7.1 the Authority with full delails and coples of the complaint, communication
or request;

28.7.2 such assistance as is reasonably requested by the Authority to enable the

Authority to comply with a Data Subject Request within the relevant
timescales set out in the Data Protection Legislation;

28J.g ttie Authority, at its request, wlth any Personal Data it holds in relation to a
Data Subject;

28J.4 assistance as requested by the Authority following any Data Loss Event;

28.5

28.6

28.7

{,1

+59

/ w



28.7.5 assistance as requested by the Authority with'respect to any request from
the lnformation Commissioner's Office, or any consultation by the
Authority with ihe lnformation CommissioneCs Office.

28.8 The Supplier shall maintain complete and accurate records and information to
demonstrate its compliance with this Clause, This requirement does not apply where
the Suppller employs fewer than 250 staff, unless:

28.8.1 the Authority determines that the Processing is not occasional;

28.8.2 the Authority determines the Processing includes special categories of
data as referred to in Article 9(1) of thd GDPR or Personal Data relating to
criminal convictions and offences referred to in Article '10 of the GDPR;
and

28.8.3 the Authority determines that the Processing is likely to result in a risk to
the rights and freedoms of Data Subjects.

28.9 The Supplier shall allow for audits of its Processing activity by the Authority or the
Authority's designated auditor.

28.10 The Supplier shall designate a Data Protection Officer if required by the Data
' Protection Legislation.

28.11 Before allowing any Sub-Processor to Process any Personal Data related to this
Contract, the Supplier must:

28.11.1 notify the Authority in writing of the intended Sub-Proces$or;

28.1'1.2 obtain the written consent of the Authority;

28.11.g enter into a writlen Contract with the Sub-Piocessor which give effect to
the terms set out ln this Clause 28 such that they apply to the Sub-
Processor; and

28.11.4 provide the Authority with such infonnation regarding lhe Sub-Processor
as the Authority may reasonably require.

28,12 Thesupplier shall remain fully liable for all acts or omissions of any Sub-Processor.

28.13 The Parties agree to take account of any guidance issued by the lnformation
Commissioner's Office in respect of the Data Protection Lggislation that is applicable
to this Gontract and shall make such variations to this Contract as the Authority may
reasonably require to give effect to such guidance.

28.14 lftheSupplierfailstocomplywlthanyprovisionofthlsClause2S,theAuthoritymay
terminate lhe Contract immediately.

28.15 The Supplier shall indemnify the Authority agalnst all claims and proceedings, and all
costs hnd axpenses incurred in connection therewith, made or brought against the
Authority by any person in tespect of the Data Protection Legislation or equivalent
applicable legislation in any other country which claims would not have arisen but for
some act, omission, misrepresentation or negligence on the part of the Supplier, itS

sub-contractors and Sub-Processors and hold it harmless against all costs, fines,
losses and liability whatsoever incurred by it arising out of any action or inaction on
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its part in relation to any of its obligations as set out in thls Contract which results in'' the Authority being in breach of its obligations under the Data Protection Legislation
or equivalent spplicable legislation in any other country.

28.16 Upon expiry of this Contract or termination of this Contract for whatever reason, the
Supplier shall, unless notified otherwise by the Airthority or required by law,
immediately cease any Processing of the Fersonal Data on the Authority's behatf and
as required by the Authority:

28,17

28,16.1 provida the Authority with a complete and uncorrupted version of the
Personal Data in electronic form (or such other format as reasonably
required by the Authority); and

28.16.2 erase from any computers, storage devices and storage media that are to
be retained by the Supplier after the e;<piry of the Contract. The Supplier
will cerllff tq the Authority that it has completed such deletion.

Where Processing of the Personal Data continues after the expiry or termination of
this Contract, notified otherwise by the Authority or required by law, the Suppller shall
comply with the provisions of this Clbuse 28 for as long as the Supplier continues to
Process the Personal Data and such provislons shall survive the expiry or
termination of this Contract.

28.18 Where the Supplier is required to collect any Personal Data on behalf of the
Authority, it shall ensure that it provides the data subjects from whom the Personal
Data are collected with a,privacy notice in a form to be agreed with the Authority.

29 lnvoices and Payment

29.1 ln consideration of the Supplier carrying out its obligations under this Contract,' 
including the provision of the Services, the Authority shall pay the undisputed
Contract Charges in accordance with this Clause 29.

29.2 The Supplier shall submit invoices at limes or intervals agreed by the Authority in
writlng. The Supplier shall ensure that any invoice it submits sets outthe Authority's
purchase order or contract number, the Contract Charges and, where not all of the
Services have been completed, the relevant part of the Contract Charges wilh an
appropriate breakdown of time worked, the part of the Servlces (if all the Services .

have ncit been completed) and period to which the lnvoice relates, and its \
confirmation that the Servlces (or relevant part of the Services referred to on the
invoice) have been fully performed.

29.3 ln consideration of the provision of the Servlces by the Supplier, the Authority shall
pay the undisputed Contra0t Charges after receiving a conectly submitted invoice as' set out in Clause 29.2. Such payment shallnormally be made within 30 days of
receipt of the conectly submitted invoice.

29.4 The Supplier shall not be entitled to charge for the provision of any services that are
not part of the $ervices agreed within the Contract, unless the Contraol has been
properly varied in advance in accordance with the Variation Procedure.

29.5 The Authority may reduce payment in respect of any Services that the Supplier has
elther failed to provide or has provided inadequately, without pr:ejudice to any other
rlghts or remedies of the Authority. A
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29.6 lf the Supplier belleves that payment for a correctly submitted invoice is overdue, he
should, in the first instance, speak to the named contact on the fac'e of the Contract.' ln the event that the problem is not resolved to his satisfaction, he should write to the
Head of Procurement at the Department for Business, Energy and lndustrial Stralegy
sefting out his case. The Head of Procurement shall ensure that the complaint is

dealt with by an official who is independent of the main contact and that the Supplier
is not treated adversely in future for having made a complaint.

29.7 For the purpose of calculating any statutory interest undeir the Late Payment of
Commercial Debts (lnterest) Act 1998, the relevant date for the payment of the debt
shall be deemed to be the last day of a period of 30 days commencing on the day
when the Authority reqeived the invoice, or, lf the Supplier had not completed the
Servioes (or the part of the Services to which the invoice relates) before submitting
the invoice, the last day of a period of'30 days commencing on the day when the
Supplier completed the Services, (or the part of the Services to which the invoice
relates).

30 Accounts

30.1 The Supplier shall keep full and proper accounts, records and vouchers relating to all
expenditure reimbursed by the Authority and all payments made by the Authority in
respect of the Services.

30.2 The Supplier shall permit the Authority acting by its officers, servants and agents or' independent auditor on request and at all reasonable times to examine atl accounts,
records and vouchers at the offices of the Supplier or at such other places as the
Authority shall direct, and to take copies of such accounts, records and vouchers and
the Supplier shall provide the Authority or its independent audilor with such
explanations relating to that expenditure as the Authority may request.

30.3 The Supplier shall ensure that the said accounts, records and vouchers are available
. for a period of six years after termination or expiry of the Contract.

31 Recovery ofSums Due

3'1.1 Whenever under the Contract any sum of money shall be recoverable from or
payable by the Supplier,'such sum may be deducted from any amount then due, or
which at any time thereafter may become due, to the Supplier under this Contract or.
any other agreement or arrangement with the Authority or with any other department
.or office of Her Majesty's Government.

31.2 Any over-payment by the Authority to the Supplier whether in respect of the Contract
Charges or Value Added Tax shall be a sum of money recbverable from the Supplier
pursuant to Clause 31 ,1 above or otherwise.

32 Value Added Tax

32.1 The Authority shall pay to the Supplier, in addition to the Contract Charges, a sum
equal to the Value Added Tax chargeable on the value of the Services provided in
accordance with the Contract,

32.2 Any invoice or other request for payment of monies due to the Supplier under lhe
Contract shall, if he is a taxable person, be in the same form and contaln the same

{\62

///



32.3

33

33.1

33.2

33.s

93

information as if the saine were a tax invoice for the purposes of regulallons madE
under the Value Added Tax Act 1994. .

The Supplier shall, if so requested by the Authorlty, furnish such information as may
reasonably be required by the Authority relating to the amount of Value'Added Tax
chargeable on the Servioes.

Authority terminallon rights

Termination on malerial Default

33.1.1 The Authority may terminate this Contract by issuing a notice to terminate
to tho Supplier where:

(a) the Supplierfails to Achieve a Milestone wlth a delay of 2 Months or more;

(Ul the Supplier commits a Critical Service Level Failure;

(c) a statement inducing the Authority to enter into the Contract given by the
Supplier is materially untrue or mlsleading, and the Supplier fails to
provide details of proposed mitigating factors which in the reasonable
opiriion of the Authorlty are acceptable;

(d) the Authority expressly reserves the right to tenninate this Contract for ,

materlal Defaull;

(e) the Supplier commlts any mat6rial Default ol this Contract which is not, in' 
lhe reasonable opinion ofthe Authority, capable of remedy; and/or

(f) the Supplier oommits a Default, including a material Default, which in the
opinion of the Authority is remediable within 14 days but has not remedied
such Default to the satisfaction o{ the Authority within 14 days;

33.1 .2 For the purpose of Clause 33. 1 .1 , a material Default may be a single
material Default or a number of Defaults or repeated Defaults (whether of
the same or different obligationb and regardless of whether such Defaults
are remedied) which taken together constitute a material Delault.

Termination in Relation to Financlal Standing

3g.2.1 The Authority may termlnate this Contract by issuing a notice to terminate' to the Supplier where in the reasonable opinion of the Authority there is a
material detrimental change ln the financial standing and/or the credit
rating of the Sdpplierwhich:

(a) adversely impacts on the Supplier's ability to supply the Services under
this Contrach or ' !

(b) could reasonably be expected to have an adverse impact on the Suppliers
ability to supply the Services under this Contract.

Termination on lnsolvenc y

33.3.1 The Authorig may terminate this Conkact by issulng a notice to.terminate' to the. Supplier where an lnsolvency Event affectlng the Suppller occurs.
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33.4 Termination on Change of Control

33.4.1 The Supplier shall notifi the Authority immediatdly in writing and as soon
as the Suirplier is aware (or ought reasonably to be aware) that it is
anticipating, undergoing, undergoes or has undergone a Change of
Control and provided such notification does not contravene any Law.

33.4.2 The Supplier shall ensure,n", .n, notification made pursuanl to Clause
33.4,1 shall set out full details of the Change of Control including the
circumstances suggesting and/or explaining the Change of Control.

33.4.3 The Authority may terminate this Contract underClause 33.4 by issuing a
notice to terminate to the Supplier within six (6) Months of:

(a) being notified in writing lhal a Change of Control is anticipated or in
contemplation or has occurred; or

(b) , where no notification has been made, the date that the Authority becomes
aware that a Change of Control is anticipated or is in contemplation or has
occurred

' but shall not be penmitted to terminate where an Approval was granted prior to the Change of,
Control.

33.5 Termination for breach of Regulations

33.5.1 The Authority may terminate this, Contract by issuing a notice to terminate
to the Supplier on the occurrence of any of the statutory provisos
contained in Regulation 73 (1)(a) to (c).

33.5,2 . The Authority may terminate this Contract by issuing a notice to terminate
to the Supplier in the event that the Supplier has indulged or attempted to
indulge in any collusion with any organisation and/or any member of the
Authority prior to entering into this Contract.

33.6 Termination of the Development Services Without Cause

33.6.1 The Authority shall have the right to terminate the provision of the
Development Services at any time by issuing a notice to terminate to the
Supplier giving written notice of a! least fifteen (15) Working Days.

39,6,2 Following receipt of a notice to terminale issued pursuant to Clause
33.6.1 the Authority may elect at its sole discretion and shall notify the
Supplier in writing pccordingly to either: (i) require the Supplier to continue
to provide the Developmenl Services until the completion of the then-
current Milestone (or such element of the Development Services as may
be required by the Authority); or (ii) to raquire the Supplier to suspend the
provision of the Development Services on a specific date prior to the
completion of the then-cunent Milestone.

33.6.3 lf the Authority requires the Supplier to continue to provide the
Oevelopment Services until ihe completion of the then-current Milestone
pursuant to Clause 33.6.2 any charges applicable to the continued
provision of the Development Services shall be agreed in writing between
the Parties in advance.
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33.6.4 lf the Authority requires the Supplier to cease the provision of the
Development Services prior to the end of the then.current Milestone
pursuant to Clause 33.6.2 it shall pay the Contract Charges applicable to
the relevant period that the Development Services are provided in
accordance with Clause 29.2.

34 Gonsequences of expiry or termination

Consequences of termination under Clauses 33,1 (Termination on Material Default)
and 33.2 (Termination in Relation to Flnancial Stbnding)

34,1.1 Where the Authority:

(a) terminates (in whole or in part) this Contract under any of the Clauses
referred to in this Clause 34.1;and

34.1

(b) then makes other'arrangernents for the supply of the Services,

the Authority may'recover from the Supplier the cost reasonably incuned of maklng
those other arrangements and any additional expenditure incurred by the Authority
throughout the remainder of the Term provided that Authority shall take all
reasonable steps to mitigate such additlonal€xpenditure. No further payments shall
be ppyable by the Authority to the Supplier untllthe Authority has established the
finat cost of making those other arrangements.

34.2 Consequences of termination under Clause 33.6 (Termination without Cause)

34.2.1 SubJect to Clause 34.3, where the Authority terrninates (in whole or in' part)this Contract under Clause 33.6 (Termination withoutCause) the
Authority shall reimburse the Supplier against any reasonable and proven
Loss which would otherwise represent an unavoidable loss by the
Supplier by reason pf lhe termination of this Contract, provided that the
Supplier takes all reasonable steps to mitigate such Loss. The Supplier.
shall submit a fully itemised and costed list of such Loss, with supporting
evidence including such furthdr evidenca as the Authority may require,
reasonably and'actually incurred by the Supplier as a result of termination
under Clause 33.6 (Termination without Cause).

34.2.2 The Authority shall not be liable under Clause 34.2.1to pay any sum
which:

was claimaple under insurance held by the Supplier, and the Supplier has
failed to make a clalm on its insurance, or has failed to make a claim in
accordince with the procedural requirements of the insurance policy; or

(b) when added to any sums paid or due to the Supplier under this Conlract,
exceeds the total sum that would have been payable to the Supplier if this
Contract had not been terminated.

34.3 Save as otherwise expressly provided in this Contract, termination or expiry of this
Contract shall be wlthout prejudice to any rights, remedies or obligations accrued
under this Contract prlor to termination or expiration and nothlng in this Contract shall
prejudice the right of either Party to recover any amount outstanding at the time of
such termination or expiry.

(a)
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34.4

34.s

35

35.1

Upon termination or expiry (as the case may be) of this Contract the Supplier shall:

34.4.1 cease to use the Authorily Data;

34.4.2 provide the Authority and/or any Replacement Supplier with a complete
and uncorrupted version of the Authority Data in electronic form (or such
other format as reasonably required by the Authority);

34.4.3 erase from any computers, storage devices and storage media that are to
be retaine{ by the Supplier all Authority Data and promptly certify to the
Authority that it has completed such deletion;

34.4.4 return to the Authority such of the followlng as is in the Supplier's
possession or control:

(a) all copies of the Authority Softrrvare and any other softwara licensed by the
Authorily to the Supplier under this Contract;

(b) all materials created by the Supplier under this Contract in which the lPRs
are owned by the Authority;

(c) any parts of the ICT Environment and any other equipment which belongs
to the Authority; and

34.4.5 vacate any Authority Premises;

34.4.6 remove the Supplier Equipment together with any other materials used by
the Supplier to supply the Services and leave the Sites in a clean, safe
and tidy co4dition. The Supplier is-solely responsible for making good any
damage to the Sites or any objects contained thereon, other than fair
wear and tear, whlch is caused by the Supplier and/or any Suppller .

.Personnel;

94.4,7 provide access during normalworking hours to the Authority and/or any
Replacement Supplier for up to twelve (12) months after expiry or
termlnation to such information relating to the Services as remains in the
possession or control of the Supplier.

Termination of this Conhact shall not affect the continuing rights, remedies or
obligations ilf the Authority or the Supplier under ClauseJ t+ ltnOernlties and
lnsurance), 15 (Dispute Resolution), 18 (lntellectualProperty Rightp),26 (Rights of
Third Parties), 28 (Data Protection), 44 (Entire Agreement), 46 (Severabilityl,4T
(Confidentiality), 48(Freedom of lnformation), 49 (Law and Jurisdiction) and the
provisions of Schedule 2 (Conkact Charges) and, without limitation to ihe foraloing,
any other provisipn of this Contract which expressly or by implication is to be
performed or observed notwithstanding termination or expiry shall survive the Expiry
Date.

Transfer of Services

Where the Authority intends to continue with services equivalent to any or all of the
Services after termination or expiry of the Contract, either by performing ther.n itsolf or
by the appointment of a replacement contraotor, the Supplier shall (both during the
term of the Contract and, wfiere relevant, after its expiry or termination):
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35. 1 .1 provide all information reasonably requested to allow the Authority to
conduct the procuiement for any rgplacement services; and

35.1 .2 use all reasonabte endeavours to €nsure that the trqneition io undertaken
with the minimum of disruption to the Authority.

35.2 Without prejudice to the generality of Clause 35.1, the Supplier shall, at times and
intervals reasonably specified by the Authority, provide the Authorlty (for the benefit
of the Authority, any replacement Supplier and any eponomic operator bidding to
provide the replacement services) such information as the Authority may reasonably
require relating to the applipation or potential application of the Transfer of
Undertakings (Protection of Employment) Regulations 2006 including the provision of
employeq liabllity i nformatlon.

35.3 Without prejudice to the generality of Clause 35.1, the contractor shall co-operate
fully during the transition period and provide full access to all data, documents,
manuals, working instructions, reports and any information, whether held in electronic
or written form, which the Authority reasonably considers necessary.

35.4 The Suppliei shall indemnify the Authority, any Replacement Supplier and/or any
Replacement Subcontractor agairist any Employee Liabilities in respect of any
Transferring Suppller Employee (or, where applicable any employee representative
as defined in the Employment Regulations) arising from or as a result of:

35.4.1 any act or omisslon of the Supplier or any Sub-Contractor whether
occurring before, on or after lhe Service iransfer Date;

g5.4.2 the breach or non-observance blr the Supplier or any Sub-Contractor' occurring on or before the Service'Transfer Date of:

(a) . any coflective agreement applicable to the Transferring Supplier
. Employees;and/or

(b) any other custom or practice wilh a trade unlon or staff association in
respect of any Transfening Supplier Employees which the Supplier or any
Sub-Contractor is contractually bound to honour;

35.4.3 any claim by any trade union or other body or person represenling any
Transferring Supplier Employees arising from or connected with any
failure by the Supplier or a Sub-Contractor to comply with any legal
obligation to such trade union, body or person arising ori or before the
Service Transfer Date;

35.4.4 any proceeding,'clairn or demand by HMRC or other statutory authority in
respect of any financial obligation including, but not limited to, PAYE and
primary and secondary nationdl insurance contributions:

in relation to any Transferring Supplier Employee, to the eXtent that the
proceeding, clalm or demand by HMRC or other statutory authority relates
to financial obligations arising on and before the Service Transfer Date or,
where such proceeding, claim or demand arlses as a result of the failure
by the Supplier or Sub-contractor to provide the information required
under Paragraphs 35.1 , 35.2 and 35.3, arising after the Service Transfer
Date;and

(a)
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(b) in relation to any employee who is not a Transferring Supplier Employee,
and in respect of whom it is later alleged or determined that the
Employment Regulatlons applig{ so as to transfer his/her employment
from the Supplier to the Authority and/or Replacement Supplier and/or
any Replacement Sub-Contractor, to the extent that the proceeding, claim
or demand by HMRC or olher statutory authority relates to financial
obligations arising before or after the Servic€ Transfer Date;

35.4.5 ' a failure of the Supplier or any Sub-Contractor to discharge or procure the
discharge of allwages, salaries and all other benefits and all PAYE tax
deductions and national insurance contributions retaling to lhe
Transferring Supplier Employees in respect of the period up to (and
including) the Service Transfer Date or, where such llability arises as a
result of the failure by the Supplier or Sub-Contractor fo provide the

. information required under Paragraph 3S.1, 35.2 and 3S,3, arising after
he Service Transfer Date;

35.4.6 any claim made by or in respectpf any person employed or formerly
employed by the Supplier or any Sub-Contractor other than a
Transferring Supplier Employee for whom it is alleged the Authority
and/or the Replacement Supplier and/or any Repdcement Sub-
Contractor may be llable by virtue of this Contract and/or the Employment

. Reguiations and/or the Acquired Rights Directive; and

35.4.7 any failure to provide or any inaccuracy in (as at the date on which it is
provided) the Staffing I nformation;

35.4.8 any claim mgde by or in respect of a Transferring Supplier Employee or
any appropriate employee representative (as defined in the Employment
Regulations) of any Transferring Supplier Employee relating to any act or
omission of the Supplier or any Sub-Contractor in relation to its
obligations under regulation 13 of the Employment Regulations, except to
the extent that the liability arises solely from the failure by the Authority
and/or Replacement Supplier to comply with regulation 13(4) of the
Employment Regulations,

35.5 lf any person who is not listed on the Final Supplier's Personnel List and who claims,
or is found to be, a Transferring Supplier Employee such that he or she has, or
claims to have, rights against the Replacement Supplier or Replacement
Subcontractor pursuant to the Employment Regulations or the Acquired Rights
Directive, then:

35.5.1 the Authority shall procure that lhe Replacement Supplier shall, or any
Replacement Subcontractor shall, within 5 Working Days of becoming
aware of lhat fact, give notice ln wrlting to the Supplier; and

35.5.2 the Supplier may offer (or may procure that a Sub-contractor may offer)
ernployment to such person within 15 Working Days of the notlflcation by
the Replacement Supplier and/or any and/or Replacement Subcontractor
or take such other reasonable steps as it considers appropriate to deal
with the matter provided always that such steps are in compliance with
Law.
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35.6

35.7

35.8

36

36.1

36.2

36,3

lf such oJfer is accepted, or lf the situation has othenrvise been resolved by the
Supplier or aSub-contractor, the Authority shall procure lhat the Replacernent
Supplier shall, or procure that the Replacement Subcontractor shall, immediately
release or plocure the release of the person from hislher employmenl or alleged
employment and shall confirm their agreement tothe same in writing.

lf after the 15 Working Day period specifled in Paragraph 35.5.2 has elapsed: '

35.7.1 no such offer of employment has.been made by the Supplier or the Sub-
Contractor;

35.7.2 such offer has been made by the Supptier or the Sub-Contractor but not
accepted; or

35.7.3 the situation has not otherwlse been resolved,

the Authority shall advise the Replacement Supplier and/or Replacement
Subconlractor, as appropriate that it may within 10 Working Days give notice to
terminate the employment or alleged employment of such person.

Subject to the Replacement Supplier and/or Replacement Subcontractor acting in
accordance wlth the provislons of Paragraphs 35.5 to 35.7, and in accordance with
all appllcable proper employment prooedures set out ln appllcable Law, the Supplier
shall indemnify any the Authority, Replacement Suppller and/or Replacement
Subcontractor against all Employee Liabilities arislng out of the employment of such
person from lhe Service Transfer Date and the termination pursuant to the provisions

of Paragraph 35.6 provided that the Replacement Supplier takes, or shall procure

that the Replacement Subcontractor takes, all reasonable steps to minimise any such
Employee Liabilities arlsing out of the termination of employment or alleged
employment ol such person.

Equality and non-discrlminatlon

The Supplier shall not unlaMully discriminate wifhin the meaning and scope of the
Equality Act 2010 and any other anti-discrirnination legislation in relation to the
provision of the Services or otherwise and shall take all reasonable steps to ensur€
that its staff, sub-contractors arid agenls do not do so.

The Supplier shall comply with the Authority's equali$ scheme as published on the
Authority's website, and shall take all reasonable steps to ensure that its staff, sub-
contractors and agents do so.

The Authori$ may (wlthout prejudice to its other rlghts under the Contract) terminate
the Contract with immediate effect by notice in writing where the Supplier fails (or the
Supplie/s staff, Sub-Contraotors or agents fail) to comply with Clauses 36.1 and/or
36.2:

37 Sustainable Procurement

37,1 The Supplier shall comply in all material respects with all applicable environmenlal
laws and regulations in force from time to time in relation to the Services. Without
prejudice to the generality of the foregoing, the Supplier shall promptly proVide bll
such information regarding the environmental impact of the Sen ices as may
reasonably be requesled by the Authority.
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37.2

37.3

38

38.1

41

41.1

4'1.2

39

40

The Supplier shall meet all reasonable requests by the Authority for information
evidenclng compliance with the provisions of this Clause by the Supplier,

All written outputs, including reports, produced in connection with the-Contract shall
(unless othenvise speclfled) be produced on recycled paper containing at least 80%
post-consumerwaste and used on both sides where appropriate.

Gompliance with Anti.Slavery and Human Trafficking Laws

ln performing its obligations under the Contract, the Supplier shall:

38.1,1 comply with all applicable anti-slavery and human trafficking laws,
statutes, regulations and codes from time to time in force including the
Modern Slavery Act 2015;

38.1.2 not engage in any activify, practice or conduct that would constitute an
offence under sections 1, 2 or 4, of the Modern Slavery Act 2015 if such
activity, practice or conduct were carried out in the UK;

3S.1,3 include in contracts with its Sub-Contractors provisions which are at least
as onerous as those set out in this Clause 38;

g8.1 .4 notify the Customer as soon as it becomes aware of any actual or
suspected slavery or human traf{icking in a supply chain which has a
connection with this Contract; and

38.1 .5 maintain a complete set of records to trace the supply chain of all
Services provided to the Authority in connection with this Contract and
permit the Authority and its third party representatives to inspect the
Supplier's premises, records, and to meet the Supplier's personnel to
audit the Supplier's compliance with its obligations under this Clause 38.

Other Legistation

The Supplier shall, and shall procure that its sub-contractors, agents and personnel,
comply with allother appllcable law.

Supplier Status

Nothing in the Contract shall create or be construed as creating a partnership, joint
venture, a contract of employment or relationship of employer and dmployee, or a
relationship of principal and agent between the Authority and the Supplier.

Transparency

ln order to comply with the Government's pglicy on transparency in the areas of
procurement and contracts, the Authority will, subject to Clauses 41.2 and 41.3,
publish the Contract and the tender documents issued by the Authority (including the
Tender) which led to its creation on a designated web site.

The entire Contract and all the tender doiuments issued by the Authority (including
the Tender) will be published on that web site save where the Authority, in its
absolute discretion, considers that the relevant documents, or their contents. would
be exempt from disclosure in accordance wlth the provisions of the Freedom of
lnformation Act 2000.
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42,2

41.3 Where the Authority considers that any such exemption applies, the Authority will
redact the relevant documents to the extent that the Authorily considers the redactlon

, is necossary to remove or obscure the relevant material, and those documents wlll
be published on the designated web site subJect to those redactlons.

41.4 Where the Parties later agree changes to the contract, the.Authority wlll publish those
changes, and will consider any redaction, on the same basis.

41 .5 ln Clause 41.1 the expregsion tender documents mean$ the advertisemeht issued
by the Authority seeking expressions of interest, the pre-qualification questionnaire
and,the invitaiion to tender and the contract includes the Supplier's proposal.

42 Monitoring and Management lnformatlon

42.1 Where requested by the Authority, the Supplier shall supply to the Authority andior to
the Cabinet Office such infolmation relating to the Services and to the Supplier's
management and performance of.the Contract as they may require.

The information referied to in Clause 42J may include, but is not limited to, the
following: line'item amount, invoice line description, invoice line number, currency
code, ordei date, vat inclusion flag, VAT rate, list price, number of items, unit of
purchase qUantity, price per unit, supplier service code, service description and/or
name, UNSPSC code, ta;<onomy code and/or name, geographical, project code,
project description, project start date, project delivery date (estimate and actual), lolal
proJect cost and project stage. The information may also, without limitation, include
information relating to the capabillty of the Supplier (and any key sub-supplier) to
continue to perform the Contract (including informalion on matters refened to in the
Regulations).

42.3 The information referred to in Clause 42.1 shall be supplied in such form and within
such timescales as the Authority or the Cabinet Office may reasonably require,

42.4 The Supplier agrees that the Authority may provide the Cabinet Office, any other
government department or agency or any other person or entity referred to ln Clause
43.2 (lnformation Confidential to the Supplier), with information obtained under this
Clause 42 and any olher information relating to the Services procured and any
payments made underthe Contract.

42.5 , Upon receipt of the information supplied by the Supplier in response to a request
under Clause 42.1 or receipt of information provided by the Authority to the Cabinet
Office under Clause 42.4lhe Supplier hereby consents to the Cabinet Office (acting
through the Government Procurement. Service) :

42.5.1 storing and analysing the information and producing statistics; and

42.5.2 sharing the information or any statistics proddced uslng the information,
with any person or entity referred to in Clause 43.2.

42.6 The Authority may make changes to the type of information which the Supplier is
required to supply and shall give the Supplier at least one calendar month's written
notice of any such changes.

42.7 Where the Authorlty notifles the Supplier that it estimates the Contract Charges
payable under this Contract are due to exceed E5 million in one or more Contract

$ 4q
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Years lhe Supplier agrees and acknowledges that it shall, in addition to any other
management information requirements set out in this Contract, at no charge, provide
such timely, full, accurate and complete SME management information (Ml) reports
to the Authority as the Authority shall require which incorporate the data described in
the Ml Reporting Template which is:

42.7.1 the total contract revenue received directly on a specific contract;

42.7.2 the total value of sub-contracted revenues under the contract (including
revenues for non-SMEs/non-VCSEs); and

42.7.3 the total value of sub-contracted revenues to SMEs and VCSEs.

42.8 The SME management infOrmation reports referred to in Clause 42,7 shall be
provided in the correct format as required by the Ml Reporting Template and any
guidance issued by the Authority from time to time. The Supplier shall use the initial
Ml Reporting Template and which may be changed from time to time (including ihe
data required and/or format) by the Authority by issuing a replacement version. The
Authority shall give at least thirty (30) days' nolice in writing of any such change and
shall specify the date from which it must be used.

42.5 The Supplier further agrees and acknowledges that it may not make any amendment
to the current Ml Reporting Template without the prior written approval of the
Authority.

43 lnformatlon confidentlal to the Supplier

Unless agreed expressly by both Parties in writing, in a confidentiality agreement
identifying the relevant information, information obtained by the Authority from the
Supplier shall not constitute Confidential lnformation relating to the Supplier.

Where any information held by the Authority does constitute confidential information
relating to the Supplier, the Authority shall nonetheless have the right to disclose that
information:

43.1

43.2

43.2.1

43.2.2

43.2.3

43.2.4

43.2.5

on a confidential basis to any other government department or agency for
any proper purpose of ihe Authority or of that department or agency;

to Parliament and Parliamentary Committees or if required by any
Parliamentary reporting requirement;

to the extent that the Authority (acting reasonably) deems disclosure
necessary or appropriate in the course of carrying out its public functionsi

on a confidential basis to a professional adviser, consultant, Supplier or
other person'engaged by any of the entities described in Clause 43.2.1
(including any benchmarking organisation) for any pu(pose relating to or
connected with the Contract or the Services;

on a confidential basis for the purpose of the exercise of its rights under
the Contract; or
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43.3

44

45

45.2

45.3

43.2.6 on a confidential basis to a proposed successor body in connection with
any assignment, novation or disposal of any of its rights, obligatioirs or
liabilities under the Contract.

For the purpose of Clause 42.2, relerences to disclosure on a confidential basis
mean disclosure subject to a confidentiality agreement.

Entire Agreement

The Contract constitutes the entire agreement and understanding between the
Parties and supersedes all prior written and oral representations, agreements or
understandings bdtween them relating to the subject matter of the Contract provided
that neither Party excludes liabitity for fraudulent misrepresentations upon which the
other Party has relied.

Walver

45.1 The failure by either Party to exercise any right or remedy shall not constitute a
waiver ol that righl.or remedy.

No waiver shall be effective unless lt is communicated to the other Party in writing.

A waiver of any right or remedy arising from a breach of the Gontract shall not
constitute a waiver of any right or remedy arising from any other breach of the
Contract.

46 Severability

47

47.1

lf any Clause, clause or provision of the Contract not being of a fundamental nature
ls held to be unlaMul, invalid o.r unenforceable by a court or tribunal in any
proceedings relating to the Contract, the validity or enforceability of the remainder of
the Gontract shall not be affected. lf the court finds invalid a provlslon so fundamental

, as to prevent the accomplishment of the purpose of the Contract, the Parties shall
immediately commence negotiations in lood faith to remedy the invalidity.

Confidentiality

The Supplier agrees not to disclose any Gonfidential lnformation to any third Party
without the,prior written consent of the Authority. To the extont that it is neoessary
for the Supplier to disclose Confidential lnformation to its staff, agents and sub-
contractors, the Supplier shall ensure that such staff, agents and sub-contractors are
subject to the same obligations as the Supplier ln respect of all Confidential
lnformation.

47.2 Clause 47.1 shall not apply to information which:

47.2.1

47.2.2

47.2.3

is or becomes public knowledge (otherwise than by breach of these
Clauses or a breach of an obllgation of confidentiality);

is in the possesslon of the Supplier, without restrlction as to its disclosure,
before receivlng it from the Authority or any other department or office of
Her MaJesty's Government;

is required by law to be disclosedl or
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47.3'

47.4

47.5

47.6

48

48,1

47.2.4 was independently developed by the Supplier without access to the
Confidential lnformation.

The obligations contained in this clause shall continue to apply afier the expiry or
termination of the Contract.

The Supplier shall not handle orexamine any document or thing bearing a
Government secutity classificatlon of Confldentlal, Secret or Top Sebret other than
in a Government establishment and the Supplier shall not remove any such
document or thing from such Government estatilishment without the prior wriften
consent of the Authority.

The Supplier shall not communicate with representatives of the general or technical
press, radio, televislon or other communications media, with regard to the Contract,
unless previously agreed in writing with the Authortty.

Excepl with the prior consent in writing of the Authority, the supplier shall hot make
use of the Contract or any Confidential lnformation othenadse than for the purposes of
carrylng out the Services.

Freedom of lnformation

The supplier acknowledges that the Authority is subject to the requirements of the
Freedom of lnformation Act 2000 (FOIA) and the Environmental tnformation
Regulations Sl 2004 No. 3391 (ElR)and shallassist and cooperate with the
Authority, at the Supplier's expense, to enable the Authority to comply with these
information disclosure requirements

48.2 ln this Clause:

48.2.1 lnformatlon has the meaning ascribed to it in section 84 of the FOIA;'

48.2.2 Request for lnformation has the meaning ascribed to it in section 8 of
the FOIA, or any apparent request for information under the FOIA or EIR

48,3 The Supplier shall (and shall procure that its subcontractors shall):

48.3,1

48.3.2

48.3.3

Transfer any Request for lnformation to the Authority as sbon as
practicable after receipt and in any event within two Working Days;

Provide the Authority with a copy of all lnformation in its possession or
' power in the form that the Authority requires within five Working Days (or
such other period as the Authority may speciff) cif the Authority requesting
that lnformation;

Provide all necessary assistance as reasonably requested by the
Authority to enable it to respond to a Request for lnformation within the
time for compliance set out ln section 10 of the FOIA or regulation S of the
EIR.

48.4 The Authority shall be responsible for determlning, at its absolute discretion, whether
any lnformation:

48.4.1 is exempt from disclosure in accordance with the provisions of the FOIA
oi the EIR;

+
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48.5

l

48.6

48.7

48.4.2 is to be disclosed in respohse to a Request for lnformation. .

ln no event shall the Supplier respond directly to a Request of lnformation unless
expressly authorised to do so in wrlting by the Authori$.

The Supplier acknowledges that the Authority may, acting in acc0rdance with the
Secietary of State for Constitutional Affairs' Code of Practice on the discharge of 

'

public authorities functions under Part 1 of lhe FOIA (issued under section 45 of the
FOIA in November 2004), be obliged under the FOIA or the EIR to disclose
lnformation unless an exemption applies. The Authority may at its discretion consult
the Supplier with regard to whether the FOIA applies to the lnformation and whether
an exemption applies.

The Supplier shall ensure lhat all lnforrnation produced in the course of the Contract
or relating to the Gontract is retained for disclosure and shall permit the Authority to
lnspect such reoords as requested from time to time.

The Supplier acknbwledges that any lists or schedules provided by ii outlining
information It deems confidential or commgrciatly sensltlve are of lndicative vdlue
only and that the Authorlty may neverthelesS be obllged to disclose inficrmation which
the Suppller considers confldentlal ln accordance with Glauses 48.4 and 48.5.

49 ' Law and Jurisdiction

The Contract shall be govemed by and construed ln accordance with Enllish Law.
Each party irrevocably agrees, for lhe sole beneflt of the Authority that, subject as
provided below, the courts of England shall have dxclusive jurisdiction over any
dispute or claim (inciuding rion-contractual disputes or clairns) arising out of or in
connection with the Conhact or its subject matter or formation. Nothihg in this clause
shall limit the right of the Authority to take proceedings against the Supplier in any
other court of competent jurisdiction, nor shall the taking of proceedings in any one or
mote iurisdictions preclude the taking of proceedings in any'bther jurisdictions,
whether concurrently or not, to the extent permltted by the law of such other
jurisdiction.
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lN WITNESS of which ihis Contract has been duly executed by the Parties.

SIGNED for and on behalf of Secretary of $tate for Btrsiness, Energy and lndustrlal

Strategy

Slgna{ure

Name

Date.?.

SIGNED for and on behalf of Lead Supplier TRASYS EEIG

Name.

Position.

Date 2*........

srG NED for and on behalf of Consorlium Supplier

uni SY stems
Signature........

Name Irlo. EL
. FAx

Posltion.

Lln, m
I.
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Schedulc I

Scrvlcc Requirqments

ThiqSchedule I (Sewice Requiremonts) sets out the descriptlons of the Servlcos that shall
be provided by Supillerto the Authorlty under this Contract.
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2

Appqndix A

Development Services

A.Overview of the current Emissions Tradin$ System

This section provides background information on the current emissions trading systems
that the UK is part of. The purpose is to help explain how the PMRV Solution will
integrate and the role it will play.

lntroduction

3

rThe EU ETS ls a cornerstone of the EU's and UK's policies to combat climate change
and is a key tool for reducing grbenhouse gas emissions cost-effectively. The EU ETS
operates as a cap-and-trade system of tradable Allowances, which are permits for the
emission of 1 (one) tonne of carbon dioxide equivalent. The EU ETS includes lnlra-
European Economlc Area (EEA) flights. Stationary installation oporators, aircraft
operators and traders participate ln the scheme to reduce greenhouse gases over time
and meet the Government's Clean Growth Strategy ambition and our statutory
commitments unddr the Climate Change Act 2008.

The EU ETS was transposed into natlonal law ln the UK through the following
measures:

a) The Greenhouse Gas Emisdons Trading Scheme Regulations 2003

b) Greenhouse Gas Emissions Trading Scheme Rules 2OO+

c) The Greenhouse Gas Emissions Trading Scheme and National Emissions
lnventory (Amendment) Regulations 201 3

d) The Greenhouse Gqs Emissions Trading System Scheme (Amendment)
Regulations 2013

e) The Greenhouse Gas Emissions Trading Scheme (Amendment) Regulations 2014

ETSWAP is the system currently owned and operated by the Environment Agency
(EA/ Defra DDTS (Digital, Data and Technology Service) for permitting, monitoring,
reporling and verification of greenhouse gas emissions in the UK under the current EU
ETS. The syslem ls designed to facllitate permitting of emissions, completion and
submission of verified emisslons and benchmarking reports, viewing of approved
emissions/ benchmarking plans for existing operators and submission of emissions
plans for new operators.

After the UK exits the EU we may initially remain in the EU ETS as per the Withdrawal
Agreeinent until the end of the EU Exit lmplementation Period. The UK Government
and Devolved Administrations have consulted on the options for a future carbon pricing

4

5
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7

schemel and are intending to create new UK Legislation in due course. ln the event of
exiting without a withdrawal agreement, the UK Government has announced that it will
implement an interim Carbon Emissions Tax. ln either scenario, a PMRV Solution will
be required as described in this Contract.

We recommend that potential Suppliers familiarise themselves with all aspects of the
current EU ETS and the annual compliance cycle, The UK ETS will be set out in UK
Legislation.

lnformation relating to the above can be found at the following links:

a) hltps://ec.evrood.ou/cllma/policioslets o0

b) httos/eur-lex.europa.eu/elUdir/2003/87

c) hltos:fec.eurooa,eu/climalpolicies/sts/monitorinq en

d) 1911212018 - Commission lmolemsntirrq Reoulation (EUI201812066 on tho monitorino
ancl reoortinq of qreqnhouse qae emlsgions amondino Gommlselon Reoulatlon {EU!
No 601/2012

e) httos:.//ec. eurooa. eu/climaloollciesletslallowances en#tab-0- 1

f) 1g11212018- CommissloLlmolementino Reoulation tEU) 2018/2067 on the verlfication
of data and on tbe accreditation of verlllers

g) httss:1/www.lcao.lnUenvkonmentahorotgction/COR$IA/Paoss/SARPs-Annex-16-
Volume-lV.aspx

h) Monitoring and Reporting Regjulation (MRR), Accreditation and Verification
Regulation: Guidatrce and templates.
httos://ec.surooa,eu/climalpolicieeletslmonltorlno e.n#tab-Q'l

i) This link provides examples of Monitoring Plans, lmprovements & Annual Emissions
Reports: httos:/lec.eurooa.eu/clima/policies/ets/moqltorins en#tab-O-1

j) CORSIA, the Carbon Offsetting and Reductions Scheme for lnternational Aviation,
addresses the increase in total CO2 emissions from international aviation above 2020
levels: https://www,icao,inUenvironmental-orotectisn/CORSIA/Paqesldefault.asox

i https://www. gov. uUgovernmenUconsultations/the-futurs-of-uk-carbon-pricing

$ /.
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B. Summary of Requirements

1, The followlng presents high-level requirements and the outcomes to be supporled by
PMRV:

a. Ability to register and Create, Read, Update and Delete (GRUD) accounts for
lnstallation Operators, Aircraft Operators, Verifiers and other users of the system
and the ability to appoint Verifiers to the relevant accounts.

b- Ability for users (e,g. lnstallation Operator, Aircraft Operators, etc) to apply for GHG
permits and Emissions Plans (EPs) and update applications with role based access
controls (RBAC),

c. The system must send out notification to users and administrator of significant
changes to permits, EPs and other important CRUD activities in the system.

d. Ability for lnstallation Operators to surrender a GHG permit, or to transfer it to
another Installation Operator with RBAC.

e. Ability to submlt the Annual Emissions Report (AER) and Activity Level Change
(ALC) for lnstallations and AER's for Aircraff Operators and the ability for Aircraff
Operators to link AERs to CORSIA.

f. Ability for the Regulator and admin users lo monitor and determine where an
Operator's AER / ALC is not submitted on time and where the Verifier'returns a' Inot,verified'opinion.

g. Ability for Aircraft Operators to submit triennial Emissions Unit Cancellation
Reports (EUCR).

h. Ability for Accredited Verifiers to access the AER and ALC for lnstallations and
AER forAircraft Operators and access to an Aircraft Operatofs EUCR.

i. Ability for a Verifier to complete and submit a verlflcation report that outlines exactly
how much emissions units were produced/offset, whigh forms an integral part of
the Operator's AERIEUCR that is submitted to the regulator.

j. Ability for lnstallations to submit an lmprovement Report (lR) with frequency of
submission based on the size of the Operator's emissions.

k. Ability for lnstallations and Aircraft Operator to submit a Verifier lmprovementI Report (VlR) based on the findings of the Verifier that are recorded in the Verifier's
report.

' 1. The system to initiate workflows automatically or manually by admin users
(Regulalors) for non-compliances (civil penalty) for defined non-compliances (e.g.
failed to complete on time).

m. Ability to issue and collect Annualsubslstence (fee) Payments from Operators.

n. Abllity to support Free Allocation Regulation (FAR) - Operators are provided with
free emissions credits as required'and the ability for new Operators to apply for
such credits.

o. Facility to collect National lmplementation Measures (NIMS) data collectioh (e,g.
Operators are required lo submit a report every 5 years, next report scheduled
2A24).
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p. Ability to. submit a Monitoring Methodology Plan and ability to change from an
Operator's and a Regulator's perspective,'

2. PMRV needs to serue the following user groups:

e lnstallation Operator Users: lndividuals/consultants employed by the lnstallalion
- Operators, responsible of creating and submitting GHG permlt applications and

subsequent updates and reports.

Aircraft Operator Users: lndividuals/consultants employed by Aircraft Operators,
responsible of creating and submitting EP applications and subsequent updates
and reports.

Verlfler Users: lndividuals employed by a verifioation body, responsible of
reviewing and verifying AERs submitted by both Aircraft and lnstallation Operators,
EUCRs submitted by Aircraft Operators only and activity levels submitted by
I nstallation Operators only.

a Competent Authority Users: UK regulators with admin level role-based access that
carry out Competent Authority'activities

a

a

3. There are currently approximately 1100 lnstallations and 140 Aircraft Operators accounts
active in the ETSWAP system. .

4. ,{ signiflcant number of high{evel user needs (Epics) have been captured and are
documented in the Functional Requlrements.detailed in Seition C below. The $uppller is
iequired to run a full Discovery phase and align this work lo the GDS Service Manual
(https://www.qov.ulilservlce-mdnual/aolle-dellvervlhow-the-discovery-oh$ee-works) and
refine and finalise them as User Stories, by working with the users of the system in llne
wlth N14.1 and the timescales set out in the Delivery in Section D below.

5. This Contract relates to the Procurement of:

a) a fully functioning Permittlng, Monitoring, Reporting and Verification system, which
. includes discovery of user needs, design, bulld, irhplementatlon, testlng, lraining and
rollout

b) Migration of data from the cunent ETSWAP system into the new PMRV system, as
required;and

c) Maintenance and Support Services for one year commencing on go{ive of the PMRV
Solution (to cover security updates, bug flxes etc. and 2d and 3d. level support), with
1 year options going forwards. The Optlonal'Maintenance & Support may be required
until the end of the sixth year of the Contract Term,

6. Please note that lhe UK Legislaticin for the UK ETS will be ddveloped concurrently to the
PMRV Solution aniJ this may affect the precise scope of the Project.

/^
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C. Functional and Non-functional Requirements

This section details the Funclional Requirements, all of which are required as parl of
the PMRV Solution. The supplier is to consider this as the scope of the project and
will be required to ascedain the user needs for these functional requirements during
the Discovery phase.

Ref Functlonal Requirements

Accounts and User Raolstrations

This functionality ls required for users to register and create accounts for
lnstallations, Aircraft Operators and other users. The system should provide all
the Change, Read, Update and Delete (CRUD) functionality with Role-Based
Access Control (RBAC) for users. The requirements for new lnstallation
Operators and Aircraft Operator are detailed below:

"Newl' lnstallation Operator Rggistration - ability for a user to register a
new lnstallation Operator account. To facilitate this, the system should:
o display and request all required data with applopriate valldation to

ensure information provided is correct, examples of data items
required include, details of Operator, address of lnstallation and

. similar;
o validate the information provided with externalthird, e.g. Companies

House - this will aim to ensure that ultimately only legitimate
companies are permitted t6 register;

o permit the Competent Authority (CA) to review the application where
a manual "check" is required;

o send an acknowledgment informing the Operator wherq a successful
registration is to be generated, including the next steps as required;

o provide an exception process in the event of a registration being
rejected or where issues arise. The system is required to present to
the CA an electronic template detailing an overview of the
application, the CA should able to amend/insert reason for rejection
and potential suggestions and the system should notify the Operalor.

o permit the CA !o assign a specific status to an account (e.9. "Live",
"Exempt", and "Ceased Operations". A status should influence what
Workflows/task can be activated or completed.

"New" Aircraft Operators Registration - ability for a user to follow a
slmilar process to the new lnstallation Operator Registration except
where Aircraft Operators are identified internally by a CA (b.9. a new
airline is launched, and the Operator appears on the UK or on
Commission's list). When identified, an Aircraft Operator account is
prepared in the system by the CA. The UK ETS may create a "new"
method for adding an Aircraft Operator to the scheme, however this is
stillto be determined.

a
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The system ls required to generate a unique incre
alphanumeric reference for each account created and support a search
functionality that allows a CA user to search for a specific account within
the system,

static

Permits and Emission Plans

The system should allow a user to apply for a GHG permit-(lnstallation
Operators) and an EP (Aircrafi Operators). ln addition to the application
process, the system should provide the following:

I On creation of an Operator account, the system should notify the
Operator that a GHG permit or EP is required to be submitted. The
system is required to present an appropriate web-based form. On
completion of the web-based form, users should submit it to the CA for
approval.
The CA should have the abilify to review and comment on the
application in the system with fullaudit capability. The CA should have
the ability to formally request additional information (RFl), which should
pause the review, orto request an extension to the revlew period (RDE).

On completlon of the review the CA should have thd ability to approve or
refuse the application.
lf approved a non-editable GHG permlt or EP is requlred to be
generated by the system, utilising the data provided by the Operator in
the application and issued.

a

a

Manaqoment of GHG permlte or EPs - updatee

The system should allow the appropriate users to updatelamend the
GHG permit or the EP with full audit (e.9. track changos) such t[at the
updates/amendmenls are olearly identified and date/time stampbd.
The update process should operate in a similar.way to the initial
application, in that it should be prpsented to the CA for review and
commeht and then to be approved or refused. lf approved a revision to
the original GHG permit or EP wlll be issued,

Phvment of Aoplloatlon Fee

For both types of Operators, when a GHG permit or EP has been submitted,
the system should request an application fee payment from the submitter.

a

a

a
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a Annual Sgbsistence (fee) Payments - for both types of Operators the system
is required to prompt when this renewal payment is due and for payment to
be taken within the secure online payment functionality.

Ability to set the account to "live" when all the necessary payments have
been made and the system to highlighi accounts where payments are
outstanding.

Flnanclal (lnvolcins & Pavmpntsl

The users should be able to make payments securely online and administrators
to be able lo audit, report and analyse all such payments.

The system will support a variety of payment methods and if required interface
with external payment processing systems / services e,g. BACS,

The system is required to record that payment has been made and issue an
electronic invoice / receipt.

.p ,,
u
I

F3

F5

F4

o The system shall allow users to attach electronic files to support
registrations and applications or provide information to CA's.

Such attachments are to be in common formats e.g. PDF or MS Office with the
abi!!!l',to view, print and export the aftachments.

UK Rsoistrv Account

The system shall provide ability for an Operalor to Open a Registry account
on first time approval of a GHG permit or EP.

The system is required to notify the Operator

There is a regulrement for the system and UK Registry to interface and
share required data to support such an action, pre-populate the UK Registry
with data already provided in the PMRV system.

The PMRV system is required lo illustrate to the CA the status of the Registry
account, i.e. submitted, pending, rejected and so on.

Eleclronic Attachments

I

F6

A verifier is required to provide external independent review of emissions
reports submitted by Operators

r The system should provlde the ability for CA or Veilfiers to create
Verification Body (VB)accounts inia similar process to creating an Operator
account

r Access and function of the Verifiers to be controlled via a RBAC

Verlflers
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F7 Vgrlflc?tlon of Rrnortr - lnstallatlon & Avlatlon

The system will allow a Verifier nominated by an Operator to securely review
an Operator's AER/EUCR in order to.,veriff the data. The AEF|/EUCR must
be presented to the Verifier as read-only.
lndependent verification of emissions is required in the majority of cases,
unless below a certain threshold. An Operator must be able to submit an
AER/EUCR to their nominaled Verifier so that they can verify the Report
contents.
Once verified, the Report must then be submifted back to the Operator for
them to submit to the CA.
Ttie system is required to permit a Verlfier to review an Operators
AER/EUCR and complete a verification report (VR) which is submitled to the
Operator, comments between an Operator and a Verifier can occur for any
number of iterations, a full audit of such iterations is required.

a

a

a

a

F8 Verlfler lmorovement Report (VlRl

A VIR concerns what actions an Operator is requlred to take following
independent verlfication of the AER/EUCR. Verlfier comments are required to
be captured by the system and presented appropriately to the Operator in ordgr
for them to action in the VlR.

F9 Uncertalntv Thresholds (lnrlallatlons onlvl

The system is required to determine if a particular Operator is not achieving the
"tief'that has been submitted on their GHG permit. The Operator is required to
provide Justlfication as to why this ls not being achieved, including providing
supporting documents if appropriate.

F10 Surronder. Revoke and Transfsr of a GHG oermlt

r ln the event of a GHG permit being surrendered, revoked or transferred . -

there is a requirement for the systbm to inform the Operator such action has
been completed.

. For GHG permit transfers the syslem ls required to automatically generate a
non-editable GHG permit which is to be issued to the new Operator. The
nold" Operator is to be informed that the GHG permit has been transferred,

F11 Annual Emlselone Report {AERI

Following registration, for both types of Operators (lnstallations and Aircraft
Operators), the system is required to automatically initiate a request for the
above to submit an AER, configurable remlnders (timescales) are required
to be supported by the system.
Provide lunctionality to each Operator to submit an AER between Jan -
Mar.

ta

p
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a completion of the AER, allow the Operator to submit to a third party
er for verification according to the business rules for this activity (e.9.Verifi

excluded installations, Aircraft Operators with low emissions)
Upon complelion of the verification process, allow the Operators to submit to
the CA for review.

Supplementary notes:

, The AER should detailthe Operator's emissions calculated during the
previouS year in accordance with their GHG permit or EP,

' The submission of AERS have two functions: (1) UK ETS reporting; and (2)

CORSIA reporting,

P
^(

F12 Emissions Unit Cancellatlon Report {Aircraft onlv}

The system should provide facility for Aircraft Operators to submit an
Emissions Unit Cancellation Report (EUCR) every 3 years.
Provido functionality for thls EUCR to be sent.to a Verifier for assessment
then submitted to the CA for review - the first of such reports is to be
submitted from 2025 (configurable).
The system is required to inform the Operator to submlt a EUCR, a request
is to be aLrtomatically generated by the system at the end of a 3-year period.

a

a

a

F13 Determlnatlon of Reportable Emlssione (DREI

ln a number of cases a DRE may be required, this is when an AER is not
submitted on time, a Verifier's opinion in the VR is 'Not verified', or the CA
amends the Verifier's opinion to 'Not verified' or the emissibns are found to be
incorrect at a later date. The system should:

r be able to determine when a DRE is required based on business rules
r provide functionality for the GA to record their determination and issue a

notice to the Operator when complete, When perfonning the determination,
the system should allow the CA to take on the position of the Operator
providing the option for the CA to complete an emissions report.

. lsSue a notice to the Operator to pay'a fee as a result of a determination.
The fee should be settled via the systems secure electronlc payment faclllty.

F14 New Entrant Rseerve (NERI Aopllcalione (lnslallatlons onlvl

. The system is required to allow an Operator the option to submit a
mbnitoring methodology plan (MMP) and a baseline activity level report as
part of their application to the NER for free allocation of allowances. The
activity level report must be accompanied by a verificalion report from an
accredited verifier.

50506141,6 8€
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a The system should allow the CA to record their review comments and have
outcomes based on approval / rejection. RFI and RDE functionality will be in
line with similar workflows, e.g. new permit application.

On approval a consolidated GHG permit is issued with the approved MMP
attached,

Annual ALC Report linstallations onlyl

Following application for allowances, the system is required to automatically
initiate a request for operators to submit an ALC Report, configurable reminders
(timescales) are required to be supported by the system.

Each Operator with an MMP is required to submit an ALC Report beMeen Jan

- Mar. The ALC Report details the Operator's activity (production) levels
calculated during the previous year in accordance with their GHG permlt,

The general process is that an ALC Report once complete by the Operalor is to
be submitted to a third party Verifier for verification.

When the verification is complete the report is sent to the Operator, who then
submits to the CA for review.

The system is required to allow the CA to review this data record their
comments and have outcomes resulting in adjustment to the operator's free
allocation - interaction with Registry functionality is required here.

Dotermlrl3tion of ALC bv the CA {lnstallations onlv}

See Determination of Reportable Emissions (DRE) requirernent above - the
system is required to have the same functionallty in relation to ALC reports,

Natlonal lmolementallon Measures {lnstallations onlv}

The system should provide functionality such that every 5 years, all installations
must submit data to the CA that supports: eligibillty to participate in a small
emitter (Article 27) or ultra-small emitter (Article 27A) scheme or to apply for
free allowances. The next time that this will be required is in 2O24 (lo be
configurable).

Comnllance / Enforcement - for both lnstallation & Aircraft

a

-P
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F15

F17

Fl6

F16
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F19

F20

a

a

The system should provide ability to identify if leglslative requirements have
not been achieved e.g. emissions thresholds or submission deadlines and to
initiate a non-compliance (enforcement task).

The system is to present the CA with the appropriate notification to complete
and record all aspects of the non-compliance; for example reason, history,
appeals.

lf a financial penalty is required, this is to be managed via the secure online
payment functionality - reminders are to be auto generated by the system in
the event of non-payment.

Article 27 Permit

This occurs annually and the system is required to auto calculate if the
threshold in the Article 27 permit has been exceeded and lhe notify the user and
the administrators.

The system is required to p.roduce alerts and reminders for key events/actions.

The system shall provide automatic alerts to Operators, Veriliers and the CA
users to advise that particular actions are required according to pre-defined
timescales, deadlines,

Timing of when alerts/reminders are issued is required to be easily amendable
by the CA.

lf agreed such deadlines may be extended by the regulator as required for
indlvidual users, override functionality is therefore required.

The system shall support automation of correspondence via templates to a pre-
deiermined, configurable, list of recipients in response to user or automated
actions.

The data fields within the above are required to be populated with correct data
and sent to the recipients.

The system shall also enable ad hoc correspondence to be drafted and sent as
required.

An audit of all the abovd is required, for example:

_P A(
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the time, date sent

the email address / postal address utilised

the intended recipient

the content ofthe correspondence

version of template used

ln a number of scenarios correspondence sent via the system are required to be
non-editable e.g. GHG permit.

The system is required to support easy amendment of existing email / letter
templates and,creation of new templates as required.

a

a

I

I

a

F22 Web Based Form Data Entrv

When a user of the system is required to complete a web-based form, such
forms are requlred to be prepopulated with common data already provided to
avoid data entry rdpetition.

lf a validation check fails, orif a'mandatory field has not beeri completed, the
system informs the user, highlighting the specific section(s) in the form.

Web-based forms are required to allow for the upload of large data sets (e"g
emissions units cancellation data) in common formats (.csv, .xlsx or other
equivalent).

F23 Web Based Form Confiqurabllltv

With appropriate controls lhe system is required to permit easy to implement
changes to data entry (layout, data fields, logic etc.) of web-based forms (e.g. if
a data field becomes redundant or new data items are required).

Appropriate sections/pages of a form should only be presented to the user in
context with related data entry to avoid over complicating form presentation /
usage.

Due to potential complexity and length certain web-based forms e.g. AER's it is
required to be able to save at any point in time and resume at a later point in
time with loss of any data,

p
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F24 Referonce Data Set to Supoort Data Entrv

The system has a requirement to be able to access and intbrpret external
reference data to enable users to complete accurate information as required
and support business rules.

For example, the system has the ability to update web-based form selection
criteria for Operators displaying the latest models and manufacturers of
areophane's, this will avoid the scenario where a particular aircraft selection is

not possible.

F25 Notes Recordinq

The system ls required to support a notes facility permlttlng a CA to summarise,
correspondence and upload documents associated with an Operator outside of
any workflows.

Any notes are required to be date stamped, editable etc.

F26 M anaqemenllnformallon {Ml} Reporte_

A Ml component is required to support the production of compliance and
administrative reports.

The system is required to support "ad hoc" and "real time" configurable reports
along with predefined periodic reports,

Such reports are required to print in a readable format, be extracted from the
system in order to be stored locally for subsequent forwaiding to recipients, and
have the abllity to export data in a variety of formats.

F27 Hlqh levslSummarv Dala -from Emloolons Reportg

Within each Operator account the system ls requlred to provlde a summary of
reported data by soheme year (e.g. reported emissions, verified or not,
verification opinion, whether emissions were determined).

F28 Abllltv to "Copv & Amend" Prgvloug Data Submlggions

For certain Operators there is a requirement to submit multiple web-based
forms, often with little differentiation.

There is a requirement to allow the Operator in such a qcenario to submit forms
wilhout re-entering all required data and simply make the minor changes as
required. i.e. the common data items are duplicated. '

p A<
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The System shall have the ability in "real time" to disable an account, and if
required reinstate such an account at a later date in "real time".

The System will support the requlrement to remove persons from an account

A full audit of the above will be required to be stored by lhe system.

The system should provide ability for the CA to extract the required data from
the AER to send to the HMRC in order for Operator charging to take place.

Garbon Tax / HMRG

ln the event of a 'No Deal' -

F31 Audlt and lnsoectlons

The system is required to support the ability to manage inspections and audits,
e.g. if an Operator is required to be audited the system will permit all associated
documents to ba recorded and stored.

Ref

N1 Policies and Standards

N1,1 GDS Gomollance

The PMRV Solution will be required to undergo and pass a Digital Service
Assessment at each stage of lts delivery. Therefore it must conform to
Government Digital Siandards to be found at:

. httos;//www.oov.uUservice-manUaUservice-stsndard

' https://www,qov.uUoovernmenUoubllcations/technologv-code-of-
. practice/technoloov-cods.of-practice

o httos://deslan-svstem.serylco.clpv.uk

r Accessibility standards, WCAG 2, t htlps://www,qov.uklservlc€:
manual/helolno-oeoole.to-use-vour-servico/understandlno-wcaq

. httns://www.qov,uUservlce-manuallhelpinq-pgoole-to-uso-vour-service

N1.2 Arohltecturs and Deslqn

The Non-Functional Requirements of the PMRV Solution, allof whioh are required,
are detailed below:

Non-Functlonal Roqulrements

p
I \
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Rcf Non'Fu nc{lonel Rcqulremcnts

N1.3

PMRV design muet conform to the Authority's technical design standards and
reference architecture. The operational responsibility for the PMRV system
may be assigned to Department for Environment, Food and RuralAffairs
(Defra).

The supplier must ensure that the production syslem is compatible with the
Defra standards detailed in the document, "BEIS PMRV Defra Principles.pdf',
available as part of this ITT Pack

Secure Pavmenle

Card payment capabilities must be qompliant with PCI DSS (Payment Card
lndustry Digital Seiurity Standards, or equivalent)

N1.4

The UK legislation, Enforcement and Sanctions Policies and subsequent
leglslation dictates how a system will operate - the ncore" plocessing is
s0rnmarised below:

MONTTORTNG AND REPORTING REGULATTON (MRRI

The system shall support compliance with the Monitoring and Reporting
Regulation (MRR), i.o, monitoring plan (MP), annualemissions report (AER)
contont, and deadlines for submission,

ACCREDTTATTON AND VER|F|CATION REGULATTON (AVR)

The System shall support compliance as defined by the Accreditation and
Verification regulation (AVR) i.e. Verification report (VR) content and
submission process.

Free Allocation Regulatlon (FAR)

Ability to support Free Allocation Regulation (FAR), Operators are provided .

with free emissions credits as required and the ability for new Operators to
apply for such credits.

Activity Level Changes Regulatio

Ability to support changes to free allocation based oA 15o/o change in activity
levels on a2-year rolling basis.

N1,5

The legislation specified ln this document dictales how the system will operate
- this will be referred to as "CORE" requirements and should be only changed
by an approved administrator.

+ ,{q
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Ref Non-Func'tlonal Requl rements

Localisatlon (flexibility) is a requirement to allow lhe regulators to support all
the UK CA's who may wish to operate parts of the service differently, e.g.
enforcement.

ln order to support the above the system will allow the creation, conflguration
and amendment of workflows and associated forms.

The system will be required to be uring-fenced", i.e, individual bAs can only
access their own Operator accounts and customise their owh outputs
(letters/notices/payment methods).

N1.6 Suopller compllance

The suppliers shoulil conform to the following ldgislation:

. The Data Protection Act 2018;

. Welsh Lqnguage Act 1993;
r Special Education Needs and Disability Act;
r Disablllty Discrimination Acti
. Environmental lnformation Aot;
. Re-Use of Public Sector lnformation Act;
. Computer Misuse Act;
r Freedom of lnformation Act;
. Official Secrets Act 1989;
. Regulation of lnvestigatory Powers Act 2000 (RIPA);
. Copyright, Designs and Patents Act 1988;
. HMQ Security Policy Framework (SPF);
r lntemational standard ISO/IEC 27 001 :2013, or equivalent;
r Public Records Act 1967.

lnformation & Freedom of lnformation (Scotland)

N2 Security Requlrements

Required to comply with following security standards

https://www,qov.uldoovernmenUoqblicationslsecurltv-oolicv;flggnework

Requirement to comply with government fraud and security standards - as
defined by GDS.

N2.1

N2.2 Vulnerability scans need to be performed regularly

N2.3 Confidentiality and lntegrlty of Tha System must be maintained al alltimes and
thus The System design must followthe Secure by Design Code of Praclice

h$osl/www-, gov, uUqovsrlmg0tloubllcationg/sgcJre-bv-deslon

€
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Ref

N2.4

N2,5

N2.6

N2.7

N2.8 PMRV should mandate the 4-eyes approval method for certain specified
(configurable) transactions.

N2.9 A delay should be applied between the initiation of a transfer and its execution
to all the users to receive information and stop any suspecled illegitimate
transfer

PMRV and associated systems must go through the security accreditation
process, to ensure that the information risks are adequately mitigated by
security controls, The assessment framework will be the National Cyber
Security Centre (NCSC) cloud security principles.

N2.10

N2.11

N2,12

PMRV must be penetration tested by an NCSO-approved company prior to
each accreditation and re-accreditation

Any supplier selected must hold a suitable information security accreditation
The acceptable company accreditations are Cyber Essentials, Cyber
Essentials +, and 1SO27001 or equivalents.

All systems which are accessible over the internet must have two-factor and/or
federated authentication

N2.13

N2.14 The PMRV security configuration must be flexible to meet any future
requirements and regulations

Non-Funcllonal Requirements

The selected supplier will be required to configure and maintain (under the
Maintenance and Support agreement) any necessary security appliances and
hardware systems, implemented as part of the solution.

Note that any required hardware or security appliances for the production
environment are lo be provided by the Authority under a separate contract.

Hardware VPN must be used in order to ensure secure communications.

All data must be encrypted in transit

Digital signatures must be used to make sure that messages are not tampered

To access accounts, a two-factor authentication mechanism for all users
accessing the account is required. Two-factor authentication wlll also be
required for certain key transactions.

A transaction signature mechanism is required for both initiation and approval
of transactions. The confirmation'code shall be sent out-of-band to the users,

P 1<50506'141,5 94

/ //l



Non-Functlonal RaqulremcntsRef

N2.15 Suppoil the ability to implement password controls (e.9. expiry, complexitV etc.)

N2.16 The Supplier maintains security by using a security management plan in the
form of a set of security policies and procedures so that security is embedded
in the Supplie/s business culture

The supplier shall ensure that all staff with access to Authority information, data

or systems are vetted to bppropriate standards (minimum BPSS or national

equivalent), The Authodty will advise in cases where this is unclear (e.9.

Compliance with:BS 7858 (British Standard Code of Practice for Security
Screening of Personnel Employed in a Securily Environment)

N2.17

N2.18 The Supplier must provide details of any third parties which are involved in the
supplier's service and any services they provide to us so that we can'
understand what purposes each third party ls used for in the Cafety of the

service.

N2.19 The Supplier must ensure allthird party suppliers which are involved in the
supplier's service will meet the security standards as the Supplier does to keep

our data secure so that the risk assessments ol confidentiality, integrity and
availability of our data/system are not compromised.

N2.20 The Suppliers must provide evldence regarding how they manage security
incidents and the actions they will take if things go wrong including the
reporting of incidents relating to our data/systems.

The Supplier must have a robust process to deteoting, reoording, monitoring
and resolving vulnerabilities ln the service so that service availability is not
compromised by viruses, malware, denialof service attacks etc,

N2.21

N2.22 The Supplier must provide details of the typos of security alerts that will be
issued, to who and how they will be sent (including out of hours arranBements)
so that the Authority will be kept informed of potential issues.

N2.23 The supplier must provide detalls on how the service is segregated from other
customers so that the Authority can determine whether the servlce is

adequately protected.

N2.24 lnternal users and eligible CA's are required to have a single sign-on, other
users require direct sign-on. Extemal users and non-CA are required to log

onto system direot or via a signal slgn via climate change portal.

All users will be required to accept "Terms & Conditions" both from initialuse
and subsequent amendmbnts.

1(
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N4.3

Non-Fu nctional Requirements

Authentication and Authorisation

The service should be accessible to remote users who are connected via
existing secure connections services (e.g. RSA)

P A<

Ref

N3

N3.1

N3.2

N3.3

Support for Single Sign-On technology to authenticate Delegated Authority
users connecting to the system using SAML

Also use Single Sign-On to generate signatures for transactions proposed
through The System using the authorising users' certificate/key for the purpose
of integrity control and non-repudiation

Employees can be authenticated against Defra Active Directory Federation
Service (ADFS) implementation, adopting a'token exchange' approach
conforming to the SAML 2.0 standard.

Automate authentication and authorisation of external users accessing pMRV
via the Climate Change Portal

N3,4 support is required to ensure that users rights reflect their roles and to identify
users who have not accessed the solution for a configurable period of time

N3.5

N3,6

It should be possible for user accounts to be manually suspended

where the number of unsuccessful login attempts exceeds a configurable limit,
the account should be locked

.N3.7

N4.1

N4

N4.2

lf an attempt has been made to access a locked or suspended account, a
meaningful message should be presented along with advice of the process to
unlock

The Systern must operate correctly for the range of supported browsers listed
on the Government Digital Services (GDS) web page:

httos://wwu gov.uk/servlce-manua l/technolgov/desiq n i ns-for-diffqrent-
browsers-and-devices.

As a minimum, the latest stable browser version and the predecessor should
be supported

The system should be accessible to any authorised users from any of
nominated de legated authority/re g ulator off ices

Accessibility
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Ref Non-Func'tlonal Requirements

N4.4 External users (Operators, Aviators and Verifiers) should be able to access
PMRV via the internet using a supportable browser (see above)

N5.1

N5.2

N5

PMRV must meet the GDS Accessibility Standard and must be tested and
pass the Accessibility lesting

httqs:/lwww.gov,uk/service-manuaUhelpinq-Eopla-io-use-vour-servicqrtc,stinq-
for-
accesslbilttv?utm source=EMAIL&utm medlum=service .owners&utm campai

on=access reqs

Environments

The Supplier niust lnltlally provide the appropriate environments for use during

the build stage of the system. lt is expected that the minimum requirement is a
cloud-based Development and TesUDemo environment

The Authority will purchase the necessary hosting services for the production
system through a separate tender procegs. The Supplier is to assume in their
rbsponse that they wlll not be supplylng the production hosting solution,
including security and network hardware and appllances

Supplier is to assume that they will be providing any necessary ongolng
software licenclng that wlll be required to support the proposed solution. (e:9.

database (SQL Server, Oracle etc.) Reporting software, logging software etc.).
All.software licencing should be included wlthin the tender price, and clearly
stated if this is on a per user basls

The supplier must migrate their development environments to the UK provided

environments when notifled and then continue to develop on the UK provided

environment. The minimum expected environments for the production system
are:

r Production

. Pre-production / Staging

. Development

. Test

Requirement for segregated production, disaster r€covery (DR), system test
and development environments

N55 The system must offer a fully functional training environment for Defra staff and

other system users

+
"\
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Ref Non-Functi onal Requlrements

Service Requirements

All systems should be available 2417 with the exception of security patching
and critical updates.

The priority level response times are as follows (Note: expressed in Workir,rg
Days and Working Hours as per the Contract):

. Priority 1: I hours

o Priority 2: '16 hours

r Priority 3: 5 days

r Priority 4: 10 days

Priority Levels are as defined in the Contract,

6<

N6

N6.1

N6.2 Between September and April, there will be increased activity within PMRV due
to the submission deadlines - and the support function should accommodate
this.

N6.3

N6.4

All data stored and processed by PMRV must be GDPR compliant with
appropriate consent requests where required.

Allservices protided must be compatible with full Business Continuity &
Disaster Recovery capability including resilience contingency planning and
failover process, backups, secure archive and data destruction. Supplier to
support regular and annual failover testing as required

N6.5

N6.6

PMRV must implement the necessary user interface and back-end services in
order to support the UNFCCC's DES in its entirety. The design must be generic
enough to support future changes related to Unit types, transaction types and
business rules

PMRV must be scalable and flexible to accommodate increase in user
numbers, transaction volumes, unit types and change in infrastructure
configuration

N6.9 Monitoring and alertlng is required to ensure that
notified of any performance degradation, component failure, attempted security
breaches etc.

stakeholders are

N7 r Recovery (DR)and Business Gontinuity Planning (BCP)Disdste

N7.1 Recovery Time Objective following complete service loss - up to 12 hours

N7.2 Return Point Objective (extent of data loss) - up to 3 hours
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Ref Non-Func-tional Requlrements

N7.3 An annual Disaster Recovery Test is required

N7.4 The Disaster Recovery servers should not be used for any other purposes
other than DR

N7.5 The Supplier must provide details of thelr business continuity plan to support
the production of a BEIS/Defra business continuity plan for PMRV, as detailed
in Schedule 3 of lhe Contract.

There is a requirement to test the BCP and DR process annually

At the end of an agreed retentlon period, all back-up data must be disposed of
in a secure manner

N7.6

N7.7

N8 Usablllty

N8.1 PMRV shall be robust enough to have a high degree of fault tolerance. For
example, if the user enters an extreme value, PMRV should not "crash" and
shall identifu the invalid input and produce a suitable error message

N8.2 Perml?slons Based Access / Gontrol

The system will support role-based permissions / user profiles based upon
legislation specified in this document.

When a user attempts any actibn, the system,shall analyse the actlon and
check that the user's role includes the permission necessary to perform the
action. lf lhe permisslon is conect, the action is allowed: if not, the action is
prevented and the user is informed accordingly. The system is required to
support levels of privileges (e.9. super user, admin user etc) giving the user
access to specific functionalities.

Account holders and admin users must be able to nominate / appoint
multiplb users to manage lheir account and delegate responsibility as
appropriate i.e. an Operator is able to add n€w or gxisting users to accounts
and add a use(s) to multiple accounts.

CA Accees to Operator/Vsrlfiers Accounts

CAs require access to an Operator'sfuerifier's accounts as required and
"trouble shoot" any issues an Operator user may be having.

All aclions are required to be auditable - the Operator being made aware of
'what actions a CA has performed.

P
& (
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Ref Non-Func{lonal Requlrcmcnte

N8.3 A flexible and configurable workflow and business rules-based system is
required to support legislation. The system should support workflow/business
rules functionality in order to support legislation including the following:

I

a

a

a

Configurable, ability to create and amend to meel changes to business
needs as required.
Support automated email, letter dispatch and alerts to stakeholders to notify
of actions required.
lndicate to system users at what point the workflow for a particular activity
is at e.g. for an Operator their application for a GHG permit.

lnitiate actions and events required e.g. the manual review of a submitted
applicalion.
Contain configurable Service Level Agreements (SLA's) for tasks and also
triggef reminders both internal and external. ln the event of an exception a
manual overridq is required - via an Administratori
Gbnerated automatically based on outcomes of other Workflows, initiated
based on specific dates within the compliance cycle, or generated manually
by users.
Priority "flagr'are required be assigned to workflow/tasks, linked to
countdown deadlines
Present actions/tasks iri a manageable work queue, users are able to sorl
tasks based on variables suih es task type, due date, priority, and user lD.

N8.4 Training materials and guidance will be available for the product, such materials
will also be easily maintained by authorised users

N8.5 PMRV should provide contextual assistance to both internal and external users
of the service

N8,6 Users who have been inactive for a configurable peribd of time should be
automatically logged out, lf this is during a complex transaction, the data
should be saved to enable the user to complete the transaction later.

N8.7 Where appropriate, default values should be populated based on the user
profile and preferences

N8.8 For complex transactions, the user should have the ability to save a partly
completed data entry (e.9. monitorlng report)

N8.9 User interface must be responsive to support use on various devices and
browser types, including mobile devices.

N9 Performance

N9,1 It should take no more than 10 seconds from logging in to the system, to being
fully avallable.

N9.2 Depending on activily, the response
should meet lhe following criteria:

normal online transactions

fl) 6(
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Ref Non-Functional Req ulrements

< 1 second in 90% cases

< 5 seconds in 95% cases

< 20 seconds in 100% cases

The Supplier will provide full application perlormance monitoring and should
provide a summary on a quarterly basis.

N9.3

N9.4 Details must be provided of how the Supplier would baseline application
performance, monitor application performanbe and manage variations from that
baseline.

N10 Sizing and Scalability

N10.1 PMRV must be able to accommodate approximately 1100 lnstallation
accounts.

ln addition, there are approximately 450 Aircraft Operator accounts of which
approximately 140 are 'active', this is subject to change based upon the
outcome of EU Exit. There are also 20 verification body accounts,

PMRV must be capable of supporting all required users of the service currently
and automatically scale to meet increases in the number of users and/or
increased transaction,

Number of concurrent users must conform with the Authority's tebhnical design
standards for all user accounts, with an uplifi factor oI 2}o/o to accommodate lor
system administrators and agents acting on behalf of Her Majesty's
Government

N10.2

N10.3

N10.4 PMRV should automatically scale in response to increases or decreases in
storage requirements, transaction volumes or users

IntegrationN11

N11.1 PMRV must provide the capabillty to integrate with other inlernal and external
syslems using industry standard protocols APls (e.9. RESTful, SOAP)

N11.2 lnterfaces should be monitored, and alerts provided for
(e.g. slow responses, errors, component f;ilure)

any unexpected events

N11.3 All API transactions must be authenticated using tokens

N11.4 All data should be secured during the endto-end transaction

N11.5 Storage of any usernames/passwords
using strong encryption standards (e.9. AES256)

external systems must secured

+
{.
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N11.6 should be loosely coupledfeasible, integration

N11.7 ration and data exchange should support the XETL slandardlnteg

The system shall interface with internal / external ETS systems, in order to
support automated data sharing and synchronisation of data repositories.

The above includes receiving validated data, storing and prepopulating web-
based forms with data, removing the need to rekey data multiple times.
Ultimately tasks are required to be automated and / or made redundant
reducing the risk of human error in the processing,

An initiative to utilise extenddd Emissions Trading Language (referred to as
XETL) has been developed, although not mandated or being utilised at this
moment in time, The benefits include data validation when provided by an
Operator and the ability to share data easily with other systems by API's
(Application Programmlng lnterface).

XETL data models are currently publlshed and maintained by the European
Commission.

The following URL directs to the publicly available European Commission web
pages for EU ETS MRV (Documentation - Data exchange formats)

httos:/lec.eurooa.eu/cllmalpolioies/ols/monitoring !,n#tab.Oi

N11.9

The System shall interface with external systems / services to aid the user
when completing tasks. This will include the abillty to validate information
provided as part of the registration process with externalthlrd party information,
e.g. Companies House ensuring that only legitimate companies are registered,
and an Aircraft Operator is able to obtain report data from a Eurocontrol
system; which automatically transfers data to the system.

Non-Func'tional Requlrcnrents

+ a\
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Ref Non-Functlonal. Rogulrements

N11.10

There is a functional reqilirement to provide abillty for an Operator to Open a
Registry account on first tlme approval of a GHG permit or EP. To facilitate
thls, our prefeience is for the PMRV system to "link'i with the UK Regisky. This
is to support dbta and workflow notifications; such functionality is required ln
"real time".'

Examples are summarised below:

Following an Operator's GHG permit or EP approvalwithin the system, the
abiliiy to create and auto-populate with data already provided i UK registry
"shell account' and trigger the registry account opening'process
To provlde UK Registry account status to the system in order to be viewed
by CAs as required - to determine a particular Operator's application status.
Reported emissions data is taken frorh the AER and auto populates relevant
registry account fields.
Any subsequent updates made in AER to the same report data
automatically updates ihe UK Registry.
Allocation/free allowance information held in the system arid appropriate
adjustment inade there, ln turn updates the UK Registry.
Synchroniqatlon of data between the system and UK Reglstry to reflect the
compliance status of an Operator at any moment ln time
Synchronisation of data between the system and UK Registry to reflect
actions performed e.g. surrender of GHG permit, transfer or revoke. This wlll
avoid discrepancles and manual rekeying of data.

a

a

a

a

Nl2 Data requirements

N12,1 The PMRV service must prevent disclosure of sensitive or'iother" data subject
to the Data Protection Act and GDPRi e.g. data is required to be encrypted, both
in "transit and rest".

N12.2 Performance statistlcs are to be provided to allow monitoring of servioe level
attainment

N12.3 End user analytics to be proVided to support on.going enhancement and to have
a better understanding of the user community' preferences

N12.4 Followlng the closure of an account, data must be retained online for the
following data retention periods:

1. Emissions Data. 10 Years
2. GHG permits - 10 Years
3. User related data - 10 Years

. 4. Activltv data - 10 years

N12.5 Any user-related data should be held in compliance with GDPR regulations

+ /(
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N12.6

N12.7

After the data retention periods have expired, any data required to meet
regulatory demartds should be available via archive

6'ri6uia-il;;d;';vaitabte roAt the expiry of the Contract, data
BEIS/Defra

An it trail of each transaction processed via the PMRV should be
produced which should include user, date, time, role, transaction type plus pre
and post transaction data states

Access to the audit trail data should be restricted to authorised users

N12.8

N12.9

N12.10 Audit trails should be available for a configurable period of time before lhey are
securely removed

An audit of users who accessed the system is i'equired along with, for exlernal
users, the Terms & Conditions version applicable/accepted at the time

N12.11

N12.12 The Supplierwillbe expected to supportthe migration of data from the ETSWAP
Solution,

N13 Sustalnablllty and Envlronment

N13.1 The solution must provide capabililies which assist in reducing the government's
impact on the environment

N13,2 Describe the approach taken for disposal ol redundant equipment

Non-Functional Requl rements

The following links are

1, NCSC Cloud security principles:

httns://www.ncsc.qov.uMquidance/imolemontino-cloud-socurilv-princigles

2. NGSC approved penetration testing companies:

httos ://www. ncsc.cr ov. uUlndex/oro{essional-
service?f%2525580%25255D=field assurance status%3Mssured&f%580o/o5D=field assu
rance status%3Mssured&f%581%SD=field assurance scheme%3A21Q

D. Delivery & Management

Delivery Methodology

The supplier must use the Agile approach'to project management and delivery when
developing new functionality (not applicable to further development of a COTS product).
This includes the use of Agile tools, techniques and methods to encourage the project
teams to build quickly, test what they've built and iterate their work based on regular
feedback.

1
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Nl4

Detail of Requirements

Dellvery and Management Requirements

N14.1 The supplier must deliver the solution as described in this section, Section 3
Specification, utilising the Discovery, in particular capturing user needs and user
stories, Alpha and Beta phases of the GDS Agile delivery methodology, in
particular providing Content design support during the Beta phase. A description
of how the Discovery, Alpha and Beta phases work is described, along with how
the Live Phase works, at the following links:

!:1. i rl.jr

lriir:..1;.,,rv',,,'.,:,,;rll'i,..:r';i,:,':lrtr,trr.lri.-rr.lil.:t.i,,1.,,,,r't'ili.trr,,,,lllr,..tl,i:t:r-li:1.r.:;.r,';r1l.r

Ensure that the PMRV development and delivery complies with the Digital
Service Standard (GDS), the set of 14 criteria to help UK Government create
and rqn good digital services

The Authority's Product Owner will decide the prioritisation of the user stories to
be refined and delivered by the Supplier and the Supplier must manage and
deliver the refinement and the backlog

' Once each part of the software has been Delivered and accepted by the
Authority, the software as a whole shall be subject to User Acceptance Testing
as set out in the Acceptance Criteria

Deploy private Beta to a controlled group of users to obtain feedback and carry
out the required remediation before rolling your service out to a wider audience,
the Public Beta

Ensure that PMRV passes an Alpha, Beta and other Authority/GDS service
assessment requirements

N14.2

N14.3

N14.4

N14.5

N14.6

N14.7 Deploy public Betas of each phase in accordance with the timeline on in the
lmplementation Plan.

The Authority's UK Emissions Trading Scheme project team has already conducted a Pre-
Discovery Phase (as per GDS standards) and broad user needs (functional requirements) have
been established.

The supplier will be required to:

+- A(
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N14.8

N1s Working arrangement requirements

N15.1

N15.2

The Authority will be able to accommodate up to two dedicated staff on site, at
the Authority's offices in London, and will expect the majority of the work to be
undertaken at the Supplier's premises. ln addition to this, the Supplier's staff
may be accommodated as ad hoc visitors by prior arrangement

Supplier's staff will be expected to travel when required to other sites for woiking
with other Project stakeholders. This may include, but not be limited to, the EA
and Department for Environment, Food, and RuralAffairs offices in the UK.

Nl6 Quality Assurance requirements

N16.1 Regular project meetings with the Authority (ad hoc and preferably on a weekly
basis)

N16.2 Monthly progress reports highlighting new findings and showing demos of the
service where possible, quality issues, impact on timescales, spend to date,
estimate of time and cost to complete (in such circumstances as variations are
permitted) and any issues, This will not inhibit the free flow of information on an
ad hoc basls

N16.3 Draft copies of the relevant deliverables to be provided to the Authority and the
EA four weeks in advance of their final deliverable deadline

The development activity (which includes user needs refinement, design,
development, test and implement of product increments) must utilise the Core
principles of Agile, Agile tools and techniques and Agile ceremonies and
artefacts. See the links below for more details

50506141.5 106

/
w



Ref Requlrrmcnt

N5.3 Suppliers is required to maintaln the requlred technical environments (e.9. test,
development, pre-production) in their own hostlng area untll the point where
they need td be migrated to the permanent live hosiing area

N5.4 Supplier to conduct the migration of their environments to the llve environrnent

N6.7 Supplier to manage the implementatlon.of agreed sOftware updates and
upgrades as pef a pre-agreed schedule of works

N6.8 SupporUhelpdesk availability - as deflned in the Contract, Schedule 3, Appendlx
A

Appendlx B

ilalntenance and Support Serviceg

"P ((
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The Authority will pay the Contract Charges for Core Requirement 1 (including in

respect of the Development Services) specified at Table 1 of Appendix A of this
Schedule 2.

The Parties agree that the Contract Charges for the Development Services shall only
be payable when atlthe Deliverables associated with a Milestone have been
completed and a Milestone Achievement Certiflcate has been issued to.the Supplier
for that Milestone.

All set-up costs connected wlth Core Requirement 1 (including with respect to
Development Services) are to be absorbed by the Supplier. Thls will include any
Supplier Personnel working frrim the Auihority's Site as part of "the Supplierls ways
of working".

The Contract Charges for Core Requirement 1 shall include alltravel and
subsistence costs which are lncurred by the Supplier (including in respdct of bny
person providing Servlces on behalf of the Supplier) in connection wlth the provislon

of the Servlces relatlng to Core Requirement l and the $upplier shall not be entitled
to recover any other costs.

The AUthority shall not be tiable to reimburse or otherwise pay for any such costs
outside those agreed between the Parties as more.particularly set out in Appendix A
to this Schedule 2.

For Core Requirement 1, all pricing, charges and payment shall be in [GBP'Sterling
and will be fixed. The fixed Contract Charges for Core Requirement 1 shall not be
subject to any variatlon due to exchange rates or any indices.

From the Conlract Charles for Development Servlces may be adjusted in
accordance wlth Clause 7.6.

2 COIUTRACT CHARGES FOR MAINTENANCE AND SUPPORT SERVICES

2.1 The Contract Charges for the Maintenance and Support Seruices are as stated in

Table 2 of Appendix A to this Schedule.

Schedule 2

Gontract Gharges

1 CONTRACT CHARGES FORCORE REQUIREMENT 1

1.1

1.2

1.3

1.4

1.5

1.6

1.7

2.2 The Gontract Gharges for Maintenanbe and Support Services shall include:

2.2,.1 the initial Maintenance and Support Services to be provided during the
Maintenance Servlces lnitial Term which forms part of the Core
Requirement 1;and

2.2.2 the oDtional Maintenance and Support Services to be provided during the
Maintehance Seivices Term if the Authority exercises its. contractual
option under Clause 5.3.

The Contract Charges for Maintenance and Support Services will be fixed for the
Maintenance and Support Services lnitial Term.

+) / (
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2.4

2.5

3

The Contract Charges for Maintenance and Suppori Services may be adjusted in
accordance with Clause 7.6.

The initial Maintenance and Support Services will commence on the Maintenance
Start Date. Further annual Malntenance and Support Services may be purchased by
the Authority using the Variation Procedure,

DAY RATE CHARGES

3.1 The pricing applied to Additional Seruices will- at the Authority's sole discretion, be
either fixed price or based on the day rates listed in Table 3 of Appendix A to this
Schedule 2 (which may be adjusted in accordance with Clause 7.6).

3.2 The Contract Charges applicable to Seruices provided on a day rate basis shall be
calculated as the aggregate of Man Day resource consumed in that month by the
Authority based on lhe relevant rates as set out in Table 4 of Appendix A to this
Schedule 2.

3.3 Each grade of Supplier Personnel referred to in the Table 3 of Appendix A to this
Schedule 2 is defined within the table.

3.4 The day rates set out Table 3 of Appendix A to this Schedule 2 are based upon a
standard working day of 8 hours (which shall be calculated exclusive of any breaks).
For those roles where the 'Weekday Out of Hours Day Rate'and/or'Weekend Out of
Hours Rate' is shown as "N/A", a standard working day is assumed to be carried out
as a 'professjonal day'with the indlvldual consultant managing his/her own work
schedule within hours approprlate to the Standard Day Rate to achieve the required
results. Except in relation to those roles where N/A is shown in the'Weekday Out of
Hours Ddy Rate'Column in the table, then:

3.4.1 on any day where more than I hours are worked, '1l8h of the appllcable
Out of Hours Day Rate shall be paid for each extra whole hour that is
worked;and

' 3.4.2 on any day where less than'8 hours are worked, 1/8th of the applicable
Standard Day Rate shall be ppid for each whole hour that is worked.

3.5 The Supplier shall provide a breakdown of any day rates Contract Chdrges. For the
'avoidance of doubt, no risks or contingencies shall apply to the provision of Services
for which such Contract Charges apply.

3.6

3.7

The Supplier shall.maintain full and accurate records of the time spent by the
Supplier's Personnel in providing the Services and shall provide such records to the
Authority with eaih relevant invoice if required by the Authgrity.

For Additional Services the Authorig and the Supplier will where required, agree
reasonable travel and subsistence charges when the Additional Services are
purchased in accordance with the Final Contract.

4 SERVTCE CREDTTS (APPLIES TO MATNTENANCE AND SUPPORT)
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4,2

4.4

4.3

Servibe Credits thqt accrue and fall due will be calculated as a percentage of the total
monthly Contract Charges due from the Authority to thq Supplier in which the
Supplier's perlormance failure occurred (as more particularly detailed in Schedule 3
(Service Levels and Performance)). Monthly Service Credlts will be subject to the
Service Credit Cap.

lf no further Contract Charges fall due after Service Credits accrue, the Supplier shall
issue a credit note to the Authority for a sum equal to any such Service Credits then
outstanding which shall be repayable by the Supplier to the Authority as a debt.

Service CreOits shall be applied by the Supplier as a flnancial credit againsf the .

Service Charges for the month lollowing the month in which the Service Credit
accrued, except where the Authority has otherwise requested in writing for the
Service Credit to be 'banked' as credit towards a specific future Contract Charge, in
which case the Supplier shall record the Service Cradit as a financial credit in its
accounts owing to the Authority and shall issue a credit note to that effect.

Where the Authorlty has accrued Service Credits in accordance with paragraph 5.3
of this Appendix A but has not incurred any Contract Charges against which the
Service Credit was expressly reserved within 6 months of the date that the Service
Credit was accrued (the Uhredeemed Gredit), then the Supplier shall credit the next
invoice to the amount of the Unred'eemed Credit and shall provide prior notiflcation to
the Authority of its intention to do go.
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Schedule 3

Ssrvice Levels and Perfbrmance

1 Scope

This Schedule 3 sets out the Service Levels whlch'the Supplier is required to achieve
when providing the Maintenance and.Support Services, the mechanism by which
Servlce Level Failures and Critical Service Level Failures will be managed and the
method by which the Supplier's performance in the provision by it of the Maintenance
and Sripport Serviies will be monitored,

2 GeneralProvlsiqns

2.1 The Supplier Representative shall be proactive and shall ensure that all Service
Levels are achieved to the highest standard throughout the Term..

The Supplier shall provide a managed service through the provision i a dedicated
Contract manager(who can be.the same person as the Supplier Repiesentative)
where required on matters relating to:

2,2.1 Maintenance and Support Services eupply performan&;

2.2.2 quality of Maintenance and Support Services;

2.2.3 Authorlty support;

2.2.4 complaints handling; and

2.2.5 accurate and timely invoices.

2.2

1.1

2.4

3

3.1

2.4,1

,2.4.2

2.3 The Supplier accepts and acknowledges that.failure to meet the Service Level
performance measures set out in this Schedule will result ln Servlce Credits
becoming due to the Authorlly.

The objectlves of the Service Levels and Service Credits are to:

ensure that the Services are ol a consistently high quality and meet the
requirements of the Authority:

provide a mechanism whereby the Authority can aftain meaningful
recognition of inconvenience' and/or loss resulting from the Supplie/s
failure to deliver the level of service for which it has oontracted to deliver:
and

2.4.9 incentivise the Supplier to coinply with and to expeditiously remedy any
failure to comply wiih the Sarvice Levels.

Service Baselining Period

The Supplier shall provide ihe Maintenance and Support Services to lhe Service
Levels set out in this Schedule from the Malntenance Start Date (or such earlier date
as may be agreed between the Parties in writing).

-1,
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3.2 The Authority may in lts sole discretion agree for the nine (9) months commenclng on
the Maintenance Start Date to be the Servlce Base Linlng Period in order to
establish and update its requirements underthis Schedule to achieve improved
Service Level performanoe from the Supplier, taking into account the Solution.

3.3 At the end of the Service Base Lining Period the Service Levels (including'the
calculations and formula which underpin them) shall be revlewed and asseSsed
against the measurements gathered and may be amended under the Variation
Procedure. The Servlce Levels as agreed at the Commencement Date shall
continue to apply after the Se,rvice Base Lining Period except where the Parties
agree otherwise in accordance with the Variatlon Prcicedure.

4 Service Levels

4.1 . Appendix A of this Schedule sets out the Service Levels, the performance of which
the Parties have agreed will apply and will be measured in respect of the
Maintenance and Support Services.

4.2 The Supplier shall monitor its performance of its Maintenance and Support Servlces
by reference to the relevant performance criteria for achleving the Service Levels
shown in Appendix A and shall send ths Authority a performance monitoring report

the le.velof servlce.which wbs achieved for each Servioe period

4.3 The Supplier shall, at alltimes, provide the Maintenance and Support Services in
such a manner that the performanoe of the Maintenance and Support Services meet
or exceed the Service Level targets set for each Service Level in Table 2 of Appendix
A to this Schedule.

4.4 The Supplier shall be deemed to have achieved a Service Level if the Suppliels
performance in a given Service period in respect of a Service Level has met or
exceeded the Sewicb Level as set out ln Appendix A of this Schedule.

4.5 lf the level of performance of the Supplier of any olement of the provision by it of the
Maintenance and Support Servlces during the Term:

4.5.1 is likely lo or fails to meet the Service Level; or

4.5.2 is likely to cause or causes a Critical Service Level Failure to occur,

the Supplier shall immediately notify the Authority ln wrlting and the Authority, in its
absolute discretion and wlthout prejudice to any other of its rights howsoever arisin!,
may:

(a) require the Supplier to immediately take all remedial action that is
reasonable to mitigate the impact on the Authority and to rectify or prevent
a Servlce LeVel Failure or Critical Service Level Failure from taking place

or recurring;

(b) if a Service Level Failure has occurred, deducl from the Contract Gharges
the applicable Service Credits payable by tho Supplier to the Authority in
accordance with the fofmula for thirt Service Level set out in Appendix A
of thls Schedule;or

+ 6(
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(c) lf a Critical Service Level Failure has occurred, exercise its right to
Compensation for Gritical Service Level Failure in accordance with Clause
8.2, without prejudice to the right of the Authority to terminate this
Contract and/or to claim damages from the Supplier for material Default
as a result of such Critical Service Level Failure in accordance with
Clause 8.2.

4.6 Approval and implementation by the Authority of any rectification plan shall not
relieve the Supplier of any continuing responsibility to achieve the Servicd Levels, or
remedy any failure to do so, and no estoppels or waiver shall arise from any such
Approval andior implementation by the Authority.

5 Grlilcal Service Level Failure

5.1 Critical Service Level Failures are compensated and otherwise dealt with in
accordance with Clause 8.2 of the Contract. .

6' Service Gredits

6.1 Paragraph I of this Schedule 3 sets out the process used to calculate a Service
Credit payable to the Authority as a result of a Service Level Failure in a given
Service Period which, for the purpose of this Schedute, shall be a recurrent period of
one (1)month during the Maintenance Services Term.

6.2 The Authority shall use the monthly performance reports supplied by the Supplier to
verify the calculation and accuracy of the Service Credits, if any, applicable to each
relevant Service Period.

The Suppller will provide to the Authority such supporting documerltation as the
Authority may reasonably require in order to verify the level of performance by the
Supplier and to support the calculations by the Supplier of any Service Credils due.

Service Credits are a reduction of the amounts payable in respect of the Services
and do not include VAT. The Supplier shall set-off the value of any Service Credits
against the appropriate invoice in accordance with Schedule 2 (Charges and
lnvoicing) unless expressly directed olherwise by the'Authority.

Nature of Service Gredits

6.3

7.1 Both Parties agree that the Service Credits are a reasonable method of price
adjustment to reflect poor performance of the Maintenance and Support Services.

Servlce Credit Failure Threshold

8.1 lncidentManagement

8.1.1 For any Service Period, a failure to achieve the required response time
and/or resolution time for an lncident Classification 1 Service Levelwill
result in the Authority receiving a Service Credit of 10% of lhe monthly
Contract Charge for the Malntenance and Support Services fbr'each
Service Level Failure. There will be a further Service Credit payable by
the Supplier where the lncident relales to call response times and lhis
response time falls below the required 95%. ln these circumstances, the
Authority shall be entitled to receive a Service Credit of an additional 5olo

6.4
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8.1.2

8.1.3

8.2 ServiceAvailability

8:2.1

of the monthly charge for the Maintenanpe and Support Services Service
Credit.

For any Service Period, a failure to achieve the response time Service
Level for an lncident Clasiification 2 will result in a Service Credit of 5% of
the monthly Contract Charge for the Maintenance and Support Servicbs
being payable to the Authority.

For any Sewice Period, any failurc to achisve the response time Servlce
Level for an lncident Classification 3 will result in a Service Gredit ol5% of
the monthly Contract Chargq for the Maintenance and Support Services
being payable to the AuthorU.

(a)

(b)

Availabillty of major systern components and applioations falling below
997o in any Service Period (and therefore failing to meet the Service Level
for availability of the Solution) will result in a Service Credit as follows:

between 98% and 99% availability: 5% of the monthly Contract Charge for
the Malntenance and Support Services; and

each additional 1% loss of avallabllity will result in an additional 5%
monthly Contract Charge and will be owed to the Authority as a Service
Credit.

P t
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Appendix A

Service Levels

Criteria 1 - Service Levels for lncidents

1.1 The Service Levels to be achieved in respect of Maintenance and Support Services
that will othenruise result ln lncidents if such Service Levels are not achieved as
required by this Appendix A aie set out in the third column of Table 2 below,

1.2 lncidents shall be deemed to occur at the point at which such incidents arise in the
delivery of the Maintenance and Support Services received by the Supplier during
Core Sttpport Hours or during hours which are supported by on call support.

1.3 Response times and resolution times for lncidents specified in this Appendix shall
relate to UK time (which may be either GMT or BST).

1.4 Core Support Hours shall be within the hours of 09:00 to 17:00 (UK Time) on
Working Days only. For the avoidance of doubt, for the purposes of calculating
respoffte times and resolution times for lncidents, measurement of the times shall
stop at 17:00 hours on a Working Day and shall resume at 09:00 hours on the next
Working Day.

1.5 Updates to th6 Authority'e service desk in respecl of lncident resolution progress
shall be during the hours of 09:00 to 17:00 on Working Days,

1.6 lncidents are classified as follows:

Table 1:

lncldent
Classificatlon

Desmlpllon

1(most
serious)

A service failure which, in the reasonable opinion of the
Authorily: 

:

. affects multiple users and multiple systems affected
or the service impacted is a pricirity system

cadses a complete service loss (e.9. major network
failure) or loss of major service line where all users or
key users (such as the executive board) are affected.
A major impact on business operations

causes significant financial loss and/or disruption to
the Authority

has regulatory or legal implications

comprorfiises the Authority's ability to support
ministers effectively

a

a

pr_
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a compromises the AUthority's abllity to respond to
urgent parliamentary questions '

compromises the Authority's reputation

makes the Authority's data vulnerable to loss,
corruption or abuse

results in any matErial loss oi corruption of the
Authority's data

means no workaround is possible.

Non-exhaustive examples:

fallure of service to provide user authentication
service allowing unauthorised access to the
Authorlty's systems and the Authority's data

a critical system required in the provlsion of servlces
is down

sev6re loss of functionality to a critical system
required in the provision of services

losb of power to data centre causing fallure of
services.

a

a

a

a

a

a

2 A service failure which, in the reasonable opinion of the
Authority:

affects multiple users and/or a single system

has a maior (but not crltical) adverse impact on the
actlvities of the Authority and no work around is
available

causes a financial loss and/or disruption to the
Authority which is more than hivial but less severe
than the slgnificant financial loss described in the
definition of an lncident Classitication 1

affects significant numbers of users (though fewer
than ln lncident Classification 1)

. has a signlflcant impact on buslness operations.

Non-exhaustive examples:

o Corruption of organisational database tables

r loss of ability to update the Authority's data

r partlalservice loss (e.9. telephone service).

a

a

a
//
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3 A service failure which, in the reasonable opinion of the
Authority:

has a major adverse impact on the activities of the
Authority which can be reduced to a moderate
adverse impact due to the availability of a
contingency

a has a moderate adverse impact on the activities of
the Authority

Non-exhaustive examples:

loss of a system'or service affecting a limited number
of users across the estate or is limited to a small
number of locations

I single user is affected or single item of equipment
failure where there is an alternative in place

partial application loss for small group of users.a

Loss of a system or service affecting a small number
ol users or system failure/lack of access limited to a
mafter of hours

Loss of some data which can be recovered by user
and/or Supplier effort within a day

4 (least
seriods)

A service failure which; in the reasonable opinion of the
Authority

a has a minor adverse impact on the provision of the
Service.

Non-exhaustive examples:

a some loss of some data whlch ls recoverable with a
minimum of user effort ln a mafter of hours

loss of a single item of equipment (e.9, personal
computer, printer) where no alternative exists for the
user

a

I

cosmetic faults on applications

no impact on business operatlons.

A Service Level failure which results in the non-availability of the Solution will always
be classified as elther a lncident Classificationl or lncldent Classification 2, at the
discretion of the Authority depending on the severity of the failure.

I
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1.7 For each lncident Classification, the following table contains a target Response Time
(as defined below) and Service Level for the Response Time; a Resolution Time (as
defined below) and Service Level for the Resolution Time; and a target frequency of
updates to the Authority's service desk (which are then available to be cascaded to
the Authority or user) on progress of the lncident.

Table 2

*Response Time is defined as the time between the Authority, or the Authority's
delegated representative, logging an lncident (by phone, or desk to desk interface)
and when the Supplier commences work to resolve the incident and has notified the
Authority accordingly.

**Resolution Time is defined as the amount of time between when the Authority first
notified the Authority's service desk of an lncideni and when that problem is actually
solved by the Supplier.

f Response time for lncident Classification 1 and 2 is applicable 24 hours seven
days a week.

lncident Glosure

1.8 Subject to paragraph 1,9 below, an lncident shall be deemed to be closed and the
Supplier's obligations in'respect of that lncident shall end when the first of the
following occurs:

1.8.1

1.8.2

when the Aulhority's service desk is notified that a resolution to the
incident (Fix), which may be a workaround (i.e. a temporary solution
which doesn't fix the underlying cause), has been expressly approved by
Authority;

when the Supplier, acting reasonably, reaches a decision that the lncident
requires fourth line support for its resolution and notifies the Authority s
service desk accordingly;

p{
ea

lncldent

Glassllicatlon
Response
'Tlme

Response
Time i
(lSewbe
Level")

Resolution
Tlmg r*

Resolution
Tlme

Sirvlcc Level
(uservice
Level")

Update to
Authorlty's
rervlco desk
("Service
Level")

1 15 minutes

t
95% 8 hours 95% Every hour

2 30 minutes

t
95% 16 hours 95% Every 2 hours

3 2 hours 95% 5 Working
Days

95% Every 4 hours

4 2 hours 90% 10 Worklng
Days

95% Every
Working Day

/



2.1 The Supplier will measure the availability of the Solution and will. monitor it in
accordance with the agreed performance monitoring obligations set out in this
Schedule.

2.2 The Solution wlll be Avallable (and Availability will be intorpreted accordingly) when;

1,9

2

2.3

1.8.3 when the Supplier, acting reasonably, reaches a decision that the lncident
is assessed to be outside of tho scope of the Service Requirements and
the Supplier nolifies the Authority's service desk and the Authority
accordingly.'

1.8.4 the Authority uses the Fix in the production environment wftich resolves
the lncident; or

1 .8,5 a period of one month has elapsed following the delivery of a Fix by the
' Supplier to the Authority for acceptance (with clear instructions of how

and whbn the Fix should be applied by the Supplier or the Authority in
order to the resolve the lncident) and the Authority has not notified
Supplier of any failure of the Fix to resolve the lncident.

Any disputes in relation to the closing of ah lncident shatl be refened to the Disgute
Resolution Procedure where the Parties shall'determine uslng the approprlate
escalation points whether an lhcident was reasohably closed by the Supplier in
accordance with paragraph 1.8 above.

Crlterla 2' Availability Service Levels

2.2,1 Authority end users are able lo access and utilise all of the Solution during

, Core Support Hours; and

2.2.2 the Solution is able to provide the functionality set out in Schedule 1 and

, elsewhere in this Contract.

Availablllty of the solution during core support Hours shalt be >99% (and this is the
required Service Level).
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Schedule 4

Suppller Solution

The incorporation oJthe Supplle/s Solutlon and Tender into thie Contnact does not operate
to transfer any rlsk thatthe Suppller's Solution orTerder is complete orwill meet the
Autholity's Servic,e Requirements set out in Schedule 1. The Supplier shall remain fully liable
in respect ol ensuring that its eolution and delivery of the Servlces. mqots ths Serviee
Requirements

PART A: SUPPUER SOLUTION

Wlthln ihis Schedule 4, Part A is a copy of the relevant pads of the Supplier response to the
BEIS lnvitation To Tender TRN 2107/10/2019.

{
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PART BITENDER

ln addltlon to the documents.withln thle Schedqle 4, PartA, Sohedule 4, fart B Includes the
following Suppllei Declirations as submltteb In the Suppller rcspons€ to the BEIS lnvftation
to Tender TRN 2107110/2019 and form part of thle Gonkact: These are (referenced'and.no!
prlnted within this Conhact) as follows:

(a) Declaratlon :1: Statement of non-colluslon;

(b) Deolaration 2: Fqrm of Tender:

(c) Declaratlon 3: Confllct of Interest;

(d) Daclaiation 4: Selectlon Questionnalrel r

.,(e) Eeolaration 5:'The General Data Protectlon Regulation Assuiance Questlonnaire

#
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1.1

2

2.1

Schedule 5
i

Business Gontiiruity and Dlsast€r Rccovery

SUPPLIER BCDR PLAN

The Supplier's Outline BCDR Plan is attached at Appendix A to this Schedule.

DEFINITIONS

ln this Schedule, the following definitions shall apply:

Business Gontlnulty Plan lT 11,". 
r.".?ling given,to it in paragraph

. 3.2.1(b) of this Schedule;

Disaster Recovery Plan has the meaning given to it in 3.2.1(c) of this
Schedule;

Disaster Recovery System means the system embodied in the processes
and procedures for reslorlng the provision of
Services following the occurrence of a dlsasler;

Review Report has the meaning given to it in paragraphT.2 ot
this Schedule: '

Supplierb Proposals has the meaning given to lt in paragraph7.2.3
of this Schedule;

BCDR PLAN

Within the six (6)Months of the Commencement Date, the Supplier shall prepare and
deliver to the Authority for the Authority's written approval a plan, which shall detail
the processes and ariangements that the Supplier shall follow to:

g.1.'l ensure -contlnuity of the buslness prccesses and operations supported by
the Services following any failure or disruption of any element of the
Services; and

3.1.2 the recovery of the Services in the event of a Disaster.

The BCDR Plan shall:

3.2.1 be divided into three parts:

(a) Part A which shall set out general principles applicable to the BCDR Plan;

(b) Part B which shall relate to business contlnulty (the Buslness Continulty
Plan);and

(c) Part C which shall relate to di5aster recovery (the Dlsaster Recovery
Plan);and F\v

3

3.1

3.2

L
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' 3.2-2 unless otheruise required by the Authority in writing, be based upon and
e consistent with the provisions of paragraphs 3, 4 and 5.

3.3 Following receipt of the draft BCDR Plan from lhe Supplier, the Authority shall:

3.3.1 revlew and comment on the draft BCDR Plan ri *oon as reasonably
practicable; and

p.3.2 notify the Supplier in writing thqt it approves or rejects the draft BCDR
Plan no later than twenty (20) Working Days after the date on which the
draft BCDR Plan is first delivered to the Authority.

3.4 lf the Authority rejects lhe draft BCDR Plan:

3.4.1 the Authoriiy shall inform the Supplier in writing of its reasons for its
rejection;and

3.4.2 the Supplier shallthen revise the draft BCDR Plan (taking roasonable
account of the Authority's comments) and shall re-submlt a revised draft
BCDR Plan to the Authority for the Authority's Approval withln twenty
(20) Working Days of the date of the Authoiity's notice of rejection. The
provisions, of paragraphs 3.3 and 3.4 of this Schedule shall apply alain to
anyresubmitted draft BCDR Plan. provided that elther Party may refer
any disputed mafters for resolution by the Dispute Resolution Procedure

, at any time.

4 PART A OF THE BCDR PLAN AND GENERAL PRINCIPLES AND
REQUIREMENTS

4.1 'Part A of the BCDR Plan shall:

4.1.1

4.1.2

4.1.3

4.1.4

4.1.5

set out how lhe business continulty and disaster recovery elements of the
BCDR Plan.link to each other;

provide details of how the lnvocation of any elemenl of the BCDR Plan
may impact upon the operation of the provision of the Servibes and any
services provided to the Authority by an Other Supplier;

contain an obligation upon the Supplier lo llaise with the Authority and (at
the Authorily's request) any Other Suppliers wlth respect to issues
concerning business continulty and disaster recovery where applioable;

detail how the BCDR Plan links and interopefates with any overarching
and/or connected disaster recovery or buslness cbntinuity plan of the
Authodty and any of its Other SupplierS in each case as notifled to the
Supplier by the Authority from tlme to time;

contain a communication stratdgy including details of an incident and
problem management service and advice and,help desk facility which can
be accessed via multi-channels (including but without limltation a web-site
(with FAQs), e-mail, phone and fax) for both portable and desk top
configurations, where required by the Authorhy;

-ip /<
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4.1.6 contain a risk analysis, including
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failure or disruption scenarios and assqssments and eslimates ol
frequency of occurrence;

identification of any single points of failure within the provision of Services
and processes for managing the rlsks arising therefrom;

identification of risks arising from the interaction of the provision of
Services and with the services provided by an Other Supplier; and

(d) a business impact analysis (detailing the impact on business processes
and operations).of different anticipated failures or disruptions;

4.1 .7 provide for documentation of processesr including business processes,
and procedures;

4.1.8 set out key contact details (including roles and responsibilities) for the
Supplier (and any Sub-Contractors) and for the Authority;

4.1.g identifo the procedures for reverting to normal service;

4.1.1O set out method(s) of recovering or updating data collected (or which ought
to have been collected)during a fallure or disruptlon to ensure that there
is no more than the accepted amount of data loss and to preserve datra
integrity;

4.1.'11 identifi the responsibilities (if any) that the Authority has agreed it will
assume in the event of the invocation of the BCDR Plan; and

4.1.12 provide for the provision of technical advice and assistance to key
contacts at the Authority as notified by the Authority from time to time to
inforfi decisions in support of the Authority's business continuity plans.

4.2 The BCDR Plan shall be designed so as to ensure that:

4.2.1 the Services are provided in accordance with this Contract at alltimes
during and after the lnvocation of the BCDR Plan;

4.2.2 the adverse lmpact of any Disaster, service failure, or disruption on the
operations of the Authority is minimal as far as reasonably possible;

4.2.g it compties with the relevant provisions of ISO/IEC 27002 andall other
industry standards from time to time in force; and

4.2.4 there is a process for the management of disastdr recovery testing
detiiled in the BCDR Plan.

4.3 The BCDR Plan shall be upgradeable and sufficiently flexible to support any changes
to the Services or to the business processes facilitated by and the buslness
operations supported by the provision of Services.

The Supplier shall not be entitled to any rolief from its obligations under the Service
Levels or to any increass in the Contract Charges to the exient that a Disaster occurs
as a consequence of any breach by the Suppliei of this Cqntract.

7

G)

(b)

(c)

4.4
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5.1

5,2

6

6.1

8.2

6.3

The Business Continuity Plan shall set oul the arrbngements that are to be invoked
to ensure that the buslness procssses and operations facilitated by the provision of
Services remain supported and to ensure continuity of the business operations
supportbd by the Services including, unless the Authorlty expressly states otherwlse
in writing:

5.1,1 the alternative processes (includingi business processes), options and
I responsibilitieS that may be adopted in the event of a failure in or

disruption to the provision of Services; and

5.1.2 the steps to bd taken by the Supplier upon resumption of the provision of
' Services in order to address any prevailing effect of the failure or

dlsruption including a root cause analysis of the lailure or disruption.

The Business Gontinuily Plan shall:

5.2.1 address the various possible levels ol failures of or disruptions to the
- provision of Services;

5.2.2 set out the services to be irrovided and the steps to be taken to remedy
the different levels of failures of and disruption to the Services (such
goods, servie,es and steps, the Business Gontlnul$r Servlces);

5,2.3 specifo any applicable Service Levels with respect to the provlsion of the
Business Continuity Services and details of any agreed relaxation to the
Service Levels in respect of the provision of other Services during any
perjod of invooation of the Business Continuity Plan; and

5.2.4 clearly set out the conditions and/or circumstancds under which the
Business Continuity Plan ls lnvoked.

DISASTER RECOVERY PLAN. PRINCIPLES AND CONTENTS

The Disaster Recovery Plan shall be designed so as to ensure that upon the
occurrenoe of a Disaster the Supplier ensures continuity of the business operations
of the Authority supported by the Services following any Disaster or during any period
of sewice failure or disruption with, as far as reasonably possible, minimal adverse
impact.

The Disaster Recovery Plan shall be invoked only upon the occunence of a Disaster.

The Disaster Recovery Plan shallinclude the following:

6.3.1 the technical design and build spebification of the Disaster Recovery
System;

6.3.2 details of the procedures and processes to be put in pldce by the Supplier
in relation lo the Disaster Recovery Sysldm and the provision of the
Dlsaster Recovery Services and any testing of the same including but not
limlted to lhe following:

(a)

(b)

data centrs and dlsaster recovery site audits;

backup methodology and details of the Supplie/s approach to data:back-

/1

up and data verification;

7frl



(c)

(d)

(e)

(f)

(g)

(h)

(i)

0)

identification of all potential disaster scenarios;

riqk analysis;

documentation of processes and procedures;

hardware configuration details ;

network planning including details of all relevant data networks and
communication links;

invocation rules;

Service recovery procedures; and

7

7.1

steps to be taken upon resumption of the provision of Services lo address
any prevailing effect of the failure or disruption of the provision of
Services;

6.3.3 any applicable Service Levels with respect to the provision of the Disaster
Recovery Services and details of any agreed relaxation to the Service
Levels in iespect of the provision of other Services during any period of
invocation of the Disaster Recovery Plan;

6.3.4 details of how the Supplier shall ensure compliance with security
standards ensurlng that compliance is maintained for any period during
whlch the Disaster Recovery Plan is invoked;

6.3.5 access controls to any disaster recovery sites used by the Supplier in
relation to its obligations pursuant to this Scheduie; and

6,3.6 testing and management anangements.

REVIEWAND AMENDMENTOF THE BCDR PLAN

The Supplier shall review the BCDR Plan (and the,risk analysis on which it is based):

7.1.1 on a regular basis and as a minimum onco every six (6) months;

7.1.2 within three calendar months of the BCDR Plan (or any part) having been
invoked pursuant to paragraph 7; and

7.1.3 where the Authority requests any additional reviews (over and above
those provlded for in paragraphs 7.1 . 1 and 7.1 .2 of this Schedule) by
notifying the Supplier to such effect in writing, whereupon the Supplier
shall conduct such reviews in accordance with the Authority's written
requirements. Prior to starting its review, the Supplier shall provide an
accurate writlen estimate of the total costs payable by the Authority for the
Authority's approval. The costs of both Parties of any such additional
reviews shall be met by the Authority except that the Supplier shall not be

entitled to charge the Authority for any costs that it may incur above any
estimate without the Atrthority's prior written approval.

Each review of the BCDR Plan pursuant to paragraph 7.1 of this Schedule shall be a
review of the.procedures and methodologies set out in the BCDR Plan and shall

$
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assess their suitability having regard to any change to the Services or any underlying
business processes and operations iacititated by or supported by the services which
have taken place since the later of the original approval of the BCDR Plan or the last
review of the BCDR Plan and shall also have regard to any occunence of any event
since that date (or the likelihood of any such eVent taking place ln the foreseeable
future) which'may increase the likelihood of the need to invoke the BCDR ptan. The
revlew shall be completed by the supplier within the period required by the BCDR
Plan or, if no duch period is required, within such period as the Authority shall
reasonably require. The Supplier shall, within twenty (20) Working Days of the
conclusion of each such review of the BCDR Plan, provide to the Authority a report (a
Review Report) setting out

7.2.1 the findings of the review;

7.2.2 any changes in the risk profile associated with the provision of Services;
and

. 7.2.3 the Supplie/s proposals (the Supplleds Proposals) for addressing any
changes in the risk prolile and its proposals for amendments to the BCDR
Plan following the review detailing the impact (if any and to the extent that
the Supplier can reasonably be expected to be aware of the same) that
the lmplementation of such proposals may have on any goods, services
or systems provided by a third Party.

7.3 Following receipt of the Review Report and the Supplier's Proposals, the Authority
shall:

7.3.1 ' review and comment on the Raview Report and the Supplie/s Proposals
aS so_on as reasonably practicable; and

7.g.2 notify the Supplier in writing that it approves or rejecls the Ri;view Report
and the Supplie/s Proposals no later than twenty (20) Working Days afier
the date on which they are first delivered to the Arrthorlty.

7 .4 lf the Authority rejects ihe Review Report and/or the supplie/s proposals:

7.4.1 the Authority shall inform the Supplier in writing of its reasons for its
rejection; and

' 7.4.2 the Supplier shall then revise the Review Report and/or lhe Supplier's
Proposals as the case may be (taking reasonable account of the
Authority's comments and carrying out any n€oessary acflons in
connection with the revision) and shall re-submit a revised Review Report
and/or revised Supplier's Proposals to the Authority for the Authority's
approvalwithin twenty (20) Working Days of the date of the Authority's
notice of rejection. The provisions of paragraphs 2.3 and 7.4 of this
Schedule shallapply agaln to any resubmifted Review Report and
Supplier's Proposals, provided that either party may refgr any disputed' matters for rssolution by the Resolution procedure at any time,

7.5 The Supplier shall as soon as is reasonably practicable after receiving the Authority's
approval of the Supplie/s Proposals (having regard to the signiflcance of any risks
highlighted in the Review Report) effect any change in its practices or procedures
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8.1

8.2

necessary so as to give effect to the Supplieis Proposals. Any such change shall be
at the Supplier's expense unless it can be reasonably shown that the changes are
required because of a material change to the risk profile of the Services.

TESTING OF THE BCDR PLAN

The Supplier shall test the BCDR Plan on a regular basis (and in any event not less
than once in every Contract Year). Subject to paragraph 8.2 of this Schedule, the
Authority may requiie the Supplier to conduct additional tests of some or all aspects
of the BCDR Plan at any time where the Authority considerS it necessary, including
where there has been any change to the Services or any underlying business
processes, or on the occurrence of any event which may increase the likelihood of
the need to implementthe BCDR Plan.

lf the Authority requires an additional test of lhe BCDR Plan, it shall give the Supplier
written notice and the Supplier shall conduct the test in accordance with the
Authority's requirements and the relevant provisions of the BCDR Plan. The
Supplier's costs of the additional test shall be borne by the Authority unless the
BCDR Plan fails the additional tdst in which case the Supplierts costs of that failed
test stiall.be borne by the Supplier.

8.3 The Supplier shgll, within twenty (20) Working Days of the conclusion of each test,
provide to the Authority a report setting out:

8.3.1 the outcome of the test;

8.3.2 any failures in the BCDR Plan (including the BCDR Plan's procedures)
revealed by the test; and

8.4

8.3.3 the Supplier's proposals for remedying any such failures.

Following each test, the Supplier shall take all measures requested by the Authorlty,
(including requests for the re{esting of the BCDR Plan) to remedy any failures in the
BCDR Plan and such remedial activity and re.testing shall be completed by the
Supplier, at no additional cost to the Authority, by the date reasonably required by the
Authority and set out in such notice.

8.5 For the avoidance of doubt; the carrying out of a test of the BCDR Plan (including a
test of the BCDR Plan's procedures) shall not relieve the Supplier of any of its
obligations under this Contract,

B,p The Supplier shall also perform a test of the BCDR Plan in the event of any major
reconfiguration of the Services or as otherwise reasonably requested by the
Authority.

I INVOCATION OF THE BCDR PLAN.\
9.1 ln the event of a complete loss of service or in the event of a Disaster, the Supplier

shall immediately invoke the BCDR Plan (and shall inform the Authority promptly of
such invocation). ln all other instances the Supplier shall invoke or test the BCOR
Plan only with the prior consent of the Authority.

-F, LL
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Schedute 6

lmplementation and Testing

Part A: lmplemenlation

1 PURPOSE

1.1

1.2

The purpose of thls schedule is to describe the requirements, activities and
outcomes to be performed by the supplier lo ensure smooth commencement of the
services with effect from the Commencement Date and ensuring the timely and
effective commencement of the Development services in accordance with the
lmplementation Plan;

define a process for the preparation, agreement and implementation of the detailed
lmplementation Plan to deliver the Services; and

to ldentify the Milestones (and associated Deliverables)

to provide an overview of Testing of the Service and Deliverablos.

OUTLINE IMPLEMENTATION PLANS

The supplier provlded an outline lmplementation plan as part of its Tender, whlch ls
attached at Appendix A of this Schedute 6.

Atl changes to the outline lmplementation plan shail be suuleci to the,variation
Procedure provided that the supplier shail nol attempt to postpone any of the
Milestones using the Variation Procedure or otherwise,

APPROVAL OF THE DETAILED IMPLEMENTATION PLAN '

The Suppller shall submit a draft of the detailed lmplementalion Plan to lhe Authority
for approval within fifteen (15) Working,Days of the Gommencement Date

The Supplier shallensure that the draft detailed lmplementation ptan:

3.2.1 incorporates all of th6 Milestones and Milestone Dates set out in the
Outline lmplementation Plan;

3.2,2 includes (as a minimum) the supplier's proposed Deliverables, timescales
and actlvlties and Testing in respect of each of the Milestones:

clearly outlines all the steps required to implement the Milbstones and/or
any other implementation activity to.be achieved (including roles,
responsibllitieg and resources of the Parties and of third parilee) together
wlth a plan for the rest,of the progr€mme, in conformity wlth the
Authority's requitements;

3.2.3

1.3

1.4

2

2.1

2.2

3

3.1

3.2

3.2.4

3.2.5

is producod using a software tool as specifidd, ot agreed by the Author'ity;

sets but all proposed approval/closure criteria for all Milestones;
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3;2.6

3.2.7

3.2.8 sets out fulldetails of all migration and transition activity that need to'be
completed; along with details of any additional governance arrangements
which will be applied during the implementation phase;

includes details of how the Supplier will co:ordinate and implement activity

and knowledge transfer from the Authority's existing operational and

service managiement teams (including Authority third Parties and the
inoumbent Supplier) and training for the Authority and its users; and

includes a Test Plan for each Milestone (and where applicable, each
Deliverable within that Milestond.

3.2.9

3.2.10

The Authority shall have the right to requlre the Supplier to lnclude any reasonable

changes or proyisions in the delbiled lmplementatlon Plan before it is submitted to
the Authority in accordance with this Schedule.

Following receipt of the draft detailed lmplementatibn Plan from lhe Supplier, the

Authority shall:

3.4.1 review and comment on the draft detailed lmplementation Plan as 6oon

as reasonably practicable; and

g.4,2 notiff the Suppller in wrlting that it approves or rejects the draft detailed
' lmplementatlon Plan no later than flfteen (15) Working Days after the date

on which the draft detailed lmplementation Plan is first delivered to the

Authority.

lf the Authority rejects the draft detailad lmplementation Plan:

3.5.1 ' the Authority shall inform the Supplier in writing of its reasons for its
rejection; and

3,5.2 the Supplier shall then revise the draft detailed lmplementration Plan
(taking reasonable account of the Aulhority's comments) and shall re-

'submit 
a revised drafi detailed lmplementation Plan to the Authority for

the Authority's approval within ten (10) Working Days of the date of the

Authority's notice of rejection. The provisions,of Paragraph 3.4 and this

Paragraph 3.5 shatl apply again to any resub.mitted draft detailed
lmplementation Plan, provided that either Party may refer any disputed
mattgrs for resolution by the Dispute Resolution Pfocedure al any time.

lf the Authority approvesthe draft detailed lmplementation Plan, it shall replace the

Outline lmplementation Plan from the date of the Authority's notice of approval.

UPDATES TO AND MAINTENANCE OFTHE DETAILED IMPLEMENTATION PLAN

,Afler approval of the detailed lmplemeflation Plan in accordance with paragraph 3 of
this Schedule, it shall be maintained and updated on a weekly basis by the Supplier

includes a "Risk, lssues and Assumptions Log"
explains any underpinning issues, assumptions
the detailed lmplementation Plan;

sets out a list of AUthority responsibilities;

whlch idehtifies and
and risks associated with

3.3

3.4

3.5

3.6

4
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4.2

4.3

4.4

4,5

4.6

5

5.1

5.2

as may be necessary to reflect the then cunent state of the implementation of the
Services.

Save for any amendments which are of a type identified and notifled by the Authority
(at the Authority's discretion) to the su'pplier in writing as not rdquiring approval, any
materialamendments to the detailed lmplementation Plan shall be sublect to the
Variation Procedure (and for the avoidance of doubt any amendments to elements of
the detailed lmplementation Plan which reflect the contents of the outline
lmplementation Plah shall be deemed to be materlal amendments).

Until such time as the updated detailed lmplementation plan is approved by the
Authority, the detailed lmplementation Ptan then existing (that-is to say prior to the
update) shall apply.

ln additionto maintaining and updating the detailed tmplementation plan in
accordance with this schedule, the supplier shall submit an updated detailed
lmplementation Plan within twenly (20) working Days of receiving notification from
the Authority, or such longer period as the Parties may agree (provided that any
fuilure lo agree such longer period shall be referred to the Dispute Resolution
Procedure), of bbing advised by ihe Authority of an event reasonably identified by the
Authority as requiring a revised detailed lmplementation plan.

Any such revised detailed lmplementation Plan shall be submifted by the Suppf ier for
approval in accordance with the procedure set out in this paragraph 4.

The Parties shall consider and review the detailed lmplementation Plan and progress
towards its successful implementation at regular meetings to be held at a lrequency
to be agreed between them and at such shorter frequenly as may be required in
respect of any governance arrangements that are established for the purposes of
lmplementation in accordance with paragraph 3.2.8 of thls schedule. ln preparation
for such meetings, the current detailed lmplementation plan shall be provided by the
supplier to the Authority not less than five working Days in advance of each meeting.

Milestones and Milestone Dates

The supplier shall perform its obligations so as to Achieve each Milestone by the
Milestone Date and comply with the lmplementation Plan.

changes to the Milestones events set out in the lmplementation plan after it has
been Approved shall only be made in accordance with the Variation Procedure and
provided that the Supplier shall not attempt to postpone any of the Milestones events
using the Variation Procedure or otherwise.

where speclfied by the Authority in the lmplementation plan, time in relation to
compliance with a date, Milestone Date or period shall be of the essence and failure
of the Supplier to comply with such date, Milestone Date or perlod shall be a material
De{ault unless the Parties expressly agree otherwise.

5.3

p
/

&_

fll



Part B:Testing

1 DEFINITIONS

1.1 tn tnis ScneOule, the following definitions shall apply:

2

' 2.1.

Componedt means any constituent parts of the Services, bespoke or
COTS, hardware or softwaro;

coTs means commercially available off the shelf software,
being software that is commonly used and is provided in
a standard form and on standard licence terms which are

not typically negotiated by the liqensor;

Test means any tests required to be carried out pursuaht to
this,Contract as set out in the Test Plan (where used)
and Testlng and Tested shall be construed accordingly;

Test lesue means any variance or non-conformity of the Services or
Deliverables from their requirements'as $et out in the
Order Form;

Test Plan means a plan:

(a) for the Testing of Deliverables; and

(b) setting out other agreed critbiia related to the
achievement of Milestones

as described further in this Schedule;

Test Reports means the reports to be produced by the Supplier setting
out the results of Tests;

Test Success Criteria means, in relatioh to a Test, the test sucoess crlteria for
that Test as referred to in paragraph 6 of this Schedule;

INTRODUCTION

This Pdrt B iets out the approach tO Testing and the different Testing activities to be

undertaken, including the preparation and agreement of the Testing Plans.

RISK

The issue of a Milestone Achlevement Gertificate shall not:

3.1.1 operate to transfer any risk that the relevant Deliverable or Milestone is
complete or will meet and/or, satisff the Authorig's rt4uirements for that
Deliverable or Milestone; or

affect the Authority's right subsequently to reject:

all or any element of the Deliverables; or

3

3.1

3.1.2

(a)
ALI
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(b) any Milestonb to which the Milestone Achievemerit Certificate relates.

3.2 Notwithstanding the issuing of any Milestone Achievement Certificate, the Supplier
shall remain solely responsible for ensuring that:

3-2.1 fhe Services are lmplemented in accordance with this Contract; and

3.2.2 each Servlce Level is met.

4 TESTING OVERVIEW

4'1 All Tests conducted by the Supplier shall be conducted in accordance with the
Testing Plans.

4,2 The Supplier shall use reasonable endeavours to submit each Deliverable for Testing
or re-Testing by or before the daie set out in the lmplementation Plan for the' commencement of resting in respect of the relevant Deliverable.

4'3 , The Authtirity shall be entitled to review the relevant Test Reports and logs on
request.

4,4 Any disputes belween the Supplier and the Authority regarding this Testing shall be
refened to the Dispute Resolution procedure.

5 TEST PLAN

5.1 The supplier shalldevelop a Test plan as soon as practicable afterthe
commencement.Date but in any case no laterthanfifteen (15) working,Days (or
such other period as the parties may agree) after the commencement Date.

5.2 The Test Plan shall include an overview of how Testing will be conducted in
accordance with the lmplementation Plan and will set out the processes and
procedures uged to capture, rbcord and classifo Test lssues dnO test results
including use ol Test Repoits and logs and details of any personnel, assets, technical
environments and ionfigurations which will be used tci support Testing and how they

. willbe used.

5.3 Each Test Plan shall also include as a minimum:

5'3.1 the relevant Test definition and the purpose of the Test, the Milestone to
which it rerates, rhe requirements being Tested and, for each rest, the
specific Test Success Criteria to be satisfled;

5.3.2 a dbtailed procedure for the Tests to be carried out

5.4 The Authorlty shall not unreasonably withhold or delay its Approval of the Testing
Plans provided that the Supplier shall implement any reasonable requirements of the
Authority in the Test.plans,

6 TEST SUCCESS CRITERIA

6.1 The Test Success Criteria for all Tests shall be agreed between the parties as part of
the relevant Test Plan puisuant to paragraph 5 of thls Schedule.

7 TESTING
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7.1 The Supplier shall manage the progress of Testing in accordance with the rlbvant

7.2 The Supplier shall provide to the Authority in relation to each Test the ffnalTest
Report within 5 Working Days (or such other period as the Pdrties may agree in

wrlting) of completion of Testing. l

T.g Each Test Report shall provide a full report on the Testing conducted in respect of

ihe relevant Deliverables, including an overview of the Testing conducted,

identification of the Tesl Success Criteria which have been satisfled or not (including

reasons why a Test may have failed); details of incomplete or postponed Tests; and

specifications gf any hardware and software used when Testirig (and changes that

may have been applied for the purpose of Testing):

7.4 When the Supplier has completed a Milestone it shall submit any Deliverables

relating to that Mllestone for Testing.

T.S Each Party shall bear its own costs in respect of the Testing. However, if a Milestone

is not Achieved, the Authority shall be entitted to recover from the Supplier, any

reasonable additional cgsts it may incur as a direct reqult of further review or re-

Testjng of a Milestone.

7.6 Notwithstanding the issuing of any Mllestone Achievement Certificate, the Supplier

shall remain solely responsible for ensuring that the Services are provlded in

accordance with this Contract.

7,7 The Authority shall be entltled; without prejudice to ariy othei rights and remedies

that it has under this Contract, to recover from the Supplier any re6sonable additional
- costs it may incur as a direcl result of further review or re-Tesling which is required

for the Test Success Criteria for that Dellverable to be satlsfled'

8 ISSUE OF MILESTONE ACHIEVEMENT CERTIFICATE

8.1 The Authority shall issue a Milestone Achievement Certificate in respect of a given

Milestone as soon as is reasonably practicable following:

8.1.1 lhe successful completion of all Tests ln respect of all Deliverables related

to that Milestone; and

8.1:2 performance by the Supplier to the reasonable satisfaction of the

Authority of any othqr tasks identified in the lmplementation Plan as

associ6ted with that Milestone (which may include the submission of a

Deliverable that is not due to be testeA, iuch as the production 6f

Documeritation).

8.2 lf a Milestone is not Achieved, the Authority shail promptly issue a report to the

Supplier setting out:

8.2.1 the issues in relation to the Test;

8.2.2 any other reasons for the relevant Milestone not being Achieved.

+ Lt-
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8.3 Provlded there are no Tqsl lasues whlch would, in the reasonably oplnlon olthe
Rdlhoiltv, adversely afiect the provishn of the,serurces, rm Awiorliv shalt iesue a
Mllestone Achievement Certlficate,

+L<
'/ ltt



' Appendix A

MILESTONE ACHIEVEMENT CERTIFICATE

To: finsert name of Supplier]

From: [insert name of Authority]

[insert Date dd/mm/yWyl

Dear Sirs,

MILESTONE ACHIEVEMENT CERTIFICATE

Milestone:

We refer to the agreement (Contract) relating to the provision of the Services'between the

Itnsert Authority namal (Authority) and linsert Supplier namef (Suppller) dated [iaserf
Co mm e ncem ent D ate dd/m mlyyy y l:

The definitions for terms capitalised in this certificate are set ouf in this Conkact.

[We coTrfirm that allthe Deliverables relating to Milestone lnumber] have been teeted
successfully in accordance wlth the Testing Plan relevant to this Milestonel

Yours faithfully

[insert Name]

[insert Position]

acting on behalf of [insert name of Authority]

+ At-
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Schedule 7

Standards

1 Contract Standards

1.1 The Supplier shall at all times during lhe Term comply with the Standards inctuding
' but not limited,to the following:

l

Service Management Standards

1'2 BS EN lso 9001:2015 Quality Managoment system standard or equivalenl.

1.3 lTlL v3 2011lT Service Management

1.4 lso/lEc 20000:2011 Parts 1-4 lrsM specification for service Management.

1'5 lso 10007 Quality management systems - Guidelines for configuration
management.

1.6 ISO 22301 - "Societal Security - Business continuity management systems -Requirements" and ISO 22313 - "societal Securlty - Business continulty 
'

management systems - Guidance"

EnvironmentalStandards ,

1'7 BS EN ISO 14001 Environmental Management System standard or equivalent.

1'8 Directive 2O12l1gtEU on Waste Electrical and Electronic Equipment (or equivalent)
and Directive 20111651EU on the Reslriction of the Use of Gertain Hazardous
Substances in Electrical and Eleotronlc Equipment (or equivalent).

Portfolio, Programme and Proiect Management Standards

1.9 FRINCE2 and MSP methodologies. ISO 21500:2012 Guidance on project
management. ISO/I EC/IE EE 1 6326-2009 Systems and Software Engineering-Life
Cycle Processes-Project Management or equlvalent methodology.

lnfrastructure Safety Standards

1.10 BS EN 60950-1:2OO6+A12:2011.or subsequent replacements for hardware,

1.11 eS gN 60065:2002+ A12:2o011or subsequent replacements for audio, video and
similar eleclronic apparatus

1.12 BS EN 60825-1:2007 or subsequent replacement for laser printers or scanners using
lasers.

1'13 BS EN 41003:2009 or subseguent or subsequent replacements for apparatus for
connection to any telecommunications network,

Accessible lT Standards

1.14 the world wide web consortium (wgc) web Accessibility tnitiative (wAt) web
Content Accesslbility Guidelines (WCAG) 2.0 Conformance LevelAA.

$
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1.15 ISO/IEC 13066-1:2011 lnformation Technology- lnteroperability with assistive
technology (AT) - Part 1: Requirements and recominend-alions for interoperability

1.16 ' BS 8878:2010 Web Accesslblllty Code ol Practice.

lnformation Tech nology Standards

1:17 https/iwww,gov.uk/governmenUpublications/open-standards-principles

1.18 Governmont Open Data Standards
https://www.gov.uUgovernmenvpublications/open-standards-for-government

1.19 Technology Code of Practice
hftps://www.gov.uUgovemmenUpublications/technology-code-of-practice/technology-
code-of-practice

1.20

1.21

1.22

1.23

hft ps://www.gov. uUpublic-services-network#psn-standards

hfips//www.gov,uk/govdrnmenUpubtications/greening-government-ic$strategy

hftps://www,gov,uUgovemmenUpublications/open-source-open-standards-and-re-
use-governmenl-action-plan'

Government Security Policy Framework - :

https //www. gov, uldgovernmenUpublications/securily-policy-framewo rk

Architecture and Design Standards

1.24 COgtt 5 and TOGAF 9.1 Architecture Framework and Standards.

1.25 BS 7000-1:2008 Design management systems. Guide to managing innovation

1.26 BS 7000-3:1994 Design management systems. Guide to managing service design

Connectlvlty Standards

1.27 GSiv4.1 (although no new connections are being accepted by GSi after 12112).

1.28 PCI DSS V3,2 (Gard payment network)

1.29 e-Government lnteroperability Framework (e-GlF v6. 1, 1 8/31 /2005)

1,30 e-GlF Technical Standards Catalogue (v6:,2, 2lSl2.OO5l

1.31 e-Government Metadata Standard (e-GMS v3.1, 29/8/2008)

1.g2 lnformation Age Government Security Framework or equivalent.

lnformation Security Management Standards

1.33 ISO 27001 Information Securi$ Management standard or equivalent.

Manual of Protectlve Securlty Standards

1.34 Manual of Protective Security (MPS) or eguivalent

+ A.
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Cyber Essentials Scheme

1.35 Cyber Essentials Scheme Basic Certificate and/or Cyber Essentials Scheme Plus
Certificate - https://www.gov.uk/governmenUpublications/cyber-essentials-scheme-
overview

Miscellaneous

1.36 Off-payroll working in the public sector: reform of the intermediaries'legislation (1R35)
- hftps://www.gov.uk/govemmenVpublications/off-payroll-working-in.the-public-sector-
reform-of-the-intermediarles-legislatiqn-technical-note

1.37 The Suppliers shall comply with the Governments supplier standard for digital and' technology servlce providers when it is publishbd. A draft of tha standard was
published for consultation in September 2016 and the consultation closed in' December 2016. The final standard is expected to be published in 2017 -
https://www.gov.uk/governmenUconsultations/supplier-standard-for-digital-and-
technology-servlce-providers

+A(
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Schedule 8

Security

DEFINITIONS

In this Schedule, the following definitions shall apply:

Baseline Security means those requirements outlined in Appendix A of
Requlrements this Schedule

Breach of Security means the occurience of:

(a) any unauthorised access to or use ofthe
Services, the Sites, the ICT Enyironment and/or
any lCT, information or data (including the
Confidential lnformation and the Authority Data)
used by the Authority and/or the Supplier in
connection with this Contract and/or

(b) the loss and/or unauthorised disclosure of any
information or data (lncluding the Confldential
lnformation and the Authority Data), including
any copies ol such information or data, used by
the Authority and/or the Supplier in connection
with this Contract,

in either casei as more particularly set out in:

(i) the Baselin'e Security Requirements in
Appendix A to this Schedule; and

the Security Policy (as may be notified to
the Supplier by the Authority and/or
which is available on request from the
Authority);

rsMs the information securlty managernent System developed
by the Supplier in accordance with paragraph 2 (ISMS)
as updated from time to time in accordance with this
Schedule;

1.1

Security Pollcy
Framework

Securlty Tests

2 INTRODUCTION

(ii)

the HMG Security P,olicy Framework
https://www. gov. uk/governmenUpublications/security-
policy-framework; and

has the meaning given in paragraph 6.1 of this
Schedule (Testing of the ISMS).

_p .&-
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2,1

2.2

2.3

The Parties acknowleiJge that the purpose of the ISMS and the Security
Management Plan are to ensure a good organisaflonal approachto securlty under
which the specilic requirements of thls Contract wiil be met.

Both Parties shall provide d reasonable level of access to any members of their
personnelfor the purposes of designing, implementing and managing security.

The Supplier shall use as a minimum, Good lndustry Practice, in the day to day
operation of any system holding, transferring or processing Authority Data and any
system that could directly or indirectly have an impacl on th'ai information, and shall
ensure that the Authority Data remains under the effective control of the Supplier at
alltlmes.

2.4 The Supplier shall ensurc the up-to-date maintenance of a Security policy relating to' the operation of its own oiganisation and system and on request shall supply thiJ
document as soon as practicable to the Authority.

2.5 The Authorlty and the Supplier acknowledge that information security risks are
' shared between the Parties and that a compromise of eilher the Suppller orthe

Authority's security provisions represents an unacceptable risk to the Authority
requiring immediale communicatlon and co-operation between the parties.

3 tsMs

3.1 lf requested by the Airthority, by the date specified in the lmplementation plan the
Supplier shall, develop and submit to the Authority for the Authority's Approval an
information security management system for the purposes of this contract, which
shall comply with the requirements of paragraphs 3.3 to 3.4 of this Schedule
(Security).

The Supplier shall be responsible for the effective performance of the ISMS.

The ISMS shall:

3.2

3.3

3.3.f

3.3.2

unless otherwise specified by the Authority in writing, be devetoped to
protect all aspects of the Services and all processes associated with the
delivery of the Services, including the Authority Premises, the Sites, the
Supplier System, the Authorlty System (to the extent that it is under the
control of the Supplier) and any lCT, informdtion and data (including the
Authority's Confidential lnformation and the Authority Data) to the.extent
used by the Authority or the Supplier in connection with thls Contract;

meet the relevant standards in ISO/IEC 27001 and ISO/IEC 27002 in
accordance with Paragraph 7; and

3.3.3

(a)

(b)

(c)

at all times provide a lsvel of security which:

is in accordance with Good Industry Practice, Law and this Contract;

complles with the Baseline Security Requirements;

complies with at least the minimum'set of security rheasures and
standards as determined by the Security Poticy Framework (Tiers 1-4);
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(d) addresses issues of incompatibility with the Supplie/s own organisational
security policies;

(e) complies with ISO/|EC27O01 and lSOflEC27002 in accordance with

Paragraph 7; and

(0 complies with the Authority's IOT policies.

9.9.4 document the security incident management processes and incident
response plans;

3.3.5 document the vulnerability management policy including processes for
identification of system vulnerabilities and assessment ol the potential

impact on the Services of any new threat, vulnerability or exploitation
techniqtre of which the Suppller becomes aware, prioritisation of sqcurity
patches, testing of security patches; application of security patches, a

process for Authority approvals of exceptions, and the rbporting and audit
mechanism detailing the efficacy of the patching policy; and

3.3.6 be certilied by (or by a person wlth the direct delegated authority of) a

Supplier's main board representative, being the Chlef Security Offlcer,
Chief lnformation Officer, Chief Technlcal Officer or Ghief Financial Officer
(or equivalent as agreed in writing by the Authority in advance of issue of
the relevant Security Management Plan).

3.4 ln the event that the Supplier becomes aware of any lnconsistency in the provisions

of the standards, guidance and policies set out in paraglaph 3.3 of this Schedule,
the Supplier shall immediately notifo the Authority Reprbsentative of such
inconsistency and the Authori$ Representative shall, ad soon as practicable, notify
the Supplier as to which provision the Supplier shall comply with.

3.5 lf the ISMS submifted to the Authority pursuiant to paragraph 3.1 of this Schedule ls
Approved by the Authority, it shall be adopted by the Supplier immedi6tely and

thereafter operdted and maintained in accordance with this Schedule, lf the ISMS is

not Approved by the Authority, the Supplier shallamend lt wlthln tEn ('10) Working
Days of a notice of non-approval from lhe Authority and re-sUbmlt it lo the Aulhority
for Approval. The Parties shall use all reasonable endeavours to ensure that the
Approval process takes as little time as possible and in qny event no longer than
fifteen (15) Worklng Days (or such other period as the Parties may agree in writing)
frbm the date of the first submisslon of the ISMS to the Authority.

3.6 Approval by the Authdrity of the ISMS pursuant to paragraph 3.5 of this Schedule or
of any ihange or amendment to the ISMS shall ndt relieve the Supplier of iis
obligations under this Schedule.

4 SECU RITY MANAGEMENT PLAN

Within twenly (20) Working Days after the Commencement Date, the Supplier shall
prepare and submit to the Authorlty for Approval ln accordance with paragraph 4 of
this Schedule a tully de'feloped, complete and up-to.datb Securlty Management Plan
which shall comply with the requirements of paragraph 4.2 of this Schedule.

4"1
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4.2 The Security Management Plan shall:
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4.2.1

4.2,2

4.2.3

4.2.4

4.2,5

4.2,6

4.2.7

4.2.8

4.2,9

4.2.10

comply with the Baseline Security Requirernents and Security policy;

identifu the necessary delegated organisational roles defined for those
responslble for ensuring this Schedule is complied with by the Supplier;

detail the proc€ss for managing any,security risks from sub-contractors
and third Parties authqrised by the Authority with access to the services,
processes associated wlth the delivery of the Services, the Authority
Premises, the Sites, the Supplier System, the Authority System (to the
extent that it is under the control of the supplier) and any lGT, infoimation
and data (includiJrg the Authority confidential lnformation and Authority
Data) and any system that could directly or indirecily have an impact on
that information, data and/or Services;

unless otherwise speclfied by the Authority in writing, be developed to
protect all aspects of ihe Services and all processes associated wilh the
delivery of the Services, including the Authority premises, the Sites, the
supplier system, the Authority system (to the extent that it is under the
control of the Supplier) and any lCT, information and data (including the
Authority's confidential lnforniation and lhe Authority Datajlo the eitent
used by the Authority or the supplier in connection with this contract;

set out the securily measures to be implemented and maintained by the
Supplier in relation to all aspects of the Services and all processes
associated with the delivery of the services and at all times comply with
and specify security measur€s and procedures which are sufficient to
ensure that the Services comply with the provisions of this Schedule
(including the requlrements set out in paragraph 4.2 of this Schedule);

demonstrate that the supplier's approach to delivery of the services has
minimised the Authority and supplier effort requlred to comply with this
schedule through consideration of available, appropriate and practicable
pan-government accredited services (for example, ,platform as a service'
offering from the G-Cloud catalogue);

set out the plans for transitioning all security arrangements and
responsibilities from those in place at the commencement Date to those
incorporated in the lsMS at the date set out in the lmplementation plan
for the suppliei to meet the full obligations of the security requirements
set out in Appendix A (Security) to this Schbdule;

set out the scope of the Authority system that is under the control of the
Supplier;

be structured in accordance with tSO/tEC27001 and ISO/|ECZ70O2,
cross'referencing if necessary to other schedules which cover specific
areas included within those standards; and

be wrltten in plain Engllsh in language which is readily comprehensible to
the staff of the Supplier and the Authority engaged in the Services and
shall reference only documents which are in the possession oJ the
Authority or whose location is othenrvise specified in this $chedule.
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4.3 lf the Security Management Plan submitted to the Authority pursuant to

.paragraph 4.1 of this Schedule is Approved by the Authority, it shall be adopted by

the Supplier immediately and thereafter operated and maintained in accordance with

this Schedule. lf the Security Management Plan is not approved by the Authority, the
Supplier shall amend it within ten (10) Working Days of a notioe of non-approval from

the Authority and re-submit it to the Authority for Approval, The Parties shall use all

reasonable endeavours to ensure that the Approval process takes as little time as
possibl6 and in any event no longer than fifteen (15) Working Days (or such other
period as the Parties may agree in writing)from the date of the first submission to the
Authority of the Security Management Plan. 

,

4.4 Approval by the Authority of the Security Management Plan pursuant to paragraph

4.3 of this Schedule or of any change or amendmeht to the Security Management
Plan shall not relieve the Supplier of its obligations under this Sohedule.

5 AMENDMENT AND REVISION OF THE ISMS AND SECURITY MANAGEMENT
PLAN

5.1 The ISMS and Security Management Plan shall be fully reviewed and updaled by the
Supplierfrom time to time and at least annually to reflect

5.1.1 . emerging changes in Good lndustry Practice;

. 5.1,2 any change or proposed change to the Supplier System, the Services
andlor associated prooesses :

5.1.3 any new perceived or changed securlty threats; and

5,1.4 any reasonable request by the Authority.

5.2 The Supplier shall provlde the Authorfty with the results of such reviews as soon as

reasonably practicable after their completion and amend the ISMS and Security
Management Plan at no additional cost to the Authority and changes shall be
implemented in accordance with the Vadation Prooedure.

6 TESTING OF THE ISMS

6.1 'The Supplier shall conduct tests of the ISMS (Security TestS) from time to time and at
least annually and additionally after any change or amendment to the ISMS or the

Security Management Plan. Secudty Tests shall be designed and implemented by

the Suppligr so as to minimise the impact on the delivery of the Services and the

date, timing, content and conduct bf suoh Security TestS shall be agreed in advance
with the Authority.

6.2 Without preJudice to any other right of audit or access granted to ihe luttrority
pursuant to this Contract, the Authority and/or its authorised representatives shall

be entitled, at any time and without giving notice to the Slpplier, to carry out such

tests (including penetration tests) as it may deem nbcessary in relation to the ISMS

and the Suppller's compliance with the.lSMS and the Security Management Plan.
The Authority may notlff the Supplier of the results of such.tests after completion of

. each such test. lf any such Authority test adversely affects the Supplie/s ability to

deliver the Services so as to meet the Service Levels, the Supplier shall be granted
rdllef against any resuhant under-performance for the period otthe Authority test.
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6.3

6.4

7

7,',|

'7.2

7.3

8

8.1

where any sacurity Test carried out pursuant to paragraphs 6.1 or 6.2 of this
schedule reveals any actual or potential Breach of security, the supplier shall
promptly notif, the Authority of any changes to the lsMS and to the $ecurity
Management Plan (and the implementation thereofl which the supplier proposes to
make in order to correct such failure or weakness. subject to the Aulhority's prior
written Approval, the supplier shall implement such changes to the lsMS and the
Security Manggement Plan and repeat the relevant Security Tests in accdrdance with
the timetable agreed wlth the Authority or, otherwise, as soon as reasonably
possible. For the avoidance of doubt, where the change to the lsMS or security
Management Plan is to address a non-compliance wlth the Security Policy or security
requirements (as set out in Appendix A (security)to this Schedule) or the
requirements of this Schedule, the change to the lsMS or security Management plan
shall be at no cost to the Authority.

lf any repeat security Test carried out pursuant to paragraph 6.3 ol this schedule
reveals an actual or potential Breach of security exploiting the same root cause
failure, such circumstance shall constitute a material Default of this contract.

CoMPLIANCE OF THE ISMS W|TH tSp/tEC 27001 AND tSO/tEC 27002

The Authority shall be entitled to iarry out such security audits as it may riasonalily
deem necessary in order to ensure that the lsMS malntains compliance with the
principles and practices of ISO 27001 and tSO/lEC 27002.

lf, on the basis of evidence provided by such security audits, it is the Authority's
reasonable opinion that compliance with the prlnciples and practices of lso/lEC
27001 or lso/lEc 27ao2is not being achieved by the supptier, then rhe Authority
shall notifo the supplier of the safue and give thesupptier a reasonable time (having
regard to the extent and criticality of any non,compliance and any other relevant
circumstances) to become compllant with the principles and practices of lso/lEC'27001 and lso/lEC 27002. tf the supplier does not become comptiant within the
required time then the Authority shall have the right to obtain an independent audit
bgainst these standards in whole or in part.

lf, as a result of any such independent audit as described in paragraph 7.2 of this
SchedUle the Supplier is foundto be non-compliant with the principles and practices
of lso/lEC 27o01 or lso/lEc 27002 then the supptier shail, at its own expense,
undertake those actions required in order to achieve the necessary compliance and
shall reimburse in full lhe costs incurred by the Authority in obtaining suih audit,

BREACH OF SECURITY

Either Party shall notify the other in accordance with the agreed security incident
management process as defined by the lsMS upon becoming aware of dhy Breach
of Security or any potential or attempted Breach of Security.

without prejudice to the security incident management process, upon becoming
aware of any of the circumstances referred to in paragraph g,1 of this schedule, the
Supplier shall:

8.2.1 immediately take all reasonable sreps (which shall include any action or
changes reasonably required by the Authority) necessary to:

8.2
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(a) mlnimise the extent of actual or potential harm caused by any Breach of
Security;

remedy such Breach of Securlty or any potential or attempted Breach of

Security or protect the integrity of the ISMS against any such Breach of
Security or any.potential or attempted Breach of Security;

apply a tested mitigation against any such Breach of Security or
attempted Breach of Security and, provided that reasonable'testing has
been undertaken by the Supplier, if the mitigation adversely affects the

Supplier's ability to deliver the Services so as to meet the Service Level

Performance Measures, the Supplier shall be granted relief against any

resultant under-performance for such period as the Authority, acting
reasonably, may speciry by written notice to the Supplier;

prbvent a iurther Breaoh of Sbcurity or any polential or attempted Breach
of Security in the future exploiting the same root cause failure;

supply any requ'ested data to the Authority or the Computer Emergency

Response Team for UK Government (GovCertUK) on the Authority's
request within two (2) working days and without charge (where such
requests are reasonably related to a possible incident or compromise);
and

as soon as reasonably practicable provide to the Authority full details
(using such reporting mechanism as deflned by the ISMS) of the Breach
of Security or the potential or attempted Breach of Secudty, lncluding a
root cause. dnalysis where required by the Autho'rity.

(b)

(c)

(d)

(0

8.3

9.1

9,2

(e)

ln the event that any action'is thken in rdsponse to a Breaoh of Security or potential

or attempted Breach of Security that demonstrales non-compliance of the ISMS with

the Security Policy or Baseline Security R6quirements or the requirements of thls
Schedule, then any required change to the ISMS shall be at no cost to the Authority.

VULNERABI LITIES AND CORRECTIVE ACTION

The Authority and the Supplter acknowledge that from time to time vulnerabilities ln

the ICT Environment Will be discovered which unless mitigated will present an

unacceptable risk to the Authority's information.

The severity of threat vulnerabilities for Supplier COTS Software and Third Party

COTS Software shall be categorised by thir $upplier as 'Critical', 'lmportant' and.

'Other' by aligning these categories to lhe vulnerability scoring according to the

agreed method in the ISMS and using the appropriate vulnerability scoring sydtems

including:

g,2.1 the'NationalVulnerability Database' 'Vulnerability Severity Ratings':
'High', 'Medium'and'Low' respectively (these in turn are aligned to CVSS

scores as set out by NIST http//nvd.nist.gov/cvss.cfm); and

9;2.2 Microsoft's'security Bulletin Severity Rating System'ratings'Criticall,
'lmportant', and the two remaining levels ('Moderate' and 'Low')
respectivelY.
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9,3

9.4

9.5

The Supplier shall procure the appllcation of security patches to vulnerabilities within
a maximum period from the public release of such patches wilh those vulnerabilities
categorised as 'critical' within 14 days of release, 'lmportant' within 30 days of
release and all 'Other'wlthin 60 Working Days of release, except where:

9.3.1 the Supplier can demonstrate that a vulnerability is not exploitabte within
the context df any Service (e.g. because it resides in a software
Component which is not running in the service) provided vulnerabilities
which the supplier asserts cannot be exploited within the context of a
Service must be remedied by the Supplier within the above timescales if
the vulnerability becomes exploitable within the context of the service;

g.3,2 the application of a 'critical' or'lmportant' security patch adversely affects
the supplie/s ability to deliver the services in which case the supplier
shall be granted an extension to such timescales of 5 days, provided the
Supplier had followed and continues to follow the security patch test plan
agreed with the Authority; or

9.3.3 the Authority agrees a different maximum period after a case-by-case
consultation with the supplier under the processis defined in the lsMS.

The solution and lmplementation plan shall include provisions for major version
upgrades of all supplier cors software and rhird party cors software to be
upgraded within 6 months of lhe release of the latest Version, such that it is no more
than one major version level below the latest release lnormaity codified as running
software no older than the'n-1 version') throughout the Term unless:

9.4.1 where upgrading such supftier corS Software and rhird party cors
Software reduces the level of mitigations for known threats, vulnerabilities
or exploitation techniques, provided always that such upgrade is made

. within 12 rnonths of release of the latest version; or

g.4.2 is agreed *itt'r tf," Authority in writing.

The Supplier shall: \

s'5,1 implement a mechanism for receiving, analyslng and acting upon threat
information supplied by GovcertUK, or any other competent central
Government Body;

9,5.2 ensure that the ICT Environment (to fhe extent that the IGT Environment
is within the control of the Supplier) is monitored to facilitate the detection
of anomalous behaviour that would be indicative:of system compromise;

9.5'3 ensure it is knowledgeable about the latest trends in threat, vulnerability
and exploitation that are relevant to the lcr Environment by actively' rgnitoring the threat landscape during the Term;

9.5.4 pro-actively scan the lcr Environment (to the extent that the lcr
Environment is within the controlof the,Supplier)fo.r vulnerable
Componehts and address dlscovered vulnerabilities through the
processes described in the ISMS as developed under paragraph 3.3.S;
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9.6

9.5.5 from the date specified in the Security Management Plan provide a report

to the Authority Mthin five (5) Working Days of the end of each month
detailing both patched and outstanding vulnerabilities in the.lCT
Environment (to the extent that the ICT Environment is within the control

of the Supplier) and any elapsed time between the public release date of
patches and either time of application or for outstanding vulnerabilities the

time of issue of such rePort;

9.5.6 propose interim mitigation measures to vulnerabilities in the ICT

Environment known to be exploitable where a security patch is not
immediately available;

9,5.7 remove oI disable any extraneous iilerfaces, services or capabilities that
' are not needed for the provision of the Services (in order to reduce the

attack surface of'the ICT Environment); and

9.5.8 inform the Authority when it becomes awarei of any neW threat,

vulnerabilig or exploitation technique that has the potential to affect the
security of the ICT Environment and provide initial indications of possible

mitigations.

lf the Supplier is unlikely to be able to mitigate the vulnerability within the timescales
under this Paragraph 9, the Supplier shall immediately notifo the Authority.
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1.1

2.1

Appendlx A

Basaline Securlty Requlrements

H.IGHER CLASSIFICATIONS

The supplier shall not handle Authority information ctassified sEcRET or Top
SEORET except if there is a specific requlreme4t and in this case prior to receipt of
such inforrnation the supplier shall seek additional specilic guidance from the
Authority.

2 END USER DEVICES

2.2

when Authority Data resides on a mobile, removable or physically uncontrolled
device it must be stored encrypted using a product or system Component which has
been formally assured through a recognised certification process of the uK
Government communications Electronics security Group (CESG)to at least
Foundation Grade, for example, under the CESG commercial product Assurance
scheme (CPA).

Devices used to access or manage Authorlty Data and services must be under the
management authorlty of Authority or supplier and have a minimum set of securig
policy configuration enforced. These devices must be placed into a'known iood'
state prior to being provisioned into the management authority of the Authority.
Unless otherwlse agreed wlth the Authority in writing, all supplier devices are
expected to meet the set of security requirements set out in the OESG End User
Devices Platform Security Guidance
(https://www.gov.uk/governmenucollections/end-user-devices-security-guidanc e-21.
where the guidance highlights shortcomings in a particular.platform the supptier may
wish to use, then these should be discussed with the Authority and a joint decision
shall be taken on whether the residual risks are acceptable. where the supplier ,

wishes to deviate from the cEsG guidance, then this should be agreed in writing on
a case by casi basis with the Authority

DATA PROCESSING, STORAGE, MANAGEMENT AND DESTRUCTION

The Supplier and Authority recognise the need for the Authority's information to be
safeguarded under the UK Data Protection regime or a similar regime. To that end,
the S.upplier must be able to state to the Authority the physical lqcations in which
data may be stored, processed and managed from, and what legal and regulatory
frameworks Authority Data will be subject to'at all times.

The supplier shall agree any change in locaflon of data storage, processipg and
administration with the Authority in advance where the proposed location is oulside
the UK. such approval shall not be unreasonably withheld or delayed unless
specified otherwise in this contract and'provided that storage, processing and
managemont of any Authority Data is only carried out offshore within:

3.2.1 the EuropoanEconomic Area (EEA);

3.2,2 in the US if the supplier and or any relevant sub-contractor have signed
up to the US-EU Safe Harbour Agreement; or

3
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3.3

4

4.1

5

5.1

6

6.1

4.2

5.2

3.2.3 in another country or territory outside the EEA if that country or terrltory

ensures an adequate level of protection by rbason of its domestic law or

of the internationalcommitments it has entered into which have been

defined as adequate by the EU Commission.

The Supplier shall:

3.3.1 provide the Autholity with allAuthority Data on demand in an agreed open

format;

3.3.2 haVe documented processes to guarantee availability of Authoriiy Data in

the event of the Supplier ceasing to trade;

3.3.3 securely deshoy all media that has held Authority Data at lhe end of life of
that media in line with Good lndustry Practice; and

3.3.4 securely srase any or allAuthority Data held by the Supplierwhen
requested to do so by the Authority.

NETWORKING

The Authority requires lhat any Authority Data transmitted over any public network

(including the lnternet, moblle networks or un-protected enterprise network) or to a
mobile device must be encrypted using a product or system Component which has

been formally assured through a certification process recognised by GESG, to at
least Foundation Grade, for example, under CPA or through the use of pan-

government accredited encrypted networking services via the Public Sestor Network
(PSN) framework (which males use of Foundalion Grade certified products).

The Authority requires that the configuration and use of all netrirrorking equipment to

provlde the Services, including tnosJ that are located in secure physical locations,

are at leasl compliant with Good lndustry Practice.

SECURITY ARCHITECTURES

The Supplier shall apply the'princlple of least privilege' (the practice of limiting

systems, processes and user access to the minimum possible level) to the design

and configuration of lT.systems which will prooess or store Authority Data.

When designing and contiguring the ICT Environment (to the extent that the ICT

Environment is within the controlof the Supplier) the Supplier shall follow Good
lndustry Practice and seek guidance from recognised security professionals wlth the

appropriate skills and/or a CESG Certilled Professiohal certification
(http//www.cesg. jov.uk/awarenesstrainingllA-certification/Pages/index.aspx) for all

bespoke or complex Components of the ICT Environment (to the extent that the ICT

Environment is within the control of the Supplier).

PERSONNEL SECURITY

Supplier Personnel shall be su.bject to pre-ernployment checks that include, as a

minimum: identity, unspent criminal convictions and right to work.
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6.2

6.3

6.4

6.5

The supplier shall agree on a case by case basis supplier personnel roles which
require specific aovernment clearances including system administrators with
privileged access to lT systems whlch store or process Authority Data.

The Supplier shall prevent Supplier Personnelwho are unable to obtaln the required
security clearances from accessing systems which store, process, or are used to
manage Authority Data except where agreed with the Authority in writing.

All supplier Personnel that have the ability to access Authority Data or systems
holding Authority Data shall undergo regular training on secure information
management principles. Unless otherwise agreed with the Authority in writing, this
training must be undertaken annually.

where the supplier or sub-contractors grants increased lcr privileges or access
rights to supplier Personnel, those supplier personnet shall be granted only those
permissions necessary for them to carry out their duties, when staff no longer need
elevated privileges or leave the organisation, their access rights shall be revoked
within one (1) Working Day.

IDENiITY, AUTHENTICATION AND ACCESS CONTROL

The supplier shall operate an access control regime to ensure all users and
adminlstrators of the lcT Environment (to the bxtent that the tcr Environment is
within the contrql of the supplier) are uniquely identified and authenticated when
accessing or administering the services. Applying the 'principle of least privilege',
users and administrators shall be'allowed access only to those parts of the lcT
Environment that they require. The Supplier shall retain an audit record of accesses,

AUDITAND MONITORING

The Supplier shall collect audit iecords which relate to security events in the systems
or that would support the analysis of potential and actual compromises. ln order to
facilitate effective monitorlng and forensic readiness such Supplier audit records
should (as a minimum) include:

8.1.1 Logs to facilitate the identilication of the specific asset which makes every
outbgund request externalto the ICT Environment (to the extent that the
lcr Environment is within the control of the supplier). To the extent the
design of the Services allows such logs shall inclu.de those from DHCp
seryers, HTTP/HTTPS proxy seryers, firewalls and routers.

8.1'2 Security events generated in the ICT Environrnbnt (to the extent that the
lcr Environment is within the controlof the supplier) and shall include:
privileged account logon and logoff events, the start and termination of
remote access sessions, security alerts from desktops and server
operating systems bnd security alerts from third party security software.

The Supplier and the Authority shall wo* together to establish any additional audit
and monitoring requirements for the ICT Environment.

The Supplier shall retain audit records collected in compliance with this paragraph 8
, for a period of at least 6 months.
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'1.1

1.2

Schedule g

Key Sub-Contractors

KEY SUBCOI{TEACTORS
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Scheqlule 10

Softrvare

Supplier Software

$oftlv;rre

Third Fariy Software

Softwars
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