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[bookmark: _Toc414877104]Section A – Organisation Details
[bookmark: _Toc414877105]Table 1 - Tenderer’s Single Point of Contact – Not Scored
	Ref
	Question
	Response

	A
	Name 

	

	B
	Full address of single point of contact
	

	C
	Telephone number(s) of single point of contact
	

	D
	Email address of single point of contact
	


[bookmark: _Toc414877106]Table 2 - Organisation Details – Not Scored
	Ref
	Question
	Response

	A
	Name of proposed contracting organisation
	

	B
	Full registered address
	

	C
	Website
	

	D
	Proposed contracting structure







	Select one option below and mark with an [X]

	Single company
	

	Prime contracted consortium
	

	Joint venture
	

	Other (specify below):
	

	





	E
	Legal form of proposed contracting organisation 
	Select one option below and mark with an [X]

	Sole Trader
	

	Partnership or limited liability partnership
	

	Public Limited Company
	

	Private Limited Company
	

	Other (specify below)
	

	





	F
	Company registration number or equivalent
	

	G
	Date of registration
	

	H
	VAT registration number 
(where applicable)
	

	I
	Describe the nature of the proposed contracting organisation's business
	Complete below in no more than 200 words





	J
	Is the lead company a subsidiary of another company? 

If so, provide the name, address and company registration number of the ultimate parent organisation


	Select one option below and mark with an [X]

	Not a subsidiary
	

	Subsidiary of (detail below)
	

	





	K
	Please provide a diagram showing the proposed contracting structure including the lead organisation, its parent companies, joint venture partners and principal subcontractors annotating their expected roles
	Please embed a diagram in MS Office or .pdf file format below


	L
	Where the proposed contracting organisation intends to subcontract please detail the expected subcontracting organisations, their roles and the percentage of the requirement they are expected to deliver. If subcontractors are not yet in place, state their likely roles and your approach to securing their participation.
	

	M
	Where a consortium bid is proposed, please confirm that each member of the consortium would be prepared to be jointly and severally liable under the eventual contract
	

	N
	Please provide a brief history of the Bidding Organisation including details of any parent and associated companies and any changes of ownership over the last 5 years including details of significant pending developments, changes in financial structure or ownership, prospective take-over bids, buy-outs and closures, etc which are currently in the public domain.
	Complete in no more than 200 words





[bookmark: _Toc414877107]Section B - Government’s Growth Agenda
The Department for Education in line with the Coalition Government’s Growth Agenda is keen to collect information about SMEs. We are particularly interested in discovering how many SMEs apply for our contracts through the tendering process. Completion of the table below is for Departmental information purposes only and will have no effect on the evaluation process outcomes. Government is committed to changing how it does business to make sure that small companies, charities and voluntary sector organisations are included and encouraged to compete for our contracts.
A voluntary sector organisation may also be a SME if it has the same attributes. A SME must be autonomous, an EU Company not owned or controlled by a non EU parent, and employ less than 250 staff and have sales below €50million.
(Source:http://ec.europa.eu/enterprise/policies/sme/files/sme_definition/sme_report_2009_en.pdf)
[bookmark: _Toc414877108]Table 3 – Growth Agenda – Not Scored
	Ref
	Question
	Response

	A
	Type of Organisation
	Select one option below and mark with an [X]

	SME
	

	Charity
	

	Voluntary Sector Organisation
	

	Mutual Organisation
	

	Other (specify below)
	

	





	B
	Intended supply chain (if any) for delivery of the requirement.

Please give percentages on the right to reflect your supply chain arrangements.
	Insert % for each type

	SME
	

	Charity
	

	Voluntary Sector Organisation
	

	Mutual Organisation
	

	Other (specify below)
	

	





	C
	If you do not use SMEs nor VSOs, will you seek to engage them in your supply chain in the future, should you be successful?
	State [Yes] or [No]

	D
	Please provide your Dunn and Bradstreet (D&B) Number.
	




[bookmark: _Toc414877109]Section C – Tender Declarations
You will be excluded from the procurement process if there is evidence of convictions relating to specific criminal offences including, but not limited to, bribery, corruption, conspiracy, terrorism, fraud and money laundering, or if you have been the subject of a binding legal decision which found a breach of legal obligations to pay tax or social security obligations (except where this is disproportionate e.g. only minor amounts involved). 

If you have answered “yes” to question (o) in Table 4 on the non-payment of taxes or social security contributions, and have not paid or entered into a binding arrangement to pay the full amount, you may still avoid exclusion if only minor tax or social security contributions are unpaid or if you have not yet had time to fulfil your obligations since learning of the exact amount due.  If your organisation is in that position please provide details using a separate Appendix. You may contact the authority for advice before completing this form. 
[bookmark: _Toc414877110]Table 4 – Grounds for Mandatory Exclusions
	Within the last 5 years, has your organisation or any directors or partner or any other consortium member named in Part A, or anyone who has powers of representation, decision or control been convicted of any of the following offences?
	
Answer
Yes/No

	conspiracy within the meaning of section 1 or 1A of the Criminal Law Act 1977 or article 9 or 9A of the Criminal Attempts and Conspiracy (Northern Ireland) Order 1983 where that conspiracy relates to participation in a criminal organisation as defined in Article 2 of Council Framework Decision 2008/841/JHA on the fight against organised crime;
	

	corruption within the meaning of section 1(2) of the Public Bodies Corrupt Practices Act 1889 or section 1 of the Prevention of Corruption Act 1906;
	

	the common law offence of bribery;
	

	bribery within the meaning of sections 1, 2 or 6 of the Bribery Act 2010; or section 113 of the Representation of the People Act 1983;
	

	any of the following offences, where the offence relates to fraud affecting the European Communities’ financial interests as defined by Article 1 of the Convention on the protection of the financial interests of the European Communities:
	

	(i) the offence of cheating the Revenue;
	

	(ii) the offence of conspiracy to defraud;
	

	(iii) fraud or theft within the meaning of the Theft Act 1968, the Theft Act (Northern Ireland) 1969, the Theft Act 1978 or the Theft (Northern Ireland) Order 1978;
	

	(iv) fraudulent trading within the meaning of section 458 of the Companies Act 1985, article 451 of the Companies (Northern Ireland) Order 1986 or section 993 of the Companies Act 2006;
	

	(v) fraudulent evasion within the meaning of section 170 of the Customs and Excise Management Act 1979 or section 72 of the Value Added Tax Act 1994;
	

	(vi) an offence in connection with taxation in the European Union within the meaning of section 71 of the Criminal Justice Act 1993;
	

	(vii) destroying, defacing or concealing of documents or procuring the execution of a valuable security within the meaning of section 20 of the Theft Act 1968 or section 19 of the Theft Act (Northern Ireland) 1969;
	

	(viii) fraud within the meaning of section 2, 3 or 4 of the Fraud Act 2006; or
	



	(ix) the possession of articles for use in frauds within the meaning of section 6 of the Fraud Act 2006, or the making, adapting, supplying or offering to supply articles for use in frauds within the meaning of section 7 of that Act;
	

	any offence listed —
	

	(i) in section 41 of the Counter Terrorism Act 2008; or
	

	(ii)	in Schedule 2 to that Act where the court has determined that there is   a terrorist connection;
	

	any offence under sections 44 to 46 of the Serious Crime Act 2007 which relates to an offence covered by subparagraph (f);
	

	money laundering within the meaning of sections 340(11) and 415 of the Proceeds of Crime Act 2002;
	

	an offence in connection with the proceeds of criminal conduct within the meaning of section 93A, 93B or 93C of the Criminal Justice Act 1988 or article 45, 46 or 47 of the Proceeds of Crime (Northern Ireland) Order 1996;
	

	an offence under section 4 of the Asylum and Immigration (Treatment of Claimants etc.) Act 2004;
	

	an offence under section 59A of the Sexual Offences Act 2003;
	

	an offence under section 71 of the Coroners and Justice Act 2009
	

	an offence in connection with the proceeds of drug trafficking within the meaning of section 49, 50 or 51 of the Drug Trafficking Act 1994; or
	

	any other offence within the meaning of Article 57(1) of the Public Contracts Directive—
	

	(i)	as defined by the law of any jurisdiction outside England and Wales and Northern Ireland; or
	

	(ii)	created, after the day on which these Regulations were made, in the law of England and Wales or Northern Ireland.
	

	(o)  Non-payment of taxes
Has it been established by a judicial or administrative decision having final and binding effect in accordance with the legal provisions of any part of the United Kingdom or the legal provisions of the country in which your organisation is established (if outside the UK), that your organisation is in breach of obligations related to the payment of tax or social security contributions?
If you have answered Yes to this question, please use a separate Appendix to provide further details. Please also use this Appendix to confirm whether you have paid, or have entered into a binding arrangement with a view to paying, including, where applicable, any accrued interest and/or fines?
	


[bookmark: _Toc414877111]Table 5 – Discretionary Exclusions 
	Is any of the following true of your organisation or (if applicable) any organisation within your consortium? The authority may exclude any Supplier who answers ‘Yes’ in any of the following situations set out in paragraphs (a) to (j):
	Answer
Yes/No

	your organisation has violated applicable obligations referred to in regulation 56 (2) of the Public Contract Regulations 2015 in the fields of environmental, social and labour law established by EU law, national law, collective agreements or by the international environmental, social and labour law provisions listed in Annex X to the Public Contracts Directive as amended from time to time;
	

	your organisation is bankrupt or is the subject of insolvency or winding-up proceedings, where your assets are being administered by a liquidator or by the court, where it is in an arrangement with creditors, where its business activities are suspended or it is in any analogous situation arising from a similar procedure under the laws and regulations of any State;
	

	your organisation is guilty of grave professional misconduct,  which renders its integrity questionable;
	

	your organisation has entered into agreements with other economic operators aimed at distorting competition;
	

	your organisation has a conflict of interest within the meaning of regulation 24 of the Public Contract Regulations 2015 that cannot be effectively remedied by other, less intrusive, measures;
	

	the prior involvement of your organisation in the preparation of the procurement procedure has resulted in a distortion of competition, as referred to in regulation 41, that cannot be remedied by other, less intrusive, measures;
	

	your organisation has shown significant or persistent deficiencies in the performance of a substantive requirement under a prior public contract, a prior contract with a contracting entity, or a prior concession contract, which led to early termination of that prior contract, damages or other comparable sanctions;
	

	Your organisation:-

(i) has been guilty of serious misrepresentation in supplying the information required for the verification of the absence of grounds for exclusion or the fulfilment of the selection criteria; or

(ii)	has withheld such information or is not able to submit supporting documents required under regulation 59 of the Public Contract Regulations 2015; or
	

	your organisation has undertaken to:-

(aa) unduly influence the decision-making process of the contracting authority, or

(bb) obtain confidential information that may confer upon your organisation undue advantages in the procurement procedure; or
	

	your organisation has negligently provided misleading information that may have a material influence on decisions concerning exclusion, selection or award.
	


Conflicts of interest

In accordance with Table 5, question (e), the authority may exclude the Supplier if there is a conflict of interest which cannot be effectively remedied. The concept of a conflict of interest includes any situation where relevant staff members have, directly or indirectly, a financial, economic or other personal interest which might be perceived to compromise their impartiality and independence in the context of the procurement procedure. 

Where there is any indication that a conflict of interest exists or may arise then it is the responsibility of the Supplier to inform the authority, detailing the conflict in a separate Appendix. Provided that it has been carried out in a transparent manner, routine pre-market engagement carried out by the Authority should not represent a conflict of interest for the Supplier.

For the avoidance of doubt, any supplier already engaged in the Department’s reception baseline assessment programme with a Concession Contract will be ineligible to bid for this piece of work as a result of conflict of interest.

Taking Account of Bidders’ Past Performance

In accordance with Table 5, question (g), the authority may assess the past performance of a Supplier (through a Certificate of Performance provided by a Customer or other means of evidence). The authority may take into account any failure to discharge obligations under the previous principal relevant contracts of the Supplier completing this Tender Response Template. The Authority may also assess whether specified minimum standards for reliability for such contracts are met. 

In addition, the authority may re-assess reliability based on past performance at key stages in the procurement process (i.e. supplier selection, tender evaluation, contract award stage etc.). Suppliers may also be asked to update the evidence they provide in this section to reflect more recent performance on new or existing contracts (or to confirm that nothing has changed).

‘Self-cleaning’ 
[bookmark: h.3znysh7]
Any Supplier that answers ‘Yes’ to any question in Tables 4 and 5 should provide sufficient evidence, in a separate Appendix, that provides a summary of the circumstances and any remedial action that has taken place subsequently and effectively “self cleans” the situation referred to in that question. The supplier has to demonstrate it has taken such remedial action, to the satisfaction of the authority in each case.  

If such evidence is considered by the authority (whose decision will be final) as sufficient, the economic operator concerned shall be allowed to continue in the procurement process.
[bookmark: h.2et92p0]
In order for the evidence referred to above to be sufficient, the Supplier shall, as a minimum, prove that it has;
· [bookmark: h.tyjcwt]paid or undertaken to pay compensation in respect of any damage caused by the criminal offence or misconduct;
· clarified the facts and circumstances in a comprehensive manner by actively collaborating with the investigating authorities; and
· [bookmark: h.3dy6vkm]taken concrete technical, organisational and personnel measures that are appropriate to prevent further criminal offences or misconduct.
[bookmark: h.1t3h5sf]
The measures taken by the Supplier shall be evaluated taking into account the gravity and particular circumstances of the criminal offence or misconduct. Where the measures are considered by the Authority to be insufficient, the Supplier shall be given a statement of the reasons for that decision.






[bookmark: _Toc414877112]Section D – DfE Contract Terms and Conditions
[bookmark: _Toc414877113]Table 6 – Contract Terms and Conditions – Pass or Fail
	Please confirm whether or not you accept the Department’s standard terms and conditions as shown in the Model Contract as the basis of the contract.
	Select one option below and mark with an [X]

	Yes
	

	No
	

	If No, details should be provided below




		Contract Ref
(Schedule & clause)
	Basis for non-acceptance and proposed change

	
	

	
	

	
	

	
	






This is a PASS or FAIL Section 

This section will not be scored but will be assessed in terms of whether your proposed changes constitute a non-compliant tender. Only minor changes will be considered. If the Department considers that your proposed changes contain significant amendments to the contract terms and conditions that present unreasonable risk or affect the financial model, or delivery timescales, liability levels, the tender will be treated as non-compliant and not proceed to technical evaluation.

Please take particular note to the position with regards the levels of liability within the model contract, as the Department will not accept tenders which aim to reduce the liability levels any lower than currently specified.

[bookmark: _Toc261515236][bookmark: _Toc271705764][bookmark: _Toc414877114]Section E - Financial Capacity
[bookmark: _Toc414877115]Table 7 - Financial capacity – Pass or Fail
	Ref
	Question
	Response

	A
	(a) Please provide copies of audited accounts for the last three financial years. 

(b) Where (a) is not available explain why and provide instead a statement of turnover, profit and loss and cash flow for the most recent year of trading or part year if a full year in not available.

(c) Where (b) is not available explain why and provide instead a statement a cash flow forecast for the current year and a bank letter outlining the current cash and credit facility.

If the tendering organisation is a subsidiary then the information should be provided for both the tendering organisation and its ultimate parent company.
	(Pass if sufficient information provided to assess financial capacity, or fail otherwise)

(Please embed documents as .pdf documents in the table below)

	Organisation
	Most recent financial year
	Most recent financial year but one

	Lead organisation
	


	

	Subcontractor / JV Partner 1
	


	

	Subcontractor / JV Partner 2
	


	


 

	B
	Independent credit assessment via Dun and Bradstreet Comprehensive Report on the tendering organisation where available

	(This information will be sought by DfE and should not be completed by the Tenderer)

	Financial strength

	

	Risk of business failure
	




	C
	Please provide the requested key financial information for the tendering organisation or otherwise explain why the information is not available.

	Scored across A, B and C: Pass if financial capacity is sound in relation to the expected contract value, or fail if financial capacity presents undue risk.

	Organisation
	Most recent financial year
(insert year)
	Most recent financial year but one
(insert year)

	Overall turnover

	
	

	Turnover derived from services similar to those required
	
	

	Net current assets

	
	

	Profit After Tax, Depreciation and Interest
	
	


 

	D
	Employer's Liability, Public Liability and Professional Indemnity insurance cover will be required. 

It is a legal requirement that all companies hold Employer’s (Compulsory) Liability Insurance of £5 million as a minimum. Please note this requirement is not applicable to Sole Traders.

Please confirm your willingness to provide proportionate cover if awarded the contract.
	Scored: Pass if willing, fail if not willing.

Select one option below and mark with an [X]

	Willing to obtain
	

	Not willing to obtain
	









[bookmark: _Toc414877116]Section F – Technical Capability
This section has a pass threshold of 5 marks from a maximum of 8 marks. Additionally, bidders must score at least 1 mark in each question in order to be considered for award.
[bookmark: _Toc414877117]Table 8 – Technical Capability - Scored
	Question
	Scoring

	A



	Please describe your organisational capability and experience of designing and conducting quality assurance processes in an educational environment.
	0= Inadequate capability and experience
1= Significant capability and experience
2= Extensive capability and experience

	
	Response

	
	(Maximum 250 words)
	[Insert Actual Word Count]

	
	










	Question
	Scoring

	B
	Please summarise your project management methodology including any recognised standards and accreditations
	0= Inadequate methodology
1= Sound methodology
2= Sound methodology with externally 	recognised standards and/or 	accreditations

	
	Response

	
	(Maximum 250 Words)
	[Insert Actual Word Count]

	
	










	Question
	Scoring

	C
	Please summarise your information assurance policies including any recognised standards and accreditations including your degree of conformance with the Cabinet Office Security Policy Framework which you will be expected to meet if awarded the contract
	0= Inadequate policies
1= Sound policies
2= Sound policies with externally 	recognised standards and/or 	accreditations

	
	Response

	
	(Maximum 250 Words)
	[Insert Actual Word Count]

	
	










	Question
	Scoring

	D
	Please provide details in the tables below of three contracts of comparable value and complexity that you have undertaken successfully in the last three years for the provision of services similar to those required
	0= Inadequate track record or negative   references
1= Significant track record and acceptable references
2= Extensive track record and/or strong references

	
	Please note that STA may contact any of the organisations listed and/or may choose to verify the accuracy of your information independently.

	
	
	Contract 1

	Customer Name & Contact Details:
	

	Date contract awarded and duration:
	

	Contract reference name and number:
	

	Brief description of services delivered (less than 100 words):
	

	Approximate lifetime value of contract:
	




	
	
	Contract 2

	Customer Name & Contact Details:
	

	Date contract awarded and duration:
	

	Contract reference name and number:
	

	Brief description of services delivered (less than 100 words):
	

	Approximate lifetime value of contract:
	




	
	
	Contract 3

	Customer Name & Contact Details:
	

	Date contract awarded and duration:
	

	Contract reference name and number:
	

	Brief description of services delivered (less than 100 words):
	

	Approximate lifetime value of contract:
	








[bookmark: _Toc414877118]Section G – Operational Capacity
This section has a pass threshold of 2 marks from a maximum of 4 marks.
[bookmark: _Toc414877119]Table 9 – Operational Capacity - Scored
	A
	Please state the average number of staff providing services similar to those required for the last three financial years from the Tendering Organisation and from your subcontractors
	Scored:	0=Major risk of a lack of capacity
		1=Some risk of a lack of capacity
		2=Low risk of a lack of capacity

	Staff providing similar services
	Tendering
Organisation
	Subcontractors
	Total

	2014-15
	


	
	

	2013-14
	


	
	

	2012-13
	


	
	




	B
	Please state the approximate revenue obtained from the delivery of services similar to those required for the last three financial years from the Bidding Organisation and from your subcontractors
	Scored:	0=Major risk of a lack of capacity
		1=Some risk of a lack of capacity
		2=Low risk of a lack of capacity

	Approx. revenue obtained from similar services
	Tendering Organisation
	Subcontractors
	Total

	2014-15
	


	
	

	2013-14
	


	
	

	2012-13
	


	
	








[bookmark: _Toc414877120]Section H – Technical Proposal
[bookmark: _Toc414877121]Scoring Scheme
The technical proposal will be scored in accordance with the following Scoring Scheme:
	
Evidence
	Score
	Definitions

	None
	0
	No evidence demonstrated

	Very Poor
	1
	Very little evidence of appropriate skills or experience relating to these criteria. Strong reservations would exist over the bidder’s capability to perform satisfactorily.

	Poor
	2
	Some evidence of appropriate skills or experience relating to these criteria. Some reservations would exist over the bidder’s capability to perform satisfactorily.

	Adequate
	3
	Reasonable evidence of appropriate skills and experience has been provided in relation to these criteria. Displays an understanding of the work required with some evidence of innovative thinking.

	Good
	4
	Good evidence of appropriate skills and experience has been provided in relation to these criteria. Displays a good understanding of the work required with extensive evidence of innovative thinking.

	Excellent
	5
	Exceeds expectations. Very strong evidence of appropriate skills and experience in relation to these criteria. Adds extra value and it is clear the bidder has extensive knowledge of the issues it faces. No reservations.





[bookmark: _Toc271705768][bookmark: _Toc414877122]Table 10 - Methodology (30% of technical evaluation)
	Please provide details of how you will achieve the deliverables in the project. Include details of:
Developing QA models
Evidence for selected number of school visits
Approaches to training the STA helpline and representatives undertaking QA visits
Piloting of models
Approach to documenting the models and final recommendations
Clearly outline how many schools will need to be visited for each option.

	(maximum 1000 words)
	Word Count  - [insert actual word count]

	


[bookmark: _Toc271705769][bookmark: _Toc414877123]Table 11 - Expertise of allocated personnel (20% of technical evaluation)
	Please detail the capability of your personnel who will be directly involved in the provision of the Services, including developing the models, and sourcing and training of appropriately qualified representatives. 
Brief CV's of key personnel should be included as a single embedded file below showing relevant skills and experience.

	(maximum 500 words)
	Word Count  - [insert actual word count]

	


[bookmark: _Toc271705770][bookmark: _Toc414877124]Table 12 - Service delivery to STA (10% of technical evaluation)
	STA requires a supplier who is responsive, flexible and can create a close working relationship. Please advise how you will meet these requirements and provide a high level of customer service.

	(maximum 500 words)
	Word Count  - [insert actual word count]

	


[bookmark: _Toc271705772][bookmark: _Toc414877125]Table 13 - Project management (20% of technical evaluation)
	Please provide information about the project management methodology you will use to deliver the project, and how these will enable you to deliver a product to time and quality. Identify the key issues that need to be addressed for a successful outcome and the principal risks and proposed mitigations. Your response should include an outline project plan.

	(Maximum 500 words)
	Word Count  - [insert actual word count]

	


[bookmark: _Toc271705774][bookmark: _Toc414877126]Table 14 - Information security (20% of technical evaluation)
	Please complete the attached Cabinet Office Supplier Assurance Framework Response Matrix and provide an overview of your approach to ensuring physical and data security and business continuity, in delivering the services:
· Assessing your compliance (and that of any subcontractors) with the mandatory requirements in the SPF, identifying gaps and proposed actions to address these;
· Roles and responsibilities for security and business continuity
· Security processes including assurance and breach reporting


Further information and guidance: https://www.gov.uk/government/publications/security-policy-framework
https://www.gov.uk/government/publications/government-supplier-assurance-framework
https://www.gov.uk/government/publications/cyber-essentials-scheme-overview

	(Maximum 500 words)
	Word Count  - [insert actual word count]

	


[bookmark: _Toc414877127]Section I – Commercial Proposal
[bookmark: _Toc414877128]Table 15 – Pricing Matrix
	[bookmark: _Toc267385985][bookmark: _Toc267396149][bookmark: _Toc267396472]Please provide separate fixed prices for all service elements in accordance with the Pricing Matrix embedded below, Prices shall not exceed those submitted in the Pricing Matrix during the life of the Contract unless, exceptionally, the parties agree otherwise in line with the Change Control Procedure set out in the Contract. Prices will not be indexed and should be provided in nominal terms for each year including any adjustments for inflation or deflation.
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Version 1.0 - October 2013

Supplier Assurance Framework

Annex 1 - Statement of Assurance 



Introductory questions

		Statement of Assurance 

		Pre-assessment questions

		This assessment has been designed to enable Government Departments to gain a level of assurance from their suppliers and service providers with regard to the security of our assets throughout the lifetime of your contract and potentially beyond.

The Security Policy Framework (SPF) describes the security controls to be applied to UK Government assets. It focuses on security outcomes that are necessary to achieve a proportionate and risk managed approach to security that enables government business to function effectively, safely and securely. As a supplier or service provider to Government you should be aware that there will be security controls listed in the SPF that you need to apply in order to provide us with the assurance we require to continue to share our assets with you. These will be spelt out in your contractual terms and conditions.

In order to help you to align to and better understand the requirements of the SPF, a reference to the related section is assigned to relevant questions. Recognising that many of our private sector partners work to the security information management system requirements specified in ISO/IEC 27001, the relevant section of ISO/IEC 27001 is also listed where applicable. In addition to the above suppliers and service providers are also expected to meet their legal responsibilities as defined in relevant Acts of Parliament, this includes but is not limited to the Data Protection Act.

The assessment aims to be relevant to organisations of any size. It is anticipated that the majority of suppliers or service providers will complete the assessment at a contract or service level. The option to complete an assessment that is relevant for your entire organisation is available but should only be selected if the answers provided are the same for each of the services you supply to us. 




		Question		Available Answers		Supplier Guidance

		1. To what part of your organisation does this self-assessment relate?		Responses relate to our organisation as a whole

				Responses relate to the service we provide to you and others

				Responses relate specifically to the contract we deliver for you

		2. Which of the following most closely describes the service you provide to us? (tick all that apply)		Professional Services

				Information and Communications Technology (ICT) Services

				Business Process Outsourcing

				Estates, Facilities Management (FM), Guarding and Support Services

				Transport/Mail

				Storage/Archive

				Operational Equipment and Office Supplies

				Other

		3. Please provide more detail about your organisation / the service / the contract:		[Mandatory free text]

		4. Who is responsible for the security aspects of the service you provide?		[Mandatory free text]





Risk analysis (optional)

		Statement of Assurance 

		Risk analysis questions

		Risk can be defined as the potential that a given threat will exploit vulnerabilities of an asset or group of assets and thereby cause harm to individuals and the organisation. The following section aims to help us determine which aspects of the service you provide increase the impact or likelihood of a compromise to the confidentiality, integrity or availability of our assets.

The responses you provide here will determine the route you will take though the remainder of the self-assessment.


		Question		Available Answers		Supplier Guidance		Risk indicator		Progressive disclosure

		r1. Do you have access to, process or store any of our assets (including data) in the delivery of your service?		Yes		An asset could be information, personnel or any object with value (eg, a computer system, money, a passport etc).

The Cabinet Office Security Policy Framework, and associated policy and guidance including the Information Assurance Maturity Model, outlines the mandatory steps Government must take to protect our assets. Including those that are shared with suppliers and delivery partners. 
				If the supplier does not handle any Departmental assets then consideration should be given as to whether or not they should be in scope of the assessment. Exit self-assessment.

				No

		r2. Do you have access to, process or store our data in the delivery of your service? 		Yes		Information is a key asset to Government and its correct handling is vital to the safe and effective delivery of public services. Some of the assessment focuses specifically on information assets. Your response to this question will impact on your route through the assessment.		Handles our data

				No 						If the supplier does not handle any of our data then further investigation of the type of data they handle (sensitivity, number of records, where the data is held, type of access) is irrelevant. Skip: r3, r4, r5, r6, r7

		r3. In the delivery of your service which of the following types of our data do you process? (Tick all that apply)		Personal 		Please be aware that the Government's classification policy is currently under review. If you are unsure of the protective marking of the assets that you process or store on our behalf you should consult your departmental contact before proceeding.

The Information Commissioner's Office publish an official definition of personal and sensitive personal data. Found here: http://www.ico.gov.uk/for_organisations/data_protection/the_guide/key_definitions.aspx

				Sensitive personal

				PROTECT

				RESTRICTED

				CONFIDENTIAL				Above CONFIDENTIAL

				SECRET 				Above CONFIDENTIAL

				TOP SECRET				Above CONFIDENTIAL

		r4. What volume of personal data do you process?		Under 1000

				1000 - 100,000				Above 1000 records of personal data

				100,000 - 500,000				Above 1000 records of personal data

				Over 500,000				Above 1000 records of personal data

		r5. Where is our data held? (tick all that apply)		UK Mainland (Onshore)     

				Inside EEA (Near shore)    

				Offshore other				Data held offshore

		r6. Where is our data accessed from?  (tick all that apply)		UK Mainland (Onshore)     

				Inside EEA (Near shore)    

				Outside the EEA (Offshore) 				Data accessed offshore

		r7. Which of the following describe the type of access you have to our data? (tick all that apply)		Read only

				Update records				Ability to amend our data

				Delete records				Ability to amend our data

				Generate records				Ability to amend our data

		r8. Approximately how many of your staff have access to our assets?		Less than 10

				Less than 50				Large numbers of staff access our data

				More than 50				Large numbers of staff access our data

		r9. Do you use sub-contractors in the delivery of your service?		Yes				Use of sub-contractors

				No						If the supplier does not use sub contractors in the delivery of their service then further probing with regards to the number of sub-contractors, or their compliance with our Security Policy, is unnecessary. Skip 9.5, 9.6, r10 

		r10. How many of your subcontractors have access to our assets?		One				Sub-contactors have access to our assets

				Two				Sub-contactors have access to our assets

				Three				Sub-contactors have access to our assets

				Four or more				Sub-contactors have access to our assets

		r11. Which of the following best describes how you use ICT systems to deliver your service?		We use your systems						If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 1 may not be relevant. Section 1 asks about technical risk assessment and associated technical controls in place. Skip section 1

				We use our own systems				Uses own systems

				We use a shared service (includes cloud based solutions)				Uses shared service

				We do not use ICT systems to in the delivery of the service						If the supplier uses Departmental ICT, or does not use ICT systems in the delivery of their service, then section 1 may not be relevant. Section 1 asks about technical risk assessment and associated technical controls in place. Skip section 1

		r12. In relation to the ICT systems used to deliver your service, which of the following is true (tick all that apply):		We permit the use of removable media				Allows use of removable media

				We permit remote working				Allows remote working

				We allow staff to connect their own devices to our ICT systems				Allows BYOD

		r13. Which of the following best describes the location from which you deliver your service?		We deliver some/all of our service from premises that we own or lease

				We exclusively deliver from locations managed by you						If the supplier delivers from Departmental premises then section 2 may not be relevant. Section 2 relates to physical security risk assessment and associated controls. Skip section 2.

		r14. Does any part of the service you deliver form part of the country's Critical National Infrastructure? 		Yes				Part of CNI

				No





1 Information Systems

		Statement of Assurance 

		1. Information Systems Access Control

		This section seeks to determine your approach to securing ICT systems used in the delivery of your service, in particular those that are used to process our information assets. 



		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical

		1.1 Does your organisation hold any accreditations or certifications relating to ICT systems used in the delivery of your service?		a) Yes, system/s are accredited according to HMG Information Assurance Standards 1 & 2.								5

				b) Yes, system/s have been certificated as compliant with ISO27001:2005. [Insert reference number]								5

				c) Yes, our system/s have been certificated as compliant with a standard that is aligned to ISO27001:2005.								3

				d) Yes, other (please provide further detail below).								3

				e) No.								0

		1.3 Has a technical risk assessment been performed to identify a set of proportionate risk treatment controls?		a) Yes, and this is reviewed annually and whenever there is a significant change in a risk component (threat, vulnerability etc)						ICT systems that handle, store and process sensitive or business critical data, or that are interconnected to cross-government networks or services (e.g. the Government Secure Intranet, GSI), should undergo a formal risk assessment to identify and understand relevant technical risks.

The risks to the confidentiality, integrity and availability of the data, system and/or service should be properly managed. A proportionate selection of technical, procedural, personnel and physical security controls to manage the identified risks should be put in place. 		5

				b) Yes								3

				c) No.								0		Critical

		1.4 Are security operating procedures in place governing the use of your ICT systems?		a) Yes, and all users are provided with a copy and asked sign and acknowledge that they understand the contents		A10.1		MR 8		The security operating procedures should identify the procedures to be carried out by the users or providers of ICT systems or services in order to reduce the likelihood of compromise and to support the implemented controls. Security operating procedures should be concise and where possible role based, this ensures that the individual understands only those procedures that are needed for them to perform their duties. 

Users or providers should sign to acknowledge that they understand the contents of the security operating procedures.		3

				b) Yes.								2

				c) No.								0

		1.5 Are access controls in place to ensure information is only available to system users who require access?		a) Yes, and this is documented in an access control policy.		A.11		MR 8		Access to sensitive assets must only be granted on a genuine need to know. An access control policy, covering both physical and logical access to ICT systems and information should be established. The policy should cover access control requirements and limitations for all physical and logical access.

		3

				b) Yes								2

				c) No.								0

		1.6 Are acceptable use policies in place which outline the rules for acceptable use of information and assets? 		a) Yes.		A.7.1.3				For more information please see ISO/IEC 27001		3

				b) No.								0

		1.7 Are policies and controls in place to ensure the following? (Tick all that apply.)		[ ] Boundary protection is in place on all systems with a connection to an untrusted network.		A10.6		MR 9				3

				[ ] Timely patching is applied against known vulnerabilities.		A12.6.1, A12.4.1						3

				[ ] Systems are protected from malicious and mobile code.		A10.4						3

				[ ] Software and hardware is locked down to restrict unnecessary services.		A11.2.2, A11.5.4						3

				[ ] A protective monitoring regime is in place to oversee how ICT systems are used.		A10.1						3

		1.8 Are network security boundaries defined and enforced to group users, services and information that require different levels of protection?		Yes		11.4.5						3

				No								0

		1.9 In relation to your use of electronic storage media (includes removable media), which of the following areas are covered by documented policies and procedures? (tick all that apply)		Control		A10.7		MR 7		Policies and procedures for the control, protection, secure use, and management of removable media. All media used for storing or processing protectively marked information should be disposed of or sanitised in accordance with HMG IA Standard No.5. For a copy of this document please contact your contracting authority.

The use of removable media to store or access our data should be avoided. Where it is not possible to avoid the use of removable media; the information stored should be the minimum necessary to achieve the business purpose, it should be encrypted using a solution that is proportionate to the data's business impact level, user right to transfer data to removable media should be carefully considered and limited. 		1

				Protection								1

				Secure use								1

				Destruction								1

		1.10 Are policies and controls in place to manage the risks of working in non-secure environments?		a) Yes.		A11.7		MR 10		Remote working solutions should undergo a formal risk assessment process and be supported by a remote working policy. The policy should set out the business requirement, define when, where and how personal electronic devices may be used and establish procedures and instructions for their effective and secure use.

The risk assessment should be used to determine the nature of the technical and procedural security controls that are applicable to the characteristics of the remote working service being delivered.

		3

				b) No.								0

				c) We do not permit remote working.								5

		1.11 Are back-up copies of information and software taken regularly?		a) Yes, and these are tested in accordance with our backup policy.		A10.5		MR 4		An effective and up-to-date Business Continuity Management system should be put in place to maintain, or else quickly resume, provision of key services in the event of a disruption. 

Appropriate backup and restore policies and capabilities should be implemented to take account of; what information should be backed up, the required restore period, testing of the restore process, testing and checking the backups, appropriate offline storage and protection of backup information and media.		5

				b) Yes								3

				c) No.								0

		1.12 Has the security of your ICT systems been evaluated through penetration testing?		a) Yes, and this was carried out by a CESG listed CHECK service provider [Insert date]								5

				b) Yes, and this was carried out by an external organisation [Insert date]								4

				c) Yes, and this was completed by an internal team [Insert date]								3

				d) No								0

		1.14 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]







2 Physical and Environmental

		Statement of Assurance 

		2. Physical and Environmental Security

		This section seeks to determine your approach to physically securing sites used in the delivery of your service, in particular those sites at which our assets are processed or stored.

Physical security describes a range of controls that are intended to protect individuals from violence; prevent unauthorised access to sites and / or protectively marked material (and other valuable assets); and reduce the risk of a range of physical threats and mitigate their impact to a level that is acceptable to the organisation. Security must be incorporated into the initial stages of planning, selecting, designing or modifying any building or facility, using appropriate methodologies; putting in place integrated and proportionate control measures to prevent, deter, detect and/or delay attempted physical attacks, and to trigger an appropriate response.



		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical		Progressive Disclosure

		2.1 Has a security risk assessment been carried out at sites used to process or store our assets?		a) Yes.		A.9.1		MR 16		Regular security risk assessments should be undertaken for all locations at which government work is undertaken. Appropriate physical security controls should be put in place to prevent, detect and respond to security incidents.

Risk assessment should incorporate the value of assets, their location and the impact of compromise or loss and the level of threat to assets from different sources.

Methodologies and approaches for risk assessment should be commensurate with those set out in the supporting guidance to the Security Policy Framework or where appropriate, commercial best practice equivalents.

The Centre for the Protection of National Infrastructure (CPNI) provide guidance on the process of risk assessment http://www.cpni.gov.uk/Security-Planning/Business-continuity-plan/Risk-assessment/		3

				b) Yes, and this is reviewed annually.								5

				b) No.								0		Critical		If the supplier has not completed a risk assessment then the following question which relates to this risk assessment may not need to be completed. Skip 2.2.

		2.2 Did this risk assessment consider the need for the following? (Tick all that apply.)		[ ] Perimeter security.		A.9.1.6
A.9.1.2
A.9.1.1		MR 16
		The defence in depth or layered approach to security starts with the protection of the asset itself (e.g. creation, access and storage), then proceeds progressively outwards to include the building, estate and perimeter of your establishment.

The type and mix of physical and procedural controls will vary depending on your organisation's particular circumstances and business requirements, the nature and level of any threats (terrorism, forced break-ins, covert entry, crime etc) and the cost-effectiveness of the controls.

Government sensitive assets should be physically protected to the standards required by the Government's classification policy, including through the use of appropriate security furniture, secure areas, barriers and entry controls. For a copy of this document please contact the contracting authority.		1

				[ ] Access control.								1

				[ ] Manned Guarding.								1

				[ ] Incoming mail and delivery screening.								1

				[ ] Secure areas and/or cabinets for the storage of sensitive assets.								1

		2.3 Which of the following are in place to ensure the physical security controls you have in place are fit for purpose? (tick all that apply)		We have an assurance regime in place to test controls against the operational requirement								3

				We use products that have been independently tested to provide assurance 								3

		2.6 Are processes and controls in place to ensure that equipment and cabling is protected and maintained so as to preserve the confidentiality, integrity and availability of our assets?		a) Yes.		A.9.2.1
A.9.2.2
A.9.2.3
A.9.2.4
A.9.2.5
A.9.2.6				For more information please see ISO/IEC 27001		3

				b) No								0

		2.7 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free Text]









3 Personnel and HR

		Statement of Assurance 

		3. Personnel Security and HR Questions

		This section seeks to determine your approach to personnel security, security training and awareness programmes and how individual responsibility for security is made clear to your staff.

Security responsibilities should be addressed prior to employment in adequate job descriptions and in terms and conditions of employment. They should be maintained throughout a member of staff’s time in employment.
Controls should be put in place to ensure that employees understand their personal responsibility to safeguard sensitive assets.  As well as to ensure they are adequately screened in order to addresses the risks associated with identity fraud, illegal working and deception generally. 


		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical

		3.1 Are background verification checks carried out on employees and contractors who have access to our assets?		a) Yes, the Baseline Personnel Security Standard is applied.		A.8.1.2		MR 13 and
BPSS document		The Baseline Personnel Security Standard (BPSS) is the recognised standard for HMG recruitment checks, and addresses the risks associated with identity fraud, illegal working and deception generally. 		5

				b) Yes, we apply BS 7858:2006.								3

				c) Yes, but we do not work to either of the standards set out above.								3

				d) No.								0		Critical

		3.2 Has a risk assessment been undertaken to determine the need for National Security Vetting (NSV) in specific roles?		a) Yes, but security clearance was not deemed to be required.		A.8.1.2		Section 3 - Personnel Security		A risk management approach should be used to determine the appropriate levels of personnel security controls. 		3

				b) Yes, certain roles require security clearance to be obtained through the NSV process.								3

				c) No.								0

		3.3 Do you keep full and up to date personnel security records on all employees in order to review clearance in advance of its expiration?		a) Yes.		A.8.1.2		MR 13		Full and up to date personnel security records on all employees that hold security clearances should be maintained. All National Security Vetting clearances should be formally reviewed according to agreed timescales for each level of clearance.		3

				b) No.								0

		3.4 Are organisational and individual responsibilities for information security clearly defined in the terms and conditions of employment contracts?		a) Yes.		A.8.1.3				All staff should be aware of your organisation's security breach policy and understand the potential sanctions for inappropriate behaviours (whether accidental or deliberate).

Access control and breach management policies must be made available to all staff, and staff must be briefed on their personal responsibilities.		5

				b) No.								0		Critical

		3.5 Are non-disclosure agreements in place with all staff who have access to our assets? 		a) Yes.								5

				b) No.								0		Critical

		3.6 Is a mechanism in place to ensure your employees and contractors receive appropriate information security awareness training, and regular updates to organisational policies and procedures, as relevant for their job function?		a) Yes.		A.8.2.1
A.8.2.2		MR 1
MR 2		Individuals with designated security responsibilities should undertake appropriate training for their role.

All staff must be briefed on their security responsibilities on induction and have access to regular refresher training, awareness programmes and security briefings. These should cover individual responsibilities including the reporting of security incidents.

All staff handling sensitive government assets should be briefed about how legislation (particularly the Official Secrets Act, the Freedom of Information Act and the Data Protection Act) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies. Appropriate management structures must be in place to ensure the proper handling, control and (if appropriate) managed disclosure of sensitive assets.		5

				b) No.								0		Critical

		3.7 Regarding your organisations information security training programme, which of the following is accurate: (tick all that apply)		All staff are required to complete an annual session of security awareness training 								1

				Training is incorporated as part of the induction process								1

				Training is integrated as a module into our organisation's overarching training programme								1

				A training needs analysis has been undertaken and bespoke training is delivered to staff in specific roles (for example those who manage and/or maintain the secure configuration of ICT systems)								1

				All training includes a form of assessment, poor performance is recorded and followed up on								1

		3.8 Is a disciplinary process in place for employees and contractors who have committed a security breach?		a) Yes.		A.8.2.3		MR 11		Clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents must be in place.

This to include a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies (including through the deliberate or accidental compromise of protectively marked information), and their responsibilities to report incidents promptly.		3

				b) No.								0

		3.9 Is a process in place to ensure that upon termination of employment: (tick all that apply)		Assets are returned 		A.8.3.1
A.8.3.2
A.8.3.3						3		Critical (if not selected)

				Access rights to these assets is revoked								3		Critical (if not selected)

		3.10 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]







4 Organisation

		Statement of Assurance 

		4. Organisation

		This section seeks to determine whether your approach to information assurance ensures that clear lines of responsibility and accountability are in operation at  all levels of your organisation. 

		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical

		4.1 Does your company have a senior individual responsible for the security of our information within your custody?		Yes [Insert name, role and contact details]		A.8.1.1		MR 1				3

				No								0		Critical

		4.2 Are the security roles and responsibilities of your employees clearly defined and documented in accordance with your organisation's information security policy?		Yes		A.6.1.3		MR 6		Information security roles and responsibilities that are appropriate to the size, structure and business function of your organisation should be identified and assigned. 

You should consider the need for other specialist security roles, including an IT Security Officer (ITSO), a Communications Security Officer (COMSO), Information Asset Owners, Crypto Custodians. Organisations may combine roles or else pool security resources with other similar-sized bodies;		3

				No								0

		4.3 Is a process in place to ensure your organisation is kept up to date on relevant current and emerging: (tick all that apply)		Information security best practice		A.6.1.7		MR9		For more information please see ISO/IEC 27001		1

				Government policy and legislation 								1

				Threats and vulnerabilities								1

				Technologies								1

		4.4 Is a corporate approach to risk management in place which enables the escalation of project risks to programme and/or organisational level risk registers? 		Yes								3

				No								0

		4.5 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]





5 Security Policy

		Statement of Assurance 

		5. Security Policy

		An information security policy should outline your organisation's overall approach to the management of information security. This section seeks to understand the depth of your security policy and your approach to review. 

		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical		Progressive disclosure

		5.1 Is a security policy in place setting out your organisation’s overall approach to protecting valuable assets?		Yes		A.5.11		MR2		An information security policy should set out how you, your delivery partners and suppliers, will protect any information assets you hold, store or process (including electronic and paper formats and online services) to prevent unauthorised access, disclosure or loss. 
		5

				No								0		Critical		If the supplier does not have a Security Policy, then the following question which probes the contents of the Security Policy, may not need to be responded to. Skip 5.2

		5.2 Please confirm that this policy references the following: (tick all that apply)		The importance of security to your organisation		A.5.11				For more information please see ISO/IEC 27001		1

				Legislation and regulation that your organisation is required to be compliant with								1

				Staff responsibilities for information security								1

				Training and awareness requirements of staff								1

				Business continuity arrangements								1

				Incident and breach management policies								1

		5.3 In relation to your security policy, which of the following is accurate (tick all that apply):		A review has been undertaken within the last twelve months 		A.5.12						1

				The policy has been approved by senior management								1

				The current security policy is accessible for all staff								1

		5.4 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]





6 Asset Management

		Statement of Assurance 

		6. Asset Management

		This section seeks to determine your approach to the management of sensitive assets to ensure they are handled, stored, transmitted and destroyed in a manner that is commensurate with the impact of a compromise to their confidentiality, integrity or availability. 

		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical

		6.1 Is a process in place to ensure assets are classified according to their value?		Yes and we align our classification system to the Government classification policy		A7.1.1		MR6		Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. Where the asset is owned by Government it should be valued according to the Government's current classification policy.  		3

				Yes, we have an in house classification policy								3

				No, but we retain the protective markings of Government assets that we are entrusted with								3

				No								0

		6.2 Has an owner been assigned to all information assets which require protection?		Yes		A7.1.2		MR6		An Information Asset Owner should be identified for each of the information assets identified within your organisation's list of information assets and that person should take full and effective responsibility for managing the protection and exploitation of the information for which he/she is responsible.

Where the asset is owned by Government it will be valued according to the Government's classification policy. The responsibility for protection of Government assets in your custody should still be assigned to a named individual within your organisation.		3

				No								0

		6.3 Is an asset register in place that identifies and records the value of sensitive assets which require protection?		Yes		A7.1.1		MR1		Information and other assets should be valued so as to ensure they are appropriately handled shared and protected. 


		5

				No								0		Critical

		6.4 Do you have policies in place which detail how our assets should be: (tick all that apply)		Handled		A.9.2.6, A.9.1.5, A.7.2.2		MR6, MR16-18		Policies, procedures and controls should be in place to ensure information assets are identified, valued, handled, stored, processed, transmitted, shared and destroyed in accordance with legal requirements and (in the case of Government assets) in line with the standards set out in the Government's classification policy.		1		Critical (if not selected)		If the supplier does not have policies that govern how Departmental assets should be managed then the following question, which relates to the communication of these policies, may not need to be responded to. Skip 6.5 if no option is selected.

				Copied								1		Critical (if not selected)

				Stored								1		Critical (if not selected)

				Transmitted								1		Critical (if not selected)

				Destroyed								1		Critical (if not selected)

		6.5 How are these procedures communicated to staff? (tick all that apply.)		[ ] Policies are centrally available.		A.5.1.1						1

				[ ] Policies are circulated to all staff.								1

				[ ] When they begin employment all staff are briefed and provided a copy of the current policy.								1

		6.6 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]





7 Incident management

		Statement of Assurance 

		7. Incident Management

		The section seeks to determine whether or not clear policies and processes for reporting, managing and resolving information security breaches and other security incidents are in place.  This includes ensuring roles, responsibilities and procedures for reporting, managing and responding to information security incidents are established.

		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical		Progressive disclosure

		7.1 Do you have policies in place which set out how information security incidents, and breaches to the confidentiality of data, should be managed?		Yes		A.13.2.1		MR12		Organisation should have clear policies and processes for reporting, managing and resolving Information Security Breaches and ICT security incidents. Put in place a security incident policy setting out clear guidance for staff on the potential disciplinary and / or criminal penalties that may result from failure to comply with security policies 		5

				No								0		Critical		If the supplier does not have an Incident Management Policy, then the following question which probes the contents of this policy, may not need to be responded to. Skip 7.2.

		7.2 Do these policies make reference to the following? (tick all that apply)		Individual responsibilities for identifying and reporting security incidents and information security breaches		A.13.2.1		MR12				1

				A reporting matrix including escalation paths 								1

				An up to date list of relevant internal and external contact points 								1

				A timeline detailing at which point the policy should be implemented								1

		7.3 In the event of a loss or breach to one of our assets which of the following actions would your organisation take first:		Take steps to locate the data or rectify the breach				MR12				0

				Carry out an assessment to determine the impact of the loss or breach								0

				Report the incident to the Department								5

		7.4 Is a forensic readiness policy in place documenting your approach to managing digital evidence relating to ICT security incidents?		Yes a policy is in place		A.13.2.3		MR12		It is important for each organisation to develop a Forensic Readiness of sufficient capability and that it is matched to its business need.  

Readiness involves specification of a policy that lays down a consistent approach, detailed planning against typical (and actual) case scenarios that an organisation faces, identification of (internal or external) resources that can be deployed as part of those plans, identification of where and how the associated Digital Evidence can be gathered that will support case investigation and a process of continuous improvement that learns from experience.
		3

				Yes a policy is in place and it makes specific reference to our approach to collecting, preserving, protecting and analysing this evidence								5

				No								0

		7.5 Do you have any further comments that you would like for us to take into consideration regarding this section?		[Free text]





8 Business Continuity 

		Statement of Assurance 

		8. Business Continuity

		This section seeks to determine whether or not effective Business Continuity Management (BCM) in place to plan how to maintain those parts of your organisation that you can't afford to lose if an incident occurs. 

		Question		Available Answers		Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical		Progressive Disclosure

		8.1 Does your organisation have business continuity and disaster recovery plans in place to maintain or quickly resume any services you provide to us?		Yes and these comply with BS25999/ISO22301.		A.14.1.1				A business continuity management system to enable you to maintain or else quickly resume provision of key services in the event of a disruption should be put in place. Business continuity management arrangements should follow industry best practice (BS25999 or equivalent standard)		5

				Yes.								3

				No.								0		Critical		If the supplier does not have a BC plan then the following question which probes the testing and review of this plan, may not need to be responded to. Skip 8.2.

		8.2 Are processes in place to ensure business continuity management arrangements are tested and reviewed? 		Yes and these have been tested and reviewed within the last 12 months		A.14.1.5				BCM arrangements should be tested and reviewed at least annually or following significant organisational change.		5

				Yes but these have not been tested and reviewed within the last 12 months								3

				There is no formal testing process in place but we have reviewed arrangements within the last 12 months								3

				No								0

		8.3 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]







9 Compliance

		Statement of Assurance 

		9. Compliance

		This section seeks to determine your approach to ensuring both you and your subcontractors, are compliant with our security policy and associated legislation and regulation. 

		Question				Corresponding in ISO27001:2005		Corresponding SPF MR		Supplier Guidance		Score		Critical

		9.1 How does your organisation ensure that relevant legislation and regulation is understood: (tick all that apply)		Contact with relevant authorities is maintained		A15.1.1				For more information please see ISO/IEC 27001		1

				All changes are reviewed to determine the impact for your business								1

				Relevant legislation and regulation is referenced in internal policies, plans and procedures								1

		9.2 Does your company provide guidance to staff on handling our information with respect to: (tick all that apply)		Data Protection Act						All staff handling sensitive government assets should be briefed about how legislation (particularly the OSA, FOIA and DPA) specifically relates to their role, including the potential disciplinary or criminal penalties that may result from failure to comply with security policies. 		1

				Freedom of Information Act								1

				Official Secrets Act								1

				Environmental Information Act								1

		9.3 In the past 12 months has your organisation assessed its compliance with relevant legislation and regulation (for example the Data Protection Act)?		Yes and no weaknesses were identified								5

				Yes and an action plan is in place to address weaknesses								5

				Yes but nothing has yet been done to address identified weaknesses 								3

				No, not in the last 12 months								0

		9.4 In the past 12 months have your organisation's information security controls, policies and procedures, been independently reviewed?		Yes						For more information please see ISO/IEC 27001		5

				No, but we have carried out an internal review		A6.1.8						3

				No								0

		9.5 Are processes in place to ensure that you assess the risks to assets that are shared with your delivery partners and third party suppliers?		Yes						Organisations should ensure that the security arrangements among their wider family of delivery partners and third party suppliers are appropriate to the information concerned and the level of risk . This must include appropriate governance and management arrangements to manage risk, monitor compliance and respond effectively to any incidents.		5

				No								0		Critical

		9.6 How does your company gain assurance that delivery partners and third party suppliers are compliant with your security policies? (tick all that apply)		Information security requirements are detailed in contracts						Organisations should ensure that they seek assurance from their delivery partners and third party suppliers to ensure that they are managing their protective security and information risks to an appropriate level. This should include working closely with security, procurement and contract management teams to ensure that adequate security, information assurance and business continuity requirements are specified in contracts with third party suppliers. 
		3		Critical if not selected

				Your right to audit is detailed in contracts and is exercised								3

				The need to meet recognised standards (such as ISO27001:2005) is stipulated 								1

				The organisation’s compliance is measured through self-assessment 								1

		9.7 Do you have any further comments that you would like for us to take into consideration regarding this section? 		[Free text]
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		Baseline Assessments Quality Assurance



		Requirements per model being piloted see notes 1 and 2

		Number of QA visits required to gather evidence

		Number of representatives required to carry out QA visits

		Length of training session						1 day

		Length of QA visit						0.5 day



		Item		Stage 		Description of service 		Item cost		Units		TOTAL



		1		Project set up		Production of Project Initiation Document (PID) and Project plan 				n/a		£   - 0

		2		Project management		Overall management of the project				n/a		£   - 0

		3		Models		Development of minimum of 5 proposed models for Quality Assurance process				n/a		£   - 0

		4		Preparation		Development of School QA visits plan				n/a		£   - 0

		5				Development of final documentation for approved models				3		£   - 0

		6				Delivery of STA helpline training				n/a		£   - 0

		7		Pilot of Options		Training of QA personnel						£   - 0

		8				Training overhead See note 3				3		£   - 0

		9				Cost of school visit						£   - 0

		10		Report		Production of final report and recommendations				n/a		£   - 0



								TOTAL				£   - 0







Notes
1.  Suppliers should  indicate the number of QA visits they believe will be required per model in order to generate sufficient evidence and the number of representatives that they believe will be required to carry out those visits. As the proposed models are not yet determined, these figures will be  assumed to be the same for all models in the calculations. Actual costs will be determined following the confirmation of the models to be piloted. However, the  item costs indicated will be fixed in any contract variation.

2. In order to facilitate comparison for contract award, suppliers should assume that each model will require one day of training for the representative undertaking the QA visit and that each visit will take 0.5 days.

3. It has been assumed that separate training days will be conducted for each model being piloted. If, once the models have been selected it is determined that these can be combined, a contract variation will be put in place to reduce these costs.




Sheet2





Sheet3






