Annex 4 - List of Documents and Information to Confirm Compliance with the Contracting Authority’s Qualification,
Technical, and Other Requirements/

Dopatok 4. - MNMepenik gokyMeHTIB Ta iHdopMauii AnA nigTBepAXeHHs BianoBiAHOCTI kBanidikalintHUM, TEXHIYHUM
Ta iHWKMM BUMoram 3amMoBHUKA

INFORMATION AND DOCUMENTS TO BE SUBMITTED
BY BIDDERS TO CONFIRM THEIR COMPLIANCE WITH
THE QUALIFICATION CRITERIAAND WITH THE
TECHNICAL AND OTHER REQUIREMENTS OF THE
CONTRACTING AUTHORITY

1. Information and documents confirming the bidder’s
compliance with the qualification criteria established in
Article 16 of the Law:

1.1. Afree-form certificate confirming that the bidder has the
equipment, material and technical resources, and
technologies necessary to provide the services that are the
subject of procurement, with mandatory indication of the
address of the immovable property (Data Processing
Center) that the Participant intends to use in delivering these
services.

1.2. A free-form certificate confirming the bidder’s
(subcontractor’s) right to provide cloud services using
VMware hypervisor software, which the bidder plans to use
when delivering the services that are the subject of
procurement in Ukraine. To support this, the bidder shall
provide a link to the relevant website of the hypervisor
software manufacturer, where the participant
(subcontractor) must be listed among cloud service provider
partners (with a location in Ukraine).

The VMware by Broadcom website
(https://expert.broadcom.com/cloud_svcs) must contain
confirmation that the participant (subcontractor) holds the
status of a VMware Cloud Services Provider partner at a
level not lower than PREMIER PARTNER, as well as the
Sovereign Cloud status.
The Participant’s cloud infrastructure must be created in full
compliance with the technological, functional, reliability, and
fault-tolerance requirements of the VMware by Broadcom
reference system architecture and must ensure full and
exclusive compliance with Ukrainian legal requirements
regarding confidentiality, data location, access, and control
in accordance with the Sovereign Cloud Provider program.
A participant that intends to engage a cloud service provider
partner as a subcontractor shall additionally submit a copy
of a valid agreement with the subcontractor (without
confidential information), granting the participant the right to
provide the services that are the subject of procurement,
including ensuring access to round-the-clock technical
support from the hypervisor software manufacturer.

2. Information and documents confirming that the
participant’s tender proposal meets the required technical,
qualitative, and quantitative characteristics of the
procurement item:

2.1. A description of the Cloud Data Processing Center
(XOn) architecture indicating the hypervisor software and
confirming compliance with the technical requirements
specified in Annex 3 (Technical requirements) to the tender
documentation.

MEPENIK IHGOPMALIT TA JOKYMEHTIB, WO
NOOAKOTLCA YHACHUKAMU
ONA NIOTBEPOIXXEHHSA MOro BIAMNOBIAHOCTI
KBANIDIKALIMHUM KPUTEPIAM TEXHIYHUM TA IHLNM
BUMOI'AM 3AMOBHWKA

1. IHdopMmauis Ta  AOKyMeHTW, Wo  NiaTBepaXylTb
BigMNoOBIiAHICTb yyacHuka kBanidikauinHum KpUTEpIaMm,
BCTaHOBNEHUM Yy cTaTTi 16 3akoHy:

1.1. [JoBigky B AOBINbHIN hopMi MPO HAsSIBHICTb B y4acHWKa
obnagHaHHs, MaTepianbHO-TEXHIYHOI 6as3u Ta TexHornorin,
HeobXigHUX ANa HagaHHS NOocnyr, SKi € NpeaMeTOM 3aKynisni, 3
00OB’A3KOBMM  3a3HAYEHHSIM adpecy HepyxoMoro MavHa
(LlenTpy O6pobkm [aHunx), ake YYacHUK MnaHye 3anyuymTu ons
HagaHHS BiANOBIAHUX NOCNYT.

1.2. [JoBigky B OOBiNbHIA hopMi NpoO NpaBo y4vacHUKa
(cniBBUKOHaBLS) HajaBaTy XMapHi NOCAyru 3 BUKOPUCTAHHAM
n3 rinepeizopa  VMware, SIKe  Y4aCHWK  nnaHye
BMKOPUCTOBYBaTW MNPV HadaHHi MNOCAyr ki € npegmeTom
3akynieni, Ha TepuTtopii YkpaiHn. Ha nigTBepaXeHHs Hagatu
nocunaHHa Ha BianoBigHWA canT BMpoOGHUKa M3 rinepsisopa,
e cepen napTHepiB-nocTavanbHUKIB XMapHUX CepBiciB (3
nokakieto B YkpaiHi) mae 6yTu y4acHUK (CniBBUKOHaBELLb).

Ha canTi VMware by Broadcom
(https://expert.broadcom.com/cloud_svcs) noBuHHO  ByTu
NiATBEPAXEHHSA HAsBHOCTI B yyacHuka (CniBBMKOHAaBLSA)
cTaTtycy naptHepa y HagaHHi xmapHux nocnyr (VMware Cloud
Services Provider) He Hmx4ye PREMIER PARTNER T1a cratycy
Sovereign Cloud.

XMapHa iHgpacTpykTypa Y4acHuka NoBuHHa ByTn cTBOpeHa y
MOBHIN BignoBigHOCTI no BUMOT TEeXHOMOr4YHOCTI,
YHKLiOHaNbHOCTI, HAQiINMHOCTI Ta BiAMOBOCTIMKOCTI €TanoHHOI
cuctemHoi  apxitektypu  VMware by Broadcom Ta
3abe3nedyBaT MOBHY Ta BUKMKOYHY BI4MNOBIOHICTE HOPMaM
YKPaiHCbKOi  IOPUCAMKLiT  CTOCOBHO  KOHQDIAEHLNHOCTI,
PO3MiLLLEHHS, 4OCTYMY Ta KOHTPOMO HaA4 AaHUMU BigNoBiAHO OO
Bumor nporpamu «Sovereign Cloud Provider».

YuyacHuK, SiKMA MnaHye 3anydaTy napTHepa-nocrayanbHuKa
XMapHuX CepBiciB, SIK CNIBBUKOHaBLUSs, [0AATKOBO MOBUHEH
HagaT\ KoMilo 4YMHHOI yrogn 3 cniBBukoHaBLeM (6e3
KOHMiAEeHUinHOT iHdopmalii), fka Hagae ydvacHuKy npaso
HagaBaTu Mnocnyru, fki € NnpegmMeTom 3akynieni, BKOYa4m
3abe3nedeHHsa gocTyny A0 UinogoboBoi TEXHIYHOI NiATPUMKM
B1pobHMKa nporpamHoro 3abesneyeHHs rinepsizopa.

2. IHdpopmauisa Ta AOKYMEHTW Npo BiAMOBIQHICTb TeHAEepHO!
npono3uuii y4acHuka HeobXiAHUM TEXHIYHUM, SKICHUM Ta
KiNbKiICHUM XapakTepucTukam npeameTa 3akynisni:

2.1. Onnc apxitektypy XUOO 3 3asHaveHHam 13

rinepeizopa Ta NiATBEPMKEHHAM TEXHIYHMX BUMOr, HaBegEeHNX

y O0odamky 3 (TEXHIYHI BWMOIMY) po TeHAepHoi

OOKyMeHTaUji.



3. Other:

3.1. A valid Certificate of Compliance for the
existing Information Security Comprehensive
Protection System (ISCPS) of the current cloud
infrastructure intended for processing restricted
(service) information (the information and
communication system). Such an information and
communication system must be owned by the
Participant and located in a Data Processing
Center at the address specified in the certificate
regarding the availability of equipment, material
and technical resources, and technologies, the
submission of which is required under Clause 1.1
of this Annex

or

a valid organizational and technical solution for deploying a
comprehensive information security system of a standard
private cloud infrastructure intended for processing official
information.

¢ If the Participant submits a Certificate of Conformity:
The CISS Certificate of Conformity must be issued by a
business entity holding a license to conduct economic
activities in providing services in the field of cryptographic
information protection (except electronic digital signature
services) and technical information protection, in
accordance with the list defined by the Cabinet of Ministers
of Ukraine. The contracting authority shall independently
verify the validity of the license at:
https://data.gov.ua/dataset/97852d93-dd32-4771-a1a8-
351a1fadddOe.

The participant’'s existing ICS CISS Certificate may be
submitted without the documents that form its integral parts
(at the participant’s discretion).

3.2. A valid positive expert report confirming that the Data
Processing Center, whose address is indicated in the
certificate regarding the availability of equipment, material
and technical resources, and technologies (required under
p. 1.1 of this Appendix), or its individual premises (modules),
complies with the requirements of technical information
protection and is registered with the Administration of the
State Service for Special Communications and Information
Protection of Ukraine (submitted without the documents that
form its integral parts),
or

a valid CISS (Comprehensive Information Security System)
Certificate of Conformity for the information system of the
Data Processing Center (whose address is indicated in the
certificate regarding the availability of equipment, material
and technical resources, and technologies required under p.
1.1 of this Appendix), confirming that the CISS of the
information and communication system of this Data
Processing Center complies with the requirements of
regulatory documents on technical information protection.
The CISS Certificate of Conformity may be submitted
without the documents that form its integral parts (at the
participant’s discretion).

The participant shall also provide the pages of the expert
report containing information on the location/address of the
technical site (DPC) / object of examination (OE). If these
pages contain confidential information, such information
may be concealed (redacted) in the submitted documents,
provided that this does not affect the perception of other
essential data required to confirm compliance with
procurement requirements.

3.

3.2.

IHWe:
3.1. YuHHUN arecrar BignoBigHOCTI
KOMMMEKCHOI cuctemu 3axucty iHdopmaduii

(KC3I) Ha icHytouy XxmapHy iH(bpacTpyKTypy Ans
06po6KHU cnyx6oBoi iHdbopmauii
(iHcbopmauinHo-koMyHiKauinHy cuctemy). Taka
iHpopMauiMHO-KOMYHiKaLlinHa cucTtemMa Mae
HanexaTu y4acHUKY Ta po3milwyBaTtuch y LleHTpi
0o6po6GKN paHMX 3a agpecolo, sika 3a3HayeHa B
aoBigui npo HasABHIiCTb obnagHaHHS,
MaTepianbHO-TeXHiYHOI 6a3uM Ta TEexXHOnorin,
nogaHHA sAKoi nepegbayeHo n. 1.1 uboro
aonaTky

abo

YMHHE OpraHisauifHO-TEeXHIYHE PilleHHA Ha PO3ropTaHHS
KOMMEKCHOI CUCTEMW 3axuCTy iHdopmauii  TUnoBoOi
npuBaTHOI XMapHOi iHppacTpykTypu ans  obpobku
cnyx06o0Boi iHbopmaLyji.

e y BUNAgky YyacHnkom
BignNOBiAHOCTI:

Artectar BignogigHocTti KC3I mae 6yTn BugaHuii cyt’extom
rocnoaptoBaHHs, WO Mae MileH3ito Ha NPOBaKEHHS
rocnoaapcbKoi AiANbHOCTI 3 HagaHHA nocnyr y ranysi
KpunTorpadiyHoro 3axucty iHdopmauii (kpim nocnyr
€IEeKTPOHHOro  UM@POBOro  MiAMUCY) Ta TEXHIYHOro
3axucTy iHdopmauii, 3a nepenikom, WO BU3HAYAETLCS
KabiHeTtom MiHicTpiB YKpaiHu. 3aMOBHMK CaMOCTIHO
nepeBipsie YMHHICTb MileH3ii cyb’ekTa rocnogaproBaHHs
3a nocunaHHam https://data.gov.ua/dataset/97852d93-
dd32-4771-a1a8-351a1fadddOe.

Atectar BignosigHocTi KC3I Ha icHytouy IKC yyacHuka
MOXe HagaBaTucst 6e3 [OOKyMeHTiB, $Ski € Woro
HEBIO’€EMHOI0 YaCTUHOK (Ha PO3CYL YYaCHUKA).

UMHHUIA  MO3WUTUBHWIA  EKCNEPTHWN  BUCHOBOK  MpO
BignoBigHiCTb LleHTpy 00pobkuM AaHux, agpeca SKoro
BKasaHa B [JOBigUi MNpo HasABHICTb 0obOnagHaHHSA,
MaTtepianbHoO-TEXHIYHOI 6a3n Ta TexHonorii (HagaHHsA
Akoi BuMMmaraetbcs B n.1.1 uboro gogatky) abo noro
OoKpeMux npumiweHb (MoayniB) BMMOraM TEXHIYHOro
3axucTy iHopmalii, 3apeectpoBaHuin B AaMiHicTpauii
HepxaBHoi cnyxbu cneuianbHOro 3B'A3Ky Ta 3axucTy
iHpopmauii  YkpaiHn (6e3 [OKyMeHTiB, SKi € Woro
HeBiO'€EMHOI0 YacTMHOW) abo

YnHHMI aTtecTtaT BignoeigHocTi KC3l Ha iHdopmauinHy
cuctemy Llentpy O6pobkm [laHux, (agpeca skoro BkasaHa
B [0OBigUi Npo HasiBHICTb obnagHaHHs, MatepianbHo-
TEXHIYHOT 6a3un Ta TEXHONOrIN, HaAaHHSA AKOT BUMaraeTbes
B n.1.1 uboro popaTky), skmi 3acsigyye, wo KC3I
iHpopmauiiHo-KOMyHikauiiHoi cuctemmn pgaHoro LIO[M
BigNoOBidae BMMOram HOPMAaTMBHUMX [AOKYMEHTIB 3
TEXHIYHOro 3axucTy iHdhopmaLii.

Atectat BignosigHocti KC3l moxe HapaBaTtucsa 6e3
OOKYMEHTIB, SKi € NOr0 HEBIA’EMHOIO YaCTUHOM (Ha po3cys,
yyacHuka).

TakoX y4YaCHWK MOBMHEH HafaTW CTOPIHKM EKCNepPTHOro
BMCHOBKY, Ha $KMX 3a3HayeHo iHdopmauito, npo
MicLiepo3TaLlyBaHHSA/MiCLLe3HaXOMKEHHS TEeXHI4YHOro
Manganuuka (LlOO)o6’ekta ekcneptnsm (OE). B pasi
AKWO Ha CTOPIHKAxX EKCMepTHOr0 BWUCHOBKY, Ha SIKUX

HaaaHHA ATECTaTy

3a3HadYeHo iHgopmaLito, npo  MicLuepo3TallyBaHHS
/MicLie3HaxoMKeHHsA TeXHiYHoro MargaH4mKa
(LoLO)/o6’exra ekcnepTusn (OE) MIiCTUTbCS

KOHdpiaeHuinHa iHpopmalis, BoHa Moxe ByTu npuxoBaHa
(3apeTywwoBaHa) y HagaHux JOKYMeHTax 3a yMOBW, LLO Le


https://data.gov.ua/dataset/97852d93-dd32-4771-a1a8-351a1faddd0e
https://data.gov.ua/dataset/97852d93-dd32-4771-a1a8-351a1faddd0e

The participant shall provide the pages of the expert report
indicating that the following subsystems are included in the
certified ICS:

e access control system;

e video surveillance system;

e engineering infrastructure monitoring system (air
conditioners, UPS units, temperature sensors);
diesel generator monitoring system;
fire alarm system and automatic gas fire
extinguishing system;

e network equipment complex.

3.3. Copies of valid certificates confirming compliance of the
Participant’s information security management systems and
personal data management systems with the requirements
of the international standard ISO/IEC 27001:2022 or
ISO/IEC 27001:2013 extended by ISO/IEC 27701:2019,
issued for the provision of cloud services or cloud provider
services to clients. Such certificates must be issued by a
conformity assessment body accredited by an accreditation
authority that is a member of the IAF (International
Accreditation Forum).

3.4. Copies of valid certificates confirming compliance with
international standards in the field of cloud computing —
ISO/IEC  27017:2015 and ISO/IEC  27018:2019.
These certificates must be issued in the Participant’s name.

He BMMMHE Ha ChPUNHATTA IHWWX CYTTEBUX OaHUX,
HeobXigHUX ANs NiATBEpAXEHHS BiAMOBIAHOCTI BUMOram
3akynieni.
YyacHMK MNOBMHEH HagaTU CTOPIHKM  eKCMepPTHOro
BMCHOBKY, Ha $IKMX 3a3HayeHO WO A0 cknagy AaHoi
aTectoBaHoi IKC, BXogaTb HacTynHi nigcuctemu:

e  cucTema KOHTPOM AOCTYMY;

e  cucTema BifeoCnoCTEPEKEHHS;

e CcuUCTeMa MOHITOPUHIY iHXeHepHol iHpacTpykTypu
(koHamuioHepn, ABX, natynku Temnepatypu);

e  CMCTEMa MOHITOPVHIY AM3eNb-reHepaTopiB;

e cuctema NOXEXHOI  curhanisauii  Ta cucrtema
aBTOMaTMYHOrO ra3o0BOr0 MOXEXOraciHHs;

e KOMMIEKC MepexeBoro obnagHaHHs.

3.3.Konmii  4nHHUX cepTudikaTiB  BiANOBIAHOCTI  BUMOram

MixHapogHoro ctaHgapTy ISO/IEC 27001:2022 abo ISO/IEC
27001:2013 B poswupeHnin pepakuii ISO/IEC 27701:2019
CUCTEM yMNpaBniHHA iHpopMaLiiHo Ge3neko Y4yacHuka Ta
CMUCTEM YMNpaBniHHA MepCoHanbHUMW AaHUMW ANs HaAaHHS
KnieHTaM XMapHUX cepBiciB abo nocnyr xmMapHoro nposangepa
YyacHuKka, BMOAHWX OPraHoM 3 OLiHKM BigMNOBIAHOCTI, WO
akpeauMToBaHU  ogHMM 3 opraHiB  akpeguTadii. OpraH
akpeguTauii noBuHeH ©6ytu uneHom IAF  (International
Accreditation Forum).

3.4.Konmii 4uHHUX cepTudikaTiB  BiAMOBIAHOCTI  BMMOram
MiKHapogHUX CcTaHdapTiB Yy cdepi XMapHux obuyucneHb
ISO/IEC 27017:2015 Ta ISO/IEC 27018:2019. Taki
cepTudikaT NOBUHHI ByTV B1aaHi Ha iM'st Y4YacHuKa.



