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1. DEFINITIONS 

For the purpose of this Schedule 1 Part 3 (Authority's Requirements (ICT 

Specification)), unless the context otherwise requires: 

"Administrator" means a person with the ability to fully manage 
Authorised Users of any solution; which shall include 
adding, deleting, editing or suspending Authorised 
Users and changing an Authorised User’s role or 
access rights as well as modifying, defining or creating 
roles including the access rights and permissions of 
the role; 

"Authorised Users" means any user of the system that is authorised by the 
Authority (in respect of the Authority's ICT System) or 
the Contractor (in respect of the Contractor's ICT 
Systems);  

"Authority's 
Password Policy" 

means the Authority's Password Policy as amended 
and updated from time to time and listed in Schedule 
12 (Authority Policies);  

"CJSM" means the Criminal Justice Secure email system; 

"Core Operating 
Hours" 

means the ordinary daily period of operation of the 
STC during which Bedrooms are unlocked; 

"Core Systems" means any Contractor server, device, or software, in 
each case comprising a local area network installed to 
the Site; 

"Data Retention 
Schedule" 

means the Authority's Data Retention Policy as 
amended and updated from time to time and listed in 
Schedule 12 (Authority Policies);  

"Disaster Recovery 
Plan" 

means the plan to be provided pursuant to paragraph 
6 of this Part 3 of Schedule 1 (Authority's 
Requirements (ICT Specification)); 

"Inspection 
Authority" 

means any organisation appointed by or on behalf of 
the Authority, including Ofsted and HMIP, as notified 
by the Authority from time to time; 

"IT Health Check" means a CESG-approved IT security risk assessment 
carried out under the terms and conditions of CHECK; 

"Operational 
Specification" 

means the operational specification referred to in Part 
1 of Schedule 1 (Authority's Requirements 
(Custodial Service Specification)); 
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"Protective 
Monitoring" 

means the standards referred to in 'Good Practice 
Guide 13 – Protective Monitoring for HMG ICT 
Systems' listed in Schedule 12 (Authority Policies); 

"Security Check 
Standard" 

means the standard referred to in the HMG Security 
Policy Framework listed in Schedule 12 (Authority 
Policies); 

"Security Manager" means a person appointed by the Contractor (with the 
Authority's approval) to manage ICT security at the 
STC; 

"Serious and 
Significant Incident" 

means an incident described as such in the Serious 
and Significant Incident Policy listed in Schedule 12 
(Authority Policies); 

"SystmOne" means the NHS England case management system;  

"YJMIS" means the Authority's management information system 
as referred to in this Part 3 of Schedule 1 (Authority's 
Requirements (ICT Specification) as at the 
Commencement Date.  

 
 
2. ICT REQUIREMENTS 

2.1 Overview 

This Schedule 1 Part 3 (Authority's Requirements (ICT Specification)) sets out the 
Authority’s Requirements relating to the Information, Communications and Technology 
("ICT") involved in delivering the Custodial Service that is needed to support the Secure 
Training Centre.   

The Contractor shall provide the Custodial Service in order to deliver the Operational 
Requirements of the STC. The Contractor shall be permitted access to elements of the 
Authority's ICT Solution.  

The following areas fall outside of the scope of this Schedule 1 Part 3 (Authority's 
Requirements (ICT Specification)) and any requirements concerning the areas listed 
below are dealt with in Schedule 1 Part 2 (Authority's Requirements (Property Service 
Specifications)): 

 

 BOSS chair 

 Deister system 

 Digital video cameras 

 Electronic door and key management systems 

 Fingerprint readers 

 Fire and smoke alarms 

 Mobile telephones 

 Pagers 

 Radio communication 

 Security alarms 



 
OFFICIAL 

 
Contract for the Delivery of Youth Detention Accommodation 

 

 

Rainsbrook STC 
 
Schedule 1 Part 3: Authority's Requirements Page 5 of 27 October 2015 
(ICT Specification)   

 X-ray machines and portals 

 
2.2 Authority Requirements 

The Authority’s Requirements in relation to the ICT Specification are described in the tables 
below and each has a unique reference number in the left hand column.  
 
2.2.1 Digital by Default  

Ref Requirement(s)  

1 The Contractor will seek to comply with HMG Digital by Default strategy by looking to 
maximise the use of ICT solutions where applicable. 

 

2.2.2 Using Authority ICT  

Ref Requirement(s)  

2 The Contractor will enable the Authority to provide connectivity to access the Authority's ICT 
systems. Currently the case management solution and management information solution is 
connected by a ‘crypto box’. 

3 The Contractor shall, as required by the Authority, use elements of the Authority's ICT System. 
This shall include but is not limited to: 

 A case management solution (currently eAsset); 

 A management information system (currently YJMIS); and 

 A secure email system (currently CJSM). 

The Authority reserves its right to modify, update, test and change the Authority's ICT System 
at any point during the term of this Contract.  

 

2.2.3 Using and upgrading local ICT  

Ref Requirement(s) 

4 The Contractor shall make any investment needed in ICT to meet the Authority's 
Requirements for the duration of this Contract. 

 

2.2.4 Using NHS England and other Third Party ICT Software Solutions    

Ref Requirement(s)  

5 The Contractor shall host access to the building and provide a location for health staff to use 
their own equipment and SystmOne and any other subsequently mandated NHS England ICT 
software solutions.     
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6 The Contractor shall provide access to allow hosting of physical equipment to any Third Party 
supplier authorised by the Authority in order for the Contractor to fulfil their obligations. 

 

2.2.5 Contractor ICT 

Ref Requirement(s)  

7 The Contractor shall enable the operational delivery of the solutions including, but not limited 
to: education, health, behavioural observations, handling complaints, management 
information, workforce management, recreational activities, behaviour management, 
incentives, resettlement, appointment/visit bookings and video technology. 

8 The Contractor shall provide its own Assets and networks. The Contractor may make use of 
local structural cabling at the STC.  

9 The Contractor shall provide any other solution which throughout the duration of this Contract 
the Authority and/or the Contractor believes will aid the delivery of the Custodial Service to the 
Site.  

 

2.2.6 Personal Information   

 

Ref Requirement(s) 

10 Upon arrival at the STC, a proportion of information about a Young Person will be 
electronically received by the STC from the YJB Placements Service ("YPS") through the 
Authority’s case management solution. Hard copy data will also be passed between the STC 
Escort Service Provider to the STC; any hard copy data must be uploaded securely and 
electronically to the Authority case management solution.   

The Contractor shall review information received on the Authority’s electronic case 
management solution in advance of a Young Person’s arrival. The Contractor shall request 
any additional information to support the initial care planning of the Young Person from either 
the home Youth Offending Team or from the establishment that the Young Person may have 
been transferred from.  

11 During the custodial period, for each individual Young Person, the Contractor is required to 
ensure that the following information is stored and recorded on the Authority’s electronic case 
management solution:  

 All completed assessments which provide a holistic overview of a Young Person’s 
needs. This includes but is not limited to Asset Plus, Pre-Sentence Report, Placement 
Information Form (PIF), health Agencies, education agencies, Look After Children, 
MAPPA and resettlement agencies. 

 Personal information about the Young Person’s care and progress (which must be 
captured and recorded daily on the Authority’s electronic case management solution). 
The Contractor will be required to assess the suitable levels of access for staff to 
contribute to this process.  
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12 All confidential and sensitive information about a Young Person must be held on the 
Authority’s case management system, provided that: 

(a) the Contractor may hold such information on their own custodial management system 
where the Authority’s case management system is not capable of holding this information for 
any reason for the period that the Authority’s case management system remains not capable 
of holding this information; and 

(b) the Contractor may duplicate such information held on the Authority’s case management 
system on their own custodial management system with the prior written consent of the 
Authority, 

provided that, in either case, the Contractor’s ICT system must comply with the requirements 
and provide the outcomes set out in HMG Security Policy Framework (taking account of the 
type of information being held) and the Contractor must provide independent assurance to the 
Authority that this is the case. 

13 The Contractor shall store information produced relating to the performance of the Custodial 
Service within the STC (e.g. weekly timetables, catering choices, and staffing rotas) on the 
Contractor's ICT System.  

14 Not used.  

15 The Contractor shall use YJMIS, MSXL toolkit and manual templates to report management 
information about the STC to the Authority in accordance with the Authority's Requirements.  

 

2.2.7 Key Performance Indicators (KPIs)  

Ref Requirement(s)  

16 The Contractor shall update the Authority with agreed management information on a regular 
basis in accordance with the Authority's Requirements, including Schedule 6 (Performance 
Management and Management Information Reporting) and Schedule 16 (Daily Report). 

17 The Contractor shall provide the Authority with regular reports covering the outcomes of every 
aspect of the Custodial Service. These reports shall be supported by more detailed 
information, captured on every aspect of the Custodial Service and stored on the Contractor’s 
ICT System. This detailed information is required in order that the Contractor may manage the 
Custodial Service, identify and resolve problems, continuously improve the Custodial Service 
and respond to specific investigations or requests from the Authority and/or the YJB as 
required in accordance with the Authority's Requirements. 

 

2.2.8 Use of portable and flexible technology 

Ref Requirement(s)  

18 The Contractor must ensure that connectivity of mobile devices which are used as part of their 
ICT solution, such as tablets, eReaders and handheld PDAs are restricted to a network 
provision controlled and provided by the Contractor. Access via 3G/4G (“mobile internet”) 
open connectivity is not permitted. 
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19 The Contractor must ensure that any mobile device is protected by means of suitable 
encryption and mobile device management (MDM) such as password policies, disabling 
unnecessary services and applying manufacturer/commercial best practice. HMG has 
published suggested device configurations for most operating systems which can be found on 
the gov.uk website. Please also refer to Section 19 for detail on Security and Information 
Assurance requirements. 

20 The Contractor should ensure any use of any mobile devices is implemented with sufficient 
regard being given to Health and Safety and behaviour management issues within the 
environment. Suppliers should also consider additional physical security concerns should the 
Facilities Management team require the device to cross the physical boundary of the 
establishment. 

 
 

2.2.9 Communication 

Ref Requirement(s)  

21 The Authority recognises ICT-led communication to include: 

 telephony, including PIN phone solutions; 

 video-conferencing; and 

 secure relay messaging. 

The Contractor must ensure that any use of communication technologies by the Young Person 
meets the Authority’s security requirements (outlined in Section 19) including approved contact 
lists. 

22 Secure relay messaging should be subject to individual risk assessments, and must only be 
used to contact the following people: staff working within the establishment, family, external 
education and resettlement workers related to the Young Person, as necessary and from an 
approved contact list. No communication between Young People across the site shall be 
permitted. 

23 Video conferencing technology and telephony should be subject to individual risk assessments. 
Communication must only be to family and agencies from an approved list including legal 
advisors, Youth Offending Teams, social services and resettlement agencies. The Contractor 
will be required to ensure that sufficient safeguards and security measures are in place to 
support the facilitation of these solutions. For example, video conferencing should include 
verification of visitors, acceptable behaviour protocol, etc.   

 

2.2.10 Use of Internet and Wi-Fi 

Ref Requirement(s)  

24 The Contractor must ensure that access to the internet by Young People is for education and 
resettlement purposes only. Services provided must be subject to the Authority’s approval and 
must be strictly subject to individual risk assessments. All internet facing service must meet 
the Authority’s security requirements (outlined in Section 19).   
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25 Under no circumstances should the Contractor allow Young People access to social media. 

 

2.2.11  ICT and Education 

Ref Requirement(s)  

26 In addition to other education deliverables, the Contractor shall be required to deliver 
an ICT curriculum.  

Lessons shall be delivered in a way that is accessible and is considerate of the needs of all 
Young People. The Contractor shall ensure that ICT education lessons are well planned and 
structured, with clearly described objectives that Young People understand, with a focus on 
Assessment for Learning to meet the needs of all Young People as identified in their 
Personalised Learning and Skills Plan. 

27 The Contractor shall ensure that there is sufficient ICT equipment that supports the delivery of 
all education provision. This includes but is not limited to: 
 

 ICT equipment for Young People (examples may include PCs, tablets, laptops, 
eReaders, etc.); 

 ICT equipment for staff (examples may include electronic whiteboards, PCs, 
tablets, laptops, eReaders, etc.); 

 Packages that supports learning (examples may include computer aided design 
(CAD), music technology etc); 

 On line or web based resources to support education learning – content which the 
Contractor must maintain and update to support the needs of all Young People; 
and 

 A solution that enables the Contractor to record and track teaching resources, 
staff progress, timetabling, individual achievements, etc. 

 

28 The Contractor must ensure that there is sufficient flexibility and sufficient resources for both 
education staff and Young People in support of education provision within the Custodial 
Service.   
 

 
 

3. TECHNICAL REQUIREMENTS AND QUALITY EXPECTATIONS FOR THE ICT 

REQUIRED TO DELIVER THE STC CUSTODIAL SERVICE    

The following section of this Schedule 1 Part 3 (Authority's Requirements (ICT Specification)) 
sets out the Authority's Requirements in respect of the technical requirements and quality 
expectations for the ICT required to deliver the Custodial Service. 

 

1.0 Access  

1.1 Every aspect of the Custodial Service shall 
provide robust role based access at all 
levels from infrastructure and administration 
through to end user. 
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1.0 Access  

1.2 The Contractor shall ensure that the 
Custodial Service will be capable of limiting 
Authorised Users to a single logon at any 
one time. 

 

 

1.3 The Contractor shall provide a nominated 
'super user' on Site to act as an 
Administrator. 

 

1.4 All ICT handling Young Person Data shall 
operate in compliance with the Authority's 
Password Policy. ICT that doesn’t handle 
sensitive or Personal Data should apply 
industry best practices with regards to the 
handling of data. 

.    

1.5 Upon the occurrence of a Serious and 
Significant Incident, the Contractor shall  
comply with the Authority's Serious and 
Significant Incident Policy. 

The Authority, any Authority 
Representative, suitable third party or 
Inspection Authority shall be permitted 
access to the relevant Site, Contractor's 
Premises or the Contractor's ICT System 
upon the occurrence of a Serious and 
Significant Incident. 

 

1.6 The Authority, any Authority 
Representative, Suitable Third Party or 
Inspection Authority shall be permitted 
access to the Contractor's ICT System that 
processes, retains and/or logs Young 
Person Data. 

 

 

2.0 Archive  

2.1 The Contract shall ensure that all aspects 
of the Contractor's ICT System is capable 
of archiving data and retaining such 
archived data in line with any stated 
retention period contained in the Authority's 
Data Retention Schedule and the DPA. 

 

2.2  The Contractor shall provide to the 
Authority on request archived data.  

 

2.3 The Contractor shall have the capability to 
identify and securely destroy data that is 
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2.0 Archive  

older than the specified retention period 
contained in the Authority's Data Retention 
Schedule. 

 

3.0 Audit, Logging and Monitoring   

3.1 Every aspect of the Custodial Service using 
ICT shall maintain electronic logs and 
records for audit purposes. The Contractor 
shall maintain the audit logs and records in 
a way that facilitates finding or identifying 
specific items, and which supports a policy 
of 'forensic readiness' capable of 
supporting the investigation and response 
to security breaches. 

 

3.2 Every aspect of the Custodial Service using 
ICT shall maintain an electronic log or 
record of all access to data and information. 
The Contractor shall maintain the access 
log such that it is possible to identify all 
successful and unsuccessful access 
attempts. 

 

3.3 Every aspect of the Custodial Service using 
ICT shall electronically log or record all 
operations and changes made to data and 
information. As a minimum, the Contractor 
shall ensure that it is possible to identify the 
Authorised User that accessed the solution, 
and the time the access or any change was 
made.  

 

3.4 The Contractor shall make audit and 
monitoring logs and records available to the 
Authority upon request. 

 

3.5 The Contractor shall prevent any 
amendment or deletion of any audit trail 
without a separate audit event capturing 
these changes. 

 

3.6 The Contractor shall retain audit and log 
data for the same data retention period  as 
the source data it pertains to in accordance 
with the Authority's Data Retention 
Schedule. 

 

3.7 The Contractor shall ensure it retains a 
record of the original data to which a 
change is made, provided that this 
requirement applies only to data relating to 
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3.0 Audit, Logging and Monitoring   

the provision of Custodial Services. 

 

3.8 The Contractor shall prevent the deletion 
from audit and monitoring logs, any data 
relating to Authorised Users who have been 
removed from the system. 

 

3.9 The creation and storage of audit logs will 
not impact on the performance of the 
Custodial Services. 

 

3.10 The Contractor shall ensure that in the 
event of Error or Service Failure, the 
relevant log/files should provide enough 
information to support an investigation and 
isolation of the point and possible cause of 
failure. 

 

3.11 
The Contractor shall provide information 
about a Young Person to an Inspection 
Authority when requested.   

 

 

4.0 Availability  

4.1 Every aspect of Custodial Service shall 
have appropriate availability to meet the 
Authority's Requirements.  

 

   

  

5.0 Business Continuity and Resilience   

5.1 Every aspect of the Custodial Service using 
ICT shall facilitate business continuity. The 
Custodial Services shall be robust and 
resilient with no single points of failure. 

 

5.2 The Contractor shall verify backups to 
ensure that they are capable of being 
restored and the restore procedures should 
be successfully tested on a regular basis 
and not less than once a year. 

 

5.3 The Contractor shall ensure that backup 
data is transported and stored securely in 
line with the Authority's Information 
Assurance Guidelines. 

 

5.4 The Contractor shall ensure that in the  
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event of an ICT component failure, the 
Custodial Services will continue 
uninterrupted. 

 

6.0 Business Continuity - Disaster Recovery  

6.1 The Contractor will produce and maintain a 
fully documented Disaster Recovery Plan 
including a plan demonstrating how 
disaster recovery will be tested, in line with 
guidance provided by the Authority and/or 
the YJB. The Disaster Recovery Plan must 
be shared with and assured by the 
Authority and the YJB. The Disaster 
Recovery Plan will be in place before the 
Services Commencement Date.  

 

 

6.2 The Contractor shall review and update the 
Disaster Recovery Plan regularly and not 
less than once a Year and upon the 
occurrence of a significant change which 
may have an impact on the Disaster 
Recovery Plan and/or the Custodial 
Service. 

 

6.3 The Contractor shall test the Disaster 
Recovery Plan regularly and not less than 
once a Year and upon the occurrence of a 
significant change which may have an 
impact on the Disaster Recovery Plan 
and/or the Custodial Service.  A disaster 
recovery test report shall be produced by 
the Contractor following each testing of the 
Disaster Recovery Plan and shall be 
supplied to the Authority and the YJB. 

 

6.4 The Contractor shall review and update the 
Disaster Recovery Plan after any disaster 
recovery invocation. 

 

 

 

7.0 Capacity  

7.1 The Contractor shall ensure that every 
aspect of the Custodial Service using ICT is 
capable of supporting the running of the 
STC and meeting the Authority's 
Requirements (i.e. any ICT must be scaled 
appropriately at all times to support the 
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7.0 Capacity  

running of the STC). 

7.2 The Contractor shall ensure that every 
aspect of the Custodial Service using ICT is 
capable of managing and storing the 
volume of data and information required to 
run the STC and to meet the Authority's 
Requirements. 

 

7.3 The Contractor shall ensure that every 
aspect of the Custodial Service using ICT is 
able to support naturally occurring peaks in 
demand and to meet the Authority's 
Requirements. 

 

 

7.4 The Contractor shall ensure that every 
aspect of the Custodial Service using ICT 
will support changes in capacity and 
demand upon reasonable notice being 
given to the Contractor. 

 

 

7.5 The Contractor must ensure that the 
Custodial Service has the capability to run 
management reports during Core Operating 
Hours without impacting the overall system 
performance. 

 

 

8.0 Compliance and Policy  

8.1 All Contractor's Staff with access to a 
Young Person Data shall be cleared to a 
minimum of BPSS or equivalent recognised 
standard, such as BS7858. 

The Contractor's Staff with access to 
system configuration, system code, and 
cryptographic key material, or directly 
handling (e.g. transporting) large volumes 
of protectively marked data, shall be 
cleared to Security Check Standard level. 

 

8.2 The Contract shall ensure that every aspect 
of the Custodial Service using ICT will 
facilitate the Authority’s compliance with 
current Legislation in relation to 
accessibility including the Data Protection 
Act, Freedom of Information Act and Public 
Relations Act.  
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8.0 Compliance and Policy  

8.3 The Contractor shall ensure that every 
aspect of the Custodial Service using ICT 
will follow current industry and government 
best practises for accessibility, including but 
not limited to WCAG 2.0 AA and should 
work with commonly available assistive 
technologies. 

 

8.4 The Contractor shall maintain recognised 
ICT best practices in respect of coding, 
development, document management and 
record keeping and shall provide evidence 
of these practices to the Authority upon 
request. 

 

8.5 The Contractor shall ensure that any aspect 
of the Custodial Service that has access to  
Young Persons Data shall be capable of 
visually identifying the Authorised User at 
initial logon so that: 

 only Authorised Users may log on to 
systems; 

 a ‘Super User ‘ must be identified and 
will be responsible for providing 
different levels of system access to 
staff according to operating need 

 by logging on, Authorised Users accept 
that their activities are subject to 
Protective Monitoring; and 

 any unauthorised access or misuse of 
the system can be investigated as a 
potentially criminal act under the 
Computer Misuse Act.   

 

 

8.6 The Contractor's ICT System shall comply 
with Cabinet Office digital standards, 
including prioritising the use of open 
source, open standards, open data 
standards and use of common components 
and services. 

 

8.7 The Contractor must ensure access to 
computer games adheres to the Pan 
European Games Information (PEGI) rating 
system, is appropriate to the age of the 
Young Person and that no access to games 
rated 18 is allowed. 
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8.0 Compliance and Policy  

8.8 
 
The Contractor shall ensure that every 
aspect of the Custodial Service using ICT 
shall take account of and comply with the 
equality requirements set out in clause 35 
of this Agreement. 

 

 

9.0 Data Integrity  

9.1 The Contractor shall ensure that any aspect 
of the Custodial Service used to access 
Young Person Data maintains the integrity 
of information that is processed. The 
Contractor shall ensure that changes are 
completed and confirmed by the Authorised 
User, and are auditable (and cannot be 
repudiated), before they are applied. 

 

9.2 The Contractor shall limit access to each 
record to one (1) Authorised User at any 
one time. 

 

9.3 The Contractor shall validate data at the 
point of entry. Data validation shall include 
adherence to any appropriate and agreed 
data standards or formats. 

 

9.4 The Contractor shall ensure that any 
electronic record relating to any aspect of 
the Custodial Service made by an 
Authorised User using ICT will not be lost 
or undone unless it is changed by 
deliberate recorded and auditable further 
action by the same Authorised User or by 
another Authorised User. 

 

9.5 The Contractor shall ensure that any aspect 
of the Custodial Service using ICT shall 
provide ways to restore the business data 
to a known, consistent state following the 
discovery of any fault in the application 
software. 

 

9.6 The Contractor shall ensure that once data 
is no longer required it will be deleted in 
accordance with the requirements of the 
HMG Security Policy Framework and 
procedures / standards specified in 
Information Assurance Standard 5 – 
Secure Sanitisation.  
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10.0 Design & Usability  

10.1 Any systems used to support the Custodial 
Service shall be capable of automatically 
changing between GMT and BST and shall 
record and/or display the correct UK time. 

 

10.2 Not used.  

10.3 The Contractor shall ensure that all 
systems are capable of producing error 
messages which are meaningful and 
appropriate, and which offer immediate 
prompts for actions to resolve the error 
wherever possible. 

 

 

 

 

11.0 Technical and Design Documentation  

11.1 Where appropriate, the documentation 
shall: 

 contain sufficient information to 
allow a suitably qualified and 
experienced technical resource to 
support and maintain the Custodial 
Service, including understanding 
and maintenance of any code 
specific to the execution of this 
Contract; 

 be securely stored and subject to 
necessary change/document and 
access management controls; and  

 be accessible to stakeholders in 
accordance with assigned access 
permissions. 

 

11.2 The Contractor shall provide sufficient 
documentation to support the security 
status of the Custodial Service as defined 
in the Information Assurance and Security 
sections of this Schedule 1 Part 3 and to 
meet the Authority's Requirements. 

 

11.3 The Contractor shall provide sufficient help 
and support documentation (e.g. user 
manuals, guides, online help etc.) to meet 
the Authority's Requirements. 
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11.0 Technical and Design Documentation  

11.4 The Contractor shall keep all 
documentation up to date and relevant and 
the documentation will reflect the current 
state of the Custodial Service in 
accordance with the Authority's 
Requirements. 

 

 
 
 

12.0 General (Support, Maintenance, Service)  

12.1 Testing. All releases and significant 
changes shall go through business user 
testing before implementation. No changes 
shall be made to the production Custodial 
Service unless they have been adequately 
tested first. 

 

12.2 Training. The Contractor shall provide 
training as required by the Authority.  

 

12.3 Replacement at end of life. The 
Contractor shall promptly replace Expired 
ICT used in the provision of the Custodial 
Service with an equivalent product or 
service and in accordance with clause 25.1, 
where Expired ICT means: 

(a) in relation to Core Systems, ICT in 
relation to which the warranty and support 
arrangements from the manufacturer or 
supplier have expired; and 
 
(b) in relation to all other ICT, ICT which: 
 
(i) does not comply with the requirements of 
this Agreement; 
(ii) is not operational or functional; and/or  
(iii) in respect of which security updates and 
patches are not available. 

 

12.4 
 
Replacement at expiry/termination. On 
expiry or termination of this Agreement, the 
Contractor shall ensure that all ICT used in 
the provision of the Custodial Services: 
 
(a) in relation to Core Systems, is covered 
by a warranty from the manufacturer or 
supplier or is supportable; and 
 
(b) in relation to all other ICT: 
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(i) complies with the requirements of this 
Agreement; 
(ii) is operational and functional; and 
(iii) there are security updates and patches 
available in respect of the ICT. 
  

12.5 
 
Register of ICT.  The Contractor shall 
maintain a register of all ICT used in the 
provision of the Custodial Service, which 
shall be made available to the Authority on 
request.   
 

 

 

13.0 Interoperability  

13.1 The Contractor shall ensure that the 
Custodial Service is capable of sending and 
receiving data and emails in batches.  

 

13.2 It shall be possible to export all data in a 
recognised open format such as XML or 
CSV. 

 

 
 
 
 

14.0 
Security and Information Assurance (IA) 
- General 

 

14.1 ICT systems shall be protected by 
appropriate people, process, technology 
and physical security controls as part of a 
‘defence-in-depth’ approach. 

 

14.2 The Contractor must ensure that it securely 
identifies and authenticates Authorised 
Users before allowing them to access the 
system. 

 

14.3 Authorised Users shall be automatically 
logged out of the systems if an account is 
inactive for more than fifteen (15) minutes. 

Desktops and servers should be configured 
to lock after 5 minutes of inactivity. Unlock 
must be by password only. 

 

14.4 The Custodial Service shall be accredited 
to HMG standards (possibly by the Pan 
Government Accreditation route) and 

 



 
OFFICIAL 

 
Contract for the Delivery of Youth Detention Accommodation 

 

 

Rainsbrook STC 
 
Schedule 1 Part 3: Authority's Requirements Page 20 of 27 October 2015 
(ICT Specification)   

conform to base line controls in accordance 
with the HMG Security Policy Framework. 

14.5 The Contractor shall securely store and 
process all data at least to a standard 
required at OFFICIAL for each Authorised 
User recorded on the system to comply 
with HMG Security Policy Framework. 

 

14.6 The Contractor shall ensure that any 
electronic transfer of data: 

 protects the confidentiality of the 
data during transfer through 
encryption suitable at OFFICIAL 
level; 

 maintains the Integrity of the data 
during both transfer and loading 
into the receiving system through 
suitable technical controls for the 
impact level of the data; and 

 prevents repudiation of receipt 
through accounting and auditing. 

 

 

15.0 Security and IA - Physical and 
environmental controls 

 

15.1 The Contractor shall ensure that all aspects 
of the Custodial Service using ICT provide 
appropriate physical protection from 
internal, external and environment threats 
commensurate with the Authority business 
value of the Assets and aggregation where 
appropriate. 

 

15.2 All physical components of the Custodial 
Service must be kept in secure 
accommodation which conforms to HMG 
security guidance and which can be 
independently audited and approved by the 
Authority or YJB or its authorised 
representative(s). 

 

15.3 

 

The handling of physical media containing 
Security Classified (OFFICIAL) data shall 
be done in accordance with HMG security 
guidance and CESG standards and 
guidance or equivalent good commercial 
practice. 

 

 



 
OFFICIAL 

 
Contract for the Delivery of Youth Detention Accommodation 

 

 

Rainsbrook STC 
 
Schedule 1 Part 3: Authority's Requirements Page 21 of 27 October 2015 
(ICT Specification)   

16.0 Security and IA – Personnel Controls   

16.1 All Contractor's Staff and sub-contractors 
that have direct logical or physical access 
to servers and/or databases holding 
Authority data or information equivalent to 
Authority data shall be security cleared to a 
minimum of Security Check National 
Security Vetting. Contractor's Staff and 
sub-contractors that do not have access 
must be cleared to the Baseline Physical 
Security Standard (BPSS) or equivalent, or 
the Contractor must provide evidence to the 
Authority that they have controls to prevent 
these Contractor's Staff and sub-
contractors from gaining access. 

 

16.2 Any ICT System managers and 
Administrators who have 'super user' 
privileges shall be cleared to an SC level. 

 

16.3 The Contractor shall comply with any 
current HMG / CESG guidance on 
managing the security risks associated with 
the storage, processing or transmission of 
information offshore, typically by an 
Offshore Service Provider or sub-contractor 
(which includes the use of ‘landed 
resources'). No element of the Custodial 
Service may be ‘off-shored’ without the 
express written permission of the Authority. 

 

16.4 Any delivery partners, third party or sub-
contractors shall be subject to the same 
security arrangements and meet the same 
security requirements that are expected of 
the Contractor and may be stated in the 
Security Aspects Letter ("SAL") provided by 
the Authority in relation to the Custodial 
Service provided. 

The Contractor will therefore be responsible 
for ensuring that any delivery partner, third 
party or sub-contractors meet the 
necessary security requirements and 
arrangements.  

 

16.5 Procedures shall be put in place to ensure 
all staff who have access to data are aware 
of their responsibilities when handling the 
data and the system used to process it. 

 

16.6 The Contractor shall provide effective 
training and awareness to ensure that staff 
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are conscious of all Information Security 
requirements. 

16.7 All Contractor's Staff and sub-contractors 
must sign a personnel Confidentiality 
Agreements or Non-Disclosure Agreements 
whenever their role or privileges provide the 
capability to view Authority’s 
data/information. 

 

 

17.0 Security and IA – Procedural and Policy 
controls  

 

17.1 The Contractor shall develop, implement, 
operate, maintain and continuously improve 
an Information Security Management 
System ("ISMS"). The ISMS should be 
aligned to ISO 27001 (ideally the 
Contractor would be certified to ISO 
27001.2013) and should be reviewed /  
tested and periodically updated by the 
Contractor, with the certification/approval 
sent to the Authority, at least annually, 
subject to agreement with the Authority or 
when there is a significant change to the 
Custodial Service. 

 

17.2 The Contractor shall have a compliant 
Information Security Policy that reflects the 
relevant control objectives as specified 
within the ISO27002 control set, for the 
Custodial Service. 

 

17.3 The Contractor shall appoint an ICT 
System manager and ICT Security 
Manager, who is responsible for the 
provision of technical, personnel, process 
and physical security aspects for the 
Custodial Service. 

 

17.4 The Contractor shall comply with current 
Legislation, relevant HMG Security 
Standards and the Authority's Security 
Policies. 

 

17.5 The Contractor shall demonstrate 
procedures for reporting and responding to 
incidents and secure destruction and 
decommissioning of Assets. 

 

17.6 Any changes to the Custodial Service shall 
be in accordance with Schedule 8 
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(Change Protocol). 

 

18.0 Security and IA - Technical Controls   

18.1 The Contractor must provide sufficient 
design documentation detailing the security 
architecture of their information system and 
data transfer mechanism to support the 
accreditor’s assurance that the Custodial 
Service is appropriate and secure, and 
complies with the Authority’s Requirements. 

 

18.2 The Contractor shall provide network 
controls to authenticate external users prior 
to communicating to prevent unauthorised 
users gaining access to services and 
information. 

 

18.3 The Contractor shall provide internal 
processing controls between security 
domains to prevent the high domain 
exporting unauthorised data to the low 
domain.  

 

18.4 The Contractor shall enforce robust role-
based access control mechanisms to 
prevent unauthorised access to data.  

 

18.5 The Contractor shall implement effective 
and legitimate protective monitoring to 
DETER level in accordance with HMG 
standards and CESG Good Practice Guide 
13 – Protective Monitoring for HMG ICT 
Systems. 

 

18.6 The Contractor shall ensure the Custodial 
Service functions in accordance with any 
current HMG / CESG guidance on 
protecting external connections to the 
internet. 

 

18.7 The Contractor shall ensure the Custodial 
Service functions in accordance with any 
current HMG / CESG guidance on 
protection from malicious code. 

 

18.8 All data classified at OFFICIAL shall be 
encrypted in transit and as required by the 
Authority. 
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18.9 The Contractor shall provide controls to 
securely manage (store and propagate) all 
cryptographic keys to prevent malicious 
entities and services gaining access to 
them. 

 

18.10 The Contractor shall ensure that all 
components of the Custodial Service are 
patched in line with the Authority’s 
guidance on patching; the approach to this 
must be documented in a patch 
management policy agreed with the 
Authority. 

 

 

18.11 An IT Health Check shall be conducted on 
the Custodial Service on an annual basis 
by an independent CHECK qualified 
company if and as required by the 
accreditor and subject to agreement on its 
scope. 

 

18.12 Technical vulnerabilities shall be managed 
effectively and shall be recorded on a risk 
register and tracked through the risk 
treatment plan as a product of the 
accreditation process. This should be 
managed with the Authority to a satisfactory 
resolution. 

 

18.13 The import and export of data from every 
aspect of the Custodial Service shall be 
strictly controlled. 

 

18.14 The Contractor shall enforce the principle of 
‘least privilege’ and only grant Authorised 
Users the minimum necessary permission 
to access information / access the 
Custodial Service. 

 

 
 

19.0 Security and IA - Innovation  Comments 

19.1 Wifi 

Where a Contractor uses wifi at the STC 
they must satisfy themselves that the site 
offers suitable signal to all locations of use. 

The Contractor will be required to apply 
good commercial practice to the 
implementation of a wifi network for the use 
of Young People and/or staff, Where wifi is 
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in use, it must not be possible to use it to 
bridge the Authority’s and the Contractor’s 
ICT services, therefore it must not be 
possible for any devices to connect via wifi 
to more than one network. 

Where a Contractor intends to use wifi, the 
following are areas for particular 
consideration for the intended solution: 

 the choice of technology to secure 
communications must adhere to  
HMG best practice guidelines or 
commercial guidance available 
such as WPA2 with EAP; 

 the wifi network must be protected 
from simple exploitation by free 
tools easily available on the internet 
e.g. common dictionary brute force 
attacks and traffic monitoring; 

 careful consideration must be given 
to  the placement of access points 
so as not to be accessible or liable 
to physical attack or manipulation 
by staff or Young People; and 

 there must be strict enforcement 
and Contractor management of 
these devices restricting access to 
approved devices only (e.g. MAC 
address control). 

19.2 Mobile Devices 

The Contractor will be required to protect all 
mobile devices to ensure that: 

 communications between the 
device and the “server” must be 
encrypted at all times. 

 data encryption is used via a 
product providing assurance 
commensurate with the data it is 
protecting.  For example CESG 
Product Assurance scheme 
assured products will be a good 
benchmark for OFFICIAL systems; 

 suitable mobile device 
management (MDM) solution must 
be deployed in order to control 
usage of the physical device: 

o controlling access to 
physical ports (e.g. USB); 
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o providing the ability to 
remotely “wipe” a 
compromised device; 

o ensure devices have up-to-
date anti-virus definitions 
and patches for the 
operating system, to a 
minimum of N-1. 

 health and safety concerns of 
device tampering or devices being 
used as a weapon must be 
considered and the impact to the 
operational service. 

19.3 Video Conferencing 

The Contractor must ensure that the 
chosen solution will enforce a secure point 
to point connection between participants.  
The connection must be encrypted to an 
agreed standard with the Authority, to 
prevent attack opportunities through third 
party interception. 

Conferencing participants must be required 
to authenticate themselves prior to the 
connection being established and session 
management with timeout implemented. 

 

19.4 Secure Relay Messaging 

Where a Contractor intends to use 
messaging solutions accessed by Young 
People, then the Contractor must ensure 
that there are sufficient technical and 
procedural controls in place to only allow 
messages sent by Young People destined 
for an approved contact list and used in a 
controlled manner. 

Messages sent to or from Young People 
must not be sent using a live email link. 

Messages between Young People within 
the STC must not be permitted. 

The Contractor will ensure that commercial 
deployment of best practice anti-virus 
solutions for protecting messages 
exchanges from malware must be 
deployed.   

The Contractor will enforce technical 
controls which scan messages for known 
content (including watchwords) which must 
be prevented from crossing the boundary of 
the STC. The Contractor must ensure that 

 



 
OFFICIAL 

 
Contract for the Delivery of Youth Detention Accommodation 

 

 

Rainsbrook STC 
 
Schedule 1 Part 3: Authority's Requirements Page 27 of 27 October 2015 
(ICT Specification)   

this is regularly monitored and updated. 

Technical controls preventing attachments 
to messages must be enforced. 

19.5 Internet Access 

The Contractor must ensure that any 
access to the internet provided to a Young 
Person must be fully controlled and 
auditable. 

Access must not be provided directly, rather 
the Contractor must use a suitable product 
to support a white list of approved websites, 
or providing a comparable level of control, 
which must be enforceable.  

In addition to white listing websites the 
Contractor must ensure sufficient technical 
controls  in place to allow the ability to 
monitor and control all content passed from 
the internet whether HTTP or HTTPS. 

The Contractor will be required to ensure 
that CPA assured products and those used 
commercially to find the “best fit” solution 
underpin internet access.   

The solution must provide the capability to 
alert, audit and report on all usage. 

Strictly no access to social media websites 
shall be allowed including, but not limited to: 
Facebook, Twitter, Youtube, or other similar 
social network. 

 

 
 
 
 


