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AMENDMENT TO AND EXTENSION OF CONTRACT 
 
THIS CONTRACT IS MADE ON 23RD FEBRUARY, 2023 
 
BETWEEN 
Agriculture and Horticulture Development Board, International House, 
Middlemarch Business Park, Coventry, CV3 4PE. (‘AHDB’) 
AND 
Skweeky Kleen, of , 

 (‘the Supplier’) 
AHDB and the Supplier are the Parties to the Contract. 
 
WHEREAS 
The Parties wish to amend and extend the term of the contract for the provision of 
Office and Window Cleaning Services dated 24th February, 2020 between themselves 
as it may already have been amended (the ‘Original Contract’). 
INTERPRETATION 

1. In this Amended Contract, except as otherwise defined herein or amended hereby, the 
words and expressions defined in the Original Contract have the same meaning in this 
Amended Contract  as they do in the Original Contract.  

2. If the Original Contract has not been amended to take account of the Data Protection 
Act 2018 then the amendments relating to the Data Protection Legislation below shall 
apply and this Amended Contract  will  update the data protection obligations under the 
Original Contract.  Any reference to the obligations of either Party for data protection 
under the Original Contract shall be deemed to be deleted in its entirety and replaced 
with this Amended Contract.     

 
IT IS HEREBY AGREED 
1. The following amendments shall be made to the Original Contract, and the 

Original Contract as hereby amended is hereinafter described as the Amended 
Contract. 

2. The following provisions (i) shall apply and (ii) shall have precedence over any 
inconsistent provisions in the Original Contract: 

2.1. AHDB shall pay all undisputed amounts within 30 days of the day when it has 
determined that a received invoice is valid and undisputed (the ‘Due Date’). Such 
determination shall consider the requirements for an invoice described in the 
Amended Contract. Time for payment shall not be of the essence of the contract. 

2.1.1. AHDB will consider and verify invoices in a timely manner. 
2.1.2. If AHDB fails to comply with Clause 2.1.1 and there is an undue delay in 

considering and verifying the invoice, the invoice shall be regarded as valid and 
undisputed for the purpose of Clause 2.1 after a reasonable time has passed, 
taking into consideration all relevant circumstances. 
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2.2. Where a Supplier enters into a Sub-Contract for the purpose of performing its 
obligations under the Contract, it shall ensure that provisions are included mutatis 
mutandis in the Sub-Contract which: 

(a) have the same effect as Clauses 2.1, 2.1.1 and 2.1.2; and 
(b) require the counterparty to that Sub-Contract to include in any Sub-

Contract which it awards provisions having the same effect mutatis 
mutandis as Clauses 2.1, 2.1.1 and 2.1.2. 

In this Clause 2.2, ‘Sub-Contract’ means a contract between two or more 
suppliers, at any stage of remoteness from AHDB in a subcontracting chain, 
made wholly or substantially for the purpose of performing (or contributing to the 
performance of) the whole or any part of the Amended Contract. 

2.2.1. Where the Supplier becomes liable to pay interest payments to a sub-contractor, 
AHDB will not reimburse those costs unless they are incurred due to the 
negligence or default of AHDB. 

2.3. References to the Public Contracts Regulations 2006 shall be deemed to be 
references to the equivalent provisions in the Public Contracts Regulations 2015 
mutatis mutandis and any amendment to the Original Contract or the Amended 
Contract shall be compliant with the public procurement principles underlying the 
Public Contracts Regulations 2015. 

2.4. In relation to claims for reimbursement of expenditure consequent upon 
termination of the Amended Contract, such expenditure: 

(a) may include incurred expenditure and expenditure irrevocably committed by 
the Supplier, in each case prior to such termination; 

(b) shall be restricted to expenditure in relation to the Amended Contract; and 
(c) shall be conditional upon the Supplier complying with a duty to mitigate such 

costs as far as is reasonably practicable. 
2.5. If the Original Contract includes the undertaking of research, references to a 

Supplier in this amending Contract shall be deemed to be references to a 
Researcher wherever appropriate. 
 

2.6. The Completion Date shall be amended to 23rd September, 2023. 
2.6.1. Payments shall be made as follows:  

£  plus VAT per week for evening cleaning of the new premises from  
Monday 3rd April 2023. This will include key holding for locking the building in 
the evening, which forms part of this contract.  
£ plus VAT per week for Stores, located at Stoneleigh Park, Kenilworth, 
Warwickshire. 

Cleaning for AHDB HQ at Stoneleigh Park, Kenilworth, Warwickshire will 
cease on the Friday 31st March, this will not affect the cleaning of Stores which 
will continue until the end of this extension, unless otherwise advised. Should 
the new tenants take on the services of Skweeky Kleen, the contract will be 
between themselves and have no financial involvement from AHDB. 
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1. Scope 
Cleaning is required Monday – Friday, 52 weeks a year excluding public holidays 
and 1 “privilege” day during the Christmas break and cleaners are required to 
work the following hours: 

Role: Responsible for: Hours: 
Supervising Evening 
Cleaner 

Closing of the building 17.00 – 20.00 

Evening Cleaners   17.00 – 20.00 
 

It is the responsibility of Skweeky Kleen to ensure all buildings are securely 
locked each day by 8pm.  

 

Staff shall: 

• Be well be presented and wear a supplier branded uniformed 
• Be professional at all times 
• Sign in and out of site at AHDB Facilities department or by mutually agreed 

electronic methods or at any other designated point  
• Have received COSHH, Lone Working and Manual Handling training with 

appropriate refresher courses 
• Be properly trained by a supervisor – The supervisor should have sound 

knowledge and experience and should be the person in charge of the daily 
operations for the cleaning team 

 

The supplier shall: 

• Be responsible for the efficient performance of the contract and for the good 
conduct of their employees whenever they carry out cleaning works within the 
building 

• Maintain a sufficient number of cleaners at all specific times to properly fulfil 
their obligations under this tender 

• Have processes in place to ensure that the service provided to AHDB is of the 
highest standard at all times 

• Provide photo ID in advance of any new staffing arrangements 
• Provide information on training schedules for staff 
• Source and use environmentally friendly cleaning products and methods where 

possible 
• Provide evidence of procedures in place for the opening and closing of the 

building, which includes any provision for staff illness/absence 
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Sanitary arrangements will not be covered by this tender, this is covered under a 
separate contract 

Consumables such as hand towels, toilet roll, soap and bin liners will not be 
covered by this tender, these will be sourced by AHDB. At the beginning of each 
month the supervising cleaner is to do a stock check and provide a list of 
consumables required to fulfil the following months service to Facilities who will 
order them. There will be sufficient stock in place at the commencement of the 
contract for the first two months. 

 

Specific Duties 

 

General Office Buildings 
Daily Weekly Monthly 

• Empty wastepaper bins and 
change bin liner 

• Dust desks and tables (only those 
clear of paperwork) 

• Dust furniture and ledges 
• Wipe door handles, vision panels 

and light switches 
• Vacuum carpeted and hard floor 

areas, including under desk areas 
(must not take place between 8am 
and 5:30pm) 

• Clean counter/Reception area 
• Check offices to ensure lights are 

off and windows closed at the end 
of the day 

•  

• Polish furniture 
• Clean low-level 

skirting, fittings, 
and windowsill 
ledges 

• Clean Fixtures 
and Fittings 

• Lift – mirrors and 
floor to be 
cleaned 

• Look after plants 
within the 
building 

• Clean high-level 
fixtures and fittings 

• Vacuum soft 
seating in 
communal areas. 

• Buff all hard-
floored areas 

• Cleaning of alarm 
sensors 
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Kitchen & Vending Machine Areas 
Daily Weekly Monthly 

• Empty waste and recycling bins to 
external wheelie bins  

• Load, run and empty dish washers 
at the end of the day  

• Clean and sanitise worktop 
surfaces, tables and sinks  

• Clean and sanitise 
microwaves/microwave ovens 

• Clean and sanitise floors 
• Clean benches and tables 
• Vacuum carpeted areas 

 

• Clean fridges 
• Empty toaster of 

crumbs 

• Descale taps 

As required: Descale kettle in Stores building’s kitchen 
 

Meeting and Team room areas  
Daily Monthly 
• Vacuum  
• Empty bins  
• Clean white boards  
• Clean water dispensers 
• Restock crockery in the Boardroom 
• Dust furniture 

 

• Clean accumulated dirt and dust from 
chairs by vacuuming and/or damp cloth 
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Washroom Areas (main building and stores) 
Daily Weekly Monthly 

• Empty and sanitise bins  
• Clean and sanitise hand basins  
• Clean mirrors and taps  
• Clean tiles and walls around 

basins and mirrors 
• Clean and sanitise WC pans and 

urinals  
• Spot clean and sanitise walls, door 

handles and switches 
• Sweep and mop floors  
• Restock consumables and clean 

dispensers  
• Clean and sanitise shower 

walls/units, trays and floors 
• Check lighting and security 

• Dust high level 
fixings and 
fittings 

• Damp wipe sills, 
ledges, skirting 
and partitions to 
hand height 

• Descale taps 

As Required: Descale and sanitise shower head 
 

 

Plant room and Riser areas 
Quarterly cleaning to include dusting and floor cleaning 

 

External and Internal Windows in Main Building and Stores 
Twice yearly cleaning  

 

 

 

Further Ad Hoc Requirements 

The supplier will be required to provide deep cleaning of the carpets by wash and 
dry services and external paved areas cleaning services as and when required. 
The carpet cleaning must be done out of normal office staff times and in such a 
way that the carpet is dry before the staff return. Previously this has been done 
over a weekend. The external paved areas may be done at any time, including 
normal working hours. 

 

2. Contract Management 
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The account will be regularly monitored jointly by the Facilities team and the 
contract manager, with the relationship between AHDB and supplier maintained 
through a variety of different meetings on site. 

 

Weekly Monthly  
Quarterly 

Six Monthly 

The supervising 
cleaner must meet 
with the Facilities 
Team Leader to 
discuss any 
ongoing 
issues/updates 
 

  The regular 
monthly quality 
audit will take place 
accompanied by a 
member of the 
AHDB Facilities 
team 

Review of cleaning 
agents utilised and 
any new applicable 
Government 
legislations 

 Stock check of 
consumable items 
and Submit list of 
those that require 
ordering 

Area Manager and 
Facilities team 
meeting 

Review suppliers 
staff training 
records 

 

On demand meetings or provision of information to Facilities team 
Suppliers must have the ability to provide monthly time sheets on request  
Area manager to attend premises for any issues that may arise 

 

3. Service Level Agreements 
The following SLAs will be embedded into the contract and must be adhered to. 
The SLA performance will be reviewed quarterly. The SLA’s you propose to 
adhere to should be advised to us as indicated in the Format and Response 
section, however an indicative range which we would expect them to fall between 
is listed below for your information. We will not accept any SLA’s worse than the 
maximum range 
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3   Definition 

Data Protection Legislation" (“DPL”), shall mean The Data Protection Act 2018 
and the Privacy and Electronic Communications (EC Directive) Regulations 2003 
and any laws or regulations implementing Directive 95/46/EC (Data Protection 
Directive) or Directive 2002/58/EC (ePrivacy Directive) and/or the General Data 
Protection Regulation (EU) 2016/679 (GDPR) and/or any corresponding or 
equivalent national laws or regulations, including any amendment or update 
thereof  and/or any new or updated laws and regulations relating to data protection 
including any judicial or administrative interpretation thereof and any guidance, 
guidelines, recommendations, codes of practice, approved codes of conduct or 
approved certification mechanisms issued by the Information Commissioner, any 
replacement body or other relevant government department or supervisory 
authority in relation to such legislation from time to time;" 
 
 

4  Processing of Data 
 

a. AHDB takes a positive attitude towards data sharing providing it is appropriate, 
undertaken within the scope of the DPL and there are adequate and proportionate 
data security arrangements in place. 

b. AHDB has agreed to provide the personal data described in Part 1 (the "Data") 
for the purpose specified therein ("Purpose") and the Data Protection Officer 

Service-Related Incident Response Times: 

Priority Indicative acceptable 
time range 

Highest: e.g.  Staffing issue where building opening and 
closing is affected 

Immediately supplier is 
aware of the issue 

High: e.g. General staffing, complaints, spillages, change 
of planned activity 

0-4 hours (during 
business hours) 

Medium: e.g. Notification of change to work pattern at a 
later date Within 48 hours 

Low: e.g. request for quotes for additional work Within 5 working days 

Additional SLA’s Indicative acceptable 
range 

Number of times locking text fails to be sent per month 0 to 1 

Quarterly Cleaning Audit % of failure in cleanliness Maximum 10% 
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(“DPO”) has authorised its release for the Purpose in accordance with this 
Amended Contract. All Data shall be transmitted securely in accordance with 
Part 1. 

c. The Data may include confidential information about companies and/or 
individuals. These data subjects were informed at the time the Data was 
collected that AHDB might or would transfer it to other persons. The 
Supplier accepts that AHDB bears no legal responsibility for the 
accuracy or comprehensiveness of the Data supplied. 

d. The Data provided under this Agreement may only be used for the Purpose 
and must not be published in any form. 

 
5 Data Access, Supplier Personnel and Sub-contractors  

 
a. The Data is to be shared with the Supplier solely for the Purpose on a strictly 

need to know basis, and must not be used for any other purpose. Access to 
the Data must be limited by the Supplier to those personnel, who need to have 
such access for the Purpose ("Permitted Persons").  

 
b. For the purpose of this Amended Contract Permitted Persons shall mean all 

employees, officers, staff, other workers, agents and consultants of the 
Supplier who are engaged in the performance of the Purpose.  

c. The Supplier shall on request and subject to any requirements or 
limitations of the DPL, give AHDB such particulars as it may reasonably 
require of all persons who are or may be at any time employed for 
fulfillment of the Supplier’s obligation under the Original Contract as 
amended from time to time.  

d. The Supplier shall take all reasonable steps to ensure the reliability and 
integrity of any Permitted Persons who have access to the Data and ensure 
that they: 

  
i. are aware of and comply with the Supplier’s duties under this agreement;  

 
ii. are subject to appropriate confidentiality undertakings with the Supplier;  
 
iii. are informed of the confidential nature of the Data and do not publish, disclose or 

divulge any of the Data to any third party unless directed in writing to do so by AHDB 
or as permitted by this Amended Contract; and  

 
iv. have undergone adequate training in the use, care, protection and handling of 

personal data.     

e. The Data must not be provided in whole or in part to any other natural 
or legal person. 

 
f. The Supplier is responsible for ensuring that all Permitted Persons fully comply 

with all obligations and requirements of this Amended Contract. Failure to do 
so shall be considered a breach of this Contract.  

 
g. The Supplier must ensure that all Permitted Persons and any approved sub-

contractor, are subject to a duty of confidence and binding written contractual 
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obligations in respect of the Data no less onerous than those contained in this 
Amended Contract.  

 
h. The Supplier shall not appoint any sub-contractor without AHDB's prior written 

consent, which consent shall not be unreasonably withheld.  The Supplier shall 
remain fully liable for the sub-contractor’s compliance with this Amended 
Contract and for all its acts or omissions. The Supplier shall provide AHDB with 
such information regarding the sub-contractor as AHDB may reasonably 
require. 

 
6 Storage and Protection of Data  

 
a. To the extent that the undertaking of this Amended Contract requires the 

Supplier to process  the Data on behalf of AHDB, the Parties agree that AHDB 
shall be the data controller and the Supplier shall be the data processor (as 
such terms are defined in the DPL) and the Supplier agrees to:  

 
i. comply with all applicable DPL in respect of the performance of its 

obligations under this Amended Contract and shall not by any act or 
omission cause AHDB (or any other person) to be in breach of any DPL; 

ii.  store all data in accordance with Part 1; 
iii. process the Data only on and in accordance with AHDB's written and 

documented instructions as set out in this Amended Contract and provided 
from time to time, unless the processing is prohibited by any applicable laws 
and the Supplier has informed AHDB of such applicable laws; 

iv. notify AHDB immediately at  Data.Protection@ahdb.org.uk if it believes that 
it has been given an instruction which does not comply with the DPL; 

v. not transfer or permit the transfer of the Data outside the European Economic 
Area without AHDB's prior written consent; and 

vi. implement and maintain appropriate technical and organisational measures 
in accordance with this Amended Contract and in such a manner that the 
processing will:  

1. meet the requirements of the DPL; 
2. ensure the protection of the rights of data subjects within the meaning of 

the DPL; and 
3. preserve the integrity of the Data and ensure a level of physical and 

technical security in respect of  the Data  at all times that is appropriate 
to the risks that are presented by the processing, in particular from 
accidental or unlawful destruction, loss, damage or alteration, or 
unauthorised disclosure of or access to  the Data transmitted, stored or 
otherwise processed; 

b. As a minimum level of protection for the  Data, and without prejudice to 
any other provision of this Amended Contract, the Supplier shall: 

i. assess risks to the confidentiality, integrity and availability of the 
Data at least quarterly; 



CONTRACT/GDPR/JAN2020/01      Page 12 of 18 

 
 

ii. verify its Information and Communication Technology (ICT) 
systems handling  the Data to the extent necessary to give 
confidence in the security of the data; and 

iii. perform secure back-ups of all Data and ensure that up-to-date 
back-ups are stored in accordance with a recovery plan. The 
back-ups shall be made available to AHDB on request. 

 
7 Data Subject Rights  

 
a. The Supplier may inform any enquirer that it is conditionally authorised by 

AHDB to have and to use the Data and that the Data is being held and used in 
confidence under its control. Any such enquiries shall be reported promptly to 
the DPO in writing at Data.Protection@ahdb.org.uk.   

 
b. Subject to clause 6.1, the Supplier shall notify AHDB immediately if it:  

 
i. receives a Data subject access request (or purported Data subject 

access           request);  
 

ii. receives a request to rectify, block or erase any Data;  
 

iii. receives any other request, complaint or communication relating to 
either          Party's obligations under the DPL;  

 
iv. receives any communication from the Information Commissioner or any 

other regulatory authority in connection with Data processed under this          
Amended Contract;  

 
v. receives a request from any third party for disclosure of Data where             

compliance with such request is required or purported to be required by 
Law.                

 
c. Assist AHDB, insofar as is possible, in the fulfilment of its obligations to respond 

to requests made by data subjects to exercise any of their rights under DPL. 
 

8 Data Loss or Breach 
 

a. The Supplier shall notify AHDB immediately if it becomes aware of any event 
that results, or may result, in unauthorised access to Data held by the Supplier 
under this Amended Contract, and/or actual or potential loss and/or destruction 
of Data in any breach of this Amended Contract, including any Data breach. 
The Supplier’s obligation to notify under clause 5.2 shall include the provision 
of further information to AHDB in phases, as details become available.  

 
b. Notify AHDB's DPO at Data.Protection@ahdb.or.uk of any suspected or actual 

breaches of security without undue delay (but in no event later than twelve (12) 
hours after becoming aware of the breach) and provide such details as may be 
reasonably required regarding the nature and likely consequences of the 
breach. 

 
c. Notify AHDB's DPO at Data.Protection@ahdb.org.uk without undue delay (but 

in no event later than twelve (12) hours) if the Supplier becomes aware that 
AHDB Data in its possession has or may have become corrupted, lost or 
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degraded and inform AHDB of the remedial action the Supplier proposes to 
take. The Supplier shall restore or procure the restoration at its expense of 
such data that has become corrupted, lost or degraded wholly or partially as a 
result of the Supplier 's default as soon as practicable but not later than four 
(4) weeks from the date on which the possibility of such corruption, loss or 
deterioration comes to the Supplier’s attention. Subject to the Supplier having 
been given a reasonable opportunity to undertake such restoration, if such 
restoration is performed by or on behalf of AHDB otherwise than by the 
Supplier, the Supplier shall promptly reimburse the reasonable costs thereby 
incurred by AHDB. 

 
 
 
9 Liability  

 
a. The Supplier shall comply with all applicable DPL in respect of the performance 

of its obligations under this Amended Contract and shall not by any act or 
omission cause AHDB (or any other person) to be in breach of any DPL. The 
Supplier accepts and acknowledges that nothing in this Amended Contract 
shall relieve the Supplier of its own direct responsibilities and liabilities pursuant 
to the DPL.  

 
b. The Supplier shall indemnify AHDB, its employees, agents and contractors 

from and against all  and any liability for any losses whatsoever  arising from 
any  breach of  the DPL which may arise out of or in connection with the 
fulfilment of,    or out of any breach of the Supplier’s obligations under the 
original Contract or a breach of this Amended Contract.   

 
c. Nothing in this Contract shall limit either Party’s liability for death or personal 

injury which may arise as a direct result of   any breach of the DPL. 
 

10 Deletion or Return of Data 
 

a. On the earlier of the completion of the use of the Data for the Purpose or at the 
written request of AHDB for return or destruction of information or the date 
given in Part 1  ("Completion Date"), all copies of the Data must be returned or 
destroyed in accordance with Part 1 and the return or destruction must be 
confirmed in writing within seven (7) days of the Completion Date to AHDB’s 
DPO at Data.Protection@ahdb.org.uk using the Data Disposal Form (a copy 
of which is attached at Part 2). Failure to do so shall be considered to be a 
breach of this contract.  

 
11 Audit Rights 

 
a. Provide such information, co-operation and other assistance to AHDB as 

AHDB reasonably requires (taking into account the nature of processing and 
the information available) to ensure compliance with the DPL, including with 
respect to security of processing, data protection impact assessments, prior 
consultation with a supervisory authority regarding high risk processing and 
any remedial action and/or notifications to be taken in response to any Data 
breach or request from a data subject (as such terms are defined in the DPL).  

 
b. Maintain complete, accurate and up to date written records of all categories of 

processing activities carried out on behalf of AHDB including such information 
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as AHDB may reasonably require, and make such records available to AHDB 
on request in a timely  manner  (and in any event within three (3) business 
days) and provide such other information or allow such inspections as AHDB 
reasonably requires to audit the Supplier 's compliance with its obligations 
under the DPL and this Amended Contract and demonstrate its own 
compliance with the DPL. 

 
12 General Terms  

 
a. With regard to the subject matter of this Amended Contract, in the event of 

inconsistencies between the provisions of this Amended Contract and any 
other agreements between the Parties, including the Original Contract, the 
provisions of this Amended Contract shall prevail and the Original Contract 
shall be interpreted and varied accordingly.   

 
b. Save as set out in this Amended Contract, nothing in this Amended Contract 

shall be deemed to be an amendment to the terms of the Original Contract or 
a waiver or consent by either Party to any breach or potential breach (present 
or future) of any provision of the Original Contract or any waiver of any default 
which arises on or after the date of this Amended Contract. Nothing in this 
Amended Contract shall prejudice either parties' rights under the Original 
Contract.  

 
c. Each Party shall pay its own costs incurred in connection with the 

implementation of this Amended Contract.  
 

13 The other provisions of the Original Contract as it may already have been 
amended shall continue to have effect. 

 

Signed for and on behalf of the Agriculture and Horticulture Development 
Board 
 
 
 
Signature:  
Name of signatory:  
Date  
 
 
Signed for and on behalf of the Supplier: 
Signature: 
Name of signatory: 
Date: 
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Part 1 
 
1 Subject-matter of processing: 

 
Contract for Office and window cleaning 
 
 

2 Nature and Purpose of the processing: 
 
Processing the data consists of the following: collecting, sorting, saving, transferring, 
restricting and deleting data 
 
 

3 Type of  personal data: 
 
TUPE, Emails, addresses, phone numbers, data bases, bank details  
 
 

4 Categories of data subjects if relevant: 
 

If applicable: 

PUBLIC - Data on the AHDB website, press releases, job listings, brochures, 
any information intended for public use (this is for the majority of the technical 
or marketing information we use) 

OFFICIAL - Personal Information, financial information, confidential meeting 
notes, commercial documentation, contracts with third parties, proprietary 
information belonging to us or one of our partners (this information is restricted 
mainly to employees of AHDB and third parties who work closely with us) 

OFFICIAL SENSITIVE - Sensitive personal information, bank details (including 
those of levy payers or employees), business plans while in development, 
contract documents while in review or development (this information is intended 
for a small groups inside AHDB and for a specific purpose i.e. the HR team for 
sensitive HR records, Finance teams for bank details etc.) 
 
 

 
5 Timelines for use of Data 

 
 Throughout the duration of the contract. 
 
 

6 Any other processing instructions: 
 

Data Transmission:  
Data shall be transmitted securely as follows: 
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Fax  
No Data will be sent by fax.  
Secure File Transfer 
Data should preferably be sent through a secure file transfer system.  For AHDB staff 
sending large or confidential files the details of this system are available from the IS 
Service Desk. 
Email  
Data sent by email must be encrypted and password protected using at least 13 
character alpha-numeric passwords. Passwords will only be supplied once data receipt 
is confirmed. 
The Data Managers use FIPS 140-2 compliant AES256 ‘zip’ compression and 
encryption software.  Data files will be encrypted using public keys or as a ‘zipped’ file 
with pass-phrases as appropriate to the encryption capabilities of the data recipient. 
The word CONFIDENTIAL  must be entered in the subject field of the email in front of 
the email title in all instances.  
Post  
Hard copy Data may be transmitted by post, courier or messenger. 
If Data must be put on CD/DVD it should be encrypted (see details of encryption 
above).  If the data recipient is unable to collect the CD/DVD by hand, encrypted 
CD/DVD’s may be transmitted by post (Recorded Delivery or better), courier or 
messenger. If encryption is not possible the CD/DVD will be password protected using 
at least 13 character alpha-numeric passwords.  If the data recipient is unable to collect 
the CD/DVD by hand it will be dispatched by Royal Mail Special Delivery service with 
tracking of transit or by courier.   
In all cases when sending Data by post, a single sealed cover addressed to an 
individual by name or appointment will be used. The cover must not attract attention.  
Therefore, it must not be marked with any protective marking and only the descriptors 
‘Personal’ or ‘Addressee Only’ may be used. 
In all cases Data will be sent only to a named individual, agreed in advance, and must 
be accessed only by Permitted Persons.  
 
Data Storage: 
Hard copies of Data must be stored in a secure building and/or in a locked cabinet, 
and destroyed in accordance with the below. 
When held on ICT systems on secure premises, password policies must be in place 
that ensure only those listed can access data. The ICT infrastructure should be certified 
to the Cyber Essentials standard as a minimum.   
Full back-up policies must be in place for servers. 
Data destruction must include all backup copies of data as well as live.  
All access to standalone machines must be protected by username/password.  
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All data users must avoid transferring Data onto removable media (including laptop 
hard-drives, removable discs, CD’s, USB memory Sticks, PDA’s and media card 
formats), except when this is essential and only as agreed in writing with the Data 
Manager setting out the controls to be put in place.  If taken outside the organisation’s 
secure premises, laptop hard drives, CD/DVD, USB devices or any other removable 
media must be fully encrypted using FIPS 140-2 compliant AES256 encryption or 
better. 
 
Data Destruction: 
Protectively marked waste is a potential source of information and prior to its secure 
destruction it should be held in an appropriate secure container under lock and key 
separate from other waste.  
Methods of Destruction: 
Protectively marked paper-based waste, such as, paper and card, must be securely 
destroyed by incineration, pulping or shredding. Waste may be shredded on any 
shredder or torn into four pieces and placed in a confidential waste sack. The waste 
sack must be kept under lock and key until it has been collected for onward 
transmission to the contractor who destroys it.    
Electronic media containing Data must be disposed of by overwriting, erasure or 
degaussing for re- use.  
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Part 2  
 
DISPOSAL OF DATA FORM 
 
It is a condition of this Amended Contract that the Supplier shall return this form 
duly completed within 7 days of the Completion Date. It may be returned as hard 
copy or in pdf format by electronic mail to Data.Protection@ahdb.org.uk. 
 
In the event that the destruction and notification requirements are not satisfied, 
the Supplier must immediately notify AHDB’s DPO (Tel: 024 76 69 2051; Email: 
Data.Protection@ahdb.org.uk), specifying the reason for such failure. 
 
Failure to do so shall be considered to be a breach of this contract.  
I confirm that all Data provided under this Amended Contract and all copies 
thereof have been destroyed in accordance with this Amended Contract. 
 
 
 
Signed:  
 

 
 
 
Name (Block Capitals): 
 

 
 
Date: 
 

 
 
 
Organisation: 
 

 
Please return the completed form within 7 days of data destruction to: 
 
DPO, AHDB, Stoneleigh Park, Kenilworth, Warwickshire, CV8 2TL 
 
Email: Data.Protection@ahdb.org.uk 
 
 
 
 
 
 

 

 




