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INTRODUCTION	
The Department of Health and Social Care is a department of state responsible for the health and social care system in England.  The Department is implementing Microsoft D365 Finance, Operation and HR as its new Enterprise Resource Planning (ERP) system which will process £140bn of payments, including payroll and supplier payments.  It is business critical that this system has appropriate controls built into to minimise any loss through fraud or error, and appropriate segregation of duties to ensure sound management of the Department’s finances and information to be held within the system. 
[bookmark: _Toc535228363]PURPOSE
[bookmark: _Toc296415791]The purpose of this tender is to secure specialist ERP segregation of duties testing and auditing services that can complete the testing of the D365 system, as configured for DHSC. The testing will demonstrate the effectiveness of the interoperability of the security roles, user groups, hierarchies, workflow, policies, authorisation limits and audit logging functionality to provide a sound control environment and appropriate segregation of duties for the Department.
The successful supplier will lead on the provision and development of the testing approach, the test scripts or test objectives (approach to be determined) and testing documentation. A written explanation of the testing results will also be required to provide the Department with an understanding of the remaining risks associated with the set up and recommended action to address the risk – be that on or off system.
[bookmark: _Toc297554773][bookmark: _Toc535228364][bookmark: _Toc296415805][bookmark: _Toc296415793]Background to requirement/OVERVIEW of requirement
[bookmark: _Toc297554774]The following knowledge and skills are essential: 
· A detailed knowledge of D365 Finance and Operations (v8.1) and how the security and control environment can be configured.
· A sound knowledge of segregation of duties in a complex organisation.
· Experience in testing and the capacity to complete the testing within the two 2-week slots set out in the implementation plan.
[bookmark: _Toc535228365]scope of requirement
The requirement breaks down in to a number of sequential high-level tasks, as follows:
· Devising, documenting and agreeing a test strategy and approach.
· Development of testing objectives and the documentation of those into ADO (test recording system).
· Testing of the agreed objectives for two weeks in UAT2 cycle, including recording of outcomes on ADO (currently expected to be required on 8th April to 19th April 2019).
· Review of all test fails and bugs identified with project team, with sufficient detail to support discussion on how these fails and bugs may be addressed.
· Security role review using software - ability to use software on D365 to evidence segregation of duties testing results.
· Preparation and provision of test and security role review outcome report with recommendations of security role, workflow, configuration, user group, approval hierarchy and process changes required to provide appropriate security and control environment by the deadline to ensure that changes can be reflected in the UAT3 test environment.
· Retesting of the agreed objectives for two weeks in UAT3 cycle (currently expected to 17th June to 28th June 2019), including recording of outcomes on ADO.
· Review of all test fails and bugs identified with project team.
· Security role re-review using software to ensure fixes and changes have been appropriately applied and no further issues have been created.
· Preparation and provision of final test and security role review outcome report with conclusion on the remaining security and control environment issues that remain and recommendations for their resolution.
· Meeting with the programme team to review final review outcome report.
[bookmark: _Toc302637211][bookmark: _Toc535228366]service levels and performance
The Service Provider and the Authority will decide on appropriate levels of contract monitoring and management information following contract award.
[bookmark: _Toc535228367]Location
The location of the Services will be carried out at Department of Health and Social Care premises (mainly Leeds but some travel to London to review Accounts Payable and meet with the wider Programme Team may be required).
[bookmark: _Toc535228368]Security requirements
The test system will contain encrypted personal data relating to DHSC staff, contractors, suppliers and customers and therefore all staff who will be working on the project must have, as a minimum, a Standard DBS check. Evidence of this may be requested at contract award. 
[bookmark: _Toc535228369] BUDGET
We expect the total value of the contract to be a maximum of £110,000.
The Department is looking for a cost-effective solution as part of government’s efficiency drive to obtain value for money. The agencies are expected to show wherever possible how they can deliver the same for less and achieve savings.
Prices are inclusive of expenses and exclusive of VAT.
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