MAYOR’S OFFICE FOR POLICE AND CRIME –
CONDITIONS OF CONTRACT
1. THE MAYOR'S OFFICE FOR POLICING AND CRIME of City Hall, The Queen’s Walk, London, SE1 2AA (“MOPAC”); and

1. ……………. (Company/Charity registration no: ………….whose registered office is at ……….., ……………, ……….., ………….. (“the Recipient”).

1. Contacts:
	MOPAC
	
	Recipient: 
	

	Name
	Roisin Briody
	Name
	

	Title
	Transitions Hub Manager
	Title
	

	Email
	Roisin.briody@mopac.london.gov.uk
	Email
	

	Tel/Mob
	07851 384 826
	Tel/Mob
	

	GDPR Role
	Controller
	GDPR Role:
	Processor 



Start Date of Provision: 
End Date of Provision: 
Cost of Provision: 
1. 	Definitions – In these conditions: - 
(i) “Contractor” means the Recipient listed in Contacts above. 
(ii) “Contract” means the terms of this document and the documents forming the Contractor’s quotation or tender and the MOPAC’s acceptance of them, but excludes any standard conditions of the Contractor. 
(iii) “MOPAC” means the Mayor’s Office for Police and Crime. 
(iv) “Goods” means anything supplied or to be supplied to the MOPAC under the Contract. 
(v) “Services” means any services provided or to be provided to the MOPAC under the Contract. 
Requirements:
Any approach to tackle VAWG also focuses on empowering young men and boys to speak out against VAWG. MOPAC is committed to affecting behaviour change around empowering young men and boys to speak out against VAWG. MOPAC would expect all recipients of contracts and services to support this aim. Any agency working with young people in any project that we commission must adhere to this and demonstrate that they can support young men to be strong in their commitment to equality and healthy relationships
2. 	Law and Public Policy 
1. 
2. 
2.1. The Contract shall be governed by and interpreted in accordance with English Law and each party agrees to submit to the jurisdiction of the English courts. While the parties shall use their best endeavours to avoid any illegality, the invalidity or unenforceability of any part of the Contract shall not affect the other provisions of the Contract. 
 
3. 	Variations and Waiver 
3. 
3.1. This document shall prevail over any other document forming part of the Contract if there is any ambiguity or contradiction.  A failure by either party to exercise their rights under this Contract shall not be a waiver of those rights. 
3.2. The Contract may only be varied or amended with the written agreement of both Parties. The details of any variations or amendments shall be set out in such form as MOPAC may dictate and shall not be binding upon the Parties unless signed by an authorised representative of each party.  
4. 	Price, Invoices and Payment 
1. 
2. 
3. 
4. 
4.1. A priced invoice showing VAT separately and bearing the MOPAC Purchase Order number, which shall be issued to the Contractor by MOPAC, shall be forwarded to the following email: 
SSCL.MPS.ap@police.sscl.com,  
copying in the lead MOPAC commissioner email; 
roisin.briody@mopac.london.gov.uk,
4.2. failure to comply with this requirement may result in delays to payments made to you.
4.3. Payment will be made within 30 days on receipt of an invoice; subject to satisfactory progress and satisfactory completion of Services delivered, except where the invoice is in dispute.  
4.4. Schedule 2 set outs a breakdown of the pricing and payments of schedule due under this Contract.
5. Corrupt Gifts and Payments of Commission 
1. 
2. 
3. 
4. 
5. 
5.1. The Contractor shall be compliant with MOPAC’s Anti bribery and corruption policy at all times and not receive or agree to receive from any person, or offer or agree to give to any person, or procure for any person, any gift or consideration of any kind as an inducement or reward for doing or not doing anything, or for showing favour or disfavour to any person in relation to the subject matter of this Contract. 
6. 	Performance 
1. 
2. 
3. 
4. 
5. 
6. 
6.1. The Contractor shall supply the Goods or provide the Services in accordance with the requirements of the Contract and shall comply with all relevant law.  Performance and Financial information may be required to be submitted through the GLA OPS system. The commissioner will advise if it applies to this contract 
7. 	Confidentiality 
1. 
2. 
3. 
4. 
5. 
6. 
7. 
7.1. “Confidential Information” means the terms of this Agreement and any and all information (whether written or verbal) that by its nature may reasonably be regarded as confidential to MOPAC (whether commercial, financial or otherwise) including information which relates to the business affairs, Recipients, know-how or personnel of MOPAC;  
7.2. The Contractor, its employees, agents, servants and/or sub-contractors shall not disclose to any third party either during the duration of this Contract or for a period of 6 years thereafter, unless express permission has been given by MOPAC, any information relating to the Services, this Contract and its performance of the Services. 
7.3. The Contractor shall keep secure all material containing any information in relation to the Contract and its performance. 
7.4. The Contractor shall not make use of the Contract or any material or information provided by or on behalf of MOPAC otherwise than for the purpose of the Contract.  However, neither party will be in breach of any obligation to keep any material or information relating to the Services, this Contract and its performance of the Services or other material or information confidential or not to disclose it to any other party to the extent that it: 
7.4.1. is known to the party making the disclosure before its receipt from the other party, and not already subject to any obligation of confidentiality to the other party;
7.4.2. is or becomes publicly known without any breach of this Contract or any other undertaking to keep it confidential;
7.4.3. has been obtained by the disclosing party from a third party in circumstances where the disclosing party has no reason to believe that there has been a breach of an obligation of confidentiality owed to the other party;
7.4.4. has been independently developed by the disclosing party;
7.4.5. is disclosed pursuant to the requirement of any law or regulation (provided, in the case of a disclosure under the Freedom of Information Act 2000, none of the exceptions to that Act apply to the information disclosed) or the order of any Court of competent jurisdiction, and the party required to make that disclosure has informed the other, within a reasonable time after being required to make the disclosure, of the requirement to disclose and the information required to be disclosed; or
7.4.6. is approved for release in writing by the other party’s authorised representative. 
7.5. If the Contractor receives a request under the Freedom of Information Act 2000 (FOIA) to disclose any material or information that is provided by MOPAC in relation to this Contract, it will notify and consult with MOPAC. MOPAC will respond to the Contractor within 10 days after receiving the notice if that notice requests MOPAC to provide information to assist the Contractor to determine whether or not an exemption to the FOIA applies to the information requested under that Act. 
8. 	Intellectual Property Rights 
1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
8.1. Subject to any prior rights of the Contractor, and to the rights of third parties, all intellectual property rights, including copyright, resulting from this Contract shall vest in and be the absolute property of MOPAC. 
9. 	Termination 
1. 
2. 
3. 
4. 
5. 
6. 
7. 
8. 
9. 
9.1. If the Contractor fails to fulfil its obligations under the Contract, or becomes insolvent, MOPAC may terminate the Contract forthwith and recover any costs from the Contractor in accordance with clause 13. 
9.2. The MOPAC shall, in addition to its powers under these conditions, have the power to terminate the Contract at any time by giving the Contractor 1 month’s written notice.  MOPAC reserves the right to direct the Contractor to cease all work connected with the Contract during the period of notice.  Where MOPAC has invoked either of these rights, the Contractor may claim reasonable costs necessarily and properly incurred by it prior to the date of termination, excluding loss of profit.  For the avoidance of doubt the Contractor’s claim under this condition may not exceed the total cost of the Contract had it not been terminated, less any sums already paid. 
10. Sub-contracting and assignment 
10.1. The Contractor shall not sub-contract or transfer, assign, charge, or otherwise dispose of its right and/or obligations under the Contract or any part thereof without the prior written consent of MOPAC.  Where the Contractor enters into a contract with a Recipient or sub-contractor for the purpose of performing the Contract or any part of it, it shall ensure that the sub-contract requires payment within a maximum period of 30 days from receipt of a valid invoice as defined by the Contract. 
 
11. Loss or Damage 
11.1. The Contractor shall, without delay and at its own expense, reinstate, replace or make good to the satisfaction of MOPAC, or if MOPAC agrees, compensate MOPAC for any loss or damage caused to MOPAC and connected with the execution of the Contract or any breach of the Contract, except to the extent that such loss or damage is caused by the neglect or default of MOPAC.  “Loss or damage” includes:  loss or damage to property; personal injury to or the sickness or death of any person; loss of profits or loss of use suffered as a result of any loss or damage. 
12. Insurance 
12.1. The Contractor shall maintain appropriate insurance cover for all its liabilities arising under the Contract and shall provide MOPAC with evidence of such cover on request. 
13. Recovery of Sums from Contractor 
13.1. Whenever under the Contract any sum or sums of money shall be recoverable from or payable by the Contractor to MOPAC, the same may be deducted from any sum then due, or which at any later time may become due, to the Contractor under the Contract or under any other contract with MOPAC. 
14. Notices
14.1. Notices may be served by personal delivery to the other party or by sending them by facsimile or by ordinary prepaid post to the party’s registered office when they shall be deemed to be served 2 working days after posting. 
15. Environmental Requirements
15.1. The Contractor shall supply the Goods or provide the Services in accordance with the overall framework of GLA’s responsible procurement policy, which is to conserve energy, water and other resources, reduce waste and phase out the use of ozone depleting substances and minimise the release of greenhouse gases, Volatile Organic Compounds and other substances damaging to health and the environment. 
15.2. All written work in connection with the Contract shall (unless otherwise specified) be produced on recycled paper containing at least 80% post-consumer waste and used on both sides where appropriate. 
16. Equal Opportunities 
16.1. The Contractor shall comply with all anti-discrimination legislation and shall not discriminate in its employment practices or service delivery on the grounds of gender, race, age, disability, religion or sexual orientation. 
17. Safeguarding.
17.1. The Contractor must have in place, where applicable to the service provision, (and maintain throughout the continuance of the Contract) appropriate child and vulnerable persons safeguarding policies, which must, for the avoidance of doubt meet any requirements of MOPAC’s related policies. 
17.2. This includes, but is not limited to, the Contractor ensuring that its staff and sub-contractors comply and assist MOPAC to comply with the Prevent Duty within the Counter-Terrorism and Security Act 2015 which sets out a duty for specified authorities (and their contractors) to have due regard to the need to prevent people from being drawn into terrorism.
17.3. The Contractor must have in place, where applicable to service provision, arrangements for safeguarding vulnerable persons and ensure they are aware of the appropriate actions to undertake if they observe or suspect a child or vulnerable adult is at risk of abuse or incident(s) of abuse is reported.
17.4. The Contractor must ensure all staff members and volunteers receive appropriate safeguarding training and that this training is up-to-date.
18. Third Party Rights 
18.1. The Contractor shall at its own expense obtain all necessary consents and licences in respect of third-party rights and shall indemnify MOPAC against all claims as a result of breach of this clause (clause 18). 
19. Audit, Inspection and Information 
19.1. The Contractor shall provide access to MOPAC or its auditors to its premises, staff, data and equipment used in connection with the Contract, including providing copies of documents or data if required, free of charge. 
20. Security and Insurance 
20.1. The Contractor shall ensure that any of its staff who have access to or are employed on MOPAC’s premises, comply with MOPAC’s safety and security procedures and instructions. 
21. Supply of Goods – Contractor’s duties 
Not used. 
Data Protection Legislation (DPL)
21.1. DPL means: 
21.1.1. Regulation (EU) 2016/679 (the General Data Protection Regulation) on the protection of natural persons with regard to the Processing of personal data and on the free movement of such data;
21.1.2. Directive (EU) 2016/680; (the Law Enforcement Directive)
21.1.3. any legislation in force from time to time in the United Kingdom relating to privacy and/or the Processing of Personal Data, including but not limited to the Data Protection Act 2018;
21.1.4. any statutory codes of practice issued by the Information Commissioner in relation to such legislation; and
21.1.5. the Privacy and Electronic Communications (EC Directive) Regulations 2003.

22. Supply of Services – Contractor’s duties 
22.1. The Contractor shall perform the Services specified with all reasonable skill and care. 
23. Whistle Blowing
23.1. The Contractor must comply with and have in place a Whistle Blowing policy, which under the Employment Rights Act 1996, workers who suspect wrongdoing in the workplace and disclose their concerns (i.e. a “Whistle Blower”) are protected from dismissal and from being subjected to detrimental treatment or victimisation, provided certain criteria are met. These provisions derive from the Public Interest Disclosure Act 1998, which introduced additional sections into the Employment Rights Act 1996. The Contractor can request to see a copy of MOPAC’s policy for reference.
24. Duty to report concerns
24.1. The Contractor has a duty to report issues and concerns raised with them, under this contract, to the MOPAC lead commissioner. In this instance it is the named officer defined under Contacts.
25. London Living Wage.
25.1. For the purposes of this clause, unless the context indicates otherwise, the expression “London Living Wage” means a basic hourly wage as updated from time to time by the GLA Economics Unit or any relevant replacement organisation and as notified to the Contractor.
25.2. The Contractor acknowledges and agrees that the Mayor of London pursuant to section 155 of the GLA Act has directed that members of the GLA Group ensure that the London Living Wage is paid to anyone engaged by any member of the GLA Group who is required to discharge contractual obligations in Greater London or on the GLA Group estate, including MOPAC. 
25.3. Without prejudice to any other provision of this Contract, the Contractor shall:
25.3.1. ensure that none of its employees, including sub-contractors, engaged in the provision of the Services (in Greater London or on MOPAC and, or the GLA Group’s estate but not otherwise) is paid an hourly wage (or equivalent of an hourly wage) less than the London Living Wage;
25.3.2. ensure that none of its employees, including sub-contractors, engaged in the provision of the Services is paid less than the amount to which they are entitled in their respective contracts of employment;
25.3.3. provide to MOPAC such information concerning the London Living Wage and as the Authority or its nominees may reasonably require from time to time;
25.3.4. disseminate on behalf of MOPAC to its employees engaged in the provision of the Services such perception questionnaires as MOPAC may reasonably require from time to time and promptly collate and return to MOPAC responses to such questionnaires; and
25.3.5. co-operate and provide all reasonable assistance in monitoring the effect of the London Living Wage.
25.4. For the avoidance of doubt the Contractor shall implement any updated London Living Wage on or before 1 April in the year following notification of such updated London Living Wage.
25.5. MOPAC reserves the right to audit (acting by itself or its nominee(s)) the provision of the London Living Wage to the Contractor’s staff and the staff of its sub-contractors.
25.6. Any breach by the Contractor of the provisions of this clause 26 shall be treated as a material breach capable of remedy in accordance with clause 11.
26. Taxes and National Insurance
26.1. The Contractor shall register for Value Added Tax (VAT) if and when required by law.
26.2. The Contractor shall pay all tax (including without limitation VAT) and national insurance contributions due from the Contractor whether in the United Kingdom or elsewhere in relation to the payments to be made to it by MOPAC under this Contract and agrees to indemnify MOPAC in respect of all and any tax and national insurance contributions which may be found due from MOPAC on any payments made to the Contractor under this Contract together with any interest, penalties or gross-up thereon. 
27. Entire Agreement 
28.1 It is agreed by the parties that this Contract forms the entire agreement between them.  Any purported variation to the terms and conditions of this Contract in any Contractor invoice, delivery note or other written notification from the Contractor shall be of no effect. No change or any modification to this Contract will be valid unless expressly stated in writing as amending this Contract and signed by an authorised representative of each party.
28.2 This Contract Agreement may be entered by any number of counterparts and by each party on separate counterparts and by each signatory on separate copies as if a separate counterpart.  Each counterpart is an original, but all counterparts shall together constitute one single Contract Agreement between the parties
28.3 Transmission of an executed counterpart of this contract (but for the avoidance of doubt not just a signature page) by (a) fax or (b) email (in PDF, JPEG or other agreed format) shall take effect as delivery of an executed counterpart of this agreement. If either method of delivery is adopted, without prejudice to the validity of the contract thus made, each party shall provide the others with the original of such counterpart as soon as reasonably possible thereafter.

 


















THE CONTRACT has been signed for and on behalf of the Parties the day and year written above.
[bookmark: _Hlk37240369]This contract may be executed by the electronic application of their authorised signatories’ signatures and provision of electronic copies of the same


Signed by			)
for and on behalf of   			)
Mayor’s Office for Police 			
and Crime (MOPAC) 			)
	
Director 1 Name:

Signature:						

Date
------------------------------------------------------------------


--------------------------------------------------------------------

Signed by			)
for and on behalf of			)
the Insert Recipient details here		)
			

Director/CEO Name

Signature

Date:


Witness Signature

Date:
	






	

Schedule 1 - Service Specification

The Supplier is required to develop and deliver and/or oversee the delivery of staff training for all staff working in the Hub and to facilitate a programme of ongoing workforce development, which could include reflective practice sessions, training refresher sessions and access to independent learning resources. 
Staff training: 
The Supplier is required to develop and deliver an in-person staff training programme which encompasses the following themes and sub-themes: 
Working with young adults

· Maturity and young adulthood developmental stage – typical and atypical maturation (including brain injury) and effects on behaviour; how to support maturation, including the Choices and Changes resource pack. 
· Young adulthood as a life stage – new experiences and challenges associated with young adulthood;
· Transitional safeguarding – bridging the legal frameworks which apply to children and adults and developing principles for young adults;  
· Legal issues – the legal framework for young adults in relation to accommodation, education, care leavers, immigration and transnational status, complaints etc. The implications of the legal framework on information sharing; 
· Taking a ‘young adult first’ approach – taking a strengths-based, future-focused approach to working with young adults, incorporating learning from the youth justice ‘child first approach’;  
· Engaging with young adults – how to engage and communicate more effectively with young adults, covering learning and engagement styles and language;
· Cultural competency – valuing diversity and understanding and responding to cultural differences; cultivating the ability to work with young adults from diverse communities. 

Understanding systemic issues and the context in which offending occurs 

· Understanding trauma, including racial trauma – trauma, ACEs, racial trauma and race-based traumatic stress and how experiences of these can link to offending;
· Systemic issues – wider systemic issues which may contribute to offending, such as poverty, systemic racism, school exclusions and issues related to immigration;

Hub culture and working practices 

· Trauma-informed practice – applying a trauma-informed approach to work with young adults, including risk management, restorative approaches and trauma-informed management styles.  Enhanced training for leaders and their role in driving trauma-informed practice across the service; 
· Staff wellbeing – how to manage wellbeing, cope with vicarious trauma and avoid burnout; 
· Multi-agency working – working collaboratively within and outside of the Hub to deliver outcomes and provide a seamless service for young adults. 

Supporting specific groups and needs 
 
· Mental health and neurodivergence – mental health and neurodivergence needs of young adults in contact with the CJS, including autism and learning difficulties, how these may manifest in young adults and how to support these needs; 
· Care leavers and looked-after children – statutory requirements, rights and entitlements for care leavers and 17 year olds due to leave care.  Additional support which care leavers may require; 
· Young women in contact with the criminal justice system – needs, vulnerabilities and experiences of young women in the criminal justice system;   
· Prevalent offence types with Newham – serious group offences, offences related to extremism, sexual offences. 

In order to develop a cohesive training package which meets the pilot objectives, the Supplier is required to:  
· Undertake an appraisal of existing resources related to the themes and sub-themes listed above and assess their suitability for inclusion in the training programme;  
· Where gaps are identified, develop resources to fill these gaps, partnering with experts or training providers where necessary.  Where there is a cost associated with partnerships, the Supplier is required to fund these from the overall Service budget; 
· Produce a plan for the training programme for MOPAC’s consideration which outlines the Supplier’s approach to developing and delivering a training programme which responds to all of the sub-themes listed above;  
· Identify a suitable provider to deliver each training element;
· Engage young adults and local communities in the development and delivery of training where relevant and appropriate. 

The Supplier is required to deliver or oversee delivery of in-person training to all staff working in the Hub, including probation staff and staff from support services.  The Hub team will consist of 20-25 core members of staff, with additional staff members working from the hub on a more flexible basis.  
Hub support services will go live between July – October 2021.  The Supplier is required to deliver three rounds of training in response to varying start dates.  Consideration will be given to the best mode of delivery at the time, but it is anticipated that delivery will be a combination of face-to-face and remote delivery. 
Due to staff turnover, the Supplier will be required to deliver training to new members of staff every 4-6 months between November 2021 and January 2023.  
The Supplier is required to develop an induction resource for new members of staff comprising highlights and key learnings from the training to enable new members of staff to learn independently ahead of taking part in the full training programme. 
It is anticipated that the training package will take around four days to deliver.  Delivery will be spread over a two to three week period to enable staff to manage the training alongside work commitments. 

Ongoing staff development opportunities:
To support continuous upskilling of staff across the pilot duration, the Supplier is required to develop a programme of ongoing workforce development opportunities, including but not limited to:  
· [bookmark: _GoBack]Reflective practice sessions – the Supplier is required to deliver, or identify a suitable provider to deliver, regular reflective practice sessions for staff to reflect on the knowledge gained from the training and application to their work. It is anticipated that these would take place every 6-8 weeks; 
· Refresher sessions – once a year the Supplier is required to hold refresher sessions to refresh staff member’s understanding of the elements covered in the training programme. 

Schedule 2 - Pricing

Start Fees: 10% of the contract value will be paid out upfront to support mobilisation. This will be paid out following contract signature, and following receipt of an agreed mobilisation plan 
Development fees: 10% of the contract value will be paid out upon approval of the plan for the training programme to enable the Supplier to proceed with development
Service Fees: 80% of the contract value will be paid out in equal quarterly instalments across years 1 and 2 

MOPAC may consider monthly payments where necessary. 

























Schedule 3 - GDPR 


MOPAC Standalone Controller to Processor Paragraphs

- - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -

Schedule 
Data Protection Schedule

[bookmark: _703423a1-446f-44b6-9af1-cdce65ba703e]Definitions 
In this Schedule:
	Applicable Law

	[bookmark: _AnyStatuteRegulationBy-lawOrSubordi-8B8][bookmark: _TheCommonLawAndLawsOfEquityAsApplic-8B8][bookmark: _AnyBindingCourtOrderJudgmentOrDecre-8B8][bookmark: _AnyApplicableIndustryCodePolicyOrSt-8B8][bookmark: _AnyApplicableDirectionPolicyRuleOrO-8E4]means any law, statute, regulation, byelaw or subordinate legislation in force from time to time to which a party is subject and/or in any jurisdiction that the services are provided to or in respect of the common law and laws of equity as applicable to the parties from time to time, any binding court order, judgment or decree, any applicable industry code, policy or standard or any applicable direction, policy, rule or order that is binding on a party and that is made or given by any regulatory body having jurisdiction over a party or any of that party’s assets, resources or business;


	Communication


	means a complaint, inquiry or request (other than a Data Subject Request) relating to either party’s obligations under Data Protection Laws relevant to this Agreement and/or the Processing of any of the Protected Data, including any compensation claim from a Data Subject or any notice, investigation or other action from a Data Protection Supervisory Authority relating to any of the foregoing;


	Controller

	has the meaning given to that term in Data Protection Laws;

	Data Protection Laws
	[bookmark: _1511867376-294181][bookmark: _1526647342-202455385][bookmark: _1524660225-12557663][bookmark: _1524821944-174431325][bookmark: _1511867376-304181][bookmark: _1511867376-517181][bookmark: _1482459893-10361162]means, the GDPR, the Data Protection Act 2018, the Directive 2002/58/EC (ePrivacy Directive) and/or the Privacy and Electronic Communications (EC Directive) Regulations 2003, any other applicable law relating to the processing, privacy and/or use of Personal Data, as applicable to either party and/or to the processing activity undertake under the Agreement, any laws which implement any such laws and any laws that replace, extend, re-enact, consolidate or amend any of the foregoing;


	Data Protection Losses
	[bookmark: _1482500753-10701413][bookmark: _1484581187-2324125][bookmark: _1482500753-12831413][bookmark: _1482500753-12901413][bookmark: _1482500753-13041413][bookmark: _1482500753-13111413][bookmark: _TheCostsOfLoadingCustomerDataAndRep-90B]means all liabilities and other amounts, including all costs (including legal costs), claims, demands, actions, settlements, interest, charges, procedures, expenses, losses and damages (including relating to material or non-material damage), loss or damage to reputation, brand or goodwill, and to the extent permitted by Applicable Law; administrative fines, penalties, sanctions, liabilities or other remedies imposed by a Data Protection Supervisory Authority, compensation paid to a Data Subject (including compensation to protect goodwill and ex gratia payments) and costs of compliance with investigations by a Data Protection Supervisory Authority and the costs of reconstituting Protected Data to the extent the same are lost, damaged or destroyed, and any loss or corruption of Protected Data (including the costs of rectification or restoration of Protected Data);
	

	Data Protection Supervisory Authority
	means any regulator, authority or body responsible for administering Data Protection Laws;



	Data Subject
	has the meaning given to that term in Data Protection Laws;


	Data Subject Request
	means a request made by a Data Subject to exercise any right(s) of Data Subjects under the GDPR or under any similar Data Protection Laws in relation to any of the Protected Data or concerning the Processing of such data;


	Personal Data
	has the meaning given to that term in Data Protection Laws;


	Personal Data Breach
	means any actual or potential breach of security leading to the accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, any Protected Data;


	Processing
	has the meaning given in applicable Data Protection Laws from time to time (and related expressions, including Process, Processed and Processes shall be construed accordingly);


	Processing Instructions
	has the meaning given to that term in paragraph 2.1.1;



	Processor
	has the meaning given to that term in Data Protection Laws; and


	Protected Data
	means Personal Data received from or on behalf of MOPAC, or otherwise obtained in connection with the performance of the Supplier’s obligations under this Agreement.




Unless the context otherwise requires, references to this Schedule include its Appendices.

1 [bookmark: _1482458570-791125]Processor and Controller
1.1 [bookmark: _1482458570-798125]The parties agree that, for the Protected Data, MOPAC shall be the Controller and the Recipient shall be the Processor.
1.2 [bookmark: _1482458570-805125]The Supplier shall comply with all Data Protection Laws in connection with the processing of Protected Data, the services and the exercise and performance of its respective rights and obligations under this Agreement and shall not by any act or omission cause MOPAC (or any other person) to be in breach of any Data Protection Laws.
1.3 [bookmark: _EachPartyShallComplyWithDataProtect-90B]MOPAC shall comply with all Data Protection Laws in respect of the performance of its obligations under this Agreement.

2 [bookmark: _1482500753-23401413]Instructions and details of processing
2.1 [bookmark: _1482500753-23471413]Insofar as the Supplier processes Protected Data on behalf of MOPAC, the Supplier:
2.1.1 [bookmark: _1482500753-25601413]unless required to do otherwise by Applicable Law, shall (and shall ensure each person acting under its authority shall) process the Protected Data only on and in accordance with MOPAC’s documented instructions as set out in this paragraph 2 and Appendix 1 to this Schedule and as updated from time to time by the written agreement of the parties (Processing Instructions); and
2.1.2 [bookmark: _1482500753-28291413]if Applicable Law requires it to process Protected Data other than in accordance with the Processing Instructions, shall notify MOPAC of any such requirement before processing the Protected Data (unless Applicable Law prohibits such information on important grounds of public interest).
2.2 [bookmark: _ClauseTheSupplierShallImmediatelyIn-182]The Supplier shall immediately inform MOPAC in writing if a Processing Instruction infringes the Data Protection Laws or any other Applicable Laws relating to data protection and explain the reasons for its opinion that the Processing Instruction is infringing, provided that this shall be without prejudice to paragraph 1.2.
2.3 [bookmark: _1482500753-38521413]The processing to be carried out by the Supplier under this Agreement shall comprise the processing set out in Appendix 1 to this Schedule, and such other processing as agreed by the parties in writing from time to time.

3 [bookmark: _1482500753-38821413]Technical and organisational measures
3.1 [bookmark: _1482500753-38891413]The Supplier shall implement and maintain, at its cost and expense, appropriate technical and organisational measures in relation to the processing of Protected Data by the Supplier as set out in Appendix 2 to this Schedule:
3.1.1 [bookmark: _1482500753-41021413]such that the processing will meet the requirements of Data Protection Laws and ensure the protection of the rights of Data Subjects;
3.1.2 [bookmark: _1482500753-41211413]so as to ensure a level of security in respect of Protected Data processed by it that is appropriate to the risks that are presented by the processing, in particular from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to Personal Data transmitted, stored or otherwise processed; and
3.1.3 [bookmark: _1482500753-43611413]without prejudice to paragraph 6.1, insofar as is possible, to assist MOPAC in the fulfilment of MOPAC’s obligations to respond to Data Subject Requests relating to Protected Data.
3.2 [bookmark: _Hlk33711937]The Supplier will immediately notify MOPAC if it becomes aware of any advance in technology and methods of working, which indicate that the parties should adjust their security measures.
3.3 [bookmark: _1482500753-48811413]Without prejudice to paragraph 3.1, the Supplier shall, in respect of the Protected Data processed by it under this Agreement comply with the requirements regarding security of processing set out in Data Protection Laws (as applicable to Processors), all relevant MOPAC policies and in this Agreement.

4 [bookmark: _1482500753-49071413]Supplier personnel
4.1 [bookmark: _Hlk16500212]The Supplier shall ensure that access to Protected Data is limited to:
4.1.1 those individuals who require access to the Protected Data to meet the Supplier’s obligations under the agreement; and
4.1.2 [bookmark: _TheSupplierShallEnsureThatAccessToP-050]the part or parts of the Protected Data that those individuals strictly require for the performance of their duties.
4.2 The Supplier will ensure that all individuals:
4.2.1 are informed of the Protected Data’s confidential nature and use restrictions;
4.2.2 have undertaken training on Data Protection Laws relating to handling Personal Data and how it applies to their particular duties; and
4.2.3 are aware both of the Supplier’s duties and their personal duties and obligations under the Data Protection Laws and this Agreement.
4.3 The Supplier shall ensure that all individuals who process Protected Data are subject to a binding written contractual obligation with the Supplier to keep the Protected Data confidential (except where disclosure is required in accordance with Applicable Law, in which case the Supplier shall, where practicable and not prohibited by Applicable Law, notify MOPAC of any such requirement before such disclosure).
4.4 The Supplier will take reasonable steps to ensure the reliability, integrity and trustworthiness of and conduct background checks consistent with applicable law on all of the Supplier’s employees (and contractors) with access to the Protected Data.

5 [bookmark: _1482500753-59131413]Subcontractors
5.1 [bookmark: _Hlk16500603]The Supplier shall not engage another Processor (or any replacement) for carrying out any processing activities in respect of the Protected Data without MOPAC’s specific prior written authorisation.
5.2 The Supplier may only authorise a third party (subcontractor) to process the Protected Data if: 
5.2.1 MOPAC provides prior written consent;
5.2.2 the Supplier enters into a written contract with the subcontractor that contains terms substantially the same as those set out in this Agreement and, upon MOPAC’s written request, provides MOPAC with copies of such contracts;
5.2.3 the Supplier maintains control over all Protected Data it entrusts to the subcontractor; and
5.2.4 the subcontractor’s contract terminates automatically on termination of this agreement for any reason.
5.3 The Supplier must list all approved subcontractors in Appendix 1 to this Schedule and include any subcontractor’s name and location and contact information for the person responsible for privacy and data protection compliance.
5.4 Where the subcontractor fails to fulfil its obligations under such written agreement, the Supplier remains fully liable to MOPAC for the subcontractor’s performance of its obligations.
5.5 MOPAC’s written request, the Supplier will audit a subcontractor’s compliance with its obligations regarding MOPAC’s Protected Data and provide MOPAC with the audit results.

6 Assistance with MOPAC’s compliance and Data Subject Rights
6.1 [bookmark: _1482500753-59201413]The Supplier shall (at no cost to MOPAC):
6.1.1 [bookmark: _1482500753-59271413]immediately record and then refer all Data Subject Requests it receives to MOPAC within two (2) Business Days of receipt of the request;
6.1.2 [bookmark: _1482500753-61441413]provide such information and cooperation and take such action as MOPAC requests in relation to each Data Subject Request, within the timescales required by MOPAC; and
6.1.3 [bookmark: _1482500753-61511413]not respond to any Data Subject Request without MOPAC’s prior written approval.
6.2 [bookmark: _1482500753-64041413]Without prejudice to paragraph 2.1, the Supplier shall, at its cost and expense, provide such information, co-operation and other assistance to MOPAC as MOPAC requires (taking into account the nature of processing and the information available to the Supplier) to ensure compliance with MOPAC’s obligations under Data Protection Laws, including with respect to:
6.2.1 [bookmark: _1482500753-64111413]security of processing;
6.2.2 [bookmark: _1482500753-64181413]data protection impact assessments (as such term is defined in Data Protection Laws);
6.2.3 [bookmark: _1482500753-64251413]prior consultation with a Data Protection Supervisory Authority regarding high risk processing; and
6.2.4 [bookmark: _1482500753-64321413]any remedial action and/or notifications to be taken in response to any Personal Data Breach and/or Communication, including (subject in each case to MOPAC’s prior written authorisation) regarding any notification of the Personal Data Breach to Data Protection Supervisory Authorities and/or communication to any affected Data Subjects.

7 [bookmark: _1482500753-67001413]International data transfers
7.1 [bookmark: _Hlk16500846][bookmark: _Hlk16501089]The Supplier must not receive, access, transfer or store Protected Data outside the United Kingdom without MOPAC’s prior written consent. 

8 [bookmark: _Hlk16171383][bookmark: _1482500753-74711413]Records, information and audit
8.1 [bookmark: _1482500753-77051413]The Supplier shall maintain complete, accurate and up to date written records of all categories of processing activities carried out on behalf of MOPAC, containing such information as MOPAC may reasonably require.
8.2 [bookmark: _1482500753-79811413]The Supplier shall make available to MOPAC on request in a timely manner (and in any event within three (3) Business Days) such information as MOPAC reasonably requires to demonstrate the Supplier’s and MOPAC’s compliance with their respective obligations under Data Protection Laws and this Agreement.
8.3 [bookmark: _1482500753-82051413][bookmark: _1482500753-82141413]The Supplier shall at no cost to MOPAC:
8.3.1 [bookmark: _1482500753-82211413]allow for and contribute to audits, including inspections, conducted by MOPAC or another auditor mandated by MOPAC for the purpose of demonstrating compliance by the Supplier and MOPAC with their respective obligations under Data Protection Laws and under paragraphs 1 to 11 (inclusive) and any associated appendices; and
8.3.2 [bookmark: _1482500753-82281413]provide (and procure) reasonable access for MOPAC or such other auditor (where practicable, during normal business hours) provided that MOPAC gives the Supplier reasonable prior notice of such audit and/or inspection to:
(a) [bookmark: _1482500753-82351413]the facilities, equipment, premises and sites on which Protected Data are held, and to any other equipment or facilities used in the provision of the services (in each case whether or not owned or controlled by the Supplier); and
(b) [bookmark: _1482500753-84481413]to any individuals who are processing the Protected Data.
8.4 [bookmark: _1482500753-84641413]If any audit or inspection reveals a material non-compliance by the Supplier with its obligations under Data Protection Laws or a breach by the Supplier of any of paragraphs 1 to 11 (inclusive), the Supplier shall pay the reasonable costs of MOPAC or its mandated auditors, of the audit or inspection.
8.5 [bookmark: _1482500753-84711413]The Supplier shall promptly resolve, at its own cost and expense, all data protection and security issues discovered by MOPAC and reported to the Supplier that reveal a breach or potential breach by the Supplier of its obligations under any of paragraphs 1 to 11 (inclusive).
8.6 [bookmark: _1482500753-84781413]If the Supplier is in breach of its obligations under any of paragraphs 1 to 11 (inclusive), MOPAC may suspend the transfer of Protected Data to the Supplier until the breach is remedied.
8.7 [bookmark: _1482500753-84851413]MOPAC shall be entitled to share any notification, details, records or information provided by or on behalf of the Supplier under any of paragraphs 1 to 11 (inclusive) with MOPAC’s group companies, its professional advisors and/or the Data Protection Supervisory Authority.

9 [bookmark: _1482500753-89851413]Breach notification and communications
9.1 The Supplier will notify MOPAC within twenty-four (24) hours in accordance with the requirements of Appendix 3 to this Schedule if it becomes aware of: 
9.1.1 any potential or actual unauthorised or unlawful processing of the Protected Data; or
9.1.2 any Personal Data Breach.
9.2 Immediately following any unauthorised or unlawful Protected Data processing or Personal Data Breach, the parties will co-ordinate with each other to investigate the matter. The Supplier will reasonably co-operate with MOPAC in MOPAC’s handling of the matter, including:
9.2.1 assisting with any investigation;
9.2.2 providing MOPAC with physical access to any facilities and operations affected;
9.2.3 facilitating interviews with the Supplier’s employees (and contractors), former employees (and contractors) and others involved in the matter; and
9.2.4 making available all relevant records, logs, files, data reporting and other materials required to comply with all Data Protection Laws or as otherwise reasonably required by MOPAC.
9.3 The Supplier will not inform any third party of any Personal Data Breach without first obtaining MOPAC’s prior written consent, except when law or regulation requires it, in which case the Supplier shall notify MOPAC of this fact.
9.4 The Supplier agrees that MOPAC has the sole right to determine:
9.4.1 whether to provide notice of the Personal Data Breach to any Data Subjects, regulators, law enforcement agencies or others, as required by law or regulation or in MOPAC’s discretion, including the contents and delivery method of the notice; and
9.4.2 (whether to offer any type of remedy to affected Data Subjects, including the nature and extent of such remedy.
9.5 The Supplier will cover all reasonable expenses associated with the performance of the obligations under Paragraph 9.2 and Paragraph 9.3, unless the matter arose from MOPAC’s specific instructions, negligence, wilful default or breach of this data processing agreement, in which case MOPAC will cover all reasonable expenses.
9.6 The Supplier will also reimburse MOPAC for actual reasonable expenses MOPAC incurs when responding to and mitigating damages, to the extent that the Supplier caused a Personal Data Breach, including all costs of notice and any remedy as set out in Paragraph 9.5. 
9.7 [bookmark: _1482500753-92641413][bookmark: _Hlk16506422]The Supplier shall promptly (and in any event within one (1) Business Day) inform MOPAC by emailing MOPACGDPR@mopac.london.gov.uk if it receives a Communication and provide MOPAC with full details of such Communication. The Supplier will not respond or otherwise deal with any Communication without first obtaining MOPAC’s prior written consent, except when law or regulation requires it, in which case the Supplier shall notify MOPAC of this fact.

10 [bookmark: _Hlk16171248][bookmark: _1482500753-97341413]Deletion or return of Protected Data and copies
10.1 [bookmark: _1482500753-97411413]The Supplier shall (and shall ensure that all persons acting on its behalf and all individuals who are processing Protected Data shall) without delay (and in any event within three (3) days), at MOPAC’s written request, either securely delete or securely return all the Protected Data to MOPAC in such form as MOPAC reasonably requests after the earlier of:
10.1.1 [bookmark: _1482500753-97481413]the end of the provision of the relevant services related to processing of such Protected Data; or
10.1.2 [bookmark: _1482500753-97551413]once processing by the Supplier of any Protected Data is no longer required for the purpose of the Supplier’s performance of its relevant obligations under this Agreement,
and securely delete existing copies (unless storage of any data is required by Applicable Law and, if so, the Supplier shall inform MOPAC of any such requirement).
10.2 At MOPAC’s request, the Supplier will give MOPAC a copy of or access to all or part of MOPAC’s Personal Data in its possession or control in the format and on the media reasonably specified by MOPAC.
10.3 If any law, regulation, or government or regulatory body requires the Supplier to retain any documents or materials that the Supplier would otherwise be required to return or destroy, it will notify MOPAC in writing of that retention requirement, giving details of the documents or materials that it must retain, the legal basis for retention, and establishing a specific timeline for destruction once the retention requirement ends.
10.4 The Supplier will certify in writing that it has destroyed the Personal Data within two (2) Business Days after it completes the destruction.

11 [bookmark: _1482500753-100011413]Liability and indemnities 
11.1 [bookmark: _1482500753-100081413]The Supplier shall indemnify and keep indemnified MOPAC in respect of all Data Protection Losses suffered or incurred by, awarded against or agreed to be paid by, MOPAC or any member of MOPAC group arising from or in connection with:
11.1.1 [bookmark: _1482500753-100151413]any breach by the Supplier of any of its obligations under paragraphs 1 to 10 (inclusive) and any associated appendices; or
11.1.2 [bookmark: _1482500753-100221413]the Supplier (or any person acting on its behalf) acting outside or contrary to the lawful Processing Instructions of MOPAC in respect of the processing of Protected Data.
11.2 [bookmark: _1482500753-100311413]This paragraph 11 is intended to apply to the allocation of liability for Data Protection Losses as between the parties, including with respect to compensation to Data Subjects, notwithstanding any provisions under Data Protection Laws to the contrary, except:
11.2.1 [bookmark: _1482500753-102441413]to the extent not permitted by Applicable Law (including Data Protection Laws); and
11.2.2 [bookmark: _1482500753-102511413]that it does not affect the liability of either party to any Data Subject.

12 [bookmark: _ConflictsUnlessOtherwiseExpresslySt-050]Conflicts
12.1 [bookmark: _UnlessOtherwiseExpresslyStatedInThi-051]Unless otherwise expressly stated in this Agreement:
12.1.1 [bookmark: _TheSuppliersObligationsAndTheCustom-051]the Supplier’s obligations and MOPAC’s rights and remedies under paragraphs 1 to 11 (inclusive) of this Schedule and any associated appendicess are cumulative with, and additional to, any other provisions of this Agreement; 
12.1.2 [bookmark: _NothingInThisAgreementRelievesTheSu-183]nothing in this Agreement relieves the Supplier of any responsibilities or liabilities under any Data Protection Laws;
12.1.3 [bookmark: _NothingInThisAgreementRelievesTheSu-696]nothing in this Agreement affects the rights of Data Subjects under Data Protection Laws (including those in Articles 79 and 82 of the GDPR or in any equivalent Data Protection Laws) against MOPAC, the Supplier or any person acting on behalf of either of them; and
12.1.4 [bookmark: _ClausesToinclusiveShallPrevailOverA-051]This Schedule shall prevail over any other provision of this Agreement in the event of any conflict.
[bookmark: _Hlk16171874][bookmark: _1482500753-128401413]Appendix 1
Data Processing Instructions

	Duration of the processing
	

	Processing instructions 
	

	Location of processing
	

	Type of Personal Data
	 

	Categories of Data Subjects
	

	Approved subcontractors

	Name
	Purpose for processing
	Location of processing
	Contact

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	





[bookmark: _Hlk16171893]
Appendix 2
Technical and Organisational Measures


Security management
1.1 Where the Supplier shares Personal Data with MOPAC, it will provide the Personal Data in aggregate form by email. 
1.2 The Supplier shall ensure Personal Data is transferred to MOPAC using appropriate security measures:
1.3 The Supplier shall, implement and maintain the following measures in respect of Protected Data:
1.3.1 All end-user mobile devices such as laptops must be encrypted. Protected data must be held in encrypted folders.
1.3.2 Protected Data deletion must be undertaken using specialist deletion software that meets the current industry standard. 
1.3.3 AES-encrypted portable media, with two-factor authentication and Bitlocker in Windows operating systems must be used to secure both system drives and external media. 
1.3.4 For  Protected Data accessed via the internet and through the use of mobile phones, HTTPS protocol must be used. This uses TLS/SSL (Transport Layer Security/Secure Sockets Layer) to provide critical data protection during Internet transmission.
1.3.5  Access control permissions must provide Protected Data access to named individuals only:
1.3.6 Access to Protected Data must be strictly controlled by access rights via assigned group membership. Access must only be granted to those who need access to the Protected Data in order to comply with the Processing Instructions.
1.4 Where Personal Data is Special Category Personal Data, the Supplier shall take additional steps to safeguard the Special Category Personal Data. 

2 Personnel
2.1 The Supplier shall, at all times, to the extent it Processes the Protected Data, ensure the Processing by natural persons shall be limited to its employees and the employees of its Approved subcontractors (collectively, personnel) that need to Process it to comply with the Processing Instructions and that all such personnel:
2.1.1 are reliable and have undergone adequate training in the use, care, protection and handling of Personal Data as required for compliance with all Data Protection Legislation and this Schedule;
2.1.2 are informed of the confidential nature of the Protected Data and subject to appropriate obligations of confidentiality;
2.1.3 have been subject to DBS vetting;
2.1.4 do not publish, disclose or divulge any of the Protected Data to any third party where the party subject to this obligation would not be permitted to do so;

Appendix 3
Breach Notification Form

All Personal Data Breaches must be notified to MOPAC within twenty four (24) hours to MOPACGDPR@mopac.london.gov.uk and in accordance with the provisions of Paragraph 9.1 and must contain as a minimum the following details:

	1. 
	Full details of the nature of the Personal Data Breach
	

	2. 
	Full details of the categories and approximate number of data subjects concerned
	

	3. 
	Full details of the categories and approximate number of personal data records concerned
	

	4. 
	If the Personal Data Breach involved any other third parties the full details of those third parties (for example any sub-contractors)
	

	5. 
	The likely consequences of the Personal Data Breach
	

	6. 
	The measures taken to mitigate the Personal Data Breaches possible adverse effects
	

	7. 
	The name and contact details of the data protection officer or other contact point where more information can be obtained
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